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1. Introduction

1.1 Intention

To ensure the utmost security of online communication, GREAT has been upgraded by implementing an external access.

This improvement has especially been made in order to avoid encrypted e-mails on the one hand and to meet the requirements

of data security as well as of auditing on the other hand.

Information about guarantees and for reconciliation purposes will be sent as a message to a message box in the external
access. The respective user will receive a separate notice by e-mail to his conventional e-mail mailbox (e.g. Outlook) informing
him, without containing details, that a new message is available for him in the external access.

1.2 Target group
Users who are registered as contacts of banks and insurance companies respectively all users who can not actively apply for or

edit guarantees in GREAT (e.g. former Siemens companies).

1.3 Structure of the manual

This documentation describes the use of the external access and the handling of reconciliation files.
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2. General information

2.1 Address

The external access can be entered in a save way via internet using the following link:

https://www.siemens.com/great

2.2 Structure
After entering this link the “Home” page will be displayed.

SIEMENS

S
|

| Home | Blackboard | Messages | FAG ! Help | Contact Persons

'GREAT Login

06.44.2005 GREAT - User manual \/1.3 dtd. Oct. 16th 2006 External access Download of
G reconciliation fies (chapter 7)

Accessing GREAT-User for 'external User is live! Employess of external Divisions
10.02.2006 angd Business Partner of Banks and Insurances are now able to access the guarantse
information.

2012 - Corporate Information | Privacy Policy | Terms of Use | Digital I

Image 1: GREAT Web
The contents of the menu items “Blackboard” and “Messages” are only visible after having logged in successfully.

In the menu item “FAQ / Help” you will get assistance in respect of frequently asked questions. If you do not find an answer to
your question, the contacts mentioned in the menu item “Contact Persons” will be at your disposal.
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https://www.siemens.com/great

2.3 Information eMail

In case a new message, reconciliation file or notification on the blackboard has been generated for a user, he receives an
information mail, which is sent to his conventional e-mail-address.

B GREAT: Neue Nachricht 7 New Message - Nachricht (Nur-Text) BEE|

Datei Bearbeiten Ansicht  Einfiigen  Format  Extras  Akbtionen  Document 7

(- Antworten '.'_-gnl_lenantworten icp Weiterleiten | 5§ ETR Li? 35 X oo N % | @ @) & & g % <

o Gesendet: Do 13.04.2006 16:19
An

Cc

Betreff: GREAT: Meue Machricht [ Mew Message

Sie haben eine neus Nachricht im GREAT-Nachrichtenpostfach!
Sie koennen sich mit dem folgenden Link in GREAT ammelden:
https://wuw.siewens.com great,

F¥ou hawve a new message in your GREAT message hox!
Fou can loy into GREAT with the following link:
https://uvw. siemens. com great/

Image 2: Information eMail

The subject and the content of the information mail may vary depending on the underlying activity (message, reconciliation,
notification on blackboard).
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3. Creation of a password

Please keep your password strictly confidential!

3.1 Request for a new password

In the event the password has been forgotten, the provisional password has expired or the Loginname has been locked after
several failed logins, a new password can be requested by the user. For this the Loginname has to be entered into the
respective field. In case the Loginname is unknown, please contact the responsible hotline as mentioned in menu “Contact

Persons”.

GREAT Login

Please log in:
Loginname:

Password:

login

request password

Image 3: Entry of the Loginname

After entering the Loginname and choosing the function “request password”, a new password will be created and sent
automatically to the user by e-mail. This provisional password will be valid for 30 minutes.

SIEMENS
. . 4

| Home | Blackboard | Messages | FAQ/Help | Contact Persons

GREAT Login

Flesse log in:
Loginname.

GRIGORIEV
+ you will receive a new Password by email, this will be 30 minutes valid!

old Password:

0641 GREAT - User manual \f1.3 dtd. Oct. 16th 2006 Exiernal access Download of
o reconciliation files (chapter 7)

Accessing GREAT-User for 'external User is live! Employees of external Divisions
10.02.2006 angd Business Partner of Banks and Insurances are now able to access the guarantes
information

new
verify Password:

& Siemans Financial Servicss GmbH 2012 - Corperate Information | Privacy Pelicy | Terms of Use | Digital 1D

Image 4: Password eMail has been sent

The login dialogue will change for the award of a new password.
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GREAT Login

Please log in:

Loginname:

GRIGORIEY

old Password:
new

verify Password:

Image 5: Enter new personalized password

Meanwhile the e-mail with the new password should have arrived in the e-mail mailbox of the user.

B pef_test GREAT: Your new password / Ihr neues Passwort - Nachricht (Nur-Text)

- Datei EBearbeiten Ansicht  Einfligen Formak  Extras  Akbionen  Document 7

'antwmgten inlenantwnrtan Qw:awterlalten & Sa | & 2= S [3 LB Kl A 1’?5 @ @ & @ @ ag
Yon: Gesendet: Mi12,04.2006 00:00
An:
Ce
Betreff: pef_test GREAT: Your new password § Ihr neues Passwork
pef test d
Your new password / Ihr neues Passwort: JENGPC_ %542
Dieses Passwort lasuft nach 30 Minuten asb / This password expires after 30 minutes
https://vww.siemens. cow/ great/
El

Image 6: Password eMail

GREAT —

—  © Siemens AG / Siemens Financial

GREAT External Access

GREAT Il - User manual - ExternalAccess Version 2.0 of March 7th, 2012

Services GmbH

9/25




3.2  Awarding of a new password
At first the provisional password has to be entered into the field “old password”. Then the new password has to be entered into
the fields “new password” and “verify password”. For the creation of a new password the following rules apply.

GREAT Login

Please log in:
L

oginname:

GRIGORIEV

Id Password:
ify Password:

(=

new
VT

Image 7: Entry of new password

3.3 Password rules

A new password must contain at least 8 digits but not more than 16 digits
A password must contain at least 8 digits, but not more than 16 digits.

A mix of upper and lower cases, numerical and special characters must be used to create a password. At least three of these
four types of characteristics have to be used.

A new password cannot correspondent to one of the 15 previously used passwords.

A password, newly assigned by an administrator or requested by the user himself, is always only preliminary and can only be
used to create a personalized password.

A password will always expire after 90 days.

After 5 consecutive incorrect login attempts, the access will be locked and can only be unlocked by an administrator or the
responsible hotline.

By pressing “change password” the old password will be replaced by the new one. In case all password rules have been
obeyed the following notification will be displayed.
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SIEMENS

. Y Great - external Access
| Home | Blackboard | Messages | FAQ ! Help | Contact Persons
GREAT Login
# Password changed successfully, please logon again! Flesse log in:

Loginname:

GRIGORIEV

Password

0611 GREAT - User manual \/1.3 dtd. Oct. 16th 2006 External access Download of
© 7 reconciliation files (shapter 7) m

Accessing GREAT-User for ‘external User is live! Employees of external Divizions
10.02.2006 3nd Business Partner of Banks and Insurances are now able to access the guarantes login
information.

request passward

© Siemans Financial Servicss GmbH 2012 - Corporate Information | Privacy Policy | Terms of Use | Digital 1D

Image 8: New password has been successfully allocated

GREAT —
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4. Login process

The login process requires a Loginname as well as a password. The user will receive an e-mail containing his Loginname and a
preliminary password as soon as an administrator has set up the user in GREAT.

GREAT Login

Please log in:

Loginname:

Password:

login

request password

Image 9: Login

4.1 Possible Actions

m Process login

request password . .
Request a new password (after entering the Loginname)

4.2 Login
For the login the user has to enter his login nhame and his password into the respective input fields “Loginname” and
“Password”. The password will be displayed in a hidden form as a number of dots “eeeeeeee”.

GREAT Login

Please log in:
Loginname:

GRIGORIEV

Password:

login

request password

Image 10: Login — with respective inputs
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4.2.1 Successful login
By pressing “login“, GREAT will start to check the user data, which has been entered. In case of a successful login, a welcome
message will appear:

My Profile

Welcome GRIGORIEV
4079 - HanseCom - DEU

Image 11: Successful login

4.2.2 Wrong username

If a wrong login name has been entered, an error message will appear:

SIEMENS
Great - external Access

| Home | Blackboard | Messages | FAGIHelp | Contact Persons |

GREAT Login
+ no valid useraccount or no valid division Testinull Flease og in

Loginname:

06.11.2005 SREAT - User manual V1.3 dtdl. Oct. 16th 2006 External acczss Download of
B reconcilation files (chapter 7)

Accessing GREAT-User for ‘external User is live! Employees of external Divisions
10.02.2008 and Business Partner of Banks and Insurances are now able to access the guarantes.
information

Password:
login

request password

Image 12: Wrong Loginname

4.2.3 Wrong password

In case a wrong password has been entered, the following message will appear:

SIEMENS
Great - external Access

| Home |  Biackboard

Messages | FAQ/ Help | Contact Persons |

GREAT Login
& Password is incarrect Please log in

Loginname:

Neumann |

Password:

06.41.2005 GREAT - User manual V4.3 dtd. Oct. 16th 2006 External acesss Downioad of
B reconcilation fies (chapter 7).

Accessing GREAT-User for ‘external User is live! Employses of external Divisions
10.02.2006 and Business Partner of Banks and Insurances are now able to access the guarantee. lagin
information

request password

Image 13: Incorrect password

Advice: The diction of upper and lower case characters has to be observed when entering the login name and
password.
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5. Blackboard

After having logged in to the external access of GREAT the user has access to the blackboard. Here natifications for a specific
group of users are available (e.g. contact persons of banks or insurance companies). These users will receive a notice by e-

mail, which is sent to their conventional e-mail mailbox in case a new notification has been placed onto the blackboard.

SIEMENS

. : i

| Home | Blackboard | Messages | FAQI/Help | Contact Persons

M Blackboard

I¥] Refresh

0 Blackboard-Messages

open Sender Subject Date

T A Y I 2

Date of receipt
Sender
Subject

4

& Siemaens Financisl Sanvices GmoH 2012 - Corporate Information | Privacy Policy | Terms of Use | Digital ID

Image 14: Blackboard
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6. Message box

The message box is the personal mailbox of the user. Here all messages concerning an amendment, the expiration or the
reconciliation of guarantees will be displayed. The user will receive a separate information about such a new message by e-
mail, which will be sent to his conventional mailbox (please also refer to page 6). By default the messages of the last 7 days will
be shown. In case no messages are displayed, this period can be extended with the drop down button to the last 30 resp. 90

days.

SIEMENS

: : 4

Blackboard | Messages

Contact Persons

FAQ/ Help

M Messages

Status I new - Period I Last 7 days vI [+ Refresh
open Category Sender Subject Date

1 % Reconciliation Stich Lorenz Test (4RE des Antragstelers/ARE of applicant = '7956") Mar 2, 2012 1:02:55 PM

T 1 Y R Y T R T

Date of receipt
Sender
Subject
Attachment

Image 15: Message box

6.1 Possible Actions

stats [rev 7] By choosing the required status the corresponding message box will be displayed

(new, saved, done, deleted, sent)

Period [ Last 7 days =] Filter for fixed dates of receipt (today, last 7 days (default), last 30 days, last 90 days)
(F1 Refresh Refresh message list

The message box contains an extract of all messages available for the selected criteria.

6.2 Create a new message
This function is not available for the external access. It is only possible to reply to a received message within 90 days after its

receipt.
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6.3 Open and read a message

In order to read a message, it has to be opened by pressing the file icon (3 .
Then the icon for an opened message ¢ appears and its content will be displayed below the overview.

| Home | Blackboard | Messages | FAQiHelp | Contact Persons |

M Messages

Statuslr!e'ﬁ' VI periodILaEt? days vl [+] Refresh

open Category Sender Subject Date

= Ub Nicht klassifizisrt Schmachtenberg Dirk ezt 05.03.2012 12:25:57

[ [« [ [ Do [M

Date of receipt 05.03.2012 12:25:57
Sender Schmachtenberg Dirk (Schmachten, 5026 - Siemens Financial Services GmbH - DEU (GHO})

Subject Tezt
Attachment 5t Dokit.doc

Ik

Test

14

<) reply | mark as read | T delete

® Siemens Financizl Services E@mbH 2012 - Corperate Information | Privacy Policy | Terms of Use | Digital (D

Image 16: Open a message

Several functions are available beneath the message. These functions allow to reply to the message which is opened, to mark

it as read or to delete it.

6.4 Message with attachments

Messages with an attachment, e.g. reconciliation files, are marked with the ZIP symbol 13

The attachment can be directly opened or downloaded from the open message. For the handling of reconciliation files, please

take natice of the hints in chapter 7 of this manual.

Advice: An instruction regarding the reconciliation process is part of the ZIP file, sent along in case of reconciliation

messages.
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| Home | Blackboard | Messages | FAQiHelp | Contact Persons

M Messages

Statusll'le'~‘f' VI periodILaEt'r'days vl [+ Refresh

open Category Sender Subject Date
= Ub Nicht klassifizisrt Schmachtenberg Dirk Test 05.03.2012 12:25:57

[ [« [ [ Do [M

Date of receipt 05.03.2012 12:25:57

Sender Schmachtenberg Dirk (Schmachten, 5026 - Siemens Financial Services GmbH - DEU (GHO})
Subject Tezt

Attachment 5b Dokit.doc

Test

<) reply | mark as read | T delete

Ik

14

® Siemens Financizl Services E@mbH 2012 - Corperate Information | Privacy Policy | Terms of Use | Digital (D
Image 17: Message with attachment

6.5 Reply to a message
It is possible to reply to a received message by pressing the button < reply

Advice: Recipient, Subject and original wording cannot be amended.
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| Home | Blackboard | Messages | FAQiHelp | Contact Persons |

M Messages

Statuslﬂe'ﬁe' VI periodlLast'r'days vl [+ Refresh

open Category Sender Subject Date
= Ub Nicht klassifizisrt Schmachtenberg Dirk Test 05.03.2012 12:25:57

[ [« [ [ Do [M

Date of receipt 05.03.2012 12:25:57

Sender Schmachtenberg Dirk (Schmachten, 5026 - Siemens Financial Services GmbH - DEU {GHO})
Subject Tezt

Attachment 5b Dokit.doc

Test

) reply [['f mark as read | T delete

Ik

14

® Siemens Financizl Services E@mbH 2012 - Corperate Information | Privacy Policy | Terms of Use | Digital (D

Image 18: Reply to a message

The dialogue “reply Message” will open and the answer can be entered into the field “Text".

reply Message

Ton IScr‘rnacI‘tert:sr; Dirk (Schmachten, 5026 - Siemens Financial Services GmbH - DEU (GHO
Subject: I_sst

=
Text:

=

Test d

Original-Text:

=
Attachment: I Durchsuchen... |

Answer I Cancel

Image 19: Reply message
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6.5.1 Components

Answer |
Cancel |

Send the answer
Cancellation, answer will neither be sent nor saved

With the button M it is possible to select and add a file, e.g. a revised reconciliation file, which should be attached to
a reply. A sub-dialogue will open where the respective file can be selected. It can be added by pressing the function “Open”.

T =/ <
Laak i r@ Desktop _'_J - G0 ey B

oMy Dacuments £y GREATT1 - CI0_TEST
4 My Computer £ GREATII - PEF_Release

My Network Places g) GREAT II - CIO_Release
! |Microsoft Office Qutlook 2003 g) GREAT II - Demno
g Mindjet MindManager Pro & g) GREAT II - live

£ GREAT 11 - PEF_TEST

£y GREAT 11 - Training

i anschreiben.doc @Internet Explorer

() Austria @KeePass Password Safe
HEenutzerhandbuch - Externer Zugang. doc B rrigierter_Bestand.xls

] ~srutzerhandbuch - Externer Zugang.doc
Et ~WRL1SE3.tmp

,,'F-,- CAT-Cleaner & Livelink LéicatiEn
T, ConTEXT MicrosoFt Excel

o CorinaCert

& A GREATI- live

FLED400ATC E0401690

@Micrnsnﬂ: Office Access 2003
@Microsoft Office Project 2003
|3 Microsaft Office visio 2003

2

File hame: |Konigierter_B estand.xls _'J DOpen I
Files of tpe: IAII Filez [7.7] LI Cancel !
24

Image 20: Select attachment (the language of this window varies depending on the system message)

Now the dialogue closes and the path to the attached file appears in the reply message.

reply Message

Ton IScrmacrterterg Dirk (Schmachten, S026 - Siemens Financial Services GmbH - DEU (GHO))
Subject: I_Est

=]
Text:

Test ;I

Original-Text:

=
Attachment: II:\AI‘:‘IS‘I.Change ManagementWw2021_p2\Patch V2021_p2.doc Durchsuchen... |

Answer I Cancel

Image 21: Answer with attachment
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By pressing the button &I the respective message can be reverted to its sender. Afterwards you will return to the

main window of the message box.

6.6 Sent messages
Sent messages can be traced back up to 90 days by choosing the attribute “sent” within the filter “Status”. Here you can see
your reply messages and - if applicable -the respective attachments.

| Home | Blackboard | Messages | FAQ/Help | Contact Persons |

M Messages

Statuslaﬁﬂt vl periodILaet?dﬂya vl 1 Refresh
open Category Sender Subject Date

= Sh Micht klazsifiziert Grigoriev Diana RE: Tezt 05.03.2012 12:45.56

W E G MM
Date of receipt 05.03.2012 12:45:55
Sender Grigoriev Diana (GRIGORIEV, 4079 - HanseCom - DEU)
Subject RE: Test
Attachment b Patch V2021_p2.doc
dfh A
-— Criginal —
From: GRIGORIEV(407S - HanzeCom - DEU) |
Sent: 05.03.2012 12:45.56
ReplyTo: Schmachtenberg Dirk (Schmachten, 5028 - Siemens Financial Services GmbH - DEU (GHO})
Subject: Test
-

<) reply | mark as read | T delete

@ Siemens Financial Sarvices GmbH 2012 - Corporate Information | Privacy Pelicy | Terms of Use | Digital 1D

Image 22: Sent items
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/. Handling of a reconciliation file

7.1 Saving an attached file

Before you are able to work on the reconciliation file it has to be saved locally on your computer.

-
For that purpose, please click on the symbol £IF in the respective message.

| Home | Blackboard | Messages | FAG/Help | Contact Persons |

M Messages

Status I new VI Period I Last 7 davs VI f+1 Refresh

open Category Sender Subject Date

= =) ) = & T (L = ol -y it 1= 2 ol
= Schmachtenberg External Accezs (ARE des Antragztellers/ARE of 05.03.2012
e CpiviAbSimmng, o applicant = 4079") 12:52:06

I T A Y Y

Date of receipt 05.03.2012 12:52:06

Sender Schmachtenberg Dirk (Schmachten, 5026 - Siemens Financial Services GmbH - DEU (GHO))
Subject External Access (ARE des Anfragstellers/ARE of applicant = 4075}
Attachment I} reconciliation.zip

Recenciliation

<) reply | mark as read | T delete

|¥

|4

Image 23: Download of the reconciliation file
Thereupon the download dialogue for opening or saving of an attachment will open.

Hint: The language of this dialogue depends on the language settings of the operating system.

:-:'j

[ F43

Do you want to open or zave thiz hle?

HMame reconclistion,dp
2]

Tepe: Windip Fie, 116 bytes
From, mche027x.55 semens. de

Dpen || Save || Cancel |

“While: files fram the Inbamet can be uzeful, zome: les can potentialy
baim powsr conpuber. [ pou da not biust the source, do nat cpen o
?

save this fike. Whal's the (h?

Image 24: Dialogue to open resp. to save a file
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Please press the “Save” button. Thereafter the dialogue “Save As” appears. Choose the directory were the attachment shall be

stored. We recommend you to select the desktop.

SHVESLE

©

Sawve in: @ Desktop

:ﬂMy Documents
{ 4 My Computer
ty Recent ‘-_;My Metwork Places
Documents

Desktop
ty Documents
’ff- !-ﬁ g

ty Computer

@ o [ o
2 —
My Network | Save as lope: WinZip File &

Image 25: Dialogue to save a file

Afterwards, please press the button “Save” in order to download the attachment into the selected directory. When the download

has been completed the following dialogue opens:
[_Du-r.in Gad Conplete = \_j _i a‘
¥ 2

Y] Download Coniplete

Saved:
reconciliation. zip From mchs027x . sFs, siemens, de

Dawnlnaded: 24,0KE in 1 sec
Downioad to: CA\Documents and .. reconciliation. zip
Transfer rate: 24,0 KBj3ec

[ Cloge this dislog box when download completes

l Open ] l Open Folder ] [ Cloze l

Image 26: Completion of download

This dialogue will be closed by by clicking on the button “Close”.

—  © Siemens AG / Siemens Financial
GREAT — GREAT External Access Services GmbH

GREAT Il - User manual - ExternalAccess Version 2.0 of March 7th, 2012 22125




7.2

Unpacking the reconciliation file

In order to work on the the reconciliation file after its download you have to unpack it together with the respective handling

description. The following process specification is based on the program WINZIP.

To open the ZIP-file, please douple-click on it. Thereby the following dialogue turns up:

L REIEIX

File Actions Options Help
T g8 . o X ] ﬂ
Tl Open Favorites add Extract Encrypt i CheckOut
Marne
EFo006-09-06_15.49.28_rec_2091,xls
ME__F zum 31,08, 2006_new.dac
Selected O files, O bytes Total 2 files, S4KB 60 .

Image 27: Selection of the files to be unpacked

To mark both files press down the left mouse button and draw a box (while continuing to hold the button) around the files.

L REIEX]|

File Actions  Options
N = o = - s p
LY ‘A Y S i a
Ty Cpen Favorites Add Extract Encrypt Wigw Checkout
Marne
Selected 2 files, S4KE Tatal 2 files, 94KE 00 .

Image 28: Marking of the files to be unpacked

Now, please press and hold the left mouse button while moving both files to your desktop.
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S 2006-05.06_15.49.25_1ec_209 o
£ F aum 31.08,2006 o doc

| 3 e T

Selected 2 fies, 94KE Totsl 2 Files, 946

Image 29: Filing on the desktop

7.3 Updating the reconciliation file
After you have unpacked the desription and the reconciliation file successfully on your desktop you can revise the data
according to the instructions given in the respective desription.

7.4 Return of the reconciliation file

To return the reconciliation file, please follow the proceeding described in 6.5.
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