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Welcome 1

1 Welcome

Welcome to NetOp Process Control, a Danware Data security software.

This quick guide will lead you through a default installation and startup of NetOp Process Control.
Additionally it will present examples of how to configure programs to work with the firewall.

Available options are explained in the NetOp Process Control User’'s Manual which you can find in
the install directory or as an online help system which can be activated by pressing the F1 button
or by clicking the Help-button.

Furthermore, it is possible to find information on our KnowledgeBase on the NetOp homepage, or
using the Support form.

The NetOp Product Services Team

1.1 Introduction

The NetOp Process Control is an extremely powerful tool that offers process control and dynamic
packet filtering.

Process control gives you the ability to deny any program (process) to run at all, allow
communication, only allow communication of a trusted network or prevent any communication.

Packet Filtering is used for restricting the computer's inbound and outbound traffic based on IP
addresses, ports and protocols.

Packet Log and Traffic Matrix are two built-in tools used for displaying real-time network activity
details such as which IP addresses, ports and protocols a program is trying to use for
communication. Make use of this information to configure the firewall.

Note: The NetOp Process Control configuration can either be managed locally on each computer
or centralized by the optional NetOp Policy Server. For fault tolerance and load distribution the
NetOp Policy Server has been implemented with a Master Server and multiple Replica Servers
ensuring maximum system availability.

1.2 Before you install

. Read the NDFReadMe.txt file that resides in the root directory of the CD.
. Remove any installed firewall.
. Scan your computer with an updated anti virus product.

. Save all data and shut down all running Windows applications.

ga A W N B

. Make sure that the computer is connected to the Internet. If connected to the Internet by a dial-
up connection, the dial-up connection must be running.

© 2007 Danware Data A/S
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1.3

1.4

Installation
Once you have downloaded the installation file, click Run and follow the on-screen instructions.

i NetOp Process Control Setup FXI

P.-" Welcome to NetOp Process
NetOp' Control Setup Wizard

The Setup wizard will install MetOp Process Control on your
computer. Click Mext ko continue or Cancel ko exit the Setup

| - Wizard,

[ MNext = ] [ Cancel

Remember to have all required information ready at hand.

After installing, choose Yes to restart the computer and complete the installation, optionally
choose No to postpone the restart.

Note: NetOp Process Control will not be running until the computer has been restarted

Setup

When the computer has been restarted, the Setup Wizard will automatically be loaded. The Setup
Wizard assists you in creating a NetOp Process Control (NPC) setup for your current computer
environment.

To create a default setup, accept the Setup Wizard suggestions.

In the window shown below, click Next > to continue.

© 2007 Danware Data A/S



Welcome 3

Setup Wizard - MetOp Process Control

‘Welcame ko the NetOp Process Conkrol
M Setup wizard
NetOp This wizard will quide vwou through the selection of certain

setup options ko make the NebOp module ready for use,

Click Mext ko proceed,

[ Mext = l l Cancel l

NPC makes an initial detection of which programs and services are running after you logged on to
your computer. The wizard assumes that these are mandatory for your system to function correctly
and lists them in the window below.

Setup Wizard - MetOp Process Control @

Add these programs that are currently set to run automatically -
when Windows start up ;
NetOp

(*) Automatically add all detected programs

() Manually select programs needed for startup

File Description Rule Aktri,

—j explorer.exe Windows Explorer Allow Camrunication  RHS
Frkoskerl.exe MT Kernel Svystem Allow Communication  RHS
ﬁlsass.exe LS4 Shell (Export Wersion) Allaw Communication  RHS
[Fsmss. exe Windows NT Session Ma... Allow Communication  RHS
_ﬂ_ll winlogon.exe Windows NT Logan Appl... Allow Communication  RHS  w
< >

[ < Back ] [ Mexk = l l Cancel l

To edit to the list of detected programs, select Manually select programs needed for startup.

In general it is not recommended to make any changes to the automatically detected programs,
since it may cause malfunction of your system.

Click Next > to continue
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Setup Wizard - MetOp Process Control

Define Trusted Mets P\
NetOp'

(*) Automatically detect domain controllers connections if present

() Manually define Trusted Nets connections

Trust Fram To Artributes  Rule
Dk-LR-CMPMY-01 192,168.100.x  192,168,100.% Inbound/Ou. ..
US-LR-CMPMY-02 10,30.1.2 10,30.1.2 Inbound/Ou. ..
DE-LUR-CMPMY-03 10.,50.1.1 10.,50.1.1 Inbound/Ou. ..
LK-UR-CMPMY-04 10.40.1.1 10.40.1.1 Inbound/Ou. ..
ES-LIR-CMPNY-05 192,168,100, 192.168.10.% Inbound/Ou. ..

[ < Back ] [ Mexk = l l Cancel l

NPC automatically detects the domain controllers of the domain that you are currently logged on
to. This enables you to set up a trust for these, securing that your communication with the Local
Area Network will not be blocked. The list is empty, if you are presently not logged on to a domain,
or if no domain controller is present.

To edit the list of detected domains, select Manually define Local Area Network.

Click Next > to continue.

Setup Wizard - MetOp Process Control

Select Permissions for Outhound Traffic P\
NetOp'

(%) Permit all outbound traffic (Default)
Select this option if vou do not have sufficient information to configure parts For
programs that need access to the network
Mate: All outbound parts are open by default and replies are accepted

() Limit outbound traffic
Select this option if wou want the Process Contral to open a predefined selection of
ports For programs that need access to the network,
Maote: Some outbound ports are open by default and replies are accepted

() user defined rules
Select this option if vou want ko configure your own selection of ports and programs
that need access ko the netwark
Mate: All ports are closed by default

[ = Back H Mext = l l Cancel l

Initially, NPC allows traffic that is necessary for your programs to function smoothly. This means
that the programs will be allowed to communicate with e.g. the Internet and accept replies to this
specific communication. Your computer will still be blocked for undesired incoming traffic.

It is recommended at this time to keep the default.

Click Next > to continue.
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x]

Setup Wizard - MetOp Process Control

M Setup Wizard completed
NetOp

‘four MekOp Process Contral is now set up and ready For
use,

| To change the setup, use the Open Process Conkral menu
i ikems.

 n

hy =

[ < Back H Finish

Click Finish to leave the setup wizard.

NetOp Process Control is now set up and running.

2 Configuration of NPC

When NetOp Process Controlis installed on a computer, this button will by default appear in the
notification area in the lower right corner of the screen:

‘U S LS =4y

Right-click this button to display this menu:

E] Open Process Control

(@ Block All Communication
Swikch Profile g

About. .,

MetOp Process Control

Exit

The Open Process Control provides access to the NetOp Process Control window.

© 2007 Danware Data A/S
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il NetOp Process Control 4.0 |Z||E|rz|
Firewall Rules File / Descriphion | Rule Atrributes | Message
[rpesve.exe Metop Proce... [ allow Commu. ..
[@] Programs W WPMAgent.exe  Metop PM A, [ Allow Commu,.,
£ Ports W NPMHelper.exe  Metop PMH... [ allow Commu. ..
k Protocols 8 wPMPolicyLoads. .. Metop PMP... [ allow Commu,..
7# Trusted Nets W HPMRM Exe Metop PMR... [ Allow Commu. ., ]
% Banned Nets 0 NPSGuard.exe  Metop Policy... [ allow Commu. .,
of NPSMaster.exe  Metop Policy... [¥ Allow Commu. ..
ic: MNetop Po & T, ..
Information By nrsw. exe Registration ... [ allow Commu. ..
e [ Y, R Blmbim 29 CF [T P s—p— v
/0y Event Log S l »
) Traffic Matrix
[ Statistics Se__h_acted File Information
@ Program Manager WPSReplica.exe
Description:  Metop Policy Server - Replica
Profile rules ‘ersion: 4.0.0.152
Path: Ci\Program Files\Darwware DatalMetOp Policy Serveri\ReplicalMPSRep
Select Profile Size: 954,880 Bytes
|Main Rule: Allow Communication
B Rl
Last Active Processes enabled
IF: 192.168.102.70+ [ Process Control Ok This product is a Trial Yersion
This is the NetOp Process Control main user interface that specifies Firewall Rules, accesses
Information utilities and specifies Profiles.
2.1  Firewall Rules
This section allows the user to configure rules for program execution and communication.
For each Program a specific rule can be applied to decide whether the program may run and if
communication is allowed.
As a general setting for all programs Ports and Protocols can be used to restrict communication.
Trusted Nets and Banned Nets are used for controlling which IP addresses the computer can
communicate with.
2.2 Information

This section displays historic event information and real-time details about network traffic.

The Event Log gives information about e.g. programs starting and stopping, changes in your
networking environment and results of unknown programs requesting network access.

The Packet Log, the Traffic Matrix and Statistics give a real-time picture of the actual networking
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2.3

3.1

activity and is a valuable tool for deciding if a firewall rule should be modified to block or allow
communication.

To get a list of currently running programs and processes, access the Program Manager. From
here you can stop a program or you can add it to the database for later editing.

Profiles

A Profile is a complete set of firewall rules that can be used on a specific network. All of the rules
that are created, will affect the Main Profile until you actually decide to create new profiles.

When creating a new profile an exact copy of the Main Profile is used as template for the new
definition.

Configuring the Process Control

Allowing outbound communication for a program

While working on your computer, programs may need to communicate with other networked
computers to execute their tasks.

For programs not listed and approved during the initial setup wizard, NetOp Process Control will
display this window when a program tries to communicate with other computers:

Unknown Program gl

N Intermet Explarer iz trying to communicate
Do you want to allow communication’?

R emember

Mo Details...

In this example Microsoft Internet Explorer is trying to start outbound communication with a web-
server. This is OK, if you just launched this internet browser and entered a web address to visit.
Outbound communication means that the communication is initiated from your own computer
going out through your firewall.

In case you do not want to be prompted each time the program tries to communicate, check
Remember.

If the program name does not seem familiar, you can optionally select the Details... button to
display a lower extension of the window with details on the communication attempted by the
program and additional program firewall rule options. Based on this information, you have a better
chance of deciding whether or not the program should be allowed to communicate.

© 2007 Danware Data A/S
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Ll Unknown Program @
Internet Explorer is trying ko communicate
| Do you want ko allow communication?
. Yes [
[Jremember
Details:
Internet Explorer version 6,00,2900,2180 (xpsp_spZ_rtm.140303- ”~
2158)
is brying to communicate on port 80
using the TCP, Transmission Control probocol
to the remate computer Unresalved
File Mame: iexplore.exe
File Location: Ci\Program Files\Inkernet Explorer
Local Address: LLMOOL, darwware local
Local Port: 1309
Remote Address: Unresalved
Remate Park: 80
Davank Drmarsras W TRINAAS, cvnlarar cva b
'ct Task: A
By clicking Yes this program will be added to the database with the firewall rule Allow
Communication. The next time Internet Explorer is being launched, the user will not be prompted
for a decision.
3.2  Denying outbound communication for a program

Today, many programs by default establish a connection to the Internet to e.g. check for updates,
even though it is not necessary for the program to function correctly.

In these situations you may not wish to allow programs and services to communicate with other
networked computers, that could cause superfluous network traffic.

Unknown Program §|

windows Media Plaver is trving to comnmunicate
Do you veant to allow communication?

-Yes Mo Details & Rules...

[Jremember

In the above example Windows Media Player is trying to communicate to e.g. retrieve media
information from the Internet.

If you wish to play only local media files, there is no need for the Media Player to contact the
Internet. In this case you may wish to Deny Communication. The firewall will then prevent any
communication regardless of the settings in the Media Player Options.

By checking Remember and clicking No, this program will be added to the database with the
firewall rule Deny Communication. Thus you will not be prompted the next time Media Player tries
to communicate.

In case you want to be prompted each time the program tries to communicate, leave Remember

© 2007 Danware Data A/S
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3.3

unchecked. This enables you to change your decision the next time Windows Media Player tries to
communicate.

To change the current rule for Windows Media Player, select Firewall Rules/Programs. Locate the
file Windows Media Player file called wmplayer.exe, right-click it and choose between the options
below:

File Descripkion Fule Akrributes | Message

: Windows Media Player
@WINWDRD.EXE Microsoft Office Word
ifd WHOFfice.exe  RoboHelp OFfice
‘fvitawrap.exe Metsp School YITAWRAP
@'-.-‘ISIO.EHE Microsoft Office Yisio
Eucstartup.exe ucskartup.exe
ETmeap.ﬁ.p.exe Personalizacion del ke, .,
3::-stdeplcuy.exe MetOp Schoal Student ...

ﬁ Allow Communicakion
J Prompt an Cormmunication

Programes

ﬂ Deny Cormmunication

n Unretgicted Cammunication

_] Trusted Met Only

@setup_wm.exe Microsoft Windows Medi. .. Akkribukes 4

W RoboHTML. exe  RoboHelp HTML Applica. .. add...

g)realplay.exe RealPlayer Remave. .. CHl+R
LReactnr.exe MetOp Reackar Properties. ..

p';.fthcun.exe python. exe Kill +reengrarm " rerrrraild PRI

BEAAARANDEARERAE

EpruwinSZ.exe Prowingz , exe

Allowing inbound communication for a program

Certain computers offer networking services and may need to allow inbound communication,
coming from other networked computers. Examples of these services are web, file, database and
computer management services, like remote control.

Inbound communication means that the communication is initiated from other computers coming
in through NPC.

Unknown Program &l

MetOp 32 Host Application. iz tying to communicate
Do you want to allow communication’?

-Ies Mo Details...

R emember

In this example NetOp Host tries to communicate with the network during the initial startup using
outbound communication. As such, NPC prompts the user to allow this program to communicate.
By checking Remember and clicking Yes, this program will be added to the database with the
firewall rule Allow Communication.

From a user point-of-view this program should now be ready for communication. However, when
trying to communicate with the NetOp Host using TCP from other computers on the network, no
connection can be established because NPC by default is not open for inbound communication.

The NetOp Host is the server part of a remote control program and as such requires an inbound
port to be open in order to work properly.

To configure the Firewall Rules correctly for this program, use the Packet Log to observe

© 2007 Danware Data A/S
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information about the blocked inbound communication:

Frocess Hame | Protocol De... Remote IP Address | Flemote Port Local IP Address | Local Port
[[E Mhstw3Z exe TCP, Transmi.. 132.168.109.52 1654 192.168.103.61 £502
[[8 Mhstw3Z.exe TCP, Transmi.. 192.168.109.52 1654 152.168.103.61 £502

Look for Nhstw32.exe, which is the NetOp Host file name and locate the Local Port number. In this
case you need to open Port 6502 to allow inbound communication from the NetOp Guest that is
the client part of the remote control program.

To change the current rule for Port 6502, select Firewall Rules/Ports. Locate NetOp Remote
Control and change the rule in the drop-down list at the bottom to Inbound/Outbound Traffic.

NPC is now configured correctly to let the NetOp Host be remotely controlled. You can also see
the effect of the changed setting in the the Packet Log:

Frocess Hame | Protocol De... Remote IP Address | Flemote Port Local IP Address ~ Local Por
EJ Mhstw3Zexe TCP, Transmi.. 192.168.109.52 16582 19216810361 ER02
& Hhstw3Zexe TCP, Transmi.. 192.168.109.52 16582 19216810361 ER02
& Mhstw3Zexe TCP, Transmi.. 192.168.109.52 1682 192.168.103.61 B502
& Hhstw3Zexe TCP, Transmi.. 192.168.109.52 16582 19216810361 ER02
EJ Mhstw3Zexe TCP, Transmi.. 192.168.109.52 1682 192.168.103.61 B502
EJ Mhstw3Zexe TCP, Transmi.. 192.168.109.52 16582 19216810361 ER02
EJ Mhstw3Zexe TCP, Transmi.. 192.168.109.52 1682 192.168.103.61 B502
& Hhstw3Zexe TCP, Transmi.. 192.168.109.52 16582 19216810361 ER02

Working with other computers on your LAN

By default NPC will not allow inbound communication from other computers on your Local Area
Network.

This may not be convenient for your daily office routines, like e.g. sharing folders and printers. You
will receive an error message like this:

Danware

\\pc0002 is not accessible. You might not have permission to use this netwark resource. Contact the administrator of
this server to find out if you have access permissions.

The network path was not found.

At this point the Setup Wizard has already detected the domain controllers of the domain (if
present) that you are currently logged on to, and added a Trust with these. This secures that your
communication with the Windows Domain will not be blocked.

However, this is still not enough to e.g. share files with a specific computer, like your colleague’s
laptop. First you must configure NPC to use a Trust between your computer and the laptop.

A Trust allows communication with the specified computer’s IP address on all ports and protocols.
The Trust can be in one or both directions.

While the Trust is not established, the Packet Log will show blocked traffic from your colleague’s
laptop:

© 2007 Danware Data A/S
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Frocess Mame  Protocol De.. Remate IP Address Remate Port Local IP Address Local Porl
Mtozkmlexe  TCP, Tranzmi.. 19216810231 2354 192.168.103.61 445
Mtogkinl.exe  TCP, Transmi.. 192.168.102.81 2985 192.168.103.61 139
Mtogkinl.exe  [CMP, Interme...  192.168.102.81 ] 192.168.103.61 a
Mtaskml.exe [CMP, Interme.. 19216810281 0 192.168.103.61 1]
Mtogkinl.exe  TCP, Transmi.. 192.168.102.81 2985 192.168.103.61 139

To add your colleague’s laptop to the the Trusted Nets, open Firewall Rules/Trusted Nets and
click Add... Enter the laptop’s IP address and select Inbound/Outbound Trust:

Add Trust 3
(l ; |Colleague's Laptop |
Trusted IP Range:

From: 192 . 188 102 &1 |
To [1%2. 168 . 102. @1 |
Altributes: [ Read-orly  [] Hidden [ System
[ Log [ Message
Meszage:
Fiule: [ Trust Inactive -
(Inbound/Cutbound Trust
(g Duthound Trust
[ Inbound Trust

1 Trust Inactive

- [0] 4 Cancel

Now your colleague can access your shared folders and printers. The Packet Log will look like this:

Frocess Hame | Protocol De... Femote IP &ddress | Femote Port Local IP Address | Local Ponl
Mtaskml.exe TCP, Transmi.. 19216810281 2954 192.168.103.61 139
Miaskml.exe TCP, Transmi.. 19216810281 2954 192168 103.61 139
Miogkml.exe  TCF, Transmi.. 19216810281 2954 19216810361 139
Mtaskml.exe TCP, Transmi.. 19216810281 2954 192.168.103.61 139
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