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Using this manual

This guide contains both the preparation steps and technical guidance needed to configure and use
ES Encrypt. Before proceeding with the configuration, please be certain to review the preparation
sections outlined within this document. These sections should be followed sequentially, since there
are many areas that are dependent upon others. The preparation sections will reduce the time
needed to setup the folder/file structure and security permissions and will eliminate rework later.

The color scheme and technique used throughout this manual are described below:

Designates a section

Designates a sub-section

eeeccccccccccccccccccccccccne

ES Encrypt Used for terms and notes which are specific to ES Encrypt.
: Terms :

Quick Tips and Used for alternate methods to perform the designated function.
Shortcuts
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About

Overview

ES Encrypt is an encryption, password manager, and file security tool.

¢ It allows encryption of files/directories using AES 256-bit encryption. A user simply provides a strong
password to perform encryption, and this same password must be used to decrypt the same files.

e It also has a security password manager that encrypts the passwords, accounts, etc. The passwords
can even be synchronized across multiple devices.

¢ The mobile version allows encryption of text messages/strings.
ES Encrypt allows files to be permanently deleted (prevents someone from undeleting and recovering
the contents of files). This process is called electronic shredding.

¢ Finally, ES Encrypt can also perform electronic sanitizing on drives, which cleans up the “free space”
on a given drive. This is useful to ensure files that were already deleted in a normal fashion cannot be
undeleted and retrieved. Great for cleaning up temp files that were previously created by the operating
system and then later deleted.
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Software Architecture

Components and Functions

ES Encrypt has several components and features related to encryption and security. From an
architecture perspective, there are two main products. A desktop version (Java based) and a mobile version
(Adobe AIR based). All encryption mechanisms (files, text, and passwords) use AES 256-bits.

Desktop Version for Windows

The Windows version has the following features:

1) Encryption of files/directories

2) Decryption of files/directories

3) Password manager

4) Synchronization of passwords across multiple devices

5) Electronic shredding

6) Electronic sanitizing

7) Windows Explorer context menu support for encryption, decryption, and shredding

Desktop Version for Mac OS X

The Mac OS X version has the following features:

1) Encryption of files/directories

2) Decryption of files/directories

3) Password manager

4) Synchronization of passwords across multiple devices
5) Electronic shredding

6) Electronic sanitizing

Mobile Version for Android and iOS

The Android/iOS version has the following features:

1) Encryption of files/directories

2) Decryption of files/directories

3) Encryption of text for messaging purposes

4) Password manager

5) Synchronization of passwords across multiple devices
6) Electronic shredding
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Usage

Encrypting Files on Windows

There are a few ways to encrypt a file on Windows:

1) Through Windows Explorer's context menu
2) Through ES Encrypt’'s Browse Dialog
a. By opening the “ES Encrypt” shortcut
b. By opening the “ES Encrypt Options” shortcut and selecting “Encrypt” from there

Encrypting via Windows Explorer

In order to encrypt files/directories using Windows Explorer's context menu, first navigate to the
directory that contains the files you wish to encrypt:

Ficture Tools

Home Share Wiew Manage

@ @ * T L ThisPC » C({C) » myfolder v | Search my folder

w

#% Homegroup

18 This PC
i Desktop
LI Documents
4 Downloads
|F mediaplayer (acerdesktop)
o Music
=| Pictures
B Videos
a Cic) phone
= TERABYTE (F:) numbers.docx
S ¢ (1W192.168.1.4) (Z3)

accounts.bat img 1073.jpg

i’" Metwork

5 items
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Next, select the desired files/directories using standard Windows selection (shift and control clicks for
multiples):

nieEnNn-|

Home

Share Wiew

(€ (3) ~ 1t L » ThisPC » C(C) » myfolder v ¢ | | Search my folder P

. "
i@ Homegroup | L

18 This PC
_H Desktop =
_E Documents
j Downloads
@h mediaplayer (acerdesktop) —
_LD Music
_EI Pictures
_i Videos
a cwe phone
= TERABYTE (F) nurmbers.docx
O ¢ (\W192.168.1.4) (Z)

diet accounts.bd img 982.jpg img 1075.jpg

G‘! Metwork

3 items selected

3 items

Now, right click the selected items to view the context menu:

PRIiEN-:|
File Home Share View N a
- + This 3 7+ my folder v earch my folder
t ThisPC » C(C) y fold [} Search my fold »
i@ Homegroup \L L L
1% This PC m
_H Desktop —— ES Encrypt
_EI Documents diet P ES Shred (Permanent Delete) !
|4 Downloads T-Zip ]
H‘h mediaplayer (acerdesktop) _L Sendto 5
W Music
_E Pictures Cut
_ﬁ Videos Copy
o pt:'mz Create shortcut
TERABYTE (F:) numbers.dock
= Delete
5 e (W192.168.1.4) (Z:) Rename
q-! Metwaork Properties
Sitems 3 items selected g=
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Select “ES Encrypt” from the context menu (you will be prompted one at a time for each selected file/directory):

| [ = C:\my folder -
“ Home 5hare Wiew
(':' ':'} = T v ThisPC » C{C) » myfolder v & Search my folder

#& Homegroup

1M This PC
pm Desktop ES Encryption
| Documents
Please provide the password ta encrypt ing 982, jpa
4. Downloads
il mediaplayer (acerdesktop) Passward:
J' Music Confirmn Password:
= Pictures Extra Scramble Password (Optional):
Confirm Extra Scramble Password:
& Videos
?Permanently Delete Original File After Encryption
e 50 ite Existing E ted Fil
werwrite Existing Encrypted File
s TERABVTE (F) * T
Process Subfolders
S e (W192.168.1.4) () —
e ARMIMG: The file will be permanently lost if wou Forget the passward,
h"'i_i Metwork ok Cancel

3 items 3 iterns selected

Provide the following values:

1)

2)

3)

4)
5)

6)

7

Password — Make sure this is strong, preferably at least 10 characters (15 recommended). A
suggestion is to use a phrase, such as “fried green tomatoes”. But instead of spaces, put numbers
between the words (maybe birth year, number of jobs you’ve had, etc). Also include a special
character randomly in the word. A good example is: “fried73green#5tomatoes”. This password will be
immune to dictionary attacks, as well as resistant to brute force attacks by hackers. You must
remember the password or your file contents will be permanently lost!

Confirm Password — Retype the password to make sure you did it correctly. Otherwise your file may be
permanently lost!

Extra Scramble Password (Optional) — This is only used if you want to mask the fact that the file is even
encrypted to begin with. Itis not recommend unless you have a particular need for this. It also is not
compatible with the mobile version at this time.

Confirm Extra Scramble Password — If using an extra scramble password, confirm.

Permanently Delete Original File After Encryption — If checked, the selected file will be electronically
shredded once the encrypted version is created. This prevents someone from undeleting the file to
retrieve the original unencrypted version. If unchecked, the original file is not deleted.

Overwrite Existing Encrypted File — If checked, the encrypted version will be overwritten (if it exists).
Otherwise, the encryption process skips this particular file.

Process Subfolders — This option is only available if a directory is selected. If checked, all
subdirectories (subfolders) will be encrypted as well.
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Click ‘Ok’ and your file/directory will be encrypted:

ML=

Share

(€ (3) = 1t L » ThisPC » C(C) » myfolder v O

*&, Homegroup

1% This PC
m Desktop
| Documents
4 Downloads
mﬂ" mediaplayer (acerdesktop)
o Music
=| Pictures
Bl Videos
i (o)
—a TERABYTE (F:)
S o (\W192.168.1.4) (Z:)

“! Metwork

5 items

View

Picture Tools C\my folder -

Manage

Search ry folder

diet accounts.bt img
982.jpg.esenc

img 1073.jpg

3=

Note: The file called “img 982.jpg” has been replaced with a file called “img 982.jpg.esenc”. The added
extension of “esenc” means it is now encrypted and protected with ES Encrypt.

You will now be presented with the dialog again if more than one file/directory was selected. ES Encrypt is
smart enough to remember the password you just typed in case you want to reuse it for the next file/directory.
If you want to use a different password, simply type in the new one:

M Tl = C\my folder -
Home Share View
@ @ * P v ThisPC » C{C) » my folder v O Search my folder

4 Homegroup

1 This PC
m Desktop
| Documents
& Downloads
|ﬂ;"h mediaplayer (acerdesktop)
W Music
=| Pictures
H Videos
i C ()
—a TERABYTE (F:)
5 c (\W192.168.1.4) (£:)

Flease provide the password to encrypk accounts. bxk

Password: T

b stokokebok hobtokk ok

Confirm Password:
Extra Scramble Passward (Optional):
Confirm Extra Scramble Password:

IE‘Permanently Delete Original File After Encryption

I'gllow-f'en-\lrite Existing Encrypted Fila

WARMING: The file will be permanently lask if wou Forget the passwaord.,

Ck Caricel

¢! Network
Sitems  1item selected 26 bytes 4= | =l
www.everlastsoftware.com Page 10 of 63
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Note: Once encryption is complete, you will noticed all the files have “key” icons as their thumbnails. This
indicated the files/directories are encrypted:

nRiENn-|

Home

(€ (®) ~ 1 L » ThisPC » C(C) » myfolder v | ¢ | Search myfolder p

3 3

Share View

I@ Homegroup

1M This PC
_H Desktop
_E| Documents
j Downloads
W’ mediaplayer (acerdesktop)
jﬂ' Music
_ﬁl Pictures
_ﬁ Videos
(e
—w TERABYTE ()
o (N192.168.1.4) ()

accounts.bet.esen img img 1073,jpg
c 982.jpg.esenc

phone
numbers.docx

r! Metwork

5 items 1 itermn selected
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Encrypting via ES Encrypt Browse Dialog

After launching “ES Encrypt” via the shortcut or the “ES Encrypt Options” shortcut, a dialog will appear. This
dialog allows selection of one or more files and directories:

Lookin: ] my Folder

] diet
accounts. bxkesenc

img 952.jpg.esenc
.| phone numbers,docx

File name:

|"in'u;| 1075.jpg" "phone numbers, docx"

Files of tvpe: Al Files

[_ Select ko Encrypt J[_ Cancel

www.everlastsoftware.com
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Using choosing the files and directories, use the “Select to Encrypt” button:

ES Encryption

Please provide the password to encrypt the fileis),

Passward:

Confirm Password:

Extra Scramble Password (Optional):

Confirm Extra Scramble Password:

?F’ermanentlv Delete Criginal File After Encryplion
?Overwrite Existing Encrypted File

Wit AR MG The File will be permanently lost if vou Forget the password.

k. Cancel

iles of tvpe: Al Files '

Select to Encryvpk Cancel

Note: This method uses the same password for all the selected files and directories, unlike the Windows
Explorer context menu option (which prompts individually for each file/directory).

Provide the following values:

1)

2)

3)

4)

6)

7

Password — Make sure this is strong, preferably at least 10 characters (15 recommended). A
suggestion is to use a phrase, such as “fried green tomatoes”. But instead of spaces, put numbers
between the words (maybe birth year, number of jobs you’ve had, etc). Also include a special
character randomly in the word. A good example is: “fried73green#5tomatoes”. This password will be
immune to dictionary attacks, as well as resistant to brute force attacks by hackers. You must
remember the password or your file contents will be permanently lost!

Confirm Password — Retype the password to make sure you did it correctly. Otherwise your file may be
permanently lost!

Extra Scramble Password (Optional) — This is only used if you want to mask the fact that the file is even
encrypted to begin with. It is not recommend unless you have a particular need for this. It also is not
compatible with the mobile version at this time.

Confirm Extra Scramble Password — If using an extra scramble password, confirm.

Permanently Delete Original File After Encryption — If checked, the selected file will be electronically
shredded once the encrypted version is created. This prevents someone from undeleting the file to
retrieve the original unencrypted version. If unchecked, the original file is not deleted.

Overwrite Existing Encrypted File — If checked, the encrypted version will be overwritten (if it exists).
Otherwise, the encryption process skips this particular file.

Process Subfolders — This option is only available if a directory is selected. If checked, all
subdirectories (subfolders) will be encrypted as well.
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Click ‘OK’ and your file/directory will be encrypted. You are notified how many files/directories were encrypted
(some may be skipped if the “Overwrite Existing Encrypted File” is not checked and were already encrypted):

[ files encrypted,

www.everlastsoftware.com Page 14 of 63
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Encrypting Files on Mac OS X

There is only one way to encrypt a file on Mac OS X:

1) Through ES Encrypt’s Browse Dialog via the “ES Encrypt” shortcut

Encrypting via ES Encrypt Browse Dialog

After launching “ES Encrypt” via the shortcut, click “ES Encrypt” and a dialog will appear. This dialog allows
selection of one or more files and directories:

Lookin: || my Folder

| diet
accounts, bk esenc

img 952.jpg.esenc
.| phone numbers.docx

File name: I'img 1075.jpg" "phone numbers, docx"

Files of tvpe: Al Files

l- Select ko Encrypk J [ Cancel

www.everlastsoftware.com
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After choosing the files and directories, click the “Select to Encrypt” button:

ES Encryption

Please provide the password to encrypt the fileis),

Passward:

Confirm Password:

Extra Scramble Password (Optional):

Confirm Extra Scramble Password:

?F’ermanentlv Delete Criginal File After Encryplion
?Overwrite Existing Encrypted File

Wit AR MG The File will be permanently lost if vou Forget the password.

k. Cancel

iles of tvpe: Al Files '

Select to Encryvpk Cancel

Note: This method uses the same password for all the selected files and directories, unlike the Windows
Explorer context menu option (which prompts individually for each file/directory).

Provide the following values:

2)

3)

4)

5)

7

8)

Password — Make sure this is strong, preferably at least 10 characters (15 recommended). A
suggestion is to use a phrase, such as “fried green tomatoes”. But instead of spaces, put numbers
between the words (maybe birth year, number of jobs you’ve had, etc). Also include a special
character randomly in the word. A good example is: “fried73green#5tomatoes”. This password will be
immune to dictionary attacks, as well as resistant to brute force attacks by hackers. You must
remember the password or your file contents will be permanently lost!

Confirm Password — Retype the password to make sure you did it correctly. Otherwise your file may be
permanently lost!

Extra Scramble Password (Optional) — This is only used if you want to mask the fact that the file is even
encrypted to begin with. It is not recommend unless you have a particular need for this. It also is not
compatible with the mobile version at this time.

Confirm Extra Scramble Password — If using an extra scramble password, confirm.

Permanently Delete Original File After Encryption — If checked, the selected file will be electronically
shredded once the encrypted version is created. This prevents someone from undeleting the file to
retrieve the original unencrypted version. If unchecked, the original file is not deleted.

Overwrite Existing Encrypted File — If checked, the encrypted version will be overwritten (if it exists).
Otherwise, the encryption process skips this particular file.

Process Subfolders — This option is only available if a directory is selected. If checked, all
subdirectories (subfolders) will be encrypted as well.

www.everlastsoftware.com Page 16 of 63



http://www.everlastsoftware.com/

ES Encrypt User Manual

Click ‘OK’ and your files/directories will be encrypted. You are notified how many files/directories were
encrypted (some may be skipped if the “Overwrite Existing Encrypted File” is not checked and were already
encrypted):

[ files encrypted,

www.everlastsoftware.com
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Encrypting Files on Android/iOS

The ES Encrypt mobile app allows encryption via the “Encrypt” tab:

o & s i

Encr.. Decr.. Text Shred Pas._. Syst .

E Shred/Delete Selected After Encrypting

| Select

= Cameraroll

[ = Cam Picture

‘@ Record Mic [ © Cam Video

4 Clear H Encrypt

There are several options in order to pull files in for encryption:

1)
2)
3)
4)
5)

The “Select” button

The “Cameraroll” button
The “Cam Picture” button
The “Record Mic” button
The “Cam Video” button

www.everlastsoftware.com
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Encrypting via Select

Use the ‘Select’ button and choose the desired file(s)/directories (the view allows for multi-select).
Below is a screenshot of a directory showing subdirectories named with dates:

a & | -1 LI

Encr... Decr.. Text Shred Pas.. Syst .
Up Select Cancel

12-28-2008
3-21-2009
7-19-2009
7-2-2009
8-10-2008
8-22-2009

8-8-2008

Select the desired file(s)/directories (the ‘Up’ button navigates up the directory hierarchy):

a J. ‘ o ] L

Encr... Decr... Text Shred Pas... Sysi..

Up Select Cancel

diet

accounts_txt

img 1075 jpg

img 882 jpg

phone numbers.docx
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Once you have highlighted the desired file(s)/directories, use the ‘Select’ button and you will see them
added to the selection list below the buttons. If you want the selected unencrypted files to be
permanently deleted after encrypting, check the “Shred/Delete Selected After Encrypting” box.

g J' ‘ Ly L

Encr_. Decr.. Text Shred Pas_ . Syst .

@ Shred/Delete Selected After Encrypting

. 2| Select |

= Cameraroll H = Cam Picture ‘

® Record Mic ‘ © Cam Video ‘

. & Clear ‘

Encrypt ‘

img 982 jpg

accounts txt

Once you have selected all the desired files/directories, use the “Encrypt” button and provide a password:

Provide the password to encrypt. 3
Password: - Syst..

[ T ] ncrypting

Confirm Password:

[ REERREEEREEE ] =
j

WARNING: Don't lose password!l_
- o |

[. & Clear ‘ [ Encrypt ‘

img 982 jpg

accounts.txt
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AES 256-bit encryption can take a while, depending on the speed of your device. A message will appear,
showing that encryption is taking place:

= & B b

Encr.. Decr. | Text Shred Pas._. |Syst . .
Encrypting... Please be
patient, this may take a

while.

&= Cameraroll H = Cam Picture \

@ Record Mic \ [ © Cam Video \

. & Clear ‘ [ Encrypt ‘

img 982 jpg

accounts. txt

Once encryption is finished, a dialog will be displayed specifying the number of files that were encrypted:

ay

Shred Pas.. Syst .

2 files were

encrypted. acted After Encrypting

& Clear H Encrypt\
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The newly encrypted files will have an extension of ‘esenc’ tacked on the end of the name, to indicate they are
encrypted:

o & e 8l
Encr... Decr... Text shred | Pas... | Syst_.
Up Select Cancel
diet
accounts txt
accounts txt.esenc
img 1075 jpg
img 982 jpg
img 982 jpg.esenc

phone numbers.docx
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Encrypting via Cameraroll

Use the ‘Cameraroll’ button and choose the desired images, videos, etc (the view allows for multi-
select). Follow the same process using the “Encrypt” button as described in “Encrypting via Select”.

Note: Some apps that use the cameraroll will not be able to display or understand the encrypted files.
Also, they may cache old versions of your pictures, even if you electronically shred the unencrypted
pictures. You may need to use the app and delete the unencrypted pictures from there to force it to
remove the cached version.

Encrypting via Cam Picture

Use the ‘Cam Picture’ button and take a picture with the device. Follow the same process using the
“Encrypt” button as described in “Encrypting via Select”.

Encrypting via Record Mic

Use the ‘Record Mic’ button and record audio with the device. Follow the same process using the
“Encrypt” button as described in “Encrypting via Select”.

Encrypting via Cam Video

Use the ‘Cam Video’ button and record video with the device. Follow the same process using the
“Encrypt” button as described in “Encrypting via Select”.
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Decrypting Files on Windows

There are a few ways to decrypt a file on Windows:

1) Through Windows Explorer’s context menu
2) Through ES Decrypt’s Browse Dialog
a. By opening the “ES Decrypt” shortcut
b. By opening the “ES Encrypt Options” shortcut and selecting “Decrypt” from there

Decrypting via Windows Explorer

In order to decrypt files/directories using Windows Explorer’s context menu, first navigate to the
directory that contains the files you wish to decrypt (they will have a file extension of “esenc” as well
as a “key” icon):

Home

Share View

(€ (®) ~ 1 L » ThisPC » C(C) » my/folder v | ¢ | Search myfolder p

ﬁ Homegroup ™

18 This PC
e Desktop

| Docurnents

diet accounts.bet.esen img img 1073.jpg
1 Downloads c 932,jpg.esenc

[F’ mediaplayer (acerdesktop)
W Music —_—
= Pictures

& Videos

& C(C)

—a TERABYTE (F:)
o (N192.168.1.4) ()

phone
numbers.docx

?! Metwork

5 items 1 itermn selected
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Next, select the desired files/directories using standard Windows selection (shift and control clicks for
multiples):

Home Share View v e

@ > 1 L » ThisPC » C(C:) » myfolder v ¢ Search my folder Lr

& Homegroup B -
1% This PC

_jm Desktop

| Documents

8 Downloads

[?h Laurie (laurie-pc)

diet accounts.bd accounts.txt.esen img 982.jpg

c
—

[l mediaplayer (acerdesktop)
W Music

k EJ Pictures

H Videos

s C(@

= TERABYTE (F)

img img 1075,jpg phone
982.jpg.esenc numbers.docx

e- Network
/M DESKTOP
1% EPSONOE319D
/8 LAURIE-PC
/% WDTVLIVE

Titems 2 items selected 2.06 MB

Now, right click the selected items to view the context menu:

Home Share View v @
@ * 1 . » ThisPC » C(C:) » my folder v ¢ Search my folder »
) Homegroup \ L N é
1M This PC
_H Desktop
'E Documents diet accounts.bd accounts.bi.esen img 982,jpg
|4 Downloads ¢
F’ Laurie (laurie-pc) é
ﬁ‘h mediaplayer (acerdesktop) ¢ —
jb Music Open E
_E Pictures Edit ES Encrypted File -
_‘ Videos | ES Decrypt |
- . img
= C(C) 982.jpg.esenc ESlEpCninE ocx
—a TERABYTE (F:) ES Shred (Permanent Delete)
T-Zip 4
f- Metwork
Send to 3
8 DESKTOP
/M EPSOMOE319D Cut
18 LAURIE-PC Copy
L 5]
1% WDTVLIVE Create shortcut
Delete
Rename
Properties
Titems 2 items selected 2.06 MB P i=
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Select “ES Decrypt” from the context menu (you will be prompted one at a time for each selected file/directory):

ARFINER C:\my folder = & '

Home Share View

IE—) - 41 J v ThisPC » C(C) » myfolder

ol

v & Search my folder 2o

Q@ Homegroup

| This PC ] i
e Desktop E -— J

‘| Documents . . o -
- diet accounts.b accounts.txt.esen img 982.jpg
c

4. Downloads

I'_ig" Laurie (laurie-pc)

I'_i%" mediaplayer (acerdesktop) ES Decryption _n
J' Music
= Pictures
E Videos Password: I************

% ce r:' Open File After Decryption

—a TERABYTE (F:)

g c (\\192.168.1.4) (Z:)

Please provide the password to decrypt accounts. bk, esenc

Ok || Cancsl |

&i Metwork
&/ DESKTOP
M| EPSONDE319D
1M LAURIE-PC
1% WDTVLIVE

Titems 2 items selected 2.06 ME

Provide the following values:

1) Password — Type in the password that was used to encrypt the file(s).
2) Open File After Decryption — If checked, the default program will be used to open the file, based on its

file extension.
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Click ‘Ok’ and your files/directories will be decrypted:

i | [ [ = C:\my folder - B
Home Share View . 0
:(__—) - T S v ThisPC » C(C) » myfolder » v & Search my folder 2

\‘% Homegroup

1 This PC ] i
i Desktop £ ’
£ Documents diet accounts.bxt accounts.txt.esen img 982.jpg
&4 Downloads c

.EE" Laurie (laurie-pc)

.f.f"' mediaplayer (acerdesktop)
o Music

=| Pictures :\my Folderiaccounts.txt.esenc
H Videos ecryphed,
one

& O o rs.docx
—a TERABYTE (F:)
g c (WN192.168.1.4) (Z)

ES Decrypt Completed H

[T}

?! Network
M DESKTOP
EPSOMOE319D
LAURIE-PC
WDTVLIVE

Titems 2 items selected 2.06 MB EES

Note: The file called “accounts.txt” has been created. The encrypted “accounts.txt.esenc” file remains as well.
If you no longer need the encrypted file, you can simply delete it (or electronically shred via ES Shred).

You will now be presented with the dialog again if more than one file/directory was selected. ES Decrypt is
smart enough to remember the password you just typed in case you want to reuse it for the next file/directory.
If the other file(s)/directories use a different password, simply type in the new one:
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Decrypting via ES Decrypt Browse Dialog

After launching “ES Decrypt” via the shortcut or the “ES Encrypt Options” shortcut, a dialog will appear. This
dialog allows selection of one or more files and directories with the “esenc” extension:

Lookijn: ) my Folder

] et
accounts, bxkesenc
img 952.jpg.esenc

File name: Joiimy Folder

Files of kype:  .esenc

[ Select ko Decrypt j[ Cancel
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After choosing the files and directories, use the “Select to Decrypt” button:

Please provide the password to decrypt the filels),

Pazsward: I************

':_'! Cpen File After Decryption

[_ Ck ] [_ Cancel ]

Note: This method uses the same password for all the selected files and directories, unlike the Windows
Explorer context menu option (which prompts individually for each file/directory).

Provide the following values:
3) Password — Type in the password that was used to encrypt the file(s).
4) Open File After Decryption — If checked, the default program will be used to open the file, based on its

file extension.

Click ‘Ok’ and your files/directories will be decrypted. You are notified how many files/directories were
decrypted:

[ Files decrypted.
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Decrypting Files on Mac OS X

There is only one way to decrypt a file on Mac OS X:

1) Through ES Decrypt’s Browse Dialog via the “ES Encrypt” shortcut

Decrypting via ES Decrypt Browse Dialog

After launching “ES Decrypt” via the “ES Encrypt” shortcut, a dialog will appear. This dialog allows selection of
one or more files and directories with the “esenc” extension:

(£ Select to Decrypt

Lookin: [ oy Folder v i ié__é

] et
accounts, bxkesenc
img 952.jpg.esenc

File name: Joiimy Folder

Files of kype:  .esenc v

Select ko Decrypt Cancel
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After choosing the files and directories, use the “Select to Decrypt” button:

Please provide the password to decrypt the filels),

Pazsward: I************

r: Cpen File After Decryption

[_ Ck ] [_ Cancel ]

Provide the following values:

1) Password — Type in the password that was used to encrypt the file(s).
2) Open File After Decryption — If checked, the default program will be used to open the file, based on its
file extension.

Click ‘OK’ and your files/directories will be decrypted. You are notified how many files/directories were
decrypted:

[ Files decrypted.
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Decrypting Files on Android/iOS

The ES Encrypt mobile app allows encryption via the “Decrypt” tab:

l , | X gy

Encr.. Decr.. Text Shred Pas.. Syst .

@ Shred/Delete Selected After Decrypting

|81 sect] | e | @ pocre|
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Decrypting via Select

Use the ‘Select’ button and choose the desired file(s)/directories (the view allows for multi-select).
Below is a screenshot of a directory showing some encrypted files:

s ] s 8l

Encr... Decr.. Text Shred Pas... Syst..
Up Select Cancel

diet
accounts.txt.esenc

img 982 jpg.esenc

Once you have highlighted the desired file(s)/directories, use the ‘Select’ button and you will see them
added to the selection list below the buttons. If you want the selected encrypted files to be
permanently deleted after decrypting, check the “Shred/Delete Selected After Decrypting” box.

[#] & B =

Encr... Decr... | Text Shred Pas... Syst..

@ Shred/Delete Selected After Decrypting

‘I. % | Select I ‘ 4 Clear ‘ ‘ 1 Decrypt I

img 982 jpg.esenc

accounts txt esenc
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Once you have selected all the desired files/directories, use the “Decrypt” button and provide a password:

Provide the password to decrypt.

Password:

| |
- ' Cancel |

accounts txt esenc

AES 256-bit decryption can take a while, depending on the speed of your device. A message will appear,
showing that encryption is taking place:

o A e ‘ o

Encr... Decr Text Shred Pas Syst
Decrypting... Please be
patient, this may take a

while.

img 982 jpg.esenc

accounts.txt.esenc
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Once encryption is finished, a dialog will be displayed specifying the number of files that were encrypted:

gl
r Shred Pas.. Syst..
2 files were
decrypted.

ected After Decrypting

Ly Decrypt
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Password Manager on Windows and Mac OS X

The Password Manager can be launched in two different ways:

1) By selecting “Password Manager” from the “ES Encrypt” shortcut on Mac OS X or “ES Encrypt

Options” shortcut on Windows
2) From the “ES Password Manager” on Windows

Opening Existing Passwords

If you have existing passwords, ES Password Manager will automatically prompt for the “master password” to
view the passwords. Otherwise, you will go straight into the password list.

Master Password! |

[_ ik ] [_ Cancel ] [_ Delete Passwurds] [_Eackup Passwurdsi] [_Restnre Passwnrdsi] [_ Sync Passwords J

After providing the correct password, and selecting ‘Ok’, the passwords are displayed for viewing/editing:

hittp: | fuana, arazon, com - eotekksdekkdek .,
hittp: f fuaa google. com - ~

hittp: f e wahion, com - eotetkdsddekbbbdek,,
thl's: otk

bob's phone number: 999-867-5309
ifie's sani ~tddEEEE OO

&ccounts/Passwaords:

IJse '~ characters around passwords and other sensitive skrings ko mask them,

[- Save ] [- Cancel ]
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Any text phrases surround with tilde (~) characters will be masked with asterisk (*) characters. The intention of
this functionality is to prevent someone from looking over your shoulder and grabbing your passwords. In
order to show the passwords, either click within the masked phrase:

hitbp: [ fvavam, amazon.com - ekl

hittps f fava, gooigle, o - ~bnntherpasswordtoshow~
hikbp: [ i wahioo, com - ek,
thIIS: S L 2222

bob's phone number: 999-867-5309
ife's ssn; mbttddtEE coa3

Accounts/Passwords:

Use '~' characters around passwords and other sensitive strings ko mask them,

Save ) Cancel ]

... or temporarily hold down the ‘Shift’ or ‘Control’ button to reveal all masked phrases:

hittp: [, amazon. cam - ~mypassword205es

hittp: v, google, cam - NlanotherpasswordtoshDWN
hittp: e, yahoo, com - ~sdfvweiufweoio~

kohl's; ~F3Zkjpwoes:

bob's phone number: 999-867-5309
ife's ssni ~~299-444-~55373

Accounts/Passwords:

IUse '~' characters around passwords and other sensitive strings to mask them,

Save || Cancel |

If you have made changes to the passwords, click the ‘Save’ button to encrypt the values to disk. Otherwise,
click ‘Cancel’. If no changes were made, simply click ‘OK’.
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Note: If you leave the passwords up for 5 minutes without using the dialog, ES Password Manager will
automatically close the file for security purposes. If you’'ve made changes, it will not automatically close the
file. Instead, you will be prompted to avoid losing any desired changes:

ES Encrypt Master Password List - Type in all your accounts and passwaords you wish to secure

hikEp: i, GMazon, com - etttk
hittp: vy, google, com - ~anotherpasswordioshowes

kb v wvahoo, com - eottebktktk,,
thI's: PO b

bob's phone number; 999-867-5309
iFe's sgp; eokdsdsdekEsck 0023

Timeout “

Accounts/Passwords:

Are you sure you want o close your passwords? Any changes will not be saved.,

Cancel

Use '~' characters around passwords and other sensitive strings ko mask them,

Save Cancel

Deleting Existing Passwords

If you have existing passwords, simply click the “Delete Passwords” button to permanently delete them.
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Backup Passwords

If you have existing passwords, you can back them up to a different location by using the “Backup Passwords”
button. Select or type the desired directory name and click “Select Destination Directory”:

x
Lackin: [ ]ES Encrypt
|| Encryption Engine
“ie
] logs
File name: C:\Program Files (x86)\EverlastSoftwarelES Encrypk
Files of type: Al Files 'T'
[_ Select Destination Direckary _} [_ Cancel j
’.

A dialog appears, notifying when the backup/copy is complete. The filename is called “passmgr.txt”:

The passmgr.txt file was copied ko
C:\backup'
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Restore Passwords

You can restore your password file to ES Password Manager by clicking the “Restore Passwords” button.

Select or type the desired file name and click “Select Password File” (by default, the password file will be
named ‘passmgr.txt’ unless you changed it):

Lookin: [ ] ESEncrypt

|| Encryption Engine
ire

] logs

dictionaty  bxk

.| passmagr.kxt

File name: bassmgr.txt

Files of bype:  bxt

l- Select Password File J l Zancel

Once the passwords have been restored, a dialog is displayed:

he master passwords File was restored
rom 'C:\backupipassmagr. txt’

www.everlastsoftware.com
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Synchronizing Passwords on Windows and Mac OS X

If you have purchased/registered ES Encrypt, you can synchronize your password list across multiple devices.
From the main dialog (“ES Encrypt Options” shortcut on Windows or “ES Encrypt” shortcut on Mac OS X), click
the ‘Sync Passwords’ button:

What tvpe of operation do vou want to perform?

[_Encrypt j [_ Decrypt “J [_ shred “J [_Sanitize Free Space“J [_Passwcnrd Manager“J [_ Fvnc Passwords j [_ Cancel

Uploading Passwords

If uploading from this “source” device, enter a strong sync password (different than the master password). You
will need to use this password on the other devices that you wish to download the master password list to. The
password lists must be synchronized/downloaded within several hours or they are automatically deleted from
Everlast Software’s server.

Transaction/registration id:

Password: I**********

[- Ok -] [- Cancel -]

If uploading for the first time using the provided sync password (or since the password file expired on the
server), you will be presented with this message:

The is no password file on the server with the provided sync password. Do wou want to upload the one From this device?

If you click “Yes”, the password file will be uploaded to the server:

Password file uploaded to the server.
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Downloading Passwords

Passwords that have been uploaded from a “source” device can be downloaded to other devices. Provide the
sync password that you typed in during the upload synchronization:

Transactionregistration id:

I**********

[_ k. ] [_ Cancel ]

Password:

If you typed in the correct password, and the password file has not yet expired on the server, you will be
presented with a message to download:

A password File dated '2015-03-26 14:37:56' already exists on the server. Do you
want ko download it to this device? (old passwords will be replaced)

If you click “Yes”, the password file will be downloaded from the server to this device. If you click “No”, you
have the option of replacing the already exiting password file with the one from this device:

The server has a newer password file than this device, Are you sure yvou want to
replace the server's copy with the version from this device?

Yes Mo

By clicking “Yes”, the server’s password file will be replaced. This is useful if you made a change or realize a
different device has more recent passwords on it. You can then begin the “download” synchronization process
once more. Clicking “No” leaves the already existing password file on the server.
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Synchronizing Passwords on Android/iOS

If you have purchased/registered ES Encrypt, you can synchronize your password list across multiple devices.
From the “System” tab, use the ‘Sync Passwords’ menu option:

a & - X Bl

Encr... Decr... Text Shred Pas... Syst.
Exit

Sync Passwords
Client Log

About

Uploading Passwords

If uploading from this “source” device, enter a strong sync password (different than the master password). You
will need to use this password on the other devices that you wish to download the master password list to. The

password lists must be synchronized/downloaded within several hours or they are automatically deleted from
Everlast Software’s server.

] L B X o)

Encr... Decr.. Text Shred Pas... Sysi..
Exit

Sync| Transaction/Registration Id:

Clien v

Password:
Abau ]

EEEREEETTE

www.everlastsoftware.com
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If uploading for the first time using the provided sync password (or since the password file expired on the
server), you will be presented with this message, notifying you the password file was uploaded to the server:

ol & -1 LI

Encr.. Decr.. Text Shred Pas.. Syst..

Passwords
synchronized on
the server.
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Downloading Passwords

Passwords that have been uploaded from a “source” device can be downloaded to other devices. Provide the
sync password that you typed in during the upload synchronization:

a 4 B v LIl

Encr... Decr.. Text Shred Pas.. Syst..
Exit

Sync| Transaction/Registration Id:

Clien v

Password:

[ EEEREEETTE ]

Abou

(S| —

If you typed in the correct password, and the password file has not yet expired on the server, you will be
presented with a message to download:

(4] 4 L X =)

Encr.. Decr.. Text Shred Pas.. Syst..

A password file
dated '2015-03-
27 07:39:08'
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If you click “Yes”, the password file will be downloaded from the server to this device. If you click “No”, you
have the option of replacing the already exiting password file with the one from this device:

8] , B i
Encr.. Decr.. Text Shred Pas.. Syst..

Do you want to
replace the
sernver's copy

B0

By clicking “Yes”, the server’s password file will be replaced. This is useful if you made a change or realize a
different device has more recent passwords on it. You can then begin the “download” synchronization process
once more. Clicking “No” leaves the already existing password file on the server.
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Registering ES Encrypt on Windows and Mac OS X

If you have purchased ES Encrypt, you can register the product in order to synchronize your password list
across multiple devices. It also removes any product limitations (number of uses, maximum number of
characters, etc). From the main dialog (“ES Encrypt Options” shortcut on Windows or “ES Encrypt” shortcut on
Mac OS X), click “Register Product”:

what bype of operation do wou want to perform?

Decrypt HJ [- Shred HJ [-Sanitize Free Spacqu [-F‘asswcnrd Managerj] [- Reqister Product HJ [-

Once presented with the “Product Registration” dialog, provide the “Transaction/Registration |d” that you were
given after purchase and click “Ok”:

Please provide the transactionregistr ation id,

Transaction/Registration Id; |

[_ (03 ] [_Cancel ]

You will now be able to synchronize passwords and all product limitations will be removed (if applicable):

Registration Complete!
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Registering ES Encrypt on Android/iOS

If you have purchased ES Encrypt, you can register the product in order to synchronize your password list
across multiple devices. It also removes any product limitations (number of uses, maximum number of
characters, etc). From the “System” tab, select the “Register Product” menu option:

a & | -3

Encr.. Decr... Text Shred Pas .
Exit

Reqister Product
Client Log

About

Once presented with the “Product Registration” dialog, provide the “Transaction/Registration 1d” that you were
given after purchase and click “Login”:

(] & L b 8l

Encr... Decr.. | Text Shred Pas.. Syst..
Exit

Regig Transaction/Registration Id:

Clien [V }

Abou

Server:

www.everlastsoftware| W
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You will now be able to synchronize passwords and all product limitations will be removed (if applicable):

g & e > o

Encr_. |Decr.. Text | Shred Pas.. Syst.

Registration
complete.
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Electronic Shredding Files on Windows

Electronic Shredding is the process of permanently deleting a file. Normally, when a file is deleted,
the operating system just frees up the associated disk space. Sometimes, it’s possible to “undelete”
files and recover the original contents. ES Shred uses The Department of Defense’s sanitizing
standard DOD 5220.22-M as its guide. There are a few ways to electronically shred a file on
Windows:

1) Through Windows Explorer's context menu
2) Through ES Encrypt’'s Browse Dialog
a. By opening the “ES Shred” shortcut
b. By opening the “ES Encrypt Options” shortcut and selecting “Shred” from there

Electronic Shredding via Windows Explorer

In order to shred files/directories using Windows Explorer’s context menu, first navigate to the
directory that contains the files you wish to permanently delete:

Home Share View

(€ =) = 1t L » ThisPC » C(C) » myfolder v @ Search myfolder o

%

#d, Homegroup

1 This PC
e Desktop

~| Documents diet accounts.tet.esen img img 1073.jpg
& Downloads c 982 ]pg.esenc

|F mediaplayer (acerdesktop)
o' Music

=| Pictures

B Videos

= C(C)

—a TERABYTE (F:)

S o (\W192.168.1.4) (£2)

phone
numbers.docx

?! Metwork

5 itermns 1 itern zelected
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Next, select the desired files/directories using standard Windows selection (shift and control clicks for

multiples):

Home Share View v e
@ > 1 L » ThisPC » C(C:) » myfolder v ¢ Search my folder Lr
& Homegroup \‘, B
& X ‘
1% This PC "c' ‘
Deskt 0
_ﬁ Des op i |
&) Documents diet accounts.bd accounts.txt.esen img 982.jpg
8 Downloads c
[?h Laurie (laurie-pc) =3
[l mediaplayer (acerdesktop) |
W Music !J
k EJ Pictures { 3&
H Videos
= X img img 1075,jpg phone
& C(C) 982.jpg.esenc numbers.docx
= TERABYTE (F)
e- Network
1% DESKTOP
1% EPSONOE319D
18 LAURIE-PC
/% WDTVLIVE
7items 2 items selected 2.06 MB == | =
Now, right click the selected items to view the context menu:
Home Share View v 0
© ~ 4 L » ThisPC » C(C) » myfolder v| ¢ || Search myfalder ¥
*& Homegroup \ I B g
18 This PC
_H Desktop —]
'E Documents diet accounts.bd accounts.tdt.esen img 982.jpg
@ Downloads c
_ﬂ Music ? [
| =] Pictures : Open e
B Videos Edit ES Encrypted File —
i C () ES Decrypt |
—a TERABYTE (F) . ES Encrypt
1one
@ 982,jpg.e ES Shred (Permanent Delete) ers.docx
‘M MNetwork 7-Zip 3
1M DESKTOP
3
1% EPSONDE319D Sendto
18 WDTVLIVE Cut
Copy
Create shortcut
Delete
Rename
Properties
Titems 2 items selected 2.06 MB =HE
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Select “ES Shred” from the context menu (you will be prompted one at a time for each selected file/directory):

Are wou sure wol wank ko permanently delete the selected file?

Click “Ok” to permanently delete the file/directory. You will be presented with a dialog confirming the shredding
occurred:

1 filz permanently deleted.
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Electronic Shredding via ES Shred Browse Dialog

After launching “ES Shred” via the shortcut or the “ES Encrypt Options” shortcut, a dialog will appear. This
dialog allows selection of one or more files and directories:

Lackin: [ my Falder
i it |
accounts, bxk
accounts. bxkesenc
img 1075.ipg

=] img 982.jpg

phone numbers. docx:

File name: I'diet" “img 982.jpg"

Files of kvpe:  all Files

I: Select to Delete/Shred J l

Cancel
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After choosing the files and directories, use the “Select to Delete/Shred” button. You must confirm the deletion
should take place. If the “Process Subfolders (Be Careful!)’ checkbox is checked, every folder/file underneath
the selected directories will also be electronically shredded. Caution: If there are any symbolic links, NTFS

junctions, directory shortcuts, or similar aliases, the process will follow them and deleting everything they are
pointing to! If unchecked, only the files in the selected directories will be processed:

Are wou sure you wank ko permanently delete the selected file and Folder?

:1 Process Subfolders (Be Carefull’¥

I: ik Jl Cancel J

Click ‘OK’ and your files/directories will be electronically shredded. You are notified how many files/directories
were deleted:

[ file(s) permanently deleted.
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Electronic Shredding Files on Mac OS X

Electronic Shredding is the process of permanently deleting a file. Normally, when afile is deleted,
the operating system just frees up the associated disk space. Sometimes, it's possible to “undelete”
files and recover the original contents. ES Shred uses The Department of Defense’s sanitizing
standard DOD 5220.22-M as its guide. There is only one way to electronically shred a file on Mac OS
X

1) Through ES Shred’s Browse Dialog via the “ES Encrypt” shortcut

Electronic Shredding via ES Shred Browse Dialog

After launching “ES Encrypt” shortcut, and clicking “Shred”, a dialog will appear. This dialog allows selection of
one or more files and directories:

5] Select to Delete/Shred
Lookin: [ my folder  al E g%
——

i et
accounts, kxk

accounts, bxk,esenc

img 1075.7pg

J img 952, jpg
phone numbers, doc:

File name: I'diet" "imnig 982, jpg"

Files of tvpe: Al Files v

Select to Deletefshred Zancel
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After choosing the files and directories, use the “Select to Delete/Shred” button. You must confirm the deletion
should take place. If the “Process Subfolders (Be Careful!)’ checkbox is checked, every folder/file underneath
the selected directories will also be electronically shredded. Caution: If there are any symbolic links, NTFS

junctions, directory shortcuts, or similar aliases, the process will follow them and deleting everything they are
pointing to! If unchecked, only the files in the selected directories will be processed:

Are wou sure you wank ko permanently delete the selected file and Folder?

:1 Process Subfolders (Be Carefull’¥

I: ik Jl Cancel J

Click ‘Ok’ and your files/directories will be electronically shredded. You are notified how many files/directories
were deleted:

[ file(s) permanently deleted.
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Electronic Sanitizing on Windows and Max OS X

Electronic Shredding is the process of cleaning up the “free space” on a given drive. It is similar to
electronic shredding, except it does it to the free space (files that have been deleted under normal
means or through the operating system). This is useful to prevent individuals from undeleting
sensitive information created by the operating system that is outside your control. It is also
encouraged to use this process before giving a drive to someone else or disposing it.

By opening the “ES Encrypt Options” shortcut on Windows, or “ES Encrypt” shortcut on Mac OS X,
you can click the ‘Sanitize Free Space’ button as shown in the following dialog:

ES Encrypt Option

What type of operation do vou wank to perform?

Decrypk Shred Sanitize Free Space Password Manager Sync Passwords Cancel

A notice dialog will appear, informing you of the process. Basically the entire drive will be filled with a
massive temp file (esclean.tmp) and overwritten using the shredding process. After sanitizing is
complete, the temp file will automatically be removed. Simply click “Ok” to begin:

Sanitation

ou must choose a folder from the drive yvou wish to sanitize
including networlk attached drives), You must have ‘write'
ermission for the Folder. It can take hours to sanitize large
rives, so please be patient, During the process, a
empaorary file called 'esclean.tmp’ will be created in order to
anitize the drive, It will be automatically removed after the
process completes. You may receive warnings from your
IDperating System informing vou the drive is running out of
Epace. This is normal,
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Next, select a folder where the temp file will be created and the cleaning process will begin:

[2] Select folder

Lackin: | my Folder v

| diet

File narme: [ty Falder

Files of type:  All Files v

Select Folder Cancel

A “disk” icon will appear in the System Tray during the sanitizing process. This process uses
significant disk access, so while you may use the computer, performance will be reduced:

ES Encrypt Sanitizing Free Space () 3:45 PM
] Il ™ TN = D 327/2015

Right clicking on the icon will result in a menu. The menu allows pausing or stopping of the process.
Otherwise, simply allow the sanitizing to run until completion. It can take several hours, possibly even
days, depending on the size of the drive. You may get “low space” warnings from the operating
system as the process nears completion. This is normal, and warning messages should be ignored.
The space will be freed up once again when the sanitizing process completes. If a drive has a quota
set for the user in which the process executes, the sanitizing process will not be able to clean the
entire free space. It will only clean the space that is allocated to the user.

The image below shows how the esclean.tmp file will grow very large during the process:

L ED = C\my folder = =
“ Home Share View 0
i(-) - 1 J v ThisPC » C{C) » myfolder v & Search my folder el
'% Homegroup ~ MName Date Type Size Tags
) diet File folder
1M This PC | accounts.be Text Docurmnent T1KB
m Desktop accounts.tit.esenc ES Encrypted File TKB
| Documents || escleantmp TMP File 30,004,310 KB
& Downloads = img 982,jpg JPEG image 2113 KB
J! Music | img 1075.jpg JPEG irmage 1,002 KB
=| Pictures = phone numbers.docx Microsoft Word D... 12KB
& Videos
i C(C)

—a TERABYTE (F)

Titerns 1 itemn selected 28.6 GB
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Once the process is complete, a dialog will be presented:

Free space sanitized For 'Ciimy Folder'.
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Secure Texting on Android/iOS

The mobile version has the ability to encrypt/decrypt text strings that can then be used for texting, emails, etc.
On the “Text” tab, simply type in your text message (or use the “Paste” button to paste whatever is on the
system clipboard):

a ] L x gl
Encr... Decr.. Text |Shred Pas.. Syst..

@ Encrypt § [ Decrypt

this is my text message!
it's encrypted. )

Encrypting Text

Click the “Encrypt” button to be prompted for a password:

a & B b Bl
Encr... Decr... Text Shred | Pas. S‘}’Eit._.
Provide the password to encrypt.

Password:

EEEXEERRREEE ‘

Confirm Password:

EEEEE IR AR ‘

WARNING: Don't lose password!

| Cancel ‘
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Notice the text is now encrypted:

& L] B b4 gy
Encr.. Decr.. Text Shred Pas.. Syst.

I, Decrypt

UX7FVINFbiSeEBadag+ W 1NYEboFpgSJPR

The encrypted text can now be copied to the system clipboard so that it can be pasted into another
program (such as the default texting app). Click the “Copy” button, followed by “Yes”:

a 0, L} b 4 L
Encr... Decr.. Text Shred Pas.. Syst..

Copy text to the

clipboard? rypt

+HW1NYEboFpgoJPR

|YesHNo‘
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Decrypting Text

Click the “Decrypt” button to be prompted for the password:

(8] &

B X LI
Encr... Decr... Text Shred Pas... Sysi_.
Provide the password to decrypt.

Password:

EEREERERRERRRRR

J
ﬁ‘ Cancel ‘

Notice the text is now decrypted:

& &

B x
Text Shred Pas .

Y Decrypt

i

Encr._.  Decr._.

Syst._.

& Encrypt

this is my text message!
it's encrypted. )
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The decrypted text can now be copied to the system clipboard so that it can be pasted into another
program. Click the “Copy” button, followed by “Yes”:

a a4 B X L
Encr... Decr... Text Shred Pas... Syst..

rypt

' Copy text to the
clipboard?

‘YESHNO‘
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