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Abstract

This is the MySQL™ Utilities Reference Manual. It documents both the GPL and commercial editions of the
MySQL Utilities 1.6 release series through 1.6.3.

If you have not yet installed MySQL Utilities please download your free copy from the download site. MySQL
Utilities is available for Windows, OS X, and Linux variants.

For notes detailing the changes in each release, see the MySQL Utilities Release Notes.
For legal information, see the Legal Notices.

For help with using MySQL, please visit either the MySQL Forums or MySQL Mailing Lists, where you can discuss
your issues with other MySQL users.

For additional documentation on MySQL products, including translations of the documentation into other
languages, and downloadable versions in variety of formats, including HTML and PDF formats, see the MySQL
Documentation Library.
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Preface

Layout

This is the User Manual for the MySQL Utilities.

MySQL Utilities is both a set of command-line utilities as well as a Python library for making the
common tasks easy to accomplish. The library is written entirely in Python, meaning that it is not
necessary to have any other tools or libraries installed to make it work. It is currently designed to work
with Python v2.6 or later and there is no support (yet) for Python v3.1.

This manual is arranged in an order designed to provide a quick reference for how to use MySQL
Utilities. It begins with a brief introduction of MySQL Utilities then presents a list of common
administration tasks with examples of how utilities can be used to perform the tasks. From there, the
manual begins a deeper dive into the utilities starting with overviews of each utility leading to a detailed
description of each via a manual page format. Thus, the manual provides a documentation solution for
several needs.

How to Use This Manual

Legal

You can use this manual to get a quick solution to an administrative task complete with explanation of
how to run the utilities involved and the options and parameters needed. See the tasks chapter for this
information.

You can use the manual to learn what utilities exist and how each fits into your own administrative
needs. See the utility overview chapter for this information.

You can also use the manual to get more information about each utility and what each option and
parameter does via the manuals section.

The manual concludes with a look at extending the MySQL Utilities library, a look at the developer
testing environment, and a list of frequently asked questions.

Notices

Copyright © 2006, 2015, Oracle and/or its affiliates. All rights reserved.

This software and related documentation are provided under a license agreement containing
restrictions on use and disclosure and are protected by intellectual property laws. Except as expressly
permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate,
broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any
form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless
required by law for interoperability, is prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-
free. If you find any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone
licensing it on behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated
software, any programs installed on the hardware, and/or documentation, delivered to U.S.
Government end users are "commercial computer software" pursuant to the applicable Federal
Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication,
disclosure, modification, and adaptation of the programs, including any operating system, integrated
software, any programs installed on the hardware, and/or documentation, shall be subject to license
terms and license restrictions applicable to the programs. No other rights are granted to the U.S.
Government.




Legal Notices

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and
other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any
damages caused by use of this software or hardware in dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be
trademarks of their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC
trademarks are used under license and are trademarks or registered trademarks of SPARC
International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are trademarks or
registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible

for and expressly disclaim all warranties of any kind with respect to third-party content, products,

and services unless otherwise set forth in an applicable agreement between you and Oracle. Oracle
Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to
your access to or use of third-party content, products, or services, except as set forth in an applicable
agreement between you and Oracle.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program
website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support through My Oracle
Support. For information, visit

http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=trs if you are hearing impaired.

This documentation is NOT distributed under a GPL license. Use of this documentation is subject to the
following terms:

You may create a printed copy of this documentation solely for your own personal use. Conversion

to other formats is allowed as long as the actual content is not altered or edited in any way. You shall
not publish or distribute this documentation in any form or on any media, except if you distribute the
documentation in a manner similar to how Oracle disseminates it (that is, electronically for download
on a Web site with the software) or on a CD-ROM or similar medium, provided however that the
documentation is disseminated together with the software on the same medium. Any other use, such
as any dissemination of printed copies or use of this documentation, in whole or in part, in another
publication, requires the prior written consent from an authorized representative of Oracle. Oracle and/
or its affiliates reserve any and all rights to this documentation not expressly granted above.

vi


http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs

Chapter 1 How to Install MySQL Utilities
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MySQL Utilities is available in a number of repository formats. Although you may not see your specific
operating system or platform listed, we provide general repository formats for most platforms. If none of
the available repositories are applicable to your platform, you can use the source code repository and
install MySQL Utilities from the command line.

The latest MySQL Utilities downloads are available at http://dev.mysgl.com/downloads/utilities/1.6.html.
The following sections discuss each repository.

For information specific to Fabric, see Installing and Configuring MySQL Fabric.

1.1 Prerequisites

MySQL Utilities requires Python 2.6. All of the Python code is written to conform to this version of
Python.

For connecting to MySQL, MySQL Utilities requires a MySQL Connector/Python General Availability
(GA) release (version 2.0.4/2.1.2 or later). If you do not have Connector/Python installed, see the
download section for Connector/Python to download the appropriate repository.

1.2 Source Code

The source code repository for MySQL Utilities includes all of the utility code as well as the MySQL
Utilities library and manual pages. It is available as an architecture independent distribution, in either
Zip archive format (. zi p file) or compressed t ar archive format (. t ar . gz file).

You can use this repository to install on any platform that has Python 2.6 installed. For example, you
can use the . t ar . gz version of the repository to install MySQL Utilities on OS X or Ubuntu.

After you download and unpack the repository distribution, open a terminal window and navigate to the
directory containing the file. Then unpack the file and install MySQL Utilities using the set up. py script
as shown below.

shel | > unzip nysqgl-utilities-1.6.3.zip
shell > cd nysqgl -utilities-1.6.3

shel | > python ./setup.py build

shel | > sudo python ./setup.py install

Note
@ Using this repository requires that you have Connector/Python installed or install
it separately. For additional information, see Section 1.1, “Prerequisites”.

1.3 Oracle Linux and Red Hat Linux 6

This repository is available as an architecture-independent RPM package (. r pmfile).



http://dev.mysql.com/downloads/utilities/1.6.html
http://dev.mysql.com/doc/mysql-fabric/1.6/en/fabric-setup.html
http://dev.mysql.com/downloads/connector/python/

Debian Linux

After you download the package, install it using the following command or similar depending on your
platform configuration:

shel | > sudo rpm-i nysqgl-utilities-1.6.3-el6.noarch.rpm

You can also use the RPM package manager that is part of your base operating system. See your
operating system documentation for more details.

Note
@ MySQL Utilities requires Connector/Python to be installed. For additional
information, see Section 1.1, “Prerequisites”.

1.4 Debian Linux

The .deb repository is built for Debian 6 and is architecture independent. Although built expressly for
Debian 6, it can be installed on various ports such as amd64, i386, etc.

Python 2.6 and Debian 7 currently ships with Python 2.7. For Debian 7, use the

Note
@ The repository does not work for Debian 7 because MySQL Utilities requires
source code repository to install MySQL Utilities.

After you download the file, install it using the following command or similar depending on your specific
release or version of Debian:

shel | > sudo dpkg -i nysqgl-utilities-1.6.3-debian6.0_all.deb

Note

S MySQL Utilities requires Connector/Python to be installed. For additional
information, see Section 1.1, “Prerequisites”.

1.5 Microsoft Windows

Either install MySQL Utilities using the MySQL Installer for Windows (a system that manages
installations and updates for all MySQL products on Windows), or download and execute the
standalone file. The download links are as follows:

» MySQL Installer: Download and execute the MySQL Installer MSI file. Select the MySQL Utilities
product and then proceed with the installation. This is the recommended approach, and it will also
automatically select and install the required prerequisites. See the MySQL Installer manual for
additional details.

» Standalone: Download and execute the MySQL Utilities standalone MSI file.

Note
@ MySQL Utilities requires Connector/Python to be installed. For additional
information, see Section 1.1, “Prerequisites”.
1.6 0OS X
The . dng file available for OS X is built for x84-64 bit platforms, and supports OS X version 10.7 (Lion)
and newer.

After you download the . dng file, install MySQL Utilities by opening it and double clicking the . pkg file.



http://dev.mysql.com/downloads/installer/
http://dev.mysql.com/doc/refman/5.7/en/mysql-installer.html
http://dev.mysql.com/downloads/utilities/

0S X

Note
@ MySQL Utilities requires Connector/Python to be installed. For additional
information, see Section 1.1, “Prerequisites”.
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This chapter introduces MySQL Utilities and presents information on how to access and download
MySQL Utilities. It also includes the basics of how to use the account login option common to all
utilities.

2.1 Introduction to MySQL Utilities
What are the MySQL Utilities?

It is a package of utilities that are used for maintenance and administration of MySQL servers. These
utilities encapsulate a set of primitive commands, and bundles them so they can be used to perform
macro operations with a single command.

The utilities are written in Python, available under the GPLv2 license, and are extendable using the
supplied library. They are designed to work with Python versions 2.6 or later and there is no support
(yet) for Python v3.1.

How do we access the MySQL Utilities?

The MySQL Utilities are command line scripts, which by default are available in your system's PATH.
Alternatively, you can access their location from MySQL Workbench by selecting Tools from the main
menu, and then Start Shell for MySQL Utilities. This opens a terminal/shell window in the nysql uc
utility shell. Type "help" to list the available commands.

Figure 2.1 Starting MySQL Utilities from Workbench
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Connecting to MySQL Servers

You can launch any of the utilities listed by typing the name of the command. To find out what options
are available, use the option, or read the appropriate manual page.

The utilities are designed to work on MySQL systems with grants enabled but can also operate on
servers started with the - - ski p- gr ant - t abl es startup option. However, this practice is strongly
discouraged and should be used only in situations where it is appropriate or deemed a last resort.

2.2 Connecting to MySQL Servers

This section describes the ways you can connect to a MySQL server via a MySQL Utility or via the
MySQL Utilities library methods.

2.2.1 Connection Parameters

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

» Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

2.2.1.1 Use login-paths (.mylogin.cnf)

The best way to specify server connection information is with your . nyl ogi n. cnf file. Not only is this
file encrypted, but any logging of the utility execution will not expose the connection information. Thus,
no user names, passwords, ports, etc. are visible in the log. This is the preferred method for using
MySQL Utilities to connect to servers.

Utilities support the use of login-paths in the connection string provided they use the following format
| ogi n-pat h-nane[ : port][:socket] where the port and socket parameters are optional. If used,
these optional parameters override the respective options from the specified login-path.

When using login-paths, there are no default values except on Posix systems when specifying a
socket. In this case, the host option defaults to localhost. This means that combining the values
specified in the login-path with the two optional values port and socket, one needs to specify at least a
user, a hostname and a port or socket.

Use the mysql_config_editor tool (http://dev.mysgl.com/doc/en/mysql-config-editor.html) to add the
connection information as follows.

shel | > nysqgl _config_editor set --1ogin-path=instance_13001 --host=l ocal host --user=root --port=13001 --pass
Enter password: <Password is pronpted to be inserted in a nore secure way>

Next, use the following command to confirm that the login-path data was correctly added to
.yl ogi n. cnf (the encrypted file):

shel | > nysqgl _config_editor print --login-path=instance_ 13001
[i nstance_13001]

user = root

password = *****

host | ocal host

port 13001




Connection Parameters

Once your . nyl ogi n. cnf file is configured, you need only specify the section of the . nyl ogi n. cnf
file for the server connection. For example, the section created in the previous example is
'instance_13001". Thus, we use --server=instance_13001. The following shows the execution of a utility
specifying the login-path section.

shel | > nysql serverinfo --server=instance_13001 --format=verti cal

# Source on |ocal host: ... connected.
kkhkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkk*%x l I’OW kkhkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkk*%x
server: | ocal host: 13001

config_file: /etc/ny.cnf, /etc/nysqgl/ny.cnf

bi nary_l og: cl one-bi n. 000001

bi nary_l og_pos: 341

relay_| og:

rel ay_| og_pos:

version: 5.6.17-10g

dat adi r: / Vol unes/ Sour ce/ sour ce/t enp_13001/
basedi r: / Vol umes/ Sour ce/ sour ce/ bzr/ nmysql -5. 6
pl ugi n_dir: /Vol unes/ Sour ce/ source/ bzr/ nmysql -5. 6/1i b/ pl ugi n/
general _| og: OFF

general _|l og_file:

general _| og_file_size:

l og_error:

log_error_file_size:

sl ow_query_l og: OFF

sl ow_query_l og_file:

sl ow_query_l og_fil e_si ze:

1 row.

#...done.

See the online MySQL Reference Manual for more information about login-paths, the . nyl ogi n. cnf
file, and the mysql _confi g_edi t or client.

2.2.1.2 Use a Configuration File

MySQL Utilities can also accept a configuration path and section for the server connection data. This
allows you to store one or more sections with connection information. Saving the data in configuration
files is more secure than specifying the data on the command-line but since the file is text, the data can
still be read by anyone who can access the file.

To reference the configuration file, specify the path and file name followed by a section name in square
brackets. The path is optional. If you do not specify it, the utility will attempt to use your local my.cnf if
available.

For example, if you wanted to create a configuration file in /dev/env/testl/my.cnf and you created
a section named serverl, you would specify it as --server=/dev/env/testl/my.cnf[serverl]. The
corresponding section in the file may look like the following.

[ server1]

port =3308

user =r oot

passwor d=ot her - pass
host =l ocal host

The following shows the execution of a utility using a configuration file.

shel | > nysql serverinfo.py --server=/dev/env/testl/nmy.cnf[serverl] --format=vertical

# Source on |ocal host: ... connected.

khkkkkhkkkhkkhkhkkhkhkkhkhkkhkhkhkkhkkkkkkk*x 1 I'OW khkkkkhkkkhkkkhkkhkhkkhkhkkhkhkhkhkhkkhkkkkkx*x
server: | ocal host: 13001

config_file: /etc/my.cnf, /etc/nmysql/ny.cnf

bi nary_l og: cl one-bi n. 000001

bi nary_| og_pos: 341

relay_| og:




Connection Parameters

rel ay_| og_pos

version: 5.6.17-10g

dat adi r: / Vol unmes/ Sour ce/ sour ce/t enp_13001/
basedi r: / Vol umes/ Sour ce/ sour ce/ bzr/ nysql -5. 6
pl ugi n_dir: /Vol unes/ Sour ce/ source/ bzr/ nmysql -5. 6/1i b/ pl ugi n/
general _| og: OFF

general _log_file

general _|og_file_size

| og_error

log_error_file_size

sl ow_query_l og: OFF

sl ow_query_log_file

sl ow_query_log_fil e_size

1 row.

#...done.

2.2.1.3 Command-line Options

The least secure way to provide connection information for MySQL servers is to specify the data on
the command-line option. This is least secure because the data is visible on the command-line and will
also be visible in any log or redirection of the execution.

In this case, we specify the data in the following order: <user>[:<passwd>]@<host>[:<port>][:<socket>]
where the passwd, port, and socket are optional. Each item is described in more detail below.

e user
The name of the user to connect.
e passwd

The password to use when connecting. The default if no password is supplied is the empty
password.

* host

The domain name of the host or the IP address. This field accepts host names, and IPv4 and

IPv6 addresses. It also accepts quoted values which are not validated and passed directly to the
calling methods. This enables users to specify host names and IP addresses that are outside of the
supported validation mechanisms.

* port

The port to use when connecting to the server. The default if no port is supplied is 3306 (which is the
default port for the MySQL server as well).

 unix_socket
The socket to connect to (instead of using the host and port parameters).

The following demonstrates executing a utility using command-line options for connecting to a server.

shel | > nysql serverinfo.py --server=root:other-pass@ ocal host: 3308 --format=vertica
# Source on |ocal host: ... connected

kkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkk*%x l I’OW kkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkk*%x
server: | ocal host: 13001

config_file: /etc/ny.cnf, /etc/nysqgl/ny.cnf

bi nary_l og: cl one-bi n. 000001

bi nary_l og_pos: 341

relay_| og

rel ay_| og_pos

version: 5.6.17-10g

dat adi r: / Vol unes/ Sour ce/ sour ce/tenp_13001/

basedi r: / Vol umes/ Sour ce/ sour ce/ bzr/ nmysql -5. 6

pl ugi n_dir: /Vol unes/ Sour ce/ source/ bzr/ nmysql -5. 6/1i b/ pl ugi n/




Specifying Connections in Python Library

general _| og: OFF

general _|og_file:

general _log_file_size:

| og_error:
log_error_file_size:

sl ow_query_l og: OFF

sl ow_query_log_file:

sl ow_query_l og_fil e_size:
1 row.

#...done.

As of MySQL Utilities 1.4.4, this deprecated connection method issues a warning if you use this
connection method.

2.2.2 Specifying Connections in Python Library

If you build your own utilities using the MySQL Ultilities library, you will encounter various methods for
connecting to MySQL servers. Methods that deal with connecting to servers can accept the following
mechanisms for supplying the data.

» As a Python dictionary containing the connection parameters.
» As a connection specification string containing the connection parameters.
* As a Server instance.

The dictionary lists the values by name as described above. For example, you would create code like
the following.

# Set connection val ues
dest _val ues = {
"user" : "root",
"passwd" : "secret",
"host" : "local host",
"port" : 3308,
"uni x_socket" : None,

}

The connection specification is a string the form <user>[:<passwd>]@<host>[:<port>][:<socket>] where
the passwd, port, and socket are optional. This string is parsed using the options.parse_connection
function.

You can also specify an existing instance of the Server class. In this case, the new class will copy the
connection information.
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Chapter 3 MySQL Utilities Administrative Tasks
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3.3.5 I've Got Too Many Indexes! How Do | Know Which Ones to Drop? ........cccoeeevvieeeiennnnnnn. 28
3.3.6 | Need to Find an Object on My Server But All | Have is a Partial Name. How Do | Find
All Objects with That Name PrefiX? ... 29
3.3.7 How Can | Run a Process Every Night To Kill Certain Connections? ..........c....ccceuviveeees 30

3.4 High Availability OPEratioNnS ..........oiiiiiiiiiiiiii et e e et e eeeab e eeee 31
3.4.1 How Can | Use RePlICAtION? .........iiiiiiiiieiiii e 32
3.4.2 How Do | Add New Servers to My Topology and Change Master Role ........................... 34
3.4.3 Setup AULOMALIC FaAIlOVET ......cciiiiiieie e 36
3.4.4 Restore the Previous Master After FailOVEr ...........ocooiiiiiiiiiiiiiii e 38
3.4.5 How Can | Find All of the Slaves Attached to My Master Server? .......c.cooooviiieeeeiineeeens 41
3.4.6 How To Check If Data Is Correctly Replicated? ...........c.oiviiiiiiiiiiiiiiieiiieece e 42
3.4.7 How To Fix Errant Transactions on the Replication Topology? ..........ccceeviiiiiiiiiiiiiinnenenn. 44

3.5 SEIVEI OPEIALIONS ...uuiiiiiiii ettt ettt ettt e et e et 46
3.5.1 How Do | Make A Temporary Copy of My Server For Testing? ........coooveviinieieriineeiennnnnn. 46
3.5.2 How Can | Find What MySQL Servers Are RUNNING? ......oooviiiiiiiiiiiieeeei e 48
3.5.3 How Can | Use a secure (encrypted) connection between Utilities and a MySQL
ST CT =T PP PTRPPTPPN 49

3.6 Specialized OPEIALIONS .....cc.uuiiiiiiiiie ettt ettt e et e et e et e e et e e eaa e aee 53
3.6.1 How Do | Record Only LOGin EVENTS? .....coouiiiiiiiiiieiiii e et 53
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3.6.4 How Do | Display Connections by the User 'root' and Show the Result in CSV Format?

MySQL Utilities provides a command-line set of tools for working with MySQL Servers and databases.
MySQL Utilities fully supports MySQL Server versions 5.1 and above. It is also compatible with MySQL
Server 5.0, but not every feature of 5.0 may be supported. It does not support MySQL Server versions
4.x.

In this section, we present a number of example administrative tasks. Included in each is a description
of the need, goals, example execution, and a discussion about the specific options and techniques

illustrated. Also included is a description of the specific permissions required to execute the utilities
demonstrated.

3.1 Binary Log Operations

The tasks described in this section relate to those that are performed on or with binary log files.
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How To Change The Location For Binary Log Files?

3.1.1 How To Change The Location For Binary Log Files?

At some point a user might want to change the location where the binary log files are stored (by default
in the dat adi r). There are many reasons for separating the binary log files from the database data.
These include fault tolerance, performance, disk management. For example, you may want to store the
binary log files on a different device.

You can use the - - | 0g- bi n startup option, but simply changing this option is not enough and it will
likely result on errors when starting the MySQL server. In fact, the existing binary log files also need to
be moved to the new location and/or the entries in the respective index file updated.

Objectives
Change the location for the binary log files on an existing MySQL server.

Simplify the operation. Executing this task manually can be tedious and error prone, since it requires
existing binary log files to be moved to the new location and the binary log index file to be correctly
updated.

Fortunately, the nysql bi nl ognove utility can help us perform this task in an easy way, moving all
files and automatically updating the respective index file entries appropriately.

Let's assume that a server is currently running and that it was started with - - | og- bi n=ser ver - bi n,
which means that the binary log files are created in the dat adi r with the base filename 'server-bin'.
Let's also consider that the dat adi r is /var/lib/mysqgl and that the new target directory for the binary
log files is /mysql/server/binlogs.

Example Execution
1. Stop the running MySQL server.

2. Startthe nysql bi nl ognove utility and specify the source directory of the binary log files and the
target directory.

shel | > nmysql bi nl ognmove --binlog-dir=/var/lib/msql \
/ nysql / server/ bi nl ogs

Movi ng bin-l1og files..
- server-bin. 000001
- server-bin. 000002
- server-bin. 000003
- server-bin. 000004
- server-bin. 000005
- server-bin. 000006
- server-bin. 000007
- server-bin. 000008
- server-bin. 000009
- server-bin. 000010
- server-bin. 000011

.. done.

HHHFEHHHEHEHHEHFHHEHEH®EHR

3. Restart the MySQL server with the new value for the - - | og- bi n option: - - | og- bi n=/ nysql /
server/ bi nl ogs/ server-bin.

Discussion

The above example illustrates how to change the binary log directory in an effortless way using the
nmysqgl bi nl ognove utility to move existing binary log files to the desired location.

Changing the - - | 0g- bi n option requires the restart of the MySQL server. Moreover, the server also
needs to be stopped in order to move all binary log files correctly, otherwise an error might occur while
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How do you purge obsolete binary log files safely?

moving files currently in use by the server. In this case, to relocate all available binary log files with
the mysql bi nl ognove utility, we simply need to specify their source directory using the - - bi nl og-
di r [76] option and the target directory as an argument.

The binary log files are identified based on the default filename format, i.e. with a base filename
ending with '-bin'. If a custom basename is used, not ending with '-bin’, then the - - bi n- | og-
basenane [76] option must be used to specify it.

In the above example, this option is not required because the binary log basename 'server-bin’
matches the default format. Similarly, if a custom location or name is used for the binary log index file,
it must be specified using the - - bi n-1 0g- i ndex [77] option. By default, the binary log index file

is assumed to be located in the specified source binary log directory and to use the default filename
format.

As we can see in the above example, the nysql bi nl ognove utility displays the list of all files that are
moved. This helps to confirm that all files were relocated as expected.

Permissions Required

The system user used to execute the utility must have read and write access to the source and
destination directories in order to move the binary log files successfully.

Tips and Tricks

By default, the utility only moves binary log files. Use the - - | og-t ype [77] option with the value
'relay' to move relay log files, or 'all' to move both binary log and relay log files.

The nysql bi nl ognove utility can also be used to move some binary log files to a different location
while the server is still running. For example, suppose you want to archive the binary log files or free
some disk space on the server's partition. In this case, the - - ser ver [77] option should be used
instead of the - - bi nl og- di r [76] option like in the above example. The utility will ensure that

the binary files that might be in use by the server (those with the higher sequence number) will not be
moved.

The utility also provides options to filter the files to relocate based on their sequence number using the
- - sequence [77] option, or their last modification date using the - - nodi fi ed- bef or e [77]
option.

3.1.2 How do you purge obsolete binary log files safely?

At some point MySQL servers may generate a significant number of binary log files that may consume
considerable hard drive space and being a good reason a user might want to delete them. But in

a replication scenario is necessary to know which binary log files can be deleted without breaking
replication, since replication relies on the binary log.

Users need to check each slave to determine the latest position (or GTID) read. This information is
then used to determine which of the binary logs on the master may be removed. That is, which files
have been read by all of the slaves.

Objectives
The goal is to purge all unnecessary binlog files on the MySQL server in a replication topology.

Another important goal is to automate the operation. Executing this task manually can be tedious
and error prone, since it requires verifying each slave. The more slaves, the more complicated this
becomes.

Fortunately, the nysql bi nl ogpur ge utility can help us to perform this task in an easy and safe
manner by determining all the unnecessary files automatically on each slave and purging them on the
master.
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Database Operations

Let's assume that a master server is currently running on port 13001 and a few slaves are connected.

Example Execution

1. Runthe nysql bi nl ogpur ge utility specifying the master connection string using the - - mast er
option and either the - - sl aves to indicate each slave connection string, or the - - di scover -
sl aves- | ogi n to query the master for all registered slaves and use the user name and password
specified to connect and determine the binlog files that can be purge.

shel | > mysql bi nl ogpur ge --master=root:root @ ocal host: 13001 \
--di scover-slaves-1ogin=rpl:rp

# Di scovering slaves for master at |ocal host: 13001
# Di scovering slave at |ocal host: 13002
# Found sl ave: | ocal host: 13002
# Di scovering slave at |ocal host: 13003
# Found sl ave: | ocal host: 13003
# Di scovering slave at |ocal host: 13004
# Found sl ave: | ocal host: 13004
# Latest binlog file replicated by all slaves: nysql-bin. 000005
# Purging binary logs prior to 'nysql-bin. 000006
Discussion

The previous example illustrates how to purge the binlog files from a master in a replication scenario.

We used the --master option for the master server but for the slaves, we provided the option --discover-
slaves-login and the utility used the specified information to determinate the available binlog files on the
server and for each slave verified the latest binlog file that has been loaded, finally purges the latest
binlog that is not required for any of the slaves.

In example, all binlog files that the utility determinate that were not required by any of the slaves were
purged, but the option - - bi nl og [83] can be used to specify the first binlog file to keep (not to

purge) from the not required binlog files. The binlog files that will be keep available on the master are
from the indicated file to the current active binlog file.

As we can see in the example, the nysql bi nl ognove utility displays latest binlog file replicated by all

slaves, and if want the utility to display the current binlog file being read by the I/O thread, we can use
the - - ver bose [84] option.

Permissions Required

The user requires the SUPER and REPLICATION SLAVE privileges to purge the binlog files.
Tips and Tricks

The - - dry-r un [83] option can be used to display only the latest binlog file matched by all the

slaves without actually purge the binlog files. Use it along -vv to display even more information as
status of the SQL and I/O threads of each slave.

3.2 Database Operations

The tasks described in this section relate to those that are performed on or with one or more
databases.

3.2.1 How Do | Provision a Slave?

When working with replication, one of the common tasks is adding a new slave for scale out. Although
adding a new slave has been simplified with utilities like mysql r epl i cat e, provisioning the slave
(copying data and getting replication started properly) can be a challenge if done manually.
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How Do | Provision a Slave?

Fortunately, we have two utilities - mysql dbexport and nysql dbi nport - that have been designed
to work with replication so that when the export is generated, you can include the proper replication
control statements in the output stream.

Objectives
Perform slave provisioning using nysql dbexport and nysql dbi nport.

Example Execution

shel | > nysql dbexport --server=root:root@ocal host: 13001 --all --export=both --rpl=master --rpl-user=rpl
shel | > nysql dbi nport --server=root:root@ocal host: 13002 dat a. sql

# Source on local host: ... connected.

# I nmporting definitions fromdata.sql.

ERROR: The inport operation contains GIlID statenents that require the gl obal gtid_executed
systemvariable on the target to be enpty (no value). The gtid_executed val ue nmust be reset
by issuing a RESET MASTER command on the target prior to attenpting the inmport operation.
Once the global gtid _executed value is cleared, you may retry the inport.

shel | > nysqgl -uroot -proot -h 127.0.0.1 --port=13002 -e "RESET MASTER'
shel | > nysql dbi nport --server=root:root@ocal host: 13002 dat a. sql

# Source on local host: ... connected.

# I nmporting definitions fromdata.sql.

CAUTI ON: The followi ng 1 warning nessages were included in the inport file:

# WARNING. A partial export froma server that has GIlDs enabled will by default include
the GIIDs of all transactions, even those that changed suppressed parts of the database.

If you don't want to generate the GIID statenent, use the --skip-gtid option. To export all
dat abases, use the --all and --export=both options.

#...done.

Discussion

There are several operations listed here. The first one we see is the execution of the nysql dbexport
utility to create a file that includes an export of all databases as designated with the - - al | option. We
add the '--export=both' option to ensure we include the definitions as well as the data.

We also add the - - r pl =nast er option which instructs nysql dbexport to generate the replication
commands with respect to the source server being the master. Lastly, we include the replication user
and password to be included in the CHANGE MASTER command.

Next, we see an attempt to run the import using nmysql dbi nport but we see there is an error. The
reason for the error is the nysql dbi nport utility detected a possible problem on the slave whereby
there were global transaction identifiers (GTIDs) recorded from the master. You can see this situation
if you setup replication prior to running the import. The way to resolve the problem is to run the RESET
MASTER command on the slave as shown in the next operation.

The next operation is a rerun of the import and in this case it succeeds. We see a warning that is

issued any time there are replication commands detected in the input stream whenever GTIDs are
enabled.

Permissions Required

The user used to read data from the master must have the SELECT privilege on all databases
exported. The user on the slave must have the SUPER privilege to start replication.

Tips and Tricks

The warning issued during the import concerning GTIDs is to ensure you are aware that the process
for gathering the proper GTIDs to execute on the slave include transactions from all databases. Thus,
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How Do | Make a Copy of a Database on the Same Server?

if you ran a partial export that includes the replication commands and you have GTIDs enabled, you
should use the - - ski p-r pl option to skip the replication commands and restart replication manually.

Should your data be large enough to make the use of nysql dbexpor t impractical, you can

use nysql dbexport to generate the correct replication commands anyway by using the - -
export=definitions option. This will generate the SQL statements for the objects but not the data.
You can then use the replication commands generated with your own backup and restore tools.

You can use the option - - r pl =s| ave to generate a output stream that considers the source server a
slave and uses the source servers master settings for generating the CHANGE MASTER command.

3.2.2 How Do | Make a Copy of a Database on the Same Server?

If you are working with a database and want to experiment with changes to objects or data either from
direct manipulation (SQL commands) or as a result of interaction with an application, it is prudent to
always have a copy to fall back to if something should go wrong.

Naturally, a full backup is key for any production server but what if you just want to do something as a
test or as a prototype? Sure, you can restore from your backup when the test is complete but who has
the time for that? Why not just make a copy of the database in question and use it?

Objectives

The goal is to make a copy of a database and rename it to another name. We want to do this on a
single database server without resorting to messy file copies and/or stopping the server.

In this case, we want to copy the world_innodb database in its entirety and rename the copy to
word_innodb_clone.

The utility of choice here is named nysql dbcopy and it is capable of copying databases from server
to another or on the same server. Lets have a look at the execution.

Example Execution

shel | > nysqgl dbcopy - -source=root:root @ocal host \
--destination=root:root @ocal host worl d_i nnodb: worl d_i nnodb_cl one

# Source on |ocal host: ... connected.

# Destination on |ocal host: ... connected.

# Copyi ng dat abase worl d_i nnodb renanmed as worl d_i nnodb_cl one

# Copyi ng TABLE worl d_i nnodb. City

# Copyi ng TABLE wor | d_i nnodb. Country

# Copyi ng TABLE wor | d_i nnodb. Count r yLanguage

# Copying data for TABLE worl d_i nnodb. City

# Copyi ng data for TABLE worl d_i nnodb. Count ry

# Copyi ng data for TABLE worl d_i nnodb. Count r yLanguage

#...done.

shel | > nysqgl -uroot -proot -e "SHOW DATABASES"

S +
| Dat abase |
S +
i nf ormati on_schenma |
enpl oyees |

wor | d_i nnodb |

|
|
| nysql |
|
| world_i nnodb_cl one |

Discussion
Notice we specified the source of the database we wanted to copy as well as the destination. In this

case, they are the same server. You must specify it this way so that it is clear we are operating on the
same server.
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How Can | Make a Copy of a Database and Change the Storage Engine?

Notice how we specified the new name. We used the <old_name>:<new_name> syntax. You can do
this for as many databases as you want to copy. That's right - you can copy multiple databases with a
single command renaming each along the way.

To copy a database without renaming it (if the destination is a different server), you can omit
the :<new_name> portion.

Permissions Required

The user must have SELECT privileges for the database(s) on the source server and have CREATE,
INSERT, UPDATE on the destination server.

Tips and Tricks

You can copy all of the databases on a source server to the destination by using the - - al | option,
although this option does not permit rename actions. To rename, you must specify the databases one
at a time.

You can specify certain objects to exclude (skip) in the copy. Use the - - ski p option to omit the type
of objects. For example, you may want to exclude copying of triggers, procedures, and functions. In
this case, use the option '--skip=TRIGGERS,PROCEDURES,FUNCTIONS'. The values are case-
insensitive and uppercased for emphasis.

The copy is replication and GTID aware and will take actions to preserve the binary log events during
the copy.

You can set the locking type with the - - | ocki ng option. Possible values include: no-locks = do not

use any table locks, lock-all = use table locks but no transaction and no consistent read, snapshot
(default): consistent read using a single transaction.

Risks

Should the copy fail in the middle, the destination databases may be incomplete or inconsistent. Should
this occur, drop the destination database in question, repair the cause of the failure, and restart the

copy.

3.2.3 How Can | Make a Copy of a Database and Change the Storage
Engine?

Sometimes you may have need to create a copy of a database but change the storage engine of all
tables to another engine.

For example, if you are migrating your database to InnoDB (a wise choice), you can copy the database
to a new database on a new server and change the storage engine to InnoDB. For this, we can use the
nysql dbcopy utility.

Objectives

In this example, we want to make a copy of the world_innodb database but change the storage engine
to MyISAM and rename the database accordingly.

You can cause all tables in the destination databases to use a different storage engine with the - -
new st or age- engi ne option.

Example Execution
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shel | > nysqgl dbcopy - -source=root:root @ ocal host: 3306 \
--destination=root:root @ocal host: 3307 --new- st orage-engi ne=nyi sam \
wor | d_i nnodb: wor | d_nyi sam

# Source on |ocal host: ... connected.

# Destination on |ocal host: ... connected.

# Copyi ng dat abase worl d_i nnodb renaned as worl d_mnyi sam

# Repl aci ng ENG NE=I nnoDB wi th ENG NE=nyi sam for table “world_nyisam.Cty.

# Copyi ng TABLE worl d_i nnodb. City

# WARNI NG FOREI GN KEY constraints for table world_nyisam Gty are m ssing because the new
# storage engine for the table is not |nnoDB

# Repl aci ng ENG NE=I nnoDB wi th ENG NE=nyi sam for table “world_nyi sam . Country.

# Copyi ng TABLE worl d_i nnodb. Country

# Repl aci ng ENG NE=I nnoDB wi th ENG NE=nyi sam for table “world_nyi sam . CountrylLanguage.

# Copyi ng TABLE wor | d_i nnodb. Count r yLanguage

# WARNI NG FOREI GN KEY constraints for table world_nyi sam CountrylLanguage are m ssing because
# the new storage engine for the table is not |nnoDB

# Copying data for TABLE worl d_i nnodb. City

# Copyi ng data for TABLE worl d_i nnodb. Count ry

# Copyi ng data for TABLE worl d_i nnodb. Count ryLanguage

#...done.

shel | > nysqgl -uroot -proot -h 127.0.0.1 --port=3307 -e " SHOW DATABASES"

dom e e eeeeeaa +
| Dat abase |
dom e e eeeeeaa +
| informati on_schenma |
| nysql I
| sakila |
| world |
| worl d_mnyi sam |
dom e e eeeeeaa +

shel | > nysqgl -uroot -proot -h 127.0.0.1 --port=3307 -e "SHOW CREATE TABLE wor!| d_nyi sam countryl anguage\ G'

LR R R EEEEEEEEEEEE L FOW FXX*hdkdkkkkkhokdkkkxkhkdkkkxkkhk

Tabl e: count ryl anguage

Create Tabl e: CREATE TABLE " countryl anguage™ (
“CountryCode’ char(3) NOT NULL DEFAULT '',
“Language’ char (30) NOT NULL DEFAULT '',
“IsOificial® enun('" T ,'F') NOT NULL DEFAULT 'F',
“Percentage’ float(4,1) NOT NULL DEFAULT '0.0',
PRI MARY KEY (" CountryCode", " Language’),
KEY " CountryCode" (" CountryCode")

) ENG NE=Myl SAM DEFAULT CHARSET=I ati nl

Discussion

Notice here we created a copy of the database and changed all tables in the destination database to
use the InnoDB storage engine with the - - new- st or age- engi ne option.

We show proof of the change by displaying the CREATE statement for one of the tables on the
destination server.

Notice we also renamed the database by using the <old_name>:<new_name> syntax.
Permissions Required

The user must have SELECT privileges for the database(s) on the source server and have CREATE,
INSERT, UPDATE on the destination server.

Tips and Tricks

You can exclude specific options by using the - - excl ude option specifying a SQL pattern expression.
For example, to exclude objects that start with xy, use '--exclude=xy%'.

You can use REGEXP patterns in the - - excl ude option by specifying - - r egexp in addition to the - -
excl ude option.
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Risks

Should the copy fail in the middle, the destination databases may be incomplete or inconsistent. Should
this occur, drop the destination database in question, repair the cause of the failure, and restart the

copy.

3.2.4 How Can | Tell If a Table on Server X has the same Structure as the
Same Table on Server Y?

Multiple database servers that are kept synchronized manually or are compartmentalized for security
purposes but are by practice kept up-to-date manually are prone to unintentional (and sometimes
intentional) divergence.

For example, you may maintain a production server and a development server. The development
server may have the same databases and the same structures as the production server (but maybe not
the same data). However, the natural course of administrative tasks and maintenance can sometimes
leave the development server behind.

When this happens, you need to have a way to quickly check the schema for a table on the production
server to see if the development server has the same structure. The utility of choice for this operation is

nmysql di ff.
Objectives
The goal is to compare a table schema on one machine to another and show they differ.

Example Execution

shel | > nysql di ff --serverl=root:root @ ocal host \
--server 2=root: root @ocal host: 3307 world.city:world.city --changes-for=server2
serverl on | ocal host: ... connected.
server2 on | ocal host: ... connected.
Conparing world.city to world.city [ FAI'L]
Cbj ect definitions differ. (--changes-for=server2)

HH O HH

--- world.city
+++ worl d.city
@-4,6 +4,7 @@
“CountryCode’ char(3) NOT NULL DEFAULT '',
"District’ char(20) NOT NULL DEFAULT '',
“Popul ation® int(11) NOT NULL DEFAULT 'O0',
+ "Cimte enun('tropical','dry','mld,'continental','polar') DEFAULT NULL,
PR MARY KEY ('ID),
KEY " CountryCode’ (" CountryCode’),
CONSTRAINT “city_ibfk_1° FOREIGN KEY (" CountryCode') REFERENCES " Country ( Code’)
Conpare failed. One or nore differences found.

Discussion

Notice to accomplish this task, we simply specified each server with - - server 1 and - - ser ver 2 then
specified the database objects to compare with the <db>.<object>:<db>.<object> syntax.

Permissions Required

The user must have SELECT privileges for both objects on both servers as well as SELECT on the
mysql database.

Tips and Tricks

You can set the direction of the compare by using the - - changes- f or option. For example, to see
the changes for serverl as the target, use '--changes-for=serverl'.
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3.2.5 How Can | Synchronize a Table on Two Servers Where Neither is Up-
to-date?

When working with servers that are used in different networks or are compartmentalized, or simply
intentionally manually redundant (they do not use replication), or perhaps through some crisis, you may
encounter a situation where a table (or an entire database) becomes out of synch.

We don't simply want to know which rows differ, rather, we need to know the SQL statements needed
to bring the tables into synch. Furthermore, we aren't sure which table is most out of date so we'd like
to see the transformation statements for both directions.

In this case, it would be very helpful to know exactly how the tables differ. For this, we use the
nysql dbconpar e utility.

Objectives
The goal is to generate the SQL transformation statements to bring two tables into synch.

Example Execution

shel | > nysqgl dbconpare --server1l=root:root@ocal host: 13001 --server2=root:root@ocal host: 13002 \
menagerie -a --difftype=SQ --showreverse --quiet
# Checki ng dat abases nenageri e on serverl and nenagerie on server2

#

#

# Row counts are not the sanme anong "nenagerie . pet’ and "nenagerie . pet .
#

# Transformation for --changes-for=server1l:

#

DELETE FROM " nenagerie . pet’ WHERE "pet_num = '10';

DELETE FROM " nenagerie . pet’ WHERE "pet_num = '12';

I NSERT | NTO "nenagerie . pet” (" pet_num, “nane’, “owner , "species, 'sex , " birth', “death’)
VALUES(' 11', 'Violet', 'Annette', 'dog', 'f', '2010-10-20', NULL);

#
# Transformation for reverse changes (--changes-for=server2):
#
# DELETE FROM " nenagerie . pet’ WHERE “pet_num = '11';
# | NSERT | NTO "nenagerie . pet® (" pet_num, “nane’, ~owner , “species’, “sex , “birth', “death’)
#  VALUES(' 10', 'JonJon', 'Annette', 'dog', 'ni, '2010-10-20', '2012-07-01');
# | NSERT | NTO "nenagerie . pet® (" pet_num, “nane’, ~owner , “species’, “sex , “birth, “death)
#  VALUES('12', 'Charlie', 'Annette', 'dog', 'f', '2010-10-20', NULL);
#
Discussion

In the example above, we connected to two servers and compare the database named menagerie. We
enabled the transformation statements using a combination of options as follows.

The - - di f f t ype=SQL option instructs the utility to generate the SQL statements.

The - - show- r ever se option instructs the utility to generate the differences in both direction. That
is, from the perspective of serverl as compared to server2 and server2 as compared to serverl. By
convention, the second set is commented out should you wish to pipe the output to a consumer.

Lastly, the - - qui et option simply turns off the verbosity of print statements that normally occur for
communicating progress.

Permissions Required

The user must have the SELECT privilege for the databases on both servers.
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Tips and Tricks

You can change the direction using the - - changes- f or option. For example, '--changes-for=serverl’
is the default direction and '--changes-for=server2' is the reverse. In the second case, the - - show-
rever se displays the perspective of serverl commented out.

3.3 General Operations

The tasks described in this section include general tasks such as reporting information about a server
and searching for objects or processes on a server.

3.3.1 How Can | Find Out How Much Space My Data Uses?

When preparing to create a backup or maintenance on a server related to storage, it is often the case
we need to know how much space is used by our data and the logs the server maintains. Fortunately,
there is a utility for that.

Objectives
Show the disk space used by the databases and all logs using the nysql di skusage utility.

Example Execution

shel | > sudo env PYTHONPATH=$PYTHONPATH nysql di skusage \
--server=root:root @ocal host --al

# Source on |ocal host: ... connected

# Dat abase total s:

e R +
| db_nane | t ot al
e R +
| oltp2 | 829, 669

| bvm | 15,129 |
| dbl | 9,895 |
| db2 | 11,035 |
| enpl oyees | 206, 117, 692

| griots | 14,415

| mysaql | 995, 722 |
| oltpl | 177,393

| roomtenp | 9, 847 |
| sakila | 791, 727 |
| test | 647,911 |
| test_arduino | 9,999 |
| welford_kindle | 72,032 |
| world | 472,785

| world_i nnodb | 829, 669
e R +

Tot al dat abase di sk usage = 210, 175, 251 bytes or 200.44 MB

# Log information

S R +
| | og_nane | size |
S R +
| host123.10g | 957, 282, 265
| host123-sl ow. | og | 123, 647
| host123.local.err | 321,772,803
S R +

Total size of logs = 1,279,178, 715 bytes or 1.19 GB

# Binary |og infornmation
Current binary log file = nmy_| og. 000287

e S R +
| log_file | size
e S R +
| my_l og. 000285 | 252208

| my_l og. 000286 | 256
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| my_l og. 000287 | 3063
| my_l og. i ndex | 48
Fom e e e e e e e Hemmmmeeaa +

Total size of binary |ogs = 255,575 bytes or 249.58 KB

# Server is not an active slave - no relay |log infornation
# 1 nnoDB t abl espace infornation

| innodb_file | si ze
Fommm e meeeaaaa Fommm e meeeaaaa +
| ib_logfiled | 5,242,880 |
| ib_logfilel | 5,242,880 |
| ibdatal | 815,792,128
| i bdata2 | 52,428,800
Fommm e meeeaaaa Fommm e meeeaaaa +

Total size of InnoDB files = 889, 192, 448 bytes or 848.00 MB

I nnoDB freespace = 635, 437,056 bytes or 606. 00 MB
Discussion

To see all of the logs, we use the - - al | option which shows all logs and the InnoDB disk usage.

Notice we used elevated privileges to allow for reading of all of the files and databases in the data
directory. In this case, the data directory is owned by the mysqgl user and a normal user account does
not have read access.

The - - al | option instructs the utility to list all databases even if they contain no data.
Permissions Required

The user must have permissions to read the data directory or use an administrator or super user (sudo)
account as shown in the example.

Tips and Tricks

You can run nysql di skusage without privileges to read the data directory but in this case you will
see an estimate of the disk usage rather than actual bytes used. You may also not be able to see a list
of the logs.

3.3.2 My Server Crashed! | Need to Know the Structure of a Table. How Can
| Do That?

When things go wrong badly enough that your server is down, but you can still access the disks, you
may find yourself faced with a number of complex recovery tasks.

One of those is the need to discover the structure of a particular table or set tables. Perhaps this is
needed for an emergency recovery, a redeployment, or setup for a forensic investigation. Whatever
the case, without a running MySQL server it is not possible to know the structure of a table unless you
keep meticulous notes and/or use some form of high availability (redundancy).

Fortunately, there is a utility for situations like this. The nysql f r mutility can be used to discover the
structure of a table.

Objectives

With a downed or offline server, discover the structure of a table. More specifically, generate the
CREATE TABLE SQL command.

Example Execution

shel | > sudo env PYTHONPATH=$PYTHONPATH nysql frm - - basedi r=/usr/| ocal / nysqgl \
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--port=3333 --user=<user> /usr/local/nysql/datal/wel ford_kindl e/books. frm

Spawni ng server with --user=<user>.
Starting the spawned server on port 3333 ... done.
Reading .frmfiles

#
#
#
#
# Readi ng the books.frmfile.
#
#
#

CREATE statenent for /usr/local/nysql/data/kindl e/ books. frm

CREATE TABLE "wel ford_kindl e" . books™ (
"1 SBN' char(32) NOT NULL PRI MARY KEY,
“title char(128) DEFAULT NULL,
“purchase_date’ date DEFAULT NULL,
“cost® float(10,2) DEFAULT NULL

) ENG NE=Myl SAM DEFAULT CHARSET=I ati nl

#...done.

Discussion

For this example, we used three required parameters; the base directory for the offline server (basedir),
a new port to use for the spawned server (port), and a user name to use to run the spawned server
(port). The later is necessary since we must launch the nysql f r mutility as root (sudo) in order to be
able to read (copy) files from the protected data directory of the host server.

The - - por t option is always required for running the utility in default mode (it is not needed for
diagnostic mode). You must supply a valid unused port. The utility will check to see if the port is in use
and if so will produce an error.

We use the - - basedi r option instead of the - - ser ver option because we were faced with a
situation where the original server was offline (down). Note that you can use the - - basedi r option for
a running server if you do not want the utility to connect to the original server in any way.

Permissions Required

The permissions for using nmysql f r mwill vary and depend entirely on how you use it. If you use the
utility to read .frm files in a protected folder like the example above (in either mode), you must have the
ability to run the spawned server with privileges that allow you to read the protected files. For example,
you could use a user account that has root-level privileges.

If you use the utility with a server connection, the user you use to connect must have the ability to read
system variables at a minimum including read access to the mysql database.

You should never use the root user to spawn the server nor should you use the mysql user when
spawning the server or running the utility.

Tips and Tricks

Risks

The utility is designed to work on the host where the .frm files reside. It does not permit connecting to a
remote host to read .frm files.

If something goes wrong during the spawning of the server, use the verbosity option three times (-vvv)
to turn on maximum depth debug statements. This will ensure you will see all of the messages from the
start of the spawned server from bootstrap onward. Look for errors in these statements as to why the
spawned server will not start.

The utility performs a best effort approximation of the CREATE statement when run in diagnostic mode.
As such, if you read a . f r mfile that uses character sets or collations other than the default and you

do not use a - - ser ver option to connect to a server to read the character sets, this can result in
miscalculated column sizes.
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For example, suppose your default character set is latinl which uses 1 byte per character. Lets also
suppose you are attempting to read a .frm file that uses a character set that uses 3 bytes per character.
Furthermore, we have no server to connect. In this case, the column sizes may be off by a factor of

3. A case in point would be a field such as col_a char(3) would appear in the output of the nysql frm
utility as col_a char(9).

To mitigate risks such as this and to produce the most accurate CREATE statement in diagnostic
mode, always use the - - ser ver option.

3.3.3 Creating a New User With The Same Privileges as Another User

The MySQL privilege system permits you to create a set of permissions for each user. Sometimes the
set of permissions are complex and may require multiple GRANT statements to effect. Other times, the
user may acquire privileges over time.

Regardless of how it came about, you may find yourself needing to create a new user that has the
same privileges as another user.

Objectives

The goal is to create one or more users whose permissions are identical to an original user on a single
server.

Rather than discover what those privileges are with a SHOW GRANTS FOR statement and copy them
into a script, modify it, copy and paste again for each user, etc., etc., we can use a single command to
copy one user to a list of new users. We can even set different passwords for each user as we go.

Let's assume we have a user, joe@localhost, who has a long list of permissions. We need to create
a clone of his user account for two new users, sally and john. Each of these users will require a new
password.

Example Execution

shel | > nysql usercl one --source=root @ocal host \
--desti nati on=r oot @ ocal host \
joe@ocal host sally:secretl1@ ocal host john:secret2@ ocal host
Source on | ocal host: ... connected.
Destination on |ocal host: ... connected.
Cloning 2 users...
Cloning joe@ocal host to user sally:secret1@ ocal host
Cloni ng joe@ocal host to user john:secret2@ ocal host
...done.

HH O HHH

Discussion

In the above example, we see the use of the mysql user cl one utility to clone the joe user to two new
user accounts.

Notice we used the - - sour ce option to connect to the original server and - - dest i nat i on for the
same server.

After that, we simply list the user we want to clone and the new users we want to create. In this case
we use the format username:password@host to specify the user account name, password (optional),
and host.

When the utility finishes, you will have two new user accounts that have the same privileges as the
original user, joe@localhost.

Permissions Required

On the source server, the user must have the SELECT privilege for the mysqgl database.
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On the destination server, the user must have the global CREATE USER privilege or the INSERT
privilege for the mysqgl database as well as the GRANT OPTION privilege, and the privileges that the
original user has (you grant a privilege you do not have yourself).

Tips and Tricks

You can use - - dest i nat i on option to specify a different server to copy a user account to another
server.

Use the - - dunp option with only the - - sour ce option to see all user accounts.

Use the - - i ncl ude- gl obal - pri vi | eges option to include GRANT statements that the user@host
combination matches. This is useful for copying user accounts from one server to another where there
are global privileges in effect.

3.3.4 What Options Are Used With Each Utility?

There are many utilities and it is not always easy to remember all of the options and parameters
associated with each. Sometimes we need to run several utilities using nearly the same options. For
example, you may want to run several utilities logging into a particular server. Rather than retype the
connection information each time, you would like to save the option value some way and reuse it.

Fortunately, the nysql uc utility does this and more. It is named the MySQL Users' Console and
provides type completion for options, utility names, and even user-defined variables for working with
common option values. Not only that, it also provides the ability to get help for any utility supported.

Objectives
Discover what utilities exist and find the options for certain utilities.

Run several utilities with the same server using the type completion feature to make using the suite of
utilities easier.

Example Execution

example, [TAB] indicates the tab key was pressed. Similarly, portions in the
commands specific with angle brackets are values you would replace with
actual values. For example, <user> indicates you would place the user's login

Note
@ In the example below, keystrokes are represented using square brackets. For
name here.

shel | > nmysqgl uc
Launchi ng console ...

Wel come to the MySQL Utilities dient (nysqgluc) version 1.4.2

Copyright (c) 2010, 2014 Oracle and/or its affiliates. Al rights reserved.
This is a rel ease of dual licensed MySQL Utilities. For the avoi dance of
doubt, this particular copy of the software is rel eased

under the version 2 of the GNU General Public License.

MySQL Utilities is brought to you by Oracle.

Type 'help' for a list of commands or press TAB twice for list of utilities.

nmysql uc> hel p

Comrand Descri pti on

help utilities Display list of all utilities supported.

help <utility> Di splay help for a specific utility.

show errors Di splay errors captured during the execution of the
utilities.

clear errors clear captured errors.

show | ast error Di splay the last error captured during the
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execution of the utilities

hel p | hel p comrands Show this |ist.

exit | quit Exit the consol e.

set <variabl e>=<value> Store a variable for recall in comrands.

show opti ons Display |ist of options specified by the user on
I aunch.

show vari abl es Di splay |ist of variables.

<ENTER> Press ENTER to execute conmand.

<ESCAPE> Press ESCAPE to cl ear the command entry.

<DONN> Press DOMN to retrieve the previous comand.

<UP> Press UP to retrieve the next command in history.

<TAB> Press TAB for type conpletion of utility, option,
or variabl e names.

<TAB><TAB> Press TAB twice for |list of matching type

conpl etion (context sensitive).

nmysql uc> help utilities

Uility Descri pti on

nmysql audi t admi n audit | og mai ntenance utility
nmysql audi t grep audit |log search utility

nmysql dbconpar e conpar e dat abases for consistency

nmysql dbcopy copy databases from one server to anot her

nmysql dbexport export metadata and data from dat abases

nmysql dbi nport inmport nmetadata and data fromfiles

nmysql di f f conpare object definitions anong objects where the
difference is how dbl.obj1 differs from db2. obj 2

nmysql di skusage show di sk usage for databases

nmysql fail over automatic replication health nonitoring and fail over

nmysql frm show CREATE TABLE from .frmfiles

mysql i ndexcheck check for duplicate or redundant indexes

nmysql net agr ep search met adat a

mysql procgrep search process information

nmysql replicate establish replication with a naster

nmysql rpl adm n admi nistration utility for MySQL replication

nmysql r pl check check replication

nmysql r pl ms establish nulti-source replication

mysql r pl show show sl aves attached to a master

nmysql rpl sync replication synchroni zati on checker utility

mysql servercl one start another instance of a running server
nmysql serverinfo show server information
nmysql user cl one clone a MySQL user account to one or nDre new users

nysql uc> hel p nysql db[ TAB] [ TAB]

Uility Descri pti on

nysql dbconpare conpare dat abases for consistency

nmysql dbcopy copy databases from one server to anot her
nmysql dbexport export metadata and data from dat abases
nmysql dbi nport inmport nmetadata and data fromfiles

mysql uc> nysql rpl show - -n{ TAB] [ TAB]

Opti on Descri pti on

- - mast er =MASTER connection information for master server in the
form <user>[:<password>] @host >[: <port>][: <socket >]
or <l ogi n-path>[:<port>][: <socket>].

--max- dept h=MAX_DEPTH |imt the traversal to this depth. Valid only with
the --recurse option. Valid val ues are non-negative
i ntegers.

nmysql uc> nysqgl rpl show - - mast [ TAB] er =<user >: <passwor d>@ ocal host : 13001

The consol e has detected that the utility 'nysqglrpl show ended with an error code.
You can get nore informati on about the error by running the consol e command ' show | ast error'.

nmysql uc> show | ast error
Execution of utility: mysqlrplshow --master=<user >: <passwor d>@ ocal host: 13001
returned errorcode: 2 with error nmessage:
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Usage: nysqlrpl show. py --naster=root @ ocal host: 3306
nmysql rpl show. py: error: The --discover-slaves-login is required to test slave connectivity.

mysql uc> nysql rpl show - - mast er =<user >: <passwor d>@ ocal host: 13001 \
--di scover - sl aves- | ogi n=<user >: <passwor d>

# master on |ocal host: ... connected.

# Finding slaves for master: |ocal host: 13001

# Replication Topol ogy G aph
| ocal host: 13001 ( MASTER)
I

+--- local host: 13002 - (SLAVE)
I
+--- local host: 13003 - (SLAVE)
I
+--- local host: 13004 - (SLAVE)
I
+--- local host: 13005 - (SLAVE)
nmysql uc>
Discussion

There is a lot going on here in this example! Let's look through the command entries as they occur in
the text.

The first command, mysqgl uc, starts the users' console. Once the console starts, you will see a
welcome banner followed by a simple prompt, nysql uc>. No additional options or parameters are
necessary. However, it should be noted that you can pass commands to the console to execute on
start. For a complete list of options, see MySQL Users' Console manual page.

The next command, help, shows the help for the users' console itself. As you can see, there are a
number of options available. You can set user defined variables, discover the help for other utilities,
display the latest error, and see the options used to start the console.

The help utilities command shows you a list of the available utilities and a short description of each.

Next, we decide we want to get help for one of the database utilities but we do not remember the
name. We know it starts with mysqldb but we are not sure of the rest. In this case, if we type mysqldb
then hit TAB twice, the users' console will show us a list of all of the utilities that begin with mysqldb.

Now let's say we want to see a graph of our replication topology but we are not sure what the option for
specifying the master. In this case, we type the command to launch the nysql r pl show utility and type
the start of the option, '--m’, then press TAB twice. What we see is there are two options that match that
prefix. Notice we also see a short description (help) for each. This is a real time saving feature for the
users' console.

Notice in the next segment we do not have to type the entire name of the option. In this case we typed
'--mast[TAB]' which the users' console completed with '--master=". This is tab completion for option
names.

Notice the result of the command we entered, nysql r pl show'--
master=<user>:<password>@Ilocalhost:13001'. There was an error here. We can see the error with
the show errors command. We see in the error we failed to provide any connection information for the
slaves.

Once we correct that omission, the last command shows how the users' console executes a utility and
displays the results in the same stream as the console - much like the nysql client command-line tool.

Permissions Required

There are no special permissions required to run mysql uc however, you must have the necessary
privileges to execute the desired utilities.
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3.3.5I've Got Too Many Indexes! How Do | Know Which Ones to Drop?

MySQL allows its users to create several indexes that might be the same (duplicate indexes) or
partially similar (redundant indexes) in its structure. Although duplicate indexes have no advantages,
there are some cases where redundant indexes might be helpful. However, both have disadvantages.
Duplicate and redundant indexes slow down update and insert operations. As a result it is usually a
good idea to find and remove them.

Doing this manually would be a time consuming task, especially for big databases and that is why there
is a utility to automate this type of task: nysql i ndexcheck.

Objectives

Our goal is to use the mysql i ndexcheck utility to help us find duplicate and redundant indexes. For
that we are going to use the following table as an example:

CREATE TABLE "test_db . indexcheck_test  (
“emp_id INT(11) NOT NULL,
“fiscal _nunmber® int(11) NOT NULL,
‘name’ VARCHAR(50) NOT NULL,
“surnane’ VARCHAR (50) NOT NULL,
“job_title VARCHAR (20),
“hire_date’ DATE default NULL,
“birthday' DATE default NULL,
PRI MARY KEY (“enmp_id’),
KEY "idx_fnunmber (" fiscal _nunber’),
UNI QUE KEY i dx_unifnunber® ( fiscal_nunber’),
UNI QUE KEY “idx_uenp_id (‘enp_id),
KEY “idx_full _nanme® (" nane’, “surnane’),
KEY “idx_full _name_dup® (" nane’, “surnane’),
KEY "idx_nane" ( nane’),
KEY "idx_surnane’ ( surnane’),
KEY "idx_reverse_nane’ ( surnane’, nane’),
KEY “idx_id_nane’ (“enp_id, “nane’),
KEY “idx_id _hdate' (“enp_id, “hire_date’),
KEY “idx_id _bday' (“enp_id, “birthday)

) ENG NE=I nnoDB DEFAULT CHARSET=utf 8

Example Execution

shel | > nysqgl i ndexcheck --server=test_user @ocal host: 13010 test_db. i ndexcheck_t est

# Source on |ocal host: ... connected.

# The foll owi ng i ndexes are duplicates or redundant for table test_db.indexcheck_test:

#

CREATE | NDEX "idx_uenp_id ON “test_db . indexcheck test™ (“enp_id ) USING BTREE

# may be redundant or duplicate of:

ALTER TABLE “test_db" . indexcheck_test® ADD PRI MARY KEY (" enp_id")

#

CREATE | NDEX "idx_fnunmber® ON “test_db . indexcheck test™ ( fiscal_nunber’ ) USING BTREE

# may be redundant or duplicate of:

CREATE | NDEX "idx_uni fnunber® ON "test_db . indexcheck test® ( fiscal_nunber ) USING BTREE
#

CREATE | NDEX "idx_full_nane_dup® ON "test_db . indexcheck test ( nane’, “surnane’ ) USI NG BTREE
# may be redundant or duplicate of:

CREATE | NDEX "idx_full_nane’ ON "test_db . indexcheck test™ ("nane’, “surnane’) USING BTREE
#

CREATE | NDEX "idx_nane’ ON "test_db . indexcheck test® (" nane’) USING BTREE

# may be redundant or duplicate of:

CREATE | NDEX "idx_full_nane’ ON "test_db . indexcheck test™ ("nane’, “surnane’) USING BTREE
#

CREATE | NDEX "idx_surnane’ ON "test_db . indexcheck test™ ( surnane’) USING BTREE

# may be redundant or duplicate of:

CREATE | NDEX "idx_reverse_nane’ ON "test_db . indexcheck test’ (' surnane’, "nane’ ) USING BTREE
#

ALTER TABLE “test_db" . indexcheck_test® ADD PRI MARY KEY (" enp_id")

# may be redundant or duplicate of:
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CREATE | NDEX "idx_id_nane’ ON "test_db' . indexcheck test® (“enp_id, “nane’) USING BTREE

#

CREATE | NDEX "idx_id_hdate’ ON “test_db . indexcheck test® (“enp_id, “hire_date ) USING BTREE
# may be redundant or duplicate of:

CREATE | NDEX "idx_id_nane’ ON "test_db' . indexcheck test® (“enp_id, "nane’) USING BTREE

#

CREATE | NDEX "idx_id_bday' ON "test_db' . indexcheck test® (“enp_id, “birthday ) USI NG BTREE

# may be redundant or duplicate of:

CREATE | NDEX "idx_id_nane’ ON "test_db' . indexcheck test® (“enp_id, "nane’) USING BTREE

# The followi ng i ndexes for table test_db.indexcheck_test contain the clustered i ndex and

# m ght be redundant:

#

CREATE | NDEX "idx_uenp_id ON "test_db . indexcheck test® (“enp_id ) USING BTREE

#

CREATE | NDEX "idx_id_nane’ ON "test_db' . indexcheck test® (“enp_id, "nane’) USING BTREE

#

CREATE | NDEX "idx_id_hdate’ ON “test_db . indexcheck test® (“enp_id, “hire_date' ) USING BTREE
#

CREATE | NDEX "idx_id_bday' ON "test_db' . indexcheck test® (“enp_id, “birthday ) USI NG BTREE

Discussion

As we can see, the utility first points out that neither the idx_uemp_id index nor the idx_fnumber are
necessary and it points out why. The first, idx_uemp_id, is redundant because the primary key already
ensures that emp_id values have to be unique. As for idx_fnumber, it is also redundant because

of idx_ufnumber, a UNIQUE type index which also works as a regular index. Then it points out that
idx_full_name_dup is also not necessary. In this case it is a duplicate of the idx_full_name index since
it contains the exact same columns on the same order.

Notice that it also indicates that idx_name, idx_surname and even the PRIMARY INDEX on emp_id
might be redundant. This happens because we are dealing with BTREE type indexes and for this type
of indexes an index X is redundant to an index Y if and only if the first n columns in X also appear in Y.

Given that we are using InnoDB engine, it also warns us that “idx_uemp_id", “idx_id_name",
“idx_id_hdate™ and "idx_id_bday" might not be needed. This happens because, in InnoDB, secondary
indexes contain the primary key columns for the row that are not in the secondary index.

It must be noted however that these are just indications, they must not be followed blindly because
redundant indexes can be useful depending on how you use (query) your tables.

Permissions Required

Regarding the privileges needed to run this utility, the test_user needs SELECT privilege on the mysq|
database as well as for the databases which tables are being checked.

Tips and Tricks
You can use the -d option to generate the SQL drop statements needed to remove the indexes.

The - - st at s option can be used alone or together with either - - best or - - wor st to show statistics
about the indexes.

Use the - - show i ndexes option to show each table together with its indexes.

3.3.6 | Need to Find an Object on My Server But All | Have is a Partial Name.
How Do | Find All Objects with That Name Prefix?

One of the challenges for database administrators who manage servers with thousands of objects
is the task of finding an object by name. Sometimes all you have to go on is the name of a table
or perhaps an obscure reference to a partial name. This can come about through a diagnosis of a
problem connection, application, or via an incomplete description from a defect report.

It is also possible you need to simply check to see if certain things exist. For example, suppose among
your databases are parts or inventory data and you want to check to see if there are any functions or

29



How Can | Run a Process Every Night To Kill Certain Connections?

procedures that operate on a column named 'cost'. Moreover, you want to see anything related that
has 'cost' as part of its name.

Whatever the case, it would be a big time saver if you could search through all of the database
objects and see a list of the objects whose name matches a prefix (or pattern). Fortunately, the
nysql met agr ep utility can get this done.

Objectives

Find all objects whose name begins with a known prefix. More specifically, find any mention of the word
‘cost'.

Example Execution

shel | > nysql met agrep --server=root:root@ocal host --body --pattern=' %ost%

mocccoccoccocosccoocooooo ooccccocsoocoaos ooccccosoocoaos moccoccoas mocccoococc==o P occcoocooos oo +
| Connecti on | Object Type | bject Nane | Database | Field Type | Matches |
mocccoccoccocosccoocooooo ooccccocsoocoaos ooccccosoocoaos moccoccoas mocccoococc==o P occcoocooos oo +
| root:*@ocal host: 3306 | FUNCTI ON | adjust_cost | griots | ROUTI NE | adj ust_cost |
| root:*@ocal host: 3306 | TABLE | supplies | griots | COLUWN | cost |
| root:*@ocal host: 3306 | TABLE | film | sakila | COLUWN | replacenent _cost |
mocccoccoccocosccoocooooo ooccccocsoocoaos ooccccosoocoaos mocccoscccosooooa mocccoococc==o T - - - - - +

shel | > nysqgl -uroot -proot -e "SHOW CREATE FUNCTI ON griots. adj ust_cost \G'
khkkhkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkk*x 1 r ow khkkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkk*x
Function: adj ust_cost
sql _node:
Create Function: CREATE DEFI NER="root @I ocal host™ FUNCTI ON "adj ust_cost " (cost doubl e)
RETURNS doubl e DETERM NI STI C
return cost * 1.10
character_set_client: latinl
col l ati on_connection: |atinl_swedish_ci
Dat abase Col | ation: |atinl_swedish_ci

Discussion

In this example, we see the use of the database pattern '%cost%' to find objects that have 'cost’
anywhere in their name. We also see the use of the - - body option to instruct the utility to look inside
procedures and functions. This can be very handy to locate routines that manipulate data as you can
see.

Notice once we found a routine that had 'cost' mentioned, we can examine its body via the SHOW
CREATE FUNCTION command to see just how it is using the column 'cost'. In this case, we see
someone has written a function to adjust the cost by 10%'.

Therefore, not only can you find objects that have anything named 'cost’, you can also discover any
hidden logic that may operate on something named ‘cost'.

Permissions Required

The user must have the SELECT privilege on the mysqgl database.

Tips and Tricks

If you are familiar with using regular expressions, you can use the - - r egexp option to use regular
expressions instead of database patterns. For example, the regular expression for the search above
would be - - pattern="".*cost.*' --basic-regex.

3.3.7 How Can | Run a Process Every Night To Kill Certain Connections?

Some database administrators use nightly routines to perform maintenance on their databases or
servers. Sometimes these routines can be blocked by long running queries or applications that hang
onto locks for longer than expected.
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Naturally, priority is given to the application and maintenance routines are often cancelled rather than
interfere with an application. Should it happen that you subscribe to this notion and you have a routine
that is still being blocked or for some reason hasn't completed by a certain time, you need a quick way
to generate an event to kill the connection involved. This is where the nysql pr ocgr ep utility can help.

Objectives

The objective is to generate an event that will kill all connections based on a user login (‘'msaladin’) but
only if that connection is trying to run a custom administration script named 'my_admin_thingy'.

Example Execution

shel | > nysql procgrep --sql -body \
- -mat ch- command=" ny_admi n_t hi ngy% --match-user="nsal adin% --kill-connection
DECLARE ki | | _done | NT;
DECLARE ki || _cursor CURSOR FOR
SELECT
Id, User, Host, Db, Command, Tine, State, Info
FROM
| NFORVMATI ON_SCHEMA. PROCESSLI ST
WHERE
COWAND LI KE ' my_admi n_t hi ngy%
AND
USER LI KE ' nsal adi n%
OPEN kil | _cursor;
BEG N
DECLARE i d BI G NT;
DECLARE EXI T HANDLER FOR NOT FOUND SET kil l_done = 1;
kill_| oop: LOOP
FETCH kil |l _cursor INTO i d;
KI LL CONNECTI ON i d;
END LOOP kil l _I oop;
END;
CLCSE kill _cursor;

Discussion

Notice in the example above, we did not connect to any server to get this information. That is one of
the great things about this utility - you can generate all manner of SQL statements for finding processes
and try them out on a test system before incorporating them into your events, triggers, and routines.

We specified the user with the - - mat ch- user option using a wildcard in case the user is logged in
from a different system. We also specified the name of the maintenance routine in the same manner in
case it gets renamed with a version number or some such.

The output of this utility then is the SQL statement we need to use to find and kill the connections that
meet these criteria. Armed with this, we can make a procedure we can call from an event and execute
the SQL at a precise time every day.

Permissions Required

The user must have the SELECT permission on the mysqgl database.

Tips and Tricks

If you are familiar with using regular expressions, you can use the - - r egexp option to use regular
expressions instead of database patterns.

3.4 High Availability Operations

The tasks described in this section include those for replication and general to specific high availability
tasks such as automatic failover.
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3.4.1 How Can | Use Replication?

MySQL has built-in support for several types of replication. Replication is usually employed with the
purpose of increasing the performance and/or the fault-tolerance of a service. However, setting up
replication can be a somewhat complicated and error prone process. But fear not, MySQL Ultilities has
tools that can help simplify and even automate several replication related tasks.

Lets see a possible scenario where replication is used to obtain scalability, i.e. to increase the
performance of a service. Lets imagine an online shopping service. The shop started out small so a
single server was enough to handle all the requests, however now it has become quite popular and as
a result that single server is no longer able to handle all the requests. Being an online store, most of the
operations are read operations (checking existing products, reviews, stock availability, etc).

Objectives

Our goal is to use replication in order to improve the throughput of the service by adding more servers
which will become replicas of the already existing server. These replicas will allow scaling out of the
service by taking up all the read requests, leaving the old server (now called the master) only in charge
of the writes. Rather than doing everything "by hand" with the mysgl command line, we are going to
setup this replication scenario using a single script, nysql r epl i cat e which will do most of the hard
work for us. We then check the result using the nysql r pl adm n utility.

Lets assume the existing server, Serverl, is running on port 13001 on the local machine with IP
192.168.1.1 and that we want to add 2 new servers, Server2 running on 192.168.1.2:13001 and
Server3 running on 192.168.1.3:3306.

Example Execution

shel | > nysqglreplicate --nmaster=m account @92. 168. 1. 1: 13001 \
--slave=sl| ave_accl1@92. 168. 1. 2: 13001 --rpl-user=repl:slavepass -b
# master on 192.168.1.1: ... connected.

# slave on 192.168.1.2: ... connected.

# Checking for binary |ogging on naster. ..

# Setting up replication...

# ...done.

shel | > nysqglreplicate --nmaster=m account @92. 168. 1. 1: 13001 \
--sl ave=sl|l ave_acc2@92. 168. 1. 3: 3306 --rpl-user=repl:slavepass -b
# master on 192.168.1.1: ... connected.
# slave on 192.168.1.3: ... connected.
# Checking for binary |ogging on naster...
# Setting up replication...
# ...done.

shel | > nysql rpl check --nmaster=m account @92.168. 1. 1: 13001 \
--slave=sl ave_accl@92. 168. 1. 2: 13001

# master on 192.168.1.1: ... connected.

# slave on 192.168.1.2: ... connected.

Test Description St at us
Checki ng for binary |ogging on naster [ pass]
Are there binlog exceptions? [ pass]
Repl i cation user exists? [ pass]
Checki ng server_id val ues [ pass]
Checki ng server _uui d val ues [ pass]
I's slave connected to naster? [ pass]
Check master information file [ pass]
Checki ng 1 nnoDB conpatibility [ pass]
Checki ng storage engi nes conpatibility [ pass]
Checki ng | ower _case_t abl e_nanes settings [ pass]
Checki ng sl ave del ay (seconds behi nd master) [ FAI L]

Sl ave i s NNN seconds behi nd master.
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# ...done.

shel | > nysqgl rpl check --master=m account @92.168. 1. 1: 13001 \
--sl ave=sl ave_acc2@92. 168. 1. 3: 3306

# master on 192.168.1.1: ... connected.

# slave on 192.168.1.3: ... connected.

Test Description St at us
Checking for binary |ogging on naster [ pass]
Are there binlog exceptions? [ pass]
Replication user exists? [ pass]
Checki ng server_id val ues [ pass]
Checki ng server_uuid val ues [ pass]
I's slave connected to master? [ pass]
Check master information file [ pass]
Checki ng | nnoDB conpatibility [ pass]
Checki ng storage engi nes conmpatibility [ pass]
Checki ng | ower _case_t abl e_nanmes settings [ pass]
Checki ng sl ave del ay (seconds behi nd naster) [ FAI'L]

Sl ave is N seconds behi nd master.

# ...done.

Discussion

In the above example we made use of the mysql r epl i cat e utility to setup a two layer replication
topology, where the existing server is now the master for the two new servers which will act as slaves.
Notice how we used the address of the old existing server in the - - mast er option and in the - -

sl ave option we used the addresses of the new servers. Also notice the use of the -b flag, this makes
replication start from the first event recorded in the master's binary log.

Also notice how we used the nmysql r pl check utility to check the health of the replication. In this case,
the failing test "Check slave delay" is expected, since the slaves are catching up with the master. When
the slaves have read and applied all the transactions from the master's binary log the "Check slave
delay" test will pass. Also, in case the slave wasn't properly configured and pointing to the master
specified the "Is slave connect to master" test would notify us of that with a FAIL or WARN status.

Permissions Required
As for the required privileges to run these utilities:

The m_account user needs the following privileges for the mysql repl i cat e: SELECT and INSERT
privileges on mysqgl database, REPLICATION SLAVE, REPLICATION CLIENT and GRANT OPTION.
As for the slave_acc users, they need the SUPER privilege. The repl user, used as the argument

for the - - r pl - user option, is either created automatically or if it exists, it needs the REPLICATION
SLAVE privilege.

Also, when using GTIDs, the slave_acc users must also have SELECT privilege over the mysq|
database in order to run the nysql r pl check utility successfully.

Tips and Tricks

Inthe mysql r epl i cat e utility we could have also used the --test-db option which creates a dummy
database to test the replication setup. However, the nysql r pl check provides more detailed
information in that regard.

As previously stated, the -b option tells the utility to start replication from the first event recorded in
the master's binary log. Omitting this flag, in turn, makes the slaves replicate only what is stored in the
master's binary log from the present moment onward.

Furthermore, using the - - master-1 og-fil e and - - mast er -1 0g- pos options it is possible to
specify respectively the master log file and the master log position from which the slave will start its
replication process.
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The -p flag can be used to ensure that the replication setup is only executed in case the storage
engines match in both the master and the slave.

Regarding the nysql r pl check utility, we can use the -s option to check the output of the show
slave status command. This can be useful for instance to check what might be causing the "Is slave
connected" test to fail. We can also use the - - nast er -1 og- f i | e option to specify the name of the
master information file to read.

Lastly, we can use the - - ver bose option in order to get more information about what is happening
"under the hood".

3.4.2 How Do | Add New Servers to My Topology and Change Master Role

We will examine a scenario similar to the previous one where we want to make one of the two new
servers added the master server (perhaps because it has better specs and is faster).

Objectives

Our goal in this example it create replication configuration with 3 servers, two new ones and an existing
one, and we want to replicate all the information, but make one of the new servers the master server.

Like the previous example, lets assume that the existing server, Serverl, is running on port 13001
on the local machine with IP 192.168.1.1 that the two new machines with mysql server instances are
Server2 running on 192.168.1.2:13001 and Server3 running on 192.168.1.3:3306. We want to make
Server2 the new master.

Example Execution

shel | > nysqgl replicate --master=m account @92.168. 1. 1: 13001 \
--slave=sl|l ave_accl1@92. 168. 1. 2: 13001 --rpl -user=repl : sl avepass -b
# master on 192.168.1.1: ... connected.
# slave on 192.168.1.2: ... connected
# Checking for binary |ogging on naster. ..
# Setting up replication..
# ...done

shel | > nysql replicate --master=m account @92.168. 1. 1: 13001 \
--sl ave=sl ave_acc2@92. 168. 1. 3: 3306 --rpl-user=repl:slavepass -b
# master on 192.168.1.1: ... connected.
# slave on 192.168.1.3: ... connected
# Checking for binary |ogging on naster. ..
# Setting up replication..
# ...done

shel | > nysqgl rpl adm n --mast er=m account @92. 168. 1. 1: 13001 \
--sl aves=sl ave_accl@92. 168. 1. 2: 13001, sl ave_acc2@.92. 168. 1. 3: 3306 health

# Checking privil eges

#

# Replication Topol ogy Health

R S S R S S R A +
| host | port | role | state | gtid_node | health |
R S S R S S R A +
| 192.168.1.1 | 13001 | MASTER | UP | ON | K |
| 192.168.1.2 | 13001 | SLAVE | UP | ON | Slave delay is NNN seconds

| 192.168.1.3 | 3306 | SLAVE | UP | ON | Slave delay is NNN seconds
R S S R S S R A +
# done

shel | > nysqgl rpl adm n --mast er=m account @92. 168. 1. 1: 13001 \
--sl aves=sl ave_accl@92. 168. 1. 2: 13001, sl ave_acc2@92. 168. 1. 3: 3306 health

# Checking privil eges

#
# Replication Topol ogy Health
R S S R S S R S R +
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| host | port | role | state | gtid_node | health |
Fommm e meeeaaaa R Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +
| 192.168.1.1 | 13001 | MASTER | UP | ON | oK |
| 192.168.1.2 | 13001 | SLAVE | UP | ON | oK |
| 192.168.1.3 | 3306 | SLAVE | UP | ON | oK |
Fommm e meeeaaaa R Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +
# done

shel | > nysqgl rpl adm n --mast er=m account @92. 168. 1. 1: 13001 \
--sl aves=sl ave_accl@92. 168. 1. 2: 13001, sl ave_acc2@92. 168. 1. 3: 3306 \
--new nmast er =sl ave_accl@ ocal host: 13002 --denot e- naster sw tchover

# Checking privil eges.

# Perform ng switchover frommaster at 192.168.1.1:13001 to slave at 192.168.1.2: 13001.

# Checki ng candi date sl ave prerequisites.

# Checking sl aves configuration to master.

# Waiting for slaves to catch up to old naster.

# Stoppi ng sl aves.

# Perform ng STOP on all sl aves.

# Denoting old master to be a slave to the new naster.

# Switching slaves to new naster.

# Starting all slaves.

# Perform ng START on all sl aves.

# Checking sl aves for errors.

# Swi t chover conpl ete.

#

# Replication Topol ogy Health:

Fommm e meeeaaaa R Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +

| host | port | role | state | gtid_node | health |

Fommm e meeeaaaa R Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +

| 192.168.1.2 | 13001 | MASTER | UP | ON | oK |

| 192.168.1.1 | 13001 | SLAVE | UP | ON | oK |

| 192.168.1.3 | 3306 | SLAVE | UP | ON | oK |

Fommm e meeeaaaa R Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +
Discussion

As with our previous scenario we used the nysqgl r epl i cat e utility to set up a replication topology
between the existing server and the two new servers. Notice the use of the -b flag which this replication
start from the first event recorded in the master's binary log.

After setting our replication topology we made use of the mysql r pl adni n utility specifying both the
master and slave servers and using the health command to check the status of the replication. Since
our master server had lots of information, it is normal for the new slaves to take some time to catch up,
thus the slave delay message on the health column of the output.

However, if all goes well, after some time the slaves will eventually catch up, and when that happens,
the heal t h column will show an OK status.

When this happened, we used the nmysql r pl adm n utility yet again, this time with switchover
command. Using the - - new mast er option we specify the server that will become the new master.
We can not forget the - - denpt e- nast er option which turns the old master into a slave, otherwise it
would still behave as a master just without any slaves, Server3 will become a slave of Server2.

After the switchover, Server2 becomes the master server for both Serverl and Server3 which are now
the slaves.

Permissions Required

The m_account user needs the following privileges for the nysql r epl i cat e: SELECT and INSERT
privileges on mysqgl database, REPLICATION SLAVE, REPLICATION CLIENT and GRANT OPTION.
As for the slave_acc users, they need the SUPER privilege. The repl user, used as the argument

for the - - r pl - user option, is either created automatically or if it exists, it needs the REPLICATION
SLAVE privilege.

To run the nysql r pl adm n utility with the health command, the m_account used on the master needs
an extra SUPER privilege.
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As for the switchover command all the users need the following privileges: SUPER, GRANT OPTION,
SELECT, RELOAD, DROP, CREATE and REPLICATION SLAVE

Tips and Tricks

We can use the - - di scover - sl aves- | ogi n option for nysql r pl admi n in order to detect the
slaves automatically instead of manually specifying the slaves.

The mysql r pl admi n utility allows users to specify a script to execute before and after the failover
and switchover operations using the - - exec- bef or e and - - exec- af t er options respectively. Note
that the script specified using the exec-after option only runs in case the switchover/failover executes
successfully.

We can use the nysql r pl admi n utility to start and stop all the slaves with the start/stop commands.
Using the stop command only stops servers that are actually slaves of the specified master thus
preventing us from stopping unwanted servers.

3.4.3 Setup Automatic Failover

Once your replication topology is setup, it is important to consider the possible occurrences of failures
in order to maintain the high availability level of your system. Several failures independently from their
cause (network connection issue, hard drive crash, cosmic lightning, etc.) can stop the replication
process by making the master no longer accessible by its slaves.

In this type of situation, it is desirable to promote one of the slaves to master while the problem with

the old master is being solve as it can take some considerable time. It will be even better to have an
application to monitor the replicate topology and automatically perform failover, minimizing downtime
and keeping replication running.

Objectives

The goal is to start the nysql f ai | over utility to monitor a replication topology and perform failover
automatically when required.

When the current master fails, manually promoting a slave to the new master can be a very tedious
and error prone task, as all the remaining slave have to point out to the new master and the new
master needs to catch up with all the slaves to make sure that no transactions is lost.

Fortunately, the nysql f ai | over utility is capable of executing this full process automatically and in a
optimized way.

Let's assume that a replication topology with one master (server1:3311) and four slaves (server2:3312,
server3:3313, server4:3314, server:3315) was previously setup.

Example Execution

Start the mysql f ai | over utility (in console mode - default):

shel | > nysql fail over --naster=root@erver1: 3311 \

--sl aves=r oot @er ver 2: 3312, r oot @er ver 3: 3313, r oot @er ver 4: 3314, r oot @er ver5: 3315 \
--log=log.txt --rpl-user=rpl:rpl

NOTE: Log file 'log.txt' does not exist. WII be created.

# Checking privil eges.

M/SQL Replication Failover Utility
Fai | over Mode = auto Next Interval = Fri Jul 26 10:17:52 2013

Mast er | nformation

Binary Log File Position Binlog_Do_DB Binlog_Ignore_DB
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mast er - bi n. 000001 151

GTI D Execut ed Set
None

Replication Health Status

Hemm o a +emmmm - m Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeea - +
| host | port | role | state | gtid_node | health |
Hemm o a +emmmm - m Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeea - +
| serverl | 3311 | MASTER | UP | ON | XK |
| server2 | 3312 | SLAVE | UP | ON | XK |
| server3 | 3313 | SLAVE | UP | ON | XK |
| server4 | 3314 | SLAVE | UP | ON | XK |
| server5 | 3315 | SLAVE | UP | ON | XK |
Hemm o a +emmmm - m Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeea - +

Qquit Rrefresh Hhealth GGIID Lists U UU Ds L-1og entries

Now imagine that the master crashed or is no longer reachable, then after a predefined time interval
(by default 15 seconds) we can observe that the failover process will start automatically:

Fai l over starting in 'auto' node...

Candi date sl ave server2:3312 will becone the new naster.
Checki ng sl aves status (before failover).
Preparing candi date for fail over.

Creating replication user if it does not exist.
St oppi ng sl aves.

Perform ng STOP on all sl aves.

Swi tchi ng sl aves to new naster.

Di sconnecting new naster as sl ave.

Starting sl aves.

Perform ng START on all sl aves.

Checking sl aves for errors.

Fai | over conpl ete.

H o HHH R H O H R

Fai | over console will restart in 5 seconds.

[...]

M/SQL Replication Failover Uility
Fai | over Mode = auto Next Interval = Fri Jul 26 10:25:17 2013

Mast er | nformation

Binary Log File Position Binlog Do DB Binlog_Ignore DB
mast er - bi n. 000001 151

GTI D Execut ed Set
None

Replication Health Status

moccoccoas mocccos moccocooao moccoooo mocccoocooos moccocosao +
| host | port | role | state | gtid_node | health |
moccoccoas mocccos moccocooao moccoooo mocccoocooos moccocosao +
| server2 | 3312 | MASTER | UP | ON | K |
| server3 | 3313 | SLAVE | UP | ON | oK |
| server4 | 3314 | SLAVE | UP | ON | K |
| server5 | 3315 | SLAVE | UP | ON | oK |
moccoccoas mocccos moccocooao moccoooo mocccoocooos moccocosao +

Qquit Rrefresh Hhealth GGIID Lists UUUU Ds L-10g entries

Discussion

The above example illustrates how to start the mysql f ai | over utility to check the health of the
replication topology and shows the displayed output when failover occurs.

Basically, we simply need to specify the master's connection with the - - mast er option, the list of
slaves with the - - sl aves option and the replication user (login and password) using the --rpl-user
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options. In alternative to the - - sl aves options, one can use the - - di scover - sl aves-1| ogi n
specifying a user and password (or login-path) to connect to the slaves and the utility will attempt to
discover all the slaves connected with the master using the specified login. For the above example, '--
discover-slaves-login=root' could be used.

The - - di scover - sl aves- | ogi n can be very handy especially if there is a huge number of slaves in
the topology, but bear in mind that the explicit specification of slaves is safer and that discovery can fail
to find some servers. In particular, it is important to note that in order for slaves to be discovered, they
must be started with the "--report-host' and '--report-port' options with a appropriate values and they
must be correctly connected to the master (I/O thread running) otherwise discovery will fail.

It is also recommended to use the - - | og options to specify a file to register all events, warning and
errors. This is useful to keep a record of what happened, for example to later determine when failover
occurred and if the process occurred without any errors.

An important matter to discuss is the order in which the server are select as candidates for failover. No
distinction is made in terms of the number of transaction to select the most up-to-date slave to become
the new master. The reason is very simple, this criteria is non-deterministic as many circumstances
(i.e., network load, server maintenance operations) can temporarily influence the performance of a
slave and could lead to an incorrect selection of the most appropriate candidate. For example, the
slave with the best hardware should be in the long run the most appropriate candidate to become

the new master, but for some unanticipated reason it might actually had less transactions than other
servers when the master crashed. Therefore, a more deterministic criteria based on the order in which
the servers are specified is used, allowing the user to control the order in which the candidates are
selected. The first server that will meet the required election criteria, consisting on simple sanity checks
(server reachable and running with the required options: GTID ON and binary logging enabled), will be
chosen. More specifically, the section of the new master will follow this order: first, sequentially check
the list of servers specified by the - - candi dat es option, then the servers listed in the - - sl aves
option, finally check any discovered slave in an unordered way.

Permissions Required
The user must have permissions to configure replication.
Tips and Tricks

In the above example the nysql f ai | over utility was started in the default console mode, but it

can also be executed as a daemon. For that purpose, the - - daenon option needs to be used, more
specifically simply add '--daemon=start' to the command line. When nysql f ai | over is executed as
a daemon, no output is displayed and all the information is logged to file specified for the - - | og option
which is mandatory in this case. To stop the execution of the nysql f ai | over daemon simply invoke
the utility using the option '--daemon=stop'. No other options is required to stop the daemon, unless a
specific pidfile (to store the process PID) was specified with the - - pi df i | e option to start the daemon
and in this case the same option value is also required to stop it.

Another useful feature is the possibility to run external script along the execution of the utility to perform
customized actions. The following options can be used to execute different scripts at distinct moments
of the nysql f ai | over execution: - - exec- f ai | - check to specify a script to run periodically at

each predefined interval instead of the default check (i.e., master is reachable and alive) to detect

the need to failover, - - exec- bef or e to specify a script to execute before starting failover, - - exec-

af t er to execute a script at the end of failover process, - - exec- post -f ai | over to run a script after
completing the failover process (before displaying the health report).

3.4.4 Restore the Previous Master After Failover

After a successful failover it is sometime required to restore the initial topology and promote the
crashed server to master again (or even a new server with distinctive hardware characteristics).
Sometimes failover can be triggered by simple network issue (not affecting the health of the initial
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master server) and after being resolved it might be desirable to put the old master back in the
replication topology.

Objectives

The goal of this task is simply to replace the new master of a replication topology with the previous one
that might have been demoted as result of successful automatic failover execution due to some failure.
It is assumed that the server to be restored as master is healthy and any previous issue (that triggered
failover) have been resolved.

Let's consider the previous topology after failover, now with a new master (server2:3312) and three
slaves (server3:3313, server4:3314, server:3315) and that we want to promote the initial server
(serverl:3311) to master again.

Perform this task manually can be delicate as one wrong or missing step can lead to errors and
incorrect replication topology or even to the lost of some transaction. Once more MySQL Utilities can
provide a precious assistance to perform this task, in this case requiring the user to follow three simple
steps to restore the initial topology as shown below.

Example Execution

There are several steps involved in solving this problem. We walk through each in turn.

You must first stop running the nysql f ai | over utility instance and start the (old) master to be
restored, i.e. server1:3311.

Next, set the old master (serverl:3311) as a slave of the current new master (server2:3312):

shel | > nysqglreplicate --master=root @erver?2: 3312 --sl ave=root @erver1: 3311 -rpl-user=rpl:rpl
# master on |ocal host: ... connected.

# slave on |ocal host: ... connected.

# Checking for binary |ogging on naster. ..

# Setting up replication...

# ...done.

Next, switchover to the previous master to restore the initial replication topology:

shel | > nysqgl rpl adm n --nast er =r oot @er ver 2: 3312 \
--sl aves=r oot @er ver 2: 3313, r oot @er ver 4: 3314, r oot @er ver 5: 3315 \
--rpl-user=rpl:rpl --new naster=root @erverl:3311 --denote-master sw tchover

# Checking privil eges.

# Perform ng switchover frommaster at server2:3312 to slave at serverl1:3311.
# Checki ng candi date sl ave prerequisites.

# Checking sl aves configuration to master.

# Waiting for slaves to catch up to old naster.

# Stoppi ng sl aves.

# Perform ng STOP on all sl aves.

# Denoting old master to be a slave to the new naster.

# Switching slaves to new naster.

# Starting all slaves.

# Perform ng START on all sl aves.

# Checking slaves for errors.

# Swi tchover conpl ete.

#

# Replication Topol ogy Health:

S S S R - S +
| host | port | role | state | gtid_node | health |
S S S R - S +
| serverl | 3311 | MASTER | UP | ON | XK |
| server2 | 3312 | SLAVE | UP | ON | XK |
| server3 | 3313 | SLAVE | UP | ON | XK |
| server4d | 3314 | SLAVE | UP | ON | XK |
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| server5 | 3315 | SLAVE | UP | ON | XK

The initial replication topology is now restored and nysql f ai | over can be restarted (but using --
force) as initially:

shel | > nysql fai |l over --naster=root@erverl:3311 \
--sl aves=r oot @er ver 2: 3312, root @er ver 3: 3313, root @Gerver4: 3314, server5: 3315 \
--log=log.txt --rpl-user=rpl:rpl --force

# Checking privil eges.

MySQL Replication Failover Uility
Fai | over Mode = auto Next Interval = Sat Jul 27 02:17:12 2013

Mast er | nfornation

Binary Log File Position Binlog Do DB Binlog_Ignore DB
mast er - bi n. 000002 151

GTlI D Execut ed Set
None

Replication Health Status

Fommmmemaaa S - F S - Fommmmmmeaaa E - +
| host | port | role | state | gtid_node | health |
Fommmmemaaa S - F S - Fommmmmmeaaa E - +
| serverl | 3311 | MASTER | UP | ON | oK |
| server2 | 3312 | SLAVE | UP | ON | oK |
| server3 | 3313 | SLAVE | UP | ON | oK |
| serverd | 3314 | SLAVE | UP | ON | oK |
| server5 | 3315 | SLAVE | UP | ON | oK |
Fommmmemaaa S - F S - Fommmmmmeaaa E - +

Qquit Rrefresh Hhealth GGIID Lists UUUU Ds L-1o0g entries

Discussion

In reality, the main and most important step is the execution of the switchover command with the
nysqgl r pl adm n utility. The previous steps can be seen as a preparation for switchover. The first
step simply makes sure that the server is running and that there is no nysql f ai | over instance still
running that could affect the correct execution of switchover. The second step sets the old master as
a slave of the new master, because the switchover command can only be performed with slaves. This
step will also allows the old master to catch up with the new master. If many transaction have been
performed on the new master it is recommended to wait a while here to let the old master catch up
before switchover, otherwise the switchover command might take too much time.

As expected, the execution of the switchover command requires the specification of the current

and new master with the - - mast er and - - new nast er options, as well as the list of slaves in the
topology using the - - sl aves option (without need to list the new master). The replication user is
specified with the - - r pl - user option. In this specific example, the use of the option - - denot e-

mast er is important, because without it the current master (server2:3312) will not be demoted and set
as a slave of the new master (server1:3311).

The nysql r pl adm n utility will execute and display information about all required action to perform
switchover. After completing the switchover process, an health report is displayed where it is possible
to confirm the successful execution of the command and verify that the topology has changed as
expected.

After completing these simple steps, the replication topology is back to its initial structure (before
failover) with its old master. Therefore, mysql f ai | over is ready to be executed again to monitor the
topology and enable automatic failover. Note that in this particular situation, the use of the - - f or ce
option might be required because it is likely that some registration data from the previous failover
instance execution might have be left on the recovered master (due to its previous crash).
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The nysql fai | over utility registers its execution on the servers in order to avoid concurrent
executions of the utility which will likely lead to errors and inconsistent state during failover. If the utility
detects that another instance might be running, it will be started in "fail" mode (not taking any action
when it detects that the master failed). The nysql f ai | over instance registration is cleared when
the utility exits, and it is expected that unregistration fails on crashed or not accessible servers. The

- - f or ce option overwrite the instance execution check allowing to surpass unregistration failure on
(crashed) old masters, allowing the nysql f ai | over utility to start in ‘auto’ mode.

Permissions Required
The user have permissions to configure replication.
Tips and Tricks

It is important to wait for the old master to catch up with the new master in order to guaranty that no
transactions are lost. Depending on the time the old master was down or not accessible it might take a
considerable time for the old master to execute all missing transactions. MySQL Utilities provide tools
that allow the visualizations of the slaves status, namely the 'health' command of the nysql r pl admi n
utility.

An alternative set of steps could have been followed to perform the desired task, using the failover
command from mysqgl r pl adni n instead of switchover. In this case, the old master should be specified
in the candidates list using the option - - candi dat es to be chosen as the preferred slave to become
the new master (no need for the --master, --new-master and --demote-master options). However, an
additional step will be required to set the previous master (server2:3312) as a slave of the old master
(serverl:3311) using the mysql r epl i cat e utility, because failover will not demote the previous
master as it assumes that it is not available. Notice that unlike switchover that will fail if the server
specified by the - - new nast er option does not meet the requirements to become master, failover
will chose another server from the slaves list to become the new master if the one specified in by the
- - candi dat es option is not suitable. It is important to keep this behavior differences in mind when
deciding which command to apply.

3.4.5 How Can | Find All of the Slaves Attached to My Master Server?

When you have a topology that has grown over time - slaves have been added from time-to-time, it
may not be so easy to remember which servers are connected as slaves.

Most often you want to know the state of those slaves at-a-glance. Rather than connect to each slave
individually, it would be nice to know what the state of each slaves threads using a single command.

Objectives

Show a map of the slaves connected to a master including the state of each slaves threads (10 and
SQL). We can do this with a single command using the nysql r pl show utility.

Example Execution

shel | > nysql rpl show - - nast er =r oot : r oot @ ocal host: 13001 \
--di sco=root:root --verbosity

# master on |ocal host: ... connected.

# Finding slaves for master: |ocal host: 13001

# Replication Topol ogy G aph
| ocal host: 13001 ( MASTER)
I

+--- local host: 13002 [I O Yes, SQ.: Yes] - (SLAVE)
I
+--- local host: 13003 [I O Yes, SQ.: Yes] - (SLAVE)
I
+--- local host: 13004 [I O Yes, SQ.: Yes] - (SLAVE)
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+--- local host: 13005 [I O Yes, SQ.: Yes] - (SLAVE)
Discussion

Notice the use of the mysql r pl show utility. Not only did it show us the slaves attached to the master,
it also displayed the state of the 10 and SQL thread for each slave.

We used the master server for the - - mast er option but for the slaves, we provided the option - -
di scover - sl aves- 1 ogi n which provides the user name and password for the account used
to connect to each slave. Without this, we would not be able to determine if the slave is attached
(currently) or the state of its threads.

The - - di scover - sl aves- | ogi n option applies to all slaves. If you do not have the same user
defined on all of your slaves, you can use the - - pr onpt option to prompt for the user and password
for each slave.

To get the state of the slave threads, use the - - ver bose option.
Permissions Required
The user connected to the master must have the REPLICATION SLAVE privilege.

The user specified with the - - di scover - sl aves- | ogi n option that logs into each slave must have
the REPLICATION CLIENT privilege.

Tips and Tricks
You can also display multiple tiered topologies by providing the - - r ecur se option.

Notice in the example we used the option - - di scover - sl aves-1 ogi n. This is a shortcut feature
built into every utility. If you type the first N letters of a utility that uniquely identifies it among the options
for said utility, the utility accepts it as if you typed the entire string. For example, the full name of the
option we used is - - di scover - sl aves-1 ogi n.

3.4.6 How To Check If Data Is Correctly Replicated?

Once the replication system is setup and running, it is not uncommon that one might want to verify

if the data is being correctly replicated on the slaves. In normal circumstances, the same data is
expected on the master and its slaves (excluding the use of filtering rules). Nevertheless, faults at the
data level can introduce inconsistent changes on servers without raising any kind of error. These data
inconsistencies can result from bugs, hardware malfunction, human errors, or unauthorized access.

It is desirable to detect these issues, in order to fix them and ultimately prevent them from happening
again. Determining the cause of such issue might not be an easy task since it might be caused by
byzantine failures at distinct levels. However, the first big step toward a solution to this kind of problem
is being able to detect data consistency issues and make sure that the data among the replication
servers is synchronized.

Objectives

The goal is to execute the mysql r pl sync utility to detect data consistency issues on an active
replication system making sure that master and slaves are synchronized.

Executing this task manually on an active system is difficult and sometimes tedious since changes may
be continuously happening on all servers (in an asynchronous way) and the same data needs to be
compared between servers. Moreover, it can introduce an undesirable and uncontrolled impact on the
system performance.
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Fortunately, the nysql r pl sync utility allows us to perform this task in an easy and optimized way with
a controlled impact on the running system (limiting the execution time of all operations).

Let's assume that a replication topology with one master (server1:3310) and two slaves (server2:3311,
server3:3312) was previously setup and it is running without errors.

Example Execution

Start the mysql r pl sync utility, specifying the servers you want to check.

shel | > nysqgl rpl sync --nast er=user: pass@ ocal host: 3310 \
--slaves=rpl : pass@ ocal host: 3311, rpl : pass@ ocal host : 3312

GTI D di fferences between Master and Sl aves:
- Slave 'l ocal host @311' is 15 transacti ons behi nd Master.
- Slave 'l ocal host @312' is 12 transacti ons behi nd Master.

Checki ng data consi st ency.

Usi ng Master 'Iocal host @310' as base server for conparison.
Checking 'test_rplsync_db' database...
- Checking 't0" table data...
[OK] “test_rplsync_db . t0 checksumfor server 'l ocal host @311'.
[OK] “test_rplsync_db . t0 checksumfor server 'l ocal host @312'.
- Checking 't1' table data...
[OK] “test_rplsync_db . t1 checksumfor server 'l ocal host @311'.
[OK] “test_rplsync_db . t1 checksumfor server 'l ocal host @312'.
Checking 'test_db' database...
- Checking 't0" table data...
[OK] “test_db . t0 checksumfor server 'l ocal host @311'.
[OK] “test_db . t0 checksumfor server 'l ocal host @312'.
- Checking 't1' table data...
[OK] “test_db . t1 checksumfor server 'l ocal host @311'.
[OK] “test_db . t1 checksumfor server 'l ocal host @312'.

.. done.

SUMVARY: No data consistency issue found.

HHEHRFHFEHRFHRAFAFEHEERF R HEHE AR

Discussion

The above example illustrates how to start the mysql r pl sync utility to check if all data on the
specified replication topology is synchronized.

To do this, we simply need to specify the master's connection with the - - mast er [184] option, and

the list of slaves with the - - sl aves [184] option. As an alternative to the - - sl aves [184] option,

one can use the - - di scover - sl aves- | ogi n [183] specifying a user and password (or login-path)
to connect to the slaves and the utility will attempt to discover all the slaves connected with the master
using the specified login. For example, '--discover-slaves-login=root:secret' is used to discover all of the
slaves and login to each using the 'root' user id and the password 'secret'.

The - - di scover - sl aves- | ogi n [183] can be very handy especially if there is a huge number

of slaves in the topology, but bear in mind that the explicit specification of slaves is safer and that
discovery can fail to find some servers. In particular, it is important to note that in order for slaves to
be discovered, they must be started with the '--report-host' and '--report-port' options with appropriate
values and they must be correctly connected to the master (IO thread running) otherwise discovery
may fail to identify the slave.

In the above example, no data consistency issues were found. In case any data difference are found,
each is clearly identified by the '[DIFF]' prefix followed by concise information of where and what is the
difference. Additionally, at the end the utility displays a summary of the number of issues found.

The utility also allows users to check slaves without specifying the master. However, be advised
that only checking the slaves will not guarantee that there is no data consistency issue between
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the master and the slaves. Also keep in mind that the results provided by the utility are valid at the
time the checks are actually performed for each table. This is because in an active system with data
continuously changing, inconstancy issues might be introduced in the immediate instance after the
check is completed.

Permissions Required

The user for the master must have permissions to lock tables, perform the checksum, and get
information about the master status. Specifically, the user used to connect to the master requires the
following privileges: SUPER or REPLICATION CLIENT, LOCK TABLES and SELECT.

The user for the slaves must have permissions to start/stop the slave, perform the checksum, and get
information about the slave status. More specifically, the login user to connect to slaves requires the
following privileges: SUPER and SELECT.

Tips and Tricks

In the above example, the mysqgl r pl sync utility was used to check all the data on the servers.
However, it is possible to check only specific databases and tables. For that purpose, the user only
need to specify the target database and tables as arguments when invoking the utility. It is also
possible to exclude specific database and tables from the check using the - - excl ude [183] option.
For example, '--exclude=test_rplsync_db,test_db.t0' excludes the database 'test_rplsync_db' and table
'test_db.t0' from the check performed by the utility.

The utility provides important options to control the execution time of the checksum queries performed
on each table and the waiting time for slaves to reach an established synchronization point, namely:
the - - checksum ti meout [183]and--rpl -ti nmeout [184] options. A polling process is applied

on each slave to periodically check if replication caught up with the defined sync point. The periodic
interval to perform this check can be adjusted with the - - i nt er val [184] option. These option are
fundamental to control the impact of the execution of the utility on the replication system, limiting the
execution time of the checksum queries for large tables and the time slaves wait for replication to catch
up. In case, the timeouts defined by those options are reached, the check is skipped. Nevertheless, the
user can always execute the utility later only for the skipped tables using higher timeout values.

The utility provides the flexibility to be executed separately for different set of servers, only affecting
different parts of the replication system at each time. For example, considering an heterogeneous
system (where slaves have a different performances), composed by one master 'M' and three slaves
'S1','S2" and 'S3'. To minimize the impact on the master, the user can run the utility first for the

master 'M' and the fastest slave 'S1', and then run it again only for the slaves 'S1', 'S2' and 'S3'. If no
consistency issues are found in the first execution (M = S1) nor in the second execution (S1 = S2 =
S3), then by transitivity and due to the inclusion of the same server 'S1' in both checks it can be said
that there is no consistency issues in the all topology (M = S1 = S2 = S3) at the time the first check was
completed. This kind of execution must be performed sequentially and not concurrently, otherwise the
synchronization process of each instance will likely affect the other and it will not work properly.

3.4.7 How To Fix Errant Transactions on the Replication Topology?

At some point in time, when performing some maintenance/administration operation or other task
which verify your replication topology, you may discover the existence of errant transactions. Some
utilities like mysql f ai | over and nysql r pl adm n will detect errant transactions and will issue a
warning or error before executing some of their respective operations. This is done because this kind of
transaction can lead to an unstable replication topology after a failover or switchover.

What are errant transactions? Errant transactions are transactions directly applied by a client on a
slave and that do not exist on all the slaves connected to the master. By nature, these transactions
should not be replicated and can lead to replication errors if the slave that possesses them is promoted
to master. In practice, this can happen for example if the errant transaction corresponds to a data insert
or delete on a table that only exists on that slave. This kind of transactions usually result from a mistake
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or poor practice with data being changed directly on the slave without turning off logging to the binary
log.

The best way to deal with errant transaction is to avoid them, making sure that every transaction on a
slave, even if needed for example to add data for reporting or execute local administrative commands,
must be applied with binary logging disabled. See SET sql_log_bin Syntax, for more information about
how to control logging to the binary log. However, in case errant transaction are found we still need to
be able to deal with them in a easy and quick way, skipping those transactions and avoiding them from
being replicated if the slave becomes the new master.

Objectives

The goal is to execute the mysql sl avet r x utility to skip errant transactions on slaves making sure
that those transaction will not be replicated if slave that originated them becomes the new master.

Skipping errant transactions is done by injecting an empty transaction one by one for each
corresponding GTID on every slave. This can be a very tedious task when performed manually,
especially if many transactions need to be skipped.

Thankfully, the nysql sl avet r x utility allows us to skip multiple transactions on multiple slaves in a
single step.

Let's assume that we have three slaves (slave1:3311, slave2:3312, and slave3:3313) and that one of
the slaves (slavel:3311) has five errant transactions that need to be skipped on the other slaves. The
GTID set of those transactions is ce969d18-7b10-11e4-aaae-606720440b68:1-5.

Example Execution

Execute the mysql sl avet r x utility, specifying the GTID set of the transaction to skip and the target
slaves.

shel | > nysql sl avetrx --gtid-set=ce969d18- 7b10- 11e4- aaae- 606720440b68: 1-5 \
- -sl aves=dba: pass@l ave2: 3312, dba: pass @l ave3: 3313
WARNI NG Using a password on the command |ine interface can be insecure

GTII D set to be skipped for each server:
- slave2@312: ce969d18-7b10- 11e4- aaae- 606720440b68: 1- 5
- slave3@313: ce969d18- 7b10- 11e4- aaae- 606720440b68: 1- 5

Injecting enpty transactions for 'slave2:3312'...
Injecting enpty transactions for 'slave3:3313'...

.. .done.

HOHHHHHHHHH

Discussion

The above example illustrates how to execute the nysql sl avet r x utility to skip the transactions for
the specified GTID set on all given slaves.

To achieve this task, we only need to specify the GTID set for the transactions to be skipped with the
--gtid-set [196] option, and the list of connection parameters for the target slaves with the - -
sl aves [196] option.

In the above example, all of the specific GTIDs were skipped on all target slaves injecting an empty
transaction for each one of them. However, it might happen that some of the GTIDs cannot be skipped
on some slaves. This can happen if a transaction with the same GTID was previously applied on the
target slave. The reason is due to the purpose of GTIDs, which is to uniquely identify a transaction,
therefore two distinct transaction cannot be applied with the same GTID, otherwise an error is issued.
The nysql sl avet r x utility checks the transactions that can be effectively skipped on each slave at
the beginning, excluding already executed GTIDs.
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Permissions Required

The user for the slaves must have the required permissions to inject an empty transaction for a specific
GTID, i.e. to set the gt i d_next variable. More specifically, the login user to connect to slaves requires
the SUPER privilege.

Tips and Tricks

The nysql sl avet r x provides a dry run mode that allows users to verify the GTID that would be
skipped in each slave without actually injecting empty transactions. The - - dr yr un [196] option must
be specified to use this read-only mode.

3.5 Server Operations

The tasks described in this section are those used to perform server-wide operations such as cloning a
server instance.

3.5.1 How Do | Make A Temporary Copy of My Server For Testing?

When diagnosing a problem or needing to experiment with a server for developing new features or test
modifications, you often need a duplicate of your running server so that you can ensure your solution
works for the actual server. It would be really convenient if we had a process to make a copy of a
running server for such processes.

Although it is possible and indeed popular to use replication to replicate all of your data to multiple
slaves and use one of the slaves for these purposes, cases where you are working with a particular
server or if replication is not in use you will need some way to duplicate not only the data but also the
server and its startup parameters.

Objectives
Create a new instance of a running server complete with the same options and the same data.
Example Execution

To meet this objective, we need to use several utilities. But before we get started, we need to know
what specific options the host server is using. To do this, we use the nmysql ser veri nf o utility to
discover the configuration file and the my_print_defaults tool to print the defaults. We can also show
the process id to see what command-line options are being used. We get this from using the - - show-
ser ver s option with mysqgl serveri nf o. On POSIX systems, we can use the ps command to find
the command line options.

shel | > nysqgl serverinfo --server=root:root@ocal host \
--format=vertical --showservers

#

# The foll owi ng MySQL servers are active on this host:

# Process id: 2377, Data path: /usr/local/nysql/data

# Process id: 2478, Data path: /Vol umes/ Source/ source/tenp_13001
# Process id: 2487, Data path: /Vol umes/ Source/ source/tenp_13002
#

# Source on |ocal host: ... connected

khkkkkhkkkhkkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkkkx*x 1 I'OW khkkkkhkkkhkkhkhkkhkhkkhkhkkhkhkhkhkhkkkkhkkk*x

server: | ocal host: 3306
version: 5.1.50-10g
datadir: /usr/local/nysql/datal
basedir: /usr/local/mnmysql-5.1. 50-0sx10. 6- x86_64/
plugin_dir: /usr/local/nysqgl-5.1.50-0sx10. 6-x86_64/1i b/ pl ugi n
config_file: /etc/ny.cnf
bi nary_l og: ny_| og. 000287
bi nary_| og_pos: 106
relay_|l og: None
rel ay_| og_pos: None
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1 row.
#...done.

shel | > nmy_print_defaults nmysqld /etc/ny.cnf

- - por t =3306

- - basedi r=/usr/I ocal / nysql

--datadir=/usr/l ocal / nysql / dat a

--server_id=5

--1o0g-bi n=ny_I| og

--general _| og

--slow_query_I| og

--innodb_data_fil e_pat h=i bdat al: 778M i bdat a2: 50M aut oext end

shel | > ps -f 2377
ub PID PPID CSTIME TTY TI ME C\VD
74 2377 2300 0 10: 56AM ?? 0: 02. 04 /usr/local /mysqgl / bi n/ nysqgl d --basedir=/usr/|ocal / mysqgl \
--datadir=/usr/local /nysqgl /data --user=nysqgl \
--log-error=/1ogs/nme.local.err --pid-file=/logs/ne.!|ocal.
- - por t =3306

Notice we now have all of the options from the configuration file as well as the startup options. We can
now construct the proper options for creating a clone of this server using the nysql server cl one
utility. Specifically, we can set the following options using the - - mysql d option:

* --log-bin=my_log
» --general_log

e --slow_query_log
e --user=mysq|

* --log-error=<path>

Using these options and choosing a new data directory, we can create a new instance of the host
server using the following command.

shel | > nysqgl servercl one --server=root:root @ocal host \
--new- dat a=/ sour ce/ tenp_cl one --new port=3307 --root=root --delete \
--newi d=123 --nysqgl d="--10g-bin=nmy_| og --general -10og --slow query-Ilog \
--user=nysql --log-error=/source/tenp_clone"

# doning the MySQL server running on | ocal host.

# Creating new data directory. ..

# Configuring new instance. ..

# Locating nysql tools...

# Setting up enpty database and nysql tables...

# Starting new instance of the server...

# Testing connection to new instance. ..

# Success!

# Setting the root password...

# Connection | nfornation:

# -uroot -proot --socket=/source/tenp_clone/nysql.sock

#...done.

Now that we have a running instance, we can export all of the data from the host to the clone.

shel | > nmysql dbexport --server=root:root@ocal host: 3306 --export=both --all > data.sql
shel | > nmysql dbi nport --server=root:root@ocal host: 3307 --inport=both data.sql

# Source on |ocal host: ... connected.
# Inporting definitions and data from data. sql .
#...done.

Discussion

As you can see, this is a multiple step process. We saw examples of using the nysql ser veri nf o,
nysql servercl one, nysql dbexport, and nysql dbi nport utilities.
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Notice in the example we used port 3307 for the clone which is reflected in the nysql dbi nport utility
--server option.

Permissions Required

The user must have permission to read all databases. Since we are using the root account for these
examples (and you typically would), permissions are not generally a problem.

You also need permissions to create the new data directory and write data to it.
Tips and Tricks

If you want to copy all of the users and their permissions, check out the nysql user cl one utility.

3.5.2 How Can | Find What MySQL Servers Are Running?

One of the challenges for a database administrator or database developer when working with a
development server that has multiple instances of MySQL running is knowing exactly how many are
running.

In some cases, this may have come about by accident but mostly having multiple instances of MySQL
running is intentional. Whichever the case, it would be nice to be able to use a single command to find
all of the MySQL processes.

Objectives
Use the nysql ser veri nf o utility to locate all of the MySQL processes running on a host.

Example Execution

shel | > nysql serverinfo --show servers --server=root:root @ ocal host \
--format =verti cal

#
# The fol l owing MySQL servers are active on this host:

# Process id: 3007, Data path: /usr/local/nysql/data

# Process id: 8191, Data path: /Vol umes/ Sour ce/ source/tenp_13001
# Process id: 8196, Data path: /Vol umes/ Sour ce/ source/tenp_13002
# Process id: 8201, Data path: /Vol umes/ Source/ source/tenp_13003
# Process id: 8207, Data path: /Vol umes/ Sour ce/ source/tenp_13004
# Process id: 8212, Data path: /Vol umes/ Sour ce/ source/tenp_13005
#
#

Source on | ocal host: ... connected.
khkkkkhkkkhkkkhkkhkhkkhkhkkhhkkhhkhkkhkkkxk%x l. I'OW khkkkkhkkkhkkkhkkhkhkkhkhkkhhkkhkhkhkkhkkhkkkx*x
server: |ocal host: 3306
version: 5.1.50-1o0g
datadir: /usr/local/nysql/datal
basedir: /usr/local/nysql-5.1. 50-0sx10. 6- x86_64/
plugin_dir: /usr/local/nysqgl-5.1.50-0sx10. 6-x86_64/1i b/ plugin
config file: /etc/ny.cnf
bi nary_| og: ny_| og. 000286
bi nary_| og_pos: 237
rel ay_| og: None
rel ay_| og_pos: None
1 row.
#. .. done.

Discussion

The nmysql serveri nf o utility is normally used to find information about a particular server. We can
see such results in the example above.

However, the utility also has an option, - - show ser ver s that displays a list of all of the MySQL
server process ids that are executing on the host. This quick glance can help diagnose problems with
multiple instances on the same machine.
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Permissions Required

The permissions required include the ability to read the mysql database and to have read access to the
data directory.

Tips and Tricks

Notice the output shows the data directory for each server. You can use this information to examine the
files in that folder to discern more information such as what databases exist and find and examine the
binary log, etc.

On POSIX systems, you can discover the command-line arguments such as the port number the server
is using with the "ps -f PID" command. For example, to discover the complete information for PID 2487,
you can do the following.

shel | > ps -f 2487

u D PID PPID C STIME TTY TI ME CMD

501 2487 1 0 10:58AM ttys001 0: 00. 41 /source/ nysql -5. 6/sqgl /nysqgld --no-defaults \
--datadir=/source/tenp_13002 --tnpdir=/source/tenp_13C
--pid-file=/source/tenp_13002/cl one. pid --port=13002 \
--server-id=102 --basedir=/source/ nysqgl-5.6 \
--socket =/ source/ t enp_13002/ nysql . sock --1o0g-sl ave-upd
--gtid-node=on --enforce-gtid-consistency --1o0g-bin \
--master-info-repository=TABLE --report-port=13002 \
--report - host =l ocal host

3.5.3 How Can | Use a secure (encrypted) connection between Utilities and
a MySQL Server?

Security is a big concern, and MySQL Utilities is prepared to use a secure connection to MySQL server
Using Secure Connections using an encrypted connection with SSL.

Objectives

Use the nysql ser ver cl one utility to create a new instance of your installed MySQL Server. This new
instance will be enabled for secure connections using SSL to establish a secure connection by using
the SSL options. You can also use an Options file to specify the SSL certificates needed for the secure
connection.

Example Execution

To meet this objective, you need to supply values for the following options of nysql ser ver cl one:

» --basedir
e --new-port
* --new-data
* --mysqld

e --root-password

If you are unfamiliar with the previous options, you can find more info in the Section 5.24,
“mysql server cl one — Clone Existing Server to Create New Server” section.

In the --mysqld option you need to specify the --ssl-ca --ssl-cert and --ssl-key options with his
respective SSL certificate for the new instance of the server. By doing this, the new server instance
will use the given certificates to establish a secure connection. If you are uncertain of how to create
the SSL certificates, please following the steps indicated on Creating SSL and RSA Certificates and
Keys. The --ssl-ca --ssl-cert and --ssl-key options of nysql ser ver cl one are used to connect to an
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existing instance of MySQL in case you need to use ssl to connect to it and these options are not used
to indicate the certificates to use by the new server instance. For that reason it is necessary to use the
--mysqld option of nysql servercl one.

The following is an example of the running command.

shel | > nysql servercl one --basedi r=C:\ MySQL\ nysql - 5. 6. 15- wi nx64 \
--newdat a=C: \ MySQL\ i nst ance_3307 \
--new- por t =3307 --root-password=pass \
--nmysqgl d="--ssl -ca=C:. / newcerts/cacert.pem\
--ssl-cert=C:/newcerts/server-cert.pem\
--ssl -key=C: / newcert s/ server - key. pent
# Cdoning the M/SQL server |ocated at C\MSQ\ nysql -5. 6. 15- wi nx64.
# Creating new data directory. ..
# Configuring new instance. ..
# Locating nysql tools...
# Setting up enpty database and nysql tables...
# Starting new instance of the server...
# Testing connection to new instance. ..
# Success!
# Setting the root password...
# Connection | nfornmation:
# -uroot -ppass --port=3307
#. .. done.

Now we have a new MySQL server instance, and you can confirm the use of the given SSL certificates
with the MySQL Command-Line Tool by executing the command: "show variables like '%ss|%';".

shel | > nysqgl -uroot -ppass --port=3307 -e"show variables |like '%sl%;"

| Variabl e_nane | Val ue |

e e +
| have_openssl | YES |
| have_ssl | YES |
| ssl_ca | C/newcerts/cacert.pem |
| ssl_capath | |
| ssl_cert | C/newcerts/server-cert.pem |
| ssl _cipher | |
| ssl_crl | |
| ssl_crlpath | |
| ssl_key | C/newcerts/server-key. pem |
e e +

However at this moment the root account is not using an encrypted ssl connection, as you can see with
the MySQL Command-Line Tool running the "status;" command:

shel | > nysqgl -uroot -ppass --port=3307 -e"status;"

mysql Ver 14.14 Distrib 5.6.15, for Wn64 (x86_64)

Connection id: 11

Current database:

Current user: r oot @ ocal host
SSL: Not in use

You need to add the SSL options necessarily to establish an encrypted connection with SSL, this can
be done in the following form:

shel | > nysqgl -uroot -ppass --port=3307 --ssl-ca=C:./newcerts/cacert.pem\
--ssl-cert=C:/newcerts/server-cert.pem\
--ssl-key=C:/newcerts/server-key. pem -e"status;"

mysql Ver 14.14 Distrib 5.6.15, for Wn64 (x86_64)
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Connection id: 13

Current database:

Current user: root @ ocal host

SSL: Ci pher in use is DHE- RSA- AES256- SHA
Note

@ To configure an account to only permit SSL-encrypted connections, the grants

for that account must include the REQUI RE SSL clause in your GRANT Syntax
statement.

In the same form that you use the SSL options with the MySQL Command-Line Tool, you can use the
SSL options on each of the MySQL Utilities. The following is an example of mysql ser veri nf o using
SSL options:

shel | > nysqgl serverinfo --server=root: pass@ ocal host: 3307 \
--ssl-ca=C:/newcerts/cacert.pem\
--ssl-cert=C:/newcerts/client-cert.pem\
--ssl -key=C: /newcerts/client-key. pem\
--format =verti cal
# Source on |ocal host: ... connected.
kkhkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkk*%x l r ow kkkkkhkkhkkhkkhkkhkkhkkhkkkhkkhkkkkkkkkkkk*%x
server: | ocal host: 3307
config_file:
bi nary_| og:
bi nary_| og_pos:
rel ay_| og:
rel ay_| og_pos:
version: 5.6.15
datadir: C\M/SQL\instance_3307\
basedir: C\MSQ\nysql-5.6.15-w nx64
plugin_dir: C\MSQ\nmysql-5.6.15-w nx64\1i b\ pl ugi n\
general _| og: OFF
general _|log file:
general _log_file_size:
log_error: C\MSQ\instance_3307\cl one. err
log_error_file_size: 1569 bytes
sl ow_query_l og: OFF
sl ow_query_log_file:
sl ow_query_log_fil e_size:
1 row.
#...done.

Or you can indicate the SSL options by Using Option Files as is mentioned in the Section 2.2,
“Connecting to MySQL Servers” documentation. This is an example of how it may look for a group with
the options in an options file for the command used above.

[i nstance_3307]

port =3307

user =r oot

passwor d=pass

host =I ocal host

ssl -ca=C:/ newcert s/ cacert.pem
ssl-cert=C:./newcerts/client-cert.pem
ssl -key=C: / newcerts/client-key. pem

In this case, the file is located at C: \ MySQL\ i nst ance- 3307. cnf and by indicating this path and the
group name in the - - ser ver option, the options for the nysql ser veri nf o of the previous example
takes this form:

shel | > nysql serverinfo --server=c:\ MWSQ.\instance-3307.cnf[instance_3307] \
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--format =verti cal

# Source on | ocal host:

khkkhkkhkkkhhkhhkhkhhkhhkhkhhhkhkkk*

connect ed.

khkkkhkkhkkhkkhkkhkhkhkhkhkhhhkhhkhkkhkhkhxx
1. row

server: | ocal host: 3307
config_file:
bi nary_| og:
bi nary_| og_pos:
rel ay_| og:
rel ay_| og_pos:
version: 5.6.15
datadir: C\M/SQ\instance_3307\
basedir: C\MSQ\nysql-5.6.15-w nx64
plugin_dir: C\MSQ\nmysql-5.6.15-w nx64\1i b\ pl ugi n\

gener al _| og:

general _|log_file:
general _log_file_size:
| og_error:
log_error_file_size:
sl ow_query_| og:

CFF

C.\MW/SQ.\i nstance_3307\cl one. err
1569 bytes
OFF

sl ow_query_log_file:
sl ow_query_l og_fil e_size:
1 row.
#...done.

Discussion

The SSL options (- -ssl -ca --ssl -cert and - - ssl - key) are available in the MySQL Utilities that
requires a connection to a server or servers, as is in the case of the - - mast er and - - sl ave options.

Y|

Permissions Required

Note

An options file can be used to store the connection values, and the MySQL
Utilities can read the values stored in them as mentioned in the Section 2.2,
“Connecting to MySQL Servers” documentation.

Required permissions include the ability to read the SSL certificate files and the path where they are
located regardless of the form these SSL certificate paths are given to the MySQL Utilities, in addition
of the required permissions that each utility requires to accomplish its specific task.

Tips and Tricks

In the configuration file, different connection options can be stored and separated in groups. The
desired group used by the MySQL Utilities can be expressed by indicating the group name in the form
config-path["["group-nane"]"],suchasC \ MySQ.\i nst ances. cnf:

[i nstance_3307]

por t =3307

user =r oot

passwor d=pass

host =l ocal host

ssl -ca=C: / newcerts/cacert.pem
ssl-cert=C./newcerts/client-cert.pem
ssl - key=C: / newcerts/client-key. pem

[i nst ance_3308]

por t =3308

user =r oot

passwor d=ot her - pass

host =l ocal host

ssl -ca=C:./ newcerts/cacert_2. pem
ssl-cert=C:/newcerts/client-cert_2.pem
ssl - key=C: / newcerts/client-key_2.pem
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shel | > nysqglreplicate --master=c:\ M/SQ.\instances. cnf[instance_3307] \
--slave=C:\ MySQL\ i nst ances. cnf [ i nst ance_3308]

3.6 Specialized Operations

The tasks described in this section relate to specific situations or configurations and may not apply in
the general case. For example, some tasks require a specific commercial plugin. More specifically, the
following tasks are those for use with the Audit Log Plugin.

3.6.1 How Do | Record Only Login Events?

The audit log plugin records MySQL servers activity. By default, it is set to write all auditable events
to the log file which can represent a considerable amount of information. Fortunately, it is possible
to control the type of information that is written to the audit log file, changing the audit log plugin's
policy. The policy should be set to log only the events of interest, avoiding wasting resources to log
unnecessary events.

In particular, if the audit log plugin is only used to monitor access to the database server (for security
purposes) then only the login events need to be recorded. The nmysql audi t admi n utility allows us to
perform such change in a simple way (as well as changes other settings).

Objectives

The goal is to set the audit log plugin to only write the login events to the log file. It is assumed that the
audit log plugin is enabled and running with the default settings (logging all auditable events) on the
localhost and default port (3306).

Example Execution

shel | > nysqgl audi tadm n --server =root @ ocal host: 3306 policy --value=LOG NS \
--show- opti ons

Showi ng options before conmand.

Audit Log Variables and Options

HH O HH

+

+
I
+
audi t _| og_buffer_size | 1048576
audit_log_file | audit.|og
audit_| og_flush |
audit_| og_policy |
audit_| og_rotate_on_size |
I
+

[

[

[

ALL |

[

audit_| og_strat egy [

#
# Executing POLI CY conmand.
#

#

# Showi ng options after command.

#

# Audit Log Variables and Options

#

e S +
| Vari abl e_nane | Val ue |
e S +
| audit_| og_buffer_size | 1048576 |
| audit_log_file | audit.| og |
| audit_l og_flush | OFF |
| audit_| og_policy | LOG NS |
| audit_|log_rotate_on_size | O |
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| audit_| og_strategy | ASYNCHRONQUS |
e S e P R +

Discussion

In order to change the type of events recorded to the audit log file, the policy settings must be changed.
This is done with the nmysql audi t admi n utility using the command 'policy' and specifying the desired
policy value with the - - val ue option. As expected the specification of the target server is also required
using the - - ser ver option.

In the above example, the policy value was set to LOGINS to write only login events to the log file.
Nevertheless, other values are also permitted to control the information written to the log file: ALL (write
all events), QUERIES (write only query event), NONE (disable logging), DEFAULT (use the default

policy).
Permissions Required

User must have the SELECT privilege for the mysql database. To view the log file, the user must have
read access to the audit log file on the server.

Tips and Tricks

The policy value was specified using uppercase in this example, however upper and lower cases can
be mixed to specify the policy value (such as "LoGiNs"). The values for this command will still be read
correctly independently of the used cases (case insensitive), but if an unsupported value is specified an
error will be issued.

In the above example the - - show opt i ons option was additionally used, but it is not required. This
option simply displays the audit log settings (variables). However, when this option is combined with
a command that changes one of the audit log variables it display the audit log settings before and
after the execution of the command which can be very handy to confirm that the desired change was
performed as expected.

3.6.2 How Do | Copy/Move The Audit Log?

The audit log information can grow quickly and considerably depending on the type of information
written to the audit log files and the activity of the MySQL server. Therefore, it might be a good idea to
copy the audit log files to a different location and free some storage on the server.

The nmysql audi t admi n utility also provides this useful functionality.
Objectives

The goal of this task is to copy an existing audit log file to a different location using the
nysql audi t admi n utility.

It is assumed that the utility is executed on the destination host which must be a non-Windows system
with the scp (Secure CoPy) command line program, and that must have access to the MySQL remote
server and its data directory with the provided credentials (user and password). It is also assumed that
the specified audit log file exists and user has write privileges on the target directory.

Example Execution

shel | > nysqgl audi tadm n --audit-1| og- nanme=/ MySQ./ SERVER/ dat a/ audi t. | og. 13753706179878237 \
copy --copy-to=/ARCHI VE/ Audit_Logs --renote-|ogin=userl:serverl
# Copying file from server1l:/MSQ./ SERVER/ dat a/ audi t . | og. 13753706179878237 to / ARCHI VE/ Audi t _Logs:
user 1@erver1l' s password:
audi t.| og. 13753706179878237 100% 4716 4.6KB/s  00:01
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Discussion

The copy operation can be performed with the nysql audi t admi n utility using the ‘copy’ command
and requiring the following options: the - - audi t - | 0g- nane option to specify the path and filename of
the audit log file to copy, the - - copy- t o option to indicate the destination folder, and in this example
the - - r enot e- | ogi n option to specify the user and remote host where the file is located (the user
password will be prompted).

The - - renot e- | ogi n option is not required if the source and destination location are on the same
server where the utility is executed. Moreover, this option is not supported in Windows system where
UNC paths should be used instead.

Permissions Required
The user must have permissions to read the audit log on disk and write the file to the remove location.
Tips and Tricks

The name of the audit log file (audi t . | og, by default) is defined by the audi t _| og_fi | e variable
displayed by nysql audi t adni n when using the - - show- opt i ons option. Existing audit log files
have a timestamp extension except the one that is currently in use. That being said, it might be useful
to know that it is possible to get information about the existing audit log files using nmysql r pl adni n,
for instance to determine which files need to be copied. To get this information use the - -fi | e-stat s
option and the - - audi t - | og- nanme option specifying the full path of the current audit log file (i.e.,
without the timestamp extension). For example:

shel | > nysqgl auditadm n --file-stats --audit-I| og-name=/ MySQL/ SERVER/ dat a/ audi t. | og

fooccocccoccooocooocoocooocooan moccoooccoooo fmoccocococcoonocoooooocooaan doocooccocooooocooooooc o S +
| File | Size | Created | Last Modified |
fooccocccoccooocooocoocooocooan moccoooccoooo fmoccocococcoonocoooooocooaan doocooccocooooocooooooc o S +
| audit.log.13753706179878237 | 4716 | Thu Aug 1 16:23:37 2013 | Thu Aug 1 16:23:37 2013 |
| audit.log | 6062 | Thu Aug 1 16:24:26 2013 | Thu Aug 1 16:24:26 2013 |
| audit.log.13753705495049727 | 335142503 | Thu Aug 1 16:22:29 2013 | Thu Aug 1 16:22:29 2013 |
fooccocccoccooocooocoocooocooan moccoooccoooo fmoccocococcoonocoooooocooaan doocooccocooooocooooooc o S +

Note

@ If an audit log file with the timestamp extension is specified in this example for
the - - audi t - | og- name option, only the information of the specified file will be
displayed, as opposed to the file statistics of all existing files.

3.6.3 How Do | Show All INSERT and UPDATE Queries That Failed?

Useful information can be recorded in the audit log files and also a considerable amount of it. However,
how can someone easily filter this information and search for specific events, for instance in order to
determine the possible cause of a problem.

For example, suppose that someone reported that some data changes are missing (INSERT or
UPDATE queries failed) and you want to determine what might be the cause of those transaction
failures. All queries are recorded to the audit log file, so you just need to get retrieve all queries of a
given type that failed (with a MySQL Error) and analyze them.

This can be achieved using common 'grep' command line tools, but likely involves the use of very
complex regular expression to filter the desired data. Fortunately, the nmysql audi t gr ep utility allows
to perform this kind of task in a much easier and simple way, taking advantage of the knowledge of the
structure and semantics of the audit log files.

Objectives

The goal is display all INSERT and UPDATE queries that failed (independently of error) from the
current audit log file.
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It is assumed that the audi t . | og file exists and is located in the directory / My SQL/ SERVER/ dat a/ .
The below example show how easy it is to perform the desired search with the nysql audi t gr ep
utility.

Example Execution

shel | > nysqgl audi tgrep --query-type=l NSERT, UPDATE - - st at us=1-9999 / MySQ./ SERVER/ dat a/ audi t. | og

fssscssos fssccccooscoscosoosoos frssscsoo g g gy i Sy e e e
| STATUS | TI MESTAMP | NAME | SQLTEXT | CONNECTI O
fssscssos fssccccooscoscosoosoos frssscsoo g g gy i Sy e e e
| 1046 | 2013-08-01T18:20:46 | Query | INSERT INTO tbl _not_exist (a, b,c) VALUES(1, 2, 3) | 37
| 1146 | 2013-08-01T18:21:03 | Query | INSERT I NTO nysql.tbl _not_exist (a, b,c) VALUES(1,2, 3) | 37
| 1054 | 2013-08-01T18:23:10 | Query | INSERT INTO test.t1 (a, b, not_col) VALUES(1, 2, 3) | 37
| 1146 | 2013-08-01T18:26:14 | Query | UPDATE tbl _not_exist SET a = 1 | 37
| 1054 | 2013-08-01T18:26:53 | Query | UPDATE test.t1 SET not_col = 1 | 37
fssscssos fssccccooscoscosoosoos frssscsoo g g gy i Sy e e e

Discussion

As expected, the use of the nysql audi t gr ep utility requires the specification of the target audit
log file to search and a few options corresponding to the needed search criteria. In this case, the - -
guer y-t ype option was used to restrict the displayed results to specific types of queries (i.e., only
INSERT and UPDATE), and the - - st at us option was used to specify the considered MySQL error
codes (i.e., all ranging from 1 to 9999).

The - - quer y- t ype option allows the specification of a comma separated list of different SQL
statements. Apart from INSERT and UPDATE the list of supported values for this option also includes:
CREATE, ALTER, DROP, TRUNCATE, RENAME, GRANT, REVOKE, SELECT, DELETE, COMMIT,
SHOW, SET, CALL, PREPARE, EXECUTE, DEALLOCATE

The - - st at us option accepts a comma-separated list of non-negative integers (corresponding to
MySQL error codes) or intervals marked with a dash. For example: 1051,1100-1199,1146. In this
particular case, the range value 1-9999 was used to include all MySQL error codes and display all
unsuccessful commands. To retrieve only successful command (no errors) simply use the value 0 for
the - - st at us option.

Permissions Required
The user must have permissions to read the audit log on disk.
Tips and Tricks

The value specified for the - - quer y-t ype option are case insensitive, therefore you can mix lower
and upper case to specify the list of query types. For example, 'insert,Update’ will produce the same
result as using 'INSERT,UPDATE'. Of course the use of non-supported values will raise an appropriate
error.

Many other options and search criteria are provided by the nysql audi t gr ep utility, check them

in order to use the more appropriate one to meet your needs. Note that the utility provides the - -
pat t er n option to search entries in the audit log file using regular expressions, like common grep
tools. By default, this option will use standard SQL pattern matching (used by 'LIKE' comparison
operator), unless the - - r egexp option is used to allow more powerful standard regular expressions
(POSIX extended).

3.6.4 How Do | Display Connections by the User 'root' and Show the Result
in CSV Format?

The audit log plugin can be used to record information about different type of events which one might
need to monitor or keep a record in a different format. For example, a security record with the list of all
logins performed to the database serve might need to be kept to later track the responsible for some

56



How Do | Display Connections by the User 'root' and Show the Result in CSV Format?

change. Moreover, the retrieved information might need to be converted to a specific format (such as
CSV) to feed another application.

Objectives

The goal of this task is to retrieve from the audit log the information of all the connections established
by the root user to the MySQL Server, and display the resulting information in the comma-separated-
value (CSV) format.

Besides the searchffilter functionalities using different criteria, the mysql audi t gr ep utility also
provides a feature to display the resulting information in different formats (including CSV). This allows
this task to be performed easily with in a single step.

It is assumed that the audi t . | og file exists and is located in the directory / My SQL/ SERVER/ dat a/ .

Example Execution

shel | > nysqgl auditgrep --user=root --event-type=Connect \
--format =CSV / MySQL/ SERVER/ dat a/ audi t . | og

STATUS, NAME, TI MESTAMP, CONNECTI ON_| D, HOST, USER, PRI V_USER, | P

0, Connect, 2013- 08- 01T15: 24: 26, 33, | ocal host, root, root, 127. 0. 0
0, Connect, 2013- 08- 01T15: 24: 26, 34, | ocal host, root, root, 127. 0.0
0, Connect, 2013- 08- 01T15: 24: 26, 35, | ocal host, root, root, 127. 0. 0
0, Connect, 2013- 08- 01T15: 24: 26, 36, | ocal host, root, root, 127. 0. 0
0, Connect, 2013- 08-01T18: 18: 43, 37, | ocal host, root, root, 127. 0.0
0, Connect, 2013- 08-01T18: 49: 46, 38, , root, root, 192. 168. 1. 104
1045, Connect , 2013-08-01T19: 18: 08, 39, | ocal host, root,, 127.0.0. 1

I = S ==

Discussion

To perform this operation the nmysql audi t gr ep utility requires the indication of the target audit log file
as expected, two criteria search options, and one formatting option to convert the output to the desired
format. In this case, the - - user s option was applied to search the records for the specified user (i.e.,
"root") and the - - event - t ype option to retrieve only event of a specific type (i.e., "connect"). The - -

f or mat option is the one used to define the output format of the obtained search results.

In this example, only the "Connect" value was used for the - - event - t ype option which correspond
to the logging in event (when a client connects). Nevertheless, this option accepts a comma separated
list of event types with the following supported values (beside "Connect"): Audit, Binlog Dump, Change
user, Close stmt, Out, Connect, Create DB, Daemon, Debug, Delayed, insert, Drop DB, Execute,
Fetch, Field List, Init DB, Kill, Long Data, NoAudit, Ping, Prepare, Processlist, Query, Quit, Refresh,
Register Slave, Reset stmt, Set option, Shutdown, Sleep, Statistics, Table Dump, Time.

In terms of output formats the following are supported beside CSV: GRID (used by default), TAB,
VERTICAL and RAW (corresponding to the original XML format of the audit log file).

Permissions Required
The user must have permissions to read the audit log on disk.
Tips and Tricks

The values for the - - event -t ype and - - f or nat options are case insensitive, therefore lower and
upper cases can be mixed to specify these values as long as a supported event type name or format
is used. Unlike them, the value specified for the - - user s option is case sensitive, so be careful not to
mix upper and lower cases here.

It is possible to find some event type values with a space in the middle, for example like "Binlog Dump"
or "Init DB". If one of such values needs to be specified for the - - event - t ype option then it must be
surrounded by double (") or single (') quotes depending on the operating system.
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Chapter 4 Overview of MySQL Utilities
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This chapter presents an brief overview of each of the available utilities. The utilities are grouped into
sections based on the type of administrative function that they perform.

4.1 Binary Log Operations

These utilities are designed to perform operations on binary log files.
« mysql bi nl ognove
« Rellocate binary log files
« Move files based on their sequence number or modified date
* mysql bi nl ogpur ge
e Purge binary logs
* nysql bi nl ogrotate

« Rotate hinary logs

4.2 Database Operations

These utilities are those designed to work at the database-level. They include utilities that can used to
adminster databases on one or more servers.

* mysql dbconpare
« Compare databases on two servers or the same server
¢ Compare definitions and data
* Generate a difference report
* Generate SQL transformation statements
* nysql dbcopy
» Copy databases between servers
* Clone databases on the same server
e Supports rename
* mysql dbexport

< Export metadata and/or data from one or more databases
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e Formats: SQL, CSV, TAB, Grid, Vertical
* nysql dbi nport
« Import metadata and data from one or more files
< Reads all formats from mysqldbexport
e nysql diff
e Compare object definitions

* Generate a difference report

4.3 General Operations

These utilities are those designed to perform general operations such as reporting and searching.
* nysql di skusage
* Show disk usage for databases
« Generate reports in SQL, CSV, TAB, Grid, Vertical
e nysqlfrm
¢ Reads . f r mfiles, optionally in byte-by-byte diagnostic mode
* Generates CREATE statements from table definition data
* nysqgl grants
 Displays grants per object.
¢ Produce reports by user, user with grants, and GRANT statements.
* mysql i ndexcheck
* Read indexes for one or more tables
¢ Check for redundant and duplicate indexes
« Generate reports in SQL, CSV, TAB, Grid, Vertical
* nysql net agrep
¢ Search metadata
* Regexp, database search
* Generate SQL statement for search query
e mysql procgrep
e Search process information
« Generate SQL statement for search
« Kill processes that match query
» nysql usercl one

* Clone a user account, to the same or different server
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* Show user grants
* nysql uc
e Command line client for running MySQL Utilities
« Allows a persistent connection to a MySQL Server
e Tab completion for utility names and options

» Allows calling the commands with shorter names, such as using "serverinfo" instead of
mysql serverinfo

4.4 High Availability Operations

These utilities are those designed to support replication and high availability operations for MySQL
servers.

* nysql fail over

» Provides automatic failover on a replication topology

¢ Uses Global Transaction Identifiers (GTID, MySQL Server 5.6.5+)
 mysqlreplicate

» Setup replication

« Start from beginning, current, specific binlog, pos
e mysql rpl s

< Provides round-robin multi-source replication (a slave server continually cycles through multiple
masters in order to store a consolidated data set)

» Uses Global Transaction Identifiers (GTID, MySQL Server 5.6.9+)
* nysql rpl adm n

« Administers the replication topology

< Allows recovery of the master

« Commands include elect, failover, gtid, health, start, stop, and switchover
* nysql rpl check

« Check replication configuration

 Tests binary logging on master
e mysql rpl show

« Show slaves attached to master

e Can search recursively

* Show the replication topology as a graph or list
* nysql rpl sync

* Check data consistency between servers in a replicated setup
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« Uses Global Transaction Identifiers (GTID)

* Requires MySQL Server 5.6.14 and higher
e mysql sl avetrx

« Skip multiple transaction on slaves

* Uses Global Transaction Identifiers (GTID)

4.5 Server Operations

These utilities are used to perform server-wide operations.
* nysql servercl one

« Start a new instance of a running server
e mysql serverinfo

¢ Show server information

¢ Can search for running servers on a host

* Access online or offline servers

4.6 Specialized Operations

These utilities are designed to be used with a specific commercial extension. In this case, these utilities
require the Audit Log Plugin.

e mysql audi t admi n

« Monitor the audit log

« Copy, rotate, and configure the audit log
e mysql audi tgrep

« Search the audit log

« Output results to different formats
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This chapter includes the manual pages for each of the utilities. Each manual page is formatted similar
to a typical Unix man page.

5.1 nysqgl audi t adm n — Allows users to perform maintenance
action on the audit log

This utility allow you to maintain the audit log, allowing you to monitor the audit log file growth and
control its rotation. Rotation refers to the action of replacing the current audit log file by a new one for
continuous use, renaming (with a timestamp extension) and copying the previously used audit log file
to a defined location.

This utility allows you to view and modify a subset of audit log control variables, display the audit log
file status, perform on-demand rotation of the log file, and copy files to other locations. These features
enable you to easily monitor the audit log file growth and control its rotation (automatically based on the
defined file size threshold, or manually by a on-demand command).

The available actions include the following:

e Copy

This command copies the audit log specified by - - audi t - | 0g- name to the destination path
specified by - - copy-t 0. The - - r enot e- | ogi n option can be used to copy log files from a remote
location. Note: the destination path must be locally accessible by the current user.
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OPTIONS

policy

The policy command is used to change the audit logging policy. The accepted values are the
following, which are set using the - - val ue option.

Note
@ The - - ser ver option is also required to execute this command.

Starting from MySQL server 5.6.20 and 5.7.5, the value is read only for the
audit_log_policy variable. Now the policy results from the combination of two
new variables: audit_log_connection_policy and audit_log_statement_policy.
This change is supported starting from MySQL Utilities 1.5.2.

ALL: log all events
« NONE: log nothing

¢ LOG NS: only log login events

QUERI ES: only log query events

DEFAULT: sets the default log policy
rotate_on_size

This command sets the file size threshold for automatic rotation of the audit log (the

audit | og_rotate_on_size variable). The value is set using the - - val ue option, and must be
in the range (0, 4294967295). This command also requires the - - ser ver option to be specified.
Note: if the variable is set with a value that is not a multiple of 4096, then it is truncated to the nearest
multiple.

rotate

This command is used to perform an on-demand audit log rotation, and only requires the - - ser ver
option to be passed. Note: this command has no effect if the audit log file size is smaller than 4096,
which is the minimum value allowed that is greater than O for the audi t _| og_rotate_on_si ze
variable).

OPTIONS

nysqgl audi t adm n accepts the following command-line options:

--audit-log-name=<AUDIT_LOG_FILE>

Full path and file name for the audit log file. Used by the - - f i | e- st at s option, and the copy
command.

--copy-to=<COPY_DESTINATION>

The location to copy the specified audit log file. The path must be locally accessible for the current
user.

--file-stats

Display the audit log file statistics.
--help

Display a help message and exit.

--license
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Display license information and exit.

--remote-login=<REMOTE_LOGIN>

User name and host to be used for the remote login, for copying log files. It is defined using the
following format: <user>:<host or IP>. Usage will prompt for the password.

--server=<SERVER>
Connection information for the server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

« Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--show-options

Display the audit log system variables.

--ssl-ca

The path to a file that contains a list of trusted SSL CAs.

--ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
--ssl-cert

The name of the SSL key file to use for establishing a secure connection.

--ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

--value=<VALUE>
Value used to set variables based on the specified commands, such as policy and rotate_on_size.

--verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

--version

Display version information and exit.
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NOTES

NOTES

This utility can only be applied to servers with the audit log plugin enabled. And the audit log plugin is
available as of MySQL Server versions 5.5.28 and 5.6.10.

This utility requires Python version 2.6 or higher, but does not support Python 3.

The path to the MySQL client tools should be included in the PATH environment variable in
order to use the authentication mechanism with login-paths. This will allow the utility to use
the ny_print _def aul t s tools, which is required to read the login-path values from the
login configuration file (. myl ogi n. cnf ). This feature exists as of MySQL Server 5.6.6, see
nmysqgl _config_editor — MySQL Configuration Utility.

Changes to MySQL Enterprise Audit Log Plug-in are not documented in this documentation, so your
output might be different than the examples here. For example, a new (or removed) MySQL Enterprise
Audit Log Plug-in option might affect the output.

LIMITATIONS

The - - renot e- | ogi n option is not supported on Microsoft Windows platforms. For Microsoft
Windows, use UNC paths and perform a local copy operation, omitting the - -r enpt e-| ogi n option.

EXAMPLES

To display the audit log system variables, run the following command:

shel | > nysqgl audi tadm n --show-opti ons --server=root @ ocal host: 3310

#
# Showi ng options after command.
#
# Audit Log Variables and Options
#
e e +
| Vari abl e_nane | Val ue |
e e +
audi t _| og_buffer_size 1048576
audi t _| og_connecti on_pol i cy NONE
audi t _| og_current _session ON
audi t _| og_excl ude_account s
audit_log_file audit. | og
audit_| og_flush OFF

| | |
| | |
| | |
| | |
| | |
| | |
| audit_| og_format | OLD |
| audit_log_include_accounts | |
| | |
| | |
| | |
| | |

audit _| og_policy ALL

audit_| og_rotate_on_size 0

audi t _| og_st at enent _pol i cy ALL

audi t _| og_strat egy ASYNCHRONQOUS
e e +

To perform a (manual) rotation of the audit log file, use the following command:

shel | > nysql audi tadm n --server=root @ocal host: 3310 rotate

#
# Executing ROTATE conmand.
#

To display the audit log file statistics, run the following command:

shel | > nysqgl auditadm n --file-stats --audit-|og-nanme=../SERVER data/audit.| og
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EXAMPLES

| audit.|og

| audit.|og. 13486539046497235

| 3258
| 47317

Wed Sep 26 11:07:43 2012
Wed Sep 26 11:05: 04 2012

Wed Sep 26 11:07:43 2012
Wed Sep 26 11:05:04 2012

To change the audit log policy to log only query events, and show the system variables before and after
the execution of the policy command, use the following command:

shel | > nysqgl audi tadm n --show-opti ons --server=root @ ocal host: 3310 policy \

HH O HH

—y—r——y——r——y——r————y————y—r—— +

H* H H*

HH O HH

- -val ue=QUERI ES

Showi ng options before conmmand

Audit Log Variables and Options

audi t _| og_buffer_size

audi t _| og_connecti on_pol i cy
audit _| og_current _session
audi t _| og_excl ude_account s
audit_log_file

audit_| og_flush

audi t _| og_f or mat

audi t _| og_i ncl ude_account s
audit _| og_policy

audit_| og_rotate_on_size
audi t _| og_st at enent _pol i cy
audi t _| og_strat egy

Executi ng PCLI CY command.

Showi ng options after conmand

1048576
ALL
ON

audit. | og

OFF
aLb

Audit Log Variables and Options

audi t _| og_buffer_size

audi t _| og_connecti on_pol i cy
audi t _| og_current _session
audi t _| og_excl ude_account s
audit_log_file
audit _| og_flush

audi t _| og_f or mat

audi t _| og_i ncl ude_account s
audit_| og_policy

audit_| og_rotate_on_size
audi t _| og_st at enent _pol i cy
audi t _| og_strat egy

To change the audit log automatic file rotation size (audit_log_rotate_on_size) to 32535, and show the
system variables before and after the execution of the r ot at e_on_si ze command, use the following
command. (Notice that the value set is actually 28672 because the specified r ot at e_on_si ze value
is truncated to a multiple of 4096):

shel | > nysqgl audi tadm n --show options --server=root @ ocal host: 3310 rotate_on_size \

- -val ue=32535
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PERMISSIONS REQUIRED

#

# Showi ng options before conmand.

#

# Audit Log Variables and Options

#

e e e e e e emmmeeeeeeeaaaa tomm e e e ee e +
| Vari abl e_nane | Val ue |
e e e e e e emmmeeeeeeeaaaa tomm e e e ee e +
| audit_| og_buffer_size | 1048576 |
| audit_| og_connection_policy | ALL |
| audit_| og_current_session | ON |
| audit_| og_excl ude_accounts | |
| audit_log_file | audit.|og |
| audit_l og_flush | OFF |
| audit_| og_format | OLD |
| audit_log_include_accounts | |
| audit_| og_policy | ALL |
| audit_|l og_rotate_on_size | O |
| audit_| og_statenment_policy | ALL |
| audit_| og_strategy | ASYNCHRONQUS |
e e e e e e emmmeeeeeeeaaaa tomm e e e ee e +
#

# Executing POLI CY conmand.

#

#

# Showi ng options after command.

#

# Audit Log Variables and Options

#

e e e e e e emmmeeeeeeeaaaa tomm e e e ee e +
| Vari abl e_nane | Val ue |
e e e e e e emmmeeeeeeeaaaa tomm e e e ee e +
| audit_| og_buffer_size | 1048576 |
| audit_l og_connection_policy | NONE |
| audit_| og_current_session | ON |
| audit_| og_excl ude_accounts | |
| audit_log_file | audit.|og |
| audit_l og_flush | OFF |
| audit_| og_format | OLD |
| audit_log_include_accounts | |
| audit_| og_policy | ALL |
| audit_|l og_rotate_on_size | 28672 |
| audit_| og_statenment_policy | ALL |
| audit_| og_strategy | ASYNCHRONQUS |
e e e e e e emmmeeeeeeeaaaa tomm e e e ee e +

To perform a copy of a audit log file to another location, use the following command:

shel | > nysql audi tadm n --audit-|og-nanme=../SERVER/ data/audit.| og. 13486539046497235 \
copy --copy-to=/BACKUP/ Audit _Logs

To copy a audit log file from a remote server/location to the current location (user password will be
prompted), use the following command:

shel | > nysqgl audi tadm n --audit-1| og-nane=audi t.| og. 13486539046497235 \
copy --renote-|ogin=user: host --copy-to=.

PERMISSIONS REQUIRED

The user must have permissions to read the audit log on disk and write the file to the remove location.

5.2 nysqgl audi t gr ep — Allows users to search the current or an
archived audit log

68



Standard SQL Pattern Matching

This utility allows you to search the current or archived audit logs, allowing you to display data from the
audit log file according to the defined search criterion. It also allows you to output the results in different
formats, namely GRID (default), TAB, CSV, VERTICAL, and RAW (the original XML format).

This utility allows you to search and filter the returned audit log records by: users (- - user s), date and
time ranges (- - st art - dat e and - - end- dat e), SQL query types (- - quer y-t ype), logged event
and record types (- - event - t ype), status (- - st at us), and matching patterns (- - pat t er n). Any of
these search options can be combined and used together, with the retrieved records resulting from all
passed in options being true.

The - - pat t er n supports two types of pattern matching: standard SQL, used with the SQL LIKE
operator (SQL patterns), and standard REGEXP (POSIX regular expression patterns).

This utility always requires an audit log file to be passed in, so the AUDIT_LOG_FILE argument is
searched as a full path and file name for the audit log file. If not specified, a notification concerning
this requirement will be printed. And if - - f or nat is passed in without search parameters, then all the
records of the audit log are displayed in the specified format.

The --fil e-st at s option is not considered a search criteria, and is used to display the file statistics
of a specified audit log. Other search options will be ignored when the - - fi | e- st at s option is used,
except the - - f or mat option will continue to format the results accordingly.

To specify the format of the generated results, use one of the following values with the - - f or mat
option:

* GRID (default)

Display output in grid or table format like that of the nysql client command-line tool.
« CSV

Display output in comma-separated values format.
* VERTICAL

Display output in single-column format like that of the \ Gcommand for the nysql client command-
line tool.

* RAW

Display output results in the original raw format of the audit log records, which is written in XML.

Standard SQL Pattern Matching

The simple patterns defined by the SQL standard enables users to use two characters with special
meanings: “% (percent) matches zero or more characters, and “_" (underscore) matches exactly one
arbitrary character. In standard SQL, these types of patterns are used with the LI KE comparison
operator, and they are case-insensitive by default. This utility assumes that they are case-insensitive.

For example:
o "audi t®w

Match any string that starts with "audit".
 "0% og%W

Match any string containing the word "log".
e "

Match any string consisting of one or more characters.
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REGEXP Pattern Matching (POSIX)

For documentation about the standard SQL pattern matching syntax, see Pattern Matching.

REGEXP Pattern Matching (POSIX)

Standard REGEXP patterns are more powerful than the simple patterns defined in the SQL standard.
A regular expression is a string of ordinary and special characters specified to match other strings.
Unlike SQL Patterns, REGEXP patterns are case-sensitive. The REGEXP syntax defines the following
characters with special meaning:

Match any character.
.« A

Match the beginning of a string.
%

Match the end of a string.
o\

Match zero or more repetitions of the preceding regular expression.
o +

Match one or more repetitions of the preceding regular expression.
« ?

Match zero or one repetition of the preceding regular expression.
|

Match either the regular expressions from the left or right of | .
[l

Indicates a set of characters to match.

Note
g Special characters lose their special meaning inside sets. In particular, the
caret symbol (*) acquires a different meaning if it is the first character of the
set, matching the complementary set (i.e., all the characters that are not in
the set will be matched).
¢ {m}

Match m repetitions of the preceding regular expression.
* {m,n}

Match from m to n repetitions of the preceding regular expression.
* 0

Define a matching group, and matches the regular expression inside the parentheses.
For example:

. taln
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OPTIONS

Match a sequence of zero or more a.
e "Oa+"

Match a sequence of one or more a.
. "a?"

Match zero or one a.
e "ab| cd”

Match ab or cd.
- "[axy]"

Match a, x ory.
s "[a-f]"

Match any character in the range a to f (thatis, a, b, c, d, e, or f).
- [ raxy]”

Match any character except a, x ory.
e "a{5}"

Match exactly five copies of a.
e "af{2,5}"

Match from two to five copies of a.
* "(abc)+"

Match one or more repetitions of abc.

This is a brief overview of regular expressions that can be used to define this type of patterns. The full
syntax is described in the Python "re" module docs, supporting the definition of much more complex
pattern matching expression.

OPTIONS

nmysql audi t gr ep accepts the following command-line options:
e --end-date=<END_DATE>

End date/time to retrieve log entries until the specified date/time range. If not specified or the value
is 0, all entries to the end of the log are displayed. Accepted formats: "yyyy-mm-ddThh:mm:ss" or
"yyyy-mm-dd".

e --event-type=<EVENT_TYPE>

Comma-separated list of event types to search in all audit log records matching the specified types.
Supported values are: Audit, Binlog Dump, Change user, Close stmt, Connect Out, Connect, Create
DB, Daemon, Debug, Delayed insert, Drop DB, Execute, Fetch, Field List, Init DB, Kill, Long Data,
NoAudit, Ping, Prepare, Processlist, Query, Quit, Refresh, Register Slave, Reset stmt, Set option,
Shutdown, Sleep, Statistics, Table Dump, Time.

o -file-stats

Display the audit log file statistics.
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NOTES

NOTES

--format=FORMAT, -f FORMAT

Output format to display the resulting data. Supported format values: GRID (default), TAB, CSV,
VERTICAL and RAW.

--help

Display a help message and exit.
--license

Display license information and exit.
--pattern=<PATTERN>, -e <PATTERN>

Search pattern to retrieve all entries with at least one attribute value matching the specified pattern.
By default the standard SQL LIKE patterns are used for matching. If the - - r egexp option is set,
then REGEXP patterns must be specified for matching.

--query-type=<QUERY_TYPE>

Comma-separated list of SQL statements/commands to search for and match. Supported values:
CREATE, ALTER, DROP, TRUNCATE, RENAME, GRANT, REVOKE, SELECT, INSERT, UPDATE,
DELETE, COMMIT, SHOW, SET, CALL, PREPARE, EXECUTE, DEALLOCATE.

--regexp, --basic-regexp, -G

Indicates that pattern matching will be performed using a regular expression REGEXP (from the
Python re module). By default, the simple standard SQL LIKE patterns are used for matching. This
affects how the value specified by the - - pat t er n option is interpreted.

--start-date=<START_DATE>

Starting date/time to retrieve log entries from the specified date/time range. If not specified or
the value is 0, all entries from the start of the log are displayed. Accepted formats: yyyy-mm-
ddThh:mm:ss or yyyy-mm-dd.

--status=<STATUS>

Comma-separated list of status values or intervals to search for all audit log records with a matching
status. Status values are non-negative integers (corresponding to MySQL error codes). Status
intervals are closed (i.e., include both endpoints) and defined simply using a dash between its
endpoints. For Example: 1051,1068-1075,1109,1146.

The - - st at us option is available as of MySQL Utilities 1.2.4 / 1.3.3.
--users=<USERS>, -u <USERS>

Comma-separated list of user names, to search for their associated log entries. For example:
"dan,jon,john,paul,philip,stefan”.

--verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

--version

Display version information and exit.

This utility is available as of MySQL Utilities 1.2.0.
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EXAMPLES

This utility can only be applied to servers with the audit log plugin enabled. And the audit log plugin is
available as of MySQL Server versions 5.5.28 and 5.6.10.

This utility support both of the existing audit log file formats (old and new). The new audit log format is
supported as of MySQL Utilities 1.4.3. See The Audit Log File, for more information about available file
formats.

This utility requires the use of Python version 2.6 or higher, but does not support Python 3.

Single or double quote characters (respectively, ' or ) can be used around option values. In fact,
guotes are required to set some options values correctly, such as values with whitespace. For
example, to specify the event types Cr eat e DB and Dr op DB for the - - event - t ype option,
the following syntax must be used: - - event -t ype=' Create DB, Drop DB' or--event-
type="Create DB, Drop DB".

EXAMPLES

To display the audit log file statistics and output the results in CSV format, run the following command:

shel | > nysqgl auditgrep --file-stats --format=CSV / SERVER/ dat a/ audi t.| og

#

# Audit Log File Statistics

#

File, Size, Created, Last Modified
audi t.l og, 9101, Thu Sep 27 13:33:11 2012, Thu Oct 11 17:40: 35 2012

#

# Audit Log Startup Entries

#

SERVER | D, STARTUP_OPTI ONS, NAME, TI MESTAMP, MYSQL_VERSI ON, OS_VERSI O\, VERSI ON
1,/ SERVER/ sql / mysql d --defaul ts-fil e=/ SERVER/ ny. cnf, Audi t, 2012- 09- 27T13: 33: 11, 5. 5. 29- 1 0g, Xx86_64- Li nux

To display the audit log entries of specific users, use the following command:

shel | > nysqgl auditgrep --users=testerl,tester2 /SERVER data/audit.| og

To display the audit log file statistics, run the following command:

shel | > nysqgl auditgrep --users=testerl,tester2 /SERVER/ data/audit. | og

mocoooo=o mocomoo=—o==o mocoooo=oc ffocosc--cco-—c-coco-o=o ocooc--cco-c==o +
| STAT | SERVER ID | NAME | TI MESTAMP | CONNECTION ID |
mocoooo=o mocomoo=—o==o mocoooo=oc ffocosc--cco-—c-coco-o=o ocooc--cco-c==o +
| O | 1 | Connect | 2012-09-28T11:26:50 | 9
| O | 1 | Query | 2012-09-28T11:26:50 | 9
| O | 1 | Ping | 2012-09-28T11:26:50 | 9 |
| O | 1 | Query | 2012-09-28T11:26:50 | 9
| O | 1 | Query | 2012-09-28T11:26:50 | 9
| O | 1 | Ping | 2012-09-28T11:26:50 | 9 |
| O | 1 | Query | 2012-09-28T11:26:50 | 9
| O | 1 | Quit | 2012-09-28T11:26:50 | 9
| O | 1 | Connect | 2012-10-10T15:55:55 | 11
| 0 | 1 | Query | 2012-10-10T15:55:55 | 11 |
| O | 1 | Query | 2012-10-10T15:56:10 | 11
| 1046 | 1 | Query | 2012-10-10T15:57:26 | 11 |
| 1046 | 1 | Query | 2012-10-10T15:57:36 | 11 |
| 0 | 1 | Query | 2012-10-10T15:57:51 | 11 |
| 0 | 1 | Quit | 2012-10-10T15:57:59 | 11 |
| O | 1 | Connect | 2012-10-10T17:35:42 | 12
| O | 1 | Query | 2012-10-10T17:35:42 | 12
| O | 1 | Quit | 2012-10-10T17:47:22 | 12
mocoooo=o mocomoo=—o==o mocoooo=oc ffocosc--cco-—c-coco-o=o ocooc--cco-c==o +

| ocal host
None
None
None
None
None
None
None
| ocal host
None
None
None
None
None
None
| ocal host
None
None

r oot

tester2
tester2
tester2
tester2
tester2
tester2
tester2
tester2
tester2
tester2
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EXAMPLES

To display the audit log entries for a specific date/time range, use the following command:

shel | > nysqgl auditgrep --start-date=2012-09-27T13: 33: 47 --end-dat e=2012-09-28 / SERVER/ dat a/audit.| og

| 2012-09-27T13: 33: 47
| 2012-09-27T13: 33: 47
| 2012-09-27T13: 33: 47
| 2012-09-27T13: 34: 48
| 2012-09-27T13: 34: 48

None
SELECT *

To display the audit log entries matching a specific SQL LIKE pattern, use the following command:

shel | > nysqgl auditgrep --pattern="%= __

| 2012-09-27T13: 33: 39
| 2012-09-27T13: 33: 39
| 2012-09-28T11: 26: 50
| 2012-09-28T11: 26: 50

"; | SERVER/ dat a/ audi t. | og

................................. P
SQLTEXT | CONNECTI ON_I D
................................. P
SET @®ession.autocommit = OFF | 7

SET @®ession.autoconmit = OFF | 8

SET @®ession.autoconmit = OFF | 9

SET @®ession.autocommit = OFF | 10
................................. P

To display the audit log entries matching a specific REGEXP pattern, use the following command:

shel | > nysqgl auditgrep --pattern=".*

| 2012-09-27T13: 33: 39
| 2012-09-27T13: 33: 39
| 2012-09-28T11: 26: 50
| 2012-09-28T11: 26: 50

= ..." --regexp /SERVER/ data/audit.!| og

_________________________________ o
SQLTEXT | CONNECTI ON_I D
_________________________________ o
SET @®ession. autocommit = OFF | 7

SET @@ession. autoconmt = OFF | 8

SET @@ession. autoconmt = OFF | 9

SET @®ession.autocommit = OFF | 10
_________________________________ o

To display the audit log entries of specific query types, use the following command:

shel | > nysql audi tgrep --query-type=show, SET / SERVER/ dat a/ audi t .| og

[eNeoNeoNoNolNoloNoNoNoNoloNoloNoNoNoNoNo]

i
o
=
o

1046

| 2012-09- 27T13:
| 2012-09- 27T13:
| 2012-09- 27T13:
| 2012-09- 27T13:
| 2012-09-27T13:
| 2012-09-27T13:
| 2012-09- 27T13:
| 2012-09- 27T13:
| 2012-09- 27T13:
| 2012-09- 28T11:
| 2012-09- 28T11:
| 2012-09- 28T11:
| 2012-09- 28T11:
| 2012-09- 28T11:
| 2012-09- 28T11:
| 2012-09- 28T11:
| 2012-09- 28T11:
| 2012-09- 28T11:
| 2012-10- 10T15:
| 2012-10- 10T15:
| 2012-10- 10T15:

SET NAMES 'l atinl' COLLATE 'l atinl_swedish_ci'

SET @®ession. autocomit = OFF
SHOW VARI ABLES LI KE ' READ_ONLY"
SHOW VARI ABLES LI KE ' dat adi r*
SHOW VARI ABLES LI KE ' basedi r*

SET NAMES 'l atinl' COLLATE 'l atinl_swedish_ci'

SET @®ession. autocomit = OFF
SHOW VARI ABLES LI KE ' READ_ONLY"
SHOW VARI ABLES LI KE ' basedi r*

SET NAMES 'l atinl' COLLATE 'l atinl_swedish_ci'

SET @®ession. autocomit = OFF
SHOW VARI ABLES LI KE ' READ_ONLY"

SET NAMES 'l atinl' COLLATE 'l atinl_swedish_ci'

SET @@essi on. autocommit = OFF

SHOW VARI ABLES LI KE ' READ ONLY'

SET @SLOBAL. audit_| og_flush = ON
SHOW VARI ABLES LI KE ' audit_| og_policy'

SHOW VARI ABLES LI KE 'audit_| og_rotate_on_size'

show dat abases
show t abl es test
show t abl es test

FROM | NFORVATI ON_SCHENMA. PLUG NS WHE




PERMISSIONS REQUIRED

| O | 2012-10-10T15:57:51 | Query | show tables in test | 11

To display the audit log entries of specific event types, use the following command:

shel | > nysqgl audi tgrep --event-type="Pi ng, Connect" /SERVER/ data/audit.| og

E Fommmmmmaao o m e emeee e eeeeeaaaaas o mmeeeaeaas o memeaa o o eees Fommmmmmeaa +- - -
| STATUS | NAME | TI MESTAMP | CONNECTION ID | HOST | USER | PRIV_USER | IF
E Fommmmmmaao o m e emeee e eeeeeaaaaas o mmeeeaeaas o memeaa o o eees Fommmmmmeaa +- - -
| O | Connect | 2012-09-27T13:33:39 | 7 | l'ocal host | root | root | 12
| 0 | Ping | 2012-09-277T13:33:39 | 7 | None | None | None | N
| 0 | Ping | 2012-09-277T13:33:39 | 7 | None | None | None | N
| 0 | Ping | 2012-09-277T13:33:39 | 7 | None | None | None | N
| 0 | Ping | 2012-09-277T13:33:39 | 7 | None | None | None | N
| O | Connect | 2012-09-27T13:33:39 | 8 | l'ocal host | root | root | 12
| O | Ping | 2012-09-27T13:33:39 | 8 | None | None | None | Nc
| O | Ping | 2012-09-27T13:33:39 | 8 | None | None | None | Nc
| 0 | Ping | 2012-09-27T13:33:47 | 7 | None | None | None | No
| O | Connect | 2012-09-28T11:26:50 | 9 | l'ocal host | root | tester | 12
| 0 | Ping | 2012-09-28T11:26:50 | 9 | None | None | None | N
| 0 | Ping | 2012-09-28T11:26:50 | 9 | None | None | None | N
| O | Connect | 2012-09-28T11:26:50 | 10 | l'ocal host | root | root | 12
| 0 | Ping | 2012-09-28T11:26:50 | 10 | None | None | None | N
| 0 | Ping | 2012-09-28T11:26:50 | 10 | None | None | None | N
| 0 | Ping | 2012-09-28T11:26:50 | 10 | None | None | None | N
| 0 | Ping | 2012-09-28T11:26:50 | 10 | None | None | None | N
| 0 | Ping | 2012-09-28T11:26:50 | 10 | None | None | None | N
| O | Connect | 2012-10-10T15:55:55 | 11 | local host | tester | root | 12
| O | Connect | 2012-10-10T17:35:42 | 12 | local host | tester | root | 12
E Fommmmmmaao o m e emeee e eeeeeaaaaas o mmeeeaeaas o memeaa o o eees Fommmmmmeaa +- - -

To display the audit log entries with a specific status, use the following command:

shel | > nysqgl auditgrep --status=1100-1199, 1046 / SERVER/ dat a/ audi t.| og
Hemmmmeaaa dmm e e e e eeemmmeaaan +ommmmmmm T e
| STATUS | TI MESTAMP | NAME | SQLTEXT
Hemmmmeaaa dmm e e e e eeemmmeaaan +ommmmmmm T e
| 1046 | 2012-10-10T15:57:26 | Query | show tables test
| 1046 | 2012-10-10T15:57:36 | Query | show tables test
| 1146 | 2012-10-10T17:44:55 | Query | select * fromteste.enpl oyees where salary > 500 and sal g
| 1046 | 2012-10-10T17:47:17 | Query | select * fromtest_encoding where value = '<>"¢&
Hemmmmeaaa dmm e e e e eeemmmeaaan +ommmmmmm T e

Note
@ You can view all successful commands with - - st at us=0, and all unsuccessful
commands with - - st at us=1- 9999.
To display the audit log entries matching several search criteria, use the following command:
shel | > nysql audi tgrep --users=root --start-date=0 --end-date=2012-10-10 --event-type=Query \
--query-type=SET --status=0 --pattern="%udit_| og% /SERVER/ data/audit.| og
Fomme e e Fommmmmme - D om e e emeeeaaaaa Fomm e e e eeaas +o-emmma Fommmmmme - Foee oo
| STATUS | SERVER ID | NAME | TI MESTAMP | CONNECTION ID | USER | PRIV_USER | SQLTEX
Fomme e e Fommmmmme - D om e e emeeeaaaaa Fomm e e e eeaas +o-emmma Fommmmmme - Foee oo
| O | 1 | Query | 2012-09-28T11:26:50 | 10 | root | root | SET @
Fomme e e Fommmmmme - D om e e emeeeaaaaa Fomm e e e eeaas +o-emmma Fommmmmme - Foee oo

PERMISSIONS REQUIRED

The user must have permissions to read the audit log on disk.

5.3 nysqgl bi nl ognove — Binary log relocate utility
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OPTIONS

This utility allows binary logs to be relocated to a different location in a simple and easy way. In
particular, it moves existing binary logs to the specified location and updates the necessary server files
(i.e., binary log index files).

From a practical point of view, the use of this utility is recommended before you change the binary log
base directory to move all binary log files to the target location, avoiding errors on the server when
started with the new --log-bin location. It is also useful to archive older binary log files to a different
location, in order to save disk space in the current partition.

requirement is not needed if only some of binary log files are intended to be

Note
@ In order to relocate all binary log files, the MySQL server must be stopped. This
moved.

The user must provide the destination directory to move the binary log files as an argument and the
server connection parameters with the - - ser ver [77] option or the source location of the binary
log files using the option - - bi nl og- di r [76]. When the - - ser ver [77] option is used the

utility will determine the binary logs basename and index file location from the server (depending

on its version) and all binary log files will be moved except the ones currently in use (with the higher
sequence number). In order to move all binary logs the the - - bi nl og- di r [76] option must be
used, requiring the MySQL server to be stopped.

By default, the utility only moves binary log files. To move relay log files or both, the user must use the
- -1 og-type [77] option with the desired value.

When the server - - ser ver [77] is used by default binary logs are flushed at the end of the move
operation, in order to reload the binary logs data (cache) on the server. Users can skip this step using
the - - ski p-f I ush-bi nl ogs [77] option.

The utility always attempts to determine the necessary information (base filename, binary logs and
index location) based on the available server's data or the default values. Nevertheless, custom values
might be used and some variables might not be available for older server versions or simply the server
connection might not provided. If custom file names are used, the user can specify them using the
options - - bi n- 1 og-i ndex [77], - - bi n-1 og- basenane [76], - - r el ay-1 og- i ndex [77],

and - - r el ay- | og- basenane [77], respectively for binary log and relay log files.

By default, all of the binary log files found are moved (except the ones currently in use if the - -
server [77] option is used). The - - sequence [77] option can be used to restrict the files to
move based on their sequence number. It is also possible to filter the files to move based on their
modification date using the - - nodi f i ed- bef or e [77] option.

The utility displays the list of binary files that are moved. Users can also use the - - ver bose [78]
option to see additional information when the utility executes (e.g., used values for server variables).

Note
@ This utility was added in MySQL Utilities 1.6.0.

OPTIONS

nmysqgl bi nl ognove accepts the following command-line options:
 --binlog-dir=<binlog_dir>

Source directory (full path) for the binary log files to move.
 --bin-log-basename=<binlog_basename>

Basename for the binary log files. If not available, it is assumed to be any name ended with -bin'.
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--bin-log-index=<binlog_index>

Location (full path) of the binary log index file. If not specified, it is assumed to be located in the
binary log directory.

--help

Display a help message and exit.
--license

Display license information and exit.
--log-type=<log_type>

Type of the binary log files to move, i.e. binary log or relay log files. Supported values: 'bin' for binary
log files, 'relay’ for relay log files, 'all' for both binary log and relay log files.

Default = bin.
--modified-before=<modified_before>

Specify the datetime or number of days to move binary log files with a modified date prior to the
specified value. Accepts a datetime in the format yyyy-mm-ddThh:mm:ss or yyyy-mm-dd, or an non-
negative integer indicating the number of elapsed days.

--relay-log-basename=<relay_log_basename>

Basename for the relay log files. If not available, it is assumed to be any name ended with '-relay-
bin".

--relay-log-index=<relay_log_index>

Location (full path) of the relay log index file. If not specified, it is assumed to be located in the binary
log directory.

--sequence=<sequence_number_list>

Comma-separated list of non-negative sequence integers or intervals to move binary files with a
matching sequence number. Specified sequence number intervals are closed (i.e., include both
endpoints) and defined simply using a dash between its endpoints. For Example: 3,5-12,16,21.

--server=<server_connection>
Connection information for the server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

* Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--skip-flush-binlogs
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Skip the binary log flush operation to refresh server's internal information after moving the binary log
files.

» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
o --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-key
The name of the SSL key file to use for establishing a secure connection.
e --s3|

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

NOTES

By default, binary logs are flushed after moving the files when the - - ser ver [77] option is used.

In particular, FLUSH BINARY LOGS is executed after moving all binary log files and FLUSH RELAY
LOGS after moving all relay log files. This flush operation is required to refresh the binary log data on
the server, otherwise errors might occur or inconsistent information might be displayed regarding the
moved files (without restarting the server). For example, when executing the following statements:
SHOW BINLOG EVENTS and SHOW BINARY LOGS. Nevertheless, the flush operation also closes
and reopens the binary log files. See FLUSH Syntax, for more information about the FLUSH statement.
Recall that the - - ski p- f | ush- bi nl ogs [77] option can be used to skip the flush operation.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print_defaults tools which is required to read the login-path values from the login configuration file
(-.mylogin.cnf).

LIMITATIONS
This utility does not support remote access to binary log files and must be executed on the local server.

EXAMPLES

Move available binary log files from a running server:

shel | > nysql bi nl ognove --server =user: pass@ ocal host: 3310 \
[ ar chi ve/ binl og_dir

Moving bin-log files..
- server-bin. 000001
- server-bin. 000002
- server-bin. 000003
- server-bin. 000004
- server-bin. 000005

H o HHH R
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EXAMPLES

Fl ushi ng bi nary | ogs..

...done

H HHH

Move all binary log files from a stopped server specifying the source binary log directory:

shel | > nysql bi nl ognove --binl og-dir=/server/data \
/ new bi nl og_dir

#

# Moving bin-log files..
# - server-bin. 000001
# - server-bin. 000002
# - server-bin. 000003
# - server-bin. 000004
# - server-bin. 000005
# - server-bin. 000006
#

#...done.

#

Move available relay log files from a running slave:

shel | > nysql bi nl ognove --server=user: pass@ ocal host: 3311 \
--l og-type=rel ay /archivel/slavel/binlog dir

#

# Moving relay-log files..
# - slave-rel ay-bi n. 000001
# - slave-rel ay-bi n. 000002
# - slave-rel ay-bi n. 000003
# - sl ave-rel ay-bi n. 000004
# - slave-rel ay-bi n. 000005
# - slave-rel ay-bi n. 000006
# - slave-rel ay-bi n. 000007
# - slave-rel ay-bi n. 000008
# - slave-rel ay-bi n. 000009
# - slave-rel ay-bi n. 000010
# - slave-rel ay-bi n. 000011
# - slave-rel ay-bi n. 000012
# - slave-rel ay-bi n. 000013
# - slave-rel ay-bi n. 000014
# - slave-rel ay-bi n. 000015
# - slave-rel ay-bi n. 000016
#

# Flushing relay |ogs..

#

#...done.

#

Move available binary log and relay log files from a running slave skipping the flush step:

shel | > nysql bi nl ognove --server =user: pass@ ocal host: 3311 \
--log-type=all --skip-flush-binlogs \
[ ar chi vel sl ave/ bi nl og_dir

Moving bin-log files..
- sl ave-bi n. 000001
- sl ave-bi n. 000002
- sl ave-bi n. 000003
- sl ave-bi n. 000004
- sl ave-bi n. 000005

Moving relay-log files..
- sl ave-rel ay- bi n. 000001
- sl ave-rel ay- bi n. 000002
- sl ave-rel ay- bi n. 000003
- sl ave-rel ay- bi n. 000004
- sl ave-rel ay- bi n. 000005

HHHHHHHF R
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. 000006
. 000007
. 000008

- slave-rel ay-bin
- slave-rel ay-bin

- slave-rel ay-bin

- sl ave-rel ay- bi n. 000009
- sl ave-rel ay- bi n. 000010
- slave-rel ay- bi n. 000011
- slave-rel ay- bi n. 000012
- sl ave-rel ay- bi n. 000013
- sl ave-rel ay- bi n. 000014
- sl ave-rel ay- bi n. 000015
- sl ave-rel ay- bi n. 000016

. done.

HoHE R HEHE R HHEHHEHEHEHR

Move available binary log files from a running slave matching the specified sequence numbers:

shel | > nysql bi nl ognove --server =user: pass@ ocal host: 3311 \
--log-type=all --sequence=2,4-7,11,13 \
[ ar chi vel/ sl ave/ bi nl og_dir

Appl yi ng sequence filter to bin-log files..

Moving bin-log files..
- sl ave-bi n. 000002
- sl ave-bi n. 000004
- sl ave-bi n. 000005
- sl ave-bi n. 000006

Fl ushi ng bi nary | ogs. .

Appl yi ng sequence filter to relay-log files..

Moving relay-log files..
- sl ave-rel ay- bi n. 000002
- sl ave-rel ay- bi n. 000004
- sl ave-rel ay- bi n. 000005
- sl ave-rel ay- bi n. 000006
- sl ave-rel ay- bi n. 000007
- slave-rel ay- bi n. 000011
- sl ave-rel ay- bi n. 000013

Fl ushing relay |ogs..

...done

HHEFHFHEHFHEHFEHFHHF R

Move available binary log files modified two days ago from a running slave:

shel | > nysqgl bi nl ognove --server =user: pass@ ocal host: 3311 \
--log-type=all --nodified-before=2\
[ ar chi vel/ sl ave/ bi nl og_dir

Appl ying nodified date filter to bin-log files..

Moving bin-log files..
- sl ave-bi n. 000001
- sl ave-bi n. 000002
- sl ave-bi n. 000003

Fl ushi ng bi nary | ogs. .

Applying nodified date filter to relay-log files..

Moving relay-log files..
- sl ave-rel ay- bi n. 000001
- sl ave-rel ay- bi n. 000002
- sl ave-rel ay- bi n. 000003

HHHFHHHHF R
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# - slave-rel ay-bi n. 000004
# - slave-rel ay-bi n. 000005
# - slave-rel ay-bi n. 000006
# - slave-rel ay-bi n. 000007
# - slave-rel ay-bi n. 000008
# - slave-rel ay-bi n. 000009
# - slave-rel ay-bi n. 000010
#
#
#
#

Fl ushing relay |ogs..

...done

Move available binary log files modified prior to the specified date from a running slave:

shel | > nmysql bi nl ognove --server=user: pass@ ocal host: 3311 \
--log-type=all --nodified-before=2014-08-31 \
[ ar chi vel/ sl ave/ bi nl og_di r

Appl ying nodified date filter to bin-log files..

Moving bin-log files..

- sl ave-bi n. 000001

- sl ave- bi n. 000002

- sl ave- bi n. 000003

Fl ushi ng binary | ogs. .

Appl ying nodified date filter to relay-log files..

Moving relay-log files..

- slave-rel ay- bi n. 000001
- slave-rel ay- bi n. 000002
- slave-rel ay- bi n. 000003
- slave-rel ay- bi n. 000004
- sl ave-rel ay- bi n. 000005
- slave-rel ay- bi n. 000006
- sl ave-rel ay- bi n. 000007
- slave-rel ay- bi n. 000008
- slave-rel ay- bi n. 000009
- slave-rel ay- bi n. 000010

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
# Flushing relay |ogs..

#

#

...done

PERMISSIONS REQUIRED

By default, the user used to connect to the server must have permissions to flush the binary logs, more
precisely the RELOAD privilege is required, except if the flush step is skipped.

Additionally, the system user used to execute the utility must have read and write access to the location
of the binary logs and index files, as well as the destination directory to move the files.

5.4 nysql bi nl ogpur ge — Binary log purge utility

This utility enables you to safely purge binary logs by ensuring that any files which are in use or
required by any of the slaves in a replication topology are not deleted. This is achieved by checking
which binary logs have been read on each slave. This determines the minimal set of binary log files
that can be purged.

connects to the master. If the specified server is not the active master,
nysql bi nl ogpur ge cannot determine which binary logs are still needed by

Note
@ In order to determine which binary logs can be purged, mysqgl bi nl ogpur ge
the slaves.
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You must provide the master's connection parameters with the - - nast er option and each slave's
connection parameters with the - - sl aves option. Alternatively, use the - - di scover - sl aves-

| ogi n option configured with the user name and password to connect to the slaves. In case the server
is not a master, you must provide the connection parameters with the - - ser ver [82] option.

nmysqgl bi nl ogpur ge attempts to determine the binary logs to purge by logging in to each server. If a
slave is not actively participating in a replication topology, mysql bi nl ogpur ge does not purge any
logs.

By default, mysql bi nl ogpur ge purges all the binary log files that are not in use. Use the - -
bi nl og [83] option to override this behavior and configure the first binary log file to not purge.

nysql bi nl ogpur ge displays the list of binary log files that were purged. Use the - - ver bose [84]
option to see a list of the remaining available binary log files on the server and to display additional
information when nysql bi nl ogpur ge executes, such as status of the 1/0 and SQL threads of each
slave.

OPTIONS

nmysgl bi nl ogpur ge provides the following command-line options:
e --version
Show the program's version number.
* --help
Display the help message.
* --bin-log-index=<binlog_index>
Show the program'’s license.
e --server=<server_connection>
Connection information for the server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

e --ss|

Specifies if the server connection requires SSL. If an encrypted connection cannot be established,
the connection attempt fails. By default set to 0, indicating that SSL is not required.

» --ssl-ca
The path to a file that contains a list of trusted SSL certificate authorities.

o --ssl|-cert
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The name of the SSL certificate file to use for establishing a secure connection.

--ssl-key

The name of the SSL key file to use for establishing a secure connection.

--binlog=<binlog>

Binary log file name to not to purge. All the binary log files prior to the specified file are removed.
--dry-run

Run nysql bi nl ogpur ge without purging any binary log files, instead displaying a list of the unused
binary log files which would be purged.

--discover-slaves-login=<slave-login>

Supply a user name and password, in the form <user>[:<passwd>] or <login-path>, used for
discovering slaves and relay slaves in the replication topology. For example, --discover=joe:secret
uses 'joe' as the user name and 'secret' as the password for attempting to log in to each discovered
slave.

--slaves=<slave connections>

Connection information for slave servers. List multiple slaves in a comma-separated list. The list
is evaluated literally, where each server is considered a slave of the master listed regardless of
whether they are a slave of the master.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nmyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

¢ Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--master=<connection>
Connection information for the master server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]
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» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v is verbose, - vv is more verbose, - vvv is debug level.

NOTES

If the server specified using the - - ser ver [82] option is a master server and there are slaves
connected, nmysql bi nl ogpur ge displays an error and does not purge the binary logs that match the
criteria specified.

LIMITATIONS

nysgl bi nl ogpur ge cannot verify slaves that are not actively replicating and will stop and show an
error if it finds a slave which is not actively replicating from the master.

EXAMPLES

Purge all binary log files not in use from a master, specifying the slaves to check:

shel | > nysql bi nl ogpur ge --nmast er=root: root @ ocal host: 3310 \
--sl aves=root:root @ocal host: 3311, root: root @ocal host: 3312, r oot : root @ ocal host: 3313 \
- VvV
exec_util command=python -u ../scripts/mysqgl bi nl ogpurge. py --naster=root:root@ocal host: 3310 --slaves=root
12, root: root @ocal host: 3313 -vv
Checki ng user permi ssion to purge binary |ogs...

Master active binlog file: nysql-bin. 000021

Checki ng sl ave: | ocal host @311

I/Othread is currently readi ng: nysql-bin. 000021

File position of the I/O thread: 120

Master binlog file with | ast event executed by the SQL thread: mysqgl-bin. 000021
I /O thread runni ng: Yes

SQL thread running: Yes

Checki ng sl ave: | ocal host @312

I/Othread is currently readi ng: nysql-bin. 000021

File position of the I/O thread: 120

Master binlog file with | ast event executed by the SQ. thread: mysqgl-bin. 000021
I /O thread runni ng: Yes

SQL thread runni ng: Yes

Checki ng sl ave: | ocal host @313

I/Othread is currently readi ng: nysql-bin. 000021

File position of the I/O thread: 120

Master binlog file with | ast event executed by the SQL thread: mysqgl-bin. 000021
I /O thread runni ng: Yes

SQL thread runni ng: Yes

Range of binlog files available: from nysql-bin. 000016 to nysql -bin. 000021
Latest binlog file replicated by all slaves: nysql-bin. 000020

Latest not active binlog file: nysql-bin. 000020

Executing query PURGE Bl NARY LOGS TO ' nysgl - bi n. 000021'

Binlog file avail able: mysqgl -bin. 000021

Range of binlog files purged: from nmysql-bin.000016 to mysql - bi n. 000020

HHFEHFHFFHFEHFFEHFEHFEHFEH R

Purge all binary log files not in use prior to a specific binary log file:

shel | > nysql bi nl ogpur ge --naster=root:root @ ocal host: 3310 \
--sl aves=root: root @ocal host: 3311, root : r oot @ ocal host: 3312, root : r oot @ ocal host: 3313 \
- - bi nl og=nysql - bi n. 000027 -v

Checki ng user permission to purge binary |ogs...

Master active binlog file: nysqgl-bin. 000031

Checki ng sl ave: |ocal host @311

I/Othread is currently reading: nysql-bin. 000031
Checki ng sl ave: | ocal host @312

I/Othread is currently reading: nysql-bin. 000031

HoHHHHHH
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Checki ng sl ave: | ocal host @313

I/Othread is currently readi ng: nysqgl-bin. 000031

Range of binlog files available: from nysqgl-bin.000023 to nysql -bin. 000031
Latest binlog file replicated by all slaves: nysqgl-bin. 000030

Purgi ng binary logs prior to 'mysql-bin. 000027

Range of binlog files available: from nysql-bin. 000027 to nysql -bin. 000031
Range of binlog files purged: from nmysql-bin.000023 to mysql - bi n. 000026

HHHEHHFEHEHE

Display a query statement you could use to manually purge all binary log files not in use from a server,
without actually purging them by using the --dry-run option:

shel | > nmysql bi nl ogpurge --server=root:root@ocal host: 3310 --dry-run
# To manual | y purge purge the binary | ogs Execute the fol |l owi ng query:
PURGE BI NARY LOGS TO ' nysql - bi n. 000004’

PERMISSIONS REQUIRED

By default, the user name you specified to connect to the server must have SUPER and
REPLICATION SLAVE permissions to be able to purge the binary logs.

5.5 nysql bi nl ogr ot at e — Binary log rotate utility

This utility rotates the binary log by closing the active log and opening a new binary log file.
The user must provide the server connection parameters with the - - ser ver [85] option.

The user can also use the - - m n- si ze [86] option to conditionally rotate the active binary log file
only if the file size exceeds the specified value in bytes.

OPTIONS

nysql bi nl ogr ot at e accepts the following command-line options:

» --version
Shows the program's version number.
* --help
Displays the help message.
 --bin-log-index=<binlog_index>
Shows the program's license.
e --server=<server_connection>
Connection information for the server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]
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« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

» --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. By default O (SSL not required).

» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
o --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-key
The name of the SSL key file to use for establishing a secure connection.
* --min-size=<min-size>
Rotate the active binary log file only if the file size exceeds the specified value in bytes.
» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

By default, the utility rotates only the active binary log file, but for MySQL Server versions prior to 5.5.3,
other log files (i.e, error log, relay log, slow log) are also rotated.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print_defaults tools which is required to read the login-path values from the login configuration file
(.mylogin.cnf).

EXAMPLES

Rotate the active binary log file and display new file name.

shel | > nysql bi nl ogrotate --server=root:root@ocal host: 3310 -v
# Checking user permission to rotate binary |ogs...

#

# Active binlog file: 'nysql-bin.000002" (size: 32054 bytes)
# The binlog file has been rotated.

# New active binlog file: 'nysql-bin. 000003

Rotate the active binary log file only if his size exceeds 1GB (1073741824 bytes) and display new file
name.

shel | > nysql bi nl ogrotate --server=root:root @ ocal host: 3310 \
--mn-si ze=1073741824 -v

# Checking user permission to rotate binary |ogs...

#

# Active binlog file: 'nysql-bin.000002" (size: 1610612736 bytes)

# The binlog file has been rotated.

# New active binlog file: 'nysql-bin.000003
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PERMISSIONS REQUIRED

By default, the user used to connect to the server must have permissions to rotate the binary logs,
more precisely the SUPER and REPLICATION SLAVE privileges are required.

5.6 nysql dbconpar e — Compare Two Databases and Identify
Differences

This utility compares the objects and data from two databases to find differences. It identifies objects
having different definitions in the two databases and presents them in a diff-style format of choice.
Differences in the data are shown using a similar diff-style format. Changed or missing rows are shown
in a standard format of GRID, CSV, TAB, or VERTICAL.

Use the notation db1:db2 to name two databases to compare, or, alternatively just dbl to compare two
databases with the same name. The latter case is a convenience notation for comparing same-named
databases on different servers.

The comparison may be run against two databases of different names on a single server by specifying
only the - - ser ver 1 option. The user can also connect to another server by specifying the - - ser ver 2
option. In this case, dbl is taken from serverl and db2 from server2.

All databases between two servers can also be compared using the - - al | option. In this case, only
the databases in common (with the same name) between the servers are successively compared.
Therefore, no databases need to be specified but the - - ser ver 1 and - - ser ver 2 options are
required. Users can skip the comparison of some of the databases using the - - excl ude option.

Note
@ The data must not be changed during the comparison. Unexpected errors may
occur if data is changed during the comparison.

The objects considered in the database include tables, views, triggers, procedures, functions, and
events. A count for each object type can be shown with the - vv option.

The check is performed using a series of steps called tests. By default, the utility stops on the first
failed test, but you can specify the - - run-al | -t est s option to cause the utility to run all tests
regardless of their end state.

example, if the row counts differ among two tables being compared, the data
consistency will also fail.

Note
@ Using - -run-al | -t est s may produce expected cascade failures. For
The tests include the following:
1. Check database definitions

A database existence precondition check ensures that both databases exist. If they do not, no
further processing is possible and the - - run- al | -t est s option is ignored.

2. Check existence of objects in both databases

The test for objects in both databases identifies those objects missing from one or another
database. The remaining tests apply only to those objects that appear in both databases. To skip
this test, use the - - ski p- obj ect - conpar e option. That can be useful when there are known
missing objects among the databases.

3. Compare object definitions
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The definitions (the CREATE statements) are compared and differences are presented. To skip this
test, use the - - ski p-di ff option. That can be useful when there are object name differences only
that you want to ignore.

Check table row counts

This check ensures that both tables have the same number of rows. This does not ensure that the
table data is consistent. It is merely a cursory check to indicate possible missing rows in one table
or the other. The data consistency check identifies the missing rows. To skip this test, use the - -
ski p-r ow count option.

Check table data consistency

This check identifies both changed rows as well as missing rows from one or another of the tables
in the databases. Changed rows are displayed as a diff-style report with the format chosen (GRID
by default) and missing rows are also displayed using the format chosen. This check is divided in
two steps: first the full table checksum is compared between the tables, then if this step fails (or is
skipped) the algorithm to find rows differences is executed. To skip the preliminary checksum table
step in this test, use the - - ski p- checksum t abl e option. To skip this full test, use the - - ski p-
dat a- check option.

You may want to use the - - ski p- xxx options to run only one of the tests. This might be helpful when
working to bring two databases into synchronization, to avoid running all of the tests repeatedly during
the process.

Each test completes with one of the following states:

pass

The test succeeded.

FAIL

The test failed. Errors are displayed following the test state line.
SKIP

The test was skipped due to a missing prerequisite or a skip option.
WARN

The test encountered an unusual but not fatal error.

The test is not applicable to this object.

To specify how to display diff-style output, use one of the following values with the - - di f ft ype
option:

 unified (default)

Display unified format output.

e context

Display context format output.

o differ

Display differ-style format output.
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e sql
Display SQL transformation statement output.

To specify how to display output for changed or missing rows, use one of the following values with the
--fornat option:

e grid (default)
Display output in grid or table format like that of the nysql client command-line tool.
e CSV
Display output in comma-separated values format.
* tab
Display output in tab-separated format.
* vertical

Display output in single-column format like that of the \ Gcommand for the nysql client command-
line tool.

The - - changes- f or option controls the direction of the difference (by specifying the object to be
transformed) in either the difference report (default) or the transformation report (designated with the
--di fftype=sql option). Consider the following command:

shel | > nysql dbconpare --server 1=root @ost1l --server2=root @ost2 --difftype=sql dbl:dbx

The leftmost database (db1) exists on the server designated by the - - ser ver 1 option (host 1). The
rightmost database (dbx) exists on the server designated by the - - ser ver 2 option (host 2).

e --changes-for=server 1: Produce output that shows how to make the definitions of objects on
server 1 like the definitions of the corresponding objects on ser ver 2.

» --changes-for=server 2: Produce output that shows how to make the definitions of objects on
ser ver 2 like the definitions of the corresponding objects on ser ver 1.

The default direction is ser ver 1.

You must provide connection parameters (user, host, password, and so forth) for an account that has
the appropriate privileges to access all objects in the operation.

If the utility is to be run on a server that has binary logging enabled, and you do not want the
comparison steps logged, use the - - di sabl e- bi nary- 1 oggi ng option.

OPTIONS

nysgl dbconpar e accepts the following command-line options:
o --all, -a
Compare all database in common (with the same name) between two servers.

The - - al | option ignores the following databases: INFORMATION_SCHEMA,
PERFORMANCE_SCHEMA, mysq|, and sys.

Note
@ The sys database is ignored as of Utilities 1.6.2.
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--help

Display a help message and exit.
--license

Display license information and exit.
--changes-for=<direction>

Specify the server to show transformations to match the other server. For example, to see the
transformation for transforming object definitions on serverl to match the corresponding definitions
on server2, use - - changes- f or =ser ver 1. Permitted values are serverl and server2. The default
is serverl.

--character-set=<charset>

Sets the client character set. The default is retrieved from the server variable
character_set _client.

--difftype=<difftype>, -d<difftype>

Specify the difference display format. Permitted format values are unified, context, differ, and sql.
The default is unified.

--disable-binary-logging

If binary logging is enabled, disable it during the operation to prevent comparison operations from
being written to the binary log. Note: Disabling binary logging requires the SUPER privilege.

--exclude=<exclude>, -x<exclude>

Exclude one or more databases from the operation using either a specific name such as dbl or a
search pattern. Use this option multiple times to specify multiple exclusions. By default, patterns use
database patterns such as LIKE. With the - - r egexp option, patterns use regular expressions for
matching names.

--format=<format>, -f<format>

Specify the display format for changed or missing rows. Permitted format values are grid, csv, tab,
and vertical. The default is grid.

--compact

Compacts the output by reducing the number of control lines that are displayed in the diff results.
This option should be used together with one of the following difference types: unified or context. It is
most effective when used with the unified difference type and the grid format.

--quiet, -q

Do not print anything. Return only an exit code of success or failure.

--regexp, --basic-regexp, -G

Perform pattern matches using the REGEXP operator. The default is to use LIKE for matching.
--run-all-tests, -t

Do not halt at the first difference found. Process all objects.

--serverl=<source>

Connection information for the first server.
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To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

» Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--server2=<source>
Connection information for the second server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--show-reverse

Produce a transformation report containing the SQL statements to conform the object definitions
specified in reverse. For example, if --changes-for is set to serverl, also generate the transformation
for server2. Note: The reverse changes are annotated and marked as comments.

--skip-checksum-table

Skip the CHECKSUM TABLE step in the data consistency check. Added in release-1.4.3.
--skip-data-check

Skip the data consistency check.

--skip-diff

Skip the object definition difference check.

--skip-object-compare

Skip the object comparison check.

--skip-row-count

Skip the row count check.

--span-key-size=<number of bytes to use for key>
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Change the size of the key used for compare table contents. A higher value can help to get more
accurate results comparing large databases, but may slow the algorithm.

Default value is 8.
» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
» --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-cert
The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

* --version
Display version information and exit.
» --use-indexes

List the index to use. Use this option to select the index to use if the table has no primary key
or it has more than one unique index without null columns. Use this option in the format: --use-
indexes="<tablel>.<indexA>[;<table2>.<indexB>;]"

e --width=<number>

Change the display width of the test report. The default is 75 characters.

NOTES

The login user must have the appropriate permissions to read all databases and tables listed.

For the - - di f f t ype option, the permitted values are not case sensitive. In addition, values may be
specified as any unambiguous prefix of a valid value. For example, - - di f f t ype=d specifies the differ
type. An error occurs if a prefix matches more than one valid value.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
nmy_print _defaul ts tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

If any database identifier specified as an argument contains special characters or is a reserved
word, then it must be appropriately quoted with backticks (7). In turn, names quoted with backticks
must also be quoted with single or double quotes depending on the operating system, i.e. (") in
Windows or (') in non-Windows systems, in order for the utilities to read backtick quoted identifiers
as a single argument. For example, to compare a database with the name weird db.name with
other:weird db.name, the database pair must be specified using the following syntax (in non-
Windows): "weird “db.name™: other:weird "db.name™.
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EXAMPLES

Use the following command to compare the enpl and enp2 databases on the local server, and run all
tests even if earlier tests fail:

shel | > nysql dbconpare --server1l=root @ocal host enpl:enp2 --run-all-tests

# serverl on |ocal host: ... connected

# Checki ng dat abases enpl on serverl and enp2 on server2

#

# WARNING Cbjects in server2:enp2 but not in serverl:enpl

# TRIGGER: trg

# PROCEDURE: pl

# TABLE: t1

# VIEW vl

#

# Def n Row Dat a
# Type Cbj ect Nane Diff Count Check
B m e e e e e e eeee e eeeemeeemeeesmeemmeeemecmcmemcmemeeemeeemmeemmee————-
# FUNCTION f1 pass - -

# TABLE departments pass pass -

# - Conmpare tabl e checksum FAI L
# - Find row differences FAI L
#

# Data differences found anbng rows:

--- enpl. departnents

+++ enp2. departnments

@-1,4 +1,4 @@

khkkkkhkkkhkkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkkk*x 1 I'OW khkkkkhkkkhkkhkkhkhkkhkhkkhhkhkhkhkkhkhkkkkx*x
dept _no: d002

- dept_nane: dunno

+ dept _nane: Fi nance

1 rows.

# Rows in enpl.departnments not in enp2.departnents

khkkkkhkkkhkkhkkhkhkkhkhkkhhkhkkhkhkkhhkkkkk*x 1 I'OW khkkkkhkkkhkkhkkhkhkkhkhkkhhkhkhkhkkhkhkkhkkk*x
dept _no: d008

dept _nane: Research

1 rows.

# Rows in enp2.departnments not in enpl.departnents

khkkhkhkhkkkhhkhhhhhhhhkhhkhk* 1 FOW FXX*hkkkkkkhhkkkkkhhkkkxx

dept _no: d100
dept _nane: stupid

1 rows.
# TABLE dept _manager pass pass -
# - Conmpare tabl e checksum pass

# Dat abase consi stency check fail ed
#
# ...done

Given: two databases with the same table layout. Data for each table contains:

nmysql > select * fromdbl.t1

e +
| a| b I
e +
| 1| Test 789 |
| 2| Test 456 |
| 3| Test 123 |
| 4| Newrow - dbl

e +

4 rows in set (0.00 sec)

nmysql > select * fromdb2.t1

| 1| Test 123 |
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2 | Test 456 |
3 | Test 789 |
5| New row - db2 |
P

To generate the SQL statements for data transformations to make dbl. t 1 the same as db2. t 1, use
the - - changes- f or =ser ver 1 option. We must also include the - a option to ensure that the data
consistency test is run. The following command illustrates the options used and an excerpt from the
results generated:

shel | > nysql dbconpare --serverl=root:root @ ocal host \
--server 2=root: root @ocal host dbl:db2 --changes-for=serverl -a \/

--di fftype=sql
[...]
# Def n Row Dat a
# Type oj ect Name Di ff Count Check
o oo oooocoooocooScooooooCoooooooCoooCoooCoooCooCcoooCooooSooCoooooooooooooooo
# TABLE tl pass pass -
# - Conpare tabl e checksum FAI L
# - Find row differences FAI L

#
# Transformation for --changes-for=server1l:
#

# Data differences found anpng rows:
UPDATE dbl.t1 SET b = 'Test 123' WHERE a
UPDATE dbl.t1 SET b = 'Test 789" WHERE a
DELETE FROM db1.t1 WHERE a = '4';

I NSERT I NTO dbl.t1 (a, b) VALUES('5', 'New row - db2');

Y1
'3

# Dat abase consi stency check fail ed.
#
# ...done

Similarly, when the same command is run with - - changes-f or =server2 and - - di f f t ype=sql ,
the following report is generated:

shel | > nysql dbconpare --server1=root:root @ocal host \
--server 2=root: root @ocal host dbl:db2 --changes-for=server2 -a \

--di fftype=sql
[...1]
# Def n Row Dat a
# Type oj ect Nane Diff Count Check
.,
# TABLE tl pass pass =
# - Conpare tabl e checksum FAI L
# - Find row differences FAI L

#
# Transfornmation for --changes-for=server2:
#

# Data differences found anpbng rows:
UPDATE db2.t1 SET b = 'Test 789' WHERE a
UPDATE db2.t1 SET b = 'Test 123' WHERE a
DELETE FROM db2.t1 WHERE a = '5';

I NSERT | NTO db2.t1 (a, b) VALUES('4', 'New row - dbl');

v1
'3

# Dat abase consi stency check fail ed.
#
# ...done
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With the - - di f ft ype=sqgl SQL generation option set, - - show- r ever se shows the object
transformations in both directions. Here is an excerpt of the results:

shel | > nysqgl dbconpare --server1l=root:root@ocal host \
--server 2=root: root @ocal host dbl: db2 --changes-for=serverl \
--showreverse -a --difftype=sql

# Def n Row Dat a

# Type Cbj ect Nane Diff Count Check
-
# TABLE tl pass pass -

# - Conpare tabl e checksum FAI L

# - Find row differences FAI L

#
# Transformation for --changes-for=server1l:
#

# Data differences found anbng rows:
UPDATE dbl.t1 SET b = 'Test 123' WHERE a
UPDATE dbl.t1 SET b = 'Test 789" WHERE a
DELETE FROM db1.t1 WHERE a = '4';

I NSERT | NTO db1.t1 (a, b) VALUES('5', 'New row - db2');

vp
'3

#

# Transformation for reverse changes (--changes-for=server2):
#

# # Data differences found anobng rows:

# UPDATE db2.t1 SET b = 'Test 789" WHERE a = '1';

# UPDATE db2.t1 SET b = 'Test 123" WHERE a = '3';

# DELETE FROM db2.t1 WHERE a = '5';

# | NSERT | NTO db2.t1 (a, b) VALUES('4', 'New row - dbl');
# Dat abase consi stency check fail ed.

#

# ...done

PERMISSIONS REQUIRED

The user must have the SELECT, CREATE TEMPORARY TABLES and INSERT privileges for the
databases being compared on both connections. The user must also have SELECT privilege on the
mysql database. If the binary log is enabled and the - - di sabl e- bi nary-1 oggi ng option is used,
the user must also have the SUPER privilege.

5.7 nysql dbcopy — Copy Database Objects Between Servers

This utility copies a database on a source server to a database on a destination server. If the source
and destination servers are different, the database names can be the same or different. If the source
and destination servers are the same, the database names must be different.

The utility accepts one or more database pairs on the command line. To name a database pair,
use db_name:new_db_name syntax to specify the source and destination names explicitly. If the
source and destination database names are the same, db_name can be used as shorthand for
db_name:db_name.

By default, the operation copies all objects (tables, views, triggers, events, procedures, functions, and
database-level grants) and data to the destination server. There are options to turn off copying any or
all of the objects as well as not copying the data.

To exclude specific objects by name, use the - - excl ude option with a name in db.*obj* format, or you
can supply a search pattern. For example, - - excl ude=db1. t ri g1 excludes the single trigger and
--excl ude=tri g_ excludes all objects from all databases having a name that begins with t ri g and
has a following character.
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By default, the utility creates each table on the destination server using the same storage engine as
the original table. To override this and specify the storage engine to use for all tables created on the
destination server, use the - - new st or age- engi ne option. If the destination server supports the
new engine, all tables use that engine.

To specify the storage engine to use for tables for which the destination server does not support the
original storage engine on the source server, use the - - def aul t - st or age- engi ne option.

The - - new st or age- engi ne option takes precedence over - - def aul t - st or age- engi ne if both
are given.

If the - - new- st or age- engi ne or - - def aul t - st or age- engi ne option is given and the
destination server does not support the specified storage engine, a warning is issued and the server's
default storage engine setting is used instead.

By default, the operation uses a consistent snapshot to read the source databases. To change the
locking mode, use the - - | ocki ng option with a locking type value. Use a value of no-locks to turn off
locking altogether or lock-all to use only table locks. The default value is snapshot. Additionally, the
utility uses WRITE locks to lock the destination tables during the copy.

You can include replication statements for copying data among a master and slave or between slaves.
The - - r pl option permits you to select from the following replication statements to include in the
export.

* Mmaster

Create and execute a CHANGE MASTER statement to make the destination server a slave of the
server specified in the - - sour ce option. This executes the appropriate STOP and START slave
statements. The STOP SLAVE statement is executed at the start of the copy and the CHANGE
MASTER followed by the START SLAVE statements are executed after the copy.

* slave

Create and execute a CHANGE MASTER statement to make the destination server a slave

connected to the same master as the server specified in the - - sour ce option. This executes the
appropriate STOP and START slave statements. The STOP SLAVE statement is executed at the
start of the copy and the CHANGE MASTER followed by the START SLAVE statements after the

copy.

To include the replication user in the CHANGE MASTER statement, use the - - r pl - user option to
specify the user and password. If this option is omitted, the utility attempts to identify the replication
user. In the event that there are multiple candidates or the user requires a password, the utility aborts
with an error.

If you attempt to copy databases on a server with GTIDs enabled (GTID_MODE = ON), a warning
will be generated if the copy does not include all databases. This is because the GTID statements
generated include the GTIDs for all databases and not only those databases in the export.

The utility will also generate a warning if you copy databases on a GTID enabled server but use the - -
ski p-gtid option.

To make the most use of GTIDs, you should copy all of the databases on the server with the - - al |
option.

OPTIONS
mysql dbcopy accepts the following command-line options:

* --help

Display a help message and exit.
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--license
Display license information and exit.
--character-set=<charset>

Sets the client character set. The default is retrieved from the server variable
character_set _client.

--default-storage-engine=<def_engine>

The engine to use for tables if the destination server does not support the original storage engine on
the source server.

--destination=<destination>
Connection information for the destination server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--exclude=<exclude>, -x<exclude>

Exclude one or more objects from the operation using either a specific name such as db1.t1 or a
search pattern. Use this option multiple times to specify multiple exclusions. By default, patterns use
LIKE matching. With the - - r egexp option, patterns use REGEXP matching.

This option does not apply to grants.
--drop-first

Drop each database to be copied if exists before copying anything into it. Without this option, an
error occurs if you attempt to copy objects into an existing database.

Note
@ Before MySQL Utilities 1.4.2, this option was named - - f or ce.

--locking=<locking>

Choose the lock type for the operation. Permitted lock values are no-locks (do not use any
table locks), lock-all (use table locks but no transaction and no consistent read), and snapshot
(consistent read using a single transaction). The default is snapshot.

--multiprocess

Specify the number of processes to concurrently copy the specified databases. Special values: 0
(number of processes equal to the number of detected CPUs) and 1 (default - no concurrency).
Multiprocessing works at the database level for Windows and at the table level for Non-Windows
(POSIX) systems.
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--new-storage-engine=<new_engine>

The engine to use for all tables created on the destination server.

--quiet, -q

Turn off all messages for quiet execution.

--regexp, --basic-regexp, -G

Perform pattern matches using the REGEXP operator. The default is to use LIKE for matching.
--rpl=<dump_option>, --replication=<dump_option>

Include replication information. Permitted values are master (make destination a slave of the source
server) and slave (make destination a slave of the same master as the source - only works if the
source server is a slave).

--rpl-user=<replication_user>

The user and password for the replication user requirement in the form: <user>[:<password>] or
<login-path>. E.g. rpl:passwd Default = None.

| --skip-gtid

Skip creation and execution of GTID statements during the copy operation.
--all

Copy all of the databases on the server.

--skip=<objects>

Specify objects to skip in the operation as a comma-separated list (no spaces). Permitted values are
CREATE_DB, DATA, EVENTS, FUNCTIONS, GRANTS, PROCEDURES, TABLES, TRIGGERS,
and VIEWS.

--source=<source>
Connection information for the source server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

* Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

< Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--ssl-ca
The path to a file that contains a list of trusted SSL CAs.
--ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
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» --ssl-cert
The name of the SSL key file to use for establishing a secure connection.
+ --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

NOTES

You must provide connection parameters (user, host, password, and so forth) for an account that has
the appropriate privileges to access all objects in the operation.

On the source to copy all objects from the database, the user must have these privileges: SELECT for
tables, SHOW VIEW for views, EVENT for events and TRIGGER for triggers. Additionally, the SELECT
privilege is also required for the mysql database.

On the destination to copy all objects, the user must have these privileges: CREATE, ALTER,
SELECT, INSERT, UPDATE, LOCK TABLES, DROP if - - dr op-fi r st option is used, SUPER when
binary logging is enabled, CREATE VIEW for views, CREATE ROUTINE, EXECUTE for procedures
and functions, EVENT for events, TRIGGER for triggers and GRANT OPTION to copy grants. The
SUPER privilege might also be required for some objects (views, procedures, functions, events and
triggers), depending on their DEFINER value.

Actual privileges required may differ from installation to installation depending on the security privileges
present and whether the database contains certain objects such as views or events and whether binary
logging is enabled.

The - - new st or age- engi ne and - - def aul t - st or age- engi ne options apply to all destination
tables in the operation.

Some option combinations may result in errors during the operation. For example, eliminating tables
but not views may result in an error a the view is copied.

The - - r pl option is not valid for copying databases on the same server. An error will be generated.

When copying data and including the GTID commands, you may encounter an error similar to
"GTID_PURGED can only be set when GTID_EXECUTED is empty". This occurs because the
destination server is not in a clean replication state. To aleviate this problem, you can issue a "RESET
MASTER" command on the destination prior to executing the copy.

Cloning databases that contain foreign key constraints does not change the constraint in the cloned
table. For example, if table db1.t1 has a foreign key constraint on table db1.t2, when dbl is cloned to
db2, table db2.t1 will have a foreign key constraint on db1.t2.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print _defaul t s tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

If any database identifier specified as an argument contains special characters or is a reserved
word, then it must be appropriately quoted with backticks (°). In turn, names quoted with backticks
must also be quoted with single or double quotes depending on the operating system, i.e. (") in
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Windows or (') in non-Windows systems, in order for the utilities to read backtick quoted identifiers
as a single argument. For example, to copy a database with the name weird db.name with
other:weird db.name, the database pair must be specified using the following syntax (in non-
Windows): "weird “db.name’: other:weird db.name™.

Keep in mind that you can only take advantage of multiprocessing if your system has multiple CPUs
available for concurrent execution. Also note that multiprocessing is applied at a different level
according to the operating system where the mysqgldbcopy utility is executed (due to python limitations).
In particular, it is applied at the database level for Windows (i.e., different databases are concurrently
copied) and at the table level for Non-Windows (POSIX) systems (i.e., different tables within the same
database are concurrently copied).

EXAMPLES

The following example demonstrates how to use the utility to copy a database named uti| test toa
new database named uti| test copy onthe same server:

shel | > nysql dbcopy \
--sour ce=r oot : pass@ ocal host: 3310: / t est 123/ nysql . sock \
--destinati on=root: pass@ ocal host: 3310: /t est 123/ nysqgl . sock \
util _test:util_test_copy
# Source on |ocal host: ... connected.
# Destination on |ocal host: ... connected.
# Copyi ng database util_test renaned as util _test_copy
# Copying TABLE util _test.t1l
# Copyi ng tabl e data.
# Copying TABLE util _test.t2
# Copyi ng tabl e data.
# Copying TABLE util _test.t3
# Copyi ng tabl e data.
# Copyi ng TABLE util _test.t4
# Copyi ng tabl e data.
# Copying VIEWutil _test.vl
# Copying TRIGGER util _test.trg
# Copyi ng PROCEDURE util _test.pl
# Copying FUNCTION util _test.f1
# Copying EVENT util _test.el
# Copyi ng GRANTS fromutil _test
#...done.

If the database to be copied does not contain only InnoDB tables and you want to ensure data integrity
of the copied data by locking the tables during the read step, add a - - | ocki ng=I ock- al | option to
the command:

shel | > nysql dbcopy \
--sour ce=r oot : pass@ ocal host: 3310: / test 123/ nysql . sock \
--destinati on=root: pass@ ocal host: 3310:/test 123/ nysql . sock \
util test:util_test _copy --Iocking=lock-all
# Source on local host: ... connected.
# Destination on |ocal host: ... connected.
# Copyi ng database util _test renaned as util _test_copy
# Copying TABLE util _test.tl
# Copyi ng tabl e data.
# Copying TABLE util _test.t2
# Copyi ng tabl e data.
# Copying TABLE util _test.t3
# Copyi ng tabl e data.
# Copying TABLE util _test.t4
# Copyi ng tabl e data.
# Copying VIEWutil _test.vl
# Copying TRIGGER util _test.trg
# Copyi ng PROCEDURE util _test.pl
# Copying FUNCTION util _test.f1l
# Copying EVENT util _test.el
# Copyi ng GRANTS fromutil _test
#...done.
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To copy one or more databases from a master to a slave, you can use the following command to copy
the databases. Use the master as the source and the slave as the destination:

shel | > nysql dbcopy - - sour ce=r oot @ ocal host: 3310 \
--destinati on=root @ocal host: 3311 test123 --rpl =master \
--rpl-user=rpl

# Source on |ocal host: ... connected.

# Destination on |ocal host: ... connected.

# Source on |ocal host: ... connected.

# Stopping sl ave

# Copyi ng dat abase test123

# Copyi ng TABLE test123.t1

# Copying data for TABLE test123.t1

# Connecting to the current server as master
# Starting slave

#...done.

To copy a database from one slave to another attached to the same master, you can use the following
command using the slave with the database to be copied as the source and the slave where the
database needs to copied to as the destination:

shel | > nysqgl dbcopy - -sour ce=root @ ocal host: 3311 \
--destinati on=root @ocal host: 3312 test123 --rpl =sl ave \
--rpl-user=rpl

# Source on |ocal host: ... connected.

# Destination on |ocal host: ... connected.
# Source on |ocal host: ... connected.

# Stopping sl ave

# Copyi ng dat abase test123

# Copyi ng TABLE test123.t1

# Copying data for TABLE test123.t1

# Connecting to the current server's master
# Starting slave

#...done.

PERMISSIONS REQUIRED

The user must have SELECT, SHOW VIEW, EVENT and TRIGGER privileges for the database(s) on
the source server. On the destination server, the user must have the following privileges for the copied
database(s): CREATE, ALTER, SELECT, INSERT, UPDATE, LOCK TABLES, DRORP if - - dr op-
first optionis used, and SUPER depending on the objects DEFINER value.

5.8 nysgl dbexport — Export Object Definitions or Data from a
Database

This utility exports metadata (object definitions) or data or both from one or more databases. By
default, the export includes only definitions.

nmysql dbexport differs from mysql dunp in that it can produce output in a variety of formats to
make your data extraction/transport much easier. It permits you to export your data in the format most
suitable to an external tool, another MySQL server, or other use without the need to reformat the data.

To exclude specific objects by name, use the - - excl ude option with a name in db.*obj* format, or you
can supply a search pattern. For example, - - excl ude=db1. t ri g1 excludes the single trigger and
--excl ude=tri g_ excludes all objects from all databases having a name that begins with t ri g and
has a following character.

To skip objects by type, use the - - ski p option with a list of the objects to skip. This enables you to
extract a particular set of objects, say, for exporting only events (by excluding all other types). Similarly,
to skip creation of UPDATE statements for BLOB data, specify the - - ski p- bl obs option.

To specify how to display output, use one of the following values with the - - f or nat option:
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» sql (default)

Display output using SQL statements. For definitions, this consists of the appropriate CREATE and
GRANT statements. For data, this is an INSERT statement (or bulk insert if the - - bul k-i nsert
option is specified).

e grid
Display output in grid or table format like that of the nysql client command-line tool.
e CSV
Display output in comma-separated values format.
* tab
Display output in tab-separated format.
* vertical

Display output in single-column format like that of the \ Gcommand for the nysql client command-
line tool.

To specify how much data to display, use one of the following values with the - - di spl ay option:
 brief
Display only the minimal columns for recreating the objects.
e full
Display the complete column list for recreating the objects.
* names

Display only the object names.

Note
@ The - - di spl ay option is ignored when combined with the SQL-format output
type.

To turn off the headers for csv or tab display format, specify the - - no- header s option.
To turn off all feedback information, specify the - - qui et option.

To write the data for individual tables to separate files, use the - - f i | e- per -t abl e option. The name
of each file is composed of the database and table names followed by the file format. For example, the
following command produces files named db1.*table_name*.csv:

nysql dbexport --server=root @erver1l: 3306 --format=csv dbl --export=data

By default, the operation uses a consistent snapshot to read the source databases. To change the
locking mode, use the - - | ocki ng option with a locking type value. Use a value of no-locks to turn off
locking altogether or lock-all to use only table locks. The default value is snapshot. Additionally, the
utility uses WRITE locks to lock the destination tables during the copy.

You can include replication statements for exporting data among a master and slave or between
slaves. The - - r pl option permits you to select from the following replication statements to include in
the export.

* master

Include the CHANGE MASTER statement to make the destination server a slave of the server
specified in the - - ser ver option. This places the appropriate STOP and START slave statements
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in the export whereby the STOP SLAVE statement is placed at the start of the export and the
CHANGE MASTER followed by the START SLAVE statements are placed after the export stream.

* slave

Include the CHANGE MASTER statement to make the destination server a slave connected to the
same master as the server specified in the - - ser ver option. It only works if the current server is

a slave. This places the appropriate STOP and START slave statements in the export whereby the
STOP SLAVE statement is placed at the start of the export and the CHANGE MASTER followed by
the START SLAVE statements are placed after the export stream.

* both

Include both the 'master’ and 'slave' information for CHANGE MASTER statements for either
spawning a new slave with the current server's master or using the current server as the master. All
statements generated are labeled and commented to enable the user to choose which to include
when imported.

To include the replication user in the CHANGE MASTER statement, use the - - r pl - user option to
specify the user and password. If this option is omitted, the utility attempts to identify the replication
user. In the event that there are multiple candidates or the user requires a password, these statements
are placed inside comments for the CHANGE MASTER statement.

You can also use the - - conment - r pl option to place the replication statements inside comments for
later examination.

If you specify the - - r pl - f i | e option, the utility writes the replication statements to the file specified
instead of including them in the export stream.

If you attempt to export databases on a server with GTIDs enabled (GTID_MODE = ON), a warning
will be generated if the export does not include all databases. This is because the GTID statements
generated include the GTIDs for all databases and not only those databases in the export.

The utility will also generate a warning if you export databases on a GTID enabled server but use the
--skip-gtid option.

To make the most use of GTIDs and export/import, you should export all of the databases on the
server with the - - al | option. This will generate an export file with all of the databases and the GTIDs
executed to that point.

Importing this file on another server will ensure that server has all of the data as well as all of the
GTIDs recorded correctly in its logs.

OPTIONS

nysql dbexport accepts the following command-line options:
e --help
Display a help message and exit.
» --license
Display license information and exit.
* --bulk-insert, -b
Use bulk insert statements for data.
» --character-set=<charset>

Sets the client character set. The default is retrieved from the server variable
character_set _client.
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--comment-rpl
Place the replication statements in comment statements. Valid only with the - - r pl option.
--display=<display>, -d<display>

Control the number of columns shown. Permitted display values are brief (minimal columns
for object creation), full* (all columns), and **names (only object names; not valid for - -
f or mat =sql ). The default is brief.

--exclude=<exclude>, -x<exclude>

Exclude one or more objects from the operation using either a specific name suchas dbl.t1 ora
search pattern. Use this option multiple times to specify multiple exclusions. By default, patterns use
LIKE matching. With the - - r egexp option, patterns use REGEXP matching.

This option does not apply to grants.
--export=<export>, -e<export>

Specify the export format. Permitted format values are definitions = export only the definitions
(metadata) for the objects in the database list, data = export only the table data for the tables in the
database list, and both = export the definitions and the data. The default is definitions.

--file-per-table

Write table data to separate files. This is Valid only if the export output includes data (that

is, if - - expor t =dat a or - - expor t =bot h are given). This option produces files named
db_name.*tbl_name*.*format*. For example, a csv export of two tables namedt 1 andt 2 in
database d1, results in files named db1. t 1. csv and dbl. t 2. csv. If table definitions are included
in the export, they are written to stdout as usual.

--format=<format>, -f<format>

Specify the output display format. Permitted format values are sql, grid, tab, csv, and vertical. The
default is sql.

--locking=<locking>

Choose the lock type for the operation. Permitted lock values are no-locks (do not use any
table locks), lock-all (use table locks but no transaction and no consistent read), and snapshot
(consistent read using a single transaction). The default is snapshot.

--multiprocess

Specify the number of processes to concurrently export the specified databases. Special values:
0 (number of processes equal to the number of detected CPUs) and 1 (default - no concurrency).
Multiprocessing works at the database level for Windows and at the table level for Non-Windows
(POSIX) systems.

--no-headers, -h
Do not display column headers. This option applies only for csv and tab output.
--output-file

Specify the path and file name to store the generated export output. By default the standard output is
used (no file).

--quiet, -q

Turn off all messages for quiet execution.
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--regexp, --basic-regexp, -G
Perform pattern matches using the REGEXP operator. The default is to use LIKE for matching.
--rpl=<rpl_mode>, --replication=<rpl_mode>

Include replication information. Permitted values are master (make destination a slave of the source
server), slave (make destination a slave of the same master as the source - only works if the source
server is a slave), and both (include the master and slave options where applicable).

--rpl-file=RPL_FILE, --replication-file=RPL_FILE

The path and file name where the generated replication information should be written. Valid only with
the - - r pl option.

--rpl-user=<replication_user>

The user and password for the replication user requirement, in the format: <user>[:<password>] or
<login-path>. For example, r pl : passwd. The default is None.

--server=<server>
Connection information for the server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

« Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--ssl-ca

The path to a file that contains a list of trusted SSL CAs.

--ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
--ssl-cert

The name of the SSL key file to use for establishing a secure connection.

--ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

--skip=<skip-objects>

Specify objects to skip in the operation as a comma-separated list (no spaces). Permitted values are
CREATE_DB, DATA, EVENTS, FUNCTIONS, GRANTS, PROCEDURES, TABLES, TRIGGERS,
and VIEWS.

--skip-blobs
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Do not export BLOB data.
o --skip-gtid

Skip creation of GTID_PURGED statements.
o --all

Generate an export file with all of the databases and the GTIDs executed to that point.
» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.
NOTES

You must provide connection parameters (user, host, password, and so forth) for an account that has
the appropriate privileges to access all objects in the operation.

To export all objects from a source database, the user must have these privileges: SELECT and
SHOW VIEW on the database as well as SELECT on the nysql database.

Actual privileges needed may differ from installation to installation depending on the security privileges
present and whether the database contains certain objects such as views or events.

Some combinations of the options may result in errors when the export is imported later. For example,
eliminating tables but not views may result in an error when a view is imported on another server.

Forthe --format, - -export, and - - di spl ay options, the permitted values are not case sensitive.
In addition, values may be specified as any unambiguous prefix of a valid value. For example, - -
f or mat =g specifies the grid format. An error occurs if a prefix matches more than one valid value.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
nmy_print _defaul ts tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

If any database identifier specified as an argument contains special characters or is a reserved word,
then it must be appropriately quoted with backticks (). In turn, names quoted with backticks must also
be quoted with single or double quotes depending on the operating system, i.e. (") in Windows or (') in
non-Windows systems, in order for the utilities to read backtick quoted identifiers as a single argument.
For example, to export a database with the name weird db.name, it must be specified as argument
using the following syntax (in non-Windows): "weird "db.name™.

Keep in mind that you can only take advantage of multiprocessing if your system has multiple CPUs
available for concurrent execution. Also note that multiprocessing is applied at a different level
according to the operating system where the nysql dbexport utility is executed (due to python
limitations). In particular, it is applied at the database level for Windows (i.e., different databases are
concurrently exported) and at the table level for Non-Windows (POSIX) systems (i.e., different tables
within the same database are concurrently exported).

EXAMPLES

To export the definitions of the database dev from a MySQL server on the local host via port 3306,
producing output consisting of CREATE statements, use this command:
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shel | > nysql dbexport --server=root:pass@ ocal host \
- - ski p=GRANTS - - export =DEFI NI TI ONS util _test
# Source on |ocal host: ... connected.
# Exporting nmetadata fromutil _test
DROP DATABASE | F EXI STS util _test;
CREATE DATABASE util _test;
USE util _test;
# TABLE: util _test.tl
CREATE TABLE "t1° (
“a char(30) DEFAULT NULL
) ENG NE=MEMORY DEFAULT CHARSET=l ati nil;
# TABLE: util _test.t2
CREATE TABLE "t2° (
“a char(30) DEFAULT NULL
) ENG NE=Myl SAM DEFAULT CHARSET=l ati n1;
# TABLE: util _test.t3
CREATE TABLE "t3° (
“a int(11) NOT NULL AUTO_ | NCREMENT,
“b* char(30) DEFAULT NULL,
PRI MARY KEY ("a")
) ENG NE=I nnoDB AUTO_| NCREMENT=4 DEFAULT CHARSET=Il ati n1;
# TABLE: util _test.t4
CREATE TABLE "t4° (
‘¢’ int(11) NOT NULL,
“d int(11) NOT NULL,
KEY “ref _t3 ('c’),
CONSTRAINT “ref_t3° FOREIGN KEY ("c') REFERENCES "t3° ("a’)
) ENG NE=I nnoDB DEFAULT CHARSET=l ati ni1;
# VIEW util _test.vl
[...]
#...done.

Similarly, to export the data of the database uti | _t est, producing bulk insert statements, use this
command:

shel | > nysql dbexport --server=root:pass@ ocal host \
--export =DATA --bul k-insert util _test
# Source on |ocal host: ... connected.
USE util _test;
# Exporting data fromutil _test
# Data for table util _test.t1:
INSERT INTO util _test.t1 VALUES ('O01 Test Basic database exanple'),
(' 02 Test Basic database exanple'),
(' 03 Test Basic database exanple'),
(' 04 Test Basic database exanple'),
(' 05 Test Basic database exanple'),
(' 06 Test Basic database exanple'),
(' 07 Test Basic database exanple');
# Data for table util _test.t2:
INSERT INTO util _test.t2 VALUES ('11 Test Basic database exanple'),
('12 Test Basic database exanple'),
(' 13 Test Basic database exanple');
# Data for table util _test.t3:
INSERT INTO util_test.t3 VALUES (1, '14 test fkeys'),
(2, '15 test fkeys'),
(3, '16 test fkeys');
# Data for table util _test.t4:
INSERT INTO util _test.t4 VALUES (3, 2);
#...done.

If the database to be exported does not contain only InnoDB tables and you want to ensure data
integrity of the exported data by locking the tables during the read step, add a - - | ocki ng=I ock- al |
option to the command:

shel | > nysqgl dbexport --server=root:pass@ ocal host \
- -export =DATA --bul k-insert util_test --1ocking=lock-all
# Source on |ocal host: ... connected.
USE util _test;
# Exporting data fromutil _test
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# Data for table util _test.t1:
INSERT INTO util _test.t1 VALUES ('O01 Test Basic database exanple'),
(' 02 Test Basic database exanple'),
(' 03 Test Basic database exanple'),
(' 04 Test Basic database exanple'),
(' 05 Test Basic database exanple'),
(' 06 Test Basic database exanple'),
(' 07 Test Basic database exanple');
# Data for table util _test.t2:
INSERT INTO util _test.t2 VALUES ('11 Test Basic database exanple'),
('12 Test Basic database exanple'),
(' 13 Test Basic database exanple');
# Data for table util _test.t3:
INSERT INTO util _test.t3 VALUES (1, '14 test fkeys'),
(2, '15 test fkeys'),
(3, '16 test fkeys');
# Data for table util _test.t4:
INSERT INTO util _test.t4 VALUES (3, 2);
#...done.

To export a database and include the replication commands to use the current server as the master
(for example, to start a new slave using the current server as the master), use the following command:

shel | > nysql dbexport --server=root @ocal host: 3311 util _test \

--export=both --rpl-user=rpl:rpl --rpl=master -v
# Source on | ocal host: ... connected.
#
# Stopping sl ave
STOP SLAVE;
#
# Source on | ocal host: ... connected.

# Exporting nmetadata fromutil _test
DROP DATABASE | F EXI STS util _test;
CREATE DATABASE util _test;
USE util test;
# TABLE: util test.t1l
CREATE TABLE "t1° (

‘a’ char(30) DEFAULT NULL
) ENG NE=MEMORY DEFAULT CHARSET=I ati ni;
#...done.
# Source on | ocal host: ... connected.
USE util test;
# Exporting data fromutil _test
# Data for table util _test.t1:

INSERT INTO util_test.t1 VALUES ('01 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES ('02 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES ('03 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES ('04 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES ('05 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES (' 06 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES ('07 Test Basic database exanple');
#...done.

#

# Connecting to the current server as master

CHANGE MASTER TO MASTER HOST = ' ocal host',

MASTER USER = 'rpl ",
MASTER PASSWORD = 'rpl ',
MASTER _PORT = 3311,
MASTER LOG FI LE = ' cl one- bi n. 000001" ,
MASTER LOG PCS = 106;
#
# Starting slave
START SLAVE;
#

Similarly, to export a database and include the replication commands to use the current server's master
(for example, to start a new slave using the same the master), use the following command:

shel | > nysql dbexport --server=root @ocal host: 3311 util _test \
--export=both --rpl-user=rpl:rpl --rpl=slave -v
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# Source on |ocal host: ... connected.
#

# Stopping sl ave

STOP SLAVE;

#

# Source on |ocal host: ... connected.

# Exporting nmetadata fromutil _test
DROP DATABASE | F EXI STS util _test;
CREATE DATABASE util _test;
USE util _test;
# TABLE: util _test.t1l
CREATE TABLE "t1° (

“a char(30) DEFAULT NULL
) ENG NE=MEMORY DEFAULT CHARSET=l ati ni;
#...done.
# Source on |ocal host: ... connected.
USE util _test;
# Exporting data fromutil _test
# Data for table util _test.t1:
INSERT INTO util_test.t1 VALUES ('01 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES ('02 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES ('03 Test Basic database exanple');
INSERT INTO util _test.t1 VALUES (' 04 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES ('05 Test Basic database exanple');
INSERT INTO util _test.t1 VALUES ('06 Test Basic database exanple');
INSERT INTO util_test.t1 VALUES ('07 Test Basic database exanple');

#...done.

#

# Connecting to the current server's master
CHANGE MASTER TO MASTER HOST = ' ocal host',

MASTER USER = 'rpl ",
MASTER PASSWORD = 'rpl ',
MASTER _PORT = 3310,
MASTER LOG FI LE = ' cl one- bi n. 000001"
MASTER LOG PCS = 1739;
#
# Starting slave
START SLAVE;
#

PERMISSIONS REQUIRED

The user must have permission to read all databases. Since we are using the root account for these
examples (and you typically would), permissions are not generally a problem.

5.9 nysqgl dbi nport — Import Object Definitions or Data into a
Database

This utility imports metadata (object definitions) or data or both for one or more databases from one or
more files.

If an object exists on the destination server with the same name as an imported object, it is dropped
first before importing the new object.

To skip objects by type, use the - - ski p option with a list of the objects to skip. This enables you to
extract a particular set of objects, say, for importing only events (by excluding all other types). Similarly,
to skip creation of UPDATE statements for BLOB data, specify the - - ski p- bl obs option.

To specify the input format, use one of the following values with the - - f or mat option. These
correspond to the output formats of the nysql dbexport utility:

» sql (default)

Input consists of SQL statements. For definitions, this consists of the appropriate CREATE and
GRANT statements. For data, this is an INSERT statement (or bulk insert if the - - bul k-i nsert
option is specified).
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e grid

Display output in grid or table format like that of the nysql client command-line tool.
e CSV

Input is formatted in comma-separated values format.
e raw_csv

Input is a simple CSV file containing uniform rows with values separated with commas. The file can
contain a header (the first row) that lists the table columns. The option - - t abl e is required to use
this format.

» tab
Input is formatted in tab-separated format.
* vertical

Display output in single-column format like that of the \ Gcommand for the nysql client command-
line tool.

To indicate that input in csv or tab format does not contain column headers, specify the - - no-
header s option.

To turn off all feedback information, specify the - - qui et option.

By default, the utility creates each table on the destination server using the same storage engine as
the original table. To override this and specify the storage engine to use for all tables created on the
destination server, use the - - new st or age- engi ne option. If the destination server supports the
new engine, all tables use that engine.

To specify the storage engine to use for tables for which the destination server does not support the
original storage engine on the source server, use the - - def aul t - st or age- engi ne option.

The - - new st or age- engi ne option takes precedence over - - def aul t - st or age- engi ne if both
are given.

If the - - new- st or age- engi ne or - - def aul t - st or age- engi ne option is given and the
destination server does not support the specified storage engine, a warning is issued and the server's
default storage engine setting is used instead.

You must provide connection parameters (user, host, password, and so forth) for an account that has
the appropriate privileges to access all objects in the operation. For details, see NOTES.

If you attempt to import databases on a server with GTIDs enabled (GTID_MODE = ON), a warning will
be generated if the import file did not include the GTID statements generated by mysql dbexport.

The utility will also generate a warning if you import databases on a server without GTIDs enabled
and there are GTID statements present in the file. Use the - - ski p- gt i d option to ignore the GTID
statements.

To make the most use of GTIDs and export/import, you should export all of the databases on the
server with the - -al | option. This will generate an export file with all of the databases and the GTIDs
executed to that point. Importing this file on another server will ensure that server has all of the data as
well as all of the GTIDs recorded correctly in its logs.

OPTIONS

nmysql dbi nport accepts the following command-line options:

» --help
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Display a help message and exit.
--license

Display license information and exit.
--autocommit

Enable autocommit for data import. By default, autocommit is off and data changes are only
committed once at the end of each imported file.

--bulk-insert, -b
Use bulk insert statements for data.
--character-set=<charset>

Sets the client character set. The default is retrieved from the server variable
character_set _client.

--default-storage-engine=<def_engine>

The engine to use for tables if the destination server does not support the original storage engine on
the source server.

--drop-first, -d
Drop each database to be imported if exists before importing anything into it.
--dryrun

Import the files and generate the statements but do not execute them. This is useful for testing input
file validity.

--format=<format>, -f<format>

Specify the input format. Permitted format values are sql (default), grid, tab, csv, raw_csv, and
vertical.

--import=<import_type>, -i<import_type>
Specify the import format. Permitted format values are:

Table 5.1 mysgldbimport Import Types

Import Type Definition

defini ti ons (default) Only import the definitions (metadata) for the objects in the database
list

dat a Only import the table data for the tables in the database list

both Import both the definitions (metadata) and data

If you attempt to import objects into an existing database, the result depends on the import format.
If the format is definitions or both, an error occurs unless - - dr op- fi r st is given. If the format is
data, imported table data is added to existing table data.

--max-bulk-insert

Specify the maximum number of INSERT statements to bulk, by default 30000. This option is only
used with - - bul k-i nsert.

--multiprocess
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Specify the number of processes to concurrently import the specified files. Special values: 0
(number of processes equal to the number of detected CPUs) and 1 (default - no concurrency).
Multiprocessing works at the files level for any operating systems.

--new-storage-engine=<new_engine>

The engine to use for all tables created on the destination MySQL server.

--no-headers, -h

Input does not contain column headers. This option only applies to the csv and tab file formats.
--quiet, -q

Turn off all messages for quiet execution.

--server=<server>

Connection information for the server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--skip=<skip_objects>

Specify objects to skip in the operation as a comma-separated list (no spaces). Permitted values for
this list are; CREATE_DB, DATA, EVENTS, FUNCTIONS, GRANTS, PROCEDURES, TABLES,
TRIGGERS, and VIEWS.

--skip-blobs

Do not import BLOB data.

--skip-gtid

Skip execution of GI'l D_PURGED statements.

--skip-rpl

Do not execute replication commands.

--ssl-ca

The path to a file that contains a list of trusted SSL CAs.

--ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.

--ssl-cert
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The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

o --table=<db>,<table>
Specify the table for importing. This option is required while using - - f or nat =r aw_csv.
» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

NOTES

The login user must have the appropriate permissions to create new objects, access (read) the nysql
database, and grant privileges. If a database to be imported already exists, the user must have read
permission for it, which is needed to check the existence of objects in the database.

Actual privileges needed may differ from installation to installation depending on the security privileges
present and whether the database contains certain objects such as views or events and whether binary
logging is enabled.

Some combinations of the options may result in errors during the operation. For example, excluding
tables but not views may result in an error when a view is imported.

The - - new st or age- engi ne and - - def aul t - st or age- engi ne options apply to all destination
tables in the operation.

Forthe - -f ormat and - - i nport options, the permitted values are not case sensitive. In addition,
values may be specified as any unambiguous prefix of a valid value. For example, - - f or mat =g
specifies the grid format. An error occurs if a prefix matches more than one valid value.

When importing data and including the GTID commands, you may encounter an error similar to
"GTID_PURGED can only be set when GTID_EXECUTED is empty". This occurs because the
destination server is not in a clean replication state. To solve this problem, you can issue a "RESET
MASTER" command on the destination prior to executing the import.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
nmy_print _defaul ts tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

Keep in mind that you can only take advantage of multiprocessing if your system has multiple CPUs
available for concurrent execution. Also note that multiprocessing is applied at the file level for the
nysqgl dbi npor t utility, which means that only different files can be concurrently imported.

EXAMPLES

To import the metadata from the uti | _t est database to the server on the local host using a file in
CSV format, use this command:
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shel | > nysqgl dbi nport --server=root @ocal host --inport=definitions \
--format =csv data. csv

# Source on |ocal host: ... connected.

# lnmporting definitions from data.csv.

#...done.

Similarly, to import the data from the uti | _t est database to the server on the local host, importing
the data using bulk insert statements, use this command:

shel | > nysql dbi nport --server=root @ocal host --inport=data \
--bul k-insert --format=csv data.csv

# Source on |ocal host: ... connected.

# lnporting data from data. csv.

#...done.

To import both data and definitions from the ut i | _t est database, importing the data using bulk insert
statements from a file that contains SQL statements, use this command:

shel | > nysqgl dbi nport --server=root @ocal host --inport=both --bulk-insert --format=sqgl data.sql
# Source on |ocal host: ... connected.

# I nmporting definitions and data from data. sql .

#...done.

PERMISSIONS REQUIRED

You also need permissions to create the new data directory and write data to it.

5.10 nysql di f f — Identify Differences Among Database Objects

This utility reads the definitions of objects and compares them using a diff-like method to determine
whether they are the same. The utility displays the differences for objects that are not the same.

Use the notation db1: db2 to name two databases to compare, or, alternatively just dbl to compare
two databases with the same name. The latter case is a convenience notation for comparing same-
named databases on different servers.

The comparison may be executed against two databases of different names on a single server by
specifying only the - - ser ver 1 option. The user can also connect to another server by specifying the
- - server 2 option. In this case, dbl is taken from serverl and db2 from server2.

When a database pair is specified, all objects in one database are compared to the corresponding
objects in the other. Objects not appearing in either database produce an error.

To compare a specific pair of objects, add an object name to each database name using the db.obj
format. For example, use the db1. obj 1: db2. obj 2 format to compare two named objects, or
db1.objl to compare an object with the same name in databases with the same name. It is not legal
to mix a database name with an object name. For example, db1. obj 1: db2 and db1: db2. obj 2 are
illegal formats.

The comparison may be run against a single server for comparing two databases of different names
on the same server by specifying only the - - ser ver 1 option. Alternatively, you can also connect to
another server by specifying the - - ser ver 2 option. In this case, the first object to compare is taken
from serverl and the second from server2.

By default, the utility generates object differences as a difference report. However, you can generate

a transformation report containing SQL statements for transforming the objects for conformity instead.
Use the 'sql' value for the - - di f f t ype option to produce a listing that contains the appropriate ALTER
commands to conform the object definitions for the object pairs specified. If a transformation cannot be
formed, the utility reports the diff of the object along with a warning statement. See important limitations
in the NOTES section.
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To specify how to display the diff styled output, use one of the following values with the - - di ff t ype
option:

 unified (default)
Display unified format output.
¢ context
Display context format output.
« differ
Display differ-style format output.
* sql
Display SQL transformation statement output.

The - - changes- f or option controls the direction of the difference (by specifying the object to be
transformed) in either the difference report (default) or the transformation report (designated with the
--di fftype=sql option). Consider the following command:

shel | > nysqgl di ff --serverl=root @ostl --server2=root @ost2 --difftype=sql \
dbl. t abl el: dbx. t abl e3

The leftmost database (db1) exists on the server designated by the - - ser ver 1 option (host 1). The
rightmost database (dbx) exists on the server designated by the - - ser ver 2 option (host 2).

» --changes-for=server 1: Produces output that shows how to make the definitions of objects on
server 1 like the definitions of the corresponding objects on ser ver 2.

» --changes-for=server 2: Produces output that shows how to make the definitions of objects on
server 2 like the definitions of the corresponding objects on ser ver 1.

The default direction is ser ver 1.

For the sql difference format, you can also see the reverse transformation by specifying the - - show-
rever se option.

The utility stops at the first occurrence of missing objects or when an object does not match. To
override this behavior, specify the - - f or ce option to cause the utility to attempt to compare all objects
listed as arguments.

OPTIONS

nysqgl di f f accepts the following command-line options:
» --help
Display a help message and exit.
» --license
Display license information and exit.
» --changes-for=<direction>

Specify the server to show transformations to match the other server. For example, to see the
transformation for transforming object definitions on serverl to match the corresponding definitions
on server2, use - - changes- f or =ser ver 1. Permitted values are serverl and server2. The default
is serverl.

115



OPTIONS

--character-set=<charset>

Sets the client character set. The default is retrieved from the server variable
character _set client.

--difftype=<difftype>, -d<difftype>

Specify the difference display format. Permitted format values are unified (default), context, differ,
and sql.

--compact

Compacts the output by reducing the control lines that are displayed in the diff results. This option
should be used together with one of the following difference types: unified or context.

--force

Do not halt at the first difference found. Process all objects to find all differences.
--quiet, -q

Do not print anything. Return only an exit code of success or failure.
--serverl=<source>

Connection information for the first server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

¢ Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

< Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--server2=<source>
Connection information for the second server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

< Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

» Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--show-reverse
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NOTES

Produce a transformation report containing the SQL statements to conform the object definitions
specified in reverse. For example, if - - changes- f or is set to serverl, also generate the
transformation for server2.

Note
@ The reverse changes are annotated and marked as comments.

» --skip-table-options

Ignore the differences between all table options, such as AUTO_INCREMENT, ENGINE, CHARSET,
etc.). A warning is issued if the - - ski p-t abl e- opti ons option is used and table option
differences are found.

» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
» --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-cert
The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

* --version
Display version information and exit.
+ --width=<number>

Change the display width of the test report. The default is 75 characters.
NOTES

You must provide connection parameters (user, host, password, and so forth) for an account that has
the appropriate privileges to access all objects to be compared.

The SQL transformation feature has these known limitations:

* When tables with partition differences are encountered, the utility generates the ALTER TABLE
statement for all other changes but prints a warning and omits the partition differences.

« If the transformation detects table options in the source table (specified with the - - changes- f or
option) that are not changed or do not exist in the target table, the utility generates the ALTER
TABLE statement for all other changes but prints a warning and omits the table option differences.

» Rename for events is not supported. This is because mysql di f f compares objects by name. In this
case, depending on the direction of the diff, the event is identified as needing to be added or a DROP
EVENT statement is generated.
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» Changes in the definer clause for events are not supported.
* SQL extensions specific to MySQL Cluster are not supported.

For the - - di f f t ype option, the permitted values are not case sensitive. In addition, values may be
specified as any unambiguous prefix of a valid value. For example, - - di f f t ype=d specifies the differ
type. An error occurs if a prefix matches more than one valid value.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print _defaul t s tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

If any database object identifier specified as an argument contains special characters or is a

reserved word, then it must be appropriately quoted with backticks (°). In turn, names quoted

with backticks must also be quoted with single or double quotes depending on the operating

system, i.e. (") in Windows or (') in non-Windows systems, in order for the utilities to read

backtick quoted identifiers as a single argument. For example, to show the difference between

table weird tablel from database weird db.name and table weird table2 from database

other:weird db.name, the objects pair must be specified using the following syntax (in non-Windows):
"“weirddb.name’.’weird "tablel’:’other:weird "db.name’."weird "table2™.

EXAMPLES

To compare the enpl oyees and enp databases on the local server, use this command:

shel | > nysqgl di ff --serverl=root @ocal host enpl oyees: enpl

# serverl on local host: ... connected.
WARNI NG bj ects in serverl: enpl oyees but not in server2:enpl:
EVENT: el

Conpare failed. One or nore differences found.

shel | > nysqgl di ff --serverl=root @ ocal host \
enpl oyees. t1l:enpl.t1l enpl oyees.t3: enpl.t3

# serverl on |local host: ... connected.
# Conparing enployees.t1l to enpl.tl [ PASS]
# serverl on |local host: ... connected.
# Conparing enpl oyees.t3 to enpl.t3 [ PASS]

Success. All objects are the sane.

shel | > nysqgl di ff --serverl=root @ ocal host \
enpl oyees. sal ari es: enpl. salaries --differ

# serverl on |ocal host: ... connected.
# Conparing enpl oyees.sal aries to enpl.salaries [ FAI L]
# (bject definitions are not the sane:
CREATE TABLE "sal aries’ (
“enp_no’ int(11) NOT NULL,
“salary’ int(11) NOT NULL,
“fromdate date NOT NULL,
“to_date’ date NOT NULL,
PRI MARY KEY (" enp_no , fromdate’),
KEY “enp_no" ( enp_no)
- ) ENG NE=I nnoDB DEFAULT CHARSET=| ati nl
? ANNANAN
+ ) ENG NE=Myl SAM DEFAULT CHARSET=l ati nl
? +4+ AANA

Conpare failed. One or nore differences found.

The following examples show how to generate a transformation report. Assume the following object
definitions:

Host1:
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CREATE TABLE dbl.tablel (numint, msc char(30));

Host2:

CREATE TABLE dbx.tabl e3 (numint, notes char(30), misc char(55));

To generate a set of SQL statements that transform the definition of db1. t abl el to dbx. t abl e3,
use this command:

shel | > nysql di ff --serverl=root @ostl --server2=root @ost2 \
--changes-for=serverl --difftype=sqgl \
dbl. t abl el: dbx. t abl e3

# serverl on hostl: ... connected.
# server2 on host2: ... connected.
# Conparing dbl.tablel to dbx.table3 [ FAI L]

# Transformation statenents:

ALTER TABLE dbl.tabl el
ADD COLUMN not es char (30) AFTER a,
CHANGE COLUWN ni sc mi sc char (55);

Conpare failed. One or nore differences found.

To generate a set of SQL statements that transform the definition of dbx. t abl e3 to db1l. t abl el,
use this command:

shel | > nysql di ff --serverl=root @ostl --server2=root @ost2 \
--changes-for=server2 --difftype=sql \
db1. t abl el: dbx. t abl e3

# serverl on hostl: ... connected.
# server2 on host2: ... connected.
# Conparing dbl.tablel to dbx.table3 [ FAI'L]

# Transformation statenents:

ALTER TABLE dbx. t abl e3
DROP COLUMWN not es,
CHANGE COLUWN mi sc misc char(30);

Conpare failed. One or nore differences found.

To generate a set of SQL statements that transform the definitions of dbx. t abl e3 and db1. t abl el
in both directions, use this command:

shel | > nysql di ff --serverl=root @ostl --server2=root @ost2 \
--showreverse --difftype=sqgl \
dbl. t abl el: dbx. t abl e3

serverl on hostl: ... connected.

server2 on host2: ... connected.

Conparing dbl.tablel to dbx.table3 [ FAI L]
Transformati on statenents:

H* R HH

# --destination=server1:

ALTER TABLE db1l.tabl el
ADD COLUMN not es char (30) AFTER a,
CHANGE COLUWN ni sc misc char (55);

# --destinati on=server2:

# ALTER TABLE dbx. t abl e3

# DROP COLUWN not es,

#  CHANGE COLUMN misc misc char(30);

Conpare failed. One or nore differences found.
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PERMISSIONS REQUIRED

The user must have SELECT privileges for both objects on both servers as well as SELECT on the
mysql database.

5.11 nysqgl di skusage — Show Database Disk Usage

This utility displays disk space usage for one or more databases. The utility optionally displays
disk usage for the binary log, slow query log, error log, general query log, relay log, and InnoDB
tablespaces. The default is to only show database disk usage.

If the command-line lists no databases, the utility shows the disk space usage for all databases.
Sizes displayed without a unit indicator (such as MB) are in bytes.

The utility determines the location of the data directory by requesting it from the server. For a local
server, the utility obtains size information directly from files in the data directory and InnoDB home
directory. In this case, you must have file system access to read those directories. Disk space usage
shown includes the sum of all storage engine- specific files such as the .MYI and .MYD files for
MyISAM and the tablespace files for InnoDB.

If the file system read fails, or if the server is not local, the utility cannot determine exact file sizes.
It is limited to information that can be obtained from the system tables, which therefore should be
considered an estimate. For information read from the server, the account used to connect to the
server must have the appropriate permissions to read any objects accessed during the operation.

If information requested requires file system access but is not available that way, the utility prints a
message that the information is not accessible. This occurs, for example, if you request log usage but
the server is not local and the log files cannot be examined directly.

To specify how to display output, use one of the following values with the - - f or mat option:
» grid (default)
Display output in grid or table format like that of the nysql client command-line tool.
e CSV
Display output in comma-separated values format.
* tab
Display output in tab-separated format.
* vertical

Display output in single-column format like that of the \ Gcommand for the nmysqgl client command-
line tool.

To turn off the headers for grid, csv, or tab display format, specify the - - no- header s option.

OPTIONS

nmysqgl di skusage accepts the following command-line options:
* --help

Display a help message and exit.
+ --license

Display license information and exit.

120



OPTIONS

--all, -a

Display all disk usage. This includes usage for databases, logs, and InnoDB tablespaces.
--binlog, -b

Display binary log usage.

--empty, -m

Include empty databases.

--format=<format>, -f<format>

Specify the output display format. Permitted format values are grid, csv, tab, and vertical. The
default is grid.

--innodb, -i

Display InnoDB tablespace usage. This includes information about the shared InnoDB tablespace as
well as .idb files for InnoDB tables with their own tablespace.

--logs, -l

Display general query log, error log, and slow query log usage.

--no-headers, -h

Do not display column headers. This option applies only for grid, csv, and tab output.
--quiet, -q

Suppress informational messages.

--relaylog, -r

Display relay log usage.

--server=<server>

Connection information for the server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

« Use login-paths from your . nmyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--ssl-ca
The path to a file that contains a list of trusted SSL CAs.
--ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
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» --ssl-cert
The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

e --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

* --version
Display version information and exit.

For the - - f or mat option, the permitted values are not case sensitive. In addition, values may be
specified as any unambiguous prefix of a valid value. For example, - - f or mat =g specifies the grid
format. An error occurs if a prefix matches more than one valid value.

NOTES

You must provide connection parameters (user, host, password, and so forth) for an account that has
the appropriate privileges for all objects accessed during the operation.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print _defaul t s tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

EXAMPLES

To show only the disk space usage for the enpl oyees and t est databases in grid format (the
default), use this command:

shel | > nysqgl di skusage --server=root @ocal host enpl oyees test

# Source on | ocal host: ... connected.
# Dat abase total s:

Fommmmmeeao- dommm e ao- +

| db_nane total |

| test 4,096 |

Tot al dat abase di sk usage = 205, 983, 744 bytes or 196.00 MB

#...done.

To see all disk usage for the server in CSV format, use this command:

shel | > nysqgl di skusage --server=root @ocal host --format=csv -a -vv
# Source on |ocal host: ... connected.

# Dat abase totals:

db_nane, db_di r _si ze, data_si ze, mi sc_fil es, t ot al
test1,0,0,0,0

dbh3,0,0,0,0

db2,0,0,0,0

db1,0,0,0,0

backup_t est, 19410, 1117, 18293, 19410

enpl oyees, 242519463, 205979648, 242519463, 448499111
nysql , 867211, 657669, 191720, 849389
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t1, 9849, 1024, 8825, 9849

test, 56162, 4096, 52066, 56162

util _test_a, 19625, 2048, 17577, 19625
util _test_b, 17347,0, 17347, 17347
util _test_c, 19623, 2048, 17575, 19623

Tot al dat abase di sk usage = 449, 490, 516 bytes or 428.00 MB

# Log information.
# The general |log is turned off on the server.
# The slow query_log is turned off on the server.

# binary log information

Current binary log file = ./mysql - bi n. 000076
log_file,size

/ dat a/ nysql - bi n. 000076, 125

/ dat a/ nysql - bi n. 000077, 125

/ dat a/ nysql - bi n. 000078, 556

/ dat a/ nysql - bi n. 000079, 168398223

/ dat a/ nysql - bi n. i ndex, 76

Total size of binary |ogs = 168, 399, 105 bytes or 160.00 MB

# Server is not an active slave - no relay |log infornation
# 1 nnoDB t abl espace infornation

I nnoDB_fil e, size,type, specification
/data/ib_l ogfil e0, 5242880, 1 0g fil e,
/datal/ib_logfil el, 5242880,1 09 file,

/ dat a/ i bdat al, 220200960, shar ed t abl espace, i bdat al: 210M

/ dat a/ i bdat a2, 10485760, shar ed t abl espace, i bdat a2: 10M aut oext end
/ dat a/ enpl oyees/ depart nments. i bd, 114688, fil e tabl espace

/ dat a/ enpl oyees/ dept _enp. i bd, 30408704, fil e tabl espace

/ dat a/ enpl oyees/ dept _manager . i bd, 131072, fi |l e t abl espace

/ dat a/ enpl oyees/ enpl oyees. i bd, 23068672, fi |l e t abl espace

/ dat a/ enpl oyees/ sal ari es. i bd, 146800640, fi |l e t abl espace

/ dat a/ enpl oyees/titl es.ibd, 41943040, fil e tabl espace

Total size of InnoDB files = 494, 125, 056 bytes or 471.00 MB

#...done.

PERMISSIONS REQUIRED

The user must have permissions to read the data directory or use an administrator or super user (sudo)
account to obtain access to the data directory.

5.12 nysqgl f ai | over — Automatic replication health monitoring
and failover

This utility permits users to perform replication health monitoring and automatic failover on a replication
topology consisting of a master and its slaves. The utility is designed to run interactively or continuously
refreshing the health information at periodic intervals. Its primary mission is to monitor the master for
failure and when a failure occurs, execute failover to the best slave available. The utility accepts a list
of slaves to be considered the candidate slave.

This utility is designed to work exclusively for servers that support global transaction identifiers (GTIDs)
and have gti d_node=0N. MySQL server versions 5.6.5 and higher support GTIDs. See Replication
with Global Transaction Identifiers for more information.

The user can specify the interval in seconds to use for detecting the master status and generating the
health report using the - - i nt er val option. At each interval, the utility will check to see if the server is
alive via a ping operation followed by a check of the connector to detect if the server is still reachable.
The ping operation can be controlled with the - - pi ng option (see below).

If the master is found to be offline or unreachable, the utility will execute one of the following actions
based on the - - f ai | over - node option value. The available values are:
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« auto (default): Execute automatic failover to the list of candidates first and if no slaves are viable,
continue to locate a viable candidate from the list of slaves. If no slaves are found to be a viable
candidate, the utility will generate and error and exit.

Once a candidate is found, the utility will conduct failover to the best slave. The command will test
each candidate slave listed for the prerequisites. Once a candidate slave is elected, it is made a
slave of each of the other slaves thereby collecting any transactions executed on other slaves but not
the candidate. In this way, the candidate becomes the most up-to-date slave.

« elect: This mode is the same as auto, except if no candidates specified in the list of candidate slaves
are viable, then it does not check the remaining slaves, and instead generates an error and then
exits.

« fail: This mode produces an error and does not failover when the master is downed. This mode is
used to provide periodic health monitoring without the failover action taken.

For all options that permit specifying multiple servers, the options require a comma-separated list of
connection parameters in the following form (where the password, port, and socket are optional).:

<*user *>[ : <*passwd*>] @*host *>[ : <*port*>] [ : <*socket*>] or
<*| ogi n- pat h*>[: <*port*>] [ : <*socket *>]

The utility permits users to discover slaves connected to the master. In order to use the discover slaves
feature, all slaves must use the --report-host and --report-port startup variables to specify the correct
hostname and port of the slave. If these are missing or report the incorrect information, the slave's
health may not be reported correctly or the slave may not be listed at all. The discover slaves feature
ignores any slaves to which it cannot connect.

The discover slaves feature is run automatically on each interval.

The utility permits the user to specify an external script to execute before and after the switchover
and failover commands. The user can specify these with the - - exec- bef or e and - - exec-after
options. The return code of the script is used to determine success thus each script must report 0
(success) to be considered successful. If a script returns a value other than 0, the result code is
presented in an error message.

The utility also permits the user to specify a script to be used for detecting a downed master or an
application-level event to trigger failover. This can be specified using the - - exec-f ai | - check option.
The return code for the script is used to invoke failover. A return code of 0 indicates failover should not
take place. A return code other than 0 indicates failover should take place. This is checked at the start
of each interval if a script is supplied. The timeout option is not used in this case and the script is run
once at the start of each interval.

The utility permits the user to log all actions taken during the commands. The - - | og option requires a
valid path and file name of the file to use for logging operations. The log is active only when this option
is specified. The option - - | 0g- age specifies the age in days that log entries are kept. The default is
seven (7) days. Older entries are automatically deleted from the log file (but only if the - - | og option is
specified).

The format of the log file includes the date and time of the event, the level of the event (informational -
INFO, warning - WARN, error - ERROR, critical failure - CRITICAL), and the message reported by the
utility.

The interface provides a number of options for displaying additional information. You can choose to
view the replication health report (default), or choose to view the list of GTIDs in use, the UUIDs in use,
or view the log file contents if logging is enabled. Each of these reports is described below.

» health Display the replication health of the topology. This report is the default view for the interface.
By default, this includes the host name, port, role (MASTER or SLAVE) of the server, state of the
server (UP =is connected, WARN = not connected but can ping, DOWN = not connected and cannot
ping), the GTID_MODE, and health state.
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The master health state is based on the following: if GTID_MODE=0N, the server must have the
binary log enabled, and a user must exist with the REPLICATE SLAVE privilege.

The - - seconds- behi nd option is used to detect when a slave is behind the master. It allows users
to set a threshold for reporting purposes only. It does not apply to slave candidacy or selection during
failover.

The slave health state is based on the following: the IO_THREAD and SQL_THREADS must be
running, it must be connected to the master, there are no errors, the slave delay for non-GTID
enabled scenarios is not more than the threshold provided by the - - max- posi t i on and the slave
is reading the correct master log file, and slave delay is not more than the - - seconds- behi nd
threshold option.

At each interval, if the discover slaves option was specified at startup and new slaves are
discovered, the health report is refreshed.

 gtid: Display the master's list of executed GTIDs, contents of the GTID variables;
@& OBAL. GTI D_EXECUTED, @5 OBAL. GTI D_PURGED, and @=L OBAL. GTI D_OANED. Thus, you
can toggle through the four screens by pressing the 'G key.

» UUID: Display universally unique identifiers (UUIDs) for all servers.

» Log: This option displays the contents of the log file, which only visible if the - - | og option is
specified. This can be helpful to see when failover occurred, and which actions or messages were
recorded at the time.

The user interface is designed to match the size of the terminal window in which it is run. A refresh
option is provided to permit users to resize their terminal windows or refresh the display at any time.
However, the interface will automatically resize to the terminal window on each interval.

The interface will display the name of the utility, the master's status including binary log file, position,
and filters as well as the date and time of the next interval event.

The interface will also permit the user to scroll up or down through a list longer than what the terminal
window permits. When a long list is presented, the scroll options become enabled. The user can scroll
the list up with the up arrow key and down with the down arrow key.

Use the - - ver bose option to see additional information in the health report and additional messages
during failover.

The utility supports two modes of operation. The default mode, running as a console, works as
described above. An additional mode that permits you to run the utility as a daemon is provided for
POSIX platforms.

When run as a daemon, the utility does not have interactivity. However, all events are written to the log
file. You can control what is written to the log by using the - - r eport - val ues option.

To run the utility as a daemon, use the - - daenon option. There are four commands that can be used
in - - daenon option. These include:

» start
Starts the daemon. The - - | og option is required.
* stop

Stops the daemon. If you used the option - - pi df i | e, the value must be the same when starting the
daemon.

* restart

125



OPTIONS

Restarts the daemon. If you used the option - - pi df i | e, the value must be the same when starting
the daemon.

nodetach

Starts the daemon, but it will not detach the process from the console. The - - | og option is required.

OPTIONS

nmysql f ai | over accepts the following command-line options:

--help

Display a help message and exit.

--license

Display license information and exit.
--candidates=<candidate slave connections>

Connection information for candidate slave servers. Valid only with failover command. List multiple
slaves in comma-separated list.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

< Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

* Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--daemon=<command>

Run as a daemon. The conmand can be st art (start daemon), st op (stop daemon), r est ar t
(stop then start the daemon) or nodet ach (start but do not detach the process). This option is only
available for POSIX systems.

--discover-slaves-login=<user:password>

At startup, query master for all registered slaves and use the user name and password specified to
connect. Supply the user and password in the form <user>[:<passwd>] or <login-path>. For example,
--discover=joe:secret will use 'joe' as the user and 'secret' as the password for each discovered
slave.

--exec-after=<script>

Name of script to execute after failover or switchover. Script name may include the path.
--exec-before=<script>

Name of script to execute before failover or switchover. Script name may include the path.

--exec-fail-check=<script>
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Name of script to execute on each interval to invoke failover.

--exec-post-failover=<script>

Name of script to execute after failover is complete and the utility has refreshed the health report.
--failover-mode=<mode>, -f <mode>

Action to take when the master fails. 'auto’ = automatically fail to best slave, 'elect’ = fail to candidate
list or if no candidate meets criteria fail, 'fail' = take no action and stop when master fails. Default =
‘auto’.

--force

Override the registration check on master for multiple instances of the console monitoring the same
master. See notes.

--interval=<seconds>, -i <seconds>

Interval in seconds for polling the master for failure and reporting health. Default = 15 seconds.
Minimum is 5 seconds.

--log=<log_file>
Specify a log file to use for logging messages
--log-age=<days>

Specify maximum age of log entries in days. Entries older than this will be purged on startup. Default
=7 days.

--master=<connection>
Connection information for the master server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

« Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

» Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--max-position=<position>

Used to detect slave delay. The maximum difference between the master's log position and the
slave's reported read position of the master. A value greater than this means the slave is too far
behind the master. Default = 0.

--pedantic, -p

Used to stop failover if some inconsistencies are found, such as errant transactions on slaves or SQL
thread errors, during server checks. By default, the utility only generates warnings if issues are found
when checking a slave's status during failover, and it will continue its execution unless this option is
specified.
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--pidfile=<pidfile>

Pidfile for running nysql f ai | over as a daemon. This file contains the PID (process identifier),
that uniquely identifies a process. It is needed to identify and control the process forked by
nysql fail over.

--ping=<number>

Number of ping attempts for detecting a downed server. Default is 3 seconds.

Note
@ On some platforms, this is the same as number of seconds to wait for ping to
return.

--report-values=<report_values>

Report values used in mysglfailover running as a daemon. It can be health, gtid or uuid. Multiple
values can be used separated by commas.

 health
Display the replication health of the topology.
e gtid

Display the master's list of executed GTIDs, contents of the GTID variables;
@A OBAL. GTI D_EXECUTED, @@L OBAL. GTI D_PURGED and @5 OBAL. GT1 D_OANED.

* uuid

Display universally unique identifiers (UUIDs) for all servers.
Default = health.
--rpl-user=:<replication_user>

The user and password for the replication user requirement, in the form: <user>[:<password>] or
<login-path>. E.g. rpl:passwd

Default = None.
--script-threshold=<return_code>

Value for external scripts to trigger aborting the operation if result is greater than or equal to the
threshold.

Default = None (no threshold checking).
--seconds-behind=<seconds>

Used to detect slave delay (only for health reporting purposes). The maximum number of seconds
behind the master permitted before slave is considered behind the master in the health report state.
Default = 0.

--slaves=<slave connections>

Connection information for slave servers. List multiple slaves in comma-separated list. The list will be
evaluated literally whereby each server is considered a slave to the master listed regardless if they
are a slave of the master.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
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this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nmyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
» --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
e --ssl-key
The name of the SSL key file to use for establishing a secure connection.
» --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

* --timeout=<seconds>

Maximum timeout in seconds to wait for each replication command to complete. For example,
timeout for slave waiting to catch up to master.

Default = 3.
e --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

NOTES

The login user must have the appropriate permissions for the utility to check servers and monitor
their status (e.g., SHOW SLAVE STATUS, SHOW MASTER STATUS). The user must also

have permissions to execute the failover procedure (e.g., STOP SLAVE, START SLAVE,
WAIT_UNTIL_SQL_THREAD_AFTER_GTIDS, CHANGE MASTER TO ...). Lastly, the user must
have the REPLICATE SLAVE privilege for slaves to connect to their master. The same permissions
are required by the failover utility for master and slaves in order to run successfully. In particular,
users connected to slaves, candidates and master require SUPER, GRANT OPTION, REPLICATION
SLAVE, RELOAD, DROP, CREATE, INSERT and SELECT privileges.

The DROP, CREATE, INSERT and SELECT privileges are required to register the failover instance
on the initial master or the new master (after a successful failover). Therefore, since any slave can
become the new master, slaves and candidates also require those privileges. The utility checks
permissions for the master, slaves, and candidates at startup.
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At startup, the console will attempt to register itself with the master. If another console is already
registered, and the failover mode is auto or elect, the console will be blocked from running failover.
When a console quits, it unregisters itself from the master. If this process is broken, the user may
override the registration check by using the - - f or ce option.

Mixing IP and hostnames is not recommended. The replication-specific utilities will attempt to compare
hostnames and IP addresses as aliases for checking slave connectivity to the master. However, if your
installation does not support reverse name lookup, the comparison could fail. Without the ability to

do a reverse name lookup, the replication utilities could report a false negative that the slave is (not)
connected to the master.

For example, if you setup replication using MASTER_HOST=ubuntu.net on the slave and later connect
to the slave with mysqlrplcheck and have the master specified as --master=192.168.0.6 using the valid
IP address for ubuntu.net, you must have the ability to do a reverse name lookup to compare the IP
(192.168.0.6) and the hostname (ubuntu.net) to determine if they are the same machine.

Similarly, in order to avoid issues mixing local IP '127.0.0.1" with 'localhost’, all the addresses
'127.0.0.1" will be internally converted to 'localhost' by the utility. Nevertheless, It is best to use the
actual hostname of the master when connecting or setting up replication.

The utility will check to see if the slaves are using the option --master-info-repository=TABLE. If they
are not, the utility will stop with an error.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print_defaults tools which is required to read the login-path values from the login configuration file
(.mylogin.cnf).

The console creates a special table in the mysql database that is used to keep track of which instance
is communicating with the master. If you use the - - f or ce option, the console will remove the rows in
this table. The table is constructed with:

CREATE TABLE | F NOT EXI STS nysql . fail over_consol e (host char(30), port char(10))

When the console starts, a row is inserted containing the hostname and port of the master. On startup,
if a row matches these values, the console will not start. If you use the - - f or ce option, the row is
deleted.

When running the utility using the - - daenon=nodet ach option, the - - pi df i | e option can be
omitted. It will be ignored if used.

When using the external scripts, the following parameters are passed in the order shown.

For example, suppose you have a script named 'run_before.sh' and you specify that you want it
executing before the failover is performed (using the - - exec- bef or e option). Further, let us assume
the master MySQL Server is using port 3306 on the host ‘hostl’ and the MySQL Server that will
become the new master is using port 3308 on host ‘can_host2'. The script would therefore be invoked
in the following manner.

% run_before. sh host1l 3306 can_host2 3308

Table 5.2 External Script Parameters

MySQL Failover Option Parameters Passed to External Script

--exec- before master host, master port, candidate host, candidate port
--exec-after new master host, new master port

--exec-fail-check master host, master port

--exec-post-failover old master host, old master port, new master host, new master port
(no errors during failover)
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MySQL Failover Option Parameters Passed to External Script

--exec-post-failover old master host, old master port
(errors during failover)

EXAMPLES

To launch the utility, you must specify at a minimum the - - mast er option and either the - -

di scover - sl aves-1 ogi n option or the - - sl aves option. The - - di scover - sl aves-1 ogin
option can be used in conjunction with the - - sl aves option to specify a list of known slaves (or slaves
that do not report their host and IP) and to discover any other slaves connected to the master.

An example of the user interface and some of the report views are shown in the following examples.

STATUS view. If there are multiple GTIDs listed, the utility shall display [ . . . ]
to indicate there are additional GTIDs to view. You can view the complete list of

Note
@ The "GTID Executed Set" will display the first GTID listed in the SHOW MASTER
GTIDs on the GTID display screens.

The default interface will display the replication health report like the following. In this example the log
file is enabled. A sample startup command is shown below:

shel | > nysql fail over --master=root@ocal host: 3331 --di scover-slaves-|ogi n=root --1o0g=log.txt

MySQL Replication Mnitor and Failover Utility
Fai | over Mode = auto Next Interval = Mon Mar 19 15:56:03 2012

Mast er | nfornation

Binary Log File Position Binlog Do DB Binlog_Ignore DB
nysql - bi n. 000001 571

GTI D Execut ed Set
2A67DE0O- 2DA1- 11E2- A711- 00764F2BE9OF: 1-7 [...]

Replication Health Status

Fommmmmmeaa - +ooemm- Fommeeema D Fommmmmmeaa o Fommm e s +
| host | port | role | state | gtid_node | health |
Fommmmmmeaa - +ooemm- Fommeeema D Fommmmmmeaa o Fommm e s +
| localhost | 3331 | MASTER | UP | ON | oK |
| localhost | 3332 | SLAVE | UP | ON | oK |
| localhost | 3333 | SLAVE | UP | ON | oK |
| localhost | 3334 | SLAVE | UP | ON | oK |
Fommmmmmeaa - +ooemm- Fommeeema D Fommmmmmeaa o Fommm e s +

Qquit Rrefresh Hhealth GGIID Lists UUUU Ds L-1o0g entries
Press Q to exit the utility, R to refresh the current display, and H returns to the replication health report.

Press G key to show a GTID report similar to the following. The first page shown is the master's
executed GTID set:

MySQL Replication Mnitor and Failover Utility
Fai | over Mbde = auto Next Interval = Mon Mar 19 15:59: 33 2012

Mast er | nformation

Binary Log File Position Binlog_Do_DB Binlog_Ignore_DB
nmysql - bi n. 000001 571

GTI D Execut ed Set
2A67DEQ0- 2DA1- 11E2- A711- 00764F2BE9OF: 1-7 [...]

Mast er GTI D Execut ed Set
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| 2A67DEOO- 2DA1- 11E2- A711- 00764F2BE9OF: 1-7 |
| 5503D37E- 2DB2- 11E2- A781- 8077D4C14B33: 1-3 |

Qquit Rrefresh Hhealth GGIID Lists U UU Ds L-1og entries Up| Down-scroll
Continuing to press G key cycles through the three GTID lists.

If the list is longer than the screen permits as shown in the example above, the scroll up and down help
is also shown. In this case, press the down arrow key to scroll down.

Press U to view the list of UUIDs used in the topology, for example:

MySQL Replication Mnitor and Failover Utility
Fai | over Mbde = auto Next Interval = Mon Mar 19 16:02: 34 2012

Mast er | nformation

Binary Log File Position Binlog Do DB Binlog_Ignore_ DB
nmysql - bi n. 000001 571

GTI D Execut ed Set
2A67DEQO- 2DA1- 11E2- A711- 00764F2BE9OF: 1-7 [...]

UUl Ds

mocccoocooos fmooccos ooccocosao mocccoocococooccoococosoSocooocooosooooo +
| host | port | role | uuid |
mocccoocooos fmooccos ooccocosao mocccoocococooccoococosoSocooocooosooooo +
| localhost | 3331 | MASTER | 55c65a00- 71fd-11el- 9f 80- ac64ef 85c961 |
| localhost | 3332 | SLAVE | 5dd30888-71fd-11lel- 9f 80-dc242138b7ec |
| localhost | 3333 | SLAVE | 65cchb38-71fd-11el- 9f 80- bda8146bdbOa |
| localhost | 3334 | SLAVE | 6dd6abf4-71fd-11el- 9f 80- d406a0117519 |
mocccoocooos fmooccos ooccocosao mocccoocococooccoococosoSocooocooosooooo +

Qquit Rrefresh Hhealth GGIID Lists UUUU Ds L-1o0g entries

If, once the master is detected as down and failover mode is auto or elect and there are viable
candidate slaves, the failover feature will engage automatically and the user will see the failover
messages appear. When failover is complete, the interface returns to monitoring replication health after
5 seconds. The following shows an example of failover occurring.:

Fai | over starting...

# Candi date sl ave | ocal host: 3332 will becone the new naster.
# Preparing candi date for fail over.

# Creating replication user if it does not exist.
# St oppi ng sl aves.

# Perform ng STOP on all sl aves.

# Switchi ng slaves to new naster.

# Starting sl aves.

# Perform ng START on all sl aves.

# Checking slaves for errors.

# Fail over conpl ete.

# Di scovering slaves for master at |ocal host: 3332

Fai | over console will restart in 5 seconds.

After the failover event, the new topology is shown in the replication health report.:

MySQL Replication Mnitor and Failover Utility
Fai | over Mbde = auto Next Interval = Mon Mar 19 16:05:12 2012

Mast er | nformation

Binary Log File Position Binlog_Do_DB Binlog_I|gnore_DB
nmysql - bi n. 000001 1117

GTl D Execut ed Set
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2A67DEOO- 2DA1- 11E2- A711- 00764F2BE9OF: 1-7 [...]

UUI Ds

Fommmmmeeaaaa +emmmm - m Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +
| host | port | role | state | gtid_node | health |
Fommmmmeeaaaa +emmmm - m Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +
| localhost | 3332 | MASTER | UP | ON | oK |
| localhost | 3333 | SLAVE | UP | ON | oK |
| localhost | 3334 | SLAVE | UP | ON | oK |
Fommmmmeeaaaa +emmmm - m Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +

Qquit Rrefresh Hhealth GGIID Lists U UU Ds L-1og entries

Pressing L with the - - | og option specified causes the interface to show the entries in the log file, such
as:

MySQL Replication Mnitor and Failover Utility
Fai | over Mbde = auto Next Interval = Mon Mar 19 16: 06: 13 2012

Mast er | nformation

Binary Log File Position Binlog_Do_DB Binlog_I|gnore_DB
nmysql - bi n. 000001 1117

GTI D Execut ed Set
2A67DEQ0- 2DA1- 11E2- A711- 00764F2BE9OF: 1-7 [...]

2012-03-19 15:55:33 PM
2012-03-19 15:55:33 PM

| I NFO Fai | over consol e started. .. |
| I NFO Fai | over nbde = auto. .. |
| 2012-03-19 15:55:33 PM INFO CGetting health for master: |ocal hos ... |
| 2012-03-19 15:55:33 PM I NFO Master status: binlog: nmysql-bin.00 ... |
S S I 5 S S o S S S S s S e e e s 8 5 5 5 5 S e e e S S Secs

Qquit Rrefresh Hhealth GGIID Lists U UU Ds L-1og entries Up| Down-scrol |\

PERMISSIONS REQUIRED

The user must have permissions to monitor the servers on the topology and configure replication to
successfully perform the failover operation. Additional permissions are also required to register and
unregister the running mysgqlfailover instance on the master and slaves. Specifically, the login user
must have the following privileges: SUPER, GRANT OPTION, REPLICATION SLAVE, RELOAD,
DROP, CREATE, INSERT, and SELECT.

The referred permissions are required for the login users used for all servers (master, slaves and
candidates).

5.13 nysgl f r m— File reader for .frm files.

The nysql f r mutility is designed as a recovery tool that reads .frm files and produces equivalent
CREATE statements from the table definition data found in the file. In most cases, the generated
CREATE statement is usable for recreating the table on another server, or for extended diagnostics.
However, some features are not saved in the .frm files and therefore will be omitted. The exclusions
include but are not limited to:

« foreign key constraints
» auto increment number sequences

The nysql f r mutility has two modes of operation. The default mode is designed to spawn an instance
of an installed server by referencing the base directory using the - - basedi r option, or by connecting
to the server with the - - ser ver option. The process will not alter the original .frm file(s). This mode
also requires the - - por t option to specify a port to use for the spawned server. It must be different
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than the port for the installed server and no other server must be using the port. The spawned server
will be shutdown and all temporary files removed after the .frm files are read.

A diagnostic mode is available by using the - - di agnost i ¢ option. This switches the utility to read

the .frm files byte-by-byte to recover as much information as possible. The diagnostic mode has
additional limitations in that it cannot decipher character set or collation values without using an existing
server installation specified with either the - - ser ver or - - basedi r option. This can also affect the
size of the columns if the table uses multibyte characters. Use this mode when the default mode cannot
read the file, or if a MySQL server is not installed on the host.

To read .frm files, list each file as a separate argument for the utility as shown in the following
examples. You will need to specify the path for each .frm file you want to read or supply a path to a
directory and all of the .frm files in that directory will be read.

You can specify the database name to be used in the resulting CREATE statement by prepending
the .frm file with the name of the database followed by a colon. For example, oltp:t1.frm will use 'oltp’
for the database name in the CREATE statement. The optional database name can also be used with
paths. For example, /home/me/oltp:t1.frm will use 'oltp' as the database name. If you leave off the
optional database name and include a path, the last folder will be the database name. For example /
home/me/datal/tl.frm will use 'datal’ as the database name. If you do not want to use the last folder
as the database name, simply specify the colon like this: /Thome/me/datal/:t1.frm. In this case, the
database will be omitted from the CREATE statement.

OPTIONS

* --help

show the program's help page
» --license

Display license information and exit.
* --basedir=<basedir>

The base directory for the server installed. Use this or - - ser ver for the default mode.
» --diagnostic

Turn on diagnostic mode to read .frm files byte-by-byte and generate best-effort CREATE statement.
* --new-storage-engine=<engine>

Set the ENGINE= option for all .frm files read.
» --port=<port>

The port to use for the spawned server in the default mode. Must be a free port. Required for default
mode.

e --server=<server>

Connection information for a server. Use this option or - - basedi r for the default mode. If provided
with the diagnostic mode, the storage engine and character set information will be validated against
this server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.
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« Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
o --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
» --ssl-cert
The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --show-stats, -s

Show file statistics and general table information for each .frm file read.
» --start-timeout=<timeout_in_seconds>

Number of seconds to wait for spawned server to start. The default is 10 seconds.
s --user

Execute the spawned server using this user account. Permits the execution of the utility as one user
but the spawned server as another. Required if running the utility as the root user (e.g. su or sudo).

e --quiet
Turn off all messages for quiet execution except CREATE statements and errors.
» --verbose, -v

Control how much information is displayed. For example, - v = verbose, - vv = more verbose, - vvv
= debug

e --version

Show program's version number and exit

NOTES

Tables with certain storage engines cannot be read in the default mode. These include PARTITION,
PERFORMANCE_SCHEMA. You must read these with the - - di agnost i ¢ mode.

Use the - - di agnost i ¢ mode for tables that fail to open correctly in the default mode or if there is no
server installed on the host.

To change the storage engine in the CREATE statement generated for all .frm files read, use the - -
new st or age- engi ne option
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To turn off all messages except the CREATE statement and warnings or errors, use the - - qui et
option.

Use the - - show- st at s option to see file statistics for each .frm file.

If you need to run the utility with elevated privileges, use the - - user option to execute the spawned
server using a normal user account.

If you encounter connection or similar errors when running in default mode, re-run the command with
the - - ver bose option and view the output from the spawned server and repair any errors in launching
the server. If mysql f r mfails in the middle, you may need to manually shutdown the server on the port
specified with - - port .

EXAMPLES

The following example will read a single .frm file in the default mode from the current working directory
using the server installed in / usr/ | ocal / bi n/ nysql and port 3333 for the spawned server. Notice
the use of the db:table.frm format for specifying the database name for the table. The database name
appears to the left of "' and the .frm name to the right. In this case, we have database = testl and table
= city, so the CREATE statement reads CREATE TABLE test1.city.

shel | > nysqgl frm --basedir=/usr/| ocal / bin/nmysqgl testl:city.frm--port=3333
Starting the spawned server on port 3333 ... done.
Reading .frmfiles

#

#

#

# Reading the city.frmfile.

#

# CREATE statenent for city.frm
#

CREATE TABLE “testl' . city (
“city_id smallint(5) unsigned NOT NULL AUTO_| NCREMENT,
“city’ varchar(50) NOT NULL,
“country_id smallint(5) unsigned NOT NULL,
“last_update’ tinestanmp NOT NULL DEFAULT CURRENT_TI MESTAMP ON UPDATE CURRENT_TI MESTAMP,
PRI MARY KEY (“city_ id'),
KEY “idx_fk_country_id (" country_id)
) ENG NE=I nnoDB DEFAULT CHARSET=ut f 8

#...done.

The following demonstrates reading multiple .frm files in the default mode using a running server.
The .frm files are located in different folders. Notice the use of the database name option for each of
the files. The t1 file was given the database name temp1l since that is the folder in which it resides, t2
was given dbl since that was specified in the path, and t3 was not given a database name since we
used the "' without providing a database name.

shel | > nysqgl frm --server=root: pass@ ocal host: 3306 /nysql/data/templ/tl.frm\
/I nysql / data/ tenp2/ dbl:t2.frm --port=3310

Starting the spawned server on port 3333 ... done.

Reading .frmfiles

Reading the t1.frmfile.

#
#
#
#
#
#
# CREATE statenent for ./nysqgl-test/std data/frmfiles/tl.frm
#

CREATE TABLE “tenpl . t1° (

“a int(11) DEFAULT NULL
) ENG NE=My| SAM DEFAULT CHARSET=l ati nl

# Reading the t2.frmfile.

#

# CREATE statenent for ./nysqgl-test/std _data/frmfiles/t2.frm
#
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CREATE TABLE “dbl . t2 (
‘a int(11) DEFAULT NULL
) ENG NE=My| SAM DEFAULT CHARSET=l ati nl

#

# Reading the t3.frmfile.

#

# CREATE statenent for ./nysqgl-test/std data/frmfiles/t3.frm
#

CREATE TABLE “t3 (
‘a int(11) DEFAULT NULL
) ENG NE=My| SAM DEFAULT CHARSET=l ati nl

#...done.

The following demonstrates running the utility in diagnostic mode to read all of the .frm files in a
directory.

shel | > nysqgl frm --di agnostic /nysql/datal/sakila

# WARNI NG Cannot generate character set or collation names wi thout the --server option.

# CAUTI ON: The di agnostic node is a best-effort parse of the .frmfile. As such, it may not identify al
# Reading .frmfile for /nysql/data/sakila/city.frm

# The .frmfile is a TABLE.

# CREATE TABLE St at enent:

CREATE TABLE ‘city" (
‘city_id smallint(5) unsigned NOT NULL AUTO_| NCREMENT,
“city varchar(150) NOT NULL,
“country_id smallint(5) unsigned NOT NULL,
“last_update’ tinmestanp NOT NULL DEFAULT CURRENT_TI MESTAMP ON UPDATE CURRENT_TI MESTAMP,
PR MARY KEY "PRIMARY' (“city_ id)),
KEY “idx_fk country id (“country_id")
) ENG NE=I nnoDB;

#...done.

PERMISSIONS REQUIRED

The permissions for using nmysql f r mwill vary and depend entirely on how you use it. If you use the
utility to read .frm files in a protected folder like the example above (in either mode), you must have the
ability to run the spawned server with privileges that allow you to read the protected files. For example,
you could use a user account that has root-level privileges.

If you use the utility with a server connection, the user you use to connect must have the ability to read
system variables at a minimum including read access to the mysql database.

You should never use the root user to spawn the server nor should you use the mysql user when
spawning the server or running the utility.

5.14 nysqgl gr ant s — Display grants by object

Managing privileges can be a challenge. Sometimes all a DBA needs to know is which users have
access to a given list of objects such as a list of databases, tables, etc. This utility allows DBAs to see
which users have what level of access for each object listed. Objects supported include databases,
tables, functions and procedures. The utility follows the grant hierarchy within MySQL displaying global-
and object-level access GRANT statements.

Note
3 This utility was added in MySQL Utilities 1.6.0.

The utility allows the users to choose among three reports: users, user_grants and raw.

* users
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displays a list of users who have access to the list of objects
* user_grants

displays a list of users sorted by object including their access level (privileges)
e raw

display the GRANT statements that define the user's privileges

The utility also provides an optional - - pri vi | eges option that permits users to specify a list of
privileges that form the minimal set for access. The list of privileges forms a filter such that a user must
have all of the privileges specified for a specific object.

In such cases, the utility will ignore the errant privilege. For example, specifying
the SELECT privilege for a routine causes the utility to exclude it from the filter

Note
@ It is possible that the combination of specified privileges can form an invalid set.
check.

OPTIONS

nysqgl gr ant s accepts the following command-line options:
» --help

Display a help message and exit.
* --inherit-level=<level>

Specifies the inheritance level of the GRANT operations. This parameter has three options; global,
database, and object. The default value is global.

< global: (default) indicates grants shown will be at the global level, such as "GRANT ... ON *.*", All
grants are shown.

< database: indicates grants will be shown at the database level, such as "GRANT ... ON db1.*".
Global level grants are not shown.

< object: indicates grants will be shown at the object level, such as "GRANT ... ON db1.tbl1".
Database and global level grants are not shown.

This option was added in MySQL Utilities 1.6.2.
» --license

Display license information and exit.
» --privileges=<list of required privileges>

Minimum set of privileges that a user must have for any given object.
* --server=<source>

Connection information for the server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.
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« Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

< Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
» --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-key
The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --show=<output_type>
Type of report. Options include users, user_grants and raw.
» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

NOTES

To use the users value in the - - show option, you must specify at least one privilege using the - -
privil eges option.

If you specify some privileges on the --privileges option that are not valid for all the specified objects,
any that do not apply are not included in the list. For example, the SELECT privilege will be ignored for
stored routines and the EXECUTE privilege will be ignored for tables but both will be taken into account
for databases.

EXAMPLES

Check the grantees and respective privileges over different object types: databases, tables, procedures
and functions.

shel | > nysqgl grants --server=user: pass@ ocal host: 3310 \
--show=user _grants util _test util _test.t3 util _test.t2 \
util test.tl util _test.pl util _test.f1l

DATABASE “util _test :

‘joe' @user' : ALL PRI VILEGES

‘joe_wldcard @% : ALL PRI VI LEGES

"priv_test_user' @% : EXECUTE, GRANT OPTION, SELECT, TRI GGER, UPDATE
"priv_test_user2' @% : EXECUTE, SELECT, UPDATE

#
#
#
#
#
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# - 'priv_test_user3 @% : ALTER ROUTI NE, DELETE, DROP, EXECUTE, TRI GCGER, UPDATE

# TABLE “util _test . t1:

# 'joe' @user' : ALL PRI VILEGES

# - 'joe_wldcard @% : ALL PRI VILEGES

# - '"priv_test_user' @% : GRANT OPTION, SELECT, TRI GGER, UPDATE
# "priv_test_user2' @% : ALL PRI VILEGES, GRANT OPTI ON

# "priv_test_user3 @% : DELETE, DROP, TRI GGER, UPDATE

# TABLE “util _test . t2:

# - 'joe' @user' : ALL PRI VILEGES

# - 'joe_wldcard @% : ALL PRI VILEGES

# - '"priv_test_user' @% : GRANT OPTION, SELECT, TRI GGER, UPDATE
# "priv_test_user2' @% : SELECT, UPDATE

# - 'priv_test_user3 @% : DELETE, DROP, TRI GGER, UPDATE

# TABLE “util _test . t3:

# - 'joe' @user' : ALL PRI VILECGES

# - 'joe_wldcard @% : ALL PRI VILEGES

# - '"priv_test_user' @% : GRANT OPTION, SELECT, TRI GGER, UPDATE
# - 'priv_test_user2' @% : SELECT, UPDATE

# - '"priv_test_user3 @% : DELETE, DROP, SELECT, TRI GGER, UPDATE
# ROUTINE “util _test . f1:

# - 'joe' @user' : ALL PRI VILECGES

# - 'joe_wldcard @% : ALL PRI VILEGES

# - 'priv_test_user' @% : EXECUTE, GRANT OPTI ON

# "priv_test_user2' @% : ALL PRI VILEGES, GRANT OPTI ON

# "priv_test_user3 @% : ALL PRI VI LEGES

ROUTINE “util _test . pl:
- 'joe' @user' : ALL PRI VILEGES
- 'joe_wldcard @% : ALL PRI VILECGES
"priv_test_user' @% : EXECUTE, GRANT OPTI ON
"priv_test_user2' @% : EXECUTE
- 'priv_test_user3' @% : ALL PRI VILEGES, GRANT OPTI ON
...done.

HH O H R HH

Show the grantees and respective SQL grant statements over a list of objects.

shel | > nysqgl grants --server=user: pass@ ocal host: 3310 \
--show=sraw util _test util _test.t3 util _test.t2 \
util _test.tl util_test.pl util_test.f1l

# DATABASE “util _test :

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO 'joe_wildcard @%

# - For 'priv_test_user' @%

GRANT EXECUTE, TRIGGER ON "util _test .* TO 'priv_test_user' @% WTH GRANT OPTI ON
GRANT SELECT, UPDATE ON *.* TO 'priv_test_user' @%

# - For 'priv_test_user2' @%

GRANT SELECT, UPDATE, SHUTDOMN, EXECUTE ON *.* TO 'priv_test_user2' @%

# - For 'priv_test_user3 @%

GRANT DROP, EXECUTE, TRIGGER ON *.* TO 'priv_test_user3 @%

GRANT UPDATE, DELETE, ALTER ROUTINE ON “util _test .* TO 'priv_test_user3 @%

# TABLE “util test . t1:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO 'joe_wildcard @%

# - For 'priv_test_user' @%

GRANT EXECUTE, TRIGGER ON "util _test .* TO 'priv_test_user' @% WTH GRANT OPTI ON
GRANT SELECT, UPDATE ON *.* TO 'priv_test_user' @%

# - For 'priv_test_user2' @%

GRANT | NSERT, DELETE, CREATE, DROP, REFERENCES, | NDEX, ALTER, CREATE VIEW SHOW VIEW TRIGGER ON "util _test
GRANT SELECT, UPDATE, SHUTDOMN, EXECUTE ON *.* TO 'priv_test_user2' @%

# - For 'priv_test_user3 @%
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GRANT DROP, EXECUTE, TRIGGER ON *.* TO 'priv_test_user3 @%
GRANT UPDATE, DELETE, ALTER ROUTINE ON “util _test .* TO 'priv_test_user3 @%

# TABLE “util _test . t2:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO 'joe_w | dcard @ %

# - For 'priv_test_user' @%

GRANT EXECUTE, TRIGGER ON “util _test .* TO 'priv_test_user' @% WTH GRANT OPTI ON
GRANT SELECT, UPDATE ON *.* TO 'priv_test_user' @%

# - For 'priv_test_user2' @%

GRANT SELECT, UPDATE, SHUTDOWN, EXECUTE ON *.* TO 'priv_test_user2' @%

# - For 'priv_test_user3 @%

GRANT DROP, EXECUTE, TRIGGER ON *.* TO 'priv_test_user3 @%

GRANT UPDATE, DELETE, ALTER ROUTINE ON “util _test .* TO 'priv_test_user3 @%

# TABLE “util _test . t3:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO'joe_w | dcard @ %

# - For 'priv_test_user' @%

GRANT EXECUTE, TRIGGER ON “util _test .* TO 'priv_test_user' @% WTH GRANT OPTI ON
GRANT SELECT, UPDATE ON *.* TO 'priv_test_user' @%

# - For 'priv_test_user2' @%

GRANT SELECT, UPDATE, SHUTDOWN, EXECUTE ON *.* TO 'priv_test_user2' @%

# - For 'priv_test_user3 @%

GRANT DROP, EXECUTE, TRIGGER ON *.* TO 'priv_test_user3 @%

GRANT SELECT ON “util _test . t3 TO 'priv_test_user3 @%

GRANT UPDATE, DELETE, ALTER ROUTINE ON “util _test .* TO 'priv_test_user3 @%

# ROUTINE “util _test . f1:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO 'joe_w | dcard @ %

# - For 'priv_test_user' @%

GRANT EXECUTE, TRIGGER ON “util _test .* TO 'priv_test_user' @% WTH GRANT OPTI ON
# - For 'priv_test_user2' @%

GRANT ALTER ROUTI NE ON FUNCTION “util _test . f1° TO 'priv_test_user2' @% WTH GRANT OPTI ON
GRANT SELECT, UPDATE, SHUTDOWN, EXECUTE ON *.* TO 'priv_test_user2' @%

# - For 'priv_test_user3 @%

GRANT DROP, EXECUTE, TRIGGER ON *.* TO 'priv_test_user3 @%

GRANT UPDATE, DELETE, ALTER ROUTINE ON “util _test .* TO 'priv_test_user3 @%

# ROUTINE “util _test . pl:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO 'joe_w | dcard @ %

# - For 'priv_test_user' @%

GRANT EXECUTE, TRIGGER ON “util _test .* TO 'priv_test_user' @% WTH GRANT OPTI ON
# - For 'priv_test_user2' @%

GRANT SELECT, UPDATE, SHUTDOWN, EXECUTE ON *.* TO 'priv_test_user2' @%

# - For 'priv_test_user3 @%

GRANT ALTER ROUTI NE ON PROCEDURE “util _test . pl° TO 'priv_test_user3 @% WTH GRANT OPTI ON
GRANT DROP, EXECUTE, TRIGGER ON *.* TO 'priv_test_user3 @%

GRANT UPDATE, DELETE, ALTER ROUTINE ON “util _test .* TO 'priv_test_user3 @%
#...done.

Show only the users that have all privileges over a set of specified objects and the respective SQL
grant statements. Notice that while some grantees do not explicitly have the ALL PRI VI LECGES grant
over a given object, they are still shown as a result of having the set of privileges that is equivalent to
ALL PRI VI LEGES for the given object type.

shel | > nysqgl grants --server=user: pass@ ocal host: 3310 \
--show=raw --privileges=ALL util _test util _test.t3 util _test.t2 \
util _test.tl util _test.pl util _test.f1l
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# DATABASE “util _test :

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO'joe_w | dcard @ %

# TABLE “util _test . t1:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO 'joe_w | dcard @ %

# - For 'priv_test_user2' @%

GRANT | NSERT, DELETE, CREATE, DROP, REFERENCES, |NDEX, ALTER, CREATE VIEW SHOWVIEW TRI GGER ON “util _test
GRANT SELECT, UPDATE, SHUTDOWN, EXECUTE ON *.* TO 'priv_test_user2' @%

# TABLE “util _test . t2:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO 'joe_w | dcard @ %

# TABLE “util _test . t3:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO'joe_w | dcard @ %

# ROUTINE “util _test . f1:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO'joe_w | dcard @ %

# - For 'priv_test_user2' @%

GRANT ALTER ROUTI NE ON FUNCTION “util _test™ . f1° TO 'priv_test_user2' @% WTH GRANT OPTI ON
GRANT SELECT, UPDATE, SHUTDOWN, EXECUTE ON *.* TO 'priv_test_user2' @%

# - For 'priv_test_user3 @%

GRANT DROP, EXECUTE, TRIGGER ON *.* TO 'priv_test_user3 @%

GRANT UPDATE, DELETE, ALTER ROUTINE ON “util _test .* TO 'priv_test_user3 @%

# ROUTINE “util _test . pl:

# - For 'joe' @user'

GRANT ALL PRIVILEGES ON “util _test .* TO'joe' @user'

# - For 'joe_wildcard @%

GRANT ALL PRIVILEGES ON “util _test .* TO 'joe_w | dcard @ %

# - For 'priv_test_user3 @%

GRANT ALTER ROUTI NE ON PROCEDURE “util _test . pl° TO 'priv_test_user3 @% WTH GRANT OPTI ON
GRANT DROP, EXECUTE, TRIGGER ON *.* TO 'priv_test_user3 @%

GRANT UPDATE, DELETE, ALTER ROUTINE ON “util _test .* TO 'priv_test_user3 @%

#...done.

Show just the list of users with some specific privileges over a set of objects.

shel | > nysqgl grants --server=user: pass@ ocal host: 3310 \
--show=users --privil eges=SELECT, | NSERT, EXECUTE \
util _test util_test.t3 util_test.t2 util_test.t1 util_test.pl util_test.f1l

# WARNI NG EXECUTE does not apply to tables and will be ignored for: “util _test . t2, “util _test . t3 anc
# WARNI NG | NSERT and SELECT do not apply to routines and will be ignored for: “util _test . f1 and “util _t

# DATABASE “util _test :

# TABLE “util test . t1:
# - 'priv_test_user2' @%

# TABLE “util test . t2:
# TABLE “util test . t3:

# ROUTINE “util _test . f1°:
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# - 'priv_test_user' @%, 'priv_test_user2' @%
# ROUTINE “util _test . pl:

# - 'priv_test_user' @%, 'priv_test_user2' @%, 'priv_test_user3 @%
#...done.

The following command will show all of the grants for users that have access to any object in the db1
database, by passing in the - - i nheri t-1 evel option:

shel | > nysqgl grants --server=local host1l dbl.* --inherit-I|evel =object --show raw
# Source on |ocal host: ... connected.

# TABLE “dbl . thl 1 :

# - For 'joe' @host1'

GRANT | NSERT ON "dbl' . tbl1" TO'joe' @host1'
#. .. done.

The following command will show all of the grants for users that have access to the db1 database, by
passing inthe - -i nherit-1evel option:

shel | > nysqgl grants --server=local hostl dbl.* --inherit-I|evel =database --show raw

# Source on |ocal host: ... connected.

# TABLE “dbl". thl1:

# - For 'joe' @host1l'

GRANT | NSERT ON “dbl'. thl1° TO 'joe' @host1'

# - For 'sally' @host2'

GRANT SELECT ON “dbl'.* TO 'sally' @host 2
#...done.

PRIVILEGES REQUIRED

This utility requires the SELECT privilege on the mysql database.

5.15 nysql i ndexcheck — Identify Potentially Redundant Table
Indexes

This utility reads the indexes for one or more tables and identifies duplicate and potentially redundant
indexes.

To check all tables in a database, only specify the database name. To check a specific table, name the
table in db.table format. It is possible to mix database and table names.

You can scan tables in any database except the internal databases mysql, INFORMATION_SCHEMA,
and performance_schema.

Depending on the index type, the utility applies the following rules to compare indexes (designated as
i dx_aandi dx_b):

* BTREE

i dx_bisredundant to i dx_a if and only if all the columns from i dx_b are a prefix of i dx_a. Order
and unigueness count.

* HASH

i dx_a and i dx_b are redundant if they are duplicates, i.e. if and only if they contain the same
columns in the same order.

* SPATIAL

i dx_a andi dx_b are duplicates if and only if they contain the same column (only one column is
permitted).
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FULLTEXT

i dx_bisredundanttoi dx_a if and only if all columns ini dx_b are included in i dx_a. Order does
not count.

To see DROP statements drop redundant indexes, specify the - - show dr ops option. To examine the
existing indexes, use the - - ver bose option, which prints the equivalent CREATE INDEX (or ALTER
TABLE) for primary keys.

To display the best or worst non-primary key indexes for each table, use the - - best or - - wor st
option. This causes the output to show the best or worst indexes from tables with 10 or more rows. By
default, each option shows five indexes. To override that, provide an integer value for the option.

To change the format of the index lists displayed for the - - show- i ndexes, - - best, and - - wor st
options, use one of the following values with the - - f or mat option:

grid (default)

Display output in grid or table format like that of the nysqgl client command-line tool.
csv

Display output in comma-separated values format.

tab

Display output in tab-separated format.

sql

Print SQL statements rather than a list.

vertical

Display output in single-column format like that of the \ Gcommand for the nysql client command-
line tool.

Note
@ The - - best and - - wor st lists cannot be printed as SQL statements.

OPTIONS

nysqgl i ndexcheck accepts the following command-line options:

--help

Display a help message and exit.

--license

Display license information and exit.

--best[=<N>]

If - - st at s is given, limit index statistics to the best N indexes. The default value of N is 5 if omitted.
--format=<index_format>, -f<index_format>

Specify the index list display format for output produced by - - st at s. Permitted format values are
grid, csv, tab, sql, and vertical. The default is grid.

--report-indexes, -r
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Reports if a table has neither UNIQUE indexes nor a PRIMARY key.
--server=<source>
Connection information for the server.

To connect to a server, it is necessary to specify connection parameters such as user name, host

name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

¢ Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--show-drops, -d

Display DROP statements for dropping indexes.

--show-indexes, -i

Display indexes for each table.

--skip, -s

Skip tables that do not exist.

--ssl-ca

The path to a file that contains a list of trusted SSL CAs.

--ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
--ssl-cert

The name of the SSL key file to use for establishing a secure connection.
--ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

--stats
Show index performance statistics.
--verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

--version

Display version information and exit.
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e --worst[=<N>]

If - - st at s is also passed in, limit index statistics to the worst N indexes. The default value of N is 5,
if omitted.

NOTES

You must provide connection parameters (user, host, password, and so forth) for an account that has
the appropriate privileges to read all objects accessed during the operation.

For the - - f or mat option, the permitted values are not case sensitive. In addition, values may be
specified as any unambiguous prefix of a valid value. For example, - - f or mat =g specifies the grid
format. An error occurs if a prefix matches more than one valid value.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
nmy_print _defaul ts tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

EXAMPLES

To check all tables in the enpl oyees database on the local server to see the possible redundant and
duplicate indexes, use this command:

shel | > nysql i ndexcheck --server=root @ocal host enpl oyees

# Source on local host: ... connected.

# The fol |l owi ng i ndexes are duplicates or redundant \
for table enpl oyees. dept _enp:

#
CREATE | NDEX enp_no ON enpl oyees. dept _enp (enp_no) USI NG BTREE
# may be redundant or duplicate of:

ALTER TABLE enpl oyees. dept _enp ADD PRI MARY KEY (enp_no, dept_no)
# The fol |l owi ng i ndexes are duplicates or redundant \
for table enpl oyees. dept _nmanager :

#
CREATE | NDEX enp_no ON enpl oyees. dept _nanager (enp_no) USI NG BTREE
# may be redundant or duplicate of:

ALTER TABLE enpl oyees. dept _nanager ADD PRI MARY KEY (enp_no, dept_no)
# The fol |l owi ng i ndexes are duplicates or redundant \
for table enpl oyees. sal ari es:

#
CREATE | NDEX enp_no ON enpl oyees. sal ari es (enp_no) USI NG BTREE
# may be redundant or duplicate of:

ALTER TABLE enpl oyees. sal ari es ADD PRI MARY KEY (enp_no, from date)
# The fol |l owi ng i ndexes are duplicates or redundant \
for table enployees.titles:

#
CREATE | NDEX enp_no ON enpl oyees.titles (enp_no) USING BTREE
# may be redundant or duplicate of:

ALTER TABLE enpl oyees.titles ADD PRI MARY KEY (enp_no, title, fromdate)

PERMISSIONS REQUIRED

Regarding the privileges needed to run this utility, the user needs SELECT privilege on the mysq|l
database as well as for the databases which tables are being checked.

5.16 nysql net agr ep — Search Database Object Definitions

This utility searches for objects matching a given pattern on all the servers specified using instances of
the - - ser ver option. It produces output that displays the matching objects. By default, the first non-
option argument is taken to be the pattern unless the - - pat t er n option is given. If the - - patt ern
option is given, then all non-option arguments are treated as connection specifications.
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Internally, the utility generates an SQL statement for searching the necessary tables in the
INFORMATION_SCHEMA database on the designated servers, and then executes it before collecting
the result and printing it as a table. Use the - - sql option to have nysql net agr ep display the
statement, rather than execute it. This can be useful if you want to feed the output of the statement to
another application, such as the mysql client command-line tool.

The MySQL server supports two forms of patterns when matching strings: SQL Simple Patterns (used
with the LIKE operator) and POSIX Regular Expressions (used with the REGEXP operator).

By default, the utility uses the LIKE operator to match the name (and optionally, the body) of objects.
To use the REGEXP operator instead, use the - - r egexp option.

anchor the expression to the beginning of the string if you want to match the
beginning of the string.

Note
@ ‘ Because the REGEXP operator does substring searching, it is necessary to

To specify how to display output, use one of the following values with the - - f or mat option:
» grid (default)

Display output in grid or table format like that of the nysql client command-line tool.
* CSV

Display output in comma-separated values format.
* tab

Display output in tab-separated format.

e vertical

Display output in single-column format like that of the \ Gcommand for the nysql client command-
line tool.

SQL Simple Patterns

The simple patterns defined by the SQL standard consist of a string of characters with two characters
that have special meaning: %(percent) matches zero or more characters, and _ (underscore) matches
exactly one character.

For example:
e 'john%
Match any string that starts with ‘'john'.
o ' Ygdoe%
Match any string containing the word 'doe’'.
« "%
Match any string consisting of one or more characters.
POSIX Regular Expressions

POSIX regular expressions are more powerful than the simple patterns defined in the SQL standard. A
regular expression is a string of characters, optionally containing characters with special meaning.

Documenting these regular expressions goes beyond the scope of this manual, but the full syntax is
described in the MySQL manual and other locations, such as executing 'man regex' in your terminal.
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Match any character.
. A

Match the beginning of a string.
*$

Match the end of a string.
* [axy]

Match a, x, ory.
. [af]

Match any character in the range a to f (that is, a, b, c, d, e, or f).
* [taxy]

Match any character except a, X, ory.
. a*

Match a sequence of zero or more a.
. a+

Match a sequence of one or more a.
* a?

Match zero or one a.
» abjcd

Match ab or cd.
» a{5}

Match five instances of a.
» a{2,5}

Match from two to five instances of a.
* (abc)+

Match one or more repetitions of abc.

OPTIONS

nmysql net agr ep accepts the following command-line options:
* --help

Display a help message and exit.
+ --license

Display license information and exit.
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—body, -b

Search the body of stored programs (procedures, functions, triggers, and events). The default is to
match only the name.

--character-set=<charset>

Sets the client character set. The default is retrieved from the server variable
character_set _client.

--database=<pattern>

Look only in databases matching this pattern.

--format=<format>, -f<format>

Specify the output display format. Permitted format values are grid (default), csv, tab, and vertical.
--object-types=<types>, --search-objects=<types>

Search only the object types named in types, which is a comma-separated list of one or more of the
values database, trigger, user, routine, column, table, partition, event and view.

The default is to search in objects of all types.
--pattern=<pattern>, -e=<pattern>

The pattern to use when matching. This is required when the first non-option argument looks like a
connection specification rather than a pattern.

If the - - pat t er n option is given, the first non-option argument is treated as a connection specifier,
not as a pattern.

--regexp, --basic-regexp, -G

Perform pattern matches using the REGEXP operator. The default is to use LIKE for matching. This
affects the - - dat abase and - - pat t er n options.

--server=<source>
Connection information for a server. Use this option multiple times to search multiple servers.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nmyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

< Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--sql, --print-sql, -p

Print rather than executing the SQL code that would be executed to find all matching objects. This
can be useful to save the statement for later execution or to use it as input for other programs.

--ssl-ca
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The path to a file that contains a list of trusted SSL CAs.
o --ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-cert

The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

* --version

Display version information and exit.

NOTES

For the - - f or mat option, the permitted values are not case sensitive. In addition, values may be
specified as any unambiguous prefix of a valid value. For example, - - f or mat =g specifies the grid
format. An error occurs if a prefix matches more than one valid value.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
nmy_print _defaul ts tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

EXAMPLES
Find all objects with a name that matches the pattern 't ' (the letter t followed by any single
character):
shel | > nysqgl netagrep --pattern="t_" --server=j ohn@ ocal host
O L oo ooomooooc oo osomooooc oocomoooooo +
| Connection | Object Type | Object Nane | Database |
O L oo ooomooooc oo osomooooc oocomoooooo +
| john:*@ocal host: 3306 | TABLE | t1 | test |
| john:*@ocal host: 3306 | TABLE | t2 | test |
| john:*@ocal host: 3306 | TABLE | tm | test |
O L oo ooomooooc oo osomooooc oocomoooooo +

To find all object that contain ' t 2" in the name or the body (for routines, triggers, and events):

shel | > nysqgl metagrep -b --pattern="% 2% --server=j ohn@ ocal host: 3306

| john:*@ ocal host: 3306

| john:*@ ocal host: 3306 TABLE

In the preceding output, the trigger name does not match the pattern, but is displayed because its body
does.

This is the same as the previous example, but using the REGEXP operator. Note that in the pattern it is
not necessary to add wildcards before or after t2:
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shel | > nysqgl metagrep -Gb --pattern="t2" --server=john@ ocal host

e S S S S S S S +
| Connection | Object Type | Object Nane | Database |
e S S S S S S S +
| root:*@ocal host: 3306 | TRI GGER | tr_foo | test |
| root:*@ocal host: 3306 | TABLE | t2 | test |
e S S S S S S S +

PERMISSIONS REQUIRED

The user must have the SELECT privilege on the mysqgl database.

5.17 nysql procgr ep — Search Server Process Lists

This utility scans the process lists for the servers specified using instances of the - - ser ver option and
selects those that match the conditions specified using the - - age and - - nat ch- xxx options. For a
process to match, all conditions given must match. The utility then either prints the selected processes
(the default) or executes certain actions on them.

If no - - age or - - mat ch- xxx options are given, the utility selects all processes.

The - - mat ch- xxx options correspond to the columns in the
INFORMATION_SCHEMA.PROCESSLIST table. For example, - - mat ch- conmand specifies a
matching condition for PROCESSLIST.COMMAND column values. There is no - - mat ch-t i ne option.
To specify a condition based on process time, use - - age.

Processes that can be seen and killed are subject to whether the account used to connect to the server
has the PROCESS and SUPER privileges. Without PROCESS, the account cannot see processes
belonging to other accounts Without SUPER, the account cannot kill processes belonging to other

accounts.

Whenthe--kill-queryor--kill-connection option is used, the utility will display those rows
from the SHOW PROCESSLI ST that match the query and are killed. This behavior exists as of MySQL
Utilities 1.6.0.

To specify how to display output, use one of the following values with the - - f or nat option:

» grid (default)

Display output in grid or table format like that of the nysql client command-line tool.

* CSV

Display output in comma-separated values format.

e tab

Display output in tab-separated format.

e vertical

Display output in single-column format like that of the \ Gcommand for the nmysql client command-
line tool.

Options

nysql procgr ep accepts the following command-line options:

e --help
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Display a help message and exit.
--license

Display license information and exit.
--age=<time>

Select only processes that have been in the current state more than a given time. The time value can
be specified in two formats: either using the hh: nm ss format, with hours and minutes optional, or
as a sequence of numbers with a suffix giving the period size.

The permitted suffixes are s (second), m (minute), h (hour), d (day), and w (week). For example,
4h15m represents 4 hours and 15 minutes.

For both formats, the specification can optionally be preceded by + or - , where + means older than
the given time, and - means younger than the given time.

--character-set=<charset>

Sets the client character set. The default is retrieved from the server variable
character_set client.

--format=<format>, -f<format>

Specify the output display format. Permitted format values are grid (default), csv, tab, and vertical.
--kill-connection

Kill the connection for all matching processes (like the KI LL CONNECTI ON statement).
--kill-query

Kill the query for all matching processes (like the KI LL QUERY statement).
--match-command=<pattern>

Match all processes where the Command field matches the pattern.
--match-db=<pattern>

Match all processes where the Db field matches the pattern.

--match-host=<pattern>

Match all processes where the Host field matches the pattern.

--match-id=<pattern>

Match all processes where the ID field matches the pattern.

--match-info=<pattern>

Match all processes where the Info field matches the pattern.

--match-state=<pattern>

Match all processes where the State field matches the pattern.
--match-user=<pattern>

Match all processes where the User field matches the pattern.

--print
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Print information about the matching processes. This is the defaultif no - - ki I | - connecti on or - -
ki | | -query option is given. If a kill option is given, - - pri nt prints information about the processes
before killing them.

--regexp, --basic-regexp, -G

Perform pattern matches using the REGEXP operator. The default is to use LIKE for matching. This
affects the - - mat ch- xxx options.

--server=<source>
Connection information for a server. Use this option multiple times to search multiple servers.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--sql, --print-sql, -Q

Instead of displaying the selected processes, emit the SELECT statement that retrieves information

about them. If the - - ki | | -connectionor--Kkill-query option is given, the utility generates
a stored procedure named ki | | _processes() for killing the queries rather than a SELECT
statement.

--sql-body

Like - - sqgl , but produces the output as the body of a stored procedure without the CREATE
PROCEDURE part of the definition. This could be used, for example, to generate an event for the
server Event Manager.

When used with a kill option, code for killing the matching queries is generated. Note that it is
not possible to execute the emitted code unless it is put in a stored routine, event, or trigger. For
example, the following code could be generated to kill all idle connections for user ww« dat a:

shel | > nmysql procgrep --kill-connection --sql-body \
- -mat ch- user =www dat a - - mat ch- st at e=sl eep

DECLARE ki | | _done | NT;
DECLARE kil | _cursor CURSOR FOR
SELECT
Id, User, Host, Db, Command, Time, State, Info
FROM
| NFORVATI ON_SCHENMA. PROCESSLI ST
VWHERE
user LIKE 'wwdata’
AND
State LIKE 'sleep’
OPEN kil | _cursor;
BEG N
DECLARE i d Bl G NT;
DECLARE EXI T HANDLER FOR NOT FOUND SET kil l _done = 1;
kill _I oop: LOOP
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FETCH kil | _cursor |INTO id;
KI LL CONNECTI ON i d;
END LOCP kil |l _I oop;
END;
CLOSE kil | _cursor;
e --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
o --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-cert
The name of the SSL key file to use for establishing a secure connection.

o --s5|

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

NOTES

For the - - f or mat option, the permitted values are not case sensitive. In addition, values may be
specified as any unambiguous prefix of a valid value. For example, - - f or mat =g specifies the grid
format. An error occurs if a prefix matches more than one valid value.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
nmy_print _defaul ts tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

EXAMPLES

For each example, assume that the r oot user on | ocal host has sufficient privileges to kill queries
and connections.

Kill all connections created by user j ohn:

shel | > nysql procgrep --server=root @ ocal host \
--mat ch-user=john --kill-connection --fornmat=CSV
# The fol |l owing KILL commands were execut ed:
I d, User, Host , db, Conmand, Ti ne, State, | nfo
4,j ohn, | ocal host: 50706, nysql , Sl eep, 5, ,

Kill all connections that have been idle for more than 1 hour:

shel | > nysql procgrep --server=root @ocal host \
- - mat ch- conmand=sl eep --age=1h --kill-connection

PERMISSIONS REQUIRED

The user must have the SELECT privilege on the mysqgl database.
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5.18 nysql repl i cat e — Set Up and Start Replication Between
Two Servers

This utility permits an administrator to start replication from one server (the master) to another (the
slave). The user provides login information for the slave and connection information for connecting to
the master. It is also possible to specify a database to be used to test replication.

The utility reports conditions where the storage engines on the master and the slave differ. It also
reports a warning if the InnoDB storage engine differs on the master and slave. For InnoDB to be the
same, both servers must be running the same "type" of InnoDB (built-in or the InnoDB Plugin), and
InnoDB on both servers must have the same major and minor version numbers and enabled state.

By default, the utility issues warnings for mismatches between the sets of storage engines, the default
storage engine, and the InnoDB storage engine. To produce errors instead, use the - - pedanti c
option, which requires storage engines to be the same on the master and slave.

The - vv option displays any discrepancies between the storage engines and InnoDB values, with or
without the - - pedant i ¢ option.

Replication can be started using one of the following strategies.
« Start from the current position (default)

Start replication from the current master binary log file and position. The utility uses the SHOV
MASTER STATUS statement to retrieve this information.

 Start from the beginning

Start replication from the first event recorded in the master binary log. To do this, use the - - st art -
f rom begi nni ng option.

 Start from a binary log file

Start replication from the first event in a specific master binary log file. To do this, use the - -
master-| og-fil e option.

 Start from a specific event

Start replication from specific event coordinates (specific binary log file and position). To do this, use
the --master-log-fil eand--nmaster-|og-pos options.

OPTIONS

nysql repl i cat e accepts the following command-line options:
* --help
Display a help message and exit.
» --license
Display license information and exit.
* --master=<master>
Connection information for the master server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.
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« Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

* login-path (.mylogin.cnf) : <login-path>[:<port>][:<socket>]

» Configuration file : <configuration-file-path>[:<section>]

e Command-line : <user>[:<passwd>]@<host>[:<port>][:<socket>]
» --master-log-file=<master_log_file>

Begin replication from the beginning of this master log file.
» --master-log-pos=<master_log_pos>

Begin replication from this position in the master log file. This option is not valid unless - - mast er -
| og-fil eisgiven.

» --pedantic, -p

Fail if both servers do not have the same set of storage engines, the same default storage engine,
and the same InnoDB storage engine.

o --rpl-user=<replication_user>

The user and password for the replication user, in the format: <user>[:<password>] or <login-path>.
» --slave=<slave>

Connection information for the slave server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

» Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

 --start-from-beginning, -b

Start replication at the beginning of events logged in the master binary log. This option is not valid
unless both - -master-1o0g-fil eand--master-1o0g-pos are given.

+ --ssl-ca
The path to a file that contains a list of trusted SSL CAs.

o --ssl-cert
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The name of the SSL certificate file to use for establishing a secure connection.
» --ssl-cert

The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

o --test-db=<test_database>

The database name to use for testing the replication setup. If this option is not given, no testing is
done, only error checking.

e --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.
NOTES

The login user for the master server must have the appropriate permissions to grant access to all
databases, and have the ability to create user accounts. For example, the user account used to
connect to the master must have the WITH GRANT OPTION privilege.

The server IDs on the master and slave must be nonzero and unique. The utility reports an error if the
server ID is 0 on either server or the same on the master and slave. Set these values before starting
this utility.

Mixing IP and hostnames is not recommended. The replication-specific utilities will attempt to compare
hostnames and IP addresses as aliases for checking slave connectivity to the master. However, if your
installation does not support reverse name lookup, the comparison could fail. Without the ability to

do a reverse name lookup, the replication utilities could report a false negative that the slave is (not)
connected to the master.

For example, if you setup replication using "MASTER_HOST=ubuntu.net" on the slave and later
connect to the slave with nysql r pl check and have the master specified as "--master=192.168.0.6"
using the valid IP address for "ubuntu.net", you must have the ability to do a reverse name lookup

to compare the IP (192.168.0.6) and the hostname (ubuntu.net) to determine if they are the same
machine.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print _defaul ts tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

EXAMPLES

To set up replication between two MySQL instances running on different ports of the same host using
the default settings, use this command:

shel | > nysqgl replicate --master=root@ocal host: 3306 \
--sl ave=r oot @ ocal host: 3307 --rpl-user=rpl:rpl

# master on |ocal host: ... connected.

# slave on | ocal host: ... connected.
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# Checking for binary |ogging on naster...
# Setting up replication...
# ...done.

The following command uses - - pedant i ¢ to ensure that replication between the master and slave
is successful if and only if both servers have the same storage engines available, the same default
storage engine, and the same InnoDB storage engine:

shel | > nysqgl replicate --nmaster=root@ocal host: 3306 \
--sl ave=r oot @ocal host: 3307 --rpl-user=rpl:rpl -vv --pedantic

# master on |ocal host: ... connected.

# slave on |ocal host: ... connected.

# master id = 2

# slave id = 99

# Checking InnoDB statistics for type and version conflicts.
# Checki ng storage engines. ..

# Checking for binary |ogging on naster. ..

# Setting up replication...

# Flushing tables on naster with read | ock. ..

# Connecting slave to naster. ..

# CHANGE MASTER TO MASTER HOST = [...omitted...]
# Starting slave...

# status: Wiiting for naster to send event

# error: O:

# Unl ocking tables on naster. ..

# ...done.

The following command starts replication from the current position of the master (which is the default):

shel | > nysqgl replicate --master=root@ocal host: 3306 \
--sl ave=r oot @ ocal host: 3307 --rpl-user=rpl:rpl
# master on |ocal host: ... connected.
# slave on local host: ... connected.
# Checking for binary |ogging on naster...
# Setting up replication...
# ...done.

The following command starts replication from the beginning of recorded events on the master:

shel | > nysqgl replicate --naster=root@ocal host: 3306 \

--sl ave=root @ocal host: 3307 --rpl-user=rpl:rpl \
--start-frombegi nni ng

# master on |ocal host: ... connected.

# slave on local host: ... connected.

# Checking for binary |ogging on naster...

# Setting up replication...

# ...done.

The following command starts replication from the beginning of a specific master binary log file:

shel | > nysqgl replicate --master=root@ocal host: 3306 \

--sl ave=root @ocal host: 3307 --rpl-user=rpl:rpl \
--master-log-fil e=ny_l og. 000003

# master on local host: ... connected.

# slave on local host: ... connected.

# Checking for binary |ogging on naster...

# Setting up replication...

# ...done.

The following command starts replication from specific master binary log coordinates (specific log file
and position):

shel | > nysqglreplicate --nmaster=root @ ocal host: 3306 \
--sl ave=r oot @ ocal host: 3307 --rpl-user=rpl:rpl \
--master-log-fil e=ny_| og. 000001 --naster-|o0g-pos=96
# master on |ocal host: ... connected.
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# slave on | ocal host: ... connected.

# Checking for binary |ogging on naster...
# Setting up replication...

# ...done.

RECOMMENDATIONS

You should setread_onl y=1 in the ny. cnf file for the slave to ensure that no accidental data
changes, such as INSERT, DELETE, UPDATE, and so forth, are permitted on the slave other than
those produced by events read from the master.

Use the - - pedant i ¢ and - vv options for setting up replication on production servers to avoid
possible problems with differing storage engines.

PERMISSIONS REQUIRED

The users on the master need the following privileges: SELECT and INSERT privileges on mysq|
database, REPLICATION SLAVE, REPLICATION CLIENT and GRANT OPTION. The slave users
need the SUPER privilege. The repl user, used as the argument for the - - r pl - user option, is either
created automatically or if it exists, it needs the REPLICATION SLAVE privilege.

5.19 nysql r pl ns — Set Up and Start Replication Among a Slave
and Multiple Masters

This utility permits a user to start replication from multiple master servers (also called sources) to a
single slave. The user provides login information for the slave and each of the masters.

The utility reports conditions where the storage engines on the masters and the slave differ. It also
reports a warning if the InnoDB storage engine differs on the master and slave. For InnoDB to be the
same, both servers must be running the same "type" of InnoDB (built-in or the InnoDB Plugin), and
InnoDB on both servers must have the same major and minor version numbers and enabled state.

By default, the utility issues warnings for mismatches between the sets of storage engines, the default
storage engine, and the InnoDB storage engine.

The - vv option displays any discrepancies between the storage engines and InnoDB values.
A round-robin scheduling is used to setup replication among the masters and slave.

The mysqlrpims utility follows these assumptions:

» All servers have GTIDs enabled.

» There are no conflicts between transactions from different masters. For example, there are no
updates to the same object from multiple masters.

* Replication is asynchronous.
OPTIONS

nmysql r pl ns accepts the following command-line options:
» --daemon=<command>

Run as a daemon. The comrand can be st art (start daemon), st op (stop daemon), r est art
(stop then start the daemon) or nodet ach (start but do not detach the process). This option is only
available for POSIX systems.

o --format=<format>, -f <format>

Display the replication health output in either grid (default), tab, csv, or vertical format.
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--help

Display a help message and exit.

--interval=<seconds>, -i <seconds>

Interval in seconds for reporting health. Default = 15 seconds. Minimum is 5 seconds.
--license

Display license information and exit.

--log=<log_file>

Specify a log file to use for logging messages

--log-age=<days>

Specify maximum age of log entries in days. Entries older than this will be purged on startup. Default
=7 days.

--masters=<master connections>
Connection information for master servers. List multiple masters in comma-separated list.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

¢ Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

* Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--report-values=<report_values>

Report values used in mysqlrpIms. It can be health, gtid or uuid. Multiple values can be used
separated by commas.

¢ health
Display the replication health of the topology.
e gtid

Display the master's list of executed GTIDs, contents of the GTID variables;
@aE_OBAL. GTI D_EXECUTED, @@L OBAL. GTl D_PURGED and @=L OBAL. GTI D_OANNED.

* uuid

Display universally unique identifiers (UUIDs) for all servers.
Default = health.
--rpl-user=<replication_user>

The user and password for the replication user, in the format: <user>[:<password>] or <login-path>.
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» --slave=<slave>
Connection information for the slave server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

¢ Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
» --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-cert
The name of the SSL key file to use for establishing a secure connection.
o --s3|

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

 --start-from-beginning, -b

Start replication at the beginning of events logged in the master binary log.
» --switchover-interval=<seconds>

Interval in seconds for switching masters. Default = 60 seconds. Minimum is 30 seconds.
o --pidfile=<pidfile>

Pidfile for running mysqlrplms as a daemon. This file contains the PID (process identifier), that
uniquely identify a process. It is needed to identify and control the process forked by mysqlrpims.

e --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

NOTES

The login user for the master servers must have the appropriate permissions to grant access to all
databases, and have the ability to create user accounts. For example, the user accounts used to
connect to each of the masters must have the WITH GRANT OPTION privilege.
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The server IDs on the masters and slave must be nonzero and unique. The utility reports an error if the
server ID is 0 on either server or the same on the masters and slave. Set these values before starting
this utility.

Mixing IP and hostnames is not recommended. The replication-specific utilities will attempt to compare
hostnames and IP addresses as aliases for checking slave connectivity to the master. However, if your
installation does not support reverse name lookup, the comparison could fail. Without the ability to

do a reverse name lookup, the replication utilities could report a false negative that the slave is (not)
connected to the master.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
nmy_print _def aul t s tools which is required to read the login-path values from the login configuration
file (. nyl ogi n. cnf).

Due to a known server issue, there are some limitations with the use of temporary tables with multi-

source replication. In order to avoid problems, we recommend the execution of all statements for a
temporary table in a single transaction. See Replication and Temporary Tables, for more information.

EXAMPLES

To set up multi-source replication among two masters and a slave, running on different ports of the
same host using the default settings, use this command:

shel | > nysqgl rpl ns --sl ave=root:root @ocal host: 3306 \
--mast ers=root : r oot @ ocal host: 3307, root : r oot @ ocal host : 3308

# Starting multi-source replication...

# Press CTRL+C to quit.

# Switching to master 'l ocal host:3307'.

# master on |ocal host: ... connected.

# slave on | ocal host: ... connected.

#

# Current Master |nformation:

domm e e e aeeaa Fommmmmeaaaa tomm e e e ee e domm e e ea e eaa +
| Binary Log File | Position | Binlog_Do DB | Binlog_lgnore DB |
domm e e e aeeaa Fommmmmeaaaa tomm e e e ee e domm e e ea e eaa +
| cl one-bin.000001 | 594 | NA | NA |
domm e e e aeeaa Fommmmmeaaaa tomm e e e ee e domm e e ea e eaa +
# GTI D Executed Set: 00a4e027-a83a-11e3-8bd6-28d244017f 26: 1- 2

#

# Heal th Status:

Fommmmmeeaaaa +emmmm - m Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +

| host | port | role | state | gtid_node | health |
Fommmmmeeaaaa +emmmm - m Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +

| localhost | 3307 | MASTER | UP | ON | oK |

| localhost | 3306 | SLAVE | UP | ON | oK |

| localhost | 3308 | MASTER | UP | ON | oK |
Fommmmmeeaaaa +emmmm - m Hemmmmeeaa R Fommmmmeeaaaa Hemmmmeaaa +

#

The following command uses --report-values to report health, GTID and UUID status:

shel | > nysqgl rpl ns --sl ave=root:root @ocal host: 3306 \
- - mast er s=r oot : r oot @ ocal host : 3307, r oot : r oot @ ocal host : 3308\ n
--report-val ues=heal th, gtid, uuid

# Starting multi-source replication...
# Press CTRL+C to quit.

# Switching to master 'l ocal host: 3307 .
# master on |ocal host: ... connected.

# slave on | ocal host: ... connected.

#

# Current Master |nformation:
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| Binary Log File | Position | Binlog_Do DB | Binlog_lgnore DB |
S S 4o oo oo R S S +

| cl one-bin. 000001 | 594 | NVA | NVA |
S S 4o oo oo R S S +

# GTI D Executed Set: 00a4e027-a83a-11e3-8bd6-28d244017f 26: 1- 2

#

# Heal th Status:

4oioo oo oo oo oo oo 4-o- oo 4o oo foo- oo +

| host | port | role | state | gtid_node | health |

4oioo oo oo oo oo oo 4-o- oo 4o oo foo- oo +

| localhost | 3307 | MASTER | UP | ON | oK |

| localhost | 3306 | SLAVE | UP | ON | oK |

| localhost | 3308 | MASTER | UP | ON | oK |

4oioo oo oo oo oo oo 4-o- oo 4o oo foo- oo +

#

# GIID Status - Transacti ons executed on the servers:

4oioo oo oo oo oo oo P s s e +
| host | port | role | gtid |
4oioo oo oo oo oo oo P s s e +
| localhost | 3307 | MASTER | 00a4e027-a83a-11e3-8bd6-28d244017f26:1-2 |
| localhost | 3306 | SLAVE | 00a4e027-a83a-11e3-8bd6-28d244017f26:1-2 |
| localhost | 3306 | SLAVE | faf0874f-a839-11e3-8bd6-28d244017f26: 1 |
4oioo oo oo oo oo oo P s s e +
#

# UU D Status:

4oioo oo oo oo oo oo P P P S S S +

| host | port | role | uuid |

4oioo oo oo oo oo oo P P P S S S +

| localhost | 3307 | MASTER | 00a4e027-a83a- 11e3- 8bd6-28d244017f26 |

| localhost | 3306 | SLAVE | faf0874f-a839-11e3-8bd6-28d244017f26 |

4oioo oo oo oo oo oo P P P S S S +

#

(...)

Start multi-source replication running as a daemon (POSIX only):

shel | > nysqgl rpl ms --slave=root:root @ocal host: 3306 \
--mast er s=r oot : root @ ocal host : 3307, root : r oot @ ocal host : 3308 \
--1 og=rpl ns_daenon. | og --pidfil e=rpl ns_daenon. pi d --daenpn=start

Restart multi-source replication running as a daemon:

shel | > nysqgl rpl ns --sl ave=root:root @ocal host: 3306 \
- -mast er s=r oot : r oot @ ocal host : 3307, r oot : r oot @ ocal host : 3308 \
--1 og=rpl ns_daenon. | og --pidfil e=rpl ns_daenon. pi d --daenon=restart

Stop multi-source replication running as a daemon:

shel | > nysqgl rpl ns --sl ave=root:root @ocal host: 3306 \
--mast er s=r oot : r oot @ ocal host: 3307, r oot : r oot @ ocal host: 3308 \
--1 og=rpl ms_daenon. | og --pidfile=rpl ns_daenon. pi d --daenon=st op

RECOMMENDATIONS

You should setread_onl y=1 inthe ny. cnf file for the slave to ensure that no accidental data
changes, such as INSERT, DELETE, UPDATE, and so forth, are permitted on the slave other than
those produced by events read from the master.

PERMISSIONS REQUIRED

The users on the masters need the following privileges: SELECT and INSERT privileges on mysq|
database, REPLICATION SLAVE, REPLICATION CLIENT and GRANT OPTION. The slave users
need the SUPER privilege. The rpl user, used as the argument for the - - r pl - user [160] option, is
either created automatically or if it exists, it needs the REPLICATION SLAVE privilege.
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5.20 nysql r pl adm n — Administration utility for MySQL
replication

This utility permits users to perform administrative actions on a replication topology consisting of a
master and its slaves. The utility is designed to make it easy to recover from planned maintenance of
the master, or from an event that takes the master offline unexpectedly.

The act of taking the master offline intentionally and switching control to another slave is called
switchover. In this case, there is no loss of transactions as the master is locked and all slaves are
allowed to catch up to the master. Once the slaves have read all events from the master, the master is
shutdown and control switched to a slave (in this case called a candidate slave).

Recovering from the loss of a downed master is more traumatic and since there is no way to know
what transactions the master may have failed to send, the new master (called a candidate slave) must
be the slave that is most up-to-date. How this is determined depends on the version of the server (see
below). However, it can result in the loss of some transactions that were executed on the downed
master but not sent. The utility accepts a list of slaves to be considered the candidate slave. If no slave
is found to meet the requirements, the operation will search the list of known slaves.

The utility also provides a number of useful commands for managing a replication topology including
the following.

elect This command is available to only those servers supporting global transaction identifiers (GTIDs),
perform best slave election and report best slave to use in the event a switchover or failover is
required. Best slave election is simply the first slave to meet the prerequisites. GTIDs are supported in
version 5.6.5 and higher. This command requires the options - - mast er and either - - sl aves or - -

di scover - sl aves-1 ogi n.

failover This command is available to only those servers supporting GTIDs. Conduct failover to the
best slave. The command will test each candidate slave listed for the prerequisites. Once a candidate
slave is elected, it is made a slave of each of the other slaves thereby collecting any transactions
executed on other slaves but not the candidate. In this way, the candidate becomes the most up-to-
date slave. This command requires the - - sl aves option. The - - di scover - sl aves- | ogi n option
is not allowed because, for failover, the master is presumed to be offline or otherwise unreachable (so
there is no way to discover the slaves). The - - mast er option is ignored for this command.

gtid This command is available to only those servers supporting GTIDs. It displays the contents

of the GTID variables, @@GLOBAL.GTID_EXECUTED, @ @GLOBAL.GTID_PURGED, and
@@GLOBAL.GTID_OWNED. The command also displays universally unique identifiers (UUIDs) for all
servers. This command requires one of the following combinations: - - mast er and - - sl aves, or - -
mast er and - - di scover - sl aves-1 ogi n.

health Display the replication health of the topology. By default, this includes the host name, port, role
(MASTER or SLAVE) of the server, state of the server (UP = is connected, WARN = not connected but
can ping, DOWN = not connected and cannot ping), the GTID_MODE, and health state. This command
can be run with the following combination of options:

 --master and - - sl aves
* --master and--di scover-sl aves-1o0gin

e --s|l aves

Note
@ The health column will display "no master specified" when generating a health
report for a collection of slaves and no - - mast er option specified.

The master health state is based on the following; if GTID_MODE=0N, the server must have binary log
enabled, and there must exist a user with the REPLICATE SLAVE privilege.
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The slave health state is based on the following; the IO_THREAD and SQL_THREADS must be
running, it must be connected to the master, there are no errors, the slave delay for non-gtid enabled
scenarios is not more than the threshold provided by the - - max- posi ti on and the slave is reading
the correct master log file, and slave delay is not more than the - - seconds- behi nd threshold option.

reset Execute the STOP SLAVE and RESET SLAVE commands on all slaves. This command requires
the - - sl aves option. The - - di scover - sl aves- 1| ogi n option is not allowed because it might not
provide the expected result, excluding slaves with the 10 thread stopped. Optionally, the - - nast er
option can also be used and in this case the utility will perform an additional check to verify if the
specified slaves are associated (replication is configured) to the given master.

start Execute the START SLAVE command on all slaves. This command requires the - - sl aves
option. The - - di scover - sl aves-1 ogi n option is not allowed because it might not provide the
expected result, excluding slaves with the 10 thread stopped. Optionally, the - - nast er option can also
be used and in this case the utility will perform an additional check to verify if the specified slaves are
associated (replication is configured) to the given master.

stop Execute the STOP SLAVE command on all slaves. This command requires the - - sl aves option.
The - - di scover - sl aves- | ogi n option is not allowed because it might not provide the expected
result, excluding slaves with the 10 thread stopped. Optionally, the - - nast er option can also be

used and in this case the utility will perform an additional check to verify if the specified slaves are
associated (replication is configured) to the given master.

switchover Perform slave promotion to a specified candidate slave as designated by the - - new-
nmast er option. This command is available for both gtid-enabled servers and non-gtid-enabled
scenarios. This command requires one of the following combinations:

* --master,--new naster and - -sl aves
* --master,--new naster and - -di scover - sl aves-1o0gin

Detection of a downed master is performed as follows. If the connection to the master is lost, wait - -
pi ng seconds and check again. If the master connection is lost and the master cannot be pinged or
reconnected, the failover event occurs.

For all commands that require specifying multiple servers, the options require a comma-separated list
of connection parameters in the following form (where the password, port, and socket are optional).:

<*user*>[: <*passwd*>] @*host *>[: <*port*>][: <*socket*>] or
<*| ogi n- pat h*>[: <*port*>] [ : <*socket *>]

The utility permits users to discover slaves connected to the master. In order to use the discover slaves
feature, all slaves must use the - - r epor t - host and - -report - port startup variables to specify the
correct hostname and ip port of the slave. If these are missing or report the incorrect information, the
slaves health may not be reported correctly or the slave may not be listed at all. The 'discover slaves'
feature ignores any slaves it cannot connect to, or if the 10 thread stopped (it is not connected to the
master).

The utility permits the user to demote a master to a slave during the switchover operation. The - -
denot e- nast er option tells the utility to, once the new master is established, make the old master a
slave of the new master. This permits rotation of the master role among a set of servers.

The utility permits the user to specify an external script to execute before and after the switchover
and failover commands. The user can specify these with the - - exec- bef ore and - - exec-after
options. The return code of the script is used to determine success thus each script must report 0
(success) to be considered successful. If a script returns a value other than 0, the result code is
presented in an error message.

The utility permits the user to log all actions taken during the commands. The - - | og option requires a
valid path and file name of the file to use for logging operations. The log is active only when this option
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is specified. The option - - | 0g- age specifies the age in days that log entries are kept. The default is
seven (7) days. Older entries are automatically deleted from the log file (but only if the - - | og option is
specified).

The format of the log file includes the date and time of the event, the level of the event (informational -
INFO, warning - WARN, error - ERROR, critical failure - CRITICAL), and the message reported by the
utility.

The utility has a number of options each explained in more detail below. Some of the options are
specific to certain commands. Warning messages are issued whenever an option is used that does not
apply to the command requested. A brief overview of each command and its options is presented in the
following paragraphs.

The start, stop, and reset commands require the - - sl aves option to list all of the slaves in the
topology. Optionally, the - - mast er option can be specified for the utility to check if the specified
slaves are associated to the given master before executing the command, making sure that the
command is only applied to slaves connected to the right replication master.

The options required for the elect, health and gtid commands include the - - mast er option to specify
the existing master, and either the - - sl aves option to list all of the slaves in the topology or the - -
di scover - sl aves-1| ogi n option to provide the user name and password to discover any slaves in
the topology that are registered and connected to the master.

The options required for switchover include the - - nast er option to specify the existing master, the

- - new- mast er option to specify the candidate slave (the slave to become the new master), and
either the - - sl aves option to list the considered slaves in the topology or the - - di scover - sl aves-
| ogi n option to provide the user name and password to discover any slaves in the topology that are
registered and connected to the master.

The failover command requires only the - - sl aves option to explicitly list all of the slaves in the
topology because it is expected that the master is down when this command is used.

Note
@ The option to pass in --slaves without also passing in --master was added in
MySQL Utilities 1.6.0.

Use the - - ver bose option to see additional information in the health report and additional messages
during switchover or failover.

OPTIONS

nysqgl r pl adm n accepts the following command-line options:
* --help
Display a help message and exit.
» --license
Display license information and exit.
» --candidates=<candidate slave connections>

Connection information for candidate slave servers for failover. Valid only with failover command. List
multiple slaves in comma-separated list.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
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as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--demote-master
Make master a slave after switchover.
--discover-slaves-login=<slave_login>

At startup, query master for all registered slaves and use the user name and password specified to
connect. Supply the user and password in the form <user>[:<passwd>] or <login-path>. For example,
--discover=joe:secret will use 'joe' as the user and 'secret’ as the password for each discovered
slave.

--exec-after=<script>

Name of script to execute after failover or switchover. Script name may include the path.
--exec-before=<script>

Name of script to execute before failover or switchover. Script name may include the path.
--force

Ignore prerequisite checks or any inconsistencies found, such as errant transactions on the slaves
or SQL thread errors, thus forcing the execution of the specified command. This option need to be
used carefully as it will not solve any detected issue, but only ignores them and displays a warning
message.

--format=<format>, -f <format>

Display the replication health output in either grid (default), tab, csv, or vertical format.
--log=<log_file>

Specify a log file to use for logging messages

--log-age=<days>

Specify maximum age of log entries in days. Entries older than this will be purged on startup. Default
=7 days.

--master=<connection>
Connection information for the master server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]
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« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--max-position=<position>

Used to detect slave delay. The maximum difference between the master's log position and the
slave's reported read position of the master. A value greater than this means the slave is too far
behind the master. Default = 0.

--new-master=<connection>

Connection information for the slave to be used to replace the master for switchover. Valid only with
switchover command.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--no-health
Turn off health report after switchover or failover.
--ping=<number>

Number of ping attempts for detecting downed server. Note: on some platforms this is the same as
number of seconds to wait for ping to return. This value is also used to check down status of master.
Failover will wait ping seconds to check master response. If no response, failover event occurs.

--quiet, -q
Turn off all messages for quiet execution.
--rpl-user=<replication_user>

The user and password for the replication user requirement, in the format: <user>[:<password>] or
<login-path>. E.qg. rpl:passwd Default = None.

--script-threshold=<return_code>

Value for external scripts to trigger aborting the operation if result is greater than or equal to the
threshold.

Default = None (no threshold checking).
--seconds-behind=<seconds>

Used to detect slave delay. The maximum number of seconds behind the master permitted before
slave is considered behind the master. Default = 0.
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» --slaves=<slave connections>

Connection information for slave servers. List multiple slaves in comma-separated list. The list will be
evaluated literally whereby each server is considered a slave to the master listed regardless if they
are a slave of the master.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

¢ Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

* Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
» --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-cert
The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --timeout=<seconds>

Maximum timeout in seconds to wait for each replication command to complete. For example,
timeout for slave waiting to catch up to master. Default = 300 seconds.

e --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

NOTES

The login user must have the appropriate permissions to execute SHOW SLAVE STATUS, SHOW
MASTER STATUS, and SHOW VARIABLES on the appropriate servers as well as grant the
REPLICATE SLAVE privilege. The utility checks permissions for the master, slaves, and candidates at
startup.

Mixing IP and hostnames is not recommended. The replication-specific utilities will attempt to compare
hostnames and IP addresses as aliases for checking slave connectivity to the master. However, if your
installation does not support reverse name lookup, the comparison could fail. Without the ability to
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do a reverse name lookup, the replication utilities could report a false negative that the slave is (not)
connected to the master.

For example, if you setup replication using "MASTER_HOST=ubuntu.net" on the slave and later
connect to the slave with nysql r pl check and have the master specified as "--master=192.168.0.6"
using the valid IP address for "ubuntu.net", you must have the ability to do a reverse name lookup

to compare the IP (192.168.0.6) and the hostname (ubuntu.net) to determine if they are the same
machine.

Similarly, if you use localhost to connect to the master, the health report may not show all of the slaves.
It is best to use the actual hostname of the master when connecting or setting up replication.

If the user does not specify the - - r pl - user and the user has specified the switchover or failover
command, the utility will check to see if the slaves are using - - mast er - i nf o- r eposi t or y=TABLE.
If they are not, the utility will stop with an error.

All the commands require either the - - sl aves or - - di scover - sl aves- | ogi n option but both
cannot be used at the same time. In fact, some commands only allow the use of the - - sl aves option
which is safer to specify the list slaves, because - - di scover - sl aves- | ogi n might not provide an
up to date list of available slaves.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
nmy_print _defaul ts tools which is required to read the login-path values from the login configuration
file (. myl ogi n. cnf).

EXAMPLES

To perform best slave election for a topology with GTID_MODE=0ON (server version 5.6.5 or higher)
where all slaves are specified with the - - sl aves option, run the following command.:

shel | > nysql rpl adm n - - mast er =r oot @ ocal host: 3331 \
--sl aves=r oot @ ocal host: 3332, root @ ocal host : 3333, r oot @ ocal host : 3334 el ect
# El ecting candidate slave from known sl aves.
# Best slave found is |ocated on | ocal host: 3332.
# ...done.

To perform best slave election supplying a candidate list, use the following command.:

shel | > nysqgl rpl adm n --nmast er =r oot @ ocal host: 3331 \
--sl aves=r oot @ocal host: 3332, root @ ocal host : 3333, root @ ocal host: 3334 \
- - candi dat es=r oot @ ocal host: 3333, root @ ocal host : 3334 el ect

# El ecting candi date slave fromcandidate |list then slaves Ilist.

# Best slave found is |ocated on | ocal host: 3332.

# ...done.

To perform failover after a master has failed, use the following command.:

shel | > nysqgl rpladmn \

--sl aves=r oot @ ocal host: 3332, r oot @ ocal host: 3333, r oot @ ocal host: 3334 \
- - candi dat es=r oot @ ocal host : 3333, r oot @ ocal host: 3334 fail over
Perform ng failover.

Candi date sl ave | ocal host: 3333 will becone the new naster.
Preparing candidate for failover.

Creating replication user if it does not exist.

St oppi ng sl aves.

Perform ng STOP on all sl aves.

Swi t chi ng sl aves to new master.

Starting sl aves.

Perform ng START on all sl aves.

Checki ng sl aves for errors.

Fai | over conpl ete.

HOHOH E O W E R
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# ...done.

To see the replication health of a topology with GTID_MODE=0ON (server version 5.6.5 or higher) and
discover all slaves attached to the master, run the following command. We use the result of the failover
command above.:

shel | > nysqgl rpl adm n --nmast er =r oot @ ocal host: 3333 \
--sl aves=r oot @ ocal host : 3332, root @ ocal host: 3334 heal th
# Getting health for master: | ocal host: 3333.

#

# Replication Topol ogy Health:

S S R S R S S R S R +
| host | port | role | state | gtid_node | health |
S S R S R S S R S R +
| localhost | 3333 | MASTER | UP | ON | &K |
| localhost | 3332 | SLAVE | UP | ON | &K |
| localhost | 3334 | SLAVE | UP | ON | &K |
S S R S R S S R S R +
# done

To view a detailed replication health report but with all of the replication health checks revealed, use
the - - ver bose option as shown below. In this example, we use vertical format to make viewing
easier.:

shel | > nysqgl rpl adm n --nmast er =r oot @ ocal host: 3331 \
--sl aves=r oot @ocal host: 3332, root @ ocal host : 3333, root @ ocal host: 3334 \
--verbose heal th

# Getting health for master: | ocal host: 3331.

# Attenpting to contact |ocal host ... Success

# Attenpting to contact |ocal host ... Success

# Attenpting to contact |ocal host ... Success

# Attenpting to contact |ocal host ... Success

#

# Replication Topol ogy Health:

khkkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhhkkhkkkk*x 1 I'OW khkkkkhkkkhkhkhkkhkhkkhkhkkhhkhkhkhkkhkhkkhkkkk*x

host: | ocal host
port: 3331
rol e MASTER
state: UP
gtid_node: ON
heal th: OK
versi on: 5.6.5-n8-debug-1 og
master _| og_file: nysql-bin. 000001
master _| og_pos: 571
| O_Thr ead:
SQL_Thr ead:
Secs_Behi nd:
Remai ni ng_Del ay:
1 O _Error_Num
1O Error:
khkkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhkhkkhkkkk*x 2 I'OW khkkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkkhkhkkhkhkkhkkkkx*x
host: | ocal host
port: 3332
rol e: SLAVE
state: UP
gtid_node: ON
heal th: OK
versi on: 5.6.5-n8-debug-1 og
master _| og_file: nysql-bin. 000001
mast er _| og_pos: 571
| O_Thread: Yes
SQL_Thread: Yes
Secs_Behind: 0
Remai ni ng_Del ay: No
1O Error_Num O
1O Error:
khkkkkhkkkhkkhkhkkhkhkkhkhkkhhkhkhkhkkhhkkhkkkk*x 3 I'OW khkkkkhkkkhkhkhkkhkhkkhkhkkhhkhkhkhkkhkhkkhkkkk*x
host: | ocal host
port: 3333
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rol e: SLAVE
state: UP
gtid_node: ON
heal th: OK
versi on: 5.6.5-n8-debug-1 og
master _| og_file: nysql-bin. 000001
mast er _| og_pos: 571
1 O_Thread: Yes
SQL_Thread: Yes
Secs_Behind: 0
Remai ni ng_Del ay: No
IO _Error_Num O
1O Error:
khkkkkhkkkhkkhkkhkhkkhkhkkhhkhkhkhkkhkkhkkkx*x 4 I’OW khkkkkhkkkhkkhkkhkhkkhkhkkhhkhkhkhkkhkhkkhkkk*x
host: | ocal host
port: 3334
rol e: SLAVE
state: UP
gtid_node: ON
heal th: OK
versi on: 5.6.5-n8-debug-1 og
master _|og_file: nysql-bin. 000001
mast er _| og_pos: 571
1 O_Thread: Yes
SQL_Thread: Yes
Secs_Behi nd:
Remai ni ng_Del ay:
I O_Error_Num
1O Error:

ogo

4 rows.
# ...done.

To run the same failover command above, but specify a log file, use the following command.:

shel | > nysqgl rpladmn \
--sl aves=r oot @ ocal host : 3332, root @ ocal host : 3333, r oot @ ocal host: 3334 \
- -candi dat es=r oot @ ocal host : 3333, root @ ocal host: 3334 \
--log=test_log.txt failover

# Performng failover.

# Candi date sl ave | ocal host: 3333 will becone the new naster.

# Preparing candidate for failover.

# Creating replication user if it does not exist.

# St opping sl aves.

# Performing STOP on all slaves.

# Switching slaves to new naster.

# Starting slaves.

# Perform ng START on all slaves.

# Checking slaves for errors.

# Fail over conpl ete.

# ...done.

After this command, the log file will contain entries like the following:

2012-03-19 14:44:17 PM | NFO Executing fail over command. ..

2012-03-19 14:44:17 PM I NFO Perform ng fail over.

2012-03-19 14:44:17 PM I NFO Candi date sl ave | ocal host: 3333 wi |l becone the new master.
2012-03-19 14:44:17 PM I NFO Preparing candi date for fail over.

2012-03-19 14:44:19 PMINFO Creating replication user if it does not exist.
2012-03-19 14:44:19 PM I NFO St oppi ng sl aves.

2012-03-19 14:44:19 PM I NFO Perform ng STOP on all sl aves.

2012-03-19 14:44:19 PM I NFO Swi tching sl aves to new naster.

2012-03-19 14:44:20 PMINFO Starting sl aves.

2012-03-19 14:44:20 PM I NFO Perform ng START on all sl aves.

2012-03-19 14:44:20 PM I NFO Checki ng sl aves for errors.

2012-03-19 14:44:21 PM I NFO Fai |l over conpl et e.

2012-03-19 14:44:21 PM I NFO ... done.

To perform switchover and demote the current master to a slave, use the following command.:
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shel | > nysqgl rpl adm n --nmast er =r oot @ ocal host: 3331 \
--sl aves=r oot @ ocal host: 3332, r oot @ ocal host: 3333, r oot @ ocal host: 3334 \
- - new mast er =r oot @ ocal host: 3332 --denot e- master switchover

# Perform ng switchover frommaster at |ocal host: 3331 to slave at |ocal host: 3332.

# Checki ng candi date sl ave prerequisites.

# Waiting for slaves to catch up to old naster.

# Stoppi ng sl aves.

# Perform ng STOP on all sl aves.

# Denoting old master to be a slave to the new naster.

# Switching slaves to new naster.

# Starting all slaves.

# Perform ng START on all sl aves.

# Checking slaves for errors.

# Swi t chover conpl ete.

# ...done.

If the replication health report is generated on the topology following the above command, it will display
the old master as a slave as shown below.:

# Replication Topol ogy Health:

fmocccoocooos fmooc=os moococo==o fmoccooos fmocccoocooos moococo==o +
| host | port | role | state | gtid_node | health |
fmocccoocooos fmooc=os moococo==o fmoccooos fmocccoocooos moococo==o +
| localhost | 3332 | MASTER | UP | ON | K |
| localhost | 3331 | SLAVE | UP | ON | K |
| localhost | 3333 | SLAVE | UP | ON | K |
| localhost | 3334 | SLAVE | UP | ON | K |
fmocccoocooos fmooc=os moococo==o fmoccooos fmocccoocooos moococo==o +

You can use the discover slaves feature, if and only if all slaves report their host and port to the master.
A sample command to generate a replication health report with discovery is shown below. Note that the
option - - di scover - sl aves- | ogi n cannot be used in conjunction with the - - sl aves option.:

shel | > nysqgl rpl adni n --nast er =r oot @ ocal host: 3332 --di scover-sl aves-| ogi n=root health

# Di scovering slaves for master at |ocal host: 3332

# Di scovering slave at |ocal host: 3331

# Found sl ave: | ocal host: 3331

# Di scovering slave at |ocal host: 3333

# Found sl ave: | ocal host: 3333

# Di scovering slave at |ocal host: 3334

# Found sl ave: | ocal host: 3334

# Checking privil eges.

#

# Replication Topol ogy Heal th:

feococc=cos=os ommmm - feococc=os ommm oo feococc=cos=os feococc=os +
| host | port | role | state | gtid_node | health |
feococc=cos=os ommmm - feococc=os ommm oo feococc=cos=os feococc=os +
| localhost | 3332 | MASTER | UP | ON | &K |
| localhost | 3331 | SLAVE | UP | ON | &K |
| localhost | 3333 | SLAVE | UP | ON | &K |
| localhost | 3334 | SLAVE | UP | ON | &K |
feococc=cos=os ommmm - feococc=os ommm oo feococc=cos=os feococc=os +
# done

PERMISSIONS REQUIRED

The users on the master need the following privileges: SELECT and INSERT privileges on mysq|
database, REPLICATION SLAVE, REPLICATION CLIENT and GRANT OPTION. The slave users
need the SUPER privilege. The repl user, used as the argument for the - - r pl - user option, is either
created automatically or if it exists, it needs the REPLICATION SLAVE privilege.

To run the mysql r pl admi n utility with the health command, the account used on the master needs an
extra SUPER privilege.

As for the switchover command all the users need the following privileges: SUPER, GRANT OPTION,
SELECT, RELOAD, DROP, CREATE and REPLICATION SLAVE
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5.21 nysql r pl check — Check Replication Prerequisites

This utility checks the prerequisites for replication between a master and a slave. These checks (called
tests) are designed to ensure a healthy replication setup. The utility performs the following tests:

1. Is the binary log enabled on the master?

2. Are there binary logging exceptions (such as* _do_db or * i gnor e_db settings)? If so, display
them.

3. Does the replication user exist on the master with the correct privileges?
4. Are there server i d conflicts?
5. Is the slave connected to this master? If not, display the master host and port.

6. Are there conflicts between the nast er . i nf o file on the slave and the values shown in SHOW
SLAVE STATUS on the master?

7. Are the InnoDB configurations compatible (plugin vs. native)?
8. Are the storage engines compatible (have same on slave as master)?

9. Arethel ower case_t abl es_names settings compatible? Warn if there are settings for
lowercase/uppercase table names that can cause problems. See Bug #59240.

10. Is the slave behind the master?

The utility runs each test in turn unless there is a fatal error preventing further testing, such as a loss of
connection to the servers.

Each test can complete with one of the following states: pass (the prerequisites are met), fail (the
prerequisites were met but one or more errors occurred or there are exceptions to consider), or warn
(the test found some unusual settings that should be examined further but may not be in error).

Use the - - ver bose option to see additional information such as server IDs,
| ower case_tabl e _nane settings, and the contents of the master information file on the slave.

To see the values from the SHOW SLAVE STATUS statement, use the - - show- sl ave- st at us
option.

OPTIONS

nysql r pl check accepts the following command-line options:
* --help
Display a help message and exit.
» --license
Display license information and exit.
e --master=<source>
Connection information for the master server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.
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« Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--master-info-file=<file>

The name of the master information file on the slave. The default is mast er . i nf o read from the
data directory. Note: This option requires that you run the utility on the slave and that you have
appropriate read access for the file.

--quiet, -q

Turn off all messages for quiet execution. Note: Errors and warnings are not suppressed.
--show-slave-status, -s

Display the values from SHOW SLAVE STATUS on the master.

--slave=<source>

Connection information for the slave server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

« Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

< Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--suppress
Suppress warning messages.

--ssl-ca

The path to a file that contains a list of trusted SSL CAs.

--ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
--ssl-cert

The name of the SSL key file to use for establishing a secure connection.

--ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).
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» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version
Display version information and exit.
* --width=<number>

Change the display width of the test report. The default is 75 characters.
NOTES

The login user must have the appropriate permissions to execute SHOW SLAVE STATUS, SHOW
MASTER STATUS, and SHOW VARIABLES on the appropriate servers.

Mixing IP and hostnames is not recommended. The replication-specific utilities will attempt to compare
hostnames and IP addresses as aliases for checking slave connectivity to the master. However, if your
installation does not support reverse hame lookup, the comparison could fail. Without the ability to

do a reverse name lookup, the replication utilities could report a false negative that the slave is (not)
connected to the master.

For example, if you setup replication using MASTER_HOST=ubuntu.net on the slave and later connect
to the slave with mysqlrplcheck and have the master specified as --master=192.168.0.6 using the valid
IP address for ubuntu.net, you must have the ability to do a reverse name lookup to compare the IP
(192.168.0.6) and the hostname (ubuntu.net) to determine if they are the same machine.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print_defaults tools which is required to read the login-path values from the login configuration file
(.mylogin.cnf).

EXAMPLES

To check the prerequisites of a master and slave that currently are actively performing replication, use
the following command:

shel | > nysqgl rpl check --nmaster=root @ost 1: 3310 --sl ave=root @ost 2: 3311

# master on hostl: ... connected.

# slave on host2: ... connected.

Test Description St at us
Checking for binary |ogging on naster [ pass]
Are there binlog exceptions? [ pass]
Replication user exists? [ pass]
Checki ng server_id val ues [ pass]
I's slave connected to master? [ pass]
Check master information file [ pass]
Checking I nnoDB conpatibility [ pass]
Checki ng storage engi nes conpatibility [ pass]
Checki ng | ower _case_t abl e_nanes settings [ pass]
Checki ng sl ave del ay (seconds behi nd naster) [ pass]
# ...done.

As shown in the example, you must provide valid login information for both the master and the slave.

To perform the same command but also display the contents of the master information file on the slave
and the values of SHOW SLAVE STATUS as well as additional details, use this command:

shel | > nysql rpl check --nmaster=root @ost1: 3310 --sl ave=r oot @ost 2: 3311 \
--show- sl ave-status -vv
# master on hostl: ... connected.
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# slave on host2: ... connected.
Test Description

Checking for binary |ogging on naster
Are there binlog exceptions?
Replication user exists?

Checki ng server_id val ues

10
11

master id
slave id

Is slave connected to naster?
Check master information file

#
# Master information file:
#
Master _Log_File : clone-bin. 000001
Read_Master _Log_Pos : 482
Mast er _Host : host1l
Mast er _User : rpl
Mast er _Password : XXXX
Master _Port : 3310
Connect _Retry : 60
Master _SSL_All owed : O
Master _SSL_CA File :
Master _SSL_CA Path :
Master _SSL_Cert :
Mast er _SSL_Ci pher :
Mast er _SSL_Key :
Master _SSL_Verify_Server_Cert : O

Checki ng | nnoDB conpatibility
Checki ng storage engi nes conmpatibility
Checki ng | ower _case_t abl e_nanmes settings

Mast er | ower _case_t abl e_nanes: 2
Sl ave | ower _case_t abl e_nanes: 2

Checki ng sl ave del ay (seconds behi nd naster)
#

# Sl ave status:
#

Slave_| O State : Waiting for naster to send event

Mast er _Host : host1l
Mast er _User : rpl
Master _Port : 3310
Connect _Retry : 60
Master _Log_File : clone-bin. 000001
Read_Master _Log_Pos : 482

Rel ay_Log_File : cl one-rel ay-bin. 000006

Rel ay_Log_Pos : 251
Rel ay_Master_Log_File : cl one-bin. 000001
Sl ave_| O Runni ng : Yes
Sl ave_SQ._Runni ng : Yes
Replicate_Do_DB :
Replicate_| gnore_DB :
Replicate_Do_Tabl e :
Replicate_| gnore_Tabl e :
Replicate_WI|d_Do_Tabl e :
Replicate_WId_|l gnore_Tabl e :
Last _Errno : O
Last _Error :
Ski p_Counter : 0
Exec_Master_Log_Pos : 482
Rel ay_Log_Space : 551
Until _Condition : None
Until _Log_File :
Until _Log_Pos :
Master _SSL_Al | owed :
Master _SSL_CA File :

go

St at us

[ pass]
[ pass]

[ pass]
[ pass]
[ pass]

[ pass]
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Master _SSL_CA Path :
Master _SSL_Cert :
Mast er _SSL_Ci pher :
Mast er _SSL_Key :
Seconds_Behi nd_Master : 0
Master _SSL_Verify_Server_Cert : No
Last_IO Errno : O
Last _|O Error :
Last _SQ._Errno : O
Last _SQ._Error :
# ...done.

PERMISSIONS REQUIRED

The users on the master need the following privileges: SELECT and INSERT privileges on mysq|
database, REPLICATION SLAVE, REPLICATION CLIENT and GRANT OPTION. The slave users
need the SUPER privilege.

Also, when using GTIDs, the slave users must also have SELECT privilege over the mysql database.

5.22 nysqgl r pl show— Show Slaves for Master Server

This utility shows the replication slaves for a master. It prints a graph of the master and its slaves
labeling each with the host name and port number.

You must specify the - - di scover -sl aves-1 ogi n option to provide the user name and password
to discover any slaves in the topology.

To explore the slaves for each client, use the - - r ecur se option. This causes the utility to connect to
each slave found and attempt to determine whether it has any slaves. If slaves are found, the process
continues until the slave is found in the list of servers serving as masters (a circular topology). The
graph displays the topology with successive indents. A notation is made for circular topologies.

If you use the - - r ecur se option, the utility attempts to connect to the slaves using the user name
and password provided for the master. By default, if the connection attempt fails, the utility throws an
error and stops. To change this behavior, use the - - pr onpt option, which permits the utility to prompt
for the user name and password for each slave that fails to connect. You can also use the - - num
retri es=n option to reattempt a failed connection 'n' times before the utility fails.

An example graph for a typical topology with relay slaves is shown here:
# Replication Topol ogy G aph::

| ocal host: 3311 ( MASTER)
|

+--- local host: 3310 - (SLAVE)

|

+--- | ocal host: 3312 - (SLAVE + MASTER)
|
+--- local host: 3313 - (SLAVE)

MASTER, SLAVE, and SLAVE+MASTER indicate that a server is a master only, slave only, and both
slave and master, respectively.

A circular replication topology is shown like this, where <- - > indicates circularity:
# Replication Topol ogy G aph

| ocal host: 3311 ( MASTER)

I
+--- local host: 3312 - (SLAVE + MASTER)

I
+--- local host: 3313 - (SLAVE + MASTER)
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+--- |l ocal host: 3311 <--> (SLAVE)

To produce a column list in addition to the graph, specify the - - show- | i st option. In this case, to
specify how to display the list, use one of the following values with the - - f or mat option:

» grid (default)
Display output in grid or table format like that of the nysql client command-line tool.
s CcsV
Display output in comma-separated values format.
» tab
Display output in tab-separated format.
* vertical

Display output in single-column format like that of the \ Gcommand for the nysql client command-
line tool.

The utility uses of the SHOW SLAVE HOSTS statement to determine which slaves the master has. If
you want to use the - - r ecur se option, slaves should have been started with the - - r eport - host
and - -report - port options set to their actual host name and port number or the utility may not be
able to connect to the slaves to determine their own slaves.

OPTIONS

nmysqgl r pl show accepts the following command-line options:
* --help
Display a help message and exit.
+ --license
Display license information and exit.
» --discover-slaves-login=<slave-login>

Supply the user and password in the form <user>[:<passwd>] or <login-path> for discovering slaves
and relay slaves in the topology. For example, --discover=joe:secret will use 'joe' as the user and
'secret’ as the password for each discovered slave.

o --format=<format>, -f<format>

Specify the display format for column list output. Permitted format values are grid, csv, tab, and
vertical. The default is grid. This option applies only if - - show- | i st is given.

* --master=<source>
Connection information for the master server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nmyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]
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« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--max-depth=<N>
The maximum recursion depth. This option is valid only if - - r ecur se is given.
--num-retries=<num_retries>, -n<num_retries>

The number of retries permitted for failed slave login attempts. This option is valid only if - - pr onpt
is given.

--prompt, -p
Prompt for the slave user and password if different from the master user and password.

If you give this option, the utility sets - - num r et ri es to 1 if that option is not set explicitly.
This ensures at least one attempt to retry and prompt for the user name and password should a
connection fail.

--quiet, -q
Turn off all messages for quiet execution. This option does not suppress errors or warnings.
--recurse, -r

Traverse the list of slaves to find additional master/slave connections. User this option to map a
replication topology.

--show-list, -|

Display a column list of the topology.

--ssl-ca

The path to a file that contains a list of trusted SSL CAs.

--ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
--ssl-cert

The name of the SSL key file to use for establishing a secure connection.

--ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

--verbose, -v

Specify how much information to display. If this option is used, the 10 thread status of each slave is
also displayed. Use this option multiple times to increase the amount of information. For example, -
v = verbose, - vv = more verbose, - vvv = debug. If you use -vvv, the output will contain the state of
the 10 and SQL threads for each slave.

--version

Display version information and exit.
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NOTES

The login user must have the REPLICATE SLAVE and REPLICATE CLIENT privileges to successfully
execute this utility. Specifically, the login user must have appropriate permissions to execute SHOW
SLAVE STATUS, SHOW MASTER STATUS, and SHOW SLAVE HOSTS.

For the - - f or mat option, the permitted values are not case sensitive. In addition, values may be
specified as any unambiguous prefix of a valid value. For example, - - f or mat =g specifies the grid
format. An error occurs if a prefix matches more than one valid value.

Mixing IP and hostnames is not recommended. The replication-specific utilities will attempt to compare
hostnames and IP addresses as aliases for checking slave connectivity to the master. However, if your
installation does not support reverse name lookup, the comparison could fail. Without the ability to

do a reverse name lookup, the replication utilities could report a false negative that the slave is (not)
connected to the master.

For example, if you setup replication using MASTER_HOST=ubuntu.net on the slave and later connect
to the slave with mysqlrplcheck and have the master specified as --master=192.168.0.6 using the valid
IP address for ubuntu.net, you must have the ability to do a reverse name lookup to compare the IP
(192.168.0.6) and the hostname (ubuntu.net) to determine if they are the same machine.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print_defaults tools which is required to read the login-path values from the login configuration file
(.mylogin.cnf).

EXAMPLES

To show the slaves for a master running on port 3311 on the local host, use the following command:

shel | > nysql rpl show --nmaster=root @ocal host: 3311 --discover-sl aves-| ogi n=r oot
# master on |ocal host: ... connected.
# Finding slaves for naster: |ocal host: 3311

# Replication Topol ogy G aph
| ocal host: 3311 ( MASTER)
I
+--- | ocal host: 3310 - (SLAVE)

I
+--- local host: 3312 - (SLAVE)

As shown in the example, you must provide valid login information for the master.

To show additional information about the 10 thread status (to confirm if the slaves are really connected
to the master) use the option - - ver bose:

shel | > nysqgl rpl show --naster=root @ocal host: 3311 --di scover-sl aves-| ogi n=root --verbose
# master on |ocal host: ... connected.
# Finding slaves for master: |ocal host: 3311

# Replication Topol ogy G aph
| ocal host: 3311 ( MASTER)
|
+--- local host: 3310 [IO Yes, SQ.: Yes] - (SLAVE)

|
+--- local host: 3312 [IO Yes, SQ.: Yes] - (SLAVE)

To show the full replication topology of a master running on the local host, use the following command:

shel | > nysqgl rpl show --nmaster=root@ocal host: 3311 --recurse --discover-slaves-| ogi n=r oot
# master on |ocal host: ... connected.
# Finding slaves for master: |ocal host: 3311

# Replication Topol ogy G aph
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| ocal host: 3311 ( MASTER)
I

+--- local host: 3310 - (SLAVE)

I

+--- local host: 3312 - (SLAVE + MASTER)
I
+--- local host: 3313 - (SLAVE)

To show the full replication topology of a master running on the local host, prompting for the user
name and password for slaves that do not have the same user name and password credentials as the
master, use the following command:

shel | > nysql rpl show --recurse --pronpt --numretries=1\
- -mast er =r oot @ ocal host: 3331 --di scover-sl aves-| ogi n=r oot

Server | ocal host: 3331 is running on | ocal host.

# master on |ocal host: ... connected.

# Finding slaves for master: |ocal host: 3331

Server | ocal host: 3332 is running on | ocal host.

# master on |ocal host: ... FAILED.

Connection to | ocal host: 3332 has fail ed.

Pl ease enter the following information to connect to this server.
User nane: root

Passwor d:

# master on |ocal host: ... connected.

# Finding slaves for nmaster: |ocal host: 3332

Server | ocal host: 3333 is running on | ocal host.

# master on |ocal host: ... FAILED.

Connection to | ocal host: 3333 has fail ed.

Pl ease enter the following information to connect to this server.
User nane: root

Passwor d:

# master on |ocal host: ... connected.

# Finding slaves for nmaster: |ocal host: 3333

Server | ocal host: 3334 is running on | ocal host.

# master on |ocal host: ... FAILED.

Connection to | ocal host: 3334 has fail ed.

Pl ease enter the following information to connect to this server.
User nane: root

Passwor d:

# master on |ocal host: ... connected.

# Finding slaves for nmaster: |ocal host: 3334

# Replication Topol ogy G aph
| ocal host : 3331 ( MASTER)
|

+--- local host: 3332 - (SLAVE)

|

+--- | ocal host: 3333 - (SLAVE + MASTER)
|
+--- local host: 3334 - (SLAVE)

PERMISSIONS REQUIRED

The user connected to the master must have the REPLICATION SLAVE privilege.

The user specified with the - - di scover - sl aves- | ogi n option that logs into each slave must have
the REPLICATION CLIENT privilege.

5.23 nysql r pl sync — Replication synchronization checker

This utility permits you to check replication servers for synchronization. It checks data consistency
between a master and slaves or between two slaves. The utility reports missing objects as well as
missing data.

The utility can operate on an active replication topology, applying a synchronization process to check
the data. Those servers where replication is not active can still be checked but the synchronization
process will be skipped. In that case, it is up to the user to manually synchronize the servers.
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The user must provide connection parameters for the servers. That is, the utility requires the master
and slaves using the - - nast er [184] and - - sl aves [184] options. To compare only slaves, the
user need only provide the - - sl aves [184] option.

The utility also provides a feature to discover slaves connected to the master using the - - di scover -
sl aves- 1 ogi n [183] and - - nast er [184] options. To use the discover slaves feature, all slaves
must use the following startup options; --report-host and --report-port to specify the correct hostname
and port of the server. If these are missing or report the incorrect information, the slave may not be
discovered and therefore not included in the synchronization check. The discover slaves feature
ignores slaves that cannot be reached.

By default, all data is included in the comparison. To check specific databases or tables, list each
element as a separated argument for the utility using fully qualified names. The user can also choose
to exclude some databases or tables from the check using the - - excl ude [183] option.

The utility also provides some important features that allow users to adjust the execution of the
consistency check to their system. For example, the user may wish the utility to minimize execution

of the synchronization process. To do so, the user uses the - - r pl -t i neout [184] to define the
maximum time for each slave to synchronize. More specifically, allow slaves to catch up with the
master in order to compare the data. During this waiting step, the slaves status is periodically polled
according to a predefined time interval. This polling interval to verify if the slaves are synced can be
adjusted with the - - i nt er val [184] option. A checksum query is used to compare the data of each
table between servers. The checksum calculation step is skipped if its execution exceeds a predefined
time, avoiding undesirable performance impacts on the target system if it takes too long to execute.
The user can change the checksum timeout using the - - checksum t i neout [183] option.

Users can also use the - - ver bose [185] option to see additional information when the utility
executes.

This utility is designed to work exclusively for servers that support global transaction identifiers (GTIDs)
and have gti d_node=0N. Servers with GTID disabled will be skipped by the utility. See Replication
with Global Transaction Identifiers, for more information about GTID.

The utility takes into consideration the use of replication filtering rules on the servers skipping the check
for filtered databases and tables according to the defined options. Nevertheless, the use of replication
filters can still lead to data consistency issues depending on how statements are evaluated. See How
Servers Evaluate Replication Filtering Rules, for more information.

OPTIONS

nysql r pl sync accepts the following command-line options:

» --checksum-timeout=<checksum_timeout_in_seconds>
Maximum timeout in seconds to wait for the checksum query to complete.
Default = 3 seconds.

» --discover-slaves-login=<user_login>

Detect registered slaves at startup and use the user name and password specified to connect in the
format: <user> [:<password>] or <login-path>. For example, --discover-slaves-login=joe:secret will
use 'joe' as the user and 'secret' as the password for each discovered slave.

» --exclude=<databases_tables to_exclude>

Fully qualified name for the databases or tables to exclude: <db_name> [.<tbl_name>]. List multiple
data objects in a comma-separated list.

* --help
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Display a help message and exit.
--interval=<interval_in_seconds>, -i <interval_in_seconds>

Interval in seconds for periodically polling the slaves sync status to verify if the sync point was
reached.

Default = 3 seconds.

--license

Display license information and exit.
--master=<master_connection>

Connection information for the master server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

« Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--rpl-timeout=<rpl_timeout_in_seconds>

Maximum timeout in seconds to wait for synchronization. More precisely, the time to wait for the
replication process on a slave to reach a sync point (GTID set).

Default = 300 seconds.
--slaves=<slaves_connections>
Connection information for slave servers . List multiple slaves in comma-separated list.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

* Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--ssl-ca

The path to a file that contains a list of trusted SSL CAs.
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o --ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-cert

The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.
NOTES

The data consistency check is performed per table using a checksum table. If the calculated checksum
differs, it indicates the tables are not synchronized. Nevertheless, since the checksum operation is not
collision free, there is a very small probability that two different tables can produce the same checksum.

Mixing IP and hostnames is not recommended. The replication-specific utilities will attempt to compare
hostnames and IP addresses as aliases for checking slave connectivity to the master. However, if your
installation does not support reverse hame lookup, the comparison could fail. Without the ability to

do a reverse name lookup, the replication utilities could report a false negative that the slave is (not)
connected to the master.

For example, if you setup replication using MASTER_HOST=ubuntu.net on the slave and later connect
to the slave with mysqlrplcheck and have the master specified as --master=192.168.0.6 using the valid
IP address for ubuntu.net, you must have the ability to do a reverse name lookup to compare the IP
(192.168.0.6) and the hosthame (ubuntu.net) to determine if they are the same machine.

Similarly, in order to avoid issues mixing local IP '127.0.0.1" with 'localhost', all the addresses
'127.0.0.1" will be internally converted to 'localhost' by the utility.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print_defaults tools which is required to read the login-path values from the login configuration file
(.mylogin.cnf).

LIMITATIONS

This utility is designed to work exclusively for servers that support global transaction identifiers
(GTIDs) and have gt i d_node=0N. Due to known server issues with some operations required for the
synchronization process, only MySQL Server versions 5.6.14 and higher are supported by this utility.

Some replication filtering options are not supported by this utility due to known issues on the server
side, namely: replicate_do_db, replicate_ignore_db, and replicate_wild_do_table. In case a non
supported replication filtering option is detected on a server, the utility issues an appropriate error and
exits. This check is performed at the beginning when the utility starts.

EXAMPLES

To check the data consistency on an active replication system explicitly specifying the master and
slaves:
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shel | > nysql rpl sync --nast er=user: pass@ ocal host: 3310 \
--slaves=rpl : pass@ ocal host: 3311, rpl : pass@ ocal host : 3312

GTI D di fferences between Master and Sl aves:
- Slave 'local host @311' is 15 transacti ons behi nd Master.
- Slave 'local host @312' is 12 transacti ons behi nd Master.

Checki ng data consi st ency.

Usi ng Master 'l ocal host @310' as base server for conparison.
Checking 'test_rplsync_db' database...
- Checking 't0' table data...
[OK] “test_rplsync_db . t0 checksum for server 'l ocal host @311'.
[OK] “test_rplsync_db . t0 checksum for server 'l ocal host @312'.
- Checking 't1' table data...
[OK] “test_rplsync_db . t1 checksum for server 'l ocal host @311'.
[OK] “test_rplsync_db . t1 checksum for server 'l ocal host @312'.
Checking 'test_db' database...
- Checking 't0" table data...
[OK] “test_db . t0 checksum for server 'l ocal host @311'.
[OK] “test_db . t0 checksum for server 'l ocal host @312'.
- Checking 't1' table data...
[OK] “test_db . t1" checksum for server 'l ocal host @311'.
[OK] “test_db . t1" checksum for server 'l ocal host @312'.

.. done.

SUMVARY: No data consistency issue found.

HHEHRFHFEHRFEHRFFEHEHERF R

To check the data consistency on an active replication system using slave discovery:

shel | > nysqgl rpl sync --nast er=user: pass@ ocal host: 3310 \
--di scover - sl aves- | ogi n=rpl : pass
Di scovering slaves for master at |ocal host: 3310
Di scovering sl ave at |ocal host: 3311
Found sl ave: | ocal host: 3311
Di scovering sl ave at |ocal host: 3312
Found sl ave: | ocal host: 3312

GTI D di fferences between Master and Sl aves:
- Slave 'l ocal host @311' is 15 transacti ons behi nd Master.
- Slave 'l ocal host @312' is 15 transacti ons behi nd Master.

Checki ng data consi st ency.

#
#
#
#
#
#
#
#
#
#
#
#
# Using Master 'l ocal host @310° as base server for conparison.

# Checking 'test_rplsync_db' database...

# - Checking 't0' table data...

# [OK] “test_rplsync_db . t0 checksum for server 'l ocal host @311'.
# [OK] “test_rplsync_db . t0 checksum for server 'l ocal host @312'.
# - Checking 't1l' table data...

# [OK] “test_rplsync_db . t1 checksum for server 'l ocal host @311'.
# [OK] “test_rplsync_db . t1 checksum for server 'l ocal host @312'.
# Checking 'test_db' database...

# - Checking 't0' table data...

# |[OK] “test_db’ . t0 checksum for server 'l ocal host @311'.

# |[OK] “test_db . t0 checksum for server 'l ocal host @312'.

# - Checking 't1l' table data...

# [OK] “test_db’ . t1 checksum for server 'l ocal host @311'.

# [OK] “test_db’ . t1 checksum for server 'l ocal host @312'.

#
#
#
#
#

.. .done.

SUMVARY: No data consistency issue found.

To check the data consistency on an active replication system, but only between specific slaves:
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shel | > nysqgl rpl sync --sl aves=rpl: pass@ ocal host: 3311, rpl : pass@ ocal host: 3312
Checki ng data consi st ency.

Using Sl ave 'l ocal host @311' as base server for conparison.
Checking 'test_rplsync_db' database...
- Checking 't0' table data...

[OK] “test_rplsync_db . t0 checksumfor server 'l ocal host @312'.
- Checking 't1' table data...

[OK] “test_rplsync_db . t1 checksumfor server 'l ocal host @312'.
Checking 'test_db' database...
- Checking 't0' table data...

[OK] “test_db . t0 checksumfor server 'l ocal host @312'.
- Checking 't1' table data...

[OK] “test_db . t1 checksumfor server 'l ocal host @312'.

.. .done.

SUMVARY: No data consistency issue found.

HHHHHHHHHH R

To check the data consistency of a specific database and table on an active replication system:

shel | > nysqgl rpl sync --nmast er=user: pass@ ocal host: 3310 \
--slaves=rpl : pass@ ocal host: 3311, rpl : pass@ ocal host: 3312 \
test_rplsync_db test_db.t1

GTI D di fferences between Master and Sl aves:
- Slave 'l ocal host @311' is 15 transactions behi nd Master.
- Slave 'l ocal host @312' is 12 transactions behi nd Master.

Checki ng data consi st ency.

Usi ng Master '|ocal host @310' as base server for conparison.
Checking 'test_rplsync_db' database...
- Checking 't0' table data...
[OK] “test_rplsync_db . t0 checksumfor server 'l ocal host @311'.
[OK] “test_rplsync_db . t0 checksumfor server 'l ocal host @312'.
- Checking 't1' table data...
[OK] “test_rplsync_db . t1 checksumfor server 'l ocal host @311'.
[OK] “test_rplsync_db . t1 checksumfor server 'l ocal host @312'.
Checking 'test_db' database...
- Checking 't1' table data...
[OK] “test_db . t1 checksumfor server 'l ocal host @311'.
[OK] “test_db . t1 checksumfor server 'l ocal host @312'.

.. done.

SUMVARY: No data consistency issue found.

HHEFRFHHEHRFEHEFFHEHEHEHEHEH TR

To check the data consistency on an active replication system excluding a specific database and table:

shel | > nysqgl rpl sync --nast er=user: pass@ ocal host: 3310 \
--slaves=rpl : pass@ ocal host: 3311, rpl : pass@ ocal host: 3312 \
--exclude=test_rplsync_db,test_db.t1

GTI D di fferences between Master and Sl aves:
- Slave 'l ocal host @311' is 15 transactions behi nd Master.
- Slave 'l ocal host @312' is 12 transactions behind Master.

Checki ng data consi stency.

Usi ng Master '|ocal host @310' as base server for conparison.
Checking 'test_db' database...

- Checking 't0" table data...

[OK] “test_db . t0 checksumfor server 'l ocal host @311'.
[OK] “test_db . t0 checksumfor server 'l ocal host @312'.

HoHHHHEH R HHEHHEHEHEHR

. done.
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#
# SUMVARY: No data consistency issue found.
#

The following is an example of a replication check that has data inconsistencies:

shel | > nysqgl rpl sync --nmast er=user: pass@ ocal host: 3310 \
--slaves=rpl : pass@ ocal host: 3311, r pl : pass@ ocal

GII D di fferences between Master and Sl aves:
- Slave 'l ocal host @311' is up-to-date.
- Slave 'l ocal host @312' is up-to-date.

Checki ng data consi stency.

Checking 'test_rplsync_db' database...

- Checking 't0' table data...

[DIFF] “test_rplsync_db . t0 checksum for server

Checking 't1' table data...

WARNI NG Sl ave not active 'local host @311' - Sync ski
[DIFF] “test_rplsync_db . t1 checksum for server
[OK] “test_rplsync_db . t1 checksum for server

- Checking 't2' table data...

WARNI NG Sl ave not active 'l ocal host @311"' -
[OK] “test_rplsync_db . t2° checksum for server
[OK] “test_rplsync_db . t2° checksum for server
Checking 'only_on_nmaster_db' database...

Sync ski

.. done.

SUMVARY: 8 data consistency issues found.

HHEFFHHEHRAFEHFBHFEHEHREHRERF RS R
!

Check a replication topology with filtering:

shel | > nysqgl rpl sync --nast er=user: pass@ ocal host: 3310 \
--slaves=rpl : pass@ ocal host: 3311, r pl : pass@ ocal
--verbose

Checki ng users perm ssion to perform consistency check.

WARNI NG Replication filters found on checked servers.
More information: http://dev. nmysql.com doc/en/replicati
Master 'l ocal host @310' :
- binlog_do_db: test_rplsync_dbl
Sl ave '| ocal host @311":
- replicate_do_table:
Sl ave '| ocal host @312':
- replicate_ignore_table:
- replicate_w | d_ignore_table:

test_rplsync_dbl.t1

test_rplsync_dbl.t2
test\ _rpl sync\_dbl. %3

GTI D di fferences between Master and Sl aves:
- Slave 'local host @311' is up-to-date.
- Slave 'local host @312' is up-to-date.

Checki ng data consi stency.

Checking 'test_rplsync_dbl' database...
[SKIP] Table 't0' check for 'l ocal host @311’
- Checking 't0' table data...

Setting data synchronization point for slaves.

HHFHFHEHFHHFHHF G H R

checksum for server

[OK] “test_rplsync_dbl . t0

[DI FF] Tabl e NOT on base server but found on 'l ocal host @311':
[DI FF] Tabl e NOT on base server but found on 'l ocal host @312':
[DIFF] Table 'test_rplsync_db.t0" NOT on server 'l ocal host @311'.

host: 3312

Usi ng Master '|ocal host @310' as base server for conparison.
[ DI FF] Dat abase NOT on base server but found on 'l ocal host @311':

only_on_sl ave_db

t3
t3

"| ocal host @312' .

pped.

"l ocal host @311'.
"| ocal host @312' .

pped.

"l ocal host @311' .
"| ocal host @312' .

[ DI FF] Dat abase 'only_on_master_db' NOT on server 'l ocal host @311'.
[ DI FF] Dat abase 'only_on_master_db' NOT on server 'l ocal host @312'.

host: 3312 \

This can | ead data consi stency issues dependi ng or
on-rul es. htm

Usi ng Master '|ocal host @310' as base server for conparison.

- filtered by replication rule.

Conput e checksum on sl aves (wait to catch up and resune replication).
' | ocal host @312' .
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- Checking 't1' table data...

Setting data synchronization point for slaves.

Conmput e checksum on sl aves (wait to catch up and resune replication).

[OK] “test_rplsync_dbl . t1 checksumfor server 'l ocal host @311'.

[OK] “test_rplsync_dbl . t1 checksumfor server 'l ocal host @312'.
[SKIP] Table 't2' check for 'l ocal host @311' - filtered by replication rule.
[SKIP] Table 't2' check for 'l ocal host @312' - filtered by replication rule.
[SKIP] Table 't3" check for 'l ocal host @311' - filtered by replication rule.
[SKIP] Table 't3" check for 'l ocal host @312' - filtered by replication rule.
[ SKI P] Database 'test_rplsync_db0' check - filtered by replication rule.
[ SKI P] Database 'test_rplsync_db2' check - filtered by replication rule.
[ SKI P] Database 'test_rplsync_db3' check - filtered by replication rule.

.. done.

SUMVARY: No data consistency issue found.

HHEHRFHEHFEHHEH R

PERMISSIONS REQUIRED

The user for the master must have permissions to lock tables, perform the checksum, and get
information about the master status. Specifically, the user used to connect to the master requires the
following privileges: SUPER or REPLICATION CLIENT, LOCK TABLES and SELECT.

The user for the slaves must have permissions to start/stop the slave, perform the checksum, and get
information about the slave status. More specifically, the login user to connect to slaves requires the
following privileges: SUPER and SELECT.

5.24 nysql server cl one — Clone Existing Server to Create New
Server

This utility enables you to clone an existing MySQL server instance to create a new server instance
on the same host. The utility creates a new datadir (- - new dat a), and, on Unix systems, starts the
server with a socket file. You can optionally add a password for the login user account on the new
instance.

If the user does not have read and write access to the folder specified by the - - new- dat a option, the
utility shall issue an error.

Similarly, if the folder specified by - - new dat a exists and is not empty, the utility will not delete the

folder and will issue an error message. Users must specify the - - del et e- dat a option to permit the
utility to remove the folder prior to starting the cloned server.

OPTIONS

nysql server cl one accepts the following command-line options:
* --help
Display a help message and exit.
» --license
Display license information and exit.
» --delete-data
Delete the folder specified by - - new- dat a if it exists and is not empty.
* --basedir

The base directory for the MySQL server source, as an alternative to the - - ser ver option.

189



OPTIONS

shel | > nmysql servercl one --basedir=/source/ nmysql-5.6 \
--new dat a=/ source/ t enp_3007 --new- port=3007 --newid=101 \

--root=root --nysqgld="--10g-bin --gtid-nmode=on --I|o0g-slave-updates \
--enforce-gtid-consistency --naster-info-repository=table \
--report-host =l ocal host --report-port=3007" --delete

--force

Ignore the maximum path length and the low space checks for the - - new- dat a option.
--mysgld=<options>

Additional options for nysql d. To specify multiple options, separate them by spaces. Use
appropriate quoting as necessary. For example, to specify - - | og- bi n=bi nl og and - - gener al -
log-file="nylogfile", use:

If the option --skip-innodb is included when connecting to a MySQL server version 5.7.5 or higher,
the option is ignored and a warning is issued.

--nysqgl d="--10g-bi n=binlog --general-log-file="ny log file'"
--new-data=<path_to new_datadir>

The full path to the location of the data directory for the new instance. The path size must be 200
characters or less and it requires at least 120 MB of free space.

--new-id=<server_id>

The server _i d value for the new server instance. The default is 2.
--new-port=<port>

The port number for the new server instance. The default is 3307.
--quiet, -q

Turn off all messages for quiet execution.
--root-password=<password>

The password for the r oot user of the new server instance.
--server=<source>

Connection information for the server to be cloned.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

¢ Use login-paths from your . myl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

* Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]
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» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
o --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-cert
The name of the SSL key file to use for establishing a secure connection.
+ --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --start-timeout=<timeout_in_seconds>
Number of seconds to wait for server to start. Default = 10 seconds.
» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

* --version
Display version information and exit.
» --write-command=<file_name>, -w<file_name>

Path name of file in which to write the command used to launch the new server instance.
EXAMPLES

The following command demonstrates how to create a new instance of a running server, set the r oot
user password and enable binary logging:

shel | > nkdir /source/test123

shel | > nysqgl servercl one --server=root: pass@ ocal host \
--new-dat a=/ User s/ cbel | / source/test 123 --new- port=3310 \
--root - passwor d=pass --nysql d=--10g- bi n=nysql - bi n

# Cloning the MySQL server running on | ocal host.

# Creating new data directory...

# Configuring new i nstance. ..

# Locating nmysqgl tools...

# Setting up enpty database and nysqgl tables...

# Starting new i nstance of the server...

# Testing connection to new instance...

# Success!

# Setting the root password...

# ...done.

PERMISSIONS REQUIRED

The user must have permission to read all databases. Since we are using the root account for these
examples (and you typically would), permissions are not generally a problem.

You also need permissions to create the new data directory and write data to it.

5.25 nysql serveri nf o — Display Common Diagnostic
Information from a Server
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This utility displays critical information about a server for use in diagnosing problems. The information
displayed includes the following:

» Server connection information

» Server version humber

» Data directory path name

» Base directory path name

* Plugin directory path name

 Configuration file location and name

» Current binary log coordinates (file name and position)
» Current relay log coordinates (file name and position)

This utility can be used to see the diagnostic information for servers that are running or offline. If you
want to see information about an offline server, the utility starts the server in read-only mode. In this
case, you must specify the - - basedi r, --dat adi r, and - - st art options to prevent the utility from
starting an offline server accidentally. Note: Be sure to consider the ramifications of starting an offline
server on the error and similar logs. It is best to save this information prior to running this utility.

To specify how to display output, use one of the following values with the - - f or nat option:
» grid (default)
Display output in grid or table format like that of the nysql client command-line tool.
* CSV
Display output in comma-separated values format.
e tab
Display output in tab-separated format.
* vertical

Display output in single-column format like that of the \ Gcommand for the nmysqgl client command-
line tool.

To turn off the headers for grid, csv, or tab display format, specify the - - no- header s option.

To see the common default settings for the local server's configuration file, use the - - show def aul t s
option. This option reads the configuration file on the machine where the utility is run, not the machine
for the host that the - - ser ver option specifies.

To run the utility against several servers, specify the - - ser ver option multiple times. In this case, the
utility attempts to connect to each server and read the information.

To see the MySQL servers running on the local machine, use the - - show ser ver s option. This
shows all the servers with their process ID and data directory. On Windows, the utility shows only the
process ID and port.

OPTIONS

nmysql serveri nf o accepts the following command-line options:

* --help
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Display a help message and exit.

--license

Display license information and exit.

--basedir=<basedir>

The base directory for the server. This option is required for starting an offline server.

Is also used to access server tools, such as my_print_defaults that is required to read the login-path
values from the login configuration file (.mylogin.cnf).

--datadir=<datadir>
The data directory for the server. This option is required for starting an offline server.
--format=<format>, -f<format>

Specify the output display format. Permitted format values are grid, csv, tab, and vertical. The
default is grid.

--no-headers, -h
Do not display column headers. This option applies only for grid, csv, and tab output.
--port-range=<start:end>

The port range to check for finding running servers. This option applies only to Windows and is
ignored unless - - show ser ver s is given. The default range is 3306:3333.

--server=<server>

Connection information for a server. Use this option multiple times to see information for multiple
servers.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

¢ Use login-paths from your . nmyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

* Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

» Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--show-defaults, -d

Display default settings for mnysql d from the local configuration file. It uses my_pri nt _defaul ts to
obtain the options.

--show-servers

Display information about servers running on the local host. The utility examines the host process list
to determine which servers are running.

--ssl-ca

193



EXAMPLES

The path to a file that contains a list of trusted SSL CAs.
o --ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
» --ssl-cert

The name of the SSL key file to use for establishing a secure connection.
o --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

e --start, -s

Start the server in read-only mode if it is offline. With this option, you must also give the - - basedi r
and - - dat adi r options.

o --start-timeout

Number of seconds to wait for the server to be online when started in read-only mode using the - -
st art option. The default value is 10 seconds.

The - -start-tineout option is available as of MySQL Utilities 1.2.4 / 1.3.3.
» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

* --version
Display version information and exit.

For the - - f or mat option, the permitted values are not case sensitive. In addition, values may be
specified as any unambiguous prefix of a valid value. For example, - - f or mat =g specifies the grid
format. An error occurs if a prefix matches more than one valid value.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print_defaults tools which is required to read the login-path values from the login configuration file
(.mylogin.cnf).

EXAMPLES

To display the server information for the local server and the settings for nysql d in the configuration
file with the output in a vertical list, use this command:

shel | > nysql serverinfo --server=root: pass@ocal host -d --format=vertical
# Source on |ocal host: ... connected.
kkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkkk*%x l I’OW kkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkkkkkkkkk*%x
server: | ocal host: 3306
version: 5.1.50-10g
datadir: /usr/local/nysql/data/
basedir: /usr/local/mysql-5.1.50-0sx10. 6- x86_64/
plugin_dir: /usr/local/nysqgl-5.1.50-0sx10. 6-x86_64/1i b/ pl ugi n
config_file: /etc/ny.cnf
bi nary_| og: mny_| og. 000068
bi nary_| og_pos: 212383
rel ay_l og: None
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rel ay_| og_pos: None
1 rows.

Defaults for server |ocal host: 3306

--port=3306

- - basedi r=/usr/ I ocal / nysql

--datadir=/usr/l ocal / nysql / dat a

--server_id=5

--1o0g-bi n=ny_| og

--general _| og

--slow_query_I| og

--innodb_data_fil e_pat h=i bdat al: 778M i bdat a2: 50M aut oext end
#...done.

PERMISSIONS REQUIRED

The permissions required include the ability to read the mysql database and to have read access to the
data directory.

The user must have permissions to read the data directory or use an administrator or super user (sudo)
account to obtain access to the data directory.

5.26 nysql sl avet r x — Slave transaction skip utility

This utility allows users to skip multiple transactions on slaves in a single step. In particular, it injects
empty transactions on all specified slaves for each GTID in the specified GTID set.

Skipping transactions can be useful to recover from erroneous situations that can occur during the
replication process. However, this technique must be applied with extreme caution and full knowledge
of its consequences because it might lead to data inconsistencies between the replication servers.

For example, let's consider that a transaction that inserts some data 'rowl' into table 't1' fails on
'slavel'. If that transaction is simply skipped to quickly resume replication on 'slavel' without any
additional intervention, then 'rowl' will be missing from that slave. Moreover, 'rowl' will no longer be
replicated from the master since the GTID for the skipped transaction will be associated to an empty
transaction. As a consequence, the data for table 't1' on 'slavel’ will be inconsistent with the one on the
master and other slaves because 'rowl' will be missing. For this reason, we should make sure that the
technique to skip transactions is applied in the right situations and that all additional operations to keep
the data consistent are also taken.

Skipping transactions is also useful to ignore errant transactions on slaves in order to avoid those
transactions from being replicated if a failover occurs. For example, consider that some transactions
with custom data changes were accidentally committed on a slave without turning off binary logging,
and that those changes are specific to that slave and should not be replicated (e.g., additional data

for reporting purposes, data mining, or local administrative commands). If that slave becomes the new
master as a result of a failover or switchover, then those errant transactions will start being replicated
across the topology. In order to avoid this situation, errant transactions should be skipped on all slaves.

Note

@ An errant transaction is a transaction that exists on a slave but not on all
of the slaves connected to the master. An errant transaction has a GTID
associated with the UUID of the slave to which it was committed. These
type of transactions can result from write operations performed on the slave
while binary logging is enabled. By nature, these transactions should not be
replicated.

It is considered poor practice to execute write operation on slave with binary
logging enabled because it will create errant transactions that can lead to
unstable topologies in failover scenarios. The best way to deal with errant
transactions is to avoid writing or applying query statements to the slave directly
without turning off binary logging first.
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There are other situations like provisioning and scale out where injecting empty transaction can be a
useful technique. See Using GTIDs for Failover and Scaleout, for more information about this scenario.

Users must specify the set of GTIDs for the transactions to skip with the - - gt i d- set [196] option,
and the server connection parameters for the list of target slaves using the - - sl aves [196] option.

The utility displays the GTID set that is effectively skipped for each slave. If any of the specified GTIDs
correspond to an already committed transaction on a slave, then those GTIDs will be ignored for that
slave (not skipped) because no other transaction (empty or not) can be applied with the same GTID.
Users can execute the utility in dry run mode using the - - dr yr un [196] option to confirm which
transactions would be skipped with the provided input values without effectively skipping them.

The utility does not require replication to be stopped. However, in some situations it is recommended.
For example, in order to skip a transaction from the master on a slave, that slave should be stopped
otherwise the target transaction might be replicated before the execution of the skip operation and
therefore not skipped as expected.

Users can also use the - - ver bose [197] option to see additional information when the utility
executes. This includes a list of slaves not supporting GTIDs and the GTIDs of the injected
transactions.

OPTIONS

nysql sl avet r x accepts the following command-line options:
e --dryrun

Execute the utility in dry-run mode, show the transactions (GTID) that would have been skipped
for each slave but without effectively skipping them. This option is useful to verify if the correct
transactions will be skipped.

» --gtid-set=<gtid-set>
Set of Global Transaction Identifiers (GTID) to skip.
* --help
Display a help message and exit.
» --license
Display license information and exit.
» --slaves=<slaves_connections>
Connection information for slave servers. List multiple slaves in comma-separated list.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

« Use login-paths from your . nmyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

< Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]
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» --ssl-ca
The path to a file that contains a list of trusted SSL CAs.
» --ssl-cert
The name of the SSL certificate file to use for establishing a secure connection.
o --ssl-key
The name of the SSL key file to use for establishing a secure connection.
+ --ssl

Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

NOTES

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print_defaults tools which is required to read the login-path values from the login configuration file
(.mylogin.cnf).

LIMITATIONS

The utility requires all target slaves to support global transaction identifiers (GTIDs) and have
gti d_node=0ON.

EXAMPLES

Skip multiple GTIDs on the specified slaves:

shel | > nysql sl avetrx --gtid-set=af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 7-9 \
--sl aves=user: pass@ ocal host: 3311, user: pass@ ocal host: 3312
WARNI NG Using a password on the command |ine interface can be insecure

GTII D set to be skipped for each server
- local host @311: af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 7- 9
- local host @312: af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 7- 9

Injecting enpty transactions for 'l ocal host:3311'..
Injecting enpty transactions for 'l ocal host:3312'..

...done

HoHH R HHHH

Execute the utility in dryrun mode to verify which GTIDs would have been skipped on all specified
slaves:

shel | > nysqgl sl avetrx --gtid-set =af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 6- 12 \
--sl aves=user: pass@ ocal host: 3311, user: pass@ ocal host: 3312
--dryrun
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WARNI NG Using a password on the command |ine interface can be insecure
WARNI NG Executing utility in dry run node (read only)

GII D set to be skipped for each server

- local host @311: af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 6: 10- 12

- local host @312: af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 6: 10- 12

(dry run) Injecting enpty transactions for 'l ocal host: 3311"..
(dry run) Injecting enpty transactions for 'l ocal host: 3312" ..

...done

HOHHH R H R

Skip multiple GTIDs on the specified slaves using the verbose mode:

shel | > nysqgl sl avetrx --gtid-set=af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 6- 12 \
--sl aves=user: pass@ ocal host: 3311, user: pass@ ocal host: 3312
--verbose

WARNI NG Using a password on the command |ine interface can be insecure

GIl D set to be skipped for each server
- local host @311: af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 6: 10- 12
- |l ocal host @312: af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 6: 10- 12

Injecting enpty transactions for 'l ocal host: 3311" ..
- af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 6
- af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 10
- af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 11
- af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 12
Injecting enpty transactions for 'l ocal host: 3312" ..
- af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 6
- af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 10
- af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 11
- af 6b22ee- 7b0b- 11e4- aa8d- 606720440b68: 12

. done.

HHEHRFHRFHHEHEFHHEHRHEHEHEHRHRE

PERMISSIONS REQUIRED

The user used to connect to each slave must have the required permissions to inject empty
transactions, more precisely the SUPER privilege is required to set the gt i d_next variable.

5.27 nysql uc — Command line client for running MySQL Utilities

This utility provides a command line environment for running MySQL Utilities.

The mysgluc utility, hence console, allows users to execute any of the currently installed MySQL
Utilities command. The option - - ut i | di r is used to provide a path to the MySQL Utilities if the
location is different from when the utility is executed.

The console has a list of console or base commands. These allow the user to interact with the features
of the console itself. The list of base commands is shown below along with a brief description.:

Comrand Descri pti on

help utilities Display list of all utilities supported

help <utility> Di splay help for a specific utility.

hel p | hel p comrands Show this I|ist.

exit | quit Exit the consol e

set <variabl e>=<value> Store a variable for recall in comrands

show opti ons Display |ist of options specified by the user on
| aunch.

show vari abl es Di splay |ist of variables

<ENTER> Press ENTER to execute conmand
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<ESCAPE> Press ESCAPE to cl ear the command entry.

<DONN> Press DOMNN to retrieve the previous comand.

<UP> Press UP to retrieve the next command in history.

<TAB> Press TAB for type conpletion of utility, option,
or variabl e names.

<TAB><TAB> Press TAB twice for |ist of matching type

conpl etion (context sensitive).

One of the most helpful base commands is the ability to see the options for a given utility by typing
'help <utility>'. When the user types this command and presses ENTER, the console will display a list
of all of the options for the utility.

The console provides tab completion for all commands, options for utilities, and user-defined variables.
Tab completion for commands allows users to specify the starting N characters of a command and
press TAB to complete the command. If there are more than one command that matches the prefix,
and the user presses TAB twice, a list of all possible matches is displayed.

Tab completion for options is similar. The user must first type a valid MySQL Utility command then
types the first N characters of a command and presses TAB, for example —verb<TAB>. In this case,
the console will complete the option. For the cases where an option requires a value, the console will
complete the option name and append the '=' character. Tab completion for options works for both the
full name and the alias (if available). If the user presses TAB twice, the console will display a list of
matching options. Pressing TAB twice immediately after typing the name of a MySQL Utility will display
a list of all options for that utility.

Tab completion for variables works the same as that for options. In this case, the user must first type
the '$' character then press TAB. For example, if a variable $SERVER1 exists, when the user types —
server=$SER<TAB>, the console will complete the $SERVER variable name. For cases where there
are multiple variables, pressing TAB twice will display a list of all matches to the first $+N characters.
Pressing TAB twice after typing only the $ character will display a list of all variables.

Note
@ The 'mysql' prefix is optional in the console. For example, typing 'disku<TAB>' in
the console will complete the command as 'diskusage .

Executing utilities is accomplished by typing the complete command and pressing ENTER. The user
does not have to type 'python' or provide the '.py’ file extension. The console will add these if needed.

The user can also run commands using the option - - execut e. The value for this option is a semi-
colon separated list of commands to execute. These can be base commands or MySQL Utility
commands. The console will execute each command and display the output. All commands to be
run by the console must appear inside a quoted string and separated by semi-colons. Commands
outside of the quoted string will be treated as arguments for the mysgluc utility itself and thus ignored
for execution.

commands at the point of failure. Commands may also be piped into the

Note
@ In the console, an error in the console or related code will stop executing
console using a mechanism such as 'echo "<commands>" | mysqgluc'.

The console also allows users to set user-defined variables for commonly used values in options. The
syntax is simply 'set VARNAME=VALUE'. The user can see a list of all variables by entering the 'show
variables' command. To use the values of these variables in utility commands, the user must prefix
the value with a '$'. For example, --server=$SERVER1 will substitute the value of the SERVERL1 user-
defined variable when the utility is executed.

Note
@ User-defined variables have a session lifetime. They are not saved from one
execution to another in the users console.
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User-defined variables may also be set by passing them as arguments to the mysqgluc command. For
example, to set the SERVERL variable and launch the console, the user can launch the console using
this command.:

shel | > nysqgl uc SERVER1=r oot @ ocal host
The user can provide any number of user-defined variables but they must contain a value and no

spaces around the '=' character. Once the console is launched, the user can see all variables using the
'show variables' command.

OPTIONS

e --version
show program's version number and exit
e --help
show the program'’s help page
» --license
Display license information and exit.
e --verbose, -v

control how much information is displayed. For example, - v = verbose, - vv = more verbose, - vvv =
debug

* --quiet
suppress all informational messages
e --execute <commands>, -e <commands>

Execute commands and exit. Multiple commands are separated with semi-colons.

Note
@ Some platforms may require double quotes around the command list.

e --utildir <path>
location of utilities

* --width <number>
Display width

NOTES

Using the - - execut e option or piping commands to the console may require quotes or double quotes
(for example, on Windows).

EXAMPLES

To launch the console, use this command:

shel | > nmysql uc
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The following demonstrates launching the console and running the console command 'help utilities' to
see a list of all utilities supported. The console will execute the command then exit.:

shel |l > nysqgluc -e "help utilities"

Uility Descri pti on

nmysql i ndexcheck check for duplicate or redundant indexes

nmysql r pl check check replication

nysql usercl one clone a MySQL user account to one or nbre new users

nmysql dbconpar e conpar e dat abases for consistency

nmysql di f f conpare object definitions anong objects where the
difference is how dbl.obj1 differs from db2. obj 2

nmysql dbcopy copy databases from one server to anot her

nysql replicate establish replication with a naster

nmysql dbexport export netadata and data from dat abases

nmysql dbi nport import netadata and data fromfiles

nmysql net agr ep search net adat a

nmysql procgrep search process infornmation

nmysql di skusage show di sk usage for databases

nmysql serverinfo show server information
nmysql servercl one start another instance of a running server

The following demonstrates launching the console to run several commands using the --execute option
to including setting a variable for a server connection and executing a utility using variable substitution.

Note
@ It may be necessary to escape the '$' on some platforms, such as Linux.
The output below is an excerpt and is representational only:

shel | > nmysqgl uc -e "set SERVER=root @ost 123; nysql di skusage --server =\ $SERVER'
# Source on host123: ... connected.

NOTI CE: Your user account does not have read access to the datadir. Data
sizes will be calculated and actual file sizes may be onmitted. Sonme features

may be unavail abl e

# Dat abase totals:

ooccocccococcooocoooao fooccococoocooo +
| db_nane | t ot al

ooccocccococcooocoooao fooccococoocooo +
| world | 0 |
ooccocccococcooocoooao fooccococoocooo +

Tot al dat abase di sk usage = 1,072, 359, 052 bytes or 1022. 00 MB

#...done.

The following demonstrates launching the console using the commands shown above but piped into
the console on the command line. The results are the same as above.:

shel | > echo "set SERVER=r oot @ost 123; mysql di skusage --server=\$SERVER' | mysql uc

The following demonstrates launching the console and setting variables via the command line.:

shel | > nysqgl uc SERVER=r oot @ost 123 VAR _A=57 -e "show vari abl es"

Variabl e Val ue

SERVER r oot @ost 123
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VAR A 57

PERMISSIONS REQUIRED

There are no special permissions required to run mysql uc however, you must have the necessary
privileges to execute the desired utilities. See the PERMISSIONS REQUIRED section for each
command you wish to execute.

5.28 nysql user cl one — Clone Existing User to Create New User

This utility uses an existing MySQL user account on one server as a template, and clones it to create
one or more new user accounts with the same privileges as the original user. The new users can be
created on the original server or a different server.

To list users for a server, specify the - - | i st option. This prints a list of the users on the source (no
destination is needed). To control how to display list output, use one of the following values with the - -
f or mat option:

e grid (default)
Display output in grid or table format like that of the nysql client command-line tool.
e CSV
Display output in comma-separated values format.
* tab
Display output in tab-separated format.
* vertical

Display output in single-column format like that of the \ Gcommand for the nmysqgl client command-
line tool.

OPTIONS

nysql user cl one accepts the following command-line options:
* --help
Display a help message and exit.
» --license
Display license information and exit.
» --destination=<destination>
Connection information for the destination server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

« Use login-paths from your . nmyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

< Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]
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« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--dump, -d

Display the GRANT statements to create the account rather than executing them. In this case, the
utility does not connect to the destination server and no - - dest i nat i on option is heeded.

--format=<list_format>, -f<list_format>

Specify the user display format. Permitted format values are grid, csv, tab, and vertical. The default
is grid. This option is valid only if - - | i st is given.

--force

Drop the new user account if it exists before creating the new account. Without this option, it is an
error to try to create an account that already exists.

--include-global-privileges

Include privileges that match base_user @bas well as base_user @ost .

--list

List all users on the source server. With this option, a destination server need not be specified.
--quiet, -q

Turn off all messages for quiet execution.

--source=<source>

Connection information for the source server.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nmyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]

« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--ssl-ca

The path to a file that contains a list of trusted SSL CAs.

--ssl-cert

The name of the SSL certificate file to use for establishing a secure connection.
--ssl-cert

The name of the SSL key file to use for establishing a secure connection.

--ssl
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Specifies if the server connection requires use of SSL. If an encrypted connection cannot be
established, the connection attempt fails. Default setting is 0 (SSL not required).

» --verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount of
information. For example, - v = verbose, - vv = more verbose, - vvv = debug.

e --version

Display version information and exit.

You must provide connection parameters (user, host, password, and so forth) for an account that has
the appropriate privileges to access all objects in the operation.

The account used to connect to the source server must have privileges to read the mysql database.

The account used to connect to the destination server must have privileges to execute CREATE USER
(and DROP USER if the - - f or ce option is given), and privileges to execute GRANT for all privileges
to be granted to the new accounts.

For the - - f or mat option, the permitted values are not case sensitive. In addition, values may be
specified as any unambiguous prefix of a valid value. For example, - - f or mat =g specifies the grid
format. An error occurs if a prefix matches more than one valid value.

The path to the MySQL client tools should be included in the PATH environment variable in

order to use the authentication mechanism with login-paths. This will allow the utility to use the
my_print_defaults tools which is required to read the login-path values from the login configuration file
(.mylogin.cnf).

EXAMPLES

To clone j oe as samand sal | y with passwords and logging in as r oot on the local machine, use this
command:

shel | > nysqgl usercl one --source=root @ocal host \
--destinati on=r oot @ ocal host \
j oe@ocal host sam secret 1@ ocal host sally: secret 2@ ocal host
Source on |ocal host: ... connected
Destination on |ocal host: ... connected
Cloning 2 users..
Cl oning j oe@ocal host to user sam secret1@ ocal host
Cl oning joe@ocal host to user sally:secret2@ ocal host
...done

HHHHHH

The following command shows all users on the local server in the most verbose output in CSV format:

shel | > nysqgl usercl one --source=root @ocal host --list --format=csv -vvv
# Source on local host: ... connected.

user, host, dat abase

j oe, |l ocal host, util _test

rpl, | ocal host,

sal ly, | ocal host, util _test

sam | ocal host, util _test

joe,user,util _test

PERMISSIONS REQUIRED

The permissions required include the ability to read the mysql database and to have read access to the
data directory.
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This chapter introduces the architecture for the MySQL Utilities library and demonstrates how to get
started building your own utilities.

6.1 Introduction to extending the MySQL Utilities

Administration and maintenance on the MySQL server can at times be complicated. Sometimes tasks
require tedious or even repetitive operations that can be time consuming to type and re-type. For these
reasons and more, the MySQL Utilities were created to help both beginners and experienced database
administrators perform common tasks.

What are the internals of the MySQL Utilities?

MySQL Utilities are designed as a collection of easy to use Python scripts that can be combined

to provide more powerful features. Internally, the scripts use the mysql.utilities module library to
perform its various tasks. Since a library of common functions is available, it is easy for a database
administrator to create scripts for common tasks. These utilities are located in the / scri pt s folder of
the installation or source tree.

If you have a task that is not met by these utilities or one that can be met by combining one or more of
the utilities or even parts of the utilities, you can easily form your own custom solution. The following
sections present an example of a custom utility, discussing first the anatomy of a utility and then what
the mysql . utilities module library has available.

Anatomy of a MySQL Utility

MySQL Utilities use a three-tier module organization. At the top is the command script, which resides
inthe / scri pt s folder of the installation or source tree. Included in the script is a command module
designed to encapsulate and isolate the bulk of the work performed by the utility. The command
module resides in the / nysql /uti |iti es/ command folder of the source tree. Command modules
have names similar to the script. A command module includes classes and methods from one or more
common modules where the abstract objects and method groups are kept. The common modules
reside in the / mysql /utilities/ conmmon folder of the source tree. The following illustrates this
arrangement using the mysql ser veri nf o utility:

/'scri pts/ nysql serveri nfo. py

+--- /nysqgl/utilities/command/ serverinfo. py
L--- /mysql /utilities/comon/options. py
L--- /nysql /utilities/comon/server. py
L--- /nysql /utilities/comon/tools.py
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+--- /nysql/utilities/comon/format. py

Each utility script is designed to process the user input and option settings and pass them on to the
command module. Thus, the script contains only such logic for managing and validating options. The
work of the operation resides in the command module.

Command modules are designed to be used from other Python applications. For example, one could
call the methods in the ser veri nf o. py module from another Python script. This enables developers
to create their own interfaces to the utilities. It also permits developers to combine several utilities to
form a macro-level utility tailored to a specified need. For example, if there is a need to gather server
information as well as disk usage, it is possible to import the ser veri nf 0. py and di skusage. py
modules and create a new utility that performs both operations.

Common modules are the heart of the MySQL Utilities library. These modules contain classes that
abstract MySQL objects, devices, and mechanisms. For example, there is a server class that contains
operations to be performed on servers, such as connecting (logging in) and running queries.

The MySQL Utilities Library

Although the library is growing, the following lists the current common modules and the major classes
and methods as of the 1.0.1 release:

Modul e Cl ass/ Met hod Descri ption
dat abase Dat abase Per f or m dat abase-| evel operations
dbconpare get_create_object Retri eve object create statenent
di ff_objects Diff definitions of two objects
check_consi st ency Check data consistency of two tables
f or mat format _tabul ar_|i st Format list in either GRID or
delimted format to a file
format _vertical |ist Format list in a vertical format to
afile
print_list Print list based on format (CSV,
GRI D, TAB, or VERTI CAL)
opti ons set up_conmon_opti ons Set up option parser and options conmon
toall MySQ Uilities
add_ski p_opti ons Add common --skip options
check_ski p_opti ons Check skip options for validity
check_f ormat _opti on Check format option for validity
add_verbosity Add verbosity and qui et options
check_verbosity Check whether both verbosity and qui et
options are bei ng used
add_di fftype Add difftype option
add_engi nes Add engi ne, default-storage-engine
opti ons
check_engi ne_opti ons Check whet her storage engines |listed
in options exist
par se_connecti on Par se connection val ues
rpl Repl i cation Est abl i sh replication connection
bet ween a master and a sl ave
get _replication_tests Return list of replication test function
poi nters
server get _connection_di ctionary Get connection dictionary
find_runni ng_servers Check whet her any servers are
runni ng on the |ocal host
connect _servers Connect to source and destination server
Server Connect to running MySQ server
and perform server-|evel operations
tabl e | ndex Encapsul ate index for a given table
as defined by SHOW | NDEXES
Tabl e Encapsul ate tabl e for given database
to performtabl e-level operations
tool s get _tool _path Search for MySQL tool and return its
full path
del ete_directory Renove directory (folder) and contents
user par se_user _host Parse user, passwd, host, port from

User

user : passwd@ost
Clone user and its grants to anot her
user and perform user-|evel operations
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General Interface Specifications and Code Practices

The MySQL Utilities are designed and coded using mainstream coding practices and techniques
common to the Python community. Effort has been made to adhere to the most widely accepted
specifications and techniques. This includes limiting the choice of libraries used to the default libraries
found in the Python distributions. This ensures easier installation, enhanced portability, and fewer
problems with missing libraries. Similarly, external libraries that resort to platform-specific native code
are also not used.

The class method and function signatures are designed to make use of a small number of required
parameters and all optional parameters as a single dictionary. Consider the following method:

def do_sonet hi ng_wonder ful (position, obj1, obj2, options={}):
""" Does sonethi ng wonder f ul

A fictional nethod that does sonething to object 2 based on the
| ocation of sonmething in object 1.

posi tion[in] Position in obj1

obj 1[i n] Fi rst object to manipul ate

obj 2[i n] Second obj ect to nmani pul ate

options[in] Option dictionary
wi dt h wi dth of printout (default 75)
iter max iterations (default 2)
ok_to_fail if True, do not throw exception

(default True)

Ret urns bool - True = success, Fail = failed

This example is typical of the methods and classes in the library. Notice that this method has three
required parameters and a dictionary of options that may exist.

Each method and function that uses this mechanism defines its own default values for the items in the
dictionary. A quick look at the method documentation shows the key names for the dictionary. This can
be seen in the preceding example where the dictionary contains three keys and the documentation lists
their defaults.

To call this method and pass different values for one or more of the options, the code may look like

this:

opt _dictionary = {
"wi dt h' : 100,
"iter' . 10,
'ok_to_fail' : Fal se,

}

result = do_sonet hi ng_wonderful (1, obj_1, obj_2, opt_dictionary)

The documentation block for the preceding method is the style used throughout the library.

Example

Now that you are familiar with the MySQL utilities and the supporting library modules, let us take a look
at an example that combines some of these modules to solve a problem.

Suppose that you want to develop a new database solution and need to use real world data and user
accounts for testing. The nysql ser ver cl one MySQL utility looks like a possibility but it makes only
an instance of a running server. It does not copy data. However, nmysql dbcopy makes a copy of the
data and nysql user cl one clones the users. You could run each of these utilities in sequence, and
that would work, but we are lazy at heart and want something that not only copies everything but also
finds it for us. That is, we want a one-command solution.

The good news is that this is indeed possible and very easy to do. Let us start by breaking the problem
down into its smaller components. In a nutshell, we must perform these tasks:

» Connect to the original server
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Find all of the databases

Find all of the users

» Make a clone of the original server

Copy all of the databases

Copy all of the users

If you look at the utilities and the modules just listed, you see that we have solutions and primitives for
each of these operations. So you need not even call the MySQL utilities directly (although you could).
Now let us dive into the code for this example.

The first task is to connect to the original server. We use the same connection mechanism as the other
MySQL utilities by specifying a - - ser ver option like this:

parser.add_option("--server", action="store", dest="server",
type="string", default="root@ ocal host: 3306",
hel p="connection information for original server in" +\
"the form <user>: <passwor d>@host >: <port >: <socket >")

Once we process the options and arguments, connecting to the server is easy: Use the

par se_connect i on method to take the server option values and get a dictionary with the connection
values. All of the heavy diagnosis and error handling is done for us, so we just need to check for
exceptions:

fromnysqgl.utilities.comon.options inport parse_connection

try:
conn = parse_connecti on(opt.server)
except:
parser.error("Server connection values invalid or cannot be parsed.")

Now that we have the connection parameters, we create a class instance of the server using the
Server class from the ser ver module and then connect. Once again, we check for exceptions:

frommysqgl.utilities.comon. server inport Server

server_options = {

‘conn_info' : conn,

‘rol e’ . "source",
serverl = Server(server_options)
try:

server 1. connect ()
except UtilError, e:
print "ERROR ", e.errmsg

The next item is to get a list of all of the databases on the server. We use the new server class instance
to retrieve all of the databases on the server:

db_list =[]
for db in serverl.get_all_databases():
db_Ii st.append((db[ 0], None))

If you wanted to supply your own list of databases, you could use an option like the following.
You could also add an el se clause which would enable you to either get all of the databases
by omitting the - - dat abases option or supply your own list of databases (for example, - -
dat abases=dbl, db2, db3):

parser.add_option("-d", "--databases", action="store", dest="dbs_to_copy",
type="string", hel p="comma-separated |ist of databases "
“to include in the copy (omt for all databases)",
def aul t =None)

if opt.dbs_to_copy is None:
for db in serverl.get_all_databases():
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db_Ii st.append((db[ 0], None))
el se:
for db in opt.dbs_to_copy.split(","):
db_Ii st. append((db, None))

Notice we are creating a list of tuples. This is because the dbcopy module uses a list of tuples in the
form (old_db, new_db) to enable you to copy a database to a new name. For our purposes, we do not
want a rename so we leave the new name value set to None.

Next, we want a list of all of the users. Once again, you could construct the new solution to be flexible
by permitting the user to specify the users to copy. We leave this as an exercise.

In this case, we do not have a primitive for getting all users created on a server. But we do have the
ability to run a query and process the results. Fortunately, there is a simple SQL statement that can
retrieve all of the users on a server. For our purposes, we get all of the users except the root and
anonymous users, then add each to a list for processing later:

users = serverl. exec_query("SELECT user, host
"FROM nysql . user "
"WHERE user != 'root' and user !="'"")
for user in users:
user _| i st.append(user[0] +' @ +user[1])

Now we must clone the original server and create a viable running instance. When you examine

the mysql server cl one utility code, you see that it calls another module located in the / mysql /
utilities/command sub folder. These modules are where all of the work done by the utilities take
place. This enables you to create new combinations of the utilities by calling the actual operations
directly. Let's do that now to clone the server.

The first thing you notice in examining the ser ver cl one module is that it takes a number of
parameters for the new server instance. We supply those in a similar way as options:

parser.add_option("--newdata", action="store", dest="new data",
type="string", help="the full path to the location "
"of the data directory for the new instance")
parser.add_option("--newport", action="store", dest="new port",
type="string", default="3307", hel p="the new port "
"for the new instance - defaul t=%efaul t")
parser.add_option("--newid", action="store", dest="new_id",
type="string", default="2", help="the server_id for "
"the new instance - defaul t=%default")

fromnysql.utilities.comand inport serverclone

try:
res = serverclone.clone_server(conn, opt.new data, opt.new port,
opt.new_id, "root", None, False, True)
except exception.UtilError, e:
print "ERROR ", e.errnsg
sys.exit()

As you can see, the operation is very simple. We just added a few options we needed like - - new-
dat a, - - new port, and - - new i d (much like nysql server cl one) and supplied some default
values for the other parameters.

Next, we need to copy the databases. Once again, we use the command module for mysql dbcopy
to do all of the work for us. First, we need the connection parameters for the new instance. This is
provided in the form of a dictionary. We know the instance is a clone, so some of the values are going
to be the same and we use a default root password, so that is also known. Likewise, we specified

the data directory and, since we are running on a Linux machine, we know what the socket path is.
(For Windows machines, you can leave the socket value None.) We pass this dictionary to the copy
method:

dest _val ues = {

"user" . conn. get("user"),
"passwd” : "root",
"host" . conn.get("host"),
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"port" . opt.new_port,
"uni x_socket" : os.path.join(opt.new data, "mysql.sock")

}

In this case, a number of options are needed to control how the copy works (for example, if any objects
are skipped). For our purposes, we want all objects to be copied so we supply only the minimal settings
and let the library use the defaults. This example shows how you can ‘'fine tune' the scripts to meet your
specific needs without having to specify a lot of additional options in your script. We enable the quiet
option on so as not to clutter the screen with messages, and tell the copy to skip databases that do not
exist (in case we supply the - - dat abases option and provide a database that does not exist):

options = {
"quiet" : True,
"force" : True

}

The actual copy of the databases is easy. Just call the method and supply the list of databases:

fromnysql.utilities.comand inport dbcopy

try:
dbcopy. copy_db(conn, dest_val ues, db_list, options)
except exception.UilError, e

print "ERROR ", e.errnsg

sys. exit()

Lastly, we copy the user accounts. Once again, we must provide a dictionary of options and call the
command module directly. In this case, the user cl one module provides a method that clones one
user to one or more users so we must loop through the users and clone them one at a time:

frommnysqgl.utilities.comrmand i nport usercl one

options = {

"overwite" : True
"quiet" . True
"gl obal s" . True

}

for user in user_list:
try:
res = userclone. cl one_user (conn, dest_val ues, user
(user,), options)
except exception.UilError, e
print "ERROR ", e.errmsg
sys.exit()

We are done. As you can see, constructing new solutions from the MySQL utility command and
common modules is easy and is limited only by your imagination.

Enhancing the Example

A complete solution for the example named copy_ser ver . py is located in the appendix. It is
complete in so far as this document explains, but it can be enhanced in a number of ways. The
following briefly lists some of the things to consider adding to make this example utility more robust.

» Table locking: Currently, databases are not locked when copied. To achieve a consistent copy of the
data on an active server, you may want to add table locking or use transactions (for example, if you
are using InnoDB) for a more consistent copy.

» Skip users not associated with the databases being copied.
» Do not copy users with only global privileges.

 Start replication after all of the users are copied (makes this example a clone and replicate scale out
solution).

» Stop new client connections to the server during the copy.
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Conclusion

If you find some primitives missing or would like to see more specific functionality in the library or
scripts, please contact us with your ideas or better still, write them yourselves! We welcome all
suggestions in code or text. To file a feature request or bug report, visit http://bugs.mysqgl.com. For
discussions, visit http://forums.mysqgl.com/list.php?155.

6.2 MySQL Utilities copy_server.py sample

Copyright (c) 2010, 2013, O acle and/or its affiliates. Al rights reserved.

This programis free software; you can redistribute it and/or nodify
it under the terns of the GNU General Public License as published by
the Free Software Foundation; version 2 of the License.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; without even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the
G\U General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

HHHHHHHH R

This file contains an exanple of how to build a customi zed utility using
the MySQL Uilities scripts and libraries.

i mport opt parse
i mport os
i mport sys

frommysqgl.utilities inmport VERSI ON_FRM
frommnysqgl.utilities.command inport dbcopy
frommysqgl.utilities.command i nport servercl one
frommnysqgl.utilities.command i nport usercl one
frommysqgl.utilities.conmon.server inport Server
frommnysqgl.utilities.comon.options inmport parse_connection
frommysqgl.utilities.exception inport UtilError

# Constants

NAME = "exanpl e - copy_server "

DESCRI PTI ON = "copy_server - copy an existing server"”

USACGE = "%prog --server=user:pass@ost:port:socket " \
"--new dir=<path> --newid=<server_id> " \
"--new port=<port> --databases=<db list> " \
"--users=<user |ist>"

# Setup the command parser
parser = optparse. Opti onPar ser (
ver si on=VERS|I ON_FRM f or mat ( pr ogr an¥os. pat h. basenanme(sys. argv[0])),
descri pti on=DESCRI PTI ON,
usage=USACE,
add_hel p_opt i on=Fal se)
parser.add_option("--hel p*, action="hel p")

# Setup utility-specific options:

# Connection information for the source server
parser.add_option("--server", action="store", dest="server",
type="string", default="root@ ocal host: 3306",
hel p="connection information for original server in" +\
"the form <user>: <passwor d>@host >: <port >: <socket >")

# Data directory for new instance
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parser.add_opti on("--newdata", action="store", dest="new data",
type="string", help="the full path to the |ocation "
"of the data directory for the new instance")

# Port for the new instance
parser.add_option("--newport", action="store", dest="new port",
type="string", default="3307", hel p="the new port "
"for the new instance - defaul t=%lefaul t")

# Server id for the new instance
parser.add_option("--newid", action="store", dest="new_id",
type="string", default="2", help="the server_id for "
"the new instance - defaul t=%efault")

# List of databases

parser.add_option("-d", "--databases", action="store", dest="dbs_to_copy",
type="string", hel p="comma-separated |ist of databases "
"to include in the copy (omt for all databases)",
def aul t =None)

# List of users

parser.add_option("-u", "--users", action="store", dest="users_to_copy",
type="string", hel p="comma-separated |ist of users "
"to include in the copy (omt for all users)",
def aul t =None)

# Now we process the rest of the argunents.
opt, args = parser.parse_args()

# Parse source connection val ues
try:
conn = parse_connecti on(opt.server)
except:
parser.error("Server connection values invalid or cannot be parsed.")

# Get a server class instance
print "# Connecting to server..."
server_options = {

‘conn_info' : conn,

‘role' : "source",
serverl = Server(server_options)
try:

server 1. connect ()
except UtilError, e:
print "ERROR ", e.errmsg

# Get |ist of databases fromthe server if not specified in options
print "# Cetting databases..."
db_list =[]
if opt.dbs_to_copy is None:
for db in serverl. get_all_databases():
db_Ii st.append((db[ 0], None))
el se:
for db in opt.dbs_to_copy.split(","):
db_Ii st. append((db, None))

# Cet list of all users fromthe server
print "# CGetting users..."
user _list=[]
if opt.users_to_copy is None:
users = serverl.exec_query("SELECT user, host "
"FROM nysql . user "
"WHERE user != 'root' and user !="'"'")
for user in users:
user _|i st.append(user[0] +' @ +user[1])
el se:
for user in opt.users_to_copy.split(","):
user _| i st. append(user)

# Build options
options = {
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' new_dat a' : opt.new_dat a,

' new_port' . opt.new_port,

"new_i d' : opt.new.id,

' root _pass' : 'root’

'mysql d_options' : '--report-host=l ocal host --report-port=%

}

# Cl one the server
print "# Coning server instance..."
try:
res = serverclone. cl one_server(conn, options)
except UtilError, e
print "ERROR ", e.errmsg
sys.exit()

# Set connection val ues
dest _val ues = {

"user" . conn. get ("user")

"passwd” : "root",

"host" : conn. get ("host")

"port" . opt.new_port,

"uni x_socket" : os.path.join(opt.new data, "mysql.sock")

}

# Build dictionary of options
options = {

"quiet" : True

"force" : True

}

print "# Copyi ng databases..."
try:

dbcopy. copy_db(conn, dest_val ues, db_list, options)
except UtilError, e

print "ERROR ", e.errmsg

sys.exit()

# Build dictionary of options
options = {

"overwite" : True
"quiet" . True
"gl obal s" : True

}

print "# Coning the users..."
for user in user_list:
try:
res = userclone. cl one_user (conn, dest_val ues, user
(user,), options)
except UtilError, e
print "ERROR ", e.errmsg
sys.exit()

print "# ...done."

6.3 Specialized Operations

This module provides utilities to search for objects on a server. The module defines a set of object
types that can be searched by searching the fields of each object. The notion of an object field is very
loosely defined and means any names occurring as part of the object definition. For example, the fields
of a table include the table name, the column names, and the partition names (if it is a partitioned

table).

% opt . new_port,

6.3.1 nysql .utilities.conmmand. grep — Search Databases for Objects
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Constants
The following constants denote the object types that can be searched.
e mysql.utilities.command. grep. ROUTI NE
 nysqgl.utilities.command. grep. EVENT
* nysqgl . utilities.comrand. grep. TRI GGER
e nysqgl.utilities.conmand. grep. TABLE
* nysql.utilities.comrand. grep. DATABASE
e nysql.utilities.command. grep. VI EW
e mysql.utilities.command. grep. USER

The following constant is a sequence of all the object types that are available. It can be used to
generate a version-independent list of object types that can be searched; for example, options and help
texts.

* nysqgl.utilities.command. grep. OBJECT_TYPES
Classes

class mysql.utilities.command.grep.ObjectGrep(pattern[, database_pattern=None,
types=OBJECT_TYPES, check_body=False, use_regexp=False])

Search MySQL server instances for objects where the name (or content, for routines, triggers, or
events) matches a given pattern.

sql() - string

Return the SQL code for executing the search in the form of a SELECT statement.

Returns: SQL code for executing the operation specified by the options.

Return type: string

execute(connections[, output=sys.output, connector=mysql.connector])

Execute the search on each of the connections in turn and print an aggregate of the result as a grid
table.

Parameters: e connections Sequence of connection specifiers to send the query to
« output File object to use for writing the result

e connector Connector to use for connecting to the servers

6.3.2nysqgl .utilities.conmmnd. proc — Search Processes on Servers

This module searches processes on a server and optionally kills either the query or the connection for
all matching processes.

Processes are matched by searching the fields of the | NFORVATI ON_SCHEMA. PROCESSLI ST table
(which is available only for servers from MySQL 5.1.7 and later). Internally, the module operates by
constructing a SELECT statement for finding matching processes, and then sending it to the server.
Instead of performing the search, the module can return the SQL code that performs the query. This
can be useful if you want to execute the query later or feed it to some other program that processes
SQL queries further.
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Constants

Classes

The following constants correspond to columns in the | NFORVATI ON_SCHEMA. PROCESSLI ST
table. They indicate which columns to examine when searching for processes matching the search

conditions.

e nysql.utiliti
e nysql.utiliti
e nysqgl.utiliti
e mysql.utiliti
e mysql.utiliti
e nysql.utiliti
e nysql.utiliti
e nysql.utiliti

es

es.

es.

es.

es.

es.

es.

es

. command. proc. | D
comand. pr oc. USER
conmand. pr oc. HOST
comand. proc. DB
comand. pr oc. COMVAND
conmand. proc. TI VE
conmand. proc. STATE

. command. proc. | NFO

The following constants indicate actions to perform on processes that match the search conditions.

e mysql.utilities.command. proc. KI LL_QUERY

Kill the process query

e nysqgl.utilities.commnd. proc. KI LL_CONNECTI ON

Kill the process connection

e nysqgl . utilities.comrand. proc. PRI NT_PROCESS

Print the processes

class mysql.utilities.command.proc.ProcessGrep(matches, actions=[], use_regexp=False)

This class searches the | NFORVATI ON_SCHENMA. PROCESSLI ST table for processes on MySQL
servers and optionally kills them. It can both be used to actually perform the search or kill operation, or
to generate the SQL statement for doing the job.

To kill all queries with user 'mats', the following code can be used:

>>> from nysqgl . utilities.command. proc inport *
>>> grep = ProcessG ep(matches=[ (USER, "mats")], actions=[KILL_QUERY])
>>> grep. execut e("root @erver-1. exanpl e. conl', "root @erver-2. exanpl e. conl')

Parameters:

matches (List of (var, pat) pairs) Sequence of field comparison conditions.

In each condition, var is one of the constants listed earlier that specify
PROCESSLI ST table fields and pat is a pattern. For a process to match, all field
conditions must match.

sql(Jonly_body=False])

Return the SQL code for executing the search (and optionally, the Kill).

If only_body is Tr ue, only the body of the function is shown. This is useful if the SQL code is to be
used with other utilities that generate the routine declaration. If only_body is Fal se, a complete
procedure will be generated if there is any kill action supplied, and just a select statement if it is a plain
search.
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Parameters: « only_body (boolean) Show only the body of the procedure. If this is Fal se, a
complete procedure is returned.

Returns: SQL code for executing the operation specified by the options.

Return type: string

execute(connections, ...[, output=sys.stdout, connector=mysql.connector])

Execute the search on each of the connections supplied. If output is not None, the value is treated as a
file object and the result of the execution is printed on that stream. Note that the output and connector
arguments must be supplied as keyword arguments. All other arguments are treated as connection

specifiers.
Parameters: e connections Sequence of connection specifiers to send the search to
« output File object to use for writing the result
» connector Connector to use for connecting to the servers
6.4 Parsers

6.4.1 mysql.utilities.parser — Parse MySQL Log Files

This module provides classes for parsing MySQL log files. Currently, Slow Query Log and General
Query Log are supported.

Classes

class mysql.utilities.parser.GeneralQueryLog(stream)

This class parses the MySQL General Query Log. Instances are iterable, but the class does not
provide multiple independent iterators.

For example, to read the log and print the entries:

>>> general _| og = open("/var/lib/mysqgl/mysqgl.log")
>>> | og = General QuerylLog(general _| og)
>>> for entry in | og

print entry
Parameters: « stream (file type) — a valid file type; for example, the result of the built-in
Python function open()
version
Returns: Version of the MySQL server that produced the log
Return type: tuple
program
Returns: Full path of the MySQL server executable
Return type: str
port
Returns: TCP/IP port on which the MySQL server was listening
Return type: int
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socket

Returns:

Full path of the MySQL server Unix socket

Return type:

str

start_datetime

Returns:

Date and time of the first read log entry

Return type:

datetime.datetime

lastseen_datetime

Returns:

Date and time of the last read log entry

Return type:

datetime.datetime

class mysql.utilities.parser.SlowQueryLog(stream)

This class parses the MySQL Slow Query Log. Instances are iterable, but the class does not provide

multiple independent iterators.

For example, to read the log and print the entries:

>>> sl ow_| og = open("/var/lib/nysqgl/nysql-slow | og")
>>> | og = Sl owQuerylLog(sl ow_| og)
>>> for entry in | og

print entry

Parameters:

« stream (file type) — a valid file type; for example, the result of the built-in
Python function open()

version

Returns: Version of the MySQL server that produced the log
Return type: tuple

program

Returns: Full path of the MySQL server executable

Return type: str

port

Returns: TCP/IP port on which the MySQL server was listening
Return type: int

socket

Returns: Full path of the MySQL server Unix socket

Return type:

str

start_datetime

Returns:

Date and time of the first read log entry

Return type:

datetime.datetime

lastseen_datetime
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Returns: Date and time of the last read log entry

Return type: datetime.datetime
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Chapter 7 MySQL Utilities Testing (MUT)
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7.1 mut — MySQL Utilities Testing

This utility executes predefined tests to test the MySQL Utilities. The tests are located under the /
nysqgl -t est directory and divided into suites (stored as folders). By default, all tests located in the / t
folder are considered the 'main’ suite.

You can select any number of tests to run, select one or more suites to restrict the tests, exclude suites
and tests, and specify the location of the utilities and tests.

The utility requires the existence of at least one server to clone for testing purposes. You must specify
at least one server, but you may specify multiple servers for tests designed to use additional servers.

The utility has a special test suite named 'performance' where performance-related tests are placed.
This suite is not included by default and must be specified with the - - sui t e option to execute the
performance tests.

OPTIONS

mut accepts the following command-line options:
* --help
Display a help message and exit.
e --do-tests=<prefix>
Execute all tests that begin with prefix.
» --force
Do not abort when a test fails.
» --record

Record the output of the specified test if successful. With this option, you must specify exactly one
test to run.

e --server=<server>

Connection information for the server to use in the tests. Use this option multiple times to specify
multiple servers.

To connect to a server, it is necessary to specify connection parameters such as user name, host
name, password, and either a port or socket. MySQL Utilities provides a number of ways to supply
this information. All of the methods require specifying your choice via a command-line option such
as --server, --master, --slave, etc. The methods include the following in order of most secure to least
secure.

» Use login-paths from your . nyl ogi n. cnf file (encrypted, not visible). Example : <login-
path>[:<port>][:<socket>]

« Use a configuration file (unencrypted, not visible) Note: available in release-1.5.0. Example :
<configuration-file-path>[:<section>]
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« Specify the data on the command-line (unencrypted, visible). Example :
<user>[:<passwd>]@<host>[:<port>][:<socket>]

--skip-long

Exclude tests that require greater resources or take a long time to run.
--skip-suite=<name>

Exclude the named test suite. Use this option multiple times to specify multiple suites.
--skip-test=<name>

Exclude the named test. Use this option multiple times to specify multiple tests.
--skip-tests=<prefix>

Exclude all tests that begin with prefix.

--sort

Execute tests sorted by suite.name either ascending (asc) or descending (desc). Default is
ascending (asc).

--start-port=<port>

The first port to use for spawned servers. If you run the entire test suite, you may see up to 12 new
instances created. The default is to use ports 3310 to 3321.

--start-test=<prefix>

Start executing tests that begin with prefix.
--stop-test=<prefix>

Stop executing tests at the first test that begins with prefix.
--suite=<name>

Execute the named test suite. Use this option multiple times to specify multiple suites.
--testdir=<path>

The path to the test directory.

--utildir=<path>

The location of the utilities.

--verbose, -v

Specify how much information to display. Use this option multiple times to increase the amount
of information. For example, - v = verbose, - vv = more verbose, - vvv = debug. To diagnose
test execution problems, use - vvv to display the actual results of test cases and ignore result
processing.

--version
Display version information and exit.
--width=<number>

Specify the display width. The default is 75 characters.
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NOTES

NOTES

The connection specifier must name a valid account for the server.

Any test named ??7?_template.py is skipped. This enables the developer to create a base class to
import for a collection of tests based on a common code base.

EXAMPLES

The following example demonstrates how to invoke mut to execute a subset of the tests using an
existing server which is cloned. The example displays the test name, status, and relative time:
shel | > nmut --server=root @ocal host --do-tests=clone_user --w dth=70

MySQL Utilities Testing - MJT

Par anet ers used:

Di splay Wdth =70

Sorted = True

For ce = Fal se

Test directory ="'/t
Uilities directory = "'../scripts'
Starting port = 3310

Test w | dcard ' cl one_user %

Servers:
Connecting to | ocal host as user root on port 3306: CONNECTED

TEST NAMVE STATUS  TI ME
mai n. cl one_user [ pass] 54
mai n. cl one_user_errors [ pass] 27
mai n. cl one_user _par aneters [ pass] 17

Testing conpl eted: Friday 03 Decenmber 2010 09: 50: 06

Al 3 tests passed.

PERMISSIONS REQUIRED

There are no special permissions required to run mysql uc however, you must have the necessary
privileges to execute the desired utilities in the tests. Generally, MUT is run with a root user.
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Appendix A MySQL Fabric

MySQL Fabric is a framework for managing groups of MySQL servers and using those servers
to provide services. It is designed to be extensible so that over time many different services can
be added. In the current version the services provided are high availability (built on top of MySQL
replication) and scale-out (by sharding the data).

Fabric is implemented as a Fabric node/process (which performs management functions) and Fabric-
aware connectors that are able to route queries and transactions directly to the most appropriate
MySQL server. The Fabric node stores state and routing information in its state store (which is a
MySQL database).

Before MySQL Fabric 1.6.x, Fabric was part of the MySQL Utilities. Fabric is now a standalone product
that can be used with or without the Utilities. Also, MySQL Fabric is no longer bundled with MySQL
Utilities as of the 1.6.2 release.

For additional details, see the MySQL Fabric documentation and MySQL Fabric release notes.
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This chapter includes additional information about MySQL Utilities including a list of frequently asked
guestions and third-party license information.

8.1 MySQL Utilities Frequently Asked Questions

FAQ Categories

» General Questions [225]

» Storage Engine Questions [225]

* The mysqlfrm Utility: .frm File Reader Questions [225]

General

8.1.1 Are these utilities present in the community version of MySQL? .......cccoiiiiiiiiiiiiiiiieees 225
8.1.1. Are these utilities present in the community version of MySQL?
Yes, see Chapter 1, How to Install MySQL Utilities.

Storage Engines
8.1.1 Can the utilities be used with MYISAM OF CSV? ... 225

8.1.1. Can the utilities be used with MyISAM or CSV?

Yes. There are no storage engine specific limitations in using the utilities. There are some
features written specifically for InnoDB so those may not apply but in general no utility is storage
engine specific. For example, the nmysql di skusage utility shows exact sizes for MylISAM and
InnoDB files but uses estimated sizes for any other storage engine based on number of rows
and row size.

The mysqlfrm Utility: .frm File Reader

8.1.1 Can the .frm reader read a .frm file without the associated data files? ...........ccccooevviiiiirinnnnn. 225
8.1.2 Will the .frm reader modify my original .frm file? ..o 226
8.1.3 What is diagnostic mode and why doesn't it produce the same output as the default mode? ... 226
8.1.4 If the diagnostic mode is only a best-effort compilation, why use it? ...........ccococoiiiiiiiiiinennnnn. 226
8.1.5 Why does the default mode requIre @ SEIVEI? .....cc.uiiiuiiiiii e e 226
8.1.6 Can the .frm reader read any .frim fil€? .......ccoiiiiii i 226
8.1.7 My .frm files are tucked away in a restricted folder. How do | get access to them to run

the .frm reader without copying or modifying file privileges? ........cccociiviiiiiiii i, 226
8.1.8 Will the default mode display a 100% accurate CREATE statement? ..........cccocccevvvvviveennnn. 226

8.1.1. Can the .frm reader read a .frm file without the associated data files?
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Third Party Licenses

Yes! The .frm reader was designed to read the contents of an .frm file without requiring the data
files.

8.1.2. Will the .frm reader modify my original .frm file?
No, it does not modify the original .frm file in either default or diagnostic mode.
8.1.3. What is diagnostic mode and why doesn't it produce the same output as the default mode?

The diagnostic mode does not use a spawned server to read the .frm file. Instead, it attempts to
read the contents of the file byte-by-byte and forms a best-effort approximation of the CREATE
statement. Due to the many complexities of the server code, the diagnostic mode does not
currently process all features of a table. Future revisions will improve the accuracy of the
diagnostic mode.

8.1.4. If the diagnostic mode is only a best-effort compilation, why use it?

The diagnostic mode is used to attempt to read corrupt or otherwise damaged .frm files. You
would also use it if you had no access to a server installation on the local machine.

8.1.5. Why does the default mode require a server?

The default mode uses a server to create a temporary working copy of the server instance. It
does not access the donor server in any way other than to execute the mysqgld[.exe] process.

8.1.6. Can the .frm reader read any .frm file?

Although it can read most .frm files, there are known limits to which storage engines it can
process correctly. Currently, tables with storage engines partition and performance_schema
cannot be read. However, these .frm files can be read by the diagnostic mode,

8.1.7. My .frm files are tucked away in a restricted folder. How do | get access to them to run the .frm
reader without copying or modifying file privileges?

You can use elevated privileges such as su or sudo to execute the .frm reader. You must use
the --user option to specify a user to launch the spawned server, however. This will permit
the .frm reader to read the original .frm file and copy it to the spawned server and access the
copy without requiring additional privileges.

8.1.8. Will the default mode display a 100% accurate CREATE statement?

For most tables and all views, yes. However, there are at least two features that are not stored
in the .frm file and therefore will not be included. These are autoincrement values and foreign
keys. That being said, the CREATE statement produced will be syntactically correct.

8.2 Third Party Licenses

Use of any of this software is governed by the terms of the licenses that follow.
MySQL Utilities 1.6

» Section 8.2.1, “Apache Libcloud”

» Section 8.2.2, “Apache License Version 2.0, January 2004”

» Section 8.2.3, “Doctrine DBAL 2.3.4”

» Section 8.2.4, “GNU Lesser General Public License Version 2.1, February 1999”

» Section 8.2.5, “Paramiko License”

» Section 8.2.6, “Python Bindings to the OpenStack Neutron API (python-neutronclient)”

» Section 8.2.7, “Python bindings to the OpenStack Nova API (python-novaclient)”
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» Section 8.2.8, “Python License”

» Section 8.2.9, “Python License - Supplement (Windows Only)”
8.2.1 Apache Libcloud

You are receiving a copy of Apache Libcloud code. The ternms of the Oracle
license do NOT apply to the Apache Libcloud programi it is |icensed under the
following |license, separately fromthe Oracle prograns you receive. |f you do
not wish to install this program you may delete it fromthe install
directory.

Apache Li bcl oud
Copyright (c) 2010-2014 The Apache Software Foundati on

Thi s product includes software devel oped at The Apache Software Foundati on
(http://ww. apache. org/).

Thi s product includes software devel oped by C oudki ck
(http://ww. cl oudki ck. con).

2. Include the follow ng License ONLY ONCE in the docunentation even if
there are nmultiple products |icensed under the |icense.

The followi ng applies to all products |icensed under the Apache 2.0 License:

You may not use the identified files except in conpliance with the Apache
Li cense, Version 2.0 (the "License.")

You may obtain a copy of the License at
http://ww. apache. org/licenses/LI CENSE-2. 0. A copy of the license is al so
repr oduced bel ow.

Unl ess required by applicable |aw or agreed to in witing, software
di stributed under the License is distributed on an "AS | S" BASI S, W THOUT
WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied.

See the License for the specific |anguage governi ng perm ssions and
limtations under the License.

Apache License
Version 2.0, January 2004
http://ww. apache. org/ | i censes/

TERVS AND CONDI TI ONS FOR USE, REPRODUCTI ON, AND DI STRI BUTI ON

1. Definitions.
"Li cense" shall nean the terns and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this docunent.

"Licensor" shall mean the copyright owner or entity authorized by the
copyright owner that is granting the License.

"Legal Entity" shall nean the union of the acting entity and all other
entities that control, are controlled by, or are under comon control wth
that entity. For the purposes of this definition, "control" neans (i) the
power, direct or indirect, to cause the direction or managenent of such
entity, whether by contract or otherwi se, or (ii) ownership of fifty percent
(50% or nore of the outstanding shares, or (iii) beneficial ownership of
such entity.

“You" (or "Your") shall mean an individual or Legal Entity exercising
perm ssions granted by this License.

"Source" formshall mean the preferred formfor naking nodifications,
including but not limted to software source code, docunentation source, and
configuration files.

"Cbject” formshall mean any formresulting from mechani cal transformation or
translation of a Source form including but not limted to conpil ed object
code, generated docunentati on, and conversions to other media types.
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"Work" shall mean the work of authorship, whether in Source or Object form

made avail abl e under the License, as indicated by a copyright notice that is
included in or attached to the work (an exanple is provided in the Appendi x
bel ow) .

"Derivative Wrks" shall mean any work, whether in Source or Object form
that is based on (or derived from the Wrk and for which the editori al

revi sions, annotations, elaborations, or other nodifications represent, as a
whol e, an original work of authorship. For the purposes of this License,
Derivative Wrks shall not include works that remain separable from or
merely link (or bind by name) to the interfaces of, the Wrk and Derivative
Wor ks t her eof .

"Contribution" shall nean any work of authorship, including the original
version of the Work and any nodifications or additions to that Wrk or
Derivative Wrks thereof, that is intentionally subnmitted to Licensor for
inclusion in the Wirk by the copyright owner or by an individual or Legal
Entity authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submtted" means any form of el ectronic,
verbal, or witten conmunication sent to the Licensor or its representatives,
including but not limted to communi cation on electronic mailing |lists,
source code control systens, and issue tracking systens that are managed by,
or on behalf of, the Licensor for the purpose of discussing and inproving the
Wor k, but excl udi ng communi cation that is conspicuously marked or otherw se
designated in witing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on
behal f of whom a Contributi on has been received by Licensor and subsequently
incorporated within the Wrk.

2. Gant of Copyright License. Subject to the terns and conditions of this
Li cense, each Contributor hereby grants to You a perpetual, worldw de,

non- excl usi ve, no-charge, royalty-free, irrevocable copyright license to
reproduce, prepare Derivative Wrks of, publicly display, publicly perform
subl i cense, and distribute the Work and such Derivative Wrks in Source or
Obj ect form

3. Gant of Patent License. Subject to the terns and conditions of this

Li cense, each Contributor hereby grants to You a perpetual, worldw de,

non- excl usi ve, no-charge, royalty-free, irrevocable (except as stated in this
section) patent |license to nake, have nmade, use, offer to sell, sell, inport,
and ot herwi se transfer the Wrk, where such |icense applies only to those
patent clains |icensable by such Contributor that are necessarily infringed
by their Contribution(s) alone or by combination of their Contribution(s)
with the Work to which such Contribution(s) was submitted. If You institute
patent litigation against any entity (including a cross-claimor counterclaim
in alawsuit) alleging that the Work or a Contribution incorporated within
the Work constitutes direct or contributory patent infringenent, then any
patent |icenses granted to You under this License for that Wrk shall

term nate as of the date such litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Wrk or
Derivative Wrks thereof in any nedium with or without nodifications, and in
Source or Object form provided that You nmeet the followi ng conditions:

(a) You nust give any other recipients of the Work or Derivative Wirrks a copy
of this License; and

(b) You nust cause any nodified files to carry prom nent notices stating that
You changed the files; and

(c) You nust retain, in the Source form of any Derivative Wrks that You
distribute, all copyright, patent, trademark, and attribution notices from
the Source form of the Work, excluding those notices that do not pertain to
any part of the Derivative Wrks; and

(d) If the Wirk includes a "NOTICE" text file as part of its distribution,
then any Derivative Wirks that You distribute nust include a readabl e copy of
the attribution notices contained within such NOTICE file, excluding those
notices that do not pertain to any part of the Derivative Wirks, in at |east
one of the follow ng places: within a NOTICE text file distributed as part of
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the Derivative Works; within the Source formor docunentation, if provided
along with the Derivative Wrks; or, within a display generated by the
Derivative Wrks, if and wherever such third-party notices normally appear
The contents of the NOTICE file are for informational purposes only and do
not nodify the License. You may add Your own attribution notices wthin
Derivative Wrks that You distribute, alongside or as an addendumto the
NOTI CE text fromthe Work, provided that such additional attribution notices
cannot be construed as nodifying the License

You may add Your own copyright statement to Your nodifications and nay
provide additional or different |icense terns and conditions for use
reproduction, or distribution of Your nodifications, or for any such
Derivative Wrks as a whol e, provided Your use, reproduction, and
distribution of the Wrk otherwi se conplies with the conditions stated in
this License

5. Subm ssion of Contributions. Unless You explicitly state otherw se, any
Contribution intentionally submtted for inclusion in the Work by You to the
Li censor shall be under the terms and conditions of this License, wthout any
additional ternms or conditions. Notwithstandi ng the above, nothing herein
shal | supersede or nodify the terms of any separate |icense agreenment you nay
have executed wi th Licensor regarding such Contributions

6. Trademarks. This License does not grant perm ssion to use the trade names
trademar ks, service marks, or product nanes of the Licensor, except as
required for reasonabl e and customary use in describing the origin of the
Work and reproduci ng the content of the NOTICE file

7. Disclainer of Warranty. Unless required by applicable |aw or agreed to in
writing, Licensor provides the Wrk (and each Contributor provides its
Contributions) on an "AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY
KIND, either express or inplied, including, without limtation, any
warranties or conditions of TITLE, NON-INFRI NGEMENT, MERCHANTABILITY, or

FI TNESS FOR A PARTI CULAR PURPCSE. You are sol ely responsible for deternining
the appropriateness of using or redistributing the Wrk and assune any ri sks
associ ated with Your exercise of permi ssions under this License

8. Limtation of Liability. In no event and under no | egal theory, whether in
tort (including negligence), contract, or otherw se, unless required by
applicabl e | aw (such as deliberate and grossly negligent acts) or agreed to
inwiting, shall any Contributor be liable to You for danmages, including any
direct, indirect, special, incidental, or consequential damages of any
character arising as a result of this License or out of the use or inability
to use the Wrrk (including but not limted to damages for | oss of goodw |,
wor k st oppage, conputer failure or mal function, or any and all other
commer ci al damages or |osses), even if such Contributor has been advi sed of
the possibility of such danages

9. Accepting Warranty or Additional Liability. Wile redistributing the Wrk
or Derivative Wrks thereof, You may choose to offer, and charge a fee for
accept ance of support, warranty, indemity, or other liability obligations
and/or rights consistent with this License. However, in accepting such
obligations, You may act only on Your own behal f and on Your sole

responsi bility, not on behalf of any other Contributor, and only if You agree
to indemify, defend, and hol d each Contributor harm ess for any liability
incurred by, or clainms asserted agai nst, such Contributor by reason of your
accepting any such warranty or additional liability.

END OF TERVS AND CONDI Tl ONS
APPENDI X: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the follow ng boilerplate
notice, with the fields enclosed by brackets "[]" replaced with your own
identifying information. (Don't include the brackets!) The text should be
encl osed in the appropriate conment syntax for the file format. W al so
recommend that a file or class name and descripti on of purpose be included on
the sane "printed page" as the copyright notice for easier identification
within third-party archives

Copyright [yyyy] [nanme of copyright owner]
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Li censed under the Apache License, Version 2.0 (the "License"); you may not
use this file except in conpliance with the License. You may obtain a copy of
the License at

http://ww. apache. org/ | i censes/ LI CENSE- 2. 0

Unl ess required by applicable aw or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASI S, W THOUT
WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied. See the

Li cense for the specific | anguage governi ng pernissions and |imtations under
t he License.

8.2.2 Apache License Version 2.0, January 2004

The followi ng applies to all products |icensed under the Apache 2.0

Li cense: You may not use the identified files except in conpliance
with the Apache License, Version 2.0 (the "License.") You nay obtain a
copy of the License at http://ww:. apache. org/licenses/LI CENSE-2.0. A
copy of the license is al so reproduced bel ow. Unless required by
applicable |law or agreed to in witing, software distributed under the
License is distributed on an "AS | S* BASIS, W THOUT WARRANTI ES OR
CONDI TI ONS OF ANY KIND, either express or inplied. See the License for
the specific | anguage governi ng pernissions and |imtations under the
Li cense.

Apache License Version 2.0, January 2004 http://ww. apache. org/|icenses/
TERVS AND CONDI TI ONS FOR USE, REPRODUCTI ON, AND DI STRI BUTI ON
1. Definitions.

"Li cense" shall nean the terns and conditions for use, reproduction,
and distribution as defined by Sections 1 through 9 of this docunent.

"Licensor" shall mean the copyright owner or entity authorized by the
copyright owner that is granting the License.

"Legal Entity" shall nean the union of the acting entity and all other
entities that control, are controlled by, or are under common contr ol
with that entity. For the purposes of this definition, “control" neans
(i) the power, direct or indirect, to cause the direction or
managenent of such entity, whether by contract or otherw se, or (ii)
ownership of fifty percent (50% or nore of the outstanding shares, or
(iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising
perm ssions granted by this License.

"Source" formshall mean the preferred formfor naking nodifications,
including but not limted to software source code, docunmentation
source, and configuration files.

"Cbject” formshall mean any formresulting from nmechani cal
transformati on or translation of a Source form including but not
limted to conpil ed obj ect code, generated docunentation, and
conversions to other nedia types.

"Work" shall mean the work of authorship, whether in Source or Object
form nade avail abl e under the License, as indicated by a copyright
notice that is included in or attached to the work (an exanple is
provided in the Appendi x bel ow).

"Derivative Wrks" shall nmean any work, whether in Source or Object
form that is based on (or derived from) the Wrk and for which the
editorial revisions, annotations, elaborations, or other nodifications
represent, as a whole, an original work of authorship. For the

pur poses of this License, Derivative Wrks shall not include works
that remain separable from or nerely link (or bind by nane) to the
interfaces of, the Wirk and Derivative Wrks thereof.

"Contribution" shall nean any work of authorship, including the
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original version of the Work and any nodifications or additions to
that Work or Derivative Wrks thereof, that is intentionally subnmitted
to Licensor for inclusion in the Wirk by the copyright owner or by an
i ndi vidual or Legal Entity authorized to submit on behal f of the
copyright owner. For the purposes of this definition, "submtted"
means any form of electronic, verbal, or witten conmunication sent to
the Licensor or its representatives, including but not linmted to
conmuni cation on electronic mailing |ists, source code contro

systens, and issue tracking systems that are managed by, or on behal f
of , the Licensor for the purpose of discussing and inproving the Wrk,
but excl udi ng comuni cation that is conspi cuously marked or otherw se
designated in witing by the copyright owner as "Not a Contri bution."

"Contributor" shall mean Licensor and any individual or Legal Entity
on behal f of whom a Contribution has been received by Licensor and
subsequent |y incorporated within the Work.

2. Gant of Copyright License. Subject to the terns and conditions of
thi s License, each Contributor hereby grants to You a perpetual,

wor | dwi de, non-excl usi ve, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Wrks of, publicly
di splay, publicly perform sublicense, and distribute the Wrk and
such Derivative Wirks in Source or Cbject form

3. Gant of Patent License. Subject to the terns and conditions of

thi s License, each Contributor hereby grants to You a perpetual,

wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocabl e (except
as stated in this section) patent |icense to make, have made, use,
offer to sell, sell, inport, and otherw se transfer the Work, where
such license applies only to those patent clains |icensable by such
Contributor that are necessarily infringed by their Contribution(s)

al one or by conbination of their Contribution(s) with the Wrk to

whi ch such Contribution(s) was submitted. |If You institute patent
litigation against any entity (including a cross-claimor counterclaim
in alawsuit) alleging that the Work or a Contribution incorporated
within the Wrk constitutes direct or contributory patent
infringement, then any patent |icenses granted to You under this

Li cense for that Work shall terminate as of the date such litigation
is filed.

4. Redistribution. You may reproduce and distribute copies of the Wrk
or Derivative Wrks thereof in any nedium wth or w thout

nmodi fications, and in Source or Object form provided that You neet
the foll owi ng conditions:

(a) You nust give any other recipients of the Work or Derivative Wrks
a copy of this License; and

(b) You nust cause any nodified files to carry prom nent notices
stating that You changed the files; and

(c) You nust retain, in the Source form of any Derivative Wrks that
You distribute, all copyright, patent, trademark, and attribution
notices fromthe Source formof the Wrk, excluding those notices that
do not pertain to any part of the Derivative Wrks; and

(d) If the Wirk includes a "NOTICE" text file as part of its
distribution, then any Derivative Wrks that You distribute nust
include a readabl e copy of the attribution notices contained

within such NOTICE file, excluding those notices that do not pertain
to any part of the Derivative Wrks, in at |east one of the follow ng
places: within a NOTICE text file distributed as part of the
Derivative Wrks; within the Source formor docunentation, if provided
along with the Derivative Wrks; or, within a display generated by the
Derivative Wrks, if and wherever such third-party notices normally
appear. The contents of the NOTICE file are for infornmational purposes
only and do not nodify the License. You may add Your own attribution
notices within Derivative Wirks that You distribute, alongside or as
an addendumto the NOTICE text fromthe Wrk, provided that such
additional attribution notices cannot be construed as nodifying the

Li cense.

231



Apache License Version 2.0, January 2004

You may add Your own copyright statement to Your nodifications and nay
provide additional or different |icense terns and conditions for use
reproduction, or distribution of Your nodifications, or for any such
Derivative Wrks as a whol e, provided Your use, reproduction, and
distribution of the Wrk otherwi se conplies with the conditions stated
in this License

5. Subm ssion of Contributions. Unless You explicitly state otherw se
any Contribution intentionally submitted for inclusion in the Work by
You to the Licensor shall be under the terms and conditions of this
Li cense, w thout any additional ternms or conditions. Notwithstandi ng
t he above, nothing herein shall supersede or nodify the terns of any
separate |icense agreenent you may have executed wi th Licensor
regardi ng such Contributions

6. Trademarks. This License does not grant perm ssion to use the trade
names, trademarks, service marks, or product names of the Licensor
except as required for reasonabl e and customary use in describing the
origin of the Wrk and reproduci ng the content of the NOTICE file

7. Disclainer of Warranty. Unless required by applicable | aw or agreed
to in witing, Licensor provides the Wrk (and each Contri butor
provides its Contributions) on an "AS | S" BASIS, W THOUT WARRANTI ES OR
CONDI TI ONS OF ANY KIND, either express or inplied, including, wthout
limtation, any warranties or conditions of TITLE, NON-INFRI NGEMENT
MERCHANTABI LI TY, or FI TNESS FOR A PARTI CULAR PURPCSE. You are solely
responsi bl e for determ ning the appropriateness of using or
redistributing the Work and assune any risks associated with Your
exerci se of perm ssions under this License

8. Limtation of Liability. In no event and under no | egal theory,
whether in tort (including negligence), contract, or otherw se, unless
required by applicable | aw (such as deliberate and grossly negligent
acts) or agreed to in witing, shall any Contributor be liable to You
for danmmges, including any direct, indirect, special, incidental, or
consequenti al damages of any character arising as a result of this

Li cense or out of the use or inability to use the Wrk (including but
not limted to danages for | oss of goodw ||, work stoppage, conputer
failure or mal function, or any and all other commercial danages or

| osses), even if such Contributor has been advised of the possibility
of such damages

9. Accepting Warranty or Additional Liability. Wile redistributing
the Work or Derivative Wrks thereof, You may choose to offer, and
charge a fee for, acceptance of support, warranty, indemity, or other
liability obligations and/or rights consistent with this

Li cense. However, in accepting such obligations, You may act only on
Your own behal f and on Your sole responsibility, not on behal f of any
other Contributor, and only if You agree to i ndemify, defend, and
hol d each Contributor harm ess for any liability incurred by, or
claims asserted agai nst, such Contributor by reason of your accepting
any such warranty or additional liability.

END OF TERVS AND CONDI Tl ONS
APPENDI X: How to apply the Apache License to your work

To apply the Apache License to your work, attach the follow ng boilerplate
notice, with the fields enclosed by brackets "[]" replaced with your own
identifying information. (Don't include the brackets!) The text should be
encl osed in the appropriate conment syntax for the file format. W al so
recommend that a file or class name and description of purpose be included
on the sane "printed page" as the copyright notice for easier identification
within third-party archives

Copyright [yyyy] [nanme of copyright owner]

Li censed under the Apache License, Version 2.0 (the "License")
you may not use this file except in conpliance with the License
You may obtain a copy of the License at

http://ww. apache. org/ | i censes/ LI CENSE- 2. 0
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Unl ess required by applicable aw or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASIS,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or

inmplied. See the License for the specific | anguage governi ng perni ssions
and |limtations under the License.

8.2.3 Doctrine DBAL 2.3.4

The following software may be included in this product:

Copyright (c) 2006-2012 Doctrine Project

Perm ssion is hereby granted, free of charge, to any person obtaining a
copy of this software and associ ated docunentation files (the "Software"),
to deal in the Software w thout restriction, including without limtation
the rights to use, copy, nodify, nerge, publish, distribute, sublicense,
and/or sell copies of the Software, and to permit persons to whomthe
Software is furnished to do so, subject to the follow ng conditions:

The above copyright notice and this perm ssion notice shall be included
in all copies or substantial portions of the Software.

THE SOFTWARE | S PROVIDED "AS | S', W THOUT WARRANTY OF ANY KI ND, EXPRESS

OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO THE WARRANTI ES OF MERCHANTABI LI TY,
FI TNESS FOR A PARTI CULAR PURPOSE AND NONI NFRI NGEMENT. | N NO EVENT SHALL

THE AUTHORS OR COPYRI GHT HOLDERS BE LI ABLE FOR ANY CLAIM DAMAGES OR OTHER
LI ABI LI TY, WHETHER I N AN ACTI ON OF CONTRACT, TORT OR OTHERW SE, ARl SI NG
FROM OUT OF OR I N CONNECTI ON W TH THE SOFTWARE OR THE USE OR OTHER DEALI NGS
I N THE SOFTWARE.

8.2.4 GNU Lesser General Public License Version 2.1, February 1999

The followi ng applies to all products |icensed under the

G\U Lesser GCeneral Public License, Version 2.1: You may

not use the identified files except in conpliance with

the GNU Lesser General Public License, Version 2.1 (the
"License"). You may obtain a copy of the License at
http://ww. gnu. org/licenses/lgpl-2.1.htm. A copy of the
license is al so reproduced bel ow. Unl ess required by
applicable |aw or agreed to in witing, software distributed
under the License is distributed on an "AS | S" BAS| S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express
or inplied. See the License for the specific |anguage governing
perm ssions and |imtations under the License.

GNU LESSER GENERAL PUBLI C LI CENSE
Version 2.1, February 1999

Copyright (C 1991, 1999 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permtted to copy and distribute verbati m copies
of this |license document, but changing it is not allowed.

[This is the first rel eased version of the Lesser GPL. It also counts
as the successor of the GNU Library Public License, version 2, hence
the version nunber 2.1.]

Pr eanbl e

The |icenses for nobst software are designed to take away your
freedomto share and change it. By contrast, the GNU General Public
Li censes are intended to guarantee your freedomto share and change
free software--to nmake sure the software is free for all its users.

This license, the Lesser General Public License, applies to sone
speci al | y desi gnat ed software packages--typically libraries--of the
Free Software Foundation and ot her authors who decide to use it. You
can use it too, but we suggest you first think carefully about whether
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this license or the ordinary General Public License is the better
strategy to use in any particul ar case, based on the expl anations bel ow.

When we speak of free software, we are referring to freedom of use
not price. Qur Ceneral Public Licenses are designed to nake sure that
you have the freedomto distribute copies of free software (and charge
for this service if you wish); that you receive source code or can get
it if you want it; that you can change the software and use pi eces of
it in new free prograns; and that you are informed that you can do
t hese thi ngs

To protect your rights, we need to nake restrictions that forbid
distributors to deny you these rights or to ask you to surrender these
rights. These restrictions translate to certain responsibilities for
you if you distribute copies of the library or if you nodify it.

For exanple, if you distribute copies of the library, whether gratis
or for a fee, you nust give the recipients all the rights that we gave
you. You nust make sure that they, too, receive or can get the source
code. If you link other code with the library, you nmust provide
conpl ete object files to the recipients, so that they can relink them
with the library after making changes to the library and reconpiling
it. And you nmust show them these terns so they know their rights

We protect your rights with a two-step nethod: (1) we copyright the
library, and (2) we offer you this |license, which gives you | ega
permi ssion to copy, distribute and/or nodify the library.

To protect each distributor, we want to make it very clear that
there is no warranty for the free library. Also, if the library is
nmodi fi ed by sonmeone el se and passed on, the recipients should know
that what they have is not the original version, so that the origina
author's reputation will not be affected by problens that m ght be
i ntroduced by others

Finally, software patents pose a constant threat to the existence of
any free program W wish to nmake sure that a conpany cannot
effectively restrict the users of a free program by obtaining a
restrictive license froma patent holder. Therefore, we insist that
any patent |icense obtained for a version of the library nmust be
consistent with the full freedom of use specified in this |icense

Most GNU software, including some |libraries, is covered by the
ordinary GNU General Public License. This |license, the GNU Lesser
General Public License, applies to certain designated libraries, and
is quite different fromthe ordinary General Public License. W use
this license for certain libraries in order to permt |inking those
libraries into non-free prograns.

When a programis linked with a |ibrary, whether statically or using
a shared library, the combination of the two is legally speaking a
conbi ned work, a derivative of the original library. The ordinary
General Public License therefore permits such linking only if the
entire conmbination fits its criteria of freedom The Lesser Cenera
Public License pernmits nore lax criteria for |inking other code with
the library.

W call this license the "Lesser" Ceneral Public License because it
does Less to protect the user's freedomthan the ordi nary Genera
Public License. It also provides other free software devel opers Less
of an advantage over conpeting non-free programs. These di sadvant ages
are the reason we use the ordinary General Public License for nmany
libraries. However, the Lesser |icense provides advantages in certain
speci al circunstances

For exanple, on rare occasions, there may be a special need to
encourage the wi dest possible use of a certain library, so that it
becones a de-facto standard. To achieve this, non-free prograns
must be allowed to use the library. A nore frequent case is that
a free library does the same job as wi dely used non-free libraries
In this case, there is little to gain by limting the free library
to free software only, so we use the Lesser Ceneral Public License
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In other cases, permission to use a particular library in non-free
progranms enabl es a greater nunber of people to use a |arge body of
free software. For exanple, permission to use the GNU C Library in
non-free progranms enabl es many nore people to use the whole GNU
operating system as well as its variant, the GNU Li nux operating
system

Al t hough the Lesser General Public License is Less protective of the
users' freedom it does ensure that the user of a programthat is
linked with the Library has the freedom and the wherewithal to run
that program using a nodified version of the Library.

The precise terns and conditions for copying, distribution and
nmodi fication follow. Pay close attention to the difference between a
"work based on the library" and a "work that uses the library". The
former contains code derived fromthe |library, whereas the latter nust
be conbined with the library in order to run

GNU LESSER GENERAL PUBLI C LI CENSE
TERVS AND CONDI TI ONS FOR COPYI NG, DI STRI BUTI ON AND MODI FI CATI ON

0. This License Agreenent applies to any software library or other
program whi ch contains a notice placed by the copyright hol der or
ot her authorized party saying it may be distributed under the terns of
this Lesser CGeneral Public License (also called "this License")
Each |icensee is addressed as "you"

A "library" nmeans a collection of software functions and/or data
prepared so as to be conveniently |linked with application prograns
(whi ch use sonme of those functions and data) to form executabl es

The "Library", below, refers to any such software library or work
whi ch has been distributed under these terns. A "work based on the
Li brary" nmeans either the Library or any derivative work under
copyright law that is to say, a work containing the Library or a
portion of it, either verbatimor w th nodifications and/or transl ated
strai ghtforwardly into another |anguage. (Hereinafter, translation is
included without limtation in the term"nodification".)

"Source code" for a work nmeans the preferred formof the work for
maki ng nodi fications to it. For a library, conplete source code neans
all the source code for all nodules it contains, plus any associ at ed
interface definition files, plus the scripts used to contro
conpi lation and installation of the library.

Activities other than copying, distribution and nodification are not
covered by this License; they are outside its scope. The act of
running a programusing the Library is not restricted, and output from
such a programis covered only if its contents constitute a work based
on the Library (independent of the use of the Library in a tool for
witing it). Wether that is true depends on what the Library does
and what the programthat uses the Library does

1. You may copy and distribute verbatimcopies of the Library's
conpl ete source code as you receive it, in any nedium provided that
you conspi cuously and appropriately publish on each copy an
appropriate copyright notice and disclainer of warranty; keep intact
all the notices that refer to this License and to the absence of any
warranty; and distribute a copy of this License along with the
Li brary.

You may charge a fee for the physical act of transferring a copy,
and you may at your option offer warranty protection in exchange for a
fee

2. You may nodify your copy or copies of the Library or any portion
of it, thus formng a work based on the Library, and copy and
di stribute such nodifications or work under the terms of Section 1
above, provided that you al so neet all of these conditions

a) The nodified work nust itself be a software library

235



GNU Lesser General Public License Version 2.1, February 1999

b) You nust cause the files nodified to carry promi nent notices
stating that you changed the files and the date of any change

c) You nust cause the whole of the work to be licensed at no
charge to all third parties under the terns of this License

d) If afacility in the nodified Library refers to a function or a
table of data to be supplied by an application programthat uses
the facility, other than as an argument passed when the facility
is invoked, then you nust make a good faith effort to ensure that,
in the event an application does not supply such function or

table, the facility still operates, and perforns whatever part of
its purpose remains meani ngf ul

(For exanple, a function in a library to conpute square roots has
a purpose that is entirely well-defined i ndependent of the
application. Therefore, Subsection 2d requires that any

appl i cati on-supplied function or table used by this function nust

be optional: if the application does not supply it, the square
root function nust still conpute square roots.)
These requirements apply to the nodified work as a whole. |f

identifiable sections of that work are not derived fromthe Library,
and can be reasonably consi dered i ndependent and separate works in
thensel ves, then this License, and its ternms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Library, the distribution of the whole nust be on the terns of
thi s License, whose perm ssions for other |icensees extend to the
entire whole, and thus to each and every part regardl ess of who wote
it.

Thus, it is not the intent of this section to claimrights or contest
your rights to work witten entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or

col l ective works based on the Library.

In addition, nere aggregation of another work not based on the Library
with the Library (or with a work based on the Library) on a vol une of
a storage or distribution medi um does not bring the other work under
the scope of this License

3. You may opt to apply the ternms of the ordinary GNU General Public
Li cense instead of this License to a given copy of the Library. To do
this, you nust alter all the notices that refer to this License, so
that they refer to the ordinary GNU General Public License, version 2
instead of to this License. (If a newer version than version 2 of the
ordinary GNU General Public License has appeared, then you can specify
that version instead if you wish.) Do not make any other change in
these notices

Once this change is made in a given copy, it is irreversible for
that copy, so the ordinary GNU General Public License applies to al
subsequent copi es and derivative works made fromthat copy.

This option is useful when you wish to copy part of the code of
the Library into a programthat is not a |library.

4. You may copy and distribute the Library (or a portion or
derivative of it, under Section 2) in object code or executable form
under the ternms of Sections 1 and 2 above provi ded that you acconpany
it with the conplete correspondi ng machi ne-readabl e source code, which
nmust be distributed under the terms of Sections 1 and 2 above on a
medi um customarily used for software interchange

If distribution of object code is made by offering access to copy
from a designated place, then offering equival ent access to copy the
source code fromthe sane place satisfies the requirement to
distribute the source code, even though third parties are not
conpel l ed to copy the source along with the object code
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5. A programthat contains no derivative of any portion of the
Li brary, but is designed to work with the Library by being conpiled or
linked with it, is called a "work that uses the Library". Such a
work, in isolation, is not a derivative work of the Library, and
therefore falls outside the scope of this License

However, linking a "work that uses the Library" with the Library
creates an executable that is a derivative of the Library (because it
contains portions of the Library), rather than a "work that uses the
library". The executable is therefore covered by this License
Section 6 states ternms for distribution of such executabl es

When a "work that uses the Library" uses material froma header file
that is part of the Library, the object code for the work may be a
derivative work of the Library even though the source code is not.
Whether this is true is especially significant if the work can be
linked wi thout the Library, or if the work is itself a library. The
threshold for this to be true is not precisely defined by |aw

If such an object file uses only nunerical parameters, data
structure | ayouts and accessors, and small macros and small inline
functions (ten lines or less in length), then the use of the object
file is unrestricted, regardl ess of whether it is legally a derivative
wor k. (Execut abl es containing this object code plus portions of the
Library will still fall under Section 6.)

O herwise, if the work is a derivative of the Library, you may
distribute the object code for the work under the terns of Section 6
Any execut abl es containing that work al so fall under Section 6
whet her or not they are linked directly with the Library itself.

6. As an exception to the Sections above, you may al so conbi ne or
link a "work that uses the Library" with the Library to produce a
wor k contai ning portions of the Library, and distribute that work
under terms of your choice, provided that the terns permt
nodi fication of the work for the customer's own use and reverse
engi neering for debuggi ng such nodifications

You must give prominent notice with each copy of the work that the
Library is used in it and that the Library and its use are covered by
this License. You nust supply a copy of this License. |If the work
during execution displays copyright notices, you must include the
copyright notice for the Library anong them as well as a reference
directing the user to the copy of this License. Also, you nust do one
of these things

a) Acconpany the work with the conpl ete correspondi ng
machi ne-r eadabl e source code for the Library including whatever
changes were used in the work (which nust be distributed under
Sections 1 and 2 above); and, if the work is an executable |inked
with the Library, with the conpl ete machi ne-readabl e "work t hat
uses the Library", as object code and/or source code, so that the
user can nodify the Library and then relink to produce a nodified
execut abl e containing the nodified Library. (It is understood
that the user who changes the contents of definitions files in the
Li brary will not necessarily be able to reconpile the application
to use the nodified definitions.)

b) Use a suitable shared |ibrary mechanismfor linking with the

Li brary. A suitable mechanismis one that (1) uses at run time a
copy of the library already present on the user's conputer system
rather than copying library functions into the executable, and (2)
will operate properly with a nodified version of the library, if
the user installs one, as long as the nodified version is
interface-conpatible with the version that the work was nade with.

c) Acconpany the work with a witten offer, valid for at
|l east three years, to give the same user the materials
specified in Subsection 6a, above, for a charge no nore
than the cost of performng this distribution

d) If distribution of the work is nade by offering access to copy
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from a designated pl ace, offer equival ent access to copy the above
specified materials fromthe sanme pl ace

e) Verify that the user has already received a copy of these
materials or that you have already sent this user a copy.

For an executable, the required formof the "work that uses the
Li brary" must include any data and utility progranms needed for
reproduci ng the executable fromit. However, as a special exception
the materials to be distributed need not include anything that is
normal ly distributed (in either source or binary form with the major
conponents (conpiler, kernel, and so on) of the operating system on
whi ch the executabl e runs, unless that conmponent itself acconpanies
t he execut abl e

It may happen that this requirenment contradicts the |icense
restrictions of other proprietary libraries that do not normally
acconpany the operating system Such a contradiction neans you cannot
use both them and the Library together in an executable that you
di stribute.

7. You may place library facilities that are a work based on the
Li brary side-by-side in a single library together with other library
facilities not covered by this License, and distribute such a conbi ned
library, provided that the separate distribution of the work based on
the Library and of the other library facilities is otherw se
pernmitted, and provi ded that you do these two things

a) Acconpany the conbined library with a copy of the sane work
based on the Library, unconmbined with any other |ibrary
facilities. This nust be distributed under the terns of the
Secti ons above

b) G ve promi nent notice with the conbined library of the fact
that part of it is a work based on the Library, and expl ai ning
where to find the acconpanyi ng uncomnbi ned form of the same work.

8. You may not copy, nodify, sublicense, link with, or distribute
the Library except as expressly provided under this License. Any
attenpt otherw se to copy, nodify, sublicense, link with, or

distribute the Library is void, and will automatically term nate your
rights under this License. However, parties who have received copies
or rights, fromyou under this License will not have their |icenses
term nated so long as such parties remain in full conpliance

9. You are not required to accept this License, since you have not
signed it. However, nothing else grants you perm ssion to nodify or
distribute the Library or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
nmodi fying or distributing the Library (or any work based on the
Li brary), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or nodifying
the Library or works based on it.

10. Each tine you redistribute the Library (or any work based on the
Li brary), the recipient automatically receives a license fromthe
original licensor to copy, distribute, link with or nodify the Library
subject to these terms and conditions. You may not inmpose any further
restrictions on the recipients' exercise of the rights granted herein
You are not responsible for enforcing conpliance by third parties with
this License

11. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limted to patent issues)
condi tions are inposed on you (whether by court order, agreenent or
ot herwi se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |f you cannot
distribute so as to satisfy simultaneously your obligations under this
Li cense and any other pertinent obligations, then as a consequence you
may not distribute the Library at all. For exanple, if a patent
license would not permt royalty-free redistribution of the Library by
all those who receive copies directly or indirectly through you, then
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the only way you could satisfy both it and this License would be to
refrain entirely fromdistribution of the Library

If any portion of this section is held invalid or unenforceabl e under
any particul ar circunstance, the bal ance of the section is intended
to apply, and the section as a whole is intended to apply in other

ci rcumst ances

It is not the purpose of this section to induce you to infringe any
patents or other property right clains or to contest validity of any
such clains; this section has the sol e purpose of protecting the
integrity of the free software distribution systemwhich is

i mpl emented by public |license practices. Mny peopl e have nmade
generous contributions to the wi de range of software distributed
through that systemin reliance on consistent application of that
system it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a |icensee cannot

i npose that choice

This section is intended to nake thoroughly clear what is believed to
be a consequence of the rest of this License

12. If the distribution and/or use of the Library is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Library under this License
may add an explicit geographical distribution Iimtation excluding
those countries, so that distribution is pernmitted only in or anpng
countries not thus excluded. |n such case, this License incorporates
the limtation as if witten in the body of this License

13. The Free Software Foundation may publish revised and/or new
versions of the Lesser Ceneral Public License fromtine to tine
Such new versions will be simlar in spirit to the present version
but may differ in detail to address new probl enms or concerns

Each version is given a distinguishing version nunber. |f the Library
speci fies a version nunber of this License which applies to it and
"any later version", you have the option of follow ng the terns and
conditions either of that version or of any l|later version published by
the Free Software Foundation. |If the Library does not specify a

|i cense version nunber, you may choose any version ever published by
the Free Software Foundation

14. |If you wish to incorporate parts of the Library into other free
progranms whose distribution conditions are inconpatible with these
wite to the author to ask for perm ssion. For software which is
copyrighted by the Free Software Foundation, wite to the Free
Sof t war e Foundati on; we sonetines make exceptions for this. Qur
decision will be guided by the two goals of preserving the free status
of all derivatives of our free software and of promoting the sharing
and reuse of software generally.

NO WARRANTY

15. BECAUSE THE LI BRARY IS LI CENSED FREE OF CHARGE, THERE IS NO
WARRANTY FOR THE LI BRARY, TO THE EXTENT PERM TTED BY APPLI CABLE LAW
EXCEPT WHEN OTHERW SE STATED I N WRI TI NG THE COPYRI GHT HOLDERS AND/ OR
OTHER PARTI ES PROVI DE THE LI BRARY "AS | S" W THOUT WARRANTY OF ANY
KI'ND, ElI THER EXPRESSED OR | MPLI ED, | NCLUDI NG BUT NOT LIM TED TO, THE
I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPCSE. THE ENTIRE RI SK AS TO THE QUALI TY AND PERFORVMANCE OF THE
LIBRARY IS WTH YOU. SHOULD THE LI BRARY PROVE DEFECTI VE, YOU ASSUME
THE COST OF ALL NECESSARY SERVI CI NG REPAI R OR CORRECTI ON

16. I N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N
VWRI TI NG WLL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MODI FY
AND/ OR REDI STRI BUTE THE LI BRARY AS PERM TTED ABOVE, BE LI ABLE TO YQU
FOR DAVAGES, | NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR
CONSEQUENTI AL DAMAGES ARI SI NG OQUT OF THE USE OR I NABI LITY TO USE THE
LI BRARY (I NCLUDI NG BUT NOT LIM TED TO LOSS OF DATA OR DATA BEI NG
RENDERED | NACCURATE OR LOSSES SUSTAI NED BY YOU OR THI RD PARTIES OR A
FAI LURE OF THE LI BRARY TO OPERATE W TH ANY OTHER SOFTWARE), EVEN | F
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SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE PGSSI Bl LI TY OF SUCH
DAMAGES.

END OF TERVS AND CONDI Tl ONS
How to Apply These Terns to Your New Libraries

If you develop a new library, and you want it to be of the greatest
possi bl e use to the public, we recommend meking it free software that
everyone can redistribute and change. You can do so by permtting
redi stribution under these terns (or, alternatively, under the terns
of the ordinary General Public License).

To apply these terns, attach the follow ng notices to the library.
It is safest to attach themto the start of each source file to nost
ef fectively convey the exclusion of warranty; and each file shoul d
have at |east the "copyright" line and a pointer to where the full
notice is found.

<one line to give the library's name and a brief idea of what it does.>
Copyright (C <year> <nane of author>

This library is free software; you can redistribute it and/or

modi fy it under the terns of the GNU Lesser General Public

Li cense as published by the Free Software Foundation; either
version 2.1 of the License, or (at your option) any |ater version.

This library is distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the G\U
Lesser General Public License for nore details.

You shoul d have received a copy of the GNU Lesser General Public

Li cense along with this library; if not, wite to the Free Software
Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
02110-1301 USA

Al so add i nformati on on how to contact you by el ectronic and paper mail .
You shoul d al so get your enployer (if you work as a programrer) or your
school, if any, to sign a "copyright disclainmer" for the library, if
necessary. Here is a sanple; alter the nanes:
Yoyodyne, Inc., hereby disclains all copyright interest in the
library "Frob' (a library for tweaking knobs) witten by Janes

Random Hacker .

<signature of Ty Coon>, 1 April 1990
Ty Coon, President of Vice

That's all there is to it!

8.2.5 Paramiko License

The following software may be included in this product:

Par am ko

You are receiving a copy of Param ko in both source and object code. The
terms of the Oracle license do NOT apply to the Parami ko program it is
I'i censed under the following |license, separately fromthe O acle
progranms you receive. If you do not wish to install this program you
may del ete the Parami ko folder and all its contents.

This component is licensed under Section 8.2.4, “GNU Lesser General Public License Version 2.1,
February 1999”.

8.2.6 Python Bindings to the OpenStack Neutron API (python-neutronclient)
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You are receiving a copy of python-neutronclient code. The terns of the

Oracl e license do NOT apply to the python-neutronclient program it is

l'i censed under the followi ng |license, separately fromthe O acle prograns you
receive. If you do not wish to install this program you may delete it from
the install directory.

Copyright 2012 OpenStack Foundati on.
Al R ghts Reserved

Li censed under the Apache License, Version 2.0 (the "License"); you may
not use this file except in conpliance with the License. You nay obtain
a copy of the License at

http://ww. apache. org/ | i censes/ LI CENSE- 2. 0

Unl ess required by applicable aw or agreed to in witing, software

di stributed under the License is distributed on an "AS | S" BASI S, W THOUT
WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied. See the
Li cense for the specific | anguage governi ng permnissions and |limtations
under the License.

2. Include the follow ng License ONLY ONCE i n the docunentation even if
there are multiple products |icensed under the |icense.

The followi ng applies to all products |icensed under the Apache 2.0 License:

You may not use the identified files except in conpliance with the Apache
Li cense, Version 2.0 (the "License.")

You may obtain a copy of the License at
http://ww. apache. org/ |l i censes/ LI CENSE- 2. 0.

A copy of the associated Apache License can also be viewed here: Section 8.2.2, “Apache License
Version 2.0, January 2004".

8.2.7 Python bindings to the OpenStack Nova API (python-novaclient)

You are receiving a copy of python-novaclient code. The terms of the

Oracle |icense do NOT apply to the python-novaclient program it is

i censed under the followi ng |icense, separately fromthe O acle prograns you
receive. |If you do not wish to install this program you may delete it from
the install directory.

Copyri ght 2010 Jacob Kapl an- Moss

Copyri ght 2011 OpenStack Foundation
Al Rights Reserved.

Li censed under the Apache License, Version 2.0 (the "License"); you nay
not use this file except in conpliance with the License. You may obtain
a copy of the License at

http://ww. apache. org/ | i censes/ LI CENSE- 2. 0

Unl ess required by applicable |aw or agreed to in witing, software
distributed under the License is distributed on an "AS | S" BASI S, W THOUT
WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied. See the
Li cense for the specific | anguage governing perm ssions and |limtations
under the License.

2. Include the follow ng License ONLY ONCE in the docunentation even if
there are nultiple products |icensed under the |icense.

The followi ng applies to all products |icensed under the Apache 2.0 License:

You may not use the identified files except in conpliance with the Apache
Li cense, Version 2.0 (the "License.")

You may obtain a copy of the License at
http://ww. apache. org/ | i censes/ LI CENSE- 2. 0.
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A copy of the associated Apache License can also be viewed here: Section 8.2.2, “Apache License
Version 2.0, January 2004".

8.2.8 Python License

The following software may be included in this product:

Pyt hon Progranm ng Language
This is the official license for the Python 2.7 rel ease

A. HI STORY OF THE SOFTWARE

Pyt hon was created in the early 1990s by Guido van Rossum at Stichting
Mat hemat i sch Centrum (CW, see http://ww.cw .nl) in the Netherlands
as a successor of a |anguage called ABC. Guido remains Python's
princi pal author, although it includes many contributions from others

I'n 1995, CGuido continued his work on Python at the Corporation for
Nati onal Research Initiatives (CNRI, see http://wwv. cnri.reston.va. us)
in Reston, Virginia where he rel eased several versions of the
sof t war e

In May 2000, Guido and the Python core devel opnent team noved to
BeOpen.comto formthe BeOpen PythonLabs team |n Cctober of the sane
year, the PythonLabs team noved to Digital Creations (now Zope

Cor porati on, see http://ww. zope.com. |n 2001, the Python Software
Foundation (PSF, see http://ww.python.org/psf/) was formed, a
non-profit organization created specifically to own Python-rel ated
Intell ectual Property. Zope Corporation is a sponsoring nenber of

t he PSF.

Al'l Python rel eases are Open Source (see http://ww. opensource.org for
the Open Source Definition). Hi storically, nost, but not all, Python
rel eases have al so been GPL-conpatible; the table bel ow sunmari zes
the various rel eases

Rel ease Deri ved Year Oaner GPL-
from conpati bl e? (1)

0.9.0 thru 1.2 1991- 1995 cw yes
1.3 thru 1.5.2 1.2 1995- 1999 CNRI yes
1.6 1.5.2 2000 CNRI no
2.0 1.6 2000 BeOpen. com no
1.6.1 1.6 2001 CNRI yes (2)
2.1 2.0+1.6.1 2001 PSF no
2.0.1 2.0+1.6.1 2001 PSF yes
2.1.1 2.1+2.0.1 2001 PSF yes
2.2 2.1.1 2001 PSF yes
2.1.2 2.1.1 2002 PSF yes
2.1.3 2.1.2 2002 PSF yes
2.2.1 2.2 2002 PSF yes
2.2.2 2.2.1 2002 PSF yes
2.2.3 2.2.2 2003 PSF yes
2.3 2.2.2 2002- 2003 PSF yes
2.3.1 2.3 2002- 2003 PSF yes
2.3.2 2.3.1 2002- 2003 PSF yes
2.3.3 2.3.2 2002- 2003 PSF yes
2.3.4 2.3.3 2004 PSF yes
2.3.5 2.3.4 2005 PSF yes
2.4 2.3 2004 PSF yes
2.4.1 2.4 2005 PSF yes
2.4.2 2.4.1 2005 PSF yes
2.4.3 2.4.2 2006 PSF yes
2.5 2.4 2006 PSF yes
2.5.1 2.5 2007 PSF yes
2.5.2 2.5.1 2008 PSF yes
2.5.3 2.5.2 2008 PSF yes
2.6 2.5 2008 PSF yes
2.6.1 2.6 2008 PSF yes
2.6.2 2.6.1 2009 PSF yes
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2.6.3 2.6.2 2009 PSF yes

2.6.4 2.6.3 2010 PSF yes

2.7 2.6 2010 PSF yes
Foot not es:

(1) GPL-conpatible doesn't mean that we're distributing Python under
the GPL. Al Python |licenses, unlike the GPL, let you distribute
a nodified version w thout maki ng your changes open source. The
GPL-conpati bl e licenses nake it possible to conmbi ne Python with
other software that is rel eased under the GPL; the others don't.

(2) According to Richard Stallman, 1.6.1 is not GPL-conpati bl e,
because its |icense has a choice of |aw clause. According to
CNRI, however, Stallman's |awer has told CNRI's |awer that 1.6.1
is "not inconpatible" with the GPL.

Thanks to the many outside vol unteers who have wor ked under Cuido's
direction to make these rel eases possible.

B. TERVS AND CONDI TI ONS FOR ACCESSI NG OR OTHERW SE USI NG PYTHON

PYTHON SOFTWARE FOUNDATI ON LI CENSE VERSI ON 2

1. This LI CENSE AGREEMENT is between the Python Software Foundati on
("PSF"), and the Individual or Organization ("Licensee") accessing and
otherwi se using this software ("Python") in source or binary form and
its associ ated docunentati on.

2. Subject to the ternms and conditions of this License Agreenent, PSF
hereby grants Licensee a nonexclusive, royalty-free, world-w de
license to reproduce, analyze, test, perform and/or display publicly,
prepare derivative works, distribute, and otherw se use Python

al one or in any derivative version, provided, however, that PSF s

Li cense Agreenent and PSF' s notice of copyright, i.e., "Copyright (c)

2001, 2002, 2003, 2004, 2005, 2006 Python Software Foundation; Al Rights

Reserved" are retained in Python alone or in any derivative version
prepared by Licensee.

3. In the event Licensee prepares a derivative work that is based on
or incorporates Python or any part thereof, and wants to make

the derivative work available to others as provided herein, then

Li censee hereby agrees to include in any such work a brief summary of
the changes nade to Pyt hon.

4. PSF is making Python avail able to Licensee on an "AS | S"

basis. PSF MAKES NO REPRESENTATI ONS OR WARRANTI ES, EXPRESS OR

| MPLI ED. BY WAY OF EXAMPLE, BUT NOT LI M TATI ON, PSF MAKES NO AND

DI SCLAI M5 ANY REPRESENTATI ON OR WARRANTY OF MERCHANTABI LI TY OR FI TNESS
FOR ANY PARTI CULAR PURPCSE OR THAT THE USE OF PYTHON W LL NOT

I NFRI NGE ANY THI RD PARTY RI GHTS.

5. PSF SHALL NOT BE LI ABLE TO LI CENSEE OR ANY OTHER USERS OF PYTHON
FOR ANY | NCI DENTAL, SPECI AL, OR CONSEQUENTI AL DAMAGES OR LGCSS AS

A RESULT OF MODI FYI NG, DI STRI BUTI NG OR OTHERW SE USI NG PYTHON,

OR ANY DERI VATI VE THERECF, EVEN | F ADVI SED OF THE PGSSI Bl LI TY THERECF.

6. This License Agreenment will automatically term nate upon a naterial
breach of its terms and conditions.

7. Nothing in this License Agreenent shall be deened to create any

rel ati onship of agency, partnership, or joint venture between PSF and
Li censee. This License Agreenent does not grant perm ssion to use PSF
trademarks or trade nanme in a trademark sense to endorse or pronote
products or services of Licensee, or any third party.

8. By copying, installing or otherw se using Python, Licensee
agrees to be bound by the terns and conditions of this License
Agr eenent .
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BEOPEN. COM LI CENSE AGREEMENT FCOR PYTHON 2. 0

BEOPEN PYTHON OPEN SOURCE LI CENSE AGREEMENT VERSI ON 1

1. This LI CENSE AGREEMENT is between BeQOpen.com ("BeQpen"), having an
of fice at 160 Saratoga Avenue, Santa Clara, CA 95051, and the

I ndi vi dual or Organization ("Licensee") accessing and otherw se usi ng
this software in source or binary formand its associ ated
docunentation ("the Software").

2. Subject to the terms and conditions of this BeOpen Python License
Agreenment, BeOpen hereby grants Licensee a non-excl usive,
royalty-free, world-wide |icense to reproduce, analyze, test, perform
and/ or display publicly, prepare derivative works, distribute, and

ot herwi se use the Software alone or in any derivative version,

provi ded, however, that the BeOpen Python License is retained in the
Sof tware, alone or in any derivative version prepared by Licensee.

3. BeOpen is making the Software available to Licensee on an "AS | S"
basis. BEOPEN MAKES NO REPRESENTATI ONS OR WARRANTI ES, EXPRESS OR

| MPLI ED. BY WAY OF EXAMPLE, BUT NOT LI M TATI ON, BEOPEN MAKES NO AND
DI SCLAI M5 ANY REPRESENTATI ON OR WARRANTY OF MERCHANTABI LI TY OR FI TNESS
FOR ANY PARTI CULAR PURPCSE OR THAT THE USE OF THE SOFTWARE W LL NOT

I NFRI NGE ANY THI RD PARTY RI GHTS.

4. BEOPEN SHALL NOT BE LI ABLE TO LI CENSEE OR ANY OTHER USERS OF THE
SOFTWARE FOR ANY | NCI DENTAL, SPECI AL, OR CONSEQUENTI AL DAMAGES OR LGSS
AS A RESULT OF USI NG MIDI FYI NG OR DI STRI BUTI NG THE SOFTWARE, OR ANY
DERI VATI VE THERECF, EVEN | F ADVI SED CF THE PGSSI Bl LI TY THEREOF.

5. This License Agreenent will automatically term nate upon a materi al
breach of its terms and conditions.

6. This License Agreement shall be governed by and interpreted in all
respects by the |law of the State of California, excluding conflict of
| aw provisions. Nothing in this License Agreenment shall be deened to
create any rel ationship of agency, partnership, or joint venture

bet ween BeOpen and Licensee. This License Agreenment does not grant
permi ssion to use BeQpen trademarks or trade names in a trademark
sense to endorse or pronote products or services of Licensee, or any
third party. As an exception, the "BeOpen Python" |ogos avail abl e at
http://ww. pyt honl abs. conl | ogos. ht 1 may be used according to the
permi ssions granted on that web page.

7. By copying, installing or otherwi se using the software, Licensee
agrees to be bound by the terns and conditions of this License
Agr eenent .

CNRI LI CENSE AGREEMENT FOR PYTHON 1.6.1

1. This LI CENSE AGREEMENT is between the Corporation for National
Research Initiatives, having an office at 1895 Preston Wiite Drive,
Reston, VA 20191 ("CNRI "), and the |ndividual or Organization
("Licensee") accessing and otherwi se using Python 1.6.1 software in
source or binary formand its associ ated docunentati on.

2. Subject to the terms and conditions of this License Agreement, CNRI
hereby grants Licensee a nonexclusive, royalty-free, world-w de
license to reproduce, analyze, test, perform and/or display publicly,
prepare derivative works, distribute, and otherw se use Python 1.6.1
al one or in any derivative version, provided, however, that CNRl's

Li cense Agreenent and CNRI's notice of copyright, i.e., "Copyright (c)
1995- 2001 Corporation for National Research Initiatives; Al Rights
Reserved" are retained in Python 1.6.1 alone or in any derivative
version prepared by Licensee. Alternately, in lieu of CNRI's License
Agreenment, Licensee may substitute the following text (omtting the
quotes): "Python 1.6.1 is made avail abl e subject to the terns and
conditions in CNRI's License Agreenent. This Agreement together with
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Python 1.6.1 may be | ocated on the Internet using the follow ng

uni que, persistent identifier (known as a handle): 1895.22/1013. This
Agreenment may al so be obtained froma proxy server on the Internet
using the following URL: http://hdl.handl e. net/1895. 22/ 1013".

3. In the event Licensee prepares a derivative work that is based on
or incorporates Python 1.6.1 or any part thereof, and wants to make
the derivative work available to others as provided herein, then

Li censee hereby agrees to include in any such work a brief summary of
the changes nade to Python 1.6. 1.

4. CNRl is making Python 1.6.1 available to Licensee on an "AS | S"
basis. CNRI MAKES NO REPRESENTATI ONS OR WARRANTI ES, EXPRESS OR

| MPLI ED. BY WAY OF EXAMPLE, BUT NOT LI M TATI ON, CNRI MAKES NO AND

DI SCLAI M5 ANY REPRESENTATI ON OR WARRANTY OF MERCHANTABI LI TY OR FI TNESS
FOR ANY PARTI CULAR PURPCSE OR THAT THE USE OF PYTHON 1.6.1 WLL NOT

I NFRI NGE ANY THI RD PARTY RI GHTS.

5. CNRI SHALL NOT BE LI ABLE TO LI CENSEE OR ANY OTHER USERS OF PYTHON
1.6.1 FOR ANY | NCl DENTAL, SPECI AL, OR CONSEQUENTI AL DAMAGES CR LGOSS AS
A RESULT OF MODI FYI NG, DI STRI BUTI NG OR OTHERW SE USI NG PYTHON 1. 6. 1,
OR ANY DERI VATI VE THERECF, EVEN | F ADVI SED OF THE PGSSI Bl LI TY THERECF.

6. This License Agreenment will automatically term nate upon a naterial
breach of its terms and conditions.

7. This License Agreenment shall be governed by the federal

intellectual property |law of the United States, including wthout
limtation the federal copyright |law, and, to the extent such

U S. federal |aw does not apply, by the |aw of the Commonweal t h of
Virginia, excluding Virginia's conflict of |aw provisions.

Not wi t hst andi ng the foregoing, with regard to derivative works based
on Python 1.6.1 that incorporate non-separable nmaterial that was
previously distributed under the GNU General Public License (GPL), the
| aw of the Commonweal th of Virginia shall govern this License
Agreement only as to issues arising under or with respect to
Paragraphs 4, 5, and 7 of this License Agreement. Nothing in this

Li cense Agreenent shall be deemed to create any rel ati onship of
agency, partnership, or joint venture between CNRl and Licensee. This
Li cense Agreenent does not grant perm ssion to use CNRl trademarks or
trade nane in a trademark sense to endorse or pronote products or
servi ces of Licensee, or any third party.

8. By clicking on the "ACCEPT" button where indicated, or by copying,
installing or otherwi se using Python 1.6.1, Licensee agrees to be
bound by the ternms and conditions of this License Agreenent.

ACCEPT

CW LI CENSE AGREEMENT FOR PYTHON 0.9.0 THROUGH 1.2

Copyright (c) 1991 - 1995, Stichting Mthenmati sch Centrum Anst er dam
The Netherlands. Al rights reserved.

Perm ssion to use, copy, nodify, and distribute this software and its
docunentation for any purpose and without fee is hereby granted,

provi ded that the above copyright notice appear in all copies and that
both that copyright notice and this perm ssion notice appear in
supporting docunentation, and that the nane of Stichting Mathematisch
Centrum or CW not be used in advertising or publicity pertaining to
distribution of the software wi thout specific, witten prior

per mi ssi on.

STI CHTI NG MATHEMATI SCH CENTRUM DI SCLAI M5 ALL WARRANTI ES W TH REGARD TO
TH S SOFTWARE, | NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND
FI TNESS, | N NO EVENT SHALL STI CHTI NG MATHEMATI SCH CENTRUM BE LI ABLE
FOR ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES OR ANY DAMAGES
WHATSCEVER RESULTI NG FROM LOSS CF USE, DATA OR PROFI TS, WHETHER I N AN
ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON, ARI SI NG OUT
OF OR I N CONNECTI ON W TH THE USE OR PERFORVMANCE OF TH S SOFTWARE.
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Li censes and Acknow edgenments for |ncorporated Software

This section is an inconplete, but growng |ist of |licenses and acknow edgenent s
for third-party software incorporated in the Python distribution.

Mer senne Twi st er

The _random nodul e i ncl udes code based on a downl oad from
http://ww. mat h. kei 0. ac. j p/ mat unot o/ MT2002/ ent 19937ar . ht m .
The followi ng are the verbatimcoments fromthe original code:

A C-program for Mri9937, with initialization inproved 2002/ 1/ 26.
Coded by Takuji N shinmura and Makot o Mat sunot o.

Before using, initialize the state by using init_genrand(seed)
or init_by_ array(init_key, key_length).

Copyright (C 1997 - 2002, Makoto Matsunoto and Takuji Ni shimura,
Al rights reserved.

Redi stri bution and use in source and binary forms, with or w thout
nodi fication, are permtted provided that the foll ow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/ or other materials provided with the
di stribution.

3. The nanes of its contributors may not be used to endorse or pronote
products derived fromthis software without specific prior witten
per mi ssi on.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OMNER OR
CONTRI BUTCRS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT LI M TED TGO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR
PRCOFI TS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF
LI ABI LI TY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (| NCLUDI NG
NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S
SOFTWARE, EVEN | F ADVI SED OF THE PGCSSI Bl LI TY OF SUCH DAMAGE.

Any feedback is very wel cone.
http://ww. mat h. kei 0. ac. j p/ mat unot o/ ent . ht m
enui | : mat unot o@mt h. kei 0. ac. j p

Socket s

The socket modul e uses the functions, getaddrinfo(), and getnanei nfo(), which
are coded in separate source files fromthe WDE Project, http://ww.w de. ad.jp/.

Copyright (C 1995, 1996, 1997, and 1998 W DE Proj ect.
Al rights reserved.

Redi stri bution and use in source and binary fornms, with or w thout

nodi fication, are permtted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.

3. Neither the name of the project nor the names of its contributors
may be used to endorse or pronote products derived fromthis
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software without specific prior witten permni ssion.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDERS AND CONTRI BUTORS
"AS | S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT
LIMTED TO THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT OMNER OR
CONTRI BUTCRS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL, SPECI AL,
EXEMPLARY, OR CONSEQUENTI AL DAMAGES (I NCLUDI NG, BUT NOT LI M TED TGO,
PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE, DATA, OR
PRCOFI TS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY THEORY OF
LI ABI LI TY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (| NCLUDI NG
NEGLI GENCE OR OTHERW SE) ARI SING I N ANY WAY QUT OF THE USE OF THI S
SOFTWARE, EVEN | F ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGE.

Fl oati ng poi nt exception control

The source for the fpectl nodul e includes the foll ow ng noti ce:

/ Copyright (c) 1996. \
The Regents of the University of California.
Al rights reserved.

Perm ssion to use, copy, nodify, and distribute this software for
any purpose W thout fee is hereby granted, provided that this en-
tire notice is included in all copies of any software which is or
includes a copy or nodification of this software and in all
copi es of the supporting docunentation for such software.

This work was produced at the University of California, Lawence
Li vernore National Laboratory under contract no. W 7405-ENG 48
between the U.S. Departnment of Energy and The Regents of the
Uni versity of California for the operation of UC LLNL.

DI SCLAI MER

This software was prepared as an account of work sponsored by an
agency of the United States Governnent. Neither the United States
Governnment nor the University of California nor any of their em
pl oyees, makes any warranty, express or inplied, or assunes any
liability or responsibility for the accuracy, conpleteness, or
usef ul ness of any information, apparatus, product, or process
di scl osed, or represents that its wuse would not infringe
privately-owned rights. Reference herein to any specific comrer-
cial products, process, or service by trade name, tradenark,
manuf acturer, or otherw se, does not necessarily constitute or
imply its endorsenent, recomendation, or favoring by the United
States CGovernnment or the University of California. The views and
opi ni ons of authors expressed herein do not necessarily state or
reflect those of the United States CGovernment or the University
of California, and shall not be used for advertising or product
\  endor senment purposes. /

MD5 message digest al gorithm

The source code for the nmd5 nodul e contains the foll owi ng notice:
Copyright (C 1999, 2002 Al addin Enterprises. Al rights reserved.

This software is provided 'as-is', w thout any express or inplied
warranty. |In no event will the authors be held Iiable for any danages
arising fromthe use of this software.

Perm ssion is granted to anyone to use this software for any purpose,
i ncl udi ng conmerci al applications, and to alter it and redistribute it
freely, subject to the followi ng restrictions:

1. The origin of this software nust not be m srepresented; you nust not
claimthat you wote the original software. If you use this software
in a product, an acknow edgnent in the product docunentation would
be appreciated but is not required.
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2. Altered source versions nmust be plainly marked as such, and nust not
be mi srepresented as being the original software.

3. This notice may not be renpved or altered from any source
di stribution.

L. Peter Deutsch
ghost @l addi n. com

I ndependent i npl ementati on of MD5 (RFC 1321).

This code i nmpl enents the MD5 Al gorithm defined in RFC 1321, whose
text is avail able at

http://ww.ietf.org/rfc/rfcl321.txt
The code is derived fromthe text of the RFC, including the test suite
(section A.5) but excluding the rest of Appendix A. |t does not include
any code or docunentation that is identified in the RFC as being
copyri ght ed.

The original and principal author of md5.h is L. Peter Deutsch
<ghost @l addi n. conp. QO her authors are noted in the change history
that follows (in reverse chronol ogi cal order):

2002-04- 13 | pd Renpved support for non-ANSI conpilers; renoved
references to Ghostscript; clarified derivation from RFC 1321;
now handl es byte order either statically or dynamcally.

1999-11-04 I pd Edited comments slightly for automatic TOC extracti on.

1999- 10-18 | pd Fi xed typo i n header conment (ansi2knr rather than nmd5);
added conditionalization for C++ conpilation fromMartin
Pur schke <purschke@nl . gov>.

1999-05-03 | pd Oiginal version.

Asynchronous socket services

The asynchat and asyncore nodul es contain the foll owi ng noti ce:
Copyright 1996 by Sam Rushi ng
Al R ghts Reserved

Perm ssion to use, copy, nodify, and distribute this software and
its docunmentation for any purpose and wi thout fee is hereby
granted, provided that the above copyright notice appear in all

copi es and that both that copyright notice and this perm ssion

noti ce appear in supporting docunentation, and that the name of Sam
Rushi ng not be used in advertising or publicity pertaining to
distribution of the software wi thout specific, witten prior

per mi ssi on.

SAM RUSHI NG DI SCLAI M5 ALL WARRANTI ES W TH REGARD TO THI S SOFTWARE,

I NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS, | N
NO EVENT SHALL SAM RUSHI NG BE LI ABLE FOR ANY SPECI AL, | NDI RECT OR
CONSEQUENTI AL DAMAGES CR ANY DAMAGES WHATSCEVER RESULTI NG FROM LGSS
OF USE, DATA OR PROFI TS, WHETHER I N AN ACTI ON OF CONTRACT,

NEGLI GENCE OR OTHER TORTI QUS ACTI ON, ARI SING OQUT CF OR I N

CONNECTI ON W TH THE USE OR PERFORVMANCE OF THI S SOFTWARE.

Cooki e managenent

The Cooki e nodul e contains the foll owi ng notice:
Copyright 2000 by Tinmothy O Malley <tinm@l um mit.edu>
Al R ghts Reserved

Perm ssion to use, copy, nodify, and distribute this software

and its docunmentation for any purpose and wi thout fee is hereby
granted, provided that the above copyright notice appear in all

copi es and that both that copyright notice and this perm ssion

noti ce appear in supporting docunentation, and that the nane of
Tinothy O Malley not be used in advertising or publicity

pertaining to distribution of the software without specific, witten
prior perm ssion.
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Tinmothy O Mall ey DI SCLAIMS ALL WARRANTI ES W TH REGARD TO THI S
SOFTWARE, | NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS, I N NO EVENT SHALL Tinothy O Mall ey BE LI ABLE FOR
ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES OR ANY DAMAGES
WHATSCEVER RESULTI NG FROM LOSS OF USE, DATA OR PRCFI TS,
WHETHER | N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS
ACTI ON, ARI SING OQUT OF OR I N CONNECTI ON W TH THE USE OR
PERFORVANCE OF THI S SOFTWARE.

Profiling

The profile and pstats nodul es contain the foll owi ng notice:

Copyright 1994, by |nfoSeek Corporation, all rights reserved.
Witten by Janes Roskind

Perm ssion to use, copy, nodify, and distribute this Python software
and its associ ated docunentation for any purpose (subject to the
restriction in the followi ng sentence) w thout fee is hereby granted,
provi ded that the above copyright notice appears in all copies, and
that both that copyright notice and this perm ssion notice appear in
supporting docunentation, and that the nane of |InfoSeek not be used in
advertising or publicity pertaining to distribution of the software
wi thout specific, witten prior perm ssion. This permssion is
explicitly restricted to the copying and nodification of the software
to remain in Python, conpiled Python, or other |anguages (such as C)
wherein the nodified or derived code is exclusively inported into a
Pyt hon nodul e.

| NFOSEEK CORPORATI ON DI SCLAI M5 ALL WARRANTI ES W TH REGARD TO THI S
SOFTWARE, | NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND

FI TNESS. | N NO EVENT SHALL | NFOSEEK CORPORATI ON BE LI ABLE FOR ANY
SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES OR ANY DAMAGES WHATSOEVER
RESULTI NG FROM LGSS OF USE, DATA OR PROFI TS, WHETHER I N AN ACTI ON OF
CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTION, ARISING QUT OF ORI N
CONNECTI ON W TH THE USE OR PERFORVMANCE OF THI S SOFTWARE.

Execution traci ng

The trace nodul e contains the foll owi ng notice:

portions copyright 2001, Autononous Zones |ndustries, Inc., all rights...
err... reserved and offered to the public under the ternms of the

Python 2.2 |icense.

Aut hor: Zooko O Wi el acr onx

http://zooko.com

mai | t 0: zooko@ooko. com

Copyri ght 2000, Mjam Media, Inc., all rights reserved.
Aut hor: Ski p Mont anaro

Copyright 1999, Bioreason, Inc., all rights reserved.
Aut hor: Andr ew Dal ke

Copyright 1995-1997, Automatrix, Inc., all rights reserved.
Aut hor: Ski p Mont anaro

Copyright 1991-1995, Stichting Mathenmati sch Centrum all rights reserved.

Perm ssion to use, copy, nodify, and distribute this Python software and
its associ ated docunentation for any purpose w thout fee is hereby
granted, provided that the above copyright notice appears in all copies,
and that both that copyright notice and this perm ssion notice appear in
supporting docunentation, and that the nane of neither Automatri X,

Bi oreason or Mjam Medi a be used in advertising or publicity pertaining to
distribution of the software wi thout specific, witten prior perm ssion.

UUencode and UUdecode functions

The uu nodul e contains the foll owi ng noti ce:
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Copyright 1994 by Lance El|linghouse
Cathedral City, California Republic, United States of Anmerica.

Al R ghts Reserved
Perm ssion to use, copy, nodify, and distribute this software and its
docunentation for any purpose and without fee is hereby granted,
provi ded that the above copyright notice appear in all copies and that
both that copyright notice and this perm ssion notice appear in
supporting docunentation, and that the nane of Lance ElIlinghouse
not be used in advertising or publicity pertaining to distribution
of the software without specific, witten prior perm ssion.
LANCE ELLI NGHOUSE DI SCLAI M5 ALL WARRANTI ES W TH REGARD TO
THI' S SOFTWARE, | NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND
FI TNESS, | N NO EVENT SHALL LANCE ELLI NGHOUSE CENTRUM BE LI ABLE
FOR ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES OR ANY DANMAGES
WHATSCEVER RESULTI NG FROM LOSS OF USE, DATA OR PROFI TS, WHETHER I N AN
ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI OQUS ACTI ON, ARI SI NG OUT
OF OR I N CONNECTI ON W TH THE USE OR PERFORMANCE OF THI S SOFTWARE.

Modi fied by Jack Jansen, CW, July 1995:

- Use binascii nodule to do the actual |ine-by-line conversion
bet ween ascii and binary. This results in a 1000-fol d speedup. The C
version is still 5 tinmes faster, though.

- Argunments nore conpliant with Python standard

XML Renote Procedure Callsf

The xm rpclib nodul e contains the foll ow ng notice:
The XM.-RPC client interface is

Copyright (c) 1999-2002 by Secret Labs AB
Copyright (c) 1999-2002 by Fredrik Lundh

By obtaining, using, and/or copying this software and/or its
associ at ed docunentati on, you agree that you have read, understood,
and will conply with the follow ng terns and conditions:

Perm ssion to use, copy, nodify, and distribute this software and
its associ ated docunentation for any purpose and without fee is
hereby granted, provided that the above copyright notice appears in
all copies, and that both that copyright notice and this perm ssion
noti ce appear in supporting docunentation, and that the nane of
Secret Labs AB or the author not be used in advertising or publicity
pertaining to distribution of the software without specific, witten
prior perm ssion.

SECRET LABS AB AND THE AUTHOR DI SCLAI M5 ALL WARRANTI ES W TH REGARD
TO TH S SOFTWARE, | NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANT-

ABI LI TY AND FITNESS. | N NO EVENT SHALL SECRET LABS AB OR THE AUTHOR
BE LI ABLE FOR ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES OR ANY
DAMAGES WHATSOEVER RESULTI NG FROM LOSS OF USE, DATA OR PRCFI TS,
WHETHER | N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS

ACTI ON, ARI SING OQUT OF OR I N CONNECTI ON W TH THE USE OR PERFORMANCE
OF THI S SOFTWARE.

test _epol |

The test_epoll contains the follow ng notice:
Copyright (c) 2001-2006 Twi sted Matrix Laboratories.

Perm ssion is hereby granted, free of charge, to any person obtai ni ng
a copy of this software and associ ated docunentation files (the
"Software"), to deal in the Software w thout restriction, including
without limtation the rights to use, copy, nodify, nerge, publish,
distribute, sublicense, and/or sell copies of the Software, and to
pernmit persons to whomthe Software is furnished to do so, subject to
the foll owi ng conditions:

The above copyright notice and this perm ssion notice shall be
included in all copies or substantial portions of the Software.
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THE SOFTWARE | S PROVIDED "AS | S", WTHOUT WARRANTY CF ANY KI ND,
EXPRESS OR | MPLI ED, | NCLUDI NG BUT NOT LI M TED TO THE WARRANTI ES OF
MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPCSE AND

NONI NFRI NGEMENT. | N NO EVENT SHALL THE AUTHORS OR COPYRI GHT HOLDERS BE
LI ABLE FOR ANY CLAIM DAMAGES COR OTHER LI ABILITY, WHETHER I N AN ACTI ON
OF CONTRACT, TORT OR OTHERW SE, ARI SING FROM OUT OF OR I N CONNECTI ON
W TH THE SOFTWARE OR THE USE OR OTHER DEALI NGS | N THE SCFTWARE.

Sel ect kqueue

The sel ect and contains the followi ng notice for the kqueue interface:

Copyright (c) 2000 Doug Wiite, 2006 Janmes Kni ght, 2007 Christian Hei nes
Al rights reserved.

Redi stri bution and use in source and binary forms, with or w thout

nodi fication, are permtted provided that the foll ow ng conditions

are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.

TH S SOFTWARE | S PROVI DED BY THE AUTHOR AND CONTRI BUTORS " "AS | S'' AND
ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NClI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THECORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LI ABI LI TY, OR TORT (| NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE CF TH S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF
SUCH DAMAGE.

strtod and dtoa

The file Python/dtoa.c, which supplies C functions dtoa and strtod for conversion
of C doubles to and fromstrings, is derived fromthe file of the sane nane by
David M Gay, currently available fromhttp://ww.netlib.org/fp/. The original
file, as retrieved on March 16, 2009, contains the foll ow ng copyright and

I'i censing noti ce:

AR R R R RS ER R R R R R R

*

The author of this software is David M Gay.
Copyright (c) 1991, 2000, 2001 by Lucent Technol ogi es.

*

*

*

*

* Perm ssion to use, copy, nodify, and distribute this software for

* any purpose without fee is hereby granted, provided that this entire
* notice is included in all copies of any software which is or

* includes a copy or nodification of this software and in all copies

* of the supporting docunmentation for such software.
*
*
*
*
*
*
*
*

TH S SOFTWARE | S BEI NG PROVI DED "AS |S", W THOUT ANY EXPRESS OR

I MPLI ED WARRANTY. I N PARTI CULAR, NEI THER THE AUTHOR NOR LUCENT
MAKES ANY REPRESENTATI ON OR WARRANTY OF ANY KI ND CONCERNI NG THE
MERCHANTABI LI TY OF TH S SOFTWARE OR | TS FI TNESS FOR ANY PARTI CULAR
PURPCSE.

LEE AR R E RS R ER R R R R R R LY

8.2.9 Python License - Supplement (Windows Only)

The W ndows installers for Python may include a copy of the OpenSSL
l'ibraries.

The terms of the Oracle |license do NOT apply to the OpenSSL |ibraries; it is
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l'i censed under the followi ng |license, separately fromthe O acle prograns you
receive. If you do not wish to install this program you may uninstall this
ver si on of Python.

The OpenSSL tool kit stays under a dual license, i.e. both the conditions of
the OpenSSL License and the original SSLeay |icense apply to the tool kit.

See bel ow for the actual |icense texts. Actually both |licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL pl ease
cont act openssl - core@penssl . org.

OpenSSL Li cense

Copyright (c) 1998-2011 The OpenSSL Project. Al rights reserved.

Redi stri bution and use in source and binary fornms, with or w thout
nodi fication, are permtted provided that the follow ng conditions
are net:

1. Redistributions of source code nust retain the above copyri ght
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the foll owi ng disclainer in
t he docunentation and/or other materials provided with the
di stribution.

3. Al advertising materials nentioning features or use of this
sof tware nust display the foll ow ng acknow edgnent :
"Thi s product includes software devel oped by the OpenSSL Proj ect
for use in the OpenSSL Tool kit. (http://ww. openssl.org/)"

4. The nanes "OpenSSL Tool kit" and "OpenSSL Project" nust not be used to
endorse or pronote products derived fromthis software w thout
prior witten perm ssion. For witten perm ssion, please contact
openssl - cor e@penssl . or g.

5. Products derived fromthis software may not be called "OpenSSL"
nor may "QOpenSSL" appear in their nanes w thout prior witten
perm ssion of the OpenSSL Proj ect.

6. Redistributions of any form whatsoever nust retain the follow ng
acknow edgnent :
"Thi s product includes software devel oped by the OpenSSL Proj ect
for use in the OpenSSL Tool kit (http://ww. openssl.org/)"

THI' S SOFTWARE | S PROVI DED BY THE QpenSSL PROJECT " "AS |S'' AND ANY
EXPRESSED OR | MPLI ED WARRANTI ES, | NCLUDI NG, BUT NOT LIM TED TO, THE
I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR
PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE OpenSSL PRQIECT OR

I TS CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT

NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOCDS OR SERVI CES;

LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON)

HOWEVER CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER | N CONTRACT,
STRICT LIABILITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE)

ARI SI NG I N ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED
OF THE PCSSI Bl LI TY OF SUCH DAMVAGE.

Thi s product includes cryptographic software witten by Eric Young
(eay@ryptsoft.con). This product includes software witten by Tim
Hudson (tjh@ryptsoft.com.

R T T R O S T R T R R T T R RN R

/

Origi nal SSLeay License

[* Copyright (C) 1995-1998 Eric Young (eay@ryptsoft.com
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R R T O R I R . R R T T T R

Al rights reserved.

Thi s package is an SSL inplenentation witten
by Eric Young (eay@ryptsoft.conj.
The i nmpl enentation was witten so as to conformwi th Netscapes SSL.

This library is free for commercial and non-comercial use as |ong as
the followi ng conditions are aheared to. The follow ng conditions
apply to all code found in this distribution, be it the RC4, RSA

| hash, DES, etc., code; not just the SSL code. The SSL docunentati on
included with this distribution is covered by the same copyright terns
except that the holder is Tim Hudson (tjh@ryptsoft.conj.

Copyright remains Eric Young's, and as such any Copyright notices in

the code are not to be renoved.

If this package is used in a product, Eric Young should be given attribution
as the author of the parts of the library used.

This can be in the formof a textual nmessage at program startup or

in docunentation (online or textual) provided with the package.

Redi stri bution and use in source and binary fornms, with or w thout

nodi fication, are permtted provided that the follow ng conditions

are net:

1. Redistributions of source code nust retain the copyright
notice, this list of conditions and the follow ng disclainer.

2. Redistributions in binary form nust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer in the
docunent ati on and/or other materials provided with the distribution.

3. Al advertising materials nentioning features or use of this software
must di splay the foll owi ng acknow edgenent :
"Thi s product includes cryptographic software witten by
Eri c Young (eay@ryptsoft.com"
The word 'cryptographic' can be left out if the rouines fromthe library
bei ng used are not cryptographic related :-).

4. |If you include any Wndows specific code (or a derivative thereof) from
the apps directory (application code) you nust include an acknow edgenent :
"Thi s product includes software witten by Tim Hudson (tjh@ryptsoft.com"”

THI S SOFTWARE | S PROVI DED BY ERIC YOUNG ""AS | S'' AND

ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT LIM TED TO, THE

I MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE
ARE DI SCLAI MED. | N NO EVENT SHALL THE AUTHOR OR CONTRI BUTORS BE LI ABLE
FOR ANY DI RECT, | NDI RECT, | NClI DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL
DAVAGES (| NCLUDI NG, BUT NOT LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS
OR SERVI CES; LOSS OF USE, DATA, OR PROFITS; OR BUSI NESS | NTERRUPTI ON)
HOWEVER CAUSED AND ON ANY THECORY OF LI ABILITY, WHETHER | N CONTRACT, STRI CT
LI ABI LI TY, OR TORT (| NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY
QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE PGSSI BI LI TY OF
SUCH DAMAGE.

The |icence and distribution ternms for any publically avail able version or
derivative of this code cannot be changed. i.e. this code cannot sinply be
copi ed and put under another distribution |icence

[including the GNU Public Licence.]

253



254



	MySQL Utilities
	Table of Contents
	Preface
	Chapter 1 How to Install MySQL Utilities
	1.1 Prerequisites
	1.2 Source Code
	1.3 Oracle Linux and Red Hat Linux 6
	1.4 Debian Linux
	1.5 Microsoft Windows
	1.6 OS X

	Chapter 2 Introduction
	2.1 Introduction to MySQL Utilities
	2.2 Connecting to MySQL Servers
	2.2.1 Connection Parameters
	2.2.1.1 Use login-paths (.mylogin.cnf)
	2.2.1.2 Use a Configuration File
	2.2.1.3 Command-line Options

	2.2.2 Specifying Connections in Python Library


	Chapter 3 MySQL Utilities Administrative Tasks
	3.1 Binary Log Operations
	3.1.1 How To Change The Location For Binary Log Files?
	3.1.2 How do you purge obsolete binary log files safely?

	3.2 Database Operations
	3.2.1 How Do I Provision a Slave?
	3.2.2 How Do I Make a Copy of a Database on the Same Server?
	3.2.3 How Can I Make a Copy of a Database and Change the Storage Engine?
	3.2.4 How Can I Tell If a Table on Server X has the same Structure as the Same Table on Server Y?
	3.2.5 How Can I Synchronize a Table on Two Servers Where Neither is Up-to-date?

	3.3 General Operations
	3.3.1 How Can I Find Out How Much Space My Data Uses?
	3.3.2 My Server Crashed! I Need to Know the Structure of a Table. How Can I Do That?
	3.3.3 Creating a New User With The Same Privileges as Another User
	3.3.4 What Options Are Used With Each Utility?
	3.3.5 I've Got Too Many Indexes! How Do I Know Which Ones to Drop?
	3.3.6 I Need to Find an Object on My Server But All I Have is a Partial Name. How Do I Find All Objects with That Name Prefix?
	3.3.7 How Can I Run a Process Every Night To Kill Certain Connections?

	3.4 High Availability Operations
	3.4.1 How Can I Use Replication?
	3.4.2 How Do I Add New Servers to My Topology and Change Master Role
	3.4.3 Setup Automatic Failover
	3.4.4 Restore the Previous Master After Failover
	3.4.5 How Can I Find All of the Slaves Attached to My Master Server?
	3.4.6 How To Check If Data Is Correctly Replicated?
	3.4.7 How To Fix Errant Transactions on the Replication Topology?

	3.5 Server Operations
	3.5.1 How Do I Make A Temporary Copy of My Server For Testing?
	3.5.2 How Can I Find What MySQL Servers Are Running?
	3.5.3 How Can I Use a secure (encrypted) connection between Utilities and a MySQL Server?

	3.6 Specialized Operations
	3.6.1 How Do I Record Only Login Events?
	3.6.2 How Do I Copy/Move The Audit Log?
	3.6.3 How Do I Show All INSERT and UPDATE Queries That Failed?
	3.6.4 How Do I Display Connections by the User 'root' and Show the Result in CSV Format?


	Chapter 4 Overview of MySQL Utilities
	4.1 Binary Log Operations
	4.2 Database Operations
	4.3 General Operations
	4.4 High Availability Operations
	4.5 Server Operations
	4.6 Specialized Operations

	Chapter 5 Manual Pages
	5.1 mysqlauditadmin — Allows users to perform maintenance action on the audit log
	5.2 mysqlauditgrep — Allows users to search the current or an archived audit log
	5.3 mysqlbinlogmove — Binary log relocate utility
	5.4 mysqlbinlogpurge — Binary log purge utility
	5.5 mysqlbinlogrotate — Binary log rotate utility
	5.6 mysqldbcompare — Compare Two Databases and Identify Differences
	5.7 mysqldbcopy — Copy Database Objects Between Servers
	5.8 mysqldbexport — Export Object Definitions or Data from a Database
	5.9 mysqldbimport — Import Object Definitions or Data into a Database
	5.10 mysqldiff — Identify Differences Among Database Objects
	5.11 mysqldiskusage — Show Database Disk Usage
	5.12 mysqlfailover — Automatic replication health monitoring and failover
	5.13 mysqlfrm — File reader for .frm files.
	5.14 mysqlgrants — Display grants by object
	5.15 mysqlindexcheck — Identify Potentially Redundant Table Indexes
	5.16 mysqlmetagrep — Search Database Object Definitions
	5.17 mysqlprocgrep — Search Server Process Lists
	5.18 mysqlreplicate — Set Up and Start Replication Between Two Servers
	5.19 mysqlrplms — Set Up and Start Replication Among a Slave and Multiple Masters
	5.20 mysqlrpladmin — Administration utility for MySQL replication
	5.21 mysqlrplcheck — Check Replication Prerequisites
	5.22 mysqlrplshow — Show Slaves for Master Server
	5.23 mysqlrplsync — Replication synchronization checker
	5.24 mysqlserverclone — Clone Existing Server to Create New Server
	5.25 mysqlserverinfo — Display Common Diagnostic Information from a Server
	5.26 mysqlslavetrx — Slave transaction skip utility
	5.27 mysqluc — Command line client for running MySQL Utilities
	5.28 mysqluserclone — Clone Existing User to Create New User

	Chapter 6 Extending MySQL Utilities
	6.1 Introduction to extending the MySQL Utilities
	6.2 MySQL Utilities copy_server.py sample
	6.3 Specialized Operations
	6.3.1 mysql.utilities.command.grep — Search Databases for Objects
	6.3.2 mysql.utilities.command.proc — Search Processes on Servers

	6.4 Parsers
	6.4.1 mysql.utilities.parser — Parse MySQL Log Files


	Chapter 7 MySQL Utilities Testing (MUT)
	7.1 mut — MySQL Utilities Testing

	Appendix A MySQL Fabric
	Chapter 8 Appendix
	8.1 MySQL Utilities Frequently Asked Questions
	8.2 Third Party Licenses
	8.2.1 Apache Libcloud
	8.2.2 Apache License Version 2.0, January 2004
	8.2.3 Doctrine DBAL 2.3.4
	8.2.4 GNU Lesser General Public License Version 2.1, February 1999
	8.2.5 Paramiko License
	8.2.6 Python Bindings to the OpenStack Neutron API (python-neutronclient)
	8.2.7 Python bindings to the OpenStack Nova API (python-novaclient)
	8.2.8 Python License
	8.2.9 Python License - Supplement (Windows Only)



