BOSSLAN

User’s Manual

BOSSW77
Wireless Radio CPE
(Client Premises Equipment)




USER’S MANUAL OF BOSSW77 WIRELESS RADIO CPE Version: 5.4

Table of Contents
REVISION HISTORY ...ccoiiiiiiuueeetiiiiiiiiiisteestiiisissussteessssssssssssessssessssssssssssssssssssssssesssssssssssssseesssssssssssssseesssssssssssssseessssss v
1. INTRODUCTION ...ccoiiiiuuetteeiiiiiisiunteeesisssissassteessessssssassee s s sesssssssssaeessssssssssssesssssssssssssstesssssssssssssseesssssssssssnseesssssses 1
F.1 FEATURES....couteitett ettt ettt ettt et e e e s et e s b et e st s ae e s he e s bt e st e et sae e sa e e st e et e ae e e st e s e e Rt e e st e ae e £eebe e Rt e R e e n e s e e e s Re e r e e neeanesaeenne 1
1.2 PRODUCT SPECIFICATIONS......ceeiiuuteraureeesuneessanttesaauretesasseeesaareeesasesesanaeessaseeesaaneeeeanseeesanaeeeeanresesansaeesamnaeesaas sennbeesanneeesnnnas 2
1.3 PACKAGE CONTENTS. ... .ottiiueteeeiureresaseeesaseeessseeesasreeessneeessseessamre s e s msseesaaseeesaaseeesammn e e e sasaeeeeasre e e s msaeesan s eanneeeesarenesannneeesannnas 3
F.4  INETWORK LAYOUT ...ttt ettt ettt ettt a e e s s e e e e s b e e e s e aba e e e s ba e e s e b bt e e s b e e e sa sesambeeessabaeesanbaeeesanaeas 3
1.5 INSTALLATION CONSIDERATIONS. .....cceiiuriteiiurtesiiurteesirttesasaeessbetesesaeeesasaaessana e e s s nbe e e s amba e e s aabaeeesaba s e saabaeeesnaeessbbeessans snraeesanrnes 3
I L o7 1 o PP 4
2 SOFTWARE CONFIGURATION......cccovruuteeeiiiiiiiineteesiisisissussteessssisssssssessssessssssssssessssssssssssssssssssssssssssseessssssssssnnsnnes 10
2.1 PREPARE YOUR PC TO CONFIGURE THE WLAN BROADBAND AP........cccoiiiiiiiiiiiinienitenttereere et esre e e sneesneene e 10
2.2 CONNECTTO THE WLAN BROADBAND AP ........ooiiiiiiriieiteieetesieesteett et et reer st sse e s b e s e sereseaesbe e s s e enesanesaeesreenneeneesneenreenne 11
2.3 MANAGEMENT AND CONFIGURATION ON THE WLAN BROADBAND AP .........cooiiiiiiiieieniienteenieeteseesteeseeeeesaeesaeesseensesaeesseenseens 11
B B ) 12 17 PP OPPPPPRPP 11
2.3.28EUP WIZAIA .............ooeeeeeeeeeeeee ettt et ettt e e et e ettt e ettt e e sttt e e s aate e e et e e e ste e e e s st e e et saabe e e e nbte e e e ntaeentteaeaas 13
2.3.30PCIALION IMOUE. ...............ooeeeeeeeeeeeeeee et e e et e e ettt e e et e e et a e e s tse e e e stas e s assaeeaasaaaeastssaeaasseaeaatsaa e saeasseseessaaesssseaaans 16
2.3.4 WIrelESS - BASIC SELLINGS..............c..oveeeeeeeeeeeieeeeeee e ettee e e ettt e e e te e e et e e e et e e eetseaestseaeassaseaassssasssasasstasaesssss stsaasassenanas 17
2.3.5 Wireless - AQVANCEA S@LLINGS ..................oeeeeueeeeeeeeeseee e et e et e ettt e e e sttt e eeasteaeaasseaassstesasansssesassesaesssesassssaasanssns eeaans 19
2.3.6 Wir@lESS - SECUIILY SELUP ..........ooeeeeeeeeeeeeeee et e e e ettt e et e e sttt e e st teeeasteaesasseaeasseseanssaesssesaesteseessssas enanasnenanns 20
2.3.7 Wireless - ACCESS CONEIOL.................cooeeeueieiieeei ettt ettt ettt ettt et e et e st e s te e s ateesateesuteesateestae e eseananeens 23
2.3.8WDS SELEINGS ..........eeeeeeeeeeee ettt ettt ettt e st e e et e ettt st e e et e e et e nan saanee e e tn e e s nneeenneeeeaas 24
2,39 S SUIVEY ...ttt ettt e et e ettt e e ettt e e sttt e s aste e s s st e e e sttt e e e asta e e e ause e e e ste e e e abt e aeeenbee e e bteeeanteeeabeeeenas 26
2.3.10  LAN INTEITOUCE SCULUP ...........ooeeveeeieeiiseeeeeeeesteeette st e et e sttt e s ata ettt e s staeset e st e sateasasaasasessateasaseesataasssaeastas sasssanaseens 27
2.3.11 WAN INEEIFOUCE S@LUP ..........coeeeeeeeeeeeee ettt e et e e ettt e e et e e e et e e e easa e e e tssaaetsasesastsaaeasssaaeastssasasssas raaesassns 29
2.3.12  FireWall - POIt FilR@IING...................ooveeeeeieeiee e et eetee sttt e e ettt e e et e e s aaseaeesstesesanssaesassesaaastasaesassaaesnsesnseanas 36
2.3.13  Fir@Wall = IP Filt@IiNg ...............ooooeneeeeeeeeeeeeeee e e ettt e et e e ettt e e et e e e ste e e s tseaesstesaaanssaessseaaesseseesnssaansansanenaans 37
2.3.14  FireWall - MAC Filtering................cocoieiuieeiiieieeeee ettt ettt et et s e st e st e st e sateesane e s steanata e senees 38
2.3.15  FireWall - POrt FOrWAIAING..................cccueeiueiemieeieieieeeee sttt ettt ettt st s st e st e steesaneessteenateenbeeeeens 39
2.3.16  Fir€Wall — URL FilR@IING ............cccouveeeeniiieeiee ettt ettt ettt e it e et s e e st s e st e e st e e sssteaessassassnsseesseeeans 40
2.3.17  FIreWall -DIVIZ................cc.oooeiaeeeee ettt ettt ettt ettt sttt st e st e st e st ettt e aat e et e e s e ateesneenateenaneens 41
2.3.18 VPN SELLING .......c..eoneeeieieeeeee ettt et ettt s et et et sat e s ae et et e e at e s at et et eas et sht e bt et e et e naeenas 42
2.3.19  MANAGEMENL - SEALISLICS...............ovveeieeeeeieees e ettt e e ettt e e e e et sttt e e e e e st ateeaaeeessssssesaseessssssasassesssnssenesnnres 47
2.3.20 MANAGEMENT = DDINS............ccooooeeeeeeeeeieieieeeieieeeeee ettt ettt ettt et ettt et e e e e e e e e e e e e s e s e essssssssssssssssssssssssssssssnansaensananens 48
2.3.21 Management - Time ZONE SELLING.................ccooeeeceveeieeeeeeieiiiiiee e eeecttteeeeeesststetteessessistteeaesesssssstesssessssssssenasesasas 48
2.3.22  Management — DENIQI-Of-SEIVICe.................cccooceemueemieenieiit ettt s et e site e sate et e et e st e s sseenanes 49
2.3.23 MANAGEMENT = LOG ..........ccoooeeneeeee et ettt et ettt et e e ettt e e e e e et e e e e e eaeaastteeaaeeaseaeseaasannnes 50




USER’S MANUAL OF BOSSW77 WIRELESS RADIO CPE Version: 5.4
|

2.3.24  Management - UPGrade FIrMWATE ..................ccc.ooeeeiuueiesiuiieeeiieeeeiiieeeseiteeessiieeessiteesssiteeessstesessssaaesasseaesssseeessasees 51
2.3.25  Management SAVE/ ReIOAM SELLINGS...................c..cceeveceeieeiieeeesteesteesteseestseseesteessesaesseessssssesssssssasessseessesseens 52
2.3.26 MaNAgement - PASSWOIT SELUP ................ccuueeeeeeeeeeeeeeeeeee e ettt eeettte e e st teeeastseeeeatsesesstaseeaatsesessssssssatsssasassssassssees 53
2.3.27  MANAGEMENT-WATCHDOG......ceeetttiiiiissiurneersisisissssssteesississsssssesesissssssssssessssssssssssssesssssssssssssseessessssssssssees 54
2.3.28 Management - QUAIILY Of SEIVICE ................eeeeeueeeeeeieeeeeeeeeeeee e e tee e et ta e sttt e e e steaesssteeaesstesessssaaesssseasssssesansanees 55
2.3.29 LOGOUL ...ttt ettt ettt ettt ettt ettt ettt e et e e e e e et e e e e e e e e e e s e s e s e s e s s s s s s s s s s s s s s e a e et a e et et et et araa et et aaaaaaaaaes 57
3 FREQUENTLY ASKED QUESTIONS (FAQ)....ccccosuetrissneriissnreriissuresisseeesssssneessssssessssseessssssesssssasesssssasesssssssesssssnessenns 58
3.1 WHAT AND HOW TO FIND MY PC’S IP AND IMTAC ADDRESS? .........eeiittteuterreeeteenteesteesuseesuseesueeesseeenseesseesnseesaseesnseesaseessessses 58
3.2 WHAT IS WIRELESS LANT? ...ttt ettt ettt e st e b et e s he e e b et e bt e sttt s b e e e ab e e sabeeeab e e sabeeaneeeabbeeseeen eenbeesabeennneenns 58
3.3 WHAT ARE ISIVI BANDS?.......eeiutieiteeitt ettt et te st e et e st e s bt e s ab e e s st e e be e e sbeesabe e e bt e e abeesabeeeab e e sabeeeaseesabeenee e baeensee eeeabeesabeeanneenns 58
3.4 HOW DOES WIRELESS NETWORKING WORK? ......c..eettruteriterttenteetesitesueesseeseeutesueenseenseensesseesseensesasesssesseenseensesssesseesseensesnseseenne 58
3.5 WHATIS BSSID? ...ttt ettt b ettt s e e s bt e ee e et s ot she e s et e et e ae e e r e e sr e e st eaes e eseeeseenneearesanenmnenreen 58
3.6 WHATIS ESSID?......oniiieitieieee ettt ettt h e et e s b e s bt e n e e n e s ot e s bt e bt e et e ae e e bt e sr e e st eae e e emee s e enneeanesanenenenreen 59
3.7 WHAT ARE POTENTIAL FACTORS THAT MAY CAUSES INTERFERENCE? ........ccuiruterteeteetenutesteeteensesneesueesseesessesseesseensesnsesseesseensenns 59
3.8 WHAT ARE THE OPEN SYSTEM AND SHARED KEY AUTHENTICATIONS? ......ueeiiuiieiieeieeeieeeteesteesuseesureesueeesmeessseesseessseesaseesseesanes 59
3.9 WHATISWEP? ...ttt ettt et e st e e bt e e bt e e bt e e bt e sab e e st e e eab e e sab e e e he e e sbb e e be e e b b e e st abeeeabeesabeeenneesaneeaneeenne 59
3.10 WHAT IS FRAGMENT THRESHOLD? ........utiiuieiiutietteaiteeeteeeteesteeeseesateesaseeaseeesaeesabeeaasaesabeesabeesaseesabeeemseesabeeaseeesbaeenneesareneesas 59
3.11 WHAT IS RTS (REQUEST TO SEND) THRESHOLD? .......cccuutieiiuiieeeeiteeeitteeeetteeeessaeessaeeaassesesssssesssessanssesessssssesnssesesnssssesnsnes 60
3.12 WHAT IS BEACON INTERVAL?.......ueiutieitieitentteteeuteeutestee bt e tesasesbee s bt ebeeasesaeesbeesbeeaeesaeeshe e bt enteeneeeae e bt eabeeabesbbenbeenbe eenbesnnesaees 60
3.13 WHAT IS PREAMBLE TYPE?.....c.oeiitiitiiitieteettete et e e st e e e s ee s b e bt e n e st e saee s et e nne e et sae e s st e st ene e e s et eme e neeareeanesmeenbee eeneeanesanesanes 60
3.14 WHAT IS SSID BROADCAST? ......eiiiuiiiiutieiteeieeentteeteesbeeestesubeesaseesaseesaeeeabeeesseeaabeesasaeeabeesabeeeaseesabeenaseesnseanseesbee aesabeennneeas 60
3.15 WHAT IS WI-FI PROTECTED ACCESS (WPA)? ...ttt ettt et et e st eete e st e estae e s tae e aeeebaeeseesateesnseesntaesnseessseessseensaeeseennsens 61
3.16 WHAT IS WPA27? ...ttt ettt e s bt e et e e s b et e e bt e e bt e e bt e st e e s bt e eab e e sa b e e hb e e sa b e e be e e bbeene e £esabeesabeeanbeesabeeaneeenne 61
3.17 WHAT IS 802.1X AUTHENTICATION? .....oiiiuteiutteitteeatteeteeeteesbeeeseesateesaseeasteesaseebeeeaseeeabeesabeesabeesabeeeaseesabeenseeessneenseeebaeaneans 61
3.18 WHAT IS TEMPORAL KEY INTEGRITY PROTOCOL (TKIP) 2 ......neiiiiieiei ettt ettt e eette e e st e e eeata e e seaaa e e esateeeeentaeaeennaeas 61
3.19 WHAT IS ADVANCED ENCRYPTION STANDARD (AES)? ......oooiiiiiiiieceiee ettt e ettt e e e tte e e e eate e e s tte e e eabae e seasaaeessteeeeastaeeennnenas 61
3.20 WHAT IS INTER-ACCESS POINT PROTOCOL (IAPP)?2......oo ittt ettt ste e e te e s teeeate s bt eesteeeabaeeaeesataesnseesabaesaseensseenssennsees 61
3.21 WHAT IS WIRELESS DISTRIBUTION SYSTEM (WDS)? .......eiuiimiiiiieniintinte sttt ettt se et b e b st ese et et e e ssesaenbesbesbesneeneeanens 61
3.22 WHAT IS UNIVERSAL PLUG AND PLAY (UPNP)? ... .eeiiiiiiiieeiee et etes et e ete e steesaae e s tteesaaeebaaeseesnteesaseesataesnsaesnseassseensasenseennsens 62
3.23 WHAT IS MAXIMUM TRANSMISSION UNIT (IMTU) SIZE? .......ooiiiiieiiieieieciee et e et e steeete e siteesaeeestaeesaeestaeeseesateesnseesnseasnseenneas 62
3.24 WHAT IS CLONE IVMTAC ADDRESS?......ccutteiuteittteitteeittesatteettesbeesabeesabeesaseeabe e e abeesabeeeabaeeabeesabeeeabeesabeeenseesabeenseeeabeeeseeen senneenas 62
3.25 WHAT IS DDINS? ...ttt ettt sttt et e at e b et e bt eat e s bt e b e e st e s abesaeesb e e bt eabesaeeshee bt eme e eaeeeheeabeembeemte e eubeebeenbeeabesabensnenbean 62
3.26 WHAT IS INTP CLIENT? .....oiiiiitietiete et stee st e et eat e s bt e st et ea e sbeesbe e b e e abesaeesbeesbe e bt eaeesheesbeene e ems e eseeabeenbeenbeesbenbe eenbeenbeeabesanenaeen 62
327 WHAT IS VPIN? ...ttt ettt ettt ettt et e b et et sae e s b e e s bt e bt e et s oe e she e st e ae e e me e e st e nreean e testeemeeareeneearesenenrnenreen 62
3,28 WHATIS IPSEC? ... . ittt ettt sttt ettt r ettt et e s b e b et e s e e s b e e s bt e bt e et s aeesh e e et eae e eme e eseeaneeas e eae e e ese e se e neearesenenmnenneen 62
4  TROUBLESHOOTING = Q & A ....oueiiiiiuieiiiiniesiiieeeiiiseeessssee s ssssse s ssssssessssassesssssstessssassessssssesssssssesssssssesssssnnsssssnnes 63




USER’S MANUAL OF BOSSW77 WIRELESS RADIO CPE Version: 5.4
|

Revision History

DATE REVISION OF USER’S MANUAL FIRMWARE

§2008/1/10 \fersion 5.4 (9/v)5.4




1.

USER’S MANUAL OF BOSSW77 WIRELESS RADIO CPE Version: 5.4

Introduction

BOSSW77
802.11b/g Outdoor Radio CPE with 12dBi Antenna & N-type Conntector

BOSSW77 outdoor CPE is an 802.11b/g low cost device for wireless solution. The

device with integrated 12dBi patch antenna and N-Type female antenna connector
for higher gain antenna offers a cost-effective solution for hotspot to make '.
Point-to-Point and Point to Multi-Point applications. .

All-in-One Device with Integrated 12 dBi Antenna and N-Female Connector )

BOSSW?77 is an all-in-one device with integrated Power Over Ethernet (PoE), 12dBi =
patch antenna, and the special designed waterproof cap for Ethernet RJ-45 connector to access long distance of
network without extra power adapter and extra booster to enlarge the output power. The built-in N-Female
connector provides option for higher gain or type of antenna on your request. A complete package with a DC
injector / 48V DC Power adapter , waterproof cap, and standard pole mount kit are included.

802.11B/G

The BOSSW77 complies with IEEE802.11b/g 2.4GHz specifications. Through the Web management interface, you
can run in Client, AP, Bridge, or WDS function. A multiples security functions including 64/128 bit WEP, WPA, Port
filtering, IP filtering, MAC filtering, Port forwarding and DMZ Hosting to prevent unauthorized access are in
protected. The QoS settings provide different levels of quality to different types of network traffic with WMM
stands to improve audio, video and voice applications. The VPN function can be used to communicate many branch
office. The unique ACK timeout value can be adjusted according to distance to ensure optimal throughput at
various distances.

1.1 Features

+  Integrated Powerful Radio and Antenna in an weatherproof enclosure

4+  Complies with IEEE 802.11b/g standard for 2.4GHz Wireless LAN

4+  Supports 64-bit and 128-bit WEP, WPA, WPA2 encryption/decryption function to protect the wireless data
transmission.

Supports IEEE 802.1x Authentication.

Support Wi-Fi Protected Access Authentication with Radius and Pre-Shared Key mode.

Supports Inter-Access Point Protocol (IAPP).

Supports Wireless Distribution System (WDS).

Supports IEEE 802.3x full duplex flow control on 10/100M Ethernet interface.

Supports DHCP server to provide clients auto IP addresses assignment.

Supports DHCP client for WAN interface auto IP address assignment from ISP.

Supports PPPoE on WAN interface.

Supports PPTP Client on Ethernet WAN interface.

Supports clone MAC address function.

Supports firewall security with port filtering, IP filtering, MAC filtering, port forwarding, trigger port, DMZ
hosting and URL filtering functions.

Supports WEB based management and configuration.

Supports UPnP for automatic Internet access.

Supports Dynamic DNS service.

Supports NTP client service.

FEFEEFRFEEEEE
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1.2 Product Specifications

Version: 5.4

Supports Log table and remote Log service.

Support Setup Wizard mode.

Support DoS (Denial of Service) function.

Support WMM function.
Support Ping watchdog.

Support QoS/Bandwidth Control function.

Interfaces

10/100Mbps auto crossover Ethernet WAN Port (RJ45)
(For connecting to 3rd party network device)
Built-in N-Type female connector for higher gain antenna

Standard

IEEE802.11b
IEEE802.11g
IEEE802.3
IEEE802.3u

Frequency Band

FCC:2.412-2.462 GHz (1-11 channels)

Europe (ETSI) : 2.412-2.472 GHz (1-13 channels)
Japan : 2.412-2.482 GHz (1-13 channels)

France : 2.457-2.472 GHz (10-13 channels)

Modulation Technology

Data Rate

U U U 9| U U U v v e v e w

802.11b: Direct Sequence Spread Spectrum (PBCC, CCK, DQPSK, DBPSK)
802.11g: Orthogonal frequency division multiplexing

802.11b: 11 Mbps, 5.5 Mbps, 2 Mbps, 1 Mbps

802.11g: 54 Mbps, 48 Mbps, 36 Mbps, 24 Mbps, 18 Mbps, 12 Mbps, 9
Mbps, 6 Mbps

Transmit Power 2 26dBm/11b

Sensitivity 2 -80 dBm (11Mbps), -68 dBm(54Mbps)

Operation Modes 2 AP, Client, Bridge, and Repeater Modes

Securit 9 64bit/128 bit WEP, WPA, WPA2, IEEE802.1x Authentication, port filtering,

y IP filtering, MAC filtering, port forwarding, and DMZ hosting

2 Web-Based Management Tool
2 Firmware upgrade via HTTP browser
@ RADIUS server support

Firmware 2 Multi-SSID
2 WMM
2 Dos (Denial of Service)
@ Site Survey

Antenna Type 2 Integrated 12dBi flat panel antenna

Dimension & Weight 2 165*150*75mm (0.7KGS)

. 2 Operating Temperature:-30 ~ +70°C

Environment » Humidity: C95%@55°C

Enclosure 2 |IP65 UV resistant weatherproof enclosure

Power Adapter 2 100-240V(50-60Hz) universal AC adapter (DC 48V)

P 2 Power over Ethernet DC injector included
Mounting 2 Pole Mounting

The specifications listed above are subject to change without prior notice
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1.3 Package contents

CPE

Waterproof Connector

Plastic cover for N-type connector

48V DC Power Adapter with base unit for PoE

Mount kit
) %

User Manual CD
BOSSW77 is compatible with 802.11g and 802.11b adapters. Since the 802.11g shares the same 2.4GHz radio
band with the 802.11b technology, it can inter-operate with existing 802.11b devices. Therefore, it can reserve
your existing investment in 802.11b client cards such as the PC cards for laptop computers, PCI Card for the
desktop PC, and USB Adapters. When connecting to wired network with wireless network, it’s network port can
be used to connect any of switches, routers, and wireless Print Server.

SU AW W

(S |

1.4 Network Layout

1.5 Installation Considerations

The WLAN device allow to access a network with a wireless connection from anywhere with its operating range.
However, the effectively and efficiently range of WLAN device is affected by not only the number, thickness and
location of walls, ceilings, or other objects that the wireless signals must pass through, but also the types of materials
and background RF (radio frequency) noise in your home or business. To maximizing wireless range, follow up
these basic guidelines:

® Keep the WLAN device away (at least 3-6 feet or 1-2 meters) from other electrical devices or appliances that
generate RF noise such as microwaves, monitors, electric motors.

®  Minimizing the numbers of walls and ceilings between the WLAN device and other network devices. Each
wall or ceiling can reduce the WLAN device’s range from 3-90 feet (1-30 meters).

® Position the WLAN antenna in a direct line to network devices for the best reception. A wall with 1.5 feet
thick (.5 meters) at a 45-degree angle is equal to 3 feet (1 meter) thick, at a 2-degree angle is equal to 42 feet
(14meters) thick. Positing the WLAN antenna that the signal will go straight through a wall or ceiling (instead
of at an angle) for better reception.

® Building Materials such as metal door and aluminum studs can impede the wireless signal. Try to best
position WLAN device and computers to avoid the signal passes through those obstacles.
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1.6 Applications

Network Topology — AP Mode and Client Mode

MM'F D) (« rl._’*"r-

| |
g |
|
Internet :
. Power Adpter with
A ——— — 5
Power Adpter with Base Unit for PoE
Base Unit for PoE

Network Topology — Peer to Peer Bridge Mode

Bl Y ¢
Ad hoc ‘ ‘ Ad hoc
|
P | , PC
inernet I
Power Adpter with
Power Adpter with Base Unit for PoE

Base Unit for PoE
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Network Topology — Repeater Mode

SEin.

internet

Wireless
Repeater

Power Adpter with
Base Unit for PoE

Power Adpter with
Base Unit for PoE

Network Topology — WDS Point to Point Mode

ﬂ D)) (((( ]—{*

P

' Internet

Power Adpter with Power Adpter with
Base Unit for PoE

Base Unit for PoE
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CPE Installation Diagram
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Network Topology — WDS Point to Multi-Point Mode

WDS P2MP
Mode

WDS

WDS

X i
%’ "

[}
I
|
1

|

'
.
A3
WDS 17 8

wos | |
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Omni-Directional Antenna Installation Diagram

0 e @ ®

Omni-directional
'I |I o Antenna
U-Clamp

a

1 *
@ ANTENNA SUPPORT . |

To Ant.
To DC Injector
(ODU Plug)

ANTENNA MAST

Antenna

Cable

E

Waterproof Connector(F)
CAT-5 25M-RJ45

;

oo
o) &
\
)
Lightning & Surge / w2

Protector (Optional) g

To : HUB, Router, Computer

Version: 5.4
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CPE Installation Diagram

Installation Diagram
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Attention:
® The cable distance between the Router and PC/hub/Switch should not exceed 100 meters.

®  Make sure the wiring is correct. To reliably operate your network at 100Mbps, you must use
Category 5 cable, or better Data Grade.

Software configuration
There are web based management and configuration functions allowing you to have the jobs done easily.
The WLAN device is delivered with the following factory default parameters on the Ethernet LAN interfaces.
Default IP Address: 192.168.1.254
Default IP subnet mask: 255.255.255.0
WEB login User Name: <empty>
WEB login Password: <empty>

2.1 Prepare your PC to configure the WLAN Broadband AP

For OS of Microsoft Windows 95/ 98/ Me:

1. Click the Start button and select Settings, then click Control Panel. The Control Panel window will
appear.

2. Note: Windows Me users may not see the Network control panel. If so, select View all Control Panel
options on the left side of the window

3. Move mouse and double-click the right button on Network icon. The Network window will appear.

4. Check the installed list of Network Components. |f TCP/IP is not installed, click the Add button to install
it; otherwise go to step 6.

5. Select Protocol in the Network Component Type dialog box and click Add button.

6. Select TCP/IP in Microsoft of Select Network Protocol dialog box then click OK button to install the
TCP/IP protocol, it may need the Microsoft Windows CD to complete the installation. Close and go back
to Network dialog box after the TCP/IP installation.

7. Select TCP/IP and click the properties button on the Network dialog box.

8. Select Specify an IP address and type in values as following example.

v IP Address: 192.168.1.254, any IP address within 192.168.1.1 to 192.168.1.253 is good to connect
the Wireless LAN Access Point.
v'IP Subnet Mask: 255.255.255.0
9. Click OK and reboot your PC after completes the IP parameters setting.

For OS of Microsoft Windows 2000, XP:

1. Click the Start button and select Settings, then click Control Panel. The Control Panel window will
appear.

2. Move mouse and double-click the right button on Network and Dial-up Connections icon. Move mouse
and double-click the Local Area Connection icon. The Local Area Connection window will appear. Click
Properties button in the Local Area Connection window.

3. Check the installed list of Network Components. If TCP/IP is not installed, click the Add button to install
it; otherwise go to step 6.

4. Select Protocol in the Network Component Type dialog box and click Add button.

5. Select TCP/IP in Microsoft of Select Network Protocol dialog box then click OK button to install the

10




USER’S MANUAL OF BOSSW77 WIRELESS RADIO CPE Version: 5.4

TCP/IP protocol, it may need the Microsoft Windows CD to complete the installation. Close and go back
to Network dialog box after the TCP/IP installation.
6. Select TCP/IP and click the properties button on the Network dialog box.
7. Select Specify an IP address and type in values as following example.
v' IP Address: 192.168.1.254, any IP address within 192.168.1.1 to 192.168.1.253 is good to connect
the Wireless LAN Access Point.
v" IP Subnet Mask: 255.255.255.0
8. Click OK to complete the IP parameters setting.

For OS of Microsoft Windows NT:

1. Click the Start button and select Settings, then click Control Panel. The Control Panel window will
appear.

2. Move mouse and double-click the right button on Network icon. The Network window will appear. Click
Protocol tab from the Network window.

3. Check the installed list of Network Protocol window. If TCP/IP is not installed, click the Add button to
install it; otherwise go to step 6.

4. Select Protocol in the Network Component Type dialog box and click Add button.

5. Select TCP/IP in Microsoft of Select Network Protocol dialog box then click OK button to install the
TCP/IP protocol, it may need the Microsoft Windows CD to complete the installation. Close and go back
to Network dialog box after the TCP/IP installation.

6. Select TCP/IP and click the properties button on the Network dialog box.

7. Select Specify an IP address and type in values as following example.

v" IP Address: 192.168.1.254, any IP address within 192.168.1.1 to 192.168.1.253 is good to connect
the Wireless LAN Access Point.
v" IP Subnet Mask: 255.255.255.0
8. Click OK to complete the IP parameters setting.

2.2 Connect to the WLAN Broadband AP
Open a WEB browser, i.e. Microsoft Internet Explore, then enter 192.168.1.254 on the URL to connect the
WLAN device.

2.3 Management and configuration on the WLAN Broadband AP
2.3.1 Status
This page shows the current status and some basic settings of the device, includes system, wireless,
Ethernet LAN and WAN configuration information.

11
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BOSSLAN . AT
IP TEGHMNOLOGY -

ontents: Broadband Router Status

tatus

an This page shows the cmrent status and some basic settings of the devics.

ode

yitem
Uptime 18day: 2h:20m:1 25

|

(Wireless Confignration

Mode AP

Band 24 GHz (B+3)
SSID MyWLAN
Channel Number 11

Encryption WEP &bt
BISID 00027252550
Associated Clients 0

3
|4
g
g

Adtain IP Protocol Fixed IP

IP Address 192.1682.1
Subnet Mask 2552552550
Default Gateway 19216821
DHCP Server Enabled

MAC Address 00:02:72:5d.35:5F

Attain IP Protocol FFFoE Connected
IP Address 12522513617
Sobnet Mask 255255255255
Default Gateway 125225128254
DHS 1 168.95.192.1
DNS 2 1689511

DHS 3 0.000

MAC Address 00:02:72:5d:35:60

ltem _ Deseription

Uptime  Itshows the duration since WLAN device is poweredon.

Firmware version Itshows the firmware version of WLAN device.

Mode Itshows wireless operationmode
Band It shows the current wireless operating frequency.
SSID It shows the SSID of this WLAN device.

The SSID is the unique name of WLAN device and shared

among its service area, so all devices attempts to join the
...................................................... same wireless network canidentifyit.
Channel Number It shows the wireless channel connected currently.
Encryption Itshows the status of encryption function.
BSSID It shows the BSSID address of the WLAN device. BSSID is a
______________________________________________________ six-byteaddress.
Associated Clients It shows the number of connected clients (or stations, PCs).
TCP/IP configuration S
Attain IP Protocol Itshows type of connection.
IP Address It shows the IP address of LAN interfaces of WLAN device.
Subnet Mask It shows the IP subnet mask of LAN interfaces of WLAN
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Version: 5.4

device.
Default Gateway It shows the default gateway setting for LAN interfaces
outgoing data packets.
DHCPServer Itshows the DHCP server is enabled ornot.
MACAddress It shows the MAC address of LAN interfaces of WLAN device.

Attain IP Protocol It shows how the WLAN device gets the IP address. The IP

address can be set manually to a fixed one or set dynamically
by DHCP server or attain IP by PPPoE / PPTP connection.

IP Address It shows the IP address of WAN interface of WLAN device.

Subnet Mask It shows the IP subnet mask of WAN interface of WLAN

Default Gateway It shows the default gateway setting for WAN interface

...................................................... outgoing data packets.

DNS1/DNS2/DNS3 _ltshows the DNS service information

MAC Address It shows the MAC address of WAN interface of WLAN device.
Setup Wizard

This page guides you to configure wireless broadband router for first time

Setup Wizard

The setup wizard will guide you to conflgure access point for fist tme, Please follow the setop wizard step by siep.
Welcome to Setap Wizard.
The Wizard will guide you the throngh following steps. Begin by clicking on Next.

Setup Cperation Mode
Checse your Time Zone
Setup LAN Interface
Setup WAN Interface
Wireless LAN Setting
Wireless Security Setting

il e B

ing
> Filtering | Nexts |

Forwal

Screen snapshot — Setup Wizard

| Operation Mode
This page is used to configure which mode wireless broadband router acts

13
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1. Operation Mode

Yo can setup different modes to LAM and WLAN interface for MAT and bridging function,

In this mede, the device s supposed to connect to intemet via ADSLAZable Modem, The MAT

@ Gateway:
¥ is enabled and PCs in four LAN ports share the sarae [P to ISP theeugh WAN port, The
comnection type can ke setop in WAN page by vsing FFFOE, DHCP client, PETF client or
static: [P,
Bridee: In this mede, all ethemet ports and wireless inteface are bridged together and NAT function is
disabled, All the W AN related function and firewall are not suppaored,
| Wiceless ISP- In this mode, all ethemet ports are beidged together and the wirdless client will connect to ISP

aceess point, The MAT is enabled and PCs in ethemet ports share the same [P to ISP theough
wireless LAN, Vou roust set the wireless 1o client mode first and connect to the ISP AF in Site-
Survey page. The connection type can be setop in WAN page by vsing FFFOE, DHCP client,
FPTP client or static [P

n
BB T B PR

Cancel ]|<:<:Back ]| Mexte

Screen snapshot — Operation Mode

Il Time Zone Setting
This page is used to enable and configure NTP client

¥ i ' . .”. .fﬂ

giec ntents: =
s 2. Time Zone Setting
“Yon can maintain the s¥stem time by synchronizing with a public time server over the Intemet,
Time Zone Select : (M T+H08:00) Taiped -

NTP sexrver : 20511718036 - Asia Pacific

Cancel H<<Back || Mexte

Statistics
Screen snapshot — Time Zone Settings

& Management

Il LAN Interface Setup
This page is used to configure local area network IP address and subnet mask

14
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3. LAN Interface Setup

This page is nsed to configure the parametes for local area network which connects 1o the LAN port of vour Access Point,
Here yom may change the setting for IP addresss, subnet mask, DHCE, ete.

IP Address: 19216821
Subnet Mask: 2552552550

Cancel ||<<Back || Mt

IV WAN Interface Setup
This page is used to configure WAN access type

]
]

R =

= 4. WAN Interface Setup

This page is vsed 1o configure the pasmeters fior ntemet network which connects 1o the WAN port of your Access Point,
Here won may change the aceess method 0 static [P, DHCF, PPPOE or PETF by click the itemn value of WAN Access type,

WAN Access Type: FFEoE -
User Name: 28277535 @hinetnet
Password: 00008888

Cancel H«Back || Mt

S

Screen snapshot — WAN Interface Setup

V Wireless Basic Settings
This page is used to configure basic wireless parameters like Band, Mode, Network Type SSID,
Channel Number, Enable Mac Clone (Single Ethernet Client)

15
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. . B
5. Wireless Basic Settings

This page is used o configuwe the pammetes for wirdless LAN clients which may connect to your Access Point,

Band: 24 GHz (B+G) «
Mode: AF -
Hetwork Type: Infrastructue
SSID: srlink

Channel Number: 7T -

Enable Mac Clone (Single Ethemet Client)

Cancel ||c<Back || Mextsm

e

Port Ve

j URL Filtering
M

Statistic
Screen snapshot — Wireless Basic Settings

Vi Wireless Security Setup
This page is used to configure wireless security

—— Y

6. Wireless Security Setup

This page allows you setup the wireless secuity, Tum on WEF or WPA by vsing Encryption Eevs could prevent any
unanthorized access o Four wieless network,

Encryption: " EF -

Eey Length: B4-hit -

Eey Format: Hex (10 characiers)  ~
Default Tx Key- Eeyl -

FEncryption Key 1: TR,
Encryption Key 2: R
Encryption Key 3: Rk,
Encryption Key 4: RN,

Cancel ||<<Back ||F1.mshﬁd

Statistics
Screen snapshot — Wireless Security Setup

233 Operation Mode
This page is used to configure which mode wireless broadband router acts

16
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2.3.4

=

w= gle contents: Operation Mode

“You can setup different raodes to LAN and WLAN interface for NAT and beidging function,

In this mode, the device is supposed 10 connect to intemet via ADSLAZable Modem, The MAT

o -
Gaewy: 15 enabled and FCs in LAN ports share the sare [P 10 ISP theongh W AN port. The connection
type can be setup in WAN page by using PPPOE, DHCP client, PPTP client or static [P,
Bridge: In this mode, all ethermet ports and wireless interface are brdged together and NAT fonction is
| disabled. All the W AN related function and firewall are not supported.
Wireless ISP- In this mode, all ethemet ports are bridged tozether and the wireless client will connect to ISP

access point. The MAT 15 enabled and PCs in ethemet ports share the same [P to ISP through
wireless LAN. You must set the wireless 0 client mode first and connect o the ISP AP in Sie-
Survey page. The connection type can ke setup in WAN page by vsing PPPOE, DHCP client,
PPTF client o static [P,

Apply Change | [Reset

Screen snapshot — Operation Mode

. tem ~ Descripton
Gateway Traditional gateway configuration. It always connects
internet via ADSL/Cable Modem. LAN interface, WAN
interface, Wireless interface, NAT and Firewall modules are

applied to this mode

Bridge Each interface (LAN, WAN and Wireless) regards as bridge.
NAT, Firewall and all router’s functions are not supported
Wireless ISP Switch Wireless interface to WAN port and all Ethernet ports
in bridge mode. Wireless interface can do all router’s
______________________________________________________ funetions ...
Apply Changes Click the Apply Changes button to complete the new
configuration setting.
Reset Click the Reset button to abort change and recover the

previous configuration setting.

Wireless - Basic Settings

This page is used to configure the parameters for wireless LAN clients that may connect to your
Broadband Router. Here you may change wireless encryption settings as well as wireless network
parameters.

17
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Wireless Basic Settings

This page is vsed 4o configure the parameters for wirdless LAN clients which may connect to your
Arress Point. Here won may change wireless encryption settings as well as wireless network pararoeters.

7| Disable Wireless LAN Interface

Band: 24GHa (B+0) ~
Mode: AP =
Network Type: Infrastructue
SSID: aiclinde
& Firewall Channel Number: 7~

i Port Filtering

B IP Filtering Associated Clients: Show Active Chients

B Pont Forwarding Enable Mac Clone (Single Ethernet Client)

B URL Filtering | Enable Universal Repeater Mode (Acting as AP and client simultaneouly)

SSID of Extended Interface:

Apply Chengss | [Reset

Screen snapshot — Wireless Basic Settings

Item ~_ Descripton
Disable Wireless LAN Click on to disable the wireless LAN data transmission.
Interface
Band Click to select 2.4GHz(B) / 2.4GHz(G) / 2.4GHz(B+G)

Mode Click to select the WLAN AP / Client / WDS / AP+WDS

wireless mode.
SSID It is the wireless network name. The SSID can be 32 bytes
...................................................... fong. .
Channel Number Select the wireless communication channel from pull-down
...................................................... meémnu. 00000000000
Associated Clients Click the Show Active Clients button to open Active Wireless

Client Table that shows the MAC address, transmit-packet,
receive-packet and transmission-rate for each associated
wireless client.

Enable Mac Clone Take Laptop NIC MAC address as wireless client MAC address.

(Single Ethernet Client)  [Client Modeonly]

Enable Universal Click to enable Universal Repeater Mode

Repeater Mode

SSID of Extended Assign SSID when enables Universal Repeater Mode.

Interface

Apply Changes Click the Apply Changes button to complete the new
configuration setting. -

Reset Click the Reset button to abort change and recover the

18
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2.3.5 Wireless - Advanced Settings
These settings are only for more technically advanced users who have a sufficient knowledge about

wireless LAN. These settings should not be changed unless you know what effect the changes will
have on your WLAN device.

BOSSLAMN . e

. " e e _'“
» Wireless Advanced Settings
tup \_*""rizar'j These settings are only for more technically advanced vsers who have a sufficient knowled ge about wireless LAN, These
eration Mode settings should not ke changed unless you know what effert the changes will have on vour Arcess Point,
Anuthentication Type: O Open Systemn ) Shared Key @ Anto
Fragment Threshold: 2346 (256-2346)
RTS Threshold: 2347 (0_2347)
= Beacon Interval: 10 {0-1024 ms)
Data Rate: Auty -
Firewall Preamble Type: @ Long Preamble ) Short Prearable
B Port Filtering Broadcast SSID: @ Enabled ) Disabled
B IP Filtering Sk _
‘ MAC ring . @ Enahled ) Disakled
| Port Forwarding 802.11g Protection: @ FEnabled ) Disahled
URL Filtering Turbo Mode: O buo © Blways © Off
Mote: "Always" may have corpatibility issue, "Auto” will only work with Realek
product,
Block Relay Between Clients: ) Epakled @ Disabled
WHM: @ Enakled ) Disahled
c ACK Timeout: 0 {0-255) < Current 11k 316us /11 Tus >
CCK Level: @ Default(1#-1%dbm) ) Enhanced(20-23dbm) ) Maimum (24-26dbm)
ade Firmwar
§ S: ad Setii
P R l Apply Changes | l Reset ]

Screen snapshot — Wireless Advanced Settings

Item - Descripton
Authentication Type Click to select the authentication type in Open System,
...................................................... Shared Key or Auto selection.
Fragment Threshold Set the data packet fragmentation threshold, value can be

written between 256 and 2346 bytes.
Refer to 4.10 What is Fragment Threshold?
RTS Threshold Set the RTS Threshold, value can be written between 0 and
2347 bytes.
______________________________________________________ Refer to 4.11 What is RTS(Request To Send) Threshold?
Beacon Interval Set the Beacon Interval, value can be written between 20
and 1024 ms.
Refer to 4.12 What is Beacon Interval?

Data Rate Select the transmission data rate from puII-downmenu
______________________________________________________ Data rate can be auto-select, 11M, 5.5M, 2M or 1Mbps.
Preamble Type Click to select the Long Preamble or Short Preamble

support on the wireless data packet transmission.
Refer to 4.13 What is Preamble Type?
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Broadcast SSID Click to enable or disable the SSID broadcast function.
______________________________________________________ Referto 4.14 What is SSID Broadcast?
IAPP Click to enable or disable the IAPP function.
______________________________________________________ Refer to 4.20 What is Inter-Access Point Protocol(IAPP)?
802.11g Protection Protect802.11buser.
Turbo Mode Click to enable/disable turbo mode. (Only apply to WLAN IC

of Realtek).
Block Relay Between Click Enabled/Disabled to decide if blocking relay packets

Clients between clients.
WMM Click Enable/Disabled to init WMM feature.
ACKTimeout Set ACK timeout value. It shows current time intheend.
CCK Level To adjust transmission power level.

Apply Changes Click the Apply Changes button to complete the new
______________________________________ __ configuration setting.
Reset Click the Reset button to abort change and recover the

2.3.6 Wireless - Security Setup
This page allows you setup the wireless security. Turn on WEP, WPA, WPA2 by using encryption keys
could prevent any unauthorized access to your wireless network.

- Wireless Security Setup

This page allows you setp the wirdless security, Tum on WEP or WEA by vsing Encryption Eevs could prevent any
unanthorized access 0 vour wireless network,

Bicaica: |WEP = [ SetWEP Key

[[lUse 802.1x Anthentication 3 WEP sdbits  WEP 128hits
WPA Authentication Mode: Enterprise (RADIUS)  © Personal (Pre-Shared Key)
g = Pre-Shared Eey Formnat: Pass phrase
e Pre-Shared Eey:
-l VWVAN Int .
&0 Firewall Enable Pre-Authentication
; B Port Filtering i 3
- IP Filtering Authentication RADIUS Server:  pey IP addiess Passwond
B MAC Filtering
-l Port Forwarding Ao Whae encevption WEFP i safacred. your st sof WEP ey valie,
B URL Filtering
- - DMZ e ot
B VPN Setting . [ Apply Changes | [Reoet |

B Time Zone Settin
-l Denial-of-Senice

€ T b

Screen snapshot — Wireless Security Setup
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Encryption

Use 802.1x
Authentication

Mode

Pre-Shared Key Format

Pre-Shared Key

Enable
Pre-Authentication
Authentication RADIUS
Server

Apply Changes

Version: 5.4

Description

Select the encryption supported over wireless access. The
encryption method can be None, WEP, WPA(TKIP), WPA2 or
WPA2 Mixed

Refer to 4.9 What is WEP?

4.15 What is Wi-Fi Protected Access (WPA)?

4.16 What is WPA2(AES)?

4.17 What is 802.1X Authentication?

4.18 What is Temporal Key Integrity Protocol (TKIP)? 4.19
What is Advanced Encryption Standard (AES)?

While Encryption is selected to be WEP.

Click the check box to enable IEEE 802.1x authentication
function.

Refer to 4.16 What is 802.1x Authentication?

While Encryption is selected to be WPA.

Click to select the WPA Authentication Mode with Enterprise
(RADIUS) or Personal (Pre-Shared Key).

Refer to 4.15 What is Wi-Fi Protected Access (WPA)?

While Encryption is selected to be WPA.

Select the Pre-shared key format from the pull-down menu.
The format can be Passphrase or Hex (64 characters). [WPA,
Personal(Pre-Shared Key) only]

Fill in the key value. [WPA, Personal(Pre-Shared Key) only]

Click to enable Pre-Authentication. [WPA2/WPA2 Mixed only,
Enterprise only]

Set the IP address, port and login password information of
authentication RADIUS sever.

Click the Apply Changes button to complete the new
configuration setting.

Click the Reset button to abort change and recover the
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WEP Key Setup

Eey Length:
Key Format:
Defanlt Tx Eey:

Wireless WEP Key Setup

This page allows you setmp the WEP key value, You oould choose vse &4-hit or 123-hit a5 the encrypticon
ke, and select A5CTT or Hex as the formnat of inpat valog,

Encryption Eey 1:
Encryption Eey 2:
Encryption Eey 3:
Encryption Eey 4:

Ed-hit
Hex (10 characters) s
Eevl w

Aokokokokbok ok
SRR R
Aokokokokbok ok

R L2022 Y

[ Apply Changes l [Cloee] [RESE!t]

Screen snapshot — WEP Key Setup

Item
Key Length

Key Format

Default Tx Key

Encryption Key 1

Encryption Key 3
Encryption Key 4

- Description.
Select the WEP shared secret key length from pull-down
menu. The length can be chose between 64-bit and 128-bit
(known as “WEP2”) keys.

The WEP key is composed of initialization vector (24 bits)
and secret key (40-bitor 104-bit).
Select the WEP shared secret key format from pull-down
menu. The format can be chose between plant text (ASCII)
and hexadecimal (HEX) code.

Set the default secret key for WEP security function.
Value can be chose between 1 and 4.

Secret key 1 of WEP security encryption function.
Secret key 2 of WEP security encryption function.

~ Secret key 3 of WEP security encryption function.
Secret key 4 of WEP security encryption function.

Click the Apply Changes button to complete the new

configuration setting.

__ Clickto close this WEP Key setupwindow.
Click the Reset button to abort change and recover the
previous configuration setting.

Version: 5.4
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2.3.7

'WEP encryption key (secret key) length

! Length . .
gFormat 64-bit 128-bit
. = e —— ey —

10 hexadecimal codes 26 hexadecimal codes

Wireless - Access Control

If you enable wireless access control, only those clients whose wireless MAC addresses are in the
access control list will be able to connect to your Access Point. When this option is enabled, no
wireless clients will be able to connect if the list contains no entries.

ite contents: Wireless Access Control

Status
Setup Wizard

St Mada If you choose 'Allowed Listed, only these clients whese wircless MAC addresses are in the access control list will be able to
- 2ratio viode

comnect 10 your Aocess Point, When Deny Listed' is selected, these wireless clients on the list will not be able o connect the
Access Peint,

Wireless Access Control Mode: Dbl ~

MAC Address: Comment:

[ Apply Changes Hm

Current Access Control List:

(Reszt]
Screen snapshot — Wireless Access Control
. tem ~ Description
Wireless Access Control  Click the Disabled, Allow Listed or Deny Listed of drop down
Mode menu choose wireless access control mode.

This is a security control function; only those clients registered
iin the access control list can link to this WLAN device.

MAC Address Fill in the MAC address of client to register this WLAN device
‘access capability.

Comment = Fillin the comment tag for the reg|stered cI|ent

Apply Changes Click the Apply Changes button to register the client to new |

...................................................... configuration setting.

Reset Click the Reset button to abort change and recover the

previous conflguratlon setting.

‘ CurrentAccessControIIt shows the registered clients that are allowed to I|nk to thls
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2.3.8

Delete Selected

Delete All

WDS Settings
Wireless Distribution System uses wireless media to communicate with other APs, like the Ethernet
does. To do this, you must set these APs in the same channel and set MAC address of other AP that
you want to communicate with in the table and then enable the WDS.

to delete the selected clients that will be access r|ght
rremoved from this WLAN device. .
Click to delete all the reglstered clients from the access
Click the Reset button to abort change and recover the
_previous configuration setting.

ite contents:

| Status

| Setup Wizard
peration Mode

R TCPAP ‘?.uttm
- LAN Int
B WAN Inte

| Firewall
- Port F|Itwr|nq

B URL Filtering
i DMZ

._ Time Zone Setti
-JB Denial-of-

WDS Settings

Wireless Disteibation Systern vses wirdless media to comrounicate with other APs, like the Ethemet does. To do this, you
romst set these AFs in the same channel and set MAC address of other AFs which vou want to cornrmumicate with in the table
and then enable the WDS,

Enable WDS

Add WDS AP: MAC Address Comment

Corrent WDS AP List:

Screen snapshot — WDS Setup

Item
Enable WDS

MAC Address

Comment

~ Description

the check box to enable wireless distribution system Referto

4.21 What is Wireless Distribution System (WDS)?

Fill in the MAC address of AP to register the wireless

distribution system access capability.

Fill'in the comment tag for the reglstered AP _

Click the Apply Changes button to register the AP to new
__configuration setting.

Click the Reset button to abort change and recover the

_previous configuration setting.
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Version: 5.4
Set Security Click button to configure wireless security like WEP(64bits),
______________________________________________________ WEP(128bits), WPA(TKIP), WPA2(AES) or None
Show Statistics It shows the TX, RX packets, rate statistics
Delete Selected to delete the selected clients that will be removed from the
...................................................... wireless distribution system.
Delete All Click to delete all the registered APs from the wireless
__________________________ distribution system allowed list.
Reset Click the Reset button to abort change and recover the

| WDS Security Setup
| Requirement: Set [Wireless]->[Basic Settings]->[Mode]->AP+WDS |

This page is used to configure the wireless security between APs. Refer to 3.3.6 Wireless
Security Setup.

WDS Security Setup

This pagze allows vou setup the wireless security for WDS. When enabled, vou must make
sure each WDS device has adopted the same encryption alzorithm and Key.

Encryption: None ____Jis

WEP Key Format:
WEP Key:
Pre-Shared Key Format:

Pre-Shared Key:

[ Apply Changes ] ’CIosel [Reset]

Screen snapshot — WDS Security Setup

I WDS AP Table
This page is used to show WDS statistics
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WDS AP Table

This table shows the MAC address, transmission, receiption packet counters and state
information for each configured WDS AP.

MACAddress  TxPackets TxErrors RxPackets TxRate(Mbps)
00:02:72:81:86:0a 22 0 0 1
00:02:72:81:36:0b 22 14 0 1

Refresh l [ Close ]

Screen snapshot — WDS AP Table

Item ; Description

MAC Address It shows the MAC Address within wbs.
Tx Packets It shows the statistic count of sent packets on the wireless

'LAN interface.
Tx Errors It shows the statistic count of error sent packets on the

‘Wireless LAN interface.
Rx Packets It shows the statistic count of received packets on the
__________________________________________________________ wireless LAN interface.
TxRare (Mbps) It shows the wireless link rate within WDS..
Refresh === Click to refresh the statistic counters on the screen.
Close Click to close the current window.

2.3.9 Site Survey
This page is used to view or configure other APs near yours.
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Wireless Site Survey

| Setup Wizard This page provides ool o scan the wireless network, I any Access Pointor IBSS is fomd, won oould chooseto conrect it
Operation Mode manually when client mede is enablad,

MyWLAN 0087261 233 7B 0

abcde 001346541 1:al 6(B+G) AP WEP 4%
HOME 000e:de7c30as 6B+ AP WEP 9
[ Refiech

l F'll‘l g
B URL FlltEring

B DDNS
: . Tlmu Zone ‘?.uthnq

. Mtem ~ Description
s ltshowstheSSIDofAP.
BSSID It shows BSSID of AP.

Channel 1t show the current channel of AP occupled

Type It show which type AP acts.

Encrypt It shows the encryption status.

Signal It shows the power level of current AP

Select Click to select AP or cllent you'd I|ke to connect 7 _
Refresh Click the | Refresh burtt”cr)rnrto re-scan site survey on the screen.
Connect 7 Click the Connect button to establish connection.

2.3.10 LAN Interface Setup

This page is used to configure the parameters for local area network that connects to the LAN ports
of your WLAN device. Here you may change the setting for IP address, subnet mask, DHCP, etc.
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ite contents: LAN Interface Setup

Status

: B Setup Wizard This page is used to configure the parmeters for local arsa network which connerts 0 the LAN port of
; wour Access Point, Here wou may change the setting for [P addresss, subnet mask, DHCE, ete..

IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0
Defanlt Gateway: 0.0.0.0
DHCP: Server _.v

DHCP Client Range: 192.168.1.1 - (192.168.1.253 Show Client

Domain Name:

§ LAN Interface

: VPN Setting —
i Management 802.1d Spanning Tree: | Disabled |

Clone MAC Address: 000000000000

[ Apply Changes ]’Resetl

Screen snapshot — LAN Interface Setup

Item - Description
IP Address Fill in the IP address of LAN interfaces of this WLAN Access
...................................................... point.
Subnet Mask Fill in the subnet mask of LAN interfaces of this WLAN
...................................................... Access point.
Default Gateway Fill in the default gateway for LAN interfaces out going data
DHCP Click to select Disabled, Client or Server in different
______________________________________________________ operation mode of wireless Access Point.
DHCP Client Range Fill in the start IP address and end IP address to allocate a

range of IP addresses; client with DHCP function set will be
______________________________________________________ assigned an IP address from therange.
Show Client Click to open the Active DHCP Client Table window that
shows the active clients with their assigned IP address, MAC

______________________________________________________ address and time expired information. [Server mode only]
Domain Name Assign Domain Name and dispatch to DHCP clients. It is
______________________________________________________ optional field.
802.1d Spanning Tree Select to enable or disable the IEEE 802.1d Spanning Tree
______________________________________________________ function from pull-down menu.
Clone MAC Address Fill in the MAC address that is the MAC address to be cloned.
______________________________________________________ Refer to 4.24 What is Clone MAC Address?
Apply Changes Click the Apply Changes button to complete the new
ick the Reset button to abort change and recover the
_previous configuration setting.
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I Active DHCP Client Table

This table shows the assigned IP address, MAC address, and time expired for each DHCP
leased client.

Active DHCP Client Table
This tahle shows the assigned P addeess, MAC address and. time expired for each DHCF leased

client,

192.168.2.2 |

| [DolE1Tdetec [gseln
192.168.0.3 00002 hefac56 511841
[tez168.24  DOOrf 22156 357877
[152.168.2.10 [AEE R (857720
192.168.0.5 00075 a0 [3c285
192.168.2.6 0015674054 50 856130
Refresh | | Close

Screen snapshot — WAN Interface Setup — Active DHCP Client Table

2.3.11 WAN Interface Setup

This page is used to configure the parameters for wide area network that connects to the WAN port

of your WLAN device. Here you may change the access method to Static IP, DHCP, PPPoE or PPTP
by click the item value of WAN Access Type.
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| Static IP

WAN Interface Setup

This page is vsed to confizue the parmaeters for Intemet network which conmects to the WAN port of your Acress
Foint, Here yom may change the access method to static [P, DHCE, FFPoE or FETFE by click the item value of

e WAN Access type.
* Setting I
i LAN Interfac WAN Access Type:  SwiclP
IP Address: 172111
Subnet Mask: 2552552550
MAC Filtering i
| Port Forwarding Defaalt Gateway: 1721124
| DNS 1: 169.95.192.1
DHS 2: 1689411
DHNS 3: 0000

Clone MAC Address: 000000000000
[#] Enable uPNP

[V Enable Ping Access on WAN

[¥] Enable Web Secver Access on WAN

[¥| Enable IPsec pass throngh on VPN connection
[¥] Enable PPTP pass throngh on VPN connection
[¥] Enable L2TP pass throngh on VPN connection
7] Set TTL Value &1

[ Aoply Changss | [Reset |
Screen snapshot — WAN Interface Setup — Static IP
Item Description

Static IP Click to select Static IP support on WAN interface. There are
IP address, subnet mask and default gateway settings need

...................................................... to be done'

IP Address If you select the Static IP support on WAN interface, fill in

...................................................... the IP address for it'

Subnet Mask If you select the Static IP support on WAN interface, fill in
the subnet mask for it.

Default Gateway If you select the Static IP support on WAN interface, fill in
the default gateway for WAN interface out going data

...................................................... packets.

MTU Size Fill in the mtu size of MTU Size. The default value is 1400

bNSY o Fillin the IP address of Domain Name Server 1.

bns2 o Fillin the IP address of Domain Name Server 2.

DNS3 Fill in the IP address of Domain Name Server 3.

Clone MAC Address Fill in the MAC address that is the MAC address to be

_ cloned. Refer to 4.24 What is Clone MAC Address?

Version: 5.4
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Enable uPNP

Enable Web Server

Access on WAN
Enable IPsec pass
through on VPN
connection
Enable PPTP pass
through on VPN
connection
Enable L2TP pass
through on VPN

connection

Apply Changes

USER’S MANUAL OF BOSSW77 WIRELESS RADIO CPE

Click the checkbox to enable uPNP function.
Refer to 4.22 What is Universal Plug and Play (uPNP)?

Click the checkbox to enable web configuration from WAN
side.

Click the checkbox to enable IPSec packet pass through

Click the checkbox to enable PPTP packet pass through

Click the checkbox to enable L2TP packet pass through

Click to Enable and set Time to Live value

Click the Apply Changes button to complete the new
configuration setting.

] DHCP Client
BOSSLAN

TECHMNOLOGY

Click the Reset button to abort change and recover the
previous configuration setting.

WAN Interface Setup

This page s wsed to confizure the parameters for Intenet network which connerts to the WAN port of your Access
Foint, Here vou may change the aceess method to static [P, DHCE, FFPGE or FETP by click the itern value of
WAN Aocess type.

WAN Access Type:

Host Name:

MTU Size:

1400

(1400-14%2 biytes)

'@ Attain DNS Awntomatically
() Set DNS Manually

Clone MAC Address:

DHS 1:
DHNS 2:
DHS 3:
Q00000000000

[¥] Enable aPNP

|¥| Enable Ping Access on WAN

[¥] Enable Web Server Access on WAN

[¥] Enable IPsec pass through on VPN connection
[¥] Enable PPTP pass through on VPN connection
[¥] Enable L2TP pass through on VPN connection

[} Set TTL Value &

(1-128)

Apply Changes | | Reset

Screen snapshot — WAN Interface Setup — DHCP Client

Version: 5.4
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DHCP Client

Host Name

Attain DNS

Automatically

Enable Web Server
Accesson WAN
Enable IPsec pass
through on VPN
connection

Enable PPTP pass
through on VPN
connection

Enable L2TP pass
through on VPN
connection

Set TTL value

Apply Changes

Version: 5.4

Description

Click to select DHCP support on WAN interface for IP address
assigned automatically from a DHCP server.

Fill in the host name of Host Name. The default value is
empty

Fill in the mtu size of MTU Size. The default value is 1400

Click to select getting DNS address for DHCP support. Please
select Set DNS Manually if the DHCP support is selected.

Click to select getting DNS address for DHCP support.

Fill in the IP address of Domain Name Server 1.

Fill in the IP address of Domain Name Server 2.

Fill in the IP address of Domain Name Server 3.

Fill in the MAC address that is the MAC address to be cloned.
Refer to 4.24 What is Clone MAC Address?

Click the checkbox to enable uPNP function.
Refer to 4.22 What is Universal Plug and Play (uPNP)?

Click the checkbox to enable web configuration from WAN
side.

Click the checkbox to enable IPSec packet pass through

Click the checkbox to enable PPTP packet pass through

Click the checkbox to enable L2TP packet pass through

Click to Enable and set Time to Live value.

Click the Apply Changes button to complete the new
configuration setting.

Reset

Click the Reset button to abort change and recover the
previous configuration setting.
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il PPPoE

i Advanced Setting
._' Security

B MAC Filt

B Port For q
B URL Filtering

B DONS

‘ Time Zone

B Denial-of-Sen

B Log

-l Upgrade Firmwar{
‘ Save/Reload Sett

WAN Interface Setup

This page is vsed o configure the pararneters for Intermet network which connects 1o the WAN port of your Access
Point. Here o may change the access method to static [P, DHCP, FPPoE or PPTP by click the item waloe of
WAN fecess type.

WAN Access Type: FFFoE v

User Name: 88277535 @hinetnet

Password: sessesss

Service Name: inet

Connection Type: Comtinuons -

Tdle Troe: (1-1000 rainutes)
MTU Size: b {1360-1492 bys)

© Attain DNS Automatically
_ Set DHE Manually

DNS 1:

DHNS 2:

DNS 3: 0.0.0
Clone MAC Address: 000000000000

¥ Enable «PNP

[¥| Enable Ping Access on WAN

[¥| Enable Web Server Access on WAN

[¥] Enable IPsec pass through on VPN connection
[¥| Enable PPTP pass throngh on VPN connection
[¥| Enable L2TP pass throngh on VPN connection
[ Set TTL Value & 129

[ Apply Changss | [Reset |

Screen snapshot — WAN Interface Setup — PPPoE

Connection Type

~ Description

Click to select PPPOE support on WAN interface. There are

user name, password, connection type and idle time settings
need to be done.

If you select the PPPOE support on WAN interface, fill in the

user name and password to login the PPPoE server.

If you select the PPPOE support on WAN interface, fill in the

user name and password to login the PPPoE server.

Fill in the service name of Service Name. The default value is
empty.
Select the connection type from pull-down menu. There are

‘Continuous, Connect on Demand and Manual three types to

Version: 5.4

33




USER’S MANUAL OF BOSSW77 WIRELESS RADIO CPE

Idle Time

MTU Size

Attain DNS
Automatically
Set DNS Manually

Clone MAC Address

Enable uPNP

Enable Web Server
Accesson WAN
Enable IPsec pass
through on VPN
connection
Enable PPTP pass
through on VPN
connection

Enable L2TP pass
through on VPN

connection

Apply Changes

Reset

Version: 5.4

select.

Continuous connection type means to setup the connection
through PPPoE protocol whenever this WLAN device is
powered on.

Connect on Demand connection type means to setup the
connection through PPPoE protocol whenever you send the
data packets out through the WAN interface; there are a
watchdog implemented to close the PPPoE connection while
there are no data sent out longer than the idle time set.
Manual connection type means to setup the connection
through the PPPoE protocol by clicking the Connect button
‘manually, and clicking the Disconnect button manually.

If you select the PPPoE and Connect on Demand connection
type, fill in the idle time for auto-disconnect function. Value
‘can be between 1 and 1000 minutes.

Fill in the mtu size of MTU Size. The default value is 1400.
Refer to 4.23 What is Maximum Transmission Unit (MTU)
Size? _
Click to select gettmg DNS address for PPPoE support Please
select Set DNS Manually if the PPPoE support is selected.
Click to select getting DNS address for Static IP support.

~ Fillin the IP address of Domain Name Server 1.

Fill'in the IP address of Domain Name Server 2.

' _F|II in the IP address of Domain Name Server 3.

Fill in the MAC address that is the MAC address to be cloned.
Refer to 4.24 What is Clone MAC Address?

Click the checkbox to enable uPNP function.

Refer to 4.22 What is Universal Plug and Play (uPNP)?
CI|ck the checkbox to enable web conflguratlon from WAN
CI|ck the checkbox to enable IPSec packet pass through

Click the checkbox to enable PPTP packet pass through

Click the checkbox to enable L2TP packet pass through

:C|ICk to Enable and set Tlme to :-ve value
Click the Apply Changes button to complete the new
configuration setting.

Click the Reset button to abort change and recover the
previous configuration setting.




IV  PPTP
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WAN Interface Setup

This page is vsed o configue the parameters for ntemet network which connects to the WAN port of your Access
Foint, Here won may change the access method o static [P, DHCF, PEPoE or PPTE by click the itern value of
W AN Access type,

WAN Access Type: PPTP -

IP Address: 172112

Submet Mask: 2552552550

Server IP Address: 172.1.1.1

User NHame:

Password:

MTU Size: 1400 (1400- 1460 bytes)
[l Request MPPE Encryption

9 Attain DNS Automatically
* Set DNS Manually
DNS 1:

DNS 2:
DNS 3:

Clone MAC Address: 000000000000

V| Enable wPNP

[¥] FEnable Ping Access on WAN

[¥] Enable Web Server Access on WAN

[¥] Enable IPsec pass through on VPN connection

[¥] Enable PPTP pass throngh on VPN connection

[¥] Enable L2TP pass through on VPN connection

[T Set TTL Value &4

Apply Changes | ﬁ|

(1-128)

Screen snapshot — WAN Interface Setup — PPTP

IP Address

Subnet Mask

Description

Allow user to make a tunnel with remote site directly to
secure the data transmission among the connection. User
can use embedded PPTP client supported by this router to
make a VPN connection.

If you select the PPTP support on WAN interface, fill in the
IP address for it.

If you select the PPTP support on WAN interface, fill in the
subnet mask for it.

Enter the IP address of the PPTP Server.

If you select the PPTP support on WAN interface, fill in the
user name and password to login the PPTP server.

Version: 5.4
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2.3.12

Password

Request MPPE Encryption
Attain DNS Automatically

Enable uPNP

Enable Web Server Access
Enable IPsec pass through
on VPN connection
Enable PPTP pass through
on VPN connection
Enable L2TP pass through
on VPN connection

Set TTL value

f you select the PPTP support on WAN interface, fill in the
user name and password to login the PPTP server.

Fill in the mtu size of MTU Size. The default value is 1400.
Refer to 4.23 What is Maximum Transmission Unit (MTU)
Size?

Click the checkbox to enable request MPPE encryption.

Click to select getting DNS address for PPTP support.
Please select Set DNS Manually if the PPTP support is
selected.

Click to select getting DNS address for PPTP support.

Fill in the IP address of Domain Name Server 1.

Fill in the IP address of Domain Name Server 2.

Fill in the IP address of Domain Name Server 3.

Fill in the MAC address that is the MAC address to be
cloned. Refer to 4.24 What is Clone MAC Address?

Click the checkbox to enable uPNP function.
Refer to 4.22 What is Universal Plug and Play (uPNP)?

Click the checkbox to enable web configuration from WAN
side.

Click the checkbox to enable IPSec packet pass through

Click the checkbox to enable PPTP packet pass through

Click the checkbox to enable L2TP packet pass through

Click to Enable and set Time to Live value.

Firewall - Port Filtering

Click the Apply Changes button to complete the new
configuration setting.

Click the Reset button to abort change and recover the
previous configuration setting.

Version: 5.4

Entries in this table are used to restrict certain types of data packets from your local network to

Internet through the Gateway. Use of such filters can be helpful in securing or restricting your local

network.
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2.3.13

Port Filtering

Entries in this table are used to restrict certain types of data packets from your local network to Intemet through the Gatevway,
Vs of such filters com ke helpful in securing or estdcting vour local networ,

[ Enable Port Filtering
Port Range: - Protocol: EBoth Comment:

[ Apply Changes | =

Current Filter Table:
B WAN Interface i

- [ PotRmge [ Protocdl || Commet [ Select |
. Port Flﬂr-‘ﬂnq
) Reset

. hkem ~ Description

Enable Port Filtering _CI|ck to enable the port f|Iter|ng securlty functlon
Port Range To restrict data transmission from the local network on
Protocol certain ports, fill in the range of start-port and end-port, and
Comments the protocol, also put your comments on it.

The Protocol can be TCP, UDP or Both.
Comments let you know about whys to restrict data from

...................................................... the ports.

Apply Changes Click the Apply Changes button to regrster the ports to port

...................................................... filtering list.

Reset Click the Reset button to abort change and recover the

...................................................... Pprevious configuration setting.

Delete Selected Click to delete the selected port range that will be removed
from the port-filtering list.

Delete All Click to delete all the registered entries from the

...................................... __portfiltering list.

Reset Click the Reset button to abort change and recover the

......................................... previous configuration setting.
Firewall - IP Filtering
Entries in this table are used to restrict certain types of data packets from your local network to
Internet through the Gateway. Use of such filters can be helpful in securing or restricting your local
network.
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IP Filtering

zard

t“_m‘ml_“jp Entries 1n this table are vsed o restact cerain types of data packets from your local network to Intemet through the Gateway.

Tlse of such filers can ke helpfol in securing or restricting vonr local netarocz,

[71 Enable IP Filtering

Loal TP Address: Protocol: | Kol Comment:
Apply Changes | Reset
: S Current Filter Table:
9o g | LollPAddkess  Powcl | Commeat  Seleet
; Port Filtering ; . S
-l IP Filtering = el |Raet|

[l MAC Filtering
B Port Forwarding
B URL Filtering

Screen snapshot — Firewall - IP Filtering

Item - Descripton
Enable IP Filtering Click to enable the IP filtering security function.
Local IP Address To restrict data transmission from local network on certain IP
Protocol addresses, fill in the IP address and the protocol, also put
Comments your comments on it.

The Protocol can be TCP, UDP or Both.
Comments let you know about whys to restrict data from
the IP address.

Apply Changes Click the Apply Changes button to register the IP address to
...................................................... Ipfilteringlist.
Reset Click the Reset button to abort change and recover the
...................................................... previous configuration setting.
Delete Selected Click to delete the selected IP address that will be removed
______________________________________________________ from the IPfiltering list. ...
Delete All Click to delete all the registered entries from the IP-filtering

, fist. S
Reset Click the Reset button to abort change and recover the

_previous configuration setting.

2.3.14 Firewall - MAC Filtering
Entries in this table are used to restrict certain types of data packets from your local network to
Internet through the Gateway. Use of such filters can be helpful in securing or restricting your local
network.
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MAC Filtering

Entries in this table are veed o restrict certain types of data packets from your local network to Intemet theough the Gateway,
TJse of such filiers can be helpfil in securing or mestricting your local network,

| Enable MAC Filtering

MAC Address: Comment:
Apply Changes Reset

Current Filier Table:

'Sc.reen ;napshdt — Firewall - MAC Filtering

Item ~_ Descripton
Enable MAC Filtering  Click to enable the MAC filtering security function.
MAC Address To restrict data transmission from local network on certain
Comments MAC addresses, fill in the MAC address and your comments

on it.

Comments let you know about whys to restrict data from
the MAC address.

Apply Changes Click the Apply Changes button to register the MAC address
______________________________________________________ to MACfilteringlist.
Reset Click the Reset button to abort change and recover the
...................................................... previous configuration setting.
Delete Selected Click to delete the selected MAC address that will be
removed from the MACiltering list.

Delete All Click to delete all the registered entries from the
e MACHfiltering list.
Reset Click the Reset button to abort change and recover the

__brevious configuration setting.

2.3.15 Firewall - Port Forwarding
Entries in this table allow you to automatically redirect common network services to a specific
machine behind the NAT firewall. These settings are only necessary if you wish to host some sort of
server like a web server or mail server on the private local network behind your Gateway's NAT
firewall.
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Site contents: Port Forwarding
. ENTH

Entries in this table allow you to autormatically redivect comroon networl services 40 a specific roaching behind the MAT
firewall, These settings are only necessary if vou wish 1o host some sort of server like a web server or mail server on the
privaie local network behind your Gateway's NAT firewall,

| Enable Port Forwarding
IP Address: Protocol:|E7" | Port Range:| - Comment:

Apply Changes | [Reset ]

ol WAN Int»-rfau e
=

Current Port Forwarding Table:

B ocraeng | © poe
g ] Fnrl orwarding = S et |R&‘Et

B URL Filtering
- DMZ

. tem ~ Description .

Enable Port Forwarding _CI|ck to enable the Port Forwardmg securl__y func_lon )
IP Address To forward data packets coming from WAN to a speC|f|c P
Protocol address that hosted in local network behind the NAT firewall,
Port Range fill in the IP address, protocol, port range and your

Comment comments.

The Protocol can be TCP, UDP or Both.
The Port Range for data transmission.
Comments let you know about whys to allow data packets
forward to the IP address and port number.
Apply Changes Click the Apply Changes button to register the IP address
and port number to Port forwarding list.

Reset Click the Reset bUttOﬂ to abort change an'd“;ecover the

previous configuration setting.

Delete Selected Click to delete the selected IP address and port number that

‘will be removed from the port-forwarding list.

Delete All Click to delete all the reglstered entries fromthe

port-forwarding list.

Reset Click the Reset button to abort change and recover the

_previous configuration setting.

2.3.16 Firewall — URL Filtering
URL Filtering is used to restrict users to access specific websites in internet.

Version: 5.4
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m

- Port Filtering
: IP Filtering
MAC Filtering

: Port Forwarding
8 URL Filtering
-l DMZ

-l VPN Setting

& Managemen

Version: 5.4

URL Filtering
TIEL filter is vsed to deny LAN nsers from accessing the internet, Block those URLs which contain kevwonds listed below,

[¥] Enable URL Filtering
URL Address:

| Apply Changes | Reset

Current Filter Table:

Reset

Delete Selected

Delete All

Reset

2.3.17 Firewall - DMZ

... Description
Click to enable the URL Filtering function.
Add one URL address.

Click the Apply Changes button to save settings.

Click the Reset button to abort change and recover the
previous configuration setting.
Click to delete the selected URL address that will be

removed from the URL Filtering list.

Click to delete all the registered entries from the URL

_previous configuration setting.

A Demilitarized Zone is used to provide Internet services without sacrificing unauthorized access to
its local private network. Typically, the DMZ host contains devices accessible to Internet traffic, such
as Web (HTTP) servers, FTP servers, SMTP (e-mail) servers and DNS servers.
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DMZ.

A Demilitarized Zone 15 vsed o peovide Intemet services without sacrificing vnanthorized aocess 1o its local private network,
Twpically, the DMEZ host contains devices accessible to Intemet taffic, such as Web (HTTF ) servers, FTF servers, SMTP
(-raail) servers and DIMS servers.,

| Enable DMZ

DMZ Host IP Address: |\

| ApplyChanges | [Reset

- MAC Filtering
i . Port Forwarding
~J URL Filtering

Item WDgscrrirptiqn
Enable DMZ Click to enable the DMZ function.

DMZ Host IP Address To support DMZ in your firewall de5|gn,f|II |ntheIPaddress
©of DMZ host that can be access from the WAN interface.

Apply Changes Click the Apply Changes button to register the IP address of
______________________________________ _bmzhost. .. ...
Reset Click the Reset button to abort change and recover the

_previous configuration setting.

2.3.18 VPN Setting

This page is used to show VPN connection table, configure IPSEC VPN, NAT Traversal, Generate RSA

Key, show RSA Public Key.
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VPN Setup

This page is vsed to enablefisakle VPN function and selecta VEN connection to editidelzte,

[ Enable IPSEC VPN Enahble NAT Traversal Generare REA Key

[ Aol Changss | | ShowRSARbkKe |

Current VPN Connection Table: WAN IP:125.225.136.17

o [E :

n 5

n 3

n 4

u 5

n é

n 7

n 8

n g

n 10
Screen snapshot — VPN Setup
. hem ~ Description
Enable IPSEC VPN CI|ck to enable IPSEC VPN functlon
...................................................... Refer to 4 27 What IS VPN? And 4 28 What IS IPSEC?
Enable NAT Traversal Click to ena bIe NAT Traversal functlon
Generate RSAKey Click to generate RSA key.
Show RSA Public Key Click to show RSA public key that we generate
Apply Changes Click the Apply Changes button to enable IPSEC VPN NAT

...................................................... Traversal settings.
Current VPN Connection It shows current WAN mterface |nformat|on and VPN

Table connection table.

Edit Click to enter the current VPN tunnel conflguratlon page .
Delete Click to delete t the current VPN tunnel that radio button stay
Refresh ~— Click to refresh the current VPN connection table.
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| VPN Setup - Edit Tunnel

| URL Filtering

M7
VPN Setting
Management

: i Wat 1Dog
B QoS

VPN Setup

[¥] Enable Tunnel 1
Connection Name:
Anth Type:

Local Site:

Local IP AddressMetwork
Local Subnet Mask

Remote Site:

Eemote Secure Gateway
Remote [P AddressMetwork
Remote Subnet Mask

Local/Peer ID:

Lecal ID Type
Local ID
Remote ID Tvpe
Remote ID)

Eey Management:

Comnection Type
ESP

PreShared Key

Eemote BESA Eey
Stats

PSE «

Subnet Address
192.168.2.1
2552552550

Subnet Address -
0000

0000

0000

F -

OIKE © Mamal | A9¥00ed |
R < [

IES v (Encryption Algorihm)
MD5  ~ {shentication Alecrithrn)

Disconnected

([Pl Gmgs | (Ret] ((Refih ] (Back]

Screen snapshot — VPN Setup-Edit Tunnel

Auth Type
Local Site

Local IP
Address/Network
Local Subnet Mask

Remote Site

Remote Secure Gateway
Remote IP
Address/Network
Remote Subnet Mask

Description

Version: 5.4

Click to enable the IPSEC VPN current tunnel.

Assign the connection name tag.

Click to select PSK or RSA.

Click to select Single Address or Subnet Address VPN

connection.

Fill in IP address or subnet address depends on which Local

Site option you choose.
Fill in the local subnet mask.

Click to select Single Address, Subnet Address, Any Address
or NAT-T Any Address VPN remote connection.

Fill in remote gateway IP address

Fill in IP address or subnet address depends on which

Remote Site option you choose.
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Local ID Type
Local ID
Remote ID Type
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Fill in remote subnet mask

Define IKE exchange information type

Click to select IP, DNS or E-mail as local exchange type
Fill in local ID except IP selected

Click to select IP, DNS or E-mail as remote exchange type
Fill in remote ID except IP selected

Key Management
Advanced

Connect
Disconnect

Remote RSA Key
Status

Authentication Key
Apply Change

Click to select IKE or Manual mode.

Click Advanced button to configure more IKE settings.

Click to select Initiator or Responder mode.

Click to connect manually. [Responder mode only]

Click to disconnect manually. [Responder mode only].

Click to configure 3DES, AES128 or NULL encryption.
Click to configure MD5 or SHA1 authentication.

Fill in the key value. [IKE mode only]

Fill in the remote gateway RSA key. [IKE mode only]

It shows connection status. [IKE mode only]

Fill in Security Parameter Index value. [Manual mode only]

Fill in encryption key. [Manual mode only]

Fill in authentication key. [Manual mode only]

Click the Apply Changes button to save current tunnel
settings.

Click the Reset button to abort change and recover the
previous configuration setting.

It shows the current connection status. [Manual mode only]

Version: 5.4
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Il Advanced IKE Setup

Adavnced VPN Setting for IKE

This This page is nsed to provide advanced setting for IEE mode

Tuonnel 1
FPhase 1:
Megotistion Mode Main rmode

Encryption Algorithmn JDEE o«
Authenticaiton Algorithm MDS
Eey Group DHZ(medpl 024) e
Eey Life Time 0
Phase 2:
Artive Protoco] EZF
Encryption Algorithrn 3DES w
Authenticaiton Alzorithmn MDS
Eey Life Time 28800
Ecapsulation Tunnel meode
Pedfect Forward Secrecy (PEE) OM

Screen snapshot — Advanced VPN Settings for IKE

ltem .. Description

Negotiation Mode ~ Mainmode.
Encryption Algorithm  Click to select 3DES or AES128 encryption.

Authentication Click to select MD5 or SHA1 authentication.
Algorithm

Key Group Click to select DH1(modp768), DH2(modp1024) or

'DH5(modp1536) key group. Default value is DH2.

Key Life Time _ Fillinthe key life time value by seconds.

ActiveProtocol B
ick to select 3DES, AES128 or NULL encryption.

Click to select MD5 or SHA1 authentication.

Algorithm

Version: 5.4
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Key Life Time Fillin the key life time value by seconds.

Encapsulation _Tunnel mode.

Click to select ON or NONE

_______:C|ICk the Ok button to save curren_ tunne settmgs ) ]
Click the Cancel button to close current window without any
changes.

2.3.19 Management - Statistics
This page shows the packet counters for transmission and reception regarding to wireless, Ethernet
LAN and Ethernet WAN networks.

Statistics
This page shows the packet counters for transaission and rreption mgarding to wircless and Ethemet
nEtworks.
. Sent Packer £78663
Wireless LAN - - -
Receved Packers 3066059
[ Sent Packers 8416140
Ethernet LAN :
Receved Packers 5419685
B LAN Interfac Ethernct WAN ks han il
[ WAN Interface Receved Packers 620150
Firewall
-l Port Flltur\nq [ Refresh |

[l MAC F\Iturlnq
| Port Forwarding
% ‘ URL Filtering
. - DmZ
: -i VPN Setting
=

1 DDNS
. Time Zone Settin

4| m b

Screen snapshot — Management - Statistics

. Mem ____ Description
Wireless LAN It shows the statistic count of sent packets on the wireless
Sent Packets LAN interface.
Wireless LAN It shows the statistic count of received packets on the |
Received Packets ‘wireless LAN interface. -
Ethernet LAN It shows the statistic count of sent packets on the Ethernet
Sent Packets LAN interface.

Ethernet LAN It shows the statistic count of received packets on the
Received Packets Ethernet LAN interface.
Ethernet WAN It shows the statistic count of sent packets on the Ethernet
Sent Packets ~ WAN interface.
Ethernet WAN 7 VIt shows the statlstlc count of received packets on the
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Received Packets __Ethernet WAN interface.

Refresh ~ Click the refresh the statistic counters on the screen.

2.3.20 Management - DDNS
This page is used to configure Dynamic DNS service to have DNS with dynamic IP address.

Dynamic DNS Setting

Diymaraic DS is a service, that provides sou with a valid, wnchanging, intermet domain name (an TURL) t0 g0 with that
(possikly everchanging) [F-address.

[[] Enable DDNS

Service Provider : DynDIE

Domain Name :
ring
Port Forwarding
B URL Filtering Password/Key:

- - omz

- VPN Setting | Motz

= For T20), pou can ave 3 30 days free izl Sere or saangge porr T2 aocount fa coptrof pams!

; For DynDNS, wou can creste Foar DyvaDS aoooust fere

User Name/Email:

oAl

= . Watc
~l QoS

4 m b

Screen snapshot — Management — DDNS

Item - Descripton
Enable DDNS Click the checkbox to enable DDNS service. Refer to 4.25
...................................................... Whatisbbns?
Service Provider Click the drop down menu to pickup the right provider.
Domain Name To configure the Domain Name.
User Name/Email ‘Configure User Name, Email.

Password/Key Configure Password,Key.
Apply Change Click the Apply Changes button to save the enable DDNS
service.

Reset ~ Click the Reset button to abort change and recover the

2.3.21 Management - Time Zone Setting
This page is used to configure NTP client to get current time.
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" .-'_". Ern )
A AR &
Time Zone Setting
YVou can malntiin the systerm e by s yachonizing with a public time server over the Intemet,
x Current Time : e 207 Mon UL Day N g ld Mol gee
& I”HH Interface Time Zone Select : (GMT408.00) Taiped -
& Firewall
= :?;E::i:;ng /| Enable NTP client update
e NTP server - 6 200117.18036- AsiaPacific +
(Manual [P Setting)

Apply Change Reset | | Refreh

~_ Description

_It shows the current t|me
Time Zone Select 7CI|ck the t|me zone in your country 7 o
Enable NTP client Click the checkbox to enable NTP client update Refer to 4 26
update ‘What is NTP Client?
NTP Server Click select default or |nput NTP server IP address
Apply Change Click the Apply Changes button to save and enable NTP
...................................................... Cllent Ser\“ce
Reset Click the Reset button to abort change and recover the
preV|ous conflguratlon settmg
Refresh Click the refresh the current time shown on the screen.

2.3.22 Management — Denial-of-Service
This page is used to enable and setup protection to prevent attack by hacker’s program. It provides
more security for users.
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Denial of Service

A "denial-of-service” (DolS) attack is characterized by an explicit aternpt by hackers o prevent legitirate veers of o

sErice: fromn using that service,
| Enable DoS Prevention
Whele System Flood: SYN Packets/Second
i WY ; Whole System Flood: FIN Packets/Second
TCP/IP Setting - Whole System Flood: UDP Packets/Second
: ,b'f‘ ;1‘4“?:1 e Whole System Flood: ICMP Packets/Second
& Firewall Pex-Source IP Flood: SYN Packets/Second
. Port Filtering
- P Filtering Pex-Source [P Flood: FIN Packets/Second
: glni‘tuf:zlru\;arl:ﬁng Per-Source [P Flood: UDP Fackets/Second
-l URL Filter Per-Source IP Flood: ICMP Packets/Second
i i AR TCP/UDP PortScan Lo¥ ~| Seusitivi
B VPN Setting | ensitivity
- ' ICMP St
IP Land
IP Spoof
IP TearDrop
PingOfDeath
TCP Scan
B WatchDog TCP SynWithData
-l QoS : UDP Bomb
UDP EchoCharzen
[ Seectall | [ CewalL |
Enable Sousce IP Blocking Block time (sec)

Apply Changes

Screen snapshot — Management — Denial-of-Service

ltem __ Description

Whole System Flood /
Per-Source IP Flood...

Enable and setup prevention in details.

SelectALL Click the checkbox to enable all preventionitems.
Clear ALL Click the checkbox to disable all prevention items.
Apply Changes Click the Apply Changes button to save above settings.

2.3.23 Management - Log

This page is used to configure the remote log server and shown the current log.

Click the checkbox to enable Dos prevention.
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System Log

This page can he used to set remote log server and show the system log,

¥| Enable Log
[¥] system all wireless Do§
.. \u"u"AlI;'J Interface [”] Enable Remote Log Log $ P Address-
ewal
: . Port Filtering R
B 1P Filtering [ Awely Chanees |
- MACFi
Mov 10:42:22 wlanl: & wireless client 1s disassociated - 00:02:72:5F:A0:EE a

7
-l URL Filtering Now 7 10:42:23 wlan0: & wireless client 18 assoclated - 00:02:72:5F:40:BE

B ovmz ) Mow 7 10:42:39 wlan0: 4 wireless client 1z disassociated - 00:02:72:5F:40:BE
B VPN Setting Mov 9 10:07:51 wlanD: & wireless client is associated - 00:02:72:5F:A0:BE

2 Nov 9 11:02:23% ethl:phy is 8305

Now 9 15:39:22 wlan0: & wireless client iz associated - 00:02:72:5F:a0:BE
Mov O 15:43:34 wlanl: 4 wireless client 1s associated - 00:02:72:5F:A0:BE
MNow B 15:45:5% wlan0: & wireless client 1z associated - 00:02:72:5F:40:BE
Nov 9 18:09:37 wlan0: 4 STA is expired - 00:02:72:5F:A0:BE
Now 12 09:44:50 wlan0: & expired 3TA 15 resumed - 00:02:72:5F:40:BE
MNow 12 09:46:51 wlan0: & wireless client 1z associated - 00:02:72:5F:40:BE
Mov 12 09:48:53 wlan0: & wireless client 1s disassociated - 00:02:72:5F:A0:BE
Mow 12 09:48:57 wlan0: 4 wireless client 1z assoclated - 00:02:72:5F:A0:BE
Now 12 09:55:39 wlan0: & wireless client is disassociated - 00:02:72:5F:40:BE

m

[ Refiesh | ‘Cﬂear|

Screen snapshot — Management — Log

Enable Log
System all
Wirelessy
EnabIeRemoteLog
Log Server IP Address

Description

Click the checkbox to enable log.

Show all log of wireless broadband router
Only show wireless log
Only sho ial-of-Service log

Click the checkbox to enable remdfé log serv-i-éé".m

Input the remote log IP address

Click the Apply Changes button to save above settings.
_Click the refresh the log shown on the screen.

Clear log display screen

2.3.24 Management - Upgrade Firmware
This page allows you upgrade the Access Point firmware to new version. Please note, do not power
off the device during the upload because it may crash the system.
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Upgrade Firmware

This page allows yon upgrade the Access Point fimoware to new version, Please note, do not power off the device during the
upload becavse it may crash the system,

Select File: gg
B WAN Interface
FirE'uu:Ell - [lbl—oed_| [m|

URL Filtering

B omz
VPN Setting
g
-l Statistics
-l DDNS

Screen snapshot — Management - Upgrade Firmware

.. hkem _ Description
Select File Click the Browse button to select the new version of web
firmware image file. .
Upload Click the Upload button to update the selected web
. firmware image to the WLAN device.
Reset Click the Reset button to abort change and recover the
_previous configuration setting.

2.3.25 Management Save/ Reload Settings
This page allows you save current settings to a file or reload the settings from the file that was saved
previously. Besides, you could reset the current configuration to factory default.
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S
D
T
De
Log
u
5
P

I>)

g

=
5 E

I

rade Firmware
ad Setting

3

Save/Reload Settings

This page allows Fou save Cuent settings w0 4 file or reload the settings from the file which was saved previously, Besides,
yom, oould reset the cwoent conflawration to factony default,

Save Settings to File: | Save.., ‘
Load Settings from File: [FEE.. | ‘ Ugload |
Reset Settings to Default: | Reset

Screen snapshot — Management - Save/Reload Settings

Load Settings from File  Click the Browse button to select the conflguratlonfllesthen

Reset Settings to Default Click the Reset button to reset the configuration parameter

~ Description

........ lparameters to your personal computer.
click the Upload button to update the selected configuration
to the WLAN device.

to factory defaults.

2.3.26 Management - Password Setup

This page is used to set the account to access the web server of Access Point. Empty user name and
password will disable the protection.

Click the Save button to download the configuration

Version: 5.4
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Password Setup

This page is nsed to set the acoount o access the web server of Access Point, Erapty vser name and password will disable the
protertion,

i Firewall User Name:
8 VPN Setting
() New Password:

Confioned Password:

[ | [ e |

Firmware
i load Setting
B Password

"B QoS

Screen snapshot — Management - Password Setup

. tem ~ Descripton
UserName = Fillin the user name for web management login control.
New Password Fill in the password for web management login control.
Confirmed Password Because the password input is invisible, so please fill in the

‘password again for confirmation purpose.

Apply Changes Clear the User Name and Password fields to empty, means

to apply no web management login control.
Click the Apply Changes button to complete the new
_configuration setting.

Reset ~ Click the Reset button to abort change and recover the
_Pprevious configuration setting.

2.3.27 Management-WatchDog

Version: 5.4

This page is used to do watchdog function using ping command. User set IP address, interval

and ping fail account conditions to decide whether router reboots or not
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WatchDog Setting

se ping cormand 10 identify whether the router is fonctional or not, User has 1o set P address, interval and fail count to
decide reboot router,

[] Enable WatchDog

i~ WatchDog IP Address:
' i Ping Interval: (30600 seoends)
Time Zone Setting Ping Fail to reboot Counter: (3-300

Denial-of-Senvice

Firmware Apply Changes l [Reset]

load Setting

B Qo3

Screen snapshot — Management — WatchDog Setting

.. Mem ~ Description
Enable WatchDog Click to enable watchdog.
WatchDog IP Address IP address that is referred.
PingInterval Fillin the value by seconds. ...
Ping Fail to reboot Fill in the value that is the threshold to reboot router when
Count pingfails. ...
Apply Changes Click the Apply Changes button to complete the new
______________________________________ _ configuration setting.
Reset Click the Reset button to abort change and recover the

_previous configuration setting.

2.3.28 Management - Quality of Service

This page is used to do bandwidth control by IP address. User sets total and undefined bandwidth
first. Then set bandwidth by range of IP addresses.
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L - il
i AR,
Site contents: Quality of Service
B Status
B p Wizard . . . . .
. First, assign total downstreamn and vpetream that vou applied from ISP, Seoond, set vp the specific ip addmess' guarantee
- downstreann, upetern and pricrty and display coreent settings in the table,
i TCP/P
@ Firewall [ Enable QoS
VPN Setting
_ ISP Bandwidth: Download 0 KB# Upload |0 KB
B Statistics . ) 0
B Dons Undef [P Bandwidth: Download EBi Upload KBé

Apply Changes ] ’Reset]

Bandwith Control
IP Address Range:
Guarantee Bandwidth: Download KB4 Upload EB&

Priority: |High  [v]

[ Apply Changes ]’Reset]

Current Bandwidth Control Table:

Reset

Screen snapshot — Management Qaulity of Service

.. Mem ~ Description
EnableQoS Click to enable QoS.
ISP Bandwidth
Download Fill in the value that is the download stream from ISP by

KB/s.

:F|II in the value that |s the upload stream from ISP by KB/s

_Deflne the download bandW|dth that is not deflned
Define the upload bandW| th tha tisn not eflned
Click the Apply Changes button to complete the new
...................................................... configuration setting.
Reset Click the Reset button to abort change and recover the
previous configuration setting.

IPAddressRange  Setstartandendipaddress.
F|II mthevalue byKB/s
Fillinthe valuebykB/s.
Click to p|ck ngh_ Medlu

Apply Changes Click the Apply Changes button to complete the new
configuration setting. It is added into Current Bandwidth

7 Control Table.

Reset Click the Reset button to abort change and recover the

previous configuration setting.
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2.3.29

Delete Selected Click to delete the selected IP addresses that will be
...................................................... removed from the current BandWidth contro' Table.
Delete All Click to delete all the registered entries from the IP

7 addresses Current Bandwidth Control Table.

Reset Click the Reset button to abort change and recover the

Logout
This page is used to logout web management page. This item will be activated next time you login
after you define user account and password.

Logout

This page is nsed to logont,

Do you want to logout ?

Screen snapshot — Logout

Change setting successfully!

Item Description

Apply Change Click the Apply Change button, Then click OK button to

57




3

USER’S MANUAL OF BOSSW77 WIRELESS RADIO CPE Version: 5.4

Frequently Asked Questions (FAQ)

3.1 What and how to find my PC’s IP and MAC address?

3.2

3.3

3.4

IP address is the identifier for a computer or device on a TCP/IP network. Networks using the TCP/IP
protocol route messages based on the IP address of the destination. The format of an IP address is a 32-bit
numeric address written as four numbers separated by periods. Each number can be zero to 255. For
example, 192.168.1.254 could be an IP address.

The MAC (Media Access Control) address is your computer's unique hardware number. (On an Ethernet LAN,
it's the same as your Ethernet address.) When you're connected to the Internet from your computer (or host
as the Internet protocol thinks of it), a correspondence table relates your IP address to your computer's
physical (MAC) address on the LAN.

To find your PC’s IP and MAC address,
v" Open the Command program in the Microsoft Windows.
v' Type in ipconfig /all then press the Enter button.

»  Your PC’s IP address is the one entitled IP Address and your PC’s MAC address is the one entitled
Physical Address.

What is Wireless LAN?
A wireless LAN (WLAN) is a network that allows access to Internet without the need for any wired
connections to the user’s machine.

What are ISM bands?

ISM stands for Industrial, Scientific and Medical; radio frequency bands that the Federal Communications
Commission (FCC) authorized for wireless LANs. The ISM bands are located at 915 +/- 13 MHz, 2450 +/- 50
MHz and 5800 +/- 75 MHz.

How does wireless networking work?

The 802.11 standard define two modes: infrastructure mode and ad hoc mode. In infrastructure mode, the
wireless network consists of at least one access point connected to the wired network infrastructure and a
set of wireless end stations. This configuration is called a Basic Service Set (BSS). An Extended Service Set
(ESS) is a set of two or more BSSs forming a single subnetwork. Since most corporate WLANSs require access
to the wired LAN for services (file servers, printers, Internet links) they will operate in infrastructure mode.

Ad hoc mode (also called peer-to-peer mode or an Independent Basic Service Set, or IBSS) is simply a set of
802.11 wireless stations that communicate directly with one another without using an access point or any
connection to a wired network. This mode is useful for quickly and easily setting up a wireless
network anywhere that a wireless infrastructure does not exist or is not required for services, such as
a hotel room, convention center, or airport, or where access to the wired network is barred (such as
for consultants at a client site).

3.5 What is BSSID?

A six-byte address that distinguishes a particular a particular access point from others. Also know as just
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SSID. Serves as a network ID or name.

3.6 What s ESSID?

The Extended Service Set ID (ESSID) is the name of the network you want to access. It is used to identify
different wireless networks.

3.7 What are potential factors that may causes interference?
Factors of interference:
»  Obstacles: walls, ceilings, furniture... etc.
> Building Materials: metal door, aluminum studs.
»  Electrical devices: microwaves, monitors and electrical motors.
Solutions to overcome the interferences:
v" Minimizing the number of walls and ceilings.
v Position the WLAN antenna for best reception.
v" Keep WLAN devices away from other electrical devices, eg: microwaves, monitors, electric
motors, ... etc.
v' Add additional WLAN Access Points if necessary.

3.8 What are the Open System and Shared Key authentications?
IEEE 802.11 supports two subtypes of network authentication services: open system and shared key. Under
open system authentication, any wireless station can request authentication. The station that needs to
authenticate with another wireless station sends an authentication management frame that contains the
identity of the sending station. The receiving station then returns a frame that indicates whether it
recognizes the sending station. Under shared key authentication, each wireless station is assumed to have
received a secret shared key over a secure channel that is independent from the 802.11 wireless network
communications channel.

3.9 Whatis WEP?
An optional IEEE 802.11 function offers frame transmission privacy similar to a wired network. The Wired
Equivalent Privacy generates secret shared encryption keys that both source and destination stations can
use to alert frame bits to avoid disclosure to eavesdroppers.

WEP relies on a secret key that is shared between a mobile station (e.g. a laptop with a wireless Ethernet
card) and an access point (i.e. a base station). The secret key is used to encrypt packets before they are
transmitted, and an integrity check is used to ensure that packets are not modified in transit.

3.10 What is Fragment Threshold?
The proposed protocol uses the frame fragmentation mechanism defined in IEEE 802.11 to achieve parallel
transmissions. A large data frame is fragmented into several fragments each of size equal to fragment
threshold. By tuning the fragment threshold value, we can get varying fragment sizes. The determination of
an efficient fragment threshold is an important issue in this scheme. If the fragment threshold is small, the
overlap part of the master and parallel transmissions is large. This means the spatial reuse ratio of parallel
transmissions is high. In contrast, with a large fragment threshold, the overlap is small and the spatial reuse
ratio is low. However high fragment threshold leads to low fragment overhead. Hence there is a trade-off
between spatial re-use and fragment overhead.
Fragment threshold is the maximum packet size used for fragmentation. Packets larger than the size
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programmed in this field will be fragmented.

If you find that your corrupted packets or asymmetric packet reception (all send packets, for example). You
may want to try lowering your fragmentation threshold. This will cause packets to be broken into smaller
fragments. These small fragments, if corrupted, can be resent faster than a larger fragment. Fragmentation
increases overhead, so you'll want to keep this value as close to the maximum value as possible.

3.11 What is RTS (Request To Send) Threshold?
The RTS threshold is the packet size at which packet transmission is governed by the RTS/CTS transaction.
The IEEE 802.11-1997 standard allows for short packets to be transmitted without RTS/CTS transactions.
Each station can have a different RTS threshold. RTS/CTS is used when the data packet size exceeds the
defined RTS threshold. With the CSMA/CA transmission mechanism, the transmitting station sends out an
RTS packet to the receiving station, and waits for the receiving station to send back a CTS (Clear to Send)
packet before sending the actual packet data.

This setting is useful for networks with many clients. With many clients, and a high network load, there will
be many more collisions. By lowering the RTS threshold, there may be fewer collisions, and performance
should improve. Basically, with a faster RTS threshold, the system can recover from problems faster. RTS
packets consume valuable bandwidth, however, so setting this value too low will limit performance.

3.12 What is Beacon Interval?
In addition to data frames that carry information from higher layers, 802.11 include management and control
frames that support data transfer. The beacon frame, which is a type of management frame, provides the
"heartbeat" of a wireless LAN, enabling stations to establish and maintain communications in an orderly
fashion.

Beacon Interval represents the amount of time between beacon transmissions. Before a station enters
power save mode, the station needs the beacon interval to know when to wake up to receive the beacon
(and learn whether there are buffered frames at the access point).

3.13 What is Preamble Type?
There are two preamble types defined in IEEE 802.11 specification. A long preamble basically gives the
decoder more time to process the preamble. All 802.11 devices support a long preamble. The short
preamble is designed to improve efficiency (for example, for VolP systems). The difference between the two
is in the Synchronization field. The long preamble is 128 bits, and the short is 56 bits.

3.14 What is SSID Broadcast?
Broadcast of SSID is done in access points by the beacon. This announces your access point (including
various bits of information about it) to the wireless world around it. By disabling that feature, the SSID
configured in the client must match the SSID of the access point.

Some wireless devices don't work properly if SSID isn't broadcast (for example the D-link DWL-120 USB
802.11b adapter). Generally if your client hardware supports operation with SSID disabled, it's not a bad
idea to run that way to enhance network security. However it's no replacement for WEP, MAC filtering or
other protections.

60




USER’S MANUAL OF BOSSW77 WIRELESS RADIO CPE Version: 5.4

3.15 What is Wi-Fi Protected Access (WPA)?
Wi-Fi’s original security mechanism, Wired Equivalent Privacy (WEP), has been viewed as insufficient for
securing confidential business communications. A longer-term solution, the IEEE 802.11i standard, is under
development. However, since the IEEE 802.11i standard is not expected to be published until the end of
2003, several members of the WI-Fi Alliance teamed up with members of the IEEE 802.11i task group to
develop a significant near-term enhancement to Wi-Fi security. Together, this team developed Wi-Fi
Protected Access.

To upgrade a WLAN network to support WPA, Access Points will require a WPA software upgrade. Clients
will require a software upgrade for the network interface card, and possibly a software update for the
operating system. For enterprise networks, an authentication server, typically one that supports RADIUS and
the selected EAP authentication protocol, will be added to the network.

3.16 What is WPA2?
It is the second generation of WPA. WPA2 is based on the final IEEE 802.11i amendment to the 802.11
standard.

3.17 What is 802.1x Authentication?
802.1x is a framework for authenticated MAC-level access control, defines Extensible Authentication
Protocol (EAP) over LANs (WAPOL). The standard encapsulates and leverages much of EAP, which was
defined for dial-up authentication with Point-to-Point Protocol in RFC 2284.

Beyond encapsulating EAP packets, the 802.1x standard also defines EAPOL messages that convey the
shared key information critical for wireless security.

3.18 What is Temporal Key Integrity Protocol (TKIP)?
The Temporal Key Integrity Protocol, pronounced tee-kip, is part of the IEEE 802.11i encryption standard for
wireless LANs. TKIP is the next generation of WEP, the Wired Equivalency Protocol, which is used to secure
802.11 wireless LANs. TKIP provides per-packet key mixing, a message integrity check and a re-keying
mechanism, thus fixing the flaws of WEP.

3.19 What is Advanced Encryption Standard (AES)?
Security issues are a major concern for wireless LANs, AES is the U.S. government’s next-generation
cryptography algorithm, which will replace DES and 3DES.

3.20 What is Inter-Access Point Protocol (IAPP)?
The IEEE 802.11f Inter-Access Point Protocol (IAPP) supports Access Point Vendor interoperability, enabling
roaming of 802.11 Stations within IP subnet.

IAPP defines messages and data to be exchanged between Access Points and between the IAPP and high
layer management entities to support roaming. The IAPP protocol uses TCP for inter-Access Point
communication and UDP for RADIUS request/response exchanges. It also uses Layer 2 frames to update the
forwarding tables of Layer 2 devices.

3.21 What is Wireless Distribution System (WDS)?
The Wireless Distribution System feature allows WLAN AP to talk directly to other APs via wireless channel,
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3.22

3.23

3.24

3.25

3.26

3.27

3.28

like the wireless bridge or repeater service.

What is Universal Plug and Play (uPNP)?

UPnP is an open networking architecture that consists of services, devices, and control points. The ultimate
goal is to allow data communication among all UPnP devices regardless of media, operating system,
programming language, and wired/wireless connection.

What is Maximum Transmission Unit (MTU) Size?

Maximum Transmission Unit (MTU) indicates the network stack of any packet is larger than this value will be
fragmented before the transmission. During the PPP negotiation, the peer of the PPP connection will
indicate its MRU and will be accepted. The actual MTU of the PPP connection will be set to the smaller one
of MTU and the peer’s MRU. The default is value 1400.

What is Clone MAC Address?

Clone MAC address is designed for your special application that request the clients to register to a server
machine with one identified MAC address.

Since that all the clients will communicate outside world through the WLAN device, so have the cloned MAC
address set on the WLAN device will solve the issue.

What is DDNS?
DDNS is the abbreviation of Dynamic Domain Name Server. It is designed for user owns the DNS server with
dynamic WAN IP address.

What is NTP Client?
NTP client is designed for fetching the current timestamp from internet via Network Time protocol. User can
specify time zone, NTP server IP address.

What is VPN?
VPN is the abbreviation of Virtual Private Network. It is designed for creating point-to point private link via
shared or public network.

What is IPSEC?
IPSEC is the abbreviation of IP Security. It is used to transferring data securely under VPN.
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4 Troubleshooting—Q & A
4.1 |am trying to log on the AP’s Web configuration page, but | do not see the login screen.
Answer:
1. Please make sure the IP address that you input on address field of IE browser is correct.
2.  Make sure the physical layer connection is established. If you are using wired to connect this AP, check
the relevant LAN LED whether is list or not.
3. On Dos Prompt screen, using “ping” command to probe this AP, check if you got reply from it.
4. Command: ping < Destination IP address>

4.2 | forgot my password, how to log on this AP for configuration?
Answer:
1. Reset the AP to factory default by pressing the Reset button for 5 seconds then releasing it.
2.  After release the Reset button, the AP will get back all setting to factory default and reboot system.

4.3 How to set the AP to factory default setting?
Answer:
1. Open the Enclosure.
2.  Reset the AP to factory default by pressing the Reset button for 10 seconds then releasing it.
3.  After release the Reset button, the AP will get back all setting to factory default and reboot system.

4.4 My AP will not turn on.
Answer:
1. Usuallyitis caused by the power is not connected.
2.  Please double check the power adapter if it connected to your AP and the other side is plugged into the
power outlet. If it still has no power, please contact your reseller.

4.5 | can’t access the AP from a wireless client.
Answer:
Generally to make the wireless client unable to access AP with following possible issues:
1. Settings are not the same among each wireless adapter.
2. Out of range.
3. IP Address is not set correctly.
Resolution:
Make sure that the mode, SSID, Channel and encryption settings are set the same on each wireless adapter.
Make sure that your computer is within range and free from any electrical devices that may cause
interference.
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