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About This Manual

This user manual is intended to guide professional installer to install the Korenix
Mobile Manager Utility (KMM) and how to configure the related setting in Cellular
Router/Gateway devices.

The software can be downloaded in Korenix web site. You can contact Korenix
Sales or Technical Service Window for further need.

Sales: Sale@korenix.com

Technical Service: Korecare@korenix.com
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Chapter 1 Introduction

1.1 Introduction

After the mobile devices are applied to the field, the issue of mobile devices’
access is an important topic of administrators. Due to the limited number of public
address, most carrier provider may offer you the private IP for the cellular router. The
carrier provider may have different IP policy, for example, the IP address may be
changed every a period of time, may get the different IP address while you reboot
the device...etc.

The Korenix Mobile Manager (KMM) is a simple utility to resolve the issue of
mobile devices’ inabilities to be accessed from the internet. With a PC and a public IP,
the PC can be the Mobile Manager Server. Configuring the Mobile Manager Server’s
IP address on your mobile device, then the up-to-date IP address, cellular type,
Ethernet port type... network status can be reported to the server. The utility also

provides you device management and maintenance features.

1.2 Major Features

® Easy tool for Korenix Mobile Devices’ management, Quick Start without
installing,

® Device Monitoring: Get live information about the mobile/cellular devices

® Cellular Type Management: Cellular type, SIM settings, User Info and GPS
Position information

® Cellular Communication Watchdog Enable/Disable and Auto-Reconnect settings

® Ethernet Port Management: Network Mode, LAN IP settings

® Device Maintenance: Backup and Restore the configuration file, firmware
upgrade,

® Event Log Window and Panel

Export and Save the connected status

® Low system performance request
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1.3 Typical System Architecture

Remote Field Control Center

60.25155.124 =
Port 2310 =

> O ~ Mobile Manager Utility

Port Forwarding
Port2310 = 192.168.1.54:2310
102 168.1.54:2310

Remote Cellular Router Firewall/Public IP Mobile Manager Server

After you have run the Mobile Manager Utility, the Computer you run becomes
the Mobile Manager Server of your remote cellular devices. You must have a public
IP for the Mobile Manager Server first, thus all the remote cellular devices can report
the latest IP and information to it.

In remote cellular devices, you can find the Mobile Manager Settings page in
Web GUI. Before delivering to the customer site, please “Enabled” the feature and
type the Server IP Address and specific TCP port of the mobile manager server, press

“Apply” and go to “Save” page to save the settings.

LY etiane33 20

5D Status Mobile Manager Settings
) Sywtem Thepe tetongs are only for Mobsle Manager resnghe mansgement
®_] Wireless
=23 Cellular Sarvid: | # Enabied
|_‘.9YJ( Sattings Sarved Address: 1598.184,10.4

L] 51M Security
l_"‘l'._ grnection Wachdeg

| Dwbug Made Control Port (Autosd:
L Mobile Manager Settings

&) GFS

Sarved Poim: 231

#) VPR apply | Cancel
&) Management
B2] Tools

Y Dwvioe Fromt Panel

L] Save

L] Logeet

L Rt

Between the Mobile Manager Server and Remote Cellular Devices, it is complex
and different environment may have different requests. The Public IP and open
specific TCP port for your Mobile Manager Server are MUST settings. You can check
the public IP address with your carrier provider. Normally, you must pay the cost to

keep the permanent public IP. After you have the public IP, you must open the
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specific public TCP port (or use default port number, 2310) for the mobile manager in

the router/gateway of your environment. If you install the Mobile Manager Server
behind the complex firewall of your office, you need to setup port forwarding rule, it
requests administrator privilege to change the setting in your firewall. Please check

with your IT engineer and ask them open the port for your server.

1.4 System Request

The Mobile Manager Utility does not request high system resource, the PC
performance is not quite critical for this application. However, if you want to monitor
many remote cellular devices, good performance computer is better to manager and
monitor them.

You don’t need to pre-install the software on your Window OS. The application
currently supports Window OS. You just need to double click it on your computer, the
application can be activated.

The user capacity of the application is not limited in current version, the free
download version will not charge you cost before end of 2016. We reserve the right

to define the user capacity, price and new functionality in the future.
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Chapter 2 KMM Configuration Guide

This chapter describes the Korenix Mobile Manager (use KMM to represent

Korenix Mobile Manager in following pages) configuration.

2.1Main Screen

Double click the KMM Utility to start the application. The figure shows the KMM

icon, you can see this after decompress the RAR file.

M

hobileManager
w1.0exe

You will be the Main screen and Login screen as below. You must login the

application first. The default User Name is “admin”, Password is “admin”.

JRSN—— s o e — —
| @ Karenix Mobile Manager v1.0 = = [l
File Configuration File Firmware Lag Hide Panel »» EditMode | Help I
Model Name Mac Address Device Hame IP Address Port Ve.. Status Last Connected Celular | Network i
i 1 |JelWaveZ31U-HSPA 00:12:77:21.00.FC Korenix3100fc 192.168.20.1 | 1} | ] |D1,scunmc1‘ed 0508/15 22:59:16 Cellular Statos Q i
| Last Update Time
Cellular Enable DIZABLE
Provider
Rereice Type
M Login = [= LT |
Signs] Stength
Connection Statos
Usemame: afmin Collular TP Address
Passord: sesns) G
BIM Index
tkagm SIM Selection 1
Losding Database Done SIM 1
] SIM Statos
APN
Luthentication Type CHAP
Vsername
FPassword
SIM 2
SIM Statos
APN
i Luthentication Type CHAP v

The Main screen includes the Configuration tool on the top, Device list and
status update, Cellular/Network configuration panel...etc. features. You can click
“Hide Panel” to hide the Cellular/Network panel. Enter “Edit” mode to change

configuration...etc. Please read below chapters for detail configuration.
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2.2Device Monitoring

To monitor the devices’ status with wider screen, you can click “Hide Panel>>".

Then the Main screen only displays the devices list as below.

Karenix Mobile Manager v1.0 = =
File Configuration File Firmware Log | EditMode | Help
No. Model Name Mac Address Device Name 1P Address Port Fersion Status Last Connected

1

2 JetWave3320 00:12:77:31:02:38 Torenix3 10238 192.168.10.104 65198 09b2  |[Connected 10/08/15 17:20:42

3 JetWave3320 00:12:77:31:02:3C korendx310235: 192.168.10.107 65198 0802 |(Connected 10M08/15 172042

4 JetWave3220 00:12:77:31.02:40 korenix?10240 192.168.10.111 65200 05902 |[Connected 1008415 17:20:55

5 JetWave3320 00:12:77:31.02:42 kiorenix? 10242 192.168.10.113 65201 0582 |[Connected 1008415 17:20:55

6 JetWave3320 00:12:77:31:02:3E korenix3102 3 192.168.10.109 65215 05b2  |[Connected 10/08/15 17:20:58

7 JetWave3320 00:12:77:31:02:32 horenix 310232 192.168.10.198 65218 09b2  |Connected 10/08/15 17:20:58

] JetWave3220 00:12:77:31.02:36 korenix?10236 192.168.10.102 65217 05902 |[Connected 100815 17.20:59

9 JetWave3320 00:11:44:33:55:66 korenid 0 192.168.10.132 65505 0582 |[Connected 100815 17:22:40

10 JetWave3320 00:12:77:3102:2E korenix31022e 192.168.10.194 49305 05b2  |[Connected 10/08/15 17:23:33

11 JetWave3320 00:12:77:31:02:30 Torenix 310230 192.168.10.196 49364 09b2  |Connected 10/08/15 172348

No. is a sequence number.

Model Name: The model name of your cellular device.

MAC Address: The MAC address of your cellular device. MAC address is a unique
address to identify your device in worldwide network.

Device Name: The device name of your cellular device. You can change the device
name in web GUI.

IP Address: The current IP address of your cellular device. The IP address may be
changed by your carrier provider, the remote cellular device will report the new IP
address to the utility after you correctly setup. This is the main purpose of this utility.
Port: The TCP port number of your cellular device. The port number should be the
same of the remote cellular device and mobile manager server.

Version: The firmware version of your cellular device.

Status: The current status of your cellular device. The status includes Connected,
Disconnected, Upgrading, Backup/Restoring... information.

Last Connected: The last connected time of your cellular device.

Note: While you exit the program, the above last updated remote cellular device will

be saved in the database automatically. They will be recalled when you open the
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program next time.

2.3 Tools

are some tools on the top of the main screen. Following are the configuration

guide of these tools.

2.3.1 File

In this function, you can Start or Stop monitoring the KMM monitoring function.
You can change the server and account setting in Preference, you can export the

device list in Export and Exit the program.

) Configuration File Firmware Log
] o Start Mac Address Dievice Mamne
. Stop O0:12:77:31:02:348 korend31023a
-ﬁ- Preference Q0:12:777:31:02:33 korendx310233
m Export 00:12:777:31:02:3C korentx3102 3
% Exit Q012777210240 koreni 310240

2.3.1.1 Start/Stop

The default setting is “Start” while you run the KMM program. The program will
poll the information of your remote device and accept the updated status.

You can change it to “Stop”, the program will stop to poll the devices’ status and
do not update the status here. However, it doesn’t mean that the device will also
stop generating packet to Mobile Manager Server. If you want your cellular device
stop updating status, you must disable the Mobile Manager Setting in you device as

well.

2.3.1.2 Preference

The Preference command allows you to change the Server setting and Account
settings.

Preference - Server
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Preference

...................

dle Tineowt | 600 Seconds

ServicePort | 2310

Polling Peroid | |30 Seconds
Lpply

Idle Time: The program will wait until the Idle Timeout time is expired while the
remote cellular device failures to update its status. The field defines the Idle Timeout
time in seconds and the volume here must be above 10 sec.

Service Port: This is the specific communication TCP port number between your
cellular device and mobile manager server.

Polling Period: This is a timer indicates the period the program asks for device’s

information actively.

Preference - Account

Preference

Sepeer | Account

Usemame: | ladmin Changs
Ol Passvord: |
Wew Password: |
Retvpe Pazswond |
Apply

This screen allows you to change the user name and password. You need to type old

and new password correctly. Please follow the above indication.
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2.3.1.3 Export

This is the command for you to export the device lists.
Choose “Export” in tool bar, you can see the popup screen, select the target
folder and type the file name. Click “Export” to export the information or “Cancel” to

cancel the command.

Export

Select file name

lzerfiCrwe Document\E MM Export

Export Cancel

After exported, you will find the file in the target folder. Below is an example of

the file name “KMM Export.csv”.

-

[#]EL] KMM Expart.csv 2015/10/8 T 0.. Microsoft Excel ... 1 KB

Right Click the “KMM Export.csv” and open it by Microsoft Excel or Word Pad. You

will see the remote cellular devices’ information.

222.csv - Microsoft Excel

12 A A Si=|=
H-A-dE- EE=
al - Fe | JetWave3320
A B D E F G I
1 |letWave3320 100:11:44:33:55:66 192.165.10.132 korenixtfl 0.562 201048415 18:35
2 JetWawe3d320 00:12:77:31:02:3C 192.168.10.107 korenix31023c 0.962 201045¢15 18:35
3 JetWave3320 00:12:77:31:02:38 192.168.10.104 koreniz310233 0.962 20104315 18:35
4 JetWaved320 00:12:77:31:02:42 192.168.10.113 korenix3 10242 0.562 201048415 18:35
5 JetWawe3d320 00:12:77:31:02:30 192.168.10.196 korenix310230 0.962 201045¢15 18:35
6 JletWave3320 00:12:77:31:02:34 192.168.10.105 korenix31023a 0.9b2 2010/8/15 18:35
7 JetWave3d320 00:12:77:31:02:3E 192.168.10.109 korenix31023e 0.962 201045¢15 18:35
g JetWave3320 00:12:77:31:02:32 192.168.10.198 koreniz3l0232 0.962 20104315 18:35
9 JetWaved320 00:12:77:31:02:40 192165810111 korenix3 10240 0.562 201048415 18:35
10 JetWave3320 00:12:77:31:02:2E 192.168.10.194 korenix31022e 0.962 201045¢15 18:35
11
1%

Note: The “Status” information will not be saved in KMM database, so that you will
not see the live status in the export file. If you want to check current status or the
change of status, please open the log window and save the log file. You can find more

history information.
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2.3.1.4 Exit

Select “Exit”, you will exit the application immediately without popup warning.
The device list will be saved and you can see them when you run the application next
time.

2.3.2 Configuration File

This is the configuration file command to Backup/Restore the configuration file
for your cellular device and you can permanently Save the configuration you
modified to the device.

Fi|e|Conﬂguration File | Firmware Log

[ Backup Maz Lddress Device Name
1 Bl Restore 00:12:77:3102:38  horenix31023a

: g7 Save 00127721 0%:38 | korenix®10238
JetWanve3 320 00:12:77:31.02:3C korendx3 1023
TetWave3320 | D0:12:77:31:0240 |  korenix310240

= | b | BD

2.3.2.1 Configuration File Backup

Select the target folder and give a name of the configuration file. Click Backup to
continue.

Configuration File Backup

Backup Configiration File

Backup Cancel
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2.3.2.2 Configuration File - Restore

Choose the “Restore”, then you will see the Configuration File Restore popup screen.

Configuration File Restore ﬂ

Restore Configuration File

mentsi3320-104_192 168.10.194 ofg

Restore Cancel

Click “...” and then select the file you want to restore.

| Restore Configuration File “
B | F 2k v BEeyER-
D | clearfi I!J Jet\Wave 3000 Series_v1 0_B-low.pdf
&} .. Cloudpe I!J JetWave 3220-low (2) pdf
%;ﬁﬁjzg =] . IiChariot ] Johnny_resume sxml
| MG-SOFT MIB Browser I.‘J Wallace Hsu resume (2325) pdf
@l My Music

. @kl My Pictures
£ =8 My Videos
) Outlock B2
] 3G Test Guide .ppt
|| 32 Live Demo_201405.jvp
B 3320-104_192.168.10.194.cfg

B] Andy_Chen Resume.doc
Ay 1] DCW30R pdf

Fi ¥ | desktop.ini
&) FLOO307T7.MP4

@ EEEHM: | 3320-104_192.168.10.194 cfg RARR )

e HEERT: | it - L H

Click “Restore” to continue the progress.
You can also see the updated status is changed to “Restoring...” in device list.

9 ‘ TetWave3320 ‘DD:II:44:33:55:66| koreniffEf0 | 192.168.10.132 ‘65505‘0.9132‘(:011113@&:1 ‘10.’08.’15 17:22:40

10 TetWane 3320 00:12:77:31:02:30 | korenix310230 192.168.10.196 49364 |0.9b2 |Comnected 10/08/15 172248

12 Ie 320 O0:12:77:31 022 022 192.165.10.194 51338 0962 restoring 10A08/15 17:51.58

Note: The Backup and Restore progress here is the same as you operate in local area
network. The program provides an option you can operate remotely through cellular

network.
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2.3.2.3 Configuration File - Save

This command helps you to save the configuration you changed to the remote

cellular device. This is a MUST step to permanent save the new configuration.

2.3.3 Firmware

Select the Upgrade to run the firmware upgrade progress remotely.

File Configuration File | Firmware | Log

Model Name 1 j Upgrade  Device Name

1 JetWawe s 32 O0:12:77:31.02.2 korenix 310238

TetWawe 3320 00:12:77:31:04:38 korenix310238

JetWanwe 3320 00:12:57:31:02:3C korenix 102350

Fa | L | B2

TetWane 3320 00:12:77:31:02:40 kovendx310240

After selected, you will see the Firmware Upgrade popup screen. Click “...” to

select the firmware file.

Firmware Upgrade “

Firware File Name

C AT OrwellDoclimentA 32 Live

Upzrade Cancel

Press “Upgrade” to continue the progress.

Note: The Firmware Upgrade progress here is the same as you operate in local area
network. The program provides an option you can operate remotely through cellular

network.
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2.3.4 Log

Korenix Mobile Manager Utility User Manual

There are two commands, Show Panel and Log Window.

File Configuration File Firmware |Log

Model Name Maz Address| {7] Show Panel
1 00:12:77:31; Log Window
2 TetWane 3320 00:12:777:31.02:38 korent#10238
3 JetWave3320 00:12:77:31:02:3C korenix31023:
4 TetWanve 3320 00:12:77:31:02:40 koreni=310240

2.3.4.1 Log - Show Panel

Show Panel command allows you to show the log information on the lower column
of the main window. The red area in below figure is the Log panel after you selected

“Show Panel”.

A1 Karenix Mobile Manager v1,0 -oIEH
File Configuration Fille Ferare Log Bl Fusar] v EdaMede | Help
Hodel Haze B Addo= Dirvion Mlacem IF hddass Peet Ve Shbe Lt Covummtd Colll Waybooak
I Bl | OITENOEN | komsociiiis WOISIGIE 65197 056 Conmmcd 005 172042 R A
i OOERTT I 0238 = E52 15310 DD GH9G D962 Consecied LODEA S 173047 - —
b eeesmd | 0002TNORR | omscdtia BRISIOIT  [8I0 0560 Comecd 10085 172042 LR
4 L ki) ._IIILITTSIWN _ Teamesc3 0040 PR A L] E!II] D582 Cnn-:bd ilm! 175 :":"'”
b | wMesdn | GETIRG | lowsadiong RIS ::san -amc.mm [z 172055 —
5 | W 3300 | 12 TrILOTIE | kamard1 023 E02 163 10 DD Eilli EIMG“-:H _Lms:?mm .MM
P e | 007000 | e 165 1610 ::sm: amcumu |1ooesas 1720 58 Commeion bam
g W 3300 OOERTT X 0235 j =8 P ik E52 163 10 D2 EEII'.‘ D5k2 Cnn-:bd LOOEAS 1720 59 Colinlag [F Abirew
5 | WMestED | 01560 | ool | IGIOIG 65505 05K Comecnd 1003 17040 i
L] [ W B30 | 12T ILOTIE | kamard ] e E02 163 10 LR H‘Iﬁ EIMC::-:H Ilm!!?ﬂﬂ ST Ieatise
[ *Mesd | OGETIAGN | lewwedlUZN | ISIGMIAIR (04|05 Comeced 10083 TT0ED £M Selecton 1
-1 ]
ETH S
]
Aeleatratss Typs CHAF
Dz
Fasrwrel
M
m Oct 08 17:20:05 CIT 2015 :Dewice Daleted: Model=foiFavel J00-HIPA  MAC=00: 12:77:30:00:FC , IP=190. 161 % ENR
vt 08 17:20:42 CZT 2015 :Dewice Cormectod: Noleleler¥awsdS20 ,MACe00:12:77:30:02: 08 , (Petil. 1ot 0 ] &1 |
m Dot 03 17:20:42 €5 2005 :Devbee Cormuttod: Model=JetWisd320 MACS00:12: 77:31:00:36 , [P=lt2, 163,11 [ AefwstesioaTops | CHAR
gt [l 17:20:42 €27 2015 :Dewice Cormecied: Model=deiWared3D0  MACSD0- §2: 77:30-0C: 50 | (P=002 Q&3 1 U rare
Mo el 1730080 2T PNE Tewice Maeeer rods HadeleTe W AT Warain- 19 774020 rPaid 18R ;1" Picrweed -

2.3.4.2 Log-Log Window

Select the “Log Window”, you will see the popup Log window as below figure. There
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are three small icons on the top, they are Save, Delete and Close.

&1 Log - 0 '

R

Thu Oct 08 17:20:05 CST 2015 Davice Deleted: Model=JetWave2310-HSPA MAC=00:12:77:31.00:FC .IP=192 168 201

Thu Oct 08 17:20:42 CST 2015 -Device Connected: Model=JetWave3220 MAC=00-12.77:21:02:3A IP=152 188.10.105 Version = 0.962
Thu Oct 08 17:20.42 CST 2015 :Device Connecled: Model=JefWave3320 MAC=00 12.77:31:.02:38 IP=192 163.10,104 Vession = 0.962
Thu Oct 08 17:20:42 CST 2014 -Davice Connected: Model=JetWave3320 MAC=00:1277:31:02:3C IP=152 108.10,107 Vession = 0,902
Thu Oct 08 17:20:55 CST 2015 -Device Connected ModelwJetWave2220 MAC=00:1277:21:02.40 ,IP=192.168.10.111 ,Venion = 0.962
Thu Oct 08 17:20.55 CST 2015 Device Connected. Model=JetWave3320 MAC=00.12.77.31:02:42 IP=152.1€8.10.113 Venicn = 0 902
Thu Oct 08 17:20:%8 CST 2012 :Device Connected: Mocel=letWave3320 MAC=00:12.77:31:02:2€ IP=192 188.10,109 Vension = 0.902
Thu Oct 08 17:20:58 CST 2015 Device Connected: ModelsjefWave3220 MAC*00:12.77:31:02:32 IP»1982 1€8.10.198 Venion = 0.962
Thy Oct 08 17:20:59 CST 2015 :Device Connecled: Mocdel=JjefWave3320 MAC=00.1277:31.02:30 IP=152 1€8.10.102 Vension = 0.902
Thu Oct 08 17:22:40 CST 2015 :Device Connected: Model=letWave3220 MAC=00:11:44:33:55:00 IP=192 1€38.10,132 Version = 0.902
Thu Oct 08 17:23:23 CST 2015 Device Connected: ModelnjetWave3320 MAC*00:12.77:31.02:2E IP»182.168.10.194 Venion = 0.952
Thy Oct 08 17:23:48 CST 2015 :Device Connected: Mocel=JefWave3320 MAC=00.1277:31.0230 ,IP=192.1€3.10,198 Vesicn = 0.902

= -> save

g -> Delete

# ->Close

Save: After click “Save” command, you will see the popup screen for you to browse
the target folder. Give the new name for the log file means you can save the log file.
Select the old log file name means you will replace the old contents.

Below is the figure that you can see the log file in the selected folder.

[¥]_| KMM Log 2015/10/8 FF0.. BE 10 KB

Delete: Delete the log information of the log window.

Close: Close the Log Window.

2.4Right Click Tool

Select the target and click the Right click of your mouse, you will see below

popup screen.
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File Configuration File Firmware Log

Model Hame Mac Address Dewice Name Ird

JetWave 332 -
4 Firmware Upgrade

2 Tetiave3320 i Configuration File Eﬁ? Backup
3 JetWane 3320 © Telnet @lﬁ‘ Restore
4 JetWave3320 :} Kick ,ﬁ Save
] JetWarve 3320 ” Delete 310242
5 JetWave3320 | £} Reboot Device wl02de |

There are some convenient quick commands.

The progress of the Firmware Upgrade and Configuration File Backup/Restore is the

same which described in above chapter 2.3.3 Configuration File and 2.3.4 Firmware.

Configuration File - Save: Save the configuration after you changed setting in edit
mode to the device.

Telnet: You can directly telnet to the selected device.

Kick: You can kick the selected device. The status of the device will be changed to
“Disconnected”. The entry will be kept, the program will wait next update from the
device. While you kick the device and export the device list to a file, you can still see
the entry.

Delete: You can delete the selected device. The entry will be deleted. While you
delete the device and export the device list to a file, you will not see the entry.
Reboot Device: You can reboot the selected device.

2.5Panel - Cellular/Network

The chapter describes the Cellular/Network configuration panel information.
Some of the fields are editable, you must enter the “Edit Mode” if you want to

change the settings.

2.5.1 Panel = Cellular

Below screen shows the Cellular Status. Some of the fields are editable, you must
enter the “Edit Mode” if you want to change the settings.
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File Configuration File Firmware Log Hide Panel = EditMode | Help
Model Name Mo Address Dievice Name IP Address Port Ve St Last Conmected Cellnlar | Network
1 JetWawve3320 00:12:77:21.02:34 korenix?102%a 192.168.10.10% 65197 | 0.9b2 |Connected 10,0875 17:20:42 Cellular Ststos Q
A Last Update Time 10-08 17:36:50
Cellular Enable ENABLE
3 JetWave3320 00:12:77:31:02:3C korenix31023c 192.168.10.107 65198 | 0.9b2 |Connected 10:08/5 17:20:42 _—
Provider NONE
4 JetWave3320 00:12:77:21:02:40 korenix310240 192 168.10.111 65200 |0.9b2 |Connected 100845 17:20:55 O EEE——
Service Tupe o Service
5 JetWawve3320 00:12:77:21.02:42 korenix#10242 192.168.10.112 65201 |0.9b2 |Connected 1008715 17:20:55 MEL 3500080431 57471
6 JetWave3320 00:12:77:31:.02:3E korenix31023%e 192.168.10.109 65215 |0.9b2 |Connected 10:08/15 17:20:58 Signal Stength 0dBm
7 TetWave3320 | 001277310232 | horenix310232 19216810198 [65216|0.9b2|Connected | 100815 17:20:50 Comotion St | Disconnected
] TetWave3320 | 0042773102:36 | korenie310236 10216810102 |A5217|0.0b2 Cannected 10085 17:20:50 Cellular TP Addres
9 TetWave3320 | O0:1144335566 |  komenidEftiD 19216810132 [65505|09b2 |Connected | 10A1BAS 17:22:40 0 Bl
10 JetWave3320 00:12:77:31.02:2E korenix31022e 192.168.10.194 49305 | 0.9b2 |Connected 1008715 17:23:33 STM Tndesx 1
11 JetWave3320 00:12:77:21:02:30 korenix310230 192.168.10.196 49364 | 0.9b2 |Connected 10:08/15 17:23:48 SIM Belection 1
SIM 1
BIM Status SIM not inserted
APN intermet
ALuthentication Type | CHAP
Username
Password
SIM 2
N SIM Status
Thn Oct DB 17:20:05 CST 2015 :Device Deleted: Model=JetVavel310-HSPA ,Mac=00:12:77:31:00:FC ,1P=102, 16~
Thn Oct 08 17:20:42 CST 2015 :Device Comnected: Model=JetWave3320 MAC=00:12:77:31:02:34 ,IP=1o2.1s8, 10 [ 220 |
Thu Oct DB 17:20:42 CST 2015 :Device Conmected: Model=TetWave3320 AC=00:12:77:31:02:36 | IP=102 168, 1 [ Avtentesbon Tope  |PAF
Thu Oct D8 17:20:42 CST 2015 :Device Commected: Model=TetWave3320 MAC=00:12:77:31:02:3¢ | [P=102 168, 1( | Usmame
Thn et DR 17-90-55 FST 9015 -Tiewire Cannartad- Madal=TetWawad390  WAC=MN-17-77-31-00-4A0  TP=107 168 1Y | Pasword
< > ha

Cellular Status: In here, you can Enable/Disable Cellular interface, see the Provider,

Service Type, IMEI, Signal Strength, Connection Status and Cellular IP address.

Cellular | Network

Cellular Status '
Last Update Time 10-08 17:36:50

Cellular Enable ENARLE

Provider NONE

Bervice Type Ilo Zervice

IMEI 359993043157421

Bignal Strength 0 dBm

Connection Statns Disconmected

Cellular [P Address

SIM Settings: In here, you can configure SIM Control and SIM card settings. If the

cellular supports dual SIM, you can change SIM selection and change SIM 2 settings.
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Al Control ”
SIM Index

BIM Belechon 1

Sl 1

slM Status
AFPN mtemet
Authentication Twpe | CHAP W

T zername

Pazrord

sl 2

Sl Status
AFN
Luthentication Twpe | CHAP

Tzername

Pagsrord

Advanced Settings: In here, you can Enable/Disable Cellular Communication

Watchdog, configure the watchdog timer parameters. You can also enable Cellular
Redundant if you inserted dual SIM cards.

GPS Settings: In here, you can Enable/Disable GPS function if you cellular product
supports GPS function and see the latest Latitude/Longitude location information.

Advanced
Watchdog Enable ENAELE W
Watchdog IF 8888
Watchdog Interval 1 W
Watchdog Fail Count | 1 W
LutoRecomnnect DIZABLE W
FecomnecionDelayr in (¥
EecomnectonFeties |1 W
Cellnlar Redwndant DISABLE v
GP:
G Ena BNABLE v
Latitude
Longitnde

Apply

After change the settings in Edit mode, press “Apply” to active the setting.
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After applied, please select the device and click the “Save” command in

Configuration File Toolbar. It means you can permanently save the new configuration.

M

File

Configuration File

B Backup
1 @ Festore

5 ﬁ Save

Firmware Log

Mac Address

0o:11:44

00:12:57:31.02.3C

2.5.2 Panel - Network

Below screen shows the Network/LAN Status. Some of the fields are editable,

you must enter the “Edit Mode” if you want to change the settings.

_ =
Hide Panel == Edit Mode Help

File Configuration File Firmware Log

Korenix Mobile Manager v1.0

Model Name Mo Address Dievice Name TP Address Port Ve Status Last Connected Cellular | Wetwork
1 JetWave33a0 | 001277310234 | komnix31023a 192168.10.105 (65197 0.9b2 Connected 10/0B/15 17:20:43 Last Update Time 10-08 17:36:51
2 Hetwork Mode ERIDGE
3 letWave3s20 | D0A27731023C | koreni3102% 192 168.10 107 (65198 0.9h2 Connected 10M8/1 5 17:20:42 LANTP Type STATIC
4 TetWaved320 | 004277310240 | Korenic10240 19716810101 |65200(0.0b2 [Connected. | LOAIBALS 17:20:55 IR AU il il
5 JetWave3320 | 00:12:77310243 | korenix310242 192168.10.113 (65201 |0.9b2 Connected 10/0B/15 17:20:55 LAN Retmasl R
LAN Gateway 102 168 10,90
6 JetWave3220 | D0:A277:31:023E | korenin3102% 192168.10.109 (65215 |0.9b2 Connected 10/08/15 17:20:58
LAN DNS1 8688
7 JetWave3320 | 00:2:77:3102:32 | korenbc310232 102168.10.198 (65218 0.9b2 Connected 10/08/L5 17:20:58
LAN DNS2 0000
] letWavess20 | 00277300236 | korenie310236 19216810102 (652170042 Connected 10M18/1 5 17:20:59
9 JetWave3320 | 00:11:443355:66 | korenidHitd 102168.10.132 (65505 0.9b2 Connected 10M0BA 5 17:22:40
10 | JetWave33a0 | D0A277:31.023E | komnix3102Ze 192168.10.194  [49305|0.9b2 Connected 1008415 17:23:33
1| JetWave3320 | 00277310230 | korenbc10230 102168.10.196 {49364 |0D.9b2 Connected 10/08/L5 17:23:48
Thu Oct 08 17:20:05 CST 2015 :Device Deleted: Model=JetWavel310-HSPA ,Mac=00:12:77:31:00:FC ,IP=192 16"
Thu Oct 08 17:20:42 €8T 2015 :Device Connected: Model=JetWave3320 MAC=00:12:77:31:02:34 ,[P=192, 162 1(
Thu Oct 08 17:20:42 C3T 2015 :Device Comnected: Medel=JetWave3320 MAC=00:12:77:31:02:38 | IP=192.18%. 1(
Thu Oct 08 17:20:42 €8T 2015 :Device Connected: Model=JetWawe3320 MAC=00-12:77:31:02-3C | IP=192. 142 1(
Thn Ort AR 17-90-55 F2T 015 -Newice Connerted: Wadal=Teilawadd2N WACSAN-12-77-31-M-40  1P=1G7 162 11Y oy
< >

After enter the Edit mode, you can change the Network Mode and LAN IP Settings,

for example the IP Address, Subnet mask, gateway and DNS settings.
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10-08 17:41:21
BRIDGE
STATIC

DHCE

Cellular | Network Cellnlar | Network
Last Update Time 10-03 17:41:21 Last Update Time
Network Mode BRIDGE : v || Metwork Mode
LAN IF Twpe LAN IP Twpe
LAN IF Address %O.JL.T;TER‘ - LAN IP Address
LAN Netmask 25525535510 LAN Netmask
LAN Cratewayr 192.168.10.90 L AN Gateweanr
L4aN DNEL gga8 LAaN DNEL
LAaN DNE2 0000 LAN D32
Note:

192.168.10.90
88848
0.0.0.0

After applied, please select the device and click the “Save” command in

Configuration File Toolbar. It means you can permanently save the new configuration.

File | Canfiguration File | Firmware Log

E;? Backup
1 @ Festore

5 ﬂ Save

Mac Address

00:11:44:33:55:A¢

00:12:57:31.02.3C
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Chapter 3 Appendix

In the chapter, we provide some reference information. In chapter 3.1 and 3.2,
we copied some related Web GUI configuration settings from our cellular device for
your reference. If you already well known of our product, you can ignore this chapter.

For the other Web GUI configuration we don’t select, you check the products’
user manual.

3.1 JetWave 2310 Cellular Web GUI

This chapter is copied from the JetWave 2310 Cellular Setting Web GUI. You can
find the description of the Cellular settings, SIM selection, Connection Watchdog and

Mobile Manager Setting.

3.1.1 Basic Settings

The system supports Dual SIM socket, you can select SIM 1 or SIM 2 as the
startup SIM socket, and configure whether the 2 SIM socket will Redundant with
each other or not.

For 3G SIM settings, normally, you can connect the 3G Gateway to the ISP
cellular network without configuring 3G setting. However, in some countries, before
the 3G gateway can access the ISP’s cellular data network, you may need to enter the
APN settings, User Name, Password, Authentication type... on the device. You can

use this page to configure the parameters.
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3G Basic Settings

Use this page to configure the parameters for 3G.

[] Disable 3G Interface

SIM Selection: ®sm1 Osimez
3G Redundant: O Enable (@) Disable
SIM1 Settings
User Name:
Password:
Authentication Type: ®cHAP O PaP
SIM2 Settings
User Name:
Password:
Authentication Type: @ cHaP O pap
Connect: Connect
Reconnection Delay: 30 (30-65535 Secs)
Reconnection Retries: (1-65535 0=Unlimited)
[] Enable Auto IP Report
IP Report to
URL:

Disable 3G Interface: You can disable the 3G interface manually.

SIM Selection: SIM 1 means the SIM socket 1, you can see the ID in the front
panel. SIM 2 means the SIM socket 2. Select one of it as the startup SIM socket.
SIM 1 is the default settings. Please insert the 3G SIM card to the SIM socket
you select.

3G Redundant: While you enable 3G Redundant, please insert the dual SIM
cards into the two SIM socket before power on the system. Then the Dual SIM
will be Redundant with each other while the primary 3G connection is failed.
The selected SIM number will be the primary SIM, the other one is backup SIM.
The redundant timer is based on your settings of Reconnection Delay and
Retries.

3G Redundant Timer = Reconnection Delay x Reconnection Retries + Reset
Module Time

For example, while the SIM 1 connection is failure for (30 seconds x 10 times +
30 seconds), the SIM 2 will become primary SIM after 330 seconds. The system
may take additional 30 seconds to exchange the SIM from SIM 1 to SIM 2.
Note: The 3G Redundant is only available while you insert two SIM cards into
the socket. If you only insert one, the 3G Redundant will not work.

Note: Please adjust the Reconnection Delay and Retires based on your
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application, if you requests shorter redundant time, you can modify the delay

time or retires times.

SIM 1/ SIM 2 Settings:
Assign below setting for the specific SIM card.

SIM1 Settings
APN: linternet |
User Name: | |
Password: | |
Authentication Type: ®cHAP (I PAP

APN: Every ISP has a specific APN (Access Point Name) assigned to its cellular
network. The system can read this name from the SIM card. You can also find
this setting by contacting your ISP to know this. Once you failed to connect your
3G cellular network, this is the first way you can check. Please check with your
ISP to know the APN and correctly input the setting through the page.

User Name: The user name for the 3G connection. Normally, this is provided by
your ISP.

Password: The password for the 3G connection. Normally, this is provided by
your ISP.

Authentication Type: You can select CHAP or PAP per your ISP request.
Normally, this is provided by your ISP.

Connect:

Reconnection Delay: 30 {30-65535 Secs)
Reconnection Retries: 10 (1-65535,0=Unlimited)

Connect: You can press “Connect” to re-connect the 3G connection of the
selected SIM card. This progress may take 30 seconds. You will see below popup

screen ask you wait 30 seconds.

Wait for 3G connecting.
Please wait for 29 seconds before attempting to access the device again...

Reconnection Delay: Reconnection Delay time is the delay time for each 3G
Retry.

Reconnection Retries: This is the times of Reconnection Retry. While 3G is not
connected, the system will retry the connection according to the Reconnection
Delay time and Retry times.

Note: You should not select the empty SIM and press “Connect” for the empty
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socket. This is error configuration.

Auto IP Report:

Most of the ISP assigns the dynamic IP address to the 3G clients and change the
IP address every period of time. While you need to remotely control the
gateway, you may need additional information generated from the remote 3G
client device. The Auto IP Report in JetWave 2310 can meet your need while
you need to know the IP address from the product.

Enable Auto IP Report: Press Enable Auto IP Report, the system will

automatically update the system information to remote server/URL.

IP Report to URL: Type the correct URL here for your Gateway report to. You

can build your own server, rent URL address from ISP or Google Cloud service
also supports this functionality. Please check with your ISP or create through
Google cloud.

Press “Apply” to activate the new setting.

3.1.2 SIM Security

This page allows you to assign the SIM security. If you (or ISP) already apply the
PIN number to your SIM card, you need to configure the correct PIN number for your
AP/Gateway.

After correctly enter the PID number, you can start the 3G connection or change

the new PIN settings.

SIM Security Settings

SIM 1

SIM Status SIM 0K

Humber of Retries Remaining: |2

SIM1 PIN:

Confirm SIM1 PIN:

Remember PIN: ' Enable @ Dizable

PIN Protection: Disable Disable PIN -
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3.1.3 Debug Mode

The page allows you to debug 3G connection. This is applied to JetWave
2310/2311-HSPA.

Debug mode

This page allows you to debug 3G connection.

| Save Log File: |

[] Enable Detailed Debug mode

| Apply | | Cancel |

Select “Enable Detailed Debug mode” and press “Apply” to activate the debug
mode.

Press “Save...” while the 3G connection is failure, you can know more about the
3GPP process done while 3G connection Retry.

3.1.4 Connection Watchdog

The page allows you to configure the connection watchdog.
In some country, the carrier provider may terminate your cellular connection

while you don’t transmit data for a period of time. This setting can help you keep the
connection always alive.

Connection Watchdog

This page provides a tool to configure the Connection Watchdog. If the failure count of the Ping reaches to
a specified value, the watchdog will reconnect the connection.

| Enable Connection Watchdog

IP Address to Ping: 8.8.8.8

Ping Interval: 60 }secunds
Failure Count To Reconnect:

| Apply ‘ ‘ Cancel ‘
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Enable Connection Watchdog: Select it to enable the settings.

IP Address to Ping: Type the target IP Address. The device will ping the target by

below settings.
Ping Interval: The interval time of the ping.
Failure Count to Reconnect: The failure count to reconnect. If the failure count

of the Ping reaches the specified value, the watchdog will reconnect the cellular

connection. It can help you keep the cellular connection always alive.

3.1.5 Mobile Manager Setting

With Korenix Mobile Manager Utility can help you collect the IP Address after
you installed the cellular devices in the remote field site. You can check the Mobile
Manager Utility User Manual for detail operation and configuration. The device acts
as the cellular router device, you can assign the target Server IP Address and specific
port (TCP port), then the device will automatically update the current IP address and
the new IP address once it is changed to the server.

Server: You can Enable or Disable the function. Default value is Disabled.

Mobile Manager Settings

These settings are only for Mobile Manager remote management .

Server: ® Enabled O Disabled
Server Address: |6D.251.55.126 |
Server Port: 2310 (1-65535)
Control Port (Auto:0): 23001 (0-65535)

‘ Apply ‘ ‘ Cancel |

Server Address: Type the Mobile Manager’s IP address in this field.

Server Port: The device will update info to server through this port. You can
assign specific TCP port number.
Control Port: The Control Port (TCP port) allows you to connect to the device.

You can assign specific TCP port number.
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3.2 JetWave Web GUI - Maintenance

This chapter is copied from JetWave 2310 Web GUI, Firmware Upgrade and
Configuration Backup/Restore functions. It helps you to understand the progresses of

our cellular devices.

3.2.1 Firmware Upgrade

In this section, you can update the latest firmware for your AP/Gateway. Korenix
provides the latest firmware in Korenix Web site. The new firmware may include new
features, bug fixes or other software changes. We'll also provide the release notes for
the update as well.

From technical viewpoint, we suggest you use the latest firmware before
installing the AP/Gateway to the customer site.

Note that the system will be automatically rebooted after you finished
upgrading new firmware. Please remind the attached users before you do this. If you
upgrade firmware 3G, the bandwidth may not enough (suggest 1Mbps) to upload
firmware file correctly, this is not suggested.

Firmware Upgrade

This page allows you upgrade the device firmware to a new version, Please do not power off the device
during the upload because it may crash the system.

Select File: Browse...

| Upgrade | | Cancel |

Type the path of the firmware in Select File: field. Or click “Browse...” to browse
the firmware file.

Press “Upgrade” to upload the firmware file to the AP/Gateway. After finishing
transmitting the firmware, the system will copy the firmware file and replace the

firmware in the flash. During the progress, please DO NOT power off your system.

3.2.2 Configuration File

The Gateway provides Configuration File Backup (Save Setting to File), Restore
(Load Setting from File) and Reset Setting to Default features.
With Backup command, you can save current configuration file saved in the

AP/Gateway’s flash to admin PC. This will allow you to go to Restore command later
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to restore the configuration file back to the AP/Gateway. Before you restore the
configuration file, you must place the backup configuration file to specific folder in
the PC. Users can also browse the target folder and select existed configuration file.
The AP/Gateway can then download this file back to the flash.
This Browse... mode is only provided by Web Ul. For CLI, please type specific

path of the configuration file.

Configuration File

This page allows you to save current settings to a file or load the settings from the file which was saved
previously. Besides, vou could reset the current configuration to factory default or reboot the device.

Load Settings from File: Browse... Upload

Save Settings to File: Save...

Reset Settings to Default: include 1P Settings

Backup (Save Setting to File): Press “Save...” to backup the configuration file to
specific path/folder in your computer.

Restore (Load Setting from File): Type the path of the configuration file or click
“Browse...” to browse the firmware file. The Browse feature is only supported in Web
GUI. Press “Upload” after the file is selected.

Reset Settings to Default: Press “Reset” can reset all the configurations, but not
included default IP address to default settings. If you want to reset the IP address to

default value, select “Include IP Settings”.
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