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     1.     

Dr.Web® Anti-virus for Linux                    
                                      
                   

         GNU/Linux         Dr.Web  Anti-virus  for
Linux      6.0.2                       

Dr.Web Anti-virus for Linux    

Dr.Web  Anti-virus  for  Linux                 GNU/
Linux                               

                                         
                                        
      Doctor Web                 OS        
                          Dr.Web Anti-virus for
Linux                                   
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Dr.Web Anti-virus for Linux                    
                 

         

                             
    

                     
                    

                     
                        
       Dr.Web Anti-virus for Linux
                 

SpIDer Guard                           
                     

                           
                         

                                
                          
                           
  

                                    
                          
                        
  

                                
                         
  Dr.Web Anti-virus for Linux          
                 

Dr.Web Anti-virus for Linux                      
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     2.                
          UNIX       Dr.Web Anti-virus for Linux    
                                root   
     

                              rpm   deb  
                               

Dr.Web Anti-virus for Linux                    ESP  
         EPM         EPM                 
                              GUI        
                   Dr.Web Anti-virus for Linux     
         EPM             

Dr.Web Anti-virus for Linux                       
                     

               GUI   
                             

                                      
                                       
     drweb-daemon                drweb-
common   drweb-bases                      

                  

EPM           Dr.Web                      
       Dr.Web Anti-virus for Linux                
     GUI                              
    Dr.Web                     
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Dr.Web Anti-virus for Linux                     
         

         

CPU
32bit/64bit     x86              
      64bit    32bit            
              

         
 

     154  MB                  

70  MB                       
                         

OS      2.6.x. GNU/Linux 

   Dr.Web                Dr.Web Anti-virus

for Linux                        
        

               GUI                    X
Window  System         X  Window  System        
                                

                                       

libglade2

libgtk2

base64

unzip

crond

    Linux  

Dr.Web Anti-virus for Linux          x86     x86  64   
  Linux             
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ALT Linux       4 - 6 (32   )        5-6 (64   )

Arch Linux (64   )

ASPLinux       12 - 14 (32   )

Debian       3.1 - 6 (32   )        4-6 (64   )

Fedora 14 (64-bit)   

Gentoo

Mandriva Linux       2009  CS4  (32   )  2010.x  (64  
 )

Mandrake 10

openSUSE       10.3-11 (32/64   )

PCLinuxOS 2010

Red Hat Enterprise Linux (RHEL)       4 - 6 (32   )    
    5 - 6 (64   )
Suse Linux Enterprise Server        9 - 11 (32   )      
  10-11 (64   )

Ubuntu       7.04 - 11.04

                                        
          Linux                           
   http://support.drweb.com/request/               
        

http://support.drweb.com/request/
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Dr.Web  Anti-virus  for  Linux                /opt/
drweb/,  /etc/drweb/,  /var/drweb/         ~/.
drweb/                              OS    

                   

/opt/drweb/  -                          

Dr.Web Updater  Perl      update.pl  

/opt/drweb/lib/ - Dr.Web Anti-virus for Linux     

               

/opt/drweb/lib/jp_scanner.dwl - Dr.Web Scanner

              

/opt/drweb/doc/  -                        

                                    
        KOI8-R  UTF-8               

/opt/drweb/man/ -               MAN     

/opt/drweb/epm/  -                        

                

/etc/drweb/  -                           

      drweb32.ini, drweb-spider.conf

/etc/drweb/drweb-spider/templates/  -       

                    Daemon           
                                
        

/var/drweb/bases/*.vdb -                 

      
/var/drweb/lib/ -                         

  drweb32.dll  

~/.drweb/  -                             

                     PID     

~/.drweb/quarantine/  -                  

                       

~/.drweb/bases/*.vdb -                   
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64bit    /opt/drweb/  lib64              

64bit                          
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Dr.Web for Linux       

Dr.Web  Anti-virus  for  Linux                     
  

drweb-workstations_[version  number]~linux_x86.
run  32-bit   

    drweb-workstations_[version  number]
~linux_amd64.run  64-bit   

                           

drweb-common:         drweb32.ini         

                         drweb    drweb 
           

drweb-bases:                        d

rweb-common                         

drweb-updater:                          

            drweb-common drweb-libs     

                    

drweb-daemon: Dr.Web Daemon                

drweb-bases drweb-libs                 

        

drweb-scanner: Dr.Web  Scanner               

  drweb-bases drweb-libs                

         
drweb-libs:                       

drweb-epm6.0.2-libs: GUI                   

     drweb-libs                       

  
drweb-epm6.0.2-uninst: GUI                

  drweb-epm6.0.2-libs                  

       

drweb-cc: Dr.Web Control Center               

drweb-spider drweb-scanner     drweb-
updater                         
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drweb-boost147:  Dr.Web  Control  Center    Dr.Web

Spider          drweb-libs               

          

drweb-agent: contains Dr.Web Control Agent       

          drweb-boost147 drweb-common     

                      

drweb-agent-es: contains files required to run      

   Dr.Web Agent                          
drweb-agent drweb-updater drweb-scanner  

                   

drweb-monitor: Dr.Web  Monitor               

   drweb-common drweb-boost147           

              

drweb-spider: Dr.Web  Spider                 

drweb-daemon drweb-boost147             

            

64bit         drweb-libs      drweb-libs32    

         64-bit          32-bit              
        

Dr.Web Anti-virus for Linux                      
             CLI     GUI                  
                                      
     

# chmod +x drweb-workstations_[version number]~linux_x86.run
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GUI                

1.GUI       

# drweb-workstations_[version number]~linux_x86/install.sh

                                    

  1.     

2.                    1              
              Dr.Web Anti-virus for Linux     
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  2.           

3.Confirm                

  3.     

4.                                  
             Language                 
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  4.             

1. Installing                                
   

  5. Installing  

                drweb-workstations_
[version  number]~linux_x86       install.
log            

5.  Finish                              
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  6.     

6."Close"                     

                    

GUI                                   
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Dr.Web Anti-virus for Linux             Y     Yes   
                   N     No              
                ENTER           
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                            Y     Yes     
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      root                          

# drweb-workstations_[version number]~linux_x86/setup.sh
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Dr.Web for Linux         

GUI             Dr.Web Anti-virus for Linux        
                          

# /opt/drweb/remove.sh

root         root              

GUI                                      
         

          drweb    drweb                  
     

                        

              /etc/drweb/software/conf/
              

                                   
                            

Dr.Web                                
                  [file_name].O      

                     

                                     
   

~/.drweb                              

      

                     cron       Dr.Web

Anti-virus for Linux                      crontab
                                

*/30 * * * * sh -c "(/home/user/.drweb/crontab-
check.sh  /opt/drweb/scripts/drweb-cc/update.sh
2>&1)>>/home/user/.drweb/crontab-updater.log"

              Dr.Web Anti-virus for Linux    Settings
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                           crontab        

    

0  9  *  *  *  sh  -c  "(DISPLAY=:0.0  /home/user/.
drweb/crontab-check.sh  /opt/drweb/scripts/
drweb-cc/start-scanning.sh  2>&1)>>/home/user/.
drweb/crontab-scan.log"

Dr.Web  Anti-virus  for  Linux                  
crontab                                
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GUI                   

1.Applications -> Dr.Web -> Removal of Dr.Web for Linux
                            GUI     
  

# /opt/drweb/remove.sh

                  

  7.     

"Next"                               
"Cancel"          

2.Select  Software                         
                         

Dr.Web Anti-virus for Linux                    
   EPM-packages       Dr.Web              
    GUI                            
      Dr.Web                         
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  8. Select Software  

"Select  All"                           "Select
None"                       

3.Confirm                               

  9. Confirm  

4.Removing                              
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  10. Removing  

5."Close"                    

                        

GUI                                    
    

1.                                     
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         Y     Yes       ENTER             
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         Dr.Web          http://officeshield.drweb.
com/drweb/                                
                                       
                                        
            

                                   
                        root      
       

Debian Ubuntu (apt)

Debian                                   
                               

wget -O - http://officeshield.drweb.com/drweb/drweb.key | apt-

key add -

   

curl http://officeshield.drweb.com/drweb/drweb.key | apt-key

add -

                      /etc/apt/sources.list
                     

deb http://officeshield.drweb.com/drweb/debian stable non-free

Dr.Web Anti-virus for Linux                      
    

apt-get update

apt-get install drweb-cc

Dr.Web Anti-virus for Linux                       
      

apt-get remove drweb-cc

http://officeshield.drweb.com/drweb/
http://officeshield.drweb.com/drweb/
http://officeshield.drweb.com/drweb/debian stable non-free
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               Synaptic                     
                 

ALT Linux PCLinuxOS (apt-rpm)

                      /etc/apt/sources.list
                     

32-bit version:

rpm http://officeshield.drweb.com/drweb/altlinux stable/i386

drweb

64-bit version:

rpm http://officeshield.drweb.com/drweb/altlinux stable/x86_64

drweb

Dr.Web Anti-virus for Linux                      
    

apt-get update

apt-get install drweb-cc

Dr.Web Anti-virus for Linux                       
     

apt-get remove drweb-cc

               Synaptic                     
                 

Mandriva (urpmi)

http://officeshield.drweb.com/drweb/drweb.key             
                                        
    

rpm --import <path to repository key>

                

http://officeshield.drweb.com/drweb/altlinux stable/i386 drweb
http://officeshield.drweb.com/drweb/altlinux stable/i386 drweb
http://officeshield.drweb.com/drweb/altlinux stable/x86_64 drweb
http://officeshield.drweb.com/drweb/altlinux stable/x86_64 drweb
http://officeshield.drweb.com/drweb/drweb.key
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http://officeshield.drweb.com/drweb/drweb-i386.urpmi-media

   

http://officeshield.drweb.com/drweb/drweb-x86_64.urpmi-media

                                

                                      
  

urpmi.addmedia drweb http://officeshield.drweb.com/drweb/mandriva/stable/

i386/

   

urpmi.addmedia drweb http://officeshield.drweb.com/drweb/

mandriva/stable/x86_64/

Dr.Web Anti-virus for Linux                      
    

urpmi.update drweb

urpmi drweb-cc

Dr.Web Anti-virus for Linux                       
      

urpme drweb-cc

               rpmdrake                     
                 

Red Hat Enterprise Linux Fedora CentOS (yum)

               /etc/yum.repos.d              

    

32-bit version:

[drweb]

name=DrWeb - stable

http://officeshield.drweb.com/drweb/drweb-i386.urpmi-media
http://officeshield.drweb.com/drweb/drweb-x86_64.urpmi-media
http://officeshield.drweb.com/drweb/mandriva/stable/i386/
http://officeshield.drweb.com/drweb/mandriva/stable/i386/
http://officeshield.drweb.com/drweb/mandriva/stable/x86_64/
http://officeshield.drweb.com/drweb/mandriva/stable/x86_64/
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baseurl=http://officeshield.drweb.com/drweb/el5/
stable/i386/

gpgcheck=1

enabled=1

gpgkey=http://officeshield.drweb.com/drweb/drweb.key

64-bit version:

[drweb]

name=DrWeb - stable

baseurl=http://officeshield.drweb.com/drweb/el5/
stable/x86_64/

gpgcheck=1

enabled=1

gpgkey=http://officeshield.drweb.com/drweb/drweb.key

Dr.Web Anti-virus for Linux                      
    

yum install drweb-cc

Dr.Web Anti-virus for Linux                       
      

yum remove drweb-cc

               PackageKit Yumex               
                       

Zypper package manager (SUSE Linux)

                             

zypper ar -t YUM http://officeshield.drweb.com/drweb/el5/stable/i386/ drweb

   

zypper ar -t YUM http://officeshield.drweb.com/drweb/el5/stable/x86_64/

drweb

http://officeshield.drweb.com/drweb/el5/stable/i386/
http://officeshield.drweb.com/drweb/el5/stable/i386/
http://officeshield.drweb.com/drweb/drweb.key
http://officeshield.drweb.com/drweb/el5/stable/x86_64/
http://officeshield.drweb.com/drweb/el5/stable/x86_64/
http://officeshield.drweb.com/drweb/drweb.key
http://officeshield.drweb.com/drweb/el5/stable/i386/ drweb
http://officeshield.drweb.com/drweb/el5/stable/x86_64/ drweb
http://officeshield.drweb.com/drweb/el5/stable/x86_64/ drweb
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Dr.Web Anti-virus for Linux                      
    

zypper refresh

zypper install drweb-cc

Dr.Web Anti-virus for Linux                       
      

zypper remove drweb-cc

                YaST                      
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                          Dr.Web  Anti-virus
for Linux              Dr.Web Anti-virus for Linux  
                         Register  using  the
serial number                                
    

  11.                         

             Continue             

       

30          
                    
                    
    

             
                     
          

              
  

                     
                      

             2                       
                                   
Doctor Web                               
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   Dr.Web Anti-virus  for  Linux                
                                
        

                              Dr.Web
Anti-virus  for  Linux                         
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      3. Dr.Web Anti-virus for
Linux   

           Dr.Web Anti-virus for Linux            
   

           Dr.Web Anti-virus for Linux            
                                       
                         

       

Dr.Web  for
Linux

                    

SpIDer  Guard                   
  /                      
              

                        
                          
                       

Scanner Quarantine Results         

Scanner                                
       

                              
   

Quarantine                             

                        

Results                             
           Dr.Web Anti-virus  for  Linux   
                     

                        

Tools                                
     

Help                      
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  12.              

             

Dr.Web Anti-virus for Linux        

                 

Applications->Dr.Web          Dr.Web  for
Linux       

                     

$ drweb-сс
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Dr.Web Anti-virus  for  Linux                  
            Dr.Web Anti-virus  for  Linux       
                              Dr.
Web Anti-virus for Linux             

Dr.Web Anti-virus for Linux        

       Dr.Web Antivirus               Quit
        

Dr.Web Anti-virus for Linux        SpIDer Guard    
                                     
                                    
                                  
                      

      Dr.Web Anti-virus for  Linux             
                                 
     

              

                                   
         Dr.Web Anti-virus for Linux              
                                       
                                       
Updater                           

Updater                          Scheduler   
                                       
                                     

Updater           

                 

Dr.Web Anti-virus for Linux           Updater
        Update          
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       Dr.Web Antivirus             
  Update        
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                        SpIDer  Guard        
                          Dr.Web  Anti-virus
for  Linux                                 
    SpIDer Guard                             
                           

SpIDer Guard              

                 

          SpIDer Guard         Enable     
Disable          

         Dr.Web Antivirus            
   Enable     Disable        

                              SpIDer
Guard                              
                                   
      

Dr.Web  Anti-virus  for  Linux          Dr.Web  Anti-virus
for Linux        SpIDer Guard             enabled  
disabled)      Dr.Web Anti-virus for Linux            
            Dr.Web  Anti-virus  for  Linux         
SpIDer Guard   disabled                        
    enabled              

SpIDer Guard                               
                                       
                                      
                                       
                     SpIDer Guard           
     1                              
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Increase of inotify subsystem limit

SpIDer  Guard                               
inotify                      inotify            
                SpIDer  Guard               
  

drweb-spider:  WARNING:  inotify  limit  is
exceeded

Inotify         fs.inotify.max_user_watches       

                                     

# sysctl -a | grep 'fs.inotify.max_user_watches'

                           

fs.inotify.max_user_watches = <digit>

<digit>      inotify          

                              

# sudo sysctl fs.inotify.max_user_watches=<digit>

<digit>             fs.inotify.
max_user_watches                         

                                

                           

1. /etc/sysctl.conf              

fs.inotify.max_user_watches = <digit>

2.                                    
        

# sysctl -p

                    (root)          

SELinux           OS

    OS SELinux              Dr.Web Scanner    
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  13.        

SELinux         OS   Dr.Web  Scanner      Dr.Web
Daemon                                  
           

                             Linux        
            SELinux                       
                                     
Linux                               

             policygentool               

                                         
                       2             

 : 

# policygentool drweb-scanner /opt/drweb/drweb.
real -     

# policygentool drweb-daemon /opt/drweb/drwebd.
real - Daemon
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[module_name].te [module_name].fc 

[module_name].if  3              

[module_name].te                           

       

checkmodule -M -m -o module-name [module_name].
te 

                        checkpolicy        

                   

                                       
  

semodule_package -o [module_name].pp -m module-
name

                                       
          

semodule -i [module_name].pp

              

                                       
                                       
                                     
  Dr.Web Anti-virus for Linux                     
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1.  Dr.Web Anti-virus for Linux                   
     

Figure 14. Displaying results of the current check.
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2.                                    
           

         –                      

       –                         

         –                       
    

                  –               
           

   3                                
                                   
                                    

                                
                                    

                                 
                       

3.                                   
                               

                                   
                                   

                                  
                                 
                     

4.                                 
                                  
                                    
                                 
                                  
                                  
       

5.                   Start                 
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  15.          

                                 
   

           Pause                  
    Continue             

           Stop             

                                       
                           Scanner      
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File                             
     

Details                        

Action                            
                            
                   

Time           

  16.           
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1.    1                              
                           (         
         SHIFT          CTRL           
           ) 

2.                  

                               

                                  
      

                                
                 

                     Dr.Web  Anti-virus
for Linux                          

Figure 17. Dr.Web         
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Doctor Web              http://vms.drweb.
co.jo/sendvirus/                   

3.          Dr.Web Anti-virus for Linux       
Action          

4.                     New scanning         
    

       

                  Doctor Web Help           

Dr.Web Help         

        Help                    

             Dr.Web Anti-virus for Linux        
                                     
  

https://vms.drweb.co.jp/sendvirus/
https://vms.drweb.co.jp/sendvirus/
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      4.      

          Dr.Web Anti-virus for Linux            
                        

                      

                                    
                

                 

           Doctor Web                  
            

                                  
   

                    

                   

     

Dr.Web Anti-virus for Linux            SpIDer Guard    
                                     
                                 Results
                                      
    

     

Dr.Web Anti-virus for Linux                   
     Results             
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  18.        

Results                       

        Clear          Results             
            

                                  
   

   

File           

Details                      

Action                            
                          
        

Date           

Dr.Web  Anti-virus  for  Linux                  
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Clear               Result           
                               
                               
                    Clear        
                              
                     

                         

     

                                      
                                     
                                      
        

                                        
                  

                       

1.                                    
                                   
                                 

2.                                     
                                    
                                  
     

1                                    
                                     
                                      
    2                                

                            .drweb          
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  19.        

                                     
                              

                                     

   

Quarantine           

Status                      

Original path                           

Date and Time                   

Type                               
                   1       
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1.                                      
                     SHIFT        
CTRL                 

2.                          

                                
       

                                
                      

                                 
            

          

1.  Tools        Setting       Dr.Web Anti-virus for
Linux            

  20.     

2.             

3.                                 
Save copies of deleted  files                   
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4.                                  
        

                             
                           
100%                           
                        

         

                                       
                                         
         

                   

1. Tools         Setting         Scanner       
Scheduler         

2.                                    
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  21.              

                       

1. Tools         Setting                  Update
       

  22.         

2.                  

Automatic –                         
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Update every –                 
Disable updates –                      
          Dr.Web Anti-virus for Linux    
                  

          

                                    
                                      
SpIDer Guard                   

                         

                   -                
                                  
                      

   -                        

   -                                  
  

     -                               
                                  
                                    
     hacktools                         
  

                                    -
                                   
      

                                   
                                
     

              

1. Dr.Web Anti-virus for Linux                  
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SpIDer Guard                         
             SpIDer Guard              
       

 

  23.             

2.                           

3.                         OK        
         Cancel             

             

                                       
            SpIDer Guard             

                           /.drweb        
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1. Dr.Web Anti-virus for Linux                  
                   

SpIDer Guard               Tools       
  Settings         SpIDer  Guard       
Exclusions         

                   Tools        
Settings        Scanner       Exclusions    
      

  24.          

                                  
                               
Quarantine                              
     

2.                          
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                   Scan archives     
          

SpIDer Guard     1                  
                              
             

                              
              

3.                         OK       
         Cancel             

     

Dr.Web Anti-virus for Linux                     
                   

       2        

SpIDer Guard                   

         SpIDer Guard       

          

1. Tools        Settings          Notifications     
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  25.     

2.                       

                       Sound      
                  

                          Sound
                                

                            
Sound                             
     Choose                        
                             
                             

Play sound              

3.                               

                              
      

                            
Notify                       

                             
  Notify                            
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           Dr.Web Anti-virus for
Linux      

1                        Dr.Web Anti-virus for
Linux                                    
           

      Dr.Web Anti-virus for Linux               
                       ~/.drweb          

 Doctor Web                           
     drweb32.ini     

                   SpIDer  Guard      Dr.
Web Antivirus  for  Linux          (drweb-spider.
conf     drweb-cc.conf      )          

            /opt/drweb/drweb32.key       

                                     
                                   
                                   
                   

Doctor Web       /var/drweb/lib/drweb32.dll
                                   
                               drweb32.
dll                     

SpIDer Guard     Control Center      

                                    
            

        

I      Dr.Web  Anti-virus  for  Linux        Dr.Web
Enterprise  Security  Suite                        
                                      
    Dr.Web Anti-virus for Linux                  
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1.                                     
                             

2. Tools        Settings         Mode        

3.                   Use  central  protection
server           

                                  
           Dr.Web Anti-virus for Linux        
                                
                                   
                                  
                

4. Dr.Web Anti-virus for Linux                 
                                
                                 
   

                               
IP        

                     

                                   
                          

                                
                    ID            
                               
                          

                  

1. Tools        Settings         Mode        

2.                     Use  central  protection
server                    

                Dr.Web Anti-virus for Linux  
                                 
                                   
   

3.                                   
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Tools        License Manager          

                                      
                                

       

30          
                    
                    
    

             
                     
          

              
  

                     
                      

           

Dr.Web Anti-virus for Linux                      
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            .key       Dr.Web  Anti-virus  for

Linux                                   

                                    
                                   
          

                                  
Dr.Web                               
                            

             .key                        

   zip            

                                      
                                

                     Dr.Web Anti-virus for Linux
                                     
      -              

           

                /home/<user name>/.drweb     
       Dr.Web Anti-virus for Linux             
                                 
          

                                 
                                 
                  

                                        
                                Dr.Web
Anti-virus for Linux                 

                        Get new license      
     Dr.Web Anti-virus for Linux                
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  26.                   

                    

1.               Specify path to an existing  key
file        

2.                                   
              

Dr.Web Anti-virus for Linux                   
             

                

1.                            

                 Register  using  the
serial number      Next          
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      Dr.Web Anti-virus for Linux         
    Demo version for 30  days      Next    
         4      

  27.       

2.                         Next         
  

  28.           

3.                                    
                        Dr.Web         



User Manual

69      4.      

        

  29.                  

   Dr.Web Anti-virus for Linux                
                       150        
                   150            
                                   
  

Next          
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   30.              

  31.                          

do not specify previous licence number          
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  32.        

4.                                  
                                
  Doctor Web                         
                      

5.                          Next           
                                 
              Dr.Web Anti-virus for Linux  
                       

Figure 33. Registration Finish window
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ERROR: Dr.Web ® Updater: key file not found !

See Dr.Web ® Updater log file for details.

             To  disable  this  notification,  comment  out
the line in /etc/cron.d/drweb-update     Updater        
              

# */30 * * * * drweb /opt/drweb/update.pl

2       

                                    
                                     
                                     

                               
                                
   4   1         

                                   25
                                     
                                     
                         

    

Doctor Web                               
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                   1                  
                                      
                    

                  

Doctor Web                              
   

                                         
                            Dr.Web Anti-virus for
Linux                                      
                                  

                                       
                                     
                                      
                                    
                                     
            

              Dr.Web Global Update  System      
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Central  Protection
Server

TCP, IPX, NetBIOS network

Anti-virus Network
Administrator

Transfer  of  updates  via
HTTP

Protected computer

Dr.Web GUS

  34.                   

           

Dr.Web® Enterprise Suite

Dr.Web®  Enterprise  Suite                       
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               Dr.Web Anti-virus for Linux        
             Dr.Web®  Enterprise  Suite           
                                     
                         Dr.Web  Anti-virus  for
Linux                     

Dr.Web  Agent                   drweb-
agent-es                          

              

1.                                    
                             

2. Tools       Settings                    

3. Mode          
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  35. "Mode"   

1.                   Use  central  protection
server                    

2.                Dr.Web Anti-virus for Linux  
                                
                             

Connection Settings                    
                             



User Manual

77      4.      

  36.       

         IP            

                      

                                 
                      

3.                           

Connection Settings                     
      5                     OK  
           

  Connection  Settings                 
                  OK            
             

                          su root 
          sudo                (sudo     
                       GNU/Linux     
 OS                              
        sudo   root               
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Figure 37. Selecting authentication method.

                                  
               Dr.Web Anti-virus for Linux     
                                  
                                
                

                  

Dr.Web Anti-virus for Linux                       
      Dr.Web Control Agent                   
                                       
            

                             2        
                 

                       

                     

                   

1.                                   
     ID                      

2.         Approve access  manually       

         web                       
                      

3.                     ID              
                 /var/drweb/agent/pwd   
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4.            Dr.Web Anti-virus for Linux       
                 

5.                                  
               

                  

1.                              ID   
                     

2.                                 ID  
               

  38.        

              ID                       
       /var/drweb/agent/pwd             

                             

3.            Dr.Web Anti-virus for Linux       
                 

4.                                
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        Web                  
     

Anti-virus  networks  operated  by  Dr.Web  Enterprise  Security
Suite                                      
                          

                     

                      

                            

                                    
                

Every time Dr.Web Anti-virus for Linux         Agent   
          Dr.Web for Linux                   
         Dr.Web SpIDer Guard                  
                                   web
                     

 Dr.Web ESS       Dr.Web Anti-virus for  Linux    Dr.
Web Scanner for Linux.                  

Dr.Web Scanner     Dr.Web SpIDer Guard            
                          Dr.Web  Anti-
virus for Linux                             
                 

    Server                              
            Server                      
                        

             

                     Dr.Web Anti-virus for Linux   
Dr.Web®  Enterprise  Suite                       
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1.                                     
                          web         
                  

2. Tools       Settings                    

3. Mode          

  39. "Mode"   

4.                     Use central protection server
                       

5.                 Dr.Web Anti-virus for Linux    
                                    
                                 SpIDer
Guard                      
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                             Dr.Web Anti-
virus  for  Linux          Dr.Web  Monitor      Dr.Web
Agent                         monitor.conf
    agent.conf -   /etc/drweb/               

Dr.Web Monitor    

      [Monitor]       RunAppList            

                                         
      AGENT    

Dr.Web Agent    

       [EnterpriseMode]        

UseEnterpriseMode          Yes             

        ServerHost                

ServerPort               

     Dr.Web Anti-virus for Linux                 
                                     
             RunAppList  =  AGENT            

UseEnterpriseMode = No ServerHost = 127.0.0.1 

ServerPort = 2193        

              /etc/drweb/drweb-monitor      

   ENABLE       1    0        
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Doctor Web Scanner  SpIDer Guard    Control Center    
                                        
    «-»                                
     -h        --help                        (

drweb, drweb-spider or drweb-cc)           

Doctor Web Antivirus for Linux      
Dr.Web Antivirus for Linux                  drweb-
cc          -h     --help                

Parameter Description

-a,  --agent  =
<path>

                ( "local:"      "unix:"
          )

-e, --es                

-c,  --conf  =
<file>

                        

-d,  --debug  =
<Errors  |
Alerts | Info
|  Verbose  |
Debug>

                 Errors Alerts 
Info Verbose Debug  

-v, --version                    

-s,  --scan

<path1 path2>
                          

                           

                           
                           
                         
            

-g, --guard Dr.Web SpIDer Guard     

-t, --tray         
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Parameter Description

-f, --fork             

-h, --help        

SpIDer Guard      
SpIDer Guard                  drweb-spider    

      -h     --help                

       

-c, --conf = 

<path to  file>{
path to file}

              

-r, --restart SpIDer  Guard                 
  

-s, --stdout                      stdout   
    

-d,  --debug  =
{level}

                   [0...10]
   0  -  quiet 2  -  error 4  -  alert 6  -  info 8  -
verbose 10 - debug    

-i, --idle SpIDer Guard              

-v, --version                    

-h, --help        

         

                         ("-")           
                      -? -h     -help         
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<path> or

[disk://]<path  to

device file>

                           
           .                   
                           
            ―           

disk://<path to device file>

-@[+]<file>                             
                            
"+"                            
           1                  
           

--                     STDIN     
     

-sd                        

-fl                               
               

-mask                 

         

                            

       

-al                           
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                         -path
             

         -ex                 

-ex         FilesTypes               
                      -ini      
                           
                

 EXE COM DLL SYS VXD OV?  BAT BIN DRV 
PRG BOO SCR CMD 386 FON DO? XL? WIZ 
RTF CL* HT* VB* JS* INF PP? OBJ LIB PIF 
HLP MD? INI MBR IMG CSC CPL MBP SH SHB 
SHS SHT* CHM REG XML PRC ASP LSP MSO 
OBD THE* NWS SWF MPP OCX VS* DVB CPY 
BMP RPM ISO DEB AR? ZIP R?? GZ Z TGZ 
TAR TAZ CAB LHA LZH BZ2 MSG EML 7Z CPIO

      -path              

         -al                 

-ar[d|m|r][n] *.tar          *.tar.bz2  *.tbz        
             ARJ CAB GZIP RAR TAR ZIP
    

      d  mr r                  
                            
                           
                          

-cn[d|m|r][n]                  HTML RTF PowerPoint
    

      d  mr r                  
                            
                           
                         

-ml[d|m|r][n]                

      d  mr r                  
                             
                           
                           

-upn LZEXE DIET PKLITE EXEPACK             
       

-ha                            
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d            

m                

r                               '#'  
      

n                                   
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-cu[d|m|r]                             
                           
                            
             -ic               
                          
                           
     -ic                       
    

-ic[d|m|r]                            
                            
                 

-sp[d|m|r]                             
                            
              

-adw[d|m|r|i]                            
                            
            

-dls[d|m|r|i]                            
                            
            

-jok[d|m|r|i]                            
                            
                

-rsk[d|m|r|i]                            
                           
                    

-hck[d|m|r|i]                            
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d            

m                

r                              '#'  
      

 i                                

                                  

                                      
                                     
       

             

                    

       

-v, -version,
--version

                           
     

-ki                          
 UTF8    

-go                               
                            
                            
                      

-ot      STDOUT        

-oq              

-ok                             
      Ok       

-log=[+]
<path to file>

                              
                           
                   '+'        

-ini=<path to

file>
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-lng=<path to

file>

                           
     

-ni                             
                              
      

 ns        SIGINT                 
        

--only-key             Control  Agent        
    

     «-»                             

-ar -cu -ha -ic -fl -ml -ok -sd -sp

     Scanner                      

$ drweb -path <path> -ha-

                               

-cu, -ic     -sp                          

                                      
                                     
           

-al      -ex                               

      

        (Scanner                           
     )  Scanner                  

-ar -ha -fl- -ml -sd

       Scanner       (                       
                         )             
                                «-»       
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(Word Excel)                               
                      

Scanner                                  
                                        
                                 

                                      
   

cu -                                

                  

icd -                 

spm -               

spr -                 

Scanner                                  
                                    
                                     
                                     
      

                                     
                                      
   Scanner             

Scanner                                 
                              (         
   )               

             Scanner                    
       (       «*.#??»               «#
»     )          OS(DOS/Windows             
                                    OS
                                      
   

               Scanner                     
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   A.             

                                      
                                      
                                      
                                       
                                     

                                    
                                       
                                      
                   

Doctor Web                       2      
      

         –                       
                                    
                                   
                                     
         

         –                       
                                
                                   
                IT                   
              PUP potentially  unwanted  programs 
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Doctor Web                                
      

         OS                          
                                   

        Microsoft®  Office                  
    Visual  Basic                         
                                    
                      Microsoft®  Word 
                                    
      

                                  
 OS                                  
                         Web         
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                           OS           
     

          

                                        
                                     
                                      
                                        
                                        
                                 

    1                                    
         RAM                              
                                       
                          RAM          
                                       
                               

                                     
                                    

Doctor Web                               
    

                                   
           

                POP3 SMTP            
  

                                     
ICQ IM IRC                
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                              Doctor Web   
                 

                                  
                                  
                                    
                              

                  OS              
                                   
                                     
                                   
                                    
     2                             
         UMR                        
      KMR    UMR                      
KMR                               
   

                                 
                                     
         

      Web                       DDoS 
                                 

                                 
              

        Web                            
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            Web                       
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                FTP           

          

                                        
                                        
                             

                 Dr.Web                  

   B.           

                              Dr.Web   
                                     
                                        
                    

    

           

                                    
                                     
                                     

                                     
                                     
          

           

                                      
                                     
                                      
CPU                                     
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     CPU                               
                                        
                       

           

                                       
                                    
                                   
                                     
                                       
                                      
                                      
                                       
            

                                      
 I              II              

Origins Tracing™

Origins Tracing™   Doctor Web          Dr.Web      
                                    
                                     
       Origins Tracing                        
     .Origin         

     

                 Dr.Web                  
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 Dr.Web                      

                                  
                                  
                                    
                                  
                                   
                   

                                 
                        #          
                                      
 OS MS-DOS® Microsoft®  Windows®             
                 OS                
                          

                                   
                                   
                             

                                 
   

   C.     

Dr.Web                                  
      http://support.drweb.co.jp/    Doctor Web        
           

                               
Doctor Web                   

 http://download.drweb.co.jp/                   
          

 http://support.drweb.co.jp/            

 http://wiki.drweb.com/    Dr.Web knowledge  database  
       

http://support.drweb.co.jp/
http://download.drweb.co.jp/
http://support.drweb.co.jp/
http://wiki.drweb.com/
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 http://forum.drweb.com/    Dr.Web              
  

                     http://support.drweb.co.jp/   
          web            Doctor Web       
                

       Doctor Web               http://company.
drweb.com/contacts/moscow          

   D.     

Doctor Web                               
                                       
                                     
                                     
             1                         
                                     
              

                  

Doctor Web                              
   

                                         
                            Dr.Web Anti-virus for
Linux                                      
                                  

                                       
                                     
                                      
                                     
                                     
         

              Dr.Web Global Update  System      
                   

http://forum.drweb.com/
http://support.drweb.co.jp/
http://company.drweb.com/contacts/moscow
http://company.drweb.com/contacts/moscow


User Manual

101  

                                         
                                   
                                         
                                    
                      

Dr.Web  Enterprise
Server

TCP, IPX, NetBIOS network

Anti-virus Network
Administrator

Transfer  of  updates  via
HTTP

Protected computer

Dr.Web GUS

  32.                   
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   Dr.Web                   Dr.Web® Anti-virus
for Linux       5.0                       
                      2          
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