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Access Control Systems

Chapter 1: Installing and Using Centaur

What Will | Find?

Centaur EQItIONS . . ... 2
INStAllAtioN OVEIVIEW . . . o oo e e e 3
CBNtAUN SBIVEL. . . . .ot e e e e 3
Centaur Administration Console (WOrksStation) . . ... ... .o 7
Setting Centaur as a Service Under WINAOWS. . . . . . ..ottt e e e e e e e 9
Plugging the Hardlock Key. . . . ... e 10
Starting the Centaur Server and SOfWare . . . .. ... 11
SOftware MOAUIES . . . . o 13

Centaur is an advanced and powerful access control management software. The following chapter contains important information
concerning the installation and use of this software.
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Centaur Editions

Centaur software is available in four editions.

Lite Edition
With the lite edition you can:

¢ Create 1 site

¢ Connect through serial port RS-232
e Create up to 512 cards

* Create 2 controllers

¢ Create up to 16 doors

Standard Edition

With the standard edition you can:

* Create 64 sites

« Connect to your site via TCP/IP, direct, or dial-up
« Create up to 2048 cards per site

¢ Create 16 controllers per site

« Create up to 128 doors per site

¢ Control up to 32 elevator carts

« Provide access to 64 floors per elevator cart

« Create 128 floor groups

Professional Edition
This edition includes all features of the Standard Edition, in addition you can:

« Connect to your site via TCP/IP, direct, or dial-up
« Create up to 8196 cards per site

« Create up to 64 controllers per site

¢ Create up to 512 doors per site

¢ Create up to128 elevator carts per site

Enterprise Edition
This edition includes all features of the Professional Edition, in addition you can:

¢ Create up to 16 384 cards per site

« Create up to 256 controllers per site

« Create up to 2048 doors per site

« Create up to 512 Elevator carts per site

Demo Mode

All editions will run in Demo Mode when a hardlock key is not detected. Communication is disabled when in Demo Mode.
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Installation Overview

This section details how to install the Centaur software including the Centaur Server and Administration Console (Workstation)
available on the Centaur 4.2 CD.

Each edition of the Centaur software (Lite, Standard, Professional, and Enterprise) has two different applications - the Server and
the Administration Console (Workstation). Please note that the terms Administration Console and Workstation both refer to the
same software User Interface, and are used interchangeably.

Centaur Server

The Centaur Server manages the controllers and maintains the access control system’s databases. The Centaur 4.2 CD includes

the Centaur Server, the Administration Console, several software features, and the reference manuals for these software features,
which are all automatically installed together. The reference manuals for Centaur hardware components are also available on the

Centaur 4.2 CD.

Computer Requirements (Centaur Server)

The Centaur software is designed to operate with IBM or IBM compatible computers running a suitable Windows operating system
as detailed in the “Operating System Requirements (Centaur Server)”.

* Pentium 4

« 512MB RAM (1GB for superior performance)

« 1GB recommended; 4GB for larger installations

* RS-232 serial port (depending on the installation, more than one may be required)

« For dial-up sites, the Centaur Server and each dial-up site requires a US Robotics Sportster 56k baud modem (external/
internal). Other modems can be used, but we recommend the above-mentioned modem. WinModems are not supported.

e Super VGA Monitor

Operating System Requirements (Centaur Server)
The Centaur Server has been tested on the following operating systems:

« Windows XP Home or Professional Edition (English and French) Service Pack 2
¢ Windows 2003 Server Edition (English and French)

* Windows 2000 Professional Edition (English, French, and Spanish)

« Windows 2000 Server Edition (English, French, and Dutch)

Other software requirements (available on the CD):
« DCOM
« MDAC 2.8
* Microsoft Database Engine (MSDE 2000)
« Microsoft Internet Explorer (version 6.0 or higher)
¢ Acrobat Reader 6.0 or higher
e XML 3.0 Parser
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Controller Requirements
¢ CT-V900-A Rev. 200/210/220/230/260 require firmware R2-C3-65 or higher.
¢ CT-V900-A Rev. 100/110 require firmware R1-01-79 or higher.

For more information on how to update the controllers, refer to “Online Controller Firmware Upgrades” on page 63 or Online Help.

Technical Support

For technical support in Canada or the U.S., call 1-866-610-0102, Monday to Friday from 8:00 a.m. to 8:00 p.m. EST. For technical
support outside Canada and the U.S., call 00-1-450-682-7945, Monday to Friday from 8:00 a.m. to 8:00 p.m. EST. Please feel free to
visit our website at www.cdvi.ca.
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Installing/Updating the Centaur Server

This section describes how to install or update the Centaur Server.

The Centaur Server software must be installed on the computer where all controllers are or will be connected.

%
YN

For new installations of the Centaur software or when upgrading to the Centaur 4.2 software from a previous version, you
need to upgrade the controller firmware version to R2-C3-65 or higher.

To install the Centaur 4.2 software on Windows 2000/2003/XP operating systems, you must be logged on as
Administrator.

Insert the Centaur 4.2 CD into the computer’s CD-ROM drive.

If the auto run feature is enabled, go to the step 3. Otherwise, click Run from the Start menu, type the appropriate drive
indicator (x:\) followed by setup.exe or click Browse to search for the setup.exe file. Click OK.

The Centaur 4.2 Setup window will appear. If this is a new installation of the Centaur software, click Next and go to the
next step. To update previously installed Centaur software, select Update, click Next, follow the on-screen instructions, and
click Finish.

The License Agreement window will appear. To install the Centaur software, select | accept the terms of the license
agreement, and click Next.

The Type of installation window will appear. To install the Centaur Server, select System management and
communication with control panels (Server and Workstation). If you wish to select a different folder destination for the
Centaur or MSDE software, click the appropriate Browse button, choose the folder destination, and click OK. Click Next.

The Administration Console is installed with the Centaur Server by default. The Centaur software is installed by default to
C:\Program Files\CDV Americas\Centaur. The MSDE software is installed by default to
C:\Program Files\Microsoft SQL Server.

The Selecting Languages window will appear. The Centaur Server supports three languages. English is automatically
supported by default. Select two other languages and click Next.

The Centaur Pre-Requisites window will appear. Setup automatically detects and lists which prerequisites have and have
not been installed on your computer. To install the required software components, click Next and follow the on-screen
instructions. If all prerequisites are already installed, the setup will skip this step (go to the next step).

When Setup has completed the installation of the Centaur software, the InstallShield Wizard Complete window will
appear. Select if you wish to restart your computer now or later. Click Finish.
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Before you can use the Centaur software, you must restart your computer.

An icon for the Administration Console is automatically added to your computer desktop.

The Centaur software manuals are automatically installed on your computer. To locate a software manual, click Start
->Programs ->CDV Americas >Centaur >Administration Console ->Manuals.

The Centaur hardware manuals must be manually installed on your computer. To locate the hardware manuals on the CD,
open Windows Explorer. Click on the appropriate drive indicator (x:\) from which the Centaur CD is inserted. Double-click the
Manuals folder. Double-click the Hardware Manuals folder. Copy and paste the manual(s) to the computer drive and folder
of your choice.

A\
%
%
%

In installations where remote workstations will access the Server through a network, DCOM must be configured on the Centaur
Server computer (refer to “DCOM Configuration” on page 183).
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Centaur Administration Console (Workstation)

This section describes how to install a Centaur Administration Console on a networked workstation.

The Centaur Administration Console is installed on a networked workstation computer using the Centaur 4.2 CD. The Centaur
Administration Console allows operators to monitor and manage the access control system remotely by accessing the Centaur
Server’s databases and its controllers through a network.

In order for a remote workstation to access the Server, DCOM must be configured on the Centaur Server computer
(refer to “DCOM Configuration” on page 183).

Computer Requirements (Workstation)

The Centaur software is designed to operate with IBM or IBM compatible computers running a suitable Microsoft Windows operating
system as detailed in the Operating System Requirements below.

¢ Pentium 4

« 512MB RAM (1GB for superior performance)
« 300MB free disk space

¢ Super VGA Monitor

Operating System Requirements (Workstation)
The Centaur Administration Console has been tested on the following operating systems:

« Windows XP Home or Professional Edition (English and French) Service Pack 2
¢ Windows 2003 Server Edition (English and French)

« Windows 2000 Professional Edition (English, French, and Spanish)

« Windows 2000 Server Edition (English, French, and Dutch)

Other software requirements (available on the CD):
« DCOM
« MDAC 2.8
« Microsoft Internet Explorer (version 6.0 or higher)
« Acrobat Reader 6.0 or higher
* XML 3.0 Parser
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This section describes how to install or update the Centaur Administration Console (Workstation).

1.

%

A\
%

Insert the Centaur 4.2 CD into the computer’s CD-ROM drive.

If the auto run feature is enabled, go to the next step. Otherwise, click Run from the Start menu, type the appropriate drive
indicator (x:\) followed by setup.exe or click Browse to search for the setup.exe file. Click OK.

The Centaur Setup window will appear. If this is a new installation of the Centaur software, click Next and go to the step 4.
To update previously installed Centaur software, select Update, click Next, follow the on-screen instructions, and click
Finish.

The License Agreement window will appear. To install the Centaur software, select | accept the terms of the license
agreement and click Next.

The Type of installation window will appear. To install the Administration Console (Workstation), select System
management only, will not communicate with control panels (Workstation only). If you wish to select a different folder
destination for the Centaur software, click the appropriate Browse button, choose the folder destination, and click OK.
Click Next.

The Centaur software is installed by default to C:\Program Files\CDV Americas\Centaur.

The Centaur Pre-Requisites window will appear. Setup automatically detects and lists which prerequisites have and have
not been installed on your computer. To install the required software components, click Next and follow the on-screen
instructions. If you already have all prerequisites, Setup will skip this step (continu with next step).

When Setup has completed the installation of the Centaur software, the InstallShield Wizard Complete window will
appear. Select if you wish to restart your computer now or later. Click Finish.

Before you can use the Centaur software, you must restart your computer.

An icon for the Administration Console (Workstation) is automatically added to your computer desktop.

The Centaur software manuals are automatically installed on your computer. To locate a software manual, click Start,
Programs, CDV Americas, Centaur Administration Console, and Manuals.

The Centaur hardware manuals must be manually installed on your computer. To locate the hardware manuals on the CD,
open Windows Explorer. Click on the appropriate drive indicator (x:\) from which the Centaur CD is running. Double-click the
Manuals folder. Double-click the Hardware Manuals folder. Copy and paste the manual(s) to the computer drive and folder
of your choice.
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Setting Centaur as a Service Under Windows

These instructions pertain to Windows 2000/2003/XP operating systems, and will enable the Auto-start service when OS starts
feature in the Centaur Service Manager. This feature will automatically start the Centaur Server when you start the computer. You
will only need to start the Centaur Administration Console.

1. If the Centaur Service Manager is already stopped and has been exited, proceed to step 5. Otherwise, click Start
->Programs ->CDV Americas ->Centaur =>Centaur Service Manager. The Centaur Service Manager window will

appear.

2. Click Stop. The Operator Logon window will appear.

@ The Operator Rights Validation window will not appear if Centaur is set as a service under Windows.

3. Enter your Centaur Logon ID and Password and click OK. The default Logon ID is Admin and the default Password is
Admin.

4. From the icon tray, right-click the Centaur Service Manager icon and click Exit.

—— Centaur Service Manager icon

5. To manually set Centaur as a service under Command Prompt, go directly to step 6. Otherwise, open Windows Explorer
and locate drive (C:). Double-click Program Files, double-click CDV Americas, double-click Centaur, double-click
Centaur Server, and double-click Service.bat. Proceed to step 7.

6. To manually set Centaur as a service under Command Prompt, click Start >Programs —~>Accessories >Command
Prompt.

a) The Command Prompt window will appear. Type cd\program files\cdv americas\centaur\centaur server and press
Enter.

b) Type spxsvr.exe /service and press Enter. Close the Command Prompt window.

@ Ensure that there is a space between spxsvr.exe and the front slash (/).

Command Prompt

Microsoft Windouws HP [Uersion 5.1.268081
CC> Copyright 1985-2881 Microszoft Corp.

C:sDocuments and Settingssfdugre*cdsprogram files“cdv americas“centaurscentaur server

C:sProgram Files“CDU Americas™CentaursCentaur Server’spxsvr.exe Aservice

C:»\Program Files~CDU Americas™Centaur~Centaur Server’_
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7. Click Start >Programs -»CDV Americas —»Centaur ->Centaur Service Manager.

8. The Centaur Service Manager window will appear. Select the Auto-start service when
OS starts check box.

9. If you want the Service Manager to verify every 5 minutes if the service is running or not,
and then start it if it is not running, select the Auto-restart service when stopped check
box. Close the window.

10. Restart your computer. The Centaur Service Manager will now start automatically. To run

Centaur you will only need to click Start >Programs -CDV Americas ->Centaur
->Administration Console »>Administration Console.

Plugging the Hardlock Key

© Centaur Service Manager E”§|E|

W Auto-start service when 05 starts

[~ Autorestart service when stopped

Status: Running

A hardlock key is required to enable communication with Centaur's controller. Centaur's software will run in Demo Mode when no
hardlock key is detected. The hardlock key is available in two different configurations, one for parallel port and one for USB port.

« The blue hardlock key is designed to be plugged into your computer USB port.

¢ The black hardlock key is designed to be plugged into your computer parallel port.

Plug the parallel or USB hardlock key identified as Server to the port of the computer used as the Centaur Server (Centaur Service

Manager).

Plug the parallel or USB hardlock key identified as Workstation to the port of the computer used as a workstation.

The hardlock key is required on the computer used as the Centaur Server as well as on each workstation. You must have
the hardlock key plugged in the Centaur server/workstation port before starting the Centaur Service Manager otherwise the

software will run in Demo Mode.
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Starting the Centaur Server and Software

This section describes how to start the Centaur software from the Centaur Server computer or a networked workstation. Note that
before starting the Centaur software from a networked workstation, the Centaur Service Manager must be started.

Starting the Centaur Server

You must have the hardlock key plugged in the Centaur server port before starting the Centaur Service Manager otherwise
the software will run in Demo Mode.

1. From the Centaur server computer, click Start >Programs -CDV Americas ~>Centaur »Centaur Service Manager.
The Centaur Service Manager window will appear.

2. From the Centaur Service Manager window, click the Start/Continue button. Once the Centaur Service Manager is

running, you can close the Centaur Service Manager window. Note that when you start the Centaur Service Manager, the
Centaur software will automatically start the MSDE or SQL Server.

Centaur Service MSDE (SQL Server)
Manager 1 ‘[ Service Manager
» %

The Auto-start service when OS starts and Auto-restart service when stopped check boxes in the Centaur Service
Manager window are only available when Centaur is set as a service under Windows, refer “Setting Centaur as a Service
Under Windows” on page 9.

To stop the Centaur Service Manager, click Stop. If the Operator Rights Validation window appears, enter your Centaur
Logon ID and Password, and click OK. The Operator Rights Validation window will not appear if Centaur is a service under
Windows (refer to “Setting Centaur as a Service Under Windows” on page 9).
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Starting the Centaur Software

1. From the Centaur server computer or from a networked workstation, click Start ®*Programs =CDV Americas =>Centaur
->Administration Console =2Administration Console. The Centaur Logon window will appear.

If you are starting a software module, click Start »Programs —-CDV Americas —=Centaur -Administration Console
-the appropriate software.

2. From the Centaur Logon window, type the appropriate Logon ID and Password. The default Logon ID is Admin and the
default Password is Admin. If you are trying to log on to a Centaur Server that is on a network, type the Server computer’s
network name or IP address in the Computer text box. From the Language drop-down list, select the desired language.
Click OK.

é To allow access from remote workstations, DCOM must be configured on the Centaur Server computer (refer to
“DCOM Configuration” on page 183).

When starting Centaur for the first time, a dialogue box appears asking if you would like to use the site configuration wizard.
Refer “Adding a Site” on page 24 for more information.
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Installing and Using Centaur

Software Modules

All software modules listed below unless otherwise specified, are automatically installed with the Centaur Server or Workstation
software.

FrontCard: This module provides an easy to use interface to program card properties and includes an advanced search
engine. For more information, refer to “Centaur Card Management Feature” on page 96.

Card Import/Export (Server only): This feature enables you to export Centaur card data to a .csv file or import a .csv file
containing card data into Centaur’s card database. For more information, refer to “Centaur Card Import/Export Feature” on
page 102.

Database Management (Server only): This feature allows you to control and manage the large and complex database files
of the Centaur software. You can back up and restore database files, purge events from selected sites during specific
periods, limit the size of database files and delete entire database files. For more information, refer to “Database
Management” on page 171.

Database Backup Scheduler (Server only): Centaur’s database backup scheduler enables you to schedule regular backups
of the Centaur databases. You can back up the Main database and the Event database separately, specify the location of the
backup files and select how often (daily, weekly, or monthly) the backup will occur. For more information, refer to “Database
Backup Scheduler” on page 178.

FrontGuard: This module uses events generated in Centaur to retrieve a picture and/or video feed to help you identify card
holders or to view the location where an event has occurred. For more information, refer to “Centaur’s FrontGuard” manual.

Locator: Designed to function with the Global Anti-Passback, this allows you to monitor when card holders enter and exit
designated doors in real-time, retrieve card holder information and print customizable card holder access reports. For more
information, refer to “Centaur’s Locator” online help.

WavePlayer: This Centaur feature is designed to enable a .wav file to be played on the computer when an event that
requires acknowledgement occurs. The sound can replay at programmed intervals until the alarm is acknowledged. For more
information, refer to “Centaur Wave Player” on page 181.

Pro-Report: This module features a user-friendly wizard for generating system reports. Generate quick (one-time), pre-
defined and scheduled reports for up to 10 different report types. You can also search, group and sort your reports. For more
information, refer to “Centaur’s ProReport” online help.

FrontView: The real-time graphic interface gives you point-and-click control over doors, relays, inputs, outputs, and
controllers through a graphical floor plan. For more information, refer to “Centaur’s FrontView” manual.

Diagnostic Tool: The Diagnostic Tool allows you to view your system information to ensure all of the components required to
run the Centaur software have been installed. Within the Diagnostic Tool's menu, you may save or copy your system
information to a specific folder on your computer or send it directly to our technical support team in the event that you require
assistance. This tool is also helpful in assessing which prerequisites your computer may require when upgrading to the latest
version of the Centaur software.
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Access Control Systems

Chapter 2: Understanding the Centaur User Interface

What Will | Find?
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AlArmMS WiNGOW . . .. e e 21
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The following chapter presents the structure of the Administration Console main window including the different windows, menus, and
buttons.
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User Interface Overview

The following picture demonstrates the Centaur User Interface structure.
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Menu
The menu gives access to the File, View, Options, Modules, and Help menus.
« The File menu gives access to the Exit sub-menu allowing to close the Centaur Administration Console application.
« The View menu gives access to the following:
* Toolbar: Allows to show or hide the Toolbar.
» Status Bar: Allows to show or hide the Status Bar.
* Refresh: Allows to refresh the Tree View and the Status windows.

The following submenus allow to select what events will be displayed in the Events/Status window. The following selections
are also available from the Toolbar (see “Toolbar” on page 19).

« All events: Refer to “Display All Events” on page 164 for more information.

« Access events: Refer to “Display Access Events” on page 164 for more information.

« Abnormal events: Refer to “Display Abnormal Events” on page 164 for more information.

* Acknowledged events: Refer to “Display Acknowledged Events” on page 164 for more information.

The following submenus allow to select what devices will be displayed in the Events/Status window. The following
selections are also available from the Toolbar (see “Toolbar” on page 19).

« Door status: Refer to “Displaying and Controlling the Status of a Door” on page 165 for more information.

* Relay status: Refer to “Displaying and Controlling the Status of a Relay” on page 166 for more information.

« Controller status: Refer to “Displaying Controller Status” on page 167 for more information.

« Input status: Refer to “Displaying and Controlling the Status of an Input” on page 168 for more information.

¢ Output status: Refer to “Displaying and Controlling the Status of an Output” on page 169 for more information.
« The Options menu gives access to the following:

e Options: Refer to “General Centaur Options” on page 160 for more information.

« Events Colours: Refer to “Event Colour Definitions” on page 161 for more information.

¢ Operator Timeout: Refer to “Operator Timeout” on page 162 for more information.

* Log File: Refer to “Log File” on page 162 for more information.
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¢ The Modules menu gives access to the following:

* FontCard: Refer to “Centaur Card Management Feature” on page 96 for more information.

¢ Card Import/Export: Refer to “Centaur Card Import/Export Feature” on page 102 for more information.
« Database Management: Refer to “Database Management Module” on page 172 for more information.
« Database Backup Scheduler: Refer to “Database Backup Scheduler” on page 178 for more information.
e FrontGuard

* Locator

* WavePlayer: Refer to “Centaur Wave Player” on page 181 for more information.

* Pro-Report

* FrontView

« Diagnostic Tool

e Headcount

« The Help menu gives access to either the Centaur help file or the about Centaur page.
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Toolbar
The Toolbar is divided in different categories as described in the following picture.

Events Status Selected Site Modules About

IH 0= v B @ @& + b [stel @2 e B0 BB > B 2

o
(]

Selected Site

Select which site to view and/or act upon.

Toolbar Buttons

The following table describes each Toolbar button.

KEYBOARD
CATEGORY |BUTTON DESCRIPTION SHORTCUT MENU

Events All events
Refer to “Display All Events” on page 164 for 1 View -> All
more information.

o=
[

Access events
Refer to “Display Access Events” on page 164 2 View -> Access events
for more information.

l

Abnormal events
Refer to “Display Abnormal Events” on 3 View -> Abnormal events
page 164 for more information.

Acknowledged events
Refer to “Display Acknowledged Events” on 4 View - Acknowledged events
page 164 for more information.

Status Door status
Refer to “Displaying and Controlling the Status 5 View -> Door status
of a Door” on page 165 for more information.
Relay status

Y Refer to “Displaying and Controlling the Status 6 View -> Relay status
of a Relay” on page 166 for more information.
Controller status

&p Refer to “Displaying Controller Status” on 7 View -> Controller status
page 167 for more information.

Input Status

o=
[

L

l

+ Refer to “Displaying and Controlling the Status 8 View -> Input status
of an Input” on page 168 for more information.
Output Status

b Refer to “Displaying and Controlling the Status 9 View -> Output status

of an Output” on page 169 for more information.
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KEYBOARD
CATEGORY |BUTTON DESCRIPTION SHORTCUT MENU
Modules Open FontCard
& Refer to “Centaur Card Management Feature” Ctrl-F1 Module -> FrontCard
on page 96 for more information.
" Open Card Import/Export
= Refer to “Centaur Card Import/Export Feature” Ctrl-F2 Module -> Card import/Export
on page 102 for more information.
Open Database Management Module
'ﬂ)' Refer to “Database Management Module” on Ctrl-F3 Module -> Database Management
page 172 for more information.
Open Database Backup Scheduler
dff Refer to “Database Backup Scheduler” on Ctrl-F4 Module -> Database Backup Scheduler
page 178 for more information.
— Open FrontGuard
& Ctrl-F5 | Module -> Front Guard
Open Locator
ﬁ Ctrl-F6 Module -> Locator
Open WavePlayer
CC]]] Refer to “Centaur Wave Player” on page 181 for Ctrl-F7 Module -> WavePlayer
more information.
Open Pro-Report
& Ctr-F8 | Module -> Pro-Report
Open FrontView
g Ctrl-F9 Module -> FrontView
Open Diagnostic Tool
. Ctr-F10 | Module -> Diagnostic Tool
Open Headcount
'33 Ctrl-F11 | Module -> Headcount
Open CMPP
El Allows loading or adding a card using a CMPP Ctrl-F12 Module -> CMPP
card enrolment station.
About About

wd

Gives information about the Centaur
Administration software, and CDVI Americas
contact information.
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Database Tree View Window

The Database Tree View window located in the left-hand portion of your screen allows to create and configure a site including all its
objects. From the Database Tree View window you can create and/or modify:

« “Sites” on page 23

* “Holidays” on page 39

¢ “Schedules” on page 43

« “Controllers” on page 49

* “Doors” on page 67

« “Access Levels” on page 83

e “Cards” on page 87

« “Elevator Control” on page 105
¢ “Relays” on page 109

* “Inputs” on page 115

e “Outputs” on page 125

* “Events” on page 133

e “Groups” on page 141

« “Security Levels” on page 150
* “Permissions” on page 151

* “Operators” on page 152

e “CCTV Commands” on page 155

Real-Time Events/Status Window

The Real-Time Events/Status window lists all the events or device status for the selected site (see “Selected Site” on page 19). Use
the View (See the View menu on page “Menu” on page 17) menu or the Toolbar button (See “Toolbar” on page 19) to select what
you want to view in the Real-Time Events/Status window.

When All events, Access events, Abnormal events, or Acknowledged is selected, the Real-Time Events/Status window displays
the following: Event Name, Description, Card holder, Field Time (date and time), and Logged Time.

When Door/Relay/Input/Output status is selected, the Real-Time Events/Status window displays the following: Door/Relay/Input/
Output Name, Address, and Status.

When Controller status is selected, the Real-Time Events/Status window displays the following: Controller Name, Address,
Status, Number of Cards, and Number of Errors.
Alarms Window

The Alarms window lists all the alarms related to all sites. The Alarms window displays the following: Site, Alarm Name,
Instructions, Description, and Field Time (date and time).
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Status Bar

The status bar is located at the bottom of your screen displays the following:
« Status: Indicates the status of the Administration Console.
« System Operator: Displays the current system operator login name.
« Server name: Indicates the name of the server.

< Communication: Indicates the site communication status. Refer to “Communicating with a Site” on page 38 for more
information.

« Keyboard: Indicates the status of your computer keyboard Caps Lock, Num Lock, and Scroll Lock keys.

Ready Adrministrator Local * LM I

Status System Operator Server name Communication Keyboard

Typing Names and Notes

1. When changing the name of a system component in the Database Tree View window (i.e. controllers, events, doors, etc.),
Centaur will immediately refresh the screen.

2. Please note that Centaur does not support more than 50 characters for Name fields and 255 characters for Notes fields.

3. Use the drop-down list on the right of certain text fields to type the text in more than one language (see Languages below
for more information).

Languages

The Centaur software is a trilingual software. Many of the text fields in the property windows (when programming sites, doors, etc.)
will have a drop-down list available. Use these drop-down lists on the right of certain text fields to enter item names and notes in
more than one language. When a Centaur Administration Console is installed on a workstation computer, you will be asked to select

one language. The Administrator Console will display the item names and notes in the language selected from the Administrator
Console’s login window.
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Chapter 3: Sites

What Will | Find?

AdAING @ S . . . oo e 24
MOIfYING @ SO . . . oo e e e 27
DelBtiNg @ SIte . . . . ottt e 38
Communicating WIth @ SIte . . . .. .o 38

Each site can monitor and operate a specific number of cards, controllers, inputs, relays, and multi-function outputs, depending on
the Centaur software edition being used.

The first step in setting up your system is creating and defining your sites. Once your sites have been defined you can begin
programming the remaining items such as controllers, cards, schedules, and doors. In the Sites branch, local sites will be
represented by a traffic light icon, remote (dial-up) sites will be represented by a telephone icon, and TCP/IP sites will be
represented by a network icon depicting five computers.
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Addi

ng a Site

Perform the following to add a site:

1.

4,

Using

The site configuration wizard guides
you through the minimum required
settings to get the site communicating
with its controllers. When starting
Centaur’'s Administration Console for

the first time or when adding a site, a St Bl | - SerialSetings
. . . CommunicationTvpe: | Direct [Serial Port) >
dialogue box appears asking if you o r COMPot1(CTL164} [COMT =]

would like to use the site configuration
wizard. If you click Yes, the Site &
Communication Setup window

appears.

1.

From the Database Tree View window (left-hand portion of your screen), right-click the Sites branch and click Add Site.
You can also click the Sites branch and press the keyboard Insert key.

A dialogue box appears requesting if you would like to use the site configuration wizard. The site configuration wizard
guides you through the minimum required settings to get the site communicating with its controllers. If you want to use the
site configuration wizard, click Yes and follow the steps detailed in “Using the Site Configuration Wizard (Recommended)”

on page 24. If you do not want to use the site configuration wizard, click No and go to step 3. If you do not want to add a
site, click Cancel.

In the New Site window, type the desired site name. We recommend using a name that is representative of the site such as
“Manufacturing Plant (Montreal)”.

Click OK.

the Site Configuration Wizard (Recommended)

Site & Communication Setup El

Please enter the Site name and select the desired communication settings.

Site Mame: |Manufactunng Flant (Montreal]

COM Port 2 [CTL B5-128)
COM Port 3 [CTL 123-192):
COM Port 4 [CTL 193-256):

Dialup Settings

In the Site Name text field,
type the desired site name.
We recommend using a name (D Cance
that is representative of the

site such as “Manufacturing Plant (Montreal)”.

From the Communication Type drop-down list, select the desired connection method. For more detailed information on
the available types, refer to “Selecting the Site Communication Type” on page 27. The site configuration wizard is dynamic,
therefore only options corresponding to the selected communication type will be available. Other options will be
unavailable.
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3. Set the remaining available
options as required and click
Next. For more information
on these options, which
include Baud Rate, Phone
Number, Modem, and Serial

Controller & Door, Setup Pz‘

Pleaze enter the number of Controllers you would like to add to the Site. &+ Apply default s=ttings to all controllers
Mumber of Controllers: - " Individually setup each controller

Contraller Default Settings Daor Default Settings

i Active W
Settings (COM Port o 5
Assignment), refer to “Site TP el Unlack Time: e
Communication Settings” on Pert Numzer
page 27 Input Canfig: |N/C Inputs = Reader Type: | Standard 26 Bit -
Num Daors: | 002 ha Lack Contral: | Derenergize -

4. From the Number of
Controllers drop-down list,
select the number of <Back [ Fnsh | Cancel
controllers you would like to
add to this site.

5. If you would like to apply the same controller and door settings to all controllers, select Apply default settings to all
controllers and go to step 6. If you would like to apply different controller and door settings to each controller, select
Individually setup each controller and go to step 7.

6. If you have selected the Apply default settings to all controllers check box:

a) Under Controller Default Settings, set the available options as required. For more information on these options,
which include IP Address, Port Number, and Input Config, refer to “Setting the Controller Input Configuration” on
page 57 and “Configuring the Controller Communication Settings” on page 57. Num Doors allow selecting the number
of doors to be created for each controller.

b) Under Door Default Settings, set the available options as required. For more information on these options, refer to
“Unlock Time” on page 74, “Selecting the Lock Control Type” on page 73 and “Reader Type” on page 56. Please note
that the Door Type option is not yet supported and therefore will be set to Access by default. Refer to “Selecting a
Door Type” on page 71 for more information.

c) Click Finish.
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7. If you have selected the
Individually setup each
controller check box:

Controller & Door, Setup Pz‘

Flease enter the number of Controllers you would like to add to the Site.

003 -

Contraller Default Settings

" Apply default s=ttings to all controllers

Mumnber of Controllers; & Individually setup each controller

a) Click Next.

Daor Default Settings
-

IP Address: ’7
Part Mumber: ’7
Input Config:

Murn Doors: :‘

Unlock Time: Sec
Fieader Type:
Lock Contral: :‘

< Back | Mext > |
Custom Controller, Setup E‘

Cancel |

b) Set the available options
as required for each

COntrO”er and CIiCk Next Contraller Mame | Address Active Input Config | Mum Doars
. . Controller 001 om [V Active N/CT 2
For more information on Controller 002 o2 v Active NAC 2
Controller 003 003 v active N/C 2

these options, refer to
“Controller Configuration”
on page 55. To change
the name of a controller,
double click on the name
of the controller that you
want to edit and type the
new name. Num Doors
fields allow selecting the
number of doors to be
created for each
controller.

c) Setthe available options,
which includes Door

name, Read er Protoco| , Contraller Mame Doar Name Doar Address Doar Type Feader Protacol Lack Chl Unlock Time = Doar Contact Fex np
Controller 001 Croor 0071:01 m Access Standard 26 Bit De-enemize 5 o 03

Lock Ctrl, and Unlock ControllerD0T  Door 00102 2 Aocess  Standad26BR  Deererdes 5 09 1

: H Controller 002 Dioor 002:01 m Aoress Standard 26 Bit De-energize 5 o 1]

Tim €, as reqUIrEd for Controller 002 Door 002:02 0z Access Standard 26 Bit De-eneraize 5 03 1
Controller 003 Droor 003:01 m Access Standard 26 Bit De-enemize 5 o 03

e?Ch dotor For trI:lore Controller 002 Dioor 003:02 02 Aooess Standard 26 Bit De-enerize 5 i) 1l

Information on tnese

options, refer to “Door

Settings” on page 71. To

change the name of a

door, double click on the

name of the door that you

want to edlt and type the Mote: Double click on the name of the door that you want to edit.

new name. To change

the Unlock Time, double < Back | Freh | Cemeel |

click on the value that

need to be changed, and

Mote: Double click on the name of the contraller that you want ta edit.

< Back | Mest » |

Cancel |

Custom Door, Setup _

enter the new value in seconds. To change the Reader Protocol and/or the Lock Ctrl, click on the desired controller

and select the new settings from the drop lists.
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To modify an existing site, from the Database Tree View window, right-click the desired site from the Sites branch and click
Properties. You can also select the desired site and press the keyboard Enter key. The Site Properties window will appear,

allowing you to configure the site.

General Site Properties

Select the Site tab from the Site Properties window. The Site tab will allow you to view
the site address as well as record the site name and any additional notes.

Changing the Site Name

Use the Site text field to identify the site location. We recommend using a name that
is representative of the site such as “Manufacturing Plant (Montreal)”. Also, refer to
“Typing Names and Notes” on page 22.

Typing the Site Notes

Use the Notes text field to record any additional notes that may be required. We
recommend that you keep a log of what settings were changed and when they were
changed. Also, refer to “Typing Names and Notes” on page 22.

Site Communication Settings

Select the Comms (Communications) tab from the Site Properties window. Each site can
be connected either locally, remotely, or through a TCP/IP connection.

Site Properties El
St | Comms | Cards | Floors | cCTV | CvPP |
Site: 2

Site: M anutactuning Flant [Montreal)

Motes:

Cancel

When a site is communicating (online) with the Centaur Server computer, you will not be able to modify the site
communication settings. This is to prevent any accidental disconnection from the Centaur Server computer.

Selecting the Site Communication Type

From the Type drop-down list, select the method of communication between the site
controllers and the Centaur Server computer. Use one of the following three methods:

Direct (Serial Port)

Select this method if this is a local site that will communicate with the Centaur
Server computer through the COM port. After selecting Direct (Serial Port), you
are required to further set the site properties. See “Selecting the Site Baud Rate”
on page 30, “Selecting the Site Speed” on page 30, “Selecting the Site
Communication Schedule” on page 30 and “Assigning COM Ports to Controller
Addresses” on page 30. All other settings will be unavailable.
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Baud Rate: | 19200 =
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Dialup (Modem)

Select this method if this is a remote site that will communicate with the Centaur Server computer through a modem. After
selecting Dialup (Modem), you are required to further set the site properties. See “Selecting the Site Speed” on page 30,
“Selecting the Site Communication Schedule” on page 30, “Assigning Dial-up Site Telephone Number” on page 31 and
“Assigning the Dial-up Site Modem Type” on page 31. If you do not set these properties, you will not be able to exit the Site
Properties window. All other settings will be unavailable.

Figure 1: Dial-up Site

REMOTE SITE

CT-VI00-A
Server Modem Modem 2.0Door Controller

; Ry | (First controller of a site)
Necess Contal Spstems - E e Q | "

SERVER

To other

controllers g
or (RS-485)

NULL MODEM DBE25 to DBS CABLE
7.6m (25ft) max.

] REMOTE SITE
! Modem CT-V200-A

2-Door Controllar
...... (First controdler of a site)

]
i 7.6m (25Mt)
* max.,

To other
remote sites

CA-A360-USB
RS-232/R5-485 Converter T ottar
Can be up o 1 220m controllers
{4000ft) away from {RS-4B5)
the controller

@ Using the Dialup connection method limits the amount of controllers to 64.
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TCP/IP (LAN/WAN)

Select this method to have a site controllers that communicate over a TCP/IP network. To do so, you must connect one or
more TCP/IP converter (CA-ETHR-A) as shown in “Figure 2”. The CA-ETHR-A converts the RS-232 communication protocol
into the TCP/IP protocol. After selecting TCP/IP (LAN/WAN), you are required to further set the site properties. See
“Selecting the Site Speed” on page 30, “Selecting the Site Communication Schedule” on page 30 and you must also set the
TCP/IP communication settings of each controller as detailed in “Configuring the Controller Communication Settings” on
page 57. All other settings will be unavailable.

The CA-ETHR-A converter is recommended as it has been tested with our products. Visit our website at www.cdvi.ca for
more information.

Figure 2: TCP/IP Connection

REMOTE SITE

CA-ETHR-A CT-Va00-A
TCPIP Converler 2-Door Controller
(First controller of a site)

LAN / WAN
To other
confroliers =il
{R5-485)
or
R5-232 CABLE
7.6m (25/t) max.

REMOTE SITE

CA-ETHR-A CT-Va00-A
TCPP Converler 2-Door Controfler
(First controller of a site)

7.6m (25M)

Start point of the RS-485

CA-A360-USBRS

confroller network., Furthest RS-232/RS-485 Converls

controllers can be up to 1220m R To other

(4000ft) from start point. controflers
(RS-485)
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Selecting the Site Baud Rate

It is important that the baud rate be set to the same value that is defined by the dip switch settings of the controllers (the
controller default setting is 19200 baud) in the site. Click the Baud Rate drop-down list, and then select the appropriate baud
rate from the list. This setting will only be available if the selected communication type is Direct (Serial Port).

Selecting the Site Speed

Click the Speed drop-down list, then select the appropriate speed from the list. This setting defines the speed of data transfer
between the Centaur Server computer and the site controllers. During normal operation, the speed should be set to Fast.

Selecting the Site Communication Schedule

A site can be programmed to automatically communicate with the controllers (go online) according to a schedule. When the
schedule becomes valid, the Centaur Server computer will automatically connect with the site until the schedule expires. Click
the Schedule drop-down list and select the desired schedule from the list. For more information, refer to “Schedule Periods” on
page 45.

Assigning COM Ports to Controller Addresses

Each site can support up to 256 controllers. The 256 controllers are divided into four controller loops of up to 64 controllers
each. Each of these loops must be assigned to a specific COM port.

¢ From the COM Port 1 (CTL 1-64) list, select a COM port. Controllers connected to the selected COM port will be
assigned addresses 1 to 64 (controller’'s DIP switch setting).

¢ From the COM Port 2 (CTL 65-128) list, select a COM port. Controllers connected to the selected COM port will be
assigned addresses 65 to 128 (controller’s DIP switch setting + 64).

¢ From the COM Port 3 (CTL 129-192) list, select a COM port. Controllers connected to the selected COM port will be
assigned addresses 129 to 192 (controller’s DIP switch setting + 128).

¢ From the COM Port 4 (CTL 193-256) list, select a COM port. Controllers connected to the selected COM port will be
assigned addresses 193 to 256 (controller’s DIP switch setting + 192).

By limiting the number of controllers on the COM port, the speed of communication is increased. Also, refer to “Viewing the
Controller Address” on page 52 for additional information on controller DIP switches and addresses. This setting will only be
available if the selected communication type is Direct (Serial Port).
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Figure 3: Example of COM Port Assignment

e Pt 1 pCTL 1 B4 [C0M 3 =
| Used by ancther Up To &4 Controllers
application = | @000 L o e e -
CT-VB00-4 RS-485 CT-V300-A
Controlier network up to Controller
Add Add
e 1 220m (4000f) e
RS-232
—

"™ Does not require RS-485
Converler (CA-A3E0-USE)
Modem Cable

Up to 8m (25ft)

ICOM ot 2 JCTL B5-126) OO0 4 e

Up To 64 Controllers

-------- S
CT-V300-A CT-Vo00-A
Controlier RS-4835 Controller
Address netwark up 1o Address
&5 1 220m (40001) 128

R&-232

o

™ Does not require RE-485

Comverer (CA-A3E0-LUISE)
Modem Cable
Up to Bm (25ft)

Assigning Dial-up Site Telephone Number

If the selected communication type is Dialup (Modem), type the dial-up site telephone number in the Phone Number text box.
When attempting to connect, the Centaur Server computer will dial the number recorded here and will try to communicate with
the remote site through a modem.

Figure 4: Example of Dial-up Site

Remote site telephone

Remote number; 555-1234. This

Dial-up Site is the number w"l; ﬁnulu

C ller Network enter in the ane
(Controller Network) Ritimiias st Rk sikiein

Assigning the Dial-up Site Modem Type

If the selected communication type is Dialup (Modem), from the Modem drop-down list, select the Centaur Server computer
modem that will be used to communicate with the controller network. We recommend to use US Robotics 56k hardware
modems (WIN modem are not supported).
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Updating the Controller Time Automatically

Select the Update CTL time automatically every 15 minutes check box to download the date and time from the PC to all
controllers in the site every 15 minutes. Clear the check box if you wish to disable automatic date and time update.

Enabling Offline Buffering (Outbox)

Select the Enable Offline Buffering (Outbox) check box if you want Centaur to automatically store any system modifications
performed while disconnected from the site (controllers offline) to an outbox table. Stored modifications are downloaded to the
controller(s) next time communication is established with the site (controllers online). This check box is selected by default.

Site Card Settings

Select the Cards tab from the Site Properties window. Each site can be jm =

. . . Sita Propartiec F|
programmed with different card settings. . e
Ste | Comms Code | CCTV | CMPP|

Upm Defabbe Cand Fredche

Defining the User Definable Card Fields Cuet: RN o) Duws2 fwnz ol
Customize the text field headings that appear in the User Defined Data tab of the 2 | ”_‘-' :'“_“ B
FrontCard window. Refer to “Typing Additional Card Holder Details” on page 94 for fottTee!  BiTmi2ireez b
. . Tedd [Tesd 3 ] Tets [Teds ]
more information.
TetS [Teth ] Tewtf [Tes 3]
¢ The text you type in the Text 1 to Text 7 text fields will appear next to the Ten? [Tea7 |

first seven text fields, respectively, in the User Defined Data tab of a
selected card. Fﬂmﬂfm Xk GOl =]

« The text you type in the T/F1 and T/F2 text fields will appear next to the two Ir E"""""ﬁ:‘;ml -
check boxes, respectively, in the User Defined Data tab of a selected card.

« The text you type in the Date 1 and Date 2 text fields will appear next to the "“E’w" *;"fp:':‘;; i )
two date fields, respectively, in the User Defined Data tab of a selected yeset pchedue: Nevm =
card. Resoet St passback. |

[iT3 | Corcel |

Example: The “Figure 5” shows the results of the defined User Definable Card Fields on the FrontCard window.
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Figure 5: User Definable Card Fields

Sita Propartiec EJ = FroniCard - 5ile : Sile 1

Ste | Comms Cods | CCTV | CMPR] | ’ "|‘|_ |f|gE| calal .l:l|
Uioe Dfrnalbe Cavdd Fredchi 1 | 1 1 1
Dael: [Heedln o] Da [EmDan  #| & ContHoides T User Detned Dota | i Prodo | @30 oo |
TF1: [FlTee o] THZ [Daplhe o |
Tt [HEE b Tew2 Wﬂ- r Hised On | Febrasgy 14 2008 =] ™ Checkd
T3 [Cay ] Teaa [Zp * | BithDate | Fetnasy 14, 2008 z] [ Chechi
Tet [Pt ] TetB: [Tite ] B Mame | ;]
Tewt 7 [Hoce J Addess | L]

_ Clitp | ﬂ

[+ Hessdscarsl Cad Murbais | 20 Dt (G Digits) '|

I Unigue PIN Humbers Ze | |

I Distrbuted Card Programming Phere Humbsr | L]

[ Esténded Accass Lol [Level 108)

Tais | -+
Muarrman Fosdy Musber. [5575 | | Hate | #|
Gbobal Andi-pa hack
raset pohedube: Nevm =
Resoet St passback. |
oK I Corcel

Hexadecimal Card Numbers

When the Hexadecimal Card Numbers check box is selected, the card numbers is entered using the hexadecimal format.
When this check box is cleared, the decimal format is used. This setting will also be used when displaying the card nhumbers in
the Real-Time Events/Status window. From list beside the Hexadecimal Card Numbers, select the type of the card [26 Bits
(6 Digits) or 30 Bits (7 Digits)] that will be used by the controller.

Enabling the Use of Unique PIN Numbers

When you select the Unique PIN Numbers check box, Centaur will not allow you to create a duplicate PIN. If you wish to use
duplicate PINs, clear the Unique PIN Numbers check box. Also refer to “P.I.N.” on page 93.

Enabling Distributed Card Programming

Select the Distributed Card Programming check box if you want Centaur to download only the cards that are required by each
controller, which is determined by each card’s assigned access level. This increases the number of cards available in your
controllers since less data is being stored in the database. For example, if your system has 50 controllers and a card’s assigned
access level contains only two doors—both from the same controller—then Centaur only downloads that card to one controller
instead of all 50 controllers. If you clear the Distributed Card Programming check box, Centaur sends all cards to all
controllers in the system.

Extended Access Levels (Levels 3/4)

By default, up to two access levels can be assigned to each card. If two access levels are assigned to a card, access is granted
as long as one of the two access levels is valid when the card is presented (refer to “Access Level” on page 92). Selecting
Extended Access Levels (Levels 3/4) check box will allow to extend to up to four card access levels. The extended access
levels feature requires firmware R2-C3-68 in order to function correctly.
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Selecting the Cards Maximum Family Number

Each access card has a unique number consisting of two parts. The Family Number is always the first part of the number and is
usually followed by a colon (e.g. 247:1234) and the card number. The family number can be found printed directly on the card or
written on a cross-reference sheet. From the Maximum Family Number drop-down list, select the appropriate value as detailed

below.

Table 1: Selection of the cards maximum family number

MAXIMUM FAMILY NUMBER VALUE

LENGTH OF THE FAMILY CODE

0 No family code

255 Family code at 1 Octet
65,535 Family code at 2 Octets
16,777,215 Family code at 3 Octets

4,294,967,295

Family code at 4 Octets

Selecting a Site’s Global Anti-Passback Reset Schedule

In the Global Anti-passback reset schedule list, select the schedule that will reset the global anti-passback status of all card
holders to unknown. This applies only to doors set as Global Entry or Global Exit (see “Global Entry or Global Exit" on
page 71) and does not apply to the local anti-passback status of the controller (see “Controller Anti-passback Settings” on
page 60). The reset occurs at the start of every period in the selected schedule (refer to “Schedule Periods” on page 45) or

when clicking on the Reset Anti-passback button.

Reset Anti-passback

The Reset Anti-passback button is used to manually reset the global anti-passback status of all card holders to unknown. This
applies only to doors set as Global Entry or Global Exit (see “Global Entry or Global Exit” on page 71) and does not apply to
the local anti-passback status of the controller (see “Controller Anti-passback Settings” on page 60).
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Site Floor Settings

Select the Floors tab from the Site Properties window. The first step in setting up

elevator control is to define the number of floors in each site and to give a name to each of kAL )
these logical floors. Up to 64 floors can be controlled per site. Ste | Comms| Cards  Floois | oeTv | cvipp |
MNurnber of floors:
Number of Floors
Flaor Mame Flaar Humber A
Define the number of floors that need to be controlled for the selected site by typing a E:gg;‘z !
value between 01 and 64 in the Number of floors text field. Fior 3 3
FIEE:S 5
e Floor & B
Floor Definition E:EEI; ;
Right-click the desired floor, select Rename, type the desired name and press the E:EE: 190 ?0
keyboard Enter key. Please keep in mind that when setting up elevator control, the Foor1? b
floors always refer to a building’s logical floors and not their named floors as shown in Floor 14 b
“Figure 6”. Clome 15 " v
Figure 6: Building's logical floors
Site Properties E|
Logical Floor #8 (5) Fifth Floor T [l (B [ oo [ [ 7|
. Nuraber of flaors:
' (4) Fourth Floor =
(3) Thlrd F|00I’ F|UU.[N6ITIE Floor Number ~
(2) Second Floor St TR
(1) First Floor i .
Second Floar 5
(G) General Floor Thid Floc 8
: (SB1) Parking Level 1 .;.m g
Logical Floor #1 (SB2) Parking Level 2 Poar 10 1
Floor 12 12
Floar 13 13
i " v
Cancel
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Site CCTV Port Settings

If a site requires CCTV control, you must activate CCTV control to define through which

COM port the CCTV commands will be sent and what communication settings the COM lielepeties X
port will use. Select the CCTV tab from the Site Properties window. 5 [Cone [Ed [Feec [ 507 [T
. i . [ Activate CCTY Cantral

Activating CCTV Control for a Site couper ]

Select the Activate CCTV Control check box if you want Centaur to process CCTV Baudratz:

commands. Whenever an event occurs that is assigned a CCTV command (refer to Data Bits:

“Selecting the CCTV Command for an Event” on page 140), Centaur transmits the Paiy [0aa ]

CCTV command to the video switcher connected to the selected COM Port. If you do sopBits [T <]

not activate CCTV Control, Centaur ignores any CCTV command assigned to system F@mmt [on o

events.

Selecting a Computer COM Port for CCTV

From the COM Port drop-down list, select the computer COM port used to

communicate the CCTV commands to the video switcher. Connect the video switcher

to the selected COM port. The selected COM port will use the communication

settings defined by the Baudrate, Data Bits, Parity, Stop Bits, and Flow Control Cancel

lists.

Selecting a Video Switcher Baudrate

In the Baudrate list, select a baud rate that is compatible with the video switcher connected to the selected COM port.

Setting the COM Port Communication Parameters

Select the required data bits, parity, stop bits, and flow control settings to communicate with the video switcher connected to the
selected COM port. Set the following parameters as required:

Data Bits

From the Data Bits drop-down list, select the number of data bits required to communicate with the video switcher connected
to the selected COM port. This value is the number of bits used to represent one character of data. Most forms of data require
eight bits.

Parity

From the Parity drop-down list, select a parity value that is required to communicate with the video switcher connected to
the selected COM port. Parity check is an error detection technique that tests the integrity of digital data within the computer
system or over a network. Each time a byte is transferred or transmitted, the parity bit is tested.

Stop Bits
From the Stop Bits drop-down list, select the number of stop bits required to communicate with the video switcher connected
to the selected COM port. The stop bit is transmitted after each character.

Flow Control

From the Flow Control drop-down list, select the flow control type required to communicate with the video switcher
connected to the selected COM port. Flow control determines the timing of signals and enables slower-speed devices to
communicate with higher-speed devices. There are various techniques, but all are designed to ensure that the receiving
station is able to accept the next block of data before the sending station sends it.
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Activating and Configuring CMPP Card Enrolment Station

The CMPP feature allows using a card enrolment station that reads a card/badge and S Prinarties )
automatically shows the card number (“Hexadecimal Card Numbers” on page 33). If a site
requires CMPP, you must activate CMPP to define the card type and through which COM | 5% | Gomns | casi | cory Cuee |
port the CMPP commands will be sent and what communication settings the COM port ~ )
will use. Select the CMPP tab from the Site Properties window. P bt COTE
COM Pert: |08 1 =
Activating CMPP for a Site Bause 3600 ]
DalaBilz |0 |
Select the Activate CMPP check box to allow Centaur to use CMPP card enrolment Puiy [Nome E
station capability. S ]
Fiows Cortil | Hom =
Selecting a Computer COM Port for CMPP
From the COM Port drop-down list, select the computer COM port used to
communicate the CMPP commands to the card enrolment unit. Connect the card
enrolment unit to the selected COM port. The selected COM port will use the
communication settings defined by the Baudrate, Data Bits, Parity, Stop Bits, and
Flow Control lists.
Ok I Corcel

Selecting a card enrolment unit Baudrate

In the Baudrate list, select a baud rate that is compatible with the card enrolment unit connected to the selected COM port.

Setting the COM Port Communication Parameters

Select the required data bits, parity, stop bits, and flow control settings to communicate with the card enrolment unit connected
to the selected COM port. Set the following parameters as required:

Data Bits
From the Data Bits drop-down list, select the number of data bits required to communicate with the card enrolment unit
connected to the selected COM port. This value is the number of bits used to represent one character of data. Most forms

of data require eight bits.

Parity

From the Parity drop-down list, select a parity value that is required to communicate with the card enrolment unit connected
to the selected COM port. Parity check is an error detection technique that tests the integrity of digital data within the
computer system or over a network. Each time a byte is transferred or transmitted, the parity bit is tested.

Stop Bits
From the Stop Bits drop-down list, select the number of stop bits required to communicate with the card enrolment unit
connected to the selected COM port. The stop bit is transmitted after each character.

Flow Control

From the Flow Control drop-down list, select the flow control type required to communicate with the card enrolment unit
connected to the selected COM port. Flow control determines the timing of signals and enables slower-speed devices to
communicate with higher-speed devices. There are various techniques, but all are designed to ensure that the receiving
station is able to accept the next block of data before the sending station sends it.
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Deleting a Site

To delete an existing site, from the Database Tree View window, right-click the desired site from the Sites branch, and select Delete.
You can also select the desired site and press the keyboard Delete key.

Communicating with a Site

In order to communicate with a site, you must first successfully connect to the site (go online). To do so successfully, the appropriate
connections between the controllers and the Centaur Server computer must be completed. Also, the site’s communication settings
must be programmed appropriately as described in “Site Communication Settings” on page 27. The communication settings of each
controller in the site must also be programmed appropriately as detailed in “Configuring the Controller Communication Settings” on
page 57.

Connecting to a Site or Disconnecting from a Site
Perform the following to connect (go online) to a site or disconnect (go offline) from a site:

1. From the Database Tree View window, right-click the desired site from the Sites branch, and click Connect or Disconnect.

2. Observe the communication status as demonstrated by the colour of the site Direct, Dial-Up, or TCP/IP icon in the
Database Tree View window and the colour of the message in the status bar..

OLOUR ICON TREE VIEW WINDOW

0 ATIO f

: DICATOR BAR
Direct Dial-Up TCP/IP

Disconnected

(Offline) Red & = g8

Communication e & ;

Failure Yellow g ey gg Comms Fail

Connected a T

(Online) Green ; o7 ER  Comms Ok

%

If you wish to connect to a site for continuous communication, select the Always schedule in the Comms tab of the Site
Properties window. Refer to “Selecting the Site Communication Schedule” on page 30.
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Chapter 4: Holidays

What Will | Find?
Adding a Holiday

........................................................................................ 40
Modifying @ HoldaY . . . . ... o e e 40
Deleting @ HOlAAY . . . . . oot e 41

Use holidays to define which days in a specific schedule or period are valid or invalid. Once created, you can assign the holiday to
one or more holiday groups.
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Adding a Holiday

Right-click Holidays in the desired Site branch and click New Holiday. You can also click Holidays and press the keyboard Insert
key to add a new holiday. After adding a holiday, the Holiday Properties window will appear, allowing you to configure the holiday
(see “Holiday Settings” on page 40). Up to 128 holidays can be created in the system.

Modifying a Holiday

From the desired Site branch in the Database Tree View window, right-click on the holiday you wish to modify, and click
Properties. You can also click the desired holiday and press the keyboard Enter key. The Holiday Properties window will appear,
allowing you to configure the holiday.

General Holiday Properties

From the Holiday Properties window, select the Holiday tab. This allows you to P —— X
view some of the system’s component addresses as well as record the holiday’s _ _ —
name and any additional notes. Hoida | Do |
Site: 1 Holiday: 1
Typing the Holiday Name Wers 4
Use the Name text field in the Holiday tab to identify the holiday. We Notes
recommend using a name that is representative of the holiday such as New .
Year’s Day. Also, refer to “Typing Names and Notes” on page 22.
Typing the Holiday Notes
Use the Notes text field in the Holiday tab to record any additional notes that
may be required. We recommend that you keep a log of which schedules have G |
this holiday selected. Also, refer to “Typing Names and Notes” on page 22.
Holiday Settings
You can define which days in a year are holidays and then the holidays can be T —— X
assigned to a holiday group. If you assign the holiday to one or more holiday _ —
groups, schedules are valid or invalid depending on how the holiday group is Hoidey Detas |
assigned to a schedule’s period (see “Schedule Periods” on page 45). If you do not
assign a holiday to a holiday group, schedules are invalid (access denied) on that Day: [E -]
day_ tonth: | January b
Holiday group allows to group several holidays in one type. Your | 2008 K
[~ Holiday Group 1
Example: Christmas, New Year’s Day, and Labour Day are all days where the site | Holday Group 2
is closed and card holders are denied access all day. These can be grouped as ,': :Z::::j Ez::jj
Holiday Group 1. Half-days such as Christmas Eve, and New Year’s Eve would be
grouped as Holiday Group 2. Religious days would be grouped as Holiday Group
3. Cancel
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Creating a Holiday and Assigning it to a Holiday Group

Perform the following to define the day, month, and year of the desired holiday.

1.

2.

3.

From the Holiday Properties window, select the Details tab.
From the Day drop-down list, select a day from 1 to 31.
From the Month drop-down list, select a month from January to December.

From the Year drop-down list, select the desired year. If it is a holiday that occurs on the same month and day every year
(e.g. New Year’s Day), select the Every Year option from the drop-down list.

If required, assign the holiday to the desired holiday group(s) by selecting the appropriate check box(es).

Click OK.

Deleting a Holiday

To delete an existing holiday, right-click the holiday from the appropriate Site branch in the Database Tree View window, and click
Delete. You can also select the desired holiday and press the keyboard Delete key. A dialogue box will appear requesting
confirmation.
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Chapter 5: Schedules

What Will | Find?

Adding @ SCheduUle. . . . ... 44
Modifying @ SChedule . . .. .o e e 44
Deleting @ SChedUle. . . . . .. 47

A schedule can be used to schedule tasks, automate operations and to control access to doors, elevator floors, and much more.
Schedules play an important role in the operation of many Centaur functions and are widely used throughout the software (see
“Table 2" on page 44). A schedule is made up of up to eight time periods which determine when that schedule will be valid. Each
period in a schedule specifies the days and times the schedule will be valid. For example, when programming doors, a schedule can
be assigned to a specific door and the schedule will dictate when the door can be accessed without the use of a card.
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Table 2: Where schedules can be used

USED IN AFFECTS CROSS-REFERENCE
Site Programming Communications Schedule page 30
Global Anti-Passback Reset Schedule page 34
Access Level Programming Card Programming page 92
Controller Programming Anti-Passback Schedule page 60
Anti-Passback Reset Schedule page 60
Door Programming Keypad Enabling Schedule page 73
Door Unlock Schedule page 73
REX Input Enabling Schedule page 76
Interlock Input Enabling Schedule page 77
Relay Programming Timed Activation Schedule page 111
Activating Schedule page 112
Input Programming Input Enabling Schedule page 121
Event Programming Event Display Schedule - General tab page 135
Save to Disk Schedule - General tab page 135
Device Activation Schedule - General tab page 136
Acknowledge Schedule - Alarms tab page 137
Sending E-mail Schedule - E-Mail tab page 139
Sending ASCIl Command Schedule - CCTV Control tab page 140
Elevator Control Floor Group Enabling Schedule page 143
Programming Floor Schedules page 143

Please note that Centaur includes two default schedules (Always and Never) which cannot be modified or deleted. The Always
schedule is valid 24 hours a day, 365 days per year including any programmed Holidays. The Never schedule is invalid at all times.

Adding a Schedule

In order to add a schedule, at least one site must be created. If you have not created a site, please refer to “Sites” on page 23.

To add a schedule, right-click Schedules in the desired Site and click New Schedule from the drop-down list. You can also click
Schedules in the desired Site and press the keyboard Insert key. After adding a schedule, the Schedule Properties window will
appear, allowing you to configure the schedule (see “General Schedule Properties” on page 45).

Modifying a Schedule

From the desired Site in the Database Tree View window, right-click the desired schedule from the Schedules, and click
Properties. You can also click the desired schedule and press the keyboard Enter key. You cannot modify the default Always and

Never schedules.
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General Schedule Properties

From the Schedule Properties window, select the Schedule tab. This will

. Schedule P i |
allow you to view some of the system component addresses as well as record ~ [Eaiattaiidaii X
the schedule name and any additional notes. Schedue | Detas |
Site: 2 Schedule: 5 W Active
Enabling the Schedule e 3

Select the Active check box to enable the schedule, allowing you to Hotes
assign the schedule as required. Clear the Active check box to disable the J
schedule without having to remove it from the database (this will disable

any system device or card assigned to this schedule).

Typing the Schedule Name

Use the Name text field in the Schedule tab to identify the schedule. We _ Coredl |
recommend using a name that is representative of the schedule such as
Production Schedule. Also, refer to “Typing Names and Notes” on page 22.

Typing the Schedule Notes

In the Notes text box, record any important explanations of the schedule and its use. Try to keep an up-to-date record of where
the schedules are used. This will help you understand how disabling the schedule will affect the system. Also, refer to “Typing
Names and Notes” on page 22.

Schedule Periods

Each schedule consists of up to eight periods and each period defines when
the schedule will be valid. Each period can be programmed with a different
start and end time. Use the check boxes to define which days of the week and

Schedule Properties El

Schedule  Details ]

which holiday groups will be used for each period. To define a schedule period: Stat  Erd  Sunbon Tus Wed Thu Fii Sat Hafl Hol2 Hol3 Holt
Perid: [l [000 W T T T C - rCr-
1. From the Schedule Properties window, select the Details tab. Peid2 [0000 fooos ™ 7 " m T T
Perod3 [0000 fooo0 T~ -
. . ) . Peodd: 0000 [O000 [~ T
2. In :jhe ddes_lred p(?rlothtart amdI Er|ld text flelds_, ]Eype th_e pen(f)d start B ol el i =l =l el el el =l
iin gn time uslngt e 24Hr cloc .'For"more information, refer to Peiods [0 @0 ~ CC F -
Setting the Period Start and End Time” on page 46. Peiod7: [000 o000 F M F F F - -
Period& (0000 o000 [ O ¢ ¢ [
3. Select the check box(es) corresponding to the day(s) of the week you

wish to assign to the schedule. The schedule will only be valid during [0k | Corce
the days of the week that have been selected and only at the times o |
specified by the start and end times.

4. To assign the period to a holiday group, select the check box(es) corresponding to the desired holiday groups. For more
information, refer to “Assigning Holiday Groups to a Schedule Period” on page 47.

5. Click OK.

Example: In “Figure 7", the schedule will be valid from Monday to Friday between 7:00AM and 9:00PM and from Saturday to
Sunday between 9:00AM and 1:00PM. The schedule will not be valid on any programmed holidays.
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Figure 7: Schedule example

Schedule Properties le
Schedule  Details ]
Stat End  SunMon Tue Wed Thu Fii Sat Holl Hol2 Hol3 Hold
Peind?: 0700 (2100 ™ W W MW M M T I I
Perod2 (0900 [1300 M T [ [ I I WM I I [ T
Peripd® (0000 [0OOO T — — —
Perigdd: (0000 fooo0 T O
Pefiods jO000 foooo T o
Peripdg: JO000 [oooo T T
Peind7. J0000 fo0D0 T T o
Perod® foooo foooo T T T ¢ ¢ O O I

Setting the Period Start and End Time

When defining the schedule period (see “Schedule Periods” on page 45), the Start and End text fields define when the
schedule is valid. The start and end times apply only to the selected days of the week. Note that you must use the 24Hr clock to
program the times (i.e. 6:00PM = 1800). If you want the period to be valid 24 hours a day, type 0000 into the Start text field and
2400 into the End text field.

Q The start and end time of a single period cannot cross over into another day. You must use separate periods.
For example, 23h (11 PM) Sunday night to 7h AM Friday morning must be programmed as follows:
Period 1 = Sunday 2300 to 2400
Period 2 = Friday 0000 to 0700.

Figure 8: Programming Crossover Periods

Schedule Properties E|
Schedule DE[GHS}
Stat  End  Sun Mon Tue Wed Thu Fri Sat Holi HolZ2 Hol3 Hold
Peripd1: |2300 2400 o W R T T T T T
Period2 (0000 jo7o0 T W W W W W [ T I r
Period? 0000 o0 M T T T -
Peod4: J0000 [Cooo ™ — T T T OO
Peripds: 0000 Jooo0 ™ o
Peripdg: 0000 Joooo T~ -
Perigd?. 0000 JO000 ™ T — — T
Peripd®: (0000 (OO0 [ [ ¢ ¢ ¢ o — — I I
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Assigning Holiday Groups to a Schedule Period

When defining the schedule’s periods (see “Schedule Periods” on page 45), select the Hol1, Hol2, Hol3, and Hol4 check boxes
to assign any of the site holiday groups to one or more periods within the schedule. For more information on holidays, refer to
“Creating a Holiday and Assigning it to a Holiday Group” on page 41. Holiday groups function as follows:
* When you clear a holiday group check box, the schedule’s period is invalid during holidays assigned to that holiday
group.
« When you select a holiday group check box, the schedule’s period is valid between its start and end time on any
holidays assigned to that holiday group, even if the holiday falls on a day that is not enabled in the schedule’s period.

« To create a different start and end time period for holidays only (a holiday schedule), assign the holiday group to a
separate (new) period. Set the start and end time, but do not select any of the “day” check boxes (Sun to Sat).

Deleting a Schedule

To delete an existing schedule, right-click the schedule from the Schedules and click Delete. You can also click the desired
schedule from the Schedules and press the keyboard Delete key. A dialogue box will appear requesting confirmation. You cannot
delete the default Always and Never schedules. You cannot delete a schedule assigned/used in other parts of the system such as
access levels, door schedules, etc.
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Access Control Systems

Chapter 6: Controllers

What Will | Find?

AddINg CoNtrollers . . . . 50
Modifying @ Controller . . . ..o e 52
Deleting @ CoNntroller . . . ... oo e e e e 62
Online Controller Firmware UPGrades . . . . .. ..ottt e e e e e e e e e e e 63
DOWNIOAA. . . .o 64
Other Controller Management OPLiONS . . . . . ...ttt et e e e e e e e e e e e e 65

Controllers are the heart of the Centaur access control system. The database is distributed to all controllers allowing them to make
decisions in a fraction of a second, whether or not the managing computer is online. These controllers also feature online
upgradable firmware and a real-time clock.

Program each controller individually by defining its door input and output configuration as well as setting its anti-passback options.
For additional communication settings, refer to “Sites” on page 23. Each site can support up to 256 controllers.
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Adding Controllers

Perform the following to add one controller or multiple controllers at one time:

1. From the Database Tree View window, right-click Controllers from the desired Site and select New Controllers from the
drop-down list. You can also click Controllers and press the keyboard Insert key.

2. A dialogue box appears providing you with the option to automatically create and link the default doors, inputs and outputs

to the new controller(s). To use the Controller Configuration Wizard, click Yes and follow the steps detailed in “Controller
Configuration Wizard” below. Otherwise, click No and continu with step 3.

3. Select the desired controller address(es) and click OK. For more information on
evices

controller addresses, refer to “Viewing the Controller Address” on page 52. After
adding the controller(s), you will have to program each controller individually within ggg:ﬁg::: ggg 2 Lo |
the Controller Properties window (see “Modifying a Controller” on page 52). [Cantroller 007 Cancel
[ |Controller 008
[ |Contraller 009
H H H Controller 070
Controller Configuration Wizard "
[ |Contraller 012
[ |Contraller 013
[ |Controller 014
[ |Contraller 015 “w
The Controller Configuration Wizard  orm——— X
guides you through the minimum —
required settings to set up the default E'Erjte SE— e A%E'TSS Mé\’e '"P“N‘;Cmf'g &
. i
doors, inputs and outputs for the © Corliole 002 o2 7 NI
I~ Controler 003 ooz v NAC L
controller(s). I Contraller 004 004 o N/C
" Controller 005 005 v MNAC
r Controller 006 008 v M/C
1. Check the Create check box lE Cortaler 007 wr g e
ontrolier
for each controller you want l[ Controller 009 009 g N/C
Controller 0710 010 v M/C
to create. ||: Cortraller 011 ik g NT
Controller 012 012 v MHAC
F Controller 013 013 g MAC
’ Controller 074 014 v M/C
2. To Char;ge :)I;Ie ClorlltrOH?; S F Controler 115 015 ? H/T
name, double click on the Cortroller 016 016 v NAC
" Controller M7 07 v MNAC
name of the controller and [ Controller 018 L I N/C
type the new name F Controller 019 019 ? M/C
. Contraller 020 020 v MHAC
" Contraller 021 01 v MNAC
. i r Controller 022 022 v M/C
3. To automatically activate the [ Contiolle 023 023 v N/T
™ Contraler 024 024 v NAC
controller once created, [ Controler 025 025 v NC
. . r Controller 026 026 v M/C
select its Active check box.  Controler 027 07 w NI
™ Controller 028 028 M~ N/C hd
4. Select the controller input [ mew ] concal

configuration. See
“Controller Configuration” on
page 55 for more information.

5. Click Next.
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6. Under the Create label,

Door defaults &\
select the check box next to —
each door address yOU Create Marme Cortroller Address Contact REX Green LED Red LED Buzzer

. W Door0m:m oot ol 1 3 1 2 5

would like to add for each E Daar 001:02 oo 0z E] 1 3 4 3

Droor 007:03 oot 03 17 18 7 i 1

controller. [ Door 00104 001 04 18 20 3 10 12

™ Door001:05 oot 05 pal 22 13 14 17

™ Door 001:06 oo 0E 23 24 15 16 18

7. To Change the door’s name, [ Door 001:07 om 07 25 26 13 20 23
™ Door 001:08 oot 0g 27 28 2 22 24

double click on the name of
the door and type the new
name.

8. From the Contact drop-
down list, select the
contact's zone input
address. If there is no
contact associated with the
door, select None.

9. From the REX drop-down
list, select the REX's zone Back [ Fish | Carcel
input address. If there is no
REX associated with the
door, select None.

10. From the Green LED drop-down list, select the green LED’s PGM output address. If there is no green LED associated with
the door, select None.

11. From the Red LED drop-down list, select the red LED’s PGM output address. If there is no red LED associated with the
door, select None.

12. From the Buzzer drop-down list, select the buzzer’'s PGM output address. If there is no buzzer associated with the door,
select None.

13. Click Finish.
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Modifying a Controller

To modify an existing controller, right-click the desired controller from the Controllers and click Properties from the drop-down list.
You can also click the desired controller and press the keyboard Enter key. The Controller Properties window will appear, allowing
you to configure the controller.

General Controller Properties
From the Controller Properties window, select the Controller tab to view the

controller’s address as well as record the controller’'s name and any additional
notes Cantroller 1 Ennflgurahnn} Anh-passhack] Expander}

(X

Controller. Properties

Site: 2 Contraller: 1

Viewing the Controller Address Nam: Coriioler 01 o

At the top of the Controller tab, Centaur will display the site’s address as s
well as the controller’'s address. Each controller in a site is assigned to an J

address by setting the dip switches located on the controller (see “Table 3”
on page 53). Also, refer to “Figure 9" on page 54.

ﬁ The controller addresses are greatly affected by the controller’s
COM port assignment. Please refer to “Assigning COM Ports to
Controller Addresses” on page 30 for more information.

Cancel
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Table 3: Assigning Controller Addresses Via Dip Switches

Cont. Controller Dip Switches Cont. Controller Dip Switches
Add. "1 T 2[4 8 [16[32|Addl 1T 27T 4] 8 [16] 32
1 |OFF|OFF|OFF |OFF|OFF|OFF| 33 |OFF|OFF|OFF|OFF|OFF| ON
2 ON |OFF |OFF |OFF |OFF |OFF| 34 | ON |OFF |OFF|OFF|OFF| ON
3 |OFF| ON |OFF |OFF |OFF|OFF| 35 |OFF| ON |OFF|OFF|OFF| ON
4 ON | ON |OFF |OFF |OFF |OFF| 36 | ON | ON [OFF|OFF|OFF| ON
5 |OFF|OFF| ON |OFF|OFF|OFF| 37 |OFF|OFF| ON |OFF|OFF| ON
6 ON |OFF| ON |OFF |OFF |OFF| 38 | ON |OFF| ON |OFF|OFF| ON
7 |OFF| ON | ON |OFF |OFF|OFF| 39 |OFF| ON | ON |OFF|OFF| ON
8 ON | ON | ON |OFF |OFF |OFF| 40 | ON | ON | ON |OFF|OFF| ON
9 |OFF|OFF|OFF| ON |OFF|OFF| 41 |OFF|OFF|OFF| ON |[OFF| ON
10 | ON |OFF |OFF| ON |OFF |OFF| 42 | ON |OFF|OFF| ON |OFF| ON
11 |OFF| ON |OFF| ON |OFF|OFF| 43 |OFF| ON [OFF| ON |OFF| ON
12 | ON | ON [OFF| ON |OFF |OFF| 44 | ON | ON |[OFF| ON |OFF| ON
13 |OFF|OFF| ON | ON |OFF |OFF| 45 |OFF|OFF| ON | ON |OFF| ON
14 | ON |OFF| ON | ON |OFF |OFF| 46 | ON |OFF| ON | ON |OFF| ON
15 |OFF| ON | ON | ON |OFF |OFF| 47 |OFF| ON | ON | ON |OFF| ON
16 |ON | ON | ON | ON |OFF|OFF| 48 | ON | ON | ON | ON |OFF| ON
17 |OFF|OFF |OFF|OFF| ON |OFF| 49 |OFF|OFF|OFF|OFF| ON | ON
18 | ON |OFF |OFF|OFF| ON [OFF| 50 | ON |OFF|OFF|OFF| ON | ON
19 |OFF| ON |[OFF|OFF| ON [OFF| 51 |OFF| ON |OFF|OFF| ON | ON
20 | ON | ON |OFF |OFF| ON |OFF| 52 | ON | ON |OFF|OFF| ON | ON
21 |OFF|OFF| ON |OFF| ON |OFF| 53 |OFF|OFF| ON |[OFF| ON | ON
22 | ON |OFF| ON |OFF| ON |OFF| 54 | ON |OFF| ON |[OFF| ON | ON
23 |OFF| ON | ON |[OFF| ON |OFF| 55 |OFF| ON | ON |[OFF| ON | ON
24 | ON | ON | ON |OFF| ON |OFF| 56 | ON | ON | ON [OFF| ON | ON
25 |OFF|OFF|OFF| ON | ON |OFF| 57 |OFF|OFF|OFF| ON | ON | ON
26 | ON |OFF |OFF| ON | ON |OFF| 58 | ON |OFF|OFF| ON | ON | ON
27 |OFF| ON |OFF| ON | ON |OFF| 59 |OFF| ON |OFF| ON | ON | ON
28 | ON | ON |[OFF| ON | ON |OFF| 60 | ON | ON |OFF| ON | ON | ON
29 |OFF|OFF| ON | ON | ON |OFF| 61 |OFF|OFF| ON | ON | ON | ON
30 | ON |OFF| ON | ON | ON |OFF| 62 | ON |OFF| ON | ON | ON | ON
31 |OFF| ON | ON | ON | ON |OFF| 63 |OFF| ON | ON | ON | ON | ON
32 |ON|ON | ON |ON | ON |OFF| 64 |ON | ON | ON | ON | ON | ON
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Figure 9: Overview of Controller Programming
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Typing the Controller Name

Use the Name text field in the Controller tab to identify the controller’s use or location. We recommend using name that is
representative of the controller such as Main Entrance. Also, refer to “Typing Names and Notes” on page 22.

Typing the Controller Notes

Use the Notes text field in the Controller tab to record any additional notes that may be required. We recommend that you keep
a log of when and what settings were changed. Also, refer to “Typing Names and Notes” on page 22.
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Controller Configuration

From the Controller Properties window, select the Configuration tab. The

. ) . . . . Controller Properties P§|
Configuration tab will allow you to program some of the communication settings T —
as well as select the door and input configurations that will be used with the Contoler Celguten | anipassback | Expandes|
selected controller. Door T _ _

GEERCAStandard 26 Bit Keppad ’m
Door 2
- - Reader: | Standard 26 Bit - Keypad: |W -
For more information on how to set up doors located on the 2-Door mawa2n ] None =
Expansion Modules, please refer to “Door Expansion Module Input configuration
Configuration” on page 61. & N/Clnputs " ATZZ2R[16lnputs)  © ATZ 3R 16 Inputs)

Cornrunication

IP &ddress: . . .

Selecting the Door Reader and Keypad Configuration Port Nurmber. [10001

From the Controller Properties window, select the Configuration tab. PollTmeodt 1000 ms Heii |
Notice that when you click the Configuration tab, a Reader and a Keypad Controller tme-out. |05000 M Log Com. Faiure I~
drop-down list appears for each door. Use these fields to configure the Contraller respanse delay: [000 ms  FastEvent Request [

controller to function with the readers and/or keypads connected to the
controller. In the Configuration tab, the doors will be labeled Door 1 and
Door 2. These are directly linked to where on the controller the readers and/ Cancel

or keypads are connected as shown in “Figure 10” on page 56.
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Figure 10: Controller’s Door Configuration
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Inpust configuration
® @ NCIpwd  © ATZR(16Inputs) ™ ATZ 3R (16 Inputs)

R2I5V
R2i0V
R2/D0
R2mn
ouT3
OouTa
R2/EA
R2KE
R2WC
R2MKD
12V
+24Y

C e
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Post Number: [100071

Poll Timeout. [0 ms Active
Condroller ime-out: | 05000 ms Log Com. Fahwxe [

Reader and/or keypad
for Door 2 YP Controller response delay: [000 ms  Fast Event Requett [

o] coos |
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Reader Type
From the Reader drop-down list, select the type of reader used. If no reader is being used on the selected door, select None.

Keypad Type

From the Keypad drop-down list, select the type of keypad used. If the controller’s door is not using a keypad, select None.
When both a reader and a keypad are used, only card holders with the Use Keypad option enabled (see “Use Keypad” on
page 93) have to use both to gain access.
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Setting the Controller Input Configuration

Each controller has eight inputs that can be doubled to 16 and each 2-Door Expansion Module (CA-A470-A) has four inputs.
This means that the controller can monitor the state of up to 28 input devices. These inputs can be used to monitor devices such
as magnetic contacts, motion detectors, and temperature sensors. Under Input Configuration, select one of the three following
input configuration radio buttons. The selected input configuration applies to the controller’s inputs and the inputs located on the
controller’s 2-Door Expansion Modules.

NC Inputs

This setup will not support tamper and wire fault (short circuit) recognition, but will generate an alarm condition when the
state of the input is breached. All inputs on the selected controller and its 2-Door Expansion Modules must be connected
using the NC Input Connection Method described in “NC Input Connection” on page 116.

ATZ 2R (16 Inputs)

This setup will not support wire fault (short circuit) recognition, but will generate an alarm condition when the state of the
input is breached. This method also requires the connection of two devices to each controller’s input for a total of 16 inputs.
The 2-Door Expansion Modules do not support input doubling. All inputs on the selected controller and its 2-Door Expansion
Modules must be connected using the ATZ 2R Input Connection Methods described in “ATZ 2R Connection” on page 117.

ATZ 3R (16 Inputs)

This setup generates an alarm condition when the state of the input is breached. An alarm condition is also generated when
a wire fault (short circuit) occurs. This method requires the connection of two devices to each controller’s input for a total of
16 inputs. The 2-Door Expansion Modules do not support input doubling. All inputs on the selected controller and its 2-Door
Expansion Modules must be connected as described in “ATZ 3R Connection Method” on page 118.

Configuring the Controller Communication Settings

Under Communication, configure the controller’'s communication settings.

IP Address and Port Number

The IP Address and Port Number text fields are available only if the selected communication type is TCP/IP (LAN/WAN)
as described in “Selecting the Site Communication Type” on page 27. Before entering this data, you need a “static” IP
address and port number for each CA-ETHR-A, which should be provided by your Network Administrator. You will then need
to program each CA-ETHR-A with an IP address and a port number. In the IP Address and Port Number text fields, type
the IP address and port number programmed into the CA-ETHR-A device that is connected to the controller. If there are
several controllers wired to one CA-ETHR-A device, then each controller on that loop must be programmed with the same
IP address as detailed in the example below.

The first time you program a CA-ETHR-A, it will be done via a serial port using a null modem cable. To initiate a
communication with the CA-ETHR-A, press the reset button and type postech with in 5 seconds, if you pass this delay you
won't be able to log in. Once programmed, you will be able to access the configurations easily by using a web browser and
simply typing in the IP address. To program the Port #, the range is from 1 - 65535, however do not use 21, 25, 8, or 110 as
they are reserved. For further details please consult the CA-ETHR-A Installation Guide.
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Example: In “Figure 11", the IP Address for controller #1 and #2 would be 10.10.10.2 and the IP Address for controller #3
and #4 would be 10.10.10.3. The port number for controller #1 and #2 would be 10001 and the port number for controller
#3 and #4 would be 10001.

Figure 11: Example of TCP/IP Controller Settings

REMOTE SITE

CA-ETHR-A
TCPIP Convartar CT-V900-A #1 CT-VI00-A #2
2-Door Controller 2-Door Controller
IP Address:
10.10.10.2
LAN / WAN
Port #: :
10001
RS-232 CABLE B oy I
7.6m (25Mft) max. B I
RS-485: Up to 1220 m (40001t) ‘
REMOTE SITE
CA-ETHR-A
TCRIP Corvartar CT-V900-A #3 CT-V900-A #4
2-Door Controller 2-Door Controlier
IP Address:
10.10.10.3
LAN / WAN

Port &
10001

RS5-232 CABLE E
7.6m (25ft) max. I

RS-485: Up to 1220 m (4000f)
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Poll Timeout

The Poll Timeout text field appears only if the selected communication type is TCP/IP (LAN/WAN) as described in
“Selecting the Site Communication Type” on page 27. Depending on network traffic, you may need to increase this value to
improve communication speed between the Centaur Server and the controllers. In the Poll Timeout text field, type a value
between 500 and 5000 milliseconds.

Active
When the Active check box is selected, communication between the Centaur Server and the controller is possible. Clear
the Active check box to cancel any communication between the controller and the Centaur Server.

Controller Timeout
Enter the length of time the controller will wait for a response from the Centaur Server before generating a Communication
Failure locally at the controller.

Log Com. Failure
When the Log Com. Failure check box is selected, Communication Failures between the controller and the Centaur Server
are logged.

Controller Response Delay
Inthe Controller response delay text field, type the amount of time (1 to 255 milliseconds) that the controller will wait before
responding to a command from the Centaur Server.

Fast Event Request
When the Fast Event Request check box is selected, the event upload rate is increased in order to prevent lost of events.
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Controller Anti-passback Settings

You can use local anti-passback to closely monitor the movements of the card holders and prevent any tailgating. Tailgating occurs
when a card holder does not use a card at the reader and enters through the door opened by another card holder who has already
used their card. To use this feature, the controller must have its doors configured as Entry and Exit doors. For more information,
refer to “Doors” on page 67.

When a card is presented to an Entry reader, the controller labels the card as in. The next time the card is used, it must be
presented to an Exit reader, in which case it will be labeled as out. Please note that the card holder must exit from an Exit door
associated to the same controller. Two subsequent Entries or two subsequent Exits will cause the controller to generate the
appropriate Access Denied - Anti-passback violation event.

Centaur also supports Global Anti-Passback, which functions independently of the local anti-passback settings defined in the
following sections. For more information, refer to “Global Entry or Global Exit” on page 71.
Enabling Controller Anti-passback

Select the Anti-passback tab and select the Anti-passback check box to

activate the anti-passback feature. Gontiplier,Erope;Lies i
Cunlmller] Configuiation  Arti-passback ]Expandar]
Selecting the Anti-Passback Schedule fintipassbzck Setings
[ Anti-passhack Schedule:
From the Schedule drop-down list, select the schedule during which the - et Schedles [Tom 3]
anti-passback status of card holders will be monitored. Note that the Anti- '
passback check box must be selected. For more information on schedules, r Inpu:
refer to “SChedl’"eS” on page 43. Activate Relay When Area is Empty:
En ab I | n g Hard _pass bac k Lock Contral Entry/E sit Doors
[ Unlack Door 1 and 2 ™ Unlack Door 5 and B
Select the Hard-passback check box to deny access to the door when the B U e Sl T —
“Access Denied - Anti-passback violation” event occurs. Clear this check
box to grant access to the door when the Access Denied - Anti-passback I Tracker LCD Display Option
violation event occurs. Please note that to enable hard-passback you must
also enable the Anti-Passback.
Selecting the Anti-passback Reset Schedule
g p Cancel

From the Reset Schedule drop-down list, select the schedule that will reset
the anti-passback status of all card holders to unknown. This reset will
occur at the start of every period in the selected schedule. For more information on schedules, refer to “Schedules” on page 43.

Selecting the Anti-passback Reset Input
Select the Reset on Input check box, and select an input from the Input drop-down list. Clear the check box to deactivate this
feature.

Selecting the Anti-passback Activation Relay

From the Activate Relay When Area is Empty drop-down list, select the relay that will activate whenever there are no longer
any cards in the controller labelled as in. For example, you can use the relay to arm a security system when everyone is out of
the building.

Manufacturing Access Control Since 1985




REFERENCE MANUAL

CENTAUR 4.2
Controllers

Setting Lock Control for Entry/Exit Doors

When doors are set up for Entry and Exit (see “Selecting a Door Type” on page 71), the controller can be programmed to
unlock both doors upon valid access. Under the Lock Control Entry/Exit Doors heading, select one or more of the following
check boxes: Unlock Door 1 and 2, Unlock Door 3 and 4, Unlock Door 5 and 6, and Unlock Door 7 and 8. This feature is
typically used when an entry and exit reader are set up on the same door and the door is using both a magnetic lock and an
electromagnetic lock.

Enabling the Tracker LCD Display Option

Each Tracker LCD is assigned to a specific door. When this feature is disabled, the Tracker LCD keypad will only display
messages that occur on the assigned door. Select the Tracker LCD Display Option. When selected, Tracker LCD keypad can
be used to display the messages for both doors on the controller or 2-Door Expansion Module. For example, a Tracker LCD
keypad assigned to door 1 will display messages occurring on doors 1 and 2.

Door Expansion Module Configuration

Select the Expander tab to program door and keypad configurations that will be

) ! Controller P i X
used with the selected controller’s 2-Door Expansion Modules (CA-A470-A). A aatreler Broperbins %
maximum of three 2-Door Expansion Modules can be used with each controller. C””[‘)“”erl C””d“g”;am”l aripassback Expande |
0ar expander
D E d ’ C f . EER RN S tandard 26 Bit Keypad 1: |Mone -
oor Xpan ers on |gurat|0n Reader 2. |Standard 25 Bit - Keypad 2: [Mone hd
Notice that when you click the Expander tab, two Reader and two Keypad ™ Poll Door Expander Status Mon-Stop (Frant iew)
drop-down lists appear for each 2-Door Expansion Module. Use these fields
to configure the readers and/or keypads connected to the 2-Door Expansion Doorerpandsr 2
Modules. In the Expander tab, each Reader and Keypad drop-down list is HEsceql]) Standard 26 B[S ERSEEdR None |
associated with a predetermined input on a specific 2-Door Expansion Resder 2 [Standard 266t v|  Keppad 2 [None -
Module, which is determined by its DIP switch settingsas shown in “Figure I Poll Door Expander Status Nor-Stop (Front Vie]
12" on page 62.
Daor expander 3
Reader Reader1: [Standard 268t »|  Kewpad 15 [None :"
From the Reader drop-down list, select the type of reader used. If no Reader 2 |Standard 256 =]  Kevpad 2 [Mone -
reader is being used on the selected door input, select None. ol By S S e
Keypad
oK Cancel
From the Keypad drop-down list, select the type of keypad used. If the [

door is not using a keypad, select None. When both a reader and a
keypad are used, only card holders with the Use Keypad option enabled (see “Use Keypad” on page 93) have to use both
to gain access.

Poll Door Expander Status Non-Stop

By enabling the Poll Door Expander Status Non-Stop (Front View) check box, Centaur will poll the selected 2-Door
Expansion Module every time it polls the controller. Select this feature when using Centaur’s FrontView. If it is not selected,
Centaur’s FrontView might display the 2-Door Expansion module as offline. If you are not using Centaur’s FontView, clear
this feature check box.
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Figure 12: 2-Door Expansion Module’s Door Configuration
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To delete an existing controller, right-click the desired controller from the Controllers and click Delete. You can also click the desired
controller and press the keyboard Delete key. A dialogue box will appear requesting confirmation.
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Online Controller Firmware Upgrades

With the Centaur software there’s no need to change the microchips of each controller. Centaur can download the new firmware to
some or all of the controllers in your installation in just a few easy steps.

When updating the controllers, the controllers cannot control access or perform any other monitoring functions.
Therefore, we recommend that firmware updates are performed when traffic is at a minimum and advise users of
any interruptions that may occur.

The latest version of the controller firmware can be downloaded from our website at www.cdvi.ca. Please note that the controller
firmware consists of two files, one with a HXL extension and the other with a HXH extension. Also, the file name will indicate the
version and release number of the firmware. Use the View Controller Status command (see page 65) to verify the application
version currently used by the controller.

@ Each site must be updated separately. We recommend one controller at a time.

Updating Controller Firmware

Once the firmware files have been downloaded from our website, the controller(s) can be updated within Centaur. Perform the
following to update the controller’s firmware:

1. Ensure that you are connected (communicating) with the controllers in Centaur. The Centaur software must be running.
2. Within Centaur, expand the desired Site in the Database Tree View window and expand the Controllers folder.

3. From the expanded Controllers folder, right-click on a controller whose firmware you would like to update and click Update
Firmware.

4. Under the Firmware Files heading, browse and select the required HXH file.

5. Click Update.
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Download

The Centaur software can download the following system characteristics to one or all controllers in a site: access levels, cards,
controllers, doors, holidays, inputs, input groups, outputs, output timings, relays, relay groups, and schedules. If any system
characteristics are set when a controller is online, Centaur will automatically download the information to all controllers in the site.

When to Use the Download Function

* When you update the controller firmware (see “Online Controller Firmware Upgrades” on page 63), the controller memory will
be erased. You must download the Centaur database to the controllers.

« If you wish to program any items without connecting to the site, you must download the system characteristics to the
controllers the next time you connect.

« If you wish to download a particular characteristic to a specific controller in a site, program the desired characteristic without
connecting, then connect and download to the desired controller.

Downloading to One Controllers
1. To download to one controller in a site, from the desired Site, right-click a controller from the Controllers.
2. From the drop-down list, select Download.

3. Click All or only the specific programming item you wish to download (i.e. doors). Please note that download time depends
on the size of the database. Downloading 20 cards will take less time than 3,500 cards.
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Other Controller Management Options

The following controller management options are also available when you right-click a controller within the Controllers of a desired
site.

Updating the Controller Time

The Centaur software can update the date and time of one controller or all controllers in a site. To do so, right-click a controller from
the Controllers of the desired site, and click Update Time. In the Date/Time window, type the required date and time. If you wish to
update all controllers in the selected site, select the Update all controllers on this site check box. Click OK. Also, refer to
“Updating the Controller Time Automatically” on page 32.

Viewing Controller Status

The View Controller Status command allows you to view the complete details of each controller. The Centaur software will display
the selected controller’s site, address, status, firmware version, number of cards and errors that may have occurred and the
controller’s voltage status. To view the controller status, right-click the desired controller from the Controllers and click View
Controller Status.

Resetting the Controller

To perform a controller reset, right-click a controller from the desired site’s Controllers and click Reset Controller. This will not
affect any items you may have already programmed, such as cards, doors, inputs, etc.

If the DIP switch on the controller is set to “default”, performing a controller reset will reset all programming such as cards,
doors, and inputs to default.

Activating/Deactivating the Controller

To activate a controller, right-click a controller from the desired site’s Controllers and click Activate Controller. To deactivate a
controller, right-click a controller from the desired site’s Controllers and click Deactivate Controller.
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Access Control Systems

Chapter 7: Doors
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Each controller includes 2 reader and 2 keypad inputs, which can monitor the state of up to 2 doors. Each controller also supports up
to three 2-Door Expansion Modules (CA-A470-A), which provide an additional 2 reader and 2 keypad inputs each. Therefore, each
controller can monitor the state of up to 8 doors.

The term door refers to any access point controlled by a reader and/or keypad such as a door, turnstile, gate, cabinet, etc. To control
entry and exit to an access point, a reader and/or keypad can be used on both sides of the door. This also provides the ability to set
up Interlock (“mantrap”) or Anti-passback applications.

The use of door contacts on all controlled doors is highly recommended since it greatly enhances the level of security provided by an
access control system. Many of the door’s programmable options can only be used if a door contact is installed.
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Adding Doors

In order to add one or more doors, at least one site and one controller must be created. If you have not created a site, please refer to
“Sites” on page 23. For more information on setting up a controller, refer to “Controllers” on page 49. When adding doors, you will be
required to select an address for each door (refer to “Viewing the Door Address” on page 69).

Perform the following to add a door:

1. From the Database Tree View window, right-click the Doors from the desired controller and click New Doors. You can also
click the Doors and press the keyboard Insert key.

2. A dialogue box appears requesting if you would like to use the Door Configuration Wizard. The Door Configuration Wizard
guides you through the minimum required settings to set up your doors. If you want to use the Door Configuration Wizard,
click Yes and follow the steps detailed in “Using the Door Configuration Wizard” on page 68. If you do not want to use the
Door Configuration Wizard, click No and go to step 3.

3. Inthe Add Devices window, select the door address(es) and click OK. After adding the door(s), you will have to configure
them within the Door Properties window (see “Modifying a Door” on page 69).

Using the Door Configuration Wizard

The Door Configuration Wizard guides you through the minimum required settings to set up your doors.

1. When adding a door, a

. . ) Door. defaults P§|
dialog box appears asking if —
yOU W0u|d ||ke to use the Create Mame Contraller Address Caontact REX Green LED Red LED Buzzer

. . . I Door 00205 02 il 21 2 13 14 17

Door Configuration Wizard. If T Doar02te 002 0 2 2 15 16 18
; Door 00207 o2 o7 * % 13 20 23

you click Yes, the Door ™ Doo 00203 002 & 7 =& 21 2 2

Defaults window appears.

2. Under the Create heading,
select the check box next to
the door address you would
like to add.

3. From the Contact drop-
down list, select the contact’s
zone input address. If there
is no contact associated with
the door, select None.

4. From the REX drop-down
list, select the REX's zone | Cancel
input address. If there is no
REX associated with the
door, select None.

5. From the Green LED drop-down list, select the green LED’s PGM output address. If there is no green LED associated with
the door, select None.

6. From the Red LED drop-down list, select the red LED’s PGM output address. If there is no red LED associated with the
door, select None.
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7. From the Buzzer drop-down list, select the buzzer's PGM output address. If there is no buzzer associated with the door,
select None.

8. To add another door, repeat steps 2to 7.

9. Click OK.

Modifying a Door

Right-click the desired door from the Doors found within the appropriate
controller’s branch and click Properties from the drop-down list. You can also
select the desired door and press the keyboard Enter key. The Door Properties
window will appear, allowing you to configure the door. Site: 2 Controller: 2

Door, Properties El
Door ] Genaral] Inputs and Dutpuls] Elevator Control]

Doar: 1

Mame: D oor 002:01

=2

General Door Properties

Motes:

The Door tab will allow you to view some of the system component addresses as
well as record the door name and any additional notes.

Viewing the Door Address

At the top of the Door tab, Centaur will display the door address, as well as the
address of the controller and site to which it is connected. The door addresses
are represented by which input the door reader and/or keypad is connected to
(see“Figure 137).

Cancel
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Figure 13: Controller’s Door Address Assignment
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Typing the Door Name

Use the Name text field to identify the door and its location. We recommend using a name that is representative of the door
such as “Main Entrance”. Also, refer to “Typing Names and Notes” on page 22.

Typing the Door Notes

Use the Notes text field in the Door tab to record any additional notes that may be required. We recommend that you keep a log
of what settings were changed and when they were changed. Also, refer to “Typing Names and Notes” on page 22.
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Door Settings

Each controller includes 2 reader and 2 keypad inputs, which can monitor the state of up to 2 doors. Each controller also supports up
to three 2-Door Expansion Modules (CA-A470-A), which provide an additional 2 reader and 2 keypad inputs each. Therefore, each
controller can monitor the state of up to 8 doors.

The term “door” refers to any access point controlled by a reader and/or keypad such as a door, turnstile, gate, cabinet, etc. To
control entry and exit to an access point a reader and/or keypad can be used on both sides of the door. This also provides the ability
to set up Interlock (“mantrap”) or Anti-passback applications. Centaur enables you to define a specific configuration for each door as
well as set the door’s various timers.

Selecting a Door Type

Depending on the hardware configuration being used for the selected door,

you must select the appropriate door type for the selected door. From the CeatRreperties &
Door Properties window, select the General tab. From the Door Type drop- | Deer Generl [ nputs and Dutputs | Elevator Contl|
down list, select the required door type: feneral N
Access Feading device: |F|eader ﬂ
Select the Access door type if you plan to use the controlled entry Look Contl e snerge g
(one reader access) configuration. This means the reader will be Keypad Schedbie: |Schecte 003 =
located on one side of a door with no reader on the other side. Urlack Schedule:  |Schedule 003 =l
Reading Timingz
Elevator ¥ Opened Unlock time: ’E
When using CA-A480 Elevator Controllers (refer to “Elevator Control” . ki I3
on page 105), a reader can be installed inside an elevator. When you ™ Time and attendance Opentoo fang: [050
select Elevator from the Door Type drop-down list, Centaur tells the Bz e |
controller that the selected door reader will be installed inside an Two card ruls delay: [005
elevator cart for elevator control. The door cannot be used for any
other purpose. Also note that options and features located in the
Elevator Control tab can only be set when the Door Type is set to
Elevator (see “Floor Public Access Schedule” on page 79). Each
controller door can control up to 64 floors for one elevator cart. Please
note that the number of floors is defined per site and not per door (see Cancel
“Site Floor Settings” on page 35). For example, if you define a site

with 20 floors and set up four doors from the same site for elevator
control, each door will represent a different elevator cart for the same 20 floors.

& The Elevator door type cannot be selected for doors located on a 2-Door Expansion Module (doors 3 to 8). Only the
controller doors can be set with the Elevator door type.

Entry or Exit

Select the Entry door type for the reader located on the entry side of the door and select the Exit door type for the exit reader
located on the other side of the door. This configuration must be used to implement the local Anti-passback feature (see
“Enabling Controller Anti-passback” on page 60).

Global Entry or Global Exit
These door types allow you to use global anti-passback, which functions independently and provides more versatility than
the local anti-passback feature (see “Enabling Controller Anti-passback” on page 60).

When using Entry and Exit door types (see above), card holders must enter and exit through a door on the same controller.
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When using the Global Entry and Global Exit door types, a card holder can enter through a door defined as global entry, and
then the card holder can exit through any door defined as global exit.

You can also reset the global anti-passback status of all card holders. For more information, refer to “Selecting a Site’s
Global Anti-Passback Reset Schedule” on page 34.

é Global Entry and Exit will only function when the Centaur Server is online (connected). Please note that when using
Global Entry and Exit, the Centaur system will also generate a “Waiting for Host” event with every “Access
Granted” event generated from a door defined with Global Entry or Exit.

Example: As demonstrated in “Figure 14", if a card holder were to enter through door 1 (Global Entry), the card holder would be able
to exit through either door 1 (Global Exit) or door 2 (Global Exit), but not through door 3 since it is not defined as a Global Exit
(meaning that the card holder would still be considered as in).

Figure 14: Global Entry/Exit

— —hore _y,

Door 1 Door 2
(Global Entry/Exit) (Global Entry/Exit)
—<ntenhere _y,
Door 3
(Entry/Exit)
| |
| S |

Two Card Rule

Select the Two Card Rule door type when two card holder credentials are mandatory to access the door. This means that
the two card holders will have to present their cards one after the other within the defined delay as defined in the “Two card
rule delay” on page 75.

Selecting the Reading Devices

From the Reading device drop-down list, select the device that will be used to obtain access to the door, either a keypad, or a
reader.

Reader

If you are connecting a reader, or a reader and a keypad, select Reader from the drop-down list. The controller will recognize
the use of a keypad if a keypad has been set up in the controller door configuration (see “Selecting the Door Reader and
Keypad Configuration” on page 55).

Keypad
If you are connecting only a keypad (no reader) to the door input, select Keypad from the drop-down list.
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Selecting the Lock Control Type

From the Lock Control drop-down list, select the activation (locking) method that will be used by the door when an “Access
Granted” or “Unlock” event occurs.

De-energize

To operate in fail-secure mode (apply power to unlock a door), select De-energize from the Lock Control drop-down list.
This means the selected lock output on the controller will remain de-activated. When an Access Granted or Door Unlocked
event occurs, the controller will apply power to the lock output. If an electric door strike is used, this mode will keep the door
locked during a total power loss.

Energize

To operate in fail-safe mode (remove power to unlock a door), select Energize from the Lock Control drop-down list. This
means the lock output on the controller will remain activated. When an Access Granted or Door Unlocked event occurs,
the controller will remove power from the lock output. If an electric door strike or an electromagnetic lock is used, this mode
will unlock the door during a total power loss.

Selecting a Keypad Schedule

From the Keypad Schedule drop-down list, select the schedule that will determine when both a reader and a keypad must be
used in order to gain access. When the selected schedule is valid, the card holder must present a valid card to the reader, and
then a valid P.I.N. must be entered on the keypad before access is granted. Only cards with the Use Keypad option enabled
must enter a valid keypad P.I.N. (see “Use Keypad” on page 93). For more information on schedules, refer to “Schedules” on
page 43.

Selecting the Door Unlock Schedule

From the Unlock Schedule drop-down list, select the schedule during which a controlled door will automatically unlock. For
example, you may want a door to remain open (unlocked) from 9 a.m. to 5 p.m. Monday to Friday. To do so, create the
appropriate schedule and select it from the Unlock Schedule drop-down list. For more information on schedules, refer to
“Schedules” on page 43. Also, refer to “Unlock on Late Open” on page 73.

Setting the Reading Type Options

Under the Reading Type heading, select one or more of the following check boxes. These check boxes determine how and
when a controller will read (log) the presentation of a card to the door’s reader.

Opened

When the Opened check box is selected, the controller will continue to read cards presented to the door reader when the
door is already opened. This option is commonly used in conjunction with the “Controller Anti-passback Settings” (see
page 60) in high-traffic areas. This prevents Anti-passback errors from occurring due to users forgetting to wait until the door
is closed before presenting their card.

Unlocked

When the Unlocked check box is selected, the controller will continue to read cards presented to the door’s reader when
the door is already unlocked. This option is commonly used in conjunction with the “Controller Anti-passback Settings” (see
page 60) when the door may be unlocked by a schedule. This prevents Anti-passback errors from occurring due to a user
presenting a card to a reader of a door that has already been unlocked by a schedule.

Unlock on Late Open
When “Selecting the Door Unlock Schedule” (see page 73), select Unlock on Late Open to prevent the door from unlocking
automatically until the first person with valid access presents their card at the door.
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Example: The feature is enabled and the front door of an establishment has been programmed to unlock (via schedule)
between 8Am and 5pMm. If by 8:15 no one has presented their card to the front door’s reader, it will not unlock. When the first
person arrives at 8:30AM and presents a valid card, the door will remain unlocked until 5pPm.

Time and Attendance
When the Time and Attendance check box is selected, the time and attendance from the punch device become available
for the ProReport module.

Setting the Door Timers

Under the Timings heading, you can set four different door timers as detailed below.

Unlock Time

In the Unlock time text field enter a value between 001 and 999 seconds (Default: 5 seconds). This value represents the
amount of time the door will remain unlocked when an “Access Granted” or “Unlock” event is generated from the door. The
door will only remain unlocked for the entire Unlock Time if the Door Input Relock schedule and REX Input Relock schedule
are disabled or if no door input has been programmed. For more information, refer to “Door Inputs and Outputs” on page 76.

Pre-alarm Time

Before generating an Open Too Long event (see “Open Too Long” on page 74), the controller can be programmed to
generate a pre-alarm as a warning of the upcoming alarm. In the Pre-alarm time text field, type a value between 001 and
999 seconds (Default: 45 seconds). This value represents the amount of time a door can remain open after an Access
Granted or Door Unlock event before generating a Door Left Open event. The Pre-alarm time should always be less than
the Open too long time (see “Figure 15”). The controller can also be programmed to activate an output when a Door Left
Open event is generated (see “Outputs” on page 125).

Open Too Long

In the Open too long text field, enter a value between 1 and 999 seconds (Default: 60 seconds). This value represents the
amount of time a door can remain open after an Access Granted or Door Unlock event before generating a Door Open
Too Long event (see“Figure 15"). The controller can also be programmed to activate an output when a Door Open Too
Long event is generated (see “Outputs” on page 125). Also, refer to “Pre-alarm Time” on page 74.
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Figure 15: Example of Pre-Alarm and Open Too Long Timers
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Extended Access

When a card holder is granted access, the controller will unlock the door for the period defined by the “Unlock Time” (see
page 74). However, if the card has been programmed with the Extended option (see “Setting Card Options” on page 93),
the controller will unlock the door for the duration of the Unlock Time in addition to the value programmed in the Extended
access timer. In the Extended access text field, type a value between 1 and 999 seconds (Default: 15 seconds). This option
is particularly useful for individuals that may require more time to access the door.

Example: A card that has the Extended access option enabled is granted access to the Front Door. This door’s Unlock
Time is 15 seconds and its Extended access timer is 30 seconds. This means the door will remain unlocked for 45
seconds instead of only 15 seconds.

Two card rule delay

When two card holders are mandatory to access a specific door, see “Two Card Rule” on page 72, the Two card rule delay
determines the delay within which the two card holders have to present their cards in order to grant access to the door. In
the Two card rule delay text field, type a value between 1 and 999 seconds (Default: 5 seconds).
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Door Inputs and Outputs

The Inputs and Outputs tab will allow you to specify the configuration for the door

. . L . . Door Properties X
input, REX input and its interlock (mantrap) input as well as select which output(s) —
can be activated for the selected door. Door | General - Inputs and Ouputs | Elevatc Conts|
Droor Input
i . Input |DUUr 002:01 Contact j
Assigning a Door Input I -
After installing a door contact, use the Door Input settings to enable the -
controller to supervise the status of a door (open/closed). A door input is used: iy
Irput: | Door 00201 RAEX |
* To generate Door Open and Door Forced events Relock: [Dissbled ~ ~|
« To generate Open Too Long and Door Left Open events (see “Setting the Sohedule: | Always =
Door Timers” on page 74) W Urlock on REX, (Moml)
[ Urlock on REX [Regardless of Doar Status)
« To effectively use the Anti-passback feature (see “Controller Anti-passback
Settings” on page 60) Interlack Input
[npul aar 002 onkac hd
« For Interlock (“mantrap”) applications (see “Assigning an Interlock Input” on P [Doc 00202 Eortas =
page 77) Schedule: |Mever -
Perform the following to set up a door input: Output Activation
v 1 v 2 3 [~ 4 ¥ 5 "B
1. A door contact must be installed above the door and it must be connected
to an input on the controller (see the appropriate controller’s Installation Cancel
Manual).

2. The input must be programmed as detailed in “Inputs” on page 115.
3. Under the Door Input heading, select the desired input from the Input drop-down list.

4. Select arelock option from the Relock drop-down list under the Door Input heading. After a valid access through the use of
a card, the control panel can relock the door as soon as it opens (Door opening), when the door closes (Door closing), or
if you select Disabled, it will relock when the Unlock Time has elapsed (see “Unlock Time” on page 74). Also, refer to
“Selecting the Lock Control Type” on page 73.

Assigning a REX Input (Request for Exit)

A request for exit (REX) input is required if you have selected the Access (controlled entry) configuration (see “Selecting a Door
Type” on page 71). If you do not use a REX input, the controller will not be able to distinguish between a valid exit and a forced
exit. The controller will always generate a “Door Forced” event. Perform the following to set up a REX input:

1. A vertical motion detector must be installed above the door and it must be connected to an input on the controller (refer to
the appropriate controller’s Installation Manual).

2. The input must be programmed as detailed in “Inputs” on page 115.
3. Under the REX Input heading, select the desired input from the Input drop-down list.

4. From the Schedule drop-down list under the REX Input heading, select the schedule which will define when the REX can
be used.

Manufacturing Access Control Since 1985




"~ REFERENCE MANUAL

CENTAUR 4.2
Doors

5. Select a relock option from the Relock drop-down list under the REX Input heading. After a valid Request for Exit access, the
control panel can relock the door as soon as it opens (Door opening), when the door closes (Door closing), or if you
select Disabled, it will relock when the Unlock Time has elapsed (see “Unlock Time” on page 74). Also, refer to “Selecting
the Lock Control Type” on page 73.

6. Select the Unlock on REX (Normal) check box if you wish the controller to unlock the door when the controller receives a
valid Request for Exit (the door must be closed and locked). To unlock the door regardless of its current status (i.e. Door
forced, Door open too long, etc.), select the Unlock on Rex (Regardless of Door Status) check box.

Assigning an Interlock Input

This feature allows you to set up the doors for use with Interlock (Mantrap) applications. A “mantrap” consists of two doors,
each controlled by a card reader and/or keypad. When one of the two doors is open or unlock, it is impossible to open the other
door until both doors are closed. Please note that the selected doors must be from the same controller.

An interlock input is required if the door will be used in a “mantrap” configuration or to generate Access Denied - Interlock
Active and Interlock Enabled/Disabled by Schedule events

A The Interlock Inputs feature cannot be used with doors located on a 2-Door Expansion Module (doors 3 to 8). Only
the controller’s doors can use Interlock Inputs.

Perform these steps for each of the two doors being used in the mantrap configuration.
1. Make sure the door inputs have been programmed (see “Assigning a Door Input” on page 76).

2. From the Input drop-down list under the Interlock Input heading, select the same input that is assigned to the door input of
the other door in the mantrap configuration.

3. From the Schedule drop-down list under the Interlock Input heading, select the schedule which will define when the
Interlock (mantrap) configuration can be used.
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Notice how the input selected for the Interlock Input is the same input used for the opposite door’s Door Input. This is how the
controller determines which two doors are used for the Interlock ("Mantrap”) application.

Door, Properties E‘ Door, Properties E|
Door ] General Inputs and Outputs ]Elevalur CUnIrUII Door ] General Inputs and Dutputs ]E\evalur Cunlmlw
Doar Input Door Input
Input: |Door 002:01 Cantact j Input: |Dnor 002:02 Contact j
Relock: |Disabled - \ /Flelock: Dizabled hd
N
REX Input REX Input
Input: | Dioor 002:01 REX | Input: | Dioor 00Z:01 REX |
Relock: |Dizabled - Felock: | Dizabled -
Schedule: |Always - Schedule: | Alvways hd
v Unlock on REX [Marmal) ¥ Unlock on REX [Normal)
[ Unlock on REX [Regardiess of Doar Status) [ Unlock on REX (Regardiess of Door Status)
Interlock Input / \EHUCK Input
Input: [Door D202 Contact | Input: [Door 002:01 Contact =]
Schedule: |Mever v Schedule: | Mever -
Output Activation Output Activation
W 1 ¥ 2 3 ™4 v 5 s v 1 ¥ 2 3 I~ 4 W 5 ™ &

Assigning Outputs to a Door

Each controller has six multi-function outputs. Each controller also supports up to three 2-Door Expansion Modules (CA-A470-
A), which provide an additional 6 outputs each. Therefore, each controller can support a maximum of 24 outputs. Up to 6
outputs can be assigned to the selected door. Typically, these outputs are used to indicate whether a card is granted access
and/or the status of the door by activating and controlling the LEDs and buzzers normally found on the readers and keypads.

Depending on the selected door, the Output Activation check boxes will be numbered differently. Each group of doors is
assigned specific output addresses as demonstrated below:

¢ Outputs 1 to 6 belong to Doors 1 and 2 (controller)

e Outputs 7 to 12 belong to Doors 3 and 4 (CA-A470-A: DIP 1 off, DIP 2 off)
¢ Outputs 13 to 18 belong to Doors 5 and 6 (CA-A470-A: DIP 1 on, DIP 2 off)
¢ Outputs 19 to 24 belong to Doors 7 and 8 (CA-A470-A: DIP 1 off, DIP 2 on)

The selected door and its selected outputs must be from the same controller or the same expansion module. For example, outputs 7
to 12 can only be used with doors 3 and 4; they cannot be used with doors 1 and 2, or 5 to 8. When a check mark is placed in the
appropriate output check boxes under the Output Activation heading, the selected output(s) will operate as defined by the output’s
programmed features (refer to “Outputs” on page 125).
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Floor Public Access Schedule

When using CA-A480 Elevator Controllers (refer to “Elevator Control” on

. . Door P i
page 105), a reader can be installed inside an elevator. Each controller’s door 2erLreperties &
(elevator cart) can be programmed with a general/public access schedule by Door | General | Inputs and Dutputs - Elevator il |
assigning a schedule to each of the door’s assigned floors. This defines, for the Floor Urlack Schedule:
selected door, which floors are accessible to the general public (no access card o =
required) and during which time period. Please note that to program these (IFloor 2
schedules, the door type must be set to Elevator (see “Door Settings” on E
. [ Floar &
page 71) FIDorB
[WIFloar 7
[WIFloar 8
[WIFloar 9
& The Elevator Floor Schedule cannot be used with doors located on a E:mf}]ﬂ
2-Door Expansion Module (doors 3 to 8). Only the controller’'s doors #]Flocr 12
can be set for elevator control. [AFloor 13
[WlFloar 14
[WIFloar 15
[WIFloar 16
[WIFloar 17
. . [WIFloar 18
Setting Up a Door Public Access Schedule o 19
[WlFloar 20
Perform the following to assign one or more floors to a door and to assign a el Flocr 21 L
schedule to each floor:
1. To assign a floor to the door, select the check box associated with the [ ok | conce
desired floor. The Schedule drop-down list will become active.

2. From the Schedule drop-down list, select the schedule you would like to assign to the selected floor. Although there is only
one Schedule drop-down list, you can assign a different schedule to each selected floor. The selected schedule will be
assigned to the highlighted floor whose check box is selected.

3. Return to step 2 to assign another floor and schedule, or click OK to save and exit.

Example: In “Figure 16", the “Parking Level 2” floor is enabled and has been assigned the “Weekly (General)” schedule.
This means that access to that floor is unrestricted when the “Weekly (General)” schedule is valid. Any user, even those
without access cards, can access the “Parking Level 2” floor.
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Figure 16: Example of Programming a Door’s Floor Schedules

Door, Properties b_(|

Door | General | Inputs and Dutputs  Elevator Contral ]

Floar Unlock. Schedule: |EEEEEMERERENEN]

Parking Level 2
[ |Parking Level 1
[General Floor
[IFirst Floor
[]Second Floor
[ Thrid Floor

[ Fourth Floor
[IFifth Floor

All None
Cancel

Deleting a Door

To delete an existing door, right-click the desired door from the Doors branch and click Delete from the drop-down list. You can also
select the desired door and press the keyboard Delete key. A dialogue box will appear requesting confirmation.

Manufacturing Access Control Since 1985




R REFERENCE MANUAL

CENTAUR 4.2
Doors

Display Door Status

When you click on the Door Status icon, from the menu bar, Centaur will display the current (live) status of the doors in the system.
If you wish to manually change the status of a door, right-click the desired door. You can also use the keyboard Shift or Ctrl key to
select multiple doors if you wish to modify several doors in the same manner at once and then right-click on any of the selected

doors. A drop-down list will appear. Select one of the actions from the list. For more information, refer to “Displaying and Controlling

the Status of a Door” on page 165.

Door Status

B Contanr: Door Statis
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Chapter 8: Access Levels

What Will | Find?

AddiNg an ACCESS LeVel . . .o 84
Modifying an ACCESS LEVEI . . ... 84
Deleting an ACCESS LeVEL . . . ..o 86

Access levels determine which doors in the system a card holder will have access to and during which periods. This is done by
enabling the desired doors in an access level, then assigning a schedule to each selected door and assigning the access level to the
desired cards. Please note that the 256 access levels include two default access levels (All and None) which cannot be modified or
deleted. The All access level provides access to any door that exists in the site, 24 hours a day including any programmed holidays.
The None access level will deny all access at all times. For information on how the access levels are used, refer to “Cards” on
page 87.

é In order to program the access levels, you must first program the “Sites” on page 23, the “Doors” on page 67 and
“Schedules” on page 43.
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Adding an Access Level

To add an access level, right-click Access Levels in the desired Site branch and click New Access Level from the drop-down list.
You can also click Access Levels and press the keyboard Insert key to add an access level. After adding an access level, the
Access Level Properties window will appear, allowing you to configure the access level. See “Modifying an Access Level” for more
information.

Modifying an Access Level

From the desired Site branch in the Database Tree View window, right-click the access level you wish to modify and click
Properties from the drop-down list. You can also select the desired access level and press the keyboard Enter key. You cannot
modify the default All and None access levels.

General Access Level Properties

From the this window, select the Access Level tab. This will allow you to view

A Level P i '
some of the system component addresses as well record the access level name £EE= Leve Lroperties X
and any additional notes. Access Level | Doors and Schecties |
Siter 1 Access Level & v Active

Viewing the Access Level Address Name: [icoess Level 003 +

At the top of the Access Level tab, Centaur displays the selected site's |

address as well as the address of the access level. The first access level otes

created is assigned Access Level: 3 as its address. Every time an access

level is added, Centaur increments the access level's address by one. '

Addresses 1 and 2 are reserved for the All and None access levels.

Enabling the Access Level o

Select the Active check box to enable the access level, allowing you to assign
the access level as required. Clear the Active check box to disable the access level without having to remove it from the
database (this will disable any card assigned with this access level).

Typing the Access Level Name

In the Name text field, type a descriptive name for the access level (e.g. Management). Also, refer to “Typing Names and Notes”
on page 22.

Typing the Access Level Notes

Record any important explanations regarding the access level and its use. Use the Notes text field to keep a record of how an
access level was changed and when it was changed. Also, refer to “Typing Names and Notes” on page 22.
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Access Level Doors and Schedules

Access levels determine which doors in the system a card holder will have access
to and during which periods. This is done by enabling the desired doors in an

access level, then assigning a schedule to each selected door and assigning the Acosss Level  Doars and Schedues |
access level to the desired cards.

Access Level Properties

(X

Daor Scheduls
) . . ) [~ Door 007:01 Mever
For information on how to create doors, see “Doors” on page 67. For information on [ Door 001:02 Never

how to create schedules, see “Schedules” on page 43. For information on how to
assign an access level to a card, see “Cards” on page 87.
Assigning Doors and Schedules to an Access Level

Perform the following to define the access level:

1. Select the Doors and Schedules tab. A list of all doors that have been Cancel
created in the site will appear with a check box on the left of each one.

2. To assign a door to the access level, select the check box associated with the desired door. A Schedule drop-down list will
become active.

3. From the Schedule drop-down list, select the schedule you would like to assign to the selected door.

4. Repeat steps step 2-3 to assign another door and schedule or click OK to save and exit.

Example: In “Figure 17", the Back Door is enabled and has been assigned the General schedule. This means any card holder
assigned with this access level will be granted access to the back door only when the General schedule is valid.

Figure 17: Example of Access Level Programming

f . [x]]

Access Level  Doors and Schedules l

Doaor Schedule

W Back Door General
™ Front Door Always E

Gieneral
Never
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Deleting an Access Level

In the Database Tree View window (left-hand portion of your screen), right-click the desired access level and click Delete from the
drop-down list. You can also select the desired access level and press the keyboard Delete key. A dialogue box will appear
requesting confirmation. You cannot delete the default All and None access levels.
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Access Control Systems

Chapter 9: Cards

What Will | Find?

AdAING Cards . . . . oo 89
MOdIfYING @ Card . . . .o e 91
Deleting @ Card . . . . ..ottt e 95
Centaur Card Management FEAtUIE . . . . ... ..o e e e e 96
Centaur Card Import/EXPOrt FEAUIE . . . . . . . et e e e e e 102

Programming a card allows you to define the card’s specific privileges and any details concerning the card holder. When setting up
the card holders in the system, you must define WHO has access to WHERE, and WHEN they have access. In order to program the
cards, you must first program the site (see “Sites” on page 23), doors (see “Doors” on page 67), holidays (see “Holidays” on

page 39), schedules (see “Schedules” on page 43), and access levels (see “Access Levels” on page 83). Please note that the
number of cards your system can support is also limited by your Centaur edition (refer to “Centaur Editions” on page 2).

Example: In “Figure 18", John Doe will have access to the “Production Entrance” from 8:00AM to 5:00PM, Monday to Friday
including New Year’s Day, and 9:00AM to 13:00PM Sunday and Sathurday.
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Figure 18: Overview of Card Programming

Program the Holidays and assign each Program the periods and assign the desired
holiday to one or more Holiday Groups. Holiday Groups for each desired Schedule.
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Program the Access Levels by assigning a Assign the desired Access Levels and
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Door Scheduls Last Name: ’Juhni Family Mumber: W
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Never Floor Graup: ’h‘ I~ Card Traced
waekly [Genera\ |_ AceessLevel 10 |[F :: Ez:;‘li‘::;cess
Access Level 2 | None :" ™ Antipassback Overide
Access Level 3 |Mone - I Interock Ovenide
|_ Access Level & ’h‘
Status: ’h‘
| El
cel ‘ J
r D
= Hotes:
= 3
Cancel

Programming a card allows you to define the card’s specific privileges and any details concerning the card holder. Cards can be
added individually or in batches. Cards can also be added, modified, and deleted using the Centaur’s card management software.
Centaur’s card management software was designed specifically for programming card properties and includes an advanced search
engine that simplifies the task of creating and managing several cards. For more information refer to “Centaur Card Management
Feature” on page 96. You can also add cards to a site by using the “Centaur Card Import/Export Feature” on page 102.

Manufacturing Access Control Since 1985




REFERENCE MANUAL

CENTAUR 4.2
Cards

ZAN

“Access Levels” on page 83.

In order to program the cards, you must first program the site (see “Sites” on page 23), doors (see “Doors” on
page 67), holidays (see “Holidays” on page 39), schedules (see “Schedules” on page 43), and access levels (see

Adding Cards

In the Database Tree View window, right-click Cards from the desired Site
branch and click New Card. You can also select Cards and press the
keyboard Insert key. The Card window will appear, allowing you to

configure the card properties. Refer to “Modifying a Card” on page 91 for
more information.

Also, refer to “Centaur Card Management Feature” on page 96 and
“Centaur Card Import/Export Feature” on page 102.
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You can also add a batch of new cards all at once rather than adding each card individually. Ao X
In the Database Tree View window, right-click Cards from the desired Site branch and et
select New Cards. Within the Batch Adding Cards window, specify how many cards you Eards Infarmation

would like to create as well as any common card information you would like to specify for all Masimm of cards you can creste

cards and click OK. Centaur adds the specified amount of cards to your database and auto- Meomesp st mat gl |y
increments the card numbers. If you wish to modify the cards, you will have to modify them What wouldbe the famiy runber? — [00150
individually within the Card window (see “Modifying a Card” on page 91). Rhatleb g be [oooot

What type of PN, vou want?  |Maone -

Common Cards [nfarmation

Company Name:

Flaor Group: Mone hd
Access Level 1 Al s
Access Level 2 None s
Status: 'h‘
[ Card Traced

I Extended Access

[™ Use Keppad

[ Antipassback Dveride
I Interlock Overide

oK Cancel
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From the desired Site branch in the Database Tree View window, right-click the card you wish to modify and click Properties from
the drop-down list. You can also select the desired card and press the keyboard Enter key. Also, refer to “Centaur Card

Management Feature” on page 96.

Card Holder Details

From the Card window, select the Card Holder tab. This will allow you to
view the site address, to assign access levels and to program the card
holder details, card number, and card options. Also, refer to “Centaur Card
Management Feature” on page 96.

Use the Last Name, First Name, Company Name, and Notes text fields
to identify the card holder’s name and any additional notes that may be
required. All recorded text excluding the Notes field will appear when
displaying the Access Events in the Real-Time Events/Status window
(see “Display Access Events” on page 164).

Card Number

Use the Family Number and Card Number text fields to identify
which access card will be assigned to the user.

Family Number

The family number can be found printed directly on the card or
written on a cross-reference sheet. The family number is always
the first part of the number and is usually followed by a colon (e.g.
247:1234). If you cannot locate the family number, you can
present the card to any reader in the system and its family and

Card
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card number will appear in the Card Holder field of the Real-Time Events/Status window (see“Figure 19”). When you have
located the correct number, type it into the Family Number text box. This text box will not be available if the maximum family
number is set to 0 (see “Selecting the Cards Maximum Family Number” on page 34).
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Card Number and Card Number (HEX)

The card number can be found printed directly on the card or written on a cross-reference sheet. The card number is always
the second part of the number and is usually preceded by a colon (e.g. 247:1234). If you cannot locate the card number,
you can present the card to any reader in the system and its family and card number will appear in the Card Holder field of
the Real-Time Events/Status window (see “Figure 19”). When you have located the correct number, type it into the Card
Number text box. Alternatively, enter the card number in hexadecimal in the Card Number (Hex) field when the
“Hexadecimal Card Numbers” check box on page 33 is selected. Entering the Card Number in decimal format will affect the
Card Number (HEX) field and vice versa.

Figure 19: Using the Real-Time Events/Status window to Find Out the Card Number

B8l Centaur: A1l Events g@@
File ‘iew Options Modules Help
2002 v | B 9 @ 4 k[ 2T s BRE D E ?

_g Centaur Event Name Description Card Holder Field Time Logged Time &
- g Sites Card modified Administrakor Paul Srith 150:1 14/02/2008 10:38... 14/02/2008
E|¥ Site 1 Card modified Administrator John Edwards 150:2 14/02/2003 10:38,.. 14f0212003

9@ Cards j't
% John, Edwards Family Number Card Number

RSB P Sul, Smith

Click on the ... button to load or add a card using a CMPP card enrolment station. This button is only available when the
Activate CMPP check box is selected (refer to “Activating CMPP for a Site” on page 37).

Assigning Access to a Card

The Floor Group, Access Level 1 to Access Level 4 drop-down lists identify which doors and floors the card holder can
access.

Floor Group

To obtain access to a door defined for elevator control, the desired cards must be assigned a valid floor group. If the selected
site has been set up for elevator control, a list of existing floor groups will appear in the Floor Group drop-down list. Select
the floor group you wish to assign to the card. This will determine which floors and during which schedule a card holder will
have access. For more information on floor groups, refer to “Groups” on page 141.

Access Level

Up to two access levels can be assigned to each card by default, and up to four when the “Extended Access Levels (Levels
3/4)” check box is selected (refer to page 33). When you click one of the Access Level drop-down lists, all active access
levels in the selected site will appear. Select the access level(s) you wish to assign to the card. This will determine which
doors in the site the card holder will have access to and during which time periods each door can be accessed. For
information, refer to “Access Levels” on page 83. If two or more access levels are assigned to a card, access is granted as
long as one of the defined access levels is valid when the card is presented.
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Setting Card Options

The following check boxes can be used to enable or disable the corresponding options or features.

P.ILN.

If the Use Keypad check box has been selected (see Use Keypad on page 93), the card holder will have to type the P.I.N.
(Personal Identification Number) recorded in the P.I.N. text box on the system keypad. The P.I.N. can be from four to eight
digits in length and each digit can be any numerical value from zero to nine. The P.I.N. length is also a function of the keypad
hardware being used. If desired, Centaur can automatically generate a unique P.1.N. for you. To do so, click the drop-down
arrow to the right of the P.I.N. text field and select the desired P.I.N. length.

Card Traced

Track a card holder's movements by generating a Card Traced event in addition to the Access Granted or Access Denied
event every time the card is used. To enable this feature, select the Card Traced check box. You can use Centaur’s report
generation feature to generate a report of all the Card Traced events. The Card Traced event can also be used to activate
a device such as a relay. The relay can be connected to a signalling device, warning the operator that a card with the Card
Traced feature enabled has been presented to a reader. For more information, refer to “Events” on page 133.

Extended Access

When a card holder is granted access to a door, the door will remain unlocked for the period defined by the door’s “Unlock
Time” (see page 74). When the Extended Access check box is selected, the door will remain unlocked for the duration of
the door’s “Extended Access” (see page 75) in addition to its Unlock Time. This option is particularly useful for individuals
that may require more time to access the door.

Example: A card holder is granted access to the front door with an Unlock Time of 15 seconds and an Extended Access
time of 30 seconds. If the option is enabled, the door will remain unlocked for 45 seconds instead of only 15 seconds.

Use Keypad

This option is used when a card holder presents their card to a reader that is accompanied by a keypad on the same side
of the door. If the Use Keypad check box is selected, the card holder will have to enter a “P.I.N.” (see page 93) on the keypad
after presenting their card to the reader before being granted access.

Anti-passback Override
When the Anti-passback Override check box is selected, all the controllers in the site will ignore the anti-passback status
of the card (see “Enabling Controller Anti-passback” on page 60).

Interlock Override

An interlock installation consists of two doors each controlled by a reader. Access will not be granted to a door in this
configuration if the other door is already open or unlock. With the Interlock Override feature enabled, the card holder does
not have to wait for both doors to be closed in order to access a door using the interlock feature. When using this option and
access is granted, the controller will generate an Access Granted - Interlock Override event. Also refer to “Assigning an
Interlock Input” on page 77.
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Selecting Card Status

Each card can be tagged with one of five status levels. These status levels will determine when a card holder’s access card is
valid. Click the Status drop-down list to select one of the following status levels.

Valid
As soon as you click OK, the card’s programmed access privileges are valid and the card holder can begin using their card
until the status is changed.

Stolen, Invalid, or Lost
These status levels allow you to indefinitely revoke a card’s privileges without having to remove it from the database. As
soon as you click OK, the card can no longer be used until the status is changed.

Pending

You can use this status level to create a card prior to the date the card becomes valid or for personnel on contract which
would require a card to be active for a specific period of time. When you select Pending from the Status drop-down list, the
Start Date, End Date, Enable Card Traced, and Days Before End Date options become available. Use the Start Date and
End Date drop-down lists to select the day, month, and year the card becomes valid and the day, month, and year the card
expires. The card becomes active at 00:00 of the selected Start Date and expires at 24:00 of the selected End Date. When
the Enable Card Traced check box is selected, a card traced event will be generated when the card is presented within the
defined number of days (Days Before End Date) before the End Date.

Typing Additional Card Holder Details

From the Card window, select the User Defined Data tab and use these - ®
fields to record any additional information about the card holder. For —
information on how to customize the titles of these fields, refer to “Defining CardHoldsr User Defined Dats | Photo |

the User Definable Card Fields” on page 32.

Hired On |Wednesday, January 30, 2002

Ll

Birth Date |Wednesday, January 30, 2002

Ll

[~ Full Time
[~ DayShift

Mame ||

Address

City

Zip

Phone Mumber

Title:

= = (E(E = (= =]

Mote

Cancel
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Adding a Photo to the Card

You can associate a picture of the card holder with the selected card,
which is commonly used with Centaur’s visual authentication feature
(see “Centaur Card Management Feature” on page 96). When a card
is presented to a reader, Centaur’s visual authentication software can
display the card holder’s picture. Select the Photo tab and type the
photo’s path in the Photo text field, or click the ... button and select
the photo from the list. By default Centaur will display the Default.jpg
file.

Deleting a Card

In the Database Tree View window, right-click the desired card and click
Delete from the drop-down list. You can also select the desired card and
press the keyboard Delete key. A dialogue box will appear requesting
confirmation. Also, refer to “Centaur Card Management Feature” on
page 96.
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Centaur Card Management Feature

Centaur Card Management feature is an application that is automatically installed with the Centaur software. It provides an easy to
use interface to program the card properties (see “Card Holder Details” on page 91) without having to deal with long card lists in the
Database Tree View window and includes an advanced search engine. You can run Centaur Card Management feature without
having to run Centaur.

Starting Centaur Card Management Feature

Centaur Card Management feature can be started using one of two methods. To start Centaur Card Management feature from within
Centaur, click the Open FrontCard icon from the toolbar (refer to “Toolbar” on page 19), or click the Modules menu and click
FrontCard. You can also simultaneously press the Ctrl and F1 keys. The FrontCard Site Selection window appears. In the Site list,
select the site whose cards you want to view or modify and click OK.

To start Centaur Card Management feature without Centaur running:

1. From Windows, click Start, Programs, CDV Americas, Centaur, Administration Console, and click FrontCard.

2. From the Logon window, type the appropriate Logon ID and Password. Centaur Card Management feature uses the same
logon IDs and passwords as Centaur. If you are logging on from a networked workstation, type the Centaur Server
computer’s network name or IP address in the Computer text field. Select the desired language from the Language list.

3. The FrontCard Site Selection window appears. In the Site list, select the site whose cards you want to view or modify and
click OK.
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Using Centaur Card Management Feature

After starting Centaur Card Management feature, all — Cancel changes (undo)
actions are performed using the icon toolbar at the )
: . Save changes __ — Print the card

top of the FrontCard window. At any time you can (on an access card)
use the Card Holder, User Defined Data, and . . :

; ! . ! Del h d Print card information
Photo tabs to view and/or edit the current card. For elete the current car (on paper)
more information on the settings available in these Add new card Refresh card
tabs, refer to “Card Holder Details” on page 91. See CMPP
“Defining Card Badge” on page 98 for more Scroll through
. - the list of cards
information on the Badge tab. | Search card

Cards are sorted by last name or by card number
depending on the option selected when starting the

card management feature from Start, Programs, [, . gl ~ ¢ B e
CDV Americas, Centaur, Administration | | J l | | | Ll ] |
Console, and FrontCard. & CordHiokder | A5 Uise Ciiinod Gt | B ot | 88 Godge |

Scrolling Through the Site’s Cards Ll T Cond Humbes HEXE | 000060002 .|

Click the scroll buttons (4 <« » P)to w5 e Fanir Humbw: | o

scroll backward or forward through the ot Ll e || o

cards available in the selected site. e Lo I

Flocs Greage [ Hene -|
Add a New Card s L 1 - [ Cord Traced
. M & Mo - [ Estendad

To create a new card, click the Add new - j ~ u: e

card record button (+), program the card’s = O

sttings and click the Save Changes button o = = oot i

(&) -

= [
Delete A Card Hotes
To delete the currently selected card, click j

the Delete card record button (-).

Save Changes
To save any changes made to the currently selected card, click the Save Changes button (&).

Undo Changes

To undo any changes made to the currently selected card, click the Cancel changes button (\).

Print the Card (on an Access Card)
To print directly on an access card, first define the card badge and click the Print the card (on an access card) button.
Refer to “Defining Card Badge” on page 98 for more information.

Print Card Information (on Paper)
To print the card information on paper, click the Print Card Information (on paper) button and click OK from the print
window.

Refresh
To update the list of cards with any cards that may have been added to the database using another method, click the Refresh
button.

CMPP

To load or add a card using a CMPP card enrolment station, click the CMPP button.
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Search
To search for a card using specific criteria:
Click the Find Card Record icon (binoculars). The Find Card window

Find Card X
appears. —
From the Field drop-down list, select the desired criteria. The criteria that can e}
be selected are as follows: Family Number, Card Number, PIN Number, Field: [LastMame =] Cancel
First Name, Last Name, Company, Card Number (Hex), or any of the text I Esact match
fields found in the User Defined Data tab. Results:

In the Find text field, type the text that Centaur card management software will
search for. The text should be representative of the criteria selected in step 2.
If you want the search to match exactly what is typed in the Find field, select
the Exact match check box.

Click the Find button.

From the Results list, highlight the desired card and click the Go to button to
edit the card.

MOTE: The results window will display the first 250 valid matches

Defining Card Badge

The card badge is used to define what will be printed directly on the front and back sides of an access card.

1. From the FrontCard window, select the Badge tab.

& FromiCard - Sile : Sile 1

2. Select a Template from the list or use the Launch | | P | M | + | = | @~ ‘ | | A
Editor button to create a new template (see : ; :
“Launching the Centaur Badge Editor” on page 99). P Cont Hules | 43 Usen Debroed D | I Prote. 8 Biadoe

3. Select the language to be used from the Language i = Lunchics |

of user defined text drop list.

Larspangs ol wrier cldarnsed oo

4. From the Preview’s Front Side and Back Side radio

buttons, select the front or back side preview to be s B
displayed. Prasviews

I Figed Sedde

™ Bk Sl
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Launching the Centaur Badge Editor

The Centaur Card Template Designer allows defining the front and back side of the badge.

1. To launch the editor, click on the Launch Editor button.

Select Template

a) Select a template and click Load to open the selected template. Templae: =
Load Fiename | Mew | Delete | Cancel |

b) Select a template and click Rename to rename the selected
template.

c) Click New to create a new template, enter the name of the template, and click OK.
d) Select atemplate and click Delete to delete the selected template.
e) Click Cancel to quit the editor.

The Centaur Card Template Designer editor is displayed when you have selected to Load the selected template.

Menu 7| Centaur Card Template Designer
I — File Edit Card Settings View Help

EE =@ ([E[MTE e
. S L B

[First name]

[Last name] ——— Back Card

Badge

Front Card Badge

CDVL

[Company]

|~
| w

Status Bar ==
Ready MUM
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Menu

The menu gives access to the File, Edit, Card Settings, View, and Help menus.

e The File menu gives access to the Template selection, Save, Print, and Exit.

« The Edit menu gives access to the following to add items to the template. For each item selected, click on the screen where
the field needs to be located. Click and drag the inserted field to change its location on the badge.

Add Photo: Allows to add the photo to the badge template.

Add Card Info: Allows to add predefined card fields from the “Card Holder Details” on page 91 and “Typing Additional
Card Holder Details” on page 94. Select a field from the Card Data drop list, and click OK.

Add Static Text: Allows to add static text to the badge template.

Add Barcode: Allows to add a barcode.

* The Card Settings menu gives access to the following:

Background Images: Allows to add a background image to the badge template. Select the background image for the
Front and/or the Back of the badge, and click OK.

Default Font: Allows the selection of the font that will be used for the card fields inserted after the font selection. The
Default Font does not affect the fields that are already inserted to the badge template.

Flip (Portrait / Landscape): Allows to switch the editor layout from portrait to landscape or vice versa.

« The View menu gives access to the following:

Toolbar: Allows to show or hide the Toolbar.

Status Bar: Allows to show or hide the Status Bar.

Show / Hide Front Side: Allows to show or hide the card badge front side.

Show / Hide Back Side: Allows to show or hide the card badge back side.

Tile Horizontally: Allows to display the front side of the card badge on top of the back side.
Tile Vertically: Allows to display the front side of the card badge beside the back side.

1 Front Side and 2 Back Side: Allows the selection of either the front side or the back for edition.

The Help menu gives access to About Centaur Badge Editor window.
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Toolbar
The Toolbar is divided in different categories as described in the following picture.

File Edit

ESES &= 3T T E e
L -

Card Settings

CATEGORY |BUTTON DESCRIPTION SH?SE-I;CUT MENU
File Template Ctrl+L File -> Template...
Allows selecting a template.
Save Ctrl+S File -> Save
(=Y Allows saving the template.
Print File -> Print
% Allows printing the template layout.
Exit File -> Exit
Allows to quit the Centaur Card Template
Designer.
Edit Add Photo Ctrl+P Edit -> Add Photo
[&]
- Add Card Info Ctrl+l Edit -> Add Card Info
T Add Static Text Ctrl+T Edit -> Add Static Text
Add Barcode Ctrl+B Edit - Add Barcode
=
Card Background Image Ctri+G Card Settings -> Background Image...
Settings e
Default Font Ctrl+D Card Settings -> Default Font
L1: 14
Flip (Portrait / Landscape) Ctrl+F Card Settings -> Flip (Portrait / Landscape)
Status Bar

The status bar is located at the bottom portion of your screen and allows to display the Centaur Card Template Designer status.
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Centaur Card Import/Export Feature

Centaur includes a card import and export feature which enables you to export Centaur card data to a .csv file or import a .csv file
containing card data into Centaur’s card database. This application can be useful, for example, if you require several card holders to
have access to more than one site. After creating all the cards in one site, export the cards into a .csv file from the site containing the
desired cards. Then import the .csv file you created into the desired sites.

Starting the Centaur Card Import/Export Feature

Centaur’s Card Import/Export feature can be started using one of four methods. To start this feature from within Centaur, click the
Open Card Import/Export icon from the toolbar, or click Modules and click Card Import/Export. You can also simultaneously
press the Ctrl and F2 keys.

To start Centaur Card Import/Export feature without Centaur running:

1.

3.

Click Start, Programs, CDV Americas, Centaur, Administration Console, and click Card Import-Export.

From the Logon window, type the appropriate Logon ID and Password. Centaur Card Import/Export feature uses the
same logon IDs and passwords as Centaur.

Click OK.

Exporting Cards

4,

5.

6.

After starting Centaur Card Import/Export feature, click Next.
Select Export Cards, click Next, and click Next again.
Select the site that contains the card data that you want to export and click Next.

Type the name of the .csv file that you want to create or click the ... button to select a file name and location. Click Next.
The default export file location is My Documents.

Select a delimiter that will separate the card data fields. If you want the name of each field to appear in the first row (i.e. last
name, card number, etc.), select the First row contains field names check box. Click Next.

Items in the bottom list box represent data fields that will be exported into the .csv file. Highlight the desired data fields from
either list box and click the Add and Remove buttons until the desired data fields appear in the bottom list box. Click Next.

10. Click Finish. A message appears indicating that the information has been successfully exported. Click OK.
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Importing Cards

& If the site you are importing the cards into already contains cards that are also in the .csv file, errors may occur.

1. After starting Centaur Card Import/Export feature, click Next.

2. Select Import Cards, click Next, and click Next again.

3. Select the site that you want to import the card data into and click Next.

4. Type the name of the .csv file that you want to import or click the ... button to select a file name and location. Click Next.

5. Select a delimiter that separates the card data fields in the selected .csv file. If the .csv file contains a colon delimiter
between the family and card number, select the Use: delimiter for Family/Card number check box. If the .csv file contains
field names in the first row, select the First row contains field names check box. If the .csv file contains hexadecimal
family numbers, select the Hex Family number check box. Click Next.

6. Select the default access levels and floor group you wish to assign to all the imported cards and click Next. These can be
changed afterwards.

7. Items in the bottom list box represent data fields that will be imported into the selected site. Highlight the desired data fields
from either list box and click the Add and Remove buttons until the desired data fields appear in the bottom list box. Click
Next.

8. You can click Preview to review the data fields that will be imported into the selected site. Click Finish when you are done.
A message appears indicating that the information has been successfully imported. Click OK.

@ You must close and restart the Centaur administration console for all changes to take effect.
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Chapter 10: Elevator Control

What Will | Find?

Overview of Elevator CoNtrol. . . .. .. 106

Using the Centaur software, you can control the access of up to 64 floors per site. Each of the CA-A480 Elevator Controllers can
control up to 16 floors and up to eight elevator controllers can be supported by each controller. You can interface the elevator cart's
floor buttons with the elevator controllers’ relays and program them to follow a public access schedule (no card required) or to limit
access to individuals with a valid card. Only the floors that have been assigned to the elevator cart’s public access schedule or to a
floor group assigned to a card will be active.
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Overview of Elevator Control

Elevator control allows you to define when certain floors from an elevator cart can be accessed and by whom these can be
accessed.

« Each site can control up to 64 floors.

« Each CA-A480-A Elevator Controller controls up to 16 floors.

« Each controller supports up to eight CA-A480-A Elevator Controllers.
« Each door supports four elevator controllers for up to 64 floors.

« Each door in a site represents an elevator cart and each one controls the same floors defined by the site.

Figure 20: Basic Overview of Elevator Controllers

Door 1 Door 2
(Etevator Cart 1) [Elevator Cart 2)
DI l-.’ Up to 4 Elevator Controllers Elevator Controllers
d— (CA-A480-A) per door. (CA-A480-A) DIP Switch
m
™ ontroller ~,
Il Lo Floars Floors Floors Floors [« =]
1t 16 17 to 32 348 49 to 64
E-Bus o i - PWR OFFON =]
To othar CA-ALEE [~ CI.-JMII‘II | CA-AdsD| = CA-AEBD) ljl
CT-Va00-A i Sieorell IANSEH |Aol  |AiSs Wl =For Door prmenssieo| [ )~
AgOFF AdaokF || | AdsOFF AGSOFF |
contrailer ABOFF agsoer | | AB=OFF AB=OIFF | —_—
[RS-485) ¥ V RLY OFFION B«
Floors Floors Floors Flaors
1to 18 1Tio32 33048 L8104 RLY COMMS -
CA-A480) [T | CA-A4B0] [T | CA-AdsD| [T | CA-ALBD) ADDRESS 8 . -
il |aanl [Aoerll At=a i« rorDoor2 m
- n . =M | ADDRESS 4
:;ag\rF :::gF :{ ﬁ;«g\;’F .:‘I;lg\:lF-H Agd;ﬁ;s-ﬂblﬁ - - e
I witch ADDEESS 2 Ijl“
ADORESS 1| | |~

Quick Start Programming

To properly set up Centaur for elevator control, several different elements must be programmed as defined here:

1. Access the Site Properties window by right-clicking on the desired site from the Database Tree View window and selecting
Properties from the drop-down list. You can also select the desired site and press the keyboard Enter key. In the Site
Properties window, select the Floors tab and define the names and numbers of the site’s logical floors (see “Site Floor

Settings” on page 35).

2. Program the door’s reader for elevator control and install it inside the elevator cart. The door cannot be used for any other
purpose other than elevator control. Access the Door Properties window by right-clicking on the desired door from the
desired controller’s branch within the selected site and clicking Properties from the drop-down list. You can also select the
desired door and press the keyboard Enter key. In the Door Properties window of the desired door, select the General tab
and set the Door Type to Elevator (see “Door Settings” on page 71). Please note that you cannot use any doors from the

2-Door Expansion Modules for elevator control.
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3. Define when each floor of a door/elevator cart is accessible to the general public (no access card required). In the Door
Properties window of the desired door, select the Elevator Control tab and assign a schedule to each floor (see “Floor
Public Access Schedule” on page 79).

4. To access a floor when its schedule is invalid, you must create a floor group and assign the floor group to the desired cards.
Expand the Groups branch within the Database Tree View window, right-click on Floor Groups and click New Floor
Group from the drop-down list. You can also select Floor Groups and press the keyboard Insert key. In the Floor Group
Properties window, select the Floors tab and assign specific floors to the floor group and then assign a schedule and an
alternate schedule to the floor group (see “Floor Group’s Floors and Schedules” on page 143).

5. Access the Card Properties window of a desired card by right-clicking on the desired card and selecting Properties from
the drop-down list. You can also select the desired card and press the keyboard Enter key. In the Card window, select the
Card Holder tab and assign a floor group to the card (see “Card Holder Details” on page 91).

Figure 21: Example of Elevator Control

Daoor 1 for Door 2 for
Elevator Car 1 Elevator Car 2 DIP switch settings on elevator controller
] determine floor assignment of its relays
CT-V800-A
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Door 1/Elevator Car 1 -I Door 2/Elevator Car 2 -|
E-Bus Floors 1 to 16 | Floors 1 to 16 I
To other
CT-va00-A :
contraller Button “5B2” for flogr 1—— v Floor  Flooe 16 ] mur Mot used
(RS-485) Button “SB1” for floor 2——{ mr| | [4n0uess 1 |8 Button “S81" for floor 2—— mr| | [40oness 1
Bution "G* for floor 3 —— Pt Button “G” for ficor 3 ADoESs §
Button 17 for floar 4 —— Button “17 for floor 4
Button 2" for floar 5§ —= Button “2° fof floor 5 -
Button *3" for floor & Button 3" for floor & 4—[
Button “4° for flogr 7 = ——— Mot used
Button *5° for floor 8 ————————— Not used
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(4) Fourth Floor :
@ . I
-3 (3) Third Floor | = i
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52 3 !
= (1) First Floor =3 |
33 i :
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i E" |
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(SB2) Parking Level 2 Logical Floor #1
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Chapter 11: Relays

What Will | Find?

AddING RElAYS . . . o o 110
MOdifying @ RElAY . . ... e 110
Deleting @ RelAY . . . ..o e 113
Display Relay Status and Manual CoNtrolS . . . . ... o e e 113

The CA-A460-P Relay Expansion Module adds seven additional relays to the CT-V900-A controller. Up to two relay expansion
modules can be added to each controller for a total of 16 relays per controller.

Typically, the relays are used to activate alarm sounders or other devices such as lighting control units and air conditioners. The

relays can be programmed to follow a schedule or to activate upon the validity of a schedule and disable after a programmed timer
has elapsed.

In order to add or create one or more relays, at least one site and one controller must be created. If you have not created a site,
please refer to “Sites” on page 23. For more information on setting up a controller, refer to “Controllers” on page 49. When adding
relays using the methods described in the following sections, you will be required to select an address for each relay. These
addresses represent a specific relay on the selected controller or on a Relay Expansion Module connected to the controller (see
“Figure 22" on page 111).
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Adding Relays

If you wish to add one relay or multiple relays at one time, right-click Relays from the desired

. . . Add Dewi
controller in the Database Tree View window and select New Relays. You can also select S X
Relays and press the keyboard Insert key. Select the desired relay address(es) and click OK. Ege:av gg]g; A ok |
. . . . . . . (= B
After adding the relay(s), you will have to configure them within the Relay Properties window Dﬁdaﬁ -3 Cancel
(see “Modifying a Relay”). [Pelay D0T:04
[Relay 001:05
[Relay 001:06
[Relay 007:07
[Relay 007:08 B
[Relay 007:03
H - [Relay 001:70
Modifying a Relay Py 00111 .

From the desired controller’s branch in the Database Tree View window, right-click the relay
you wish to modify and click Properties from the drop-down list. You can also select the desired relay and press the keyboard Enter
key.

General Relay Properties

From Relay Properties window, select the Relay tab. The Relay tab will allow you to view the component addresses as well as
record the relay’s name and any additional notes.

Viewing the Relay Address

At the top of the Relay tab, Centaur will display the relay’s address, as well as the address of the controller and site to which it
is connected. For details on relay addresses, refer to “Figure 22" on page 111. For details on controller addresses, refer to
“Viewing the Controller Address” on page 52.
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Figure 22: Relay Address Assignment for Each Controller

Relays 1 and 2 are found on the controller,
Relays 3-16 are found
on the relay expansion modules,

CT-Va00-A
Controller

Relay |
Add. 1 } .

A maximum of two relay expansion modules can
i 2 be connected to the controller.

RELAY EXPANSION MODULE #2

Module
Addressable
Jumpar

Relay Relay Relay Relay Relay Relay
Add.4 | Add. 6 Add. 8 Add. 11 | Add. 13 Add 15
Relay Relay Relay Relay Relay Relay Relay Relay
Add. 3 Add. 5 Add. 7  Add. 9 Add 10 Add. 12 Add 14 Add 18

Typing the Relay Name

Use the Name text field to identify the relay’s use or location. We recommend using a name that is representative of the device
that it is controlling such as “Alarm Sounder Relay”. Also, refer to “Typing Names and Notes” on page 22.

Typing the Relay Notes

Use the Notes text field to record any additional notes that may be required. We recommend that you keep a log of when and
what settings were changed. Also, refer to “Typing Names and Notes” on page 22.

Relay Activation Properties

From the Relay Properties window, select the Activation tab. The Activation tab will allow you to program the relay’s activation
schedules and activation timers as well as select the relay’s normal state (i.e. de-energized or energized).

Selecting a Time Relay Activation Schedule

From the Timed activation drop-down list under the Schedules heading, select the schedule that will activate the relay for the
period of time defined by the activation time (see “Setting the Relay Activation Timer” on page 112). At the start time of every
period in the selected schedule, the relay will activate for the amount of time specified in the Activation time text box,
regardless of the schedule’s end times. Refer to “Setting the Relay Delay Time Before Activation” on page 112.

Manufacturing Access Control Since 1985




REFERENCE MANUAL

Figure 23: Sample Time Activated Schedule

Example: If you wish a relay to activate a bell from Monday to Friday at 8:00AM, 12:00PM, 3:00PM,
and 6:00PM for 10 seconds each time, you would program the relay and schedule as follows.

Relay Properties E| e Schedule Properties E|
Relay Actlvatlnn] Schedule Detalls}
SChETd“'ESd coatos T8 Start Surn Mon Tue Wed Thu Fri Sat Holl Hol2 Hol3 Hold
imned actrvation: |EEEEE Peiiod 1: 0500 l— |7 |7 |7 |7 |7 l— l— l— l— l—
Actiatng: [Nover =l Peiodz |0 21 C R R R R R T T
Timings Period 2: | {1500 r~FmwWw I T T I
Activation time: |10 seconds [0 to 5535 p— Period 4: | 1800 N T I I A 2 I I B B
Dielay time before activation: |30 seconds [0 to B5535) Period 5 |0000 rrrrrrrrrrrrrr
Period £ |0000 rrrrrrrrrrrrrrr
Mon-activated state: | De-energize = Period 7 |0000 rrrrrrrrrrrr
Peiod® [0000 [0000 T O ¢
_ Ceed] | Cancel
At the Start of every period in the selected schedule, the relay will
activate for the amount of time specified in the Activation Time

— text box, regardless of the period’s End time. Relay activation can
be delayed by the value programmed in the Delay time before
activation text box.

Selecting a Relay Activation Schedule

From the Activating drop-down list box under the Schedules heading, select the schedule that will activate the relay for the
period(s) defined by the selected schedule. This feature will ignore the values programmed under the Timings heading and will
follow the selected schedule only.

Setting the Relay Activation Timer

In the Activation Time text field under the Timings heading, type a value between 000 and 999 seconds (Default: 5 seconds).
This value represents the amount of time the relay will remain activated when enabled by a timed activation schedule (see
“Selecting a Time Relay Activation Schedule” on page 111) or when activated manually (see “Displaying and Controlling the
Status of a Relay” on page 166).

Setting the Relay Delay Time Before Activation

In the Delay time before activation text field under the Timings heading, type a value between 0 and 999 seconds (Default:
0 second). This value represents the amount of time the controller will wait before activating the relay upon a valid time
activation schedule or when activated manually (see “Displaying and Controlling the Status of a Relay” on page 166).

Example: A Delay time before activation of 30 seconds has been programmed in the example shown in“Figure 23” on page 112.
If period 1 of the schedule becomes valid, the relay would activate 30 seconds after 8:00AM.
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Setting the Relay’s Non-Activated State

From the Non-activated state drop-down list, select the appropriate normal state.

De-energized

The relay output is energized when activated. This means the selected relay output on the controller will remain de-energized
until activated by a schedule or manually (see “Displaying and Controlling the Status of a Relay” on page 166). When
activated, the controller will change the state from off to on.

Energized

The relay output is de-energized when activated. This means the selected relay output on the controller will remain energized
until activated by a schedule or manually (see “Displaying and Controlling the Status of a Relay” on page 166). When
activated, the controller will change the state from on to off.

Deleting a Relay

To delete an existing relay, right-click the relay from the appropriate controller’s branch in the Database Tree View window, and click
Delete from the list. You can also select the desired relay and press the keyboard Delete key. A dialogue box will appear requesting
confirmation.

Display Relay Status and Manual Controls

When you click on the Relay Status icon from the tool bar, Centaur will display the current (live) status of the relays in the system. If
you wish to manually change the status of a relay, right-click the desired relay. You can also use the Shift or Ctrl keys to select
multiple relays if you wish to modify several relays in the same manner at once and then right-click on any of the selected relays. A
drop-down list will appear. Select one of the actions from the list. For more information, refer to “Displaying and Controlling the
Status of a Relay” on page 166.

Manufacturing Access Control Since 1985




REFERENCE MANUAL

Manufacturing Access Control Since 1985




REFERENCE MANUAL

CENTAUR 4.2
Access Control Software

Access Control Systems

Chapter 12: Inputs

What Will | Find?

CoNNECHING INPULS . . . oo et et e e 116
AdAING INPULS . . . o e e 119
MOdifyiNg &N INPUL . . . .o e e 119

Deleting an Input

Each controller includes eight inputs which can be connected using ATZ Zone Doubling to monitor up to 16 input devices. Each
controller also supports up to three 2-Door Expansion Modules (CA-A470-A), which provide an additional 4 inputs each. Therefore,
each controller can monitor the state of up to 28 inputs.

Typically, the inputs are used to monitor and control the status of door contacts and request for exit devices installed on the
controlled door. The inputs can be programmed to follow a schedule, or to activate relays and/or bypass other inputs when triggered.
For additional information on how inputs can be used, refer to “Door Inputs and Outputs” on page 76.
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Connecting Inputs

Each controller and its assigned 2-Door Expansion Modules can monitor the state of up to 28 inputs such as magnetic contacts,
motion detectors, temperature sensors or other devices. Inputs can be installed to a maximum distance of 1000m (3300ft.) from the
controller when using AWG #22 wire. The controller and its assigned 2-Door Expansion Modules can only use one of the following
input connection methods.

NC Input Connection

When this option is selected (see Setting the Controller Input Configuration on page 57), the controller will generate an alarm
condition when the state of an input is toggled (opened). This set up will not support tamper or wire fault (short circuit) recognition.
Connect one device to each input. For address assignment of the 2-Door Expansion Module’s inputs, refer to “Viewing the Input
Address” on page 119.

Figure 24: N.C. Input Connection Methods

NC CONNECTIONS FOR NC CONNECTIONS FOR
CT-V900-A CONTROLLER CA-A470-A
Controller 2-Door Exp,
Address 1 Inputs Inputs
— e fe——— 712 —e e 71
COoMm COM

—efe—————— 234 — 28
Address 1
—efe———=

Address 5§ COoM

oo e e 74

COM

L elfe 714

Address T

Address 9

—efe——— 7810

COoMm

e ffo—— 7012

Address 11

Address 13

— oo 7134

COm

e 71515

Address 15
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ATZ 2R Connection

When this option is selected (see Setting the Controller Input Configuration on page 57), the controller will generate an alarm
condition when the state of an input is toggled (opened). An alarm condition will also be generated when a cut in the line occurs, but
will not recognize a wire fault (short circuit). Connect two devices to each controller’s input, but only one device to each 2-Door
Expansion Module’s input. For address assignment of the 2-Door Expansion Module’s inputs, refer to “Viewing the Input Address” on
page 119.

Figure 25: ATZ 2R Input Connection Method

ATZ 2R CONNECTIONS FOR ATZ 2R CONNECTIONS FOR
CT-V900-A CONTROLLER CA-A470-A
Address 1 Address 2 Controller 2-Door Exp.
1K Ohm 2.2K Ohm Inputs 1K Chm Inputs
COM e COM
qu W 22
Address 3 Address 4 1K Ohm
1K Ohm 2 2K Ohm o e
NS g s S
;E ; f—————— COM
256
coM .'IE £

zj ! 47] 3 Z7-8 1K Ohm

Address 7 Address B

1K Ohm 2 2K Ohm
Address 9 Address 10
1K Ohm 2 2K Ohm

COM

WET!-12

Address 11 Address 12

1K Chm 22K Ohm
Address 13  Address 14
1K Ohm 22K Ohm
COM
Y alta Z15-16

Al Al
Address 15  Address 16
1K Ohm 22K Ohm

Manufacturing Access Control Since 1985




‘v A

REFERENCE MANUAL

ATZ 3R Connection Method

When this option is selected (see Setting the Controller Input Configuration on page 57), the controller will generate an alarm
condition when the state of an input is toggled (opened). An alarm condition will also be generated when a wire fault (short circuit) or
a cut in the line occurs. Connect two devices to each controller’s input, but only one device to each 2-Door Expansion Module’s
input. For address assignment of the 2-Door Expansion Module’s inputs, refer to “Viewing the Input Address” on page 119.

Figure 26: ATZ 3R Input Connection Method

ATZ 3R CONNECTIONS FOR ATZ 3R CONNECTIONS FOR
CT-V900-A CONTROLLER CA-A4T0-A
Address 1 Address 2 Controller . 2-Door Exp.
1K Ohm 22K Ohm EOL Inputs 1K Ohm EOL Inputs
1K Ohm 1K Ohm
= e i WL £ I
COM COoMm
234 W 22
EOL EOL
Address 3 Address 4 1K Ohm K Ohm 1K Ohm
1K Ohm 22K Ohm
1K Ohm
St [ oo
EOL rac)
coM W 24
— EOL

1K Ohm
EOL 1% Obm

Address 7 Address 8 1% Ohm
1K Ohm 2.2K Ohm

Address 8 Address 10
1K Ohm 2 2K Ohm

EOL
1K Ohm

Z8-10

COM

£11-12

EQL

Address 11 Address 12 1K Ohm
1€ Ohm 22K Ohm

Address 13 Address 14
1K COhm 2.2K Chm

EOL
1K Ohm
M—M Z13-14
COM

£15-16

EOL

Address 15 Address 16 1% ©hm
1K Ohm 22K Ohm
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Adding Inputs

In order to add one or more inputs, at least one site and one controller must be created. If you have not created a site, please refer
to “Sites” on page 23. For more information on setting up a controller, refer to “Controllers” on page 49. When adding inputs using
the methods described in the following sections, you will be required to select an address for each input. These addresses represent

a specific input on the selected controller as described in “Connecting Inputs” on page 116.
To add one input or multiple inputs at one time, right-click Inputs from the desired controller in -

the Database Tree View window and select New Inputs from the drop-down list. You can also —
select Inputs and press the keyboard Insert key. Select the desired input address(es) and Cinput 007:02 & oK

. . . . . Ly . [Input 0071:04

click OK. After adding the input(s), you will have to configure them within the Input Properties Cirput 001:05 Cancel
window (see “Modifying an Input” on page 119). S:mgglgg

[Clnput 001 ;US

[(lnput 001:10

[(lnput 001:12

[(lnput 001:13
[(lnput 001:14

MOdlfylng an Input Clinput 07115 2

From the desired controller’s branch in the Database Tree View window, right-click the input
you wish to modify, and click Properties from the drop-down list. You can also select the desired input and press the keyboard Enter
key.
General Input Properties
From the Input Properties window, select the Input tab. The Input tab will allow you to view the component addresses as well as
record the input name and any additional notes.

Viewing the Input Address

At the top of the Input tab, Centaur will display the input address, as well as the

X . i ) Input Properties ﬁ\
address of the input controller and site. Please note that the DIP switch settings _ —
on each CA-A470-A (2-Door Expansion Module) determines the address et | ersis |
assignment of its input terminals as demonstrated in “Figure 27" on page 120. Sl 2 Coantielzte 1 g 1

Mame: D'oor 001:01 Cantac!

Motes:

Cancel
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Figure 27 : Overview of the inputs address assignation

Z1-2=  |nput address 1 & 2
Z3-4= |Inputaddress 3 &4
Z5-6= |Input address 5 &6

Controller

CT-V300-A Z7-8= Input address 7 & 8
Z9-10 = |Input address 9 & 10
Z11-12 = Input address 11 & 12
Z13-14 = Input address 13 & 14
Z15-16 = Input address 15 & 16

E-Bus

Z1 = Input address 17

CA-A470-A Z2 = Input address 18
— Z3 = Input address 19
ralC] 1 Z4 = Input address 20

e 71 = Input address 21

CA-A4TO-A Z2 = Input address 22
~[Wa Z3 = Input address 23
] WE A Z4 = Input address 24

1 71 = |nput address 25

CA-A4TO-A Z2 = |nput address 26
o Z3 = Input address 27
ro[ClZ A Z4 = Input address 28

The settings of the DIP switches of each CA-A470-A determinent
the assignation of the terminal reader or keypad.

Typing the Input Name

Use the Name text field in the Input tab to identify the input's use. We recommend using a hame that is representative of the
device that it is controlling such as “REX Input (Front Door)”. Also, refer to “Typing Names and Notes” on page 22.

Typing the Input Notes

Use the Notes text field in the Input tab to record any additional notes that may be required. We recommend that you keep a
log of when and what settings were changed. Also, refer to “Typing Names and Notes” on page 22.
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Input Properties

From the Input Properties window, select the Details tab. The Details tab will allow
you to configure the input’s timers, normal state, schedule and whether a triggered
input will bypass an input or activate a relay.

Input Properties El

Input  Deetails ]

Configuration: | [ el

Selecting the Input Normal State (N.C./N.O.) Enabling Schaduls: [4lways =

. ) . ) Input responze time: 'm ms
From the Configuration drop-down list, select the input's normal state (e.g. Input restore time: [30500 ms
Normally Closed or Normally Open). Typically a Normally Closed configuration is Bypass delay: (00005 ¢
used for devices that open upon activation such as door contacts and request for This out acivats el [rors =
exit detectors. Normally Open configurations are used for devices that close upon et ['_ m 5
activation such as smoke detectors and water level sensors. Pl ypesses et | Fane

Activates relay group: |Nune j

Selecting the Input Enabling Schedule Ploseiion o [ =l
From the Enabling Schedule drop-down list, select the schedule that will [ ok | Coce

determine when the controller will take into account the input’s status (i.e. alarm,
restore, etc.). The controller will ignore the state of the input when the selected
schedule is invalid. For more information on schedules, refer to “Schedules” on page 43.

Setting the Input Response Time

The Input Response Time (zone speed) defines how quickly the controller will respond to the triggering of an input. If the input
remains triggered for the period defined by the Input Response Time, the controller will log the Input in alarm event and react
according to its programming. This prevents any momentary glitches from causing unnecessary alarms. After adding an input
(see “Modifying an Input” on page 119), the Input Properties window can be opened to configure the input. In the Input
response time text field, type a value from 0 to 65535 ms (65.5 seconds). Please note that once an input is in alarm (input is
triggered for the duration of Input Response Time), another alarm won't be generated until the system registers the input as
normal or restored (see “Setting the Input Restore Time” on page 121).

Example: The Input Response Time is set for 600 ms and an input is triggered, but is restored in less than 600 ms. The controller
will not respond (i.e. no event generation, no alarm, etc.).

Setting the Input Restore Time

The Input Restore Time defines how quickly the controller will respond to the restoring of an input in alarm. If the input remains
restored (in its normal state) for the period defined by the Input Restore Time, the controller will log the Input restore/normal
event and react according to its programming. This only occurs if the input has already generated an alarm (see “Setting the
Input Response Time” on page 121). In the Input restore time text field, type a value from 0 to 65535 ms (65.5 seconds).

Bypassing Inputs with an Input

When an input is triggered, the controller can be programmed to bypass another input or a selected group of inputs. Also refer
to the example demonstrated in “Figure 28" on page 122.

1. From the This input bypasses input drop-down list, select which input will be bypassed upon triggering of the input.

2. From the Bypass input group drop-down list, select the input group that will be bypassed upon triggering of the
programmed input. For more information on input groups, refer to “Groups” on page 141.
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3. When an input is programmed to bypass other inputs, the Bypass Delay determines how long the input(s) selected in
step 1 and step 2 will remain bypassed. The controller will use the Bypass Delay of the input being bypassed, not the input
Bypass Delay timer of the triggered input. In the Bypass delay field, type a value from 0 to 65535 seconds. If you type a
value of 0 second, the controller no longer follows the timer and becomes latched. This means that the input(s) will be
bypassed until the selected input is triggered again.

Figure 28: Example of Bypassing Inputs

In this example when input 1 is triggered, it will bypass input 2 for the period defined by input 2’s Bypass Delay
(25 seconds).

Input 1 Input 2
Input Properties E| Input Properties E|
Input  Details ] Input  Details ]
Configuration: |Norma||y Closed j Configuratior
Enabling Schedule: |A|ways j Enabling Schedule: |Always j
Input response time: (00500 ms Input rezponse time: (00500 ms
Input restore time: (00500 ms Input restore time: (00500 ms
Bypass delay: @ B Bypass delay: (00025 =
This input activates relay: |None j Thiz input activates relay: |None j
This input bypasses input: This input bypasses input: |Nune j
Activates relay group: |None j Activates relay group: |None j
Bupass input group: |None j Bypass input group: |N0ne j

In this example when input 3 is triggered, it will bypass Door 001:03 Contact, Door 001:04 Contact, and Door 001:05
Contact for the period defined by their respective Bypass Delay timers (30 seconds for Door 001:03 Contact, Door
001:04 Contact, and 125 seconds for Door 001:05 Contact).

Input 3 Input Group 1
Input Properties PZ| Input Group Properties E|
Input  Details ] Input Group  Irputs ]
Configuration: |Nnrmally Closed j (1D oor 001:01 Contact e
[|Doaor O01:01 REX
Enabling Schedule: |A|ways j []Door 001:02 Contact
L [0 oo 001:02 REX X
Input response time: [00500  ms [ Doar D102 Cantact Bypass Delay Timer set to 30
Input restare time: 00500 s [ 1Doaor O01:03 REX X
o delay: [w|Door 001:04 Contact Bypass Delay Timer set to 30
#Rass delay: @ s 1D o0 001:04 REX B
This input activates relay: [Nane | [¥Door 001:05 Contact Bypass Delay Timer set to 125
[ 1Doaor O01:05 REX
This input bypaszes input: |Door 001:02 Contact j [0 oaor 001 :08 Contact
X [ 1Doaor O01:06 REX
Activates relay group: |N0ne j Do D02:01 Contact
Bypasz input group: | [[TNRETTEN sRA0)) [Dcor 002:01 REX >
Carcel

Cancel
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Activating Relays with an Input

When an input is triggered, the controller can be programmed to activate one relay or a group of relays. The relay(s) will remain
activated for the amount of time defined by the relays’ Activation Time (see “Setting the Relay Activation Timer” on
page 112).Also refer to the example demonstrated in “Figure 29” on page 123.

1. From the This input activates relay drop-down list, select the relay that will be activated upon triggering of the input.

2. From the Activates relay group drop-down list, select the relay group that will be activated by the input.

Figure 29: Example of Activating Relays with an Input

In this example when input 2 is triggered, relay 4 will activate for the period defined by relay 4's Activation Time.

Input 2 Relay 4
Input Properties le Relay Properties E|
Input  Dietails 1 Relay  Activation ]
Schedules

Canfiguration: |N0|ma\|_u Clozed

j Timed activation: |Genera| j
Enabling 5 chedule: |A\W6PS j Activating, |Never j
Input response time: (00500 ms
Timings

Input restare time: {00500 ms Activation time: |015 seconds [0 to B5535)
Eypass delay: (00005 s Delay time before activation: |000 seconds (0 to B5535)

This input activates relay: | [FEETGHIES

This input bypaszes input: |None

Mon-activated state: |De-energize =2

Activates relay group: |Nune

Lol Lo Ll e

Bypass input group: |None

Cancel

Cancel

In this example when input 4 is triggered, it will activate relay 3, 4, and 5 for the period defined by their respective Activation
Time (15 seconds for relays 3 and 4, and 60 seconds for relay 5).

Input 4 Relay Group 1
Input Properties El Relay Group Properties g|
Input  Details 1 Relay Group  Relays l
Configuration: |N0|ma\ly Clozed j [1Relay 001:01
[C1Relay 001:02 . . .
Enabling Schedule: | &lways | IR elay 001:03 Activation Time set to 15
) Activation Time set to 15
Input responge time: | 00500 me Activation Time set to 60
Input restare time: {00500 ms
Bypass delay: (00005 s
Thiz input activates relay: |N0ne j
This input bypasses input: |Nnne j
Activates relay group:
Bypass input group: |None j
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Deleting an Input

To delete an existing input, right-click the input from the appropriate controller’s branch in the Database Tree View window (left-hand
portion of your screen), and click Delete from the list. You can also select the desired input and press the keyboard Delete key. A

dialogue box will appear requesting confirmation.
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Access Control Systems

Chapter 13: Outputs

What Will | Find?

Overview of Output Programming . . . ... ..ottt e 126Adding Outputs 127
MOdIfying an OULPUL. . . . ..ot e e e 127
Deleting an OULPUL. . . . . ..ottt et e e e e e e e e 130
Display Output Status and Manual CONtroIS . . . . ... . e e e e e e e 131

Each controller includes six multi-function outputs. Each controller also supports up to three 2-Door Expansion Modules
(CA-A470-A), which provide an additional 6 outputs each. Therefore, each controller can monitor the state of up to 24 outputs.
Typically, the controller’s outputs are used to control the built-in LEDs and buzzers of the card readers and keypads in the system.
For example, a red/green indicator on the reader will inform the card holder that access has been granted (changes from red to
green), or the reader buzzer will inform the card user that the door has been left open or the door has been forced open. You can
individually program each output to follow a specific event as well as determine whether the output will be timed, pulsed, or latched.
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Overview of Output Programming

Each controller includes six on-board multi-purpose outputs and each door can be assigned to activate one or more of these outputs.
Each controller also supports up to three 2-Door Expansion Modules (CA-A470-A), which provide an additional 6 outputs each.

& Centaur: All Events

File Wiew Options Modules Help

IEIEIEl B 7 @ 4 bwn
= J %
& Cards
+ @ Access Levels
[ Holidays

+ - Schedules
- Q Controllers
—-&lp Contraller 001
= Doors

Assign which output(s) can be
activated by each door.

Figure 30: Overview of Output Programming

(X

Door, Properties

% Door 001:01
& Door 001:02
+--» Inputs
- b Cup
% Door 001:01 Buzzer
& Door 001:01 Green LED
< Door 001:01 Red LED
% Door 001:02 Buzzet
& Door 001:02 Green LED
& Door 001:02 Red LED
Y Retay
+ [ Everts
+ e Groups
+ i vels
@ Output Timings
+ {0 Permissions
+ 4% Operators
=B CCTV Commands

Qutput Prog erties

Output  Events ]

Access granted:
Access denied
REX granted,

REX denied:
Anoess time-out:

W aiting for keypad:

Keypad time-out

aft -
On -
aff -
oft A
aft -
aft -
aft -

Activation time: (005 seconds [0 to 939)

Ainti-pazsback status: | OFf | ‘wrang code on keypad

[roor open;

Door forced open:
Reader disablad:
Door open pre-alarm;

[roor open too long,

Dioor unlocked

Define what event(s) will cause
each output to activate.

Doar ] General Inputs and Dutputs 1 Elevatar Control]
Daar Input
Input. |Door 0071:01 Contact ﬂ
Relock: | Disabled hd
REX Input
Input. | Door 001:01 REX |
Relock: |Door closing A
Schedule: ’m
[ Urlock on REX [Normal]
[™ Unlock on REX (Regardiess of Door Status)
Interlack Input
Input |N0ne j
Schedule: ’m
Output Activation
1 W 2 3 [~ 4 s ™8
[ Inverted Cancel
On hd
0ff ~| T latched
aif | I latched
0t BB Output Timing Properties
art el F Timings
p —
Flashing =™ on of On  Of
I~ 1
On = 1 Anti-passback status: (000|000 Keypad time-out: (000|000
Access granted:  |000 (000 ‘wiong cods on keypad: (000|000
Aocess denied: (000|000 Dooropen: (000 {000
oK
—] Request to Exit granted:  |000 {000 Door forced open: (000|000
Request ta Exit denied: (000|000 Diaor time-out pre-alarm: (000 {000
Access ime-out: (000 oo Door open too long: (075 avs
‘Waiting for keypad: {000 {000 Door urlocked: 000|000

If an output event is programmed with Flashing, these
settings will determine the output flashing rate

Alltimes are in milizeconds.

Motes:

Cancel
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Adding Outputs

In order to add one or more outputs, at least one site and one controller must be created. If you have not created a site, please refer
to “Sites” on page 23. For more information on setting up a controller, refer to “Controllers” on page 49. When adding outputs using
the methods described in the following sections, you will be required to select an address for each output. These addresses
represent a specific output on the selected controller as described in Figure 31.

If you wish to add one output or multiple outputs at one time, right-click Outputs from the desired controller in the Database Tree
View window. From the drop-down list, select New Outputs. You can also click the desired output and press the keyboard Insert
key. Select the desired output address(es) and click OK. After adding the output(s), you will have to configure them within the Output
Properties window (see “Modifying an Output”).

Modifying an Output

From the desired controller branch in the Database Tree View window, right-click the output you wish to modify click Properties from
the drop-down list. You can also click the desired output and press the keyboard Enter key.

General Output Properties

From the Output Properties window, select the Output tab. The
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Output tab will allow you to view the component addresses as well Qutpul Broperlies X
as record the output’'s name and any additional notes. Dutput | Everts |
Site: 2 Contraller: 1 Output: &
V|eW|ng the Output Addl’eSS Marme: D oor 001:01 Buzze j
At the top of the Output tab, Centaur will display the output’s M
address, as well as the address of the output’s controller and R
site. Please note that the DIP switch settings on each 2-Door
Expansion Module determine the address assignment of its
output terminals.
Figure 31: Output Addresses
0k | Cancel
CT-Va00-A
Controller
E-Bus CA-A4TOD-A CA-A4TO-A CA-A4TO-A
' .-.:lg ~[Ws - .Tlg
] = o l]E £l ra I

OUT1 = Add. 1 OUT1 =Add. 7 OUT1 = Add. 13 OUT1 = Add. 19

OUT2 = Add. 2 OUT2=Add. 8 OUT2 = Add. 14 OUT2 = Add. 20

OUT3 =Add. 3 OUT3 =Add. 9 OUT3 = Add. 15 OUT3 = Add. 21

OUT4 = Add. 4 OUT4 = Add. 10 OUT4 = Add. 16 OUT4 = Add. 22

OUTS =Add. 5 OUTS = Add. 11 OUTS = Add. 17 OUTS = Add. 23

OUTE = Add. 6 OUTS = Add. 12 OUTE = Add. 18 OUTE = Add. 24
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Typing the Output Name

Use the Name text field to identify the output and its use. We recommend using a hame that is representative of the device that
it is controlling such as “Door 1 Buzzer”. Also, refer to “Typing Names and Notes” on page 22.

Typing the Output Notes

Use the Notes text field in the Output tab to record any additional notes that may be required. We recommend that you keep a
log of when and what settings were changed. Also, refer to “Typing Names and Notes” on page 22.

Output Settings

Each controller includes six multi-function outputs. Each controller also supports up to three 2-Door Expansion Modules
(CA-A470-A), which provide an additional 6 outputs each. Therefore, each controller can monitor the state of up to 24 outputs.
Typically, the controller’s outputs are used to control the built-in LEDs and buzzers of the card readers and keypads in the system.
You can individually program each output to follow a specific event as well as determine whether the output will be timed, pulsed or
latched. Also, refer to “Overview of Output Programming” on page 126. Determine how the six outputs will be used. Typically they
are set up as follows:

Output 1 - Access Granted for Door 1 (green LED)
Output 2 - Access Denied for Door 1 (red LED)
Output 3 - Access Granted for Door 2 (green LED)
Output 4 - Access Denied for Door 2 (red LED)
Output 5 - Beeper for Door 1 (buzzer)

Output 6 - Beeper for Door 2 (buzzer)

Setting the Output Activation Events

You can program the output to activate upon the occurrence of
one or more selected events. After setting the activation events

for all required outputs, you must determine which outputs can Dutput Everts |
be activated by each door (see “Assigning Outputs to a poor” Ativation fime: e MG F irverted
on page 78). For example, if the “Access Granted” event is set _
to On for output 2, but output 2 has not been assigned to a Anlipasshack stalus: |0 ] Wiong code o kagpad: [0 =
door, the output will never activate. To set the output's Aemeiz K h Door open: |01 | T tatched
activation events, perform the following: #ccess denied: | Off = Door forced open: | On ~| W latched
REX granted: | Df hd Fieader disabled: | Off v| [ latched
1. From the Output Properties window, select the Events tab. IRER e | [ *| Dooropenprecalam [Flashing | ¥ latched
Access time-out; | Off - Dioar oper toa lang: | On ~| ¥ latched
2. Inthe Events tab you will find 15 events, which are flinoialeeady Off b Door unlocked: [Off v| [ latched
described in the following sections. Each event has a Reppdl et | Lol he
drop-down list allowing you to select Off, On, or Flashing.
Select the desired setting for each event. _ Coresl|

Qutput Properties le

« If you select Off, the selected event will never activate the output.

« If you select On, the output will activate for the amount of time defined by the Activation Time (see step 4) when the
corresponding event occurs.

« If you select Flashing, the output will activate for the amount of time defined by the Activation Time (see step 4) and
will flash according to the rate defined by the programmed Output Timings (see “Setting a Flashing Output's On/Off
Timers” on page 130) when the corresponding event occurs.
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3. Six of these events also have a latched check box. If the latched check box is selected, the output will ignore the
Activation Time and instead will follow the event that activated it. This means the output will deactivate when the event is
restored.

4. Inthe Activation time text field, type a value from 0 to 999 seconds. If an event is set to On or Flashing (see step 2) and
the event occurs, the output will activate for the amount of time defined here unless the latched check box is selected.

5. Selecting the Inverted check box will reverse the output’'s normal condition to ON. Therefore, when activated, the output
will turn OFF and when the output is deactivated, the output will turn ON.

6. Click OK.

Anti-passback status

If the Anti-passback feature is enabled (see “Controller Anti-passback Settings” on page 60) and a controller registers two
subsequent Entries or two subsequent Exits, the appropriate “Access Denied - Anti-passback violation” event will be
generated and the output will be activated.

Access granted
The output can activate when access has been granted to the door following the presentation of a valid card or keypad code.

Access denied
The output can be activated when access has been denied to the door following the presentation of an invalid card or keypad
code.

REX granted
The output can activate when a request for exit device (vertical detector) assigned to a door's REX input (see “Assigning a
REX Input (Request for Exit)” on page 76) has been triggered.

REX denied
The output can be activated when a “REX denied” event occurs other than the “REX Denied - Schedule Invalid” event (i.e.
interlock enabled).

Access time-out
The output can be activated when access has been granted, but the door was never opened during the unlock period (see
“Unlock Time” on page 74 and “Extended Access” on page 75).

Waiting for keypad
When both a reader and a keypad are required for access (see “Use Keypad” on page 93), the output can be activated as
soon as the reader has granted access.

Keypad time-out
When both a reader and a keypad are required for access (see “Use Keypad” on page 93), the output can be activated when
the reader grants access, but no P.I.N. is entered on the keypad within 30 seconds.

Wrong code on keypad
The output can be activated when an incorrect code is entered on a keypad after a valid access card is presented (see “Use
Keypad” on page 93).

Door open
The output can be activated whenever an access control door is opened (see “Assigning a Door Input” on page 76). Also,
when using this event, the output can be latched.
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Door forced open
The output can be activated whenever an access control door is forced opened (see “Assigning a Door Input” on page 76).
Also, when using this event, the output can be latched.

Reader disabled
The output can be activated whenever a programmed door has been manually disabled (see “Displaying and Controlling the
Status of a Door” on page 165). Also, when using this event, the output can be latched.

Door open pre-alarm
The output can be activated whenever a “Door Left Open” event occurs. This occurs when the door has been open for the
duration of the Pre-alarm timer (see “Pre-alarm Time” on page 74). Also, when using this event, the output can be latched.

Door open too long

The output can be activated whenever a “Door Open Too Long” event occurs. This occurs when the door has been open for
the duration of the Open Too Long Timer (see “Open Too Long” on page 74). Also, when using this event, the output can
be latched.

Door unlocked
The output can be activated whenever an access control door is unlocked. Also, when using this event, the output can be
latched.

Setting a Flashing Output’s On/Off Timers

If any of the output's selected events have been set to Flashing . : :
. . . Qutput Timing Properties P§|
(see “Setting the Output Activation Events” on page 128), you must —
define the rate of the output’s flashing for each event. The Output Timings |
Timings are programmed for each event and not per output, On  Of On  Off
therefore affecting all outputs. To do so: Artipassback status: [EEL  [008 Keypad time-ou: 050 [050
Access granted: ’ﬁ ’ﬁ “Wwiong code on keypad: W ’ﬁ
1. Right-click Output Timings from the Database Tree View ec=ddcne gl 100 [l 100 Dar cper: [050  [160
window and click Properties from the drop-down list to display Reguestto Exit ganted: [050  [010 Doorforced cpen: [050  [050
the Output Timing Properties window. You can also select Rz Bkt [N Doar ime-out prealam: 100 [250
Output Timings from the Database Tree View window and cesimans || I eezzatzoresz: | I | T
press the keyboard Enter key. Wekingforkeypad Joso Joso Gz |l |
Al times are in miliseconds.
2. Inthe Timings tab, you will find the same events that are found e j
in the Events tab of the Output Properties window (see
“Setting the Output Activation Events” on page 128).
_DK Cancel
3. Inthe On and Off text fields, type a value from 0 to 999 o |
milliseconds. This will set the rate of flashing for the output.
4. Click OK.

Deleting an Output

To delete an existing output, right-click the output from the appropriate controller branch in the Database Tree View window and click
Delete. You can also click the desired output and press the keyboard Delete key. A dialogue box will appear requesting
confirmation.
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Display Output Status and Manual Controls

When you click on the Output Status icon from the toolbar, Centaur will display the current (live) status of the outputs in the system.
If you wish to manually change the status of an output, right-click the desired output. You can also use the Shift or Ctrl keys to select
multiple outputs if you wish to modify several outputs in the same manner at once and then right-click on any of the selected outputs.

A drop-down list will appear. Select one of the actions from the list. For more information, refer to “Displaying and Controlling the
Status of an Output” on page 169.
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Access Control Software

Access Control Systems

Chapter 14: Events

What Will | Find?

EVeNnt Definition OVerVIEW . . .. . 134
Event Schedules and DeVviCe ACHVatiON . .. ... ... it e 135
Alarm ACKNOWIEAGEMENT . . . . o e 137
E-Mail ACHVatioN . . ..o e 139
Event-Activated CCTV CoNtrol . ... ... e e e e e 140

Every event that occurs in the system can be programmed to perform a series of actions. Schedules can be assigned to each event
defining when the event will be displayed on the screen and when it will be saved in the database. Select which device (i.e. relay)
can be activated, when it can be activated and the length of activation. A schedule defines when an event will require operator
acknowledgement while providing the operator with detailed instructions.
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Event Definition Overview

Every event that occurs in the system can be programmed to perform a series of actions. The event definitions are programmed
separately for each site in the system. A default event definition for all devices can be created as well as separate event definitions
for each event-related device.

1. To select the desired event, double-click Events from the

| i ) X ) Access denied - Card expired P§|
desired Site branch in the Database Tree View window. —
Right-click the desired event and select Properties. You Seftings for Ge;:;:'dlé'a'm” Edai | £ETY Conteol |
can also select the desired event and press the keyboard Frent Do Screers  [Bwas =]
Enter key. The event's properties window will appear. S Dk [aoys |
2. Alist of devices related to the selected event will appear Dewc:;:z::vamn|,qm |

in the event’s Properties window. From the Settings for
list, select either Default (see “Programming a Default
Event Definition” on page 134) or Devices (see
“Programming a Device-Specific Event Definition” on
page 134). If necessary, select one or more devices from
the list.

Timed: [B5535 ms. max.]

Device: |

Ll L

Schedule: |

3. Program the event’s definitions using the General tab ok | ool | comy |
(see “Event Schedules and Device Activation” on
page 135), the Alarms tab (see “Alarm Acknowledgement” on page 137) and the CCTV Control tab (see “Event-Activated
CCTV Control” on page 140).

4. Click Apply and click OK. The selected event will appear in bold under Events in the Database Tree View window to
indicate that changes were made.

Programming a Default Event Definition

A default event definition enables you to program the same

. . . . A d ]
settings for more than one device (usually to apply to all devices in SEESEIRTS (X
the list). When you select Default from the Settings for drop- Setings for Ge;e:'dl IAlarmsl EMail | CCTV Conirol| )
down list (see step 2 in “Event Definition Overview”), the SiFront Door - Es:.;n; e =
definitions that you program in the General, Alarms, E-Mail, and CPreduction Ertrance ™~ . =

. _ OR:D Disk:  [hwaps |
CCTV Control tabs will apply to all devices whose check boxes E—

|eared Device Activation
arec ' Actior: |None j
. . . Tirned: (B8535 ms. max.)
Programming a Device-Specific Event Deviee: | =
Schedule: | J
gk Cancel Apply
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Definition

A device-specific event definition enables you to program different
settings for each device in the list. When you select Devices from
the Settings for drop-down list (see step 2 in “Event Definition
Overview” on page 134), the definitions that you program in the Sceer  [Aimays
General, Alarms, E-Mail, and CCTV Control tabs will apply to the ;ES“C“WE”“‘B”CE Bicle
highlighted device whose check box is selected.

Access granted E|

Settings for. | Devices -

Genral | Alams | E-Mai | CCTV Conrol| )
chedule

KN|EY

|Always

Device Activation

Actior: |N0ne

Reset Event’s Definition to Default Tined [T (6559 ms. max)

L

Device: |

To reset an event's definition to default, right-click the desired
event from the Events branch in the Database Tree View window
and select Reset Settings. You can also select the desired event
and press the keyboard Delete key.

Ll Lo

Scheduls: |

Setting the event’s definition to default will: o ]

Cancel Apply

« Always show the event in the Real-Time Events/Status
window (see “Screen” on page 135)

« Always log the event in the Event database (see “Disk” on page 135)
« Disable alarm acknowledgement (see “Enabling Alarm Acknowledgement” on page 137)

« Disable CCTV control (see “Enabling CCTV Control for an Event” on page 140)

Event Schedules and Device Activation

Once an event has been selected as described in “Event Definition
Overview” on page 134, click the General tab in the event's

Properties window to program its general properties. Setings for v]  General | Alams | EMail | CCTV Canirl|
Schedule

Screen: |Always

Access granted El

Frant Dioor
[CIProduction Entrance

Selecting the Event Schedules Ao Dk [amaps

Ll

Device Activation

Under the Schedule heading you can define when the selected
event will be displayed in Centaur’'s Real-Time Events/Status
window as well as when the event will be logged in the Centaur
database.

Action: |None

Tirned: (B8535 ms. max.)

Device: |

Led

Ll L

Schedule: |

Screen

From the Screen drop-down list, select the schedule that will
define when the event will be displayed in the Real-Time [ ok ]| concal Aoy
Events/Status window. If the event occurs when the schedule
is valid, the event will appear in the Real-Time Events/Status
window.

Disk

From the Disk drop-down list, select the schedule that will define when the event will be logged in Centaur’s databases. If the
event occurs when the schedule is valid, the event will be saved.
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Selecting a Device and Setting its Properties

Under the Device Activation heading you can define a specific device such as a relay or output to activate or deactivate when the
selected event occurs. Also, refer to the example on page 136.

é Device activation will only function when the Centaur Server is running (connected). Device activation will NOT
function if the Centaur Server is offline or if the selected devices are from a remote (dial-up) site. This warning
applies to the Centaur Server only. Whenever the Server comes online again, events that occurred in the last 15
minutes will activate a device. Events older than 15 minutes will be ignored upon connection.

Action

From the Action drop-down list located below the Device Activation heading, select the type of device or group of devices that
will be activated when the event occurs. You can activate/deactivate outputs or relays, lock/unlock doors, and enable/disable
door groups. Also refer to “Groups” on page 141.

Timed

If the device selected in the Action drop-down list is labelled Timed, you can type a value from O to 65535 seconds in the
Timed text field. The device will activate or deactivate for the period programmed in the Timed text field. If the selected device
is not Timed, the Timed text field will be unavailable.

Device

After selecting an Action, use the Device drop-down list to select which device or group of devices will be affected by the
selected action.

Schedule

The selected device(s) will only activate or deactivate when the schedule selected from the Schedule drop-down list is active.
Also refer to “Schedules” on page 43.

Example: In “Figure 32", any time (1) door 001:01 (2) is forced open (3), relay 001:03 (4B) will activate (4A) for 30 seconds (5).

Figure 32: Example of Activating a Device with an Event

S e Door forced open alarm E|
Settings for: | Devices - Gengral ]Alarmsl E-bd ail ] CCTY Contlo\]
[ e Screen |Alwa_l,ls j
[ 1Doaor 001:02
Disk: |Always j
Device Activation
Actior: |Activata Relay [timed) j 4A
Timed: |30 (BS535 ms. man.) 5
Device:  |Fielay 001:03 f 48
Schedule: |Always -| 1

[u]:4 | Cancel Apply
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Alarm Acknowledgement

Alarm acknowledgement allows you to program an event to give
operators a warning and/or instructions concerning the event that

X

Access granted

just occurred. These instructions will appear in the Alarm window. Settings for. | Defaut =] Geonoral Aams | Eail| cCTV Conta|
The operator can then acknowledge the event and provide details [IFront Door ™ Start Headcount
concerning the event. To program an event’s alarm g;i&c’[‘j“c““”E”‘“”“ ™ Reaies acknowledgsment
acknowledgement properties: Schedule: [ <

Instiuctions:

1. Selectthe desired event as described in “Event Definition
Overview” on page 134.

2. Select the Alarms tab.

3. Enable the alarm acknowledgement by selecting the
Requires acknowledgement check box. For more
information, refer to “Enabling Alarm Acknowledgement” o Corcl | tomy |
on page 137.

4. Inthe Schedule drop-down list, select the desired schedule. For more information, refer to “Selecting the Alarm
Acknowledgement Schedule” on page 137.

5. Type the desired warnings and details that the operator will see on the screen into the Instructions text field. For more
information, refer to “Typing the Instructions for the Selected Alarm” on page 137.

Enabling Alarm Acknowledgement

Select the Requires acknowledgement check box to enable the Alarm Acknowledgement feature. If the check box is cleared the
feature will be disabled and the Schedule drop-down list and the Instructions text field will be unavailable. If this feature is enabled,
you can also use “Centaur Wave Player” (see page 181) to program Centaur to play a sound every time the selected event occurs.

Selecting the Alarm Acknowledgement Schedule

Select a schedule from the Schedule drop-down list. The event will only appear in the Alarm window when the selected schedule is
valid. Also refer to “Schedules” on page 43. For this feature to function, you must enable alarm acknowledgement (see “Enabling
Alarm Acknowledgement” on page 137).

Typing the Instructions for the Selected Alarm

In the Instructions text field type the instructions or warnings that you wish to provide to the operator. These instructions will appear
in the Alarm window when the event occurs and the schedule is valid. For this feature to function, you must enable alarm
acknowledgement (see “Enabling Alarm Acknowledgement” on page 137).
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Acknowledging Alarms

The following details how an operator can acknowledge an alarm.

1. If the event meets the programmed criteria (see “Alarm Acknowledgement” on page 137), the event and its programmed
instructions appear in the Alarms window. To play a sound file every time the event occurs, refer to “Centaur Wave Player”
on page 181.

2. The operator can acknowledge one event and type any comments, or the operator can acknowledge all events without
providing any comments. To acknowledge one event, right-click the event in the Alarm window and select Acknowledge
from the list. Go to step 3. To acknowledge all events, right-click any event in the Alarm window and select Acknowledge
all from the list. Go to step 4.

3. The Acknowledge Alarm window appears. Type any comments in the Comments text field and click Acknowledge.
4. The “Operator Acknowledge” event appears in the Real-Time Events/Status window. View all acknowledged events by

clicking the Acknowledged Events icon from the tool bar. To view any recorded comments, click the Acknowledged
Events icon, right-click the desired event in the Real-Time Events/Status window, and click View Comments.
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E-Mail Activation

After selecting an event as described in “Event Definition
Overview” on page 134, click the E-Mail tab in the event's

X

Access granted

properties window to program the E-Mail settings for that event. Setings far. |Defaut =] General| Alams EHail | coTv Conirl|
[JFront Door ™ SendE-Mai
. . . [(1Froduction Entrance Schedule: | J
Enabling Sending E-Mail for an Event e o]
Select the Send E-Mail check box to send E-Mail whenever the B |
selected event occurs. When selected, all fields become available. Boe: |

Message:

Selecting the E-Mail Schedule for an Event

Select the schedule from the Schedule drop-down list, which
determines when Centaur can send the programmed E-Mail. If the
selected schedule is not valid when the event occurs, Centaur
does not send the associated E-Mail. The Schedule list is only s Ceped] Apply
available if the Send E-Mail check box is selected. For more
information on schedules, see “Schedules” on page 43.

Typing the Operator E-Mail Addresse(s)

In the To, Cc, and Bcc text fields, type the E-Mail address(es) of the user(s) that you wish to send the E-Mail to. Only one E-mail
address per field is supported.

Typing the Message for the Selected Event

In the Message text field type the content of the E-Mail message that you wish to send to the operator. This message will be sent to
all the operator(s) defined in the To, Cc, and Bcc field E-Mail addresses when the event occurs and the schedule is valid.

For this feature to work, Microsoft Outlook 2003 must be installed and configured on the Centaur server. Only one E-Mail per
field is allowed, not possible to use ; to separate E-Mail addresses.
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Event-Activated CCTV Control

After selecting an event as described in “Event Definition
Overview” on page 134, click the CCTV Control tab in the event's

X

Access granted

properties window to program the CCTV settings for that event. To setingsfor [Defaul | General| Alams | EMal CETV Canirl |

activate CCTV control for a site, refer to “Site CCTV Port Settings” OFrert Do oS o

on page 36. To program CCTV commands, refer to “CCTV EEESUC"U”E"“G”CB

Commands” on page 155. Schedule: [leve <]
Command: '—_|

Enabling CCTV Control for an Event Frotoco =

Select the Send ASCII Command check box to send a CCTV
command to the connected video switcher whenever the selected
event occurs. When selected, all lists become available.

Selecting the CCTV Control Schedule for an
Event

oK | Cancel | Apply |

Select the schedule from the Schedule drop-down list, which determines when Centaur can send the programmed CCTV
command. If the selected schedule is not valid when the event occurs, Centaur does not send the associated CCTV command. The
Schedule list is only available if the Send ASCIl Command check box is selected. For more information on schedules, see
“Schedules” on page 43.

Selecting the CCTV Command for an Event

From the Command list select the CCTV command that you want to send to the connected video switcher whenever the selected
event occurs. The Command list is only available if the Send ASCIl Command check box is selected. For more information on how
to program CCTV commands, refer to “CCTV Commands” on page 155.

Selecting the Video Switcher Protocol for an Event

From the Protocol list select the protocol used by the video switcher connected to the computer’s COM port (refer to “Site CCTV
Port Settings” on page 36). The Protocol list is only available if the Send ASCIl Command check box is selected.
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Chapter 15: Groups

What Will | Find?

WAt Are GrOUPS ? . . . .ttt e e e e e e e e e e e e e e e e e e e 142
AdAING @ GrOUD .« . o oot e e e e 142
MOIfYING @ GrOUP . . . o ottt e e e e e e e e e e 143
Manual Control of Door and Relay GrOUPS . . . . ..o ottt et e e e e e e e e e e e e 145
..................................................................................................... 145

In the Centaur Access Control System you are often required to select one specific device (i.e. door or relay). Centaur provides you
with the added option of creating a group. A group consists of more than one device. Therefore, instead of just selecting one device,
you can select a group, which would represent, for example, relays 3, 4, and 5. There are four types of groups: Floor Groups, Door
Groups, Input Groups, and Relay Groups.
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What Are Groups?

When a card is presented to a reader programmed for elevator control, Centaur ignores the card’s assigned access levels and
instead verifies the card’s assigned floor group. If the floor group’s assigned schedule (see “Selecting a Floor Group Schedule” on
page 143) is valid, Centaur will allow access to the floor group’s assigned floors (see “Assigning Floors to a Floor Group” on

page 143).

The door, input and relay groups enable you to create groups of devices, such as relays, that can be activated or deactivated
together when a specified event occurs.

Table 4: Where are the Groups Used

GROUP TYPE

USED IN

CROSS-REFERENCE

Floor Groups

Card Properties

“Assigning Access to a Card” on page 92

Door Groups

Event Definitions

“Action” on page 136

Input Groups

Input Properties

“Bypassing Inputs with an Input” on page 121
“Action” on page 136
“Activating Relays with an Input” on page 123
“Action” on page 136

Event Definitions
Input Properties
Event Definitions

Relay Groups

Adding a Group

In order to program a floor, door, input, or relay group, you must first program the
site (see “Sites” on page 23) and the schedules (see “Schedules” on page 43). In
the Database Tree View window, expand the Groups folder from the desired Site
branch, right-click the desired type of group (Door Groups, Floor Groups, Input
Groups, or Relay Groups), and select New Group from the drop-down list. You can
also select the desired group and press the keyboard Insert key. The appropriate
Properties window will appear (see “Modifying a Group” on page 143).

Floor Group Properties

X

Floar Graup l Floars ]
Site: 2 Floar Growp: 1

Mame:

Motes:

Cancel
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Modifying a Group

From the desired Site branch in the Database Tree View window, expand the Groups folder, expand the desired group folder (Door
Groups, Floor Groups, Input Groups, or Relay Groups), right-click the desired group you wish to modify, and click Properties from
the drop-down list. You can also select the desired group and press the keyboard Enter key. The appropriate Properties window will
appear, allowing you to configure the group.

General Group Properties

From this window, select the appropriate Door, Floor, Input, or Relay Group tab. This will allow you to view the site’s address as well
as record the group’s name and any additional notes.

Addresses

At the top of the Group tab, Centaur will display the group’s address, as well as the address of the site to which it belongs. The
first group created is assigned “Group: 3" as its address (except for Elevators which will be “Group: 1“). Every time a group is
added, Centaur increments the group’s address by one. Addresses 1 and 2 are reserved for the All and None groups.

Name

Use the Name text field in the Group tab to identify your groups. We recommend using a name that is representative of the
group such as “Management Floor Group”. Also, refer to “Typing Names and Notes” on page 22.

Notes
Use the Notes text field in the Group tab to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed. Also, refer to “Typing Names and Notes” on page 22.

Floor Group’s Floors and Schedules

From the Floor Group Properties window, select the Floors tab. This will allow

Floor, Group Properti X

you to define which floors in a site that a card holder has access to and when ceLitoup Lioheitics X
access can be granted to these floors. The floor groups are then assigned to cards FloorGroupFloars |
in the system (see “Floor Group” on page 92). For more information on elevator Fioor 1
control, refer to “Elevator Control” on page 105. [Floer 2

Assigning Floors to a Floor Group

All the floors that have been assigned to a site will be listed (see “Site Floor

Settings” on page 35). Assign the desired floors to the floor group by selecting

their associated check box. Schedul: [N

Alternate Floor Group: |Mone -
Selecting a Floor Group Schedule o

Access to the floor group’s assigned floors (see “Assigning Floors to a Floor
Group” on page 143) will be granted when the selected schedule is valid. Select the desired schedule from the Schedule drop-
down list. Also refer to “Schedules” on page 43.

Setting an Alternate Floor Group

If the selected schedule (see “Selecting a Floor Group Schedule” on page 143) is not valid, Centaur will verify the schedule
selected as the alternate floor group. If the alternate floor group’s schedule is valid, the card holder will have access to the floors
assigned to the alternate floor group. Select the desired floor group from the Alternate Floor Group drop-down list.
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Assigning Devices to a Door, Input, or Relay Group

From the Door/Input/Relay Group Properties window, select the Doors, Inputs, or Relays tab. All the devices that have been
programmed in the current site will be listed. Assign the desired devices to the group by selecting their associated check box.

Example: In the example below, the selected relay group has been assigned relays 3, 4, and 5 from controller 1.

Figure 33: Example of Programming a Group of Devices

Relay Group Properties &l

FAelay Group  Relays ]

[]Relay 001:01
[]Relay 001:02
[w|Relay 001:03
[w|Relay 001:04
= Felay 001:05

Cancel

Deleting a Group

From the desired Site branch in the Database Tree View window, expand the Groups folder, expand the desired group folder (Door
Groups, Floor Groups, Input Groups, or Relay Groups), right-click the desired group you wish to delete, and click Delete from the
drop-down list. You can also select the desired group and press the keyboard Delete key. A dialogue box will appear requesting
confirmation.
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Manual Control of Door and Relay Groups

The following describe how you can remotely control a group of doors or relays.

Lock or Unlock a Door Group

To lock or unlock all doors in a door group, expand the Door Groups folder within the Database Tree View window, right-click the
desired door group and select the desired Lock Door Group or Unlock Door Group command from the drop-down list. For more
information on the available commands, refer to “Displaying and Controlling the Status of a Door” on page 165.

Enable or Disable a Door Group

To enable or disable a door group, expand the Door Groups folder within the Database Tree View window, right-click the desired
door group, and select the desired Enable Door Group or Disable Door Group command from the drop-down list. When enabled,
the door group functions normally. When disabled, the door group will be deactivated and will not be recognized by the system.

Activate or Deactivate a Relay Group

To activate or deactivate all relays in a relay group, expand the Relay Groups folder within the Database Tree View window, right-
click the desired relay group and select the desired Activate Relay Group or Deactivate Relay Group command from the drop-
down list. When activated, each relay in the selected relay group will activate for the period specified by the relay’s activation timer
(see “Setting the Relay Activation Timer” on page 112).
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Chapter 16: Operators

What Will | Find?

OVEIVIEW OF OPBIALOIS. . . . o ittt et e e e e e e e e e e e e e 148
Adding a Security Level, Permission, Or OPerator. . . . ... v vttt e e e e e e e e 148
Modifying a Security Level, Permission, Or Operator. . . .. ...ttt e e e 149
Deleting a Security Level, Permission, Or OPerator. . . . ... .ottt e e e e e e e 154

Operators are personnel authorized to program and/or monitor the Centaur Access Control System through the Centaur software.
Each operator authorized to access the Centaur system can be defined with different permissions and security levels. Security levels
determine whether an operator can view, modify, and/or delete system characteristics. The system characteristics consist of all the
elements found in the Database Tree View window such as controllers, doors, and events. After creating a security level, the security
level is assigned to a permission, and the permission is assigned to an operator.
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Overview of Operators

Operators are personnel authorized to interact with the Centaur Access

Control System through the Centaur software. Each operator can be T e G T B

defined with different permissions and security levels. To create an = 1H 1= v 9 & 4
operator you must set up the following items in the order specified below: = Hcoas
* Security levels determine whether an operator can view, modify, T g _
o = lanufacturing Plant {Mantreal)
and/or delete system characteristics and whether the operator can +. £ Cards
perform manual controls, such as locking and unlocking doors % (& Access Levels
L. . +-H8 Holidays
remotely. The system characteristics consist of all the elements B Schedules
found in the Database Tree View window, such as controllers, «- 4 Cortrallers
doors, and events. For more information, refer to “Security Levels” : g Events
. . . . Qroups .
on page 150. Security levels are then assigned to a permission. i & Secuzw Levels Program a security level and
< Al assign it to a permission
* Permissions determine which sites the operator is authorized to & None
access and the operator’s security level for each site. For more o OOtSetcTt}f Level 003 Program a permission and
information, refer to “Permissions” on page 151. Permissions are - o assign it to an operator
then assigned to an operator. o Al
© None Program an operator
¢ Operators determine who can access the Centaur software to  Permission 003
program and monitor the access control system. Define the login ID SR 4 Ogerjws
. . . . sl trat
and password, assign a permission and select which software o orerator ooz
modules will be accessible. For more information, refer to 2. CCTV Cormands

“Operators” on page 152.

Centaur includes two default security levels and two default permissions (All and None), which cannot be modified or deleted. The
All security level and permission enable you to program, view and delete any system characteristic. The None security level and
permission will deny any access to all system characteristics. Unlike security levels, the permissions are not programmed per site;
instead, they apply to the entire access control system.

Centaur includes one default operator (Administrator), which cannot be modified (except for its logon ID and password) or deleted.
The Administrator has full access to all system characteristics in all sites.

Adding a Security Level, Permission, or Operator

To add a security level or a permission, right-click Permissions in the Database Tree View window or right-click Security Levels
from the desired Site branch in the Database Tree View window. Select New Permission or New Security Level from the drop-
down list. You can also select Permissions or Security Levels and press the keyboard Insert key.

To add an operator, right-click Operators in the Database Tree View window and select New Operator from the drop-down list. You
can also select Operators and press the keyboard Insert key.

After adding a security level, permission, or operator, the appropriate Properties window will appear (see “Modifying a Security
Level, Permission, or Operator” on page 149), allowing you to configure the selected item.
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Modifying a Security Level, Permission, or Operator

To modify a security level or permission, right-click the security level or
permission you wish to modify and click Properties from the drop-down list.
You can also select the security level or permission you wish to modify and
press the keyboard Enter key. You cannot modify the default All and None
security levels and permissions.

To modify an operator, right-click the operator you wish to modify from the
Database Tree View window and click Properties from the drop-down list.
You can also select the desired operator and press the keyboard Enter key.
You cannot modify the default Administrator.

General Properties for Security Levels, Permissions,
and Operators

From this window, select the Security Level, Permission, or Operator tab.
This will allow you to view some of the system’s component addresses as well
record the name and any additional notes.

Viewing the Security Level, Permission, or Operator’s
Address

At the top of the Security Level tab, Centaur will display the selected
site’s address, as well as the address of the selected security level. The
first security level created is assigned “Security Level: 3” as its address.
Every time a security level is added, Centaur increments the item’s
address by one. Addresses 1 and 2 are reserved for the All and None
security levels.

At the top of the Permission and Operator tab, Centaur displays the
address of the selected permission or operator. The first permission
created is assigned “Permission: 3” as its address and the first operator
created is assigned “Operator: 3” as its address. Every time a permission
or operator is added, Centaur increments the item’s address by one.
Permission addresses 1 and 2 are reserved for the All and None
permissions and operator address 1 is reserved for the Administrator
operator.

Typing the Security Level, Permission, or Operator’s
Name

In the Name text field, type a descriptive name for the security level (e.g.
Level 1), permission (e.g. System Master), or operator (e.g. John Doe).
Also refer to “Typing Names and Notes” on page 22.

Typing the Security Level, Permission, or Operator’s
Notes

Security Level @l
Securty Level ] D atabase ] Dperations]
Site: 2 Security Level: 3
Mame: IS ecurity Level D03 j
Mates: J
e
Operator Permissions El

Pemizsion I Sites and Security Levels]
Permission: 3

Name:

Permigsion 003

Maotes:

QOperator Properties
Operator leerator Details] Modules}

Operator: 3

Mame:

Motes:

In the Notes text field type any important explanations of the selected item and its use. Also refer to “Typing Names and Notes”

on page 22.
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Security Levels

Security levels determine whether an operator can view, modify, and/or delete system characteristics and whether the operator can
perform manual controls, such as locking and unlocking doors remotely. The system characteristics consist of all the elements found
in the Database Tree View window, such as controllers, doors, and events. Security levels are then assigned to permissions (see

“Permissions” on page 151).

Setting the Security Level's Programming Rights

From the Security Level properties window, select the Database tab to
define which system characteristics can be viewed, programmed, and/or
deleted for the selected site. The system characteristics consist of all the
elements found in the Database Tree View window, such as access
levels, cards, and controllers. Each system characteristic has three
check boxes labeled View, Modify, and Delete, which are detailed
below.

View

If you select the View check box, the operator assigned with this
security level will be able to view the details of the associated
characteristic. For example, if the View check box located next to
Access Levels is selected, the operator assigned with this security
level will be able to view all the programmed access levels in the site.

Modify

Security Level E|
Security Level Database I Dperaliuns]
View Modify Delete View Modify Delete
Access Levels [ r r Floor Groups: [ r r
Cards: [ r r Event Definitior: [ r r
Contrallers: [ r I Holidaps: [ r r
Doors: | r I Outputs: T r r
Door Groups: [ r I Schedules: [ r r
Inputs: | I I Security Levels: | I r
Input Groups: [ r I Sites: [ r r
Relayz: [ r I Timings: [ r r
Relay Groups: [ r [~ User Defined Fields: [~
All Mone

Cancel

If you select the Modify check box, the operator assigned with this security level will be able to view, add, and edit any
elements of the associated characteristic. For example, if the Edit check box located next to Controllers is selected, the
operator assigned with this security level will be able to view, add, and edit the site’s controllers.

Delete

If you select the Delete check box, the operator assigned with this security level will be able to view and delete elements of
the associated characteristic. For example, if the Delete check box located next to Cards is selected, the operator assigned
with this security level will be able to view and delete any of the site’s cards.

All

Click the All button to select all the View, Modify, and Delete check boxes of every system characteristic.

None

Click the None button to clear all the View, Modify, and Delete check boxes of every system characteristic.
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Setting the Security Level’s Manual Operation

From the Security Level properties window, select the Operations tab to
define which manual actions (see “Manual Controls” on page 163) that
the operator can perform. You can also define whether an operator can
acknowledge alarms and whether they can acknowledge all alarms (see
“Alarm Acknowledgement” on page 137). To allow operators to perform
actions detailed above, select the check box associated with the desired

Security Level El

Secuiity Level] Database Operations 1

™ Controller Operations
[ Door Operations
[ Input Operations

Operatlon. [~ Output Operations
[™ Relay Operations
Pel’ m | SS | ons ™ Acknowledge Alams

™ Acknowledge Al
Permissions determine which sites the operator is authorized to access and
the operator’s security level for each site. Permissions are then assigned to
operators (see “Operators” on page 152).

Assigning Security Levels to a Permission

Each site in the permission can be assigned with a different security level. —
Operator Permissions F§|

Pemission  Sites and Security Levels ]

1. From the Operator Permissions properties window, select he Sites and
Security Levels tab. A list of all sites that have been created will appear
with a check box on the left of each one.

[1Site 1

2. To assign a site to the permission, select the check box associated with
the desired site. The Security Level drop-down list will become active.

3. From the Security Level drop-down list, select the security level you
would like to assign to the selected site. When a site is selected, only SecutyLevel [ome =]
security levels created for that site will appear in the drop-down list.
Although there is only one Security Level drop-down list, you can assign [ ok | conce
a different security level to each selected site. The selected security level [ o | coeo |
will be assigned to the highlighted site whose check box is selected.

4. Return to step 2 to assign another site and security level or click OK to save and exit.
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Operators enable you to determine which personnel are authorized to program, control, and/or monitor the Centaur Access Control
System through the Centaur software. Define the login ID and password, assign a permission, and select which software modules
will be accessible for each operator.

Setting the Operator’s Access Rights

Perform the following to define the operator’s system privileges:

1.

From the Operator Properties window, select the Operator Details tab.

In the Logon ID text field, type the operator’s user name that will be used
when logging on to the Centaur server (see “Starting the Centaur Server
and Software” on page 11).

In the Password text field, type the password that the operator will use
when logging on to the Centaur server (see “Starting the Centaur Server
and Software” on page 11).

In the Confirm Password text field, retype the Password text field to
confirm the use of that password.

Select the permission you wish to assign to the operator from the
Permissions drop-down list. This determines which system

characteristics can be viewed, modified, and/or deleted, and which manual controls can be performed. Also refer to

“Permissions” (see page 151).

Click OK.

Assigning Which Software Applications Operators Can Use

All of the software applications listed below are automatically installed with the
Centaur software. Perform the following to enable an operator to use one or
more of the software modules automatically installed with Centaur:

7.

From the Operator Properties window, select the Modules tab.

8. Select the check box(es) associated with the desired software module(s)

to enable the operator to use the selected software module(s).
Click OK.

FrontCard

Centaur’'s card management feature provides an easy to use interface to
program the card properties without having to deal with long card lists in the
Database Tree View window and includes an advanced search engine. For
more information, refer to “Centaur Card Import/Export Feature” on
page 102.

Operator Properties

Operator - Operator Details ] Modules 1

Logon 1D |
Password: '7
Canfirm Pagsword: '7
Permizsions: ’m

X

Cancel

Operator Properties

Dperator] Operator Detail:  Modules l

[ FrontCard [Card Editor]

[ Card Import/E xpart

™ Database Management

[™ Database Backup Scheduler

[ FrontGuard [Yisual Athentification)
[ Locator [User Location]

[~ WavePlayer [Event Driven Sounds Player)
™ Pro-Report [Report Generation]
[ Tracker [Time & Attendance)

I~ Frontview [Real Time Graphic]

I” Centaur Service Manager

X

Cancel
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Card Import/Export

Centaur’s card import/export feature (server only) enables you to export Centaur card data to a .csv file or import a .csv file
containing card data into Centaur’s card database. For more information, refer to “Centaur Card Import/Export Feature” on
page 102.

Database Management

Centaur’s database file management feature (server only) allows you to control and manage the often large and complex
database files of the Centaur software. You can back up and restore database files, purge events from selected sites during
specific periods, limit the size of database files and delete entire database files. For more information, refer to “Database
Management” on page 171.

Database Backup Scheduler

Centaur’s database backup scheduler (server only) enables you to schedule regular backups of the Centaur databases. You
can back up the Main database and the Event database separately, specify the location of the backup files and select how
often (daily, weekly, or monthly) the backup will occur. For more information, refer to “Database Backup Scheduler” on
page 178.

Front Guard (Visual Authentication)
Centaur’s visual authentication feature uses events generated in Centaur to retrieve a picture and/or video feed to help you
identify card holders or to view the location where an event has occurred. For more information, refer to Centaur’s Visual
Authentication Software Operator’s Manual.

Locator (User Location)

Designed to function with the system’s Global Anti-Passback feature, Centaur’s Anti-Passback Monitoring feature allows you
to monitor when card holders enter and exit designated doors in real-time, retrieve card holder information and print
customizable card holder access reports. For more information, refer to Centaur’s Anti-Passback Monitoring Software Online
Help.

WavePlayer (Event Driven Sounds Player)

This utility was designed to enable a .wav file to be played on the computer when an event that requires acknowledgement
occurs. The sound can replay at programmed intervals until the alarm is acknowledged. For more information, refer to
“Centaur Wave Player” on page 181.

Pro-Report (Report Generation)

Centaur's Report Generation feature provides a user-friendly wizard for generating system and Time and Attendance
reports. Generate quick (one-time), pre-defined and scheduled reports for up to 8 different report types. You can also search,
group, and sort your reports. For more information, refer to Centaur's Report Generation Software Operator’'s Manual.

FrontView (Real Time Graphic)
Centaur’s real-time graphic interface gives you point-and-click control over doors, relays, inputs, outputs, and controllers
through a graphical floor plan. For more information, refer to Centaur’'s Real-Time Graphic Interface Online Help.

Centaur Service Manager

The Centaur Service Manager allows operators to start and access the Centaur Access Control System. A valid operator
login ID and password are required to start Centaur. For more information on how to use the Centaur Service Manager, refer
to “Starting the Centaur Server and Software” on page 11.
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Diagnostic Tool

Centaur’'s new Diagnostic Tool allows you to view your system information to ensure all of the components required to run
the Centaur software have been installed. Within the Diagnostic Tool's menu, you may save or copy your system information
to a specific folder on your computer or send it directly to our technical support team in the event that you require assistance.
This tool is also helpful in assessing which prerequisites your computer may require when upgrading to the latest version of

the Centaur software.

Deleting a Security Level, Permission, or Operator

To delete a security level or permission, right-click the security level or permission you wish to delete and click Delete from the drop-
down list. You can also select the desired security level or permission and press the keyboard Delete key. A dialogue box appears
requesting confirmation. You cannot delete the default All and None security levels and permissions.

To delete an operator, right-click the desired operator from the Database Tree View window and click Delete from the drop-down list.
You can also select the desired operator and press the keyboard Delete key. A dialogue box appears requesting confirmation. You
cannot delete the default Administrator.
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Chapter 17: CCTV Commands

What Will | Find?

Adding @ CCTV COMMANG . . . ..ottt e e e e e e e e e e e e e e e e e e e e e e 156
Modifying a CCTV Command
Deleting a CCTV Command

When you activate CCTV control, Centaur can send a detailed CCTV command to a video switcher whenever an event assigned
with that command occurs. The CCTV command will tell the video switcher to switch to a specific camera and monitor. You can even
set the cameras to tilt, pan, and/or zoom.

Prior to assigning CCTV Commands to an event (refer to “Event-Activated CCTV Control” on page 140), you must program the
CCTV commands, which will define how the video switcher will react when selected system events occur.
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Adding a CCTV Command

Right-click the CCTV Commands branch in the Database Tree View window and select New CCTV Command from the drop-down
list. You can also select CCTV Commands and press the keyboard Insert key. The CCTV Command Properties window will appear

(see “Modifying a CCTV Command”), allowing you to configure the CCTV Command.

Modifying a CCTV Command

Right-click the desired CCTV Command from the CCTV Commands branch in the
Database Tree View window and select Properties from the drop-down list. You can
also select the desired CCTV Command from the CCTV Commands branch in the
Database Tree View window and press the keyboard Enter key. The CCTV
Command Properties window will appear, allowing you to configure the CCTV
Command.

General CCTV Command Properties
From the CCTV Command Properties window, select the General tab to record the
CCTV Command’s name and any additional notes.

Typing a CCTV Command’s Name

Use the Name text field in the General tab to identify the CCTV Command. We
recommend using a name that is representative of the CCTV Command such as
“Caml Vid3”. Also, refer to “Typing Names and Notes” on page 22.

Typing a CCTV Command’s Notes

CCTV Command Properties El
General ] Details 1
CCTY Command: 001
MName: |Cam1 Widd j
Motes
»

Use the Notes text field in the General tab to record any additional notes that may be required. We recommend that you keep a
log of what settings were changed and when they were changed. Also, refer to “Typing Names and Notes” on page 22.

CCTV Command Settings

A CCTV Command and its programmed settings are assigned to one or more system event (refer to “Selecting the CCTV Command
for an Event” on page 140) and when that event occurs within its assigned schedule (refer to “Selecting the CCTV Control Schedule
for an Event” on page 140), Centaur sends the assigned command to the video switcher connected to the COM port selected in the

site properties (refer to “Selecting a Computer COM Port for CCTV” on page 36).
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Defining a CCTV Command

Perform the following to program a CCTV Command’s settings:

X

CCTV Command Properties

General Details I

Select Preset || hd
Select Camera | 001 hd

1. Fromthe CCTV Command Properties window, select the Details tab.

2. If you want to use the preset CCTV commands offered by Centaur, follow
step 3 to step 6. If you want to send a CCTV command that is not offered by

Centaur, select the Custom Command check box, type the desired SelectHoritor |01 |
command in the text field below the check box and go to step 6. When you Tk Fan Zoom
select the Custom Command check box, all other options are disabled. : Wore : Wore : Marz
Up Left In
" Down i Right  Out

3. From the Select Preset drop-down list, select one of the video switcher’s
preset definitions to be activated when the selected event occurs. When you
select a preset definition, the radio buttons under the Tilt, Pan, and Zoom
headings are unavailable. If you do not want to use a preset definition, select !
None and use the radio buttons under the Tilt, Pan, and Zoom headings to
select the tilt, pan, and zoom commands you wish to send to the video _ Coreel |
switcher’s camera selected in the next step.

I Custom Command

4. From the Select Camera drop-down list, select which camera will be activated when the selected event occurs.
5. From the Select Monitor drop-down list, select which monitor will be activated when the selected event occurs.

6. Click OK.

Deleting a CCTV Command

Right-click the desired CCTV Command from the CCTV Commands branch in the Database Tree View window and select Delete
from the drop-down list. You can also select the desired CCTV Command from the CCTV Commands branch in the Database Tree
View window and press the keyboard Delete key. A dialogue box appears requesting confirmation.

Manufacturing Access Control Since 1985




REFERENCE MANUAL

Manufacturing Access Control Since 1985




REFERENCE MANUAL

CENTAUR 4.2
Access Control Software

Access Control Systems

Chapter 18: Options

What Will | Find?

General Centaur OPtiONS . . . . ...ttt et e e 160
Event Colour DefiNitioNS . . . .. oo 161
OPErator TIMEOUL. . . . . ottt e e e e e e e e e e e e e e e e e 162
LOg Rl o e 162

The Centaur software can be programmed to provide visual and/or auditory feedback when specific events or alarms occur in the
system. You can also determine at what frequency (in seconds) that Centaur will update the Real-Time Events/Status window. The
colours of each event that appear in the Real-Time Events/Status window can be customized to your needs. You can also set the
Centaur administration consoles to automatically log off if no action has occurred after a specified amount of time.
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General Centaur Options

From Centaur’s main menu bar, select the Options menu and select the Options
command from the drop-down list. The Options window will appear, allowing you to set
Centaur’s visual and/or auditory feedback options as well as determine how often Centaur
will update the Real-Time Events/Status window. The options are detailed below.

Options ﬁ

Alams
g [T Dizplay a notification message
[™ Make abeep
[~ Play alarmn wave non-stop
wiave:

Setting Alarm Acknowledgement Options | gy

The following options are available under the Alarms heading. These options only apply if Events
alarm acknowledgement is enabled (see “Enabling Alarm Acknowledgement” on
page 137). 0

™ Make a beep on all events
™ Make a beep on all Access events

[ Make a beep on all Abnomal events

Display a Notification Message Udeleeverisovan [05 =] soconce

Status

When the Display a notification message check box is selected, a pop-up window P Uptosttiodeplapevay [o5 =] secores
will appear to notify you that an alarm requiring acknowledgement has occurred when
your Centaur access control software is minimized or running in the background.

oK Cancel

Therefore, if you are working in another program such as Microsoft Word, or if the
Centaur access control software is minimized, a pop-up window will appear asking you
if you would like to view the alarm now. If you click Yes, it will maximize (return) to the Centaur access control software. If you
choose to ignore the alarm, click No.

Make a Beep

When the Make a beep check box is selected, your computer will beep every time an alarm requiring acknowledgement occurs.

Setting General System Event Options

The following options are available under the Events heading.

Make a Beep on all Events

When the Make a beep on all events check box under the Events heading is selected, your computer will beep every time an
event appears in the Real-Time Events/Status window.

Make a Beep on All Access Events

When the Make a beep on all Access events check box is selected, your computer will beep every time an Access event
appears in the Real-Time Events/Status window. Access events consist of any event generated that is linked to the status of the
doors in the system such as “Access Granted”, “Card Traced”, and “Door Forced Open”.

Make a Beep on All Abnormal Events

When the Make a beep on all Abnormal events check box is selected, your computer will beep every time an abnormal event
appears in the Real-Time Events/Status window. Abnormal events consist of any event generated that is uncommon to normal
site operation such as “Door Left Open”, “Relay Activated by Operator”, and any troubles.

Update events every

This option determines at what intervals the Centaur access control software will refresh the Real-Time Events/Status window.
From the Update events every drop-down list, select the desired interval of time.
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Setting the Event Status Refresh Rate

This option determines at what intervals the Centaur access control software will refresh the Real-Time Events/Status window when
displaying the status of devices in the system such as doors and controllers. For information on displaying the status of devices in
the system, refer to “Manual Controls” on page 163. From the Update status display every drop-down list under the Status
heading, select the desired interval of time.

Event Colour Definitions

Centaur provides the ability to customize the text and background colour of each event
logged in the system. You can set events to use its default colours or a custom colour

Event Colours

X

definition. When an event occurs, it will appear in the Real-Time Events/Status window with s o=
its defined colours (default or custom). fpccess deried - Card o
coess denied - Card number unknown
Access denied - Card stolen
Access denied - Door manually disabled
H A denied - Interlock act
Using Default System Event Colours iscoess deried -Inval aocess ghs
Access denied - Invalid floor group schedule
. y Access denied - Passhack violation in
Perform the following to use an event’'s default system colours ticcess denied - Passback vilation oLt
.ﬁccess Eenieﬂr?fhedﬂlla invallid o S
1. From Centaur’'s main menu, select the Options menu and Event Colours. Test Colour ||+
Background Calour: - -
2. From the Event Colours window, highlight the desired event.
[~ Use System Colowrs
3. Select the Use System Colours check box. ok | Cancel |
4. Repeat steps 2 and 3 until the desired events are set.
5. Click OK.

Customizing Event Colours

Perform the following to set an event to use a custom set of colours.

1.

From Centaur's main menu, select the Options menu and select Event Colours.

From the Event Colours window, highlight the desired event.

Clear the Use System Colours check box.

Select the desired colours from the Text Colour and Background Colour drop-down lists.
Repeat steps 2 to 4 until the desired events are set.

Click OK.
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Figure 34: Customizing Event Colours

Event Colours rzl B Contam: Al Events

3 e B Yew Qoters Moddes ek

erver Starte S

Server Stopped 3 IElAmERE B 7 & 4 F|u "@:@Tﬂf S0 @B = 8 ¢
Bl Certaur Lver: e Card okder Fikd Tt ~
- Bl St i TeHE

TAPI eror- canhot initialize modern - * e | A

TCP/IF - Communication Enor

TCPAP - Incompatible WinSack Wersian
TCR/IP - Invalid TCPAR Address/Port Number
Unkmown modem sror

“Waiting for floor zelection

“w'aiting for keypad code 3

Text Calour: m*
Background Colour: [N |~

™ Use System Colours

ok | Cancel |

Operator Timeout

The Centaur administration consoles can be programmed to log off automatically when no action
has occurred within the software (i.e. programming, viewing system status, etc.) for a specified
amount of time.

Operator, [imeout

Timeout: (00000 Minutes

1. From Centaur's main menu, select the Options menu and select Operator Timeout. oK Cancel |

2. The Operator Timeout window will appear. In the Timeout text field, type a value in
minutes from 0 to 65536. To disable this feature, type 00000.

3. Click OK.

Log File

Centaur can automatically save a .xml log file of events to your hard drive. This is convenient in the event
that you require assistance from our technical support team and a log of recent events is required.

Log file options El

Log file lirnit: entries
1. From Centaur’'s main menu, select the Options menu and select Log File. B Eiblen

Ok | Cancel |

2. The Log file options window will appear. Select the Enable Log check box. This feature is
disabled when the check box is cleared.

3. Inthe Log file limit text field, type a value in amount of entries from 10 to 1000.

4. Click OK.
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Chapter 19: Manual Controls

What Will | Find?

EVENt DiSPlay . . . . oot 164
Manual Controls

Centaur includes an intuitive toolbar that you can use to display the status of specific output and input devices as well as control the

activation and deactivation of those devices. In each site, you can view and control the status of the controllers, doors, inputs,
outputs, and relays.
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Event Display

The following sections describe how an operator can view some or all of the events in the system. For details on how they are
displayed, refer to “Events” on page 133. Make sure you select the appropriate site from the desired site branch in the Database
Tree View window. Appropriate operator permissions and security levels must be enabled (see “Operators” on page 147).

Display All Events

_— | When you click on the All events icon, the last 1000 events that occurred in the selected site will appear along with its
UE details in the Real-Time Events/Status window.

Display Access Events

When you click on the Access events icon, any of the last 1000 events generated that is linked to the status of the doors in
ﬂ the selected site (i.e. “Access Granted”, “Card Traced”, etc.) will appear along with its details (i.e. company name and
information about the user) in the Real-Time Events/Status window.

Display Abnormal Events

operation (i.e. “Door Left Open”, “Relay Activated by Operator”, troubles, etc.) will appear along with its details in the Real-

u= When you click on the Abnormal events icon, any of the last 1000 events generated that is uncommon to normal site
Time Events/Status window.

Display Acknowledged Events

Acknowledgement” on page 137). When you click on the Acknowledged events icon, any event that requires
acknowledgement and has been acknowledged by an operator will appear along with its details in the Real-Time Events/
Status window.

u Any of the last 1000 events in the site can be programmed to require operator acknowledgement (see “Alarm

Manufacturing Access Control Since 1985




REFERENCE MANUAL

CENTAUR 4.2
Manual Controls

Manual Controls

The following sections describe how an operator can view the status of the devices in the system and how they can remotely control
these devices (i.e. enable or disable a relay, etc.). Make sure you select the appropriate site from the desired site branch in the
Database Tree View window. Appropriate operator permissions and security levels must be enabled (see “Operators” on page 147).

Displaying and Controlling the Status of a Door

to manually change the status of a door, right-click the desired door. You can also select multiple doors to manually change
in the same way by clicking on the doors while holding down the Shift or Ctrl keys and right-clicking on one of the selected
doors. A drop-down list will appear. Select one of the following actions from the list. Also, refer to “Figure 35" on page 166.

When you click on the Door status icon, Centaur will display the current (live) status of the doors in the system. If you wish

Lock Door

Locks the selected door if it was unlocked on schedule, manually or by a user.

Unlock Door

Unlocks the selected door for the period specified by the door’s Unlock Time (see “Setting the Door Timers” on page 74).

Unlock Door (Timed)

Unlocks the selected door for a programmed period of time. When you select this action, the Activation Time window will
appear. In the text box, type a value from 1 second to 9999 seconds, and click OK.

Unlock Door (Latched)

Unlocks the selected door until an operator re-locks the door using the Lock Door manual command (see “Lock Door” on
page 165) or until locked by the door’s schedule (see “Selecting the Door Unlock Schedule” on page 73).

Enable Door

When an operator manually bypasses a door (see “Disable Door” below), this command will reinstate the active state of the
selected door.

Disable Door

Allows the operator to manually bypass the selected door. The active state of the door is reinstated when the operator uses the
Enable Door command (see above) or when enabled by the door’s enabling schedule (see “Selecting the Door Unlock
Schedule” on page 73).
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Figure 35: Door Status and Manual Controls

Click the Door Status icon.
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Displaying and Controlling the Status of a Relay

When you click on the Relay status icon from the menu bar, Centaur will display the current (live) status of the relays in the
Q system. If you wish to manually change the status of a relay, right-click the desired relay. You can also select multiple relays
to manually change in the same way by clicking on the relays while holding down the Shift or Ctrl keys and right-clicking on

one of the selected relays. A drop-down list will appear. Select one of the following actions from the list.Also, refer to “Figure
36" on page 167.

Activate Relay

Activates (toggles) the selected relay for the period specified by the relay’s Activation Time (see “Setting the Relay Activation
Timer” on page 112). If a relay’s Delay on Activation Time is programmed (see “Setting the Relay Delay Time Before
Activation” on page 112), the relay will only activate after this delay has elapsed.

Activate Relay (Timed)

Activates (toggles) the selected relay for a programmed period of time. When you select this action, the Activation Time window
will appear. In the Time (seconds) text box, type a value from 1 to 9999 seconds and click OK.

Activate Relay (Latched)
Activates (toggles) the selected relay until an operator deactivates the relay using the Deactivate Relay manual command (see

“Deactivate Relay” on page 166) or until deactivated by the relay’s schedule (see “Selecting a Time Relay Activation Schedule”
on page 111).

Deactivate Relay

Deactivates the selected relay.
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Figure 36: Display Relay Status

Click the Relay Status icon.
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Displaying Controller Status

=

controllers in the selected site.

& Centaur: Contraller Status

When you click on the Controller status icon from the menu bar, Centaur will display the current (live) status of the

Figure 37: Display Controller Status

Click the Controller Status icon.
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Displaying and Controlling the Status of an Input

system. If you wish to manually enable/disable an input, right-click the desired input. You can also select multiple inputs to
manually enable/disable in the same way by clicking on the inputs while holding down the keyboard Shift or Ctrl keys, and
right-clicking on one of the selected inputs. A drop-down list will appear. Select one of the two following actions from the list.
Also, refer to “Inputs” on page 115.

When you click on the Input Status icon from the menu bar, Centaur will display the current (live) status of the inputs in the

Enable Input

When an operator manually bypasses (disables) an input, this command will reinstate the active state of the selected input.

Disable Input

Allows the operator to manually bypass the selected input. The active state of the input is reinstated when the operator uses the
Enable Input command or when enabled by the input's enabling schedule (see “Selecting the Input Enabling Schedule” on
page 121).

Figure 38: Display Input Status
Click the Input Status icon.
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Displaying and Controlling the Status of an Output

When you click on the Output Status icon from the menu bar, Centaur will display the current (live) status of the outputs in
the system. If you wish to manually change the status of an output, right-click the desired output. You can also select
multiple outputs to manually change in the same way by clicking on the outputs while holding down the keyboard Shift or
Ctrl keys, and right-clicking on one of the selected outputs. A drop-down list will appear. Select one of the following actions
from the list. Also, refer to “Outputs” on page 125.

Activate Output

Activates the selected output for the period specified by the output’s Activation Time (see “Setting the Output Activation Events”
on page 128).

Activate Output (Timed)

Activates the selected output for a programmed period of time. When you select this action, the Activation Time window will
appear. In the text box, type a value from 1 to 9999 seconds, and click OK.

Deactivate Output

Deactivates the selected output.

Figure 39: Display Output Status

Click the Output Status icon.
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(live) output status.
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Chapter 20: Database Management

What Will | Find?

What are the Centaur Databhases? . . . ... e e 172
Database Management MOdUIE. . . . . ... . e e 172
Database Backup Scheduler

Centaur’s database file management feature is automatically installed with Centaur Server. This database utility was designed to
control and manage the often large and complex database files of the Centaur software. You can back up and restore database files,
purge events from selected sites during specific periods, limit the size of database files and delete entire database files.
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What are the Centaur Databases?

Before starting, you need to understand how the Centaur databases are used and what information is saved in them. These databases
are attached to the SQL Server application used by Centaur. Whenever something is programmed or an event occurs in the system,
the information is downloaded to the SQL Server and saved in the Main and/or Event databases. These files are saved on your hard
drive in the following default path C:\Program Files\CDV Americas\Centaur\Centaur Server\Data. Only databases currently used by
SQL and Centaur will be saved in the above-mentioned directory path. The backup files can be saved wherever you wish.

Main Database

The Main database (CentaurMain) contains all the system characteristics of the Centaur software (i.e. sites, controllers, schedules,
cards, etc.). The more sites, cards and controllers you have programmed, the bigger this file will be.

Event Database

The Event database (CentaurEvents) contains all events that have occurred in the system (i.e. “Access Granted”, “Door Forced”,
alarms, etc.). For more information on how you can manage the size of the Event database, please refer to “Limiting the Event
Database’s Size” on page 174. Also, refer to “Disk” on page 135.

Database Management Module

The Centaur Database Management Module is automatically installed with Centaur and can only be run on the Server. This
database utility was designed to control and manage the often large and complex database files of the Centaur software. You can
back up and restore database files, purge events from selected sites during specific periods, limit the size of database files and
delete entire database files.

Starting the Database Management Module

The Database Management Module can be started using one of two methods. To start the module from within Centaur, click the
Open Database Management Module icon from the main menu bar. If you open the Database Management Module from within
Centaur, the Restore, Attach, Detach, and Remove database options will not be available. To access all database options, run the
Database Management Module as described below.

1. Make sure the SQL Server is running and that the Centaur Administration Console isn’t running and the Centaur Service
Manager is stopped and exit (refer to “Starting the Centaur Server and Software” on page 11).

2. Click Start, point to Programs, CDV Americas, Centaur, and click Centaur Database Manager.

3. From the SPXDBase Logon window, type the appropriate Logon ID and Password. Centaur's database file management
utility uses the same Logon ID and Password as Centaur.
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Performing a backup will save all information in the selected database(s) into a file with a .bak extension. These files can later be
restored to the SQL Server application used by Centaur (see “Restoring Databases” on page 174). Also refer to “What are the
Centaur Databases?” on page 172.

We highly recommend that you back up your databases regularly and that these backup files are saved on a form of removable
media (i.e. tape backup, zip disk, etc.) as well as on your computer’s hard drive. This safety precaution is an important part of
keeping your data safe. If for any reason a database becomes corrupt, you will be able to restore a backed up file. Creating a backup
is also useful for keeping a log of events, especially if the size of the Event database is limited (see “Limiting the Event Database’s
Size” on page 174), or to save as a default programming database for future applications.

1.

After starting the Database Management Module as
described in “Starting the Database Management Module”
on page 172, the SpxDBase (Centaur Database Utility)
window will appear.

From this window, select the Backup tab.

Select the databases you wish to back up by clicking the
Main Database and/or the Event Database check boxes.
For more information refer to “What are the Centaur
Databases?” on page 172.

In the text field corresponding to the selected database(s),
type the full path (location where you would like to save the
backup) and desired file name. You can also click the “...”
button to browse for the desired file.

Click the Backup button.

T SPXDBase (Centaur Database Utility)

Backup I Size I Advanced]

Backup Make a backup of the current Centaur databases as selected below.

Restare Fiestore previously made backups of the cument Centauwr databases as
selected below. Please close the Centaur server before restoring,

Main Database Backup Path:
|c:\main.bak .. | ¥ Main Databaze

Event Database Backup Path:
|c'\evenl bak. ... | ¥ EventDatabase

NOTE: Spaces are not supparted in the path or in the file names.

@ Spaces are note supported in the path or in the file names.
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Restoring Databases

Restoring databases will bring back all information saved in a backed up database file (.bak) so it can be used with the Centaur
software. Performing a restoration will attach the back up files to the SQL Server application and save them in C:\Program Files\CDV
Americas\Centaur\Centaur Server\Data. This will overwrite any databases currently attached.

If you are having problems with a database, or if you have experienced a loss of data, or if your database is corrupted due to a
computer hardware failure, you can restore any database that you have backed up. Please note that you will have to add any
programming changes that were done since the last backup was created. If events are also restored, all events that have occurred
since the last backup will be lost.

1. After starting the Database Management Module as
described in “Starting the Database Management Module”
on page 172, the SpxDBase (Centaur Database Utility) Backup |Size | Addvanced|
window will appear.

T SPXDBase {Centaur Database Utility)

Backup Make a backup of the curent Centaur databases az selected below,

2. From this window, select the Backup tab. _
Festore Restore previously made backups aof the curent Centaur databases as
selected below. Pleaze close the Centaur server before restoring,
3. Select the databases you wish to restore by clicking the Main Dalabase Backup Path
Main Database and/or the Event Database check boxes. [ezhmain. bak oo | ¥ Main Database
For more information refer to “What are the Centaur Evert Database Backup Path:
Databases?” on page 172. [chevent bak | ¥ Event Database

MOTE: Spaces are not supported in the path or in the file names.

4. In the text field corresponding to the selected database(s),
type the full path and the name of the file from which you
want to restore the database. You can also click the “...”
button to browse for the desired file.

5. Click the Restore button.

Limiting the Event Database’s Size

With this feature, you can define the maximum size of the Event database. This feature will not affect the Main database, only the
Event database (see “What are the Centaur Databases?” on page 172). When the Event database has reached its maximum size,
each subsequent event will be followed by a “Failed to Process Event” event, which will appear in the Real-Time Events/Status
window. At this point, events will not be saved because the database has exceeded its maximum size. You should perform a backup
of the Event database (see “Backing Up Databases” on page 173), and then truncate (see “Truncating Events” on page 175) the
database to reduce its size. Perform the following to define the size of the Event database:

1. After starting the Database Management Module as described in “Starting the Database Management Module” on
page 172, the SpxDBase (Centaur Database Utility) window will appear.

2. From this window, select the Size tab and click the Size button.

3. Inthe Restrict growth of Event database to text field, type the maximum size of the Event database in MB, or select the
Unlimited Growth check box. If using MSDE, growth is limited to 2GB.

Do not select the Unlimited Growth check box unless the full version of SQL server is installed. Do not enter more than
1800MB when using MSDE.

4. Click OK.
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Truncating Events

When the Event database has reached its maximum size (see
“Limiting the Event Database’s Size” on page 174), each subsequent
event will be followed by a “Failed to Process Event” event which will
appear in the Real-Time Events/Status window. At this point, events
will not be saved because the database has exceeded its maximum
size. When the Event database becomes too large, you can use the
Truncate feature to delete all records (including events and alarms)
from the Event database. This will reduce the database file to its
original size. The Truncate feature will not affect the Main database,
only the Event database. Perform the following to truncate events
from the Event database:

We recommend you make a backup of the database before
truncating it. For more information, see “Backing Up
Databases” on page 173.
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T SPXDBase {Centaur Database Utility)

Backup Size ]Advanced]

Cantral the maximum size that the event database can grow.

T ‘ Purge all records from the event database and shrink the files to their
funcate original size. Use this option when the event database has become

too large. &l events and alarms will be deleted.

If you wish to keep the events in the database far future reference make
a backup befare uzsing this feature.

1. After starting the Database Management Module as described in “Starting the Database Management Module” on
page 172, the SpxDBase (Centaur Database Utility) window will appear.

2. From this window, select the Size tab.

3. Click the Truncate button.

4. Click Yes to confirm the truncate action, or click No to cancel the truncate operation.

Attaching Databases

This feature is for advanced users only and should not be used
frequently. Attaching a database will tell the SQL Server application
used by Centaur to begin using the databases located in C:\Program
Files\CDV Americas\Centaur\Centaur Server\Data. Make sure that
the Centaur3Main.mdb, Centaur3Events.mdb and the spxDBase.exe
files are located in the above-mentioned path. Please note that
before attaching the database, the database files currently used by
Centaur need to be detached or removed (see “Detaching
Databases” on page 176 or “Removing Databases” on page 176).
Verify that Centaur and the Centaur Service Manager applications
are closed and that the SQL Server is running. Perform the following
to attach the database:

1. After starting the Database Management Module as
described in “Starting the Database Management Module”
on page 172, the SpxDBase (Centaur Database Utility)
window will appear.

2. From this window, select the Advanced tab.

3. Click the Attach button.
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Backup] Size  Advanced ]

Attach Reqgister the database files with SOL Server. Please make sure that

the files you wish to attach (Centaur3E vents.mdf and
Centaur 3 ain.mdf] are located in the same dirsctary as this
applicatian.

Detach Unregister the database files from SOL Server.

Remave | Unregister the databases from SOL Server and remove the files completels

Purge Events Delete events from the event database by Date. Please do not use this
far reducing the size of the database or purging large numbers of events.
If the event database iz too large then use the Truncate option in the size

tah.

Attach progress:
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Detaching Databases

This feature is for advanced users only and should not be used
frequently. Before attaching a database (see “Attaching Databases”
on page 175), you must tell the SQL Server application used by
Centaur to stop using the current databases by detaching them.
Detaching the database will allow you to keep a manual backup of the
current databases. If you perform a detachment, the databases will
be detached from SQL, but will still exist. You must move them from
the current path C:\Program Files\CDV Americas\Centaur\Centaur
Server\Data to another path. Perform the following to detach the
database:

1. After starting the Database Management Module as
described in “Starting the Database Management Module”
on page 172, the SpxDBase (Centaur Database Utility)
window will appear.

2. From this window, select the Advanced tab.
3. Click the Detach button.

Removing Databases

If you remove the databases, it will detach the database and delete it
completely. You will not be able to restore or re-attach databases that
have been removed. Perform the following to remove the database:

1. After starting the Database Management Module as
described in “Starting the Database Management Module”
on page 172, the SpxDBase (Centaur Database Utility)
window will appear.

2. From this window, select the Advanced tab.

3. Click the Remove button.

‘T’ SPXDBase (Centaur, Database Utility)

Backup] Size  Advanced ]

Attach Register the database files with SOL Server. Please make sure that
the files pou wish to attach (Centawr3E vents.mdf and
Centaur3t ain.mdf] are located in the same directary as this
application.

Detach Unregister the database files from SOL Server.

Remave Urnregister the databases from SEL Server and remove the files completely

Purge Events Delete events from the event database by Date. Pleaze do not uge this
for reducing the size of the database or purging large numbers of events.
| the event databaze is too large then use the Truncate option in the size

tah.

Attach progress:

‘T SPXDBase (Centaur Database Utility)

Eackup] Size  Advanced ]

Attach Reaqister the database filles with SOL Server. Please make sure that
the files you wish to attach [Centaw3E vents.mdf and
Centaur3t ain.mdf] are located in the same directary as this
application.

Detach Unregister the database files from SGL Server.

Remave Unregister the databases from SOL Server and remove the files completely

Purge Events Delete events from the event database by Date. Please do not use this
for reducing the size of the databaze or purging large numbers of events.
If the event database is tao large then use the Truncate aption in the size

tab.
Attach progress:
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Purging Databases

Using this feature, you can delete events that occurred between a
specified period of time and within a selected site or within all sites.
The purge feature will not affect the Main database, only the Event
database. Perform the following to purge events from the Event
database:

%

Do not use the purge feature to reduce the size of the
database or to delete large numbers of events. Instead, use
the Truncate feature (see “Truncating Events” on page 175).
Also, any alarms that require acknowledgement (see “Alarm
Acknowledgement” on page 137) that have not been
acknowledged will not be deleted.

After starting the Database Management Module as
described in “Starting the Database Management Module”
on page 172, the SpxDBase (Centaur Database Utility)
window will appear.

From this window, select the Advanced tab and click the
Purge Events button.
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‘T’ SPXDBase (Centaur, Database Utility)

Backup] Size  Advanced ]

Attach Register the database files with SOL Server. Please make sure that
the files pou wish to attach (Centawr3E vents.mdf and
Centaur3t ain.mdf] are located in the same directary as this
application.

Detach Unregister the database files from SOL Server.

Remave Urnregister the databases from SEL Server and remove the files completely

Purge Events Delete events from the event database by Date. Pleaze do not uge this
for reducing the size of the database or purging large numbers of events.
| the event databaze is too large then use the Truncate option in the size
tah.

Attach progress:

Purge Events ﬁ‘

StatDate: | aunday | Febriary 02,2008 v |

EndDate:| Sunday , February 03, 2008 ﬂ

Siter =| 7 il Sites
oK |

Cancel |

From the Purge Events window, use the Start Date and End Date drop-down lists to select the period.

Select the site from the Site drop down list or click the All Sites check box.

Click OK. Centaur will delete events that occurred in the selected site(s) during the selected period.
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Database Backup Scheduler

Centaur’s database backup scheduler enables you to schedule regular backups of the Centaur databases. You can back up the
Main database and the Event database separately, specify the location of the backup files and select how often (daily, weekly, or
monthly) the backup will occur.

When the database backup scheduler saves the backup file, it will overwrite the previous file. If you want to create
backup files that do not overwrite each other, refer to the document from the c:\Program Files\CDV
Americas\Centaur\Administration Console\MSDE Management\MSDE_How to create a schedule task.doc or
contact technical support (see “Technical Support” on page 4).

Creating a Scheduled Database Backup

Multiple scheduled jobs can be created to save database backups in different locations, with different names and using different
schedules. Perform the following to run Centaur’s database backup scheduler and create scheduled job:

1. Make sure the SQL Server is running (see “Starting the Centaur Server and Software” on page 11).

2. Click Start, 1 MSDE Management Console
Programs! Cbhv File View Help
Americas, Centaur, & ?
Administration =Ty server Job name Mest run date and time
Console, and click  schedule | =030t
Centaur3iain
MSDE Management backup Centaur3Events

. button -
Console, or directly e et

from within Centaur,
click the Open
Database Backup
Scheduler icon from
the main menu bar.
Choose the
language from the
pop-up window, click
OK, and the MSDE
Management
Console window will
appear.

3. Click the Schedule
backup button from
the main menu bar.
The Create
Database Backup Wizard window will appear.

Ready 02/03/08 17:57:18

4. Click Next.

5. From the Database drop-down list, select the database you would like to backup. For more information, refer to “What are
the Centaur Databases?” on page 172. Click Next.
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6. Inthe Name text box, type the job name of the scheduled backup. In the Description text box, type the description of the
backup. Click Next.

7. Inthe Select backup file text field, type the full path (location where you would like to save the backup) and the desired file
name. You can also click the “...” button to browse for the desired path and/or file. Click Next.

8. Select Create ascheduled job to be performed periodically. A text field will appear indicating the current schedule. Click
the Change button to change the schedule and click OK. After changing the schedule, and click Next.

9. Click Finish.

Editing a Scheduled Database Backup

You cannot edit a scheduled job. If you need to change the scheduled job’s settings, you must delete the existing job (see “Deleting
a Scheduled Database Backup” on page 179) and then re-create a new one (see “Creating a Scheduled Database Backup” on
page 178).

Deleting a Scheduled Database Backup
Perform the following to delete a scheduled job:
1. Make sure the SQL Server is running (see “Starting the Centaur Server and Software” on page 11).
2. Click Start, Programs, CDV Americas, Centaur, and click MSDE Management Console, or directly from within Centaur,
click the Open Database Backup Scheduler icon from the main menu bar. The MSDE Management Console window will
appear.

3. From the Database Tree View window (left-hand portion of your screen), double-click the Jobs branch.

4. From the Details window (right-hand portion of your screen), right-click the desired job and click Delete job. A dialogue box
will appear requesting confirmation.
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Chapter 21: Centaur Wave Player

What Will | Find?

Starting Centaur Wave Player . . . . ... 182
ASSIgNING @ WAV File. . . e e 182

This utility was designed to enable a .wav file to be played on the computer when an event that requires acknowledgement occurs.
The sound can replay at programmed intervals until the alarm is acknowledged.
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Centaur Wave Player

This utility was designed to enable a .wav file to be played on the computer when an event that requires acknowledgement occurs
(see “Alarm Acknowledgement” on page 137). The sound can replay at programmed intervals until the alarm is acknowledged.

Starting Centaur Wave Player

1.

Make sure that Centaur is running. Click Start, Programs, CDV Americas, Centaur, Administration Console, and click

WavePlayer.

From the Wave Player Login window, type the appropriate Login ID and Password. Centaur Wave player uses the same
Login ID and Password as Centaur. If you are trying to log in to a Centaur Server that is on a network, type the computer’s

network name or IP address in the Computer text field.

Click OK.

Assigning a WAV File

When an event that requires acknowledgement occurs and it has been assigned a .wav file as detailed below, the associated sound
will play. The event that occurs will also appear in Centaur Wave player Real-Time Events/Status window until the alarm is
acknowledged (refer to “Alarm Acknowledgement” on page 137 for more information). If the alarm event is not acknowledged, the

sound will replay every 1 to 60 minutes depending on the set value.

%

The .wav file will only play if the selected event has been set as an alarm in Centaur. The event’s alarm acknowledgement
feature must be enabled (refer to “Alarm Acknowledgement” on page 137 for more information).

Start Centaur Wave player as detailed in “Starting Centaur
Wave Player”.

From the main menu bar, select File and click Settings.
The Wave Player Settings window appears.

In the Repeat Sound Every text field, type a value
between 1 and 60 minutes. This value applies to all events
with an associated .wawv file.

In the Event Definition list, double-click the event you wish
to assign a .wav file to. The Select Wav file path window
appears.

Click the “..." button and select the .wav file and location.
Click OK.

Repeat these steps to assign further .wav files to events.
Click Apply.

Wave Player Settings

X

General ]

Fepeat sound every: mins.

Evvent Definition

Event Name | ‘wav file Path ~
Access denied - Card expired
Access denied - Card invalid
Access denied - Card lost
Accese denied - Card numb...
Access denied - Card stolen
Access denied - Door maru...
Access denied - Interlock ac...
Access denied - Ihvalid ace...
Access denied - Invalid floor..
Access denied - Passback v...
Access denied - Passback v
Access denied - Schedule in...
Access denied - Wrong floor..
Access denied bwo card ile...
Access denied two card e
Access denied two card ile...
Access granted

Access granted - Antipassba...
Access granted - Floor open...
Access granted - Floor selec... v

ok | Cancel

Manufacturing Access Control Since 1985




REFERENCE MANUAL

CENTAUR 4.2
Access Control Software

Access Control Systems

Appendix A: DCOM Configuration

What Will | Find?

DCOM Configuration for WindoWSs XP . . . . . ..ot e e e e e 184
DCOM Configuration for Windows 2003 SeIVET . . . ..ottt e e e e e 206
DCOM Configuration for Windows 2000 Pro and SEIVET. . . . .. ...ttt e e e e 235

Centaur uses Distributed Component Object Model (DCOM) to communicate between its software components. DCOM is a protocol
that enables software components to communicate directly across multiple network transports, including Internet protocols such as
HTTP, in a reliable, secure, and efficient manner.

It is necessary to configure the DCOM only when operators need to access the Centaur Server computer from remote computers.
DCOM configuration is performed on the Centaur Server computer only and sets Windows to allow access from remote workstations
creating Windows user accounts.

Before configuring the DCOM, the Centaur Server must be installed (refer to “Installation Overview” on page 3) and the users that
will access the Centaur Server must be programmed in the server. The DCOM Configuration Utility is automatically installed with
Windows 2000/2003/XP operating systems. We recommend this settings to be done by a network administrator.
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DCOM Configuration for Windows XP

To be able to configure the DCOM on Windows XP operating system, you have to be logged in as Administrator.
Verifying DCOM
Before going on with the DCOM configuration, you can perform the following steps to verify the integrity of your DCOM:

1. From the taskbar, click Start -> Run. The Run window will appear. Enter dcomcnfg.exe in the text box and click OK.

run 2 x|

i Tvpe the name of a program, folder, dacument, or

= Internet resource, and windows will open it For wou.,

Open: | deomenfgl j

ok I Zancel | Browse, ., I

2. The Component Services window will appear. Within the Console Root folder (left side of your screen), expand the
Component Services branch, the Computers branch, and the My Computer branch. Ensure that the Running
Processes folder appears in the My Computer branch. If it does not appear, you must repair DCOM. If your DCOM
configuration is found corrupted then follow the steps in “Reparing DCOM” on page 186; if not, skip the next section and go
directly to “Setting the Firewall” on page 189.

+ Component Services

@ Fie Acen Vew Wiskm  Help =12 %]
e m B @

3 Crnseln Aot
= (D Component Serces i !

= | Compalers B c i

& My Computer X
Brecmrie e e
vices (Local)

w | BCoM Config
i 1) Distiuited Transsciion Coardnainr
+ ] Runreng Frodesses

+ gfvrll Viewer (Local)

i Srrdires (| acal)

3. Click the COM+ Applications branch. The components of this branch will appear on the right side of your screen. If you get
an error message and/or cannot access this branch of components, you must repair DCOM. If your DCOM configuration is
found corrupted then follow the steps in “Reparing DCOM” on page 186; if not, skip the next section and go directly to
“Setting the Firewall” on page 189.
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¢ Componant Services

B Fre Ackn  vew Window M = - |
« = @A TE RO NhElmnE
=] Coresre Rl SO Applcatoie  § oboeclis)

= @ Comixrierd Services i [ T
= 1] Camxben i f i
e My Compde
it | E— T S Dedtie
4 Sapbrer  Desdies
¥ =] NCOM Corflg

11 ) Desminuses Transarson Ceordnaber = {‘:R i
L i1 o Rurring Processes 1)7 i
i1 [ Bvent Viewer Local)

CCM 4 Limizes M Softmre Sysem
+ By devies (Lous) 3

Shaderw Ci.,r Aaplustian
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Reparing DCOM

Perform the following steps to repair your DCOM configuration:

1. From the taskbar, click Start -> Run. The Run window will appear. Enter cmd in the text box and click OK.

run 2|

£ Tvpe the name of a program, Folder, document, ar
H Internet resource, and Windows will open it Far wou,

Qpen: I cmd j

Ok I Zancel | Browse, .. |

2. The C:\WINDOWS\System32\cmd.exe window will appear. Type cd %systemroot% \system32 and press the keyboard
Enter key. Type msdtc -uninstall and press the keyboard Enter key.

Select C:\WINDOWS\system32\cmd. exe

Microzoft Windows HP [Uerszion 5.1.26801
(C> Copyright 1985-20881 Microsoft Corp.

C:“\Documents and Settings:Technical Support>cd ¥systemroot¥ “system32

C:S\WINDOWS system32 *medtec —unistall

3. Reboot your computer.

4. From the taskbar, click Start -> Run. The Run window will appear. Enter cmd in the text box and click OK.

run 2|

£ Tvpe the name of a program, Folder, document, ar
H Internet resource, and Windows will open it Far wou,

Qpen: I cmd j

Ok I Zancel | Browse, .. |

5. The C:\WINDOWS\System32\cmd.exe window will appear. Type cd %systemroot% \system32 and press the keyboard
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Enter key. Type msdtc -install and press the keyboard Enter key.

Select C:\WINDOWS\system32\cmd.exe

Microsoft Windows BP [Uersion 5.1.26801
(C>» Copyright 1985-2081 Microsoft Corp.

C:“Documents and Settings“Technical Support>cd *systemrooty “system32

C:SUINDOWSSsystem32 msdte —install_
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Verifying if the DCOM has been repaired

Perform the following steps to verify that DCOM has been repaired:

1. From the taskbar, click Start -> Run. The Run window will appear. Enter dcomcnfg.exe in the text box and click OK.

run 2|

= Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it For wou.

Open: I deomenfgl j

a4 I Zancel | Browse, .. |

The Component Services window will appear. In the Console Root folder (left side of your screen), expand the Component
Services branch, the Computers branch, and the My Computer branch. If there is a red arrow next to any of the components of
this folder, DCOM has not been successfully repaired and you must repeat the repairing process.

|@H= Actior Vew  Wikm  Help =] =]

g [
= L T
- Component Sarndes N |
= ] Compulers @1_ X e -
- iy AreorETT Seranes
& My Computer [ vt Viewer {Local
R O RN i serices fLocal)
¥ (L) ECoM Sonfig i

i |] Desmitwited Transacnon Ceerrains
+ O] Murreg Processes
+ gfvrll.l"!?-ﬂ (Lo}

i Srrares {Lecal)
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Setting the Firewall

Firewall settings need to be altered on the Centaur Server computer and on any workstation connecting to the Centaur Server
computer through DCOM.

On the server you need to :
¢ Open the port 135 (DCOM port)

« Allow access (In bound and Out bound)) for the program SPXSVR.exe found on C:\Program Files\CDV Americas\
Centaur\Centaur Server .

¢ Allow access (In bound and Out bound) for the program sqlsevr.exe found on C:\Program Files\Microsoft SQL
ServerMSSQL\Binn\.

On the workstation you need to :

¢ Open the port 135 (DCOM port)

@ Please make sure that all your network devices allow DCOM (port 135).

Please refer to your firewall documentation if you need help. If you are using the Windows firewall follow these steps to alter your
settings:

1. From the taskbar, click Start -> Control Panel.

B Control Panel £ [I:I| |
File Edt View Favortes Tools Heb al"
@ - @ - ¥ | Psewan [ roken | [

> B
N
2 9 9 K
=] L=/ / e
E} Swilch to Category View Seannars ard  Scheduled Secunty Software
Cameras Tasks Centar Ewnlarers
See Also D @) g %!
o SoundMAX  Sourds and Speech System
findows Update T
I“ : o Audio Devices
(7] Help ard Suppart
& W)
Teskbarand User Accounts iRl Wieless
Start Menu el MetworkSet... ;
Configure the Windows Firewall

2. The Control Panel window will appear. Double-click on the Windows Firewall icon.
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The Windows Firewall window will appear. From the Exceptions tab, click Add Port.

* Windows Firewall [%]
Gereral | Exceptons | Advanced

Wirndows Frewal is lumed of . Yo compuler is ol fek o allacks and ndrusions
berem ks sodreres auch aa the Infemes We seosmemend ot e chek the
General lab ard seiect On

Programs ard Senices
e o
B irtemet Explorer
Bl Jerva (TS 2 Plaiform Standard Cdtion binary
4 Micreaanit Maragement Comanie
b Bemeer: focestarce
O Reamcta Daskidopn
A Sy
CIUFP Framemod
[ Windows Live Messeraer 8.0 (Phore]
[ Windows Live Messerier 8.1
B Windomrs Live Messenger 8.1 Phore)

[Astprogam.. | [ asdfor ][ el [ Owee |

[¥] Display = rotfication when Windows Frevwall blocks & program

Yhat aow thee nskcs of allowing gaceobons?

The Add a Port window will appear. In the Name field, enter DCOM. In the Port number field, enter 135. Select TCP as your
communication type and click OK.

Add a Port

Lze these settings to open a port throuch Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.

Name: iDCOM |

Port number: !135 |

®TCP  UDP

What are the risks of opening & port?

o] (oo

3. The Windows Firewall window will re-appear. From the Exceptions tab, make sure that the DCOM check box below the
Programs and Services heading is selected.

If you are configuring the firewall settings on a workstation connected to the Centaur Server computer, click OK and your
done with this computer.

If you are configuring your firewall settings on the Centaur Server computer, go to the next step.
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= Windows Firewall

Gerersl | Beeplions | SAvanced

Windows Firewsl is tumed off. Your computer s a2 sk of attacks and intrusions
from ougside sources such ms the intemet. Wa recommand that you chok the
Genemi tab and sslact On

Frograme and Sarvices
[R— -
A cdaMag Server
Eum'uﬂebﬁru
o
[ R and Panter Shamng
[ et Evglorer
B9 Java(TM) 2 Plasfoem Stendand Edbicn bnary
A Mcroeoft Management Consche
B Remole Semst sce
[ Remete Dasidap
F Sope
A e e

[ AddProgam. | [ AddPon. |[ &k [ Dol |

[+] Duaplary & mefizanan when Windows Firewali blaci a peogram

4. From the Exceptions tab, click Add Program.

Add a Frogram |1§|

To allow communications with a program by adding it to the Exceptiors list,
select the program, or click Browse to search for one that is not isted.

Programs.
£ PORoct for Windaws
% Pro-Report

A Quck Time Playsr
@T:Oucchur
ﬂ Set Corfiguration
;.:_l; Skype

] Soltaire
%SobBug -
g Spider Solitaire

EspxSvr.ene
ﬁSta‘s Reader 2.1 o

|

Path: |C:\ng|am Hles\CDV.ﬂuﬂeﬁcas\Centaur\Cemil Browse.. ]

(o (o)

5. The Add a Program window will appear. Click Browse... and select the spxsvr.exe file (located by default in
C:\Program Files\CDV Americas\Centaur\Centaur Server) and click OK.
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6. The Windows Firewall window will re-appear. From the Exceptions tab, make sure that the spxsvr.exe check box below
the Programs and Services heading is selected.

7. From the Exceptions tab, click Add Program.

The Add a Program window will appear. Click Browse... and select the sqlsevr.exe file (located by default in
C:\Program Files\Microsoft SQL ServerMSSQL\Binn\) and click OK.

Add a Program f5__<|

To allow communications with a program by adding it to the Exceptions list,
select the program, or click Browse to search for one that is not listed.

Programs:

€ raBoot A

L‘J PQBoot for Windows
% Pro-Report

(A Quick Time Player

G-':' Quick Tour

ﬂ Set Configuration

'.::_! Skype

i Solitaire

@ SoloBug

& Spider Soltaire

Wi sqlservr exe

TR

Path: |C:\Proglarn Files\Microsoft 5GLSer\:erMSSGL| [ Browse... ]

o] (e
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The Windows Firewall window will re-appear. From the Exceptions tab, make sure that the sqglsevr.exe check box below the
Programs and Services heading is selected.

. . .
= Windows Firewall

_Genelall Exceptions |Aclvanc:ed

Windows Firewall is tumed off. Your computeris at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On.

Programs and Services:

Name e
DCOM

File: and Printer Sharing

Intemet Explarer

Java(TM) 2 Platform Standard Edition binany

Microsoft Management Conscle

o sliaioe. BER e

[ Remote Desktop

Skype

S SVrExe

sqlservr.exe

[T 1IPRP Framewnde M,
[ AddProgmm... | [ AddPot.. |[  Edi.
Display a notification when Windows Firewall blocks a program
What are the nsks of allowing exceptions?

0K ] ’ Cancel

8. Click OK.
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ENABLING NETWORK ACCESS ON WINDOWS XP

In order to be able to setup the DCOM on computers running on Windows XP, the network access must be enabled.

From the taskbar, click Start -> Settings -> Control Panel.

B Controd Panel
Bl Bt Yes Faontes  Touls  Help

o >+ b ,"Smn i Fadens | [T11]-
wt |G Contrel Parel

..I:I..ﬂ.'.'“nl-m;rmrr-nm )| f_})‘ i

Aroressblity  Ackd Heedware
[}- Sl ko Calegory Ve Cptioie

B W

fe 2 Frieer Db

?
N a

""ﬂ;ﬂn QuickTime

ErelAY Fonredy arel
Buidea DEICRE

e <

Wireleas
I r::ﬁul Metwork St

Configure adminstrative setiings for vour computer,

Ceaniroliers
@ «
—
hletwrk PN A e

Correciors  Desiiop M.,

° 3

irgﬂmlmd ‘.rmvﬂmd

Symanier
LopsUpciass:

L &% &

o vt Prveer Onanns Fﬂ“fﬂ.'\h“
a0

J@h

Sewehded Spoumity Eafiware
1 sk Cenger Logiarers

ﬂﬁgw»ﬁnaﬂ

Taskbwar and  Lser Arreunds
SiEar MEnu

1. Double-click Administrative Tools.

2. Double-click Local Security Policy.
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™ Administrative Tools |Z| |E| E|
File Edit View Favorites Tools Help 1','
Qui- © 3 P [

Address Administrative Tools V| Go

File and Folder Tasks b Computer Management

Iﬂﬂ Rename this file
ﬁ Move this file LA Event Viewer

D Copy this file 2-Local Security Pelicy
@ Publish thiz file to the Web erformance

() E-mail this file g Services

¥ Delete this file

Other Places

B+ Control Panel
B My Documents

:J My Computer
H My Metwork Places

Details

View and modify local security policy, such as user right: 1.56 KB :J My Computer

Manufacturing Access Control Since 1985




3. Expand the Local Policies branch, and click Security Options.

& Local Security Settings

BEX

Fle Action View Help

@ Security Settings

(L8 Account Policies
= (18 Local Polides
w8 Audit Policy

-8 User Rights Assignment
@ Security Options

e (] Public Key Palicies

Policy

.ﬁ.ccounts: GGuest account status

@\]Accounts: Limit local account use of blank passwords to console logon only
.ﬁ.ccounts: Rename administrator account

.ﬁ.ccounts: Rename guest account

.ﬁ.udit: Audit the access of global system objects

(5] Software Restriction Policies .ﬁ.udit: Audit the use of Backup and Restore privilege
+ g IP Security Policies on Local ,ﬁ.udit: Shut down system immediately if unable to log security audits

)COM: Madhine Access Restrictions in Security Descriptor Definition Language (S0DL) syntax
DCOM: Machine Launch Restrictions in Security Descriptor Definition Language (SD0L) syntax
@\]Devices: Allow undock without having to log on

Dewces: Allowed to format and eject removable media

Devices: Prevent users from installing printer drivers

Devices: Restrict CD-ROM access to locally logged-on user only

4. Double-click Network Access: Sharing and security model for local account.

-

' Local Security Settings

Be iction  Yew Help

& ~\E @

i Srourity Sesings

) Account Hoboas

] Saftware Restncson Pobos
B, 1P Secrity Polices on Loca

:mm wsafl retwork servers Anant of ide e reguined before spendng seson

= O Local n"’i"'"-"‘: ] |Hh1-cmsa‘t retvork server: Dhptally Son Sommuncations [abways)
; j it Polcy | SR Mirramndt menwierk sereer: Cigienlly sgn remewunicannns GF chent sgrees)
:: j Antr Rk Asmione :gﬁ'dM'll!h'.".l'\.:lﬂ'qﬂ-i:T'.UJ'll.'\.l'jﬂlLi-\'l'lE'lilw' Inas expre
b, EpOpHKne R M ok sooess: Alow ancrymous SI0Name ransaton

1] | Puble Kiry Pokes .

SR He bk arcess: Cn rat alevs annnymous sromeration of SAM Accounss

:fﬂh‘el'mh sccess: Do rod sk anuymas erumerabon ul 2AM sciounts and shares

Bt twork actess: Do ot alow storage of crederhals or NET Passports for netwrk authertcabon
.ﬂl lelvoirk aicess; Led Eves pore permsckers apily Lo ancirpmous users

.g]Nem*:-'k pocess: Mamed Pipes that can be adcessed ancrymously

__a']rwhm'k acress: Aemately accesshie registry paths

i He!.'r".rk sucess: Bhares (sl can be sdoeseed aronyeously

B ..HEI.'.'H:-.“: potess: Shanng and security modsl for local scidunts
S| b bk serLrity: O ret Sinne AN Manager hash vaker on nest passend shange
:?Hel'.r.rk seurily: Foice goll when logoi hours expre

2R teatwork sacurty: LAN Mansger suthentcaton level

(SRt bwerek secunty: LOAP slent signing requmemenss

:_:- Mebwirk securily: Mrmwum sesoarn securily B NTLM 559 based (ncuing seose RPC) denls
|ﬂ- M&biwork s&urty: Mrwmum seseon securty S MTLM 559 based fndudng secure RPL) servers
=Tinnrnumey rancsle: Slve s sdminiirase e
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The Network Access: Sharing and security model for local account window will appear. From the drop-down list, click on
Classic - local users authenticate as themselves and click OK.

Network access: Sharing and security model for local... @E

Local Secu;liy geﬂmg

MNetwork access: Shating and secunty model for local accounts

Classic - local users authenlicate az themselves L
Classic - local usess suthenlicals a: thamsalves

Guest anly - local users suthenticate 33 Guest

Manufacturing Access Control Since 1985




Configuring the DCOM on Windows XP

1.

In Control Panel open the Administrative Tools -> Computer Management.

Open Local Users and Groups.

2.

T Computer Manapement
Bl Fie  Acton Wew Window  Help

-+ HFB e

i, System Took
= (L Event Viewar

B Device Manbger

= j_—,}“w

& i Remoyvabls Storage
Cusk Dofrogmenter
Cesk Managament

domain, go to step 4.

Create the users locally on the server. For this, right-click on Users and choose New User. In this new window, type
the information about that user and click OK. Pay special attention to the user name and password that you are using

a)

to open the Windows session.

=13

=|®] =]

' N Compaster Management: (I ocal)

= o Shaed Foders
. Local Users and Groups
- Performance Logs and Alerts

¢ [§8 Servces and Applecations

L B

s S stem Tooks
Saictorage
f_ﬁi"ier\-l.l.-. arid Appiic slame

If the computers belong to a workgroup, you have to create the users locally before starting; if the computers belong to a

b) Repeat the previous step for all the users you want to add, then go to the next step.
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To create the group to be used for DCOM you have to click on the Groups and select New Group.

Select Ueare, Computars, or Graoups E
Celzct thiz abeet iype:
Users or Groups Object Typez.. |
Fiom this iocain:
covamencaz.loca Locations... |
Conmon 0 ueties
[ame: | Starls with I Colurh... ]
Descripton: | Staris wlh " @
r%"'@
o]
Mame [RIN] E-Mail Address D escription In Folder e
Adminiztraton Admivisiao®c.,  Buillin account [, cdvamesicas.loc.,
£E Araana cdvamericas.loc..
€ Ardhis Coté anoteEsdvane.. cilvamenicas loc..
Centzur Group cdvamesicas.loc.,
Cert Pubizhers Mambarz ofthis .. cdvamericasloc..
€ Coamin Floe:.. cloescu@odva cidvamericas loc.
ﬂ Drznia T awik cdvameicas.loc..
@ DHCP Adrmir.... Members whah..  cdvameicasloc..
€7 DHCP L rers tembers whoh. . edvamesicas loc..
m Dnsddning DMS Admriztiat..  cdvamesicas.loc...
2 DisUodateP... DM clierts who..  cdvamsicas.loc.. s
AT e SRS

3. Inthe field Name type Centaur Group. Click on the Add... button to add the users that you want to have access to the
Centaur Server.

4. The window Select Users, Computers or Groups pops-up. Click on the Advanced ... button and check if the Object
Types ... and Locations ... are properly set and click on the Find Now button. Select from the list the users you want to
access the Server. For a multiple selection, keep pressed the keyboard Ctrl key while selecting the names from the list.
Click OK.

5. The selected users will appear in the Select Users, Computers or Groups, and the Enter the object names to select
(examples) field. Click OK.

6. Click Close.

7. From the taskbar, click Start -> Run.
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In the Run window type dcomcnfg.exe. Click OK or press the keyboard Enter key.
Run 2| x|

Type the name of a program, folder, document, or
Internet resource, and \Windows will open it For wou.

Oper: I deomenfgl j

(0] 4 I Cancel | Browse. ., |

The Component Services window will appear. Expand the Component Services, Computers, and MyComputer branches, and
click DCOM Config.

[@ Component Services [;]
@ File Action View Window Help ;j_;i'_]ﬂ

e | Om|XEE 20

(- Console Root | Di2OM Config 215 objeck(s)

= @ Companent Services = - Y
= [ Computers @ @ @

== My C: te
‘g L ) AccStore Class  Acrobat  Acrobativri...

5] |:| COM+ Applications WebCapture
423 DCOM Config
(L] Distributed Transaction Coordinator 7, \s @ @
~ e [:l Running Processes - i -
] g Event Viewer {Local) AcroDistX  AcoExch.P...  AcroPDF
e Services (Local)

i

ADM Adobe Adobe
Document Acroba... InDesig...

&
&
&

Right-click the SpxSvr file and click Properties.

@ Component Services E]@
@ File Action Wew Window Help | ¥ jﬁllﬂ
€ | OE|XEE @8I |
IL‘] Console Root | DCOM Config. 215 ob]ect(s) i
=] @ Compaonent Services 9 - = |¢\:
E I:I(:_ompubers @ Zﬁ, @ @
= g My Computer ;
_— SPXComms XS SRWLIT Stitch
#-[Z7 COM+ Applications ZEE View 1 S

¥4 DCOM Config

[#-[21 Distributed Transaction Coordinator 7, N {ry  Properties ’,
#-{_3 Running Processes v i T

1+'gEventUiewer {Local) Symdlbrg SymlTCOM  SymProtect...  SymSHAx

+ Services {Local)
2 2 3 &

]
SymUndo SyncMan SystranS0... SystranDMa
SyncStatus Class

[s¢]

<l | [
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The SpxSvr Properties window will appear. From the Authentication Level drop-down list, click None.
General | Locationl Securityl Endpointsl Identityl
 General piopetties of this DEOM applieation—————————————
Application Mame:  SpuGwr
Application 1D: {E2193032-D198-11D 2:46F3-001 054133541}

Application Type: Local Server

Authentication Level:

Local Path:

Ok I Cancel | Lpply |

8. Click the Location tab and select the Run application on this computer check box.
NB: The Run application on this computer check box is selected by default.

Click the Identity tab and select the The interactive user check box.

SprS¥r Properties e

Generall Locationl Securit_l,ll Endpoints ~ |dentity |

which user account do pou want to use ta run this application?

© The launching user.

© Thig uger,

Izer: I Browse... |
Password: I
Canfirm password: I

) The system account (semvizes anly].

’TI Cancel Apply
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&

Click the Security tab to configure the user(s) that have(s) the right to access the Centaur Server computer.

Generall Location  Security I Endpointsl Identit_l,ll

r~ Launch and Activation Permissions

© Use Default

0 Cugtomize Edit... |

- Access Permissions

™ Use Default

¢ Customize Edit... |

r— Configuration Permissions

© Customize Edit... |

QK. I Cancel I Apply |

a) Under Launch Permissions, click Customize.
b) Under Access Permissions, click Customize.
¢) Under Configuration Permissions, click Use Default.

9. Under Launch Permissions, click the Edit button.
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The Launch Permission window will appear. Click the Add button to add users..

Access Permission @@
Security |
Giroup of user names:
L 44 Administrator (OP-PRO-ENG\Administrator)
€7 SYSTEM
Add | Remaove |
Permissions fo Admanistrator Allow Deny
Access Pernission |l

| oK Cancel |

10. The Select Users or Groups window will appear. Verify that the Object Type and the Location is correct and click Find
Now. Select the desired user from the list. Hold down the keyboard Ctrl key to select multiple users. Click OK.

The Centaur Group appears now in the Select Users or Groups window. Click OK.

Select Users or Groups @ﬁ_ﬂ
Select this object lype
Usess, Gioups, of Bull-n security prncipals Object Trpes.
_Elnm thiz location:
e
Entes the object name= 1o telect (examples}
T T
:':-aﬂlpag ENG \mm!ﬁl XPFRO Eug\wsm’.us Check Natins
iww
ok ) [ ]

11. Click OK.

12. From the taskbar, click Start -> Control Panel -> Administrative Tools -> Local Security Policy.
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The Local Security Settings window will appear. Double-click DCOM: Machine Access Restrictions in Security Descriptor

CEK

Definition Language (SDDL) syntax.

£ Loral Security Settings

Fle  Action

Yigw  Help

CER &

@ Sacunty Setings

8 Account Poides

=8 Local 2oloes
=} 08 Audit Poicy

& Public Key Palicies

] g [P Secury Poide:

= (Z8 User Rights Assigment
- (ZD secrity Cpians

-  software Restriction Poloes

Moty
Enf].ﬂ.cm_mrs: GLest account status

@ﬁcm.l-‘li.’:: Limit kzcal sccount uses of blank pessreards (o corsole logon only
fib] Accounts: Rename adminicTator sccount

ﬁl-_!]h:clmis; Renam= guest account

g{].ﬂ.ucit: Audt the zccese of global eystem objecte

A it Aucit the Ls= of Backup and Resiore orivieoe

Auditt Skt dowe spsten mmediately if unable to log searity audits
DCOM; Mas

= on Local [
aching A

Devices: Allow undock without having Lo ©gon
Eﬂbewices: Allowed to format and eject removable media
ﬁ'anDe\-lr.es: PrevertLsers from instaling nrnter drivers
@Dewices: Reatrict C0-ROM acczas to ocaly logged -on user only

| @ije : -

Security Descriptor Defirition Language (SD0L) syritax
%DCGH. Machnz Launch Resfriciens in Security Desoiptar Defirition Language (5DDL) syritax

The DCOM: Machine Access Restrictions window will appear. Click Edit Security.

DCOM: Machine Access Restrictions in Security Descri

Template Security Policy Setting |

g. DCOM: Machine Access Restrictions in Security Descriptor
al’ Definition Language (SDDL) synta

If the security descriptor is left blank after defining the policy setting in the
template, the policy setting will not be enforced.

Security descriptor:
|| |[ Edit Security...

QK H Cancel ]

13. The Access Permission window will appear. Beneath the Group or user names heading, select the desired users who
will be granted access to the Centaur Server computer through DCOM and click Add.
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Access Permibision

Secumly |

CIoHa oF LNE e

b 1l fdearsteaton [P FRO-E NG Yadmirs slorn)
0 svsTeu

A | Besve |

Eremmmon (o Admersh alon Slow Deny

Access Permn = O

[ Fancel |

14. Beneath the Centaur Group heading, ensure all Allow check boxes are selected.

15. Click OK.
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DCOM Configuration for Windows 2003 Server

To be able to configure the DCOM on Windows 2003 operating system, you have to be logged in as Administrator.

Verifying DCOM
Before going on with the DCOM configuration, you can perform the following steps to verify the integrity of your DCOM:

From the taskbar, click Start -> Run. The Run window will appear. Enter dcomcnfg.exe in the text box and click OK.

Run ? [EI
— Type the name of a program, Folder, document, or
.- Internet resource, and Windows will open it for wou.
Open: | oI v |
I oK I [ Cancel ] [ Browse... ]

The Component Services window will appear. Within the Console Root folder (left side of your screen), expand the Component

Services branch, the Computers branch, and the My Computer branch. Ensure that the Running Processes folder appears in the
My Computer branch. If it does not appear, you must repair DCOM. If your DCOM configuration is found corrupted then follow the

on page 211.

steps in “Reparing DCOM” on page 208; if not, go directly to “Setting the Firewall”

mponent Services

*

[+

==} My Computer
#-[Z COM+ Applications
[#-[Z1 DCOM Config
[#-[_1 Distributed Transaction Coordinator
[z [_"| Running Processes
@ Event Viewer {Local)

Services {Local)

Action View  Window Help ;IEJ_‘]
BN
. sole Root Canscle Roat
-1 {3 Component Services Mame
8- Computers @Component Services

|Ed]Event Viewer {Local)
%Services {Local)
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Click the COM+ Applications branch. The components of this branch will appear on the right of your screen. If you get an error
message and/or cannot access this branch of components, you must repair DCOM. If your DCOM configuration is found corrupted
then follow the steps in “Reparing DCOM” on page 208; if not, go directly to “Setting the Firewall” on page 211.

omponent Services

@ Fle  Acion  Vew Window Help —{m]x|
e« o B xR 20 [ =]
(27 Console Root COM+ Applicalion.s. £ obectis)

= @ Cempeonert Services 2
e L L 3

1=+ My Computer
Z 5 f“. B y . NET Utilites COoM+ COM+QC
R [COM + Appiications Explarer DeadLet...

#1-(Z3 DCOM Corfig

[#]-(1]] Distributed Transaction Ceordinator oy a"
[#-[_] Rurning Processes . ﬁ' fos

-*:%Event""ewer lLocal) COM+Utliies M5 Software  System

=3 Services (Loca) Shadow Co...  Application
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Reparing DCOM
Perform the following steps to repair your DCOM configuration:
From the taskbar, click Start -> Run. The Run window will appear. Enter cmd in the text box and click OK.

CENNN— 2| x|

= Type the name of a program, folder, document, or
Internet resource, and \Windows will open it For wou,

Qpen: | cmd j

(0] 4 I Cancel | Browse. ., |

The C:\WINDOWS\System32\cmd.exe window will appear. Type cd %systemroot% \system32 and press the keyboard
Enter key. Type msdtc -uninstall and press the keyboard Enter key.

Select C:\WINDOWS\system32\cmd.exe

Microsoft Windows HP [Uersion 5.1.26801
(C>» Copyright 198%-2081 Microsoft Corp.

C:“\Documents and Settings:\Technical Support>cd *systemrootx “systemd2
G WINDOWE system32 *medtec —unistall

2. Reboot your computer.

From the taskbar, click Start -> Run. The Run window will appear. Enter cmd in the text box and click OK.

CENNN 2| x|

= Type the name of a program, folder, document, or
Internet resource, and \Windows will open it For wou,

Qpen: | cmd j

(a4 I Cancel | Browse. .. |

The C:\WINDOWS\System32\cmd.exe window will appear. Type cd %systemroot% \system32 and press the keyboard
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Enter key. Type msdtc -install and press the keyboard Enter key.

Select C:\WINDOWS\system32\cmd.exe

rosoft Windows ¥P [Uersion 5.1.26801
(C> Copyright 1285-2881 Microsoft Corp.

C:~\Documents and Settings“Technical Supporticd “systemroot® “system32

C:sUWINDOWS systen3Z2>medte —install_
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Verifying if the DCOM has been repaired

Perform the following steps to verify that DCOM has been repaired:

From the taskbar, click Start -> Run. The Run window will appear. Enter dcomcnfg.exe in the text box and click OK.

Topa the rarme of & program, Folder, dooument, o¢
Insherriet resoiree, and Windows will open i for you.

open: | TR

ok || cea | [ Eowse.. |

The Component Services window will appear. In the Console Root folder (left side of your screen), expand the Component

Services branch, the Computers branch, and the My Computer branch. If there is a red arrow next to any of the components of
this folder, DCOM has not been successfully repaired and you must repeat the repairing process.

B Fie Acton  Wew  Winkw  Help

=l =]
= @ B @
s e e
- Lomponent Sarnces Hame.
- _IC_I.HIIA.IIEH.
& My Compurter

B Cnmperert Seraces
mExml'r'lrr.-r HEEE ]
i ervices fLocal)

& | ) OO+ Apphoatong

| BCoM Conilig

i | Distrituited Transaction Coarrraine
| Burreng Frocesses

+ % Event Viewer [Local)
i

Srrares {Local)

Manufacturing Access Control Since 1985



R REFERENCE MANUAL

CENTAUR 4.2
DCOM Configuration

Setting the Firewall

Firewall settings need to be altered on the Centaur Server computer and on any workstation connecting to the Centaur Server
computer through DCOM.

In your firewall you have to:
Open the port 135 (DCOM port)

Allow access (in entry and exit) for the program SPXSVR.exe found on: C:\Program Files\CDV Americas\Centaur\Centaur Server on
BOTH workstation and server.

On the server only you need to allow access (in entry and exit) for the program sqlsevr.exe found on C:\Program Files\Microsoft
SQL ServerMSSQL\Binn\.

Please refer to your firewall documentation if you need help. If you are using the Windows firewall follow these steps to alter your
settings:
From the taskbar, click Start -> Control Panel.

B Control Panel |E[E|E|
'51-

File Edt View Favortes Toaols Heb

@ - © - [F| Pswan [Broen |[H-

A Contral Fane! w i_ Go
[|_|_'!ﬂ "y = A A ) ! M~
ol I<E

‘Control Panel ) ég @ ﬁ

: N = =/ :

E} Sniitch to Category Vien Scannerc and  Scheduled Secunty Software
Cameras Tagks Centzr Exnlarers

See Also A u @) ﬁ!
SoundMAX  Sourds and Speech System

% Vindows Update
@) Felp ard Suppart

Audio Devices

2 e o

Taskharand User Accounts  (RGGIEES Wreless
Start Menu Fircwall Metwork Seti..,

= |

Configure the Windows Fircwall

1. The Control Panel window will appear. Double-click on the Windows Firewall icon.
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Windows Firewall

General | Exceptions | Advanced

Windows Firewall is tumed off. Your computer is at risk of attacks and intrusions
from outside sources such as the Intemet. We recommend that you click the
General tab and select On.

Programs and Services:

Name

Intemet Explorer

Java(TM) 2 Platform Standard Edition binary
Microsoft Management Console

Remote Assistance

[ Remote Desktop

Skype

O UPAP Framework

[ Windows Live Messenger 8.0 (Phane)

] Windows Live Messenger 8.1

[l Windows Live Messenger 8.1 (Phone) —

|3

[ AddProgam... | [ AddPor.. ][  Edt. ][ Delete

Display a notification when Windows Firewall blocks a program

What are the risks of allowing exceptions?

’ OK ]’ Cancel ]

The Add a Port window will appear. In the Name field, enter DCOM. In the Port number field, enter 135. Select TCP as your
communication type and click OK.

Add a Port

Use these settings to open a port throuch Windows Firewall. To find the port
number and protocol, consult the documentation for the program or service you
want to use.

Name: iDCOM |

Port number: i_'l_:{5 |

®TCP ) UDP

What are the risks of opening 3 port?

OK ][ Cancel ]

2. The Windows Firewall window will re-appear. From the Exceptions tab, make sure that the DCOM check box below the
Programs and Services heading is selected.

If you are configuring/repairing the firewall settings on a workstation connected to the Centaur Server computer, click OK
and your done with this computer.

If you are repairing your firewall settings on the Centaur Server computer, go to the next step.
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= Windows Firewall

Gerersl | Beeplions | SAvanced

Windows: Firewal is tumed off. Your computer s s nsic of artacis and intrusions
from ougside sources such ms the intemet. Wa recommand that you chok the
Genemi tab and sslact On

Frograme and Sarvices
[R— -
A cdaMag Server
Eum'uﬂebﬁru
o
[ R and Panter Shamng
[ et Evglorer
B9 Java(TM) 2 Plasfoem Stendand Edbicn bnary
A Mcroeoft Management Consche
B Remole Semst sce
[ Remete Dasidap

F Sope
B e G

[ AddProgam. | [ AddPon. |[ &k [ Dol |

[+] Duaplary & mefizanan when Windows Firewali blaci a peogram

From the Exceptions tab, click Add Program.

Add a Program

To allow communications with 3 program by adding it to the Exceptiors list,
select the program, or click Browse to search for one that iz not isted.

Frograms.
5_‘ PGBoot for Windows
% Prc-Report
1 Quck Time: Player
@E Guick Tour
fﬁ Set Corfiguration
&) Skype
i} Soltaire
% SoloBug =
ﬂ Spider Solitaire

E SpSVr e
ﬁ StatsReader 2.1 v

|

Path: |C:\ng|amHIes‘CD‘u’Pu‘rlericas\.Centaur\CemiI Browse... ]

o) (oo

3. The Add a Program window will appear. Click Browse... and select the spxsvr.exe file (located by default in
C:\Program Files\CDV Americas\Centaur\Centaur Server) and click OK.
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4. The Windows Firewall window will re-appear. From the Exceptions tab, make sure that the spxsvr.exe check box below
the Programs and Services heading is selected.

5. From the Exceptions tab, click Add Program.

The Add a Program window will appear. Click Browse... and select the sqlsevr.exe file (located by default in
C:\Program Files\Microsoft SQL ServerMSSQL\Binn\) and click OK.

% Winabows. Firewall

Genersl | Exceplionn | Advanced

Windows Frewal is blumed off, Your comgeiter s &l risk o sllacks arvd intrusions
from aubside ssurnes such 2a the inteming, We menmmend that you click the
General 1ab and sabect On

Programs &l Jervdoes
Hame £
FA oM
A File and Prnter Shanng
k] Intemaet Explorer
B JavalTH) 2 Platfom Slarded Edion binary
B Microsolt Managament Congole
O
[ Remaote Deshion
B Sope
e s S
M sgeera ma

C1 1P Frmermaeek

(A Progam | [ smtrer. || Bm. ]

|w] Dusplay & rotication when Windows Frewal biocks & program

i 1 2

[ ok || Cocn |

6. The Windows Firewall window will re-appear. From the Exceptions tab, make sure that the sqlsevr.exe check box below
the Programs and Services heading is selected.

7. Click OK.
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DCOM Configuration

Go to Start -> Settings -> Control Panel and double-click on Administrative Tools.

B Control Panel

File Edit ‘iew Favorites Tools  Help

3 Back - €3 - (¥ | ) search |7 Folders | & ) | [~
Address G' Control Panel

Marne = | Camments |
&.ﬁ.ccessihility Options adjust your computer settings Far vision, ...
= add Hardware Installs and troubleshooks hardware
;’_‘}.ﬁ.dd or Remove Programs Install or remove programs and windows ...
“Adrinistrative Tools Configure administrative settings For vour, .,
‘ﬁ Automatic Updates Set up Windows to automatically deliver i...
;.j Date and Time Set the date, kme, and time zone Far vou...
ﬁkDisplay Change the appearance of your deskkop, ...
[ Folder Options Customize the display of files and Folders, ...

From here, double-click on Active Directory Users and Computers.

B Administrative Tools

File Edit ‘ew Favorites Tools  Help

QBack ~ ) - (T |,‘-:" Search Folders | B 3 X H’| =

Address |4 Administrative Tools

Mame = | Size | Tvpe

S’E.ﬁ.ctive Direckary Domains and Trusts 1KB Shorbcut
@.ﬁ.ctive Directary Sites and Services 1KE Shorkeut
ot eckory s and Computers 1KE Shorkcut
%Certiﬂcatiun Autharity 2KB Shorkcut
E_';T-! Cluster Administrator 2FKB Shorbcut
@CDmpDnent Services 2KB  Shorkcut
Cu:umputer Managernent ZKB Sharkouk
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Here, right-click on Users, point to New and choose Group.

#% Active Directory Users and Computers

@ File  Action  Yiew Window

Help

Al N s

@ Active Directory Users and Compuker
-2 Saved Queries
=2 test2
B[] Builtin
D Camputers
EH_@ Damain Controlers
D ForeignecurityPrincipals
Delegate Contral...
Find...

B2l gl vag o
Mame Tvpe
Administrakor Lser

ﬁCentaur

ﬁCert Publishers

ﬁDns.ﬁ.dmins

fﬁDnsUpdateF‘ruxy
omain Admins
ornain Campukers

Security Graup - Doms
Security Group - Domez
Security Group - Doms
Security Group - Glabs
Security Group - Globz
Security Group - Globsz

Security Group - Globz

o L
T Taskz ® Cumtputer Security Group - Globz
as onkac
Eroup
Wiew 3 sl Security Group - Globz
5 . Inet2rgPerson )
Mew Window From Here : ts Security Group - Globz
MSMQ Queue Alias
fresh Printer it
Belres Security Group - Domez
Export List. .. Lser : 3
Security Group - Domz
Shared Folder {
Fropetties Security Group - Globe
GLPPORT_355945a0 |I=er
H TelnetClients Security Group - Doms

In the New Object — Group window type a name in the Name field and click OK.

Mew Object - Group

@ Create in:  test2fsers

GrOUR Nane:

I Cenkaudr Group

Group name {pre-Wwindows 2000):

I Cenkadr Group

Group scope Group bype

" Domain local ' Security
&+ global

| Wniversal

" Diskribution

Cancel

o]
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In the Active Directory — Users and Computers window double-click on Users. In the right panel, right-click on the new created

group and choose Properties.

-.f-f Active Directory Users and Computers

@ File  Action Wiew Window Help

- A@E B XEFER| 2 E

Rifllavq o

@ Ackive Direckory Users and Computer
-1 Saved Queries
=2 test2
F-(Z Builkin
[:I Computers
€3] Domain Controllers
[:I Fareign3ecurityPrincipals

Manufacturing Access Control Since 1985

Users 13 |:||:ng!|:|:-_:

Mame I Tvpe

ﬂ Adrministrataor User
3 Laur Security Gr
mCert Publishe S Security G

3 Send Mail : %
ﬁDns.ﬁ.dmlns —  — Pecurity Gh
mDnsUpdatePr All Tasks k Eecurity Gh
Domain Admil i Fecurity Gh
u
ﬂEDDmain Camp 5 I_ - Lecurity Gn
ﬂEDnmain Cank Ee s Eecurity Gn
mDumain GlUes P Gecurity Gh
ﬂEDDmain Llsers ecutity Gn
mEnterprise fatd ecutity Gn
: Help :

ﬁGrDup Palicy ecuriby Gh

%Guest User
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In the Members tab, click on the Add button.

General Members | b ember EIfI hManaged By |

Members:

I ame | Active Directon Folder

: Bemowe |

(] | Cancel Apply

In the Select Users, Contacts, Computers or Groups window type the domain’s user name in the Enter the Object Names to

Select.
Select Users, Contacts, Computers, or Groups ﬂﬂ

Select thiz object type:

IUserS, Groups, or Other objects Object Types...

From thiz location:

ItestE Locations... |

Enter the object namesz to zelect [examples]:
fdugd Check Hames

Advanced... | k. | Cancel
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Click on the Check Names button to validate the user’s name and click OK to add the user into the group.

Select Users, Contacts, Compukers, or Groups - B ﬂﬂ

Select thiz object type:

IUserS, Groups, or Other objects Ohbject Types. ..

From thiz location:

Itest2 Locations. .

Enter the object names to zelect [examplez|:
Francis Dugre [fdugre@itest ]| Check Mames

FiE

Advanced... | (1] I Cancel |

1. Redo the step for all the authorized users.

In the new group’s properties, the Member of tab, click on the Add button.

Centaur Properties ) ﬂﬂ

Genetall Members  Member OF | tanaged B_I,II

Member of:
Mame | Active Directory Folder
Add. Hemove
Thiz list dizplays only groups from the local domain.

]S I Cancel Apply
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In the Select Groups window, type the model’s users in the Enter the Object Names to Select.

Select thiz object type:

||3n:|ups or Built-in gecunity principals Object Types. .

Erom thiz location:

|test2 Locations... |

Enter the object names to zelect (examples):
diztrib Check Mames

Advanced... | 0 | Cancel

Click on the Check Names button to validate the group’s name and click OK.

Select thiz object tupe:

|Gruups or Built-in gecurity principals Object Types. ..

From thiz location:

|tE$t2 Locations... |

Enter the object names to zelect [examplez):
Diigtributed COM Users| LCheck Mames

Advanced... | Ok, | Cancel |

A

Click on Start in Windows, type dcomcnfg and click OK.

Run E“V|

= Tvpe the name of a program, folder, document, ar
Internet resource, and Windows will open it for wou,

7

| OFK H Cancel H Browse. ., ]
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2. From Console Root expand the Component Services, Computers, and My Computer.

it Component Services

@ File:  Action Miew dindow  Help
= | AE| Xl 2|0 E

[ Console Root

I';]@ Camponent Services
: =L Computers

i Elg My Compuker
Ev@ Active Directory Users.  Stop M3 DTC
Eiﬂ' Ewvent Viewer (Local)

E% Services (Local)

COM+ [COM Config Distribuked Runnin
Applications Transachi... Process

Refresh all components

Wiew k
Mew Window From Here

Properties

Help

3. Inthe Default Protocols tab, check if the Connection-oriented TCP/IP exists in the DCOM Protocols window; if not, add
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it clicking the Add button.

My Computer Properties ﬂﬂ

General | (ptiohz I Default Properties
Default Protocols I MSDTC I COM Security I

DCOR Protocols

Add Bemove e ldp | (WMove Down|  Broperties:.

D ezcription

The zet of netwark, protocols available to DCOM on this machkineg. The
ordering of the pratocolzs reflects the prionby in which they will be uzed,
with the top pratocol having first pricrity.

aF. I Cancel Lol
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4. Inthe MSDTC tab, check if the Service Control Status for MSDTC is running.

My Computer Properties i llﬂ

General I Options | Default Properties
Drefault Protocols MSOTC | COk 5 ecurity
— Default

=t

Hemote Hiost: I Select,.. |

— Laog Infarmation [Currently awned by 2R3R25P2VIRT]
Location: ||::xw|NDDwsxsystemﬂwsmc Browse...

Capacity: |4 ME Bieszet log |

— Client Metwork Protocol Configuration
TCP/AP |

 Service Control Statuz for MSDTE version 5.2 3730 2825
Status Started at 14:15:46 - 2007-10-15

Sikart Stop |

— Tranzaction Configuration

" Tracing Options

Security Configuration. Tracing Options, . |

Ok I Cancel | Spply |
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5. Inthe Default Properties tab, check if the Enable Distributed COM on this computer check box is selected.

My Computer Properties N ﬂﬂ

Diefault Protocals | MSDTE | COM Security |
General | Options Default Properties

¥ Enable Distributed COM o this computer

[ Enable COM Intemet S ervices on this computer

— Default Distributed COM Communication Properties

The Authentication Level specifies securnity at the packet level.

Drefault Authentication Lewvel:

Connect j

The imperzanation level specifies whether applications can determine
who iz calling them, and whether the application can do operations
uzing the client's dentity.

Drefaulk Impersonation Level:

| denitify |

Securty for reference tracking can be provided i authentication iz uzed
and that the default imperzonation level iz not anonymous.

™ Provide additional security for reference tracking

(0] I Cancel Lpply

Click on Start in Windows, type dcomcnfg, and click OK.

Run E“Q|

i Type the name of a program, Folder, document, ar
Internet resource, and Windows will open it far you.

Oper; | v

| QK H Cancel H Browse. .. ]
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The Component Services window will appear. Expand the Component Services, Computers, and My Computer branches, and

click DCOM Config.

@' Component Services

@ File Acton WView \Window Help

e = | &[m X

(2] Console Root
= @ Compaonent Services
E |_'| Computers
= @ My Computer
23] CoM+ Applications
-4y DCOM Config

I+ .'___"l Running Processes
Event Viewer {Local)
Services {Local)

8

-1 Distributed Transaction Coordinator

DCOM Config 215 ohjeck(s)

AccStore Class  Acrobat AcrobatWri...
WebCapture
2 & B
.? 1
AcroDistX”  AcroExch.P... AcroPDF
ADM Adobe Adobe
Document Acroba.., InDesig...

Right-click the SpxSvr file and click Properties.

& Component Services

@@ Fle Action View Window Help
L T [7
(-] Console Root
= @ Companent Services
=1 1] Computers
= @ My Computer
#-[27] COM+ Applications
¥ 3 DCOM Config
#/-[_7] Distributed Transaction Coordinator
#[_1 Running Processes
[+ % Event Viewer {Local)

¥ Services {Local)

DCOM Corfig 215 ohject(s)
@ ?% i @ @ [
SPXComms SpxSvr- COVLIT Stitch
View L4 Documeni
7, 5, A Properties f%
Symdlbrg SymLTCOM  SymProtect...  SymSHAx
- ’ » . =
2 3 & I
SymUndo SyncMan Systran50... SystranDMA
SyncStatus Class
™
< ] " i | 2]
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The SpxSvr Properties window will appear. From the Authentication Level drop-down list, in the General tab click None.

General ILu:u:atiu:unI Securit}ll Endpu:uintsl Identit}ll

— General properties of thiz DCOM application
Application Mamne: SprSwr
Applicatiot [0 {E2193032-0198-11D 2-46F3-001 0541 33541}
Application Type: Local Server

Authentication Level:

Local Path:

0Ok I Cancel Apply

6. Click the Security tab to configure the user(s) that have(s) the right to access the Centaur Server computer.

+ Under Launch Permissions, click Customize.
« Under Access Permissions, click Customize.

« Under Configuration Permissions, click Use Default.
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SpxSvyr Properties i d 3

Generall Location  Security | Endpu:uintsl Identit_l,ll

i Launch and &ctivation Permizzions

" Use Default

o
e
15
(]
=0
rJ
L.

Edit...

mAccesz Permizzions

" Use Default

Edit:..

:

 Configuration Pemizsions

% Usze Default

" Custamize Edit... |

k. I Cancel | Apply |

7. Inthe Select Users, Contacts, Computers or Groups window type the group’s hame you have created in the Enter the
Object Names to Select.
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Select Users, Contacts, Computers, or Groups i ﬂﬂ

Select thiz object type:

IUsers, Groupsz, or Other ohjectz Object Typesz...

Erom thiz location:

|test2 Laocations...

Enter the object names to selact [examples]:
Cent Check Mames

ik

Advanced... | (]§ | Cancel

Click on the Check Names button to validate the name of the group and click OK.

Select Users, Contacts, Computers, or Groups ) ilﬂ

Select thiz object ype:

ILIsers, Groupz, or Other objects Object Types...

From thiz lozation;

Itest2 Locations. .

Enter the object names to select [examples]:
Centaur Group Check Names

FEG

Advanced... | Ok I Cancel
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DCOM Configuration

Select the four check boxes in the Permisions for Centaur window and click OK.

Security |

Group or uger names;
ﬁ Administrators [TES T Administratars)
m Centaur [TEST \Centaur)
€7 INTERACTIVE

Add.. | Remaove |
Permizzionz for Centaur Allow Dreny
Local Launch O
Femate Launch a
Local Activation O
Remote Activation a

0k I Cancel
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In the Security tab click on the Modify button to change the Access Permisions section.

Generall Location  Security |Enu:||:u:uints| Identit_l,ll

 Launch and Activation Permizsions

™ Uze Default
@ Lustomize Edt. |

Access Permizsions

" Use Default

@ Cistomes Z

— Configuration Permiszions

f+ Usze Default

" Customize Edit... |

0k I Cancel | Apply |

In the Select Users, Contacts, Computers or Groups window type the group’s name you have created in the Enter the Object

Names to Select.
Select Users, Contacts, Computers, or Groups ) ] ﬂﬂ

Select thiz object ype:

ILIsers, Groups, or Other abjects Dhbject Types...

From thiz location:

|test2 Locations...

Enter the object names to select [examples]:
Cert Check Marmes

R

Advanced... | k. | Cancel
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Click on the Check Names button to validate the name of the group and click OK.

Select Users, Contacts, Compukters, or Groups - A

Select thiz object type:

IUSE[S, Groups, or Other objects

FErori thiz lacation:
Itest2

Enter the object names to select [examples]:

Certaur Group

Dhject Types. .

Locations...

LCheck Mames

G

2%

Advanced... | ] I Cancel I
A
Select the two Allow check boxes in the Permissions for Centaur window.

Security |

Group or Lger names:

Add... | Bemove |
Permizzionz for Centaur Allow Dery
Local Access O
FRemate Access a

o]

Cancel
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Click the Identity tab and select The interactive user check box.

Generall Locationl Securit_l,ll Endpointz  |dentity |

whhich user account do you want to uze to run this application?

= The launching uzer.

= Thig uger.

[zer: I Browsze. . |
Bazsword: I
Canfimn passwarnd: I

' The system account (services anly],

QK. I Cancel | Apply |

If the option is grayed out, close the SpxSvr Properties window and go to
\Program Files\CDV Americas\Centaur\Centaur Server folder and run the Reg Centaur.bat file. This command will
deactivate the auto-start service when the OS starts for the Centaur Service Manager.

Re-open the SpxSvr Properties window (see step #19) and from the Identity tab, select The interactive user option, and
click OK.

To reactivate the auto-start service when the OS starts for the Centaur Service Manager, run the service.bat application
from the \Program Files\CDV Americas\Centaur\Centaur Server folder.
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Enabling the Network Access

1. From the task bar click on Start -> Settings -> Configuration Panel -> Administrative Tools -> Local Security Policy.

i Local Security Sottings

Fim Adlkn  View Help

o= O FE

|5 Security settrgs Foacy | ey Setting a
+ 8 Accourt Pokoss ERaroourts: Admrestrasbor accound stabs Frushied
=l Logal Poboes R Aromunks: Gimst account stahs Cosabded
o ) i Podey B decnurts: Lt ksl acenune i of blark passeonds o conasde lagon orky Frunbbed
* () user Rrights Asseprinant ExlAccourts: Risname admiretrsboe scoourk Ackrirvstratos
: Jﬂ*ﬁiﬂ‘ Eflaroourts: Ranama guest acceunt Casest
b ) Saftvwans Fissticnon Palis [Sliuwir: Ll the access of ginhal wystem objects [ishiderd
i B, 1 Securky Poloes on Lacal © Sl Lurle rhe wse of Baclup and Biestore priiege Coabied
Bl it Shk down syt rmadiately § inabin o log ssounty audts Deabilerd

(b Marhane Arvess fiegmctons in Seouniy Desgaoe Defindon | sngumge (5008 ) symeam Mk e
ﬁrA'DH achine Launch Restrictions in Seourity Descriptor Defindion Language (SO0 synba b el
) Oecen: Allowy undnek withoue havang ta lag on F rusbleed
miﬁm' Elaved bo Framad ancd et 1emereshls mecks Bckranvatrarngs
B} aces: Presvent users From instaling peveer drivers Dbl
ERlOeanes Mestret CTEOM acoess ta kvally loged onoiser arby [
Blowacen: Fesree fooey arorss i ey laooed on wwer snly Cisshied
_E]::'rwrs: | iresagraed deroet el allatee by Sderily axeesd
Bl oo reniroles: Al server e atoes b schedule tasks [ ]
ES}Caoman conbroles: LDAP server signine reguesmants Mot defired
E] waerosa Corkroles | Defisse machies oot pagavers d changes Fion, defwraad
E]_Emmmmb-eﬂ Cogtaly ancryph of Sgn senee channed dats (shegys) Erabbed
EX}eornair merrker: Dogtaly erervph seoee charesl data {when posshie) Ersblesd
=) Lo member: Cugnaly sign seoure channel dats (when possible) Ensbled
F,I'!wmeﬂ Co-abde mackine scoourd nassword dharges Cas.shdadd
BB} Caomeir) membeer: Mandmum machine aooount password age 0 davs
_ﬁc-\:mmrr-emb-er Resquare shrorsg (Wirackoss S000 or late ) sasson key Cessbiasd
B Inteeactihvn ogon: Do not displary lask user name Dissbiad
Ellnzua-cm-u bosgon; Do ok reguire CTRL AL T+0EL Mk defined
BRIk eractien bogon: Message test foe users sthempting to dog on -

2. The Local Security Settings window will pop-up. Expand the Local Policies filed to Security Options an click on this
folder. Double click on the DCOM: Machine Access Restrictions in Security Descriptor Definition Language (SDDL)
syntax.

In the new window click on the Edit Security ... button.

DCOM: Machine Access Restrictions in Security Descri...

Template Security Policy 5 etting |

g. DCOM: Machine Access Restrictions in Security Descriptor
aj’ Drefinition Language [SDOL) syntax

If the security dezcriptor iz left blank. after defining the paolicy setting in the
template, the policy setting will not be enforced.

Securty descriptar:
| | [ Edit Security...

0k ][ Cancel ] Apply
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Click on the Add ... button and select the Centaur group that has been created before. Under Permissions for Centaur, check if
the two Allow check boxes are selected and click OK.

Secunty |

Add... | Remaove |
Permizzionz for Centaur Allow Deny
Local Access O
Remaote Access O

(] I Cancel

3. Redo the step 2 to step for DCOM: Machine Launch Permissions in Security Descriptor Definition Language (SDDL)
syntax.
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DCOM Configuration

DCOM Configuration for Windows 2000 Pro and Server

To be able to configure the DCOM on Windows 2000 operating system, you have to be logged in as Administrator.

From the taskbar, click Start -> Run.
Run 21|

—~ Type the name of a program, folder, document, or
a Internet resource, and Windows will open it For wou,

pen: I doomenfl j

(8] 4 Cancel | Browse.., |

1. Inthe RUN window type dcomcnfg.exe. Click OK or press the keyboard Enter key.
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The Distributed COM Configuration Properties window pops up. Highlight SpxSvr from the list and click on Properties.

Distributed COM Configuration Properties ed S

Applications | Crefault F'ru:upertiesl Crefault Seu:urit_l,ll Crefault F'ru:utu:u:u:ulsl

Applications:

SEMS Logon Events ;I
SEMS Metwork Events

SEMS OnMow Events

SEMS Subscrber for EventSystem EventObjectChange events

Sound Recorder

SpeCard.&pplication

SPxComms
§S oS T
SF=U
TlntSwr
Woice Dictation Manager

whindows Management nstrumentation

Windows Media Player

whindows Update Agent - Remote Access

whindows Update dgent [1]

Windows Update Agent [2]

whindows Update dgent User Interface for Publizhed Applications
‘wordPad Docurnent

WwSHRemote el

Properties. .. |

QK I Cancel Spply
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The SpxSvr Properties window pops up. In the Authentication Level drop-down list, choose None.
SpRSvyr Properties d o

General | Lu:n:atiu:unl Seu:urit_l,ll I-:Ientit_l,ll Endpu:uintsl

— General properties of thiz DCOM application

Application name: SprSur

Application tupe: local server

Authentication Lewvel:

Local path: CAPROGRA™IACDWAME ~1\CentaursCEM TAL

0k I Cancel Aamply
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Click on the Location tab and select the Run application on this computer check box.
NB: The Run application on this computer check box is selected by default.

Spxsvr Properties 2 x|

General Location | Securit_l,ll Identit_l,ll Endpnintsl

The following zethngs allow DCORM o lozate the corect computer for this
application. |F pou make more than one selection, then DCOM uzes the first
applizable one. Client applications may overide your selections.

[~ Run application on the computer where the data is located

[+ Run application on this computer

[ Run application on the following computer:

I Browse. . |

Ok I Cancel Apply
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Click on the Identity tab and select The interactive user check box.

Generall Lu:u:atiu:unl Securty  [dentity |Enu:||:u:uints|

YWhich uzer account do pau want ko use ko run this application?

G

" The launching user

= Thiz user:
[zer: I Erawse... |
Eazzword: I

[Eanfirm Fasawond:

£ The System Aceount [zemvices anly]

(] I Cancel Lpply

¢ Click the Security tab to configure the user(s) that have(s) the right to access the Centaur Server computer. Select
the following check boxes:Use custom access permissions

e Use default launch permissions

e Use custom configuration permissions
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SpxSvyr Properties ﬂﬂ

Generall Location  Security IIdentit_l.Jl Endpu:uintxl

" Usze default access pemissions

% Use custom access permissions

'ou may edit who can access this application.

Edi... |

% Use default launch permissions

" Use custom launch permissions

'ou may edit who can launch this application.

Edit . |

™ Use default configuration permissions

— % se custom configuration pemissions
You may edit wha can change the configuration informatian for this

application.
Edit... |
0k, I Cancel | Lpply |

Under Use custom access permissions, click the Edit button.
NB: The Use default launch permissions and Use custom configuration permissions check boxes are selected by default.

Registry Yalue Permissions ﬂ

Registy Yalue:  AccessPermizzion

Dwrer Account Unknown

MHame:

ﬁ Uszer #1 [Uzer #1) Allow dooess

ﬁ Uszer #2 [Uzer §2) Allow dooess
Tupe of Access: |.~'l'-.IIu:|w Access j

Ok I Cancel | Add. | ﬂemovel Help |

2. The Registry Value Permissions window pops up. To add users, click on the Add button.
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The Use default launch permissions and Use custom configuration permissions check boxes are selected by default.

The Registry Value Permissions window may be empty, depending on the previous DCOM configurations.

The Add Users and Groups window pops up. From the List Names From drop down list, select the computer or domain. To view
the list of users, either click Show Users or if the user is part of a user group, select the group and click Members. Select the
desired user from the list. Hold down the keyboard Ctrl key while left clicking to select multiple users. Click Add and OK.

Add Users and Groups x|

List Mames Fram: I FEI oo j
Mames:
(T RESTRICTED Restricted code ;I
r@ SYSTEM The operating system
I@U TEIE |Jzerz are prevented from making accide
ﬁ Admiristrator Built-in account for adminiztering the con
by Guest Built-in account for guest access to the «

Add Show Uzers tembers... Search... |

Add Mames:

Tvpe of dccess: |Allow Sccess j

(] 4 | Cancel | Help |
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The selected users will appear in the Registry Value Permissions window. Click OK.
Registry ¥Yalue Permissions 5[

Regizt Yalue:  AccezsPermizzion
Owner Account Unkoown

Mame:

# John Doe [John Doe)

ﬁ dzer #1 [Uzer #1) Allow Access
ﬁ Jzer §2 [Uzer #2) Allow Acoess
Type of Access: I.ﬁ.llnw Ancess j

K I Cancel | Add... | Eemuvel Help |

3. Click Apply and OK.
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Access Control Systems

Appendix B: Warranty

CDVI Americas Ltd. (“Seller”) warrants its products to be free from defects in materials and workmanship under normal use for the
period of one year. Except as specifically stated herein, all express or implied warranties whatsoever, statutory or otherwise,
including without limitation, any implied warranty of merchantability and fitness for a particular purpose, are expressly excluded.
Because Seller does not install or connect the products and because the products may be used in conjunction with products not
manufactured by Seller, Seller cannot guarantee the performance of the security system and shall not be responsible for
circumstances resulting from the product’s inability to operate. Seller obligation and liability under this warranty is expressly limited to
repairing or replacing, at Seller’s option, any product not meeting the specifications. Returns must include proof of purchase and be
within the warranty period. In no event shall the Seller be liable to the buyer or any other person for any loss or damages whether
direct or indirect or consequential or incidental, including without limitation, any damages for lost profits, stolen goods or claims by
any other party, caused by defective goods or otherwise arising from the improper, incorrect or otherwise faulty installation or use of
the merchandise sold.

Notwithstanding the preceding paragraph, the Seller's maximum liability will be strictly limited to the purchase price of the defective
product. Your use of this product signifies your acceptance of this warranty.

BEWARE: Dealers, installers and/or others selling the product are not authorized to modify this warranty or make additional
warranties that are binding on the Seller.

For technical support in Canada or the U.S., call 1-866-610-0102, Monday to Friday from 8:00 a.m. to 8:00 p.m. EST. For technical

support outside Canada and the U.S., call 00-1-450-682-7945 , Monday to Friday from 8:00 a.m. to 8:00 p.m. EST. Please feel free
to visit our website at www.cdvi.ca.

©2006-2008 CDVI Americas Ltd. All rights reserved. Specifications may change without prior notice. One or more of the following
US patents may apply: 6215399, 6111256, 5751803, 5721542, 5287111, 5119069, 5077549, 5920259, 5886632. Canadian and
international patents may also apply.

Centaur is a trademark or registered trademark of CDVI Americas Ltd. or its affiliates in Canada, the United States and/or other
countries.
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Access Control Systems

INDEX

Symbols
.wav Player 153, 181

Numerics
2R Connection 117
3R Connection 118

A
Abnormal Events 164
Abnormal events 17
Access Denied, Output Activation Events 129
Access Events 164
Access events 17
Access Granted, Output Activation Events 129
Access Level Active 84
Access Level Assignment, Cards 92
Access Level Programming 83
Access Level Properties
Access Level Tab 84, 150
Doors & Schedules Tab 85
Access Rights, Operator 152
Access Time-out, Output Activation Events 129
Access, Door Type 71
Acknowledged Events 137, 164
Acknowledged events 17
Acknowledging Alarms 138
Action 136
Activate a Relay Group 145
Activate Output 169
Activate Output (Timed) 169
Activate Relay, Anti-passback 60

Manufacturing Access Control Since 1985

Activating

Devices via Events 136

Outputs Manually 131, 169

Relay Groups 123

Relays Manually 166
Activating Outputs, Door Programming 78
Activating Schedule

Relays 112

Timed Relays 111
Activation Tab, Relays 111
Activation Time, Outputs 128
Activation Timer for Relays 112
Active

Access Level 84

Controller Communications 59

Schedules 45
Add a New Card, Centaur’s Card Management feature 97
Adding

Batch of Cards 89

Card(s) 89

CCTV Commands 156

Controllers 50

Doors 68

Groups 142

Inputs 119

Outputs 127

Relays 110

Security Levels, Permissions and Operators 148
Adding a holiday 40
Address

Access Level 84

Controller 52
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Doors 69

Groups 143

Inputs 119

Operator 149

Outputs 127

Relays 110

Security Level 149
Alarm Acknowledgement 137
Alarm Acknowledgement Options 160
Alarm Acknowledgment

Enabling 137

Schedule 137
Alarms Window 21
All events 17
All Events, Displaying 164
All, Security Levels 150
Alternate Floor Group 143
Anti-passback Override 93
Anti-passback Reset Input 60
Anti-passback Reset Schedule 60
Anti-passback Schedule 60
Anti-passback Status, Output Activation Events 129
Anti-passback Tab 60
ASCII Command 140
Assigning a .wav File to an Event 182
Assigning Access Levels, Cards 92
Assigning Controller Addresses 53
Assigning Floor Groups, Cards 92
Attaching Databases 175
ATZ2R 57
ATZ 2R Connection 117
ATZ3R 57
ATZ 3R Connection 118

B
Backing up Databases 173
Backup Scheduler 178
Badge editor 99
Baud Rate 30
Beep
On Alarms 160
On All Abnormal Events 160
On All Access Events 160
On All Events 160
bling 84
Buffering, Offline 32
Bypass input group 121
Bypassing Inputs 121

C

Camera, CCTV Command 157
Card Fields 32

Card Import/Export 13, 18, 153

Card Number 91
Card Number and Card Number (HEX) 92
Card Options 93
Card Settings 91
Card Status 94
Card Traced 93
Card, Distributed Programming 33
Cardholder Details 94
Cards 87

Photo 95
CCTV Command Properties

General Tab 156
CCTV Control

Enabling for an Event 140

Protocol 140

Schedule for an Event 140
CCTV port settings 36
Centaur Card Import/Export Feature 102
Centaur Database Management Tools 171
Centaur Databases 172
Centaur Editions 2
Centaur Service Manager 153
Centaur’s Anti-Passback Monitoring Software 153
Centaur’s Card Management feature 96
Centaur’s Real-Time Graphic Interface Feature 153
Centaur’s Report Generation feature 153
Centaur’s Visual Authentication Software 153
CMPP card enrolment station 37
CMPP Module, Centaur's Card Management feature 97
Colour Definitions, Events 161
COM Port Assignment 30
Command, CCTV 140
Communication 22

Baud Rate Setting 30

COM Port Assignment 30

Controller Options 57

Dialup 28

Direct (serial port) 27

Phone Number 31

Speed 30

TCP/IP 29

Update CTL Every 15 Minutes 32
Communication Type 24
Computer requirements 7
Configuration Tab, Controllers 55
Configuring Doors 55, 61
Configuring Inputs 57, 121
Connecting and Disconnecting 35
Connecting Inputs 116
Control Input Status 168
Control Output Status 131, 169
Control Type, Lock 73
Controller Addresses, Dip Switches 53
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Controller Configuration Wizard 50

Controller Properties
Anti-passback Tab 60
Configuration Tab 55, 61
Controller Tab 52

Controller Reset 65

Controller Response Delay 59

Controller Status 65, 167

Controller status 17

Controller Time-Out 59

Controllers 49

Controlling Database Sizes 174

Crossover Periods 46

Custom CCTV Command 157

Custom Reader Format 63

Customizing Event Colours 161

D
Database Backup Scheduler 13, 18, 153, 178
Database File Management 153
Database Management 13, 18, 171
Database Management Module 172
Database Size 174
Database Tab, Security Levels 150
Database Tree View Window 21
Databases, description 172
Days Before End Date 94
DCOM Configuration for Windows 2000 Pro and Server 235
DCOM Configuration for Windows 2003 Server 206
DCOM Configuration for Windows XP 184
Deactivate a Relay Group 145
Deactivate Output 169
Deactivate Relays Manually 166
De-energized, Lock Control 73
De-energized, Relay State 113
Default Event Definition 134
Default Logon ID and Password 11
Default System Event Colours 161
Definable Card Fields 32
Defining Card Badge 98
Defining Holidays 41
Delay Controller Response 59
Delete A Card, Centaur’'s Card Management feature 97
Delete, Security Levels 150
Deleting
Access Levels 86
Cards 95
CCTV Commands 157
Controllers 62
Doors 80
Groups 145
Holidays 41
Inputs 124
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Outputs 131
Relays 113
Schedules 47
Security Levels, Permissions or Operators 154
Sites 38
Deleting Databases 175, 176
Deleting Databases. See also Purging Databases and Remov-
ing Databases
Detaching Databases 176
Details Tab, Holiday Programming 40
Details Tab, Schedule Programming 45
Device 136
Device Activation, Events 136
Device-Specific Event Definition 134
Diagnostic Tool 13, 18, 154
Dial-up Number 31
Dialup Site 28
Dip Switches, Controllers 53
Direct (Serial Port) Connection 27
Disable a Door Group 145
Disable Door Manually 165
Disable Input Manually 168
Disconnecting 38
Disk, Event Definitions 135
Display
Abnormal Events 164
Access Events 164
Acknowledged Events 164
All Events 164
Controller Status 167
Door Status 81
Input Status 168
Output Status 169
Relay Status 113, 166
Display Door Status 81
Display Notification Message 160
Displaying Events 164
Distributed Card Programming 33
Door Configuration 55
Door Expander’s Configuration 61
Door Forced Open, Output Activation Events 130
Door Groups
also see Groups 144
Assigning Doors to a Door Group 144
Enable or Disable 145
Lock or Unlock 145
Door Input 76
Door Open Pre-alarm, Output Activation Events 130
Door Open Too Long, Output Activation Events 130
Door Open, Output Activation Events 130
Door Properties
Door Tab 69
Elevator Control 79
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General Tab 71
Inputs and Outputs 76
Door status 17
Door Tab 69
Door Timers 74
Door Type 71
Door Unlock Schedule 73
Door Unlocked, Output Activation Events 130
Doors 67
Doors & Schedules, Access Levels 85
Download 64

E
Editing a Scheduled Database Backup 179
Elevator Control 79, 105
Elevator, Door Type 71
E-Mail Activation 139
Enable a Door Group 145
Enable Card Traced 94
Enable Door Manually 165
Enable Input 168
Enabling a Schedule 45
Enabling Schedule for Inputs 121
Enabling the Access Level 84
End Date 94
End Time 46
Energized, Lock Control 73
Energized, Relay State 113
Entry, Door Type 71
Entry, Global 71
Entry/Exit, Unlock Both 61
Event Colour Definitions 161
Event Database 172
Event Database Size 174
Event Definition 133
Alarms Tab 137
CCTV Control tab 140
Command 140
General Tab 135
Instructions 137
Requires Acknowledgement 137
Schedule 135, 136, 137, 139, 140
Selecting Events 134
Video Switcher Protocol 140
Event Display 164
Event Options 160
Event Request 59
Events
Display Abnormal 164
Display Access 164
Display Acknowledged 164
Display All 164
WAV file assignment 182

Events Colours 17

Events, Output Activation 128

Exit, Door Type 71

Exit, Global 71

Exporting Cards 102

Extended Access 93

Extended Access Levels (Levels 3/4) 33
Extended Access Time 75

F
Family Number 91
Family Number, Maximum 34
Fast Event Request 59
File 17
Firmware Update 63
Floor Group Properties
Floors 143
Floor Group, Alternate 143
Floor Groups
Assigning Floors 143
Selecting a Schedule 143
Setting an Alternate Floor Group 143
Floors 143
Definition 35
Number of 35
Schedules for each 79
FontCard 18
FrontCard 13, 152
FrontGuard 13, 18
FrontView 13, 18

G
General Centaur Options 160
General Controller Properties 52
General Door Properties 69
General Holiday Properties 40
General Properties

Schedules 45
General Properties for Security Levels, Permissions and Opera-
tors 149
General Tab, Door Programming 71
Generate Unique PIN 33
Global Entry/Exit 71
Groups 141, 142

Floors 92
Groups, Are Used Where 142
Groups, Holiday 41

H

Hardlock key 10
Hard-passback 60
Headcount 18
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Help 18
Hexadecimal Card Numbers 33
Holiday Groups in Schedules 47
Holiday Properties
Details Tab 40
Holiday Tab 40
Holiday Tab 40
Holidays 39
Holidays and Holiday Groups 41

|
Importing Cards 103
Input Configuration 57
Input Configuration for
Anti-passback Reset 60
Doors 76
Interlock 77
Mantrap 77
REX 76
Input Connections 116
Input Groups
also see Groups 144
Assigning Inputs to an Input Group 144
Input Properties
Bypassing Inputs 121
Details Tab 121
Input Configuration 121
Input Enabling Schedule 121
Input Response Time 121
Input Tab 119
Input Speed 121
Input status 17
Input Status Display 168
Input Tab 119
Inputs 115
Inputs and Outputs Tab 76
Installation & Use 1
Installation, Centaur Administration Console (Workstation) 7
Installing/updating the Administration Console 8
Installing/Updating the Centaur Software 5
Instructions 137
Interlock Inputs 77
Interlock Override 93
Invalid, Cards 94
Inverted, Output 128
IP Address 57

K

Keyboard 22

Keypad Schedule 73

Keypad Time-out, Output Activation Events 129
Keypad Type 56
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Keypad Type, Door Expansion Module 61
Keypad, Controllers 55

L

LAN 29

Languages 22

Latched Relay Activation (Manually) 166
Late to Open, Unlock On 73

Launching Centaur 11

Limiting the Event Database’s Size 174
Locator 13, 18

Lock a Door Group 145

Lock Control 73

Lock Control Entry/Exit Doors 61

Lock Door 165

Log Com. Failure 59

Log File 17

Logon ID, Setting the Operator’'s Access Rights 152
Lost Cards 94

M
Main Database 172
Make a Beep on All Abnormal Events 160
Make a Beep on All Access Events 160
Make a Beep on all Events 160
Mantrap Inputs 77
Manual Control of Door and Relay Groups 145
Manual Controls 163, 165
Manual Controls, Security Levels 151
Maximum Family Number 34
Menu 17
Modem 31
Modify, Security Levels 150
Modifying

Access Levels 84

Cards 91

CCTV Commands 156

Controllers 52

Doors 69

Groups 143

Holidays 40

Inputs 119

Outputs 127

Relays 110

Schedules 44

Security Levels, Permissions or Operators 149
Modifying a Site 27
Modules 18
Modules Tab, see Software Modules 152
Monitor, CCTV Command 157
MSDE Management. See also Database Backup Scheduler
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Name

Access Level 84

Controllers 54

Doors 70

Holidays 40

Outputs 128

Relays 111

Schedules 45

Security Level, Permission or Operator 149
NC Input Connection 116
NC Inputs 57
Non-activated Status, Relays 113
None, Security Levels 150
Normal State (NO/NC), Inputs 121
Notes

Access Level 84

Controller 54

Doors 70

Holidays 40

Outputs 128

Relays 111

Schedules 45

Security Level, Permission or Operator 149

@]
Offline Buffering 32
Open Too Long Time 74
Opened, Reading Type 73
Operating system requirements 7
Operations Tab, Security Levels 151
Operator Timeout 17
Operators 147, 152
Options 17, 159
Alarm Acknowledgement 160
Events 160
Status Display 161
Options, Cards 93
Outbox 32
Output Activation 78
Output Programming 126
Output Properties
Activation Time 128
Events Tab 128
Inverted 128
Output Tab 127
Output Status 131, 169
Output status 17
Output Timing Properties
Timings 130
Outputs 125
Override Anti-passback 93
Override Interlock 93

Overview of Output Programming 126

P
P.ILN. 93
Generate Unique 33
Password, Setting the Operator’'s Access Rights 152
Pending Cards 94
Periods 45
Photo 95
Poll Door Expander Status Non-Stop 61
Poll Timeout 59
Port Number 57
Pre-alarm Time 74
Preset, CCTV Command 157
Print Card Information, Centaur’s Card Management feature 97
Print the card, Centaur’'s Card Management feature 97
Programming Rights, Security Levels 150
Pro-Report 13, 18
Protocol, CCTV 140
Purging Databases 177

R
Reader 72
Reader Disabled, Output Activation Events 130
Reader Format Custumization 63
Reader Type 56
Reader Type, Door Expansion Module 61
Reader, Controllers 55
Reading Device 72
Reading Type Options 73
Real-Time Events/Status Window 21
Refresh 17
Refresh, Centaur’'s Card Management feature 97
Relay Activation Time 112
Relay Groups
Activate or Deactivate 145
also see Groups 144
Assigning Relays to a Relay Group 144
Relay Properties
Activation Tab 111
Relay Tab 110
Relay State 113
Relay status 17
Relay Tab 110
Relay, Activate with Anti-Passback 60
Relays 109
Repeat Sound Every 182
Requires Acknowledgment 137
Reset Anti-passback 34
Reset Anti-passback Status 60
Reset Anti-Passback, Scheduled 60
Reset Controller 65
Reset Event'’s Definition to Default 135
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Response Delay, Controller 59

Response Time, Inputs 121

Restore Time 121

Restoring Databases 174

REX Denied, Output Activation Events 129

REX Granted, Output Activation Events 129
REX Input 76

Running the .wav Player 182

Running the Database Management Module 172

S
Save Changes, Centaur’'s Card Management feature 97
Saving Events to Disk 135
Schedule
Activating Relays 112
Alarm Acknowledgement 137
Anti-Passback 60
Anti-passback Reset 60
CCTV Control 140
Communications 30
Event Definitions 135, 136
Floor Groups 143
Floors 79
Inputs 121
Keypad 73
Timed Activation, Relays 111
Unlock 73
Schedule Active 45
Schedule Database Backups 178
Schedule Properties
Details 45
Schedule Tab 45
Schedule Tab 45
Schedules 43
Schedules and Doors, Access Levels 85
Schedules Can Be Used, Where 44
Screen 135
Scrolling Through the Site’s Cards 97
Search for a Card in Centaur’'s Card Management feature 98
Security Level Properties
Operations Tab 151
Security Level Tab 149
Security Levels 150
Selecting Events 134
Send ASCIl Command 140
Serial Port Connection 27
Server name 22
Setting Centaur as a service under Windows 9
Site Configuration Wizard 24
Site Name 24
Site Programming 23
Site Properties
Cards Tab 32
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Communications Tab 27
Site Tab 27
Size of Event Database 174
Software Modules 13, 152
Speed 30
SpxDBase, see Database Management Module 172
Start Date 94
Start Time 46
Starting Centaur’s .wav Player 182
Starting Centaur’'s Card Management feature 96
Starting the Centaur Software 11
Starting the Database Managment Module 172
State, Relays 113
Status 22
Status Bar 17, 22
Status Options 161
Status, Cards 94
Status, Controllers 167
Status, Inputs 168
Status, Output 131, 169
Stolen Cards 94
System Operator 22

T
TCP/IP 29
Telephone Number 31
This input activates relay 123
This input bypasses input 121
Time and Attendance 74
Time Out, Poll 59
Time, Update Controller 65
Timed
Event Definition 136
Timed Activation Schedule 111
Timed Relay Activation (Manually) 166
Timeout 162
Time-Out, Controller 59
Timers
Delay Before Relay Activation 112
Extended Access 75
Open Too Long 74
Pre-alarm 74
Relay Activation 112
Unlock 74
Toolbar 17, 19
Trace Cards 93
Tracker LCD Display Option 61
Truncating Events 175
Two Card Rule 72
Type 27
Type, Door 71
Typing Names and Notes 22
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Understanding the Centaur User Interface 15
Undo Changes, Centaur’'s Card Management feature 97
Unique PIN Numbers 33

Unlock a Door Group 145

Unlock Both Doors 61

Unlock Door 165

Unlock Door (Latched) 165

Unlock Door (Timed) 165

Unlock on Late to Open, Reading Type 73
Unlock Schedule 73

Unlock Time 74

Unlocked, Reading Type 73

Update Controller Every Fifteen Minutes 32
Update events 160

Update Firmware 63

Update Time 65

Use Keypad 93

Use System Colours 161

User Definable Card Fields 32

User Defined Data 94

User Interface Overview 16

Using Centaur 1

Using Centaur’s Card Management feature 97

V

Valid Cards 94

Video Switcher Protocol for an Event 140
View 17

View Controller Status 65

View, Security Levels 150

Viewing Events on Screen 135

W
Waiting for Keypad, Output Activation Events 129
WAV File Assignment 182
WavePlayer 13, 18
What Are Groups 142
What are the Centaur Databases? 172
Where Are the Groups Used 142
Where Schedules Can Be Used 44
Wizard
Controller Configuration 50
Door Configuration 68
Site Configuration 24
Wrong Code on Keypad, Output Activation Events 129

V4
Zone Speed 121
Zones

Input Speed 121
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