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Preface

Copyright
Copyright ©2013 FW LLC. All rights reserved.

This document may not be copied in part or otherwise reproduced without prior written consent from Feeney
Wireless except where specifically permitted under US and International copyright law.

Disclaimer

The information in this document is subject to change without notice. Feeney Wireless (“FW") assumes no
responsibility for inaccuracies or omissions and specifically disclaims any liabilities, losses, or risks, personal or
otherwise, incurred as a consequence, directly or indirectly, of the use or application of any of the contents of this
document. For the latest documentation, contact your local supplier or visit us online at www.feeneywireless.com.

This publication may contain examples of screen captures and reports used in daily operations. Examples may
include fictitious names or individuals and companies. Any similarity to names and addresses of actual businesses or
persons is entirely coincidental.

Trademarks and Patents

Feeney Wireless and the FW logo are trademarks of Feeney Wireless LLC. Skyus, Skyus 3G, Skyus 4G, Skyus Global,
CIRA, CIRA X, CIRA X2, and Axiom are trademarks of Feeney Wireless LLC. VaraSight and the VaraSight logo are
trademarks of Feeney Wireless LLC.

Other trade names used in this document may be trademarks or registered trademarks of the manufacturers or
vendors of the respective products.

Intended Use
Use this product only for the purpose it was designed for; refer to the datasheet and user documentation. For the
latest product information, visit us online at www.feeneywireless.com.
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Overview

This document is provided to elaborate on configuring the CIRA X2 specific to each end user environment. It should
be used in addition to the CIRA X2 Quick Start Guide in order to fully utilize and implement your system setup.

NOTE: This document has been assembled for best viewing on a computer in order to keep the document page
count limited. While it is possible to print and use the document, the computer allows for the zooming in on images.

Intended Audience

This document is intended for users responsible for configuring the CIRA X2 above and beyond the initial installation.
The document assumes that the installer possesses a basic working knowledge of computer networking, wireless
routing and network administration.

For further information on using your device, please utilize the following documentation:
+ CIRA X2 Quick Start Guide: Available via http://www.feeneywireless.com/documents
+ ALEOS Configuration User Guide: Available via http://www.sierrawireless.com/

Scope

The CIRA X2 User Manual focuses on preparing your device for use in the end-environment. The User Manual will
focus on the configuration of the access point, with further information on the cellular modem available in the ALEOS
Configuration User Guide as mentioned above.

Specifications
For Environmental specifications, Power specifications and Antenna specifications, as well as default settings, please
reference the CIRA X2 Quick Start Guide as mentioned above.

Configuring the Cellular Modem

Although this document is not intended to provide a complete summary for configuring your cellular modem, this
document will give a brief overview on how to log-in to your cellular modem and configure the APN.

Logging into the CIRA X2 Cellular Modem
After the initial power up, to see if the device is properly connected and operating correctly, you can log-in to the
device via the methods listed below:

« Connect an Ethernet cable from a computer directly to one of the CIRA X2 LAN connections.
+ Associate to the CIRA X2 Wi-Fi using the appropriate method as defined in the Quick Start Guide.
« If you know the CIRA X2's public IP address you can also log-in to the device remotely.
+ Remote Management URL: http//<modem ip>:9191 (:9191 is the port to route to your access point)

Once you have connected to the device perform the following steps:
1. Open a web browser on your connected device, specific browser does not matter.
2. Inthe browser’s address bar, enter the IP Address: http://192.168.13.31:9191
a. Please note, that steps 1 & 2 are only necessary if you are not logging in remotely.
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If you are successfully connected, the image below should appear:

SIERRA

WIRELESS"

Support

Login to Ac g

User Name : ||

Password : |

Figure 1: ACE Manager Log-in Page

Upon initial configuration, the default User Name is user and the default system Password is 12345, if you have
changed the User Name/Password since then, please enter the appropriate log-in information.

Upon a successful log-in, your screen should appear as the image in Figure 2. Please note, the image is for reference
only and your values may or may not match.

managers. WiRE EeS

Firmware | Upload | Download

J Status | | WAN/Cellular | | LAN | | VPN | | Security | | Services | | GPS | | Events Reporting | | Serial | | Applications | | ls] | | Admin |

Last updated time : 05-08-2013 15:56:31 [ apply |[ Refresh |[ cancel |

AT Phone Number 5094800742
AT IP Address 0.0.0.0
AT Network State Network Link Down
AT Signal Strength (RSSI) 128
LTE Signal Strength (RSRP) 0
AT CellInfo Cellinfo: RSSI: -128
AT Network Service Type None
AT ALEOQS Software Version 4.3.1.002
AT Signal Quality (ECIO) 1.0
LTE Signal Quality (RSRQ} 0
AT Channel o
Applications WAN/Cellular Bytes Sent o
WAN/Cellular Bytes Revd o
AT Customer Device Name CA1340217041004

About

X-Card Type x-Card Not Found

[
Figure 2: ACE Manager Home Page
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Once a successful log-in is accomplished, please reference the ALEOS Configuration User Guide, which is available at
http://www.sierrawireless.com/for configuration. Please contact your FW Support Representative if further assistance
is required.

Configuring the Cellular Modem APN

One of the more frequent requirements during initial configuration is to declare the APN. Through the tabs at the
top of menu selections, select WAN/Cellular. If not already, expand the Advanced section to display the APN
information. The page will show the APN in Use and provide the option for a User Entered APN. Once you have
entered the APN, click the Apply option in the upper right corner and wait for the cellular modem to apply the
changes.

NOTE: Configuring the APN is only potentially necessary for Verizon and ATT CIRA X2 Devices. For Sprint Devices, this
step is not applicable.

The image below shows an example of the proper procedure for performing this step:

"":‘:' LAN H VPN HSewﬁlyHSemsH GPS HEven‘tsReporﬁngH SEMHAMH o H.Admin|

| Expand all | [ apply || Refresh || cancel |

(7147 LT it Sarvice [ praterrd [
AT Keepalive IP Address |4.2.2.2 |
AT Keepalive Ping Time (mins) El |
AT Force Keepalive Ping ﬂ

I‘
:

APN in Use

AT \Iser Entered APN Y00 000 |
[1*T COMA Mobile IP MIP Prefarrad =]
Network Roaming Preference [ Automatic [w]
Response o ooring g

AT |TE Authentication Mode [ nonE [+ ]

AT Network User I} | |
AT Network Password | |
[ AT Network Watch Dog (mins) [120 |
LTE Active Rescan

Figure 3: Configuring the APN
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Configuring the Access Point

The following sections will provide information, in detail, on how to log-in to the CIRA X2 access point and configure
the device for your end environment. Please note, that all values shown are for reference only and may not match
those set in your device.

Logging into the CIRA X2 Access Point
After the initial power up, to see if the device is properly connected and operating correctly, you can log-in to the
device via the methods listed below:

- Connect an Ethernet cable from a computer directly to one of the CIRA X2 LAN connections.
« Associate to the CIRA X2 Wi-Fi using the appropriate method as defined in the Quick Start Guide.
« If you know the CIRA X2's public IP address you can also log-in to the device remotely.
+ Remote Management URL: http//<modem ip>:8080 (:8080 is the port to route to your access point)

Once you have connected to the device perform the following steps:
1. Open a web browser on your connected device, specific browser does not matter.
2. Inthe browser’s address bar, enter the IP Address: http://192.168.1.1:8080

a. Please note, that steps 1 & 2 are only necessary if you are not logging in remotely.

If you are successfully connected, the image in Figure 4 should appear:

1o Bhve AKIOM Cconfiguration inferiace. Ender
sword and click Login®

passwora . | TR

[ max 30 alpharumeric, printabée charachers and no 3pAces )

Figure 4: Access Point Log-in Page

Upon initial configuration, the default system password is feeneyap, if you have changed the password since then,
please enter the appropriate password.
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If it is the initial login, you will be prompted to change your password, as shown in Figure 5.

Use this screen to change the password

New Password:

[M] Retype to Confirm:

Figure 5: Change/Confirm Password Page

To leave the password as feeneyap, simply click the Ignore option.

If at this time you wish to change the system password you may enter the password of your choice in the New
Password field. Enter it again in the Retype to Confirm section to confirm and your new password and click the
Apply option.

NOTE: FW recommends that you set the password away from the default and document it in a private location to
ensure the privacy of your network.

Access Point Main Page

Figure 6 shows the main status screen. After logging into the CIRA X2 web interface, this is the primary navigation
and system status screen. From this screen, a user can view:

+ Status Parameters

« Connection Status

- Navigation Icons (left of the screen) for monitoring and configuring menus
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Figure 6: Access Point Main Status Page

W0 Bt k. il |

Monitoring Your CIRA X2 Access Point

The access point provides system diagnostic and monitoring informational pages which are available by clicking the
Monitoring Icon located below the Status icon on the left side of the page.

E Monitoring Icon

System Log

Figure 7 shows the system log display. This log will show information regarding system status, firewall status, access
to the system web interface, and status of Mobile WAN connection cards, such as 4G connection cards. By default
the CIRA X2 is configured to synchronize its system time online to GMT within a few seconds of obtaining an Internet

connection.

“'-'-—-_____b__

B Maaler = Lo = View Leg

Vi Log | Log Settings

Legs

|

Time
R §TXIM
Ry BTN
Ay §ITIIEM
Ry BT
A 5 TISE
Ray B A3
iy §TISE
TRk BT
Rary ETAIAT
Ry §TATAT

WO v R R e W R = &

11 a8 TN IRT

Figure 7: Access Point System Log
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Log Settings Page
This page allows the user to configure the items, by type, that will be displayed in the system logs.

W bongor - Lag = Lag Teangs

View Log | Log Settings. | Hemeots Leg

i Log

Figure 8: Access Point Log Settings Page

Remote Log Page

This page allows the user to enter a syslog Server IP Address for transmitting of log files to a remote server. By
checking the Enable Remote Log check box and entering an IP address in the Server IP Address field, the system
logs can be sent over the Internet to a server compatible with syslog protocol.

NOTE: Enabling this feature will consume bandwidth on the cellular link

Virw Log | Lop Ssitings | Remele Log

RAemons Log
Ersitie Ravsote Lig

Serewr P hsdrean

Figure 9: Access Point Remote Log Page
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Bandwidth Management Monitor Page
When Bandwidth Management is disabled, as it is by default, the page will appear as blank. When the setting is
enabled, the screen will show interface data usage for bandwidth management categories that are enabled.

Figure 10: Bandwidth Management Monitor Page

DHCP Client Table Monitor Page
This option shows a list of currently connected Ethernet and Wi-Fi clients with DHCP IP assignments.

NOTE: If devices that are connected via Ethernet or Wi-Fi are configured with a Static IP address on the connected
device itself they will not show up on this list.

A\ axom R —

W Maaler « DeCP Tisbie = DHOP Tatie
MORMETON

-

DHCP Chert Tate

WAL Address P Address Expires n

SCIsoAEC T 192168130 AT

Figure 11: DHCP Table Monitor Page
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Packet Statistics Page
This screen shows system uptime as well as usage and status of Embedded WAN, LAN, Wi-Fi, and Mobile WAN (USB
Mobile Broadband Card) interfaces.

You have the ability to select a Polling Interval and then click Set Interval in order to have this screen automatically
refresh.

NOTE: The values listed in the “Tx B/s’ and ‘Rx B/s’ columns are usage in bytes since the initial system power up.

e ——

W Mastor - Packet Satatcs » Pacies Stamaics

Sywiem U Tims - 26 mina, 55 weca

Poll inlervakiaf: | Hose [=] Estimisresl

Figure 12: Packet Statistics Page

WLAN Station Status Page
This option shows any and all currently connected Wi-Fi clients.

B Usalts - WLER Shifier Sfa - Aaccaton Lal
Ansociation Lint
Anociaton Lil

Al ia i Lis
L)

Figure 13: WLAN Station Status Page
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Mobile WAN Management Monitor Page
This option shows signal strength and connection status for USB connection card when they are being utilized.

NOTE: The system is not designed to facilitate hot swapping of USB connection cards. Detection of a USB connection
card is not guaranteed if inserted after system reboot.

To properly connect a USB connection card, power down the system, connect the card, and then power the system
back up.

e —
A\ axiom

B Moalior « WYRAN BOUT Wordat @ MPAM BGUT Borslnd
MORETOR

Wotsbe VARN WGUT Wonor

Wbt WA 0 B D AT
L
Connicios TRfui
Fiuhaoric Tipa LA
T Porwnkt llaas Fam
R Fower llan <£5 gim
CHR Mean 27T 8
Conlar Freg 60 5 MW

Figure 14: Mobile WAN Management Monitor Page

Configuring Your CIRA X2 Access Point

The access point provides the ability for user configuration which is available by clicking the Configuration icon
located below the Monitoring icon on the left side of the page.

-: b Configuration Icon

NOTE: Upon completion of configuring your device, FW recommends utilizing the Backup Configuration option as
described under the section called ‘System Configuration Backup/Restore/Reset Page’ on page 28.

Wireless LAN General Configuration Page
The Wireless LAN General Configuration Page is the default page displayed when selecting the Configuration icon
and provides the ability to do the following:
« WLAN Control - by toggling between OFF and ON, you can Enable or Disable the Wi-Fi radio.
« SSID Control - the page allows you to define the operation of 4 simultaneous SSIDs.
« Checking the Hide box for a given SSID will disable the broadcasting of the associated SSID which will make it
more difficult for unauthorized users to detect and connect to your Wi-Fi network(s).
« Channel Selection - this option allows you to set your Wi-Fi channel on the Channel Selection drop down menu.

10
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« Auto Channel Selection - by checking this box, the CIRA X2 will automatically select a channel. Checking this
box is recommended by FW.

F\Waxe

CORFRGURATION
" Gensrsl | Security | WAC filler | Advanced | God | Schedeling

Whrslse Sesup

WLAN Costrel

Wirsigs LM | st inins 055 Traf
Hetwirk Rame{ S50 st [ Enatie mare-Br5S Trame
Hama{S501] wics || [autis intre-Is5 Tramic
Hame{S50E) st | Enatie ntre-Br5E Trame
Hama{SE00] wicks || [natis intre-Bs5 Tramic
Chassel Seiecton Chanaeedn M12uHE [=] st Charetd Saimitne

Cparating Chasssl Channall 2413

Figure 15: Wireless LAN General Configuration Page

Default System Settings are as follows:
- Wi-Fi=ON
« Primary System SSID = Axiom-(last 4 digits of MAC address located on CIRA X2 label)

Wireless LAN Security Page
The Wireless LAN Security page allows the user to set the pass phrase for logging into the CIRA X2 Wi-Fi networks.
The process for configuring the SSID is as follows:

Fw»: i

M I TR T

E'!-"

Geneval | Sacanty | MACFiller | Advanced | Gol | Soheduling

Sesturity
S50
Securty Uode
Pra-Shared Kay

Crings Koy Udate Trmed

Figure 16: Wireless LAN Security Page
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1. To set the SSID pass phrase, use the SSID Drop Down list to select the desired SSID.

2. Inthe Security Mode Drop Down list to select the desired SSID security mode, WPA-Personal and WPA2-Personal
are recommended for maximum security.

3. Insert the pass phrase in the Pre-Shared Key dialog box and set the time in seconds for the Group Key Update
Timer in the related dialog box.

4. Once all settings are inserted, click the Apply button, and repeat as necessary for any other SSIDs being utilized.

Default System Settings are as follows:
« Security Mode = WPA-Personal(TKIP)
+ Pre-Shared Key = feeneyap

WLAN MAC Address Filtering Page
In order to ensure not just any wireless client can join your Wi-Fi network, the CIRA X2 provides MAC Address
Filtering, which will allow you to configure a list of clients that are allowed to join the network.

You can configure your MAC address filtering by doing the following:

F\Waxem

W Contguraion, » Haswork = Virsisas LAN » WAL Fibsr
CORERGURATION

amemei =]
20 8 Wity WAL S AL Aadeen Formal XO0OUOOOU00N

Sl Range ™ T‘ [na (50 aa. weidcasd in S e 1, 1. o0 3 ociein)

WAL Fver Summay
Dalate Rangs

Figure 17: Wireless MAC Address Filtering Page

1. Select the proper SSID

2. Setthe Policy to Enable MAC Address Filtering, or set disable to not filter.

3. Seta specific MAC Address or add a MAC Address range by leaving the last 1, 2, or 3 octets blank and toggle the
Set Range field to ‘Yes.

WLAN Advanced Page
On the WLAN Advanced page, you can modify Wi-Fi advanced parameters such as the output power level.

12
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Fw“ L

W Contguration, » Matwork » irsmas LAN > Adesscad
CORERGURATION
o Geneval | Seturdy | MACFiller | Adveaced | God | Soheduling

5 -

Whrelese Advinced Setup
RTSCTS Thepshot]
Fragrestaton Thieshoid
Ot Poswar

T Paysicsl Moss
Operaieg lode
Channal Barchéien

Figure 18: WLAN Advanced Page

WLAN QoS Page

On the WLAN QoS page you can enable or disable QoS. QoS enables you to use congestion management and
avoidance tools, which prevent traffic from slowing down on you WLAN. The Default is enabled.

WLAN Scheduling Page

WA Configeration

| Eralie WUL Ged

Figure 19: WLAN QoS Page
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On the WLAN Scheduling page, you can define a schedule to control when the Wi-Fi radio is enabled or disabled.
Mobile WAN Configuration Page

FWM. Lo

COMFRGLIRATION

Wirslens LAN Scheduling
Ereabin i pins LAN Scbaduing
Rl TR
WA sialus For e iolowing dmas (24-Hour Famal)

on @ Ca mE||rm:| mE|:mm =
On'8 0f 0 [=] hour) [ o] dming -
On i Ca f MEM‘: mE||mm =
On'8 0f 0 [=] ihour) [ o] dming -
on @ oA * mE|nm.| mE||mm -
On'8 0f 0 [=] hourt [ o] dming -
on @ A E mgnm: mE||rr-u =
On'8 0 2 [=] ihour) [ [=] iming -

| Mote: Specily Mo same Begn lime and end Tme means e whobs day schedule.

Figure 20: WLAN Scheduling Page

On the Mobile WAN Configuration page, the CIRA X2 allows the user to configure the settings to support USB
connection cards. Officially supported devices for use are as follows:

Skyus 3G Sprint
« Skyus 3G Verizon
+ Skyus 3G GSM

+ Skyus Global

For proper settings on your USB connection card, please contact your FW Support Representative.

—
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Mote: For Beul pediodmance whven uning & THALAX sdapber, configuns your WILAN 10 use & chansed iros 5.3
Imibsscidad-lotde TAM Fadicvsr Coafiguration
¥ Snaw Advinted Dptors
Frmary WAN bHgctor
F| Eatie Faliach
Chack Pariced
Cretch Tirmiondt

Chapcii Tolrmncs

| vtk Erstpdded Wit Cirwspctivity

Figure 21: Mobile WAN Configuration Page
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On WiMAX capable devices, set the Connect Mode to either WiMAX Only or Auto. When set to Auto then WiMAX
will be preferred but the connection will fall back to 3G if WiMAX is not present or available. Please ensure that the
Primary WAN selection is configured appropriately if Connect Mode is set to Auto to ensure use of the correct
primary WAN interface.

The CIRA X2 will attempt to detect a WiMAX signal with acceptable quality as configured by the WiMAX Signal
Threshold setting. The number of scan attempts is defined by the Maximum Connection Retry setting. If no
WiMAX network with acceptable signal strength is detected within the number of attempts defined in the Maximum
Connection Retry field, then the Action after Retry Failure setting controls the behavior of the system.

For WiMAX devices it is recommended to set the Action after Retry Failure WAIT and set a wait time of at least

60 seconds. In this mode, a new series of scans will be started every 60 seconds, other options include NONE and
REBOOT. If NONE is selected, the system will make no further attempts to scan for a Wi-Max connection until the
system is power cycled. If the action is set to REBOOT, the system will perform a reboot if the scans do not detect a
WIiMAX connection. This option can be useful if the system is designed in a WiMAX only connection scenario where
persistent connectivity is essential.

For LTE capable devices set LTE for Connect Mode.

You can select your preferred WAN interface by checking the Show Advanced Options checkbox. You may then
select either the Embedded WAN or Mobile WAN by toggling the Primary WAN Selection setting.

If you are using both Embedded and Mobile WAN connections, setup the failover ping check function by checking
the Enable Fallback box. Set a Check Period in seconds to run the failover ping test.

NOTE: It is recommended not to set this value less than 45 seconds to avoid potential issues with cellular radios
being unable to enter a dormancy state. Should this value be set too short, you may find that connections in rural
areas will be unable to transition to 3G from 2G or roaming states.

Setup the IP addresses to ping check by checking the Check Embedded WAN Connectivity and Check Mobile WAN
Connectivity check boxes. It is recommended to select the Ping User Specified Address for both WAN connections
and input an IP address which is known to be pingable.

Embedded-Mobile WAN Failover Configuration
Show Advanced Options
Primary WAN selection : Embedded WAN

Enable Fallback

Check Period : 20 (in seconds)
Check Timeout : 3 (in seconds)
Check Tolerance : 3

Check Embedded WAN Connectivity

@ Ping Default Gateway

@ Ping User Specified Address 4221
Check Mobile WAN Connectivity

® Ping Default Gateway

@ Ping User Specified Address 4221

Figure 22: Embedded-Mobile WAN Failover Configuration
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WAN Advanced Page
The WAN advanced page provides settings for multi-cast traffic. By default this option is disabled.

F\Naxem

—

OO NGLPHA TIOM

Myiscaat Setus

utcant

Figure 23: WAN Advanced Page

WAN IGMP Snooping
The WAN IGMP snooping page provides settings for IGMP snooping. By default, this option is disabled.

FW&:: i

W Londguration » Metwrari - WAN = IGUP Srooping
COMFRGLRATION

Uobide TIAM | Adwarced | GBI Sacspng

IGUP Sncoping Setan

Ersitie GUF Saccprg

Figure 24: WAN IGMP Snooping
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LAN IP Page

The LAN IP page allows you to set the access point LAN IP address and subnet mask. This is the local IP address and
subnet mask of the CIRA X2 on the LAN interface. By default, the IP Address is 192.168.1.1 and the default IP Subnet
Mask is 255.255.255.0.

F\Waxem

COMFWGLRATION

LAN TCPAR
W addeenn

P Subeat Wak

Figure 25: LAN IP Configuration Page

LAN IP Alias Page
The LAN IP Alias page allows for configuration of a secondary IP address on the LAN interface. By default this option
is disabled.

P\ axcm

W Contguration, = Hetwork = LEM « I &laa
COMIGURATION

Ll T

B A 1

F s

Figure 26: LAN IP Alias Configuration Page
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DHCP Server Configuration (General) Page
This option allows the user to define the starting DHCP pool address and the pool size. By default, DHCP Server is
enabled with the IP Pool Starting Address at 192.168.1.33 and the Pool Size set to 32 IP addresses.

NOTE: To support additional wired and Wi-Fi clients, increase the Pool Size.

W/

COMIGURATION
o il Genersl | Adwanced

LANDHCP Satug
o Edabls DHCF Safwed

P Fool Siwing Addrews

Figure 27: DHCP Server Configuration Page

DHCP Server Advanced Page

This option allows the user to assign static DHCP leases based on MAC addresses. This allows for the assignment of
the same IP address to a wired or wireless client. Enter the client’s MAC address and a desired IP address. IP addresses
must be on the same subnet as configured for the LAN interface of the CIRA X2 itself.

It is also necessary to define DNS behavior for the DHCP server. By default, the First DNS Server is set to relay. This
setting will pass DNS requests to the DNS server assigned by the systems cellular carrier. Using the dialog boxes
located to the right of drop down lists, the user also has the option of statically defining both a first and second DNS
server manually.

Fw:: m T ——

B Conigpriaien, » Hebwork = SHOP Server = Advinoed
COMITGUIEATION

LAN Siwic DHOF Tabis

m oW W R W R o W

BN Server

M Sarvens Assigasd by DHP Seror

Firal DS Sarver

Sacond DHS Sarver

Figure 28: DHCP Server Advanced Page
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Network Address Translation (NAT) General Configuration Page
This option allows the assignment of a DMZ IP address if desired, by inputting a value into the Server IP Address
field. Network Address Translation must be enabled to support multiple clients on LAN or Wi-Fi interfaces.

Fw». o]

O NG TR

HAT Sategp
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Figure 29: NAT General Configuration Page

Network Address Translation (NAT) Application Configuration Page

This option allows users to configure port forwarding rules. Port translation is supported, allowing a different
incoming port and translating to an internal (server) port. This is useful for forwarding to devices such as cameras
where port 80 may be blocked.
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Figure 30: NAT Application Configuration Page
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To create a port forwarding rule, perform the following steps:

1. Check the Active Box.

2. Enter a name for the service in the Service Name field.

3. Inthe Port field, enter the TCP and/or UDP port number traffic will be received on the WAN interface(s) of the
CIRA X2.

4. Inthe Server IP Address field, enter the LAN IP address of the client connected via either the Ethernet or Wi-Fi to
the CIRA X2 you wish to forward the selected port to.

5. Inthe Server Port field, enter the port you wish the traffic to be forwarded to.
a. In many cases, this may be the same as the Port field above. If you wish to translate from an outside port to

an inside port, you may do so by entering a different port number in the Server Port field.
6. Click the Apply button so save the rule, or Reset to begin the process again.

Network Address Translation (NAT) Port Triggering Rules Configuration Page
This option allows incoming traffic on ports when traffic is detected on a trigger port.
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Figure 31: NAT Port Triggering Rules Configuration Page

Dynamic DNS General Settings Page
This option allows the user to transmit WAN IP addresses to many available DDNS service providers. This option can
be useful when WAN IP addresses are dynamic.
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Figure 32: Dynamic DNS General Settings Page
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Open DNS General Settings Page

This option allows for Open DNS configuration.
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Figure 33: Open DNS General Settings Page

Static Route Configuration Page

This option shows a routing table and allows for manually configuring and managing static routes.
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Figure 34: Static Route Configuration Page
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Firewall General Settings Page
This option allows for Enabling or Disabling Denial of Service (DoS) protection. By default, this option is set to
enabled.
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Figure 35: Firewall General Settings Page

Firewall Services Configuration Page

This option provides the user the ability to create rules to block client services. By default, all incoming traffic is
blocked with the exception of the HTTP web interface for the access point. The option also allows the user to choose
to reply to pings on the CIRA X2 WAN interfaces by toggling the Respond to Ping On settings box.

NOTE: Creating port forwarding rules under NAT application automatically creates a firewall rule to allow traffic on
that port.

NOTE: Many cellular carriers block pings by default so on some carriers enabling this setting will not circumvent this
restriction.
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Figure 36: Firewall Services Configuration Page
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Content Filter Configuration Page
This option allows specifically defined websites to be blocked.
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Figure 37: Content Filter Configuration Page

Bandwidth Management Configuration Page
This option allows the user to either Enable or Disable Bandwidth Management.
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Figure 38: Bandwidth Management Configuration Page
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Bandwidth Management Advanced Configuration Page

This option allows the user to create bandwidth management rules. In order to create bandwidth management rules,
perform the following steps:

1. Select both an Upstream Bandwidth and Downstream Bandwidth from the drop down menus.

2. Set the Priority and check the boxes for the Service to which you wish to apply bandwidth management rules.
3. You may select the Advanced Settings or manually configure rules for each category as desired as well.
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Figure 39: Bandwidth Management Advanced Configuration Page

Remote Management WWW Configuration Page
This page allows for the configuration of WWW remote management.
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Figure 40: Remote Management WWW Configuration Page
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Remote Management SNMP Configuration Page
This page allows for SNMP to be enabled. By default it is disabled. To utilize, define the community string for reading
of monitoring parameters via SNMP, then click Apply.
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Figure 41: Remote Management SNMP Configuration Page

Universal Plug and Play (UPnP) Service Configuration Page

This page allows for UPnP to be enabled. By default it is disabled. UPnP automates the creation of firewall rules,
but the feature is not recommended for most customer application scenarios. Please contact your FW Support
Representative to determine if this feature is appropriate for your application.
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Figure 42: UPnP Service Configuration Page
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Maintenance Options for Your CIRA X2 Access Point

The access point provides the ability for routine maintenance which is available by clicking the Maintenance icon
located at the bottom of the listings on the far left of the page.

q Maintenance lcon

Maintenance General Settings Page
This page allows the user to set the System Name and the Domain Name. The page also provides the opportunity
to configure the web interface timeout via the Administrator Inactivity Timer, which by default, is set to 5 minutes.
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Figure 43: Maintenance General Settings Page

Password Settings Page

This page allows the user to set the system password. To do so, you need to enter the existing, or Old Password, then
enter the New Password, and Retype to Confirm. Once all passwords have been entered, click Apply to save the
settings.
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Figure 44: Maintenance Password Settings Page
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Time Configuration Page
This page provides the option to configure Network Time Protocol (NTP) to automatically set system time when a
WAN connection is available. By default, this option is enabled with the time set to GMT.
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Figure 45: Time Configuration Page

Firmware Upgrade Configuration Page
This page provides the ability to upgrade the firmware of the access point via the web interface. Please contact your
FW Support Representative if you are unsure of whether or not you are operating with the latest firmware.

NOTE: FW recommends that you update your firmware with a computer connected via Ethernet or Wi-Fi whenever
possible.
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Figure 46: Firmware Upgrade Configuration Page
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System Configuration Backup/Restore/Reset Page
This page provides the ability to backup and restore system settings. Functionality for each is as follows:

« Backup Configuration - allows the user to backup all of the user settings to provide a restore point should
something occur to erase these settings.

» Restore Configuration - allows the user to locate and upload the stored user settings should a factory reset occur.

» Back to Factory Defaults - clears all user-entered configuration settings and restores the system to FW defaults.

System Restart Configuration Page
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Figure 47: System Backup/Restore/Reset Page

This option allows the user to set an access point reboot automatically after a certain number of hours have elapsed.
By default, this option is set to 0, which disables the option.

With the option set to ‘0; clicking Apply will initiate a single reboot of the system.
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Figure 48: System Restart Configuration Page
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System Operation Mode Configuration Page
This option allows the user to configure the operation of the system. Please see the page for a description of the
settings.
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Figure 49: System Operation Mode Configuration Page

System Alerts Configuration Page
This option allows for the configuration of system alerts.

Figure 50: System Alerts Configuration Page
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Using a Terminal Application with AT Commands

It is possible to access and configure your cellular modem using Microsoft HyperTerminal, PuTTY, or a similar terminal
emulator application. The following are directions for use with Microsofts Hyperterminal. Please contact your FW
Support Representative for instructions on using other terminal emulator applications.

Establish Your Connection
1. Choose a name and icon for your connection:
a. Choose a name for your connection, such as CIRA X2. The name and icon are only for your own reference so
that the connection can be found easily at a later date.
b. Select OK.
2. At the Connect to window, using serial:
a. Select the COM port to which the device is connected, for the “Connect using” option.
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Figure 51: Connect To Window

b. Change or verify the settings when the COM Properties window appears:
 Bits per Second: 115200 (default)
« Data Bits: 8
« Parity: None
o Stop Bits: 1
« Flow Control: Hardware (or None)
« NOTE: If you have configured your CIRA X2 via the ALEOS Configuration Guide for settings different than
the defaults for Bits per Second, Data Bits, Parity, and/or Stop Bits, you must use your changed settings.
+ Select OK
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COM1 Properties
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Figure 52: Port Settings

AT Commands
For a full listing of supported AT Commands, please reference the ALEOS User Guide available at:
http://www.sierrawireless.com. When using a terminal application, you will need to manually type in each command.

«  For most commands, when you are entering them using a terminal connection, you will need to preface the
command with AT (exceptions are noted), i.e., ATA which is listed as A.

«  Some commands have specific parameters while other commands will take whatever you type.

«  Required variable parameters are denoted with italicized text, example, Dn. The n is variable.

«  Acceptable parameters and/or specific formats are listed with each command

«  Most commands with parameters can be entered with ? to read the current value. For example AT&D? will
respond with “2"if the default has not been changed.

«  Optional parameters are denoted with square brackets [].

« AT Commands are not case sensitive.

« When you are using a terminal connection, if you enter a command which is recognized by the CIRA X2, it will
respond with “OK". If the command is not recognized, the response will be “ERROR".

«  Any commands applicable only to certain model numbers of the CIRA X2 will be noted.

NOTE: Symbols listed with commands, such as ¥, /, &, or ?, are part of the command and must be included.
Commands with symbols other than * may require PassThru mode.

USB Port Connection

As mentioned in the CIRA X2 Quick Start Guide, the device can be configured to support redundant 3G. For
confirmation of supported devices, please contact your FW Support Representative. For information on configuring
your device to operate with a USB Mobile Cellular connection, please see the section entitled ‘Mobile WAN
Configuration Page’on page 14.
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Contacting FW

For help with installing, operating, maintaining, and troubleshooting this product, refer to this document and any
other documentation provided.

If you still have questions, contact us during business hours:

Monday through Friday, excluding holidays, between 8 a.m. and 5 p.m. Pacific Time.

Support E-mail  support@feeneywireless.com
Telephone  (800) 683-4818
Website ~ www.feeneywireless.com

Mailing Address  P.O. Box 2549, Eugene, OR 97402

When contacting technical support, please have the following information on-hand:

1. Serial Number
2. Date that you received your device
3. Brief description of the problem

Online Library
For other documentation, see our online document library at:
http://feeneywireless.com/documents

Return and Warranty
FW offers a standard one-year warranty on all hardware. For returns or warranty information, call our 800 number.

Further Specifications
For more specifications please see the CIRA X2 Quick Start Guide.
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FCC Compliance

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15
of the FCC rules. These limits are designed to provide reasonable protection against harmful interference when the
equipment is operated in a residential environment. This equipment generates, uses, and can radiate radio frequency
energy and, if not installed and used in accordance with the instruction manual, may cause harmful interference to
radio communication. FW does not guarantee that interference will not occur in a particular installation.

Operation is subject to the following conditions:
a. This device may not cause harmful interference.
b. This device must accept any interference received, including interference that may cause undesired operation.

Changes or modifications not expressly approved by the party responsible for compliance could void the user’s
authority to operate the equipment.

If this equipment does cause harmful interference to radio or television reception, which can be determined by
tuning the equipment off and on, the user is encouraged to try and correct the interference by one or more of the
following measures:

a. Reorient or relocate the receiving antenna.

b. Increase the distance between the equipment and the receiver.

c. Connect the equipment to outlet on a circuit different from that to which the receiver is connected.

d. Consult the dealer or an experienced radio/TV technician for help.

Exposure to RF radiation - To comply with FCC RF exposure compliance requirements, for mobile configurations, a
separation distance of at least 20cm must be maintained between the antenna of this device and all persons. Do not
collocate or operate this device in conjunction with any other antenna or transmitter.

Contains TX module FCC ID: N7N-MC7750
Contains TX Module IC: 2417C-MC7750

Document number 25-52-001-03 Rev F
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