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1. Introduction
1.1 What is Digital Signature?
You can digitally sign a document for many of the same reasons you might place a handwritten
signature on a paper document. A digital signature is used to help authenticate the identity of
the creator of (authenticate: The process of verifying that people and products are who and what
they claim to be. For example, confirming the source and integrity of a software publisher’s code
by verifying the digital signature used to sign the code.) digital information — such as

documents, e-mail messages, and macros — by using cryptographic algorithms.

Digital signatures are based on digital certificates. Digital certificates are verifiers of identity
issued by a trusted third party, called a certification authority or CA. This works similarly to the
use of standard identity documents in the non-electronic world. For example, a trusted third
party such as a government entity or employer issues identity documents such as driver’s
licenses, passports and employee ID cards on which others rely to verify that a person is whom

he/she claims to be.

1.2 What Digital Signatures Accomplish?
Digital signatures help to establish the following authentication measures:

Authenticity: The digital signature helps to assure that the signer is who he or she claims to be.
This helps prevent others from pretending to be the originator of a particular document (the
equivalent of forgery on a printed document).

Integrity: The digital signature helps to assure that the content has not been changed or tampered
with since it was digitally signed. This helps prevent documents from being intercepted and
changed without knowledge of the originator of the document.

Non-repudiation: The digital signature helps to prove to all parties the origin of the signed
content. "Repudiation” refers to the act of a signer's denying any association with the signed
content. This helps prove that the originator of the document is the true originator and not
someone else, regardless of the claims of the signer. A signer cannot repudiate the signature on
that document without repudiating his or her digital key, and thus other documents signed with
that key.

1.3 Digital Signatures in the Business Environment

The following scenario illustrates how digital signing of documents can be used in a business
environment:

I.  An employee uses an Excel spreadsheet to create an expense report. The employee
then creates three signature lines: one for herself, one for her manager and one for
accounting. These lines are used to identify that the employee is the originator of the
document, that no changes will take place in the document as it moves to the
manager and the accounting division, and that there is proof that both the manager
and accounting department have received and reviewed the document.

II.  The manager receives the document and adds her digital signature to the document,
confirming that she has reviewed and approved it. She then forwards it to the
accounting department for payment. A representative in the accounting department
receives the document and signs it, confirm receipt of the document.

dataedge Certifying Authority Page 2



User Manual of Digital Certificate

2. How to keep your Root Certificate into Trust list?

e If you select browser to store your personal certificate while pick up from the
dataedgeCA then it will come automatically to your browser. It is recommended that you
should pick up your personal certificate from the same system that you used for
enrollment.

e If you select eToken to store your personal certificate while pick up from dataedgeCA
then it will be stored your Cryptographic eToken but when you will insert your eToken
to your system, browser will automatically detect your certificate.

e To use your certificate for various purposes you need to be added your parents certificate
(Root Certificate of CCA Bangladesh) to your browser trust list.

Here the steps to add the parent certificate to your browser trust list:

1.

Go to www.dataedgeid.com . Here you will get the Root Certificate of CCA & dataedgeCA

@ dataedgeld = s|@] % |

C | www.dataedgeid.com =

[JCA (CIR&D () Mail (] Education (] Music (] Vedio (] Scholarship (7] University (7 Jobs (7] Social Network (7] Entertainment (7] News (7] Others

Fotiow us i) B & o® B) 0 S
dataedge | e e ot

Digital Certificate Service = Repository | Resource Download = Support | Partners | AboutUs

Solution & Services ‘ Solution & Services

> Digital Certificates & Two Factor Secunty |

PKI Senvices Solution ! 1/ 4 .
e dataedge

> Data Security Solutig Manage PKI Solutio
Certifying Authority

* Strong Authenticatif ’ Risk Based Authen
> Application Security! > Internal PKI1 Solution

> Transaction Security Si > Website Trust and /
Online Security

2.

Click the Download options then CCA Root Certificate

) dataedgeld l=sl@] =
C  © www.dataedgeid.com aQ
(JCA (JR&D (7] Mail (] Educaion (] Music (7] Vedio (] Scholership (] University (] Jobs () Social Network (] Entertainment (] News (] Others

rolow s B & P B 9
e | Ste M c L

Digital Certificate Service ~ Repository = Resource = Download | Support = Partners  Abou

dataedge

Enrolime; o

Certificate User Guide

Solution & Services

News & Events s

Digital Centificates &
PKI Senices

Solution :
Data Security Solutig Manage PKI Sd

! =~z dataedge
* Strong Authenticat Risk Based Authenticatio
> Application Securi

for enterprises

Internal PKI Solution Certifying Authority

Website Trust and /

Online Secuty

Transaction Security S
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3. It will redirect to www.cca.gov.bd . Click the Download Root CA Certificate

lel@] %

T 3 Y g v
@ dataedgelD X/ @ Controller of Certifying Aut » \
€ C' | ® www.cca.gov.bd/index php?option=com_content&task=view&id=499&temid=1

[Jca (JR&D (7 Mail [ Education (] Music (] Vedio (] Scholarship (] University (] Jobs (] Social Network (7] Entertainment (*] News (7] Others

Ministry of information and Communication Technology

Office of the Controller of Certifying Authorities (CCA)

Links ContactUs Sitemsp FAQ

# Home Root CA Certificate is Activated

@ About CCA

Key Generation Ceremony. The Certificate details are given below:
# Act, Rules, and Regulstions

# Report & Publications

® Audit 1 SIS ALAHS o U210 ook (Ol Bl Winkows e g
Notice Board . .
e View Certificate
@ Guidelines
CAName RootCABanqladesh (370282204)

® Licensed CAs

Cotricate Versmn X309v3

Certfioate Sensl SCASCBZERENCHNE
Quick Links b

gadieh 0l the 00,80
) Bangladesh Govt. Portal L

b NationaliWed Paral e N CN-RootCA Bonladesh 0-Offce o te CCAC-80
} Ministries and Divisions sttt e
} Ministry of Informstion &

Communication Technology

SubjectUredery ‘ore
bt
Pude key 354 (4B b0S) CIFSASS0RIFSEIBITARBAS2CATCR 1 865TRSESERIFET..,
Basic constraints (A, No Path Length Consireint
Key uiage Digkal Sanarure ey cetfae sgn CRL sicn
Etendes ey Uszce Yo tendst tn sge soechied

Quifed catfirs o
Stitenet

Contact Info

Office of the CCA

BCC Bhaban, Agargaon Sigratue Apurchm SHQENHRSIENTPEN

Address: Dhaka Fineprrt Shicl 710 IIMESSSOOSE0TERLCBTI2ISINGD
Bangladesh gt NS TAGKEERSPOIFOI0RLCAEEIEICIESED

1207 Rewhed Yo

Telephone: 88-02-8144042
I Download Root CA Certificate l

Fax 8802:9124826
E-mail: info@cca.gov.bd

The Root CA certificate of Bangladesh PKI is been sctivated on 18th April 2012 followed by Root

Latest News
INTOMatIon System &na PRI
Auditis ..

@ Training on Digital
Signature for Government

Official (Batch-3)

Training on Digital
Signature for govemment
official (Batch-3) has been .

a Seminar on Digital
Signature for Government

and Non-Government
Official in Khulna

Sominnean Dinital,
Upcoming Events

No events

Download
) Forms

) Training Materisls

Media Gallery

Main Sareen

Root Key Generation Ceremony

w A

I

4. You can save the Certificate into your system or directly open and can add to

browser

File Download - Security Warning

Do you want to open or save this file?

Name: RootCABangladesh.crt
Type: Security Certificate, 885 bytes
From: www.cca.gov.bd

8

Save

L Open ||

| [ Concel ]

open or save this software. What s the risk ?

While files from the Intemet can be useful, this file type can
potentially harm your computer. if you do not trust the source, do not

dataedge Certifying Authority

Page 4


http://www.cca.gov.bd/

User Manual of Digital Certificate

5. Click Install Certificate

-
Certificate

General | Details | Certification Path

@a Certificate Information

= == = =

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Root CA Bangladesh

Issued by: Root CA Bangladesh

Valid from 4/ 18/ 2012 to 4/ 18/ 2022

Install Certificate...| | Issuer Statement

[ o ]

6. Click the Next for further proceeding

-
Certificate Import Wizard

Welcome to the Certificate Import
Wizard

This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists from your disk to a
certificate store.

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where
certificates are kept.

To continue, dick Next.

[1e4]
(]
al

3ack [ Next > ][ Cancel
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7. Select Place all certificate in the following store and click Next

_ _
Certificate Import Wizard [

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

() Automatically select the certificate store based on the type of certificate
I © place all certifica
Certificate store:

L|

in the following store;

Learn more about certificate stores

[ <Back [ next> | [ cancel |

8. Select Trusted Root Certification Authorities and click ok. In next step just click
Finish

7 r —
= ; Certificate Import Wizard =
Select Certificate Store &
Completing the Certificate Import
5 Wizard
Select the certificate store you want to use. 2
e The certificate will be imported after you cick Fnish.
| 7 You have specified the following settings:

-4 | Personal -
= all |
{__| Enterprise Trust | &

| Intermediate Certification Authorities

.| Trusted Publishers

L.l lintructad Cartificates
< | 1 | »

Certificate Store Selected by User REFSECLEI{o 1

Content Certificate

[T] show physical stores

o) o)

[ <essx J[ s | [ concel ]

9. You will get a warning massage for installing your Root certificate. Select Yes

-
Security Warning S ——" | i)

You are about to install a certificate from a certification authority (CA)
LAI"\ claiming to represent:

Root CA Bangladesh
Windows cannot validate that the certificate is actually from "Root CA

Bangladesh". You should confirm its origin by contacting "Root CA
Bangladesh”. The following number will assist you in this process: f

Thumbprint (shal): 7103F809 04E85460 86ED47EF 2CBFD326 F93348CB

Warning:

T you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. Jf you click "Yes" you acknowledge this
risk.

Do you want to install this certificate?
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3. How to add Digital Signature with your email?
3.1 How to Digitally Sign an Outlook 2003 email?
1.  Open Outlook
2. From the top menu, select Tools, then Options.

Type a question for help v
Address Book...  Ctrl+Shift+B "
Organize | G o Fwd; minutes
(3 Inbox (202) Rulesand Aletts.. | Z| | Samiran[samiran@data-edge com]
3 unread Mail (228) Mailbox Cleanup... To:  Abdur Rakim; rubayet; raju
(3 Sent Ttems )] Empty "Deleted Items" Folder 2:59PM Attachments: BIRKGC Minutes Draft.doc (66 KB)
Al Mal Folders Fe ; = i
= 24 personal Folders Maco "
& Deleted Items o 0c pis ----- Forwarded Message -----
(2 Drafts E-mail Accounts... ' From: "HASAN U JAMAN" <hasan napster @gmail com>
3 ::g‘::‘e;z‘g:()m Customize... 1:16PM To: samiran@data-edge.com
(@ Junk Emai e o Sent Sunday. May 6, 2012 11:11:10 AM GMT +06:00 Astana / Dhaka
(5 Outbox [1] =T Jagadeesh K5 11:43AM Subject: minutes
3 RSS Feeds RE: Appiication binary update issue. [}
[ sent Items
@ L Search Folders = Last Week
@ 4 Archive Folders
3 reonairoers | B v o e
1 Alamgir Talukdar Thu 5/3
Application binary update issue.,
1 Md. A Rahim Thus/3
FW: Key Ceremoney Steps @
1 Md. A Rahim Thus/3
dataedge ID Print ')
| 5.M Rehan Uddin Sarkar Thu 5/3
Holiday on account of Buddha Purnima on Sunday, 06 May, 2012
1 Alamgir Talukdar Thus/3
Re: Incident | Generator maintenance | LIVE | Servers shut ... @
-] Rubayet Bin Modasser Wed 5/2 =
Incident | Generator maintenance | LIVE | Servers shut down -

| Preferences | Mail Setup | Mail Format | Speling | Security | Other

Encrypted e-mail

_ [ClEnervot contents and attachments for outqoing messages!
Add digital signature to outgoing messages
Send dear text signed message when sending signed messages

["]Request S/MIME receipt for all S/MIME signed messages
Default Setting: ’Md Ashraful Islam Raju '] [§et‘hngs. ]

Security Zones

Security zones allow you to customize whether scripts and active |
content can be run in HTML messages.

Zone: () Restricted sites ~| [ zonesettings... |
Download Pictures

| Change Automatic Download Settings... |

Digital IDs (Certificates)

~ Digital IDs or Certificates are documents that allow you to prove your
identity in electronic transactions.

| Import/Export... | | GetaDigital D... |

Lok J[ concel J[ sopty |
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e Select “Add ditigal signature to outgoing messages” to automatically send digitally signed
emails unless you choose not to for an individual message
o Select “Send clear text signed message when sending signed messages” if you always want to
allow others who may be using a lesser technology with Outlook to read your message.
Recipients who don't have S/MIME security will be able to read the message.
o Select “Request S/MIME receipt for all SYMIME signed messages” if you want to be able to
verify that your digital signature is being validated by recipients and to request confirmation that
the message was received unaltered, as well as notification telling you who opened the message

and when it was opened.

NOTE: 1t is recommended that you don't select the “Request SIMIME receipt” option unless you have a strong
business need, as it doubles the number of emails in your Inbox and adds network traffic.

4. Select Setting to add a digital certificate

5.  Write the security setting name

-
Change Security Settings s

Security Setting Preferences
Security Settings Name:

Md. Ashraful Islam Rajul

Cryptography Eormat: |5/MIME

[V Default Security Setting for this cryptographic message format
[V] Default Security Setting for all cryptographic messages

Security Labels... ] [

New

H Delete ] Password..

Certificates and Algorithms

Signing Certificate:

Encryption Certificate:

Choose...

Choose...

(

ok | [ cancel |

|

6. Choose your digital certificate for signing & encryption your email.

Windows Security —

Select a Certificate

Raju 07052012
Issuer: dataedge sub-CA for Class 1
Valid From: 5/7/2012 to 5/7/2013

Md. Ashraful Islam Raju
Issuer: dataedge sub-CA for Class 2
Valid From: 1/24/2012 to 1/24/2014

oo

iClick here to view certificate prope...;

[ OK ] [ Cancel

A

dataedge Certifying Authority
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7. Click the OK button to close the Options window.

r o
Change Security Settings s . M
Security Setting Preferences -
Security Settings Name:
Md. Ashraful Islam Raju -
Cryptography Format: [S/MINE v]

[¥] Default Security Setting for this cryptographic message format
Default Security Setting for all cryptographic messages

| securityLabels... | [ New | [ pelete || password...

Certificates and Algorithms
Signing Certificate: Md. Ashraful Islam Raju

Hash Algorithm: [SHAl
Encryption Certificate: IMd. Ashraful Tslam Raju Choose...
Encryption Algorithm: [3055 v]

Send these certificates with signed messages
Lo ][ cancel |

8. Click the OK button to close the Options window. When you start a new message, your
toolbar will show the envelope with a small red ribbon already selected, indicating the
message will be digitally signed. (You can choose not to sign an individual email by
clicking the envelope icon.)

9. When you start a new message, your toolbar will show the envelope with a small red
ribbon already selected, indicating the message will be digitally signed. (You can choose
not to sign an individual email by clicking the envelope icon.

5 et e T =3 —-_— . -
| - Yow bam fpma Jeok Tawe Hedes by .
|
[iutiont | dccoums 8 = B b ! ALY S ) Oppem, v MR gmd
Wi
e
ST
") A8 s s a r.or Q.
| Atk m Adube PN
.
.
Page 9
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The message will appear in the recipient’s Inbox with an envelope with a red ribbon on it indicating the

message is digitally signed.

If this is the first time through the process, you will probably get a security warning telling you that
you're about to install a certificate. Click the Yes button. You won’t see this message again for future
signed messages sent to you by anyone who used their certificate to sign the message.

When the message opens, the red ribbon in the lower right of the header indicates the message is digitally

signed.

3.2 How to Digitally Sign an Outlook 2007 email?

1.  Open Outlook 2007

2. From the top menu bar, select Tools, then Trust Center.

fle Edt View Go | Tools | Actions Help

SilNew - & % | Send/Receive »
= 1 Instant Search »
Mail
I Tt 11 AddressBook..  Ctrl+Shifte8
ot : | % Organize
) Sent ltems |3 Rulesand Alests...

| Mail Foiders

| Mailbox Cleanup...
L) All Mail Items

& Empty "Deleted Items™ Folder
3 & Personal Folders

(3 Deleted Items Forms »

(2 0rtts Macro ,
fiarim mail backy

1= s

=]

(@ Junk E-mail (5 Trugt Center.

(3 Outbox

([ RS Feeds Customize...

(3 Sent tems Qptions...

3 [0 Search Folders
3 (2 Archive Folders

Newest on top

w in this view.

3. In the Trust Center window, select Email Security from the left menu.

Trust Center

Trusted Publishers

Add-ins

Privacy Options gf’
| E-mail Security -
Attachment Handling

Automatic Download

Macro Security

Programmatic Access 5 ]

Encrypted e-mail

Digital IDs (Certificates)

Read as Plain Text

[7] Read all standard mail in plain text

Script in Folders

[T Allow script in shared folders
[¥] Allow script in Public Folders

[7] Encrypt contents and attachments for outgoing messages

[] Add digital signature to outgoing messages

[¥] Send clear text signed message when sending signed messages
[T] Request S/MIME receipt for all S/MIME signed messages

Digital IDs or Certificates are documents that allow you to prove your identity in electronic transactions.
[ import/Export.. | [ Geta Digital ID...

Read all digitally signed mail in plain text

dataedge Certifying Authority
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o Select “Add digital signature to outgoing messages” to automatically send digitally
signed emails unless you choose not to for an individual message

e Select “Send clear text signed message when sending signed messages” if you
always want to allow others who may be using a lesser technology with Outlook to
read your message. Recipients who don't have S/MIME security will be able to read
the message.

e Select “Request S/MIME receipt for all S/MIME signed messages” if you want to be
able to verify that your digital signature is being validated by recipients and to
request confirmation that the message was received unaltered, as well as notification
telling youwho opened the message and when it was opened.

NOTE: 1t is recommended that you don't select the “Request SIMIME receipt” option unless you have a strong
business need, as it doubles the number of emails in your Inbox and adds network traffic.

4. Select Setting to add a digital certificate

Security Setting Preferences
Security Settings Name:

Cryptography Format: [SMIME N ]

[ Default Security Setting for this cryptographic message format

Default Security Setting for all cryptographic messages I

[Secgrity Labels... ] { New Delete

Certificates and Algorithms

Signing Certificate:

Hash &lgorithm

Encryption Certificate:

5. Write the security setting name and choose your digital certificate for signing &
encryption

Windows Security . @

Select a Certificate

Md. Ashraful Islam Raju
Issuer: dataedge sub-CA for Class 2
Valid From: 1/24/2012 to 1/24/2014

iClick here to view certificate prope...;

ami oni

Issuer: dataedge sub-CA for Class 1
Valid From: 3/7/2012 to 3/7/2014

[ OK ] [ Cancel

dataedge Certifying Authority Page 11
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6. Click the OK button to close the Options window.

Security Setting Preferences

Security Settings Name:
Md. Ashraful Islam Raju|
Cryptography Format: [SIMIIVE

Default Security Setting for this cryptographic message format
[ | Default Security Setting for all cryptographic messages

[Sea_xrityLabds... ] [ New ] i*[_?e!ete } jLEass-r\'ord... \

Certificates and Algorithms
Signing Certificate: (Md. Ashraful Islam Raju

Hash Algorithm: (sHAL

Encryption Certificate: [Md. Ashraful Islam Raju

Encryption Algorithm: [AES (256-bit)

Send these certificates with signed messages

7. When you start a new message, your toolbar will show the envelope with a small red
ribbon already selected, indicating the message will be digitally signed. (You can choose
not to sign an individual email by clicking the envelope icon.

‘ Message | Insert Options Format Text
= & cut I glal @] g — paann @ Y 3~ v
= ﬂ | @ o 34
Past St | |2 Ar Address Check || Attach Ltt h Busi c‘u-:a] Signat Fall ! E—} ls 1l i‘
'aste B Z U 07 ress ecl acl acl usiness Calendar Signature ollow 4| Spelling
- J Format Painter ||L° —— || Book Names | File Item Card~ = || upr I 8 D-J -
Clipboard 5 BasicText. B Names || Include. /| options ]| Proofing
To.. ‘i ‘
g =1
oo [ Closs ] ‘ ‘
Subject: |
-
v
Page 12
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If you selected the “Request S/MIME receipt” option in step 3, you will receive a separate message with
the receipt information.

3.3 How to verify the signature is valid or not? (2003 & 2007)

1. Open the message that has been digitally signed. Outlook will show you that the email
has a digital signature by showing the “Signed By” information and the red ribbon icon.

Message | Add-Ins

DD KDY D e B ¥

Reply Reply Forward Delete Moveto Create Other
to All

Folder~ Rule Actions~

Respond Actions

Subject:
Signed By:

Rubayet Bin Modasser [rubayet@data-edge. com]
Md. Ashraful Islam Raju

Test
rubayet@data-edge.com

Block | ot junk | Categorize Follow Markas
Sender - Up~ Unread

Junk E-mail ) Options i

44 Find
(2 Related ~
¢ Select

Find

e T N e

£

Send to
OneNote

OneNote

@

Sent: Thu 2/23/201212:00 PM

Digital signature test.
With thanks &regards,
Rubiayet

Certifying Authority

0 dataedge d""’edge@

Assoc. IT Security Specialist | Application Admin

Cell # +8801833320888 | Skype # rubayet.data-edge

J»il

[

2. To verify the person who sent the email is the person who signed it, compare the “From”
properties (right click the name, select Outlook Properties, then click the “Email

Addresses” tab) with the email address in the “Signed By” field.

Message | Add-ns

= —d r § x —3 ¥/' _’}J %@/Sﬂelim' ‘aﬁ Y i

Reply Reply Forward Delete Moveto Create Other Block Not
to Al

Categorize Follow Mark as

Folder~ Rule Actions~  Sender — Up~ Unread
Respond Adions Junk E-mall & Options
From: Rubay Tl e
To: Md, Ash Rubayet Bin Modasser [rubayet@data-edge.com]
Cc =
i Schedule a Meeting...
Subject: Test B she 2
Signed By:  rubayet 3 Send Mail

Additional Actions

Digital signatur Send Options...

<

) 47 Addto Outlook Contacts
With thanks &reg
Rulbayet Dulionk Propetes
Assoc. ITSecur| 4 Copy

84 Look up Outlock Contact...

Certifying Authorrey

0 dataedge d"'“"’g’@

Cell # +8801833320888 | Skype # rubayet.data-edge

# Find
) Related -
Find

87}
()
Send to
OneNote
OneNote

Sent:  Thu 2/23/201212:00 PM

i

dataedge Certifying Authority

Page 13



User Manual of Digital Certificate

7

E-mail Properties

*  Display name:
E-mail address:
E-mail type:

Internet format:

Rubayet Bin Modasser
rubayet@data-edge.com

SMTP

Custom type

)

Let Outlook decide the best sending format

oK Cancel

[=]

Note: You can also click the red ribbon icon then click the Details button to look at the signature details If the
Signed By information is underlined in red and the red ribbon icon has a red exclamation point, the signature is
invalid. Click the red ribbon icon for more information about the signature status.

dataedge Certifying Authority
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4. How to add Digital Signature into your document?
4.1 Adding Digital Signature to Microsoft Office 2003 (Word, Excel, Power Point) Document

1.

From the menu bar, select Tools, then select Options,

Geers | £t | Pt | save

Password to modify: |

[ Remove personal information from file properties on save
|71 warn before printing, saving o sending 3 file that contains tracked
changes or comments
[¥] Store random number to improve merge accuracy
[¥] Make hidden markup yisible when opening or saving
Macro security

contan macro viruses and specfy the names of
trusted macro developers.

Seaurity Speling & Grammar ] Track Changes
Fie encryption options for this document
Password to gpen: |
Fie sharing options for this document

Adjust the security level for opening fies that might Macro Seaurity...

(o< ][ coe |

dataedge Certifying Authority
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3. Click the Add... button.

Digital Signature

5]

Signatures

signatures in Help.

The digital signature generated by Office may not constitute a
legally binding signature. For more information, read about digital

The following have digitally signed this document:

Signer

Digital ID Issued By Date

<

[V] Attach certificates with nes peercies aonatures

| View Certificate,., |

| [ bep

]

4. Select certificate for Digital Signature by clicking the correct line. Because it is impossible
to tell from this view which certificate is the one you want, go to step 5 to see how to

choose the correct one.

-
Windows Security

Select a Certificate

Raju 07052012
Issuer: dataedge sub-CA for Class 1
Valid From: 5/7/2012 to 5/7/2013

Md. Ashraful Islam Raju
Issuer: dataedge sub-CA for Class 2
Valid From: 1/24/2012 to 1/24/2014

iClick here to view certificate prope...:

[ OK ] [ Cancel

dataedge Certifying Authority
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NOTE: If other people’s certificate has used in your computer, or you have other digital certificates, you may see a
long list of certificates. Only select your personal certificates.

5. Click the View Certificate button, then click the “Details” tab and scroll down to the
“Key Usage” field. You want the certificate that says its key usage is “Digital Signature,
Non-Repudiation (c0).”

Certificate ‘ g

= e

| General | Details | Certification Path | N |

show: [<al> -]
Fieid Value -
‘ @; Authority Key Identifier KeylD=49 0b dcb20393 75¢...
g&bxcﬂ(eyldenoﬁer 6aeebabe dbc39e 83 268d...
‘ @:CRL Distribution Points [1]CRL Distribution Point: Distr...

() Autharity Information Access  [1]Authority Info Access: Acc...

m

3 shal
.. Thumbprint 5276afd454835722c08...

Digital Signature, Non-Repudiation, Key Encipherment (e0) i

| EdtPropertes... | [ CopytoFie... |
Learn more about certificate detads

’

6. Click the OK button to close this window.

NOTE: If you selected the wrong certificate in step 4 (e.g., the one that says only “Digital Signature” without the
“Non-Repudiation (c0)” part, click the OK button, then go back to step 4 to select another certificate

Back at the list of certificates, with the correct certificate highlighted, click the OK button.
NOTE: If this is the first time you are using any Office 2003 application (Word, Excel, or PowerPoint) to digitally

sign a document, it will take a long time — anywhere from 30 to 90 seconds — to add the certificate to the document.
The next time you sign an Office 2003 document, it will go much quicker.
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7. At the Digital Signature window, click the OK button to close it.

.Digital Signature . ‘

Signatures

signatures in Help.

The following have digitally signed this document:

The digital signature generated by Office may not constitute a
legally binding signature. For more information, read about digital

I | | signer Digital ID Issued By Date

e ERETENTRON  dataedge sub-CA for Cl...  5/7/2012
|
|

< | 1 ] »
: Attach certificates with newly added signatures

[ View Certificate... ] [ Add... ] [ Remove ]

|
L

ok J[ Cancel |

\ =

8. At the Options window, click the OK button to close it.

The Word file is now digitally signed by you. Close the file without making any changes (or the digital

Signature will be lost).

NOTE: None of the Office 2003 applications has an indicator that the document has been digitally signed at this
point. If you close the document, then reopen it again, the title bar at the top will show “signed, unverified” after the
file name, and a small red certificate will show in the information bar at the bottom.

4.2 Adding Digital Signature to Microsoft Office 2007 (Word, Excel, Power Point) Document
1. From the main menu icon, select Prepare, then Add a Digital Signature.

- s B e a -
Frm et e e ot b e
e L
2 =E“C"““wmwhﬂb(4¢mhmm‘ s e
Bias L vow vt oot eemen prpenen wen | | W e D e e s
¢ & P e s v " [
'y Choré e (™ ey
§ e L et tras yro1
(1) bt Ot
ke - [ fateecepmer SRR——
et Pemmveanen |
S | § PRSI D sogn

- o
G

T W1 8 donrarmed [0 marry o e watrw 18 wsets T gl Pl ® 8 Nared ¢ 7 en szt vew
| e v )

W e urt. A Ot gratas u wed 13 delp saCemtime Ow Wentry of e et
LM st b e Sncument & bt and | TV JUocess of vendying Br people and prodacs s wie and vt they clam te b

] et Gt K -
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2. If this is the first time you’ve selected a certificate for digital signing, Microsoft offers to
help you set one up. Since your browser/eToken already has certificates, click the OK
button. (To avoid seeing this message each time, check the “Don’t show this message

again” option.)

3. In the Sign window, complete the optional “Purpose for signing this document” field,

then click the Change button to confirm you have the correct Certificate selected.

— ——

Sign

- e

S v e e

e

© See additional information about what you are signing...

visible within the content of this document.

Purpose for signing this document:

You are about to add a digital signature to this document. This signature will not be

Signing as:  Md. Ashraful Islam Raju
Issued by: dataedge sub-CA for Class 2

|__san

) o]

4. Select the certificate you want to use by highlighting it. (The next step will help you

determine which the correct certificate to select is.)

7

Windows Security

Select a Certificate

Md. Ashraful Islam Raju
Issuer: dataedge sub-CA for Class 2

i

e

e

Valid From: 1/24/2012 to 1/24/2014
iClick here to view certificate prope...:

ami oni
Issuer: dataedge sub-CA for Class 1
Valid From: 3/7/2012 to 3/7/2014

| oK

] [ Cancel

dataedge Certifying Authority
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5. Click the View Certificate button. The General tab lists the information about the

certificate.

CnbeateOetats

| General | Detas | Certificaton Path

Certificate Information

This certificate is
* Al appcaton pokoes

ded for the folk pose(s)

Issued to: Md, Agvafid Isham Ragu

6. Click the Details tab. Scroll down in the list of fields and values to select the “Key Usage”
field. In the field below, it should say “Digital Signature, Non-Repudiation (c0)”. Click

Issued by: dataedpe sub-CA for Class 2

Valid from 1/ 24/ 2012 to I/ 24/ 2014
V Youhave a private key that cormesponds to this certificate,

(instal Certificate...
Lean more about berifcated

Ssuer Slatement

-

.

the OK button to close the window.

Field Value G
(| Authonity Key Idenbfier KeyID=43 0b dc b2 0393 75 ¢...
|Subgect Key Identifier Gaeebabedbc3% 8a2684d...
[1}CRL Distribution Point: Distr. ..

[1]Autherity Info Access: Acc...
Dxptal Signature, Non-Repuda s
shal

S276afd45483 72208 ...

—
tal Signature, Non-Repudiation, Key Encipherment (e0) I

Edt Properties. .

Learn more about gertificate detads
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NOTE: If the “Key Usage” field only says “Digital Signature” or something else, go back to step 5 and select one of
the other certificates and use the View Certificate button to verify it’s the one you want

7. Back on the list of certificates, with the correct certificate highlighted, click the OK
button. ~ -
|

Windows Security

Select a Certificate

| (7==3] Md. Ashraful Islam Raju
’ Issuer: dataedge sub-CA for Class 2 I
& Valid From: 1/24/2012 to 1/24/2014

a

iClick here to view certificate prope...;

4| amioni
l Issuer: dataedge sub-CA for Class 1
L4 Valid From: 3/7/2012 to 3/7/2014 |

[ OK ][ Cancel ]

8. Back on the Sign window, Click the Sign button

r @ EE ~N

Sign

© See additional information about what you are signing. ..

You are about to add a digital signature to this document. This signature will not be
visible within the content of this document.

Purpose for signing this document:

Signing as:  Md. Ashraful Islam Raju
Issued by: dataedge sub-CA for Class 2

NOTE: After you select the certificate the first time, Office 2007 will remember this certificate choice. The next time
you want to digitally sign a document, you won’t have to repeat the selection process — you'll jump from step 4 to

step 8 in this sequence.

9. After the Certificate is validated, you will receive a successful signature message. Click
the OK button.

d s R
Signature Confirmation &

Your signature has been successfully saved with this document.
If the document is changed, your signature will become invalid.

[ Don't show this message again
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10. Once the signature has been successfully applied, Office 2007 automatically opens a
Signatures window on the right side of screen showing the valid signature(s).
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W (aventicne The provess of verdying 1 geaple and praducts she Wi and wivt twy daem W be
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11. The Word, Excel, or PowerPoint file is now digitally signed by you. Close the file
without making any changes (or the digital signature will be lost).

NOTE: More than one person can digitally sign a document, as long as the content of the document isn’t changed.
After the first signature is applied and the file closed, the second person can follow steps 1-12 above to apply a
second signature. This can be repeated for as many signatures as are needed.

4.3 How to verify a Signature is valid in Office 2003 & 2007?
1. Open the file for which you want to verify signatures.

You can tell the document has a digital signature because in the top title bar, the name of the document
has a note after that says “signed, unverified,” and there is a small certificate icon in the bottom status
information bar.

NOTE: These indicators only tell you whether or not the file has a digital signature, and shows the signature as
“unverified.” Microsoft Office 2003 doesn’t recognize the HSPD- 12 certificate authority, Entrust, so the only way
to check that the signature is valid is to view the certificate.
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1. To view the digital signature(s) associated with the document, from the menu bar, select
Tools, then Options, then click the Security tab, then click the Digital Signatures button.

—— ME e - _ -
-
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You can digitally sgn a dooument Sor muany of the same reasons you mught place 2 handwritien sgrunee
0n 2 paper document. A digral sgrasere is wed to help authenticate the sdentity of the creator
of {maherescate: The jeocess of vendying that peopie and prodacts are who and what they claim to be

Pagriery Wesen Q

2. The Digital Signature window lists the file’s digital signature(s). If there is a problem
with the certificate, Microsoft may show it here by showing something other than
“Entrust” in the “Digital ID Issued By” field. To verify that a certificate is valid, highlight

the certificate name, then click the View Certificate button.

-
Signature Details -

=1 Valid signature - This signature and the signed content have not been
¥ modified since the signature was applied.

Purpose for signing this document: ‘
I | |

| Signing as: Md. Ashraful Islam Raju

Issued by: dataedge sub-CA for Class 2

See the additional signing information

that was collected...

In the “General” tab, check that the certificate is current by checking the validity date. In

3.
the “Details” tab, check that the certificate is a Digital Signature certificate, and that the

issuing authority is Entrust.
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Certificate Milm_ [

General | Details | Certification Path

La Certificate Information

This certificate is intended for the following purpose(s):
» All application policies

Issued to: Md. Ashraful Islam Raju
Issued by: dataedge sub-CA for Class 2

valid from 1/ 24/ 2012 to 1/ 24/ 2014

? You have a private key that corresponds to this certificate.

stall Certificate...| | Issuer Statement ‘ i

Learn more about

o ]

4. Click the OK button when you are done and close all menus. Remember, don’t save the
document when you close it or the digital signatures will be destroyed.

4.4 How to remove Digital Signature from Office 2003 & 2007 document?
If you want to remove all digital signatures from a document, the simplest way is to make a minor
change to the document (e.g., add a space), then save the document. When Word warns you that all
signatures will be lost, click the Yes button to continue the save operation.

If you want to remove one or more digital signatures from the document without changing the document
contents, follow these steps:

1. From the menu bar, select Tools, then Options, then click the “Security” tab, and then
click the Digital Signatures button.
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2. At the Digital Signature window, highlight the signature to be removed, and then click
the Remove button.

e e e - W —_—— &‘

[ Remove Signature

Are you sure you want to permanently remove this signature? This action cannot be undone.

[y | [N |

3. At the Options window, click the OK button to close it.

That digital signature has now been removed from the Word document.

4.5 Adding a Digital Signature to Adobe Acrobat Reader document

1. Please confirm that your Digital Certificate is in your browser or please insert your
eToken into USB port where your Digital Certificate is stored.

2. Open Adobe Acrobat. Either create a new document or open an existing document you

want to sign.
3. From the top menu, select Sign, then Place Signature.

" e e gt b T O T A A o
'.l.l-h"‘kmﬁh'ﬂ“ﬂ.‘.‘“

’u-via '.m'-; ~lw er»-w—q a"“" ‘,l.--htv-—-n

S E v O] ee - =1

. R Conty vt Ve Tpratne ‘
Camt, mthcut « bse Lt s

3 v :

: ey Dttt Do st

E

o Test for Adobe Acrobat Reader Document Segn

-

4. Adobe will instruct you to draw an area on the screen where you want to place the
signature. Click the OK button, and then with your mouse, draw a box for the signature.
You can seethe size of the signature, but it’s easier to read if you make it as large as
possible. You can place the signature anywhere in your document as well, but the
recommended locations are at the beginning or the end of the document.
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2 Test for Adobe Acrobat Reader Document.pdf - Adobe Acrobat Standard o= =

() CrestepDF - &) Combine Files ~ (] Export = 6] tart Meeting - [ Secure = Sign - Review & Comment =

s EaL s 1 B %{'/Q"JUM%‘E‘Q‘” -

n

Test for Adobe Acrol Adobe Acobat s g

g Using your mouse, click and drag to draw the area where you would like the
signature to appear. Once you finish dragging out the desired area, you will be
taken to the next step of the signing process.

"1 Do not show this message again

5. After you have created the signature box, a “Sign Document” window appears. From the
Digital ID drop list, select the certificate for Digital Signature.

Sign Document &

Digital ID: | Md. Ashraful Islam Raju .| @

ami oni
Md. Ashraful Islam Raju
Digital Identification

Sign transaction, Sign document,
I Encrypt keys

Md. Ashrafud ldlam Raju <rajuddataedgeid.com>
1/24/2014 8:27:20 AM
dataedge sub-CA for Class 2

Appearance: [Standard Text v]@

Digitally signed by Md. Ashraful

Isk, R
M d . AS h raful 5:."::=Bag‘, =Dhaka, o=Personal,

. email=raju@dataedgeid.com,
cn=Md. Ashraful Islam R3]
Islam Raju st

+068'00'

[ Sign ] [ Cancel

NOTES:

If other people’s certificate has used your computer, you may see their certificates offered in this
list. Only select your personal certificates.

If you don’t see your certificate keys listed at all, first check that your card is in the reader and
wait a minute or two for Acrobat to find it. If your keys still aren’t listed, your agency may need
to implement the Adobe Technical Modification for Digital Signature.
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6. Because the “Digital ID” drop list isn’t very helpful in describing the certificates,
you'll need to view the certificate to confirm it is the correct certificate to use for

signing.

7. Select one of the two lines with your name, then double click the large rectangle
that says “Digital Identification.” For most certificates, the correct one will be one

with your name.

Sign Document

B ==

IR0 [ Md. Ashraful Islam Raju - @

Digital Identification

Sign transaction, Sign document,
Encrypt keys

Md. Ashrafd l:am Raju rajuddstaedgeid.com>
1/24/2014 8:27:20 AM
dataedge sub-CA for Class 2

Appearance: [Standard Text v]@

Digitally signed by Md. Ashraful

M d . ASh rafu I IDSSF::SB%U =Dhaka, o=Personal,

. email=raju@dataedgeid.com,
Isl a m Ra u cn=Md. Ashraful Islam Raju
J Date: 2012.05.02 16:07:45

+06'00"

[ Sign 1[ Cancel l

A

8. In the Certificate Viewer window, open items in the left-side menu until you get
to the lowest level. Click to highlight your name.

Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry. Multiple issuance chains are being displayed because none of the
chains were issued by a trust anchor.

& dataedge Root CA Summary | Details | Revocation | Trust | Policies | Legal Notice
& DATAEDGEONLINE_2
Md. Ashraful Islar

il

Bl Md. Ashraful Islam Raju <raju@dataedgeid.com>
Personal
Issued by:  dataedqe sub-CA for Class 2
data edge limited
Valid from:  2012/01/24 14:27:20 +06'00°
Valid to: - 2014/01/24 14:27:20 +06'00°

Intended usage: [Sign transaction, Sign document, Encrypt keys

T »

@ The selected certificate path is valid.

The path validation checks were done at 2012/05/02 16:09:08 +06'00"
Validation Model: Shell
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9. Click the “Details” tab, then in the right-hand window, scroll down to the “Key

usage field.”
Certificate Viewer <;¥)1

This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry. Multiple issuance chains are being displayed because none of the
chains were issued by a trust anchor.

& dataedge Root CA Summary | Details | Revocation | Trust | Policies | Legal Notice
= DATAEDGEONLINE 2
Md. Ashraful Islan Certificate data:

Name Value *
[E Subjectkeyide.. <see details>
Authority key i...  <see details>
{l EY Sign transaction, Sign document, E...
[ X509 data 308204 5130820339 A0030201 ...
[ SHAIL digest 5276 AFD4548358722C08 BB A.. |
[ MD5 digest CFDD96756131 EAFACEDD20... |~
[ Private key Private key is available ‘j

Sign transaction
Sign document
Encrypt keys

R | »

@ The selected certificate path is valid.

The path validation checks were done at 2012/05/02 16:09:08 +06'00"
Validation Model: Shell

You want the certificate that says “Sign transaction, Sign document” in the Key usage value column.

Click the OK button to close the window.

To view the trust level at this point, click the “Trust” tab. It will show there is no trust established yet, wh
ich is Adobe’s way of saying the document isn’t signed yet. Click the OK button to close the window.

Cemficate Viewes et

This dlallog allows you to view the detalls of a certificate and its entire hsuance chain. The detalls
correspond to the selected entry.

datsedge Roct CA WIDMIMW milqomoou
DATAEDGEONUNE 2
Md, Asheafud Inloe This certéicate is not trusted.

Teust Settngs

X Sign documaents ce data

x

Certéy documarts

K Execute dynamic content that is embedded in 2
certfied document

X Execute high privilege JavaScripts that ace embedded in
3 cenfied document

Add to Trusted Jdenties...

0 " 0
@ The sefected centificate path is vald.

The path validation checks were done at 2012/0592 16:51:48 « 0600
Valdation Modek Shell
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10. The Sign Document window now shows the correct certificate selected in the bottom area
. Click the Sign button

Sign Document

Digital ID: | Md. Ashraful Islam Raju -|®

Digital Identification

Sign transaction, Sign document,
| Encrypt keys

Md. Ashrafud l:lam Raju <rajuddataedgeid.coms>
1/24/2014 8:27:20 AM
dataedge sub-CA for Class 2

Appearance: [Standard Text 04 ] @

Digitally signed by Md. Ashraful

M d a; ASh rafu I le‘rj:n::fBag.gDhaka. o=Personal,
. email=raju@dataedgeid.com,
Islam Raju

=Md. Ashraful Islam Raju
Date: 2012.05.02 16:07:45
+06'00'

[ Sign ] [ Cancel ]

11. When Acrobat prompts you, save the file. If you are working with an existing document,
you may want to save it with a new name to distinguish it from the unsigned version of
the document

~

= —
T Save As &
Save in: [ |, User Manual v @ ’ 75 4 '
P Name - Date modified Type
"‘} t Digital_Signatures_Adobe_Acrobat_8_and_9 4/29/20124:51 PM  Adobe Acro
RecentPlaces = pioital Signatures_Microsoft_Office 2007 4/29/20124:19PM  Adobe Acro
-r '3 Digital_Signatures_Microsoft_Outlook_2003_... 4/29/2012 4:25 PM Adobe Acro
"2 DigitalSignatureThunderbird 4/29/20124:35PM  Adobe Acro
Desktop T test file 4/29/2012 4:40 PM  Adobe Acro
. :\] 2 Test for Adobe Acrobat Reader Document 5/2/2012 4:03 PM Adobe Acro
Li:—:rar‘ies gl);zesggoKbBe Acrobat Document
EL Date modified: 5/2/2012 4:03 PM
Computer
“:n,
~, < | 1 »
Network
File name: est for Adobe Acrobat Reader Document v I Save I
Save as type: [Adobe PDF Files (" pdf) '] [ Cancel ]
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12. Your document is now signed, and you will see the digital signature representation on
the document where you placed it. If the signature has a green pencil icon over the name,
the signature has a valid trust. If the digital signature block has a question mark over the
name, it means the signature still needs to be validated with the trust from the

certificates.
T e Mt At B Dt o« e Mo Sied | B - o
P A Yoo Osiemen Commets homn Sl Al Maiee .
o) e pe + "*c.-.-:—- ‘u.—-- et vy« () s . vt 7 e B Gt ¢
S L nROoR ee -~ H

Test for Adobe Acrobat Reader Documant Sagn

d. Ashraful
Islam Raju

Digitally signed by Md. Ashratul
Islam Raju

DN: c#BD, 1=Dhaka, €S o]
omail srajupdataedfidzom,
on=Md. Ashraful Islam Raju

Date: 2012.05.02 16:1955 +06'00

If your signature shows a question mark icon, you must to validate it through Adobe by following steps
13-17. You will only need to do this once; thereafter, you can skip to step 18.

13. Double-click the digital signature in your document to open the Signature Properties
window,

'

Signature Validation Status

) Signature validity is UNKNOWN.
& - The Document has not been modified since this signature was applied.
- The signer's identity is unknown because it has not been included in your list of
trusted identities and none of its parent certificates are trusted identities.

Legal Notice... Signature Properties... ] [ Close
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14. Click the Show Certificate button

Dete (20120502 161955 +0600° Locatice: |Neuvihbh

Validey Summary
& The Document has not been moddied since this signature was apphed.

” thngnusmamhmb«mdh&mtb«nmdudednyomkﬁd
trusted identities and none of its parent certify are trunted id

Ji  Segnature date/tme aee from the ciock on the signer's Comgntter,

Signature was created using Adobe Acrobat 80.0.

XL = e '

15. Click the Trust tab, then click the hierarchy in the left window to find the certificate with
your name. Click the Add to Trusted Identities button.

j maqa-—,-bu-n“d.mu--m—.um“
o the

d eentry. Mudtigie innssnc e (hawn 4o beewng dagloyed bed ment nome o 1he
aﬁ--n—uu.nnm

J
clye o Ch u....,‘o--lll-w!!e
C‘““M@m‘

M Asheatud hlan This condicate it mot Susted.
Trat Semange

L K Sgn documents or dats
R Conty decwmenn;

XK Evetnne Synarmed Comtent that is embedded = &
cendied docarrent

R Becute Ngh pradege JavaSonpts that are smidedded n
o cantfied document

The pam vabdution (hachy ware done o 20120502 LS00 06 00
W doton Mssel et

L — '

v The selectod contficate pets is vald.
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16. Adobe warns you about trusting certificates. Since you are trusted the certificates
click the OK button.

r - = ST
Acrobat Security @

If you change the trust settings, you will need to revalidate any signatures to see the

_L change.

Trusting certificates directly from a document is usually unwise. Are you sure you
want to do this?

[ OK J [ Cancel ]

17. In the Import Contact Settings window, make sure the “Signatures and as a trusted root”
option s checked, then click the OK button.

Import Contact Settings @

Certificate Details
Subject: Md. Ashraful Islam Raju <raju@dataedgeid.com>
Issuer: dataedge sub-CA for Class 2
Usage: Sign transaction, Sign document, Encrypt keys
Expiration: 2014.01.24 08:27:20 Z

Trust this certificate for:

o) Coma ]

18. Your document is now digitally signed. Close it without making any changes.
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4.6 How to Verify a Digital Signature by Acrobat Reader?

1. Open the file for which you want to verify signatures.

2. You can tell the document has a digital signature because Acrobat automatically displays
the Signatures panel. (If Acrobat doesn’t automatically open the Signatures panel, click
the Signature icon on the left-side toolbar.) The Signatures panel shows the list of the
document’s digital signatures and the date each was added.

= Test for Adobe Acrobat Reader Document signl.pdf - Adobe Acrobat Standard

L e, B oD
File Edit View Document Comments Forms Tools Advanced Window Help x

_:] Create PDF ~ ,JS,; Combine Files ~ “; Export ~ é:;; StartMeeting + [ Secure © # Sign - (7 Review & Comment -

= Clle e 1/ nfl2&€ @@ 0ex - -l [ Find

B Sionatures

i g Signatures
The following people have ¢
El 4 Signed by Md. As
&1 Signature is valid:

fad. Ashraful
Islam Raju

Test for Adobe Acrobat Reader Document Sign

Digitally signed by Md. Ashraful
Islam Raju

DN: c=BD, I=Dhaka, o=Personal,
email=raju@dataedgeid.com,
cn=Md. Ashraful Islam Raju

Date: 2012.05.02 17:38:18 +06'00"

3. A graphic or text also shows where the signature was placed. You can right-click the
signature block itself and select “Show Signature Properties” to see details about the
signature. Click the Signature Properties button.

[ Sigrature Valbatics Status " ‘ > k' ,‘. ol

Signature is VALID, signed by Md. Ashraful Islam Raju <raju@dataedgeid.com>.
- The Document has not been modified since this signature was applied.
- The document is signed by the current user,

[ Legal Notice... ] [ Signature Properties... ‘ [ Close ]

—— ~——
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4. The Signature Properties window shows the name and when the document was signed.
If you want to look at the specific certificate details, click the Show Certificate button.

Signature Properties ]

e

% Signature is VALID, signed by Md. Ashraful Islam Raju <raju@dataedgeid.com>.

Summary ‘ Document l Signer I Date/Time l Legal ‘

Signed by: IMd. Ashraful Islam Raju <raju@dataedgeid.com> Show Certificate...

Reason: INDt available

Date: [2012/05/02 16:19:55 +0600° Location: [Not available

Validity Summary

# The Document has not been modified since this signature was applied.
# The document is signed by the current user.

‘1, Signature date/time are from the clock on the signer's computer.

Signature was created using Adobe Acrobat 8.0.0.

[ 1 [ 1

5. The Certificate Viewer window shows all the details of the certificate, including the
issuance chain, whether or not the certificate is trusted, etc. Click the OK button to close
the window, then the Close button to close the Signature Properties window.

Certificate Viewer ﬂ
This dialog allows you to view the details of a certificate and its entire issuance chain. The details
correspond to the selected entry.

= dataedge Root CA ‘ Summary | Details | Revocation ’ Trust | Policies | Legal Notice

= DATAEDGEONLINE_ 2
Md. Ashraful Islan This certificate is directly trusted in your trusted identities list.
Trust Settings
This certificate is set as a trust anchor, the result being that
this certificate and all certificates issued beneath this
certificate are trusted to:
& Sign documents or data
R Certify documents
#K  Execute dynamic content that is embedded in a
certified document
¥ Execute high privilege JavaScripts that are embedded in
a certified document
Revocation checking is not performed for this certificate
because it is directly trusted as a trust anchor.
Add to Trusti
<« [om »
@ The selected certificate path is valid.
The path validation checks were done at 2012/05/02 17:32:52 +06'00"
Validation Model: Shell
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4.7 How to Remove a Digital Signature by Acrobat Reader?

1. Open the file from which you want to remove a digital signature.

2. Find the signature block of the signature you want to remove, and right-click to open the
context menu. Select the Clear Signature option to remove this signature.

5 esfor Ao e esder Dcument gl Adog o o N oo e

File Edit Viev Document Comments Forms Tools Advanced Window Help x
';JCnnePDF' &Combmehls' CJEan' @Su«Meeting' a&cule' /Sign' 9R¢vim&(ommem'
ORBaLliss @ E@Q@@m%’gﬁm v

1

Test for Adobe Acrobat Reader Document Sign

¢

m

Validate Signature
View Signed Version
| Compare Signed Version to Cyrrent Version

Show Signature Properties...

Digitally signed by Md. Ashraful
Islam Raju

DN: c=BD, I=Dhaka, o=Personal,
email=raju@dataedgeid.com,
cn=Md. Ashraful Islam Raju

Date: 2012.05.02 16:19:55 +06'00'

3. If you want to remove all the signatures at once, open the Signatures panel (click the
Signature icon in the left-side toolbar). Click the Options tab in the Signatures panel, then
select the “Clear All Signature Fields” option.

¥ Test for Adobe Acrobat Reader Document signl.pdf - Adobe Acrobat Standard i N [E=RE0 ] ™"
File Edit View Document Comments Forms Tools Advanced Window Help x
&n =) = = o : = e . S
) Create poE < @ Combine Fies ~ ) port = 7] Start Meeting - {8 secure - A sign =7 Review & Comment

O dElise A ?I{—Q‘{'/Qg@m%-ta Find -

B Somatures x

Options ~

= Signatures Sign Document
The following peog || Certify with Visible Signature
S 4 Signedb]  Go to Signature Field
[ Signature | Validate Signature
8 Time: 20048 atdote AN Sigristures
Reason: N
s | G St ﬁld. Ashraful
Document View Signed Version

Compare Signed Version to Current Version ISI a m Raj u

Show Signature Properties...

crobat Reader Document Sign

1

Digitally signed by Md. Ashraful
Islam Raju

DN: c=BD, I=Dhaka, o=Personal,
email=raju@dataedgeid.com,
cn=Md. Ashraful Islam Raju

Date: 2012.05.02 17:38:18 +06'00"
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4. Acrobat will warn you that you can’t undo this action and ask you to confirm you want
to remove the signatures. Click the OK button.

-
Adobe Acrobat

SEX)

A Are you sure you want to clear all signature fields in this document?
' You cannot undo this operation.

[]Qo not show this message again:

[ OK ] [ Cancel ]

5. Click OK to finish
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