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1 About IKARUS

As one of the first antivirus software providers, IKARUS is both a pioneer and a vibrant,
fast-growing company. For more than 25 years, IKARUS software has been a name you
can trust to provide outstanding antivirus protection and content security.

The development team recruited UNIX and Microsoft specialists as well as former em-
ployees from universities and research institutes. Through its numerous cooperation
arrangements and special agreements with IT security experts, IKARUS is able to pro-
vide up-to-the-minute information and responses in all areas relating to security soft-
ware.

Our products range from simple yet highly effective antivirus protection (IKARUS an-
ti.virus) to sophisticated software for networks and gateways (IKARUS securi-
ty.manager, IKARUS security.proxy) all the way to IKARUS web.security and IKARUS
my.mailwall, a high-end managed security product that protects your network from vi-
ruses before they strike.
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2 Introduction

Thank you for choosing the IKARUS security.manager, the simple and inspired solu-
tion that always provides the computers on your network with the latest virus and spam
database updates and IKARUS anti.virus versions. Basically, IKARUS securi-
ty.manager distributes the databases and updates from a central point to the comput-
ers on your network to save bandwidth, download volume, and, above all, administra-
tion time and costs.
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3 The IKARUS security.manager

The IKARUS security.manager allows for installing, updating, uninstalling, and configur-
ing the IKARUS anti.virus on your network.

The IKARUS security.manager consists of two separate applications: the IKARUS se-
curity.manager Server and the IKARUS security.manager Ul. Both can be installed
and run on different computers separately from each other. This separation allows you
to control and maintain your network protection from anywhere and anytime you want.

© 2012/KARUS Security Software GmbH
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3.1 The IKARUS security.manager Server

The IKARUS security.manager Server is the core of the IKARUS security.manager. It
is the part that actually does all the distributional and statistical work and also handles
the communication between the IKARUS security.manager and the IKARUS anti.virus
installed on the computers on your network.

The IKARUS security.manager Server runs on a Windows server operating system as
a service. All of the settings and information the IKARUS security.manager Server
holds are saved in a MSSQL database, which can but does not need to reside on the
computer where the IKARUS security.manager Server is installed. The communication
between the IKARUS security.manager and the IKARUS anti.virus on your network is
established via TCP using 9887 as the default port number. That port can be modified
in the Config File of the IKARUS security.manager Server.

Since the IKARUS security.manager Server needs to perform executional tasks re-
motely on computers on your network, it needs appropriate rights. Therefore, we highly
recommend installing the IKARUS security.manager Server service using a user ac-
count with administrative rights for your domain. This will ensure that the IKARUS secu-
rity.manager Server is allowed to install and administer the IKARUS anti.virus on com-
puters within the domain on your network. For further information about this topic and
the administration of computers outside your domain, please read the Software Distri-
bution chapter.

© 2012/KARUS Security Software GmbH
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3.2 The IKARUS security.manager Ul

The IKARUS security.manager Ul provides the graphical interface to control the
IKARUS security.manager Server. You can install the IKARUS security.manager Ul on
any computer you wish to control the IKARUS security.manager Server from. For more
information about the layout and different windows of the IKARUS security.manager
Ul, refer to section 5.2.

Note: You must run the Ul as an administrator; otherwise the update of the Ul to a later
version might fail.

© 2012/KARUS Security Software GmbH
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4 |Installing the IKARUS security.manager

In this chapter, you will be guided through the installation process of the IKARUS secu-
rity.manager. The setup is split into two separate installation processes: the IKARUS
security.manager Server setup and the IKARUS security.manager Ul setup. Both set-
up processes will automatically check your target system for installed prerequisites
needed for the application to run and will optionally install missing software require-
ments automatically before the actual installation of the IKARUS product is started. Note
that a restart of the target computer may be required during the installation of missing
prerequisites. In this case, the setup process will automatically continue after a success-
ful restart of the computer.

Note: To install the Server and the Ul you need administrative rights. If the User Access
Control feature is enabled, launch setup using the Run as Administrator command.

© 2012/KARUS Security Software GmbH
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4.1 Installing the IKARUS security.manager Server

To launch the installation of the IKARUS security.manager Server, double-click the
Setup-ISM(server)_xxxx file (where xxxx represents the version number).

© 2012/KARUS Security Software GmbH
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411 System Requirements

Hardware requirements:
* x86-based PC with 2 GHz or better
* 1GB RAM
* Screen resolution: 1024 x 768 or higher

* Approx. 500 MB of disk space (depending on the log volume and the down-
load-cache size)

¢ Internet connection

Software Requirements:
* Windows 2003 Server, Windows Server 2008 (32-bit/64-bit)
* Windows XP, Windows Vista, Windows 7 (32-bit/64-bit)

* MSSQL Server (Express) 2005, 2008 (does not need to be installed on the tar-
get machine)

* Active directory (Microsoft Windows Domain structure)

© 2012/KARUS Security Software GmbH
Page - 11 -



CIKARUS B

security.manager

412 Welcome

Click Next to read the license agreement.

i'g!} IKARLUS security.manager Server !EI E |

Welcome to the IKARUS security. manager Server _gbh_
Setup Wizard |0

The installer will quide yau through the steps required ta install IKARUS zecurity. manager Server on
waur computer,

WARMIMG: Thiz computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximunn extent possible under the law.

Cancel ¢ Back

Figure 4-1 Server Installation — Welcome
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41.3 License Agreement

The licensing conditions must be accepted to install the IKARUS security.manager
Server.

i'g!} IKARLUS security.manager Server !EI E |
. I
License Agreement AR

Pleaze take a mament to read the licenze agreement now. IF you accept the terms below, click "'l
Agree", then "Mest". Othenwize click "Cancel".

[KARLIS SECURITY SOFTWARE LICEMSE AMD MAIMTEMAMCE AGREEMENT il

Flease read this agreement carefully! By installing the delivered
software, vou agree to be bound by the terms and conditions of the
agreement below. If you do not agree to these terms and conditions,
terminate the installation procedure and do not use the delivered

-
N YRR SRR ST 3 SN I HIE Y CHER TR S e R R R e I | —I

| Do Mat Agree &+ Agree

Cancel < Back | Mext = I

Figure 4-2 Server Installation — License Agreement
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41.4 LDAP Settings

If the IKARUS security.manager Server setup is unable to automatically read out and
provide the necessary information about your LDAP configuration, you may define the
server name and credentials the IKARUS security.manager Server should use for
communicating with the LDAP server.

i'g!} IKARLUS security.manager Server !E[ E |
. I
LDAP Settings @
|
The I15k-5ermver needs information about the LOAP it iz connection to. Pleaze provide the following
infarmation,
Server name: Ilncalhusﬂ

— Credentials

Username; Iuser@dnmain

Pazsward: I

Corfirrn: I

¥ Login annonymously

Cancel < Back | Mext = I

Figure 4-3 Server Installation — LDAP Settings
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415 Deployment Settings

To distribute the IKARUS anti.virus on your network, the IKARUS security.manager
Server needs a place to store the binaries used for installing the IKARUS virus.utilties.
For that purpose, you will need to set up (if you have not done so already) a network
share where all clients you want to install the IKARUS anti.virus on have at least read
access to. For further information about the IKARUS anti.virus deployment, refer to the
Software Distribution and Shared Directory sections.

{iF IKARUS security.manager Server M=l E |
. I
Deployment Settings AR

The ISk-Server needs a netwark, share for holding the binariez which are uzed to deploy (KARLS
wirug. utilities ko it's clientz. Pleaze select one of the already defined lozal shares or choose a new
Location from Metaark,

ST 3SB02-PDChismushare -

o Local
zhares:

" Browse: |

Cancel < Back

Figure 4-4 Server Installation — Deployment Setting
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416 User Settings

The IKARUS security.manager Server is installed as a service. Services can be in-
stalled with the local system accounts or a user account within your domain. Since the
IKARUS security.manager Server needs appropriate rights to perform a binary execu-
tion remotely, it is highly recommended to install the IKARUS security.manager Server
service with a user account which is allowed to administer the domain.

i'g!} IKARLUS security.manager Server !EI E |

User Settings _gbh_
A0

Pleaze specify the user account the 15M-Service will be installed with. Alternatively vou can chooze
to inztall it with the local system account.

— Inztall method

= Local System {* Credentials

|Jeermanme; I.ﬂ.dminislratnr

Pazzword: I FEEREEEEEEEE

Canfirm: I T

Mate: The uzer account the service will be installed with must have write access to the share path
wou zpecify ta ensure the functionality of the IKARUS wirus. utilities deployment.

Cancel < Back | Mewut » I

Figure 4-5 Server Installation — User Settings

Note: If you are using a Windows Small Business Server (SBS), please make sure that
you use the following format for the domain user credentials: domain\user. Windows
SBS does not except credentials provided in the format user@domain.

© 2012/KARUS Security Software GmbH
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41.7 Network Settings

If you have set up a proxy server for your Internet connection, you need to specify the
correct settings for your proxy server to allow the IKARUS security.manager Server to
access the Internet. The accuracy of the information you provide here is mandatory for
an expedient use of the IKARUS security.manager. No Internet access means that no
updates can be retrieved from the IKARUS update servers; thus, your network will be

open to possible threats.

i'e!:l‘ IKARUS security.manager Server

Network Settings

Pleaze specify the proxy settings needed for thiz maching to connect to the internet.

 Proxy Seftings
ze .
Orosy Proxy server |
Plart: I
™| Wze credentialz Ulserrisme: I
FPazzword: I

Mate: The |SM zervice needs to have access to the internet to enzure the update process
furnctianality.

Cancel < Back

Figure 4-6 Server Installation — Network Settings

© 2012/KARUS Security Software GmbH
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41.8 Database Settings

The IKARUS security.manager Server needs a MSSQL database where it can store
the settings, configurations and client information. The database can reside on the
computer where the IKARUS security.manager Server will be installed to, but does not
have to.

You can choose to install a new “Microsoft SQL Express 2005” or “Microsoft SQL Ex-
press 2008”, which are both free of charge, instance, or to use an existing one on the
local machine or on a remote host (see Figure 4-7). If you choose to install a new in-
stance the software must be downloaded from the internet, therefore you will need a
working internet connection. Should something go wrong with the download process
you may want to check the proxy server information you provided at the “Network Set-
tings” dialog to ensure a working connection to the Internet.

i'x‘!al‘ IKARUS security.manager Server = | Ellﬂ

Installation of SQL Express AW

Pleaze chooze whether pou want to download and install a Microzoft SOL Express instance or use
an already existing database located on the local or a remaote host.

™ Install 531 Express 2005
" Install 5QL Express 2008

% |sze an existing SQL instance on the local or a remote host

¢ Back Mext =

Figure 4-7 Server Installation - Installation of SQ. Express

If you want to specify a MSSQL database on another computer simply click on “User
defined connection” (see Figure 4-8) and replace the “SERVER=.\" string with “SERV-
ER=SERVER_NAME\", where “SERVER_NAME" is to be replaced with the server name
of the target computer where the MSSQL database resides.

In case you already have at least one MSSQL instance installed the setup will list you
the installed instances from which you can choose one you want to use.

© 2012/KARUS Security Software GmbH
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i'g!} IKARLUS security.manager Server !EI E |

Database Settings AN

The I5k-5ermver needs a databaze. All already inztalled SOL instances are listed in the box below.
Y'ou can uze one of thesze instances or you can define the connection string vourself.

* {nstalled 50U instances

" User defined connection

HLSERYER - Standard Edition

Cancel < Back | Mext = I

Figure 4-8 Server Installation — Database Settings

© 2012/KARUS Security Software GmbH
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419 Selecting the Installation Folder

In this dialog, you can choose the destination folder to install the IKARUS securi-
ty.manager Server files to.

i'g!} IKARLUS security.manager Server !EI E |
. I
Select Installation Folder AR

The inzstaller will install IKARUS zecurity manager Server ta the following falder.

Toinztall in thiz folder, click "Mest”. Toingtall to a different folder, enter it below or click “Browse",

Folder:
C:%Program Filez [«BE)\EARUS \secunty. manager',

Browze. .

Diigk. Cost...

Inztall IKARUS zecurity.manaager Server for yourself, ar for anpone who uges this computer:

™ Everyone
& Just me

Cancel < Back Mext =

Figure 4-9 Server Installation — Select Installatio Folder
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4110 Confirm Installation

This is the final step before the IKARUS security.manager Server files are actually in-
stalled. Click Next to start the copy process.

i'g!} IKARLUS security.manager Server !EI E |
. . I
Confirm Installation AR

The inzstaller iz ready to install IKARLS security. manager Server on your computer.

Click "Mest"" to start the installation.

Cancel < Back

Figure 4-10 Server Installation — Confirm Installaton

© 2012/KARUS Security Software GmbH
Page - 21 -



CIKARUS =

security.manager

4111 Installation Complete

Congratulations! You successfully installed the IKARUS security.manager Server. If a
different text is displayed in this dialog, contact the IKARUS support hotline.

i'g!} IKARLUS security.manager Server !EI E |
. I
Installation Complete AR

[EARLS zecunty. manager Server has been successfully installed.

Click "Cloze" to exit.

Cancel ¢ Back

Figure 4-11 Server Installation — Installation Compete
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4.2 Installing the IKARUS security.manager Ul

To launch the installation of the IKARUS security.manager Ul, double-click the Setup-
ISM(UI)_xxxx file (where xxxx represents the version number).
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421 System Requirements

Hardware requirements:
* x86-based PC with 2 GHz or better
* 1GB RAM
* Screen resolution: 1024 x 768 or higher
* Approx. 20 MB of disk space.

e [AN connection

Software requirements:
* Windows 2003 Server , Windows Server 2008 (32-bit/64-bit)
* Windows XP, Windows Vista, Windows 7 (32-bit/64-bit)
* NET Framework 4.0

© 2012/KARUS Security Software GmbH
Page - 24 -



CIKARUS B

security.manager

4.2.2 Welcome

Click Next to read the license agreement.

i'g!} IKARUS security.manager UI HE B |
Welcome to the IKARUS security. manager Ul _ﬁbh_
Setup Wizard o

The inzstaller will quide yaou through the steps required to install IKARUS security. manager Ul an your
computer.

WARMIMG: Thiz computer program is protected by copyright law and international treaties.
Unauthorized duplication or distribution of thiz program, or any portion of it, may result in severe civil
or criminal penalties, and will be prozecuted to the maximunn extent possible under the law.

Cancel ¢ Back

Figure 4-12 Ul Installation — Welcome
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4.2.3 License Agreement

The licensing conditions must be accepted to install the IKARUS security.manager Ul

i'g!} IKARLUS security.manager UI !EI E |

License Agreement _gih_
L

Pleaze take a mament to read the licenze agreement now. IF you accept the terms below, click "'l
Agree", then "Mest". Othenwize click "Cancel".

[KARLIS SECURITY SOFTWARE LICEMSE AMD MAIMTEMAMCE AGREEMENT il

Flease read this agreement carefully! By installing the delivered
software, vou agree to be bound by the terms and conditions of the
agreement below. If you do not agree to these terms and conditions,
terminate the installation procedure and do not use the delivered

-
TSR = SAPRTERT SIS SPPTE | BUEIRUIY R ISF SIS S 1) PYESPERE SRS IS FY PSS P _I

| Do Mat Agree

Cancel < Back | Mext = I

Figure 4-13 Ul Installation — License Agreement
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4.2.4 Selecting the Installation Folder

In this dialog, you can choose the destination folder to install the IKARUS securi-
ty.manager Ul files to.

i'g!} IKARLUS security.manager UI

Select Installation Folder '

The inzstaller will install IKARUS zecurity manager L ta the fallowing folder.

Toinztall in thiz folder, click "Mest”. Toingtall to a different folder, enter it below or click “Browse",

Folder:

C:%Program Filez [«BE)\EARUS \secunty. manager', Browze. . |

Diigk. Cost... |

Ingtall IKARUS zecurty.manager Ul for yourself, ar for anyone who wuzes this computer:

™ Everyone
& Just me

Cancel < Back

Figure 4-14 Ul Installation — Select Installation elder
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4.2.5 Confirm Installation

This is the final step before the IKARUS security.manager Ul files are actually installed.
Click Next to start the copy process.

i'g!} IKARLUS security.manager UI !EI E |
. . I
Confirm Installation AR

The installer i ready to install IKARLUS security. manager Ul an your computer.

Click "Mest"" to start the installation.

Cancel < Back

Figure 4-15 Ul Installation — Confirm Installation
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4.2.6 Installation Complete

Congratulations! You successfully installed the IKARUS security.manager Ul. If a differ-
ent text is displayed in this dialog, contact the IKARUS support hotline.

i'g!} IKARLUS security.manager UI !EI E |

Installation Complete

N
_b_

[EARLS zecunty. manager Ll has been successfully installed.

Click "Cloze" to exit.

Pleaze uze Windows Update to check for any critical updates to the MET Framewark.

Cancel ¢ Back

Figure 4-16 Ul Installation — Installation Complete
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4.3 Upgrading a Legacy IKARUS Security Manager X Version to the New IKARUS securi-
ty.manager

A legacy version of IKARUS Security Manager X will automatically upgrade to the new

IKARUS security.manager. (This requires to enable silent updates — see section
5.2.14.4)

After the upgrade is complete, the installation path is unchanged but the directory struc-
ture contained in will have been rearranged, and binary filenames will have changed.
Therefore, you might need to create new firewall rules as appropriate.

When the upgrade has been completed successfully, the database will assume the new
structure and layout.

During the upgrade, a backup of  your old database named
ISMX_DATABASE_BACKUP.bak will be created in the log folder of your installation.
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5 The IKARUS security.manager Ul

51 Login

When the IKARUS security.manager Ul starts, the first thing that appears is the login
dialog box (Figure 5-1), which offers two different modes:

* Single mode ("Login to management mode" not activated)
* Management mode ("Login to management mode" activated)

+ IKARUS secority.manager 5!

wIKARUS =

security.manager

Usernmame I root

Passward ||
Server Ilc:-ca!hcust j
Port |988?
oK | Cancel |

|

Figure 5-1 Ul — Login

Single mode

In this mode, it is possible to manage a specific IKARUS security.manager. Therefore,
some menu options that are supported in management mode are not active (see chap-
ter 5.2.18.5Error! Reference source not found.). The login process must be carried out
again in order to connect to another IKARUS security.manager.

During the login, you will be requested to enter your login information and specify the
server to which you would like to establish a connection (this means the server com-
puter on which the IKARUS security.manager server is installed). The TCP standard
port through which connections are established is 9887 for communication between
the IKARUS security.manager server and the IKARUS security.manager Ul and 98388
for communication between the IKARUS security.manager server and IKARUS an-
ti.virus clients. You can change these ports using the Options dialogue of the IKARUS
security.manager Ul

Single mode is useful for customers who only want to use one IKARUS securi-
ty.manager-Server instance.
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Management mode

The basic difference from single mode is that it is possible to change between different
IKARUS security.manager servers without another login process with the help of the
login window. More information on changing between IKARUS security.manager
servers can be found in section 5.2.1. Furthermore, the login process also changes for
management mode. The login information for the individual IKARUS security.manager

servers must be given at a later point in time (see section 5.1.2).

+ IKARUS security.manager N _Elil

‘CIKARUS =

security.manager

Username | admin

Password ||
Server I[-n-calhnst j
Port I?Bﬁ?
[¥ Login to management mode oK | Cancel |

Siates: Login to ISM Server |

Figure 5-2: Ul - Login (Management mode)

+ TKARUS security.manager N _3'5’

CIKARUS ==

security.manager

Username I admin

Password ||
Server Ilcltalhcst j
Port | QE37
[T Login to management mode OK ] Cance |

|

Figure 5-3: Ul - Login (Single mode)

© 2012/KARUS Security Software GmbH
Page - 32 -



SIKARUS I

security.manager

511 Set Password

Single mode

When you login for the first time, you do not have to enter a password because you
have not defined one yet. Simply leave the Password field free and click on the OK
button. You will be prompted to enter a new password for the specified user.

+ IKARUS security.manager L _Elﬂ

“HIKARUS &=

security.manager

Username I admin

Password | |

Re-type Password I

Server | locathost ;I

Port | SEaY

I Login to management mode oK | Cancel |

Siatus: No password set. Please specify a password for the given user.

Figure 5-4: Ul —Password definition (single mode)

Management mode
Any password can be selected and it is not dependent on an IKARUS securi-

ty.manager server. This password is used to encrypt the settings file for management
mode, which contains the desired IKARUS security.manager data.
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+ TKARUS security.manager _Elil

SMKARUS B

security.manager

Username I admin

Password |
Re-type Password I
Server |lu-qalhust ;I
Port |‘JBB?
[¥ Login to management mode okl Cancd

Siabes: Login to ISM Server

Figure 5-5: Ul —Password definition (management magl)
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5.1.2 Managing multiple IKARUS security.manager (management mode)

This step is only necessary in management mode and can be ignored by customers
using single mode.

After a password has been created for the settings file, the data of the desired IKARUS
security.manager-Server has to be added (see section Errorl Reference source not
found.). Additional information on how the password can be set for new installations
can also be found in that section.
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5.1.3 Change Management

Single mode

If the option Ask for Request for Change-ID (RfC) is activated in the settings of the
IKARUS security.manager server (see section 5.2.14), then you will be requested to
give an RfC-ID in the login window (see figure 5-3). If the option Ask for a comment in
the login screen (see section 5.2.5) is activated, then you will be prompted to enter a
comment each time you try to login. This is useful, for example, if you are tracking
changes to the settings or if you would like to explain the actions planned for the sub-
sequent session.

+ IKARUS secority.manager [ 5’

“IKARUS &=

security.manager

Username | oot

Password | sene

Server I locathost d

Port |QBS?

Request for Change 1D | 0815

Comment | Login to administrate new clients

bes: A comment is obligatory. Leading and brailing white spaces are ignored?

Figure 5-6 Ul — Change Management

Management mode
Change management is not available for management mode.
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5.1.4 Set License

If you not have chosen a valid license file during the setup of the IKARUS securi-
ty.manager Server, you will now be prompted again to either choose a license file or
complete the registration using an Activation Key.

515 License Violation

If you are not a current IKARUS security.manager X user, you may skip this section; if
you are, there are a number of reasons why there are more administered clients on
your network than actually allowed. This is a license violation, which is handled in the
new version of the IKARUS security.manager. You will be prompted to remove the
excessive number of clients from administration to meet the requirements of the license
you are using.

#- License violation x|

With the license currently in use you are administrating more clients than you are allowed to.
You have to remove clients from administration or cancel the login process.

License Information
Owner:  max mustermann
Serial: 99553 3ppds
Your license expires at the 20/01,/2012 23:53:59 UTC.
You are administrating 4 client{s). With this license you are allowsd to administrate up
to 2 dient(s).
Clients left to be removed from administration: 2

Administrated clignts: Clients to be removad from administration:

exi-2kB-de-srv.Jabor.local
ex-xp-pllabor.local
es-xp-cs.labor.local

esx-p-r.labor.local >

<4

[2 [ [ =

Renew License 0K | Cancel |

Figure 5-7 Ul — License Violation

License Information: Displays the expiration date and how much of your license capac-
ity is used and free.

Clients left to be removed from administration: Shows how many clients you need to
remove from administration.
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The move buttons:

* Move all clients to the right-hand list.

i’ Move selected clients to the right-hand list.

< Move selected clients to the left-hand list.

. Move all clients to the left—hand list.

Administrated clients: List of all clients that are administrated.

Clients to be removed from administration: List of all clients that will be removed from
administration.

Renew License: Opens the registration window, see section 7.1.

The OK button applies all changes. This button is only enabled when you choose an
appropriate number of clients. You may cancel this process but you will not be allowed
to login to the IKARUS security.manager Ul until you solve this issue. The clients will
still be administered and protected by the IKARUS security.manager Server if you can-
cel this process.

If you need to purchase new licenses or have any questions concerning your license,
please feel free to contact our sales team at sales@ikarus.at.
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5.2 The User Interface

The layout of the

IKARUS security.manager Ul can be customized. Each window can

be docked or undocked and moved anywhere on the screen. The window layout will
be stored upon closing the IKARUS security.manager Ul.

B IKARUS security.manager HEIE
Fle View Tools Help Management
[
[T overview Page /” General | Properties | Charts | SXx
Lo L) v /) v [3si01sesiciloal - [*] |
[ g S
Al | @ Infected | 1. Waming | This
I Q|| mverson: 425
Wm—— Server: T35101-585.k33 Jocal on Windows Server 2008 R2 x64 OC
Number of hosts: 4
i AdminsTaes: 2
© ofected: 3
A Waming: 0
Total Number of Viruses: 4
License Information
Your icense is vali unti 1/25/2014 23:59.
host(s) 70 host(s).
Fileshare L
“Thissection provides an overview o the used fleshares.
Path [online | 1n rendomized-pool__|
Log Fle -3 X
|0 ] e
[17.04.2013 13:22:21]warn  'T3W15-32° not added to the host list (AutoAdd disabled aka "Denied by IShx") =
[17.04.2013 13 info update: New session ('guardxup’, handle: '8732') initiated by 'T3w712-Russ.ik33.local’
(17.04.2013 13 alert Host "T3712-RUSS.ik33.local” is going to update from the ism server share since no random fileshares are availsble.
(17.04.2013 13 info admin: New session ('security.manager GUI', handle: '3900') initiated by 'T35101-5B5.1ik33.local’
(17.04.2013 13 Reloading licenses...
(17.04.2013 13
[17.04.2013 13 New session (*security.manager GUI watcher', handle: '8668') initiated by 'T35101-585.ik33.local’
i
[17.04. New session (*security. 33.1ocal
r.es. New session (security. "6208') initiated by 'T35101-56S.ik33.local’ _[E]
‘ >

| Pending Tasks | Virus List Lo File Change Log.

Figure 5-8 Ul — User Interface
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5.2.1 Directory

The Directory (Figure 5-9) is the center of almost all client related operations. It holds
the clients of your Active Directory and the clients you manually add (e.g. clients that
exist outside your domain or in a different domain). All clients in the Active Directory are
automatically listed with their FQDN. It is highly recommended to always specify the
FQDN of manually added clients — clients with the same name might exist in differ-
ent domains and there is no way to distinguish between them.

°CeB L) v 2 v [13s101-58S.k33d0cal -] )
K
Al | © Infected {  Warning |
| A
5 @ localhost
- o [
= =) MANUAL

sample_computer

¥ test_computer

Figure 5-9 Ul — Directory (single mode)

The directory window contains three sections. In the upper section the toolbar (see Fig-
ure 5-10) and in the middle section the Group/Client tree (see Figure 5-14). In the lowest
section is the Filter section (See Figure 5-16), where the tree can be searched for clients
or groups. The tree has also filters for clients with warning messages or infected clients.
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5.2.1.1 Formatting

Node names are formatted depending on their respective status:

Normal: This client is online.

Italic:
Bold:

This client is offline.
This node is selected.

5.2.1.2 Layout

The Directory is separated into the following three sections:

5.21.2.1 The Toolbar

[+] [+]
&8 [l « 14~ |13s101-sBS kIR d0cal -| i Y

it

L

Figure 5-10 Ul - Directory Toolbar

The symbols described from left to right mean the following:

a.
b.

C.

Collapse all group nodes.
Expand all group nodes.

Opens the context menu for actions on the currently selected client (See Con-
text Menu in this section).

Scan options, see next figure.

Chooses current connected IKARUS security.manager instance (check “change
current IKARUS security.manager instance” in this section)

Connect again to the current selected IKARUS security.manager instance. (see
“reconnect” in this section)

Refresh the directory.

The scan options: Figure 5-11 contains possible Scan Options.

) Fast System Scan
4 System Partition
L= Entire Computer

Figure 5-11 The scan options

Fast System Scan: Scans the windows directory and active processes (Only on
currently selected client).

System Partition: Scans the system partition (Only on currently selected client).
Entire Computer: Scans the entire system (Only on currently selected client).

The Context menu: Figure 5-12 shows all entries of the context menu that is available
by clicking right mouse-button.
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|- Administrate ¥
{. Exclude from Administration »
Inherit Settings

“:; Do not Inherit Settings

Figure 5-12 The context menu for actions on a clién

Administrate/Exclude from Administration: This context menu entry is also split up in
further entries (see Figure 5-13)

Conventional
Forced

Figure 5-13 The choice for administration or exclu®n from administration

* Administrate/Exclude from administration: Allows/prevents updates and sys-
tem protection.

* Administrate/Exclude from administration forced: Ignores administration from
another IKARUS security.manager.

Inherit Settings/Do not Inherit Settings: Settings are taken/not taken from the parent
node.

Change current IKARUS security.manager instance: The main feature of the version
4.2 x is the management of more than one IKARUS security.manager-Servers. This is
now possible by choosing the IKARUS security.manager-Server within the selection-
box (see Figure 5-10 point (g)). The selection-box is shown only in management-mode.
Single-mode uses automatically the IKARUS security.manager-Server which is en-
tered in login-window.

Reconnect: This action is only possible when no connection to the current selected
IKARUS security.manager-Server is established. If the connection may not work,
please verify your connection settings. For editing use options in management-mode-
menu (see 5.2.16.1).
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5.2.1.2.2 The Group/Client Tree
In the Group/Client tree the main node is always the first node in the tree (named “All”).
This and all other nodes that have the same symbol in front of it are group nodes.

Nodes that have a computer monitor in front of them are client nodes (e.g.: node with
the name “manual computer”).

=
%3 labor.local
= ¥ manuaL
= ¥ manual group
T

manual computer

Figure 5-14 The Group/Client Tree

When an item is right-clicked with the mouse the context menu is opened. In the follow-
ing figure all possible context menu entries are shown, but not all are always available.
The first four in the context menu (Add Group, Add Computer, Delete and Rename) are
only available for manually added groups/clients. The other entries are all shown when
a group is selected. For hosts are only possible actions available. Please keep in mind
that the data-estimation might take some time. This leads to the fact that the data might
not be immediately shown correctly after applying some changes.

%) Add Group
|4l add Host
K Delete
=] Rename

«J Refresh

{-. Administrate

E_J Exdude from Administration
Inherit Settings

“ Do not Inherit Settings

v v v v

®1. Collapse
I Expand

4 Install IKARUS anti.virus
Lg Uninstall IKARUS antivirus
|2 Update IKARUS antivirus
) start IKARUS anti.virus
lsxl Save IKARUS antivirus Configuration

Figure 5-15 The Context-Menu for a Group/Client
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5.2.1.2.3 The Filter Section

All | © Infected | /4 Warning |

I \‘\
Figure 5-16 Ul — Directory Filter

In the filter section of the directory a filter can be defined in a text box. This applies a
case-insensitive filter by name. Only nodes that meet the filter criteria will be displayed.
With the magnifying glass the next element matching the filter is selected.

The predefined tab filters are (see figure above):
* All (active): Overview of all clients in your directory and all manually added cli-
ents.
* Infected (inactive). Overview of all clients that are infected.

* Warning (inactive): An overview of all outdated clients, i.e. clients with a virus da-
tabase, spam database (should spam detection be enabled) and anti.virus up-
date being older than 2 weeks. Also includes clients that are administrated and
online but do not execute IKARUS anti.virus or cannot be reached by the
IKARUS security.manager.
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5.2.1.3 lcons

The icons of the nodes in the Directory provide a quick overview of the node statuses.

= This node is a group.

This client is offline.

This client is online and has no IKARUS anti.virus installed.

t=! This client is online, has the IKARUS anti.virus installed, and is administered.

7 This client is online, has the IKARUS anti.virus installed, and is

not administered.

(Overlaid) This node inherits settings from its parent.

@ (Overlaid) This node or one of its children is infected.

“  (Overlaid) This node or one of its children is outdated or administered but un-
reachable.

5.2.1.4 Manual group

The Manual group (displayed as MANUAL in the directory) is the bottommost group
node in the root (All) node of the directory. If you want to add computers from other
domains, or from no domain at all, this is the place to do so. You can add, rename, re-
move, and move nodes (clients and groups).

5.2.1.5 Multi-selection

You can select multiple nodes by holding the Ctrl key on your keyboard while click-
ing. Consider that a multi-selection of a temporary group node does not exist anymore
when multi-selection is canceled (e.g. by simply selecting a single item). Actions and
views available for group nodes are also available for a temporary group.

5.2.1.6 Administering Groups

If you administer a group, all children (clients and subgroups) will inherit from that group
and binary updates will be automatically allowed for each client. All clients within the
group where the IKARUS anti.virus are installed will be administered by your IKARUS
security.manager.
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5.2.2 Pending Tasks

Actions such as installing the IKARUS anti.virus or (un)administering clients are config-
ured as tasks on the IKARUS security.manager Server. Tasks are session-specific and
processed tasks get lost when the IKARUS security.manager Ul login session is
closed. Not finished tasks are still available. The Pending Tasks window (Figure 5-17)
displays all available tasks (either client specific and for the whole Directory tree) with
their current states, results and resolve times. Consider the resolve time the date when
the task state will be re-evaluated. Depending on the task state, an action will be per-
formed to resolve the task.

Keep in mind that next scheduled time may be outdated because automatic refresh is
deactivated or the update interval is set higher. Therefore this timestamp is as new as
the last refresh occurred!

5.2.2.1 Layout

Toolbar on the top of the window

The elements of the toolbar are described from left to right (see Figure 5-17):

Pending: Shows or hides pending tasks.

Active: Shows or hides active tasks.

Waiting: Shows or hides waiting tasks.

Processed: Shows or hides processed tasks.

Client specific: Displays tasks from the currently selected node in the Directory

if enabled, otherwise all tasks are displayed.

Refresh: Retrieves an updated task list.

g. Automatic Refresh: Retrieves an updated task list automatically based on the
user-defined update Interval.

h. Update Interval: Sets the update interval of the task list.

®oo oo

—h

The Pending Tasks list

In the Pending Tasks List all tasks that are available on the IKARUS security.manager
Server are shown, with their current status, since the last update from the server. If a
task was restarted, it is shown as sub task in the task list. Those tasks show the status of
the tasks, see section 5.2.2.2. Double-clicking a task will open the detail view, see Sec-
tion 5.2.2.3.

The Next Scheduled Resolve Time shows the date and time when all tasks will be
started again and the server will try to resolve them.

The Context Menu for Pending Tasks
The context menu is opened by a right-click on a task in the pending task list. There are
several actions available in the context menu:

* Force: Forces the completion of the task.

* Stop: Stops the completion of the task.

* Restart All: Restarts all subtasks.

* Restart Incomplete: Restarts only the incomplete subtasks.

* Details: Opens the detail task view, see Section 5.2.2.3.
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[ pending] [ Acte] [ wattng] [processed]

“dlUpdmlntemi

Pending Tasks .

30s |~

State | 1d | Timestamp

4 i,s SET_MANAGED FALSE 28/12/2011 13:08:10 UTC
\g SET_MANAGED FALSE 28/12/2011 13:26:58 UTC
‘ur’ SET_MANAGED FALSE 28/12/2011 13:15:29 UTC

S5s
15s
0
45s
60s
90s

X

Next Scheduled Resolve Time: 28/12/2011 13:37:57 UTC

Figure 5-17 Ul — Pending Tasks
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5.2.2.2 Task States

Icon State Reason Action on Resolving

= Active The action is currently | Evaluates the task state
in progress. only.

o Pending The action has not The task will be processed
been processed yet. soon.

s Waiting The action has been Will retry to reach target
launched at least once | clients.
but the target client(s)
were not reachable.

= Processed The action was suc- Evaluates the task state
cessfully processed. only.

= Not processed The action was not Evaluates the task state
processed because only.
the user canceled the
task.

e Processed with an error | The action was pro- Evaluates the task state
cessed but there was | only.
an error during the
action.

5.2.2.3 Task Details

Toolbar

* Number of Hosts: Shows the amount of hosts which are targeted in this task.
* Refresh: Retrieves an updated host- and task-list.

* Automatic Refresh: Retrieves an updated host list automatically based on the
user-defined update interval

* Update Interval: Sets the update interval of the host list.

Host List

In the first column the Host State is described, which shows the status of the target
host, see Section 5.2.1.3. The Hostname of the target host is shown in the second col-

umn and the Result of the action is shown in the last column.

Context Menu

On right click on a host list entry the context menu opens, where the following two ac-

tions are available:

* Force: Forces the completion of the task on this host.
* Cancel: Cancels the completion of the task on this host.

+ IKARUS security.manager Task Det

Number of Hosts: 1 0 Update Interval

=10/ x|

I Hostname I Result |

¥ (Client.domain Cancelled
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Figure 5-18 Ul — Task Details
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5.2.3 Virus List

The Virus List window (Figure 5-19) is useful for investigating the infections on your
network. You can view all infections found or just those on the node currently selected

in the Directory.

5.2.3.1 Layout

Information area
On the left side of the information area, in the upper third of the virus list window, you
can overall information about the virus list. The information can be minimized through
the toggle button “Client specific”. This button shows infections of all clients if enabled,
otherwise only those of the currently selected node in the Directory, see Section 5.2.1.

On the left side of the area the number of viruses shown in the list is outlined.

Virus list
The virus list consists of several informational columns:
* Is Active?: This column is no longer shown in the virus list (It was only temporari-
ly shown in the 4.0. IKARUS security.manager version). Inactive virus's means
that those viruses have been found on hosts that are not administrated by the
IKARUS security.manager.
* Host Status: Shows the status of the client, see Section 5.2.1.3.
* Hostname: Shows the name of the client.
* Date: The date the infection was found.
* Filename: The filename of the infection.
* Path: The directory the infection was found in.
* Virus Description: The name of the infection. Clicking will open the virus dic-
tionary for this particular infection.

With a right mouse click the context menu for a virus list entry opens. In the context
menu the following actions can be chosen:

* Virus Dictionary: Opens the virus dictionary entry for the infection.

* Details: Opens the detail view for this infection, see Section 5.2.3.2.

* Send to IKARUS Virus Lab: Sends the infection to IKARUS for analysis.

Action area
In the action area (it can be found at the bottom of the window) several functionalities
are provided that are also available in the IKARUS anti.virus.

* Select All: (De)Selects all entries.

* Refresh button: Refresh the virus list.

* Purge System: Deletes the selected infections of the list.

* Temporary Unblock: Releases the file from quarantine.

» Save & Delete: Creates a backup of the infected file and deletes the original.
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£ Glent Specific Total Number of Viruses: 2
Isa:ﬁve?l I Hostname | Date I Filename l Path | Virus Description I

1Y) E J UWSSSCS e 29/12/2011 09:41:11 UTC  eicar_com - Copy.zip c:\b#h\  EICAR-ANTIVIRUS-TESTFILE

© T S 20/12/2011 094115 UTC eicarcomzip e\ EICAR-ANTIVIRUS-TESTFILE
| (5 Purge System I Temporary Unblock | Save & Delete

Figure 5-19 Ul — Virus List
5.2.3.2 Virus Information

The Virus Information window (Figure 5-20) displays useful information about a particu-
lar infection. You can copy the information to the clipboard by clicking the Copy to Clip-
board button.

x

Datef Time: 25/10/2011 13:22:53 UTC

Filzename: 53141358_0000.blk

Source Path: o\Users\florian\AppDatalLocal\ Temp
\Find=igs_25_October_2011_ 15 22\trmp_scan),
Filesize; 0.85 KB

Name: Trojan.Js. Agent

Signature Id: 83141356

Copy to Clipboard  Close

Figure 5-20 Ul — Virus Information
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5.2.4 LogFile

The Log File window (Figure 5-21) provides useful information on the background
actions performed by the IKARUS security.manager Server. If you encounter unusual
behavior or any kind of problem, the Log File window (Figure 5-21) is an easy way to
access the IKARUS security.manager Server log from anywhere using the IKARUS
security.manager Ul. In addition, you can narrow the information to be displayed:
Alerts, Warnings or just information. This simplifies investigating the root cause of a
problem. Alternatively, you may use the search field to step through the Log File.

5.2.4.1 Layout

In the upper area of the Log File window it is possible to decide what information is dis-
played and how often the information is updated from the server.

The buttons descripted from left to right:
* Alert: Shows or hides alerts.
* Warn: Shows or hides warnings.
* Info: Shows or hides information.
* Refresh: Retrieves an updated log file from the ISM server.
* Automatic Refresh: Retrieves an updated log file from the ISM server automati-
cally based on the user-defined update interval.
* Auto Scroll: Scrolls to the bottom of the log file on automatic refreshes.
* Update Interval: Set the interval at which the log file should be updated.

Beneath this area the log file is shown. In the log file you can press the right mouse but-
ton to open the context menu. In the context menu you can either press “Select All” (to
select all the text of the log file) or “copy to clipboard”.

In the lower area it is possible to search for special text in the log file. Just enter the
text, you want to search for, in the text box and press the loop to search the log file. The
search will start from the position of the text cursor in the log file.

Logfile |
|@AIert||_s_Wam||anfoI 9 Update Interval |Ss [+]
55

[14.12.2011 16:03:23]info Done.
[14.12.2011 16:03:23]info Query directory service...
[14.12.2011 16:03:33]info Hosts structure rebuilt!

-
| ok

Figure 5-21 Ul — Log File
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5.2.5 Change Log

The Change Log window (Figure 5-22) provides an overview of the changes a user
made to settings and when they have occurred.

5.2.5.1 Layout

The change log can be refreshed with the refresh button in the upper right corner and
in the list all changes in the IKARUS security.manager can be seen. The columns of the
list are:

* |d: Identification number of the modification.

* Category: Shows where the modification happened.

* Field Id: Shows which particular setting was modified.

* Old Value: Shows the value before the modification.

* New Value: Shows the value after the modification.

* Timestamp: Shows when the value modification happened.

*» Comment: Shows the comment entered at the login process.

|
o

| Category [ Field 1d | old value | New value | Timestamp | comment | |

1 CHANGE DB CONFIG  ismx_ITIL_log_changeprocess no yes 29/12/2011 11:44:07 UTC
2 CHANGE CONFIG FILE config/serverport 9887 9886 29/12/2011 11:45:46 UTC

Figure 5-22 Ul — Change Log
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5.2.6 Overview Page

The Overview Page window (Figure 5-23) aggregates general information on the
IKARUS security.manager Server and statistical information on the clients in the Di-
rectory as well as the added fileshares and their online/offline-states.

5.2.6.1 Layout

The overview page can be refreshed with the refresh button placed in the upper right
corner and consists of the following sections:
» Server information: Displays information about the ISM Server version and the
host it is running on
* Quick client overview: Provides a quick overview of all clients in the directory
* License Information: Displays the expiration date and how much of your license
capacity is used and free.
* Fileshare Information: Displays information of online/offline fileshares.
* Update Overview: Provides a quick overview of the version numbers the ISM
Server has ready to deploy to its clients.
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Figure 5-23 Ul — Overview Page
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5.2.7 Properties Page

The Properties Page window (Figure 5-24) provides a quick overview of the IKARUS
anti.virus Configuration a client or group uses and when and how updates are is-
sued for this client or group. You can set these settings client-wide or group-wide and
let a group’s clients inherit settings from the parent level. If you choose to inherit
settings for a group, you will be asked if you also want the clients in that group to
inherit the settings; on the contrary, if you choose to remove the inheritance settings
of a group, you will be asked if you want to remove the inheritance settings from the
clients in that group as well.

5.2.7.1 Update Section

In the Update Section, you can specify when and how updates are performed. It is
possible to define per group or host one concrete fileshare that is always asked for an
update. The default way for getting updates is a randomly chosen fileshare from the
randomized-pool. Fileshares that are shown italic are at the moment offline. For fur-
ther information about this topic, see section 5.2.14.5.

If you disallow binary updates, only virus and spam databases will be updated; the
IKARUS anti.virus will not. If you for any reason want to hide the IKARUS anti.virus
system tray status notifications (e.g. on a computer used for presentations where
pop-up windows would otherwise distract the audience), enable the Disable system
tray Status Notifications checkbox.

5.2.7.2 Rights Management

The Rights Management section is useful for clients that are outside the domain of
the IKARUS security.manager Server. Since the IKARUS security.manager Server
needs appropriate rights to establish a connection and execute binaries remotely,
you can specify credentials having the appropriate rights on this client to perform
these operations.

5.2.7.3 Layout

At the top of the window is the name and status icon of the currently selected host or
group shown. All other items on the window are descripted below:

* Inherit Settings: Inherits/disinherits settings from the parent node. Inheritance is
saved automatically e.qg. you do not need to click the ,Save” button.

* IKARUS anti.virus Configuration: Sets the configuration this client is using.

* Update Time: Choose the time span in which updates are performed.

* Fileshare: Choose a concrete fileshare or take one from randomized pool if an
update is necessary.

* Allow Binary Updates: Allows updates to the IKARUS anti.virus binaries. Data-
bases will still be updated if binary updates are disallowed.

* Disable system tray Status Notifications: Prevents the IKARUS anti.virus tray
status notifications to pop up.

* Get Updates from External Servers: Allows IKARUS anti.virus to download up-
dates from the Internet should the ISM be unable to provide updates.
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* Username/Password: Sets the credentials to be used for interaction with this
client. If the client is not in the same domain as the ISM server, setting these cre-
dentials correctly is mandatory to ensure correct administrative behavior on this
client.

* Browse Directory Group: Defines which Directory Groups are allowed to make
some changes in IKARUS anti.virus.

* Delete restriction: Removes a previously set Directory Group restriction.

* Save Button: Saves these settings.

* Cancel Button: Discards any changes made.

|

Sample
Please note that changes take effect only after the host is successfully
administrated.
[™ Inherit Settings
IKARLS anti.virus Configuration | Sample Configuration j
— Update

oo 2 00 § - oo : 00 §
Fileshare |Use randomized-pool j
[™ Allow Binary Updates

[ Disable system tray Status Motifications

[~ Get Updates from External Servers

— Rights Management

The host's connection credentials in case of the operation across
domains.

Username |

Password |

The group the host must belong to in order to be allowed to alter the
configuration and perform action on the virus list.
If not specified no restrictions are made at all.

Directory Group |2/ | xl

Save | | Cancel

Figure 5-24 Ul — Properties Page
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5.2.8 General Page on Groups

The General Page window (Figure 5-25) on groups displays statistical information
about clients within the currently selected group node. It provides you with an easy
way to investigate the status of multiple clients in one place. If you need to investi-
gate the status of multiple clients that are not in the same group, you may use the
Multi-selection feature of the Directory.

5.2.8.1 Layout

The General page for groups’ shows summed up information about all hosts that are
part of this group. At the top of the page general information is shown, such as:

Name of the group: Shows the name and status icons of the current node.
Total Number of Viruses: Shows the total number of infections on the current
node.

Number of Clients Online: Shows the total number of online clients on the cur-
rent node.

Number of Clients Guarded: Shows the total number of guarded clients on the
current node.

Administrated: Shows the total number of administrated clients on the current
node.

In the clients list beyond the general information, all hosts of the group can be seen in
more detail, with the following information:

Status Icon: Shows the status icons of this client.

Name: Shows the name of this client.

Infections: Shows the number of infections on this client.

Online: Shows the online status of this client.

Service Installed: Shows the service installation status of this client.
Administrated: Shows the administration status of this client.

Last Update: Shows the date in UTC of the last update process on this client.

Last Time Online: Shows the date (in UTC format) of the last time this client was
online.

(General X
V.| sample Group
Total Number of Viruses: 0
Number of Clients Online: 0
Number of Clients Guarded: 0
Administrated: 0
Clients:
Name Infections I Online I Service Installed | Administrated I Last Update l Last Time Online | |
Sample Computer1 0 - - - N/A N/A
Sample Computer?2 0 - - - N/A N/A

Figure 5-25 Ul — General Page on Groups
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5.2.8.2 Icons

&  Redicon means “No*
®  Greenicon means “Yes”
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5.2.9 General Page on Clients

The General Page Window (Figure 5-26) of a Client displays detailed information on
the currently selected client.

5.2.9.1 Layout

The general page for clients is separated into informational sections. Those sections
are:
* General: Displays online, service installation and administration statuses of this
client.
* Update: Displays the time of the last update to this client and the date the next
update process will occur.
* Versions: Displays the IKARUS anti.virus, database, scan engine and update
versions of this client.
* Protection: Displays the serial number, scan status, number of infections and
protection mechanisms that are enabled or disabled.
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Figure 5-26UI - Geneal Page on Clients
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5.2.10 Notification Bar

The Notification Bar control (Figure 5-27) is hidden by default. It will only be displayed if
there have been changes to the virus list of a client. If the IKARUS security.manager Ul
is not the active (foreground) application, the IKARUS security.manager Ul entry in the
Windows taskbar will start flashing to inform you that there are virus list changes.

5.2.10.1 Layout

i Status Update: 1 virus list update(s) on ' 1 virus list update(s) on T
Figure 5-27 Ul — Notification Bar

5.2.11 Charts Page

The Charts Page shows the 5 standard charts that are currently available in the
IKARUS security.manager and those 5 charts can be edited in the IKARUS securi-
ty.manager options (see section 5.2.14.7).

The 5 standard charts are:
e Administration of Hosts,
* Availability of Hosts,
* Infection of Hosts,
* Virus Top 5 and
* Virus per Operating System.

In the page not only the charts are displayed, but also the time of creation. The charts
can easily be refreshed by pressing the refresh button in the upper right corner.

The button to the left of the refresh button is used to create a PDF report of the charts.
This report only holds all charts that were currently displayed in the Chart Page. The
PDF report can also be adapted in the IKARUS security.manager options.

Note: You need to have a PDF viewer installed to view the PDF report.

Note: For further information on how the charts can be edited and adapted go to the
IKARUS security.manager options (see 5.2.14).

Note: For displaying charts at least Internet Explorer Version 7 must be installed. To
ensure full functionality it is recommended to use Internet Explorer Version 9. Consid-
er to enable JavaScript because this is used for estimating charts.
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52111 Layout

Charts /* Overview Page |~ General | Properties | X

Creation date: 7/31/201217:07  fily  &J

-

Availability of Hosts

M Offline Hosts
M Online Hosts

Comparison of on- and off-line hosts

=

Virus Top 5

1.0
0.8
0.6

[ Number of Infections|

0.4+

Number of Infections

0.2 +

0.0

Viruses

Comparison of the TOP 5 viruses

Figure 5-28 Ul — Charts Page
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5.2.12 Global overview page

This screen is used as an overview of all registered IKARUS security.manager servers
(see figure Figure 5-29), which is only available in management mode. The most im-
portant information is shown like the number of computers, how many computers are
being administrated or are infected or not up-to-date. Furthermore, the current license,
version and time stamp in connection with the last update are shown.

K
Overview of all IKARUS security.manager instances 0
This page provides an overview of all IKARUS security.manager instances with their key information.
Click the Refresh Button on the right hand side to reload information for all instances.
Server | tumber of Hosts | Administrated hosts | Infected Hosts | Outdated Hosts | License expires at | Version | Last connection State | |
18 o 0 0 1/1/201523:50  42.6  4/18/2013 5:00:01 PM V]
g o o 0 o ]
2wk ] ] 0 0 Error in connection [*]
©@ rrappebie 146 ] 2 0 1/25/2014323:58 436  4/18/2013 4:59:40 PM oK g
] o 0 0 Loading...

Figure 5-29 Ul — Global overview page

The data of IKARUS security.manager servers is not updated automatically. The most
recently retrieved connection data is saved and is available for the next login. Each

IKARUS security.manager server can be updated individually by clicking @ in the

respective line. The & symbol on the top right can be used to update all entries in the
global overview page.

After each update, the current status is provided, which gives information on possible
problems:

* Loading...
The data is being retrieved.
« OK

The information was loaded successfully.
* Errorin connection

The connection could not be established.
* Valid credentials

The access data is valid
* License violation

There was a problem with the license, which should be clarified.
* The last connection was established more than two days ago
* No connection has never been established

If a version is being used that is older than 4.2.x, then that IKARUS security.manager
server cannot be used with management mode. Nevertheless, they are shown in the
global overview page.
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Furthermore, it is possible to use the right mouse button to call up the shortcut menu
with the following entries (see ).

Zum Service verbinden
Als Standard ISM setzen.

Hinzufiigen

Bearbeiten
Laschen

Figure 5-30 Ul — Global overview page - shortcut menu

Connect to service

Changes to the currently selected IKARUS security.manager server and closes
the connection to the previously selected IKARUS security.manager server.
Set to default ISM.

The currently selected IKARUS security.manager server is set to be the default
server after a restart.
Add

Adds a new IKARUS security.manager server to the list. See chapter Error!
Reference source not found. for more information.

Edit

The login properties of the currently selected IKARUS security.manager server
are edited. The edit dialogue is not available if the selected IKARUS securi-
ty.manager already has a connection to it or a connection is currently being es-
tablished. See chapter Errorl Reference source not found. for more infor-
mation.

Delete

The currently selected IKARUS security.manager server is deleted permanent-
ly from the management list. Therefore it is no longer possible to establish a
connection. The currently connected or default IKARUS security.manager
server cannot be deleted from the list.
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5.2.13 IKARUS anti.virus Configurations

The IKARUS anti.virus Configurations window (Figure 5-31) lists all available IKARUS
anti.virus configurations and the clients that use them. You can edit a configuration by
clicking the “Edit selected Configuration” button or by double-clicking the configuration
you want to alter. For further information about the IKARUS anti.virus configuration
and the various settings, refer to the IKARUS anti.virus manual.

5.2.13.1 Layout

In the toolbar of the Configurations dialog it is possible to do the following actions:
* Add Configuration
» Edit selected Configuration
* Delete selected Configuration
* Import Configuration
* Export selected Configuration

In the first list of the dialog (see Figure 5-31) all available configurations of the IKARUS
security.manager are shown and by opening the second list, it is also possible to view
all hosts that use the selected configuration.

~ioix]
LIRS
Sample Configuration

Sample Configuration 1

A (lients that use this configuration

Sample Computer 1

Figure 5-31 Ul — IKARUS anti.virus Configurations

5.2.13.2 General

On the General tab of the IKARUS anti.virus Configuration dialog, all necessary pro-
tection settings can be enabled or disabled. The configuration can be saved by clicking
the OK or the Save button and the changes can be discarded by clicking the Cancel
button. Clicking the OK or Cancel buttons will also close the IKARUS anti.virus Config-
uration dialog.

It is possible to set the following settings on the General tab:
* Enable System Protection: Enables or disables system protection (if disabled,
all other options will be disabled, t00)
* Enable Internet download protection: Enables or disables protection for Inter-
net downloads
* Enable spyware protection: Enables or disables spyware protection
* Enable dialer protection: Enables or disables dialer protection
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Exclusions | Logs I Extras I Anti-Spam | Scans
General | eMail | Update | Dial-Up Connections
Extras

[ Enable system protection

|+ Enable Internet download protection
[+ Enable spyware protection

|¥ Enable dialer protection

Cancell Sa\rel

Figure 5-32 Configuration General tab

5.2.13.3 E-mail

On the e-mail tab of the IKARUS anti.virus Configuration, e-mail protection of the client
can be enabled or disabled. Additionally, the administrator can configure various set-
tings such as where the scan report is placed in the e-mail. With incoming and outgoing
e-mails, the e-mail scan report can be positioned at the beginning or the end of the e-
mail or be omitted.

In the email section it is possible to configure the following settings:
* Activate email Protection: Enables or disables e-mail protection
* Save infected attachments: Specifies whether attachments should be saved on
the client side

* Show scan status: Shows the scan status
* For incoming e-mails: Sets the position of the scan report in incoming mail
* For outgoing e-mails: Sets the position of the scan report in outgoing mail
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Exclusions | Logs | Extras I Anti-Spam | Scans |
General eMail | Update | Dial-Up Connections
eMail Settings

Do you want to activate eMail protection?

|v Save infected attachments

For incoming eMails

Place scan report at the end of the E-Mail j | Show scan status

For outgoing eMails

I Place scan report at the end of the E-Mail j

Cancell SEvel

Figure 5-33 Configuration e-mail tab

5.2.13.4 Update

All settings necessary for updates to the IKARUS anti.virus are configured on the Up-

date tab. In particular, when using a proxy server, you need to specify the correct set-
tings here.

In the update tab the following settings can be set:
* Search automatically: Enables automatic search
* Install product update automatically: Automatically installs product updates
* Use proxy server: Enables/disables use of a proxy server
* Server: Proxy-server address
* Port: Proxy-server port
* Username: The username for the proxy server if needed
* Password: The password for the proxy server if needed
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Exclusions | Logs | Extras | Anti-Spam | Scans |
General | eMail Update | Dial-Up Connections
Update Settings

Do you want to automatically search for product updates?
[ Search automatically
[+ Install product update automatically

[~ Use proxy server

Proxy Settings

Server I Port IO
Username I Password I

Cancell Savel

Figure 5-34 Configuration Update tab

5.2.13.5 Dial-Up Connections

If you still have a modem or dial-up connection in place you can set the connection set-
tings on the Dial-Up Connections tab. The Modem connection tab allows for setting the
auto-dial function for updating the IKARUS anti.virus. You can specify a period of time
during which AutoUpdate will automatically connect to the Internet (if dial-up connection
is selected).

In the dial-up tab the following settings can be adapted:
* Modem/Dial up connection: Enter the dial-up or modem connection name here
* Activate automatic dialing: Enables automatic dialing

* Timespan setting: Sets the time frame when the connection is automatically es-
tablished
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-la/x]
Exclusions | Logs | Extras | Anti-Spam Scans |
General | eMail | Update Dial-Up Connections

Connection Settings

Flease enter the desired modem/dial up connection:

I™ Activate automatic dialing

Automatically establish Internet connection between

15200 4 and 16 32 0D §

Download all available updates by dial up and exit dial up connection when finished. For
already established dial up connections, there will be neither a connection attempt initiated,
nor will any active connection be dosed after download completion.

Cancell Sa\rel

Figure 5-35 Configuration Dial-Up Connections tab

5.2.13.6 Exclusions

On the Exclusions tab, you can select files and process that will be excluded from the
IKARUS anti.virus scan. This is useful when you want to exclude a service from the
scan that is already using a considerable amount of the system resources (e.g. MP3,
holiday photos, etc.), or if you do not want to scan a specific directory.

If you have set environment variables for specific folders/drives you want to exclude
system-wide, use this function rather than specifying the path. If the path is different on
every host, the IKARUS anti.virus will exclude the correct path. Use Ctrl + Spacebar in
the textbox to display all environment variables of your current system (i.e. the system
where the user interface is installed).

In the exclusion tab it is possible to configure the following settings:

* MiB number box: Enables or disables file scanning for files bigger than the
specified size.

e Add button: Add paths and environment variables on the file exclusion tab.

» List of Exclusions: This is a list of already selected paths/environment variables.
If you choose the process exclusions it displays the excluded processes.

* Generalize Paths: If you are not sure whether there is an environment variable
for a path, click Generalize Paths. This link is not available for process exclu-
sions.

0 Old Path: The path you entered
0 New Path: The path replaced with environment variables
0 Apply: Check if you want to apply the change
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General [ eMail | Update | Dial-Up Connections
Exclusions | togs | Bdras | Anti-spam | Scans
Exclusions
Please select which files/processes are excluded from scanning.
[¥ Do not scan files bigger than IB MiB

File Exdlusion(s) Process Exclusion(s)

C:\
C:\Program Files (x86)

S

o] ] s

+ Environment Variable Replacement

Possible replacements

=10 x|

0ld Path [ Newpath | Apply| |
C:\Program Files (x86) %ProgramFiles(x86)% |v
c:\ %HOMEDRIVE%\ v

[V Select All oK | Cancel |

Figure 5-36 Configuration Exclusion tab (File exclsion)

5.2.13.7 Logs

On the Logs tab, the administrator defines actions that will be logged in the IKARUS

anti.virus.

In the logs tab the following settings can be changed:

* Log system supervision in the main log: Logs the system supervision to the

IKARUS anti.virus main log.

* Record logs for scans: Enable if logs should be written for the scans.
* Record all data when scanning: Enable if all data should be recorded.
* Activate log file overwrite: An existing log will be overwritten when a new scan

is started.
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+ IKARUS virus.utilities Configurations =]

Gl | sl | updste | DiakupComnecions |
| awspam | sens |

Figure 5-37 Configuration Logs tab

5.2.13.8 Extras

Use the Extras tab to restore the defaults of the IKARUS anti.virus and to enable sys-
tem protection for the startup processes of your operation system. In the Extras tab the
system protection can be enabled to start at startup and it is possible to reset all set-
tings to the default configuration.

+ IKARUS virus.utilities Configurations

Figure 5-38 Configuration Extras tab
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5.2.13.9 Anti-Spam

The IKARUS Anti-Spam Module allows for filtering e-mail received in Outlook, Outlook
Express, or Windows Mail. Click the Activate Anti-Spam option in the settings of IKARUS
anti.virus to enable spam protection.

The Anti-Spam Module will be enabled after the subsequent program restart. For con-
figuring spam evaluation, click the yellow and red controls (yellow indicates possible
spam, and red indicates spam).

At the bottom, you can choose the action to perform when receiving spam mail:
* Mark e-mail with a “Possible Spam” label in the subject line, or
* Move mail to the junk mail folder of your mail client

An e-mail that is considered as a possible spam, will always be labeled in the subject
line but will remain in the inbox of your mail client.

+ IKARUS virus.utilities Configurations - | Ellil
General | eMail I Update | Dial-Up Connections
Exclusions I Logs | Extras Anti-Spam | Scans

Anti-Spam
[ Activate Anti-5pam
1 i = 4 5 6 7 8 9 10
s REGULAR POSSIBLE SPAM m— SPAM
Action on Spam Mails
Mark mail j Advanced Spam Protection
Cancel | Save |

Figure 5-39 Configuration Anti-Spam tab

Advanced Spam Protection:
This option allows for configuring your own spam filter. You can define spam rules for
senders, recipients, subjects, and contents.

The following settings can be made:
* e-mail Section: Defines what section like sender, recipient, subject or content
should be used for spam-rules
* Content: Content to parse for
* Type: Type of e-mail that can be regular mail, possible spam or spam
e Add button: Click to enable advanced spam protection
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* e-mail Section column: List entry e-mail section
* Content column: List entry content
* Type column: List entry e-mail type
* Priority column: By the help of these buttons the rules can be deleted or moved
to new locations:
0 Delete Advanced Spam Protection

0 Moveto Top
0 Move up
0 Move down
0 Move to Bottom
el
eMail Section Content Type
I Sender j I I REGULAR MAIL
eMail Section | Content Type I Priority |
Sender max.mustermann REGULAR. MAIL ﬂ |

] eno

Figure 5-40 Configuration Advanced Spam Protection

5.2.13.10 Scan

You can configure the scan to be performed automatically or launch the scan manually
in IKARUS anti.virus. You can manage and add as many scans as required.

Preset scans:

* Fast System Scan: Scans the Windows installation directory. The majority of ma-
licious programs such as viruses and Trojan horses are located in this directory
and are quickly and reliably detected.

* System Partition: This preset scans the drive where your operating system is in-
stalled. All archives, directories, folders, and files on this drive will be scanned by
IKARUS anti.virus.

* Entire Host: IKARUS anti.virus will scan all drives on your computer.

* Removable media: All external drives such as USB sticks and CD ROM drives
will be scanned.
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+ IKARUS virus.utilities Configurations

General I
Exclusions |

eMail I
Logs I

Update I

Extras I Anti-Spam

Scan Profiles
Please configure the scan-profiles.

=10l x|

Dial-Up Connections I

Scans

Profile Name I Automatic Schedule | |

Removable Media
Entire Host
System Partition
Fast System Scan

&dd Scan Profils

Figure 5-41 Configuration Scans tab

Click “Add Scan Profile” to configure a custom scan profile. You can enter any name for
the scan. Click “Browse” to select the folders or files to scan. You can also set the pro-

gram to perform an automatic scan where required.

The automatic scan can be scheduled for any time (for example, every Friday, 12pm).
The scan will be performed only for those areas selected by the user.

+ IKARUS virus.utilities Configurations Scans

=101 x|

Profile Name: I D_Drive_5can

[v Automatic Scan

I Every day vl

at

17 oo

-

=

oY

Save | Cancel

Figure 5-42 Configuration Add Scan Profile
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5.2.14

IKARUS security.manager Settings

The IKARUS security.manager Settings window (

Figure

5-43) shows settings for the IKARUS security.manager Server. The window is

separated into five tabs: General, E-Mail Notifications, Update, Fileshare, LDAP and

Charts.

Changes to the settings are committed upon clicking the OK or Apply but-

tons at the bottom of the window. These two buttons will be disabled when entries
are missing or invalid. Clicking the Cancel button will close the window and discard

all cha

nges, clicking the OK button will save all changes and close the window.

5.2.14.1 General

In the General tab the following settings can be set:

In the
bled:

In the “

© 2012

Shared Directory: Sets the directory where ismxstartup.exe is stored for the
IKARUS anti.virus deployment.

0 Open Browser Button: Opens a browser window for choosing the

shared directory.

Enforce Client Update: Enable or disable deployment over TCP.
Enforce Client Update Port: Enable deployment over specified TCP port.
Administration Port: The port the IKARUS security.manager Ul uses for com-
municating with the IKARUS security.manager Server.
Automatically Add Clients: Specifies whether new clients in the LDAP are au-
tomatically added to the Directory.

“Change Management” section the following settings can be enabled or disa-

Enable Change Management according to the ITIL: Enables or disables
change tracking.

Ask for comment at Log-in screen: If enabled, the user must enter a comment
on login attempts.

Maintain change log for server settings: If enabled, logs all changes made to
settings.

Ask for Request for Change (RfC) ID: If enabled, the user must enter an RfC ID
on login attempts.

Used config after drag and drop” section the following settings can be done:
Drag and Drop Behavior: If enabled, user gets a naotification what to do with
config files after moving hosts in manual group.

Define Standard Behavior: If the same behavior should be applied in every
case, then choose if hosts should use own or parent config file.

IKARUS Security Software GmbH
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Figure 5-43 Ul — IKARUS security.manager Settings -General
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5.2.14.2 E-Mail Notifications

In the e-mail tab the following settings can be set:
* Enable e-mail Reports: Enable or disable e-mail reports.
* Mail Server: Defined mail server over that the reports are sent.
e Sender: The address from which the reports are sent.

e Enable Authentication: Enables or disables user authentication with the e-mail
server.

* Username: The username used to authenticate with the e-mail server.
* Password: The password used to authenticate with the e-mail server.
* Available Reports: Lists all available reports.

* Add New Report: Open the IKARUS security.manager Reports window, see
Section 5.2.14.3.

I Enable E-mail Reports

Mg Lerver I

Srnide I

I™ Ennble Authsntication

LEsminms I

Pazswond I

Avallable Reports

I5M Virus Report
154 Std Report
15M New Clhient Repert

Add New Beport

Figure 5-44 Ul — IKARUS security.manager Settings E-Mail Notifications
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5.2.14.3 IKARUS security.manager Reports

In the reports dialog the following settings can be set to configure the e-Mail report:
* Report Name: Sets the name of the report.
* Enable Report: Enables or disables sending of this report.

Report Type: Sets the type of the report. Following types are available:
0 “On Virus” Report: Send report when a virus is found.

0 “On Auto-Add” Report: Send report when a computer is added to the
LDAP automatically.

0 Day Report: Send report on the set days.
0 ISM Server Startup Report: Send report as the server starts up.
0 Interval Report: Send report at the specified time.
* Scheduled Time: Sets the time when the report is sent.
* Day Mask: Sets the days on which the report is sent.
* Enable Virus Report: Include virus information.
* Enable Version Report: Include version information.
* Enable Client Report: Include client information.
* Enable Server Report: Include server information.
* Add Button: Add a recipient for the report.
* Recipients: List of all recipients of the report.

+ IKARUS security.manager Reports L'
Report Name INew Report [V Enable Report
Report Type I Day Report :_I

Scheduled Time 00 & 00 %

Day Mask [ Monday |~ Tuesday |~ Wednesday |~ Thursday

I Friday | Saturday |~ Sunday

Reports [V Enable Virus Report
I Enable Version Report
[~ Enable Client Report
|~ Enable Server Report

Add new Recipient Add

Recipients

Figure 5-45 Ul — IKARUS security.manager Settings -Reports
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Virus Report:

The virus report can either be set as a separate report type, which then will be sent,
when a new virus is found in your system, or as report information additional to a differ-
ent report, e.qg. day report. The report has the following format:

I SM Vi rus Report:
testuserl.ikarus.at is infected with 1 virus(es)
testuser2.ikarus.at is infected with 38812 virus(es)

testuserl.ikarus. at:
c:\ Users\ Test User 1\ Deskt op\ ei car. com ( El CAR- ANTI VI RUS- TESTFI LE)

testuser2.ikarus. at:
Detailed virus data for this host is currently not available on I SM

It might happen that not all virus information is available for a host on the ism side (e.g.
Host was turned off after infection detection by user and the IKARUS anti.virus was not
able to upload all information to the IKARUS security.manager Server). When this oc-
curs the report only holds the information “Detailed virus data for this host is currently
not available on ISM!”. You can either connect to the IKARUS security.manager Server
and check when the data is available in the virus list (see section 5.2.3) or you can start
IKARUS anti.virus in the IKARUS security.manager Ul (see section 5.2.1), where the
viruses were found.
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5.2.14.4 Update

In the Update tab the following settings can be set:

* Silent Update of the IKARUS security.manager Server: Enables the automatic
update of the IKARUS security.manager Server.

* Proxy Server. Sets the proxy server through which the IKARUS securi-
ty.manager Server is accessing the updates.

* Proxy Port: Sets the port the connection is established through.

* Username: Sets the username for authenticating with the proxy server if need-
ed.

* Password: Sets the password for authenticating with the proxy server if needed.

[+ Silent Update of the 15M Server
Preoy Senver Prooey Port
[ | suan
Uzername l
Passmord |

Figure 5-46 Ul — IKARUS security.manager Settings tpdate
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5.2.14.5 Fileshare

For avoiding resource bottlenecks, fileshares should be used. Administrators have to
first create fileshares for the usage with IKARUS security.manager. Please notice, that
the IKARUS security.manager Server needs read and write rights for keeping data
up to date. Figure 5-47 shows the fileshare-tab.

In the fileshare tab the following information in the list can be seen:
* Online/Offline: A fileshare is set to online if all files are available and up to date.
* Randomized Pool: If a fileshare is in the randomized pool then it will be random-
ly assigned to a host that actually needs an update.
* Fileshare List: Contains all active or inactive fileshares

The following two actions can be performed in the fileshare tab:
» Start Rollout: If new fileshares are added, users may want to start immediately a
rollout of the files.
* Add fileshare: Adds a new fileshare. Fileshares will be set to online as soon as
all files are copied by the rollout process

Path | ontine | 10 randomized-posl
|| I s b e - =
| il chare ] - "
| ' i e a2 - =
| I fifecharel) - i
il | &

Start Rokiout Add fileshare
Figure 5-47 Ul — IKARUS security.manager Settings +ileshare

The IKARUS security.manager Server checks every minute if a fileshare is available
or not. The actual state is visualized by ® (fileshare is online) or ® (fileshare is offline),
see Figure 5-47 second column. A fileshare is available if all necessary files are exist-
ing and up to date.

Furthermore IKARUS security.manager Server checks every 20 minutes if updates
are available and need to be copied to the defined fileshares. It is also possible to start
the rollout-process of the update-files manually with “Start Rollout” (see Figure 5-47).
A cleanup process, which is triggered once per day, deletes old files for keeping the
amount of data as small as possible.
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A fileshare is set to a corresponding host or group by the help of the properties page
in section update (see section 5.2.6).
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5.2.14.6 LDAP

In the LDAP tab the user can configure the LDAP settings by changing the following
settings:

* Auto Detect Domain: Try to auto detect the domain

* Servername: Name of domain controller (see section 9.2)

* Type: Type of LDAP (see section 9.2)

* Attribute: Sets attribute to read (see section 9.2)

» Searchpath: Defines domain for scanning (see section 9.2)

* Filter: Sets the criteria used on resolving the specified attribute (see section 9.2)

* Auth Method: Method for authentication on domain controller (see section 9.2)

* Username: Sets the username for the LDAP connection (see section 9.2)

* Password: Sets the password for the LDAP connection (see section 9.2)

* Exclusions: Overview of defined exclusions

* Add Exclusions: Add a new host that will be not listed in directory

* LDAP-Settings Test: Test if a LDAP can be found with the given parameters

The Ldap sattings can be configured here. It may take a view minutes to update the
GUL.

I™ Auto Detect Domain

Servername | ecx-2ha-de-sev.labor Jocal

Type | natny

Attribute [ &NSHostName

Searchpath | de=labor, de=local

Filter |{ohjectCategory=computer)

Auth Method [ smpte

Usemame [LD-’«P Connector

Password riiiui

Check sattings | Ldap settings not tested.

Exdusions.

add Exchasron
Figure 5-48 Ul — IKARUS security.manager Settings £DAP

By the help of the dialog, which is shown in Figure 5-48, a LDAP can be used. Previous-
ly a LDAP was configured in the config-file. If a <ldap> section is within the config file,
then this section is read and set by the IKARUS security.manager Server automati-
cally. Afterwards the <ldap> section will be deleted from the config file.

Therefore two ways are possible for setting a LDAP:
* Use the LDAP-tab within the IKARUS security.manager Settings
* Add the <ldap> section to the config file
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More information about the config file and LDAP parameters may be found in chapter 9
as well as in section 9.2.

5.2.14.7 Charts

In the Charts tab it is possible to modify the appearance of the standard charts and
change description text (see Figure 5-49).

+ IKARUS security.manager Settings

ﬁi—ﬁﬁ

Figure 5-49 Charts options
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Section list of charts:
In the upper section of dialog the 5 standard charts are listed.
* With the arrow keys it is possible to change the order of the charts.
* Through the enabled checkbox it is possible to hide charts from the Charts
Page as well as in the PDF (see section 5.2.11).
* If the chart type is “pie-chart”, it is possible to show the count next to the per-
centage in the pie chart by checking the “Show-Count” checkbox.

Section settings:
The settings are divided into 3 parts. Those settings depend on the chart that is select-
ed in the charts list above.

In the “Show Legend” part it is possible to decide where the legend of the chart is situ-
ated (Top Right, Right, Bottom Right) and if a legend is even displayed.

In the “Shape Properties” part the chart type (pie or bar chart) can be chosen and the
width and height can be set for any chart, so that it best fits your screen resolution. The
minimum width and height for the charts is 500 pixels.

In the “Additional Text” part it is possible to add your customized descriptions. Those
descriptions will be displayed in the report and on the Charts Page.

PDF Report:

The link “PDF-Settings” in the lower left corner opens a dialog, where you can change
the standard header and footer of the report to your personalized header and footer
(see Figure 5-50). It is also possible to revert it to the default header and footer. The
footer and header can also be disabled, so that they are not shown in the report. Those
settings only affect the appearance of PDF report.

+ IKARUS security.manager PDF Settings x|

Header | Footer |
This tab provides settings for PDF-header.
[V Show Header

(¢ Use standard text
(" Use own text

Figure 5-50 PDF Report settings
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5.2.15 Dialog “Clean host-entries from database”

This dialog should only be used if hosts were manually deleted from the Active Di-
rectory. In this case the deleted hosts may still be available in the database, and this
dialog provides a way to finally delete them from the database. Please note that the
selected hosts will be deleted irrevocably!

On the left side of the dialog all unused hosts are displayed. These are hosts that are
still in the database and managed, but do no longer appear in your Active Directory or
in your manual group. This can occur, because the IKARUS security.manager does not
automatically deletes hosts from the server when they are no longer available in the
Active Directory, because the server cannot assume the user behavior.

An administrator of the IKARUS security.manager must manually remove those hosts,
by moving a host from the left list, “Deleted hosts from Active Directory”, to the right list,
“Hosts that will be deleted”. To move a host from one list to the other, there are 4 but-
tons in the middle of the two lists:

e Select all hosts: All hosts are set to remove host list

* Select one host: Selected host is set to remove host list

* Unselect one host: Selected host is deleted from remove host list
* Unselect all hosts: All hosts are deleted from remove host list

4+ Clean host-entries from database x|

Clean unused hosts

If hosts are deleted manually from Active Directory, it may happen that these hosts are still
available in database. This dialog will delete the hosts irrevocably!

Number of unused hosts: 4

Deleted hosts from Active Directory Hosts that will be deleted

HostA
HostB
HostC
HostDr

>

2 - [

OK | Cancel |

Figure 5-51 Ul — Clean host-entries from database

Cleaning up the database from unused hosts, licenses that were assigned to the se-
lected hosts may be given free. This dialog is available under Tools = Clean host-
entries from database.
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5.2.16 About Dialog

5.2.16.1 Layout

In the About Dialog the information is separated into two sections:
* Version Information: Displays the IKARUS security.manager Ul, IKARUS secu-
rity.manager Server and Updater versions.
* License Information: Displays the expiration date and how much of your license
capacity is used and free.

At the bottom of the dialog a user can renew his license by clicking the Renew License
link (see Figure 5-52).

x
CIKARUS .
security.manager

Version Information

ISM GUI: 3.0.97

ISM Server:  3.0.97 Updater:  1.0.134
Copyright © IKARUS Security Software GmbH 1986-2011

License Information
Your license expires at the 20/01/2012 23:59:59 UTC.

Owner: IKARUS Security Software GmbH
Serial:  xx996644pp08

You are administrating 0 client(s). With this license you are
allowed to administrate up to 50 client(s).

Renew License

Figure 5-52 Ul — About Dialog
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5.2.17 Management mode

Via this menu option, you are given access to all the options that concern the manage-
ment mode of the IKARUS security.manager. Here you are given an overview of your
IKARUS security.manager instances and can add, edit or delete them. Furthermore,
you can use this menu to export the settings of your IKARUS security.manager in-
stances to a password protected file, and change the password for the configuration file
of management mode.

Please note that this menu is not available in single mode.
5.2.17.1 The "Options" menu option

The options dialogue can be found in the main menu under "Options".

+- IKARUS security.manager
Fle View Tools Help | Management

Optiens

S
ezl § Change password for management mode

Figure 5-53 : Ul - "Management" menu, "Export configuration file" menu option

The dialogue provides an overview of your IKARUS security.manager instances. They
are shown in the list with the server name, port, username and description. In addition,
you can see whether an instance has valid connection data and whether it is setup as
the default instance.

+ IKARUS security.manager - Multiple ISM Options 1] 1]

Organize ISM instances
In this section you can add, delete and edit all of your 15M instances. Furthermore it is possible to set up & default
15M with this the UL is started automatically.

Current number of IKARUS security.manager instances: &

Server | Port |1_Isername Description | Valid credential | 1= default ISM

[ - 9887 admin - -
Peanb= fdem  o8E7 admin -
= 9887 admin L
g - 9887 admin -
- 9887 fa *
ol B W ol 9887 admin -

Add new ISM

e

Figure 5-54 : Ul — Options dialogue
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You can edit and delete the existing instances, and set them to be the default instance.
All operations can be called from the shortcut menu.

+ IKARUS security.manager - Multiple ISM Options _X_I

Organize ISM instances
In this section you can add, delete and edit all of your 1SM instances. Furthermore it is possible to set up a default
1SM with this the U is started automatically,

Current number of IKARUS security.manager instances: 6

Server | Port | Username | Description | alid credential | Is default 1sM |
rame 9887  admin o .

Set as default ISM
B DEE] 9887 admin
e Pkl Bw 9887 admin

Edit
Delete

L 9887 fg
w—yeafees 9887 admin

Add new ISM

o] ] am]

Figure 5-55 : Ul — Shortcut menu in the options diebpgue

"Set as default ISM" means that when the program restarts, the connection will be es-
tablished automatically to that IKARUS security.manager instance. There must always
be a default instance. You cannot delete it.

If you click "Delete", the selected instance will be deleted from the list. Please note that
you cannot delete the IKARUS security.manager instance to which you are currently
connected nor the default instance. It is also possible to delete instances by selecting
an instance and then pressing the delete key of your keyboard.

5.2.17.1.1 Editing the IKARUS security.manager server

If you click "Edit" in the shortcut menu of an IKARUS security.manager instance, you
will reach the edit dialogue. There, you have the possibility to change the server name,
port, username, password and description.

As an alternative, you can double-click an IKARUS security.manager instance in the
list, which will also open the edit dialogue.
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~ Server Settings
Server | FRETY =
Port B
Username [ admin
bassuiord [eees

[~ Change password for new installation

Valid credential - Verify credentials |

— General Settings

=
Description

|

[ Set as default 15M

Figure 5-56 : Ul - Edit dialogue

The program will make you aware of any invalid input. It is only possible to confirm the
data if all entries have been acknowledged as valid. The port number must, for exam-
ple, lie in a specific range of numbers to be able to successfully create this instance.

+ IKARUS security.manager - Edit ISM instance ll
— Server Settings
Server | [T
Port odl
Username I €3 Please provide a valid port number.
Valid Port numbers are from 1024-65535.
Password I

[~ Change password for new installation

Valid credential - Verify credentials |

— General Settings

[
Description

o

o o

Figure 5-57 : Ul - Edit dialogue, entering invaliddata

[ set as default 15M
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Activate the "Change password for a new installation" option. Then you can change the
password of the IKARUS security.manager instance. However, that is only possible
after a new installation.

+ IKARUS security.manager - Optionen zur Verwsltung mahrene 15M Tnst: o x|

ISM-Instanzen organisieren
In dieser Sektion konnen Sie all Thre 15M bearbeiten oder neue hinzu Zusatzlich konnen Sie eine

Instanz als Standard-Instanz wahlen welche dann beim Start astomatisch ausgewahlt wird.

Aktuelle Anzahl von IKARUS security.manager Instanzen: 2

bearbeiten Bix]
Serv  —Server tandard 1SM
localh -
Server Ilocalhosi
Port | 9687
Benutzername I admin
Passwort I Snus.

I™ Passwort fiir sine neus Installation andern

Zugangsdaten giiltig ™

Beschreibung

=

T~ Als Standard ISM setzen,

euen 15M hinzufiigen
Ok Abbrechen

x| st ||

Figure 5-58 : Ul - Edit dialogue, changing the pasgord for a new installation

You must enter the same value in both password fields. Click "Set password" to check
whether the password change is possible. If it is, then the password of the IKARUS se-
curity.manager instance will be reset.

Click the "Check connection data" button to have the program check the correctness of
the entered data. You will be informed of the result of the verification by a message
window as well as the status indicator to the left of the button. It is green if the connec-
tion was established successfully, or red if the test connection failed.
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X]
— Server Settings
Server [P
Port EE
Ysrmee Iadrnin
— ==

[~ Change password for new installation

Valid credential - Verify credentials |

— General Settings — .

IKARUS security.manager Infc x|

Description

o] e

Figure 5-59 : Ul - Edit dialogue, checking the acss data

With the checkbox on the bottom edge of the dialogue, you define whether the in-
stance is your default instance. You will be automatically connected to the default in-
stance every time the program restarts. Please note that there must always be such a
default instance. You may be requested by the program to set this option.

When you have completed all the necessary fields and the entered data is valid, then
you can close the edit dialogue by clicking "OK".

5.2.17.1.2 Add IKARUS security.manager server

In addition, it is possible to add new instances in the options dialogue. You can do this
by using the "Add instance" link under the list. One click on it opens the edit dialogue
described in the previous pages. Naturally, no fields are filled in. You must first of all
specify all the required information.

Please note that changes to IKARUS security.manager instances will only be accepted
permanently after clicking "Accept" or alternatively "OK".

5.2.17.2 The "Export configuration file" menu option

By using the "Export configuration file" dialogue, it is possible to write the settings of the
individual IKARUS security.manager instances to a new configuration file in an en-
crypted form. This file can then be forwarded at will. You can call the dialogue using the
Management = Export configuration file menu.
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[N IKARUS security.manager (localhost)
File View Tools Help | Management

Change passwiord for management mode
[+ JRRY + FSW
ot = O [ * localhost ) i,
b o -] | il

Figure 5-60: Ul - "Management" menu, "Export configuration file" menu option

Please note that the "Management" menu is not available in single mode.

The dialogue shows a list with all IKARUS security.manager instances as well as their
key information. You can use the checkboxes on the left edge of the list to choose
whether all instances or only specific ones are to be exported.

X
Please =elect the ISM instances you want to export in a config file. The ISM instance
which is set as default will be always exported. Consider to remember the password
because it will not be possible to use this config file again.
Auswahl aller Instanzen [[C]| Server | pot |  usemame | isdefauitism| |
4 localhost 9887 admin "
Auswahl einzelner | e o admin -
Instanzen ) — e GREY admin f-
[ ] 9887 admin C
Enter password for encryption
Password I
‘Re-type Password |
[~ Change password on next startup
Generate | Close |

Figure 5-61: Ul - "Export configuration file" dialo gue - selecting the ISM instances to be exported

For security reasons, it is necessary to give a password before exporting the file. It is
used to encrypt the file. You must enter it using the two text boxes under the list, and
the entries must be identical.

Attention: The password must be at least 4 characters long, and you must enter that
same value in both text boxes. You can only export the data when these conditions
have been met.
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[N IKARUS security.manager - Export multiple I5M config ﬁl

Please select the ISM instances you want to export in a config file. The ISM instance
which is set as default will be always exported. Consider to remember the password
because it will not be possible to use this config file again.

v | Server | ot |  usemame | isdefaultism| |
= localhost 9887 admin g
v g g R 0887 admin C
i remamswrelnr 087 admin 8
7 LS 3887 admin l

- Enter password for encryption -
Pasenmth = |

Re-type Password L‘“ |
r & Please provide a valid value.

Value must have more than 4 characters

Figure 5-62: Ul "Export configuration file" dialogu e - error message in the event of an invalid passwb

If you mark "Change password on next start-up", then the user who wants to use your
exported file will be requested to reset the password for the encryption of the file when
the program is started for the first time with your configuration file. Otherwise, the value
that you set will be used for this.
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[N IKARUS security.manager - Export multiple ISM config x|

Please select the ISM instances you want to export in a config file. The ISM instance
which is set as default will be always exported. Consider to remember the password
because it will not be possible to use this config file again.

I I Server | Port I Username Is default 15M I I
= localhost 9887 admin =
N e sn 9ss7 admin c
= PRI g 9887 admin C
M kil kb 9887 admin C
v . 9887 admin C

Enter password for encryption
Pmd I RN ERN

Re_mpmd I.I..'..'.

[+ Change password on next startup

o

Figure 5-63: Ul "Export configuration file" dialogu e - valid password

Now, you can start the export of the selected IKARUS security.manager instances by
clicking "Generate". In the following dialogue, you will be requested to specify the stor-
age path as well as a file name.

Save an Image File x]
. = —=
eo.v g - Computer - Lokaler Datentrager (C:) - - m | Lokaler Datentréger {C:) durc... Q
Organisieren »  Neuer Ordner e
= & Lokaler Datentrageil SR oE Anderungsdatum | Typ | GréBe | l;
|| Benutzer
| Benutzer 08.03.2013 11:13 Dateiordner
Bl develop
B Tl . develop 13.03.2013 10:54 Dateiordner
§
[ | intel_dp5Swg . Intel 09,11,2010 20:59 Dateiordner
Ly meins 1 intel_dpS5wg 09.11.2010 21:00 Dateiordner
1 Meuer Ordner 1 meins 08.01.2013 08:52 Dateiordner
9 WIDIA | Meuer Ordner 28.08.2012 14:48 Dateiordner
| Perflogs -
+. NVIDIA 03.01.2012 17:23 Dateiordner
4 Perl
= | Programme . Perflogs 14.07.2009 05:20 Dateiordrer
| Programme (k86 b Perl 10.11.2010 22:37 Dateiordner
FH W temp 1/ Programme 07.03.2013 1406 Dateiordner i
Bl tools | Programme (x86) 16.04.2013 10:33 Dateiordner
o LE0% | temp 11.02.201318:14  Dateiordner
H 0 WMs ‘ ) o
T =] i tools 11.11.7010 02:12 Dateiordner =]
Dateiname: I j
Dateityp: IConﬁg { *.conf) ﬂ
“ Ordner ausH.endenl Speichern I Abbrechen |
Z

Figure 5-64: Ul - Save file dialogue for exportinghe configuration file
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One click on "Save" saves the information in an encrypted form in the new file.
5.2.17.3 The "Change the password for management mode" menu option

This dialogue can be used to change the password for logging in to management
mode. It is available under the Management menu option.

[M Change password for management mode il

Old password I |

Mew password I

Confirm password I

It is important to note that password changes in management mode have no effect on
the passwords of the registered IKARUS security.manager servers. These changes
only affect the settings file that contains the list of registered IKARUS security.manager

servers.

Figure 5-65: Ul - Changing the password for manageent mode
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5.2.18 The Menu Bar

The menu bar (Figure 5-66) is located at the top of the IKARUS security.manager Ul
main window.

The menu bar includes the following sub-menus:

* File Menu (Figure 5-66)
*  View Menu (Figure 5-67)
* Tools Menu (Figure 5-68)
e Help Menu (Figure 5-69).

5.2.18.1 File Menu

The File Menu includes the following entries:
* Update ISM (F6): Invokes an update process of the ISM server.
* Exit (Alt+F4): Quits the current session and the ISM UL.
* Logout (Ctrl+Alt+F4): Quits the current session and opens the Login window.

File
Update ISM F6

Logout Ctrl+Alt+F4
Exit Alt+F4
Figure 5-66 Ul — Menu Bar — File Menu
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5.2.18.2 View Menu

The View Menu includes the following entries:
* Overview Page: Shows or hides the Overview Page, see section 5.2.6.
* Directory: Shows or hides the Directory, see section 5.2.1.
* General: Shows or hides the General Page, see section 5.2.8/5.2.9.
* Properties: Shows or hides the Properties Page, see section 5.2.7.

* Pending Tasks: Shows or hides the Pending Tasks window, see section 5.2.2.

* Virus List: Shows or hides the Virus List, see section 5.2.3.

* Log File: Shows or hides the Log File, see section 5.2.4.

* Change Log: Shows or hides the Change Log, see section 5.2.5.
* Restore Default Layout: Restores the default window layout.

e Toolbars/Main toolbar: Shows or hides the Main toolbar, see section 5.2.19.
* IKARUS anti.virus Configurations: Opens the IKARUS anti.virus Configurations

Window, see section O.

View
v Overview Page

v Directory
v General
v Properties

Pending Tasks
Virus List

Log File
Change Log

<<

Restore to Default Layout
Toolbars >

€' IKARUS virus.utilities Configurations
Figure 5-67 Ul — Menu Bar — View Menu
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5.2.18.3 Tools Menu

The Tools Menu includes the following entries:

Options (F12): Opens the IKARUS security.manager Options window, see Sec-
tion 5.2.14.

Clean host-entries from database: It is possible to clean up the database from
unused hosts by using the dialog “Clean host-entries from database”. For fur-
ther information on this dialog see section 5.2.15.

Change Password: Opens the Change Password window where you can set a
new password for the IKARUS security.manager.

Change Language: Opens the Change Language window where you can select
a different IKARUS security.manager Ul language. Changing the Ul language
does not require a program restart.

IKARUS Virus Dictionary: Opens the default web browser and changes to the
IKARUS Virus Dictionary.

Save Support Info: Generates a “ZIP” file that is generated on the IKARUS se-
curity.manager Server that can be saved on your local system. This file holds all
necessary information which the support department of IKARUS Security Soft-
ware needs to retrieve information about your system.

Tools Help

[#l5 Options F12
Clean host-entries from database
Change Password
Change Language

IKARUS Virus Dictionary
Save Support Info

Figure 5-68 Ul — Menu Bar — Tools Menu
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5.2.18.4 Help Menu

The Help Menu includes the following entries:
* User Manual (F1): Opens this IKARUS security.manager User Manual.
e Contact Information: Opens the Contact Information window.
e General Business Terms: Opens the General Business Terms of the IKARUS
security.manager.

* About IKARUS security.manager: Opens the About dialog that displays the
IKARUS security.manager version and information about the license in use.

Help
(9 User Manual F1

() Contact Information
General Business Terms

About IKARUS security.manager
Figure 5-69 Ul — Menu Bar — Help Menu

5.2.18.5 Management Menu

The management menu includes the following entries and is only available when man-
agement-mode is activated:

* Options: Opens the options-window for editing settings of the used IKARUS se-
curity.manager-Servers (see section 5.2.17.1).

* Export config: Using this menu it is possible to export already entered IKARUS
security.manager-Server (see section 5.2.17.2).

* Change password for management mode: Use this dialog if changing the
management-mode password is necessary (see chapter 5.2.17.3). Note, that
changes of the management-password have no impact of the password of all
entered IKARUS security.manager-Server.

Management

Opticns
Export config

Change password for management mode

Figure 5-70: Ul — Menu Bar — Management Menu
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5.2.19 The Toolbar

The Toolbar (Figure 5-71) can be found at the top of the IKARUS security.manager Ul
main window right below the Menu Bar. The IKARUS anti.virus Configurations opens
the IKARUS anti.virus Configurations window, see section O for more information.

5.2.19.1 Layout

+ IKARUS security.manager

File View Tools Help

15

Figure 5-71 Ul — Toolbar
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6 The Shared Directory

The Shared Directory is the network share where the ismxstartup.exe file will reside.
As this executable is required for installing the IKARUS anti.virus on a client, that par-
ticular client needs read access to that share and file. Further, the IKARUS securi-
ty.manager Server needs write access to that network share to place the file on the
share in the first place. You can specify the Shared Directory in the General IKARUS
security.manager Settings dialog (see

Figure 5-43).
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7 Licensing Information

To secure your network and operate the IKARUS security.manager, you will need a
valid license. A license grants a defined amount of user licenses and should be se-
lected appropriately for the size of your company. The IKARUS security.manager li-
cense is shared with all clients you need to administer. It is not possible to administer
and run more IKARUS anti.virus instances on your network than the license allows. Li-
censes for non-administered clients (if you previously have bought one or more licens-
es for them) may exist; if not, you will not be able to administer any more clients after
reaching the client limit of your IKARUS security.manager license. In this case, those
particular clients will not be secured by the IKARUS anti.virus and will thus be unse-
cure. Remember that clients without a valid license are a possible threat to your
entire network.

71 Registration

If there is no valid IKARUS security.manager license, the following dialog (Figure 7-1)
will show up asking you to provide a valid license using an IKARUS license file or an
IKARUS Activation Key.

In the Registration dialog it is possible to choose one out of the following two options to
register your IKARUS security.manager:
* License File: Opens a file browser where you can choose the IKARUS license
file you want to use.
* Activation Key: Opens the activation window, see section 7.2.

711 Layout

+ IKARUS security.manager Re x|

Mo valid License available!

Fleass renew vour License by dicking on License
File'

If you have an Activation Code, please click on
‘Activation Key' and fill out the form correctly.

For any further questions contact us via
support@ikarus.at or under +43 / 01 / 585 95 - 0.

.l_L. License File

E- Activation Key

Figure 7-1 Ul — IKARUS security.manager Registratio

7.2 Activation Key

If you have an IKARUS Activation Key rather than IKARUS license file, you may obtain a
valid license from the License Activation window (Figure 7-2). Provide the requested
information and submit your data. Upon successful submission of your data, you will get
an e-mail with your license file attached to the specified address. All fields that have an
asterisk are obligatory.
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+ IKARUS security.manager License Activation

Figure 7-2 Ul — IKARUS security.manager License Advation
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8 Software Distribution

The installation and uninstallation processes for the IKARUS anti.virus are subdivided
into different steps. To complete these steps successfully, the following criteria must be

met:

The IKARUS security.manager Server needs a shared directory (see Figure
5-43) set to place the binaries needed for a remote installation.

The IKARUS security.manager Server needs appropriate rights to remotely ex-
ecute binaries on the target client. If the IKARUS security.manager Server has
been installed with a domain administrator account and the target client is on the
same domain as the IKARUS security.manager Server, no further adjustments
need to be made for that client, otherwise, you need to specify credentials hav-
ing appropriate rights to launch executable files on the target client. You can
configure this on a client’'s Rights Management tab on the IKARUS securi-
ty.manager UL

The target client needs at least read access to the user-defined shared directory
to retrieve the ismxstartup binary.

The TCP communication ports need to be forwarded when using a firewall.

The target client must meet the hardware and software requirements specified
to operate the IKARUS anti.virus. Refer to the requirements indicated in the
IKARUS anti.virus manual.

The Enforce Client Update option in the IKARUS security.manager Settings
windows (Figure 5-43) must be enabled.
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8.1 Installing the IKARUS anti.virus

To install and deploy the IKARUS anti.virus, right-click a client or group in the Directory
to open the context menu and click on the Install anti.virus entry (Figure 5-15). The in-
stallation of the IKARUS anti.virus includes the below steps (Figure 8-1). It can take a
moment, so please wait patiently:

* Step 1: The IKARUS security.manager Server places the needed executable
files in the Shared Directory.

* Step 2: The IKARUS security.manager Server tries to install the ismxstartup
service remotely from the Shared Directory. The target client needs read access
to the Shared Directory and to files in it.

* Step 3: The ismxstartup service retrieves the guardxup binary from the IKARUS
security.manager Server, places it into the Windows temp directory of the tar-
get client, and launches it.

* Step 4. The guardxup binary performs all further steps left for installing the
IKARUS anti.virus on the target client. This includes retrieving the IKARUS an-
ti.virus binaries from the IKARUS security.manager Server and installing them
on the target.
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Shared Directory

Places Installa-
tien binaries in
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rectory Jsmxstartup”
binary remotely
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the Shared Di-
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Retrieves the
guardxup binary
and executes it
in the Windows

temp folder.

Figure 8-1 Software Distribution — Installation process
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8.2 Uninstalling the IKARUS anti.virus

To uninstall the IKARUS anti.virus, right-click the client or group of the Directory. In the
opening context menu, click the Uninstall anti.virus item (Figure 5-15).

Note: Uninstallation can be done for administered clients only.
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9 Config File

The Config File (named ism.conf) exists in the conf directory of the installation destina-
tion which will be chosen when installing the IKARUS security.manager Server (see
section 4.1.9). The MSSQL-database connection information as well as the LDAP con-
nection settings and the TCP ports used for the communication between the IKARUS
anti.virus and the IKARUS security.manager are configured by this file.

Sample Config file:

<config>
dbconnstring
serverport
clientupdateport
timespanAD

</config>

<ldap>
type
servername
searchpath
authmethod
username
password
attribute
filter

</1dap>

DRIVER={SQL Server};SERVER=localhost
9887

9888

12

native
esx-2k8-de-srv.labor.local
dc=Tabor,dc=Tocal

simple

LDAP Connector

none

dNSHostName
(objectCategory=computer)

Note: It is possible to edit LDAP parameters by the help of the IKARUS securi-
ty.manager settings within the IKARUS security.manager Ul. For further information
please check section 5.2.14.6.
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9.1 The <config> Section

In the <config> section, you can provide information about the MSSQL database used
by the IKARUS security.manager Server for storing data and information and about
the TCP ports used for communication. Furthermore it is possible to set the scheduled
time or timespan, when the Active Directory should be refreshed in the IKARUS securi-
ty.manager Server.

Setting Description

dbconnstring The information used for establishing a connection to the target
MSSQL database. Includes the server name where the database
resides and authentication methods needed for accessing the da-
tabase. For more information about the syntax and available prop-
erties of the connection string, refer to your MSSQL documenta-
tion.

serverport The TCP port used for the communication between the IKARUS
security.manager Server and the IKARUS security.manager Ul.

If you use a firewall, make sure to forward this port.

clientupdateport | The TCP port used for the communication between the update
binaries and the IKARUS anti.virus.

If you use a firewall, make sure to forward this port.

timespanAD Allows values between 1 and 24, which means that from the time,
when the value was provided (or the server was restarted), every X
hours the Active Directory is reloaded. The default setting for re-
loading the AD is internally set to “every 12 hours”. This setting
always overrules, if set in the config file, the dailytimeAD setting.

dailytimeAD Allows values between 0 and 23, which means that every day at
the given time the AD is reloaded. It is not possible to use this set-
ting together with the timespanAD setting. The timespanAD set-
ting, if set, always overrules the dailytimeAD setting.
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9.2 The </dap> Section

The <Idap> section includes information about the LDAP server the IKARUS securi-
ty.manager Server connects to resolve the clients existing in your active directory. If no
<ldap> section is found in the config file, the IKARUS security.manager Server will try

to obtain the information from the domain controller.

Setting Description

type The type of the LDAP configuration.

servername The name of the domain controller.

searchpath Specifies the domains to scan. Domain levels are split with the dc
(Domain component) keyword.
Example for a.company.local domain:
searchpath dc=company dc=1ocal

authmethod Describes the method used for authenticating with the domain
controller. If you do not want to authenticate with a specific user,
specify anonymous here.

username Sets the username used for authenticating with the domain con-
troller. Only required if the authentication method is not set to
anonymous.

password Sets the password used for authenticating with the domain con-
troller. Only required if the authentication method is not set to
anonymous.

attribute Sets the attribute to read.

filter

Sets the criteria used on resolving the specified attribute.
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11  Glossary

Abbreviation

Term

Description

IKARUS anti.virus

The IKARUS virus.utilities will be renamed to
IKARUS anti.virus in 2012; This is why the new
name of the product is already used in this
document.

Windows service

A Windows service is an executable designed
for running in the background without user
interaction. Windows services can be set up to
automatically start at boot time. Windows ser-
vices can be installed either using a user ac-
count available on your Windows network or a
local service account.

MSSQL

Microsoft Structured
Query Language

Microsoft SQL Server is a relational database
server developed by Microsoft. Its primary
function is to store and retrieve data as re-
quested by other software applications run-
ning on the same computer or a different
computer on a network (including the Internet).

TCP

Transmission Control
Protocol

The Transmission Control Protocol is one of
the core protocols of the Internet Protocol
Suite. TCP is one of the two original compo-
nents of the suite and complements the Inter-
net Protocol. Therefore, the entire suite is
commonly referred to as TCP/IP. TCP provides
reliable ordered delivery of a byte stream from
a program on one computer to another pro-
gram on a different computer.

Internet Protocol

The Internet Protocol is the principal communi-
cation protocol used for relaying datagrams
(packets) across an internetwork using the IP
Suite. It allows for routing packets across net-
work boundaries and is the primary foundation
of the Internet.

LDAP

Lightweight Directory
Access Protocol

LDAP is an application protocol for accessing
and maintaining distributed directory infor-
mation services over an Internet Protocol net-
work.

Proxy Server

In computer networks, a proxy server is a
server (i.e. a computer system or an applica-
tion) acting as an intermediary for requests
from clients seeking resources from other
servers.
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Network share

In computing, a shared resource or network
share is a device or piece of information on a
computer that can be remotely accessed from
another computer, typically on a local area
network or an enterprise intranet. The access
is transparent: There is no difference between
accessing a local or remote resource.

LAN

Local Area Network

A local area network is a computer network
that interconnects computers in a specific area
such as a home, a school, a computer labora-
tory, or an office building.

Intranet

An intranet is a computer network that uses
Internet Protocol technology for securely shar-
ing any parts of an organization’s information
or network operating system within that organ-
ization.

AD

Active Directory

The Active Directory is a directory service de-
veloped by Microsoft for Windows domain
networks. It is part of the most Windows Server
operating systems. Server computers running
Active Directory are referred to as domain
controllers.

Windows domain

A Windows domain is a collection of security
principals sharing a central directory database.
This central database (known as Active Direc-
tory starting with Windows 2000[1], Active Di-
rectory Domain Services in Windows Server
2008 and Server 2008 R2, also referred to as
NT Directory Services on Windows NT operat-
ing systems, or NTDS) holds the user accounts
and security information for resources in that
domain. Each person who uses computers in a
domain gets a unique account or user name.
This account can then be assigned access to
resources within the domain.

Directory Service

A directory service is the software system that
stores, organizes and provides access to in-
formation in a directory. In software engineer-
ing, a directory is a map between names and
values. It allows for looking up values associ-
ated with a name; this is similar to a dictionary.

DC

Domain Controller

On Windows Server systems, a domain con-
troller is a server handling security authentica-
tion requests (logins, permissions checks, etc.)
in the Windows Server domain. A domain is a
concept introduced with Windows NT that
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grants a user access to a number of computer
resources if he or she can provide a combina-
tion of a username and password.

Server

In the context of client-server architectures, a
server is a computer program serving the re-
quests of other computer programs named
clients. The means that the server performs
computational tasks on behalf of clients. The
clients either run on the same computer or
connect through a network.

Client

A client is an application or system that ac-
cesses a service made available by a server.
The server typically (but not always) exists on a
different computer system. In that case, the
client accesses the service over the network.

FQDN

Fully Qualified Domain
Name

A fully qualified domain name, sometimes also
referred as an “absolute domain name”, is a
domain name that specifies its exact location
in the tree hierarchy of the Domain Name Sys-
tem (DNS). The FQDN includes all domain lev-
els including the top-level domain and the root
zone. A fully qualified domain name is distin-
guished by its unambiguity; it can only be in-
terpreted one way.

Domain Name

A domain name is an identification string that
defines a scope of administrative autonomy,
authority, or control on the Internet. Domain
names are formed according to the rules and
procedures of the Domain Name System

(DNS).

DNS

Domain Name System

The Domain Name System is a hierarchical
distributed naming system for computers, ser-
vices, or any resource connected to the Inter-
net or a private network. It associates various
pieces of information with domain names as-
signed to each of the participating entities.
Most importantly, it translates domain names
meaningful to humans to the numerical identi-
fiers associated with networking equipment for
the purpose of locating and addressing those
devices worldwide.

TLD

Top-Level Domain

A top-level domain is a domain at the highest
level in the hierarchical Domain Name System
(DNS). Top-level domain names are installed in
the root zone of the name space. For all sub-
ordinate domains, the top-level domain is the
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last part of the domain name, that is, the last
label of a fully qualified domain name.

Root Zone

A root zone is the top-level DNS zone in a hi-
erarchical namespace using the Domain Name
System (DNS). The term typically refers to the
root zone of the largest global network, the
Internet.

DNS Zone

A DNS zone is a part of a domain name space
using the Domain Name System (DNS), for
which administrative responsibility has been
delegated.

IKARUS Activation Key

Administer

In the context of the IKARUS security.manager,
administration means that a client with the
IKARUS anti.virus installed is managed by the
IKARUS security.manager: The client gets up-
dates, configurations, licenses and settings
from the IKARUS security.manager. If a client is
not administered, only status information will
be displayed. The limit of clients you are al-
lowed to administer is specified in the license
you are using.

Application (Software)

Application software, also known as an appli-
cation or an “app”, is computer software de-
signed to help the user to perform specific
tasks.

Computer Software

Computer software, or just software, is a com-
puter programs with its related data providing
instructions for telling a computer what to do
and how to do it. In other words, software is a
conceptual entity, which is a set of computer
programs, procedures, and associated docu-
mentation concerned with the operation of a
data processing system.

Firewall

A firewall is a device or set of devices de-
signed to permit or deny network communica-
tion based upon a set of rules. Firewalls are
typically used for protecting networks from
unauthorized access while permitting legiti-
mate communications.

ZIP

ZIP is a file format used for data compression
and archiving. A zip file contains one or more
files that have been compressed, to reduce file
size, or stored as is.
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