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Users planning to connect to office PCs, servers, WOL controllers (MC3000), etc., from a remote
device with different account information (user IDs and passwords), must first complete the
grouping settings.

See "4. Grouping" for details of grouped connections.




1. Logging in to User Administration Functions

This section describes the procedures for logging in to the User Administration Functions

(1) Click our “Customer support” page from our MagicConnect website at

http://www.magicconnect.net/english/ .

Reliable and Proven Remote Access NTTIT
magicConnedx Character size m Language English v Site Map ®
Home About MagicConnect Product lineup Customer support Contact us

/

Click here

(2) Click the “Administration Functions” on the “Customer support” screen.

Reliable and Proven Remote Access

magicConned Character size m Language |[English = Site Map
&

Home About MagicConnect Product lineup Customer support

Home = Customer Support

Customer Support

» Support Menu

| Configuring & Using

Configuring & Using

> Setup Setup Manuals
» Manuals ) )
beed Cownload programs and manuals needed to = View the Quick 59
start using the service. guides.

Administration & Operation

= Administration Fur;ticms
|

|

Click here



http://www.magicconnect.net/english/

(3) Input the server information of the MagicConnect server on the Server column of “For Account

Managers”. Then click the Access button. The server information is written on the Account Registration

Form.
i. Input the host name from the server

information on the Account Registration Form.
E.g.: aspl

Home = Customer Support > Administration Functions

Administration Ffinctions

» Support Menu ii. Click Access
| For Account M@nagers @ | For
Configuring & Using
» Setup
After you click the fAccess” button, enter your After you click the “Access” button , enter your
» Manuals Account Managef information and log in. MagicConnect account information and log in.

—
Administration & Operation Server agicconnect.net Server ,magicconnect,net

» Administration Functions .
| » Access l

» Maintenance Information

m Available functions m Available functions
* User management (change passwords, * Change passwords
initialize device information, user permission * Display access history
for Mobile type, access restrictions, etc.) + Confirm grouping settings

* Display access history

* Grouping settings

* Administration function settings (change
the Account Manager's password; access
rastrictions)

b
% * Manual for Account Managers * Manual for General Users

(4) On the user authentication screen, enter the Account Manager's username and password from the

Account Registration Form, and click the Login button.

@ NTTIT magicConnect.

User Authentication

Enter the usernames and password.

Username i. Enter the Account Manager’s username and
password.

Login .\
ii. Click Login |
2 NTT IT CORFORATION

Fasswaord




From the screen below, select the administration function to be used.

m History User Manapement Grooping Secority Ghange Password Logout

The logged-in Account Manager is displayed.

Welcomel account.adminl. In the example, the logged-in account is

account.admin.

This page shows the menu for account manager.
Select any menu.

Access history

User managemsnt

Grouping
security
Change password

Logout
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The available administration functions are shown below.

m History User Manapement Grooping Secority Ghange Password Logout

Access history
Account Managers can browse the access history of

administered general users.

Welcome account.admin.

User management

For administered general users, Account Managers can
modify passwords, modify the connection conditions of
accounts, and manually release account locks.

This page shows the mep for account manager.

Select any menu.

Access history

User management CGrouping ) . . o
/ The connection configurations of administered general
Grouping users can be browsed and edited.
securim.\ Security
You can restrict the IP addresses that can log in to this

ge p - .
Change password account administration screen.

Logout

Change password
e B BT IR T e e The password of the Account Manager can be changed.

Logout
Click to log out from the administration functions.

Note: Above is the menu screen when logging in from an Account Manager.
If logging in from a general user account, the screen below—uwith fewer functions—will be shown.

Refer to the MagicConnect Cloud Service Administration Functions User's Manual (For General Users)
to guide you through the user administration functions for general users.




2. Displaying access history

Use this function to view access history for MagicConnect general users below the level of Account
Manager.
Access history can also be downloaded in CSV file format.

2.1 How to browse the access history

(1) From the Menu screen, click Access history.

m History User Manapement Grooping Secority Ghange Password Logout

Welcome account.admin.
This page shows the menu for account manager.

Select any menu.

| Access history — Click Access history

User managemsnt

Grouping
security
Change password

Logout
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(2) The Access History screen is displayed. Follow the steps i.—iii.

The general user access history for the selected month will be displayed.

Access History

U 0| 201310 | 2013-11 | 2013-12 | 20141 | 2014-2 | 2014-3 | 2014-4 | 2014-5 | 2014-%

20147 | 2014-8
Access history for 2014-8 (iewer), 5\

i. Click the link for the desired month to browse. August 2014 is

2014-08-01 13:41.03 selected in the example.

Ciownload in G2Y format.

ii. Select the type/details for the access history.
« Higtory of connections to_server

By default, Viewer only is selected as the Type and nothing is
selected as the Details.

» Hizstory of viemer—to-client connections

Type * \iewer only Cilient anly Wiewer and client
Details Show client that viewer connects to. Show viewer that connects to client.

lUEdatd \
iii. Click Update

Account manager accountadmin
Total connection time for all accounts 4 hours 12 minutes 07 seconds

User usermc3000 | user! | user? | user3 | userd | userd | userf | user?

Username user.mac3000
Total connection time 0 seconds

Start time Finish time Sort sscConnection lensth [P address MAT address

Username userl
Total connection time 2 hours 33 minutes 14 seconds

Start time Finish time Sort asc Connection length [F address FMAC address
2442490408108

0801 103435 108/01 103515 A0 seconds 192511007 (5442490450487
23032EAZEGCF
244240820108

0201 103810 08/01 10380 1 minutes 31 seconds 182311001 3442495848437
28032EAZEG.CF
24:42:495A581.08

S01 110202 08/01 111253 4 minutes 51 seconds (198511001 |54.42:49.0 4:.04.87
8803 2EASERCF

The display, from left:

Connection starting time, connection finishing time,
connection length, connection source address
(global IP address), and MAC address of the
terminal using MagicConnect.




B Browsing only the Viewer access history

Client only

Account manager

Total connection time for all accounts

YWiewer and client
Show viewer that connectz to client.

i. Select Viewer only

ii. Click Update

account.admin

4 hours 18 minutes 07 seconds

User usermc3000 | user! | user? | userd | userd | userS | userf | user?

Username
Total connection time

user mad 000

0 seconds

Start timeFinish time Sort ssc Connection lensthlP address MAC address

Username
Total connection time

userl

2 hours 39 minutes 14 seconds

Start time Finish time Sort asc

02/01 10:34:33 08/01 103515

02/01 10:36:10 03/01 103301

02/01 110202 08/01 111233

Connection length

1P address MR address

1 minutes 51 seconds | 192511001

4 minutes 31 seconds 198311001

2442498458106
40 seconds (198511001 |54:42:49.9404.37
8803 2E:A3EG.CF

24:42:45:84:01:Da
244249 948427
8803 2E:A3EG.CF

24:42:45:84:01:Da
2442435948427
88.032E:A3EGCF

.\

Only the Viewer access history is displayed




B Browsing only the Client access history

Tvpe Wigwer only I * Clignt only I Wiewer and client
Details Show client that viefer connects to. Show viewer that connectzs to client.

i. Select Client only

ii. Click Update
Account manager account.admin
Total connection time for all accounts 6 hours 01 minutes 04 seconds

User usermcd000 | userl | user? | userd | userd | userd | userf | user?

Username uger.mca0oo
Total connection time 0 seconds

Start time Finish time Sort azcConnection lengthIP address MAC address

Username userl
Total connection time 4 hours 07 minutes 09 seconds
Start time Finish time Sort a=c Connection length [P address MAT address
08/01 08:34:428 0801 10:16:12 A1 minutes 24 seconds 182162840181 7E22B.CEBL0.DESB1
08/01 10:16:18 08/01 11.0658 a0 minutes 42 seconds 1592168840181 782B.CEBI0:DES]

08,01 11:07:01 08501 13:42:04 [ConnectingJQ hours 35 minutes 03 seconds 18216840181 782B.CEBAH0:DER

.\

Only the Client connection history is displayed

If the Client is currently connected, [Connecting]
is displayed in bold red type. A similar display is
also shown for Viewers.




B Browsing both Viewer and Client access histories

Type Wiewer only Client only | " Miewer and client I
Details Show client that viewer connects Show viewer that connects to client.
Update
i. Select Viewer and client
ii. Click Update
Account manager account.admin
Total connection time for all accounts 10 hours 22 minutes 13 seconds

User usermcd000 | userl | user? | userd | userd | userS | userf | user?

Username user mca000
Total connection time 0 seconds
Tvpe Start time Finish time Sort ascConnection lensth [P address MAC address

Username user]
Total connection time 8 hours 43 minutes 54 second

-Type Start time Finish time Sort zzc Connection length [P address PAC address
Client [08/01 09:34:48 03/01 10:16:12 41 minutes 24 seconds | 20301131 722B.CEBA0.DEE1
24424904091 .06

Viewer 08/01 103435 |08/01 103515 40 seconds 188511001 | 544245048487
82503 2EAZEGCF
J4:42.43:8A01.06

Viewsr |02/01 10:36:10 03/01 103801 1 minutes 21 seconds  188.31.1001 | 54.42:450204.87
8203 2EASERCF
Client 08/01 10:16:16 08/01 11:06:58 20 minutes 42 seconds . 20301131 722B.CEBO0.DEET
34424854581 06

Viewar |08/01 110802 03/01 111253 4 minutes 31 seconds 188311001 344245840427
8203 2EASESCF
Client 08/01 110701 08/01 13:42:15 [Connectingl 2 hours 35 minutes 18 seconds . 20301131 782B:CEO0.DES1
9442490401 06

Wiewer 08401 11:13:11 | 08/01 13:42:18 [Connecting]l 2 hours 28 minutes 08 seconds | 188511001 | 5442 450 A84-67
2203 2EASEG.CF

The column Type is added as the first column and
both Viewer and Client history are displayed at the
same time.
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M Displaying information together with details

i. Select Viewer and client

Type Wiewer ol Cilient only 1® Wiewsr a0d client ]
Detailsl ¥| Show client that viewer connects to. ¥ Show viewer that connects to client. I

ii. Check both boxes

iii. Click Update
Username usert Deta| IS
Total connection time 7 hours 26 minutes 24 seconds
Type Start time Finish time Sort asc Connection length IP address MAC address  N'iewer that connects to client or client that viewer connects to
Client 03/01 03:3448 08/01 10:18:12 4H minutes 24 seconds 20301131 732BCBAODESIY<
54:42:49:5481:08
Wiewsr 08/01 10:34:35 08/01 103515 40 seconds | 198511001 | 544249040487 §>

83:532E:A8:E8:CH

Sl dnn A 0l

- - E@ | cer | =3m3)0e/01 103624 |08/01 103657 .ﬁ%
iewer 08/01 10:36:10 08/01 1038M 1 minutes 51 seconds  18851.1001 gg gégg?&g?{%%F weer? | 3389 08/02 104614 |08/02 1136:07 | 203.0 T3

m

lient 08/01 10416816 08/01 11:0658 30 minutes 42 seconds | 20301131 782B.CBI0:DEES1YY =erl 3389 CB/01 10:36:24 08/ 103657 1582511001
<< and >> indicates the direction of operation. From left, the following viewer-client information is
>> indicates operation from the left field (viewer) to shown:

the right field (client). o _ - Username for the connection source viewer or the
<< indicates operation from the right field (viewer) connection destination client

to the left field (client). (Displayed in bold if the connection is with a
different username)
- The port used by the remote operation application
- The time transmission started
- The time transmission ended
- Global IP address for the connection source/destination

M Downloading access history in CSV file format

Access History

2013-9 | 2013-10 | 2013-11 | 2013-12 | 2014-1 | 2014-2 | 2014-3 | 2014-4 | 2014-5 | 2014-6
o014-7 [2014-8

Access history for 20188 Viewer and client).

2014-05-01 140354

i. Select the month of access history you want to

download.
Dowinload in G2Y format.

« Higtory of connections to server ~ - - -
o . . . . ii. Click the link to the CSV file to be downloaded
« Hiztory of viewer—to-client connections

History of connections to server:
Data for the above items, from "Type" to "MAC address," can be downloaded.

History of viewer-to-client connections:

The following data items can be downloaded: username, global IP address, and MAC
address for the connection source viewer; username, global IP address, and MAC
address for the connection destination client; the port used by the remote operation
application; the time transmission started; and the time transmission ended.

11



3. User management

Settings for general users can be changed with this function.

3. USER MANAGEMENT ...ttt s 12
3.1. Changing general USEr PASSWOITS ........ceiiiuiriieiieeessiiiiiteeeeeeesssitteaereeeeessssanteareeeeessaasntaneeeaeessannsnsenneaaeess 15
3.2. Changing the remote device to be used with Terminal Authentication type or Mobile type ...........c......... 18
3.3. Changing application USE PEIMISSIONS .........uuuiiiieeeiiiiiiiiiete e e e s e it e e ee e e s s arntaareeeeeessarantaaereeeeessansnraneeaaeees 21
3.3.1. Enabling the use of Viewers that does not have quarantining function on Plus edition................... 22
3.3.2. Enabling use from Mobile type (iPhone/iPad or Android device)...........ccceeeiiiiiiii, 24
3.4. Restricting networks or terminals able to use MagiCCONNECT ..o 26
3.4.1. Restricting networks able to use MagiCCoONNECE ..., 27
3.4.2. Restricting terminals able to use MagiCCONNECL............ccoooiiiiiiii i, 30
3.5. Changing program fUNCHON rESHCIIONS ........uuuueieiiiiiiii s 34

3.5.1. Allowing/disallowing saved passwords on a remote device of Mobile type (for iPhone/iPad and

A T [ £ 1T 0 1= T 35
3.5.2. Changing sharing settings when using XDL edition............cccccoo i, 38
3.6. Manually releasing general USEr aCCOUNL IOCKS..........uuuuuiumuiiii s 41
3.7. Changing settings for multiple users at the SamMe tIME............ui 44
3.7.1. How to display the Collectively Managed SCreen ..., 45
3.7.2. Selecting users to be collectively managed ... 46
3.7.3. Changing collectively managed SettingS..........ccoooriiiiiii i 49
3.7.4. Managing users with the Separately Managed SCreen............ccccoeeiiiiii 53

The following are for changing settings for multiple users at the same time.

3.3.1. Enabling use Viewers that does not have quarantining funCtion ............cccooovieiiiiiien e 22
3.3.2. Enabling use from Mobile type (iPhone/iPad or Android deviCe) ..........ccceeviiiieeiiiiieiiiiiieee e 24
3.4.1. Restricting networks able to USe MagICCONNECT ..........cuuiiiiiiiiee it itieee ettt et e e e sbeeee e ssbneeeean 27
3.4.2. Restricting terminals able to use MagiCCONNECT ..........cuuiiiiiiiiiee it 30

3.5.1. Allowing/disallowing saved passwords on a remote device of Mobile type (for iPhone/iPad and
2 Lo | 0] (o o L= To =) S 35
3.5.2. Changing sharing settings when using XDL €ditiON ..........cuiuieiiiiiiiiieireee e ieiiieeeee e e e e ssinneeeeaeeeeennns 38

See 3.7. Changing settings for multiple users at the same time for details.
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(1) Click "User management” from the Menu screen to display the User management screen.

m History User Manapement Grooping Secority Ghange Password Logout

Welcome account.admin.

This page shows the menu for account manager.

Select any menu.

Access history

IUser management b

Click User management

Grouping
security
Change password

Logout

Ciopyright @ 2006001 4 MTT IT CORPORATION

(2) The Separately managed tab on the User management screen will be displayed. Select the user to

manage from the pull down menu. A “narrow search” function is also available.

User Management ]

J Separately managed Collectively managed

hManages users belonging to account ~ accountadmin .

uzerl i Select

|l Y == A “narrow search” function is also available.
magicconnact.net

account admin

uzer mic3000

3
I_\ LUSE Type(NDL) availahle

uzer? b wer . . .
) w to use Mohile combination

Lzerd
Lserd ent |available Select the user to manage.
uzer’ regisiered
uzers Do not modify password
LzerT Modify password

T

13



(3) The Separately managed tab will be shown for the selected user.

J Separately managed Collectively managed

hManages users helonging to account ~accountadmin .

user v Select
MagicConnect server magicconnect.net
Username userl
User type User
USE Type(NDL) avaikahle
. Viewer ) o
Applications allowed 7 Allow to use Mobile combination

Client available
Terminal Authentication info | nregistered
* Do not modify password

Password
Modify password
IP address restriction Yiewer | Allconnections are allowed
) Client | All connections are allowed
MAC address restriction Viewer | All connections are allowed
==

Client &ll cormections are  allowed

_ _ < . .
Settings for saving password Allow to save MagicConnect login password

of Mobile Viewer .
Allow to save Windows log on password

Update Reset

14



3.1. Changing general user passwords

Passwords must meet the following requirements:

- Password length is between 8 and 255 characters
- The password contains one or more half-width capital or lower-case alphabetic characters, plus

one or more numerals or symbols.

Examples of acceptable and unacceptable passwords

Password Acceptable? | Explanation

abCdefg2 yes -

al234567 yes -

abcdefg% yes -

abc#def2 yes -

1234567# yes -

Abcd2 no The password length is less than 8 characters.

abCDEfgh no The password has a length of 8 or more characters, but is composed of only
alphabetic characters.

12345678 no The password has a length of 8 or more characters, but is composed of only
numerals.

Cautions:

1. Changing a password registered on the MagicConnect server will not affect Viewers or Clients
currently connected to MagicConnect.
The new password will be valid from the next time connection authentication is performed.

2.  When a password is changed, have the general user change the password saved in the client
software to the new password.
If this is not changed, the user will be unable to use MagicConnect if the machine is restarted.

The procedures for changing a saved password are as follows:
Right-click the MagicConnect icon appearing in the task tray on the Desktop, and from the
menu that is displayed, select Settings - Authentication and input the new password.

If MC Assist is being used with MagicConnect Terminal Authentication type, have the user
modify the password that is saved in MC Assist.

For the procedures for changing passwords saved in MC Assist, see the item "Using automatic
connection tool ‘MC Assist” in the Quick Setup manuals.

15



(1) Select the general user whose password is to be changed, and select Modify password in the Password
section.
New password and New password (confirmation) fields are displayed. Enter the new password into

these and click the "Update" button.

User Management

i. Select the general user whose password is to be
J Separately managed o] changed. A “narrow search” function is also available.

Lzer] A

hanages users belonging to account ~ accountadmin

ﬁser‘l v rrS'E'fEfﬁ_ Q

account admin

MagicConnect server magicoonn
LEer mo30o0
Username user]
User type User . ]
USB TypelMDL) available
L Yiewer . o
Applications allowed < Allow to use Mohile comhbination
Client availahle

Terminal Authentication info | frregistered

Do not modify passwo ii. Select Modify password
L* Modify password l

Password New password

New password{confirmation) sssss

I &lphabets, and numerals, and symbols, th 8 characters or more)

IP address restriction Viewer |All connections are allowed

= . m 1
== Client All connectio
iii. Enter the new password into the New password

MAC address restriction Viewer | All connectio and New password (confirmation) fields

=54 . )
Client &ll conmections are  allowed

_ _ - . .
Settings for saving password Allow to save MagicConnect login password

of Mobile Yiewer i
Allow to save Windows log on password

I Updateb —Resei iv. Click Update

16



(2) When modification of the password has been completed, the message User was successfully updated
is displayed.

User Management
J Separately managed Collectively managed

User was successfully updated.

MagicConnect server magicconnect.net
Username userl
User type User
USE Type(MDL) available
L Viewer ] .
Applications allowed hMohile available

Client | available

Terminal Authentication info | nressiered

Password

Viewer | All connections are  allowed

IP address restriction
Client | A&l connections are  allowed

Viewer |All connections are  allowed

MAC address restriction
Client | A&l connections are  allowed

. . Save MagicConnect login password [Adlow]
Settings for saving password

of Mobile Viewer

Save Windows log on password [Dizallow]

oyl
pa]
9]
o

17



3.2. Changing the remote device to be used with Terminal Authentication type or Mobile type

Terminal Authentication type and Mobile type are only available from the remote device that was used for the

first time login.

If you want to change the remote device, use this function in order to reset the terminal authentication

information that is set on the server. Then, login from the new remote device.

Note that the remote device connecting to the server during the reset can continue its use until it is

disconnected.

Cautions:
By using this function, Mobile type account cannot be changed as follows.
You need to pay a fee to change the contract.
®T0 use the account on Windows device that was used in iPhone/iPad or Android device.

®To use the account on iPhone/iPad or Android device that was used in Windows device

18



(1) Select the general user for which the remote device is to be changed, then check the Reset box in the

Terminal authentication info section and click Update.

i. Select the general user for whom the
remote device is to be changed. A “narrow
search” function is also available.

J Separately managed Collectively managed ;
zer -
Manages users belonging to accowgt “account.admin” Q
useri v Select account admin
uzer mo2000
MagicConnect server magicconnect.net
Username user1
User type User
USB Type(NDL)avails ii. Check the Reset box in the PC field
o Viewer _ —
Applications allowed W Allow to usg Mobile combination

Client | available

Terminal Authentication info Registered (Will be reset + Reset
® Don
Password - Modi iii. The message shown below is displayed. Click the OK button.
IP address restriction . Viewer
> &
I_I Client After pressing the "Update” butten, the terminal authentication
) info registered in the server will be reset.
MAC address restriction Viewer

Client

rd + Allow to save MagicConnect login password

LA g on password
iv. Click Update

Settings for saving passwo
of Mobile Viewer

Update ||| Reset

If Mobile type is also available on Terminal Authentication type, 2 columns "PC" and "Mobile" will be shown on
the "Terminal Authentication info" like the screen image below.
If the remote device is Windows device, check "PC".

If the remote device is iPhone/iPad or Android device, check "Mobile".

PC Registered [ | Reset
Mobile Registered L] Reset

Terminal Authentication info

19



(2) When the terminal information has been reset, the message User was successfully updated is
displayed, and the message Unregistered (Was reset) is displayed in the Terminal Authentication info

section.

User Management
J Separately managed Collectively managed

User was successfully updated.

MagicConnect server ‘magicconnect.net
Username user1
User type User
USB Type(NDL) available
Viewer _ ]
Applications allowed Mobile available

Client | available

Terminal Authentication info | Unregistered (Was resef)

Viewer | All connections are allowed

IP address restriction
Client | All connections are allowed

Viewer | All connections are allowed

MAC address restriction
Client | All connections are allowed

Settings for saving password Save MagicConnect login password [Allow]

of Mobile Viewer

Save Windows log on password [Disallow]

If Mobile type is also available on Terminal Authentication type, 2 columns "PC" and "Mobile" will be shown

on the "Terminal Authentication info" like the screen image below.

PC Registered

Terminal Authentication info

Mobile Unregistered (Was resef)

20



3.3. Changing application use permissions

This function is used in the following cases:

® When enabling use of Viewer that does not have quarantining function in a single account (username.)

(In the initial commercial shipping state, Viewer that does not have quarantining function cannot be
used.)
® When enabling the use of Mobile type (iPhone/iPad or Android device) for USB type or Terminal
Authentication type in a single account (username) when this combination is allowed.
(In the initial commercial shipping state, Mobile type (iPhone/iPad or Android device cannot be used.)

Settings modified with this function do not affect Viewers currently connected to the MagicConnect server.

The settings will be valid from the next time connection authentication is performed.

21



3.3.1. Enabling the use Viewers that does not have quarantining function on Plus edition
(1) Select the general user of Plus edition, then check the Allow to use Without Plus(*) option box in the

Viewer field of the Applications allowed column and click Update.

User Management i. Select a general user who is using the Plus viewer.
A “narrow search” function is also available.
J Separately managed Collectivi
Lizer] &

Manages users belonging fo accougi’account a Q

user’ v || Select account admin

: . Lzer mci3000

MagicConnect server magic

Username user? .

User type User

USB Type(NDL+) available

Viewer |/ Allow to use Without Plus(USB Type(NDL)) option

Applications allowed Allow to use Mobile combination

Client |available

Terminal Authentication info Unregfsreg

ii. Check the Allow to use Without Plus(*) option box
@ DO nOt I‘I‘I:n:m, FaSswWoTa

Password
O Modify password
IP address restriction Viewer All connections are allowed
Client |All connections are allowed
MAC address restriction Viewer | All connections are allowed
Client |All connections are allowed

Settings for saving password vl Allow to save MagicConnect login password
of Mobile Viewer

(] Allow to save Windows log on password

| Update p—Rese iii. Click Update

22



(2) When the settings have been completed, the message User was successfully updated is displayed, and
the current permission status is displayed to the right of the Viewer field in the Applications allowed

section.
User Management
J Separately managed Collectively managed

User was successfully updated.

MagicConnect server magicconnect net
Username user1
User type User

USB Type(NDL+) available
Viewer (— -
Applications allowed Without Plus(USB Type(NDL)) available

Client | available

Viewer | All connections are allowed

IP address restriction
Client | All connections are allowed

Viewer Al connections are allowed

MAC address restriction
Client | All connecticns are allowed

R e Save MagicConnect login password [Allow]

of Mobile Viewer

Save Windows log on password [Disallow]

Back

23



3.3.2. Enabling use from Mobile type (iPhone/iPad or Android device)
(1) Select a general user for whom mobile access is also available, then check the Allow to use Mobile
combination box in the Viewer field of the Applications allowed section and click Update.

User Management

i. Select the general user for whom mobile use will be
J Separately managed (o[ [1e VT ET allowed. A “narrow search” function is also available.
Manages users belonging to acco account.admin”. ] A
useri v Select
| Yot | q

MagicConnect server magicconnec acoount.admin
Username user Lger mc3000
User type User
USB Type(NDLC) avananie
N Viewer - —
Applications allowed Allow to use Mobile combination

Client availableT
Terminal Authentication info | Unregistered |

ii. Check the Allow to use Mobile combination

@® Do not modify pq

Password -
© Modify password
IP address restriction Viewer |All connections are allowed
Client |All connections are allowed
MAC address restriction Viewer |All connections are allowed
Client |All connections are allowed

Settings for saving password vl Allow to save MagicConnect login password

of Mobile Viewer

L1 Allow to save Windows log on password

[[Update §{ Reset | iii. Click Update
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(2) When the settings have been completed, the message User was successfully updated is displayed, and
the current permission status is displayed to the right of the Viewer field in the Applications allowed
section.

User Management
J Separately managed Collectively managed

User was successfully updated.

MagicConnect server magicconnect.net
Username user1
User type User
USB Type(NDL) available
Viewer - -
Applications allowed Mobile available

Client | available

Terminal Authentication info | Unregistered

Viewer | All connections are allowed

IP address restriction
Client | All connections are allowed

Viewer | All connections are allowed
MAC address restriction

Client | All connections are allowed

Settings for saving password Save MagicConnect login password [Allow]

of Mobile Viewer

Save Windows log on password [Disallow]

Back
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3.4. Restricting networks or terminals able to use MagicConnect

This function is used to perform the following:

® Restrict networks able to use MagicConnect

® Restrict terminals able to use MagicConnect

Settings modified with this function do not affect Viewers or Clients currently connected to the MagicConnect
server.
Changes will be valid from the next time connection authentication is performed.
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3.4.1. Restricting networks able to use MagicConnect

Networks able to use MagicConnect can be restricted for each account (username) by restricting the global
IP address of the connection source.

The global IP address of the connection source for each account (username) can be viewed via IP
address under "2. Access history."

In the access history shown below, the global IP address of the Viewer connection source of “userl” is
198.51.100.1 and the global IP address of the client connection source is 203.0.113.1.

Username userl
Total connection time B hours 43 minutes 34 seconds
Tvpe Start time Finish time Sort asc Connection lenath [P address MAC address
Client 0801 023448 08/01 101612 A1 minutes 24 seconds| 203.0113.1) 782EB.CEBR0.DEST
3442488 A:01:D5
Wiewer 0201 10:54:35 08701 103515 A0 secondsf 19851 100.1) 344240820487
88:53.2EAREGCF

The procedures for setting the following restrictions on the client of “userl” are described below.
1. Allow connection from the network with connection source address 203.01.113.1.

2. Disallow access from networks not corresponding to the above.
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User Management

J Separately managed (e i Select the general user "userl" for whom IP address restrictions

are to be set. A “narrow search” function is also available.
Manages users belonging to account ”Qécount.ad
Select
I Lizer | 'f' elec | e Y
MagicConnect server magico Q |
Username uzeri account admin
User type User Lizer mo3000
Termi
Viewer | [ A
Applications allowed

[ Allow to use Mohile combination

Client |available

Terminal Authentication info

PC Unregistered
Mobile | ifared]

Password

ii. Click the >> button in the IP address restriction section.

® Do not m| ¢ setting fields are displayed to the right.

' Modify p

IP address restriction

Viewer | All conrections are allowed

Client | Al connections are allowed

MAC address restriction

Viewer | All conrections are allowed

Client | Al connections are allowed

Settings for saving password
of Mobile Viewer

¥ Allow to save MagicConnect login password

O Allow to save Windows log on password
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iii. Click the Insert button.
Input fields are displayed. Enter the IP address 203.0.113.1
and the subnet mask 255.255.255.255 and select allowed.

Insert

Viewer
Al connections are ' allowesd disallowed /

Insert ‘

IP address restriction o

<< 203 |0 113 1 J o |285 .|255 .|255 .|255
—— Delete

. , [ LEIEtE |
Client is ® allowed disallowed

Insert

 PSSsnistoninitoli
Other connections are allowed * disallowed

MAC address restriction Viewer | All connections are allowed

o . :
— | Client |all connections are  allowed

Settings for saving saseword | @ Allow to save Magic iv. Select disallowed as the. setting for connectloqs f_r.om
&5 Tor e p networks other than those with the IP address set in iii.
of Mobile VYiewer i
Allow to save Windoy above.

Reset v. Click Update

* Restrictions can be set at the network address level by setting the subnet mask.

* When multiple restrictions are set for a single IP address, priority is given to higher-placed settings.
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3.4.2. Restricting terminals able to use MagicConnect
Terminals able to use MagicConnect can be restricted by restricting MagicConnect connection for each
account (username) by the MAC addresses of the terminals.

B Restricting terminals able to be used as Viewers
The procedures for setting the following restrictions on the Viewer of “userl” are described below.

1. Allow access by the terminal with MAC address AA-BB-CC-DD-EE-FF.
2. Disallow access by terminals that do not have the above MAC address.

User Management

J Separately managed i. Select the general user "userl" for whom MAC address restrictions
are to be set. A “narrow search” function is also available.

hManages users belonging to account ~ #ocou
I uzer] w Selec u=er] i

MagicConnect server m Q
Username uger account admin
User type ser Lzer.moaod
T
Viewer ' :

Applications allowed , -
L Allows 1o use Mohile combination

Client |available

PC Unregistered

Terminal Authentication info
Mobile | ifnregistered

* Do not modify password

Password
Modify password

IP address restriction R h ik Click the >> button in the MAC address restriction section.

C}ént Alld  The setting fields are displayed to the right.

MAC address restriction /Giewer All conrections are allowed
=

Client | Al connections are allowed

. . o] i i
Settings for saving password Allow to save MagicConnect login password

of Mobile Viewer

L Allow to save Windows log on password
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iii. Click the Insert button. Input fields are displayed.
Enter AA-BB-CC-DD-EE-FF and select allowed. ;l

| Insert | /

AR - BB —-|CC —|EE —|bD —|FF

Delete

disallowed

MAC address restriction Viewer iz ® gllowed

<< Insert
Other connections are allowed  ® disallowed I

Client | Al donrections are @ allowed disallowed

Setti f . rd # Allow to s - — - -
STlngs 1or saving passwo iv. Select disallowed as the setting for connections from

of Mobile Viewer Allow to s| terminals which do not have the MAC address set in iii. above.

I Update b| Resot v. Click Update

* When a terminal has multiple MAC addresses and corresponds to multiple restriction settings, priority

is given to higher-placed settings.

31



B Restricting terminals able to be used as clients
The procedures for setting the following restrictions on the client of “userl” are described below.
1. Allow access by the terminal with MAC address AA-BB-CC-DD-EE-FF.

2. Disallow access by terminals that do not have the above MAC address.

User Management

Separately managed ol [P T Pl BT Ty |- Select the general user "userl” for whom MAC

address restrictions are to be set. A “narrow

. a o search” function is also available.
hManages users belonging to account " acgeduntadmin .
Lser v 1 Select o 4

MagicConnect server magicconnect.net Q
Username uzer] account admin
User type = LEEr FAcE000

Terminal Authentidg

Viewer | [ Allow to use W ; -

Applications allowed - —
L Allow to use Mobile combination

Client |availakle

PC Unregistered

Terminal Authentication info
Mobile | ifnregistered

* Do not modify passwo
Password %ify oword ii. Click the >> button in the MAC address
P restriction section.
IP address restriction Vie/e" All cornections are all  The setting fields are displayed to the right.

. |
ient | All connections are allowed

MAC address restriction Viewer | All conrections are allowed
=Y

Client | Al connections are allowed

. . o] i i
Settings for saving password Allow to save MagicConnect login password

of Mobile Viewer .
L Allow to save Windows log on password
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Insert
MAC address restriction Viewer

-— All connections are ® allowed diza llowed
| I

Client | &)l connectionz are | ® allowed disallowed

iii. Select disallowed so that the Insert
button will be shown in the Client field.

Insert
Viewer .
MAC address restriction &ll connections are ' allowed dizallowed

<<

Client

All connections ars allowed  '® disallowed

iv. Click the Insert button that is displayed.

v. Enter AA-BB-CC-DD-EE-FF and select
allowed.

Insert
Viewer

L. All connections are ® allowed disallo
MAC address restriction
Ees Al —-BB -CC - DD —-EE - FF
=l Delete
Client iz ® gllowed disallowed
Other connections are allowed * dizallowed

) ) = . .
i e R [ e Allow to save MagicConnect login password
of Mobile VYiewer .

Allow to save Windows log on password

vi. Click Update
Update Reset

* When multiple MAC addresses are set, only one can be selected as the allowed address. The

remainder will be selected as disallowed.

* When a terminal has multiple MAC addresses and corresponds to multiple restriction settings, priority

is given to higher-placed settings.
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3.5. Changing program function restrictions

Use this function to change the following program function restrictions.

® Allowing/disallowing saving two passwords on a remote device (Android/iOS) of Mobile type

In the initial commercial shipping state is as follows.

Type of password
MagicConnect login allowed
Windows log on disallowed

® Allowing/disallowing the device sharing in the use of XDL edition

In the initial commercial shipping state is as follows (It is in the same state as NDL edition.)

Allow sharing printers Disallow
Allow sharing drives Disallow
Allow sharing clipboards Disallow
Allow sharing smart cards Disallow
Allow sharing serial ports Disallow
Allow sharing Plug and Play (PnP) devices Disallow
Allow using Print Screen key Allow a part of it

Note that changes made with this function will not affect Viewers currently connected to MagicConnect.
Changes will be valid from the next time connection authentication is performed.
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3.5.1. Allowing/disallowing saved passwords on a remote device of Mobile type (for iPhone/iPad and
Android device)
Use this function to change settings for saving two passwords (a MagicConnect login password and Windows

log on password) on an iPhone/iPad or Android device.
This section explains the steps for changing settings for "userl1."

® Not allowing users to save a MagicConnect login password
® Not allowing users to save a Windows log on password
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(1) Select the general user able to use a Mobile type (for iPhone/iPad or Android device). Uncheck Allow to
save MagicConnect login password and Allow to save Windows log on password in the Settings for

saving password of Mobile Viewer section, then click Update.

User Management

J Separately managed (ou1|[Tad)" i. Select the general user “userl” whose saved password
settings you want to change.

A “narrow search” function is also available.

Manages users belonging to acco ‘account.a

| usert v | Select | uizer] =
Q
MagicConnect server magicg -
account admin
Username user1 Lser me3000
User type User
USB
L Viewer ] o
Applications allowed Allow to use Mobile combination

Client | available

Terminal Authentication info | Unregistered

® Do not modify password

Password - -
2 Modify password
IP address restriction Viewer | Al copnections are allowed
Client ii. Uncheck Allow to save MagicConnect login password
len = and Allow to save Windows log on password
MAC address restriction Viewer /| Al co
Cliely{ All connections are  allowed

Settings for saving password [ Allow to save MagicConnect login password

of Mobile Viewer

L1 Allow to save Windows log on password

| Update $Reser iii. Click Update
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(2) When the changes are complete, the message User was successfully updated is displayed. Save
MagicConnect login password and Save Windows log on password in the Settings for saving
password of Mobile Viewer section will be disallowed.

User Management
J Separately managed Collectively managed

User was successfully updated.

MagicConnect server magicconnect.net
Username user1
User type User

USB Type(NDL) available

Viewer ] -
Applications allowed Mobile available

Client | available

Terminal Authentication info | Unregistered

Viewer | All connections are allowed

IP address restriction -
Client | All connections are allowed

o Viewer | All connections are allowed
MAC address restriction

Client | All connections are allowed

Settings for saving password Save MagicConnect login password [Disallow]

of Mobile Viewer

Save Windows log on password [Disallow]

Back
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3.5.2. Changing sharing settings when using XDL edition
In the XDL edition, the remote desktop’s sharing settings can be changed.

The following is an explanation of how to change settings for “user1” using the XDL edition.
® Allowing sharing printers
® Disallowing use of the Print Screen key

(2) If you select a user using the XDL edition, the XDL viewer RDP configuration section will be displayed
and changes can be made.

. Select the general user “userl” using the XDL

edition.

J Separately managed Collectively managed A “narrow search” function is also available.
. - Lzer] &
hanages users belonging to account Tountadmin
uzer v ||| Select | Q,

account. admin

MagicConnect server magicconnect.net
Username usar uzer mcai00
User type User
USB Type(XDL) a
L. Viewer _ -
Applications allowed Allers 1o use Mobile combination
Client available

Terminal Authentication info | Unregistered

* Do not modify password

Password
Modify password
IP address restriction Yiewer All connections are  allowed
== .
22 Client &1l connectionz are  allowed
MAC address restriction Yiewer All connections are  allowed
B .
==l Client All connections are  allowed
. . i A od
S o el MEesTa Allow to save MagicConnect log = : :
of Mobile Viewer : ii. Check the Allow sharing printers box
Allow to save Nindows log on p
I ¢ Allow sharing printers I Allow sharing drives Allow sharing clipboards
=
Allow sharing smart cards Allow sharing serial ports Allow sharing Plug and Play (PnP) devices

XDL viewer Allow using Print Screen key

RDP configuration Allow a part of it

It iz allowed only if the remote desktop iz in a full-screen mode.
Allow all

r iii. Select Disallow all under Allow using Print
# Diszallow all
Screen key

Reset

iv. Click Update
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(2) When the settings are complete, the message User was successfully updated is displayed and the XDL

viewer RDP configuration section will show the updated changes.

User Management
J Separately managed Collectively managed

|User was successiully ugdatedj

MagicConnect server magicconnect net

Username uzerd

User type L=er

o Viewer USB TypelXDL) available

Applications allowed : .
Client available
Yiewer All connections are  allowed

IP address restriction
Client All connections are  allowed
YViewer Al connections are  allowed

MAC address restriction
Client Al connections are  allowed

; ) zave MagicConnect login password [Diza llow]

Settings for saving password

of Mobile Yiewer ) )
=ave Windows log on password [Dizallow]
Allow sharing printers (Al
Allow sharing drives [Dizallow]
Allow sharing cliphoards [Dizallow]

XDL viewer Allow sharing smart cards [Dizallow]

RDP configuration Allow sharing serial ports [Dizallow]
Allow sharing Plug and Play (PnP) devices  [Disallow]
Allow using Print Screen key [Disallow alll

T
o
71
ol
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3.5.2.1 Differences in the three “Allow using Print Screen key” settings
This section explains the differences in the three Allow using Print Screen key settings.

B Allow a part of it

This setting activates the Print Screen key when the remote desktop screen of the remote device is on “full
screen display.” Data capture from the target PC’s screen is possible.

For “partial screen display,” the Print Screen key is inactive.

“Full screen display” and “partial screen display” refer to the following screen displays.

Full screen display

On remote device

Desktop of the target PC

Partial screen display

On remote device

Desktop of the target PC

H  Allow all
This setting activates the Print Screen key when the remote desktop screen of the remote device is on either

“full screen display” or “partial screen display.”
B Disallow all

This setting deactivates the Print Screen key when the remote desktop screen of the remote device is on “full

screen display” or “partial screen display.”
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3.6. Manually releasing general user account locks

When a general user's login to administration tools has been disabled (i.e., account lock is enabled), use

this function if you want to manually release the lock before it is automatically released.

When authentication of a user login to the administration tools fails five times in a row, that account
(username) can no longer log in to the administration tools.

The account will be unable to log in to the administration tools until the account lock is released
automatically by the system or manually by the Account Manager using this function.

Note that log in disabling (account lock) does not affect authentication of Viewer and Client connections to
MagicConnect. Users can continue to use MagicConnect normally.

If a general user in your company reports that an account for administration tools has been disabled without
apparent reason, please contact your distributor.

When the username or password is incorrect, the message "!!! Username and/or password are wrong. "
is displayed.

User Authentication

I Username and/or password are wrong. 111

* The account is temporarily disabled when login attempts under the
same user name fail o times.

* Yhen the account is temporarily disabled, login is not possible through
the web interface until the account is re-enabled by an administrator or
i5 re-enabled automatically after a wait period.

Enter the username and password.

Username  userl
@ Upon failing five times in a row

The account is locked, and the user will be unable to log in to the administration screen until the lock is
released.

Password

User Authentication

I This account is temporarily disabled. 11

» Login through the web interface has been temporarily disabled due to
repested login failure.

* Tolog in through the weh interface, it is necessary to request

re-enabling by a administrator or to wait until the account is re-enabled
automatically.

Enter the username and passwurd.
Username  userl

Password
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(1) Select the username of the user whose account is locked, check the Release the lockout box in the

Username section, and click the Update button.

i. Select the user for whom lockout is to be
released. A “narrow search” function is also
available.

User Management

Lzer] &

Collectively ma

J Separately managed

account admin

Manages users belonging to account " a untadmin .
SLE .

Lizer mo3000

Lizer] i

MagicConnect server magicconnect. e

userl
Username N Lacked out on 2014-028-01 14:21:32 +0300 111

*’Q Release the lockout.
User type User
USR TypelNDL) availahle
L. Yiewer

Applications allowed <4 Algw to use Mohile comhbination

Client | awvailzhle | ii. Check the Release the lockout box

Terminal Authentication info | fnregisiered

* Do not modify password

Password
Modify password
IP address restriction Viewer | All connections are  allowed
o . )
Client &l cormections are  allowed
MAC address restriction Viewer |All connections are allowed

Zan . .
Client &ll cormections are  allowed

Settings for saving password Allow to save MagicConnect login password

of Mobile Viewer .
Allow to save Windows log on password

? Reset iii. Click Update
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(2) When the lockout has been released, the message The lockout has been released is displayed in the

Username section.

User Management
J Separately managed Collectively managed

User was successfully updated.

MagicConnect server magicconnact.net
U userl
sername The lockout has besn released.
User type User
USE Type(MDL) available
L Viewer ] .
Applications allowed hMohile available

Client | available

Terminal Authentication info | nressiered

Viewer |All connections are  allowed

IP address restriction
Client | A&l connections are  allowed

Viewer |All connections are  allowed

MAC address restriction
Client | A&l connections are  allowed

. . Save MagicConnect login password [Disa llow]
Settings for saving password

of Mobile Viewer

Save Windows log on password [Dizallow]

oyl
pa]
9]
o
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3.7. Changing settings for multiple users at the same time

The user management steps up to this point have been “Separately managed” (settings are changed for one
user at a time). The next section, however, explains the “Collectively managed” function for changing settings

for multiple users at the same time.
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3.7.1. How to display the Collectively Managed screen
(1) Click the Collectively managed tab on the User management screen.

User Management
J Separately managed Collectively managed

hanages users helonging to account  accountadmin .

| account.admin v | Select

MagicConnect server magicconnact.net
Username accountadmin
User type Account manager
L. Yiewer -
Applications allowed :
Client -

(2) The screen will be switched to the Collectively Managed screen.

User Management
Separately managed Collectively managed

Users will be managed collectively. Configuration of multinle users will be changad collectiveby.

Select users to be collectively
managed

Users collectively managed (0) Users separately managed (8)

| Q Filter users... | | Q Filter users. . |

- user mc3000 -
userl
user2
user3

e
SeC users
usert

Cancel »» | |user?
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3.7.2. Selecting users to be collectively managed
Select the users to be collectively managed.

Note: If a new user is added after making all users collectively managed, these settings must also be

carried out to make the new user collectively managed.

This section explains the steps for making four users (userl, user2, user3, and user4) collectively managed.

(1) At the top of the Collectively Managed screen, there is a Collectively managed tab. Select the users to
be collectively managed from the user list in the Users separately managed section with the Select
users to be collectively managed heading and click Select.

User Management
Separately managed Collectively managed

Users will be managed collectively. Configuration of multinle users will be changed collectively.

Select users to be collectively A “narrow search” function is also
managed available.

Users collectively managed (0) Users separately managed (8)
Q, Filter users... Q, Filter users. .

yserme3000
userl
user2
userd
ard
uEers
upert
uger?

Cancel =

i. Select the users (userl, user2,
user3, user4) to be collectively
managed

— | ii. Click Select
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(2) The users to be collectively managed will be shown in the Users collectively managed section.

User Management
Separately managed Collectively managed

Users will be managed collectively. Configuration of multiple users will he changad collectively.

I Select users to be collectively

managed
Users collectively managed (4) Users separately managed (4)
Q Filter users... Q Fiiter users...
user] user.mc3000
user? users
userd userb
userd user?
<< Select
Cancel ==

— | iii. “userl, user2, user3, and user4” will
be shown in the Users collectively
managed section.

(3) Click Commit changes to the system (at the bottom of the screen) to make sure that the user information
moved to the Users collectively managed section is stored on the MagicConnect server.

ISeIection and configuration of items collectively managed

MagicConnect server magicconnect.net
Username Users collectively managed
User type User
Wlthout Plus Select
. . . option
Applications allowed Yiewer -
Mobile
: . Select
combination
Yiewer Select
IP address restriction
Client Select
Yiewer Select
MAC address restriction
Client Select
Settings for saving password
of Mobile Viewer SelEEs
XDL viewer Select

RDP configuration

Pr———— iv. Click Commit changes to the system
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(4) When the user information is committed to the MagicConnect server, the Collectively Managed screen
will refresh.

User Management
Separately managed Collectively managed

sers will be managed collectively. Configuration of multiple users will be changed collectively.

Select users to be collectively
managed

Users collectively managed (4) Users separately managed (4)
Q Filter users... Filter users...

useri - user.mc3000 -

user?2 userh

userd userh

userd user?

<« Select
Cancel ==
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3.7.3. Changing collectively managed settings
You can specify settings to be applied in common to collectively managed users.

After doing so, if a new collectively managed user is added, these same settings will apply to the new user.

The following are the settings that can be applied in common. Please see each page for separate

explanations.
3.3.1. Enabling use Viewers that does not have quarantining funCtioN...............ccocveiiiiie e 22
3.3.2. Enabling use from Mobile type (iPhone/iPad or Android deviCe) ...........coocceieiiiiiieiiiiiie e 24
3.4.1. Restricting networks able to USe MAGICCONNECT .........uuiiiiuiiieiiiiiie ettt e s e ebeee e e e 27
3.4.2. Restricting terminals able to use MagiCCONNECT ...........ooiiiiiieiiiiiie it 30

3.5.1. Allowing/disallowing saved passwords on a remote device of Mobile type (for iPhone/iPad and
F Y o o] To o L= o) PP PP PP PPPPPPTPPPPP 35
3.5.2. Changing sharing settings when using XDL €ditiON .........ccuuieiiiiiieiiiiiie it 38
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This section explains the steps for “Enabling use of Mobile type (for iPhone/iPad and Android device)” and

“Disallowing saved passwords on remote devices of Mobile type (for iPhone/iPad and Android device.)”

(1) At the bottom of the Collectively Managed screen, there is a Selection and configuration of items
collectively managed area. Check the Select box in Mobile combination in the Viewer field of the
Applications allowed section.

I Selection and configuration of items collectively managed

MagicConnect server magicconnect. net
Username Users collectively managed
User type |=ar
Wlttlout Plus Select
L. . option
Applications allowed YViewer -
Mobile
. . Select
combination
Viewer Select
IP address restriction
Client Select
Viewer Select
MAC address restriction
Client Select
Settings for saving password
of Mobile Viewer E2aEl
XDL viewer Select

RDP configuration

Commit changes to the system

(2) A settings option box will appear to the right of the Select box. Check the Allow to use combination *For

user who uses mobile combination box.

Without Plus

. Select
option
Applications allowed Viewer . K K
Mohbile 7 Select ¥ Allow to use combination
combination * For uzer who uszes mobile combination.
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(3) Next, check the Select box in the Settings for saving password of Mobile Viewer section.

I Selection and configuration of items collectively managed

MagicConnect server magicconnact.net
Username Users collectively managed
User type =ar
Wlt!‘lout Plus Select
option
Applications allowed Viewer ] o
Mobile 7 Select ¢/ Allow to use combination
combination * For uzer who uzes mobile combination.
Viewer Select
IP address restriction
Client Select
Viewer Select
MAC address restriction
Client Select
Settings for saving password
of Mobile Viewer Talaet
XDL viewer Select

RDP configuration

| Commit changes to the system |

(4) A settings option box will appear to the right of the Select box. Uncheck Allow to save MagicConnect

login password and Allow to save Windows log on password.

Settings for saving password 7 Select Allow to save MagicConnect login password
: ] elec .
of Mobile Viewer Allow to save Windows log on password
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(5) Last, click Commit changes to the system.

I Selection and configuration of items collectively managed

MagicConnect server magicoconnaect net
Username Users collectively managed
User type User
Wlt!‘lout Plus Select
option
Applications allowed YViewer . . .
Mobile 7 Select ¢ Allow to use combination
combination * For uger who uses mobile combination.
Viewer Select
IP address restriction
Client Select
Viewer Select
MAC address restriction
Client Select
Settings for saving password 7 Select Allow to save MagicConnect login password
: . elec .
of Mobile Viewer Allow to save Windows log on password
XDL viewer Select

RDP configuration

| Commit changes to the system |

(6) When the changes are committed to the MagicConnect server, the Collectively Managed screen will
refresh.

I Selection and configuration of items collectively managed

MagicConnect server magicconnect. net
Username Users collectively managed
User type sar
Wlthout Plus Select
option
Applications allowed Viewer . . .
Mobile 7 Select ¥ Allow to use combination
combination * For uger who uzes mobile combination.
Viewer Select
IP address restriction
Client Select
Viewer Select
MAC address restriction
Client Select
Settings for saving password 4 Select Allow to save MagicConnect login password
2 . elec .
of Mobile Viewer Allow to save Windows log on password
XDL viewer Select
RDP conﬁguration

Commit changes to the system
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3.7.4. Managing users with the Separately Managed screen
If you click the Separately managed tab, you can switch to the Separately Managed screen and verify

or change settings user by user.

(2) If you select a collectively managed user,
i.  Amessage will be highlighted explaining that the user is collectively managed

ii. The shared settings that apply to that collectively managed user will be highlighted

User Management
I] Separately managed Collectively managed

hianages users belongi_ng to account  accountadmin .

Fseﬂ _'PI Select

Gollectively managed user has been zselected.
If you change the configurations item in this background color, this user will not be one of
collectively managed users.

MagicConnect server stamen.magicconnect.net
Username useri
User type User
USE TypelNDL) available
Viewer
Applications allowed I * Allow to use Mohile combination I

Client |availahle
Terminal Authentication info | Ufnregisiered
* Do not modify password

Password
Modify password
IP address restriction Viewer | All connections are allowed
=] Client All cormections are allowed
MAC address restriction Viewer |All connections are allowed

S .
== Client All connections are  allowed

. . Allow to save MagicConnect login password
Settings for saving password

of Mobile Viewer

Allow to save Windows log on password

Update Reset
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(2) If you change the shared settings (i.e., Configuration(s)) that apply to a collectively managed user from the
Separately Managed screen, the warning message below will appear.

Configuration that is applied in collectively management has
j been changed. After committing edited information, this user

will not be one of collectively managed users.

(3) If you click Update at the bottom of the Separately Managed screen, changes will be committed to the
MagicConnect server. And the user in question will no longer be collectively managed.

Separately managed Collectively managed

LUszers will be managed collectively, Configuration of multiple users will be changed collectively.

Select users to be collectively
managed

Users collectively managed (3) Users separately managed (5)

Q Filter users. .. Q. Filter users. ..
user2 = [mc3000 -
user3 userl I
userd users [ ]
user

user’
<= Select
Cancel ==

“user1” will be deleted from the Users collectively managed colu
to the Users separately managed column

1 1
T arnu 1moveu
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4. Grouping

Use this feature to look up or edit connection configurations that enable transmission between a
general user Viewer and Client.

When a connection configuration is edited, the change is immediately committed to the Client.
It will become valid for the Viewer from the next time connection authentication is performed.

4.1. Example of connection CONFIQUIAtION .....cooii oo 57
4.1.1. About Standard Connections and Grouped CONNECLIONS ........vvviviiiiiiieiiiiiieeeeeeeereeeeeeeeeeereeenenes 57
4.2. Looking up connection CONfIQUIAtIONS .. ..ciiioiiie i 58
4.2.1. Displaying the list of Clients to which a Viewer can CONNECt ...........ccvvvvvvvriievieeeieiiieieieieveienenns 58
4.2.2. Displaying the list of Viewers able to connect to a ClieNnt ............ovvviiviiiiiiiiiieieiiiieeeeeeeieveeeneens 59
4.3. Editing conNNection CONTIQUIAtIONS ..o s 61
4.3.1. Enabling connection to multiple target devices (1-t0-n CONNECLION) ......ovvvvvvvveieiiriiiiiiiiiieiaiens 61

4.3.2. Enabling simultaneous connections by multiple users to a Windows server (n-to-1

CONMNEBCTION) oo, 64
4.3.3. Configuring a connection to use “the MC3000” WOL controller (n-to-m connection).......... 68
4.3.4. Deleting a grouped CONNECTION ....iiviiiiiiiiiiieiiieeeeeee ettt ettt eeeeeeeeeeeseassssesssesssesesesesesssssesssnnnnes 73
4.4. Performing grouped connection tasks using a CSV-format file ........ccoooooiiiiiiiiiiiiiiiie e, 76
4.4.1. Downloading grouped connection information in CSV format.........ccceevvvvvviivieiiieieiiieiiiiieienenns 78
4.4.2. Batch addition of grouped connections in CSV fOrmat .............evvvviiiiiiiiiiieeiiiiieieeeeeeeveveeeveeenenns 79
4.4.3. Batch deletion of grouped connections in CSV format ............cevvvviiiiiiiiiiiiieiiiiiieeeeeeevevevevenenns 82
4.4.4. Restoring grouped connections in CSV fOrmat ...........ovviiiiiiiiiiiiiiiiiiiiieieeeeeieeeveeeve e reaeeeneees 85
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To bring up the Grouping screen, click the Grouping link from the Menu screen.

m History User Manapement Grooping Secority Ghange Password Logout

Welcome account.admin.

This page shows the menu for account manager.
Select any menu.

Access history

User managemsnt

Grouping | @—— | Click Grouping

security
Change password

Logout

Ciopyright @ 2006001 4 MTT IT CORPORATION
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4.1. Example of connection configuration

4.1.1. About Standard Connections and Grouped Connections

To easily enable a variety of connection configurations, two types of connection are available in
MagicConnect.

B One type of connection is called a standard connection.

Simply setting the same username for a Viewer and a Client enables transmission between the Viewer and Client.
These connections are shown by solid black lines in the diagram below.

The above is achieved through the purchase of an account known as a standard account.

Viewer (remote device) Client (target device)

| Standard account: ID 1 % @——————— [[C] standard account: ID1

Standard account: ID 2 & ._> @Stamdard account: ID2

Standard connection

B The other type of connection is called a grouped connection.
This connection enables transmission among Viewers and Clients with different usernames, and is
indicated by the dotted blue line in the diagram below.
The above is achieved by registering the Viewer/Client connection configuration with the MagicConnect
server using the grouping function.

Viewer (remote device) Client (target device)

i Standard account: ID 1 % ‘e, : @Standard account: ID1

e

‘e

g @Target device dedicated account: ID2

Standard connection

--------------- Grouped connection
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4.2. Looking up connection configurations

4.2.1. Displaying the list of Clients to which a Viewer can connect

(1) Select Show the list of clients to which the viewer can connect.
A screen listing the Clients to which the Viewer can connect is displayed.

The usernames to be displayed can be filtered using the filter text box.

The example below shows filtering of displayed Viewers by the name “user”.

Standard connections are indicated with solid black lines and grouped connections are indicated with
solid blue lines.

Select Show the list of clients to which the viewer can connect.

The connection configurations of users managed by the account account.admin are o
shown.

Show the list of viewers which can connect to the client

q, user [

The Viewers to be displayed can be filtered.

QFiIter client...

useri @ > @ user]
\—) @ user.mc 3000

Show all cljents

Clients corresponding to the Viewer at left can be : ;
filtered. L Filter client...

userd @ > @ userl

Show all clients
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4.2.2. Displaying the list of Viewers able to connect to a Client

(1) Select Show the list of viewers which can connect to the client.
A screen listing the Viewers that can connect to the Client is displayed.
The usernames to be displayed can be filtered using the filter text box.
Standard connections are indicated with solid black lines and grouped connections are indicated with

solid blue lines.

Select Show the list of viewers able to
connect to the client.

The connection configurations of users managed by the account accnunt.aélmin are
shown.

®
Show the list of clients to which the viewer can connect
The Clients to be displayed can be filtered. \oq Filter clisnt ..
Q, Filter viewer ..
useri > @ user.mc 3000

Show all viewers
Viewers corresponding to the Client at right can be
filtered.

Q, Filter viewer ...

useri @ . @ useri

Show all viewers

Q, Filter viewer ...

userl @ > @ userl

Show all viewers
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lAbout the display of improper connections

A connection will be considered as improper and a warning mark will be displayed ahead of the username in the

following cases:

1. The connection is to a general user whose account has been suspended by NTT IT

2. The connection is to a general user for whom an account does not exist

Q Filter client...

useri @ o @ & useri

NTT IT will take the following actions toward an account for which termination of agreement was

requested or for which a type change or other migration was requested:
1. Suspension of the account in the beginning part of the month following the month in which

migration or termination of agreement occurred,;

2. Deletion of the suspended account and grouped connections in the month following the above.

For the above reason, during the period indicated in 1and 2, a warning mark will be displayed by accounts

for which termination or migration was requested.

The warning mark will no longer be displayed when "Deleting a grouped connection” is performed.
Account Managers wishing to remove the mark should delete the grouped connection.

However, note that setting (i.e., addition) of improper connections is not possible.
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4.3. Editing connection configurations

4.3.1. Enabling connection to multiple target devices (1-to-n connection)

This section describes procedures for enabling connection to multiple PCs or servers having different

usernames.

In the diagram below, one account that is the control device dedicated account ID1 (userl) and three
accounts that are the target device dedicated accounts ID2 (user2) - ID4 (user4) are contracted and are
not in a grouped connection. For this situation, this section describes the procedures for a grouped
connection that enables connection to the Clients of “user2 - user4” by the Viewer of “userl”.

Viewer (remote device) Client (target device)
Control device dedicated % ] Target device dedicated
account: ID 1 £ JH L < @acc%unt: ID2

‘e

L]

Ta

. ay

. .
.

. e, Target device dedicated
e A account: ID 3

‘e
.
‘e
.

‘A Target device dedicated
account: ID 4

Standard Connection

Grouped Connection

(1) To center the display on the Viewer, click Show the list of clients to which the viewer can connect and

then below that, click Show all viewers.

Click Show the list of clients to which the viewer can
connect. Next, below that, click Show all viewers.*

* Accounts and their connection configurations are displayed

when standard connections or grouped connections exist.

As both connection types do not initially exist in this example,
the accounts of the viewers are displayed by clicking Show all
viewers.

I I Show the list of viewers which can connect to the client

Show all viewers
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(2) To display all Clients which can be specified as the connection destination for the Viewer of “userl”, click
Show all clients.

Click Show all clients

Q Filter client...

usert @ Showe ol cliemts

(3) All Clients which can be specified as the connection destination for the Viewer of “userl” are displayed.

Q Filter client...

useri @

user

users3

Q00

userd

All clients for which grouped connection with “user1”
is possible are displayed.

(4) Click the terminal marks appearing to the

The terminal marks change from “ C} to O ”and blue connection lines and the message The grouped
connection has been changed are displayed.

Note: At this point, the change is not committed to the MagicConnect server.

© The grouped connection has been changed. Commit changes to the system Reset

Show the list of viewers which can connect to the client

Q Filter client...

useri = userl
@ ©
©

users

0 userd

Click the terminal marks appearing to the side of “user2
- user4”. Blue connection lines are displayed.
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(5) To commit the change to the MagicConnect server, click Commit changes to the system.

© The grouped connection has been changed. Commit changes to the system Reset

e list of viewers which can connect to the client

Q Filter client...
user @ 2 O user?
- ) O users
Click Commit changes to
the system. 0 userd

(6) A confirmation message is displayed. Click the OK button.

The changes will be committed to the system. Do
you want to proceed?

OK Cancel

(7) The configuration for which connection has been enabled from the Viewer of “userl” to the Clients of
“user2 — user4” is displayed, in the form with which it was committed to the MagicConnect server.

Q Filter client...

 J

ONONC)

userl

useri @

userd

userd

If the message below is displayed, the changes have not been committed to the MagicConnect server.
This is most likely due to timeout (which occurs when no operation has been performed for a long time while logged in
to the administration screen). Reload the page and, if necessary, perform the actions again, beginning from “login”,

and confirm the configuration.

A Failed to edit the grouped connection information on server. Please reload the page.
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4.3.2. Enabling simultaneous connections by multiple users to a Windows server (n-to-1 connection)
This section describes procedures for enabling simultaneous connection by multiple users to a single
Windows server having different usernames.

In the diagram below, five accounts — four accounts that are the control device dedicated accounts ID1
(userl) - ID4 (user4) and one account that is the target device dedicated account ID5 (user5) — are
contracted and are not in a grouped connection. For this situation, this section describes the procedures for
a grouped connection that enables connection to the Client of “user5” by the Viewers of “userl — user4”.

Viewer (remote device) Client (target device)

Target device dedicated
'.:@ account: ID5

. Control device dedicated
account: ID 1

Control device dedicated
account: ID 2

Control device dedicated

1000

account: ID 3 ¢ o :
Control device dedicated "'. .
account: ID 4
. ’ Standard connection
------------ Grouped connection
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(1) To center the display on the Client, click Show the list of viewers which can connect to the client and
then below that, click Show all clients.

Click Show the list of viewers which can
connect to the client. Next, below that, click
Show all clients. *

* Accounts and their connection configurations
are displayed when standard connections or
grouped connections exist.

As both connection types do not initially exist in
this example, the accounts of the clients are
displayed by clicking Show all clients.

Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client

Show all clients

(2) To display all Viewers that can be specified as the connection source for the Client of “user5”, click Show

all viewers.

Click Show all viewers.

Show the list of clients to which the viewer can confect

Q Filter viewer...

@ users

Show all viewers

(3) All Viewers that can be specified as the connection source to the Client of “user5” are displayed.

Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client

Q Filter viewsr ...
useri D @ userd
userd .C)\
| {
- D All viewers for which grouped connection with the client
userd D of “user5” is possible are displayed.
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(4) Click the terminal marks appearing to the side of “userl — user4”.

The terminal marks change from * (:) to O », and blue connection lines and the message The
grouped connection has been changed are displayed.

Note: At this point, the change is not committed to the MagicConnect server.

i The grouped connection has been changed. Commit changes to the system Reset

Show the list of clients to which the viewer can connect Show the list of viewers which can connect t

o the client

Q Filter viewer...

useri

(d userd

userd

users

0000

userd

N

Click the terminal marks appearing to the side
of “userl — user4”.
Blue connection lines are displayed.

(5) Tocommit the change to the MagicConnect server, click Commit changes to the system.

Click Commit changes to the system.

0 The grouped connection has been changed. Commit changes to the system Reset

Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client

Q Filter viewer...

useri

@ users

userl
users

user4

Q00O
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(6) A confirmation message is displayed. Click the OK button.

|

The changes will be committed to the system. Do
you want to proceed?

QK Cancel

(7) The configuration for which connection has been enabled from the Viewers of “userl — user4” to the
Client of “user5” is displayed, in the form with which it was committed to the MagicConnect server.

Q, Filter viewsr...

useri @ users
useri

users

userd

CRONONO

If the following message is displayed, the changes have not been committed to the MagicConnect server.
This is most likely due to timeout (which occurs when no operation has been performed for a long time while logged
in to the administration screen). Reload the page and, if necessary, perform the actions again, beginning from

“login”, and confirm the configuration.

£ Failed to edit the grouped connection information on server. Please reload the page.

67



4.3.3. Configuring a connection to use “the MC3000” WOL controller (n-to-m connection)
This section describes procedures for enabling connection to the user's own office PC with the power

turned off, performing remote startup using “the MC3000” WOL Controller.

In the diagram below, three accounts — the two standard accounts ID1 (userl) and ID2 (user2) and the one
account ID3 (user.mc3000) for MC3000 use — are contracted and are not in a grouped connection. For this
situation, this section describes the procedures for a grouped connection that enables connection from the

Viewers of “userl and user2” to the account for MC3000 use (“user.mc3000”), to enable MC3000 use.

Viewer (remote device) Client (target device)
 Standard account: ID 1 % ' o, ' [I& standard account: ID1
Standard account: ID 2 .T..T'"rV @ Standard account: D2
3 i -...:‘

| Account for MC3000 use: ID 3

Standard connection

""""" Grouped connection
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(1) To restrict the display to the Client of “user.mc3000” and to Viewers that can be specified as the
connection source to that Client, click Show the list of viewers which can connect to the client, and in
the text box below that, enter “user.mc3000” and then press the "Enter" key.

Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client

Q, uzer mc3000

Click Show the list of viewers which can connect to the client.
Next, enter “user.mc3000.”

(2) Tofilter and display only the Client of “user.mc3000”, click Show all clients.

Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client

Q, uzer me3000

Show all clients

*Click Shaw all clients.

*Accounts and their connection configurations are displayed when standard connections or grouped connections
exist.

As both connection types do not initially exist in the client of “user.mc3000” in this example, the account
“user.mc3000” is displayed by clicking Show all clients.
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(3) To display all Viewers which can be specified as the connection source for the Client of “user.mc3000”, click

Show all viewers
Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client

Q, uzer me3000

Q Filter viewsr ...

Show all viewers @ user.mc 3000

.¥

Click Show all viewers.

(4) All Viewers which can be specified as the connection source for the Client of “user.mc3000” are
displayed.

Q Filter viewer ..

useri O @ user.mc 3
userl D

(5) Click the terminal marks appearing to the side of “userl and user2.” The terminal marks change from {:}
to {},”and blue connection lines and the message The grouped connection has been changed are
displayed.

Note: At this point, the change is not committed to the MagicConnect server.

© The grouped connection has been changed. Commit changes to the system Reset

Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client

Q, user me3000

QL Filter viewer ...
useri {}_/—) @ user.mc 3000
userl Q

L Click the terminal marks appearing to the side of “userl and
user2”.
Then the blue connection lines are displayed.
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(6) To commit the change to the MagicConnect server, click Commit changes to the system.

Click Commit changes to the system.

) The grouped connection has been changed. I Commit changes to the system I Reset

Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client

Q uszer mo3000

useri 0 . 2 @ user.mc 3000
user 0/
(7) A confirmation message is displayed. Click the OK button.

The changes will be committed to the system. Do
you want to proceed?

0K Cancel
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(8) The configuration for which connection has been enabled from the Viewers of “userl and user2” to the

Client of “user.mc3000” is displayed, in the form with which it was committed to the MagicConnect server.

Q Filter viewer...
useri @ > @
userl @ /

If the following message is displayed, the changes have not been committed to the MagicConnect server. This is

user.mc 3000

most likely due to timeout (which occurs when no operation has been performed for a long time while logged in to the
administration screen). Reload the page and, if necessary, perform the actions again, beginning from “login”, and

confirm the configuration.

A Failedto editthe grouped connection information on server. Ple reload the page.

(9) In (8) above, only the connection configurations for the Client of “user.mc3000” are shown. To confirm the
Clients to which the Viewers of “userl and user2” can connect, click Show the list of clients to which the
viewer can connect.

/_ Click Show the list of clients to which the viewer can connect

Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client

Q, Filter wiewer ...

Q, Filter client...

useri @ - @ useri
\—) @ user.mc 3000

Show all clients

Q Filter client...

userl @ > @ user
@ user.mc 3000

Show all clients
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4.3.4. Deleting a grouped connection

In the diagram below, the standard account ID1 (userl) and standard account ID2 (user2) are contracted,
and the Viewer of ID1 (userl) and the Client of ID2 (user2) are in a grouped connection.

Viewer (remote device) Client (target device)

Standard account; ID1 %.,.._V @ Standard account: ID1

®..'.
L

Standard account: ID2 %.—’. @Standard account: ID2

Standard connection

""""" Grouped connection

This section describes the procedures for deleting the grouped connection from the Viewer of “userl” to
the Client of “user2”.

(1) To restrict the display to the Viewer of “userl” and the Clients to which it can connect, click Show the list
of clients to which the viewer can connect, and in the text box below that, enter "userl" and then
press the "Enter" key.

Show the list of viewers which can connect to the client

Q, uzerl

Q, Filter client...

@ > @ userd
\—> @ user2

Show all clients

useri

Click Show the list of clients to which the viewer can
connect.

Next, enter "userl."
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(2) Click the terminal marks appearing to the side of the Client of “user2.” The terminal marks change from
“ @ to Q ”and dotted gray connection lines and the message The grouped connection has been
changed are displayed.

Note: At this point, the change is not committed to the MagicConnect server.

© The grouped connection has been changed. Commit changes to the system Reset
Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client
Q, uzeri
Q Filter client...
useri @ . @ useri
0 userd
®

Show all clients

Click the terminal marks appearing to the side of
“user2”. Dotted gray connection lines are displayed.

(3) To commit the change to the MagicConnect server, click Commit changes to the system.

Click Commit changes to the system.

© The grouped connection has been changed. | Commit changes to the system || Reset
Show the list of clients to which the viewer can connect Show the list of viewers which can connect to the client
Q, uzeri
Q Filter client...
useri @ . @ useri
0 userd

Show all clients

74



(4) A confirmation message is displayed. Click the OK button.

| |

The changes will be committed to the system. Do

you want to proceed?

0K Cancel

(5) The configuration for the Viewer with username "userl" is displayed, in the form with which it was

committed to the MagicConnect server.

Q uszerl

Q Filter client...

useri @ . @ useri

Show all clients

If the following message is displayed, the changes have not been committed to the MagicConnect server.
This is most likely due to timeout (which occurs when no operation has been performed for a long time while logged in

to the administration screen). Reload the page and, if necessary, perform the actions again, beginning from login, and

confirm the configuration.

A Failed to editthe grouped connection information on server. Please reload the page.
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4.4. Performing grouped connection tasks using a CSV-format file

This section describes the method for downloading or editing grouped connection information for
contracted accounts in CSV-format files.

Click the icon at the upper right of the grouping page and select the task to perform from the pull-down menu.

i. Click the icon
The connection configurations of users managed by the account account.admin are m
shown.
Download in C5Y format
Show the list of viewers wh Add allin €SV format
Q Filter viewsr . Delete all in C5V format
Restore in C5V format

Q Filter client...

useri @ . @ useri

Show all clients

Q, Filter client...

userd @ : @ useri
@

user.mc 3000

@ useri

ii. Select the task to perform from the pull-down menu
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B About the CSV file format

The CSV-format file is composed of only information on grouped connections, and does not contain
information on standard connections.

1 row shows 1 grouped connection (1:1).

Rows are listed in the format "username of the Viewer that is the connection source," followed by ","

(i.e., comma), followed by "username of the Client that is the connection destination.”

B Example of a CSV-format file

The content of the CSV file corresponding to the diagram below is shown.

Viewer (remote device) Client (target device)

userl & ..—’ Ml user1

i user2 & . @userz
& -.... LN
5 i .....:t :
i| user.mc3000

Standard connection

......... Grouped connection

The first row is the title row.
/ It appears in the file downloaded from the

MagicConnect server.
source (viewer),destination (client) ./ When creating a file on your own, this row is
not necessary.
userl,user.mc3000 0\
user2,user.mc3000 0\ Connection from userl to user.mc3000

Connection from user2 to user.mc3000
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4.4.1. Downloading grouped connection information in CSV format
The grouped connection information registered on the MagicConnect server can be downloaded in CSV
format.

(1) Click the B~  icon at the upper right of the grouping page and select Download in CSV format from
the pull-down menu.

i. Click the icon \'
The connection configurations of users managed by the account account.admin are

shown.

O

Download in CSY format
Add all in C5Y formfit

Show the list of viewers wt

Q Filter viewer ... Delete all in CSY fofmat
Restore in C5Y format

ii. Select Download in CSV format from the
pull-down menu

(2) A confirmation message is displayed. Click the OK button to begin downloading the CSV file. By default, the
file is named "group.csv.”

The grouped connection information will be
downloaded in C5Y format. Do you want to
proceed?

OK Cancel
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4.4.2. Batch addition of grouped connections in CSV format

The grouped connection information prepared in CSV format can be additionally registered, with the
existing grouped connection information on the MagicConnect server maintained.

(2) Click the B~ iconatthe upper right of the grouping page and select Add all in CSV format from the
pull-down menu.

i. Click the icon
The connection configurations of users managed by the account accnunt.admim

shown.

o

Download in C5V format
Show the list of viewers w}I Add all in CSV format

Q Filter viewer ... Delete all4® C5Y format

re in C5V format

ii. Select Add all in CSV format from the
pull-down menu.

(2) A confirmation message is displayed. Click the Browse... button.
I

The €5V file will be uploaded and grouping
connections will be added according to the file
content.

Please select the file to upload.

| Browse...

Cancel

iii. Click the Browse... button
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(3) A screen for selecting a file is displayed. Select the CSV file to be uploaded and click the Open button. In
the diagram below, "group-add.csv" is selected as an example.

=) Choose File to Upload

o
u'| . » Computer » Local Disk (C:) » csv v|#,|

Search csv yo |

Organize = Mew folder

> 3{ Favorites

4 Libraries ._'f"i

» @ Documents
> J‘i Music

- [=] Pictures

> =] Subversion
> B Videos

group-add.csv

| I 1% Computer

o 9‘ Metwark

File rarie: group-add.cow v | Files -|

I Open Ivl [ Cancel ]

(4) The name of the selected file is displayed to the side of Browse... If there is no problem with the
selected file, click the OK button.

The C5V file will be uploaded and grouping
connections will be added according to the file
content.

Please select the file to upload.

C:\csvheroup-add.csv | Browse...

| OK Cancel
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(5) A confirmation message is displayed. If there is no problem with the content, click the OK button. The
grouped connection information is additionally registered with the existing grouped connection
information maintained.

The changes will be committed to the system. Do
you want to proceed?

Add
o userl -» user.mc3000 -

o yserd -x user.mc3000 -

OK Cancel
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4.4.3. Batch deletion of grouped connections in CSV format

This operation deletes data that matches the information prepared in CSV format, from the grouped connection

information on the MagicConnect server.

(2) Click the B~ icon at the upper right of the grouping page and select Delete all in CSV format from

the pull-down menu.

i. Click the icon

The connection configurations of users managed by the account account.admin are

B -
shown.

Download in C5Y format

Show the list of viewers wi

Add all in C5Y format

Q, Filter viewer ... Delete all in CSV format

Restore wf LSY format

ii. Select Delete all in CSV format from the pull-down
menu.

(2) A confirmation message is displayed. Click the Browse... button.

The C5V file will be uploaded and grouping
connections will be deleted according to the file
content.

Please select the file to upload.

|

| Cancel

e mooar
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(3) A screen for selecting a file is displayed. Select the CSV file to be uploaded and click the Open button. In

the diagram below, "group-delete.csv" is selected as an example.

(2 Choose File to Upload 5
—

QL—) | . v Computer » Local Disk (C) » csv - | + | | Search csv P
Organize » New folder = - [ '@'

W Favorites

= Libraries 'N]

3 Documents
J‘- Music

le=| Pictures
=) Subversion

B videos

group-delete.csv

1M Computer

&"j Metwork

File name:  group-delete.csv v | i Files ¢ -

I Open |v| [ Cancel ]

(4) The name of the selected file is displayed to the side of Browse... If there is no problem with the
selected file, click the OK button.

The C5V file will be uploaded and grouping
connections will be deleted according to the file
content.

Please select the file to upload.

:\cstggug-ddete.s_v] Browse...

0K Cancel
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(5) A confirmation message is displayed. If there is no problem with the content, click the OK button.
Matching data is deleted from the grouped connection information on the MagicConnect server.

The changes will be committed to the system. Do
you want to proceed?

Delete
® userl -» user.mc3000 -
o yserd -x user.mc3000 -

OK Cancel
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4.4.4. Restoring grouped connections in CSV format
This operation registers information prepared in CSV format after grouped information on the MagicConnect server has
been deleted.

(1) Click the O~ icon at the upper right of the grouping page and select Restore in CSV format from

the pull-down menu.

i. Click the icon
The connection configurations of users managed by the account accnunt.adminare\- o
shown.
Download in C5Y format
h he en hich the wiewer can connect Show the list of viewers wt Add all in CSV format
Q, Filter viewsr Delete all in CSY format

Restore in C5Y format

P

ii. Select Restore in CSV format from the pull-down
menu.

(2) A confirmation message is displayed. Click the Browse... button.

The C5V file will be uploaded and grouping
connections will be restored according to the file
content. All grouped connections currently set will

be deleted and will be replaced by the file
content.

| Please select the file to upload.

L Browse. ..

Cancel
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(3) A screen for selecting a file is displayed. Select the CSV file to be uploaded and click the Open button. In
the diagram below, "group-restore.csv" is selected as an example.

(= Choose File to Upload @
W - E— |
Ol\_./'l | . v Computer » Local Disk (C) » cov - | 5 | Search csv yeol
Organize - Mew folder = «+ [ @

» 3 Favorites

3

4| 4 Libraries
o @ Documents
* J’ Music
> [ Pictures
> =) Subversion
> B Videos

group-restore.csy,

> 1M Com puter

>¢j Metwork

File narne: group-restare.cswv - [AII Files (** V]

I Open |vl [ Cancel l

(4) The name of the selected file is displayed to the side of Browse... If there is no problem with the

selected file, click the OK button.

The CsV file will be uploaded and grouping
connections will be restored according to the file
content. All grouped connections currently set will

be deleted and will be replaced by the file
content.

Please select the file to upload.

csvigroup-restore.csv]  Browse...

OK Cancel
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(5) A confirmation message is displayed. If there is no problem with the content, click the OK button. After
the grouped information on the MagicConnect server has been deleted, the information prepared in CSV
format is registered.

The changes will be committed to the system. Do
you want to proceed?

Restore
o yserl -= user.mc3000 -
& yserd -x user.mc3000 -

OK Cancel
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5. Security
Use this function to restrict the networks from which an Account Manager can login to administration

functions.

Note: This function only affects login with an Account Manager’s username. It does not affect login
from a general user’s username.

Changes made with this function will be valid from the next time connection authentication is
performed.

This section explains how to restrict login to the global IP addresses 203.0.113.1 and 198.51.100.1.

(1) To display the Security screen, click Security from the Menu screen.

m History User Manapement Grouping Secority Ghange Password [ogoot

Welcoms account admin.

This page shows the menu for account manager.
Select any menu.

Aeocess history

User managemesnt

Grouping

security |@—— | Click Security

Change password

Logout

Ciopnyright © 20062014 WNTT IT CORFORATIOMN
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(2) Check the Allow login only from the IP address of the following box.

If yvou want to change the security configuration of the account manager, edit the
following items, and press the " Update button.

MagicConnect server

Check the Allow login only from the IP address of the following box

Username

Current IP address of

<

. 20301131
connection source
I Allow login only from the IP address of the following I
Logi trict t P address masl
ogin restriction to
the Administration Function I I : I / I . I I Delete
Add

(3) Enter the global IP address and subnet mask to allow, then click the Update button.

To add an allowed global

IP address, click the Add button.

If you want to change the security configuration of the account manager, edit the
following items, and press the "Update" button.

MagicConnect server

i. Enter the allowed global IP address and subnet mask

Username

d CCOLTTL AT \

Current IP address of
connection source

20301131

\

Login restriction to
the Administration Function

¥ Allow login only from the IP address %‘F the following

F address Subriet mashk
203 .0 113 i /285 .|255 .|255 .|255
198 .51 .|100 a f 255 .|255 .|255 .|255

Add | Login from "Current IP address of connection source” is allowed.

ii. Click Update

* Restrictions can be set at the network address level by setting the subnet mask.
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(4) When successfully updated, the message Configuration has been successfully updated, will be

displayed.

Configuration has been successfully updated.

MagicConnect server

magicconnect.net

Username

accountadmin

Current IP address of
connection source

20501151

Login restriction to
the Administration Function

Allow login onhy from the [P address of the following
203.01131/285 255255 255
182511001 /255 255 255 255

LT
o
1
=

(5) After this, login by Account Manager’s usename will only be possible from a permitted global IP address.

User Authentication

I Username and/or password are wrong.

* The accountis tempaorarily disabled when login attempts under the same
A user name fail - times.
+ YWhenthe accountis temporarily disabled, login is not possible through
the web interface until the account is re-enabled by an administrator oris
re-enabled automatically after a wait period.

Enter the username and password.

|Isername Iaccnunt.admin

Pasoword I ..............
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6. Changing the password (Account Manager)

The password of a logged-in Account Manager can be changed.

(1) From the Menu screen, click Change password.

m History User Manapement Grouping Secority Ghange Password [ogoot

Welcoms account admin.

This page shows the menu for account manager.
Select any menu.

Aeocess history

User managemesnt

Grouping

security

| Change password | @ | Click Change password

Logout

Ciopnyright © 20062014 WNTT IT CORFORATIOMN
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(2) Enter the current password and the new password, and click the Change button.

Change Password

To change the password, input all of the items below, and press the "Change”
button.

(Password must have a length of 8 characters or more, and should consist of a mix of English
alphabet upper-case and lower-case letters, numerals, and symbaols.)

MagicConnect server magicconnect.ngt|| i. enter the current password
Username account.admin /
Current DEEEWGFd ........10’ / ii. Enter the new password
e
New password .......'1 iii. Reenter the new password
New password(confirmation) nnuud/

II Changze I' [ et }

iv. Click Change

(3) If the password has been changed without issue, the message Password has been changed is
displayed.

Change Password

Password has been changed.

If the password was not successfully changed, the reason is displayed. Reenter the new password in
accordance with the message.

Change Password

Password too simple. It must be a mix of alphabets and numerals, or a mix of
alphabets and symbols, or a mix of alphabets, numerals and symbols.

Back



