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1 Introduction

1.1 Overview

The WHA-5500CPE is a wireless outdoor multi-function device based on IEEE 802.11a
5-GHz radio technologies. When installed in upright position, it is rain and splash proof.
It features an integrated 18dBi patch antenna and passive POE to simplify the installation.
The built-in antenna can provide up to 20km* of distance depending on conditions.. The
firmware of the AP provides up to 8 operations modes* to satisfy different application
environments.

1.2 How to Use This Guide

WHA-5500CPE is an advanced wireless CPE with many functions. It is recommended
that you read through the entire user’s guide whenever possible. The user guide is
divided into different chapters. You should read at least go through the first 3 chapters
before attempting to install the device.

Recommended Reading
0 Chapter 1

B 1.5 Operation Modes: This section explains the usage of each wireless
operation mode. Itis a must read.

O Chapter 2. This chapter is about hardware installation. You should read
through the entire chapter.

U Chapter 3:

B 3.1 Important Information: This section has default settings information
suchs as IP, password, SSID, and recommended browser

B 3.3 Management Interface: This section introduces Web, HTTPS, and
Telnet.

B 3.4 Introduction to Web Management: This section tells you how to get into
the Web Ul using HTTP and HTTPS. In addition, it also explains about the
basic menu structure.

B 3.5 Initial Configurations: This section guide you through the essential initial
configurations such as choosing operation mode, set device IP, password,
and change frequency domain.

O Chapter 4 Web Management — Wireless and WAN Settings: This chapter
explain the wireless functions and router mode settings in the WHA-5500CPE. If
time permitted, you should read through the entire chapter.

1 AirLive WHA-5500CPE User’s Manual
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4.2 Operation Mode (wireless): Operation mode is the page where all the
wireless settings and router mode settings are. Therefore, it is advised that
you must read through the entire section.

4.2.3 Site Survey: Site Survey is the connection wizard that will search
for available networks and let you connect with the select network by
simply clicking. It also includes RSSI signal survey for antenna
alignment.

4.2.8 and 4.2.9 Channel and Channel Width: This part explains the
concept of variable Channel Width and how to use them. Channel
Width can be 40MHz, 20MHz, 10MHz, or 5MHz.

4.2.13 Bandwidth Management: Be sure to read about
WHA-5500CPE’s powerful Bandwidth Control that allow you to limit
up/downlink speed by interface, IP, MAC address, or IP segment. This
section provides step-by-step examples also.

4.3 WDS Settings: Here explans the WDS setting page. After reading this
section, please go to Chapter 8: Bridge Network example to see
step-by-step instructions on setting up a multi-point WDS Bridge network.

4.4 Router Modes: This section includes WAN port, virtual server, remote
management, virtual servers and all router related settings.

U Chapter 5: Web Management 2: Configurations, Tools and Status

This chapter explains all the non-wireless settings and status such as IP settings,
Ping Watchdog.

5.1.5 PING Watchdog: PING watchdog is a crucial function to keep your
wireless connection alive. When WHA-5500CPE can'’t get a response
from remote devices, it will attempt to re-establish the connection.
WHA-5500CPE’s PING watchdog goes the extra step to allow 2 sets of IP
to avoid false alarm.

5.1.7 Configuration Save and Restore: You should always backup your
configurations so you can restore in the event of system crash.

0 Chapter 6: Command Line Interface

This chapter explains all the commands in the Telnet interface. Be sure to “save
config” after making all changes. In case you forget a command, just type “help” to
display all available commands and their usage.

U Chapter 7: Application Example: Infrastructure

In this chapter, you will learn how to use AP mode, Client Infrastructure Mode, and
Bridge Infrastructure mode in one application example. In addition, you will also
learn how to make multiple SSID and bandwidth control.

O Chapter 8: Application Example 2: WDS Bridge

AirLive WHA-5500CPE User’s Manual 2
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This chapter tells you the basic knowledge about building a long distance connection.
Then it will describe the differences between WDS bridge and Bridge Infrastructure
mode, and how to make a choice between them. At last, a step-by-step instruction
on how to build a multipoint WDS network is provided.

U Chapter 9: Application Example 3: Repeater and WISP Router
A step-by-step application example on Repeater and WISP router

O Chapter 10: Emergency Firmware Recovery

It your WHA-5500CPE can no longer be access due to firmware crash. You might
be able to recover it following the procedure on this chapter.

0 Chapter 11: Frequent Asked Questions

If you have a question about WHA-5500CPE that is not found on other part of this
guide, you might find your answer here. Including how to make connection with
Mikrotik AP, how to save password settings on the browser...etc.

U Chapter 13: Wireless Network Glossary

Explanations on wireless network technical terms from Ato Z. Highly recommeded
for referencing when you encounter an unfamiliar term.

1.3 Firmware Upgrade and Tech Support

If you encounter a technical issue that can not be resolved by information on this guide, we
recommend that you visit our comprehensive website support at www.airlive.com. The
tech support FAQ are frequently updated with latest information.

In addition, you might find new firmwares that either increase software functions or provide
bug fixes for WHA-5500CPE. You can reach our on-line support center at the following
link:

http://www.airlive.com/support/support 2.jsp

Since 2009, AirLive has added the “Newsletter Instant Support System” on our website.
AirLive Newsletter subscribers receives instant email notifications when there are new
download or tech support FAQ updates for their subscribed airlive models. To become an
AirLive newsletter member, please visit: http://www.airlive.com/member/member_3.isp

3 AirLive WHA-5500CPE User’s Manual
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CJ Al Products
Product Secondary

Product Main Category C Model MO

ategory
Router ~ MESH Outdoor AP/Bridge AirMaxs
Security Gateway 11a/b/g Outdoor AP/Bridge WHA-5500CPE-PCBA
Skype 11g Outdoor AP/Bridge
Switches 11b Outdoor AP/Bridge WH-5400CPE-ESD
VolP -~ 5GHZ Outdoor Bridge - WH-5420CPE
Wireless Indoor Qutdoor Booster
Wireless Accesso
WISP
Solutions i

Figure 1.4: AirLive Newsletter Suppport System

1.4 Features

Atheros AR-2313 + AR-5112 108mbps 802.11a chipset
8MB Flash and 32MB SDRAM

8 wireless multi-function modes: Access Point, Repeater, WDS Bridge, Bridge
Infrastructure, Client Infrastructure, Client Ad Hoc, WISP Router, AP Router.

14dBi Integrated Antenna: Vertical Polarization, Horizontal Polarization, External
Antenna options switchable by software. 30 degree Horizontal and Vertical coverage
in the forward direction.

R-SMA connector for external antenna.
Built from High Temperature resistant ABS material with Anti-UV protection

Power by passive PoE: 12V Adapter and injector included. Accept up to 22Vdc input
on the PoE port.

Slide out housing design for easy maintenance.

Pole Mount strap included. Optional metal mount and wall mount available
Total Bandwidth and Per-User Bandwidth Control

Limit Bandwidth of HTTP, FTP, Torrent, and eDonkey traffic in router mode
Site Survey, RSSI signal Survey, and RSSI LED indicator.

Multi-SSID, TAG VLAN, WMM, TOS

ACK Timeout Adjustment for long distance connection.

Emergency firmware recovery mode

Web, HTTPS, and Telnet

AirLive WHA-5500CPE User’s Manual 4
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1.5 Wireless Operation Modes

The WHA-5500CPE can perform as a multi-function wireless device. Through the
AirLogic web interface, users can easily select which wireless mode they wish the
WHA-5500CPE to perform.

The WHA-5500CPE can be configured to operate in the following wireless operation
modes:

1.5.1 Access Point Mode

When operating in the Access Point mode, the WHA-5500CPE becomes the center hub of
the wireless network. All wireless cards and clients connect and communicate through
WHA-5500CPE. This type of network is known as “Infrastructure network”. Other
WHA-5500CPE or 802.11a CPE can connect to AP mode through “Client Infrastructure
Mode” or “Bridge Infrastructure Mode”. The Access Point mode will act as “WDS AP”
when connecting with the “Bridge Infrastructure mode”. Please see Chapter 8 for step-by-step
application example of this operation mode.

Client
Infrastru cture

AP Mode
[é;

!! WHA-5500CPE

Bridge
Infrastructure

AN

1.5.2 Repeater Mode

In Repeater mode, the WHA-5500CPE functions as a repeater that extends the range of
remote wireless LAN. The WHA-5500CPE’s repeater mode is a universal repeater, not
WDS repeater. Because the radio is divided into client + AP mode, the Repeater mode
will have less performance and distance. We recommended using a dual radio product
like Airlive WLA-9000AP or WH-9200AP if you require full performance in this application.
Please see Chapter 10 for step-by-step application example of this operation mode.

5 AirLive WHA-5500CPE User’s Manual
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Notebook

1.5.3 WDS Bridge Mode

This mode is also known as “WDS Pure MAC mode”. When configured to operate in the
Wireless Distribution System (WDS) Mode, the WHA-5500CPE provides bridging functions
with remote LAN networks in the WDS system . The system will support up to total of 8
bridges in a WDS network (by daisy chain). However, each bridge can only associate with
maximum of 4 other bridges in the WDS configuration. This mode is best used when you
want to connect LAN networks together wirelessly (for example, between office and
warehouse). If you have more than 2 AP in WDS Bridges mode, please remember to turn
on the “802.1d Spanning Tree” or “STP” option on to avoid network loop. This mode
usually delivers faster performance than infrastructure mode. Please see Chapter 9 for
step-by-step application example of this operation mode.

Office Warehouse

LAN _] L LAN

Factory

WDS Bridg t LAN Ij

1.5.4 Bridge Infrastructure Mode

This mode is also known as "WDS Station" or "Client mode with MAC address

AirLive WHA-5500CPE User’s Manual 6
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transparency”. The Bridge Infrastructure mode can only connect with “Access Point”
mode. 2 Bridge Infrastructure can not connect with each other. It works like client mode
with MAC address transparency function. In another word, the MAC addresses of the PCs
will be passed instead of the AP's wireless MAC address. If you require Bridge connection
with WPA-PSK or WPA-PSK2 connection, please use this mode instead. However, this
mode might not work with some outdoor APs. If it occurs, please use Client Infrastructure
or WDS Bridge instead. Please see Chapter 8 for step-by-step application example of this
operation mode.

WHA-5500CPE

LAN )
WHA-5500CPE Bridge _—
Infrastructure
WHA-5500CPE
i —LAN
Bridge e
Infrastructure

1.5.5 Client Infrastructure Mode

This mode is also known as “Client” mode. In Client Infrastructure mode, the
WHA-5500CPE acts as if it is a wireless adapter to connect with a remote Access Point.
Users can attach a computer or a router to the LAN port of WHA-5500CPE to get network
access. This mode is often used by WISP on the subscriber’s side. Please see Chapter 8
for step-by-step application example of this operation mode.

Client ' [ Client
Infrastructure Infrastructure

A
v | -- &
g"‘_ WH-QLGD.&P H;C

For WHA-5500CPE, there are 2 types of Client Infrastructure Mode: “Single User” and
“Multiple-User”. When “Single User” is chosen, only one PC that is connected behind the
AirMax can get IP address from remote DHCP server. When “multiple user” is chosen,

7 AirLive WHA-5500CPE User’s Manual
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more than one PC can get IP address from remote DHCP server. However, in Client
Infrastructure mode, the WHA-5500CPE always sends the WHA-5500CPE’s wireless MAC
address to the remote AP. If you want the WHA-5500CPE to send the PC's MAC
addresses to remote AP, then you should use the “Bridge Infrastructure” mode. Bridge
Infrastructure provides the “Mac Address Transparency” functionality.

i" = I a [l “Te Wod A
DHCP Server gf DHCP Server
PC |
Z e
PC
PC

1.5.6 Client Ad Hoc Mode

In Client Ad Hoc mode, WHA-5500CPE can connect to other wireless adapters without
access point. Users can attach a computer or a router to the LAN port of WHA-5500CPE

to get network access.

Client Adhoc Client Adhoc

¢ L«

PC

1.5.7 WISP Router Mode

In WISP Router Mode, WHA-5500CPE connects to the remote Access Point as in Client
Infrastructure Mode. On the LAN side, it acts like a wired router for IP sharing function.
This mode is best used for IP sharing application for WISP subscribers. In this mode, the
WAN is the wireless client side, the LAN is the wired side. Please see Chapter 10 for
step-by-step application example of this operation mode.

AirLive WHA-5500CPE User’s Manual 8
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%

Computer

Outdoor AP

Computer
WHA-5500CPE

WISP Router

Computer

1.5.8 AP Router Mode

In AP Router Mode, the WHA-5500CPE behaves like a wireless router. The LAN port of
the WHA-5500CPE will become WAN port. The wireless network of WHA-5500CPE
becomes the LAN side. Please note when this mode is used, the only way to manage the
WHA-5500CPE is through the wireless side unless remote management is opened.

=

AP Router
Client AP _
| P - | . ﬁ
@ Internet
g
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2. Install the WHA-5500CPE

2 Installing the

WHA-5500CPE

This section describes the hardware features and the hardware installation procedure for
the WHA-5500CPE. For software configuration, please go to chapter 3 for more details.

2.1 Before You Start

It is important to read through this section before you install the WHA-5500CPE

The WHA-5500CPE comes with everything you need to start installation with
exception of the PoE Ethernet Cable. You can use a good quality CAT-5E
outdoor graded Ethernet cable (shielded with anti-UV) according to the length
you need.

The WHA-5500CPE must be installed in the upright position if the unit is located
in outdoor or wet environments.

O X X

The use of 5GHz spectrum, Turbo modes, and 5/10MHz channel bandwidth
might be prohibited in some countries. Please consult with your country’s
telecom regulation first.

You must set the distance parameter to make long distance connection work.
Please refer to chapter 4 of this user’s guide for details.

The integrated antenna has forward coverage angle of 30 degree both in vertical
and horizontal direction.

The WHA-5500CPE is a 5GHz CPE device only, it can not operate in 2.4GHz.

If you choose to use the external antenna, please remember to connect the
external antenna first before power on WHA-5500CPE.

AirLive WHA-5500CPE User’s Manual 10
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2.2 Package Content

The WHA-5500CPE package contains the following items:
m  One WHA-5500CPE main unit
m  One 48V 0.4A DC power adapter with a splitter
m  Wall Mounting kit
m  One CD of the WHA-5500CPE Quick Star Guide

4

WHA-5500CPE Mounting Kits PoE Kits

Regarding to the specification of each application, the PoE Ethernet cable is not included in
the package.

You may choose outdoor specification Ethernet cable according to the length you need.

2.3 Hardware Installation

Please take the device unit from the color box, a scroll driver, an Ethernet cable with
adequate length according to your application.

1. A scroll driver and Ethernet Cable, four || 2. Open the housing of WHA-5500CPE.
screws and WHA-5500CPE main unit

11 AirLive WHA-5500CPE User’s Manual
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3. Turn the WHA-5500CPE to another
side, the RJ-45 jack is at the middle of
LEFT side of main board.

4. Plug one side of RJ-45 cable into the
Ethernet port.

5. Put the Ethernet cable along the module,
till the exit (at the bottom of Housing).

. Make sure that the other side of Ethernet
cable is out of housing. Close the
housing.

AirLive WHA-5500CPE User’s Manual
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7. Scroll up 4 screws well. Be careful, this is
very important; it could protect your
device against the water.

8. Plug the Ethernet to the PoE “P + DATA
OUT” jack of injector.

9. Plug the power cord of adaptor into the
injector “POWER IN” port.

10. Plug the Data Ethernet cable to the port
“DATA IN” of injector.

13
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2.3.1 Mounting Configuration

Your WHA-5500CPE comes standard with 2 plastic straps for pole mounting. Please
follow the procedure below to install:

® Antenna body - 1pc

(M6 washer@iémm) - 4 pcs
®M6 S/W - 6 pcs

(4)M6-16 screw - 4 pcs

(8 M-Shaped mounting - 1 pc
® Lock frame - 1 pc

@ M6 washer@i2zmm) - 2 pcs
M6-60 screw - 2 pcs
(95"/32-16 screw - 4 pcs

@ Plastic anchor - 4 pcs

Pole mount 9

Al

® Antenna body - 1pc

(2 M6 washer@i6mm) - 4 pcs
3M6 S/W - 6 pcs

(4 M6-16 screw - 4 pcs

(5 M-Shaped mounting - 1 pc
® Lock frame - 1 pc

@ M6 washer@i2mm) - 2 pcs
M6-60 screw - 2 pcs
(©5"/32-16 screw - 4 pcs

10 Plastic anchor - 4 pcs

Wall mount

iR

AirLive WHA-5500CPE User’s Manual 14
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2.3.2 Antenna polarization

O X X

B Pease install the CPE in the UP RIGHT position only.
B Do not put the CPE into water.

]

1050 510,

B Pease do not tilt the CPE more than 15 degree angle from vertical.

15 AirLive WHA-5500CPE User’s Manual
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Configuring the
3 WHA-5500CPE

The WHA-5500CPE offers many different types of management interface. You can
configure through standard web browser (http), secured web (https), command line (telnet).
In this chapter, we will explain WHA-5500CPE’s available management interfaces and how
to get into them. Then, we will provide the introduction on Web Management and
recommended initial settings. For detail explanations on Web Management functions,
please go to Chapter 4 and 5. For Command-Line interface, please go to Chapter 6.

3.1 Important Information

The following information will help you to get start quickly. However, we recommend you
to read through the entire manual before you start. Please note the password and SSID
are case sensitive.

The default IP address is: 192.168.1.1  Subnet Mask: 255.255.255.0

The default user’s name is: airlive

The default password is:  airlive

The default SSID is: airlive

The default wireless mode is: Client mode

After power on, please wait for 2 minutes for WHA-5500CPE to finish boot up
Please remember to click on “Apply” for new settings to take effect

When you set the “Regulatory Domain” to “All Channels”, the WHA-5500CPE will
display all the available channels. However, please make sure the frequency
you select is legal to use in your country.

Please remember to enter the correct “Distance” parameter in wireless settings.
Failure to do so can result in poor performance.
The default country code is : United Kingdom.

If you are living outside of EU, please go to Operation Mode->Setup->Regulatory
Domain to change country.

Q
a
a
a
a
a
Q
Q
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3.2 Prepare your PC

The WHA-5500CPE can be managed remotely by a PC through either the wired or wireless
network. The default IP address of the WHA-5500CPE is 192.168.1.1 with a subnet mask
of 255.255.255.0. This means the IP address of the PC should be in the range of
192.168.1.2 t0 192.168.1.254.

To prepare your PC for management with the WHA-5500CPE, please do the following:

1. Connect your PC directly to the LAN port on the DC Injector of WHA-5500CPE

2. Setyour PC’s IP address manually to 192.168.1.100 (or other address in the same
subnet)
21|

General |

‘You can get IP settings assigned autcmatically if your netwark supports
thiz capability. Othamwizs, you naad to azk your nebwork administrator for
the appropriate IP settings.

{~ Dhtain an IP addiess automatically

—{%" ilze the following IP address:

1P address: 192 168 . 1 100
Subnet mask: | 285 .85 .85 . 0
Default gateway: I : : ]

" Obtain ONGS server addiess automaticaly

—v Usze the following DNS server addiesses:

Freferred DMS server. | . . .

Alternate DMS server: l . . .
Advanced... |
0K I Cancel |

You are ready now to configure the WHA-5500CPE using your PC.

3.3 Management Interface

The WHA-5500CPE can be configured using one the management interfaces below:

B Web Management (HTTP): You can manage your WHA-5500CPE by simply typing
its IP address in the web browser. Most functions of WHA-5500CPE can be accessed
by web management interface. We recommend using this interface for initial
configurations. To begin, simply enter WHA-5500CPE’s IP address (default is
192.168.1.1) on the web browser. The default username and password are both
“airlive”.

17 AirLive WHA-5500CPE User’s Manual
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i Fin Fd@ Wiow Fovordes  Took  Help

! Address 192.168.1.1

WHA-5500CPE
802.11a Outdoor CPE

Wireless Settings
Configure the Operation Mode of your Airkdaxb.

System Configuration

Change the paszword, upgrade the firmware,
reboot the Wireless Access Point, and more.
Tools
Dizcover network states using ping, traceroute
and ather tools.
Device Status

@ Shiow the dewice information, syslog table,
wireless client table, and mare,
Help

Get help with commanly asked questions about

L) the Wireless Access Point.

B Secured Web Management (HTTPS):

configuration.
encryption.

HTTPS is also using web browser for

But all the data transactions are securely encrypted using SSL
Therefore, it is a safe and easy way to manage your WHA-5500CPE.

We highly recommend WISP and service provider to use HTTPS for management.

To begin, simply enter https://192.168.1.1 on your web browser.

A security alert

screen from your browser will pop up. Please grant all permission and get certificate
to WHA-5500CPE. After you pass the security warning screen, you will enter the

secured web management interface.
“airlive”.

The default username and password are both

| Fle EM Wow Foverles Took  Help

! Address 192.168.1.1

« WHA-5500CPE
802.11a Outdoor CPE

Wireless Settings
Configure the Operation Mode of your Airkdass.

System Configuration

Change the pazsword, upgrade the firmware,
reboat the Wireless Access Foint, and mare.
Tools
Dizcower network, states uging ping, raceroute
and ather tools.
Device Status

@ Shiow the device information, syslog table,
wireless client table, and more.
Help

Get help with commonly asked questions about

L) the Wireless Access Point.

For more information about Web Management and HTTPS, please make sure to
read through “Introduction to Web Management” in this chapter, Chapter 4,

and Chapter 5

AirLive WHA-5500CPE User’s Manual
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B Command Line Interface (Telnet): WHA-5500CPE can be managed through the
command line interface (CLI). Itis possible to write a text script file, and then paste
it into the CLI to execute several commands at once. However, Telnet does not
encrypt its message. Therefore, it is not secure. The default Telnet management
port is TCP port 23.

To use the CLI, please open the command line window. Then type “telnet
192.168.1.1" to start.

¢+ Command Prompt

Microsoft Windows EP [Version 5.1.268@1
(G} Copyright 1985-28001 Microsoft Corp.

C:“JDocunents and Settings“Administrator>*telnet 192_.168_1.1

When asked for password, please enter “airlive”.
s Telnet 192.168.1.1

lireless Router Manager Console . Uersion : 1.B80eBBa
Fleaze enter your password o seseesoee

Welcome *
Command >

To get a list of available command and their usage, please type “help” on the
command prompt.

é For more information about Telnet configuration, please go to Chapter 6

Command Line Interface.

3.4 Introduction to Web Management

The WHA-5500CPE offers both normal (http) and secured (https) Web Management
interfaces. Their share the same interface and functions, and they can both be accessed
through web browsers. The only difference is HTTPS are encrypted for extra security.
Therefore, we will discuss them together as “Web Management” on this guide.

If you are placing the WHA-5500CPE behind router or firewall, you might need to open
virtual server ports to WHA-5500CPE on your firewall/router

B HTTP: TCP Port 80
B HTTPS: TCP/UDP Port 443
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This procedure is not necessary in most cases unless there is a router/firewall between
your PC and WHA-5500CPE.

3.4.1 Getting into Web Management

Normal Web Management (HTTP)
To get into the Normal Web Management, simply type in the WHA-5500CPE’s IP address
(default IP is 192.168.1.1) into the web browser’s address field.

3 AirLive WHA-5500CPE - Microsoft Internet Explorer X
: File Edit Wiew Favorites Tools  Help L Back > | [ [ ) #
: Address | 192.168.1.1 v e

Secured Web Management (HTTPS)

To get into the Secured Web Management, just type “https://192.168.1.1 " into the web
browser’s address field. The “192.168.1.1" is WHA-5500CPE’s default IP address. |If the
IP address is changed, the address entered in the browser should change also.

3 AirLive WHA-5500CPE - Microsoft Internet Explorer =13
: File Edit Miew Favorites  Tools  Help Ly Back > B | & i";'l
 Address | 192.168.1.1 v Ee

A security warning screen from your browser will then pop-up depending on the browser
you use. Please follow step below to clear the security screen.

O Internet Explorer: Select “Yes” to proceed

Security Alert

E

rir‘"l Infarmation you exchanage with this zsite cannot be viewed or
.J. changed by others. However, there is a problem with the site's
: zecurity certificate.

l/i\’ The security certificate wag issued by a company you have
not chogen bo trust, Wiew the certificate to determine whether
you want to truzt the certifying autharity.

Q The zecurity certificate date iz valid.

The name on the security certificate is invalid or does nat
match the name of the site

Dro pou want bo proceed’?

I [ Yes "[ Mo i [ Wiew Certificate

AirLive WHA-5500CPE User’s Manual 20
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O Firefox:

1. Select “or you can add an exception”

= | Sacura Connection Failed
% 192 166, 1.1 Lises 4 nvwdhd Security certiicate,

The cerliicate & rol rusted becm e =l aoped
Th certificate & rof vald for army Sy naemis

(Errar e sae_arror, Urirusted )

= Thes coudd be a probiem with the: server’s configuration, o it could be someona
by bo irpeesoniate e e

w 1 o b corratod b0 the sorvlr succesriuly 0 Sl gt the gride may b

temporany, and you can try agan later,
@ Qv v oan 0 srepkon

2. Click on “Add Exception”

= | Secure Connection Falled
% 192, 158, 1.1 ues an rvald secunty cernficane

T Ccerticate i Not rusted because i saf cigned
Tz coresicate i ot walkd fr oy Server names

{Eror oode sec_amor_unirusted_fssuer)

# The coudd b a prokdiomn with the sores™s configuration, or & could e someons
treng ko impersonat the: soree

s If vl Mave connacted 1o ths merer meoeerkdly in the past, The e may b
TEMEERary, and vl can Iry again latee

¥iosud sho not k] an Eocephion I wou PR USING BN Ntemek connechion Ehat o donok brust
ooigichely o I vius e

v i 1 L. e
[ et il bt il:“"\-'E“-”P"\"- ] |

3. Click on “Get Certificate”. Then, please enter WHA-5500CPE’s IP address.
Finally, please click on “Confirm Security Exception.”
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Add Security Exception &‘]

‘ou are about ko override how Firefox identifies this site,
LAY Legitimate banks, stores, and other public sites will not ask you to do this.

@| || et Certificate J

Server -

Location: |https:,|',|'192.168.1.1,|'

Certificate Status —

This site attempts to identify itself with invalid information.

Wrong Site

Certificate belongs to a different site, which could indicate an identity theft.

Unknown Identity
Certificate is not trusted, because it hasn't been verified by a recognized authority.

Permanently store this exception

[gonfirm Security Exception Cancel

3.4.2 Welcome Screen and Login

After the procedure above, the Welcome Screen will appear.

Welcome Screen gives a

brief introduction of the WHA-5500CPE’s main function category. By click on the function
category, it will direct you to the corresponding web management menu.

WHA-5500CPE

802.11a Outdoor CPE

Wireless Settings
Configure the Operation Mode of your AirkdazG,

System Configuration
! Change the password, upgrade the firmwars,

reboot the Wireless Access Point, and more.
Tools
Dizzower network, stakes using ping, traceroute
and cther tools.
Device Status

@ Show the device inkormation, syshog table,
wirelezz client table, and more.
Help

@ Giet help with commonly asked questions about
the Wirelezs Access Point,

Wireless Settings: Click on this part will bring you to the wireless operation mode
menu. The WHA-5500CPE’s wireless settings are different between wireless
modes. Only functions that are applicable to the wireless mode will show to
simplify configuration. For example, multiple SSID option is only workable for
Access Point and AP Router mode. Therefore, the function will only appear in
these 2 modes. For this reason, the first step to configure the WHA-5500CPE is
to select the wireless mode. The router mode specific functions are also in this
menu category. For explanation of different wireless modes, please refer to
Chapter 1.

System Configuration: All non-wireless and router mode settings are in this
category. The system configurations including changing password, upload
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firmware, backup configuration, settings PING watchdog, and setting management
interface. The default management timeout is 10 minutes; we recommend you
should change password and management timeout during the first time login.

Tools: Discover network states using ping, traceroute and other tools.

Device Status: This section for monitoring the status of WHA-5500CPE. It
provides information on device status, Ethernet status, wireless status, wireless
client table, and system log.

Help: This is the online help system for quick reference. We still recommend you
to read this user’s guide for more information.

TIPS: You can choose any menu categories to begin; you can switch to other menu later

When you choose one of the menu categories, the WHA-5500CPE will require you to enter
the username and password. Please enter “airlive” (all lower cases) for both username
and password.

WA

Lirlive WHA-5500CFE

Uzer Mame |ﬂ airlive !vi

Fazzwoid | A

rerember pazaword

| ®m% || E#E |

After you enter the correct password, the following screen will appear corresponding to the
menu category you selected.

Svstem Confiauration (wwrw alriive. com)

o
Air Live WHA-5500CPE  oz.11a wirsiess CPE
| Opodation Mode | Systom Configuration | ‘sels | Device Stotim | Logoat |

¥
rofpe st Salnct ihe “Oparation Made~ and click an “Chanrgs Made~io chang o] LANQUAQE Bar
WI I’el ess Settl n g S Siick on*Sg8up” buthon fo configure the Wineless Segings
Bmila Hmiliiy L dhyarmed Por

T ALcess Poed [-“it'ﬂ. ALcEss Pa LAN

7 Rapastar Hepastar LAN

¥ WDE Buidge [Pure MALZY WIS Biridge LAN

1 Buidge brkastnsciure Chend Mac Transpasant  LAN

T D Infrastruciune B "".! Wirsdees Cheat LanN

O Cherd Ad-hoe Foinl {o Point Lan

" OWISE Rearer Chaed Routar LA
O AP Rouber Biiaes Pami AN
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O Language Menu: You can select the language from the right side of main menu
bar.

3.5 Initial Configurations

We recommend users to browse through WHA-5500CPE’s web management interface to
get an overall picture of the functions and interface. Below are the recommended initial
configurations for first time login:

3.5.1 Choose the wireless Operation Modes

The wireless settings of WHA-5500CPE are dependant on the wireless operation mode you
choose. Therefore, the first step is to choose the operation mode. For explanation on
when to use what operation mode, please refer to Chapter 1

When you click on the “Wireless Settings” on the welcome screen or the “Operation Mode”
on the top menu bar, the following screen will appear.

(A o

—_—
A‘l' Live WHA-5500CGPE 102 11n Wirejess CPE

| Operatian Maiks | Systen Canfigueation | Teals | Devies Stam | Lagout |

B Aoceas Poes

| Seloct the “Opaoration Mode™ and click on "Change Mode™ e change wireless mede.
Current Wireless Mode

Giick on"Sefup® Btion fo configuny P Wieslnss Sedings

Moda Ml Fehnrrnel Disn

®  Arcess Powt Isﬂil arrecs Foint Lax
0 Regsalar Hapeaio LAy
D WOE Brdge (Puw MAL) WOE Bmdge Laal
D) Bndge Infasiructure Clanl Mec Transpaent LA
O Chent Infrasinesbure Mootn -_": Wingless Cliget Lad
0 Chend Ad-hoc Puirk 10 Paisk LM
0 WASP Router Clieni Routar (]
) AP Router Arcess Pan WiAN
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Follow the example below to change to “Client Infrastructure” mode

1. Select “Client Infrastructure” mode.

2. Click on “change mode” button

3. The AP will reboot, wait for about one minute

L iwre

Cmrnrpe_aleilve. carim
WHA-SSODCPE fon s Wirslsas CPE

| Oporotion Modo | System Configuration | Tool | Dewico Stotus | Logout | m

& Acceis Poard

Sulwct the “Operation Made"” and dick on ‘\"_‘Iunsn Muds™ e changs wirslboss muodie.

Ok on "Setup® bullan B configurs the Winsless S8Sings

Mo Radiv Etlimrnet Porn
& Access Pord ]ﬁ_lt‘ Accass Pang LAN
) Hepaatar Hapeagiar LAN
2 WIS Bridge [Fure MAC) WIS Biidge LAN
) Brdge Infragtnsciune Chard Mac Trensparent  LAN
O Cham rﬂr}mmt!urﬂ_:“ﬁ;ﬁ“ _:J Waalzea Cliar LAN
) Cherl Ad-hog Poer 1o Pannd LA
0 WASP Rowter Clinrd Rowier LAN
D AP Roufed Accuss Point AN

3.5.2 Change the Device’s IP Address

The default IP address is at 192.168.1.1. You should change it to the same subnet as
your network. Also, if you want to manage WHA-5500CPE remotely, you have to set the
Gateway and DNS server information.

To setup the IP settings for WHA-5500CPE, please select “System Configuration” ->
Device IP Settings”. After entering the IP information, click on “Apply” to finish.

===

I, T

- - -
T Lnre- WHA-5500CPE 802.11a Wirrless GFE
| Operation Mode | System Configuration | Tools | Device Status | Logout |

# Tima Settings

& Pasxword Sa

B Systam Mangement
B SHMP Sanings

W Ping Walchdoy

& Finrremre LUipgrada

Confgpuiaban

by Sava nnd Resiors

¥ Faclory Detault

B Reboot System

e i Sishest o (oF U ooty Do Ap achnes 1o assign an I adinies 10 This dineou,

s S1alic 17 B0 This e,

P Address 1] ki1 154 (5]
B Hubnet Mask FLL 55| (B 0
Cateway I AOdresE il k1] 158 154
DNG Sor W I 1

(2 Usn thi [IHCR clinn profocal 10 s carstic ally gef 1he B2 adidiess for This deica.
Selacting thés oplion will disatle your DHCP semer autom
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3.5.3 Change the Country Code

The legal frequency and channels in 5GHz spectrum varies between countries. The
default country code is United Kingdom which should require no changes If you are living
in Europe. If you are living outside EU, you should change the country code
accordingly. In the example below, we will change the country code to United States
which enables the use of 5.8GHz spectrum.

Step 1.  Select “Operation Mode” -> “Setup”

—
Air Live

m.ﬂ‘ln.c:-ﬂ_
WHA-5500CFPE 803118 Wirsless CPE

| Opeiation Mode | System Conflgueaiion’ | Tools | Device Siatus | Logoot | m

® Tima Saifings

# Password Samngs
& Syulem Managemen
® ENMP Satsings

® Ping Warchdog

& Firnware Upgrade

Configumtion
= Baee ] Rastong

® Factory Dafault
® Ratoot Sysiam

“Foni comn st tne of Thie Talkowiig Twn appsnschies o assign i B adress 0 10 dedc.

5 sy S 19 (o D dece,

I Agldrigs &0 21 158 &5

1P Subned Masic F=i] 55 s | o

Gabewsy P Address 51 Al 158 ]

DN Server: N R 1

0 Wb thir DHEP clisst pratocol ta alty et thn 11 addrnss for s dinace.

Galecting thes opion will disable your DHCP servar BUscmalic iy

i)

Step 2. From the Regulatory Domain, please select your country

Air Live

WHA-5500CPE 502.11a Wireless CPE

| Oporation Mode | Sysem Conliguiailon | Tools | Devics Statis | Logout | English

@ Operation Mode

® Access Point

I Regulatory Domain: United Kingdam |v| I
Netwaork ID{SSID) | Aatlive | _ Site Suryey

Enable Wireless
[ Disable 551D Broadcasting

Radio Mode:
Superf Option:

Step 3.  Select the United States from the list.
Step 4.  Click on “Apply” to finish.
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3.5.4 Set the Time and Date

It is important that you set the date and time for your WHA-5500CPE so that the system
log will record the correct date and time information. Please go to “System
Configuration” ->Time Settings. We recommend you choose “Enable NTP” so the time
will be keep even after reboot. If your WHA-5500CPE is not connected to Internet,
please enter the time manually. Please remember to select your local time zone and
click “Apply” to finish.

(orerwairiive.carm)

—_—
J“r Live @ WHA-5500CPE 502,118 Wireless GPE

| Operation Mode | Sys em Configuration | Tools | Device Status | Logout |
@ Device IP Settings

® g Emﬂa far accessing MTP server

@ System Management

@ SNMP Settings

@ Ping Watchdog

® Firmware Upgrade

| GMT-+3:00 (Beifing, Hong Eong, Singapors, Taipel, ...)
local date and time

&) Configuration
= Save and Restore

@ Factory Default

@ Reboot System

3.5.5 Change System Management

It is recommended that you change the system management settings first. Please go to
“System Configuration”-> “System Management”. The default web management time
out is 10 minutes, you can set to longer period if needed. For WISP administrators, you
can consider turning off HTTP and Telnet for security purpose.
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W Firmware Upgrade Tt
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{ www.alrilve.com)
WHA-FS00CPE 02 11s Wireloss GPE
Symtminn Adminkiatlen
TP Per Mo B0 re—. 1] minileg
[FIHTTR Wab Server hrcssa
[FIHTTFa wah Sarar Accass
[¥]Runpnnes by LAN Fing
[F1Erabin Terat w1 mimites
Clfirabtn Upee
Cliratstn mysiog
Syulog sarver IF address 0 o il o

3.5.6 Change Password

You should change the password for WHA-5500CPE at the first login.

To change

password, please go to “System Configuration” -> “Password Settings” menu.

Er Live

| Operation Made | Symem (

® Device [P Sattings

anfiguration | Tasl |

Corwrw.airfive.com.)
WHA-5500CPE ot {1a Wirvless CPE
Engish v

Deldee Siotis | Logout

e Change Passwond
Papveoed Settisa
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Web Management:
Wireless and WAN
Settings

In this chapter, we will explain about the wireless settings and router mode settings in web
management interface. Please be sure to read through Chapter 3’s “Introduction to Web
Management” and “Initial Configurations” first. For system configurations, device status,

and other non-wireless related settings; please go to Chapter 5.

4.1 About WHA-5500CPE’s Menu Structure

The WHA-5500CPE’s web management menu is divided into 3 main menus: Operation
Modes, System Configurations, and Device Status. The main menus are displayed in
“Top Menu Bar”. Within each main menu category, there are sub-menu options which are
displayed on the “Side Menu Bar”

= | TOP Menn Rar: Main

m B05. 178 MrREne R

| tpermtion Mode | System Canfiqumtion | Tools | Device Smnm | Logout | oo~

Wour can sebeci oo of the Tollensing iwo appeoachrs (o assign an 1P ahiress (o fhis Gevcn,

o =l side Menu Bar: Sub

g Watelilog 1P Subnel Mask 133 Pas FLL o]
Chatmray P Address ) 211 EE] £
il Firmmirare Upgrade
EHE Bmpvet r=] 3 i i
-ontig
Lave

10 Lm0 DHCE elord prednenl 0 sctoematically gl (he 1P sddrees far this dedes,
Seiwcting this cpton will disabie your DHCP serar suomescally

B Operation Mode: This menu is where you will find wireless and WAN settings.
The WHA-5500CPE’s wireless settings are dependant on the wireless operation
mode you choose; only the applicable wireless settings for selected operation
mode are shown. For example; WAN port setting is available only for AP Router
and WISP Router mode, it will only be shown in those modes. To access wireless
settings, click on the “Setup” button within each operation mode. For explanation
on different wireless modes, please refer to Chapter 1. We will talk about
functions in this menu for this chapter.

B System Configuration: All settings besides Wireless and WAN functions are in
this category. The system configuration including changing password, upload
firmware, backup configuration, settings PING watchdog, and setting management
interface. We will talk about this menu’s function in Chapter 5.
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Device Status: This section for monitoring the status of WHA-5500CPE. It
provides information on device status, Ethernet status, wireless status, wireless
client table, and system log.

Logout:
Language Bar:

4. Web Management-Wireless and WAN Settings

Please make sure to Logout after you finish all settings.

You can change the web interface to some other languages by
the pull down menu.

4.2 Operation Modes (Wireless and WAN Settings)

The wireless settings of WHA-5500CPE are dependant on the wireless operation mode you

choose.

Therefore, the first step is to choose the operation mode.

For explanation on

when to use what operation mode, please refer to Chapter 1.

When you select “Wireless Settings” in the welcome screen, or click on the “Operation
Mode” on the top menu; the following screen will appear:

| Opatation Moda | Systom Configurmtion | Teol | Device Status | Logowt |

This tells you
what is the
Current

Saleol the “Oparatinn Mode™ and click on “Changn Bode™ ta changs winsl

(wrarae mirivve £om)
WHA-S500CPE 502114 Wirsless EPE -

Click on " Sstup” h||

Confialre Wireless and WAN

Accass Pont

(1 | Repnates

the wireless

Nnnaratinn

Select one of

1] Chiem Adhag

1| WEEF Router

AP Rowar

) Shent Inlasine buse

T | WIS Ondgo (Pute MAL)

1§ Bndige Infrantrucium

4 fendin Fibanrmar Par
Accest Poind LAK
Brepeater LAM
WDS Bndge LAN
Clnnl Mac Transparent  LAN
inlned e -u| Wingless Clent Lar
Pomt 19 Poent LAMN
Chunl Roula LAk
areegs Poin WA
/‘ e Wode )

After you select the
new operation

mrAadA Alial, hAava +A

Mode: The available wireless operation modes for WHA-5500CPE. Select one
and click on “Change Mode” button to switch between modes..

Setup:
Radio:

Ethernet: This shows whether the radio
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Once you click on the “Setup” page, the wireless settings will appear.
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4.2.1 Regulatory Domain
Operation Mode -> Setup -> Regulatory Domain

The legal frequency and channels in 5GHz spectrum varies between countries. Please
select your country from here. There is a special domain called “Test Domain” which will
show all the channels. It is for compatibility testing only. Please make sure the channel
you used is allowed in your country when select this special domain.

4.2.2 Network SSID
Operation Mode -> Setup -> Network SSID

The SSID is the network name used to identify a wireless network. The SSID must be the
same for all devices in the same wireless network. In WHA-5500CPE; it is possible to
create more than one SSID in AP and AP Router mode, please check the “Multiple SSID &
VLAN?” section in this chapter. Conversely, several access points on a network can have
the same SSID. The SSID length is up to 32 characters. The default SSID is “airlive”.

B Enable Wireless: The default wireless is on. You can uncheck this box to disable
wireless interface.

B Disable SSID Broadcast: If you check this box, the SSID will be hidden; only users
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who know the SSID can associate with this network.

4.2.3 Site Survey
Operation Mode -> Setup -> Site Survey
The Site Survey function in WHA-5500CPE provides 4 important functions

B In Client and Bridge Infrastructure mode, site survey will scan for available AP network.
Then allow user to select and connect to the AP. This greatly simplify the installation

B Once Site Survey displays the available AP or Bridge networks, you can select a
particular SSID to display its RSSI value continuously. This function is called “Signal
Survey”. Signal Survey can be used for antenna alignment. For detail explanation
of about RSSI value, please visit “How to Make Antenna Alignment” Chapter.

B For WDS Bridge mode, the Site Survey will scan for available AP and Bridge networks.
User can then find the MAC address (BSSID) of the remote Bridges.

B For AP and AP router mode, the Site Survey allows administrator to check what
channels are already occupied for choosing a cleaner channel.

When you click on Site Survey, the following screen will appear. It might take a few minutes
to scan all the channels in the 5GHz spectrum.

Site survey
Site survey list :
Conn Signal 5t
Select ESSID MAC Address Mode Channel Turbo |Super 2R [M'ME rengthidb Security Hehwod
m)

AirLive2 00:4f.69:6fee:as A i3] - - - * -34 Mane AP
test 00:4f.65:92:2h:89 A G4 - - - i -61 Mone AP
AirLive 00:4f.69:6feead A 36 - - - & -41 Mone AP

OTE:

The sitesurveywill show both Ap anq.EIri!j_g_e c_nnnectinns.Device without ESSID is morgllike_ly tn_ b_e & Bridae device.

Click here to select (REFRESH ) (T SIGNALSURVEY ) (T ASSOCIATE )
SSID for Association

or Signal Survey

To connect with the

selected SSID. This
function is available only
in Client Infrastructure or
Bridge Infrastructure

For antenna
alignment. It will

display and update
RSSI value once a
second.

B Associate: Please choose a SSID before click on this button. This button is
available only in Client Infrastructure or Bridge Infrastructure modes. Once you click
on this button, WHA-5500CPE will attempt to make a connection with the selected
ESSID. If there is encryption needed, the WHA-5500CPE will prompt you to enter
the encryption key. Please make sure you enter the correct encryption key, the
WHA-5500CPE will not check whether the encryption key is correct.

B RSSI: RSSIlis a value to show the Receiver Sensitivity of the WHA-5500CPE. In
general, remote APs with stronger signal will display higher RSSI values. For RSSI
value, the smaller the absolute value is, the stronger the signal. For example,
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“-50db” has stronger signal than “-80dB”.  For outdoor connection, signal stronger
than -60dB is considered as a good connection.

4.2.4 Signal Survey
Operation Mode -> Setup -> Site Survey -> Signal Survey

The Signal Survey will continuously display the RSSI value of the selected SSID for
antenna alignment purpose. To use Signal Survey function, please enter the “Site
Survey” function first; please refer to the instruction in the above section. Once you select
the ESSID and click on the “Signal Survey” button, the following screen will appear.

B BSSID: This is the remote AP’'s MAC address.
B Channel: The current scanned channel

B Signal Strength: This is the RSSI value. It will refresh itself every second. The
smaller the absolute value of the RSSI, the stronger the signal. For example
-38dbm is stronger than -70dBm.

4.2.5 Lock-to-AP
Operation Mode -> Setup -> Lock-to-AP

This function is applicable only to Client mode, Bridge Infrastructure, and WISP Router
mode. When this function is enables, the WHA-5500CPE will put priority to associate with
AP on the list. If “Force connect with AP added below” is selected, the WHA-5500CPE will
only connect with AP on the list.

4.2.6 Radio Mode (11a, SuperA, TurboA)

Operation Mode -> Setup -> Radio Mode
WHA-5500CPE has 4 different options for WLAN transmission. All devices in the same
network should use the same WLAN mode.

e 1la mode (normal-A): This is the IEEE standard for WiFi operating in 5GHz

frequency band. 11a is the most stable mode. If you are getting packet loss or
disconnection using Super-A or Turbo-A mode. Please use 11a mode instead.
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e SuperA: Super-A add Bursting, Compression, and Fast Frames to increase the
speed over 11a mode. If you live in countries that prohibit the channel binding
technology (i.e. Europe), you should choose “Super-A” If you need more speed than
1la mode. However, this mode is not as stable as 11a mode.

e Super-A with Static Turbo: Turbo mode uses channel binding technology to
increase the speed further over Super-A mode. This mode might not be allowed in
countries that prohibit channel binding (i.e. some EU countries). This mode will
always turn on the turbo mode in all conditions

e Super-A with Dynamic Turbo: Dynamic Turbo mode will be turn on only when
adjacent channel is not used. It is also know as intelligent turbo mode. This mode
might not be allowed in countries that prohibit channel binding (i.e. some EU
countries). In addition, this mode does not work in WDS Bridge mode

é If you select “11a” or “Super-A” mode, you can still combined

them with Turbo mode when you select “40MHz” Channel Width.

4.2.7 SuperA Option
Operation Mode -> Setup -> SuperA Option

When you select Radio Mode with “Super-A”, the SuperA Options will be available.

B Bursting: Allow more data frame to be sent over given period of time by overhead
reduction.
B Compression: Increasing throughput by compressing data frame in real time
B Fast Frame: Utilizing frame aggregation and removing interframe pauses to increase
the throughput.

It is recommended to select all 3 options except for compatibility reasons with remote AP.

4.2.8 Channel

Operation Mode -> Setup -> Channel

The channel is the frequency range used by radio. In 802.11a standard, each channel
occupies 20MHz width. For 2 wireless devices to connect, they must use the same
channel. The number of available legal channels might be different between countries.
For example, Channel 149 to 161 are available only to United States and a few other
countries. If you are living outside EU, please change the country from the “Regulatory
Domain” option in this page. Below is the table list of channels and frequency.
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Frequency Domain Channel Frequency (MHz)

5.15 to 5.25GHz 36 5180

U-NII Low 40 5200

ETSI Bandl 24 £220
48 5240
52 5260

5.25 to 5.35GHz

U-NII Mid o6 5280

ETSI Bandl 60 5300
64 5320
100 5500
104 5520
108 5540
112 5560

5.47 to 5.725GHz 116 5580

U-NII World Wide 120 5600
124 5620

ETSI Band3 128 o0
132 5660
136 5680
140 5700
149 5745

U-NII Upper 153 5765
157 5785
161 5805

ISM 165 5825

B Show All Channels: When you set the “Regulatory Domain” to “All Channles”, it
will display all the channel numbers regardless of what channel width is elected. For
example, when you select “20MHz” for channel width, check this option will display
channels “36,37,38, 39, 40...." Instead of “36, 40, 44...etc). This allow you to use a
non-standard channel to avoid interference or for privacy purpose.
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4.2.9 Channel Width
Operation Mode -> Setup -> Channel Width

In 802.11a spec, each channel occupies 20MHz channel width. Therefore, each channel
will jump by number of 4 (i.e. 36, 40, 44...etc). You can change the Channel Width to
40MHz(Turbo), 10MHz(Half) or 5MHz(Quarter) to either increase performance or reduce
the interference problem.

B  Turbo (40MHz): Each channel will use 40MHz, double the normal size, to increase the
performance by channel binding. This option is not allowed in countries inside EU

B Normal (20MHz): This is the default channel width specified by IEEE 802.11a
specification

B Half (10MHz): Using this option will double the available channels for deployment in
congested areas. However, the performance will also drop by half when using this
option. When you are in Client mode, you can put the “Regulatory Domain” to “all
Channels” to maintain compatibility with other AP.

B Quarter (5MHz): Using this option will increase the available channels by 4 times. It
is a good choice for deployment in very congested areas. However, the performance
will also drop greatly when using this option. When you are in Client mode, you can
put the “Regulatory Domain” to “all Channels” to maintain compatibility with other AP.

4.2.10 Security Settings

Operation Mode -> Setup -> Security Settings

Security settings allow you to use encryption to secure your data from eavesdropping.
You can select different security policy to provide association authentication and/or data
encryption. The WHA-5500CPE features various security policies including WEP, 802.1x,
WPA, WPA-PSK, WPA2, WPA2-PSK, WPA-Auto, and WPA-PSK-Auto. Please note not
all security policies are available in all operation modes. For example, only WEP is
available currently in WDS Bridge mode and Client Adhoc mode. All wireless devices on
the same network must use the same security policy. We recommend using WPA-PSK or
WPA2-PSK whenever possible. For WDS Bridge and Client Adhoc mode, we recommend
using WEP-152 encryption.

WEP

WEP Encryption is the oldest and most available encryption method. However, it is also
the least secure. Due to the limitation of the chipset, only WEP encryption is available
for WDS Bridge Pure MAC mode and Client Adhoc mode.
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Select Security Policy: | WEF =]

Encryption
Enahling encryption will secure data and prevent unauthorized users from
accessing yourwireless network, ldentical encryption keys must be entered an all
authorized wireless clients.

Authentication type ™ AUTO
Select one of the WEP Keys for the wirless network:

| Encrypt data transmitting with WEP Key 1 =]
WEP Key 1 WEPS4-A3CT =] |
WEP Key 2 WEPSS-A3CT =] |
WEP Key 3 WEPSS-A3CTT =] |
WEP Key 4 WEPSS-ASCI =] |

(APPLY )

HOTE:To access the wireless netwark, user must have carrect 3510 and encryption key, if
enabled.

B Select one of the WEP key for wireless network: There are total of 4 possible keys
for WEP encryption. You need to choose which key will be used for encryption. All
wireless devices on the same network have to use the same settings. We
recommend using WEP Key 1 as in default setting.

B WEP Keys: Please enter the WEP keys used for encryption. You need to fill at least
the “Select WEP Key”. For example; if you choose “Encrypt Data with WEP Key 1" in
the previous field, then it is necessary to fill WEP Key 1. The length of key is
dependant on the Key Length and Key type you choose.

Key Length: The WHA-5500CPE offers 64bit, 128 bit, and 152 bit for WEP key
length. The longer the Key Length, the more secure the encryption is.

Key Type: 2 types are available: ASCIl and HEX. ASCIlI is a string of ASCII
code including alphabetical characters, space, signs and numbers (i.e.
“airlivepass12”). HEX is a string of 16-bit hexadecimal digits (0..9, a, b, c, d, e, f).
All wireless devices on the network must match the exact key length and Key type.
Some Wireless clients only allow HEX type for WEP.

ASCII-64: This is a key with 64-bit key length of ASCII type. Please enter 5
ASCII Characters if you choose this option. For example, “passw”

HEX-64: This is a key with 64-bit key length of HEX type. Please enter 10
Hexadecimal digits if you choose this option. For example, “12345abcdef”

ASCII-128: This is a key with 64-bit key length of ASCII type. Please enter 13
ASCII Characters if you choose this option. For example, “airlivewepkey”

HEX-128: This is a key with 128-bit key length of HEX type. Please enter 26
Hexadecimal digits if you choose this option. For example,
“1234567890abcdef1234567890”

ASCII-152: This is a key with 64-bit key length of ASCII type. Please enter 16
ASCII Characters if you choose this option. For example, “airlivewepkey123”

HEX-152: This is a key with 128-bit key length of HEX type. Please enter 32
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Hexadecimal digits if you choose this option. For example,
“1234567890abcdef1234567890abcdef”

802.1x

Select Security Policy: jB02.1x j

Select key length for WEP rekeying:l 128 it vI

Rekey interal: IO sec{l means keying ance)

(APPLY )

HOTE:To access the wireless network, user must have correct SSI0 and encryption key, if
enabled.

802.1x allows users to leverage a RADIUS server to do association authentications. You
can also enable dynamic WEP key (128 bit) to have data encryption. You do not have
to enter the WEP key manually because it will be generated automatically and
dynamically.

B Rekey interval is time period that the system will change the key periodically. The
shorter the interval is, the better the security is.

é After you have finished the configuration wizard, you have to

configure the RADIUS Settings in “Operation Mode -> Setup ->
RADIUS Settings” in order to make the 802.1x function work.

WPA, WPA2, WPA-AUTO

Wi-Fi Protected Access (WPA) introduces the Temporal Key Integrity Protocol (TKIP)
that provides added security. WPA2 adds full support for 802.11i standard and the
CCMP (AES Encryption). The WPA-AUTO tries to authenticate wireless clients using
WPA or WPA2.  All 3 requires a RADIUS server available in order to do authentication
(same as 802.1x), thus there is no shared key required.

Select Security Policy: FWPA |

WPa Encryption Type: © TKIP € COMPAES) ™ Bath
YWPA Group Rekey Interval: IBDJ sec.(0 means dizable rekey)
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Select Security Policy: | WPA2 |

WPAZ Encryption Type: © TKIP 0 coMPAES) & Both
WPAZ Group Rekey Intenval: |3C0 zec.(0 means dizable rekey)

Select Security Policy: EWPA-ALTTO -

WPA-AUTO Encryption Type: T TKIP © COMPAES) @ Both
WPAAUTO Group Rekey Interval: IBIII sec.0 means disahle rekey)

B Encryption Type: There are two encryption types TKIP and CCMP (AES). While
CCMP provides better security than TKIP, some wireless client stations may not be
equipped with the hardware to support it. You can select Both to allow TKIP clients
and CCMP clients to connect to the Access Point at the same time.

m  Group Rekey Interval: A group key is used for multicast/broadcast data, and the
re-key interval is time period that the system will change the group key periodically.
The shorter the interval is, the better the security is. The default is 300 sec.

WPA-PSK, WPA2-PSK, WPA-PSK-Auto

Wi-Fi Protected Access (WPA) with Pre-Shared Key (PSK) provides better security than
WEP keys. It does not require a RADIUS server in order to provide association
authentication, but you do have to enter a shared key for the authentication purpose.
The encryption key is generated automatically and dynamically. WPA2-PSK adds
CCMP and AES encryption for even better security. WPA-PSK-AUTO tries to
authenticate wireless clients using WPA-PSK or WPA2-PSK.

Select Security Policy: FWPAFSE v

Fre-shared Key (ASCI string): |
(B-63 characters)

WP Encryption Type: © THIP O CoMPRES) @ Both
WA Group Rekey Interval; ISCO sec.(0 means disahle rekey)

Select Security Policy: EWPM—PSK "I

Pre-shared Key (ASCII string): |
(8-63 characters)

WRA Encryption Type: © TkIP € CCMPSES) ™ Both
WPAZ Group Rekey Interval: ISCO sec (0 means disable rekey)
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Select Security Policy: | WPA-PSE-AUTO (=]

Pre-shared Key (A5 ClI string):|

(8-63 characters)
WPA-AUTO Encryption Type: T TKIP O coMPAES) ™ Both
WRA-ALITO Group Rekey Interal: IBDCI sec.{0 means disahle rekey)

B Pre-shared Key: This is an ASCII string with 8 to 63 characters. Please make sure
that both the WHA-5500CPE and the wireless client stations use the same key.

B Encryption Type: There are two encryption types TKIP and CCMP (AES). While
CCMP provides better security than TKIP, some wireless client stations may not be
equipped with the hardware to support it. You can select Both to allow TKIP clients
and CCMP clients to connect to the Access Point at the same time.

m  Group Rekey Interval: A group key is used for multicast/broadcast data, and the
re-key interval is time period that the system will change the group key periodically.
The shorter the interval is, the better the security is. The default is 300 sec.

4.2.11 Distance
Operation Mode -> Setup -> Distance

Please enter the distance to the remote wireless device here. The WHA-5500CPE will
then calculate the appropriate ACK Timeout value autom

atically. It is very important that you enter the correct distance for long distance
connection. Failure to do so will result in poor performance.

4.2.12 Transmit Power
Operation Mode -> Setup -> Transmit Power

You can adjust the transmit output power of the WHA-5500CPE’s radio from 10dBm to
24dBm. The higher the output power, the more distance WHA-5500CPE can deliver.
However, it is advised that you use just enough output power so it will not create excessive
interference for the environment. Also, using too much power at close distance can create
serious performance drop due to signal distortion.

At less than 200meter distance, the best output power is about 14dBm. At 2km distance;
the best output power setting is 18dBm for “11a” and “Super-A without Turbo”, 24dBm for
“Super-A with Static/Dynamic Turbo”.
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4.2.13 Advance Settings (Wireless)

Operation Mode -> Setup -> Advance Settings

This page includes all the wireless settings that change the RF behaviors of
WHA-5500CPE. Itis important to read through this section before attempting to make
changes.

Advanced Wireless Settings
Beacon Interval : 100 MSEC. (range: 20-1000, default 1007
RTS Threshold : | 2347 bytes (range: 0-2347, default 2347)
Fragmentation: 2346 bytes rrange: 256-2248, default 2345)
DTIM Interval : |1 (range 1-255, default 1)
User Limitation: 100 {range: 1-100, default 1007
Age Out Tirmer: |5 MmN, grange: 1-1000, default 5

Rate Control: | BEST |« | nhps
MHoise Immunity: | ON |+
AckTimeOQut: |37 US (range: 10-255, default 25
[0 Enable Radio eXtended Range
[] Enable privacy separator{Client Isolation)
[] Enable 802.1d STP

Enable 802.11d global roaming

ACK Calculator

(DEFAULT ) ( Apply )

B Beacon Interval: Beacon Interval: The device broadcasts beacon frames regularly to
announce its existence. The beacon Interval specifies how often beacon frames are
transmitted in time unit of milliseconds. The default value is 100, and a valid value
should be between 1 and 65,535.

B RTS Threshold: RTS/CTS frames are used to gain control of the medium for
transmission. Any unicast (data or control) frames larger than specified RTS threshold
must be transmitted following the RTS/CTS handshake exchange mechanism. The
RTS threshold should have a value between 256-2347 bytes, with a default of 2347. It
Is recommended that this value does not deviate from the default too much.

B Fragmentation: When the size of a unicast frame exceeds the fragmentation
threshold, it will be fragmented before the transmission. It should have a value of
256-2346 bytes, with a default of 2346. If you experience a high packet error rate,
you should slightly decrease the Fragmentation Threshold.
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B DTIM Interval: The WHA-5500CPE buffers packets for stations that operate in the
power-saving mode. The Delivery Traffic Indication Message (DTIM) informs such
power-conserving stations that there are packets waiting to be received by them. The
DTIM interval specifies how often the beacon frame should contain DTIMs. It should
have a value between 1 to 255, with a default value of 3.

B User Limitation: This limitation applies to number of wireless clients the device can
associate. If you need to serve wireless connection to large number of users in one
location. You can deploy many APs and limit the number of wireless clients, so any
additional wireless connection attempt will be rejected (therefore, redirect to other AP).
The range of user limitation is from 1 to 100.

B Age Out Timer: Set the age out timer for the wireless client. If there is no traffic from
client for more than the timer, the wireless client will be dropped. The default is 300
sec. This function is available only for the Access Point and AP router mode.

B Rate Control: Select here to change the Data Rate for the radio. Lower data rate
sometimes provide longer distance. In most cases, however, we recommend to keep
the setting at “Best”.

B Noise Immunity: Adaptive Noise Immunity is one of the new function in Atheros
driver to enhance the performance in interference environment.

B AckTimeOut: When a packet is sent out from one wireless station to the other, it will
waits for an Acknowledgement frame from the remote station. The station will only
wait for a certain amount of time, this time is called the ACK timeout. If the ACK is
NOT received within that timeout period then the packet will be re-transmitted resulting
in reduced throughput. If the ACK setting is too high, then throughput will be lost due
to waiting for the Ack Window to timeout on lost packets. If the ACK setting is too low
then the ACK window will have expired and the returning packet will be dropped,
greatly lowering throughput. By having the ability to adjust the ACK setting we can
effectively optimize the throughput over long distance links.

The easiest way to enter AckTimeOut value is by entering the distance in “Operation
Mode -> Setup -> Distance”. The WHA-5500CPE will then calculate and enter the
correct value for you.

B Enable Radio eXtended Range: XR is Atheros eXtended technology to increase
range. When XR is turned on, the radio can increase the receiver sensitivity greatly.
However, performance may be reduced significantly also. Use this mode only if you
can trade more distance for lower performance.

B Enable privacy separator: Select the check box to prohibit data transmission
between client stations. This function is also known as “Client Isolation”.
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B Enable 802.1d: Enable the Spanning Tree Protocol to prevent forming a network loop.
This option is especially important for WDS Bridge mode.

B Enable 802.11d: Also known as “Global Roaming”. 802.11d is a standard for use in
countries where systems using other standards in the 802.11 family are not allowed to
operate.

4.2.14 Access Control (ACL)
Operation Mode -> Setup -> Access Control

The WHA-5500CPE allows you to define a list of MAC addresses that are allowed or
denied to access the wireless network. This function is available only for Access Point
and AP Router modes.

% MAC Filtering Settings

This feature allows you to define a list of MAC addresses that are authorized to access or denied
from accessing the wireless network.

%! Disable MAC address control list
Mo MAC address filtering is performed.
' Enable GRANT address control list
Allow data traffic fraom devices listed in the tahle to acces the network.

" Enable DENY address control list
Deny fdiscard data traffic from devices listed in the table.

f APPLY )
Mnemonic Name: |
MAC Address: ICO —ICO —ICO —ICO —ICO —ICO
ADD
Select Name MALC Address
{ DELETE SELECTED I

B Disable MAC address control list: When selected, no MAC address filtering will
be performed.

m  Enable GRANT address control list: When selected, data traffic from only the
specified devices in the table will be allowed in the network.

m  Enable DENY address control list: When selected, data traffic from the devices
specified in the table will be denied/discarded by the network.
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To add a MAC address into the table, enter a Mnemonic Name and the MAC Address,
and then click Add. The table lists all configured MAC Filter entries.

To delete entries, check the corresponding Select boxes and then press Delete Selected.

4.2.15 Multiple SSID
Operation Mode -> Setup -> Multiple SSID

This function is available only for Access Point and AP Router modes. Multiple SSID
allows WHA-5500CPE to create up to 4 different wireless networks (SSID). Itis also
known as “Virtual AP” function. Each SSID can have its Encryption type, VLAN Tag, and
TOS settings. In the following diagram, the WHA-5500CPE uses Multiple SSID function to
create separate Bridge and Client network. Each has its own encryption policies.

Client Network
U SSID: ClientNet

O Security: WPA-PSK
O VLAN ID: 100

Bridge Network

U SSID: BridgeNet

Q Security: WPA2-PSK
O VLAN ID: 200

lient Mode

Bridge Infrastructure AP Made

WHA-5500CPE

IP: 192.168.2.1/24 IP: 192.168.1.1/24
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IConfiguring the Multiple SSID|
When you click on the “Multiple SSID” button, the following screen will appear

SSID Settings

This page lets you configure multiple 55105 and corresponding QoS settings if QoS is enabled.
Click here to Apply

[JEnable LAN faor all SSI0s (All packets are tagged with YLAN 10) changes in “VLAN”"
[1Enable DiffSers Marking and “DiffServe

/ Marking”
(heply ) e

SSID Name WEAN IDYPriority Security
I O airlive - Wep I
I  NEW ) ( DELETE SELECTED )
This is the )
default SSID Click here to apply

changes on adding
or deleting SSID

10" Name:
[ Disable SSID Broadcasting

Select Security Policy: T

How to add a SSID |
You can add up to 4 SSID in WHA-5500CPE. Please follow the procedure below:

Enter the SSID name (i.e. BridgeNet)

2. Select the Security Policy (i.e. WPA2-PSK)
3. Enter the Security Key (i.e. BridgeNetKey).
4. Click on “Apply” to add SSID

SSID Settings
This page lets vou configure multiple S28I0s and carresponding QoS settings if QoS is enabled.

CJEnable WLAN for all SSIDs (All packets are tagged with WLAN 1D)
[CJEnable DiffSer Marking

Apply )

S5ID Mame WLAM ID/Priority Security
O airlive - Wep

( NEW ) (DELETE SELECTED )

SSID MNarne: Bridgenet @
[] Disable S2ID Broadcasting
Select Security Palicy: WPAZ-PSK VI @
Pre-shared Key (ASCI string) | BridgeNetkey @
{8-63 characters)

WiPAZ Encryption Type: O TKIP O COMPAES) &) Bath
WPAZ Group Rekey Interval; 300 sec.il means disable rekey)
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How to Modify or Delete a SSID |
Please follow the procedure below:
Select the SSID you want to modify or delete

2. The SSID’s settings will be displayed in the box area. Modify any settings.
3. Click on “APPLY” to complete the modification
4. Or click on “Delete Selected” to delete the SSID

SSID Settings
This page lets vou configure multiple S51Ds and carresponding @0 settings if QoS is enabled.

[IEnable WLAM for all SSIDs (Al packets are tagged with WLAN 1D}
ClEnable DiffSer Marking
Apply )
SSI0 Name VLAN IDiFriority  Security
O airlive - Mone

@ ridgeNet - Wpa2—Psk
f NEW ) ( DELETE SELECTED )

S3ID Mame: BridgeMet
[ Disable SSID Broadcasting @
Select Security Policy: | WPA-PSK v

Pre-shared Key (ASCI string): |Bridgeetiey|
(8-63 characters)
WPA2 Encryption Type: O TKIP (O CCMP(RES) (& Both

WPAZ Group Rekey Interval: | 300 sec.(0 means disable rekey)

IConfigure the VLAN and DiffServ Markings|

When you check the Enable VLAN for All SSIDs and/or Enable DiffServ Marking, the
following screen will appear:
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SSID Settings

This pange lets you configure multiple S5I0s and corresponding oS seftings if @05 is enabled.

=

[¥] Enable “LAN for all SSIDs (All packets are tagged with WLAN 109
Enable DiffSery Marking

4. Web Management-Wireless and WAN Settings

Click here to Apply
changes in “VLAN”
and “DiffServe
Marking”

SSI0 Name

j) adrlive

Default SSID and
VLAN Group.

YLAN ID/Priority
0/0

Security
Mone

(NEW ) ( DELETE SELECTED )

SSID Marme:
[ Disable S5ID Broadcasting

WLAN 1D

WLAN 1P

WLAN Methask:

802 1p priority:

Select DSCP type:

DSCP walue:
Select Security Policy:

0:Best Effot |+

010000(Background) v
010000

Mone b

Enable VLAN for All SSIDs: Once this function is enabled, you can specify an
individual VLAN ID and priority tag for each SSID. The packets from a SSID will
be forwarded to the Ethernet with the corresponding configured VLAN ID written.
You need to click on the top “APPLY” button after making changes.

Enable DiffServ Marking: When this function is enabled, you can configure a
DSCP value for each SSID. Then a packet from a station using this SSID will be
forwarded with the DSCP value labeled. You need to click on the top “APPLY”
button after making changes.

VLAN ID: Packets going out of this VLAN will be tagged with the VLAN ID.
Packets coming into the AP will be dropped if the VLAN Tag does not match.
The valid range is between 0 to 4095. The VLAN ID “0” is the default VLAN

group.
VLAN IP: Each SSID can be given with different VLAN IP group. Please notice
that the management IP in the VLAN will also be changed. For example, if you

define the VLAN IP to be 192.168.2.X subnet, then the WHA-5500CPE’s
management IP in the group will change to 192.168.2.1.

VLAN IP NetMask: Define your VLAN IP scope here
802.1p Priority: Define your 802.1p priority Tag here.

Select DSCP TYPE: Assign the 6-digit DifferServ Code(DSCP) for the packets
in the SSID network for QoS purpose. There are 8 preset values. To assign
your own value, please select “Best Effort”

DSCP Value: When you select “Best Effort” DSCP Type, you can enter the
6-dgit DSCP Value here.

Select Security Policy: Select the encryption used for this SSID VLAN group.
This policy can be different in each SSID VLAN group. For example, one SSID

Value from 0to 7
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can be using WEP, the other policy can use WPA-PSK.

ﬁ Once you enable the VLAN ID. The incoming packet from

Ethernet port to your VLAN group must carry the same VLAN ID tag
or the packet will be dropped.

4.2.16 WMM QoS
Operation Mode -> Setup -> WMM QoS

Wi-Fi Multimedia (WMM) is a standard to prioritize traffic for multimedia applications. The
WMM Settings is to specify parameters on multiple data queue for better performance of
differentiated wireless traffic like Voice-over-IP (VolP), other types of audio, video, and
streaming media as well as traditional IP data over the AP.

= Vo

4

Voice (VolP)
Highest priority

2 = . AP Mode
@:’ Video (Internat Movia)
High priority 1
Internet L'f,
Best Effort (Web) WHA-5500CPE

Medium priority

Y - BK
Lﬂ Background (E-mail) e

Lowest priority
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IConfigure the WMM QoS Parameters

QoS Settings
Enable WM
WMM Parameters of Access Point
ACTYPE  ECWMin  EcCWhiax AIFS TopLimit ACM Ackepalicy
11afus)
AC_BE(m |4 & 3 0 O n
AC_BK() 4 10 7 0 0 |
PR E 1 1 3008 0 O
AC VO 2 3 1 1504 O O
WMM Parameters of Station
ACTYPE  ECWMin  ECiWMax AIFS TuopLimit ACM
11a{ps)
AC_BE( |4 10 3 0 0
AC_BK(Y 4 10 7 0 i
AC VI |3 4 2 3008 O
ac_vo@ 2 3 2 1504 0

B AC Type
The queue and associated priorities and parameters for transmission are as follows:

a

a

Data O (Best Effort, BE): Medium priority queue, medium throughput anddel ay.
Most traditional IP data is sent to this queue.

Data 1 (Background, BK): Lowest priority queue, high throughput. Bulk data
that requires maximum throughput and is not time-sensitive is sent to this queue
(FTP data, for example):

Data 2 (Video, VI): High priority queue, minimum delay. Time-sensitive data
such as Video and other streaming media are automatically sent to this queue.

Data 3 (Voice, VO): Highest priority queue, minimum delay. Time-sensitive
data such as Voice over IP (VolIP) is automatically sent to this queue.

Packets in a higher priority queue will be transmitted before packets in a lower
priority queue.

B ECWmin and ECWmax
If an access point detects that the medium is in use, it uses the DCF random backoff
timer to determine the amount of time to wait before attempting to access a given
channel again. Each access point waits some random period of time between retries.
The wait time (initially a random value within a range specified as the Minimum
Contention Window increases exponentially up to a specified limit Maximum
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Contention Window.

The random delay avoids most of the collisions that would occur if multiple APs got
access to the medium at the same time and tried to transmit data simultaneously. The
more active users you have on a network, the more significant the performance gains
of the backoff timer will be in reducing the number of collisions and retransmissions.

— Doubling continues on each try until MaxCW is reached
atwhich point this wait time is used on retries
I Backoff * = re-doubled until data is sent or until retries limit is reached

Backoff® = MinCW doubled

Initial Backoff = random number in
range of MinCW
Backoff time 4
inmillisecondsb—e o Lo v v o Loy o by Traaal]
5 10 15 20 25

The random backoff used by the access point is a configurable parameter. To describe
the random delay, a "Minimum Contention Window" (ECWMin) and a "Maximum
Contention Window" (ECWMax) is defined.

O ECWmin: The value specified for the Minimum Contention Window is the
upper limit of a range for the initial random backoff wait time. The number used
in the random backoff is initially a random number between 0 and the number
defined for the Minimum Contention Window.

O ECWmax: If the first random backoff time ends before successful
transmission of the data frame, the access point increments a retry counter, and
doubles the value of the random backoff window. The value specified in the
Maximum Contention Window is the upper limit for this doubling of the random
backoff. This doubling continues until either the data frame is sent or the
Maximum Contention Window size is reached.

AP Mode

Transmitting WHA-5500CPE

*
Waiting !

Voice package with smaller Waiting
ECMin Value (Short Wait Time):

/
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B AIFS
The Arbitration Inter-Frame Spacing (AlFs) specifies a wait time (in milliseconds) for
data frames. 802.11e uses interframe spaces to regulate which frames get access to
available channels and to coordinate wait times for transmission of different types of
data. The AlFs ensures that multiple access points do not try sending data at the same
time but instead wait until a channel is free. Valid values for AlFs are 1 through 255.

B Transmission Opportunity
The Transmission Opportunity (TXOP) is an interval of time when a WMM client station
has the right to initiate transmissions onto the wireless medium. This value specifies
(in milliseconds) the Transmission Opportunity (TXOP) for client stations; that is, the
interval of time when a WMM client station has the right to initiate transmissions on the
wireless network.

We recommend that you use the default settings on the WMM QoS
page. Changing these values can lead to unexpected blockages of

traffic on your wireless LAN, and the blockages might be difficult to
diagnose.

4.2.17 RADIUS Settings
Operation Mode -> Setup -> RADIUS Setting

RADIUS servers provide centralized authentication services to wireless clients. Two
RADIUS servers can be defined: one acts as a primary, and the other acts as a secondary
backup. If you choose to use 802.1x, WPA, or WPA2 as security policy, you might need to
set the RADIUS server settings.
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4 RADIUS Settings
RADIUS Server
[~ Enahle RADIUS Server

Server IP; b b P
Port Murnber: |1812
RADIUS Type: RADILS

Shared Secret |

Secondary RADIUS Server
[T Enahle RADIUS Server

Server IP; b b P
Port Murnber: IIBIZ

RADIUS Type: RADIUS

Shared Secret: |

RADIUS Server Reattempt Period |60 Seconis

(" aPPLY )

To Enable RADIUS Server:
B Server IP: The IP address of the RADIUS server.

B Port Number: The port number that your RADIUS server uses for authentication. The
default setting is 1812.

m  RADIUS Type: RADIUS

B Shared Secret: This is used by your RADIUS server in the Shared Secret field in
RADIUS protocol messages. The shared secret configured in the WHA-5500CPE must
match the shared secret configured in the RADIUS server. The shared secret can
contain up to 64 alphanumeric characters.

B RADIUS Server Reattempt Period: The number of times the WHA-5500CPE should
attempt to contact the primary server before giving up

4.2.18 Bandwidth Control
Operation Mode -> Setup -> Bandwidth Control

Bandwidth Control can limit the maximum speed of entire wireless interface or individual
device. It is also known as Traffic Shaping. The WHA-5500CPE provides both Total
Bandwidth and Per-User Bandwidth Control for both uplink and downlink speed. It
controls the speed of both wireless and wired interface.
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To configure, please click on the “Bandwidth Control” button under wireless settings.

following screen will appear:

4. Web Management-Wireless and WAN Settings

The

Bandwidth Control Settings

Check to enable
Bandwidth
Control

f=h_| Eriable Bandwidth Contral
(& [Total Bandwidth Control

/

Settings for
Total Bandwidth
Control

Total Downlink Speed: 0

Select Total or
Per User

Taotal Uplink Speed: ]

khps (Betwean 64 and 65535 or O far unlimited)
khps (Between 64 and 65534 or O for unlimited)

After enabling
Bandwidth Control
and selecting

(OPer User Bandwidth Contral

control here

“Total” or “Per
'f_ﬂ;‘__)ply—) User” type, click

Per User Control Options
Description

Type

IP:

Drowenlink blax

IP Address

o here to Apply

W

Settings for
Per-User Bandwidth
Control

khps (Between 1 and 65535)

Uplink Wax khps (Between 1 and BAA35)
{ ADD
Select Description Type Rule E;:":?:E:S) ﬂ‘::‘n{i:(hps} Enahle

B Enable Bandwidth:

Check to enable Bandwidth Control.
The default value is disabled.

Uncheck to disable it.

You must select between Total Bandwidth and Per-User Bandwidth. They can not be

enabled at the same time.

Total Bandwidth: Total Bandwidth control limit the bandwidth between Wireless and
Therefore, it is most suitable for Client Infrastructure Mode, Bridge
For WISP operator who use WHA-5500CPE as the

client side device; setting the Total Bandwidth control on the WHA-5500CPE will easy

[ |
Ethernet interface.
Mode, and WISP Router Mode.
the loading on the AP for bandwidth management.
Bandwidth Management first.
Apply to finish.
a
units.
O Total Uplink Speed: Enter the
units.
B Per User Bandwidth Control:

individual PC and network device.

To begin, please enable the

Then enter the downlink and uplink speed; click on

Total Downlink Speed: Enter speed you wish to limit the download traffic in Kbps

speed you wish to limit the upload traffic in Kbps

Per user Bandwidth Control can limit speed of

The WHA-5500CPE allows multiple Per-User
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bandwidth rules and can limit the bandwidth by IP address, MAC address, or IP

segment.

Please first enable the Bandwidth Control, then select “Per User Bandwidth

Control” to begin. Itis recommended to use this type of bandwidth control for Access
Point and AP Router mode.

Per User Control Options

Q

Q

Q

Description: Enter a description for the bandwidth policy. For example, “VIP”
subscriber

Type: WHA-5500CPE offers 3 types of Per-User Control

IP Address: To limit the bandwidth of one single IP address.
IP Segment: To limit the bandwidth the entire IP segment.

For example; if you enter the address of 192.168.1.20 with subnet mask of
255.255.255.248, the WHA-5500CPE will limit bandwidth of IP addresses
from 192.168.1.17 to 192.168.1.22. Please use an online IP calculate if you
are not familiar with IP segment calculation. Below is an example link:
http://www.subnet-calculator.com/

Because the Ethernet interface is also controlled by the Bandwidth Manager,
it is recommended that devices on the Ethernet side to use a wider IP subnet
mask that will cover the IP range of the controlled IP segment. Therefore,
the devices on Ethernet interface will not be limited by bandwidth control and
still can communicate with the IP segment. For example, if your IP segment
is set to 192.168.1.20 / 255.255.255.248, then the devices on the Ethernet
side should be 192.168.1.X / 255.255.255.0.

MAC address: To limit the bandwidth of one single MAC address.

Port Range: This is available only in WISP router and AP Router mode. It
can limit the bandwidth by application ports.

Application: This option is available only in WISP router and AP Router
mode. It can limit the bandwidth of HTTP, FTP, BitTorrent, and eDonkey
traffic.

Downlink Max: Enter the speed you wish to limit the download traffic in kbps
units.

QO Uplink Max: Enter the speed you wish to limit the upload traffic in kbps units

B Example 1: Total Bandwidth Control

In this example, the WHA-5500CPE is in Client Infrastructure mode connecting to a
remote AP. We want to limit the Bandwidth of the link to 2048Kbps download and
512kbps Upload.
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Q0 Step 1to 3: From Operation Mode menu, select “Setup” -> “Bandwidth Control”

e airive com)
WHA-S500CPE #00% 112 Wirniess CPE

Tauts | Theks i Liw

Boie | Sy Confgantion |

& Openmtion Mads

Tewleci the Vpsation Made™ and click on “Change Mode™ i ch &
@ Acoens Pt
Cli g R BBk 50 g B Yo i n Semsgi gl atony (e Linied E22005
WL AN Slandard fer [adio
TS ™
@ ALoetd Poeg | Setsp | Metwork (55K ind
. ] Enabis éroless
Papmate Reprain ] Dés:ablie 5510 Brosdcasting
WIS Biedge (Purs MAL) WIS Bre Mot [ |

T Dadge nkaniracius Crt M CTannet .iﬁ :'l
O Chant iinamcnpy Ma e [w] WWirwewn ity Sty
) Cliani A har P 18 P
0 WS Bogle Clhant Bpy

1 AP Ragie Arcers Py

O Step 4 to 7: Enable the Bandwidth Control and select the “Total Bandwidth
Control”. Then enter the “2048” for Total Downlink Speed and “512"kbps for
Total Uplink Speed. Click “Apply” to finish

|Bandwidth Control Settings

[7] Enable Bandwidth Contral |
@ Total Bandwidth Cortrol

Total Dowhlink Speed. 2048 kifps (Between 64 and 65535 or 0 for unlimited)

Total Lplink Bneed k ps (Between B4 and B5535 ar 0 far unlimited)

) Per User Bandwidth Contro

B Example 2: Per User Bandwidth Control

In this example, the WHA-5500CPE is Access Point mode. There is a wireless client
connecting to WHA-5500CPE with MAC address of 00:04:6F:11:11:11. We want to
limit the bandwidth of the wireless client to 1024 downstream and 512K upstream
using WHA-5500CPE’s Per-User Bandwidth Control.
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AP Mode MAC Address:
5?2:%55 00:04:6F:11:11:11

Wireless Client PC
Step 1. Enable Bandwidth Control and select “Per User Bandwidth Control”
Step 2. Enter Description for this policy (Wireless Client)
Step 3. Select “MAC Address”, then enter the MAC address of the wireless client.
Step 4. Enter the downlink speed as “1024” and uplink speed as “512”.
Step 5. Click on “Add” button to add the bandwidth policy
Step 6. This new policy should appear on the button. You can enable/disable it.

Bandwidth Control Settings

[¥]Enable Bandwidth Contral

() Total Bandwidth Contral
Total Downlink Speed: |0 khps (Between 64 and 55535 ar O for unlimited)
Total Uplink Speed: 0 khps (Between 64 and 65539 ar 0 far unlimited)
# Per User Bandwidth Control
" Apply )
Per User Control Options
Description Wireless Client @
Type MAC Address VI
w00 L4F LBF NN U1 NN
Downlink Max 1024 khps (Between 1 and B5535)
Uplink Max 812 khps (Between 1 and BAA3S)
( A0D ) @
Select Description Type Rule Bluwnlink I Enable
ax (khps) ax (khps)
@ Wireless Client  MAC Address |40 21T g 512
=T |
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4.3 WDS Settings

Operation Mode -> Setup -> WDS Settings

WDS Bridge mode can make Point-to-Point and Multi-Point connections. Because of its
faster performance, it is frequently used to build point-to-point bridge connection and
backbone networks. In a WDS network, each node can have up to 4 connections.
However, the total number of devices in a WDS network should not exceed 8. Currently,
the WDS Bridge mode can only use WEP encryptions policy.

TIPS: For step-by-step instructions on how to build a WDS bridge network, please be
sure to read through Chapter 9: WDS Bridge Example for details.

In this section, we will talk about the WDS Settings which is available only in WDS Bridge
(Pure MAC) mode. WDS Bridges are using BSSID (AP’s Wireless MAC address) to
authenticate each other. Therefore, it is necessary to know the remote Bridge’s wireless
MAC addresses. You can always do a “Site Survey” to find out the MAC Addresses.

When you click on WDS settings, the following screen will appear:

WDS Settings
Additional configurations for WDS bridge mode:
WEP key Here are the
Prepare the WEP keys for the wireless netwark, gga:zg;“;grk@ép
2n Pure MAC mode, all the bridges shared the four keys. Please make sure
[TIrEE e 8o [ | all bridges in the
WWEP ey 1 i WEP152 fﬁ.S'ICII :;\.’;' 123456739 0abodef WDS network enter
WEP ey 2 | WEF152-A5CI1 ;vf 12341234400 bedef the same keys.
WEP Key 3 (WEPISZ-ASCI [v| 12345623 34abodel
WEF Key 4 (WEP152-ASCI v | | 1234567850233d8!
Apply )
Mame: This is where you enter
é the remote Bridge’s
SoIDe information. The SSID
After you add a must be different between
remote Bridge, it MAC address; @ L 00 L0000 L0000 each Bridge.
will be display : L Nom:
here. Up to 4 Select Security Palicy: ;v;
entries are f aDD Y
possible |

Select| Hame 551D MAC Address Security | WEP key Index

{ DELETE SELECTED )

0 WEP Key: You can set up to 4 keys, each key can have different Key Length
and Key type. When you add an entry to the WDS setting and select WEP
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encryption, the system will ask you which key to use. All devices on the network
must have the same sets of keys, but each link can have use different key. We
recommend using WEP-152 whenever possible for better security.

0 Adding a new WDS link

The WDS link are created by entering the remote Bridge’s information. This
process must be repeated on both side of the bridge.

Name: This is the name for the WDS Link. You can enter any name for your
own reference (i.e. WarehouseLink).

SSID: SSID is the network ID for the wireless link. If you have more than
one WDS link or if you want to make WDS connection with Mikrotik devices,
this field is required. Each WDS Link must have a different SSID name. If
you only have one WDS link, you can leave this field empty.

MAC Address: Please enter the remote bridge’s wireless MAC address in
this field. This wireless SSID can be found on the device label. You can
also use Site Survey function to assist you.

Select Security Settings: You can choose to use WEP encryption for better
security. It is necessary to enter the same set of keys in the same WDS
network. When you select WEP, the WHA-5500CPE will ask you to select
from one of the 4 keys. Please be sure to select the same key on both side
of the link.

Press Add to finish
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4.4 Router Mode Settings

Operation Mode -> Setup

This section will explain WAN port settings and other functions that are available only in
WISP router and AP Router mode.

4.4.1 WISP Router Mode

The WISP Router mode is also known as Client Router. The wireless side is connected to
the remote AP as in Client Infrastructure mode. Between the wireless and LAN is the IP
sharing router function. This is used to share WISP connection. The WAN is on the

wireless side.

Computer
Outdoor AP WAN LAN
Computer
WHA-5500CPE
WISP Router %
k-

Computer

4.4.2 AP Router Mode

In AP Router mode, the POE port of the WHA-5500CPE will turn into the WAN port. The
wireless interface will become the LAN side. It will turn WHA-5500CPE into a wireless
router. Since the Ethernet interface becomes WAN; if your PC is connected to the POE
port, the management IP will change to the WAN IP (192.168.2.1). The remote
management will be automatically turned on to allow you managing the device from the

POE WAN port.

Client AP

LAN AP Router

|WAN .

Internet j'
I
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When you select the WISP Router or AP Router mode, additional wireless settings will
appear for WAN port settings.

VAN Port Settings:
Dynamic DNS Settings:
Remaote Management: SEtuD
IP Routing Settings: SEtup
DHCP Server Settings: SEtup
Multiple DMZ: SEtup
virtual Server Settings: SEtuD
Special Applications: SEtuD
IP Filtering Settings: SEtup

4.4.3 WAN Port Settings
Operation Mode -> Setup -> WAN Port Settings

The WHA-5500CPE support different authentication and IP assignment standards for the
WAN port. Itincludes fixed IP, DHCP, PPPoE and PPTP protocols. Please consult with
your ISP about what authentication type is used for the WAN port conection.

£ WAN Port Settings

(& If your ISP has assigned you a static IP address, select this button and enter the
information below:

I address Assigned by vourisPz [0 [0 0 [0
P subnetmask [0 0 0 0

ISP Gateway [P Address: [0 [0 [0 [0
DNSIPaddress: [0 0 0 0

[=] =

& If your ISP already provides you with PPPoE authentication information,select this
button and enter the information helow:

User Marme: |36128161@hmet.net

Passwoard: I........

Service name: |

Connectian Type: IAlways on vI

MTU: 1432 Bytes ¢128-1500)
MRU: 1458 pytes (1-1500)

Session Type: | Nornal -
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B Clone MAC Address: Some service provider (Cable Modem provider) lock to
certain MAC address. In this situation, the WAN port of WHA-5500CPE need to
clone the MAC address. Please check the “Clone MAC address” box and enter
the address that need to be cloned.

[ Cloned MAC Address :

Ifyour ISP requires you to use a specific WwAN Ethernet MAC address, check
this box and enter the MAC address here.

MAC Address: [00 00 [0 [0 [0 [

4.4.4 Dynamic DNS Settings
Operation Mode -> Setup -> Dynamic DNS Settings

Dynamic DNS (DDNS) allows you to create a hostname that points to your dynamic IP or
static IP address or URL. WHA-5500CPE provide Dynamic DNS client using DynDNS,
please visit http://www.dyndns.org for detail.

‘ﬁ‘Dynamic DNS Settings

[ Enable Dynamic DNS Client using DynDNS.org

Hnstname:l

Username:|

Passwnrd:l

(_APPLY )

4.4.5 Remote Management Settings

Operation Mode -> Setup -> Remote Management

Remote Management allows administrator to manage the WHA-5500CPE from WAN side.
You can also change the management port and other settings here.

B HTTP Port No: The default port for HTTP is Port 80, you can change the value here

B Timeout: The default management timeout is 10 minutes. After timeout, the
WHA-5500CPE will ask you to login again. You can change the timeout value here.
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B HTTP Web Server Access: You can enable or disable HTTP service from WAN side

B HTTPS Web server Access: You can enable or disable HTTPS Web Server Access
from WAN side

B Response to WAN ping: You can disable or enable whether WHA-5500CPE will
response to PING command.

Remote Management Settings

HTTP Port Ma. 80 tirneout; 10 rminute
HTTP Web Server Access

HTTPS Webh Server Access

Response to WAN Ping

4.4.6 IP Routing Settings
Operation Mode -> Setup -> IP Routing Settings

The IP Routing Settings allows you to configure routing feature in the gateway

‘ﬁ‘IP Routing Settings
Dymamic Routing
Selectthe routing protocol scheme used for the router's LAM £ WAR port.

' Disable
© pIp

APPLY )

Static Routing

This allows you to manually configure static network routes. Static routes will override
routes learned by standard routing protocol discover methods

i o
Subnet Mask: |0 E |0 |0 |0
= Gateway IP Address: |O . |0 A 0] . |0
o Interface: [wan =]
Metric Count: Il_
ADD

To add a =static route, enter the information above and click ADD.

IP Routing Table

Select Deﬂgf;i;‘;‘ Lo Subnet Mask G:;:::if Interface Flag | Metric
192.168.1.0 255.255.2550 - lan %) o]
239.0.0.0 265.0.0.0 - lan %) o]
DELETE SELECTED )
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B Dynamic Routing:
Select the routing protocol scheme used for the router’'s LAN / WAN port.

B Static Routing:
This allows you to manually configure static network routes. Static routes will override
routes learned by standard routing protocol discover methods.

B [P Routing Table:
To delete a static route from the table, select the route and click DELETE SELECTED.

Note: Changes to the routing table will take effect immediately.

4.4.7 DHCP Server
Operation Mode -> Setup -> IP Routing Settings

DHCP Server Settings is to assign private IP address to the devices in your local area
network (LAN). The default LAN IP address of WHA-5500CPE is 192.168.1.1, changing
WHA-5500CPE’s IP address will also change the DHCP server’s IP subnet.

You can also lock IP address to MAC address manually; the DHCP server will keep the IP
for the MAC address.

) DHCP Server Settings
¥ Enable DHCP Server

Assigns IP addresses to wired and wireless clients from the following range:

Lease Jime: IE&lCO
seconds Change IP range
From: |192 _|153 _|1 _|2 and IP Lease
Ta: |192 _|163 _|1 _|254 | Time here
€ arpiy )
Assigns the following IP address to the client with the following MAC address:
Manually assign
MAC Afldress: |C0 _|EIJ _|C0 _|DCI _|C0 _|C0 MAC address to
IP Addfess: N N O =p- |Phere
ADD
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4.4.8 Multiple DMZ
Advanced Settings >> Multiple DMZ

Multiple DMZ opens all TCP/UDP ports to particular IP address on the LAN side. It allows
setting up servers behind the WHA-5500CPE.

EMultiple DMZ

Select aDMZ type: & Default DWZ ' Multiple DMZ

Local DMZ IP address: Iﬁ : W - Il_ . I_

ADD

|Se|ect| Narme | Public WA IP Local DMZ IP

DELETE SELECTED )

NOTE: A DMZ serveris a common term used to describe the defaultvirual server. If the DMZ server
is selected, Internet traffic not destined for a valid virtual senver is redirected to this
privately-addressed LAM client. This can be used together with a separate firewall device to perform
additional security functions.

Select a DMZ type and then enter the local DMZ IP address.

A DMZ server is a common term used to describe the default virtual server. If the DMZ
server is selected, Internet traffic not destined for a valid virtual server is redirected to this
privately addressed LAN client. This can be used together with a separate firewall device to
perform additional security functions.

4.4.9 Virtual Server Settings
Advanced Settings >> Virtual Setting

This allows you to specify one or more applications running on server computers on the
LAN that may be accessed by any Internet user. Internet data destined for the specified
public port will be directed to the specified private port number on the LAN client with the
specified private IP address. For step-by-step example on Virtual Server settings, please
go to section 10.2.2.
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ﬂVirtual Server Settings

This allows you to specify one or more applications running on server computers on the LAM that
may be accessed by any Internet user.internet data destined for the specified public portwill be
directed to the specified private port number on the LAMN client with the specified private IP

address.

Senice Mame: |HTTP -

Public Port Mo @ Single IBO

Local IP Address:|192 .|168 .|1 |

Local Port Mo. Starts From:

T

ADD

o Rangel ~|

|Se|ect| Service

DELETE SELECTED )

|F'ub|ic Part Nu(s)| Local IF Address

Local Port Mois)

4.4.10 Special Applications
Advanced Setting >> Special Applications

Some Internet application such as Instant Messaging or games use groups of ports, and
are not easy to work behind a firewall. To work well with these special applications we will

open ports to let traffic pass through.

Note: You can use up to 3 sets of opened ports for a specific application. The opened ports
can be separated by a comma and no spaces are allowed (e.g. 2300-2305, 4300-4305,

5300-5305).

ﬁ‘Special Applications

applications' help for such infarmation.

Select an Application: | - select one

Some Internet applications such as Instant Messaging or Games in paricular use aroups of ports,
and are not easy to work behind a firewall. To wark well with these special applications we will
open ports to lettraffic pass through. Before wou set up special application, please see your

1

Name:l

TriggerPrntncnI:lBOTH v|

Cpened PrntncnI:IBOTH "'l

Trigoger Pnﬂs:l
Opened F'u:urts:l ~|
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4.4.11 IP Filtering Settings
Advanced Setting>>IP Filtering Settings

IP filtering is simply a mechanism that decides which types of IP datagram will be
processed normally and which will be discarded.

PP Filtering Settings

This allows you to define rules for allowing / denying access from /to the Internet.

(= Disable IP filtering

Mo P filtering is performed.
¢ Grant IP access

Data traffic satisfying rules below are allowediforwarded.
" Deny IP access

Data traffic satisfying rules below are deniedfiltered.

(APPLY )

Define an IP filtering rule:

Name: Ii

IP Protocol: |&ny =

Applyto: & Qutbound to the Internet ' Inbound from the Internet
Source IP & Any
Address:
© Single IP I
' Metwork IP|_,_|_|_ Netmask:l_.|_.|_.|_
Dest. IP &
Address:
C Single IP I
' Network IP|_,_|_|_ Netmask:|_.|_.|_.|_

This allows you to define rules for allowing / denying access from / to the Internet.

Please do set both inbound/outbound in order to get complete connection. Only inbound or
outbound will not allow to get response from the destination IP.

Disable IP filtering: No IP filtering is performed.

Grant IP access: Data traffic satisfying rules below are allowed/forwarded.

Deny IP access: Data traffic satisfying rules below are denied/filtered.

You can also define IP filtering rule, such as:

Name; IP Protocol; Apply to either Outbound to the Internet or Inbound from the Internet;

Source IP Address and Dest. (Destination) IP Address.

To grant or deny IP address, select ADD or Delete Selected.
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Web Management 2:
System Configuration,
Tools and Status

In this chapter, we will explain about System Configurations in web management interface.
Please be sure to read through Chapter 3's “Introduction to Web Management” and “Initial
Configurations” first.

5.1 System Configuration
When you click on the “System Configuration” menu on the top menu bar, the following

screen will appear. The system configuration includes all non-wireless settings. We will
explain their functions here.

—
All' Live WHA-5500CPE 802.11a Wireless CPE

| Operation Mode | System Configuration | Tools | Device Status | Logout |

2 Device [P Settings
{® Time Settings _ _ o
You can select one of the following two approaches to assign an IP address to this device.
@ Password Settings

= @ Assign static IP to this device.
@) System Management

® SNMP Settings I Address: 50 ks :211 ; 153 b :65

@ Ping Watchdog IP Subnet Mask: 25 | 35 | |35 | o

. Gateway IP Address: 60 | (211 | [158 | (254

@ Firmware Upgrade Lt bt B fila ool ok T
: DNS Server 168 | (% ! [

@ Configuration -

~ Save and Restore
© Use the DHCP client protocol to automatically get the IP address for this device.

@ Factory Default Selecting this option will disable your DHCP server automatically.

(@) Rebaot System

(Appiy )

5.1.1 Device IP Settings

System Configurations>> Device IP Settings
The Device IP Settings screen allows you to configure the IP address and subnet of the
device. Although you can rely on a DHCP server to assign an IP address to the

WHA-5500CPE automatically, it is recommended that you configure a static IP address
manually in most applications.
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s ) Device IP Settings

You can select one of the following two approaches to assign an IP address to this device,

1o Assign static IP to this device.

IP Address: frozfies i |t
IP Subinet Mask: [s5Jessfass o
Gateway IP Address: |192 . |163 . |1 . |254
DMS Server : [o o o o

' Use the DHCP client protocol to automatically get the IP address for this device.
Selecting this option will disable your DHCFP server automatically.

(APPLY )

IAssign Static IP to the Devicel

If you choose to assign the IP address manually, enable the checkbox of “Assign static IP
to this device” and then fill in the following fields

IP Address and IP Subnet Mask: Default values are 192.168.1.1 and
255.255.255.0 respectively. It is important to note that there are similar addresses
falling in the standard private IP address range and it is an essential security
feature of the device. Because of this private IP address, the device can no longer
be accessed (seen) from the Internet.

Gateway IP Address: Enter the IP address of your default gateway.

DNS Server: The Domain Name System (DNS) is a server on the Internet that
translates logical names such as “www.yahoo.com” to IP addresses like
66.218.71.80. In order to do this, a query is made by the requesting device to a
DNS server to provide the necessary information. If your system administrator
requires you to manually enter the DNS Server addresses, you should enter them
here.

Click APPLY to go to the next screen.

lUse DHCP Client Protocol to Get IP automatically|

If you choose to use a DHCP Server to acquire an IP address for the WHA-5500CPE
automatically, enable the checkbox “Use the DHCP client protocol to automatically get
the IP address for this device”. Then click Next to go to the next screen. As a reminder, you
might loss the IP address of WHA-5500CPE when IP is assigned dynamically.
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5.1.2 Time Settings
System Configuration ->Time Settings

It is important that you set the date and time for your WHA-5500CPE so that the system log
will record the correct date and time information. We recommend you choose “Enable
NTP” so the time will be keep even after reboot. If your WHA-5500CPE is not connected
to Internet, please enter the time manually. Please remember to select your local time
zone and click “Apply” to finish.

Ai' Live WHA-5500CPE 802.11a Wireless CPE

| Operation Mode | System Configuration | Tools | Device Status | Logout | English v

@ Device IP Settings
& Time Settings
Enable NTP

© Password Settings Please selecta type far accessing NTP server

@ System Management @ by name e windows.corn | w
® SNMP Settings Otylpaddess 0 [0 [0 [[o |
@ Ping Watchidog NTP request interval : |24 |hours. {range: 1-720, default 24)

@ Firmware Upgrade e —

& Configuration | GMT+08 00 (Beijing, Hong Kong, Singapore, Taipe, ..) v
~ Save and Restore local date and time

@ Factory Default @ @| (HH:MM:55) @: |@ E|

@ Reboot System

5.1.3 Password Settings
System Configuration ->Time Settings
To change password, please go to “System Configuration” -> “Password Settings” menu.

)

- . - =
rLive WHA-5500CPE 802,112 Wireless CPE
| Operation Mode | System Configuration | Tools | Device Status | Logout |

¥ Davico 1P Samngs

@ Time Settings

# Syntem Managamaorn

B SHMP Settings Guirerd Passwam

Change Password

To changs your sdmnisiratee pistwnnd, erdor yaur curel passward and then e nies passwornd oo

& Ping Watchdag Mipwt Pasowond

R el N Fas ]
B Firmware Upgrade o ik

Configuration
® S3ve ana Restore )

# Factory Dafault

i Reboot System @ Help
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System Configuration -> System Management

In this page, administrator can change the management parameters and disable/enable

management interface.

A‘l" Live' WHA-5500CPE 002,112 Wirsless CPE

| Operation Mode | System Configuration | Tools | Device Status | Logout |

& Devics (P Satengs

' Timn Sefimgs
Sytem Mdminkration

R TP Pen o 50 wmeot 10 e

[FEIHTTP wiab Seever Aedass

£ SHMF Saftings FIHTTRE web Sorver Attirss
¥ Ping Wairhdag = Ruasponse o LK Ping
S Fummreane Lipgrate Tkt
& Configuranon = Enasde Teinnt srreoul 1 rrrAEs
Save B0 Rediore

1R

& Factory Dalaull
Clitinatie urnr

¥ Reboot Syabam

Sysloyg

[l Enadds Sysiog
Gy aavvml W adorees 1] o a 1]

System Administration
B HTTP Port No: The default port for HTTP is Port 80, you can change the value here

B Timeout: The default management timeout is 10 minutes. After timeout, the
WHA-5500CPE will ask you to login again. You can change the timeout value here.

B HTTP Web Server Access: You can enable or disable HTTP service from WAN side

B HTTPS Web server Access: You can enable or disable HTTPS Web Server Access
from WAN side

B Response to WAN ping: You can disable or enable whether WHA-5500CPE will
response to PING command.

Telnet: Disable/Enable Telnet Interface.

UPNP: Click here to enable UPnP. Itis recommended not to open UPnP for security
reason.

Syslog: Syslog is an IETF (Internet Engineering Task Force - the Internet standards
body)-conformant standard for logging system events (RFC-3164). When the
WHA-5500CPE encounters an error or warning condition (ie., a log-in attempt with an
invalid password), it will create a log in the system log table. To be able to remotely view
such system log events, you need to check the Enable Syslog box and configure the IP
address of a Syslog daemon. When doing so, the WHA-5500CPE will send logged
events over network to the daemon for future reviewing.
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Syslog server IP address: System event messages generated by the wireless access
point will be sent to a Syslog daemon running on a server identified by this IP address

5.1.5 Ping Watchdog
System Configuration -> Ping Watchdog
The Ping Watchdog will ping remote IP addresses to make sure the wireless connection is

active, if not, it can either reconnect or reboot.  To prevent the AP from power recycling,
the PING watchdog will start 10 minutes after power up to prevent power recycle problem.

The Ping Watchdog will ping up to 2 IP addresses for connection status. Ifthe remote IF addresses
do notrespond to Ping, the device will either reconnect or power reboot .

l@'Enat:lle O Disahle

IP Address 1: 192 . |163 aall A (Must fill)
IP Address 2: 1] .0 i .0 {Dptional)
Fing Frequency. Every 120 Seconds (10 o 999, defaultis; 120
Failed fries: 2 % | {defaultis 2 tries)

Action: \Recornect | w)

Motedatchdog will take effect 10 minutes after startup. IP Address 2 is aptional, when filled, hath IP
Address 1 and IP Address 2 must fail to respond for watchdog to take action,

Appy )

B PING Frequency means: "How often the CPE will PING". For example, it will PING
once every "1" minute.

B Fail Tries means "How many times fails before the CPE will judge the PING
failed". For example "2" means the CPE will reconnect if the PING doesn't respond for
2 times.

When you set the Ping Frequency to every "2" minutes and Fail Tries to "2". It means the
CPE will ping every 2 minutes, after the second failure, it will reconnect.

Actions:

B Reconnect: the WHA-5500CPE will attempt to re-establish the connection. Itis
recommend to use this option for WDS Bridge connection.
B Reboot: the WHA-5500CPE will do a power recycle.
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5.1.6 Firmware Upgrade
System Configuration -> Firmware Upgrade

can upgrade the firmware of your WHA-5500CPE (the software that controls your
WHA-5500CPE’s operation). Normally, this is done when a new version of firmware offers
new features that you want, or solves problems that you have encountered with the current

version.

& Firmware Upgrade

Selectthe firrmware file by clicking Browse, then click UPGRADE.

| Eoursz... |

UPGRADE)

NOTE:

1. Do not power offthe routerwhile upgrading the firmware.

2. Bome browsers would fail to locate the firmweare file when there is any localized
character in the firmware file path.

B Upgrade Firmware:

To update the WHA-5500CPE firmware, first download the firmware from AirLive web
site to your local disk, and then from the above screen enter the path and filename of
the firmware file (or click Browse to locate the firmware file). Next, Click the Upgrade
button to start.

The new firmware will be loaded to your WHA-5500CPE. After a message appears
telling you that the operation is completed, you need to reset the system to have the
new firmware take effect.

Do not power off the device while upgrading the firmware.
It is recommended that you do not upgrade your WHA-5500CPE

unless the new firmware has new features you need or if it has a fix to
a problem that you've encountered.

5.1.7 Configuration Save and Restore
System Configuration -> Configuration Save and Restore

You can save system configuration settings to a file, and later download it back to the

WHA-5500CPE by following the steps.
Step 1 Select Configuration Save and Restore from the System Configurations menu.
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s | Configuration Save and Restore

Click SAWE TO FILE to save vour configuration to a management host .

Select the text configure file by clicking Browse, then click RESTORE FROM FILE.

NOTE: Some browwsers would fail to locate the configuration file when there is any
localized character in the configuration file path.

SAVE TOFILE )
Eixcwese... I
[RESTORE FROM FILE )

Step 2 Enter the path of the configuration file to save-to/restore-from (or click the Browse
button to locate the configuration file). Then click the SAVE TO FILE button to
save the current configuration into the specified file, or click the RESTORE FROM

FILE button to restore the system configuration from the specified file.

5.1.8 Factory Default

System Configuration -> Factory Default

You can reset the configuration of your WHA-5500CPE to the factory default settings.

Step 1 Select Factory Default from the System Configuration menu.

£ Factory Default

Do vou really want to restare the configuration to factory defaults?

CAUTION: Restaring factory default settings will erase all your previous settings.

¥ES

Step 2 Click YES to go ahead and restore the configuration to the factory default.
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5.2 Tools
5.2.5 Network Ping

Please assign a IP address or a domain name for ping function.

{yeww.airiive.com )

- - .
Al" ‘-m WHA-5500CFE 102 f1a Cutdoor CPE
Emglish

| Opesation Mode | System Configiwation | Tenh | Device Status | Logout |

Bhtanerk Fon

Plaaskes S5aigh 3 1P 3adress o Smsn namae 42¢ pindg Ledtdn
® Manwaork Tracodaoumme
(=) Destnation | Addness.
) Destnation Doman
Ping oo "
Ping Parked 500 50 FYNE fntech 8 Byiuy
Fing ) [Zion
Ping Resull

5.2.2 Network Traceroute

Please assign a IP address or domain name for traceroute function.
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wwwLalribve.com

WHA-SS00CPE  u03.11a Quidaor CRE

ol | Device Statis | Logowt m

| Dpevation Modo System Configuration |

B Network Ping
FHEaZE BEEIGN B W ROOMEES OF COITARMN MUEITLE 107 NERWOIE ITRCETCUS Aanaeon

listwrouk Tooceioiiis

2 Deshnation IP Address: B o avi
C Daydnwbion Domain |
W neg B ieion: 30 e
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5.3 Device Status

When you click on the “Device Status” on the top menu bar, the sub menu for device status
will appear.

—

Air Live AT

| Operation Mode | System Configuration | Tools | Device Status | Logout |

¥ \Wirelaes information

Flemwears Viorsion: | O0ei3

& AN

LAN Informatian Devics 1P 60 250 160165

& Syslem Log Derwicn: MAC: 00.4F BR-52. A3 B0
Gatmaray IP: B0 250158 354
OHS P 183.95.1.1
Wirnfess MAL: 00 4F 695283 BC
Uptime: jdd:hhzmm) {1 7
CFU Loading: [
Muomory Information
Total Avalable BT  ooes ) 1TesRB
Uzed T 4D 250E
(31 - ARFREE / B8A0KR
. [ N L]

5.3.1 Device Information

This page shows the general information about WHA-5500CPE such as firmware version,
device IP/MAC, WAN IP/MAC(in router modes), Gateway IP(in router modes), DNS IP...etc.
Below are some additional explanations on some status information of this page:

CPU Loading Display the CPU usage.
Memory Information Display how much memory is used and free.

Firmware version: The first WHA-5500CPE firmware release is 1.00e10. In
general, AirLive will refer to its firmware as exx (such as e10) version on the release
note

Wireless MAC: This is the wireless MAC address (BSSID) of this AiMax5. This is the
address to enter on the remote WDS Bridge for the WDS link.

Uptime: This is the time that the WHA-5500CPE has been running since last power
up.
ARP Table Display the corresponding IP and MAC address Table.
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5.3.2 Wireless Information

This page shows the information about wireless status such as current operation mode,
wireless traffic, error packets, RSSI, Remote device’s BSSD, connecting State, channel,
and encryption used.

.l" l-i'l’i" WHA-S500CPE g0z 11 Wireless CPE

| Oporation Mode | System Configuration | Tool | Dewice Staius | Logout | m

B Davica Informabicn

Operation Modi: Cliunt Infrastructisn

B LAN Inkemadion Physlcal Addrass: 00 4F B35 A0 O

" bt L S5 anlve

2 < Rand: IEEE B2 114&
Radin Channak X
Encryption: Mony
ASRIm: D00): 7 10 00T
Comnact Stabe: Sestching
WLAN STATISTICS
Bytos Packets Errais

Recenad 1240 31 o
Tranemnted Bll9iol 196646 "]

5.3.3 Internet Information

This page shows the information about WAN port of the WHA-5500CPE. It includes the
type of WAN port authentication used and the IP address information about the WAN port.

wwrwnalribnncom

—n
ﬁir '-l.'lfﬁ‘ WHA-5500CPE so111a wireless CPE

| Operaten Made | System Configurstion | Tools | Device Swann | Logeot | m

8 Device Information
B Wireleas Information

Connection Mathod: Stabe IF Address
e Physical Addrss: 00.4F 6852 A3 BOD
® System Log IP Adldriss: B 250 158 65
Network Mask: 258 2852550
Dufanh Gatoway; B0.250,156.254
LAN STATISTICS
Bytes Packems Evrors
Recered 911096 11253 (2]
Transmitod 1380618 B4 1
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Air Live

5.3.4 Wireless Client Table

This function is available in AP mode and AP Router mode only. It displays the information
about wireless clients that are associated with WHA-5500CPE. It includes signal strength,
TX and RX data rate, MAC address, and the state.

m..lv-.on-m_

——
Air Liwve WHA-S500CPE 20z 11a Wirsions CPE

Ogerration Mode | Systoin Configurathen | Tooks | Dovice Suston | Logoat | | -

& Device Informistion
& Wireless Information

& LAN Information 00460 6ean-Ll 2147431536
. o 004 59.52-2ccl 2147431535 G4 35
Wirahets Chant -Tadle .-
- 04 59-02-a] ed wl47a31556 2 Gl S0
B System Log

5.3.5 System Log

The System Log displays the system activities, login, and system error report. If you need
to report a problem to Air Live, please be sure to send us the System Log information also.

- : - o
r Live WHA-5500CPE 802.11a Wireless CPE

| Operation Mode | System Configuration | Tools | Device Status | Logout | English v

(@ Device Information & Systam L

{@ \Wireless Information
Jan 1 00:02:39 WHA-5500CFPE http:Login into the system

(@ LAN Information

EY System Log
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6 Command Line Interface

In this chapter, we will explain commands that are available through Telnet interface. We
will provide descriptions for the commands, example settings and the WHA-5500CPE’s
response. The purpose for this chapter is to introduce available CLI commands only.
For detail descriptions on the concept and application of the settings, please refer to
chapter 4 and chapter 5.

Before reading this chapter, please go through Section 3.3 of Chapter 3. It contains
information on how to login Telnet. For quick reference, the login and password is as
bellowed:

B Telnet
O Password: airlive

You can get a list of available commands by typing “help” at the command prompt.

é You must remember to save the configurations by typing “save

config” at the command prompt after making changes, otherwise, the
configuration will be lost after reboot.

6.1 System Commands

B ping <IP address> <= This is the command
U Purpose: to ping a remote |P addreSs «—
a

Here explains the usage
of the command

Example:
Command> ping 192.168.1.1 e :
PING 192.168.1.1 (192.168.1.1): 56 data bytes P xample
. . command and
64 bytes from 192.168.1.1: icmp_seq=0 ttl=64 time=1.8 ms response
64 bytes from 192.168.1.1: icmp_seq=1 ttI=64 time=1.0 ms

change password
Purpose: Change login password
Example:

oom

Command> change password 123
password is set to: 123
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B ftptest <ssid> 1la <channel>
O Purpose: Testif a SSID’s connection is okay
U Example:

(WY |

oOonm

oon

oOonm

ESSID

Command> ftptest airlive 11a 40
Set SSID : airlive , mode = 11a , channel = 40 ok !

save config

Purpose: save configuration file. Please remember to “save config” after
making changes

Example:

Command> save config
None

clear config
Purpose: Clear configuration to default
Example:

Command> clear config

Areyousure? (y/n):y

Write flash block [/[dev/mtd3]

Write file is [/etc/defsysconfig.conf]
Rebooting...

webservice <lan | wan> <enable | disable>
Purpose: Enable or Disable Web management interface on LAN or WAN
Example:

Command> webservice lan enable
webservice from lan enable

site survey

Purpose: Site Survey display
Example:

Command> site survey

Please wait a moment for site survey...

MAC Address Conn Mode Channel Turbo Super XR WME Signal Strength(dbm) Security Network

airlive
airlive

00:4f:79:90:00:27 A 36 - - -49 None AP
00:4f:69:52:al:ca A 36 - - * -61 None AP

WHA-5500CPE-ap 00:4f:69:90:00:01 A 36 - - % -56 None

AP
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B signal survey <bssid> <channel>
O Purpose : Display continuous RSSI for the remote AP/Bridge
U Example:

Command> signal survey 00-4f-69-52-al-ed 36

BSSID Channel  Signal Strength(dbm)
00-4F-69-52-A1-ED 36 -40

BSSID Channel Signal Strength(dbm)
00-4F-69-52-A1-ED 36 -40

6.2 Debugging Commands

This debugging commands are commands used for manufacturing testing process. Ifa
z_debug command looks similar to a Set command, please use the Set command instead.

|
a
d

oOonm

on

z _debug http logout
Purpose : log out HTTP
Example :

Command> z_debug http logout

z_debug signature <enable/disable>
Purpose: Enable or disable signature check on firmware
Example:

Command> z_debug signature disable

Areyousure? (y/n):y
Signature check is now DISABLED!!
z debug add ssid <ssid>
Purpose: This command will replace the default ssid with the new one. It
will not add an additional SSID. We recommend to use the following
commands instead:
B add ssid <ssidname> broadcast (enable/disable) to add a new SSID
B set ssid <ssidname> to replace the current ssid name with a new one
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(WY |

Example:
Command> z_debug add ssid airl

z _debug reboot
Purpose: reboot your WHA-5500CPE
Example:

Command> z_debug reboot
Rebooting...

z debug set port radiol 11a <ssid> <channel>
Purpose: Set SSID and Channel. We recommend using set commands
instead;
B set ssid <ssid>: to set the ssid name
B setrate mode <mode value>: set radio mode to 11a | supera_no_turbo
| supera_static_turbo.| supera_dynamic_turbo

Example:

Command> z_debug set port radiol 11a air2 64

6.3 Show Commands

Show Commands are command that show the settings and status of WHA-5500CPE

|
d
a

oon

show arp table
Purpose: Show ARP Table
Example:

Command> show arp table

IP address Flags HWaddress Device
192.168.1.100 C 00:1D:60:5E:AE:A0 lan
show http

Purpose: Show HTTP service settings

Example:

Command> show http
HTTP service port: 80
HTTP session timeout: 10 minutes

AirLive WHA-5500CPE User’s Manual 82



/f;-—'_-‘;"»—\) 6. Command Line Interface

- - ®
r Live
B show upnp
0 Purpose: Show UPnP information
U Example:

Command> show upnp
UPNP is disabled

show mac

Purpose: show the MAC address table in MAC filter mode. This might
change to show the wireless MAC address of WHA-5500CPE in future
firmware release

0 Example:

(WY |

Command> show mac
Filter Name MAC address

ailrive 00-4f-62-24-12-34

show mac filter
Purpose: show mac address table in the Access Control List
Example:

oon

Command> show mac filter

Filter Name MAC address
hello 00-4f-62-24-12-34
airlive 00-4f-62-24-11-11

show mac filter mode
Purpose: Show whether the current MAC address is enable or not
Example:

oon

Command> show mac filter mode
MAC filter mode: disable

show mac filter <string up to 16 characters>
Purpose: show mac filter status with the filter name
Example:

oOonm

Command> show mac filter hello
Filter Name MAC address
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hello 00-4f-62-24-12-34
B show radius server
U Purpose: Show radius server settings
U Example:

Command> show radius server

RADIUS Server State IP/Port
Primary Disabled 0.0.0.0/1812
Secondary Disabled 0.0.0.0/1812

RADIUS Server reattempt: 60 seconds

B show radius server <primary | secondary>
U Purpose: Show settings of primary or secondary radius server
0 Example:
Command> show radius server primary
RADIUS Server: primary
State: Disabled
Server IP: 0.0.0.0
Port Number: 1812
Shared Secret:
B show log level
O Purpose: show log level
U Example:
Command> show log level
Log level is 8
B show telnet/ system
U Purpose: show telnet management information and system status
0 Example:

Command> show telnet

Telnet session timeout: 0 minutes
Telnet port number: 23

Telnet state: enable
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Command> show system
System Name: WHA-5500CPE

S/W Version: 1.00e09%a
H/W Version: SOA
System LAN MAC: 00-4F-79-90-00-16
Wireless MAC: 00-4F-79-90-00-15
WMAC-0: 00-4F-79-90-00-15
B show rssi
U0 Purpose: Show RSSI signal strength
U Example:
Command> show rssi
Please wait a moment for site survey...
ESSID MAC Address Signal Strength(dbm)
airlive 0:4f:69:52:al:ca -59
WHA-5500CPE-ap 00:4f:69:90:00:01 -47
B show mode
U Purpose: Show what operation is AirMax currently set to
U Example:
Command> show mode
operation mode: access point
B show wireless setting
U Purpose: Show wireless settings
0 Example:

Command> show wireless setting
Radio[1] operation mode: access point

ssid name ;oair2
wireless state . enable
ssid broadcast . enable
radio[1] mode : 1lla
radio[1] channel . 64
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B show wireless security
O Purpose: Show current wireless security policy
U Example:

oOonm

(WY |

oOonm

Command> show wireless security
Radiol security policy: none

show <wan | lan> settings
Purpose: Show LAN or WAN port IP settings
Example:

Command> show lan settings
Lan ip type : static
Lanip address: 192.168.1.1
Lan ip netmask : 255.255.255.0
Lan ip gateway : 192.168.1.254
Lanip dnsserv: 0.0.0.0

show firmware version
show vlan ssid list

show wds settings

show advanced wireless
show syslogd

show ratemode

6. Command Line Interface

Purpose: Show whether the AirMax is using 5MHz, 10MHz, or 20MHz

channel width
Example:

Command> show ratemode
Ratemode is Full(20Mhz);

show noise immunity
Purpose: Show the noise immunity setting
Example:

Command> show noise immunity
Noise immunity is enable
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6.4 Set Commands

The Set Commands are to make changes to the WHA-5500CPE’s settings

set http timeout <timeout value in minutes, 1-999>
Purpose: Set the timeout value for HTTP management
Example:

oom

Command> set http timeout 10
HTTP timeout: 10 minutes

set system <contact |location> <string up to 60 characters>
Purpose: Set the system’s location and contact info

Example:

Command> set system location 60

System Location: 60

oom

set system name <string up to 32 characters>
Purpose: Set system’s name
Example:

oom

Command> set system name airlive
System Name: airlive

set mac filter mode <MAC filter mode, disabled/grant/deny>
Purpose: Set MAC filter mode or disable MAC filtering.
Example:

oom

Command> set mac filter mode disabled
mac filter mode is set to disabled

B setradius server reattempt <reattempt interval in minutes, now no limit
in seconds>

Purpose: set radius server reattempt interval in minutes

Example:

oo

Command> set radius server reattempt 20

/etc/wlan/ap_service: 17: uname: not found

killall: wpa_supplicant: no process killed

/etc/wlan/ap_service: 17: uname: not found

Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_hal.o

Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_rate_atheros.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_dfs.o
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Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_ahb.o
<mapping sub-ioctl turbo to cmd Ox8BEO-1>

<mapping sub-ioctl set_installmode to cmd 0x8BEO-75>
<mapping sub-ioctl set_threslower to cmd Ox8BEO-76>
<mapping sub-ioctl set_threslow to cmd Ox8BEO-77>
<mapping sub-ioctl set_thresbetter to cmd Ox8BEO-78>
<mapping sub-ioctl set_thresbest to cmd Ox8BEO-79>
<mapping sub-ioctl maccmd to cmd Ox8BEO-17>
RTNETLINK answers: No such file or directory

RADIUS Server Reattempt Period: 20 Seconds

set telnet port <port number, 1-65535>

Purpose: change the telnet port numer

Example:

oon

Command> set telnet port 23

Changing telnet port may cause current telnet connections to be lost.
Areyousure? (y/n):y
Telnet port number: 23

set telnet timeout <timeout value in minutes, 0-999, 0 for no limit>
Purpose: Set Telnet management timeout
Example:

oOonm

Command> set telnet timeout 10

Changing telnet timeout may cause current telnet connections to be lost.
Areyousure ? (y/n):y
Telnet session timeout: 10 minutes

set wmm gos <enable | disable>
Purpose: Enable or Disable WMM QoS
Example:

oOonm

Command> set wmm qos disable
set wmm gos disable successful!

set log level <1-7>
Purpose: Set the log level
Example:

oon

Command> set log level 7
set log level 7 successful
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B set client isolation <enable | disable>
U Purpose: Enable or Disable client isolation / privacy seperator
0 Example:

(WY |

(WY |

Command> set client isolation disable
Set client isolation disable successful!

set operation mode <AP |repeater| client | ad-hoc |bridge_infra|
wds_bridge | wisp | router>

Purpose: set or change operation mode

Example:

Command> set operation mode AP

Operation mode is already setting!

Command> set operation mode wds_bridge
System should be reboot...

Areyousure? (y/n):y

set <wan | lan> <webservice | ping> <enable |disable>

Purpose: enable/disable ping response or web server on the lan/wan side
Example:

Command> set lan ping enable

set lan ping already enable

set lan ip <ipaddress> sm <netmask> gw <gateway> dns <dns server>
Purpose: set LAN IP address such as IP, Subnet mask, gateway, and DNS
server

Example:
Command> set lan ip 192.168.1.1 sm 255.255.255.0 gw 192.168.1.254 dns

168.95.1.1
killall: dnsmasq: no process killed

LAN IP address : 192.168.1.1
Netmask : 255.255.255.0
Gateway : 192.168.1.254
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DNS server : 168.95.1.1
B set <enable | disable>
U Purpose: Enable or Disable the wireless interface
0 Example:

Command> set enable
Radiol enabled

set ssid <ssidname>
Purpose: Replace current main SSID name with a new one
Example:

oOonm

Command> set ssid WHA-5500CPE

set ssid remotessid <remote ssidname> Repeater Mode Only
Purpose: Set the remote SSID name for repeater mode
Example:

oonm

Command> set ssid remotessid airlive2

set broadcast <enable | disable>
Purpose: Enable or disable SSID broadcast
Example:

oOonm

Command> set broadcast enable
Radiol broadcast enabled

set radio mode <radio mode value>
Purpose: set radio mode to 11a | supera_no_turbo | supera_static_turbo.|
supera_dynamic_turbo

on

U Example:

Command> set radio mode supera_no_turbo
Radiol radio mode: supera_no_turbo

set channel <channel value>
Purpose: set wireless channel
Example:

oOonm

Command> set channel 36
Radiol channel: 36
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B set beacon interval <range:20-100>
U Purpose: set beacon interval for wireless interface. For explanation on

(W

(WY |

(WY |

oOonm

oon

advance wireless parameters, please refer to section 4.2.14
Example:

Command> set beacon interval 100
Radiol beacon internal: 100

set rts threshold <range:0-2347>

Purpose: set rts threshold. For explanation on advance wireless parameters,
please refer to section 4.2.14

Example:

Command> set rts threshold 2347
Radiol RTS threshold: 2347

set fragmentation <range:256-2346>

Purpose: set fragmentation value. For explanation on advance wireless
parameters, please refer to section 4.2.14

Example:

Command> set fragmentation 2346
Radiol fragmentation: 2346

set dtim interval <range:1-255>

Purpose: To set dtim interval value. For explanation on advance wireless
parameters, please refer to section 4.2.14

Example:

Command> set dtim interval 1
Radiol DTIM interval: 1

set user limitation <range:1-100>
Purpose: To set the user limit for wireless interface
Example:

Command> set user limitation 100
Radiol user limitation: 100

set age out time <range:1-1000>
Purpose: To set the age timeout for wireless clients.
Example:
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Command> set age out time 5
Radiol age out time: 5

set transmit power <range: 0-24>

Purpose: To set the TX output power value of the radio

Example:

Command> set transmit power 20

Radiol transmit power: 20

set data rate <best | 6~54>

Purpose: To set the date rate. For example, 54mbps, 36mbps....etc
Example:

oOonm

oOonm

Command> set data rate 54
Radiol data rate: 54

set acktimeout <11A>
Purpose: To set the ACK timeout value
Example:

oon

Command> set acktimeout 25
AckTimeOut for radiol: 11A=25

set vlan for ssid <enable | disable>
Purpose: Enable VLAN function
Example:

oOonm

Command> set vlan for ssid enable

set diffserv marking <enable | disable>

Purpose: To enable diffserv marking function in multiple SSID & VLAN
configuration.

U Example:

(WY |

Command> set diffserv marking enable

set security <ssid> none
Purpose: To remove security policy from a SSID
Example:

oon

Command> set security airlive none
Set Radiol no security !
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oonm
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set security <ssid> wep <key number> <64|128|152> <ascii | hex> <key
string> <defaultkey>

Purpose: To set the WEP security policy

Example:

Command> set security WHA-5500CPE wep 1 64 hex 1234567890
Radiol authentication type : wep !

set security <ssid> <wpalwpa2> <tkip|aes|both> interval <0~300>
Purpose: to set the WPA or WPA2 security policy
Example:

Command> set security WHA-5500CPE wpa2 tkip interval 300
Radiol authentication type : wpa2 !

set security <ssid> <wpa-psk|wpa2-psk> <tkip|aes|both> interval
<0~300> <key string>

Purpose: to set the WPA-PSK or WPA2-PSK security policy
Example:

Command> set security WHA-5500CPE wpa2-psk aes interval 300 12345678
Radiol authentication type : wpa2-psk !

set ratemode <full | half | quarter>
Purpose:
Example:

Command> set ratemode full
Rate mode is Full(20Mhz)

set noise immunity <on | off>
Purpose: To enable/disable the noise immunity level
Example:

Command> set noise immunity on
Noise immunity is enable
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6.5 Enable/Disable Commands

Commands to enable or disable settings

B (enable/disable): <enable | disable> upnp
O Purpose: To enable or disable UPnP
0  Example:

Command>enable upnp

(Upnp)descDocName: BD.xml

UPnP Daemon: Intializing UPnP with descDocUrl=http://192.168.1.1:80/BD.xml
UPnP Daemon: ipaddress=192.168.1.1 port=80

UPnP Daemon: conf_dir_path=/var/upnp

Initializing UPnP SDK ...

UPNP SDK Successfully Initialized.

Setting the Web Server Root Directory to /var/upnp

Succesfully set the Web Server Root Directory.

UpnpGetServerPort(): 49152

Registering the root device with descDocUrl http://192.168.1.1:49152/BD.xml
IGD root device successfully registered.

Advertisements Sent. Listening for requests ...

Command> disable upnp
Shutting down on signal 15...
UPnNP is disabled

<enable | disable> syslogd
Purpose: To enable or disable syslog
Example:

oOonm

Command> enable syslogd
Invalid configuration specified.

Command> disable syslogd
Syslogd is disabled

<enable | disable> radius server <primary | secondary>
Purpose: To enable or disable primary/secondary radius server
Example:

oon

Command> enable radius server primary
Invalid configuration specified.

Command> enable radius server secondary
Invalid configuration specified.
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6.6 Add/Delete Commands

Commands to add or delete settings

B (add/delete): add mac filter < Mnemonics Name> <MAC address,
XX-XX-XXK-XX-X-XX>
QO Purpose: to add an entry to the MAC address filter
0 Example:

Command> add mac filter aaa 00-4f-62-24-12-34
/etc/wlan/ap_service: 17: uname: not found

killall: wpa_supplicant: no process killed
/etc/wlan/ap_service: 17: uname: not found

Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_hal.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_rate_atheros.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_dfs.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_ahb.o
<mapping sub-ioctl turbo to cmd 0x8BEO-1>

<mapping sub-ioctl set_installmode to cmd Ox8BEO-75>
<mapping sub-ioctl set_threslower to cmd Ox8BEO-76>
<mapping sub-ioctl set_threslow to cmd Ox8BEO-77>
<mapping sub-ioctl set_thresbetter to cmd Ox8BEO-78>
<mapping sub-ioctl set_thresbest to cmd Ox8BEO-79>
<mapping sub-ioctl maccmd to cmd Ox8BEO-17>
<mapping sub-ioctl authmode to cmd Ox8BEO-3>
<mapping sub-ioctl cwmin to cmd Ox8BE3-1>

<mapping sub-ioctl cwmax to cmd Ox8BE3-2>
RTNETLINK answers: No such file or directory
RTNETLINK answers: No such file or directory

mac filter aaa(00-4F-62-24-12-34) is added

delete mac filter < Mnemonics Name>
Purpose: to delete a mac filter entry
Example:

oon

Command> delete mac filter aaa

/etc/wlan/ap_service: 17: uname: not found

killall: wpa_supplicant: no process killed

/etc/wlan/ap_service: 17: uname: not found

Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_hal.o

Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_rate_atheros.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_dfs.o

Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_ahb.o
<mapping sub-ioctl turbo to cmd Ox8BEO-1>

<mapping sub-ioctl set_installmode to cmd 0x8BEO-75>
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<mapping sub-ioctl set_threslower to cmd Ox8BEO-76>
<mapping sub-ioctl set_threslow to cmd Ox8BEO-77>
<mapping sub-ioctl set_thresbetter to cmd Ox8BEO-78>
<mapping sub-ioctl set_thresbest to cmd Ox8BEO-79>
<mapping sub-ioctl maccmd to cmd Ox8BEO-17>
<mapping sub-ioctl authmode to cmd Ox8BEO-3>
<mapping sub-ioctl cwmin to cmd Ox8BE3-1>
<mapping sub-ioctl cwmax to cmd Ox8BE3-2>
RTNETLINK answers: No such file or directory
RTNETLINK answers: No such file or directory

mac filter aaa is deleted

delete wds <comment>
Purpose: To delete a WDS link
Example:

oOonm

Command> delete wds bridge
delete wds <comment> successful!

add radius server primary
Purpose: to add a primary radius server
Example:

oon

Command> add radius server primary

enter server IP:

192.168.1.100

enter port number (1~65535):

655

enter shared secret:

123

enable server (yes/no):

yes

/etc/wlan/ap_service: 17: uname: not found

killall: wpa_supplicant: no process killed
/etc/wlan/ap_service: 17: uname: not found

Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_hal.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_rate_atheros.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_dfs.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_ahb.o
<mapping sub-ioctl turbo to cmd Ox8BEO-1>

<mapping sub-ioctl set_installmode to cmd Ox8BEO-75>
<mapping sub-ioctl set_threslower to cmd OXx8BEO-76>
<mapping sub-ioctl set_threslow to cmd Ox8BEO-77>
<mapping sub-ioctl set_thresbetter to cmd Ox8BEOQ-78>
<mapping sub-ioctl set_thresbest to cmd Ox8BEO-79>
<mapping sub-ioctl maccmd to cmd Ox8BEO-17>
<mapping sub-ioctl authmode to cmd 0x8BEO-3>
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<mapping sub-ioctl cwmin to cmd Ox8BE3-1>
<mapping sub-ioctl cwmax to cmd Ox8BE3-2>
RTNETLINK answers: No such file or directory
RTNETLINK answers: No such file or directory
add radius server primary successfully

add radius server <primary | secondary>
Purpose: to add a primary or secondary radius server
Example:

oOonm

Command> add radius server secondary

enter server IP:

192.168.1.200

enter port number (1~65535):

766

enter shared secret:

234

enable server (yes/no):

yes

letc/wlan/ap_service: 17: uname: not found

killall: wpa_supplicant: no process killed
letc/wlan/ap_service: 17: uname: not found

Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_hal.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_rate_atheros.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_dfs.o
Using /lib/modules/2.4.25-LSDK-5.1.0.42/wlan/ath_ahb.o
<mapping sub-ioctl turbo to cmd Ox8BEO-1>

<mapping sub-ioctl set_installmode to cmd 0x8BEO-75>
<mapping sub-ioctl set_threslower to cmd Ox8BEO-76>
<mapping sub-ioctl set_threslow to cmd Ox8BEO-77>
<mapping sub-ioctl set_thresbetter to cmd Ox8BEO-78>
<mapping sub-ioctl set_thresbest to cmd Ox8BEO-79>
<mapping sub-ioctl maccmd to cmd Ox8BEO-17>
<mapping sub-ioctl authmode to cmd 0x8BEO-3>
<mapping sub-ioctl cwmin to cmd Ox8BE3-1>

<mapping sub-ioctl cwmax to cmd Ox8BE3-2>
RTNETLINK answers: No such file or directory
RTNETLINK answers: No such file or directory

add radius server secondary successfully

add wds <comment> <mac>
Purpose: to add a WDS Link
Example:

oom

Command> add wds bridge 00-4f-60-52-12-34
add wds <comment> <mac> successful!
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B add ssid <ssid name> broadcast <enable | disable>

U Purpose: to add a new ssid (AP and AP Router mode) to the multiple SSID
list.

0 Example:

Command> add ssid airO3 broadcast enable
Add R1 ssid <air03> broadcast enable successful!
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Application Example:
7 Infrastructure

In this chapter, you will learn how to utilize WHA-5500CPE’s Access Point mode, Client
Infrastructure Mode, and Bridge Infrastructure mode in one application example. In
addition, you will also learn how to configure multiple SSID and bandwidth control.

7.1 Application Environment

In this application example, an WHA-5500CPE in Access Point mode is in the center of an
infrastructure topology with two virtual wireless networks. The first wireless network is the
AP-Client network and the second network is the Bridge network. Each wireless network
has its own SSID, security Policy and Bandwidth policy. On the left hand side is an
WHA-5500CPE in Bridge Infrastructure mode. On the right hand side are an
WHA-5500CPE (Client Mode), a notebook, and a PC.

Below is the general description about the devices of the network.

SSID: airliveclient

Encryption: ) ]
SSID: bridgeinf WPA-PSK g
Encryption: G
WPA-PSK?2
WHA-5500CPE
192 168.1.100
Downlinde. 10048 o Dioveenlink: 204B L
. q ) N
IP: 192 168.2.1 IP: 192.188.1.1 /
192 168.1.101
l
>
PC
192 168.1.102

Device A: WHA-5500CPE in Access Point Mode
U Using multiple SSID to create 2 wireless network
B airliveclient: A network for wireless clients with WPA-PSK security policy.
B Dbridgeinf: A bridge network with WPA-PSK2 security policy
U Enable Per-User bandwidth Control for the “airliveclient” network
B The wireless client network will be limited to a subnet of 6 IP addresses.
B Each IP address will be limited to 512Kbps upload and 2MB download speed.
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Device B: WHA-5500CPE in Bridge Infrastructure Mode
O Using Total bandwidth Control to limit the Bridge traffic to 10Mbps both way.
O Use Site Survey wizard to make the connection in a simple one stop process.

Device C: WHA-5500CPE in Client Infrastructure Mode
O Connect to the Access Point using Client Infrastructure Multiple User mode.
U Use Site Survey to connect and associate with the AP.

7.2 Device A: Access Point Mode

SSID: bridgeinf
Encryption:
WPA-PSK?2
Distance: 2000m

Downlink: 10MB

IP: 192.168.2.1

SSID: airliveclient
Encryption:
WPA-PSK
Distance: 2000m

Downlink: 2MB

A

IP: 152 168,11

The configuration of Device A involves the followings:

O Using multiple SSID to create 2 wireless network
B airliveclient: A network for wireless clients with WPA-PSK security policy.

B bridgeinf: A bridge network with WPA-PSK2 security policy

v

O Enable Per-User bandwidth Control for the “airliveclient” network
B The wireless client network will be limited to a subnet of 6 IP addresses.
B Each IP address will be limited to 512Kbps upload and 2Mbps download speed.

AirLive WHA-5500CPE User’s Manual

100

C

WHA-5500CPE
192.168.1.100

%a

192.168.1.101

L
Z

192.168.1.102



7. Application Example: Infrastructure

—>
Air Live

7.2.1 Device A Wireless Settings

Step 1 Click on “setup” button on the “Operation Mode” page

com

=
= = =
Alf Live WHA-SS00CFE 002 tta Wywinss CFE
| Cywiation Mode | Sysem ComBgmation | Toold | Device Stahm | Logour | m

& wn PrEy
Sulact the “Dpeiation Mode™ and dick an "Thange Bede® o change wiseles moda,

Chek on “Tetug” Bulen ko oxnligues e Vsl SeBogn

LT arlin Etminul Pru)
@ Aecess Pont [Bagp] Jacensa Pu LAN
3 Awgosiw Reraala LAN
2 WD Bedge Fues MALC) WOE Bndgs LaM
& Dredgs mbaateaciag Clenl Mac Trarpannd  LAN
O Choet Inbuserecaars Mo Lo (] Whrsleris Chird LA
D Chesl Adhae Fenrd § Posl LA
3 WISP R Chiart Peser LAN
O AP Rt Actwes P WAN

Step 2 On the wireless setting page, please enter the SSID, Channel, and distance.
Then press “Apply” to make changes.

e m’
'l‘ l-iw, WHA-5500CPE #062.11a Wirwless CPE

flam Wnde | Systen Configueation | Tonls | Devies Sahe | Lot | m

Regulstory Demaic
\WLAH S2andard tor Hadio

Ntk ID{S5I0) k. i Sy
[#] Emvatta Wirgless

[ bizatie 3510 Broadcasting .
Mode: (1 E|
Channek [
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Step 3 Click on the “Security Settings”. Then choose “WPA-PSK” Policy. Enter the
“airliveclientkey” as the pre-share key.

Security Settings

Select Security Policy: | ' P A-PSE b |

Pre-shared key (ASCI string): |§.'[I!\£§9|.'?,ntkey |
(8-63 characters)

WPA Encryption Type: @& Tkip O compPees) O Both
WPA Group Rekey Interval: sec.il means disable rekey)

( Apply )

Step 4 Go back to the wireless setting page and click on “Multiple SSID” button

—

ir Live. WHA-5500CPE 50211 Wireless CPE

| Opormtion Mode | Systein Configueation | Teols | Duvice St | Logou | m

® Operation Mode

@ Access Point ﬁ

Regulatory Domain: United States
WLAN Standard for Radio
Network ID{SSID) |ajr]i\re | [ Site Survey

[¥] Enable \Wireless
[ Disahle SSID Broadeasting
Mode:

Channel:
Security Setting:
Advanced Settings:
Access Control:

| Muttiple SsiD:
WHMM QoS:
RADIUS Setting:
Bandwidth Control:

Distance: l:lm aters

Step 5 Follow the procedure below to create a new SSID “bridgeinf”

1. Enter the SSID name “bridgeinf”

2. Select WPA-PSK as the security policy
3. Enter the pre-share key as “bridgeinfkey”
4. Click on “Apply” to add
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=5S1D Settings

This pane lets you configure multiple 35105 and corresponding Qo5 settings if Qo5 is enahled.

[l Enable WLAN for all SSIDs (&) packets are tagged with WLAN 100
[l Enable DiffSer Marking

 Apply )

551D Mame WA IDIPriority Security
O airlive - Ione

f NEW ) ( DELETE SELECTED )

SSI0 Marne: bridgeinf

[ Disable S5ID Broadcasting
Select Security Palicy: WWPAL-PEK hd @

Pre-shared Key (8SCI string): |bridgeinfkey

(8-63 characters)
WPAZ Encryption Type: O TKIP O CCMPEAES) & Both

WPAZ Group Rekey Interval; | 300 sec.(0 means disable rekey)

@  Apply )

7.2.2 Device A Bandwidth Management

This purpose is to limit the bandwidth of each wireless client in “airliveclient” network to
have a download bandwidth of 2048kbps and upload speed of 512kbps. We should set
the policy as followed.

O Set the Per-User Bandwidth Control by “IP Segment”. The IP segment here has
address of 192.168.1.100 with subnet mask of 255.255.255.248. The available host
IP addresses will be 192.168.1.96 to 192.168.1.02. If you are not familiar with IP
subnet calculation, please use an on-line IP calculator. Here is an example link:
http://www.subnet-calculator.com/

Q Set the uplink as 512kbps, downlink as 2048mbps

Step 1 Select the “Bandwidth Control” from the “Operation Mode->Setup” menu

Step 2 Once you have entered the Bandwidth Control menu, please follow the steps
below

1. Enable Bandwidth Control
2. Select “Per-User Bandwidth Control.
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3. Enter “for client” in description
Select “IP Segment. Enter 192.168.1.100 for IP, and “255.255.255.248” for

subnet mask.
Enter 2048 for downlink and 512 for uplink

Click on “Add” to add the bandwidth policy.

Bandwidth Control Settings

@ Enable Bandwicdth Contral
O Total Bandwidth Control

Total Downlink Speed: 0 kbps (Between 64 and 65535 ar 0 for unlimited)

Total Uplink Speed: 0 kbps (Between 64 and 65535 ar 0 for unlimited)

@ @ Per User Bandwidth Contral
 Apply )

Per User Control Options

Description for Client

IP Segment %
IP: 192 168 |[1 J1o0

Methask: 2hb | |2Bh |[2BR |[243

Type

Dioewenilinks bz 2048 kbps (Between 1 and 65539)

512 kbps (Between 1 and B5535)

plink Max

f ADD )

ownlink plink
Type Rule R‘ﬂl (kbps) uﬂl (kbps) Enable

Select Description

{ DELETE SELECTED )

Note: Because the Bandwidth Control will limit devices on both wireless and Ethernet
side, it is recommended to set the IP address of Ethernet side to have a larger IP scope so
it will not be limited by the IP segment policy. In this example, please set the devices on

the Ethernet side to have subnet mask of 255.255.255.0.
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7.3 Device B: Bridge Infrastructure Mode

SSID: airliveclient
Encryption:
WPA-PSK
Distance: 2000m

SSID: bridgeinf
Encryption:
WPA-PSK2

AP Mode
\ Downlink: 10MB Downlink: 2MB

7. Application Example: Infrastructure

Client Mode

192.168.1.100

Distance: 2000m i 2 C !
] \ // WHA -5500CPE
Bridge Infras\yucture

Bl

IP: 192.168.21

> A[ :

The configuration settings on the Device B will be as followed
O Setit to “Bridge Infrastructure Mode”
U Use “Site Survey” function to associate and connect with the

10

IP: 192 168.11 Oy

182.168.1.102

Device A.

U Set “Total Bandwidth Control” to limit the bandwidth to 20Mbps both upstream and

downstream

7.3.1 Device B Wireless Settings

Step 1 Select “Bridge Infrastructure” mode and Click on “change mode” button

W Acces Pom

- *
l-l‘lﬂi‘ WHA-5500CPE 20211 Wireleas CPE

| Tparation Bade | Systam Configuratian | Teale | Devies Stnmm | Lagout |

Frgaan

Select the “Operation Mude” and dick on “Change Mode” in change wineless mode.

Click ar*Safup® butias in ennfigurs B Wirsless Gatings

Mulw Railln Ethpimat Part
0 Access Pami Accass Pord LAM
3 Repasiar Ropaates LAM
& WOE Bnidge (Pu MAL) I WIS Brdge LA
@ nnqn Intastnacium i Clisnt Mac Transparerd  LAN
0} Chnt dekrastiuctu M The T i Weirelogs Chent LaM
) Chent Adkhoc it Poimt to Pain LA
£ WISP Routur Client Reoutin LA
O AP Routet Arcess Port iR

@)

)
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Step 2 Enter the Network ID(SSID) and distance information. Then click on “Apply”

£

Regulatory Domain: Lnited Kingdom

W1 AN Standard for Radio

Network ID(SSID) Yridgeinf

Mode: 1a [ve]
Channel: | AUTO V

Security Setting: |@

Advanced Settings: |@

Bandwith Control: [Setup |

RSSI LED Thresholds: [ Setup |

Distance: | 2000 meters

(Apply )

Step 3 Click on “Site Survey” in wireless settings page and the following screen will
appear. Select “Bridgeinf”, then press “ASSOCIATE” button to connect.

Site survey
Site survey list :
Selest ESSID MAC Address ,5100';'; Channel|Turbo |[Super| 2R [WiE Sheig:;ﬂ'bm) Security Neeta e
s ot - WA
O airliveclient 00:4769:90:00:01 A 36 E - - =70 Pok AP
) aitlive? 00:4f.69:52:2c:c1 A 36 2 e = * -66 WEP AP
_— AR RaT WPA2
® bridgeinf Oa:4fE9:90:00:01 A 36 - N -68 PSK AP
NOTE:
The sitesureey will show both Ap and Br!q_g_e"cnompctions.Deyic.e"\.ny.i.th.q_L_llt"ES.@ID ismW‘a‘E‘rTuge device.
(REFRESH ) ( SIGNALSURVEY )| ( ASSOCIATE )

Step 4 The WHA-5500CPE will prompt you to enter security policy information. Select
WPA2-PSK and enter “bridgeinfkey” for Pre-Shared Key.

Security Settings

Select Security Policy: WEA2-PLE w

Fra-shared Key (A3CI string| | bidesintkey
(8-63 characters)
WPA Encryption Type: O TKIP O CCMP(AES) & Baoth

WPAZ Group Rekey Interval: 300 zec.(0 means dizahle rekey)

o)

Step 3 Click on “Apply”. After a few seconds, the following screen will appear to show
successful connection.
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The page at http://192.168.1.2 says: r5_<|

1 Configured successFully!

7.3.2 Device B Total Bandwidth Control

Step 1 Select “Bandwidth Control” from the wireless setting page.

Regulatory Domain: United Kingdom

Wl AN Standard for Radio

Network ID(SSID) [ridgeinf '

Mode: |l1a |_V’I
Channel; ALHUV
Security Setting: Setup
Advanced Settings: ’w
| Bandwidth Control: [Sewp| |
RSSILED Thresholds: Setp
Distance: |2000 meters

Apply )

Step 2 Enable Bandwidth Control, then select Total Bandwidth Control. Enter
10000Kbps (10Mbps) for both downlink and uplink bandwidth.  Click on Apply to
finish.

Bandwidth Control Settings

nahle Bandwidth Cantral
T Total Bandwidth Contral
Total Downlink Speed: 10000 kbps (Between B4 and B5535 or O for unlimited)

Total Uplink Speed: 10000  |Whps (Between 64 and 65535 or 0 for unlimited)
) Per User Bandwidth Contral

{ Apply )
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7.4 Device C: Client Infrastructure Mode

SSID: airliveclient
Encryption:
WPA-PSK
SSID: bridgeinf Distance: 2000m
Encryption:
WPA-PSK2 Conainc 2
Distance: 2000m e : WHA-5500CPE
192 168.1.100
Bridge Infrastructure AP Mode

Downlink: 10MB Downlink: 2MB

" = 1 >
Bl ) e | D)) B $B
IP: 192 168.2.1 IP: 192.168.1.1 W. 192.168.1.101

‘n&
PC

192.188.1.102

Device C: WHA-5500CPE in Client Infrastructure Mode

O Setdevice IP to 192.168.1.100 with subnet mask of 255.255.255.248

U0 Connect to the Access Point using Client Infrastructure Multiple User mode.
O Use Site Survey to connect and associate with the AP.

7.4.1 Device C IP Address

Step 1 Go to “System Configuration -> Device IP settings”. Select “Assign Static IP to
this device”. Then enter the IP address and Subnet Mask as bellowed. Click Apply when
finished.

.5_-:_?—__“--‘ {www.alriive.com)

] - L
r ‘-WE' WHA-5500CPE 502113 Wireless CPE
| Operation Mode Synbem Conflgurailon’ | Tools | Device Siafus | Logood | m

# Time Setbnga
Vo an st one of i g DAt appapen ac:Foeess 0 sy o W st nssesk 1 bt el

# Paswword Senangs

& Sysiam o (= Asnign Static I 10 TS divice,

@ SHMP Settings IP Addraes 192 ey 1 1
- - : -

& Plng Watchiig P ERT el 28|, [ e ot
Crtiweny P Adcress t] 1€ 1 1

W Firmmsare Upgrate
i 0 i (1] 1]
& Configumbon e Detr
Save and Restorn
(0 Ui Elae EHHCE chierd jot ool 10 autamatscatly get thie 0 aciress o Dhis s,

% Factory Dufault Selering wis opon will disatie your DHCP semver sulomatically
& Raboot Sysiam

)
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7.4.2 Device C Wireless Settings

Step1 Go to “Operation Mode” menu. Select “Client Infrastructure”, and then click on
“Change Mode” button.
e Curwrwealriive.com)
Air Live WHA-5500CPE 092.11a Wiretoss GPE
| Dpeeation Mode | Sysiem Configuration | Toah | Deviee Smanm | Lagout | m
& ALCedn Pown
Solect the “Cperation Mode™ and click on "Change Mode™ o change wireless mode.
EReE an “Saiup” Buman 1o configunt he Wirklhas Safings
Muode Radla Ethamat Pan
) Access Point 'E Setup | Access Pom LAN
71 Repnatar t Ropaaten LAN
0 WODS Bndge (Pure MAL) WIS Brdge LAN
& Bridge Infrarstructure Chent Mac Trandparenl  LAN
@Cllunl Irfruutlul.'lulr_H“}"h 1-: Wirslags Char Lan
1 Client Ad-hoc Point ta Point LAaN
1 WISE Roulur Clenl Houlwr LAN
1 AP Router Arcesy Foml WAN
O[==
Step 2  Press “Setup” to enter the wireless settings page. Enter the distance

information and click on “APPLY” button.

&

7. Application Example: Infrastructure

Regulatory Domain:

WL AN Standard for Radio

Network ID(SSID)

Mode:

Channel:

Security Setting:
Advanced Settings:
Bandwidth Control:

RSS1 LED Thresholds:

Distance:

United Kingdom

|airlive

O

—
—
o

<

O
g?

meters
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Step 3  Press “Site Survey” button, the following page should appear. Select
“airliveclient” and press “Associate” button to connect

Bite survey
Site survey list ;
Select ESSID MAL Address ;2';2 Channel|Turbo|Super| XR |WHE St[ei;‘i:sgbm) Security Netmor
® airliveclient 00:4169:90:00:01 A 36 - - - 70 Pok AR
& aitlive2 00:4f.69:52:2c.c1 A k1 2 = = * 66 WEP AP
_— L e . WWPAZ
@] bridgeinf DadfGea00001 | A | 36 | - | - |- -68 i AP
NOTE:
The sitesurey will show both Ap and Bridge connections. Device without ESSID is e device.
 REFRESH ) ( SIGNALSURVEY ) | ASSOCIATE )

Step 4 The WHA-5500CPE will prompt you to enter security policy information. Select
WPA-PSK and enter “airliveclientkey” for Pre-Shared Key.

Security Settings

Select Security Policy: WFPAFIE v

Pre-shared Key (ASCI string)| alliveclentzey
(8-63 characters)

WA Encreption Type: O TKIP (O CCMPRES) &) Bath

( Apply )

Step 5 Click on “Apply”. After a few seconds, the following screen will appear to show
successful connection.

The page at http://192.168.1.2 says: E|

' Configured successFully!

You have now setup a successful Infrastructure network with WHA-5500CPE in Access
Point, Bridge Infrastructure, and Client Infrastructure modes
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Application Example 2:
8 Bridge Network

Before reading this chapter, please read section 4.3 first on WDS settings. In this chapter,
you will learn to how to build a WDS Bridge network by following our step by step example.
In addition, we will talk about the general concepts and knowledge about building a long
distance connection.

This chapter is divided into 3 sections

Q 8.1: Preparation for Building Outdoor Bridge Networks: This section provides
basic knowledge about building long distance outdoor bridge connection.

QO 8.2: WDS Bridge vs. Bridge Infrastructure: Here we will discuss the
differences between the 2 bridge mode.

O 8.3: WDS Bridge Network Example: A step-by-step guide to building a multiple
link Bridge network.

8.1 Preparation for Building Outdoor Bridge Networks

1. Write down the WLAN MAC address in advance
Please remember to write down the WLAN MAC addresses of the AP for installation.
The WDS bridge require to enter remote Bridge’s MAC address for WDS
authentication.

2. Always do a Google Earth search on the intended installation before departing
Please get information on location, elevation, and distance between the points of your
installation site

3. Bring a pair of high powered binoculars for site survey
You might often find that the installation points are difficult to find over long distance.
A pair of hi powered binocular will help finding the objects. Look for landmarks that
are easy to identify.

4. Bring Long Distance Walkie-Talkie System
There are hi-powered offering that can work over distance of 5km or more.
Communication is absolutely necessary on both sides during installation.

5. You need a clear Line of sight

111 AirLive WHA-5500CPE User’s Manual



/f:——-_-‘;‘w—\) 8. Application Example2: Bridge Network
[ L ® ®
r EeIve

More than 60% of First Fresnel Zone must be cleared for acceptable performance.

6. Secured Mounting is important
If the mounting is not secured and shakes during wind, the performance might be
drastically reduced.

7. Remember to set correct Distance for long distance connection
Without setting the correct distance parameter (or ACKtimeout), the Bridge might not
even transmit data at all.

8. Use just enough output power
Excessive output power not only creates serious interference for everyone, it actually
can reduce the performance. An RSSI value around 60dB provides the optimal
performance.

9. Always do a site survey for antenna alignment
Most AirLive APs have site survey and signal survey function. It is important that the
antennas are aligned properly. If you are setting up 5GHz bridge, please use “11a”
mode first for antenna alignment. You can change to Super or Turbo mode after the
connection is established.

10. Use the correct Super or Turbo modes

e 1la mode (normal-A): This is the IEEE standard for WiFi operating in 5GHz
frequency band. 1l1a is the most stable mode. If you are getting packet loss or
disconnection using Super-A orTurbo-A mode. Please use 11a mode instead.

e SuperA without Turbo: Super-A adds Bursting and Compression to increase the
speed over 11a mode. If you live in countries that prohibit the channel binding
technology (i.e. Europe), you should choose “Super-A without Turbo) if you need
more speed than 11a mode. However, this mode is not as stable as 11a mode or
Super-A with Turbo-A modes.

e Super-A with Static Turbo: Turbo mode uses channel binding technology to
increase the speed further over Super-A and 11-A mode. This mode might not be
allowed in countries that prohibit channel binding (i.e. some EU countries). This
mode will always turn on the turbo mode in al conditions

e Super-A with Dynamic Turbo: Dynamic Turbo mode will be turn on only when
adjacent channel is not used. It is also know as intelligent turbo mode. This mode
might not be allowed in countries that prohibit channel binding (i.e. some EU
countries).
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11. For multi-point connection, use bandwidth control to manage the variable
distance problem
Using ACKtimeout for point-to-point connection is no problem. However, for
point to multi-point connection, it becomes a problem at the center point. In the
diagram below, the WHA-5500CPE at point A is the center hub. While wireless
clients at B, C,and D can set correct ACKtimeout values to point A, the center AP
can set only one Acktimeout value.

Client Mode 2km A
3km Client Mode
- WHA-5500CPE B
WHA-5500CPE
Client Mode 1km WHA-5500CPE
Cc
WHA-5500CPE

To illustrate this problem; when you set the ACKtimeout at Point A to 2km distance.
The likely result will be Point B will get about 90% of the bandwidth, Point C gets 10%,
and Point D gets nothing at all.

To solve this problem, please use total bandwidth control at point B, C, D to limit the
bandwidth to about 40% of total bandwidth each maximum. Then set the AP’s(Point A)
ACKtimeout value to 3km distance (the furthest point). All 3 points should then get
acceptable share of the bandwidth.

Use XR mode when you can’t connect with the extra sensitivity
Atheros eXtended Range mode will improve the AP’s receiver sensitivity to as high as
-105dB. However, when this mode is used, the performance may be reduced greatly.

8.2 WDS Bridge vs. Bridge Infrastructure

When you want to build a bridge connection, there are 2 choices with WHA-5500CPE:

a

WDS Bridge (Pure MAC): WDS Bridge mode can make Point-to-Point and
Multi-Point connections. It also delivers faster performance than infrastructure
networks. In a WDS network, each node can have up to 4 connections but the total
number of devices should not exceed 8. Currently, the WDS Bridge mode can only
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use WEP encryptions policy.

Office Warehouse

LAN _| L LAN

Factory
se_( LAN )

QO Bridge Infrastructure: Bridge Infrastructure mode connects to AP mode to form a
star topology. Bridge Infrastructure mode can not make a Point-to-Point connection.
However, it works with WPA-PSK and WPA2-PSK encryption. This mode is also
unknown as Client Mode with MAC Address Transparency.

WHA-5500CPE

LAN )

WHA-5500CPE Bridge

Infrastructure
WHA-5500CPE
AP LAN
Bridge o
Infrastructure

When to use which bridge mode:

U WDS Bridge Mode:
B When you making point-to-point connection. For example, when you build
wireless bridge network between office and warehouse.
B When you require fast performance
B When you require multiple star topologies.

QO Bridge Infrastructure

B When you are connection both Bridge network and wireless client to the remote
Access Point
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B When you require more advance security like WPA and WPA2

TIPS: For step-by-step instruction on how to setup Bridge Infrastructure mode, please go
to Chapter 8 Application Example: Infrastructure Mode.

8.3 WDS Bridge Network Example

In this WDS Bridge example, you will learn how to:

Setup the WDS settings

Set to use different encryption key for different Link
SSID’s function for WDS bridge

PING watchdog to maintain the WDS Link.

ocooo

There are total of 3 bridges; with Bridgel in the middle of Bridge 2 and Bridge 3.
O The link between Bridge 1 and Bridge 3 will be using WEP Key 1 with SSID airlivel-3.
QO The link between Bridge 1 and Bridge 2 will be using WEP Key2 with SSID airlivel-2.

MALC: 00-4f-79-80-00-0b

23510 airlive1
IP: 192.168.1.1
MAC: 00-4f-79-90-00-23 MAC: 00-41-79-90-00-14
SSID: airlive3 SSID: airlive2
IP: 192.168.1.3 IP: 192.168.1.2

\WDS Bridge 1 Settings|

1. Enter the WEP Encryption Keys. You can enter 4 keys with different key-length
and key type. In this example, we have 4 WEP keys with WEP152-HEX,
WEP152-ASCIl, WEP128-ASCIl, and WEP64-ASCII. Click on “Apply” after
entering the keys.

2. Adding the first WDS Link to WDS Bridge 3
B Name: WDS3
B SSID: airlivel-3

B MAC address: you should enter the MAC address of WDS Bridge 3:
00-4f-79-90-00-23

B Select Security Policy: Select “WEP” encryption. The WHA-5500CPE will ask
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you to select which key to use. You can select same key or different key for
different WDS link (however, both side of the same link must use the same key).
In this case, the Link between Bridge 1 and 3 is using Keyl.

B Click on “Add” to add the WDS Link.

WDS Settings
Additional configurations for WDS bridge mode:

WEP key
Prepare the WEFP keys for the wireless network,

On Pure MAC mode, all the bridges shared the four keys.

WEP Key 1 [’W’Eﬁ?ﬁ{&_Ej 1111111111111
WEP Key 2 [’WﬁﬁﬁiﬁéﬁﬁEj 1234567890W EPE
WEP Key 3 [’W’Eﬁi’é’-’éﬁﬁﬁ@] 123456 740WER
WEP Key 4 | WEPE- 415 (ﬁEp] WEPKY
£ Apply )
Marne: WDS3
SS1Dy;rvel-3
MAC address; @ L |4f
Select Security Policy:
Enabling encryption will secure data and prevent unauthorized users from
accessing your wireless network, Please enter WEF keys firstly,
Authenticationype & Open O Shared
WEP Key Index
G WEP Key 1 O WEP Key 2 (OWEP Key 3 WEP Key 4
f AaDD )

Adding the second WDS Link to WDS Bridge 2

Name: WDS2
SSID: airlivel-2

MAC address: please enter the MAC address of WDS Bridge2:

00-4f-79-90-00-14

Select Security Policy: Select “WEP” encryption. The WHA-5500CPE will ask
you to select which key to use. The Link between Bridge 1 and 3 is using Key?2.

Click on “Add” to add the WDS Link.
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Mame:; WDs2
SS1Deirtivel-2
MAC address: D0 L|4F L7 L |50 L1000 |14
Select Security Policy: WEE |+

Enahling encryption will secure data and prevent unauihdrized users from
accessing yourwireless network. Please enter WEP keys firstly.
Authenticationtype & Open O Shared
WEP Key Index
CIWEP Ky 1 (¥ WEP Key 2 CIWEP Key 3 CIWEP Key 4
ADD

The following table will be displayed to show the added WDS links:

Select| Hame SSID MAC Address Security WEP key Index
& W3 Aitlivet1-3 00-41-79-90-00-23 WWEP 1
& W2 airlivet-2 00-41-79-90-00-14 WEP 2

4. Setup the PING watchdog. Ping watchdog will reboot or reconnect the
WHA-5500CPE when the remote device does not respond to PING command. It
helps maintain the WDS Link. Please setup the PING watchdog according to
graphic below:

The Ping Watchdog will ping up to 2 IP addresses for connection status. [fthe remote IP addresses
do notrespond to Ping, the device will either reconnect ar power reboat |

é__@_jEnable O Disable

IP Address 1: 192 1168 @ 1 A 2 (Must fill)
IF Address 2: 192 1168 1 1.3 {Optional)
Fing Frequency: Evary 120 Seconds (10t 999, defaultis: 1200
Failed tries: |2 ] tdefauttis 2 tries)

Action; '-_Recunnect V

Mote’Watchdon will take effect 10 minutes after startup. IP Address 2 is aptional, when filled, both P
Address 1 and IP Address 2 mustfail to respand for watchdog to take action.
Apply )
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\WDS Bridge 2 Settings|

8. Application Example2: Bridge Network

1. Enter the WEP Encryption Keys. In this example, we have 4 WEP keys with
WEP152-HEX, WEP152-ASCII, WEP128-ASCII, and WEP64-ASCIl. Click on
“Apply” after entering the keys.

2. Adding the WDS Link to WDS Bridge 1
B Name: WDS1
B SSID: airlivel-2
B MAC address: you should enter the MAC address of WDS Bridge 1:

00-4f-79-90-00-0b
B Select Security Policy: Select “WEP” encryption. The WHA-5500CPE will ask
you to select which key to use. You can select same key or different key for
different WDS link (however, both side of the same link must use the same key).
In this case, the Link between Bridge 1 and 2 is using Key2.
B Click on “Add” to add the WDS Link.
WDS Settings
Additional configurations for WDS bridge mode:
WEP Key
Prepare the WEP keys for the wireless network.
Cn Pure MAC mode, all the hridges shared the four keys.
@ WEP Key 1 WEPLS2Hen [v| (11U
WEF Key 2 WEP152-45CH |  [1234567890WEFK
WEP Key 3 WEP128-ASCI [v| | 1234567890WEP
WEP Key 4 WEPE-ASCII v WEPEY
Apply )
Name: WD=1
G Alivel -2
MAC address®@ L[4 [P L9010 | [Tk
@ Select Security Palicy: [wEP v
Enabling encryption will secure data and prevent unaufhdrized uzers from
accessing yourwireless network. Please enter WEFR keys firstly.
Authentication type & Open O Shared
WEP Key Index
CIWEP Key 1 G WEP Key 2 OWER Key 3 CIWER Key 4
f AaDD Y
3. Setup the PING watchdog. Please setup the PING watchdog according to graphic
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The Ping Watchdog will ping up to 2 IF addresses for connection status. Ifthe remote P addresses
do not respond to Ping, the device will either reconnect or poseer reboot

G}Enable ) Disable

IP Address 1: 192 168 g g (hust fill)
IP Address 2 ; ; ; [Dptional)
Ping Freguency: Every 120 Seconds (10 to 939, defaultis; 120)
Failed tries: [ 2 |%| (defaultis 2 fries)

Action: 'jRecnnnect v

MoteMiatchdog will take effect 10 minutes atter startup. IP Address 2 is optional, when filled, both IP
Address 1 and IP Address 2 mustfail to respond forwatchdog to take action.

(" Appiy )

WDS Bridge 3 Settings|

1.

Enter the WEP Encryption Keys. In this example, we have 4 WEP keys with
WEP152-HEX, WEP152-ASCII, WEP128-ASCII, and WEP64-ASCIl. Click on
“Apply” after entering the keys.

Adding the WDS Link to WDS Bridge 1

Name: WDS1
SSID: airlivel-3

MAC address: you should enter the MAC address of WDS Bridge 1:
00-4f-79-90-00-0b

Select Security Policy: Select “WEP” encryption. The WHA-5500CPE will ask
you to select which key to use. You can select same key or different key for
different WDS link (however, both side of the same link must use the same key).
In this case, the Link between Bridge 1 and 3 is using Key1.

Click on “Add” to add the WDS Link.
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WDE Settings
Additional configurations for WDS bridge mode:
WEP key
rll:pﬂlc‘l;ll:l\'\':r\. ;'\.l::f T lI.;II: 'N;Il:;l: IIl:t'.".'UI;'\.

on Pure MAC mode, all the bridges shared the four keys.
WEP Key 1 ERESTSERISERIN!

WEP Kay 2 123456 7890W EPE
WEP Key 3 1234567300WEP
WEP Key 4 WEPKY

( Apply )

Natnes: WDS1
$81D; Adrvel-3

MAC address|00 L|4F L{79 L[30 L100 | ([Ob

Select Security Policy: '

@ Enahling encryption will secure data and prevent unautharized users fram
accessing your wireless network, Please enter WEP keys firstly.

Authentication type & Open O Sharad

|WEE__ﬁgy Index

E@}NEP ke 1 (CIWEP Key 2 (CIWEFP Key 3 (CIWEP Key 4

.......... 5

4. Setup the PING watchdog. Please setup the PING watchdog according to graphic
below:

The Fing Watchdog will ping up to 2 IP addresses for connection status. Ifthe remote IP addresses
do not respond to Ping, the device will either recannect or power reboot .

IP Address 1: : ; ; hfust fill
IP Addregs 2: 192 ; 168 ; . ; . EOptinna?}
Fing Frequency. Every f'1 20 | Seconds (100 999, defaultis: 1203
Failed tries: 2] derauttis 2 ties)

Action: .Recunnect FE

MoteWatchdog will take effect 10 minutes after startup. IP Address 2 is aptional, when filled, hoth IP
Address 1 and IP Address 2 must fail to respond for watchdog to take action.

After the above settings, the 3 WDS bridges should connect properly. Be sure to set
the Distance parameter for long distance connection.
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Application Example 3:
9 Router and Repeater

In this chapter, you will learn how to use Repeater mode and WISP Router mode in one
network example. In addition, some router settings such as how to setup virtual server will
also be demonstrated.

9.1 Application Environment

In the following application, the network is consisted of an Outdoor AP in the center, an
WHA-5500CPE in WISP Router mode on the left, and a WHA-5500CPE in Repeater mode
on the right.

192.168.1.100 192.168.1.254 192.168.1.1
Outdoor AP
|
WHA-5500CPE WHA-5500CPE

!j",‘f. ';"f ;-’f

— Sf SSID: OutdoorAP %}

erver. Encryption: nE
192.168.2.100 WPAPSK

WHA-5500CPE in WISP Mode

O Make a wireless connection on the wireless WAN side to the Outdoor AP
U Use Site Survey wizard to establish connection

O Create a virtual server to LAN side FTP Server at 192.168.2.100

WHA-5500CPE in Repeater Mode

U Repeat the signal from Outdoor AP. On the WHA-5500CPE settings the Remote AP’s
SSID will be “Outdoor AP”

U On the wireless LAN side, the SSID will become “airlive”
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9.2 WHA-5500CPE in WISP Router Mode

The following is the configuration procedure for the WHA-5500CPE in WISP Router Mode:

Change the WHA-5500CPE to WISP Router Mode
Change the LAN IP subnet to 192.168.2.X
Change the WAN port IP

Use Site Survey to connect with the Outdoor AP
Open Virtual Server to FTP server on the LAN side

cooodo

192.168.1.254 192.168.1.1

192.168.1.100

WISP Made Outdoor AP Repeater Mode
L]

i
VWHA-S500CPE -
5SID:

airlive
SSID: OutdoorAP
Encryption:

WPA-PSK ‘
NB

9.2.1 WISP Router: Wireless Settings

FTP Server:
192.168.2.100 y

Step 1l Go to “Operation Mode” menu. Select “WISP Router”, and then click on
“Change Mode” button.

(e mirive. com )

—_—
A‘r l-'w' WHA-SS00CPE 104110 Wirsless CPE

| Opuormtion Mode | Systein Configueation | Teols | Device Swanis | Logout | m

B WE5P Router
Select the “Operation Bode” and click on “Change Mode" 1o change wineles mode.

Click on "Selup™ bulton by corfigues Fre Wirsless Sellings.

Mode Radio Ethermet Fonl
[ Access Paid i ALCEEE Pioard LAM
& Rupeater i Rupeater LAN
2 WOS Bodige [Pure MAC) 1 WS Bndge LAN
& Bndge Infrastnactune Cliert Mac Traneparerd LAN
© Clien astructurs MeinUser ] ] Wirgless Client LAN
2 Client Ad-hoc Paint 12 Foint LAN
'WISP Router iiup] Client Router LAN
2 AP Routar Arcess Port WAAR
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Step 2  Go to “System Configurations -> Device IP settings”. Change the LAN IP
address to “192.168.2.1”. Changing this IP address will also change the DHCP
IP range to 192.168.2.x subnet. Note: Please make sure your PC’s IP address
is also changed to 192.168.2.x subnet in order to configure the WHA-5500CPE.

(wrwianlrive.com)

WHA-SS00CPE 0ox.11a Wirelvas CPE
Operation Mode | Sysiem Copflguration | Toals | Device Statos | Logout | m

& Tima Sattinge
Wi can seiect cnie ol Thie Eolliseng Do appraaches I assign an B siliiess o Dis dmace.
¥ Password Samings

(%) mssagn i e,
W Sysiem hanagement : FHING I .

8 SNME Samings IIPMureii % | s |3 | I

& Plivy Watchdag I Fubnet Mask 4 s =4 u

bbb 5B it ) Usethe DHEP cliem proioced o sutematically gat the I address for ihis dedca,
Configuration Beloctng thes ophon will gisabie your DHGE Sarr auttomalicaiy

Save and Reslofe

Fapor )
W Foctory Dedpui S—

Step 3  Go to “Operation Mode -> Setup” to enter the wireless settings. Select “Outdoor
AP” and click on the “Associate” button

Site survey

Site survey list :

Select ESSID MAC Address ,a‘;r;: Channel|Tutbe |[Super| XR [WhE Stleiiggt:;c:bm) Security Netmork
® OutdoorAP 00:4fE2:9000:01 | A | 36 | - | - |- * 70 vgpsi AP
e airlive? 00:4f.69:52:2c.c1 A 36 : 2 o * -66 WEP AP
5] airlive 0a:4f69:80:00:c1 A 36 E E - 2 -68 \;VSP}?Q AP
NOTE:
The sitesurvey will show both Ap and Bridge connections.Device without ESSID is T g e device.

(T REFRESH ) ( SIGNALSURVEY ) | ASSOCIATE )

Step 4 WHA-5500CPE will prompt you to enter the security policy. Select “WPA-PSK”
and enter “outdoorapkey” for the Pre-Shared Key.

Security Settings

Select Security Policy: WEA-PEE

Pre-shared Key (ASCI string): ILC“N-{OOHD]{EG’
(8-63 characters)

WPA Encryption Type: O TKIP O CCMPAES) & Both

( Apply )
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Step 5 Click on “Apply”.
successful connection.

9. Application Example3: Routers and Repeater

After a few seconds, the following screen will appear to show

The page at http://192.168.1.2 says:

; l Configured successFully!

9.2.2 WISP Router: WAN Port and Virtual Server

Objective:
1. Change WAN port’s IP address to 192.168.1.100

2. open a virtual server port to the FTP server at 192.168.2.100.

Step 1
page, selecct “WAN port” button.

7

—v
- - -
Air Live

| Opamting Mode | Sysem Configurntion | Tooh | Device Smhn | Logost |

& Opermbon Mode

B SR Rouser i
Fagulatory Domair: Linated Kingdom
WLAN Stanilad Tor Radn
Hartwark ENSSHT) ieire
Hode: 11a
Chiannat ALTO (]
Socurity Setting: [E«I.—-l
Athearced Seftings
Banchariclih ook SEmp
RSS LED Thiesliobds: [ﬂl
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On the wireless settings
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Step 2 On the WAN port setting pave, Enter the Static IP information as bellowed:

WAN Port Settings:

® If your ISP has assigned you a static IP address, select this button and enter the
information helow:

IP Address Assigned by Your ISPz 192 | (168 | |1 | 100
IP SubnetMask: 255 | 255 | 255 | 0

ISP Gateway IP Address: 192 | 168 | |1 | 284
DNS IP Address: 192 | 168 | |1 | 254

Step 3  Go to “Operation Mode” menu, click on “Setup” button.  On the wireless settings
page, choose “Virtual Server” button.

CGorwr alielhvs com)

E———n]
Ail.r ‘-‘vf" WHA-5500CPE 002110 wireless CFE

| Opeintion Made | System Configuration | Tools | Devlos Stanes | Logowt |

¥ Opomtion Mode
B MEP Aoute ﬁ

Pl oy Dhosing Liniled Elngdam

WWLAN Stancdard fr Hacdin

Metvrork IDGSSI0) e Sl Sy
Kl (iT] ¥

Charmok AT ]

Security Setring: [Eow]

Ashvanced Setlings:

Bkt Caiitrot E|

P51 LED Threshalds:

Thisat cammiin: medars

WAN Port Settings:
Dyranivie: RS Seftings: E
Femote Management: B
IF* Fosding Saettings: | Sz |
DHCR Server Sattings: 5 |

: E=

I il S Soltings:

Spacial Appiications; B
1P Filein Sutlinegs: E|
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Step 4  Select “FTP” for Service Name. Enter 192.168.2.100 for the FTP server’s IP
address. Then click on “Add” to finish

Virtual Server Settings

This allows you to specify one ar more applications running on server computers on the LAN that
may he accessed by any Internet user Internet data destined far the specified public port will be

directed to the specified private port number an the LAN client with the specified private IP
address

Semice MName: | FTF w |

Public PartNo.: @ Single |21
O Range i

Local IP Address: P )

21
Local Port Mo. Starts From:

Select Service Fublic Pot Mois)  Local IP Address Local Port Mais)

( DELETE SELECTED )

Step 5 Once the virtual server is added, it will be displayed in the boxed area.

Virtual Server Settings

This allows you to specify one or mare applications running on server computers on the LAN that
may he accessed by any Internet userlnternet data destined for the specified public portwill be

directed to the specified private port number aon the LAN client with the specified private [P
address.

Service Name: |HTTP v
Public Port Mo & Single 80

O Range ~
Local IP Address;

50
Local Port Mo. Starts From:

(ADD )

Select Service Public Fart Mogs) Local IP Address Local Port Mois)
e FTP il 182.168.2.100 l

{ DELETE SELECTED )
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9.3 WHA-5500CPE in Repeater Mode

The following is the configuration procedure for the WHA-5500CPE in Repeater:

0 Change the WHA-5500CPE to Repeater Mode

O Use “Site Survey” function to find remote AP with SSID “OutdoorAP”, then establish
connection

U The local wireless network’s SSID is airlive.

192.168.1.100 192.168.1.254
WISP Mode Outdoor AP Repeater Mode
i] WHA-5500CPE WHA-5500CPE '!'
J%\ SSID:

airlive

“re SSID: OutdoorAP
1 Encryption:
FTP Server: WPA-PSK

192.168.2.100

9.3.1 Repeater Router: Wireless Settings

Stepl Go to “Operation Mode” menu. Select “Repeater”, and then click on “Change
Mode” button.

ﬁir Liwve WHA-SSOOCPE #0L tha Wersinss CPE

| Operstiss Mnds | Sywinm Canfiguratian | Teah | Dervies Simhm | Lapood | Emplenhy W

Salect the "Dperation Mode™ and dick on “Change Mode™ 10 chamge wireless meda,

Ciick o "Satug” buian o congues T Wirslase Safings

Mode Radin Eshuernet Post
O Arcess Posl Arpass Paing LAM
Repnater Rlispsartiat LAN
O WIDE Bridge [Pure MAC) WS Bedge Lay

) Bedge Inbadnctus Clurtl Mt Trarspieenl  LAN
C Client Infasinuctung Mele-lber :: Wiuinss Chend LaM
O Chent SAigdhoe Pl 1o Pl LamM
0 WISP Resder Cloerdl Raagdar LAM
O

AP Router Aptess Point
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Step 2  Click on the “Setup” button and the wireless setting page will appear. Please
take a look at the description on the graphic below
Enter the o . Lo
SSID of the Regulatory Domain: United Kingdom .
remote AP e AkSSI: @ —p| Use Site
that you ) Survey
want W1 AN Standard for Radio wizard to
WHA-5500 Local wireless find the
CPE to Network ID(SSID) airlive LAN'S SSID remote AP
repeat This can be. and maI§e
Mode: la I the same or connection
The wireless Channel: |AUTO [w | different from
Secu\ll'\i/ll:y Security Setting: Setp the remote
policy must [ Advanced Settings: /IAr\1Fi[I’?iSSS|D'
be the same Access Control: examp|e
as the MM G0 Setup please enter
remote AP RADIUS Setting: airlive for
RSSILED Thresholds: Setup local SSID.
Distance: meters
Apply )
Step 3  Click on Site Survey button, the following screen will appear. Choose
“OutdoorAP”, and then click on “Associate” button to connect.
Site survey
Site survey list :
Select ESSID WAL Address E‘Z';'; Channel|Turbo |Super| XR | WME Streiiggt:;;bm) Security Metmark
® OutdoorAP 00:4f69:80:00:01 A 36 - B I 70 V;Zi AF
() Qitlive2 00:4f.69:52:2c.c1 A 16 B E = * -B6 WEP AP
e airlive Da:AfEE90:0mc1 | A | 36 | - | - -] * -68 i\fSPéz AP
NOTE:
The sitesurvey will show both &p and Bridge connections. Device without ESSID is prrerke-teetytebre—sreBi o device,
 REFRESH ) [ SIGNALSURVEY ) | ASSOCIATE )
Step 4 WHA-5500CPE will prompt you to enter the security policy. Select “WPA-PSK”

and enter “outdoorapkey” for the Pre-Shared Key.

AirLive WHA-5500CPE User’s Manual
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Security Settings

Select Security Policy:

(8-A3 characters)

WPAFSKE [w !

Fre-shared Key (450 string):| outdecrapkey

WPA Encryption Type: O TKIP O CCMPAES) (&) Bath

Apply )

Step 5 Click on “Apply”. After a few seconds, the following screen will appear to show

successful connection.

The page at http://192.168.1.2 says: g'

L.
o

Configured successFully!

Now you should have established successful WISP Router and Repeater connections.
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Emergency Firmware
10 Recovery

The WHA-5500CPE features an Emergency Recovery function in the bootloader to
recovery the AP in case of a firmware crashed. When you can't access the
WHA-5500CPE, please first try to repower the CPE or restore the settings to default. You
should find the CPE at 192.168.1.1.

If it still can not solve the problem, you can try to recover the CPE using the method
described in this chapter. Do not power off the WHA-5500CPE or your PC during process.
Please read through this chapter carefully before attempting to perform the upgrade. If the
WHA-5500CPE is damaged by improper use of this procedure, it will void your warranty.
It is recommended to have your dealer or distributor performing this procedure.

10.1 How Emergency Upgrade Works

The WHA-5500CPE’s flash memory is divided into “firmware” and “bootloader” area. The
bootloader area will check if the AP’s firmware is crashed at each bootup. |If it detects the
firmware is crashed, the AP will try to download the firmware file “zImage” from remote
TFTP server(with IP address 192.168.1.254) automatically. Therefore, you must prepare
a PC with TFTP server software before performing the upgrade procedure.

PC with TFTP
Server

J

WHA-5500CPE

10.2 Emergency Upgrade Procedure

1. Setyour PC’s IP address to 192.168.1.254 and connect your PC directly to the
WHA-5500CPE.
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2. Setthe PC as TFTP server, IP address of PC is 192.168.1.254, subnet mask is
255.255.255.0.

3. We recommend the freeware of tftp server, such as “tftpd32”.
Run the TFTP server application.

. Trpd32: Settings .o
Base Directary
"> TRpd32 by Ph. Jounin - O E I e
Current Directary | H:\tftpd32 323 ﬂ Browse gﬁﬁ;';?\fg, I DHCP Server ﬁyséoo?u\sp::;isg to pipe
[~ TETP Client Titpd328ysiog
Server interface | 192.162.1.254 j TG ™ SNTP server " Save spslog messages
v Syslog Server Taofile
Thp Server ] Suzlog zerver I Log wiewer DHCP Options
peet file sl i progiess ¥ Ping address before assignation ¥ Persistant lzases
I Bind DHCP to this address T
TFTP 5 ecurity TFTP configuration
Mone Timeout [seconds) 3

' Standard an Retrarsmit E

" High Tftp part 5]

" Read Only local ports pool
Advanced TFTP Options

[v Option negotiation [ Hide ‘Window at startup
[ P=E Compatibility [ Create "dir.bxt" files

[v Show Progress bar [ Create md5 files

< ] Y y [v Translate Unix fle names [ Beep for long transfer
| Bind TFTP ta this address ,W‘
[ Allow ' Az virtual raot
Ahbout | Settings | Help | I” Use anticipation window of ’U_ Bytes

Diefault | Help | Cancel |

Fig. tftpd32 application main window and setting window.

5. Assign the tftp folder in the tftp server. Click on “browse” the folder to select the
directory

Current Directorny | H:\iitpd 32,323 j Brows

Server interface | 192.168.1.254 j Show Dir

Fig. tftpd32 application: Click on “browse” the folder to select the directory

Copy firmware file into the tftp server folder.

Rename this firmware file as “zImage” without file name extension. Please make
sure the letter case match exactly. To check if the file is available in the tftpd32 folder,
please click in tftpd32 main page “Show Dir”.

. TRpd32 directory x
ayzlog, bt 200712/ 0
titpd32. chm 200712/ 366132
Hipd3Z. eve 2007112/ 192512
I 200712/ 529
= ([ [image 200712/ 3784832

Cancel | Copy Enplorer

Fig. “Show Dir” to check available files in tftp server folder
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8. Power on the WHA-5500CPE again. If frmware crashed, the device will scan the
192.168.1.254 for TFTP server and read the tftp upload file.

9. Wait for about 20 seconds, a pop-up window shows the firmware repair progress
screen.(Shown as Fig. 3)

" zilmage to 192.168.1.1

File size ; 3724832
233003 Bytez zent 74752 Butes/zec

Fig.. Tftpd32 show at the beginning of firmware repair progress.

ﬁ Do not power off the PC or the WHA-5500CPE during this process!

Any disconnection or interruption can damage the WHA-5500CPE

10. Device will continue proceeding. If you click on the “log viewer” of tftpd32, you can see
progress of work shown as Fig. 4.

*< TRpd32 by Ph. Jounin =i |
Current Directary |H;\tftpd32_323 ﬂ Browse
Server interface |192_153.1.254 ﬂ Shaow Dir

Titp Server ] Syslog server  Log viewer l

Connection received from 192 168.1.1 on port 0 [27./12 09:51:38.500]

Fead request for file <zlmager. Mode actet [27/12 09:51:38.500]

Using local port 1287 [27/412 09:51:38.500]

<zlmager: zent 7393 blks, 3784832 bytez in 51 2. D blk rezent [27/12 09.52:2¢

< b

Clear Copy Current Action |Listening on port B9

About |

Fig. 4 Repair progress shown in tftpd32 syslog Log viewer

11. Please wait for 5 minutes for the device to reboot. When finish rebooting, the wireless
LED will be on. The device can then be accessed again at 192.168.1.1. If the
WHA-5500CPE’s not accessible after 5 minutes, please power reboot the
WHA-5500CPE.

12. Open your web browser and type “192.168.1.1” to confirm the WHA-5500CPE is
restored.
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11 Frequent Asked

Questions

In this chapter, we will address some frequent asked questions about WHA-5500CPE

Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

| forgot my password or the IP address of WHA-5500CPE.

Please restore your settings to default by press the reset button for more than
5 seconds. You should be able to find your WHA-5500CPE at 192.168.1.1
with password “airlive”.

Where is Super Channels for WHA-5500CPE?

Please make sure you have the license to use the Super Channels. When
you select “All Channels” as the Regulatory Domain, the Super Channels will
appear on your channel list.

| heard WHA-5500CPE can limit the bandwidth of BitTorrent and eDonkey
traffic. But | don’t see the option on the Bandwidth Control.

The option to limit bandwidth by application or port is available only on WISP
router and AP Router modes.

Where can | purchase the optional metal Mounting Kit?

The part number for the mounting kit is “WMK-AIRMAX”. Please ask your
authorized AirLive distributor for availability.
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Question:

Answer:

Question:

Answer:

Question:

Answer:

Question:

Answer:

How can | make connection with Mikrotik AP?

The WHA-5500CPE can connect with Mirkrotik AP using Bridge Infrastructure
Mode(Supports WEP, WPA-PSK, WPA2-PSK), Client Infrastructure mode
(support WEP, WPA-PSK, WPA2-PSK) and WDS Bridge mode (support
WEP). If using Bridge Infrastructure mode (WDS station), please enable
“WDS Dynamic” on Mikrotik’s “AP Bridge” mode. If using WEP, please
choose “Static Key Required” on the Mirkrotik setting. For step-by-step
example, please visit AirLive.com’s support page at:

http://www.airlive.com/support/support_1.jsp. Type “WHA-5500CPE” at the
support search.

When | plug in the POE cable and power adapter, the WHA-5500CPE’s power
LED is not on?

Please make sure you have connected the PoE cable to the correct port on
the DC injector. Moreover, you should use an Ethernet cable with 4 twisted
pairs (CAT5 or better) for POE cable.

When | use an external antenna with WHA-5500CPE?

Yes, you will need our RG-178MXFN converting cable. Please visit the link
for detail procedure:
http://69.64.87.53/airlive_fileserver/uploads/FAQ/WHA-5500CPE_To_Externa
|_Antenna.pdf

| tried the Emergency Upgrade procedure. But it doesn’t work, why?

Please make sure the firmware file is renamed to “zImage” without any file
extension. The file name has to match exactly with the big capital “I”.
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Question: Where is the signal survey function that displays the RSSI value continuously?

Answer: The “Signal Survey” function is inside the Site Survey function. You can
access from “Operation Mode -> Setup -> Site Survey” menu.

Site survey

Site survey list :

Cann Signal 5t

Select ESSID hdAC Address Mode Channel Turbo |Super %R WHE rengthidb Security Hetmod
m)

[ ) AirLive2 00:41.69:67ee:ad A 56 - CE I -34 MNone AP
() test 00:41E9:52:2h:88 A fi4 = = = ks -f1 Mone AP
QO AirLivel 0041696 eead A 36 E il A -41 Mane AP

NOTE:
The siteguréey will show hoth Ap and Bridge connection gEeviee-wiirest-ESStE-anore likely to be a Bridoe device.
(REFRESH ) |( SIGNALSURVEY ) | ASSOCIATE )

Question: When do | use Per-User Bandwidth Control by IP, MAC, or IP segment?

Answer: In general, IP address control limits the devices on the end node (i.e. PC and
WISP router). MAC address control can limit the traffic of a AP/CPE in
wireless client mmode.

O [P address: When you want to limit the bandwidth of a single notebook
computer, PC, or WISP router.

0 MAC address: When you want to limit the bandwidth of a remote
AP/CPE in Client mode. For example, another WHA-5500CPE in client
mode

O IP Segment:: When you want to limit the bandwidth of an entire IP range.
For example, all the PCs using the DHCP server to get IP addresses.

Question: My country’s regulation does not require DFS, how can | disable it?

Answer: If you are residing in EU and United States, it is absolutely prohibited to
disable DFS. Please make sure about your country’s regulation first. We
do not recommend to change the setting. There is an test page named
“dfstest.asp” for engineering test purpose only. Use at your own risk.
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12 Specifications

The specification of WHA-5500CPE is subject to change without notice. Please use the
information with caution.

12.1 Hardware Features

12.1.1 General Hardware Feature

Atheros AR-2313 + AR-5112 chipset

802.11a/Super A/Turbo-A mode support (Atheros Proprietary)
4MB Flash, 32MB SDRAM

RoOHS compliant

One 10/100 Mbps Ethernet Port / PoE Port with Auto MDI/MDI-X support
802.3af 48V

802.11h compatible

DFS and DFSII compliant

20dBm Transmit Output power

Rain and splash proof housing

Metal Wall / Pole Mount Kit

12.1.2 Antenna
B Integrated 18 dBi patch directional antenna
B H-Plane Coverage Angle: 13.5° - 15.5 degree in the forward direction

B E-Plane Coverage Angle: 13° - 16° degree in the forward direction

12.1.3 Power Supply
B Power Adapter Voltage : input 100~240Vac/50~60Hz , output 12V/1A
B POE Adapter, DC Injector provided

12.1.4 Dimension and Weight
B LxWxH:225mm x 122mm x 225mm
B Weight :920 g(without Mounting kit)
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12.2 Radio Specifications

12.2.1 Frequency Band

Bm 5.15to 5.25GHz: U-NIl Low and ETSI Band1

B 5.25to0 5.35GHz: U-NIl Mid and ETSI Band2

B 5.47to 5.725GHz: U-NII World Wide and ETSI Band3
B 5.745to 5.825GHz, U-NII Upper Band

12.2.2 Rate and Modulation
B DataRate: 6,9,12,18, 24, 36, 48, 54Mbps
B Modulation: Orthogonal Frequency Division Multiplexing (OFDM)

12.2.3 TX Output Power

H 54 Mbps @ 17 dBm

B 48 Mbps @ 18 dBm

H 36 Mbps @ 19 dBm

m 6,9 12,18, 24 Mbps @ 20 dBm

12.2.4 Receiver Sensitivity
B 54Mbps@-71 dBm

B 12Mbps@-88 dBm

B 6Mbps@-90 dBm

12.2.5 Supported WLAN Mode
H 1la mode

B SuperA without Turbo

B SuperA with Dynamic Turbo

B SuperA with Static Turbo
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12.3 Software Feature

12.3.1 Operation Mode

Access Point Mode (AP mode)
Client Infrastructure Mode
Client Adhoc Mode

WDS Bridge Mode

Bridge Infrastructure Mode
Repeater Mode

WISP Router Mode

AP Router Mode

12.3.2 Management Interface

Web HTTP
Secured Web (HTTPS)
Telnet (CLI)

12.3.3 Channel Width (Rate Mode)

Turbo: 40Mhz

Full: 20 MHz (default)
Half: 10 MHz
Quarter: 5 MHz

12.3.4 Advance Functions

Site Survey with RSSI Signal Survey

Total Bandwidth and Per-User Bandwidth Management
Noise Immunity

Multiple SSID and Tag VLAN

QoS (802.11e WMM)

Wi-Fi, WPA compatible interoperability

WPA with PSK/TKIP/AES support ,\WPA2 support
Privacy Separator support

Support adjustable output power
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152-bit WEP support (Atheros Proprietary)

ACK Timeout Adjustment

Bootloader Protection and Emergency Firmware Upload Code
Radius Supported

Firmware upgrade and configuration backup via Web
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Wireless Network
13 Glossary

The wireless network glossary contains explanation or information about common terms
used in wireless networking products. Some of information in this glossary might be
outdated, please use with caution.

802.11a

An IEEE specification for wireless networking that operates in the 5 GHz frequency range
(5.15 GHz to 5.850 GHz) with a maximum of 54 Mbps data transfer rate. The 5 GHz
frequency band is not as crowded as the 2.4 GHz band. In addition, the 802.11a have 12
non-overlapping channels, comparing to 802.11b/g's 3 non-overlapping channels. This
means the possibility to build larger non-interfering networks. However, the 802.11a deliver
shorter distance at the same output power when comparing to 802.11g.

802.3ad
802.3ad is an IEEE standard for bonding or aggregating multiple Ethernet ports into one
virtual port (also known as trunking) to increase the bandwidth.

802.3af
This is the PoE (Power over Ethernet) standard by IEEE committee. 803.af uses 48V
POE standard that can deliver up to 100 meter distance over Ethernet cable.

802.11b
International standard for wireless networking that operates in the 2.4 GHz frequency band
(2.4 GHz to 2.4835 GHz) and provides a throughput up to 11 Mbps.

802.1d STP

Spanning Tree Protocol. Itis an algorithm to prevent network from forming. The STP
protocol allows net work to provide a redundant link in the event of a link failure. Itis
advise to turn on this option for multi-link bridge network.
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802.11d
Also known as “Global Roaming”. 802.11d is a standard for use in countries where
systems using other standards in the 802.11 family are not allowed to operate.

802.11e
The IEEE QoS standard for prioritizing traffic of the VolP and multimedia applications.
The WMM is based on a subset of the 802.11e.

802.11¢g

A standard provides a throughput up to 54 Mbps using OFDM technology. It also
operates in the 2.4 GHz frequency band as 802.11b. 802.11g devices are backward
compatible with 802.11b devices.

802.11h
This IEEE standard define the TPC (transmission power control) and DFS(dynamic
frequency selection) required to operate WiFi devices in 5GHz for EU.

802.11i
The IEEE standard for wireless security. 802.11i standard includes TKIP, CCMP, and
AES encryption to improve wireless security. It is also know as WPA2.

802.1Q Tag VLAN

In 802.1Q VLAN, the VLAN information is written into the Ethernet packet itself. Each
packet carries a VLAN ID(called Tag) as it traveled across the network. Therefore, the
VLAN configuration can be configured across multiple switches. In 802.1Q spec, possible
4096 VLAN ID can be created. Although for some devices, they can only view in frames
of 256 ID at a time.

802.1x

802.1x is a security standard for wired and wireless LANSs. In the 802.1x parlance, there are
usually supplicants (client), authenticator (switch or AP), and authentication server (radius
server) in the network. When a supplicants request a service, the authenticator will pass
the request and wait for the authentication server to grant access and register accounting.
The 802.1x is the most widely used method of authentication by WISP.
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Adhoc

A Peer-to-Peer wireless network. An Adhoc wireless network do not use wireless AP or
router as the central hub of the network. Instead, wireless client are connected directly to
each other. The disadvantage of Adhoc network is the lack of wired interface to Internet
connections. It is not recommended for network more than 2 nodes.

Access Point (AP)

The central hub of a wireless LAN network. Access Points have one or more Ethernet
ports that can connect devices (such as Internet connection) for sharing. Multi-function
Access Point can also function as an Ethernet client, wireless bridge, or repeat signals from
other AP. Access Points typically have more wireless functions comparing to wireless
routers.

ACK Timeout

Acknowledgement Timeout Windows. When a packet is sent out from one wireless station
to the other, it will waits for an Acknowledgement frame from the remote station. The
station will only wait for a certain amount of time, this time is called the ACK timeout. If the
ACK is NOT received within that timeout period then the packet will be re-transmitted
resulting in reduced throughput. If the ACK setting is too high then throughput will be lost
due to waiting for the Ack Window to timeout on lost packets. If the ACK setting is too low
then the ACK window will have expired and the returning packet will be dropped, greatly
lowering throughput. By having the ability to adjust the ACK setting we can effectively
optimize the throughput over long distance links. This is especially true for 802.11a and
802.11g networks. Setting the correct ACK timeout value need to consider 3 factors:
distance, AP response time, and interference. The WHA-5500CPE provide ACK
adjustment capability in form of either distance or direct input. When you enter the
distance parameter, the WHA-5500CPE will automatically calculate the correct ACK
timeout value.

Bandwidth Management

Bandwidth Management controls the transmission speed of a port, user, IP address, and
application. Router can use bandwidth control to limit the Internet connection speed of
individual IP or Application. It can also guarantee the speed of certain special application
or privileged IP address - a crucial feature of QoS (Quality of Service) function. The
WHA-5500CPE'’s features both “Per-user Bandwidth Control” and “Total Bandwidth Control”.
“Per-user Bandwidth Control” allow administrator to define the maximum bandwidth of each
user by IP, IP Group, or MAC address. Total Bandwidth define the maximum bandwidth of
wireless or Ethernet interface.
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Bootloader

Bootloader is the under layering program that will start at the power-up before the device
loads firmware. Itis similar to BIOS on a personal computer. When a firmware crashed,
you might be able to recover your device from bootloader.

Bridge

A product that connects 2 different networks that uses the same protocol. Wireless
bridges are commonly used to link network across remote buildings. For wireless
application, there are 2 types of Bridges. WDS Bridge can be used in Point-to-Point or
Point-to-Multipoint topology. Bridge Infrastructure works with AP mode to form a star

topology.

Cable and Connector Loss: During wireless design and deployment, it is important to
factor in the cable and connector loss. Cable and connector loss will reduce the output
power and receiver sensitivity of the radio at connector end. The longer the cable length is,
the more the cable loss. Cable loss should be subtracted from the total output power
during distance calculation. For example, if the cable and connector loss is 3dBm and the
output power is 20dBm; the output power at the cable end is only 17dBm.

Client
Client means a network device or utility that receives service from host or server. A client
device means end user device such as wireless cards or wireless CPE.

CPE Devices

CPE stands for Customer Premises Equipment. A CPE is a device installed on the end
user's side to receive network services. For example, on an ADSL network, the ADSL
modem/router on the subscriber's home is the CPE device. Wireless CPE means a
complete Wireless (usually an AP with built-in Antenna) that receive wireless broadband
access from the WISP. The opposite of CPE is CO.

CTS
Clear To Send. A signal sent by a device to indicate that it is ready to receive data.

DDNS
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Dynamic Domain Name System. An algorithm that allows the use of dynamic IP address
for hosting Internet Server. A DDNS service provides each user account with a domain
name. A router with DDNS capability has a built-in DDNS client that updates the IP
address information to DDNS service provider whenever there is a change. Therefore,
users can build website or other Internet servers even if they don't have fixed IP
connection.

DHCP

Dynamic Hosting Configuration Protocol. A protocol that enables a server to dynamically
assign IP addresses. When DHCP is used, whenever a computer logs onto the network, it
automatically gets an IP address assigned to it by DHCP server. A DHCP server can
either be a designated PC on the network or another network device, such as a router.

DMZ

Demilitarized Zone. When a router opens a DMZ port to an internal network device, it opens
all the TCP/UDP service ports to this particular device. The feature is used commonly for
setting up H.323 VoIP or Multi-Media servers.

DNS
A program that translates URLSs to IP addresses by accessing a database maintained on a
collection of Internet servers.

Domain Name
The unique name that identifies an Internet site. Domain Names always have 2 or more
parts, separated by dots. In www.airlive.com, the "airlive.com” is the doman name.

DoS Attack

Denial of Service. A type of network attack that floods the network with useless traffic.
Many DoS attacks, such as the Ping of Death and Teardrop attacks, exploit limitations in
the TCP/IP protocols.

Encryption
Encoding data to prevent it from being read by unauthorized people. The common
wireless encryption schemes are WEP, WPA, and WPA2.
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ESSID (SSID)

The identification name of an 802.11 wireless network. Since wireless network has no
physical boundary liked wired Ethernet network, wireless LAN needs an identifier to
distinguish one network from the other. Wireless clients must know the SSID in order to
associate with a WLAN network. Hide SSID feature disable SSID broadcast,

so users must know the correct SSID in order to join a wireless network.

Firewall

A system that secures a network and prevents access by unauthorized users. Firewalls can
be software, router, or gateway. Firewalls can prevent unrestricted access into a network,
as well as restricting data from flowing out of a network.

Firmware
The program that runs inside embedded device such as router or AP. Many network
devices are firmware upgradeable through web interface or utility program.

FTP
File Transfer Protocol. A standard protocol for sending files between computers over a
TCP/IP network and the Internet.

Fragment Threshold

Frame Size larger than this will be divided into smaller fragment. If there are interferences
in your area, lower this value can improve the performance. If there are not, keep this
parameter at higher value. The default size is 2346. You can try 1500, 1000, or 500
when there are interference around your network.

Full Duplex
The ability of a networking device to receive and transmit data simultaneously. In wireless
environment, this is usually done with 2 or more radios doing load balancing.

Gateway

In the global Internet network, the gateways are core routers that connect networks in
different IP subnet together. In a LAN environment with an IP sharing router, the gateway
is the router. In an office environment, gateway typically is a multi-function device that
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integrates NAT, firewall, bandwidth management, and other security functions.

Hotspot

A place where you can access Wi-Fi service. The term hotspot has two meanings in
wireless deployment. One is the wireless infrastructure deployment, the other is the
Internet access billing system.  In a hotspot system, a service provider typically need an
authentication and account system for billing purposes, and a wireless AP network to
provide access for customers.

IGMP Snooping

Internet Group Management Protocol (IGMP) is a Layer 3 protocol to report IP multicast
memberships to neighboring multicast switches and routers. IGMP snooping is a feature
that allows an Ethernet switch to "listen in" on the IGMP conversation between hosts and
routers. A switch support IGMP snooping has the possibility to avoid multicast traffic being
treated as broadcast traffic; therefore, reducing the overall traffic on the network.
Infrastructure Mode

A wireless network that is built around one or more access points to provide wireless clients
access to wired LAN / Internet service. The opposite of Infrastructure mode is Adhoc
mode.

IP address

IP (Internet Protocol) is a layer-3 network protocol that is the basis of all Internet
communication. An IP address is 32-bit number that identifies each sender or receiver of
information that is sent across the Internet. An IP address has two parts: an identifier of a
particular network on the Internet and an identifier of the particular device (which can be a
server or a workstation) within that network. The new IPv6 specification supports 128-bit
IP address format.

IPsec

IP Security. A set of protocols developed by the IETF to support secure exchange of
packets at the IP layer. IPsec has been deployed widely to implement Virtual Private
Networks (VPNs). IPsec supports two encryption modes: Transport and Tunnel.
Transport mode encrypts only the data of each packet, but leaves the header untouched.
The more secure Tunnel mode encrypts both the header and the payload. On the receiving
side, an IPSec-compliant device decrypts each packet.
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LACP (802.3ad) Trunking

The 802.3ad Link Aggregation standard defines how to combine the several Ethernet ports
into one high-bandwidth port to increase the transmission speed. It is also known as port
trunking. Both device must set the trunking feature to work.

MAC

Media Access Control. MAC address provides layer-2 identification for Networking Devices.
Each Ethernet device has its own unique address. The first 6 digits are unique for each
manufacturer. When a network device have MAC access control feature, only the devices
with the approved MAC address can connect with the network.

Mbps
Megabits Per Second. One million bits per second; a unit of measurement for data
transmission

MESH

Mesh is an outdoor wireless technology that uses Spanning Tree Protocol (STP) and
Wireless Distribution system to achieve self-forming, self-healing, and self-configuring
outdoor network. MESH network are able to take the shortest path to a destination that
does not have to be in the line of site.

MIMO

Multi In Multi Out. A Smart Antenna technology designed to increase the coverage and
performance of a WLAN network. In a MIMO device, 2 or more antennas are used to
increase the receiver sensitivity and to focus available power at intended RXx.

NAT

Network Address Translation. A network algorithm used by Routers to enables several
PCs to share single IP address provided by the ISP.  The IP that a router gets from the
ISP side is called Real IP, the IP assigned to PC under the NAT environment is called
Private IP.

Node
A network connection end point, typically a computer.
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Packet
A unit of data sent over a network.

Passphrase
Used much like a password, a passphrase simplifies the WEP encryption process by
automatically generating the WEP encryption keys for the company products.

POE

Power over Ethernet. A standard to deliver both power and data through one single
Ethernet cable (UTP/STP). It allows network device to be installed far away from power
ource. A POE system typically compose of 2 main component: DC Injector (Base Unit)
and Splitter(Terminal Unit). The DC injector combines the power and data, and the splitter
separates the data and power back. A PoE Access Point or CPE has the splitter built-in to
the device. The IEEE 802.3af is a POE spec that uses 48 volt to deliver power up to 100
meter distance.

Port

This word has 2 different meaning for networking.
® The hardware connection point on a computer or networking device used for plugging

in a cable or an adapter.
® The virtual connection point through which a computer uses a specific application on a
server.

PPPoE

Point-to- Point Protocol over Ethernet. PPPOE relies on two widely accepted standards:
PPP and Ethernet. PPPoE is a specification for connecting the users on an Ethernet to the
Internet through a common broadband medium, such as a single DSL line, wireless device
or cable modem.

PPTP
Point-to-Point Tunneling Protocol: A VPN protocol developed by PPTP Forum. With
PPTP, users can dial in to their corporate network via the Internet. If users require data
encryption when using the Windows PPTP client, the remote VPN server must support
MPPE (Microsoft Point-To-Point Encryption Protocol) encryption. PPTP is also used by
some ISP for user authentication, particularly when pairing with legacy Alcatel / Thomson
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ADSL modem.

Preamble Type

Preamble are sent with each wireless packet transmit for transmission status. Use the
long preamble type for better compatibility. Use the short preamble type for better
performance

Rate Control

Ethernet switches' function to control the upstream and downstream speed of an individual
port. Rate Control management uses "Flow Control" to limit the speed of a port.
Therefore, the Ethernet adapter must also have the flow control enabled. One way to
force the adapter's flow control on is to set a port to half-duplex mode.

RADIUS

Remote Authentication Dial-In User Service. An authentication and accounting system
used by many Internet Service Providers (ISPs). When you dial in to the ISP, you must
enter your username and password. This information is passed to a RADIUS server, which
checks that the information is correct, and then authorizes access to the ISP system.
Radius typically uses port 1812 and port 1813 for authentication and accounting port.
Though not an official standard, the RADIUS specification is maintained by a working group
of the IETF.

Receiver Sensitivity

Receiver sensitivity means how sensitive is the radio for receiving signal. In general; the
slower the transmission speed, the more sensitive the radio is. The unit for Receiver
Sensitivity is in dB; the lower the absolute value is, the higher the signal strength. For
example, -50dB is higher than -80dB.

RJ-45

Standard connectors for Twisted Pair copper cable used in Ethernet networks. Although
they look similar to standard RJ-11 telephone connectors, RJ-45 connectors can have up to
eight wires, whereas telephone connectors have only four.

Router
An IP sharing router is a device that allows multiple PCs to share one single broadband
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connection using NAT technology. A wireless router is a device that combines the
functions of wireless Access Point and the IP sharing router.

RSSI

Receiver Sensitivity Index. RSSI is a value to show the Receiver Sensitivity of the remote
wireless device. In general, remote APs with stronger signal will display higher RSSI
values. For RSSI value, the smaller the absolute value is, the stronger the signal. For
example, “-50db” has stronger signal than “-80dB”.  For outdoor connection, signal
stronger than -60dB is considered as a good connection.

RTS
Request To Send. A packet sent when a computer has data to transmit. The computer will
wait for a CTS (Clear To Send) message before sending data.

RTS Threshold

RTS (Request to Send). The RTS/CTS(clear to send) packet will be send before a frame
if the packet frame is larger than this value. Lower this value can improve the
performance if there are many clients in your network. You can try 1500, 1000 or 500
when there are many clients in your AP’s network.

SNMP

Simple Network Management Protocol. A set of protocols for managing complex
networks.  The SNMP network contains 3 key elements: managed devices, agents, and
network-management systems (NMSs). Managed devices are network devices that
content SNMP agents. SNMP agents are programs that reside SNMP capable device's
firmware to provide SNMP configuration service. The NMS typically is a PC based
software such as HP Openview that can view and manage SNMP network device remotely.

SSL

Secure Sockets Layer. Itis a popular encryption scheme used by many online retail and
banking sites to protect the financial integrity of transactions. When an SSL session
begins, the server sends its public key to the browser. The browser then sends a randomly
generated secret key back to the server in order to have a secret key exchange for that
session. SSL VPN is also known as Web VPN. The HTTPS interface use SSL for data
encryption.
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Subnet Mask

An address code mask that determines the size of the network. An IP subnet are
determined by performing a BIT-wise AND operation between the IP address and the
subnet mask. By changing the subnet mask, you can change the scope and size of a
network.

Subnetwork or Subnet

Found in larger networks, these smaller networks are used to simplify addressing between
numerous computers. Subnets connect to the central network through a router, hub or
gateway. Each individual wireless LAN will probably use the same subnet for all the local
computers it talks to.

Super A

Super A is an Atheros proprietary turbo mode to increase speed over standard 802.11a
mode. It adds Bursting and Compression to increase the speed. If you live in countries
that prohibit the channel binding technology (i.e. Europe), you should choose “Super-A
without Turbo) if you need more speed than 11a mode

TCP

A layer-4 protocol used along with the IP to send data between computers over the Internet.
While IP takes care of handling the actual delivery of the data, TCP takes care of keeping
track of the packets that a message is divided into for efficient routing through

the Internet.

Turbo A

Turbo A is an Atheros proprietary turbo mode to increase speed over standard 802.11a
mode. It uses channel binding technology to increase speed. There are 2 types of Turbo
A modes: Dynamic Turbo and Static Turbo. In Dynamic Turbo, the channel binding will be
used only if necessary. In Static Turbo, the channel binding is always on. This protocol
may be combined with Super-A model to increase the performance even more. The used
of channel binding might be prohibited in EU countries.

TX Output Power

Transmit Output Power. The TX output power means the transmission output power of
the radio. Normally, the TX output power level limit for 2.4GHz 11g/b is 20dBm at the
antenna end. The output power limit for 5GHz 802.11a is 30dBm at the antenna end..
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UDP
User Datagram Protocol. A layer-4 network protocol for transmitting data that does not
require acknowledgement from the recipient of the data.

Upgrade
To replace existing software or firmware with a newer version.

Upload
To send a file to the Internet or network device.

URL
Uniform Resource Locator. The address of a file located on the Internet.

VPN

Virtual Private Network. A type of technology designed to increase the security of
information transferred over the Internet. VPN creates a private encrypted tunnel from the
end user's computer, through the local wireless network, through the Internet, all the way to
the corporate network.

Walled Garden

On the Internet, a walled garden refers to a browsing environment that controls the
information and Web sites the user is able to access. This is a popular method used by
ISPs in order to keep the user navigating only specific areas of the Web

WAN

Wide Area Network. A communication system of connecting PCs and other computing
devices across a large local, regional, national or international geographic area. A WAN
port on the network device means the port (or wireless connection) that is connected to the
Internet side of the network topology.

WEP
Wired Equivalent Privacy. A wireless encryption protocol. WEP is available in 40-bit (64-bit),
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108-bit (128-bit) or 152-bit (Atheros proprietary) encryption modes.

Wi-Fi

Wireless Fidelity. An interoperability certification for wireless local area network (LAN)
products based on the IEEE 802.11 standards. The governing body for Wi-Fi is called
Wi-Fi Alliance (also known as WECA).

WiMAX

Worldwide Interoperability for Microwave Access. A Wireless Metropolitan Network
technology that complies with IEEE 802.16 and ETSI Hiperman standards. The orginal
802.16 standard call for operating frequency of 10 to 66Ghz spectrum. The 802.16a
amendment extends the original standard into spectrum between 2 and 11 Ghz. 802.16d
increase data rates to between 40 and 70 Mbps/s and add support for MIMO antennas,
QoS, and multiple polling technologies. 802.16e adds mobility features, narrower
bandwidth (a max of 5 mhz), slower speed and smaller antennas. Mobility is allowed up to
40 mph.

WDS

Wireless Distribution System. WDS defines how multiple wireless Access Point or
Wireless Router can connect together to form one single wireless network without using
wired uplinks. WDS associate each other by MAC address, each device

WLAN

Wireless Local Area Network. A type of local-area network that uses high-frequency radio
waves rather than wires to communicate between nodes. The most popular standard for
WLAN is the 802.11 standards.

WMM

Wi-Fi Multimedia (WMM) is a standard to prioritize traffic for multimedia applications. The
WMM prioritize traffic\ on Voice-over-IP (VolP), audio, video, and streaming media as well
as traditional IP data over the AP.

WMS
Wireless Management System. An utility program to manage multiple wireless
AP/Bridges.
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WPA

Wi-Fi Protected Access. Itis an encryption standard proposed by WiFi for advance
protection by utilizing a password key (TKIP) or certificate. It is more secure than WEP
encryption. The WPA-PSK utilizes pre-share key for encryption/authentication.

WPA2

Wi-Fi Protected Access 2. WPAZ2 is also known as 802.11i. It improves on the WPA
security with CCMP and AES encryption. The WPAZ2 is backward compatible with WPA.
WPAZ2-PSK utilizes pre-share key for encryption/authentication.
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