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Introduction

Electronic Signatures for Microsoft Dynamics™ GP enables companies to increase
control over their system changes. Electronic Signatures supports one or more
electronic signature authorizations for system changes, as well as the ability to attach
electronic signature reason codes and comments to change history. Electronic
Signatures provides controls to help companies meet the requirements of data
compliance regulations such as FDA 21 CFR Part 11 and the Sarbanes-Oxley Act.

The following capabilities are provided by Microsoft Dynamics GP Electronic
Signatures:

*  Works with any Microsoft Dynamics GP modules or Dexterity-based, third-party
developed modules.

* Supports one or more password authorizations and the capture of electronic
signature reason codes and comments on specified system changes.

* Provides control on who can authorize each electronic signature.

* Provides flexibility to set up electronic signatures on system changes that are
important to you.

What's in this manual?

This manual contains a detailed description of Electronic Signatures, step-by-step
instructions to guide you through the installation and set up of your Electronic
Signatures module, and instructions for how to use Electronic Signatures for your
company.

This manual assumes that you are familiar with navigation principles in Microsoft
Dynamics GP and that you know how to operate the Microsoft Dynamics GP
business system. It also assumes that Microsoft Dynamics GP 9.0 has been installed
and configured on your computer.

To make the best use of Electronic Signatures, you should have a working knowledge
of each Microsoft Dynamics GP module that you use with Electronic Signatures.
Electronic Signatures integrates with every Microsoft Dynamics GP module, the
Dynamics system database, and Dexterity-based, third-party developed modules.

This manual contains the following chapters:

e Chapter 1, “Installation,” has step-by-step instructions that guide you through
the installation of your Electronic Signatures module.

e Chapter 2, “Electronic signatures overview,” includes an explanation of how
electronic signatures work and a perspective on deciding where to apply
electronic signatures.

e Chapter 3, “Setup,” explains how to set up electronic signatures for your
company.
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o Chapter 4, “Working with electronic signatures,” explains how authorizations are
performed with electronic signatures. It also explains how to access change
history information associated with electronic signatures.

Symbols and conventions

This manual uses the following symbols and conventions to make information stand
out.

The warning symbol indicates situations you should be especially aware of when completing
tasks. Typically, this symbol includes cautions about performing steps in their proper order, or
important reminders about how other information in Microsoft Dynamics GP may be affected.

The light bulb symbol indicates helpful hints, shortcuts and suggestions.

The (>) symbol indicates selections to make from a menu. In this example, from the
File menu, choose Print.

File > Print

Resources available from the Help menu

The Microsoft Dynamics GP Help menu gives you access to user assistance resources
on your computer, as well as on the Web.

Printable Manuals

Displays a list of manuals in Adobe Acrobat .pdf format, which you can print or
view.

Orientation Training

Accesses online tutorials that show you how to complete basic procedures within
Microsoft Dynamics GP. Additional tutorials are available through the
CustomerSource Web site.

Microsoft Dynamics GP Online

Opens a Web page that provides links to a variety of Web-based user assistance
resources. Access to some items requires registration for a paid support plan.

Current Installation and Upgrade The most recent revisions of upgrade and
implementation documentation, plus documentation for service packs and payroll
tax updates.

Document Library The most recent user guides, how-to articles, and white papers
for users.

Developer Resources The most recent documentation and updated information for
developers.

Product support information Information about the Microsoft Business Solutions

product support plans and options that are available, along with information about
peer support and self-support resources.
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Services information Information about Microsoft Business Solutions support,
training, and consulting services.

Microsoft Dynamics GP Community Access to newsgroups, where you can ask
questions or share your expertise with other Microsoft Dynamics GP users.

CustomerSource home page A wide range of resources available to customers
who are registered for a paid support plan. Includes access to Knowledge Base
articles, software downloads, self-support, and much more.

Customer Feedback Options

Provides information about how you can join the Customer Experience Improvement
Program to improve the quality, reliability, and performance of Microsoft software
and services.

Send us your documentation comments

We welcome comments regarding the usefulness of the Microsoft Dynamics GP
documentation. If you have specific suggestions or find any errors in this manual,
send your comments by e-mail to the following address: bizdoc@microsoft.com.

Note: By offering any suggestions to Microsoft, you give Microsoft full permission to use
them freely.

ELECTRONIC SIGNATURES



Chapter 1.

Installation

This chapter explains how to install and register Electronic Signatures. Information is
divided into the following sections:

* System requirements

* Before you begin

* Registering Electronic Signatures
* Installing Electronic Signatures

System requirements

Electronic Signatures works with the same computers you use to run Microsoft
Dynamics GP. For the latest compatibility information for Microsoft Dynamics GP,
see CustomerSource (https://mbs.microsoft.com/customersource). Due to the size of
some of the Electronic Signatures windows, we recommend a screen resolution of
1024 x 768 or greater. At this resolution, you will need, at minimum, a 177 CRT
monitor or equivalent flat screen monitor.

Electronic Signatures can be used only with the Microsoft SQL Server™ 2000 or the
Microsoft SQL Server™ 2005 database.

Before you begin

The following steps should be completed before you begin the installation of
Electronic Signatures:

* Verify that Microsoft Dynamics GP has been installed on your computer.

* Obtain a valid registration key. You will need this to use the product.

No registration key is required when installing Electronic Signatures into Fabrikam, the
sample company database that comes included with Microsoft Dynamics GP

* Create a backup copy of your important data.

* Note the directory location of your Microsoft Dynamics GP installation —you will
need to know this during the installation.

* Exit all applications.

Registering Electronic Signatures

Before you can use Electronic Signatures in your company database, you must
register your software. Without a registration key you will only be able to use the
product in Fabrikam, the lesson company that comes included with your Microsoft
Dynamics GP software. Microsoft Dynamics GP registration keys may be obtained
from your Microsoft Partner or from Microsoft customer support directly.

ELECTRONIC SIGNATURES 5
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Perform these steps
once on each company
that will use Electronic
Signatures.

Installing Electronic Signatures

To

install Electronic Signatures software on a Microsoft Dynamics

GP workstation:

To

Double-click the ElectronicSignatures90Setup.msi file. In the Welcome window,
click Next.

In the License Agreement window, review the End User License Agreement. If
you accept the terms of the agreement, click I Agree, then click Next.

In the Select Installation Folder window, select the Microsoft Dynamics GP folder
instance for this product to be installed into. Click Next.

i# Electronic Signatures 9.0

Select Installation Folder

The installer will install Electronic Sighatures 9.0 ta the following folder.

Tainstall in this folder, click "Mext". Ta install ta a different folder, enter it below ar click "Browse'"

Folder.

C:\Program Files\Microsoft DynamicshGFY Erowse...
Disk. Cost...

Cancel | [ <Back |

Mext »

In the Confirm Installation window, click Next. The installation program copies
the Electronic Signatures software and documentation to the Microsoft Dynamics
GP folder.

When the Installation Complete window appears, click Close.

install Electronic Signatures into the company database:
Start Microsoft Dynamics GP.
If the message “Do you wish to include new code now?” appears, click Yes.

In the Company Login window, select the company you want to install Electronic
Signatures into.

Open the Electronic Signatures Installation window (Tools > Setup > Company >
Electronic Signatures > Install Electronic Signatures).

Click Install:
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Click OK.

Clignt ession Information

Product I 4,965
ajor Version 9
Minar Yersion 0
Build Mumber 4

D atabase Version Information

Major Version 3
Minor Yersion
Biuild Mumber 4

Status: Press button to install

Instal
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Chapter 2: Electronic signatures overview

This chapter presents an overview of electronic signatures. Information is divided
into the following sections:

e How does Electronic Signatures work?
o Deciding where to apply electronic signatures

How does Electronic Signatures work?

Electronic Signatures applies preventative controls on changes to fields or windows
within Microsoft Dynamics GP. When a user attempts to complete a system change
that is controlled by an electronic signature, a window becomes visible that requires
one or more authorized passwords to be entered before the system change can be
completed.

Electronic signatures may be applied to most windows and fields within Microsoft

Dynamics GP. Electronic sighatures may not be set up on changes that occur within
scrolling windows.

Deciding where to apply electronic signatures

Electronic signatures are typically applied to the fields and windows in Microsoft
Dynamics GP that require preventative controls according to your business processes
and the needs of your organization. To decide where you should set up electronic
signatures:

Identify the points within Microsoft Dynamics GP that require preventative control.
Decide who within the organization should be authorized to release the control.
Decide what information should be captured at the point of the control, and what
rules should apply capturing this information.
”

- @ - This information may be set up as mandatory, optional or the information can remain hidden.
Creating electronic signatures requires an understanding of the Microsoft Dynamics
GP windows and field names. A good approach is to use Electronic Signatures in a

test environment prior to activating Electronic Signatures in your live Microsoft
Dynamics GP environment.

ELECTRONIC SIGNATURES



Chapter 3:

The electronic signature
is ‘attached’ to the
function of this button.
When the Save button is
clicked, the electronic
signature will look for
any changes to the
Window. If there were
changes, the electronic
signature will open the
Signature Entry
Window, capture
authorized passwords,
then close itself and
allow the Window to
complete the Save
process.

Setup

This chapter covers the process of setting up Electronic Signatures. Information is
divided into the following sections:

o Creating electronic signatures
o Creating an electronic signature reason code
e Setting up electronic signature authorizations

Creating electronic signatures

Electronic signatures are set up in windows associated with the records, or “electronic
documents’, you want to control. For example, you might want to require an
electronic signature when a change is made to an inventory item, which is contained
in the Item Master table, and changed in the Item Maintenance window.

Prior to creating a new electronic signature, obtain the following related Microsoft
Dynamics GP information about the location within the system that you would like
to apply the electronic signature:

*  Product

* Series

* Form Name

*  Window Name

* Attachment Resource (button that saves the document or closes the window)
* Record Keys

If you are not familiar with Dexterity Technical names for Forms, Fields, and Windows, a
good reference within Microsoft Dynamics GP is the Window Descriptions window (Tools >
Resource Descriptions > Windows). The Window Name can also be found by opening up the
window for which you want to set up an electronic signature. The Window Name is found at
the top of the window in the title bar.

To add an electronic signature to the Item Maintenance window:

1. From the Tools menu, select Signature Setup (Tools > Company > Electronic
Signatures > Signature Setup).

B Microsoft Dynamics GP

File Edit V\EWlTDDIE Transactions Inquiry Reports Cards Exfras Windows Help

J sal Fabnka.ml Setup Checklist IctAll = “ [ O B
— Utilities 1] System L
Routines > Company Carmpany
Customize 1 Posting L3 Account Format
Integrate b User Preferences Fiscal Periods
Macro »  Finarcial Tz Details
S | Ta Schedules
Resource Descriptions  » : _
—  Purchasing Shipping Methods

Inventory
Payroll
Project
Manufacturing

Payment Terms
Bank

Credit Cards
Comments

3
3
3
3
3
3
3

Internet Infar mation
Custom Link
Customer,/endor Setup
Advanced Lookups

Electro

C S es Install Electronic Signatures
Audit Trails i S e

{=t 2 Setup
2 Reason Code Entry
Signature Authorization
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2. Select the Record Key or Record Keys for the Signature as follows:

e Lookup (Tools > Resource Descriptions > Tables) to find the key fields for the
Microsoft Dynamics GP tables.
e Click the ellipses button to open the Table Names window. Select Item

Master.
i Table Names =[]
Froduct |Micrnsnﬂ Dwynamics GP L’ ‘ C\Program FilesiMicrosoft DynaricsiGRIL Find
Seties: |Invemury LI Wiew By | by Table Technical Name d
Erint..
‘ Display Name ‘ Physical Name | Table Group H
‘ Technical Mame Table Group Technical Name =]

[term Class Setup [ 40400 Itern Class Setup 7T
Il Class_SETP ltern CI\ Setup

Itern Master Change Detail Temp

IV_ltem_MSTR_Change_DTL_TEMP Mone

Itern Master Change Audit Temp File |TEMP

IV_ltern_MSTR_Chanue_TEMP Mone

Item Kit Master |\VDD1 04 Itern Master

IV _ltern_MSTR_KIT Itern Master

Iterm Quantity Master |\VUU1 0z Itern Master

IV _lterm_MSTR_QTYS Itern Master -

Cancel

Select the information you will capture at the point of the control. Information to
capture with the Electronic Signature may include:

e Electronic signature reason codes
e Comments

3. Indicate the capture options that will be applied to the information. There are
three (3) capture options for electronic signature reason codes and comments:

Hide: Disable on the Signature Entry window. The user will not be able to see
or use this field.

Provide: Enable on the Signature Entry window. The user has the option to use
the field. However, it is not required for the electronic signature to be valid.

Require: Enable on the Signature Entry window. The user must fill in this field
for the electronic signature to be valid.

4. Click OK

ii Users must log out of Microsoft Dynamics GP and log in again for changes to take effect.

Creating an electronic signature reason code

Each electronic signature can have its own set of electronic signature reason codes.
Electronic signature reason codes are user-defined codes that a user can (or must)
select before completing an electronic signature. An unlimited number of electronic
signature reason codes can be created for an electronic signature.

To create an electronic signature reason code for an electronic signature:

ELECTRONIC SIGNATURES



1. On the Tools menu select Signature Setup (Tools > Setup > Electronic Signatures
> Signature Setup).

2. Click the Go To button located in the upper right of the window. Select Reason
Codes to open the Signature Reason Code Entry window:

=10]x]
B Save | X Deete | Ciear | E ;I
Label Item Maintenance Signature D W
Product Feason Code | Requie ﬂmre Authorization
Sefies Comment Pravvide =
Form Name: I¥_ltem_Maintenance
‘Window Name | I¥_ltern_Maintenance
Aftachment Resource ‘Save Button'
Record Kep 1 ‘ltemn Number*
Record Key 2 I
Record Key 3
Record Key 4
Produc. = | Label Forrn Narne
4] Wendor Maint - Save Button TM_Wendor_Maintenan.
0 Wendor maint Options PM_Vendor Maintenatn
REo Credit LimitChange_OX Button RM_Customer_Mainten:
] Item Maintenance IV_Item_Maintenance
of 1 B
=]

3. Existing electronic signatures are displayed in the upper part of the window.
Click an electronic signature name to select it.

4. The Signature name will appear in the Signature field:

I Sighature Rei C N =1ojx|

« Dore |
Produet I I Label |
0 Vendor Maint - Save Button
0 Vendor maint Options
0 Credit LimitChange_ QK Button
0 Item Maintenance
Signature Item Maintenance
RessonCode  CHNG 5DES [E[X]
Description Change Item Short Description

5. Enter a Reason Code and Description into their respective fields.

6. Click the disk icon button next to the Reason Code field to save the electronic
reason code.

These are required fields.

The Reason Code will be displayed in the bottom detail section.
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Setting up electronic signature authorizations

When a change is made to a field or window that is controlled by an electronic
signature, a window will appear requiring authorization for the change. Each
electronic signature may have its own list of authorized approvers.

To set up authorized approvers for an electronic signature:

1. On the Tools menu, select Signature Setup (Tools > Setup > Electronic Signatures
> Signature Setup).

2. Click the Go To button located at the top right of the window to select Signature
Authorization.

3. Existing electronic signatures are displayed in the upper section of the window.
The Signature Label will appear in the Signature field. Click an electronic
signature to select it:

I Signature Authorization: =]
v Done |

Product ID | Label |

a Vendor Maint - Save Button

a Vendor maint Options

4] Credit LimitChange OF_ Button

Signature | Item Maintenance

User 1D m

UserID =«

4. Click the User ID lookup button.

5. Select the user that will be authorized to approve this electronic signature. Click
the disk icon button next to the User ID field to save the authorized User ID.

ii This is a required field.
6.

The authorized User ID will be displayed in the bottom detail section:
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i Signature Authorizat =0l x|

¥ Done |
Product ID | Label |
a Wendor Maint - Save Button
Q Vendor maint Options
0 Credit LimitChange_OK Button
0 Ttem Maintenance
Signature | Item Maintenance

User 1D Kevin

User ID  «
Klarl WHSE MINGR

Phyllis

7. Click Done.

ELECTRONIC SIGNATURES 13



Chapter 4: Working with electronic signatures

This chapter provides information on how to use Electronic Signatures. The chapter
is divided into the following sections:

*  Authorizing changes with electronic signatures
*  Viewing change history for electronic signatures

Authorizing changes with Electronic Signatures

When an electronic signature is enabled on a window, the window requires
authorized passwords to be entered before the system change can be completed. This
section includes an example of authorizing a change with an electronic signature set
up on the Item Maintenance window:

To authorize a change:

1. Open the Item Maintenance window (Cards >Inventory > Item).

2. Using the Item Number lookup button, select 100XLG.

3. Change the Short Description field to "xxxx" :

I Item Maintenance — =] x]
I Save | & Clear | X Delets |52 Copy | =
Item Mumber 100LG 1)
Description Green Phone E
Short Description | Phone HDST I
Generic Description Fhone Class ID
Item T ype: Sales Inventory - 1]
Waluation Method: LIFD Perindic
Sales Tax Option: _Taxable = Purchase Tax Option Montaxable =
Tay Schedule D | ALL DETAILS Ty Schedule L
U of M Scheduls 1D PHOME 110 @ Standard Cost $56.50
Current Cost $20.46
Shipping “eight 5.00 List Price $0.00
: Quantity On Hand 30
_ Optors | coourts | Qusnity Avsiabls P
4 4 b bl by ltem Number - @

4. Click Save to attempt to save the record and the Signature Entry window will
open. Enter your password, and capture the user name and password from a
second authorized signer if required. Also select a reason code and description if
required.

14 ELECTRONIC SIGNATURES



I Save | €3 Abot |

Record 100-LG
Authar | Phyllis
Password

Signed By

Fassword

Reason C... =« | Description
0001 CHING  Change Short Desc
0002 VIND Vendor Change

Reason Code
Description

Comment

If you are unable to provide the correct information, you must click the Abort button.

5. The Signature Entry window will close and return you to the original window.

Viewing change history for electronic signatures

Electronic signature data is captured and viewed in the Microsoft Dynamics GP
Audit Trails module if activated, and in the Extras menu associated with each
electronic signature. To view electronic signature history information in Dynamics
GP Audit Trails, refer to the Dynamics GP Audit Trails user manual. To view
historical information accessible within the electronic signature:

1. Open the window where an electronic signature has been attached and select the
record that has been changed:

H [tem Maintenance h =10l x]
H Save | & Cear | X Dete |23 com | Eiw|
Item Number 1004LG 1)
Description (3r2en Phone [7]
Short Deseription |HDsT
Generic D escription Fhone Class D
Item Type: | Sales Inventory = Quantity Diecimals: 0
Valuation Method: LIFD Periodic Curency D ecimals
Sales Tax Oplion: | Tanatles = Puchase Tax Dption Montasable -
Tz Scheduls ID ALL DETAILS T i E5|
U of M Schedule ID | PHONE 1-10 4] Standerd Cost $55.50
Curent Cost $28.46
Shipping ' eight 5.00 List Price $0.00
Quartity On Hand a0
_ogtors | accaurs | Quanli Avallable 2
14 4 b Bl byltem Number - (@

2. Select the electronic signature (Extras > View Signature).

3. The Signature View window will open and display the following information:
e Record/Document Number
* Signed By

* Date of last change
* Time of last change

ELECTRONIC SIGNATURES 15



* Document Version (number of signed changes)
* Reason Code and Description
e Comment

Fa Ttem Maintenance ] -0 x|
B Save | & fear [ X Delete |[FZ) Cop =R
Item Number | 1004LG D
Description Green Phore m
Short Description | HDST =1o) %]
Generic Description Phone J oK |
{tem Type Sales Inver  Document Number | 100¢LG
Waluation Method: [ LIFO Peria
Signed By Kevin
Seles Taw Opton [Tanshle  Date | 341672008 -
Taw Schedule 1D ALLDETA  Time | w007 PM
U of M Schedule ID | FHONE 1" Dacument Versian 3 955.50
Reason Code 0001 CHNG $20.46
Sl 50 Desciipiion Change Short Dese $0100
Comment

New info fram vendor

: Quantity On Hand | Eﬁ
M Quaniity Available %
4 b bl [byltem Number = 0@

4. If the field or window selected does not have an attached electronic signature, the
following message will appear:

Microsoft Dynamics GP 3 |
& Mo Signature Retrieved
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