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USER Manual

This document contains all informations related to the SOFIE tool. CETREL proposes SOFIE to its
customers to execute Secured Online File Exchanges.

The user manual addresses the needs of IT specialists for the installation and configuration of the
network, as well as those of final users for the SOFIE functions.
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cContacts

User Help Desk

Please contact the User Help Desk for any information you need.
Either for the installation or the use of SOFIE.

phone: (+352) 3 55 66 - 600

e-mail: helpdesk@cetrel.lu

Commercial Department

Please contact the CETREL Commecial Department for any information related to your SOFIE contract.

phone: (+352) 3 55 66 - 444

e-mail: commercial@cetrel.lu

Please contact the CETREL Securities Commecial Department for any information related to your SOFIE
SORT contract.

phone: (+352) 3 55 66 - 349

e-mail: reporting@cetrel-securities.lu
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Introduction

SOFIE is not only a tool proposed by CETREL S.C. to transfer files in a secured way. CETREL S.C.
proposes SOFIE as a complete service allowing SOFIE or SOFE SORT participants to exchange files
with a delimited number of other participants (Cetrel, Centre Commun de la Sécurité Sociale, Tax
Administration in Luxembourg, CSSF).

For data security, the SOFIE solution relies on CETREL's own Certification Authority (CA) or LuxTrust
Certification Authority.

Find on www.cetrel.lu or www.cetrel-securities.lu call our HelpDesk or Commercial Department to get all
detailled information to adhere to this service.

Basic Functions of the SOFIE tool

1) SOFIE implements the main security principles; authentication, non-repudiation, confidentiality and
integrity. These security functions are independent from the transfer mechanisms, and so it is possible to
use alternative transfer solutions (diskette, tape, ...) without reducing the security level.

The functions implemented in SOFIE are based on the IAIK Library [TM] developed by the Technische
Universitat Graz.

2) SOFIE uses Certificates (X.509), established by the Certification Authority of CETREL or LuxTrust
Certification Authority.

3) The transfer mechanisms to send/receive files is based on the HTTP/S protocol. This renders SOFIE
independent from difficult network security requirements.

4) To exchange secured files you may choose the "connected mode" when you have a direct
communication with CETREL using the Internet or a leased line. You may also choose the "stand-alone
mode" configuration, when your data is coming from a highly secured environment. In this case the data
is secured on your station and the secured data is sent to your addresse using the medium he accepts.
Generally you may use another "connected mode" participant for the data transfer.

5) SOFIE offers a functionality to recognize and verify structured files before the securitization of the
contents. This functionality avoids the transmission of incorrectly structured files.

6) SOFIE is capable to distinguish the context of an exchange. In "Production" context the exchange of
real operational information is processed. The "Test" context is used to exchange data for test purpose.

7) For the exchange of data, SOFIE participants subscribe to packages. This allows a participant to
exchange data only according to rules established for the package (ex. the types of supported files, the

participants). The rules for every package are documented and available on www.cetrel.lu.

8) Apart the exchange of secured files, a package may include additional functionalities.

- For the tax administration in Luxembourg, Cetrel developed a package that permits users to type in
data. Data are formatted into a file, according to the requirements of the tax administration. When data
capture is completed, they are securely sent to the tax administration.

- For the TAF report, Cetrel developed a package which is commercialized by CETREL Securities that

permits users to type in data. Data are formatted into a file, according to the requirements of the CCSF.
When data capture is completed, they are securely sent to the CSSF.

10) All detailed informations on the service are available by www.cetrel.lu.
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SOFIE concept
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The concept of SOFIE is very simple:

1. Any user, having a direct connectivity to Cetrel (here 999900202, 999900201, CCSS, Tax
Administration, Banks, CSSF) can exchange secured data with another.

2. Every participant has it's own SOFIE program installed on his infrastructure (server, PC, ...). On
this infrastructure the data is secured with the user's private key and the receiver's certificate.

3. The secured file is send to Cetrel, who simply makes it awailable to the receiver.

4. The receiver launches his receipt as he wishes and can only decrypt the files for whom he has
the correct private key.

Some patrticular applications of SOFIE are document further in this documentation (Useful information).

Installation

The installation and configuration process has been simplified and automated at its most. You can get
your version of SOFIE either by downloading it from our Website or we can provide you with a CD-ROM.

For upgrading your SOFIE version, we use the JNLP [TM] technology via the Webstart [TM] tool . It allows

you to get an update of your SOFIE program every time you start the program. The SOFIE modules are
electronically signed, protecting you from the delivery of a non-Cetrel version.
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JRE [TM]

SOFIE uses the Java Runtime Environment. It is the standard JRE as delivered by
SUN [TM].

The JRE is automatically installed.

Webstart[TM]

Webstart[TM] is a tool delivered by SUN[TM]. It implements the JNLProtocol, to
synchronize a program between a client station and the version existing on a
webserver.

CETREL uses this technique to synchronize the SOFIE program with its customers.

Webstart verifies the electronic signature of a module. Using this technique, you are
always sure that the installed module is coming from CETREL. The certificate is
installed automatically during first installation.

Additionally, Webstart uses the sandbox mechanism of JAVA. This functionality
allows customers to be sure that the SOFIE program has only access to authorised
resources of your computer. If you are familiar with this concept, you can yourself
change the rights.

SOFIE

The SOFIE program consists of a number of signed JAR's.

The functionalities of the program can be used either by the GUI or via batch mode.
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Technical Requirements

Platforms

Refer to www.cetrel.lu to get all the information concerning the supporter platforms and the technical
requirements for the SOFIE tool.

Communication

The file exchanges with CETREL are done via an Internet Connection. Any type of communication can be
used : leased line, modem, ....

I Important !!!
e To allow the transmission of data, you need to open the following URL and
TCP/IP sockets.

http://lwww.cetrel.lu/jws/sofie/index.html
https://www.cetrel.lu/cgi-bin/prot/chgpass

e To be able to have the automatic update of new SOFIE versions, allow the URL
https:/lwww.cetrel.lu/secure/prot/sofie/jsp/serviet/SofieMain
e To have access to the LDAP, authorize use of the LDAP protocol with port 389

e |If you are using a Proxy, verify that it is working without "user authentication".
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Directory Structure

To integrate SOFIE in your automated process, it is important to know the usage of the directory
structure, installed and used by SOFiE.
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Directory Recommended actions
999900**** backup the structure regularly
Archive clean the structure regularly
Error backup (for tracing) and clean regularly
. all files received for the user are decrypted and can be used for further
Received
treatment
. all files received are transmitted to user 999900207 and are not (cannot
received/999900207 (
be) decrypted
to_crypt basic directory scanned every time you execute the encryption process
to_decrypt basic directory scanned every time you execute the decryption process
to_send basic directory scanned every time you execute the sending process
Keys backup regularly
contains the log files. You can use the files to monitor SOFIE
Logs . .
It is recommended to make a regular backup and clean the directory.
Properties\batch backup regularly
Properties\clients backup regularly
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Windows installation

Prepare the installation
Download the Installshield from www.cetrel.lu or get your CD from CETREL
.You have to uninstall former SOFIE installations, when reinstalling SOFIE.

Log to your computer using your Adminstrator user. The installation of the JRE requires
administration rights

Download from www.cetrel.lu your SOFIE software using your User-id and Password you got from
CETREL.

1. Start the download

File Download - Security Warning 5'

Do you want to run or zave this file?

Mame: Sofie W25 exe
Type: Application, 39,5 MB

From: v cetrel lu

Bun Save i LCancel

P While files from the Intemet can be useful, this file type can
g potentially harm pour computer. 1f you do not trust the zource, do not

tun ar zave this zoftware, What's the risk?

2. Confirm with OK and choose the file location

aveas 2l
Save in: |||i'| Downloads j € 1wl e | BE

| :\cortinaé
l;.l.':e";i;'iind-windows-lnstaller-U_?_1
Sofie_W2.5
“MLobjective_free_windows_1_1

amnlweaver

File narne: ISofie_V2.5 ﬂ Save I
Save as twpe: |Application j Cancel |

-10 -
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If you choose another directory, remember the location of the sofie.exe file

The download will start

19% of jws.exe Completed [ ] [ |
M
\
Saving:
iz, exe from w, cetrel o
NENENERER

E ztimated time left; 33 zec[1.71 MB of 9.93 ME copied]
Drawrload to:; C:heml252455ECS chenthpms. exe
Tranzfer rate; 249 KB/Sec

™ Close this dialog box when download completes

[Ees HpemiEolder I
[Hper [pen Eolder I Cancel

3. After the download has finished, use your Explorer and double-click on the sofie.exe file, or use
the Windows run function

O 2|

Type the name of a program, Folder, document, or
Inkernet resource, and Windows will open it For you,

Cpen: | c:ikemplsofie_ix.x, exe _ﬂ

ok I Cancel | Browse. .. |

Install from the CD.

The installation process should automatically start when you insert your CD into the reader.

If this does not happen, open the Explorer and double-click on the setup.exe file

-11 -
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Execute Installation

1. The Installshield starts and asks you where to install SOFIE

Sofs imstallation pakh

Crrase the Lamsl descion i Sohs

frestard (Sl | cgack | [ et | } 1 Comncal

2. When the installation is finished, a SOFIE icon is added to your desktop T SOFIE s

automatically started. You will arrive to the Login screen

Other Platform Installation

. Use your User-ld and Password to download from www.cetrel.lu your TAR file or get your CD from
CETREL.

2. Copy the TAR file to its destination, and execute the UNTAR utility with the instruction:
uncompress sofie.verxyz.tar.Z
tar -xvf sofie.verxyz.tar
3. The following components have been installed:
e the latest JRE [TM] supported by SOFiE (refer to www.cetrel.lu for the actual version)
e the SOFIE program

4. Start SOFIE using the run_gui.ksh script.

-12 -
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User manual

Starting SOFIE
&

Use the icon " on your desktop to start SOFiIE.

SOFIE is started through Java Webstart [TM]. Every time you start SOFIE, it will try to synchronize your
SOFIE version with the reference at Cetrel.

When a new version is downloaded, the starting of SOFIE will last somewhat longer (depending on your
telecommunication infrastructure).

Notice: The synchronization happens only if you have access to the required URL.

Login
The login allows you to access the functions of SOFIE.

1. Fillin Your User Id and Your Password

¢ -teon 1ol x|
Login ||

Passwiord I

Zhange password | ] | Cancel |

Remember that the first time you log to SOFIE, you have to type in the password
contained in your envelope.

During the configuration wizard, you will have to change your password.
SOFIE requests that your password will have at least 8 characters, one upper case
letter, one lower case letter and a digit.

After 3 erroneous attempts, the Login terminates automatically. You can nevertheless restart
SOFIE and try to log in again.

-13-
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NI Important !

If you forget/loose your password once you have created your profile, you
can no longer use SOFiE.

You must contact CETREL to get a new participant ID.

SOFIE saves the status of your user and during the login, according to the status, different
functions may only be awailable

LOGIN

User in Certificate has reached limit o o .
Usernot|——— .. New certificate |Certificate |User defined and
————=|configuration |date and renewal was not . — -
defined was requested |expired certificate valid
—— — |process requested

User not defined

If the User Id is yet not declared on your computer, you are requested to confirm the creation of the user.

QUESTION x|
'r) Isar unknown.

.
e Do wou weant ko create a new profile ?

| Confirm the creation of a new user and you will continue with the configuration

wizard

Do not confirm the creation of a new user and get the information

x

@ Innwalid login

After confirming with il you return to the login screen.

-14 -
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User in configuration process

The configuration wizard leads you through all the configuration steps you have to execute before having
access to the SOFIE functions. If for any reason you stop during the process, the next time you login, the
wizard will automatically guide you to the last configuration step performed. You continue with the
procedure.

1. The Disclaimer informs about the responsibilities when using SOFIE

— SOFE = ZiE ii
Current step : Disclaimer
oL R v FEse s ur bEe carelully
Steps tollowing =
=
Frofile creation WARNING
This softwars is the property of CETREL 2.0,
E d You bave the nght Lo wseé ttos solbamre ondy For the fequest For certificates walh CA-Celre {cerbRcalom sulhtnly of CETREL 5.C) m
arcordance with the terms of the contract you signed with CETREL 5.0
Before usmg the Sofbware, ke care thal you cim assume pour responsinblies as defined = the ceruficate pobey, allached Lo the
condract
Pergoral mation
Qi Yo may nol modify, decorngale or use s Soflware For any other ussge than specified m the contract
o gy nod remove te copyrighl information mentionned i this software.
Accordag 1o the lw of 2od Angost 3002 regardng he protection of priveie dats, yoo bave the nght to access and request the
Keys generation eoficaton of your persors] data,
Yoo may execite your right by sending our regaest by mail 1o
Sard the cartificate requast | CETREL 5.C
10 Pare d'Actvits,
L-29%6 Luzemninar g T
Cartfcats nstalaten o e i e v e S
O Agres & MOt agres
T L i uicl b B I Canme| |

-15-
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2. The profile creation

e confirm your internet connection

e when yes, confirm your proxy and give the Host name and the port number of your proxy

server (ask your network administrator for these informations)

>

--]i[_

[steps following
Hars an intermns! eciior " ¥es = Bo
iﬁ-nﬂe:rmﬁm Use 3 proy Senm L S
Hast name [
Port number |
Epamd change

!Pslmndirfu‘mntnn

| Koys panaration

| Sand the cartficate raguest

| Ceetificata nstalation

confirm whether you are connected to the internet
If you have an Internet connection, you are asked to complete:
= whether you have a proxy server
= and give the Host name and the port number of your proxy server

(ask your network administrator for these informations)

-16 -
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3. You are requested to change the password

Repeat your old password and fill in your new password (respect the rules for
declaring a password).

=10 x|
Current step . Passwerd change
Pazaward must containg & characters with at lesst 1 digit, 1 uppercaze and | lowemase characts)
[steps following Losn [rEmsnnzne
old passward !'I'lknkfft
Profile creation
Pasaward !11gakttt
Conflom password I'TH""'ﬂt
Passward change
Personal information
Keys generabion
Send the certificate raquast
Certificate irstalation
<= Previsls [ Mek == | Careel

Repeat your old password, and introduce your new password (respect the rules for declaring a
password).

Notice: Your password for accessing the protected Internet site of CETREL has also been
changed

-17 -
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4. Fill'in your personal informations and select your Certification Authority

& SOFiE =10lx|

Etape en cours : Informations personnelles
Veuillez saisir ou modifier [es informations suivantes en vous référant au mail gue vous avez regu

CETREL

Suivi des étapes Autorité e certfication utlisée @ CaCetrel © Lindrust

Mam

@ création du profil E-Mail

Société

Localité

Pays Luxembiourg =

(@) Changement du mot de passe

I
[
[
Département (optionnel) [
I
Mom du serveur de mails (SMTP) [

Informations personnelles
Génération des clés
Envai demande de certificat

Installation du certificat

<= Précédent Suivant = | e |

Notice:

For SOFIE Business Contract, the Certification Authority is CaCetrel

Be sure that you fill in the information as mentioned on your contract. These informations will be
used for your certificate request, and the CA_Cetrel will refuse your certificate request if
informations are wrong.

Name: your name

E-mail: your e-mail address (the certificate will be sent to this address)
Company: company name

Department: your department

City: your city

Country: your country

Mail server: name of your mail-server (consult your network/system administrator)

FOR SOFIE SORT Contract, the Certification Authority is LuxTrust

Be sure that you fill in the information as mentioned on your communication with LuxTrust. These
informations will be used for your certificate request, and LuxTrust could refuse your certificate
request if informations are wrong.

-18 -
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5. Confirm your personal informations and the Certification Authority

continue with |— to

6. Generate your private/public key

-19 -
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continue with [

For CA_CETREL

7. Send the Certificate request

O either automatically if you have an internet connection (option fixed in the first screen)

O either save the certificate request with the filename = your Participant Id. and send the file
manually by email to cacetrel@cetrel.lu.

-20 -
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=10 =]
Current step | Gend the certificates request
> Wouwee nal Connecd oo AN e ot
e B0l MU Tho oA e e
o ceaskiCatE meauss]
1 >
Eteps follzaing Rechercher dan. = Safe = rEE
b
JERAProfie cramon =iy
Tl
=
= ks
= pracenlits
i Paesword charge -
EdPeraonal wor mation
s pereration
Sprd the certiicans neguet |
e vk Ak, Mo de fichier ; [555500202 dem
o o e+ [ous les fichiors =1
=L il ] Mot = | Canoel |

8. CA-CETREL will send you by email the “SOFIE.CONFIG” file, containing your certificate and
your profile.

9. The next time you start SOFIE, you will be guided to Load requested Certificate

For LuxTrust

7. Save Certificate request for LuxTrust

— = l:|¥
Etape en cours : Envel demande de certificats
WOLE FEIES PAE CONNSENE L1 NG BTaLr BEE SLEnUG
Vous dewez dont cholsir chdessous e fichier dans lequel
volre demande de certfical sera enregisirée
Buivi des étapes Rachurctar s [ 32 —y = s
6 Création d profi
1) Charmement du mok de pasze
(3 infiarmations parsonneles
G Gbenbe st o el
‘Erveni demarde de carticet
Irstalaton du certficat Momdefichier = [i#5310004 3o
Fichitrs Butype i [1cam b Fichums. =
coptiiet | gt aa | greder |

-21 -



- Cetrel S.C.-

The format of certificate request is the format .pem required by Luxtrust

8. The first phase of your configuration process has been executed and SOFiE is stopped.

9. Send your Certificate request to LuxTrust and retrieval your certificate certified by
LuxTrust. Following the instruction defined on :
https://www.luxtrust.lu/fileadmin/user _upload/downloads/SSL _gquide online.pdf.

Notice : You can download your certificate in format .der or .pem

10. Upload your certificate on www.cetrel.lu under SOFIE heading

LuxTrust Informations pratiques:?

Certificate import Standard; {(+352) 3 55 66-1
Blocage cartes: {(+352) 491010

Your LusLrust certificate has to be known by SOFIE. Helplesk cmnlnen:;ams: (+332)49 10 38
Please selectyour cerlificate request file and upload itto our senver, Helpdesk hanques: (+352) 335 66-600

After a few days, you will recaive your SOFIE canfiguration fle Helpdesk par maik helpdesk@uelrelu
Informations: infoi@cetrel Ju

Selectyour LxTrust cerificate file and upload it
Youwil be asked for your 30FIE User D and password.

navigation?

| Browse...| Upload |
/

Plateformes supportees
Installation

Description technicue

Participants tiers
Dacumentation

Catetrel

LuTrustd’

If the upload is correct, you receive a confirmation

-22 -
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3 C:%Documents and Settings'\¥NO0312%Local Settings Temp*notesBESES9E, ~231 7097 htnr = | I:Ilil

J File Edit Wiew Faworites Tools Help

|J Links @ Customize Links %2 Wind{c:\Dacuments and Settings\.'\-‘l‘\.IDS12'|,L|:u:a|lSetEingsI
J iL)Back - J - |ﬂ Iﬂ _;} )__j Search \:{\\? Fawarites £‘3| <] ~ ; -

| Address |@ Ci\Documents and Settings|YMO312\Lacal Settings| TempinokesESES9EY~231 7097, htrl = =

=
(Certificate import
Your certificate has been imported.

SOFIE Installation %ou can finish the SOFIE installation as soon as you have received the SOFIE configuration file

Trom CETREL

Certificate renewal Wour new cerdificate will be used as soon as as you hawve received the new SOFIE configuration file

(=2
[&] Done [ 52 My Computer i
Else you receive an error page
-} C:\Documents and Settings' ¥MN0312' Local Settings’ Temp'notesBSES9E", certificat_nok — 13 =]
J Eile Edit Wiem Faworites Tools Help |J Links @ Customize Links &2 wWindows Marketplace | -:,'
R j j A ? oy ' > S
J Q EBack - d - = 2| a | o~ ) search .. Favorites Ej | T R -
J Address I@ CHDocuments and SettingsiviN0E1 2 Local Settingsh TempinotesESESRE\ certificat_nok, html ;I {={a)
Cerificate import:
A problem was encoutered while importing the cedificate
Please chek that your cerificate is correct
“ou can try later or contact our Helpdesk.
SOFE SUPPORT CETREL Help DeskTel.: 3 55 66-600 | fax: 3 55 65-666
or email helpdesk@&@cetrel.lu
|@ Done | j My Computer o

10. CETREL will send you by email the “SOFIE.CONFIG” file, containing your certificate and
your profile.

11. The next time you start SOFIE, you will be guided to Load requested Certificate

Certificate has reached limit date and renewal was not requested

1. SOFiIE detects that your certificate will soon expire (1 month), and asks if you want to renew
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your Certifiacte

[Boveston [
@, Yourcertcate will be soon expired.

Do youwantto create a new one now 7.

{(Cancel to start the application)

| canvel |

Cancel | will start the application

ez will

2. Generate a new private/public key

Current step | Send the certficates request
Wi e il Connoee s of A e Lo
i By youd s cha pes e b e
s ke E g e
P = —
Steps fellawing = dir 2 7= =afi s [
| b
HEProfie craaton F=dxe
s
Gk
Tl
| = procelien
@Mmdd‘u’\qﬂ g
fﬂmlmm
Py Nebwork
Pl
“Egrd the cortificase reguest |

Mom defichier ;. [395900200 dem

Fichiers i f0% ¢ [Tous bos fchiors =]

Caruficam realaton

T Bt Mot | Canced |

For CA-CETREL

3. Send the Certificate request

O either automatically if you have an internet connection
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ol

O either save the certificate request with the filename = your Participant Id. and send the file
manually the mentioned email address

Creoteceme =] @] 5] & =

A ——
T -

4. The first phase for your key renewal process has been executed.
CA-CETREL will send you by email a file containing your certificate. The next time you
start SOFIE, you will be guided to New Certificate requested.
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For LuxTrust

4. Send your Certificate request to LuxTrust and retrieval your certificate certified by
LuxTrust. Following the instruction defined on :
https://www.luxtrust.lu/fileadmin/user_upload/downloads/SSL_guide_online.pdf.

Notice : You can download your certificate in format .der or .pem

5. Upload your certificate on www.cetrel.lu under SOFIE heading

LuxTrust Informations pratiques:?

Certificate import Standard: (+352) 3 55 66-1
Blocage cartes: (+352) 49 10 10

Your LisLrust cetificate has to be kniown by SOFIE. Helpdesk '30"““‘3“?3'“5: (+352)4910 38
Please selectyour certificate request file and upload itto our sener, Helpdesk banques: (+352) 3 55 66-600

Aier a few days, you wil receive your SOFIE configuration file. Helpdesk par mail: helpdeskidoetrellu
Informations: infogcetrel u

Selectyour LuxTrust certificate file and upload it
Yauwill be asked foryaur SOFIE User (D and passward.
navigation?

I& Bruwse...l e | Plateformes supportes
Ingtallation
Description technigue
Participants tiers
Documentation
CaCetral

LTrustd

If the upload is correct, you receive a confirmation
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3 C:hDocuments and Settings" ¥M0312%Local Settings Temp'notesB5SES9E, ~231 709 7. hEml = |I:I| x| |
1 = 1
| File Edit Wiew Favorites Tools  Help |J Links & Customize Links &5 wind{c\Documents and Sebtings)Yh0S1 21 ocal Settings
- 5 j ﬂ - L ) S T
J L\) Eack - -\) - | = — ;:j | /_\.l Search “ . Faworites {Z‘) | E T -
-
| mddress |47 Ci\Documents and Settings\¥NO312\Local Settings) TempinotesBSES9E Y ~2317 097, htm - Go

=l

Cerificate impoaort

Your cerificate has been imported.

SOFIE Installation You can finish the SOFIE installation as soon as you have received the SOFIE configuration file
from CETREL
Certificate renewal Tour new certificate will be used as soo0n as as vou have received the new SOFIE configuration file

=
|@ Cone ’_ I_ I_ I_ I_ | _rj My Compukber L

Else you receive an error page

Documents and Settings . ¥MN0312 Local Settingsh TempinotesB5ES59Ey certificat_nok.ht — 1521 =]
J Fil= Edit Wisw Faworites Tools Help |J Links @ Custormize Links 82 Windows Marketplace | -:,'
& ™ E @ M . S
J l\) EBack - -\) - | = =t ;:j | e ) Search 5. Favarites E}\ | I: =" -
=
| address [£7] c:\oocuments and Settings|vrO312Local Settings) TempinotesBSESSE certificat_nok. html - Go
=

Cedificate import:

A problem was encoutered while importing the certificate

Flease chek that vour cedificate is carrect

“ou can try later or contact our Helpdesk.

CETREL Help Desk Tél.: 3 55 66-600 | fax: 3 55 66-566

SOFIE SURPORT or email helpdesk@E@cetrel.lu

W

|@ Done ’7 '7 '7 '7 '7 | :ﬂ My Computer

6. CETREL will send you by email the “SOFIE.CONFIG” file, containing your new certificate
and your profile.

7. The next time you start SOFIE, you will be guided to New Certificate requested.
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Certificate expired

1. SOFIE detects that the certificate has expired.

EEiQuESTION %]
. ‘vour certificate is expired. Do you wantto craate 3 nesw ane ridw 7
: [(Cancel to startthe application, inthis tase
you will not be able to crepty

| cancel |

enesl | will start the application, but you will not be able to encrypt and send any file

il will either invite you to load a requested certificate, or to renew your certificate

Load requested Certificate

1. After starting the application, you are requested to load the “SOFIE.COFIG” file, you
received from CETREL

=lo]=]
Cuifrent step : Certificates mstallation
Faban aedn o T recebod frm Siaal
Bteps follawing Fechorcher dans i- Eafie _:j ¥ EE
| b
Ebrofie reston e daty
s
= b
g
| ' = prautlEn
B Password charge Dkt [ .
. = R e
{Edrarsonal nior mation
e gerecation
HED) Eord the ortficats request
Cornficarm resralanon tomoe foher [
Fhiors c frpes |T-w: kes fichiors :l

post=> | ganond |

Select the file and continue with
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2. SOFiE is installing your certificate. The configuration wizard will finish with this screen

Current step : The configuration is finished successfully.0
Mow, you can start the application

CETREL

§teps following

& Profile creation

@ Password chanoe
{® Personal infarmation
CONGRATULATIONS 1!
3 Keys generation

&) Send the cerificate request

(& Cetificats installation

= Freyinge

Cancel

3. SOFIE is started automatically

Change password

It is recommended that you change your password regularly.

If you think that someone else was able to access your password, modify it
immediately.

1. After starting the application, choose the option Change Password

& SOFiE - Password change = EE
Login |
0ld passward |

Password must containg 8 characters with at least 1 digit, 1 uppercase and 1 lowercase character

Password |

Confirm password I

2. Fill in and confirm with ii your new Password.
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Main menu

You can access to the functions using the menus or using the different shortcuts.

Access to functions depends whether you have an Internet connection, and that the certificate has not
expired.
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The main menu of SOFIE gives access to the different functions of SOFIE

1. Processing of files

The Emission functionality allows you to encrypt and/or send files to a destinator.

The Receipt menu gives you access to the Receive and Decryption functionality.

2. The Tools menu gives access to
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- the different Settings to customize SOFIE according to your needs

- the functionality to execute the key renewal and to load a new configuration file

- the functionality to consult the different logs ( log console , audit log )

- the access to the FISEP — GUI

The Help menu informs you

(N e

o= ] & i BRI EEEREET

| }asssmmu |29-02-2008

- Gives you access to the Help
- Gives you details about the program version

-32-



- Cetrel S.C.-

Emission

The Emission function allows you to encrypt and/or send files to the destinator.

Start the emission process

1. Choose on the toolbar the Emission option

N _lajx)

Bl [ Brocessng Took Help

Bwloe slB] :wlel o] x] 828 %ld s 2]

|- ® legin &0d ¥
B recemed &

-2 to_sand | L
4 Rzmova all

W Enerypt [ =onrd ok | el I

| | 995510001 [28-00-2005
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2. Choose the context in which you want to use SOFiE.

Il Be aware that when you use the test mode, the receiver will probably not automatically treat
your files. The test context mode should only be used to exchange files for test purposes!!!!

3. Establish the list of files you want SOFiIE to treat

add all p

button

Select the directory where your files are located and use the
to add all the files contained in the directory to your list

or

add b

Select the specific file and use the button to add the file to your list.

You can also use the normal Windows options for selecting directories and files (Shift +
select, Ctrl + select, ....)

When adding the file(s) to your list, SOFIE executes automatically the automatic
recognition for file contents. If the destinator has not been detected automatically,
according to the rules (i.e. type free), you must select the destinator yourself. SOFIE
allows you to choose among the known destinators.

Refer to the documentation of file format and naming conventions for the files supported
by the different packages. The documents are awailable on www.cetrel.lu or can be
requested at Cetrel.

4. Choose whether you want to encrypt and/or send the files

If in point 3., you selected files that have already been secured by SOFIE in a preceding
action, the files are not secured a second time, but sent as are to CETREL.

Only encrypted files are sent to CETREL. If files that are not secured by SOFIE
have been selected, and you request only the sending, the files are not transferred.
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5. Confirm with il , to start the encryption/send process.

Follow the emission process

1. After starting the emission process, SOFIE attaches the Follow-up screen.

_ il

RO Btassp ool el 0 o el e e e e e e e

'_ﬁlzlimlél'_i_l_i_l []] Bl 0[a] o [&] n] 2]

| Flhnams |inprogress| cnpted || Seme | Emar | Report |
=S 2 FeplSofialdats| 9309 1000 14995910001  State = 2l g & e

ot | e |

jaasa10001 [28-01-z008

2. The complete list of all the selected files is attached.

According to the automatic processing of SOFIE, the status of the files is attached.

e Inprogress : The file is about to be treated by SOFIE

e Crypted : The file is crypted (only if the Crypt option has been set)
e Sent : The file is sent (only if the sent option has been set)

e Error : The file, that for any reason could not be treated correctly
e Report : Have direct access to the informations, that allow you to

find out why the processing of your file did not work

3. When the processing of all the files completes, you can print a report containing the
information of all processed files.

I Print out the report immediately, you will not have the opportunity to request the
reprint of the report!!!
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Oetml 8.8 SONE 2122002
Emission

File: narme Crypled | Sent Errar

Clomiz5EDomicliatons\DOM_encass bast 20021025 x1s x x

Creml2E2Domicabans DM _Encaiss tesl 20021025 X X

CrhomiziaDomiclisbons D0M_est_20021025,ds X X

4. When you close the window, SOFIE is asking you if you want to start the Receipt.

& QuESTION [%]

"\?‘) Do you wantto receive files posted on server ?

)

Notices:
1. The original files are not deleted by SOFIE.
2. When the Emission process is interrupted, SOFIE does not fulfill a rollback, meaning that files
that are sent have arrived to CETREL. Files that are encrypted are in the encrypted Directory.
3. The files that have been treated with an error are put into the Error Directory of your Participant
Id.
4. The files that result from an encryption process are stored in the Crypted Directory.
5. All treated files (the original version) are stored in the Archivelto_crypt directory.
6. All sent files are stored in the Archive\to_send directory.
7. If you need your report in an electronic way, use the possibilities of the printer configuration.
8. All the files are renamed along a specific SOFIE rule, when they are encrypted. The standard is
<<SOFIE.timestamp.ld destinator>>.
9. As a user you need to know the receiver of your file in terms of "who will have access to the
content of the file". The potential intermediary (Routing concept ) on the receiver's side is not an
important information for you.
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Receive

The Receive function allows you to receive all the files that have been sent to you.

1. Choose the Receipt/Receive function

Fle [ Frocessing Toals Hols
|| wlml s ol slmisl «fx] Gls] nl
ey T e o e e 0
Elar naceipl. |
Fia rama In B e Revetvad Detripta Emor ﬁ‘euanJ
=
zie | cuose |
CHNZEE 02-12-2003

2. Start the Receipt by pushing on the button
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3. The following message informs you, in case no file is available for you

£ INFORMATION

"\ig Mo file to receive

4. Otherwise the files with their respective processing status are attached

& SOFE o] =]

wl|] o] =% gl a2 .

|a-r‘|m|M| T R

| St recelpl_
File name. T Inprooest Reteted  Deenpled Ery  Roporl
SOFL021 20308532255 cmD253 . o) " i [
SOF 02 203085325082.cmOd 52 e & > L33
}:i'i.'IH 0212031 0450577 .emi2S2 i~ 10} £ L
FBOF 1021 20311481757 tmi252 - & £ i
J30F 1021 2009 1451989 cm0252 i = © e
E|
Fuint Glogs
Coaplated 4 of 5 rilea - N anzsz h3eiz=z00z
e Inprogress : The file is about to be treated
e Received : The file is received
e Decrypted : The deciphering process is executed
e Error : An error occurred and the error report should be considered
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5. Files sent to you are stored as follows

\Decrypted\
\production files sent in production context are stored here
\test files sent in test context are stored here

\Received\9999..... files that are to be routed to another destinator are stored in a seperate directory

6. When the processing of all the files completes, you can print a report containing the information
of the files that have been processed.

I Print out the report immediately, you will not have the opportunity to request the reprint of

the report!!!
Ootrad 5.G. SOFE o720
Receipt
File nam RCaived Decrypled] Error
S0OFL021 20308532255 . ermD252 X x

SOFL021 2030053258 2 e g2

SOFLD2 20045087 7 el 252

SOFLO212031 1491751 o252

H|HE |=® | =

SOFLOZ2 12031 1451585 crnli2 52

Notices:

1. If any problem occurs after the receiving process, the secured file is copied in your
...\to_decrypt directory. Consult the error report to find out the reason for the problem. Use
the Decryption Functionality after resolving the problem.

2. All the files that have been received are named along a specific SOFIE rule. The standard is
<<SOFIE.timestamp.ld Destinator>>. When the file has been deciphered, it will get a name
according to the SOFIE Naming functions
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Decryption

The functionality permits the decryption of secured SOFE files. The secured SOFIE file has been

transmitted to you by using the SOFIE routing mechanism or if during the Receipt process, an error
occurred when SOFIE tried to decrypt the file.

1. Choose the Receipt/Receive function

_lolx]
El= =7 Processng Took Hel

Blelowlm B kinin] o~ x| 82| 8] 8l a2
g vevpn .

Sofie Dats i g
195910001
| & OSR10N0L state
& _jarchive
@ _loryphed
E | deoryphed
& | errar
® login
& pamwarts
4| recebed ._....._mj ¢
H-_]to_cryp Addall
- __| o_deorypt —_—
& 1 ba_send A Ramove

4 Famowal |

o | cance |

[asa10001 2a-01-z005

2. Establish the list of files you want SOFiE to treat

Select the directory where your files are located and use the B
to add all the files contained in the directory to your list

button

or

Select the specific file and use the ar button to add the file to your list.

You can also use the normal Windows options for selecting directories and files (Shift +
select, Ctrl + select, ....)

3. Confirm with OK to start the decryption process
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¢ soee =IO x|

Ek Ed: Processing  Tooks Heip
B

|lefn] sn] «(w(a]|~[x] 8[=[a]d]n] 2]

EEETET 2
| Fie nare |D1u'ua'e=as[bacrmted| Ermor | Faport I
© o «

| [7 i miese F sephmofie da s S99a 10001 SEa L0001, sate I |

: Erint Chose I

SRSFLO00L [Z6-01-2008

e Process : The file is about to be treated

e Decrypted : The file has been decrypted

e Error : The file has not been treated correctly

e Report . Have direct access to the informations, that allow you to find out why

the processing of your file did not work

3. When the processing of all the files completes, you can print out a report containing the
information of the files that have been processed.

I Print out the report immediately, you will not have the opportunity to request the reprint of
the report!!!
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Options

Options - Gui Settings

1. Choose on the Tools Menu, the Options

=101 x|

Bl= [0 Procescing Tock Help
0 Y T R B

Stz for ta tser 939900218 | fior he Lser DEOIDO00 | Sektings for theuser 990010001 | Sattings for e BATCH mods So00O0E05

Dl com munication channal settings. | Defallt HTTR settings | Settings for tha logs | Graphical irerface settings [ sEAtings

P Dieser ption | Wi
e, er T, app A prlication name SOFE

properties. mber face. compegrilame LCoepagy name [Cekal 5.LC.
properties. interface: defaultConfis e I soifia.config
properties e face dedaulDectony Cedalt Sofie draciory daty
properties. inter face, defaultS e Default soa {x % of the streen) 73

operties nterface diclaimer I dbclaimerfsclaimar
properties terface reipDeckPhone. He Desk phors itmber +I52 B 5D 56 B0
propertics. b face helpSetFda {'{Iﬂth’ﬂ'ﬂ'l-hp files hel/S0FE
ropeer tiess, et face, nguage ANGLIGE 0 LS8 en

pefaitkes. | o | geoal |

sRE10000 E-ﬂl-aﬂﬂﬁ

I111If you have any doubt concerning the correct understanding of a property, don't hesitate
to contact CETREL!!!!
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Options - Log Settings

1. Choose on the Tools Menu, the Options

IIYou should have good knowledge of the LOGA4J tool, if you want to change the configuration
for the log management. Contact CETREL in case you have special needs!

N [ S|
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Options - Users Settings

1. Choose on the Tools Menu, the Options

B o Broesing  Took - Help

lafx

o] o] W) SR K mie) o] 2] @le A vl sl gl

Defaul commurécation channod setiras | Dottt HTTR semnas | h'l:lul:qﬂ E:q:m:lhi'h:llu'ﬂ:l'm| Graphical imerfaco cottings.
S B the e PEROC0E [l Sattng for # ser SRR | Semings for the RATCH mods SR0000006
Hame ey iption Vake

= ) ik, 5550 1000, T certhicates, Inider ;I:lmcbrrwrmu'ntu'mlmm [ceriFcatbion . borpsita

L,

whers are sired e Leers certficaies loeyps

A

o o 8 {ertfication suthorty) used . Cacertt, camie

#ton Leed by the tlert o rormect 0 Iputg;_qs:?& e
dmm]m&:mﬁhhw " Dreciory whers all cecrypied e o sred

tlﬂmlmmwﬂhﬁﬁ;du' iy wherns all nrmdl'ﬁn an a:ﬁr:ud_ el e\ e ypied
it |, PR TIER D e ﬁhal'l'ﬁemlﬁ:ll--,brhb'r il i e e B cnrkon g fiss: el L LT e
it SR 1N hance recw paiiechiy,,, Drec orp wheere arn st B ncomig ackress Lyalahenm o archems'y scn e
| i ¢, SRR 1 I s et e O . it iory win o i i i G mncomirey Miess i ... Ll L OO0 e (o 'y i ]
i, b SR 10000 e r i s ki ... Craeciony witen are soored e moomi Nies: | yplalabees
i, ] e 1 00 s ey meSienscbrchiva. . Diraec oy ‘whisrss are stored e oo fes l'ﬂaﬁﬂﬁ?ﬁu;ﬁ:gﬁd-w,p_skﬂ
oo i 000 10000 G o ST or s 1., Draciory whons are 20red Do culcne e | lleee00niarror o sard

el 758 1O iption 1 e o of e wmer EonTis et with s il SFFEI0N

o Clonk 00010000 s ToDeonypLibiGer  Dwaciory whiara all Slas wiaitre for dlyso6on a.. |G Q00000 o, duoryo
ot o ik G 100000 MbasT ey fvidar Do pelicai ) ks Wl . ST & | W ETEA MR
o, o ik el 3 000N danvification, pagseord fila F i cordainm] #a user's passeond aed wooon. .. L kat o OO0 hogin
I ol ecioey whard oo shoved ted Leoor's kipairs ¥ et
| &?ﬂﬁﬂ%&iﬂm—__mji__.._______EEH_L.IE-"LFW
et . A _mﬁ__m“ toudofaldpenty — cobiicueld
| = o Clion SR AD00T s conrection.iipa. Media weed o got cordificrins. filn
Mo peoecie of fra icarmon .

fronshach

= [ icetal

I 11}

=0 azeriept [ Fz-ad

=offe iork 599 10000 perea Lesrlad] | obe@orrei i
| oot clierk S99 10000 pev e merfiame bsbe

=it et 5759 10000 per £ Lmer e ver | i
':h-tmm:mtrm:uhlu- Cireciory veed b rtorsd e emporary Shes B

mioe e, S5 1. bmoryprarchiees Fickr D iory whens all archies of fiss whios hees - | Slalafeesaionoadheein_decrpt

R it ST T ey rors fobier Dt iry whens all Sl whach can't bt ypiie, "#ah'ﬁ"??l.l:lm'ww'm ek
e | ek, SR TOCNNC: e rypebe v s e sy whers all archves of Nies when have - Uela e\ Somo O archrese. crpt
bt ¢ | e TG, kol g v . Pl v oy wlers all B Mﬂhwilﬂ-aﬂ-mn L‘*ﬁmmwk&_frﬁq

i ¢l S i L i wapss I, ieed s defiread

| E3S10 00 -0 12008

I111If you have any doubt concerning the correct understanding of a property, don't hesitate

to contact CETREL!!!!

-44 -




- Cetrel S.C.-

Options - Batch Settings

1. Choose on the Tools Menu, the Options

o

Bl B9 Pmcarmrg Tooks Helo

Blu o @) & Bk ma] o]l x] 82 8] vl ) 2]
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Sittigs for e User S90000008 | Sertigs for tha user 598010000 | Sestings for tha user 500510001 | Setings BATCH migs Coooiizns
Blame Dissrrinhion Valie

sovficeclient batch Sl STOR ke daken tirtvabon of fhe autcmatical deleton of the stoa Fle o
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I111If you have any doubt concerning the correct understanding of a property, don't hesitate
to contact CETREL!!!!
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Options - HTTP Settings

1. Choose on the Tools Menu, the Options

- 0| x|
File Edt Processing Tools Help
plo|o|E] &R %|wl@] |~ x| 8]® 5] d] a2

Settings for the user 999910001 | Settings for the BATCH mode 999900206
Graphical interface settings Settinos for the user 999900206 Settings for the user 999310000
Default communication channel settings  DefaultHTTP settings | Sattings for the logs Graphical interface settings
MName Description Yalue

communication.default.htip.proxy_host Prowy server's host name ;l

cormrmunication.default.htp.proxy_loginPa... User's password used to connect to the pr..

cormrmunication.default.htp.proxy_loginls... [User's id used to connect to the prowy server Ll
Default values. .. | Ok | Cancel |

399910001 [30-01-2006
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Input file import
In standalone mode, a set of configuration parameters allow you to configure SOFIE in order to use the
encryption functionality (certificates).

CETREL put in place a simple way to allow you to change the configuration. In the case (key renewal of
your destinator, change of your contract, ....), your configuration has to be changed, CETREL
automatically sends you a new configuration file.

The file is sent by mail, and mentions all the steps you have to execute.

1. Select the configuration file SOFIE.CONFIG

Input file: import ﬂll
Loakin: | Safie x| +BerE

kB =
i dats
huby Pzt ) keys
Ciocumernts [t

e [
L opartios
Dresitig ] tmiz

_J

ity Dlocuments

File pame: m

Files of fype: | Tous bes fichiers (**)

4] L
g

2. SOFIE imports the file and updates your configuration
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Key renewal

The renewal of your certificate is a process that you will have to repeat in function of the useful life of your
certificate , before the certificate is expired.

your key will soon come to expiration. You can use your certificate until the date of expiration
without any limitation.

When the certificate is expired, you can only receive files. The encrypting and sending

INIf you have any doubt about the revelation of your password, contact as soon as possible Cetrel and
renew your key immediately!!!

As mentionned in your SOFIE contract and your SOFIE SORT contract, you are responsable for the
correct management of your password.

Cancel Certificate Request

As already mentioned, SOFIE manages the status of your user (refer to Login).

If you did launch a Certificate Request using the Key Renewal function, you can cancel the certificate
requestion.

Choose in the tools menu the "Cancel Certificate Request" option.

SOFIE asks you to confirm

x

@ Are you sure you want to delete this ?

|

After confirming, please contact the CA-Cetrel or LuxTrust as requested

INFORMATION x I

i The last certificate request has been canceled.
\|) Flease advise Cetrel of this cancel,
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User Configuration File Input

The usage of this function may be useful in two circumstances:

e You have been renewing your key and when logging to SOFIE you did not yet have received your
sofie.config file or you asked SOFIE to continue logging in. Now you want to finalize your key
renewal by importing the new certificate, included in the new sofie.config file.

e You are working in non-LDAP or stand-alone mode and some modification of your interaction with
other SOFIE participants has changed. Cetrel is sending you a new sofie.config file. You have to
import this file as soon as possible. Otherwise it may be possible that your next sending of files
may cause problems (at the destinator).

When using on the tools menu the user configuration file input, SOFIE requests you to confirm the
location of the sofie.config file you have been receiving by mail from Cetrel.

2l

Leak in: |n_|'| Safie j - E ﬂ.;. _

B |=
idas
My Rzl Jkeys
Cocuments b

w‘ ) iogs
properies
Diecktap Cltmo

=] aaing dem
4

Wy Diocussents

.

My Computer

-
Py Mewenrk,
Flacas

File pame: [ = | e |
x

Files of fypec |T|:|usies fichiees [* %] Cancel
pd

Il We highly recommend you to install as soon as possible any sofie.config file, Cetrel is sending you.
The non-installation may have impacts on your next file transfer.

Cetrel may not me hold responsible for any damage if you do not following this instruction!!!
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Import Certificates

This function allows you to import new root Certificates form the Cetrel Certification Authority.

The new root Certificate of CA-Cetrel has been sent by mail or is available on www.cetrel.lu

When using on the tools menu the option "Import Certificates",

Loakin: | ciats ] + BerrE-

) S
) DS
55591000
fi LT

Flaces

File name: |

Files of pe: ITnus les fichiars (**)

Use the import function and select the file containing the certificate
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FisEp
The FisEp package has been integrated to SOFIE to allow Paying Agents to conform to the Luxembourg

law on savings tax.

The SOFIE tool is accepted by the Luxembourg Tax Administration to allow Paying Agents send them the
files in the context of the mentionned law.

Cetrel added to the basic file exchange functionality a specific user interface that allows Paying Agents to
manage their declarations (concerned by this law) using SOFiE.

This particular user-interface is only accessible to SOFIE-participants having subscribed to the FisEp-
Saisie package.

A particular documentation is available for this SOFIE package.

TAF

The TAF package has been integrated to SOFIE tool to allow Financial Institution to conform to CSSF
circulaire on TAF report.

The SOFIE tool is accepted by CSSF to allow Financial Institution send them the files in the context of the
mentionned circulaire.

Cetrel added to the basic file exchange functionality a specific user interface that allows Financial
Institutions to manage their declarations using SOFIE.

This particular user-interface is only accessible to SOFIE-participants having subscribed to the TAF GUI-
package.

A particular documentation is available for this SOFIE package.
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Logs

Technical Log

SOFIE manages a log, where all the errors/warnings generated by the program are saved.
The log can be accessed either by the GUI or directly by a Text editor in the directory ...\logs\.

1. Choose on the Tools Menu, the Display Log Console

é‘l Log messages

" Debug & Info  Warning  Error  © Fatal

29/0172006 145525
Wpplication SOFIE
Developped by :Cetrel 3.C.

Clear | Close |

2. You can change the type of messages, that the Log Console attaches, by selecting the
desired Message Level .

3. With Clear you can reinitialize the Log console
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Audit Log

SOFIE manages a special log, which traces for you all the file exchanges that occur.

The log can be accessed either by the GUI or directly by a Text editor in the directory ...\logs\log_audit.

1. Choose on the Tools Menu, the Audit Log

0g messages b4 |

LG Adatat@9991 0000werronto_cryptilogin FREE.ZL 200601 291445338.1og -
This file was archived at: 29/0172006 14:53:38 =
ariginal filenarme: \datal985510000%0_cryphlogin FREE ZL

archived filename: datal99991 000Merronto_cryptlogin FREE ZL 20060129145338

redsan:

Encryption failed : Unahle to found the decrypter andfor the mailbox of the file
Adatal99991 00000 _cryptilogin FREE. ZL[property does not exist aris null, key:
=ofie.actorrelationship file. FREE.ZL.cetSecurizationiD]

ou should read the following recorded Log:

- Log record stant -

DEBUG [Iu.cetrel framewark.io contraller FileFarmatCaontrallerFactory] 29501 14:43:38 - File cantroller read in the cache.

INFO [lu.cetrel. zofie.client. SofieClientSideSecurity] 29501 14:53:38 - FREE file type detected : any security control can be
nerfarmed

INFO [lu.cetrel.sofie.client. SofieClientSideSecurity] 29501 14:53:38 - File recipent : ZL

IMNFO [lu.cetrel. sofie.client. SofieClientSideSecurity] 29501 14:53:38 - File type code . FREE |
DEBLUG [Iu.cetrel sofie.commaon.SafieFileDispatcher] 29/01 14:53:38 - cetSecurisation!D read in the LDAF or LDAR extract file.
DEBUG [Iu.cetrel sofie.commaon.SaofieFileDispatcher] 29/01 14:53:38 - Setthe type_fichier attribute.

DEBLUG [lu.cetrel.sofie.common.SofieFileDispatcher] 29701 14:53:38 - Set the id_applicatif attribute.

DEBLG [lu.cetrel.sofie.commaon.SofieFileDispatcher] 29/01 14:83:38 - Getthe id_transmission attribute.

DEBLUG [lu.cetrel framewark.config.MediaCaonnectarFile] 28/01 14:53:38 - GOT EXCEPTION: property does not exist or is null,

key. sofie.actar.relationship file FREE.ZL.cetSecurisation|D [lu.cetrel framewark.config.PropertyMotF oundException)

DEBLG [Iu.cetrel sofie.commaon. SaofieActarRshipFile] 29/01 14:53:38 - THROWING MEW EXCEPTION: propetty does not exist

ar is null, key: sofie.actor.relationzhip file FREE.ZL cetSecurisationD

[lu.cetrel.sofie.commaon.SofiefActorJIDMotF oundException]: property does not exist ar is null, key:

sofie.actor.relationship file FREE.ZL.cetSecurisationlD ll

Refresh | Close |

The log files

SOFIE uses the LOGA4J utility to generate and organize logging. It is possible to configure the logging
according to specific needs. Such an action should only be done in collaboration with CETREL S.C.

Different levels for logs are generated according to the properties settings.

Log level Explanation

« debug » e Detailled information of the processing
e |Is normally used in development, testing or problem resolution to find and
resolve a particular problem in the processing
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« info » e Synthetic information about the processing
e Informs that a praticular step in the processing has been executed
e Is normally used to have an overview of the processing
«warn » e Information that the application got an error that does however not make any
doubt about the correct processing.
e The message should be investigated to find the precise reason
«error » e An error occured, but the application continues to work
« fatal » e Critical error message that normaly ends up in stopping the application

Differents logs are produced in the directory ..\cetrel\sofie\logs.

I We recommend that you backup the log regularly. It can be used as atracing tool for all your
activities. It could be useful if you are at odds with another participant about a file exchange.!!!!
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About

The About screen gives you a reference of all the program modules, which are installed for SOFIE

£ AboutSOFE

HelpDesk phone wmmber : +332 3 55 68 600

S0FiE - Secure On line File Exchange
wersion : 2.0

CETEEL 3.C. - 10, Parc d'Activite Jyrdall - L-5365 MUONIEACH

adresse postale: L-2956 LUXEMEOURG - Telephone: 3 55 66-1 - Fax : 3 55 66-701

package #001: lu.cetrel.jus

Title: jws_client launcher - CETREL Jawva Web Start generic client launcher

Wendor: CETREL 3.C. Luxewbourg - http: //wmng.cetrel.lu
Version: 1.0 (buildes-=5/10/2002 10:08:35)
1 packages displayed (of 53 loaded)

centre de transferts électroniques
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Batch mode

The functions of SOFIE can also be integrated into an automated working environment, as it is often
necessary for files that are processed in an automatical way by external systems.

To work in an automated way, SOFIE has created during your first Login the basics for the Batch mode
usage. In batch mode, you can only access to non-interactive functions, being the emission/receipt and
the receive/decryption functions.

These basics consist in creating a script, putting your passwords in a securized file, and creating a
properties file, that can be modified by the User Batch Settings .

The script is located in the ...\bin directory, and is names run_batch_participant ID.bat

Batch execution using the config file

To exiecute the batch mode in this form, start the run_batch_userid.bat/ksh script.

It will execute SOFIE using the batch.config file.

Description of the batch.config file

sofie.client.batch.999910003.useContext=Production

Context used for encrypting files (Production or Test). After decryption, the required
directories are created automatically and files stores according to the context.
Mandatory

Case sensitive

sofie.client.batch.999910003.STOP.filename=sofieBatch.stop

Name of the file that indicates to SOFIE to stop the processing.
The file must be put in the installation directory (default c:\cetrel)
Optional.

sofie.client.batch.999910003.toDecrypt.refused.filterl=*refused

Filter of files that are refused for decryption

Only the special character “*” is accepted at the first and/or the last position
- *.doc : the files ending by .doc are not decrypted (case sensitive)

- FISE.* : the files beginning by FISE. are not decrypted (case sensitive)
- *doc* : the files with doc in their name are not decrypted (case sensitive)
If no value, all the files are not decrypted

sofie.client.batch.999910003.receipt.activated=yes

Activate the receipt of files

Mandatory (yes/no)

If no, SOFIE will not unload waiting files
No case sensitive

sofie.client.batch.999910003.encryption.activated=yes

Activate the encryption of files

Mandatory (yes/no)

If no, SOFIE will not encrypt the files to send
No case sensitive

sofie.client.batch.999910003.decryption.activated=yes

Activate the decryption of files

Mandatory (yes/no)

If no, SOFIE will not decrypt the files received
No case sensitive
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sofie.client.batch.999910003.waiting.time=5000

Waiting time (milliseconds) in the processing
If no value, the default value will be 5000

sofie.client.batch.999910003.fileSwitch=no

Activation of fileswitch

Mandatory (yes/no)

No case sensitive.

If yes, if the batch is not able to detect type and the receiver, it puts the file in the
directory defined by clear.folder

sofie.client.batch.999910003.toCrypt.folder=\\cetrel\\sofie\\data\\999910003\\to_crypt

Directory containing the files to encrypt and send
Mandatory

sofie.client.batch.999910003.toDecrypt.folder=\\cetrel\\sofie\\data\\999910003\\to_decrypt

Directory containing the files to decrypt
Mandatory

sofie.client.batch.999910003.clear.folder=\\cetrel\\sofie\\data\\999910003\\clear

Directory containing files that are not treated by the batch when fileswitch is activated

sofie.client.batch.999910003.toCrypt.refused.filterl=*refused*

Filter of refused files to be encrypted

Only the special character “*” is accepted at the first and/or the last position
- *.doc : the files ending by .doc are not encrypted (case sensitive)

- FISE.* : the files beginning by FISE. are not encrypted (case sensitive
- *doc* : the files with doc in their name are not encrypted (case sensitive)
If no value, all the files are not encrypted

sofie.client.batch.999910003.STOP.file.delete=yes

Flag indicating the deletion of the stopping file for the batch mode

Mandatory (yes/no)

If Yes, when the batch finds the file defined in STOP.filename, it stops and deletes
this file.

sofie.client.batch.999910003.toDecrypt.accepted.filter1=SOFI.*

Filter of files accepted for decryption

Only the special character “*” is accepted at the first and/or the last position
- *.doc : only the files ending by .doc are decrypted (case sensitive)

- FISE.* : only the files beginning by FISE. are decrypted (case sensitive)
- *doc* : the files with doc in their name are decrypted (case sensitive)

If no value, all the files are decrypted

sofie.client.batch.999910003.run.forEver=yes

Flag for activating/deactivating the processing of the batch
Mandatory (yes/no)
If yes, the batch runs until it finds the file defined in STOP.filename

sofie.client.batch.999910003.toCrypt.accepted.filter1=*.*

Filter of files accepted for encryption

Only the special character “*”" is accepted at the first and/or the last position
- *.doc : only the files ending by .doc are encrypted (case sensitive)

- FISE.* : only the files beginning by FISE. are encrypted (case sensitive)
- *doc* : the files with doc in their name are encrypted (case sensitive)

If no value, all the files are encrypted

sofie.client.batch.999910003.sending.activated=yes

Activation flag for the sending of encrypted files
Mandatory (yes/no)

No case sensitive

If no, SOFIE will not send files
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Remark: This form of using the batch mode allows the automatic synchronization of your SOFIE
software with the reference at Cetrel.
The first time the complete SOFIE executables are downloaded. Afterwards, only upgraded

modules are loaded.

Manual batch execution

To execute the batch mode, start SOFIE using the _run lu.cetrel.sofie.client.SofieMain #options#
command. The options that can be given are:

Parameter Possible Values Default Description
execution mode
In batch execution, the
-mode gui qui value must be always
batch batch (gui is the default
value used by the GUI
application)
profile that has to be
-user your Userid used to execute the
batch
ile filename name of the file that has
to be treated
Encrypt
Only if a filename is
-e present.
This option can't be
used with -d
Send file
-S Only if a filename is
present
Decrypt file
Only if a filename is
-d present.
This option can't be
used with -e
—otx Production
Test

One of the 3 actions must be indicated.

Remember the following rules:
e you can only encrypt files that have not been encrypted by SOFIE before
¢ you can only send files that have been encrypted

e you can only decrypt files that have been encrypted before
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Ex.:

run_batch -mode batch -user cm0252
--> will launch SOFIE and treat all the files you put in the configured directories

run_batch -mode batch -user cm0252 -e simple_file. FREE.99990003
--> will launch SOFIE and encrypt the file simple_file.FREE.99990003 with the
private key of cm0252 and the certificate of 99990003. The resulting file will be
named SOFIE.timestamp.99990003 and must be transmitted to the destinator.

run_batch -mode batch -user cm0252 -d SOFI1.200212091211001.cm0252
--> will launch SOFIE and decrypt the file SOFI1.200212091211001.cm0252 as far
and the private key of cm0252 corresponds to the certificate that has been used
by the sender to encrypt the file. The resulting file will be named according to the
original name, or if a special naming convention has been implemented for the
user cm0252.

Remark: This form of using the batch mode allows the automatic synchronization of your SOFIE
software with the reference at Cetrel.

The first time the complete SOFIE executables are downloaded. Afterwards, only upgraded
modules are loaded.

Tracking the batch processing using the return code

Also in batch mode, SOFIE is generating messages that are put in the same log as the user-interface
execution.

When stopping, SOFiE is returning a system code, indicating whether file(s) have been treated without
errors. The values of the return code are:

e 0 if no error occurs
e the number of files in error

Specific reports concerning the processing of each file can be found in the Userld\error\.... Directories.
They are the equivalent of the Emission/Receive Report.

Tracking the batch processing using the Audit Log

The audit log (...\logs\log_audit.log) contains all the information that allows a tracking of the processing of
SOFIE.

The explanation of the different messages are:

<<
24 mars 2005 13:02:33 [audit.lu.cetrel.sofie.client.SofieClientSideCommunication] - O files
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available on server for user login: 999910003 :
>>

No file was available on the server for the requesting user

<<

25 mars 2005 09:57:36 [audit.lu.cetrel.sofie.client.SofieClientSideCommunication] - 1 files
available on server for user login: 999910003 : SOFI1.05032508402466.999910003

25 mars 2005 09:57:37 [audit.lu.cetrel.sofie.client.SofieClientSideCommunication] - < < received
file: SOFI1.05032508402466.999910003 (acknowledgement sent), login: 999910003, size: 7135 bytes,
saved as: \cetrel\sofie\data\999910003\received\SOFI.05032508402466.999910003

25 mars 2005 09:57:37 [audit.lu.cetrel.sofie.client.SofieClientSideCommunication] - < < SOFiE file
name = SOFI.05032508402466.999910003 - Original file name =
RLAE.2005032527083801.999910003

>>
SOFiIE received an information from the server that there is one file available
SOFIE receives the file from the server and saves it on the platform
SOFIE verifies the file and saves it it’s final form on the server

<<

6 avr. 2005 11:51:04 [audit.lu.cetrel.sofie.client.SofieClientSideCommunication] - > > SOFiE file
name = SOFI1.05040611505280.999910003 - Original file name = SNOCS.DTA

06 avr. 2005 11:51:05 [audit.lu.cetrel.sofie.client.SofieClientSideCommunication] - > > sent to:
cetrel_sofie_server, login: 999910003, file:
\cetrel\sofie\data\999910003\to_send\SOFI.05040611505280.999910003, size: 21122 bytes

>>

SOFIE has detected a file to encrypt and send
SOFIE has encrypted and sent the file
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Useful information
Sending After sending, the files are not deleted in the original directory
- You must delete yourself the files from the receiving directory. Otherwise SOFIE may not
Receiving . . -
be able to receive another file containing the same name
Multiple . . .
. You need to install SOFIE once on a computer. You may declare multiple users on the
users/install . L ]
ations same computer, with the same SOFIE installation
Informations in these directories must be backed up regularly
Backu \data\user1\*.*
P lkeys\xx
\logs\*.*
The status of every user is maintained and is a basis for SOFIE to manage the different
configuration steps the user has to fulfill before accessing to the de/encryption and
sending/receiving functions. SOFIE distinguishes:
e User not declared
Status User in configuration process

Certificate has reached limit date and renewal was not requested
New Certificate was requested

Certificate expired

User defined and certificate valid
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Packages

SOFE integrates (refer to the SOFIE Architecture ) a certain intelligence for recognizing, validating and
naming files.

Before version 2.5 of SOFIE, this functionality was attached to the concept of file type. Indeed, to every
file type, SOFIE attached a required naming convention for the sender, a required format of the content of
the file and finally used a defined naming convention for the receiver.

The main idea behind this function is, according to the requirements of the receiver given to Cetrel, to
refuse invalid files at the sender's premises. Thus avoiding the unnecessary phone calls and retrials.

In the end, SOFIE had to support plenty of file types, and it became difficult to maintain a good
understanding of them all.

Beginning with version 2.5. SOFIE is bundling the multiple file types into packages. So a package:

e is a particular service, the SOFIE participant is subscribing in his contract
e is a particular service that may be billed (refer to the official price list)

e is a particular service, allowing the exchange of files between defined participants (Closed User
Group)

e is a particular service, where only defined file types may be exchanged
A list of all the packages and a detailled description of all the packages is awailable at Cetrel.

Standalone/Connected mode

The concept of the standalone/connected mode has been introduced to respond to very high security
needs that may occur.

It may happen that the data you want to exchange with another SOFIE participant is located in a very
highly secured environment. This environment is even not connected to a network.

Nevertheless in certain cases you have to exchange data with someone else. Using a standalone
installation or combining it with the SOFIE's routing concept, you can nevertheless exchange data with
other people in confidence.

In the standalone mode, the functions needing a network connection are de-activated, and are replaced
by manual functions.

Standalone Connected

Installation Same installation process

Version synchronization | gynchronized to a local reference

version
--> no automatic version update

Synchronization is done to the
reference version at CETREL
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Configuration No access to the Webserver

No access to the LDAP Access to the Webserver
--> Requires the import of configuration | Access to the LDAP
date (Input file import)

Send/Receive

Not possible
--> only encryption/decryption Possible
Certificate Certificate request is saved as a file Automatic sending of certificate
and sent to CA-CETREL by another 9
station request

Exchange of data data is not exchanged by network, but Date is exchange via the network

by another medium (diskette) (send, receive)

Input file import Imports your certificate, certificates of Imports only your certificate, as
your destinators and configuration file other informations are on the
to define your destinator LDAP

Change the mode

You can change the mode, but you must respect the procedure, otherwise your installation will no longer
work.

Change from standalone to connected mode

1. Contact CETREL and proceed to a change of contract
2. Modify the parameter in the options
3. Verify that you are connected to a network

Change from connected mode to standalone

4. Contact CETREL and proceed to a change of contract

5. Modify the parameter in the options

6. You will receive from CETREL a mail, giving your configuration file. Use the input file
import functionality.

7. SOFIE will no longer give you access to the send/receive function.
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SOFIE Architecture

The architecture of SOFIE has been built according to modern software reuse principles.

It isolates the different problems in order to encapsulate and give the responsibility of the problem
resolution to the different components.

Therefore GUI, business, securization, communication and other problems are solved by dedicated
components.

The SOFIE infrastructure
The GUI and Batch level give the user access to the functions of SOFIE.

The file treatment component is responsible for the correct identification of files, and to propose some
automatism as automatic file type detection, destinator detection, file renaming (depending on emission,
receiving).

The File securization level is responsible in encryption mode for putting your original file into a standard
S/MIME V2 format. Therefore it has access to your private key (using the password you used to login)
and the certificates of the destinator. In decryption mode it verifies first the signature. Only when the
signature has been verified, the decrypted file is put in a file, so giving access to the contents.

The File communication level is responsible to exchange files with the webserver. It distinguishes whether
your are in standalone/connected mode. In connected mode it opens an HTTP/S connection with your
Userld and sends the file to the webserver. If a communication problem may occur, the file will be sent
again the next time you start the sending process. In receiving mode it fulfills an acknowledge protocol
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with the webserver and executes the get for the files. If there is a problem occurring during the process,
the protocol between the receiver and the webserver deals with the synchronization.

The communication level itself is based on TCP/IP and is therefore independent whether you use a
leased-line, dial-up or any other type of connection to CETREL.

The webserver at CETREL deals with communication with the SOFIE installations. On one side the
servlet handles the incoming and outgoing protocol with the SOFIE participants. On the other side it
dialogues with the Gateway. The servlet produces a special log, giving CETREL a trace of every action.

The Gateway is a routing instance. It routes files that are directed to CETREL patrticipants directly to the

internal network. The others are made available to the outgoing protocol of the servlet. The Gateway
gives CETREL online survey of all the files that are routed.
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Routing

As it is possible to use the encryption/sending and receipt/decryption functions independently, standalone
infrastructures have a very simple way to exchange files in a secured way with other SOFIE participants,
using the SOFIE routing mechanism (also possible to use other mediums, but it will not be possible for
CETREL to guarantee the delivery).

To explain the principle, the best is to proceed with an example.

)CEJREL*—---.

Secured datal

N - 1 Seeured data
Function “routage | | [ I

I—---}-—___,_ e - I

- —maw i

an 1 i Participant: 999500201 F

@ | {CONNECTED made e :.!:]

] From PC} T
1 cess

[Package Secullne)

i Participant: 980500203
Seee [STANDALOKNE mode
ey anPC)

il End-to-end data saourity —

Transfer from user 999900201 to CCSS

The SOFIE participant 999900201 wants to transmit data to the CCSS but does not have an internet
connexion, and therefore has to work in standalone mode. His collegue having the user 999900203
nevertheless has also a SOFIE installation with an internet connexion.

The user 999900201 uses the encryption function and selects the CCSS as a destinator of his file. SOFIE
detecting that the user 999900201 is not connected to the internet will save the securized file on the disk.

The user 999900201 is transmitting the file to his collegue having the user 999900203 by the intermediary
of a disquette or another way. The user 999900203 is simply using the sending functionality to transmit
the file to the CCSS. As the user 999900203 does not have the private key of the CCSS, he can't access
to the contents of the file. Only the CCSS can access to the contents, using his private key.

Transfer from the CCSS to user 999900201

The CCSS responds to the user 999900201, by sending back a respons file. The CCSS selects as a
destinator the user 999900201. SOFIE automatically detects, that the user 999900203 is declared as an
intermediary for every communication with Jos Weber.

SOFIE encrypts the file using the certificate of the user 999900201, but sends the file to the user
999900203. Again the user 999900203 does not have the private key of the user 99990020 and he isn't
able to access to the contents of the file. After his receipt process, the decrypted file is put in a special
directory from which one he can transfer via disquette (or another medium) the file to user 999900201.

Only the user 999900201 can with the decryption functionality and his private key decrypt the file.
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Verify Certificates

To verify if Certificates delivered by CETREL are really delivered by CA_CETREL or LuxTrust, you can
verify the contents of a certificate.

8. Double-click on the Certificate file

General | Detais | Certification Path |

@A Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:  Clemens Serge

Issued by: CACETREL

Yalid from 29/07/2003 ko 25/07/2005

Issuer Sktaternent |

Install Certificate,
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1. Attach the Details and choose the Fingerprint contents

21 x|

eneral  Details |Certificatinn Path I

Show:
| Field | Yalue -
E'u'ersiu:un V3
ESeriaI number 3F 26 2f de
Eﬁignature algarithm shalRSA
Elssuer cacetreli@cetrel. by, CRCETREL. ..
=] valid From mardi 29 juilet 2003 09:27:10
=] valid to jeudi 28 juillet 2008 08:27:10
ESuhject preasu@cetrel lu, Clemens Ser...
[Elpublic key RSA (2048 Bits) -]

EditProperties, . | Copy ko File, |

Notices:

1. For CA-Certificates, theThumbprint of the Certificate on your installation can be verified against
the Thumbprint published on the CETREL Website ( www.cetrel.lu).
2. Refer to SOFIE directory structure to find the location of the certificates.

- 68 -


http://www.cetrel.lu/

