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1 Introduction

NetComm’s NB712 (2-wire) and NB714 (2 or 4-wire selectable) G.SHDSL 4-port Security Modem Routers deliver
symmetrical DSL services to small and medium size business making them an economical alternative to Leased
Line or ISDN services.

Available in two modem router configurations, the NB712 (2-wire) and NB714 (2 or 4-wire selectable) are capable
of providing data rates from 64kbps to 2.304Mbps (NB712) or 128kbps to 4.608Mbps (NB714) and fully comply
with the ITU-T G.991.2 standards.

The NetComm NB712 and NB714 Modem Routers combine integrated high-end Bridging/Routing capabilities
with advanced functions such as Multi-DMZ, virtual server mapping, and VPN pass-through. They also support
port-based VLAN and IEEE802.1q VLAN over an ATM network. An advanced Firewall with Stateful Packet
Inspection (SPI) and DoS protection, all combine to protect your network from outside intruders.

With 4 x 10/100 Base-T auto-sensing, auto-negotiation and auto-MDIX switching ports, the NetComm G.SHDSL
Modem Routers enable you to leverage the latest broadband technology to meet the growing need for high
performance data communication.

1.1 Features

e Easy configuration and management with password control for various applications and
environments

e Efficient IP routing and transparent learning bridge to support broadband Internet services
e /PN pass-through for PPTP/L2TP/IPSec Tunnelling

e Virtual LANs (VLANS) offering significant benefits in terms of efficient use of bandwidth, flexibility,
performance and security

e Built-in advanced SPI firewall

e Four 10/100Mbps Auto-negotiation and Auto-MDIX switching port for flexible local area network
connectivity

e DMZ host/Multi-DMZ/Multi-NAT enables multiple workstations on the LAN to access the Internet
e Full ATM protocol stack implementation over SHDSL

e PPPoA and PPPoE support user authentication with PAP/CHAP/MS-CHAP

e SNMP management with SNMPv1/SNMPv2 agent and MIB |l

e (Qbtain enhancements and new features via Internet software upgrade

1.2 Package Contents

The following items are included in your G.SHDSL Modem Router pack:
e NB712 (2-wire)714 (2 or 4-wire selectable) G.SHDSL Router
e 15V AC 1.0 Amp power supply
e RS232 Console Cable
e RJ11 ADSL line connection cable
e RJ4510/100 Ethernet cable
e User Guide CD
If any of the above items are missing or damaged, please content NetComm immediately.
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1.3 Specification

Routing

Bridging

Security

Supports IP/TCP/UDP/ARP/ICMP/IGMP protocols

IP routing with static routing and RIPv1/RIPv2 (RFC1058/2453)
IP multicast and IGMP proxy (RFC1112/2236)

Network address translation (NAT/PAT) (RFC1631)

NAT ALGs for ICQ/Netmeeting/MSN/Yahoo Messenger

DNS relay and caching (RFC1034/1035)

DHCP server, client and relay (RFC2131/2132)

|EEE 802.1D transparent learning bridge
IEEE 802.1q VLAN

Port-based VLAN

Spanning tree protocol

DMZ host/Multi-DMZ/Multi-NAT function

Virtual server mapping (RFC1631)

VPN pass-through for PPTP/L2TP/IPSec tunnelling

Natural NAT firewall

Advanced Stateful packet inspection (SP) firewall

Application level gateway for URL and keyword blocking

User access control: deny certain PCs access to Internet service

Management

ATM

Easy-to-use web-based GUI for quick setup, configuration and management
Menu-driven interface/Command-line interface (CLI) for local console and Telnet access
Password protected management and access control list for administration

SNMP management with SNMPv1/SNMPv2 (RFC1157/1901/1905) agent and MIB II (RFC1213/
1493)

Software upgrade via web-browser/TFTP server

Up to 8 PVCs
OAM F5 AIS/RDI and loopback
AALS

NB712 / NB714 User Guide 5
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ATM QoS
e UBR (Unspecified bit rate)
e (BR (Constant bit rate)
e \/BR-rt (Variable bit rate real-time)
e VBR-nrt (Variable bit rate non-real-time)
AALS Encapsulation
e \/C multiplexing and SNAP/LLC
e FEthernet over ATM (RFC 2684/1483)
e PPP over ATM (RFC 2364)
e (Classic IP over ATM (RFC 1577)
PPP
e PPP over Ethernet for fixed and dynamic IP (RFC 2516)
e PPP over ATM for fixed and dynamic IP (RFC 2364)
e User authentication with PAP/CHAP/MS-CHAP
WAN Interface
e SHDSL: ITU-T G.991.2 (Annex A, Annex B)
e Encoding scheme: 16-TCPAM
e Data Rate (2-wire mode): N x 64Kbps (N=0~36, O for adaptive)
e Data Rate (4-wire mode): N x 128kbps (N=0~36, O for adaptive)
e |mpedance: 135 ohms
LAN Interface
e 4-ports switching hub (4-port router)
e 10/100 Base-T auto-sensing and auto-negotiation
e Auto-MDIX (4-port router)
Hardware Interface
e \WAN:RJ-11
e [AN:RJ-45x4
e (Console: RS232 female
e RST: Reset button for factory default
Indicators
e General: PWR
e WAN: LNK, ACT
e [AN:1,2,3,4
e SHDSL: ALM
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Physical/Electrical
e Dimensions: 18.7 x 3.3 x 14.5¢cm (WxHxD)
e Power: 100~240VAC (via power adapter)
e Power consumption: 9 watts max
e Temperature: 0~45°C
e Humidity: 0%~95%RH (non-condensing)
Memory
e 2MB Flash Memory, 8MB SDRAM
Product Information
e (3.shdsl 2-wire router/bridge with 4-port switching hub LAN, VLAN and business class firewall

e (3.shdsl 2 or 4-wire selectable router/bridge with 4-port switching hub LAN, VLAN and business
class firewall

1.4 Application

\, /,// . NB714 or NB712

N
- G.SHDSL Modem Router
(Note: NB714 model shown)

Firewall
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2 Firewall

A firewall protects networked computers from an intrusion that could compromise confidentiality or result in data
corruption or denial of service. It must have at least two network interfaces, one for the network it is intended to

protect, and one for the network it is exposed to. A firewall sits at the junction point or gateway between the two

networks, usually a private network and a public network such as the Internet.

A firewall examines all traffic routed between the two networks to see if it meets certain criteria. If it does, it is
routed between the networks, otherwise it is stopped. A firewall filters both inbound and outbound traffic. It can
also manage public access to private networked resources such as host applications. It can log all attempts to
enter the private network and trigger alarms when hostile or unauthorized entry is attempted. Firewalls can filter
packets based on their source and destination addresses and port numbers. This is known as address filtering.
Firewalls can also filter specific types of network traffic. This is known as protocol filtering because the decision
to forward or reject traffic is dependant upon the protocol used, for example HTTP, ftp or telnet. Firewalls can also
filter traffic by packet attribute or state.

[t is important to note that an Internet firewall cannot prevent individual users with modems from dialling into or
out of the network. By doing so they bypass the firewall altogether and open the network to attack. However, these
are management issues that should be raised during the planning of any security policy and cannot be solved with
Internet firewalls alone.

Unknown Traffic

NB714 or NB712

G.SHDSL Modem Router Access to Specific Destination
(Note: NB714 model shown)

g

N
Specified Allowed Traffic
[—— Y Allowed Traffic Out to Internet -

ey /N
E— Restricted Traffic ’ Firewall

11\ :

[11

PC
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2.1 Types of Firewall
There are three types of firewall:

2.1.1 Packet Filtering

In packet filtering, only the protocol and the address information of each packet is examined. Its
contents and context (its relation to other packets and to the intended application) are ignored.

The firewall pays no attention to applications on the host or local network and it “knows” nothing
about the source of the incoming data. Filtering consists of examining incoming or outgoing packets
and allowing or disallowing their transmission on the basis of a set of configurable rules. Network
Address Translation (NAT) routers offer the advantages of packet filtering firewalls but can also hide
the IP addresses of computers behind the firewall, and offer a level of circuit-based filtering.

Level 5: Application

Protocol
Source/Destination address

Source/Destination port
Level 3: IP IP options

Level 4: TCP

Connection status
Level 2: Data Link

Level 1: Physical

19216805

Fillr remembers
this nformation
wp

5P=3264
SA=192.168.0.5
DP=1525

525
DA=17216.34

Matches outgoing
s0

DP=3264
DA=192.168.05

No matches
so disalowed

wp

[ SP=1525
SA=172168.3.4
DP=2049
DA=192.168.0.5

\‘ /// <
Internet

=
N / I
192.120.8.5:2205 ‘Ci)
192.120.8.5:2206 -
NN
< L

TTTTIY

7 //
Firewall 192.120.8.5 —
Client IP Internal Port | External Port =

192.100.0.11:4433

19268010 | 1025 2205
192.168.0.11 | 4406 2206
Internal/Protected External/Unprotected
Network Network
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2.1.2 Circuit Gateway

Also called a “Circuit Level Gateway,” this is a firewall approach that validates connections before
allowing data to be exchanged. What this means is that the firewall doesn’t simply allow or disallow
packets but also determines whether the connection between both ends is valid according to
configurable rules, then opens a session and permits traffic only from the allowed source and
possibly only for a limited period of time.

Level 5: Application

Destination IP address and/

Level 4: TCP or source IP address and/or
time of day

Level 3: IP protocol
user

Level 2: Data Link password

Level 1: Physical

2.1.3 Application Gateway

The Application Level Gateway acts as a proxy for applications, performing all data exchanges with
the remote system on their behalf. This can render a computer behind the firewall all but invisible to
the remote system. It can allow or disallow traffic according to very specific rules; permitting some
commands to a server but not others, limiting file access to certain types, varying rules according

to authenticated users and so forth. This type of firewall may also perform very detailed logging of
traffic and monitoring of events on the host system, and can often be instructed to sound alarms or
notify an operator under defined conditions. Application-level gateways are generally regarded as the
most secure type of firewall.

Level 5: Application
Level 4: TCP
Level 3: IP

Level 2: Data Link

Level 1: Physical

2.2 Denial of Service Attack

Denial of service (DoS) attacks typically come in two varieties: resource starvation and resource overload. DoS
attacks can occur when there is a legitimate demand for a resource that is greater than the supply (i.e. too many
web requests to an already overloaded web server). Software vulnerability or system misconfigurations can also
cause DosS situations. The difference between a malicious denial of service and simple system overload is the
requirement of an individual with malicious intent (attacker) using or attempting to use resources specifically to
deny those resources to other users.

10 NB712 / NB714 User Guide
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Ping of death

SYN Flood

ICMP Flood

UDP Flood

Land attack

Smurf attack

Fraggle Attack

IP Spoofing

On the Internet, ping of death is a kind of denial of service
(DosS) attack caused by an attacker deliberately sending an
IP packet larger than the 65,536 bytes allowed by the IP
protocol. One of the features of TCP/IP is fragmentation; it
allows a single IP packet to be broken down into smaller
segments. Attackers began to take advantage of that feature
when they found that a packet broken down into fragments
could add up to more than the allowed 65,536 bytes.
Many operating systems didn’t know what to do when they
received an oversized packet, so they froze, crashed, or
rebooted. Other known variants of the ping of death include
teardrop, bonk and nestea.

The attacker sends TCP connections faster than the

victim machine can process them, causing it to run out

of resources and dropping legitimate connections. A new
defence against this is to create “SYN cookies”. Each side
of a connection has its own sequence number. In response
to a SYN, the attacked machine creates a special sequence
number that is a “cookie” of the connection and forgets
everything it knows about the connection. It can then
recreate the forgotten information about the connection
where the next packets come in from a legitimate
connection.

The attacker transmits a volume of ICMP request packets to
cause all GPU resources to be consumed serving the phony
requests.

The attacker transmits a volume of requests for UDP
diagnostic services which cause all CPU resources to be
consumed serving the phony requests.

The attacker attempts to slow your network down by sending
a packet with identical source and destination addresses
originating from your network.

Where the source address of a broadcast ping is forged so
that a huge number of machines respond back to the victim
indicated by the address, thereby overloading it.

A perpetrator sends a large amount of UDP echo packets
at IP broadcast addresses, all of it having a spoofed source
address of a victim.

IP Spoofing is a method of masking the identity of an

intrusion by making it appear that the traffic came from a
different computer. This is used by intruders to keep their
anonymity and can be used in a Denial of Service attack.

NB712 / NB714 User Guide
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3 VLAN (Virtual Local Area Network)

Virtual LAN (VLAN) is defined as a group of devices on one or more LANS that are configured so that they can
communicate as if they were attached to the same wire, when in fact they are located on a number of different
LAN segments. Because VLAN is based on logical instead of physical connections, it is extremely flexible.

The IEEE 802.1Q defines the operation of VLAN bridges that permit the definition, operation and administration of
VLAN topologies within a bridged LAN infrastructure. VLAN architecture benefits include:

1. Increased performance

2. Improved manageability

3. Network tuning and simplification of software configuration
4. Physical topology independence

5. Increased security options

As DSL (over ATM) links are deployed more and more extensively, VLAN (VLAN-to-PVC) over DSL links is
becoming a popular requirement of networks.

The following section will discuss the implementation of VLAN-to-PVC only for bridge mode operation, i.e., the
VLAN spreads over both the COE and CPE sides, where there is no layer 3 routing involved.

3.1 Specification
1. The unit supports up to 8 active VLANs with shared VLAN learning (SVL) bridge out of 4096 possible
VLANSs specified in IEEE 802.1Q.

2. Each port always belongs to a default VLAN with its port VID (PVID) as an untagged member. Also, a
port can belong to multiple VLANs and be tagged members of these VLANS.

3. Aport must not be a tagged member of its default VLAN.

4. If a non-tagged or null-VID tagged packet is received, it will be assigned with the default PVID of the
ingress port.

5. If the packet is tagged with non-null VID, the VID in the tag will be used.

6. The look up process starts with VLAN look up to determine whether the VID is valid. If the VID is
not valid, the packet will be dropped and its address will not be learned. If the VID is valid, the VID,
destination address, and source address lookups are performed.

7. The VID and destination address lookup determines the forwarding ports. If it fails, the packet will be
broadcast to all members of the VLAN, except the ingress port.

8. Frames are sent out tagged or untagged depending on if the egress port is a tagged or untagged
member of the VLAN that the frames belong to.

9. IfVID and source address look up fails, the source address will be learned.
3.2 Frame Specification

An untagged frame or a priority-tagged frame does not carry any identification of the VLAN to which it belongs.
Such frames are classified as belonging to a particular VLAN based on parameters associated with the receiving
port. Also, priority tagged frames, which, by definition, carry no VLAN identification information, are treated the
same as untagged frames.

AVLAN-tagged frame carries an explicit identification of the VLAN to which it belongs; i.e., it carries a tag header
that carries a non-null VID. This results in a minimum tagged frame length of 68 octets. Such a frame is classified

12 NB712 / NB714 User Guide
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as belonging to a particular VLAN based on the value of the VID that is included in the tag header. The presence
of the tag header carrying a non-null VID means that some other device, either the originator of the frame or a
VLAN-aware bridge, has mapped this frame into a VLAN and has inserted the appropriate VID.

The following figure shows the difference between a untagged frame and VLAN tagged frame, where the Tag
Protocol Identifier (TPID) is of 0x8100 and it identifies the frame as a tagged frame. The Tag Control Information
(TCI) consists of the following elements:

1) User priority allows the tagged frame to carry user priority information across bridged LANS in
which individual LAN segments may be unable to signal priority information (e.g., 802.3/Ethernet
segments).

2) The Canonical Format Indicator (CFl) is used to signal the presence or absence of a Routing
Information Field (RIF) field, and, in combination with the Non-canonical Format Indicator (NCFI)
carried in the RIF, to signal the bit order of address information carried in the encapsulated frame.

3) The VID uniquely identifies the VLAN to which the frame belongs.
3.3 Applications

SHDSL Router SHDSL Router

Ethernet SHDSL Ethernet

AN //,/
T

”

SHDSL Router

.
SHDSL Ethernet
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4 Getting to know the router

This section will introduce the hardware of the router.

4.1 Front Panel

The front panel contains LEDs which show the status of the SHDSL router. Note: The front panel LEDs of the
NB712 (2-wire) and NB714 (2 or 4-wire selectable) are identical. The NB714 is shown below.

LED status
LEDs Active Description
PWR On Power on
WAN
LNK On SHDSL line connection is established
Blink SHDSL handshake
ACT On Transmit or received data over SHDSL link
LAN
1 On Ethernet cable is connected to LAN 1
Blink Transmit or received data over LAN 1
2 On Ethernet cable is connected to LAN 2
Blink Transmit or received data over LAN 2
3 On Ethernet cable is connected to LAN 3
Blink Transmit or received data over LAN 3
4 On Ethernet cable is connected to LAN 4
Blink Transmit or received data over LAN 4
ALM On SHDSL line connection is dropped
Blink SHDSL self test
14 NB712 / NB714 User Guide
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4.2 Rear Panel

The rear panel of the SHDSL router is where all of the cable connections are made.

Connectors Description

DC-IN Power adaptor inlet; Input voltage 9VDC

LAN (1,2,3,4) 10/100BaseT auto-sensing and auto- MDIX for LAN port
(RJ-45)

CONSOLE RS-232C (DBY) for system configuration and maintenance

LINE SHDSL interface for WAN port (RJ-11)

RST Reset button to reboot or load factory default

The reset button can be used in one of two ways.
(1) Press the Reset Button for one second to reboot the system only.

(2) Pressing the Reset Button for four seconds will cause the product to reload the factory default
settings, thereby losing all of your settings. If you forget your user name or password, or if the router
is having difficulties connecting to the Internet, you may want to reconfigure it to clear all previous
settings. Press the Reset Button and hold for four (4) seconds with a paper clip or sharp pen/pencil.

NB712 / NB714 User Guide 15
YML829 Rev1



Nelbomm
5 Connecting your G.SHDSL Modem Router

This guide is designed to lead users through the Web Configuration of the G.SHDSL Modem Router in the easiest
and quickest way possible. Please follow the instructions carefully.

Note: There are three methods to configure the router: serial console, Telnet and Web
Browser. Only one configuration application is used to setup the Modem Router at
any given time. Select the method you wish to use and continue.

For Web configuration, you can skip step 3.
For Serial Console Configuration, you can skip step 1 and 2.
Step 1: Check the Ethernet Adapter in PC

Make sure that an Ethernet Adapter has been installed in the PC that is to be used for configuration of the router.
TCP/IP protocol is necessary for web configuration, so please check that the PC has TCP/IP protocol installed.

Step 2: Check the Web Browser in PC

For Web Configuration, ensure that the PC has a Web Browser installed, such as IE or Netscape.
Note: Suggest IE5.0, Netscape 6.0 or above and 800x600 screen resolution or above.

Step 3: Check the Terminal Access Program

For Serial Console and Telnet Configuration, users need to setup the terminal access program with VT100
terminal emulation.

Step 4: Determine Connection Setting

Users need to know the Internet Protocol supplied by your Service Provider and determine the mode of setting.

Protocol Selection

RFC1483 Ethernet over ATM

RFC1577 Classical Internet Protocol over ATM (CLIP)
RFC2364 Point-to-Point Protocol over ATM (PPPoA)
RFC2516 Point-to-Point Protocol over Ethernet (PPPOE)

Different Protocols are required to setup different WAN parameters. Your ISP will advise the correct protocol and
the necessary WAN parameters to configure your Modem Router.

16 NB712 / NB714 User Guide
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Bridge EoA

Route EoA

IPoA

PPPoA

WP

WCI:
Encapsulation:
Gateway:

Host Mame: _ if applicable)

//\-:;I:

YEI:
Encapsulation:
IP Address:
Subnet Mask:
Gateway:

DMNE Server:

Host Mame: _{if applicable)

J

P

Wl
Encapsulation:
IP Address:
Subnet Mask:
Sateway:

OMS Server:

Host Marne: _ (if applicable)

VR

Wl
Encapsulation:
User Mame:
Password:
OMNS Server:

Haost Mame: __iif applicable)

IF Address:_ (if applicable)

7
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PPPoE

P N

Yol

Encapsulation:

User Mame:

Passwiord:

OMNS Server:

Host Mame: _{if applicable)
IP Address:_ (if applicable)

g

Step 5: Install the SHDSL Router

Do not turn on the Modem Router until you have completed the Hardware Installation.
e (Connect the power adapter to the port labelled DC-IN on the rear panel of the product.
e (Connect the Ethernet cable to the PC.

Note: The 4-port modem router supports auto-MDIX switching, so both straight and
cross-over Ethernet cables can be used.

e Connect the phone cable to the product and the other side of the phone cable to the wall jack.

e (Connect the power adapter to the power source.

e Turn on the PC which will be used to configure the Router.

4-port router with network topology

\, /,//, NB714 or NB712
- G.SHDSL Modem Router
. (Note: NB714 model shown)
7 //l/ \\\

T T
T
T T T
T T

il eape

PC
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6 Configuration via Web Browser
For Win95, 98 and Me, click the start button. Select Setting and Control Panel.

aon sy AjiFerow Dot g

L B 4 4 & =

Cores et b Y e oER T

warn wn .

T @ D 8

Tepbnial Surmet W »?n wusests [ D

coacar

.45 -4 .

Lt SR Caee
EAxre

Properties button.
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Choose IP Address tab. Select Obtain IP address automatically. Click the OK button.

The window will ask you to restart the PC. Click Yes button.
After rebooting your PC, open your web browser and type http://192.168.1.1 to connect to the Router.

2 NB712 SOHO Router Remote Management and Configuration - Mic

File Edit View Favorites Tools Help

Q- © MR G O Formons @‘

address [{@] htip: //192.168.0.1/

The default IP address and sub net-mask of the Router is 192.168.1.1 and 255.255.255.0. Because the router
acts as DHCP server in your network, the router will automatically assign an IP address for the PC in the network.

Type User Name admin and Password admin and then click OK.

== e

The default user name and password are both admin. For the system security, we suggest you change them after
configuration.

Note: After changing the User Name and Password, it is strongly recommended that you
record them somewhere as a reminder for the next time you login. If you cannot
remember the User Name and Password, you will need to reset the Modem
Router, which will lose any previous configuration.

20 NB712 / NB714 User Guide
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/ Basic Setup

The Basic Setup contains LAN, WAN, Bridge and Router operation modes. This section can be used to completely
setup the router. After successfully completing it, you can access the Internet. This is the easiest and quickest way
to setup the router.

Note: The advanced functions are only for advanced users. The incorrect settings of
advanced functions can affect the performance of the network and cause a
system error or disconnection.

» BASIC

» ADVANCED
» STATUS

» ADMIN

= UTILITY

Click Basic for basic installation.
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7.1 Bridge Mode

Before configuring the router in bridge mode, check with your ISP to ensure you have the necessary information.

Home

Basic

Avanced Status Admin

Urility

Operation Mode:

Syaten hiode

SHDSL Mede: (0O Side

BASIC - STEP1

DROUTE 3 BRIDGE

(= CPT Side

Click Bridge and CPE Side to setup Bridging mode of the Router and then click Next.

Two SHDSL modes are available: CO, Central Office, and CPE, Customer Premises Equipment. For a connection
with a DSLAM, the correct SHDSL mode is CPE. For a LAN to LAN connection, one side must be CO and the other

side must be CPE.
LAN Parameters

Home

Wtility

Avanced Status Admin

LAN:

IP Adidress
Subnes sl
Cacemwy:

Hoss Name
WANI:

Ve (O
W (@

Fresp

Enter IP:
Enter Subnet Mask:
Enter Gateway:

Enter Host Name:

BASIC - STEP2

192 | 1es | 1
5 | |8 | |E [
192 L{wes ] |[|ma
S0OHD

OvC-mux BLLE

192.168.1.1

255.255.255.0

192.168.1.254

The Gateway IP is provided by ISP.
SOHO

Some ISPs will require the host name as identification. You may need to check with your ISP to see if your Internet
service has been configured with a host name. In most cases, this field can be ignored.
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WANT1 Parameters

Enter VPI: 0
Enter VCI: 32
Click LLC

Click Next.

The screen will display the new parameters. Check the parameters and click Restart. The router will reboot with
the new settings. Select Continue to configure other parameters.
Home Gasic Advanced Status Admin Utility
BASIC - REVIEW

REVIEW:
To let the configuraton that vou have changed take effect snmediately, please chck Festan button ro
the sefup procedure, please click Contime buation

» Syitem Operation Medr:

System Made Reidge Mode
SHDSL Mode | [CPE Side
= LAN Imterface:
IF Type Fixid
IP Addrass 152 168.1.1
Subnat Mask | (255 225 255 0
Gueway 192 168.1.284
Hoatname 30H0

= ¥WWAX] bmreriase

VPl
vl [EF]

AALS Encap. LLC
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7.2 Routing Mode

Routing mode includes DHCP server, DHCP client, DHCP relay, Point-to-Point Protocol over ATM and Ethernet and
|P over ATM and Ethernet over ATM. The type of Internet protocol is provided by your ISP,

Click ROUTE and CPE Side then press Next.

Home Basic Advanced Status Admin LHility

BASIC - STEP1

Operation Mode:
Sysem Mode: (DROUTE (O BRIDGE

SHDSL Mode: (OCO Side S CPE Side

Two SHDSL modes are available: CO, Central Office, and CPE, Customer Premises Equipment. For connection with
a DSLAM, the SHDSL mode is CPE. For a LAN to LAN connection, one side must be CO and the other side must
be CPE.
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Some ISPs provide a DHCP server service whereby the PC in the LAN can access IP information automatically. To
setup the DHCP client mode, follow the procedure.

Home Basic | Advanced | Status Admin Utility
BASIC - STEP2

LAN:

IPType: ®Fixed O Dynamic{DHCP Client)
Paddess: [192 [ [168 |1 |1 ]

Subnet Mask: [255 | [255 [ [285 [0 |

Host Name: [S0HO

Trigger DHCP Service: (O Disable ® Server O Relay

LAN IP Type: Dynamic
Click Next to setup WAN1 parameters.
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7.2.2 DHCP Server

Dynamic Host Configuration Protocol (DHCP) is a communication protocol that allows network administrators to
centrally manage and automate the assignment of Internet Protocol (IP) addresses in an organization’s network.
Internet Protocol requires that each machine that can connect to the Internet has a unique IP address. When an
organization sets up its computer users with a connection to the Internet, an IP address must be assigned to each

Home Basic Atvanced Status Admin Utility

BASIC - STEP3
DHCP SERVER:

® General DHCF Paraseer:

Start [P Address: 152.968.1, |2
End [P Address: 187 168.1. [31
DS Server 1 | 152.168.1.7
DS Server 2
DS Serves 3

Lease Time: |72 | howrs

®  Table ol Fixed DHHCF Host Entrica:
Hint: The format of the MAC Address is 123456 789ABC
Irndex MAC Addiess IP Addross
1

2

machine.

Without DHCP, the IP address must be entered manually for each computer. If computers move to another location
in another part of the network, a new IP address must be entered. DHCP lets a network administrator supervise
and distribute IP addresses from a central point and automatically send a new IP address when a computer

is plugged into a different place in the network. If the DHCP server is enabled, you have to setup the following
parameters for processing DHCP requests from clients.

The embedded DHCP server assigns network configuration information for up to 253 users accessing the Internet
at the same time.

IP type: Fixed

IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Host Name: SOHO

Some ISPs require the host name as identification. Check
with your ISP to see if your Internet service has been
configured with a host name. In most cases, this field can be
ignored.
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Trigger DHCP Service:

DNS Server:

Click Next to setup WAN1 parameters.

Server

The default setup is Enable DHCP server. If you want to turn
off the DHCP service, choose Disable.

For example: If the LAN IP address is 192.168.1.1, the

IP range of LAN is 192.168.1.2 t0 192.168.1.51. The
DHCP server assigns the IP form Start IP Address to End IP
Address. The legal IP address range is form 0 to 255, but 0
and 255 are reserved for broadcast so the legal IP address
range is from 1 to 254. On the other hand, you cannot
assign an IP greater than 254 or less then 1. Lease time
72 hours indicates that the DHCP server will reassign IP
information every 72 hours.

Your ISP will provide at least one Domain Name Service
Server IP. You can type the router IP in this field. The router
will act as DNS server relay function.

You may assign fixed IP addresses to some devices while
using DHCP, provided that the fixed IP address is not within
the range used by the DHCP server.
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7.2.3 DHCP relay

If you already have a DHCP server on your LAN and you want to use it for DHCP services, the router provides a
DHCP relay function.

Home Basic Advanced Status Admin Utility
BASIC - STEP2

LAN:
IPType: @Fixed O Dynamic(DHCR Client)
Paddess: [192 [[168 |1 [[1 ]
Subnet Mask: [255 | [255 |.[255 [[o |
Trigger DHCP Service: (O Disable O Sever ® Relay
[ Back i Cancel W Reset [ Next |
IP Type: Fixed
IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
Host Name: SOHO
Some ISPs require the host name as identification. Check
with your ISP to see if your Internet service has been
configured with a host name. In most cases, this field can be
ignored.
Trigger DHCP Service: Relay
Home Basic Advanced Status Admin Utility
BASIC - STEP3
DHCP RELAY:

» Remote DHCP Server Parameter:

IP address: (192.168.1.124

[ Back [ Cancol | Reset W Next |
Click Next to setup DHCP server parameters.
Enter the DHCP server IP address in IP address field.

Press Next
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7.2.4 PPPOE or PPPoA

PPPoA (point-to-point protocol over ATM) and PPPoE (point-to-
point protocol over Ethernet) are authentication and connection
protocols used by many service providers for broadband
Internet access. These are specifications for connecting multiple
computer users on an Ethernet local area network to a remote
site through common customer premises equipment, which

is the telephone company’s term for a modem and similar

WP

W CI:
Encapsulation:
User Mame:
Password:
ONS Server:

Host Mame: __(if applicable)
IP address:__ (if applicable)

devices. Users share a common Digital Subscriber Line (DSL),
cable modem, or wireless connection to the Internet. PPPoE
and PPPoA combine the Point-to-Point Protocol (PPP), commonly used in dialup connections, with the Ethernet
protocol or ATM protocol, which supports multiple users in a local area network. The PPP protocol information is
encapsulated within an Ethernet frame or ATM frame.

Before configuring the router, check with your ISP to ensure you have the correct information.

Home Basic Advanced Status Admin Utility
BASIC - STEP4
WANI:
VPL |0
VCI:
AATSEncap: O VC-mux ®LLC
Protocol: _IF'O:GL

IPoA+NAT
Eoh

EoA+NAT
PPPoA+NAT
PPPoE+NAT

Key in the WAN1 parameters:

VPI: 0

VCI: 33

AAL5 Encap: LLC

Protocol: PPPoA + NAT or PPPoE + NAT

Click Next to setup the User name and password.

For more information, refer to the section on NAT/DMZ.
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Home Basic

Advanced Status Admin Utility

15F1:

Username
Password

Pasyword Confina

BASIC - STEPS

Type the ISP1 parameters.
Username:
Password:

Password Gonfirm:

Idle Time:

IP Type:

For fixed IP address:
IP Type:
IP Address:

Click Next.
For IP Unnumbered:
IP Type:
IP Address:

Click Next.

test

test
test
Your ISP will provide the user name and password.
10

If you want your Internet connection to remain on at all
times, enter O in the Idle Time field.

There are three IP types, Dynamic, Fixed and IP
Unnumbered, which you can setup. The default IP type

is Dynamic. It means that ISP PPP server will provide IP
information including a dynamic IP address when a SHDSL
connection is established. I.e. you do not need to type the IP
address of WANT1. Some ISPs will provide fixed IP address
over PPP.

Fixed

192.168.1.1

|P Unnumbered
192.168.168.1

30
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Note: For security, the password will be displayed as asterisk characters.

Don't forget to enable LAN: For IP Routing Usage and type IP address on STEP 2

The screen will display the parameters that will be written to EPROM. Check the parameters before writing to
EPROM.

Press Restart to restart the router with the new parameters or press Continue to setup other parameters.
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7.2.5 IPoA or EoA

Before configuring the router, check with your ISP to ensure you have the correct parameters.

Type the Wan Parameters;
VPI:
VCI:
AAL5 Encap:
Protocol:

Click Next to setup the IP parameters.

0

33

LLC

[PoA , E0A , IPOA + NAT or E0A + NAT

For more information, refer to the section on NAT/DMZ.

Home Basic

WAN]:

Advanced Status Admin Utility

BASIC - STEP5

P Address: [10 ][

Subnet Mask- [255 | [255 |.[255 |0

Gateway: |'ID ||'|

DNS Server 11 |168.95.1.1
DNS Server 2: [168.95.1921

IP Address:

Subnet mask:

Gateway:

DNS Server 1:

Click Next

10.1.2.1
The router’s IP address as seen from the Internet. Your ISP
will provide it and you need to specify it here.

255.255.255.0
This is the router subnet mask seen by external users on the
Internet. Your ISP will provide it to you.

10.1.2.2
Your ISP will provide you the default gateway.

168.95.1.1
Your ISP will provide at least one DNS (Domain Name
System) Server IP address.
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The screen will display the parameters that will be written to EPROM. Check the parameters before writing to
EPROM.

Home Basic Advanced Status Admin tility
BASIC - REVIEW

REVIEW:
To bt the confipnration that vou have changed take affect imnsediately, plaase cBck Restart button to 1
the sctup proccdhee, please chck Contimac button.

® Svitem Operation Made:

| SysemMode  Foutellace
[T SHDSTMoae I crE e

= LAXN Incerface:

TR
P w192 168 1
I SabaEMBRR 255 265 256 0
[ Mewsama 1 soro

[ Trigger DHEP soviea: | 0CF Son

= DHCF server:

[ Dafault gaoweay | 137 16311
[ SiiEnet mask W (255 255 255 0
[ Stan i address 1 19216317
[ EndiPaddress 1 192 1681 51
[ DN Sarver 4 192 168,11
| DHSServerz

| DNSServer3
[ leasedme  Tinous

Press Restart to restart the router with the new parameters or press Continue to setup other parameters.
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8 Advanced Setup

Advanced setup contains SHDSL, WAN, Bridge, VLAN, Route, NAT/DMZ, Virtual server and firewall parameters.
» BASIC

v ADVANCED
» SHDSL
= WAN
« BRIDGE
* VLAN
s ROUTE
» NAT/DMZ
« VIRTUAL SERVER
+ FIREWALL
» IP QDS

» STATUS
+ ADMIN

» UTILITY
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8.1 SHDSL » BASIC
You can setup the Annex type, data rate and SNR margin for SHDSL parameters in * ADVANCED
SHDSL. b
« WAN
, = BRIDGE
Click SHDSL. . VLAN
The following screen displays the Advanced SHDSL settings page for the NB712. : ﬁﬂﬁm
+ VIRTUAL SERVER
. . : - = FIREWALL
Home Basic Atvanced |  Status Admin Litility « P QoS
ADVANCED - SHDSL + STATUS
ﬂwn!iuu Alode: - mMIH
® Serup Operasiem Mede:
Anmes Type: (D Annex A @ hAnnex B O Asrex AB » UTILITY
Dt Racs{n Sdlbpr) (0 {ranga- 0=, n=0 for adapthe moda)
SR marpn |0 {rangac-10~13]

The NB714 supports an additional 4-wire mode with 4.0608Mbps data rate. The following screen displays the
Advanced SHDSL settings page for the NB714 with the option to select the Link Type.

Home Basic Athanced atatus Admin Utility

ADVANCED - SHDSL

Operation Maode:

® Setup Operation Mode:
AnnexType: CANNeX A & Anngx B © Annex A8
Link Type: C4-Wirg & 2Wire

Data Bste(n®Sdkbps). |0 (rarwpe 0=36, n=0 for adaplve mode)
EME marginc |0 {ramgs - 10=10)

Annex Type: There are three Annex types, Annex A (ANSI), Annex B
(ETSI), or Annex AB in SHDSL. Check with your ISP.

Link Type: The router supports two link types, 4-wire mode with
4.0608Mbps data rate and 2-wire mode with 2.304Mbps
data rate.

Data Rate: You can set the SHDSL data rate in multiples of 64kbps.

For adaptive mode, n=0. The router will adapt the data rate
according to the line status.

NB712 / NB714 User Guide 35
YML829 Rev1



Nelbomm

SHDSL SNR margin: The margin range is from 0 to 10.

SNR margin is an index of line connection. You can see the
actual SNR margin in STATUS SHDSL. The larger the SNR
margin, the better the line connection.

If you set the SNR margin in the field to 2, the SHDSL
connection will drop and reconnect when the SNR margin
is lower than 2. .e., the device will reduce the line rate and
reconnect for better line connection.

The screen will display the parameters that will be written to EPROM. Check the parameters before writing to
EPROM.

Basic Atvanced status Admin Utility

ADVANCED - SHDSL

SHDAL Parameters Review:
T bet the configarasion thas vou have changed take effect mmsediately, please chick Rectast button o
the setap procedure, please chick Continue button

s SHDSL Mede:
Annex Type Annax B
Data Rata 0 (adaptive mads)
SMR margin 0

Press Restart to restart the router with the new parameters or press Continue to setup other parameters.
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8.2 WAN

The SHDSL router supports up to 8 PVCs. WAN 1 was configured via BASIC except QoS. If you want to setup
other PVCs, 2 to 8, the parameters are setup in WAN. l.e., you must apply two or more Internet Services with ISPs
otherwise you do not need to setup WAN.

The WAN Number 1 will be the parameters setup in Basic Setup. If you want to setup another PVC, you can
configure them in WAN 2 to WAN 8.

= BASIC

¥ ADVANCED
» SHDSI

» WAN

» BRIDGE

= WLAN

« HOUTE

s NAT/DMZ

« VIHTUAL SERVER
» FIREWALL

= 1P QoS

= STATUS

* ADMIN

» UTILITY
Enter the parameters.

Athranced Status Admin
ADVANCED - WAN

Home Basic

Utility

WAN Interface Farameters:

& Takls of Current WAS Incerface Marameier

T
Begbpe
F Addram

Tutsat L

L 1
F Ag3eaia

Tuzrac U

WiH
IF crvier AT
12T

2552552550

Dizable
TR 1R
255 255 2550

-

ve
v [
-]
LLG

11
2400
2400
1

ar

EX

A=

UBR
2400
2400
1

-

-

-

Fiiwried
Piibwzed Coobire
ks Tima

" Troe

EEraT
P
B ooz Domfr
il Tima

F Typa

15F

gt
sraw
wrew

0
Crynamic

Bacil
e
saaw
10

Oynamie

If the WAN protocol is PPPoA or PPPoE with dynamic IP, leave the default WAN IP address and Subnet Mask as
default settings. The system will ignore the IP address and Subnet mask information but deleting or leaving blank
the items will cause system error.
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If the WAN protocol is IPoA or EoA, leave the ISP parameters as default setting. The system will ignore the
information but deleting or leaving blank fields will cause a system error.

QoS (Quality of Service):

UBR (Unspecified Bit Rate):

CBR (Constant Bit Rate):

VBR-rt (Variable Bit Rate real-time):

PCR (Peak Cell Rate) in kbps:

SCR (Sustained Cell Rate):

MBS (Maximum Burst Size):

Click Finish to finish setting.

The Traffic Management Specification V4.0 defines ATM
service catalogues that describe both the traffic transmitted
by users onto a network as well as the Quality of Service that
the network needs to provide for that traffic.

UBR is the simplest service provided by ATM networks. There
is no guarantee of any rate. It is a primary service used for
transferring Internet traffic over the ATM network.

CBR is used by connections that require a static amount of
bandwidth that is available during the connection life time.
This bandwidth is characterized by Peak Cell Rate. Based on
the PCR of the CBR traffic, specific cell slots are assigned for
the VC in the schedule table. The ATM always sends a single
cell during the CBR connection’s assigned cell slot.

VBR-rt is intended for real-time applications, such as
compressed voice over IP and video conferencing, that
require tightly constrained delays and delay variation. VBR-rt
is characterized by a peak cell rate (PCR), sustained cell rate
(SCRY), and maximum burst rate (MBR).

The maximum rate at which you expect to transmit data,
voice and video. Consider PCR and MBS as a means of
reducing lantency, not increasing bandwidth. The range of
PCR is 64kbps to 2400kbps

The sustained rate at which you expect to transmit data,
voice and video. Consider SCR to be the true bandwidth of a
VC and not the long-term average traffic rate. The range of
SCR is 64Kkbps to 2400kbps.

The amount of time or the duration at which the router
sends at PCR. The range of MBS is 1 cell to 255 cells.

The screen will display the parameters that will be written to EPROM. Check the parameters before writing to

EPROM.

Press Restart to restart the router with the new parameters or press Continue to setup other parameters.
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8.3 Bridge

If your router is setup in bridge mode and you want to setup advanced filter functions, you can use the BRIDGE
menu to setup the filter and blocking functions.

Click Bridge to setup.

Press Add to add the static bridge information.
Home Basic Atvanced Status Admin Utility
ADVANCED - BRIDGE
Generic Bridge Parameters:
s General Parameter:

Defule Gazewans | 192 1681254

Static Bridge Parameters:
« Table of Currest MAC Emtries:

He Addrass LAN WANT -4 WANS . B
00 0000000000 Filkat a8 1| Filkar & | Filsar -
] 2 | Flir |5 | Pl -
3| Filar = 7 | Filar w
4| Filer | & | Filar A
[ roset i Asd |
[ conce [l st psn |

If you want to filter the MAC address of a LAN PC to access the Internet, press Add to establish the filtering table.
Enter the MAC address in the MAC address field and select Filter in the LAN field.

If you want to filter the MAC address of WAN PC to access the LAN, press Add to establish the filtering table.
Enter the MAC address in the MAC address field and select Filter in the WAN field. For example: if your VC is
setup at WAN 1, select WAN 1 Filter.
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The screen will display the parameters that will be written to EPROM. Check the parameters before writing to
EPROM.

Home Basic Avanced Status Admin Uility

ADVANCED - BRIDGE

Brulge Parameters Review:
T'o let the confiparation that you have changed take effect mmediately, please click Festart button to reboot the sy
the selup ]n:s-c'rdl: e ]:IIFH'.F chek Contmmee button
» Generie Bridge Paramerer:
Default Gateway 192 166.1.254

u Serle Bridge Parsmerer:

Mo | MAC Address | LAN | WAN1 | WANZ | WAN3 |WAN4 WANS | WANG | WANT | WANB
Foal i Emply |

Press Restart to restart the router with the new parameters or press Continue to setup other parameters.
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8.4 VLAN

Virtual LAN (VLAN) is defined as a group of devices on one or more LANS that are configured so that they can
communicate as if they were attached to the same wire, when in fact they are located on a number of different
LAN segments. Because VLAN is based on logical instead of physical connections, it is extremely flexible.

Click VLAN to configure VLAN.
= BASIC

¥ ADVANCED
+ SHDSL

VIRTUAL SERVER
FIREWALL
P Gas

» STATUS

-
.
= NAT/DMZ
.

» ADMIN
= UTILITY

Two types of VLAN are supported: either 802.1Q or Port-Based. Note that only one type of VLAN can be
configured at a time.

Home Basic Advanced Status Admin Utility
ADVANCED - VLAN

Virtual LAN Parameters:

n General Parameter:

Mode: @ Disable (802 1Q Tag-Based VLAMN O Port-Based VLAN

For setting 802.1Q VLAN click the 802.1Q Tag-Based VLAN and click Reset. The screen will display as follows:
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Bagic Acheiied Status Kl Uity

ADVANCED - VLAN

VAl LAY Paramerers:

Geenrral Paameres

Mo COwank ©an10TapBasas s CFRanSasan i

BRL103 Tag-Hased VLAN Tl

110 O o O O O0 o O O @]
20 O O O O O (] O O (|
240 =] 4] m ] =] O =] ] (3] @]
440 O O O =] (=] (] =l (=] (=]
3 [ O o o (=] O o i O 5]
ijo (s m] m ] 5] O (] O O [ ]
Tio ] 2] O =] O =] [m] O ]
4|0 ] O O =] O ] i (] a]
-“W:: 1 [ 1 1 [ 1 1 [ .I 1 | -l 1 [

[ERET R [ Accaia W[ Acasa ][ Accans 9| Aceass 8| Aocasa M| Acass | Accass ]| Accasa M) | Accasa 9

VID: Virtual LAN ID is a defined ID number from 1 to 4094.

PVID: Port VID is an untagged member of a default VLAN.

Link Type: Access means the port can receive or send untagged
packets.

Link Type: Trunk means that the port can receive or send tagged
packets.

Port-Based VLANSs are VLANs where the packet forwarding decision is based on the destination MAC address and
its associated port.

Click Port-Based VLAN to configure the router and press Reset.

Hamnes Basle Aidannc ol Siatus Asemin iy

ADVANCED - VLAN

§irimsi L AN Formmany

& Ermiial P msion
dsn ) Detsiss 5 IED M3 ThgBuead LM TPt Busad LA

o WS Ty Bueed VLAY |l
W VR L MDA aam | owEwm | ED0 | meRd ) waml weel
- r A . = = a i ] -

e 2 E o m] o B
" r " —~ o
(R C () O a o 0 [ (]
= o >
E [ i}
rin [ o [
ile r 1 [l I
e 1
T cens W dorens B | Aocass B | heces = [ acaman o | hprese B | Asosnn o | doreas B | deoans W
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8.5 Route » BASIC
If the Router is connected to more than one network, it may be necessary to set up a * ADVANCED
static route between them. A static route is a pre-determined pathway that network 5 ::ﬁ,ﬂ
information must travel to reach a specific host or network. . uﬁst
& W
With Dynamic Routing, you can enable the Router to automatically adjust to physical * nhlr.f'c:m.e
changes in the network’s layout. The Router, using the RIP protocol, determines the & VINTLAL SERVER
network packets’ route based on the least number of hops between the source and the E IHREWsﬂLl
destination. The RIP protocol regularly broadcasts routing information to other routers s 1P Qe
on the network. » STATUS
Click Route to modify the routing information. » ADMIN
To modify the RIP (Routing Information Protocol) Parameters: » UTILITY
RIP Mode: Enable
Auto RIP Summary: Enable
Home Basic Atvanced Status Admin Utility
u General RIP Porsmerer:
RIF Mode O pDisable (®Enable
Auts RIP Sumeprre (DI Disabie (2 Enable
s Table of Current Interfsce RIF Paramseter:
RIF Aunhenticabon Poison AuthimBcation
e Moge i Required Reverse Code
@l_,";'l Disakbis 2 Haine Enakis Hore
CIWAN1 Digabis 2 HGirg ERAbla Mo
O wwanz Diisabli Hana Dizakili Mari
I.':l AN Disable Hone Dizable Homg
O Wakd Digabis Mg Digabile Hong
CIWaNE Digabhy ] Dkl Mo
O ivang Disable Hons Dizable Home
I:J WaNT Disakls Hons Dizable Hors
CIWANE Digabhe - Mk Digatile Hafe
| Resst 1 Woary |
Press Modify
RIP Mode: This parameter determines how RIP (Routing Information
Protocol) is handled. RIP allows it to exchange routing
information with other routers. If set to Disable, the gateway
does not participate in any RIP exchange with other routers.
If set to Enable, the router broadcasts the routing table of the
router on the LAN and incorporates RIP broadcasts by other
routers into it’s routing table. If set to silent, the router does
not broadcast the routing table, but it accepts RIP broadcast
packets that it receives.
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RIP Version:

Authentication required:

Poison Reverse:

After modifying the RIP parameters, press finish.

It determines the format and broadcasting method of any
RIP transmissions by the gateway.

RIP v1: it only sends RIP v1 messages only.

RIP v2: it send RIP v2 messages in multicast and broadcast
format.

None: for RIP, there is no need of authentication code.
Password: the RIP is protected by password, authentication
code.

MD5: The RIP will be decoded by MD5 rather than be
protected by password, authentication code.

Poison Reverse promptly broadcasts or multicasts the RIP
while the route is changed. (e.g. shutting down one of the
routers in routing table)

Enable: the gateway will actively broadcast or multicast the
information.

Disable: the gateway will not broadcast or multicast the
information.

The screen will display the modified parameters. Check the parameters and press Restart to restart the router or

press Continue to setup other parameters.

44

NB712 / NB714 User Guide
YML829 Rev1



Nelbomm

8.6 NAT/DMZ

NAT (Network Address Translation) is the translation of an Internet Protocol address
(IP address) used within one network to a different IP address known within another
network. One network is designated as the inside network and the other is the
outside. Typically, a company maps its local inside network addresses to one or more
global outside IP address and changes the global IP addresses of incoming packets
back into local IP addresses. This ensures security since each outgoing or incoming
request must go through a translation process that also offers the opportunity

to qualify or authenticate the request or match it to a previous request. NAT also
conserves the number of global IP addresses that a company needs and lets the
company use a single IP address for its communication in the Internet world.

DMZ (demilitarized zone) is a computer host or small network inserted as a “neutral
zone” between a company private network and the outside public network. It prevents
outside users from getting direct access to a server that has company private data.

Basie fuhvamred ftatus Admin Uity

ADVANCED - NAT/DMZ
Nommsst, bdewss Trositammes el ILEF Tlaiss Paremasis

» AT G e

» DIl Rea

= Sdwie DSl

0 Ve P Ry ke P AT bertme

[ FEkh -
TRkl .

okl -

[y

» BASIC

v ADVANCED
« SHOSL

+« WAN

» BRIDGE

+ VLAN

» ROUTE

s NAT/OME

» VIRTUAL SERVER

« FIREWALL

- 1P QoS

» STATUS
* ADMIN
+ UTILITY

In a typical DMZ configuration for an enterprise, a separate computer or host receives requests from users within
the private network to access Web sites or other companies accessible on the public network. The DMZ host then
initiates sessions for these requests to the public network. However, the DMZ host is not able to initiate a session
back into the private network. It can only forward packets that have already been requested.
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Users of the public network outside the company can access only the DMZ host. The DMZ may typically also have
the company’s Web pages so these could serve the outside world. However, the DMZ provides access to no other
company data. In the event that an outside user penetrated the DMZ host’s security, the Web pages might be
corrupted, but no other company information would be exposed.

Press NAT/DMZ to setup the parameters.

If you want to enable the NAT/DMZ functions, click Enable. Enable the DMZ host Function uses the IP address
assigned to the WAN for enabling DMZ functions for the virtual IP address.

Multi-DMZ: Some users who have two or more global IP addresses
assigned by their ISP can be used as a multi DMZ. The
table is for the mapping of global IP address and virtual IP
address.

Multi-NAT: Some of the virtual IP addresses (e.g.: 192.168.1.10
~192.168.1.50) collectively use two of the global IP
addresses (e.g.: 69.210.1.9 and 69.210.1.10). The Multi-
NAT table will be setup as;

Virtual Start IP Address: 192.168.1.10
Count: 40

Global Start IP Address: 69.210.1.9
Count: 2

Press Finish to continue.

The screen will display the parameters that will be written to EPROM. Check the parameters before writing to
EPROM. Press Restart to restart the router with new parameters or Continue to configure other parameters.
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8.7 Virtual Server

Virtual Server allows specific ports on the WAN interface to be re-mapped to
services inside the LAN. For example, 69.210.1.8 is assigned to WAN by the ISP
and is visible to the Internet but does not actually have any services (other than NAT)
running on the gateway. TCP requests made to 69.210.1.8:80 are remapped to
the server 1 on 192.168.1.2:80 for working days from Monday to Friday 8 AM to
6PM, other requests with UDP made to 69.210.1.8:25 are remapped to server 2 on
192.168.1.3:25 which is always on.

You can setup the router as Index 1, protocol TCP, interface WANT, service name
test1, private IP 192.168.1.2, private port 80, public port 80, schedule from

Day Monday to Friday and time 8:0 to 16:0 and index 2, protocol UDP, interface
WANT, service name test2, private IP 192.168.1.3, private port 25, public port 25,
schedule always.

Click Modify to configure the parameters.
Home Basic Atvanced Status Admin

= BASIC

¥ ADVANCED
SHOSL

WAN

BRIDGE

VLAN

ROUTE
RAT/DMZ
VIRTLIAL SERVER
FIREWALL

IP Qas

» STATUS

= ADMIN
r UTILITY

Utility

ADVANCED - VIRTUAL SERVER

Virtual Server Mapping Parameters:

= Virtual Server 1:

Protocol: -
Interface: | WANT |3
Service Name:
Private IF:
Private Port:

Public Port:

Nk

Schedule:  (® Aways

O From Day | Sunday V|m | Saturday vl
Time|D Vl:lU V-|to |23 V|;|55‘ V|

Press Restart to restart the router or press continue to setup another function.
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8.8 Firewall

Afirewall is a set of related programs that protect the resources of a private network from other networks. It
prevents unauthorised users from accessing private data and resources accidentally.

Basic Firewall Security

Home Basie Adaneed Statug Rddmin Unility

ADVANCED - FIREWALL

Tiwssmall Siamrary Lesal

» Tiwwwall Sermmiiy Lesel
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[ -
darfirary ne e packe f
syt of s el gk o ot

This level only enables the NAT firewall and the remote management security. The NAT firewall will take effect if
the NAT function is enabled. The default remote management security is to block any WAN side connection to the
device. Non-empty legal IP pool in ADMIN will block all remote management connection except those IPs specified
in the pool.

Press Finish to finish setting up the firewall The screen will display the parameters, which will be written to
EPROM. Check the parameters.

Press restart to restart the router or press continue to setup another function.
Hom Basic Athaani:ad Siatis Adknuin Utility
ADVANCED - FIREWALL
Fownll rraprm Lol Foies
T i %o comligursteem S vou hers clhnged fike offas seedieerts sy el Friord bufter to orbeet the rreies. Te oot e petogr
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Automatic Firewall Security
Homa Basic Adyancad Status Atkmin Unility
ADVANCED - FIREWALL
Firesa srarie Lo

& Ferssll Semuy Leal

mzrylesl ) Bne Pl ety

Select Automatic Firewall Security. This level enables basic firewall security as well as all DoS protection and the
SPI filter function. Press Finish to finish setting up the firewall.

The screen will display the parameters, which will be written to EPROM. Check the parameters.

Home Basic Advanced Status Admin Utility
ADVANCED - FIREWALL

Firewall Security Level Review:
Ta let the configuration that you have changed take effect immediately. please click Rastart button to reboot the sy
procedure, please click Continue button.

n Firewall Security Level:

Security Level | Automatic Firewsll Security

Do Protection Parameters Review:

| ‘Detect SYM Attack | Enable | SYN Attack Threshold 200 packets per second
| Detect ICMP Flood | Ensble | ICMP Flood Threshold 200 packets per second
| Detect UDP Flood | Ensble | UDP Flood Threshold 200 packets per second
| DetectPiNG ofDeath Attack | Eatle |
[ Defectindtiack || Ewse | —
|| DetectlPSpoofingAttack | Euble |
| Detect Smurf Attack [ Enabt | =

Press restart to restart the router or press Continue to setup another function.
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Advanced Firewall Security

You can determine the security level for special purpose, environment, and applications by configuring DoS
protection and defining an extra packet filter with higher priority than the default SPI filter. Note that an improper
filter policy may degrade the capability of the firewall and/or even block the normal network traffic.
Home Basic Adwmncad Status Admin |.|1l||1"|'
ADVANCED - FIREWALL

B rwerndl Srrgree et

# Barvwall Sevmrity Loved
T B P by
o That v il e YT vl il - i S

e

Click Advanced Firewall Security and then press Finish.
Basic Atvanced Status Admin Utility

FIREWALL - DoS PROTECTION

DS Preqecrion Paramerers:

[ Dustnct ST Attack £V Anack Theeshald 200 pazkers per sesond
B Dt BOMP Floced IGNE Flood Thrbol | 200 packets pre neond
¥l Detect UDP Flood UTHP Flosd Thesshold | 200 A T —
[l Dnect PING of Deach Arack
[ Drstect Lt Avtacke
(7] Dhatnct 1P Sprociimg Attack
[#] Deszper Spmerd Anraes
B Desect
[ ook | cancel JReso [ Now ]
SYN Attack: A SYN flood attack attempts to slow your network by

requesting new connections but not completing the process
to open the connection. Once the buffer for these pending
connections is full a server will not accept any more
connections and will be unresponsive.

ICMP Flood: A sender transmits a volume of ICMP request packets to
cause all GPU resources to be consumed serving the phony
requests.

UDP Flood: A sender transmits a volume of requests for UDP diagnostic

services which cause all CPU resources to be consumed
serving the phony requests.
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Ping of Death: A ping of death attack attempts to crash your system by
sending a fragmented packet, when reconstructed is larger
than the maximum allowable size. Other known variants of
the ping of death include teardrop, bonk and nestea.

Land Attack: A land attack is an attempt to slow your network down
by sending a packet with identical source and destination
addresses originating from your network.

IP Spoofing: IP Spoofing is a method of masking the identity of an
intrusion by making it appeared that the traffic came from
a different computer. This is used by intruders to keep their
anonymity and can be used in a Denial of Service attack.

Smurf Attack: A smurf attack involves two systems. The attacker sends
a packet containing a ICMP echo request (ping) to the
network address of one system. This system is known as the
amplifier. The return address of the ping is faked (spoofed)
to appear to come from a machine on another network (the
victim). The victim is then flooded with responses to the
ping. As many responses are generated for only one attack,
the attacker is able use many amplifiers on the same victim.

Traditional firewalls are stateless meaning they have no memory of the connections of data or packets that pass
through them. Such IP filtering firewalls simply examine header information in each packet and attempt to match
it to a set of defined rule. If the firewall finds a match, the prescribed action is taken. If no match is found, the
packet is accepted into the network, or dropped, depending on the firewall configuration.

Home Basic Rhvanced Status Admin Wil

FIREWALL - PKT FILTER

Packet Filtering Paramebers:
w Geweral Packoer Filiering Farsmeser:

Tegger Packet Flbesnd Service.  (8) Digable () Enable

Dwop Fragmented Packets: (%) Digakis () Enabls
= Access Palicles:

Index Enable Protacel Direction Action Source Destination TCP Flag ICMP Type Scheduls Description
Pocl is Empty !

A stateful firewall maintains a memory of each connection and data passing through it. A stateful firewall records
the context of connections during each session, continuously updating state information in dynamic tables. With
this information, stateful firewalls inspect each connection traversing each interface of the firewall, testing the
validity of data packets throughout each session. As data arrives, it is checked against the state tables and if the
data is part of the session, it is accepted. Stateful firewalls enable a more intelligent, flexible and robust approach
to network security, while defeating most intrusion methods that exploit state-less IP filtering firewalls.
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If you want to configure the Packet Filtering Parameters, choose Enable and press Add.

Home Basic Mihvanced Status Admin Uity

PKT FILTER - RULE 1
Packet Filter Rule Parameters:
n Filier Babe

Postessl | ANY 8
Deection: (S IRBOUMD O OUTBOUND
Actier: (DDENY O PERMIT

Diesonptian
Sic. [ Addoery B A D000 Sngle 100001
Dear [P Addoris Rangs 192 168 0.1-152 63076

Schadle (3 Abwires
}Fram Duy | Seanday L re——
¥ L ;
Tima |0 86 |0 86 50 |20 8 | 5O 8

Select the protocol and configure the parameters.

If you want to ban all of the protocol from the IP (e.g.: 200.1.1.1) to access the all PCs (e.g.: 192.168.1.2 ~
192.168.1.50) in the LAN, key in the parameter as;

Protocol: ANY
Direction: INBOUND (INBOUND is from WAN to LAN, and OUTBOUND is
LAN to WAN.)
Description: Hacker
Src. IP Address: 200.1.1.1
Dest. IP Address: 192.168.1.2-192.168.1.50
Press OK to finish.

The screen will display the configured parameters. Check the parameters.

Basic Atvanrod Status Admin ility
FIREWALL - PKT FILTER

Packst Fltersng Furamster

® Gasernl Prckar Tilnmag Frssesr

T Pt Flesseg beevion () Cnnion [} Evubla

Direp Ionp wehen  (E Copuin O Enabls

® Arwrne Falbiier

e Gk Pres Devcian At Sores  Tusimaten | [0 I st Drsrion

200111 eqhiall
1 0N - MY Sl Forimt 7 w15 - - bimapn  Hxew

e e e e b e
Click Restart to restart the gateway or Continue to configure another parameters.

52 NB712 / NB714 User Guide
YML829 Rev1



Nelbomm

Filtering Rule for SMTP connection

Filtering rule will be configured as follow

Index Protocol Direction Action Source Destination | Dest. Port Schedule
1 TCP Inbound Permit External Internal 25 Always
2 TCP Outbound Permit Internal External >1023 Always
3 TCP Outbound Permit Internal External 25 Always
4 TCP Inbound Permit External Internal >1023 Always
5 Any Either Deny Any Any Any Always
Packet Direction Source Destination Protocol Dest. Port Action (Rule)
1 Inbound 192.168.3.4 172.16.1.1 TCP 25 Permit (A)
2 Outbound 172.16.1.1 192.168.3.4 TCP 1234 Permit (B)
1726114 192168341234
il Intemnet
& —
SMTP Sarver Fireveall SWTF Cliend
Packet Direction Source Destination Protocol Dest. Port Action (Rule)
3 Outbound 172.16.1.1 192.168.3.4 TCP 25 Permit (C)
4 Inbound 192.168.3.4 172.16.1.1 TCP 1357 Permit (D)
17216.1.1:1357 182.168.3.4:25
@&
1 Internet
SMTR Clirnt Firevall SMTF Server
Packet Direction Source Destination Protocol Dest. Port Action (Rule)
5 Inbound 10.1.2.3 171.16.3.4 TCP 6000 Deny (E)
6 Outbound 171.16.3.4 10.1.2.3 TCP 5150 Deny (E)
171.16.3.4:6000 10.1.2.3:5150
R11 Server Firemsall Attarker
NB712 / NB714 User Guide 53

YML829 Rev1




Nelbomm

Update Filtering Rule

Index Protocol Direction Action Source Destination | Source Port | Dest. Port
1 TCP Inbound Permit External Internal >1023 25

2 TCP Outbound Permit Internal External 25 >1023

3 TCP Outbound Permit Internal External >1023 25

4 TCP Inbound Permit External Internal 25 >1023

5 Any Either Deny Any Any Any Any

Filtering Result

Index Protocol Direction Action Source Destination | Source Port | Dest. Port
1 TCP Inbound Permit(A) 192.168.3.4 | 171.16.1.1 1234 25

2 TCP Outbound Permit(B) 1711611 [ 192.168.3.4 | 25 1234

3 TCP Outbound Permit(C) 171.16.1.1 | 192.168.3.4 | 1357 25

4 TCP Inbound Permit(D) 192.168.3.4 | 171.16.1.1 | 25 1357

5 TCP Inbound Deny(E) 10.1.2.3 171.16.3.4 | 5150 6000

6 TCP Outbound Deny(E) 171.16.3.4 | 10.1.2.3 6000 5150
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The order of the rules affects the filtering result. The filtering process will proceed from top to bottom, changing
the order will give a different result. For example:

Rule Source Address Destination Address Action
A 10.0.0.0 172.16.6.0 Permit
B 10.1.99.0 172.16.0.0 Deny
C Any Any Deny

Where “0” at the last eight bits indicates “from 1 to 254”, “0” at any eight bits preceding “0”, “0.0” or “0.0.0”
indicates “from 1 to 254”. On the other hand, “0” and all “0” successive with “0” represents any.

When the rule is ordered as ABC.

Index Source Address Destination Address Action

1 10.1.99.1 172.16.1.1 Deny (B)
2 10.1.99.1 172.16.6.1 Permit (A)
3 10.1.1.1 172.16.6.1 Permit (A)
4 10.1.1.1 172.16.1.1 Deny (C)
5 192.168.3.4 172.16.6.1 Deny (C)

The rule order will permit 10.1.99.1 to access 172.16.6.1.
When the rule is ordered as BAC.

Index Source Address Destination Address Action

1 10.1.99.1 172.16.1.1 Deny (B)
2 10.1.99.1 172.16.6.1 Deny (B)
3 10.1.1.1 172.16.6.1 Permit (A)
4 10.1.1.1 172.16.1.1 Deny (C)
5 192.168.3.4 172.16.6.1 Deny (C)

The rule order will deny 10.1.99.1 to access 172.6.6.1.
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8.9 IP QoS + BASIC
IP QoS allows you to prioritise different types of traffic, thereby ensuring Quality of T ﬁ%ﬂ"ﬂﬁﬂ
Service. This is particularly useful for Voice over IP (VoIP) where the amount of bandwidth . WAN
can affect the line quality in a phone call. 2 mﬁf
Select Enable to enable IP QoS and then click on the Add button to set the IP QoS Policy 3 :E#?EM z
parameters. o VIRTUAL SERVER
o FIREWALL
& TP Q65
= STATUS
+ ADMIN
+ UTILITY

Home Basic Atvanced Status Admin Utility

ADVANCED - IP Qo5

IF Qo5 PMarameters:

® Ceneral [P (et Parameters:
Trigger IF Qof Service: & Dizable (O Enable

= I Qw5 Policles:
Index Enable Protocol Local Remate Precodence Description
Poal i Empry !

Enter the information to define the Policy Rule and click on the OK button.

Home Basic Advanced Status Admin Utility

IP QoS - POLICY 1

P {:Iu.‘a Pnlir} Parameters:

w Pelicy Bule:
Dhescripton
Local IP. e.g.. Ay 0.0.0.0, Single:1000.0.1
Remoee [ Ranga: 192 168.0.1-192.168.0. 76
Local Por 2.9, Any:0-85535, Single: &0
Femate Pont Rangs: 1024-5050

Protocel | ANY ™

Precedenice: |0 =
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The screen will display the configured parameters. Check the parameters. In this example 192.168.1.60 is the
highest priority; 192.168.1.50 is the second high priority; 192.168.1.40 is the third highest priority and so on.

Home Basic Rovanced Status Admin Uitiliy

ADVANCED - IP QoS
| IF Qo8 Parasaeters:

w  General IP DaS Parameires:
Tagge= P QoSSersize: Disable © Enable

w [P QoS PaScies:

- :

& m| AT I1su.1aa.1.1n!_u11un a !pr'nrilrﬁ
I 3 )

I |_0-B5656 Im

2 im_5|| o |152.1aa1z:;.uuun P !wms

3 ;E_H_E‘ AN 15?.183.13:!i=uuun 2 Erl'iirﬂj"

a ;-:rq_;[ Any ERASEB 1400000 [ !wmra
— [ez 153 150 (0000 B

g | ANY | "preee [lpessss| b ez

- [ |
cs [on B| sy [FRERASINES] 5 ey
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9 Administration » BASIC

This section details security, simple network management protocol (SNMP) and time + ADVANCED
synchronous.

= STATUS
~

+« SNMP

« TIME SYNC

= UTILITY
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9.1 Security » BASIC

For system security, it is suggested that the default user name and password is changed  » ADVANCED
from the default.

_ , = STATUS
There are three ways to configure the route: Web browser, telnet and serial console.
L
Press Security to setup the parameters. f' ﬂﬂ m y
. ) . SNMP
For greater security, define the Supervisor ID and password for the gateway. If you don’t : TIME SYNC
set them, all users on your network will be able to access the gateway. » UTILITY
You can authorize up to five users to access the router via telnet or console. There are
two Ul modes, menu driven mode and command mode to configure the router.
Home Basic Advanced Status Admin Utility
ADMIN - SECURITY
Supervisor Profile and Security Parameters:
= Supervisor ID and Password:
Supervisor ID:
Supervisor Password: EI
Pazsword Confirm: E
m User Profile:
|T||E|dmin |||||||| | ||||l|| | "Menu V.|
2| |! | 1 | |Command ¥
3] ! | | | [Command ¥]
4| ! | | | [Command ¥
B |! | | | [Command ¥]
m General Parameters:
Telnet Port:
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Trusted Host address pool will setup the IP addresses from which authorized users can configure the gateway.
This is the most secure way to setup and control authorised access to the router.

Configured 0.0.0.0 will allow all hosts on Internet or LAN to access the router.

Leaving blank the Trust Host List will block all PCs from WAN to access the router. I.e. only PCs on the LAN would
be able to access the router.

If you type the exact IP address in the field, only that host can access the router.

Basic Arvanced Status Admin Utility
® Remete Management Host:
Mloddhy legal management [P address. MNote, an emphy pocld Jefaalts 1o a secunty Level that would allow

hostin LAN but deny all connections from WAN side. A 0U0.0.0 enory in the pood will allow all management
mchsdmy the Intromel

D 1P Address
1 |00.0.0

| Ra R

[

| Concel [ Reset [ Fiish |
Click Finish to finish the setting.

The browser will display the configured parameters and check it before writing them to EPROM.

Press Restart to restart the gateway working with the new parameters and press Continue to setup other
parameters.
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9.2 SNMP » BASIC

Simple Network Management Protolcol (SNMP) provides for the exchange of messages » ADVANCED
between a network management client and a network management agent for remote

management of network nodes. These messages contain requests to get and set » STATUS
variables that exist in network nodes in order to obtain statistics, set configuration

parameters, and monitor network events. SNMP communications can occur over the ‘¥ ADMIN
LAN or WAN connection. « SECURITY
The router can generate SNMP traps to indicate alarm conditions, and it relies on : %wépsmc
SNMP community strings to implement SNMP security. This router support MIB | and .

MBI » UTILITY

Click SNMP to configure the parameters.

In the table of current community pool, you can setup the access authority.
Home Basic Athvanced Status Admin Lrtility

ADMIN - SNMP

SXNMP Commaunity and Trap Parameters:

= Takle of currens communicy pasl:

Index | Simtsm | Access Right Communiey
&1 Dbl
2 Dies-abl
k] Dbl
Crd Desabin
C1g Dsalle .
[ Fosat Moty |
® Table of current trag hest peals
Index Varsion 1P Addross Community
=1 Desakls - —
Oz (S - —
O3 Desabile - —
O Cunakla -
OE Capila a i
[ _Feset [ Foany ]
[_concel | rusor | et ]

In the table of current trap host pool, you can setup the trap host.

Click on the Modify button to modify the community pool.
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SNMP Community and Trap Parameters:

= Table of current community pool:

Disable

(3o R =

[ Disable | == | =

SNMP status: Enable
SNAIP Community and Trap Parameters:

= Table of current community pool:

| 2 | Disable |

[ 3 |  Disable | -

[ 4 |  Disable | o | =

[ s | Disable | e | =
Access Right: Deny for deny all access
Access Right: Read for access read only
Access Right: Write for access read and write.
Community: Serves as password for access right.

Click on the OK button to submit the changes.

u Table of current trap host pool:

D-tsable l 192. 18&1 2‘54 rwate

Disable
Version 1

Version2
| Disable

| Disable | -

Lﬁ.h-L.JI\J
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SNMP trap is an informational message sent from an SNMP agent to a manager. Click Modify to modify the trap
host pool.

Version: Select version for trap host (SNMP v1 or SNMP v2).
IP: Type the trap host IP
Community: Type the community password. The community is setup in

community pool.
Click on OK to finish the setup.
The browser will display the configured parameters.

Press Restart to restart the gateway with the new parameters or press Continue to setup other parameters.
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9.3 Time Sync » BASIC

Time synchronization is an essential element for any business that relies on an IT system. . apy ANCED
The reason for this is that these systems all have clocks that are the source of time for files

or operations they handle. Without time synchronization, time on these systems can vary » STATUS

and cause firewall packet filtering schedule processes to fail, security to be compromised,

and virtual servers to work in wrong schedule. v ADMIN

» SECLIRTTY
Click on TIME SYNC. = SHMP

o TIME SYNC
There are two synchronization modes: Simple Network Time Protocol (SNTP) and » UTILITY

synchronization with PC. For synchronization with PC, select Sync with PC. The gateway will
synchronize the time with the connecting PC.

Home Basic Advanced Status Admin Utility
ADMIN - TIME SYNC
Time Synchronization:

n SYNC method:

Sync with PC (%
SNTP v4.0
L & on with client:

System Time: [2002/07/01 00.24.33 (GMT+5.00)] [ Sync Now |

SNTP is the acronym for Simple Network Time Protocol, which is an adaptation of the Network Time Protocol
(NTP) used to synchronize computer clocks in the Internet. SNTP can be used to ensure the ultimate performance
of full NTP implementation.

Home Basic Advanced Status Admin Utility
ADMIN - TIME SYNC

Time Synchronization:

n SYNC method:

SNTPv40 |¥

= Simple network time protocol:
Service: (O Disable @& Enable
Time Server 1: |ntp-2,\."t,edu |

Time Server 2: |ntp,drydog,com |

Time Server 3: |ntp‘|_cs.wisc.edu |

Time Zone:

Update Period (secs):
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M

For SNTP, select SNTP v4.0.

SNTP service: Enable

Time Server: Any time server in the world can be used but it is suggested
that you use the nearest timeserver.

Time Zone: You have to choose the right time zone.
Click on Finish to finish the setup. The browser will display the configured parameters.

Press Restart to restart the gateway with the new parameters or press Continue to setup other parameters.
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10 Utility

This section describes the utility of the router including system information, loading the
factory default configuration, upgrading the firmware, logout and restarting the gateway.

» BASIC

~ ADVANCED

» STATUS

» ADMIN

* UTILITY
= SYSTEM INFD
« CONFIG TOOL
= UIPERADE

« RESTART

66
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10.1 System Info » BASIC
Click on System Info to review the information. + ADVANCED

The browser will display your system information on the screen. + STATUS
+ ADMIN

v LITY
SYSTEM INFO
CONFIG T
UPGRADE
LOGOUT
RESTART

Home Basic Advanced Status Admin Wtility
UTILITY - SYSTEM INFO

Feneral System Information:

Product Madel NET12
MC 5V 1458-0000-15309071
Soltware Version 1458-0000-2040EBE
Chipset GZ237-108-041GT
Firmware Version R3.0.5
Hast Name SOHD
System Time 2002001101 00-29:08 (GMT+8-00)
System Up Timae 1 [0DAY HRZEMIN
[ Fnish | Rutresh I Hol |
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10.2 Config Tool = BASIC

This configuration tool has three functions: Load Factory Default, Restore Configuration and = ABVANCED

Backup Configuration.

Press Config Tool.

= STATUS
» ADMIN

Choose the function and then click on Finish.

* UTILITY
« SYSTEM INFO
« CONTIS TOOL
= UPGRADE
o LOGOUT
« RESTART

Home Basic Advanced | Status Admin Utility
UTILITY - CONFIG TOOL

Select Configuration Tool:

Configuration Tool |Load Factory Default

Load Factory Default |
|Restare Configuration
Backup Configuration

Load Factory Default function: Will reload the factory default parameters to the gateway.

Note: All of the settings will be changed to factory default. On the other hand you will
lose all the configured parameters.

Restore Configuration: Will help you to recover your backup configuration:

*

Click Finish after selecting Restore Configuration.

*

Browse the router for the backup file and then click
Finish. The router will automatically restore the saved
configuration.

Backup Configuration: Any changes to the default configuration should be backed
up. Use this function to backup your router parameters on a
PC.

*

Select Backup Configuration and then press Finish.

*

Browse the place of backup file named backup.
Press Finish. The router will automatically backup the
configuration.
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10.3 Upgrade » BASIC
You can upgrade the gateway using the upgrade function. = ADVANCED
Press Upgrade. » STATUS

Browse the file and press OK button to upgrade. The system will reboot automatically after  « ADMIN
finishing.

* UTILITY
i i i _ « SYSTEM INFO
Home Basic Advanced Status Admin Uility « CONFIG TOOL
JPEEREADE
UTILITY - FIRMWARE UPGRADE . LOGOUT
« RESTART
Firmware Upgrade:
Pleare welect the Srmeare file dhan you want, sed poess Ok bumon o upgraeds the sysiem, dwa the yysiem will rescst mnomsoaly
[(Browse_ ]
[ comcel Mok |
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10.4 Logout = BASIC

To logout the router, press logout. » ADVANCED
» STATUS
+ ADMIN

= SYSTEM INFO
« CONFIG TOOL
= UPGRADE
 LOGEOUT

= RESTART

NB712 / NB714 User Guide
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10.5 Restart » BASIC
To restart the router, select Restart in UTILITY. = ADVANCED
Click on the Restart button to reboot the router. = STATUS
= ADMIN
* UTILITY
» SYSTEM INFO
« CONFIG TOOL
Home Basie Aivanced Stalus Relmin IPtility + UPGRADE
UTILITY - RESTART :I{S-g-,-ﬂ
Ths pags offers ros the oppornasty o et your SOHO Boger Wies the reiart bufon be chooed, e S0H0 Rogin
i el ven bronset ifnien wll be Ascommeried Tl sy gepee a0 f v e isiion s lespap Al B vl
e, o Sy AT faens P beoereer o prkoad bulos, o close o byewies aad iv-open B wrveral casstes ey
fl
[ o [ s |
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11 Status

» BASIC
You can monitor the following: » ADVANCED
e SHDSL status including mode, Tx power, Bitrate, and Performance
information including SNR margin, attenuation and CRC error count. ¥ STATUS
e AN status will display the MAC address, IP address, Subnet mask and e f:NDSL
DHCP client table. . WAN
e \WAN status will display the WAN interface information. +« ROUTE
e Route status will display the routing table of router. » INTERFACE
; e ) « FIREWALL
 Interface status includes LAN and WAN statistics information. « IP QoS
e Firewall status display DoS protection status and dropped packets :
statistics. » ADMIN
» UTILITY
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12 LAN-to-LAN connection with bridge Mode

BTUL (Cy STU-R (CPE)

LAN P YR 10
et 2045 58 355 0

LAN B S0 112
Fedrmal. 254 358 358 ©

CRT TR P 182 1681200
Fiatrana J05 2N ITAG Kerimana. I35 RS 2580
sty 19018811 T

3 Encagsilata LLT

12.1 CO side

Click Bridge and CO Side to setup Bridging mode of the Router and then click Next.
Basic Adwanced Status Admin [tility

BASIC - STEP1

Dperation Mode:
Sywtem Made: OIROUTE & BRIDGE

SHDSL Mede: @CO Side  (YCPE Side

LAN Parameters
Home Baslc Advanced Status Admin Utility
BASIC - STEP2

LAN:
IFAddress: 1592 | 188 | 1 L
Subnehlashc (255 | [255 | [285 L0
Gatewar: 192 |18 L1 LI
Hast Name | SOH0
WANI:
VPL |0
VoR |32

Encap. O VC-mux ®LLEC
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Enter IP:

Enter Subnet Mask:

Enter Gateway:
Enter Host Name:
WAN1 Parameters
Enter VPI:
Enter VCI:
Encap:
Click Next

192.168.1.1
255.255.255.0
192.168.1.1
SOHO

0
32
Click LLC

The screen will display the configured parameters. Check the parameters and click Restart . The router will reboot

with the new settings.
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12.2 CPE Side
Click Bridge and CO Side to setup Bridging mode of the Router and then click Next.
Home Basic Atvanced Status Admin Utility
BASIC - STEP1
Operation Mode:

System Mode: OROUTE & BRIDGE
SHDEL Mode: @00 S D CPE Side

LLAN Parameters
Home Basie Atvanced Status Amin Utility

BASIC - STEP2

P ASEess: (192 L1688 [ L2
Subnet Mask (255 | 255 | |255 LD
Gaewny: 192 | [1868 || 2

Hoit Name: | S0H0

WANL:
wt
ver: [z
Encap:  OVG-mux ELLE
| Dack | Concel [ Rt QI HNed |
IP Address: Enter192.168.1.2
Subnet Mask: Enter 255.255.255.0
Gateway: Enter 192.168.1.2
Host Name: Enter SOHO
WAN1 Parameters
VPI: 0
VCI: 32
Encap: LLC

Click Next

The screen will display the configured parameters. Check the parameters and click Restart . The router will reboot

with the new settings.
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13 LAN to LAN Connection with Routing Mode

13.1 CO side

Click ROUTE and CO Side then press Next.

Home Basic

Operation Mode:

BASIC - STEP1

Syilem Mads. (RROUTE O BRIDGE
SHDSL Mode ®O0Sice  OCPE Side

LAN parameters:

IP Address:
Subnet Mask:
Host Name:
DHCP Service:
Home Basic
LAM
18 Type
1 Addran
Sukner dank

Flaid Kams

Trigper BHOP Serrite

e L L@ [

192.168.20.1
255.255.255.0
SOHO

For more DHCP service, review DHCP Service.

BASIC - STEP2

© Foopd O Dymarmi: [DHCP Cliget)

2= | [ [ |0

|S0HQ

i Disable & Serer 7 Ralay
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WAN Parameters

BASIC - STEP4

WANL

VI 0

Vel 132

AALY Entap DV -ma BILLE
Froocot | B

VPI: 0
VCI: 32
AAL5 Encap: LLC
Protocol: |PoA , E0A | IPOA + NAT or EoA + NAT
Note: The Protocol used in CO and CPE have to be the same.

T —
BASIC - STEPS

WANL

BAsses (19 08 Lim L]

St Wik :-_i,i LEE DR LD
camemey (132 188 [[W 1R

0 e | [1ERSR11

DS Server L | 16255 1521

EENS B )

| oms § Coce N e s |
Click Next to setup the IP parameters.

Refer to the section NAT/DMZ for more information.

IP Address: 192.168.30.1

Subnet mask: 255.255.255.0

Gateway: 192.169.30.2
Click Next

The screen will display the parameters that will be written to EPROM. Check the parameters before writing to
EPROM.

Press Restart to restart the router with the new parameters or press continue to setup other parameters.
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13.2 CPE side
Click ROUTE and CPE Side then press Next.

BASIC - STEP1

Operation Alode:

System Mode: @ROUTE (O BRIDGE
SHDSL Made: 00 Sede & CPE Sude

[ Concel W Roset - wewr |
LAN parameters:

_Homo | Bastc
BASIC - STEP2

LAN:
P Type @Ficed O DynamiciDHCR Clignt)
Padaess: 132 |68 [0 [ ]
Subaet Mask: 255 |zs5 255 o
Base Xame SGHI;] ]
Tngger DHCP Sevace: (O Disable (@ Serser (O Ralay
[ Dock " Comcel W fesel W Hed |
IP Address: 192.168.10.1
Subnet Mask: 255.255.255.0
Host Name: SOHO
DHCP Service: For more DHCP service, review DHCP Service.
WAN Parameters
Home Basic
BASIC - STEP4
WAN]:
VR |0
VIR
AL Eneep: DV G- BILLE
Frotocet | [Pad, K
[ Comcel W fsed et |
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VPI: 0

VCI: 32

AALS5 Encap: LLC

Protocol: IPoA | E0A , IPOA + NAT or EoA + NAT
Note: The Protocol used in CO and CPE have to be the same.

Click Next to setup the IP parameters.

Refer to the section NAT/DMZ for more information.

Home Basic

WANL:

P Addeeaa: 152 | (168

Subnat Maike (255 | 285

omeway: [152 |68 |

DiE Server 1 (165551

DINS Server ) [ 18595 182 1

DRSS Serven d

IP Address:

Subnet mask:

Gateway:
Click Next

BASIC - STEP5

L[ L[z
L1255 L0
L} 1

192.168.30.2
255.255.255.0
192.168.30.1

The screen will display the parameters that will be written to EPROM. Check the parameters and click the Restart
button to restart the router with the new parameters or press continue to setup other parameters.
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14 Configuration via Serial Console or Telnet with Menu Driven
Interface

14.1 Serial Console

Check the connectivity of the RS-232 cable from your computer to the serial port of ROUTER. Start your terminal
access program with VT100 terminal emulation. Configure the serial link with the following value:

Parameter Value

Baudrate 9600
Data Bits 8
Parity Check No
Stop Bits 1
Flow-control No

Press the SPACE key until the login screen appears. When you see the login screen, you can logon to Router.

Note: You have to use the SPACE key. Pressing other keys will not work.
User: admin
Password: i

Note: The factory default user and passwords are both “admin”.

14.2 Telnet

Make sure the correct Ethernet cable is used to connect the LAN port of your computer to the Router. The LAN
LNK indicator on the front panel will glow if the correct cable is used. Start your Telnet client with a VT100
terminal emulation and connect to the management IP of Router. When the login screen appears enter your User
name and Password.

User: admin

*hkkk

Password:
Note: The default IP address is 192.168.1.1.

80 NB712 / NB714 User Guide
YML829 Rev1



Nelbomm

14.3 Operation Interface

For serial console and Telnet management, the Router implements two operational interfaces: command line
interface (CLI) and menu driven interface. The CLI mode provides users with a simple command line interface.
The menu driven interface is a more user-friendly interface for general operations. The command syntax for CLI

is the same as that of the menu driven interface. The only difference is that the menu driven interface displays all
available commands for you to select. This means that you don’t need to remember the command syntax and can
save you time by not requiring you to type the whole command line.

The following figure gives you an example of the menu driven interface. In the menu, you scroll up/down by
pressing key | / K, select one command by key L, and go back to a higher level of menu by key J. For example, to
show the system information, just logon to the Router, move down the cursor by pressing key K twice and select
“show” command by pressing key L, you shall see a submenu and select “system” command in this submenu,
then the system will display the general information.

e —— |

e LN Yew G Dwnhe b

0isl oi3l olol o
ﬁl]ﬂ m.ITEH‘ =l
¥ enable Hud fy 'l:ﬂ-l.l'bl‘.l |.|r|.'|.r:|.]nw
status Show running svstea slalus
show View systes configuration
ping Packetl internet groper o
ouil Ouil sustem

Conmond: enable <CR>_
Message:

<I!K.'r Hmn.- Lmr'dn-n <L.|"J> Select/Mnselect, <UD Moye Inp.-"hnllnl 0 Help

gl

Camectsd DIOZZT NTIEO T T o TR = T T T T
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14.4 Window structure

From top to bottom, the window will be divided into four parts:

1. Product name
2. Menu field: Menu tree is prompted on this field. “>>" symbol indicates the cursor place.
3. Configuring field: You will configure the parameters in this field. < parameters > indicates the
parameters you can choose and < more...> indicates that there have submenu in the ftitle.
4. QOperation command for help
The following table shows the parameters in the brackets.

Command Description

<ip> An item enclosed in brackets is required. If the item is shown
in lower case bold, it represents an object with special
format. For example, <ip> may be 192.168.1.3.

<RoutelBridge> Two or more items enclosed in brackets and separated by
vertical bars means that you must choose exactly one of the
items. If the item is shown in lower case bold with leading
capital letter, it is a command parameter. For example, Route
is a command parameter in <RoutelBridge>.

[1~1999] An item enclosed in brackets is optional.

[1~655341-1] Two or more items enclosed in brackets and separated by
vertical bars means that you can choose one or none of the
items.
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14.5 Menu Driven Interface Commands

Before changing the configuration, familiarize yourself with the operations list in the following table. The Keystroke
list are also displayed on the window.

Menu Driven Interface Commands

Keystroke Description

[UP] or | Move to above field in the same level menu.
[DOWN] or K Move to below field in the same level menu.
[LEFT] or J Move back to previous menu.
[RIGHT] or L Move forward to submenu.
[ENTER] Move forward to submenu.
[TAB] To choose another parameters.
Ctrl+ C To quit the configuring item.
Ctrl+Q For help
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14.6 Menu Tree

The menu tree is shown below. All configuration commands are included in the Enable directory and are
protected by a supervisor password. Unauthorized users can view the status and configuration of the router, but
cannot change any configuration information.

User Name
Password
Enable Status Show Fing Exit
| L
" Enatle — 1 sHDsL Sy stemn
Setup — Protocol mﬁﬁe WAN §°”-f'tg
Status Made Adrest N e Route el
Show SHDEL WPI WCI Type Interface
Write wan — Encap Is Firewall
Reboot Bridge oS st
Ping YLAR s 9 [T Cless
Admin Route IF_type PCR
Utility —— LAN List SCR
Exit IP_share— MBS
Firewall
CHCP Gateway
DNE_proxy Mode Static —Adg —
Hosthame Modify - Deletej AT
Default PYID i LAN_part
f Modify |
Link_rnode List WANT port
List WANZ_part
WANS_port
SHODSL T
0f & Static e _port
Route [ CH— add T s
Interface = [ Genenc Delete P
Fi 0 L&k Liet Wi AN 7_port
irewal VAN = Wi AN &_poart
LIst
Systern IP_type —
Canfig add ryepss Attrib
Script Attrib Wersion Range
Authe Delete
List
Wirtual
MN&T —I— Global
PAT Fixed Range
oMz _ _ Interface
Maodify Delete
Intle face List
Delete
Lewvel :
kt filter Clear | List
E)o = protect Modify
List Interface
Port
T GEneRc — _ Server
Fiigedm Active - Protacal
Relay Gatewa Adtive Marme
Liet Metras Adive Address Begin
L= IF_range Dirop_frag En
Lease time P.ch
MName_serverl Delete
Mame_server? Maodify
= Protocol
[ TSt E:;Eh angs Direction
. p—
5
Add Port—
Delete sync_flood TCP_flag
icrmp_flood
B |Gl
Ing_deat
L= Clear [t ~attack Enable
Securit 5 d
v Modify _ ip_spoof Egt
Passvord List Attrib srnurf_attack (=t
i Frofile fraggle_attack
SNTP Port |
IP_poo
| L Modify [cthod
Upgrade _| Sl
Backup Communityj— = %mg_:gxgr%
Restore Trap Edit Time_servers
List Update_rate
Timne_zone
List
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14.7 Configuration

To setup the router, move the cursor “ >>" to Enable and press the enter key. When the screen appears, type the
supervisor password. The default supervisor password is admin. The password will be prompted as a “ * * symbol
for system security.

Command: enable <CR>

Message: Please input the following information.

Supervisor password: ****

In this sub menu, you can setup management features and upgrade software, backup the system configuration
and restore the system configuration via utility tools.

Any changes will need to be written to EPROM and the router will need to be rebooted to work with the new
settings.

The screen will prompt as follow.

>> enable Modify command privilege
setup Configure system
status Show running system status
show View system configuration
write Update flash configuration
reboot Reset and boot system
ping Packet internet groper command
admin Setup management features
utility TEFTP upgrade utility
exit Quit system

The description of the commands are:

Command Description

enable Modify command privilege. When you login via serial
console or Telnet, the router defaults to a program execution
(read-only) privileges. To change the configuration and write
changes to nonvolatile RAM (NVRAM), you must work in

enable mode.

setup To configure the product, you have to use the setup
command.

status View the status of product.

show Show the system and configuration of product.

write Update flash configuration. After you have completed all

necessary settings, write the new configuration to NVRAM
by the “write” command and reboot the system, or all of your
changes will not take effect.

reboot Reset and boot system. After you have completed all
necessary changes, write the new configuration to NVRAM
and reboot the system by “reboot” command, or all of your
changes will not take effect.
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ping Packet internet groper command.
admin You can set management features with this command.
utility Upgrade software and backup and restore configuration are
done via “utility” command.
exit Quit system
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14.8 Status
You can view the status of SHDSL, WAN, route and interface via the status command.

Move cursor “ >> “ to status and press enter.

>> shdsl Show SHDSL status
wan Show WAN interface status
route Show routing table
interface Show interface statistics status
firewall Show firewall status
Command Description
shdsl The SHDSL status includes line rate, SNR margin, TX

power, attenuation and CRC error of the product, and SNR
margin, attenuation and CRC error of remote side. The
product access remote side information via EOC (embedded
operation channel).

wan WAN status shows the 8 PVC information which are
configured.

route You can see the routing table via the route command.

interface The statistic status of WAN and LAN interface can be
monitor by interface command.

firewall The current and history status of firewall are shown in this
command.
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14.9 Show

You can view the system information, configuration and configuration via the show command.

Move cursor “ >> “ to show and press enter.

>> system Show general information
config Show all configuration
script Show all configuration in command script
Command Description
system The general information of the system is displayed.
config Config command displays detailed configuration information.
script Configuration information will display in the command script.
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14.10 Write

Any changes to the router configuration must be written to EPROM using the write command and the router
needs to be rebooted for the changes to take affect.

Move cursor to “ >> “ to write and press enter.
Command: write <CR>
Message: Please input the following information.
Are you sure? (y/n): y

14.11 Reboot

To reboot the router, use reboot command. Move cursor to “ >> “ to write and press enter.
Command: reboot <CR>
Message: Please input the following information.
Do you want to reboot? (y/n): y

14.12 Ping

Ping command will be used to test the connection of the router. Move cursor “ >> “ to ping and press enter.
Command: ping <ip> [1~65534|-t] [1~1999]
Message: Please input the following information.
IP address <IP> : 10.0.0.1
Number of ping request packets to send (TAB select): -t
Data size [1~1999]: 32
There are 3 types of number of ping request packet to send, default, 1~65534 and —t. Default will send 4 packet
and —t continuous packet until you key in Ctrl+c to stop.

14.13 Administration

You can modify the user profile, telnet access, SNMP (Sample Network Management Protocol), supervisor
information and SNTP (Simple Network Time Protocol) in admin. The route is enable ==> admin.

For configuration the parameters, move the cursor “ >> “ to admin and press enter.

>> user Manage user profile
security Setup system security
snmp Configure SNMP parameter
passwd Change supervisor password
id Change supervisor ID
sntp Configure time synchronization
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14.13.1 User Profile

You can use the user command to clear, modify and list the user profiles. You can define up to five users to access
the router via console port or telnet in user profile table however users who have the supervisor password can
change the configuration of the router. Move the cursor “ >> “ to user and press enter key.

>> clear Clear user profile
modify Modify the user profile
list List the user profile

You can delete the user by number using the clear command. Make sure the number of the user is correct. You
can use list command to check it. Modify command is to modify any user information or add a new user to user
profile.

To modify or add a new user, move the cursor to modify and press enter.

Command: admin user modify <1~5> <more...>
Message: Please input the following information.
Legal access user profile number <1~5> : 2

The screen will prompt as follow.

>> Attrib UI mode
Profile User name and password

There are two Ul mode, command and menu mode, to setup the product. We will not discuss command mode in
this manual.

14.13.2 Security
Security command can be configured sixteen legal IP address for telnet access and telnet port number.

Move the cursor “ >> “ to security and press enter. The default legal address is 0.0.0.0 which means that there is
no IP restriction to access the router via telnet.

>> port Configure telent TCP port
ip pool Legal address IP address pool
list Show security profile
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Simple Network Management Protocol (SNMP) is the protocol not only governing network management, but also
the monitoring of network devices and their functions.

The router can generate SNMP traps to indicate alarm conditions, and it relies on SNMP community strings to
implement SNMP security. This router supports MIB | & I

Move the cursor “ >> “ to snmp and press enter.

>> community Configure community parameter
trap Configure trap host parameter
Up to 5 SNMP community entries can be configured in this system. Move the cursor to community and press
enter.
Command: admin snmp community <1~5> <more...>
Message: Please input the following information.
Community entry number <1~5> : 2
The screen will prompt as follow:
>> edit Edit community entry
list Show community configuration

Up to 5 SNMP trap entries can be configured in this system. Move the cursor to trap and press enter.

Command: admin snmp trap <1~5> <more...>
Message: Please input the following information.
Trap host entry number <1~5> : 2

The screen will prompt as follow:

>> edit Edit trap host parameter
list Show trap configuration
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14.13.4 Supervisor Password and ID

The supervisor password and ID are the last door for security but the most important. Users who access the
router via web browser have to use the ID and password to configure the router and users who access the router
via telnet or console mode have to use the password to configure the router. Change the ID and password after
configuration and save it. When you access to the router again, you have to use the new password.

Command: admin passwd <pass_conf>

Message: Please input the following information.
Input old Supervisor password: ****

Input new Supervisor password: ***kxkkxx

Re-type Supervisor password: ****kixx

Command: admin id <pass_conf>
Message: Please input the following information.
Legal user name (Enter for default) <root> : test
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Time synchronization is an essential element for any business that relies on an IT system. The reason for this is
that these systems all have clocks that are the source of time for files or operations they handle. Without time
synchronization, time on these systems can vary and this can cause virtual server schedule processes to fail and
system log exposures with wrong data.

There are two methods to synchronize time: synchronize with a PC or SNTPv4. If you choose synchronize with
PC, the router will synchronize with a PC. If you choose SNTPv4, the router will use the protocol to synchronize
with the time server. Synchronization with time server, SNTP v4, needs to configure service, time_server and
time_zone. Synchronization with PC does not require the above parameters.

Move the cursor “ >> “ to sntp and press enter.

>> method Select time synchronization method

service Tigger SNTP v4.0 service

time serverl Configure time server 1

time server2 Configure time server 2

time server3 Configure time server 3

updaterate Configure update period

time_zone Configure GMT time zone offset

list Show SNTP configuration

To configure SNTP v4 time synchronization, follow the procedures detailed below:

Move the cursor to method and press enter.

Command: admin sntp method <SNTPv4|SyncWithPC>
Message: Please input the following information.
SYNC method (Enter for default) <SyncWithPC> : SNTPv4

Command: admin sntp service <Disable|Enable>
Message: Please input the following information.
Active SNTP v4.0 service (Tab Select) <Enable> : Enable

Command: admin sntp time_ serverl <string>
Message: Please input the following information.
Time server address (Enter for default) <ntp-2.vt.edu> : ntp-2.vt.edu

You can configure up to three time servers in this system.

Move the cursor to update_rate and press enter.
Command: admin sntp update rate <10~268435455>
Message: Please input the following information.
Update period (secs) (Enter for default) : 86400
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Move the cursor to time_zone and configure where your router is placed. The easiest way to know the time zone
offset hour is from your PC clock. Double click the clock at the right corner of monitor and check the time zone.

Command: admin sntp time zone <-12~12>
Message: Please input the following information.
GTM time zone offset (hours) (Enter for default) : -8

Move the cursor to list and review the setting.
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14.14 Utility

There are three utility tools, upgrade, backup and restore, embedded in the firmware. You can update the new
firmware via TFTP upgrade tools and backup the configuration via TFTP backup tool and restore the configuration
via TFTP restore tool. For upgrade, TFTP server with the new firmware will be supported by supplier but for
backup and restore, you must have your own TFTP server to backup and restore the file.

Move the cursor “ >> *“ to utility and press enter.

>> upgrade
Upgrade main software
backup
Backup system configuration
Restore
Restore system configuration

14.15 Exit

If you want to exit the system without saving, use exit command to quit system.

14.16 Setup

All of the setup parameters are located in the subdirectories of setup. Move the cursor “ >> “ to setup and press
enter.

>> mode Switch system operation mode
shdsl Configure SHDSL parameters
wan Configure WAN interface profile
bridge Configure transparent bridging
vlan Configure virtual LAN paramters
route Configure routing parameters
lan Configure LAN interface profile
ip share Configure NAT/PAT parameters
firewall Configure Firewall parameters
dhcp Configure DHCP parameters
dns proxy Configure DNS proxy parameters
hostname Configure local host name
default Restore factory default setting

14.16.1 Mode

The product can act as routing mode or bridging mode. The default setting is routing mode. You can change the
system operation mode by using mode command. Move the cursor “ >> “ to mode and press enter.
Command: setup mode <Route|Bridge>
Message: Please input the following information.
System operation mode (TAB select) <Route>: Route
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14.16.2 SHDSL
You can setup the SHDSL parameters by the command shdsl. Move the cursor “ >> * to shdsl and press enter.
>> mode Configure SHDSL mode
Link Configure SHDSL link
n*64 Configure SHDSL data rate
type Configure SHDSL annex type
clear Clear current CRC error count
margin Configure SHDSL SNR margin

There are two types of SHDSL mode, STU-R and STU-C. STU-R means the terminal of central office and STU-C
customer premises equipment.

Link type will be 2-wire or 4-wire mode according to the product. 4-wire product can be worked under 2-wire
mode.

You can set the data rate in multiples of 64Kbps where n is from 0 to 32. If you configure n to 0, the product will
perform in adaptive mode.

There are two types of SHDSL Annex type, Annex-A and Annex-B.
Clear command can clear CRC error count.

Generally, you do not need to change the SNR margin, which ranges from 0 to 10. The SNR margin is an index of
line connection. You can see the actual SNR margin in STATUS SHDSL. The larger the SNR margin, the better the
line connection. If you set SNR margin in the field as 2, the SHDSL connection will drop and reconnect when the

SNR margin is lower than 2. .e., the device will reduce the line rate and reconnect for better line connection.
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The router supports up to 8 PVCs, private virtual circuits, and so you can setup up to 8 WANs; WAN1 to WANS.
Move the cursor “ >> “ to wan and press enter. To setup WANT, type 1.

Command: setup wan <1~8>

Message: Please input the following information.

Interface number <1~8>: 1

>> protocol Link type protocol
address IP address and subnet mask
vpi vei Configure VPI/VCI value
encap Configure encapsulation type
gos Configure VC QoS
isp Configure account name, password and idle time
ip_type Configure IP type in PPPoA and PPPoE
list WAN interface configuration

There are four types of protocols, IPoA, EoA, PPPoA and PPPoE, which you can setup.
For dynamic IP of PPPoA and PPPoE, you do not need to setup the IP address and subnet mask.

There is an unique VP! and VCI value for Internet connection supported by ISP. The range of VIP is from 0 to 255
and VCI from 0 to 65535.

There are two types of encapsulation types, VC-Mux and LLC.

You can setup virtual circuit quality of service, VC QoS, using gos command. The product supports UBR, CBR,
VBR-rt and VBR-nrt. The peak cell rate can be configured from 64kbps to 2400kbps. Move the cursor to qos and
press enter.

>> class Configure QoS class
pcr Configure peak cell rate (kbps)
scr Configure sustainable cell rate (kbps)
mbs Configure max. burst size (cell)

ISP command can configure account name, password and idle time. Idle time can be from 0 minute to 300
minutes.

Most ISPs use dynamic IP for PPP connection but some will use static IP. Configure the IP type, dynamic or fixed,
via ip_type command.

You can review the WAN interface configuration via the list command.
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14.16.4 Bridge

You can setup the bridge parameters in bridge command. If the product is configured as a router, you do not want
to setup the bridge parameters. Move the cursor “ >> “ to bridge and press enter.

>> gateway
static

Default gateway
Static bridging table

You can setup default gateway IP via gateway command.

You can define 20 sets of static bridge in static command. After entering static menu, the screen will prompt as

below:
>> add
delete
modify
list

Add static MAC entry

Delete static MAC entry
Modify static MAC entry

Show static bridging table

After enter add menu, the screen will prompt as follow

>> mac
lan_port
wanl port
wan2_port
wan3_port
wand_port
wan5_port
wané_port
wan’/_port
wan8_port
list

Configure MAC address
Configure LAN interface bridging type

Configure WAN1
Configure WAN2
Configure WAN3
Configure WAN4
Configure WANS
Configure WANG6
Configure WAN7
Configure WANS8

interface
interface
interface
interface
interface
interface
interface
interface

bridging
bridging
bridging
bridging
bridging
bridging
bridging
bridging

Show static bridging table

type
type
type
type
type
type
type
type
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Virtual LAN (VLAN) is defined as a group of devices on one or more LANs that are configured so that they can
communicate as if they were attached to the same wire, when in fact they are located on a number of different
LAN segments. Because VLAN is based on logical instead of physical connections, it is extremely flexible.

You can setup the Virtual LAN (VLAN) parameters in vlan command. The router support the implementation of
VLAN-to-PVC only for bridge mode operation, i.e., the VLAN spreads over both the COE and CPE sides, where
there is no layer 3 routing involved. The unit supports up to 8 active VLANs with shared VLAN learning (SVL)
bridge out of 4096 possible VLANs specified in IEEE 802.1Q.

Move the cursor “ >> “ to vlan and press enter.

>> mode Trigger virtual LAN function
modify Modify virtual LAN rule
pvid Modify port default ID
link mode Modify port link type
list Show VLAN configuration

To active the VLAN function, move the cursor “ >> “ to mode and press enter. The router supports two types of
VLAN, 802.11q and Port-Based. The IEEE 802.1Q defines the operation of VLAN bridges that permit the definition,
operation, and administration of VLAN topologies within a bridged LAN infrastructure. Port-Based VLANSs are
VLANs where the packet forwarding decision is based on the destination MAC address and its associated port.
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14.16.6 802.11Q VLAN
Follow the following steps to configure 802.11q VLAN.

Command: setup vlan active <Disable|8021Q|Port>
Message: Please input the following information.
Tigger VLAN function (Tab select) <Disable>: 8021Q

Command: setup vlan modify <1~8> <1~4094> <string>
Message: Please input the following information.
Rule entry index <1~8>: 1

VLAN ID (Enter for default) <1>: 10

VLAN port status (Enter for default): 11001

For each VLAN, VLAN ID is a unique number among 1~4095.

VLAN port status is a 12-digit binary number whose bit-1 location indicates the VLAN port membership in which
4MSBs and 8MSB represents LAN ports and WAN port, respectively. For example: the above setting means that
the VID 20 member port includes LAN1, LAN2 and WAN. The member ports are tagged members. Use PVID
command to change the member port to untagged members

To assign PVID (Port VID), move the cursor “>>"to PVID and press enter. The port index 1 to 4 represents LANT
to LAN4 respectively and port index 5 to 12 represents WAN1 to WANS. VID value is the group at which you want
to assign the PVID of the port. PVID is

Command: setup vlan pvid <1~12> <1~4094>

Message: Please input the following information.

Port index <1~12>: 1

VID Value (Enter for default) <10>: 10

To modify the link type of the port, move the cursor to link mode and press enter. There are two types of link:
access and trunk. Trunk link will send the tagged packet form the port and access link will send un-tagged packet
form the port. Port index 1 to 4 represents LAN1 to LAN4 respectively. According to the operation mode of the
device, link type of WAN port is automatically configured. If the product operates in bridge mode, the WAN link
type will be trunk, and in routing mode, access.

Command: setup vlan link mode <1~12> <Access|Trunk>
Message: Please input the following information.
Port index <1~12>: 1

Port link type (Tab select) <Trunk>: Access

To view the VLAN table, move the cursor to list and press enter.
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You can setup the routing parameters in route command. If the product is configured as a bridge, you do not want
to setup the route parameters. Move the cursor “ >> “ to route and press enter.
>> static Configure static routing table
rip Configure RIP tool
If the Router is connected to more than one network, it may be necessary to set up a static route between them. A
static route is a pre-determined pathway that network information must travel to reach a specific host or network.

With Dynamic Routing, you can enable the Router to automatically adjust to physical changes in the network’s
layout. The Cable/DSL Firewall Router, using the RIP protocol, determines the network packets’ route based on
the least number of hops between the source and the destination. The RIP protocol regularly broadcasts routing
information to other routers on the network.

You can setup 20 sets of static route in static command. After entering static menu, the screen will show as
follow:

>> add Add static route entry
delete Delete static route entry
list Show static routing table

You can add 20 sets of static route entry by using add command. Type the IP information of the static route
including IP address, subnet mask and gateway.

You can delete the static route information via delete command.
You can review the static route entry by using list command.

To configure Routing Information Protocol (RIP), you can use rip command to setup the parameters. Move the
cursor “>>"to rip and press enter.

>> generic Configure operation and auto summery mode
lan Configure LAN interface RIP parameters
wan Configure WAN interface RIP parameters
list Show RIP configuration

Generic command can setup RIP mode and auto summery mode.
If there are any routers in your LAN, you can configure LAN interface RIP parameters via lan command.

The product supports 8 PVCs and you can configure the RIP parameters of each WAN via wan command. Move
the cursor “>>"to wan and press enter.

Command: setup route rip wan <1~8> <more...>

Message: Please input the following information.

Active interface number <1~8>: 1

The screen will display the following:

>> attrib Operation, authentication and Poison reverse mode
version RIP protocol version
authe Authentication code
Attrib command can configure RIP mode, authentication type and
Poison reverse mode.
Version command can configure RIP protocol version.
Authe command can configure authentication code.

You can review the list of RIP parameters via list command.
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14.16.8 LAN
LAN interface parameters can be configured LAN IP address, subnet mask and NAT network type.
>> address LAN IP address and subnet mask
attrib NAT network type

14.16.9 IP share

You can configure Network Address Translation (NAT), Port Address Translation (PAT) and Demilitarized Zone
parameters in ip_share menu. Move the cursor “>>" to ip_share then press enter.

>> nat Configure network address translation
pat Configure port address translation
dmz Configure DMZ host function

NAT (Network Address Translation) is the translation of an Internet Protocol address (IP address) used within one
network to a different IP address known within another network. One network is designated the inside network
and the other is the outside. Typically, a company maps its local inside network addresses to one or more global
outside IP addresses and reverse the global IP addresses of incoming packets back into local IP addresses. This
ensure security since each outgoing or incoming request must go through a translation process, that also offers
the opportunity to qualify or authenticate the request or match it to a previous request. NAT also conserves on
the number of global IP addresses that a company needs and lets the company to use a single IP address of its
communication in the Internet world.

DMZ (demilitarized zone) is a computer host or small network inserted as a “neutral zone” between a company
private network and the outside public network. It prevents outside users from getting direct access to a server
that has company private data.
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14.16.10 NAT
You can configure NAT parameters in nat menu.
>> virtual Virtual IP address pool
global Global IP address pool
fixed Fixed IP address mapping
The virtual menu contains range of virtual IP address, delete virtual IP address and show virtual IP address.
>> range Edit virtual IP address pool
delete Delete virtual IP address pool
list Show virtual IP address pool

You can create up to five virtual IP address pool ranges in range command.
Command: setup ip share nat virtual range <1~5> <ip> <1~253>
Message: Please input the following information.
NAT local address range entry number <1~5>: 1
Base address: 192.168.1.2
Number of address: 49

You can delete virtual IP address range - from 1 to 5 - by using delete command.
You can view the virtual IP address range via list command.

To setup global IP address pool, move the cursor “>>"to global command and press enter.

>> range Edit global IP address pool
interface Bind address pool to specific interface
delete Delete global IP address pool
list Show global IP address pool

You can create five global IP address pool range via range command.
Command: setup ip share nat global range <1~5> <ip> <1~253>
Message: Please input the following information.
NAT global IP address range entry number <1~5>: 1
Base address: 122.22.22.2
Number of address: 3

After configuring the global IP address range, you can bind the address pool to a specific interface via bind
command.

Command: setup ip share nat global interface <1~5> <1~8>

Message: Please input the following information.

NAT global address range entry number <1~5>: 1

Active interface number <1~8>: 1

You can delete global IP address range- from 1 to 5- by using delete command.

You can view the global IP address range via list command.
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To modify fixed IP address mapping, move the cursor “>>" to fixed command and press enter.

>> modify Modify fixed NAT mapping
interface Bind address pair to specific interface
delete Delete fixed NAT mapping

list Show fixed IP address mapping
You can create up to 10 fixed NAT mapping entries via range command.

Command: setup ip_share nat fixed modify <l~lo> <ip> <ip>
Message: Please input the following information.

Fixed NAT mapping entry number <1~10>: 1

Local address: 192.168.1.250

Global address: 122.22.22.2

Command: setup ip share nat fixed interface <1~5> <1~8>
Message: Please input the following information.

Fixed NAT mapping entry number <I~5>: 1

Active interface number (Enter for default) <1~8>: 1

You can delete fixed NAT mapping entries - from 1 to 5 - by using the delete command.

You can view the fixed NAT mapping entry via list command.
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14.16.11 PAT
To configure Port Address Translation, move the cursor “>>" to pat and press enter.
>> clear Clear virtual server mapping
modify Modify virtual server mapping
list Show virtual server mapping pool

You can delete virtual server mapping entry- from 1 to 10- by using clear command.

You can create up to 10 virtual server mapping entry via modify command.

Command: setup ip_share pat modify <1~10>
Message: Please input the following information.
Virtual server entry number <1~10>: 1

After key in enter, the screen will prompt as below.

>> interface Active interface

port TCP/UDP port number

server Host IP address and port number
protocol Transport protocol

name Service name

begin The schedule of beginning time
end The schedule of ending time

Set the active interface number via interface command.

You can configure the global port number by using port command.

The local server, host, IP address and port number are configured via server command.

The authorized access protocol is setup via protocol command.
Name command can be used to configure the service name of the host server.
Begin and end command is used to setup the local server schedule to access.

You can view the fixed NAT mapping entry via list command.

NB712 / NB714 User Guide
YML829 Rev1

105



Nelbomm

14.16.12 DMZ

To setup demilitarized zone, move the cursor “>>"to dmz and press enter.

>> active Trigger DMZ host function
address Configure virtual IP address and interface

You can enable the demilitarized zone via active command.

After enabling the DMZ, shift the cursor to address and press enter.
Command: setup ip share dmz address <ip> <1~10>
Message: Please input the following information.
Virtual IP address: 192.168.1.251
Active interface number (Enter for default) <I1>: 1

14.16.13 Firewall

The product supports advanced firewall. To setup the advanced firewall, you can use firewall to configure.

>> Level Configure firewall security level
pkt filter Configure packet filter
dos_protection Configure DoS protection

There are three levels of firewall:

Level one, basic, only enables the NAT firewall and the remote management security. The NAT firewall will take
effect if NAT function is enabled. The remote management security is default to block any WAN side connection
to the device. Non-empty legal IP pool in ADMIN will block all remote management connection except those IPs
specified in the pool.

Level two, automatic, enables basic firewall security, all DoS protection, and the SPI filter function.

Level three, advanced, is an advanced level of firewall where the user can determine the security level for a
special purpose, environment and/or applications by configuring DoS protection and defining an extra packet filter
with higher priority than the default SPI filter. Note that, an improper filter policy may degrade the capability of the
firewall and/or even block the normal network traffic.

The firewall security level can configure via level command.
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Packet filtering function can be configured by pkt_filter command. Move the cursor to pkt_filter and press enter.

>> active Trigger packet filtering function
drop_flag Drop fragment packets
add Add packet filtering rule
delete Delete packet filtering rule
modify Modify packet filtering rule
exchange Exchange the filtering rule
list Show packet filtering table

To enable the packet filtering function, you can use active command.

Add the packet filtering rule via add command.

>> protocol Configure protocol type
Direction Configure direction mode
src_ip Configure source IP parameter
dest_ip Configure destination IP parameter
port Configure port parameter (TCP and UDP only)
tcp flag Configure TCP flag (TCP only)

icmp_type Configure ICMP flag (ICMP only)
description Packet filtering rule description

enable Enable the packet filtering rule
begin The schedule of beginning time
end The schedule of ending time
action Configure action mode
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14.16.15 DoS Protection

DoS protection parameters can be configured in dos_protection menu. Move the cursor to dos_protection and
press enter.

>> syn_flood Enable protection SYN flood attack
icmp flood Enable protection ICMP flood attack
udp_flood Enable protection UDP flood attack
ping death Enable protection ping of death attack
land attack Enable protection land attack
ip_spoff Enable protection IP spoofing attack
smurf attack Enable protection smurf attack

fraggle attack Enable protection fraggle attack

A SYN flood attack attempts to slow your network by requesting new connections but not completing the process
to open the connection. Once the buffer for these pending connections is full a server will not accept any more
connections and will be unresponsive.

ICMP Flood: A sender transmits a volume of ICMP request packets to cause all CPU resources to be consumed
serving the phony requests.

UDP Flood: A sender transmits a volume of requests for UDP diagnostic services which cause all CPU resources to
be consumed serving the phony requests.

A ping of death attack attempts to crash your system by sending a fragmented packet, when reconstructed is
larger than the maximum allowable size. Other known variants of the ping of death include teardrop, bonk and
nestea.

A land attack is an attempt to slow your network down by sending a packet with identical source and destination
addresses originating from your network.

IP Spoofing is a method of masking the identity of an intrusion by making it appeared that the traffic came from
a different computer. This is used by intruders to keep their anonymity and can be used in a Denial of Service
attack.

A smurf attack involves two systems. The attacker sends a packet containing a ICMP echo request (ping) to the
network address of one system. This system is known as the amplifier. The return address of the ping has been
faked (spoofed) to appear to come from a machine on another network (the victim). The victim is then flooded
with responses to the ping. As many responses are generated for only one attack, the attacker is able use many
amplifiers on the same victim.
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IP QoS is a function to decide the priorities of setting IPs to transfer packets under the situation of overloading
bandwidth.

To configure IP QoS function, move the cursor to IPQoS and press enter.

>> Active Trigger IP QoS function
Add Add IP QoS policy
Delete Delete IP QoS policy
Modify Modify IP QoS policy
list Show IP QoS policy table

You can enable the IPQoS function via active command.

The add parameters of IPQoS can be configured via add command

>> Protocol Configure protocol
local ip Configure local IP parameter
remote ip Configure remote IP parameter
Port Configure port parameter
description Policy description
Enable Enable the policy

Precedence Configure precedence parameter

The port type is configured by protocol command.

The local ip range is configured by local_ip command.

The remote ip range is configured by remote_ip command.

The port range is configured by port command.

To define the description of policy is configured by description command.
To enable the policy is configured by enable command.

To define the priority of the policy is configured by precedence command
To delete the policy is configured by delete command.

To modify the policy is configured by modify command.

You can view the IPQoS configuration via list command.
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14.16.17 DHCP

Dynamic Host Configuration Protocol (DHCP) is a communication protocol that lets network administrators to
manage centrally and automate the assignment of Internet Protocol (IP) addresses in an organization’s network.
Using the Internet Protocol, each machine that can connect to the Internet needs a unique IP address. When an
organization sets up its computer users with a connection to the Internet, an IP address must be assigned to each
machine.

Without DHCP, the IP address must be entered manually at each computer. If computers move to another location
in another part of the network, a new IP address must be entered. DHCP lets a network administrator to supervise
and distribute IP addresses from a central point and automatically sends a new IP address when a computer is
plugged into a different place in the network.

To configure DHCP server, move the cursor to dhcp and press enter.

>> generic Configure generic DHCP parameters
fixed Configure fixed host IP address list
list Show DHCP configuration

The generic DHCP parameters can be configured via generic command.

>> active Trigger DHCP function
gateway Default gateway for DHCP client
netmask Subnet mask for DHCP client
ip_range Dynamic assigned IP address range
lease time Configure max lease time
name serverl Domain name serverl
name server2 Domain name server2
name server3 Domain name server3

Active the DHCP function with active command.

Set the default gateway vie gateway command.

The subnet mask for DHCP client is configured by netmask command.
Ip_range command is to configure dynamic assigned IP address range.

The dynamic IP maximum lease time is configured by lease_time command.
You can setup 3 domain name servers via name_server commands.

Fixed Host IP Address list are setup via fixed command.

>> add Add a fixed host entry
delete Delete a fixed host entry

You can view the DHCP configuration via list command.
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You can setup three DNS servers in the router. The number 2 and 3 DNS servers are optional. Move cursor “ >> *
to dns_proxy and press enter.

Command: setup dns proxy <IP> [IP] [IP]

Message: Please input the following information.

DNS server 1 (ENTER for default) <168.95.1.1>: 10.0.10.1
DNS server 2: 10.10.10.1

DNS server 3:

14.16.19 Host name

Enter local host name via hostname command. Move cursor “ >> “ to hostname and press enter.

Command: setup hostname <name>
Message: Please input the following information.
Local hostname (ENTER for default) <SOHO>: test

14.16.20 Default

If you want to restore factory default, first move the cursor “ >> “ to default and then press enter.

Command: setup default <name>
Message: Please input the following information.
Are you sure? (Y/N): y
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Appendix A: Cable Information

This cable information is provided for your reference only. Please ensure you only connect the appropriate cable
into the correct socket on either this product or your computer.

If you are unsure about which cable to use or which socket to connect it to, please refer to the hardware
installation section in this manual. If you are still not sure about cable connections, please contact a professional
computer technician or NetComm for further advice.

RJ-45 Network Ports

RJ-45 Network Ports can connect any networking devices that use a standard LAN interface, such as a
Hub/Switch Hub or Router. Use unshielded twisted-pair (UTP) or shield twisted-pair (STP) cable to connect the
networking device to the RJ-45 Ethernet port. Depending on the type of connection, 10Mbps or 100Mbps, use
the following Ethernet cable, as prescribed.

10Mbps: Use EIA/TIA-568-100-Category 3, 4 or 5 cable.
100Mbps: Use EIA/TIA-568-100-Category 5 cable.
Note: To prevent loss of signal, make sure that the length of any twisted-pair connection

does not exceed 100 metres.

RJ-45 Connector

Pin Assignment Normal Assignment
h 1 Input Receive Data +
L'M 2 Input Receive Data -
al '1 3 Output Transmit Data +
6 Output Transmit Data -
4,5,7,8 Not used
Figure 1

12345678
LLLLRNNY)
e -

RJ-45 plug attached
to cable

Figure 2
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Straight and crossover cable configuration

There are two types of the wiring: Straight-Through Cables and Crossover Cables. Category 5 UTP/STP cable has
eight wires inside the sheath. The wires form four pairs. Straight-Through Cables has same pinouts at both ends
while Crossover Cables has a different pin arrangement at each end.

In a straight-through cable, wires 1,2,3,4,5,6,7 and 8 at one end of the cable are still wires 1~8 at the other end.
In a crossover cable, the wires of 1,2,3,6 are reversed so that wire 1 become 3 at the other end of the cable, 2
becomes 6, and so forth.

To determine which wire is wire 1, hold the RJ-45 cable tip with the spring clip facing towards the ground and the
end pointing away from you. The copper wires exposed upwards to your view. The first wire on the far left is wire
1. You can also refer to the illustrations and charts of the internal wiring on the following page.

Straight-Through Cabling

12345678
BL9SFELL

Figure 3
Wire Becomes
1 1
2 2
3 3
6 6

Cross-Over Cabling

12345678
BLOSKFETL

Figure 4
Wire Becomes
1 3
2 6
3 1
6 2
Note: To prevent loss of signal, make sure that the length of any twisted-pair connection
does not exceed 100 metres.
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SHDSL Line Connector
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Pin Number Description

1 No connection
RxD (0)

™D ()

No connection
GND

No connection
CTS (0)

RTS ()

No connection
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Appendix B: Registration and Warranty Information

All NetComm Limited (“NetComm”) products have a standard 12 month warranty from date of purchase against defects in manufacturing and that
the products will operate in accordance with the specifications outlined in the User Guide. However some products have an extended warranty
option (please refer to your packaging). To be eligible for the extended warranty you must supply the requested warranty information to NetComm
within 30 days of the original purchase by registering on-line via the NetComm web site at:

Www.netcomm.com.au
Contact Information

If you have any technical difficulties with your product, please do not hesitate to contact NetComm'’s Customer Support Department.

Email: support@netcomm.com.au
Fax: (+612) 9424-2010
Web: www.netcomm.com.au

Copyright Information

This manual is copyright. Apart from any fair dealing for the purposes of private study, research, criticism or review, as permitted under the
Copyright Act, no part may be reproduced, stored in a retrieval system or transmitted in any form, by any means, be it electronic, mechanical,
recording or otherwise, without the prior written permission of NetComm Limited. NetComm Limited accepts no liability or responsibility, for
consequences arising from the use of this product. Please note that the images used in this document may vary slightly from those of the actual
product. Specifications are accurate at the time of the preparation of this document but are subject to change without notice.

NetComm Limited reserves the right to change the specifications and operating details of this product without notice. NetComm is a registered
trademark of NetComm Limited. All other trademarks are acknowledged the property of their respective owners.

Customer Information

ACA (Australian Communications Authority) requires you to be aware of the following information and warnings:

(1) This unit shall be connected to the Telecommunication Network through a line cord which meets the requirements of the ACA
TS008 Standard.

(2) This equipment has been tested and found to comply with the Standards for C-Tick and or A-Tick as set by the ACA. These
standards are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses, and can radiate radio noise and, if not installed and used in accordance with the instructions detailed within this
manual, may cause interference to radio communications. However, there is no guarantee that interference will not occur with the
installation of this product in your home or office. If this equipment does cause some degree of interference to radio or television
reception, which can be determined by turning the equipment off and on, we encourage the user to try to correct the interference
by one or more of the following measures:

e (Change the direction or relocate the receiving antenna.

e Increase the separation between this equipment and the receiver.

e Connect the equipment to an alternate power outlet on a different power circuit from that to which the receiver/TV is con-
nected.

e Consult an experienced radio/TV technician for help.
(3) The power supply that is provided with this unit is only intended for use with this product. Do not use this power supply with any

other product or do not use any other power supply that is not approved for use with this product by NetComm. Failure to do so
may cause damage to this product, fire or result in personal injury.
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Product Warranty

The warranty is granted on the following conditions:

1.
2.

This warranty extends to the original purchaser (you) and is not transferable;

This warranty shall not apply to software programs, batteries, power supplies, cables or other accessories supplied in or with the
product;

The customer complies with all of the terms of any relevant agreement with NetComm and any other reasonable requirements of
NetComm including producing such evidence of purchase as NetComm may require;

The cost of transporting product to and from NetComm’s nominated premises is your responsibility; and,

NetComm does not have any liability or responsibility under this warranty where any cost, loss, injury or damage of any kind,
whether direct, indirect, consequential, incidental or otherwise arises out of events beyond NetComm'’s reasonable control. This
includes but is not limited to: acts of God, war, riot, embargoes, acts of civil or military authorities, fire, floods, electricity outages,
lightning, power surges, or shortages of materials or labour.

The customer is responsible for the security of their computer and network at all times. Security features may be disabled within
the factory default settings. NetComm recommends that you enable these features to enhance your security.

The warranty is automatically voided if:

1.
2.

6.

You, or someone else, use the product, or attempts to use it, other than as specified by NetComm;

The fault or defect in your product is the result of a voltage surge subjected to the product either by the way of power supply or
communication line, whether caused by thunderstorm activity or any other cause(s);

The fault is the result of accidental damage or damage in transit, including but not limited to liquid spillage;

Your product has been used for any purposes other than that for which it is sold, or in any way other than in strict accordance
with the user manual supplied;

Your product has been repaired or modified or attempted to be repaired or modified, other than by a qualified person at a service
centre authorised by NetComm; and,

The serial number has been defaced or altered in any way or if the serial number plate has been removed.

Limitations of Warranty

The Trade Practices Act 1974 and corresponding State and Territory Fair Trading Acts or legalisation of another Government (“the relevant acts”) in
certain circumstances imply mandatory conditions and warranties which cannot be excluded. This warranty is in addition to and not in replacement
for such conditions and warranties.

To the extent permitted by the Relevant Acts, in relation to your product and any other materials provided with the product (“the Goods”) the liability
of NetComm under the Relevant Acts is limited at the option of NetComm to:

e Replacement of the Goods; or

e Repair of the Goods; or

e Payment of the cost of replacing the Goods; or

e Payment of the cost of having the Goods repaired.
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