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Chapter 1: Introduction

Solitaire 950 Features
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Accepts existing system keycards and ID cards
With Solitaire 950 from KABA, universities, hospitals and other large institutional

or industrial complexes can economically increase the range of their existing electronic

access control system.

By incorporating the existing User database with the Solitaire System 950 database,

existing cards can be programmed to operate the locks.

Using your existing cards saves time and money.

Special keycards, usually Temporary User keycards and Maintenance keycards, can be

encoded using the Solitaire 950 Low-C Encoder by KABA.
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Encoding and Cards
Solitaire 950 can now use two types of encoders:

The Low-C (low-coercivity) swipe style encoder - encodes temporary keycards
Certain master level keycards, and lock system maintenance keycards are all based on KABA 's
proprietary encoding scheme (not ABA standard encoding) for a higher level of security.

Low-C encoded keycards to be used as temporary user keycards or special keycards.

If you only have a Low-C encoder, you must use ABA format cards, supplied by the
customer, for permanent keycards.

How to Use: Swipe the keycard through the slot in one smooth motion and wait until the green
light signals that the encoding was successful.

Note: This encoder encodes Low-C temporary and special keycards only.

The High-C (high coercivity) motorized encoder — encodes temporary keycards and
permanent keycards as follows:
High-C encoded keycards to be used as temporary keycards.

ABA (American Banker’'s Association) standard or ISO 7811-2 standard encoded keycards
(on track 2 of the magstripe). Since these cards are credit-card type standard and very
robust, they are perfect for use as permanent keycards.

How to Use: Insert the keycard into the slot in the motorized encoder and wait until the encoder
pushes it out.

Note: This encoder encodes High-C temporary and High-C permanent keycards.

The Solitaire 950 lock reads both High Coercivity (High-C) and Low Coercivity (Low-C) cards.

Lock and Audit Capacity
Solitaire 950 lock capacity is a maximum of 1000 Users per lock.

Solitaire 950 shows up to 800 events per lock audit.

Solitaire 970 Entrance Lock

The Solitaire 970 Entrance Lock is mechanically different from the Solitaire 950 lock. The user
has more manual control over the door because the 970 does not lock automatically. When the
user unlocks the door using a valid keycard, the door remains unlocked (in Passage Mode) until it
is manually locked again using the deadbolt or a keycard — see below. This feature prevents
accidental lockouts and is helpful in emergencies. The Solitaire 970 lock has two modes of
operation:

Lock mode
The lock unlocks when a valid keycard is swiped through the lock and the outside lever is
depressed.

Passage mode

The lock allows entry without a keycard when the outside lever is depressed. The lock is set to
passage mode every time the inside lever is depressed. To set the lock back to lock mode, simply
project the deadbolt from the inside or swipe a valid keycard through the lock on the outside. A
user inside the room would project the deadbolt to ensure that no one could enter. A user leaving
a room equipped with the Solitaire 970 Entrance Lock would close the door, then swipe his/her
card through the lock to lock the door.
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Lock Audits

Note that, for Solitaire 970 Entrance Locks, the report will indicate whether a keycard was used to
unlock the door or the interior lever was used to unlock the door and set the lock to passage
mode. For information on how to audit and download data from the lock, see Lock Audits,
Reports in Chapter 6 Using the Maintenance Unit.

Database Migration

Solitaire 950 also has an option allowing you to input Users' profile data directly into the system
(instead of manually typing in all the IDs and names) by importing User profile related data items.

You can import a database (formatted as a standard ASCII text format file) from anywhere on
your network.

Some data may be imported via diskette. The database cannot be too large (more than
about 1.5 MB) and it must be formatted as a standard ASCII text format file.

This same type of database information can also be exported directly to a location on your
network, or via a diskette.

Time Management
There are 16 timezones, 14 of which are programmable.

Each timezone has 4 intervals, which may include weekends, weekdays, holidays or vacation
blocks.

Online Help

Online Help for the Solitaire 950 describes its features and functionality and also provides the
procedures to set up and maintain the system.

Navigating the Help

The Help screen is divided into two panels, the topic information on the right and a narrower
panel on the left that shows you the Table of Contents or the Index depending on which tab you
click. Choose the index tab to search for key words and phrases and the Contents tab to search
for book and topic titles.

The quickest way to find help is to look at the Table of Contents shown in the left-hand panel of
the Help screen. Click on the specific topic you need help on. If you don't know the exact topic
title, choose the Index tab and click on any keyword, which might apply to the topic.

To go to specific help topics:

1. Click on the Contents tab in the panel on the left. You will see the Table of Contents, which
shows Book and Page icons.

2. To view the book's contents, double-click on the book and a list of its pages is displayed.

3. To go to the Help topic, double-click on the page for the topic you want to see.

To find help on atopic without knowing the exact title:
1. Click on the Index tab in the panel on the left and choose a keyword related to the topic.

2. Type in the word or scroll down the list and double-click on the keyword and the topic will
display or, if the keyword is used in different subjects, you will see a list of many topics. Click
on the topic of your choice from the list and click on the Display button. The help topic you
selected will appear. Here's an example of the list provided for the keyword "users".
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Topicz Found

Click a topic, then click Display.

Azsign Doors to Users or User Groups
Creste Intial User

Find & User

Getting Started

Uzers

Digplay I Cancel

For example, if you want to know how to Add Users, double click on the title or click Display and
the Help topic will be displayed in the right hand panel, where Overview is displayed in the

illustration below.

E? solitaire 950 for Windows

EH e = &

Hide  Back Fomward  Print

=10l x|

Contents |Index I ﬁealchl

‘ @ overviEw

L[ Solitaie 350 for Windows | |
Emelcome tor Solitaire 350 for Windows Help

E Tool Tips
E Wiew Options 5 L 2
. [2) Windows Teminology What is Solitaire 950 for Windows?

E b ain Yindow

Q:I Solitaire 350 for Windows Features
- [3] Seltaire 970 Entrance Lock
) Fealures

- [7] Basic Tems
| 2] System Companents

programrmed to operate the locks.

9] System PC
- (2] System Requirements - General Encoding and Cards

2] System Requirements for Frogramm

- [2] Aecess Group
- (2] Admiristrator

- [9) dmiristrator Profiles Compatible Encoders

- 2] Sert Lists A significant feature of Solitaire 350 for Windows is that the cards can be provided by you, the customer

() Definiions The Solitaire 950 for Windows can create Master and Special Keycards using an encoder.

2] Soltate 950 far Windaws Orine He E e e, G ——

= if you incorporate your existing user database into the Solitaire 950 for Windows database, existing cards can be

- [2] System Features » You can increase the range of your existing access control system without having to buy new cards

- 7] Deadbok

<o 2] Default » Low-Cswiped: Encodes Low-coercivity keycards. Encoder is less expensive; keycards retain information for a

. [B] Door shorter period of tirme.

- 2] Passage Made

g Profile » High-C motorized: Encodes High-coercivity keycards; Encoder is more expensive but keycards retain information
A D ociclant el PR

Help Menu Bar

The menu bar at the top of the Help screen offers these options:

The Hide/Show button hides or shows the Table of Contents and Index. The navigation button
goes back or forward through the Help. Print enables you print a topic or selection. The Options
menu includes: Hide Tabs, Back, Forward, Home and Stop. "Stop” temporarily pauses any
animation on the screen and stays on the topic you are viewing. To move on, select Refresh from
the same Options menu. From Options, you can also adjust your Internet browser settings.

Button Icons

The buttons from the Solitaire 950 software are used as a quick reference graphic at the
beginning of each Help topic. By glancing at the button graphic you can tell what the topic relates

to.
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Reports g

Master and Special Keycards

Timezone

Administrator Profiles

Access Groups

Locks : !

Upload to MU

Start MU

Download from MU %
Gl

Reset Encoder

Encoding

Words, phrases and titles appearing in a different color with an underline are links to other topics.
They are known as hyperlinks. Double clicking on these will display the topic. To return to where
you were, keep clicking the Back button to page backwards to where you want to be.

Note that the link changes color when you select it. You can click on it and review the topic as
many times as you wish.

See explanations of the different keycard encoding buttons with High-C and Low-C encoders on
pages 8 and 9.
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Graphics in Online Help

Pictures of screens are provided in the Help only so that you can verify that you are looking at the
correct screen in the Solitaire 950. They are not interactive. In Solitaire 950, all the main screens
have tool tips to define each field on the screen.

The Solitaire 950 offers many prompts and warnings at each step of the way while you are

configuring your system, so it's nearly impossible to make a really drastic error such as deleting
all Users and doors

Printing online Help
To print a single topic: Click the print icon to print the single topic currently being displayed.

Note: Underlined text indicates hypertext links that pop up or jump to additional information. The
hypertext does not print with the topic. In addition, some graphics may not print completely the
way they appear on screen.

Tool Tips

In Solitaire 950, all the main screens have tool tips to define each field on the screen. A tool tip is
what you see when you let your cursor hover over a Tab, title, or any type of information field.
The cursor changes to a pointing hand and the explanation of the field appears in a box.
Sometimes a tool tip also tells you what to do with the data provided in the field, for example,
"Click the left mouse button to display the User Group." In the illustration below, the field
description reads, "Clears all fields to create a NEW User. When you have completed entering
your data, press the update button."

- PROFILE

STV WS

PERGOMALINFO]

ki

press the update button

[T =

5429/00 | 10:29 am  Reader/Encoder : [Disabled] Tatal - Users: 34, Doars: 47

Reading these tool tip messages tells you exactly what is required for each entry, so that you
don't need to refer to the Help too often.
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Terminology in Solitaire 950

When using Solitaire 950, you will deal with the terms explained below.

Security Levels

An administrator is someone authorized to use Solitaire 950. Administrators must have a
password and a defined administrator level. The Master Administrator can assign up to 15
passwords at one of the four access levels to the system. We recommend having only one
Master Administrator per site and assigning all other tasks to the three levels of administrators
except for the changing of Facility IDs, which can only be done by the Master Administrator.

Master Administrator
The highest Security Level. The Master Administrator creates all levels of Administrator, including
another Master Administrator. The Master Administrator can do all of the following:

Set or change the Facility ID. (Note: Only the Master Administrator can do this)
Create and remove other Master Administrators
Create Users, Doors, User Groups and Access Groups.
Assign User access
Handle the importing of databases
Make Special and Temporary User keycards
Produce reports
Program and audit locks

Level 1 Administrator
(One level below Master Administrator) can perform ALL Solitaire 950 functions except the
following:

= Cannot create other administrators or change the Facility ID.

Level 2 Administrator
Can do everything that a Level 1 administrator does except the following:

= Cannot encode special keycards such as emergency, emergency cancel, lockout or lockout
reset cards.

Level 3 Administrator
Can do everything that a Level 2 administrator does except the following

= Cannot encode keycards

To see how to designate Users as types of administrators, see the procedure for Create
Administrators.

Note: When you first install Solitaire 950 software, using a default User name and password
lets the installer log on to the software. You then create another User and change him/her
into a Master Administrator. After at least one Master Administrator is created through the
software, a valid logon is required before anyone can get into the system. The
recommendation is that you create only one Master Administrator. In fact if you try to create
more than two, you receive the following warning:
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llco Unican Inc.

The magirmum number of Administrators Has been reached,
Pleaze select a different Level

Access Groups

Users who are grouped together solely on the basis of having access to the same door or doors
at the same time. An Access Group is really a collective timezone representing a timeslot during
which the assigned Users can get in.

You can assign Users from all different User Groups and departments to the same
Access Group.

You should give the Access Groups names which reflect
the time of access
the Users likely to access the locks at that time.

Access Group Timezone Definitions
Access Groups, by default, will be assigned 24-hour access (in 48 blocks of 30-minute time slots,
from 0 to 24 hours).

Timezones (up to 14 are User-programmable) are created by an administrator and assigned to
access groups. When Users are denied access because of their access group (for example, if
their Access Group is Night Shift and they are trying to enter a lock during the day) the lock
responds with a sequence of green, then red lights, and denies access. For more information on
the various lock responses, see Lock Status Indicators.

Keycard Encoding/ Buttons
High-C Encoder

1 &5 2

3 45

1. Verify information on a keycard. Click, insert keycard and receive a message as to the
identity and type of keycard.

2. Encode a temporary keycard. Click, insert keycard and a temporary keycard is encoded.

3. Encode a permanent keycard. Click, insert keycard and a permanent keycard is encoded.
This card can be encoded only on the High-C encoder.

4. Encode a cancel keycard. Click on this button, insert a keycard and a cancel keycard is
encoded. Cancel keycards only cancel temporary keycards.
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Low-C Encoder

Only the following three buttons appear.

1. Encode only temporary keycards with a Low-C swipe encoder.
2. Verify only temporary keycards with a Low-C swipe encoder.
3. Encode Cancel keycards with a Low-C swipe encoder only to cancel temporary keycards.

Clone User and Door Buttons
Select a user, click on the button shown above at the left and the following panel appears. See
page 53 for the procedure.

Clone User

Save User As

Clone Door

Select a door and click on the button shown at top right and the following screen appears. See
page 61 for the procedure.

Copy Of Engineeri

Deadbolt

A lock with a physical deadbolt features a thumbturn on the inside of the door. The deadbolt is set
by turning the thumbturn to the horizontal position. If the deadbolt is set this way, there are only
three ways to gain access:

with an Emergency card
with a Resident User card

if the person on the inside retracts the deadbolt with the inside thumbturn.
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When the deadbolt is retracted, the door returns to its normal mode and admission practices. See
Lock Status Indicators and Keycard Status Indicators.

See Enable a Deadbolt for information on how to program the software to enable the deadbolt.

Default

Default is the current setting or action taken by hardware or software if the User has not specified
otherwise. Default for Solitaire 950 means a setting that is automatically present in the software
until you change it. Default Expiry time, for example, is the time that is assigned to all encoded
temporary keycards unless you change the time when encoding a specific card. Default Access
Group, for another example, is the Access Group that all new Users are automatically assigned to
until you go in and move them to other groups, using the procedure Assign Users to Access
Groups.

Doors
A door is an access point that requires control. It may be an elevator, stairwell, parking gate or
anything else that you want to restrict access to. The word "Door" is used for convenience.

Lock Types

Device Type

L|_||_.
Card Reader
Fanic Device
E_I?'I:I‘Luzuu:k

Card Reader - The swipe-style lock reads the keycard in a single pass from the top of the
Reader Slot to the bottom.

Panic Device — A bar attached to a door, usually an exit door from an area or building. The
bar responds to pressure by unlocking. This is usually used for Fire and Emergency exits.

Solitaire 970 Lock —

The Solitaire 970 Entrance Lock is mechanically different from the Solitaire 950 lock. The user
has more manual control over the door because the 970 does not lock automatically. When the
user unlocks the door using a valid keycard, the door remains unlocked (in Passage Mode) until it
is manually locked again using the deadbolt or a keycard.

Passage Mode

Some doors need to have free passage during peak traffic hours of the day, for example, doors
that give access to bathrooms or cafeterias. In these cases, the locks have a special passage
mode option. When a lock is in passage mode, anyone can open the door (no keycard is
needed). Any lock can be programmed to have passage mode start and end times. The lock is
put into passage mode manually by turning the thumbturn, swiping the keycard, or automatically
(in the case of the Solitaire 970).

Passage Mode for the Solitaire 970 Entrance Lock

For convenience, the Solitaire 970 Entrance Lock is set to passage mode each time the interior lever is
depressed. When the lock is in passage mode, anyone can gain access by depressing the outside lever (no
keycard is needed). The lock can be easily set back to lock mode by projecting the deadbolt (on the inside)
or by swiping a valid User, Resident User or Emergency keycard through the lock on the outside.

Profiles

A User Profile or Door Profile is the record of information you enter or import from a database,
which is then kept in the program's database. Each time you change some information in a profile
and update that information it is saved in the database.

Resident
A Resident User has special privileges in controlling the lock. The Resident User can place the
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lock into Passage Mode. With certain locks in certain configurations, he may be able to lock out
other Users, except for fellow Residents. See Resident Lockout below.

A User may be assigned Resident status for more than one location, and a location may have
more than one Resident User. For information on assigning Resident status, see Add a Resident.

Resident Lockout

Resident Lockout is one privilege of being a Resident User, depending on the type of lock and
how it is programmed by the software. If the Residents have the type of lock that can be
configured for Resident Lockout, they can lock out all Users except fellow Residents. The
Resident Lockout can be cancelled by any of the Residents in that lock. See the section Resident
Lockout.

Resident Lockout for the Solitaire 970 Entrance Lock

For the Solitaire 970 Entrance Lock, the Resident User keycard will not place the lock in resident
lockout mode. However, if the deadbolt is projected manually, the Resident User keycard will be
able to override it.

Sites
Sites are the locations of groups of doors. A site could be a building, a city, town, campus,
hospital etc.

Timezones
Access groups and doors have timezones. A member of an access group has a timezone for
when his/her card opens doors to which he/she is assigned.

For timezones to be accurate, they must reflect the real time - Standard or Daylight Savings.
When the change from Standard time to Daylight Savings occurs, you will receive a message on
your screen: Similarly, you'll receive a message when the time changes from Daylight Savings
back to Standard in the Fall.

When you receive the message, you must go around to all the locks and swipe your Daylight
Savings or Standard Time (Spring or Fall) card in each lock to set the time forward or back.

Users
Users are people who can open doors with assigned cards. Their ability to open certain doors at
certain times is depends on the Access groups they belong to.

User Groups

User groups consist of Users who are grouped together. They may work for different
departments, have different access groups, etc. but as group members they all have access to
the same doors when the doors are assigned to a User Group. See Assign Doors to Users or
User Groups and Assign Users to Access Groups. A User Group is really a collection of
doors. The User’s access to his group’s set of doors depends on his/her Access Group.

PK 2828 02/05 11



Solitaire 950 User Manual

General Windows Terminology

The screen illustration below shows the basic terminology used in most Windows software to

describe various types of menus, lists, and buttons.

Hsulitaire 950 Server - SuiteWing50 (Default Database)
File  Systern Administration  Lock Management  Options  Help

Tabs

Main Menu

| Toolbar Menu  |——p—|

2, - (m]=> | (o=
v g 2o »
| Column Headings
- USERS | USER GROUPS | DOORS |
Firstame | D epartment | User Group |ﬂ

Charlie
Elizabeth

Production
En ng
Shipping

0 Colins

Engineering

@ Copy OF Carter tdam Ellen

@ Daniels Robert 000000006 Production

@ Dorutz Duncan 539542128 arketing
Mancy 7BR515764 Adrnin

M Drew

Cooper - Elizabeth
I

Action Buttons

ﬁl/
=i

Selected User:

KEYS |  ACCESS FROFILE

Keycard Generation

Selection Buttons

Expiry Date and Time,

o

et expiry Date and Time for this keycard

- No expiiy set for this keycard

Tuesday. May 18, 2010
09:00:00

Set expiry...

Keycard History

E rpity [ ate Addministra. | Sequence

Apiil 17,2010, 14:00

TEMPORART

Main Toolbar (or Main Menu Button Bar)

71 HAlpy e 2 e

In the Solitaire 950 application, when you let your cursor hover over each of these icons you will

see a description of the action each button controls. These descriptions are called Tool
page 6.

Each of these buttons allows you to enter a value and/or perform an action to set up yo
When you click on one of these icons, a dialog box appears so you can enter data. For

Tips, see

ur system.
example,

clicking the Timezone button in the Main Menu Bar section brings up the dialog box shown on the

next page.

12
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Main Menu Bar:

Lists the major categories of actions you can perform and the different actions in each category in
a dropdown menu like this.

b Solitaire 950 Server - SuiteWin950 (Del

Filz | System Administration  Lock Management

| Adminiskratar Profiles. ..

Master & Special Kevcards. ..
Timezones, Yacations & Holidays. ..
ACCess groups ...

Pull the cursor down the menu to highlight the action you want. If you choose timezones,
Vacations and Holidays, for example, a dialog box allowing you to configure these time elements
appears.

Listbox

Shows a list of information that can be sorted by different headings. In the picture above, you see
a list of Users, sorted by the User last name. For information on how to change this, see Sort
Lists.

Tabs

Each tab gives you a different page with different fields. In the picture above, you can see 6
different pages of information: Users, User Groups and Doors in the upper tabs and Keys, Access
and Profile in the lower set of three tabs. All the procedures detailed in this Help tell you which
Tabs to select to enter change or delete various combinations of information.

Dialog Box
Provides fields for data you want to enter in your system. You enter data to fill in the blanks,
select a possible value from a list and/or perform an action, such as Save, Delete or Clear. Some

buttons, such the M button below open up other fields to select from - a dropdown
menu or listbox.

Timezones, Yacations & Holidays I | : SUMTEr
Timezones | Wacations I Haolidays I Christmasz
Timezane Mame: || =l Vacations | W inker
 Start Time ~End Time ~Day Vacations | Spring Break
(hour/min] {hour/mir] HIEMTRTIFE Cancel _
00:00 :II 00:00 ill C OO O Yacations " acations | | | | T

0000 j 0000 j COCOC OO D Vacations
00:00 j 00:00 j CO OO rCrrr vacatons
w00 = | foooo A CICC DT Vasalions

Save | Delete | Mew |

Grayed-Out Fields (not selectable or not available)
When a field is grayed out, there are two possible reasons:
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There is only one choice, so the only possible selection is shown in the gray field. In the
example below, Card Reader is the device type, so Keycard is the only possible passage
method. It is shown in the grayed-out box.

The field is not available, so it is grayed out, preventing you from choosing it. In the
example below, the Deadbolt field is grayed out because it is not available (it works only
with the Device Type Lock, not Card Reader.

Room Floor Section Area Device Type
IM ar-002 |1 ID ID Card R eader

Check to enable Passage mode settings

Passage Method:

Kevcard ¥ Select day[s]
r Deadbolt I J [Max 7 days + holiday)

HEEE S M T W ST S e
v Paszzage Mode Start Iuyeg A| End I15;30 ‘l TR AR AT

Action Buttons:
Action buttons can show words, such as the Save, Delete. New and Close buttons in the

dialog box Timezones, Vacations and Holidays on the previous page. They can also show
icons such as the two buttons in the picture of the large screen at the beginning of this

topic, m I and !@H

‘—’

assigned to this User". The Add or Move button moves selected data (for example a
User or door name) from a list on the right to a field on the left, such as shown in the screen
below — moving data from Remaining User Groups to Assigned User Groups and Users.

representing "add a Resident to a door" and " delete a door
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: st floor
' Montreal bdar- UU'I Tt floor
' Taronta Main frant

' Montreal Eng-Conf 2nd floor
' Montreal Eng-003 2nd floor
' Montreal Eng-002 2nd floor
' Taronta Eng 100 first

PROFILE USERS
Aszzigned User Groups and Users ~Remaining Uszer Groups

=-[F] 1 HR (= :
------ I Besdohn (@ NS ﬁ_ Coaper Elizabeth [2)
------ Elﬁ Dioria Andrea (7] x s E‘ DE Maintenance

= EDW M arketing R ; Dﬁ_ Les Robert (3
------ Eﬁ Burana Cammina (1) BRI E| DD Shipping
...... Eﬁ Clinton Jimmmy [5) | ﬁ Fitzgerald Edmund [3)

I:—:Il?_-lﬁ Sales ‘ DD Temporary

...... 16, BayJim (600293) - *Is Fesident
------ Elﬁ Carter Mary Ellen [6] , - * |z Resident
...... [l Celeste Maie (10] e
B- Eﬁ. Specific Assignment
------- ﬁL Chinazki R ayriond (4] ﬂ

5,
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Main Window

Esulitaire 950 Server - SuiteWind50 (Default Database)
File System Administration  Lock Management  Options  Help

Ueadbdalgs

USERS | USER GROUPS |  DOORS

Firgth ame: | |dent | Department | Uszer Group |;|
000000393 Production

Cooper 000 2 £ Engineering
@ Copy OFf Carter 000000029 Shipping
@ Daniels Robert 000000006 Production
@ Donutz Duncan 539542128 Marketing
@ Drew Mancy TH5515764 Adrmin

Selected User: Cooper - Elizabeth

KEYS | ACCESS | PROFILE |
Keycard Generation

Expiry Date and Time

g Set expiry Date and Time for this keycard l%’% |

i Mo expiry set for this keycard

Tuesday. May 18, 2010 : I@
Set expiny.
09:00:00

Keycard History

Creation D ate Ezpiry Date
TEMPORARY 2004, 14:42 April 17,2010, 14:00

Sequence

Administra, .

Note: For this interface to work properly, it's important to select the category called small
fonts when you set up your screen display. If you use large fonts, some of the dialog boxes
will not fit on the screen and you may not be able to see some of your choices. See View
Options for instructions on how to choose small fonts.

Functional Features

The Solitaire 950 software is designed to run on Windows 98 SE, NT, 2000, XP Professional and
Server 2003. All Solitaire 950 functions can be carried out on one PC provided it can be carried to
the locks for programming and auditing. If you prefer a desktop PC for daily operations, you must
have access to a portable PC for programming and auditing functions.

Database/Lock Features

1000 Users per lock, 100,000 lock capacity per system — 1million user capacity in system
16 time zones (14 are User-programmable) and 18 holidays.

Four vacation blocks

Field-upgradeable software

Full search functions for large databases.

Audits of previous 800 transactions in a lock.

Reports sorted by many different criteria.

Ability to read a lock's current User and setup features.
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Keycards
- Master and Special keycard encoding encrypted and proprietary to KABA.

Ability to read a "lost" card showing all encoded ID data information.
Facility coding preventing unauthorized programming.

Users eligible for restricted or privileged access (Resident Users).
Emergency card overriding all time restrictions and lockouts.
Temporary lockout of all User cards.

Batteries
Easy-to-replace 4 AA batteries lasting for approximately 100,000 openings.

Green and red lights flashing simultaneously indicate low battery when User card is inserted
in lock.

Ease of Use
Values for time zones, holidays, facility codes, etc. are fully configurable to satisfy any
custom requirements.

Online Help provides complete configuration procedures.

System PC

The system PC is used for the following:

Maintaining the User database - adding, deleting, and modifying the lists of Users and
doors.

Maintaining the door database - adding, deleting, and modifying the locations (sites,
rooms, doors).

Assigning access - linking the User database and the door database
Encoding User Keycards and Special Keycards

Creating reports - sorting User, location, access, and audit trail data to view on screen or
to print out hard copies for record keeping

Using utilities - system configuration, backing up the databases.

You must be an administrator to use the Solitaire 950 software on the system PC.
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System Requirements - General

PC/MU system (Separate or Integrated)

The Separate system is defined as a tabletop PC (for maintaining the database and encoding
keycards) and a separate laptop PC (for uploading information such as access rights to the doors
and downloading audit trail information).

Separate

"Separate"” means there are two separate physical units - a tabletop and a laptop. In terms of
software, however, the complete Solitaire 950 software must be installed on the tabletop PC,
using the KABA installation CD. Then, insert the installation CD into the laptop PC and select the
partial installation of the Maintenance Unit software only on the laptop.

|
g/’ Full 950 Installation

B—

Install M-Unit
only

Integrated PC/MU system -

Integrated means only one computer is required. The requirements are the same as for the
Separate system main (tabletop) computer. This single computer is usually a laptop so it can be
carried around to the locks. The complete Solitaire 950 software must be installed on the laptop
PC, using the KABA ILCO installation CD.

Requirements

System requirements vary widely depending on the size of your database and the number of
transactions you perform daily. Transactions are all the activities you perform in the Solitaire 950,
such as adding Users, adding doors, creating access groups, timezones, etc.

Installations with large databases (for example, 50,000 Users/5,000 locks) may require a PC with
higher speed and more memory than the systems described below. If you use an SQL server,
add the RAM requirements for it to the Solitaire 950 requirements.

Separate System PC - a Pentium 166 MHz, or better, tabletop PC with the following features:

RAM - required for Solitaire 950 (using MSDE). Remember these requirements vary with the size
of your database. The Recommended and Optimum amounts refer to large and very large
databases.

Minimum: 32 MB
Recommended: 64 MB
Optimum: 128 MB

RAM - add amount required for SQL server (in addition to Solitaire requirements listed
above) if you use an SQL server.

One nine-pin (DB-9) serial port and one parallel port

SVGA video card and SVGA color monitor

100 MB or larger hard disk, 4 GB recommended for very large databases
Recommended that 50% of hard disk be kept free at all times.

CD-ROM drive
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Diskette disk drive

Any IBM compatible printer

Windows 98 SE, NT, 2000, XP Professional and Server 2003
Explorer 4.0 or higher for the online Help.

Separate Maintenance Unit (MU) - a Pentium 133MHz, or better, notebook compatible
PC equipped with the following features.

32 MB of RAM as an absolute minimum, 64 MB recommended
One nine-pin (DB-9) serial port and one parallel port

SVGA video card and SVGA color monitor

50 MB or bigger hard disk

CD-ROM Drive

Diskette disk drive

Any IBM compatible printer

Windows 98 SE, NT, 2000, XP Professional and Server 2003.

The Integrated PC/MU system —

May be used instead of the Separate system - only one computer is required. The requirements
are the same as for the Separate system main (tabletop) computer. This single computer is
usually a laptop so it can be carried around to the locks.

PC - a Pentium 166 MHz, or better, laptop PC with the following features:

RAM - MB of RAM required for Solitaire 950 (using MSDE). Remember these
requirements vary with the size of your database. The Recommended and Optimum
amounts refer to large and very large databases.

Minimum: 32 MB
Recommended: 64 MB
Optimum: 128 MB

RAM - add what is required for SQL server (in addition to Solitaire requirements listed
above).

One serial port and one parallel port

SVGA video card and SVGA color monitor

100 MB or larger hard disk, 4 GB recommended for very large databases
Recommended that 50% of hard disk be kept free.

CD-ROM drive

Any IBM compatible printer

Windows 98 SE, NT, 2000, XP Professional and Server.

Explorer 4.0 or higher for the online Help.
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Keycard - Test

Two test Keycards are shipped with the Solitaire 950 software. After the physical installation of
the lock is complete, use the test keycard to verify that the lock is operational.

Purpose: To test the lock immediately after installation, but before programming.

Required: Acts as a construction key. The keycard will open any door at the site as long as the
doors are not programmed. Once construction is complete and the locks are all programmed this
card is invalid.

Lock Response: One green flash and one red flash at the same time, followed by a green flash,
then rapid flashing green, meaning access is granted.

Expiry: Discard when all locks are programmed

For information on Lock Response, see Keycard Status Indicators.

Resetting Lock Date and Time

Whenever the Battery power to a lock is interrupted (for example when the battery is changed)
the date and time in the lock must be reset to the current date and time, since this information is
lost to the volatile memory.
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Chapter 2: Getting Started

A major difference between the Solitaire 950 and the previous System 900 is that the 950 is
configured and managed entirely through a Windows interface. Even if you have not used a
Windows-type interface before, you will find many steps are understandable just by reading the
screens. The online Help provides step-by-step procedures for setting up all the elements of your
security access system.

To get the maximum benefit from the online help, ensure that you know how to use it properly by
reading the topic Solitaire 950 Online Help.

Note: For this interface to work properly, it is important to select only the font type called
“small fonts” when you set up your screen display. If you use large fonts, some of the dialog
boxes will not fit on the screen and you may not be able to see some of your choices. See
View Options on page 32 to find out how to do this.

Installing the Solitaire 950

1. Insert the Compact Disk into the CD-ROM drive of your PC.
2. The installation instructions will appear on your screen.

3. When the installation is nearly complete, the program will re-boot your system in order for the
installation to be final. Leave the CD-ROM in the PC during the re-boot.

4. There may be waiting periods during the installation that will seem too long, but PLEASE BE
PATIENT AND DO NOT TOUCH YOUR PC. The program will inform you when it completely
finished installing Solitaire 950.

When the installation is complete, proceed with one of the methods given below.

Two Ways to Begin Using Solitaire 950

A special program lets you import Users directly from System 900 into Solitaire 950 through the
Database Utility. However, you cannot retain their Administrator levels, Resident status, or
access. You must create NEW Master Administrators and all the other levels of administrators -
Levels 1, 2, and 3. Of course, you can use the same names and information but, because it is a
new system, the administrators must be re-designated to their positions.

We recommend you import your database first and set one of your Users as a Master
Administrator. However, you could start with the Log on procedure and import your database after
you have created a new Master Administrator.

Follow the procedure for importing a database given below.

New Database
If you are building a new database, start with the Logging On to the Solitaire 950 Application
procedure given on page 24 of this manual.

Facility 1D

The Facility ID is a number assigned to your facility (building or group of buildings) by the Master
Administrator. It can be any number between 1 and 999999 and it is used in combination with the
encrypted number supplied by KABA ILCO with the software. This combination creates a unique
number. The Facility ID number is assigned in the dialog box for Setting up a Workstation on
page 30.

If you import your System 900 database FIRST, you will have the same facility ID by default.

If you build a new database from scratch, a FACTORY DEFAULT ID will appear, which you
can change to your own ID.

PK 2828 02/05 21



Solitaire 950 User Manual

Note: WHENEVER THE FACILITY ID IS CHANGED EVERY SINGLE LOCK IN THE
SYSTEM MUST BE RE-PROGRAMMED. It is important; therefore, to have only one Master
Administrator set the ID before configuring anything else and to always keep that ID.

WARNING: MAKE SURE YOU HAVE A CURRENT BACKUP OF YOUR SYSTEM 900
DATABASE before you import it into Solitaire 950.

WARNING: When you import the System 900 database into Solitaire 950, all doors are set
as being updated (they appear with green lights). Therefore, BEFORE YOU IMPORT THE
DATABASE, MAKE A NOTE OF ALL DOORS THAT NEED TO BE UPDATED so you can
carry out the update in the Solitaire 950. Remember if you don't write down which doors
need to be updated and the data they need you will lose that information.

HOW DO | IMPORT ASCII FILES?

For information on the database structure of System 900 ASCII files refer to the Annex. Install
Solitaire 950 from your installation CD following the procedure on page 21.

1. Click on Windows Start icon on your PC.
A Start
2. Select Programs, then Solitaire 950.
3. Select the DB Utilities icon from your Solitaire 950 group of menu choices click on it.
L

The following login dialog box appears:

SOLITRIRE

Login Name:

Password:

Solitaire 950

Database Utilities

4. Log in with KABA ILCO (KABA as name and ILCO as password) if you have not already
created a database of Users with assigned passwords OR log in with the name of the Master
Administrator you created after logging in to the Solitaire 950. The logo below tells you are in
the database utility.
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5. From the Main Menu button bar click on the Import ASCII database.

[lscii
L8

The following window appears:

= Import from ASCII M= 3

File: Locations
Impart file: [ Test fomat
Browse... | | | ¥ Displaylog
- Import I
Log file;
IImpolt.Ing Browse . | Lloge |
Imparting:

Note: An ASCII file may have the extension .txt but it can also have any extension you
choose. In this case, it's a good idea to label database files, like the “. dat “above, for
example, to remind you that it is a data file

File Formats

The information needed by the Solitaire database is User ID Last Name, First Name and
Sequence Number. There are two basic types of data formats: alphanumeric and numeric. Since
the size of the record fields is static, the fields have to be filled with some character in case the
data inside is smaller than the maximum value. For alphanumeric types, spaces must be
appended after the data (ex. Edmund.... ) and for numeric types, zeroes must precede the data
(ex. ....0032). The ASCII files formatted for import must be created by your database
administrator and placed in a so that you can import them into the Solitaire 950 database.

For the detailed explanation on how to create these import.dat ASCII files - information required
by your Database Administrator, see File Format Information for Database Administrators in the
Annex to this manual.

Select the file to import and a title for the log file. Select Display Log if you wish.
Click on Import.

When the import is complete, you will see messages like the ones below if you have selected
Display Log.
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& Import.Log - Notepad o ] 4
File Edit Format Help
ERRCR: Year s -
G6F0 B
. walid years are between 2000 and 2029,
ERROR: Month s
oo

valid months are between 01 and 12.
ERROR : Day s

valid days are between 01 and 31.
ERROR High wersion s
i
valid high wersion numbers are between 01 and 99,
Kaba Inc.
Log for Amporting from ASCII file wersion 0.0,
Import file created on 06-00-00 00:00:00.
Log <reated on 2004-10-15% 10:14:36, Eastern Daylight Time.

-

KN H

Open the Solitaire 950 application, and you will see that the ASCII files you imported are now
added to your list of Users.

The ASCII files that you import must be updated daily by your administrator to ensure that you
have the latest changes to Users, doors, etc. available.

HOW DO | MIGRATE A SYSTEM 900 DATABASE?

Install Solitaire 950 from your installation CD as in the procedure on page 21.

1. Click on Windows Start icon on your PC.

i Star|
2. Select Programs, then Solitaire 950.

Select the DB Utilities icon from your Solitaire 950 group of menu choices click on it.

3,

The following login dialog box appears:
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SOLITAIRE

Login Hame:

Solitaire 950

Database Utilities

3. Log in with KABA ILCO (KABA as name and ILCO as password) if you have not already
created a database of Users with assigned passwords OR log in with the name of the Master
Administrator you created after logging in to the Solitaire 950. The logo below tells you are in
the database utility.

SOLITRIRE

——eeel

From the Main Menu button bar click on the Import Solitaire System 900 database icon
900
Lg

The following dialog box appears:
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Convert System 900 Database

File: lozations r— Controls
Syztem 900 databaze:
IC:\E.D.Z.D\DB\SYSSDD v Display log
Convert |
Log file:
IC:\2.0.2.D\C0nvertSDD.log Browsze ... | Cloze |
Ma table loaded

4. Select Display Log if you want to see the log of the conversion processes.

5. Click on

You will see the following log describing the action as it occurs. The process may take time. If you
have a slower computer or a large database, please be patient and wait till the process is

complete.

i Convert300.log - Notepad

File Edt Format Help

=lax|

kaba Inc.

Log for conversion of System 900 database into Solitaire 950 database.

Log created on 2004-10-15 10:46:01, Eastern Daylight Time.

INFORMATION: System 900 directory selected CivZ. 0.2, 0WDEWSYSS00.

INFORMATION: File: CONFIG.DEBF found.

INFORMATION: File: CarD.DEF found.

INFORMATION: File: HOLIDAY,DEF found.

INFORMATION: File: VACATION.DEF found.

INFORMATION: File: TIMEZONME.DEF found.

INFORMATION: File: USER.DEF found.

INFORMATION: File: LCKTYPE.DEF found.

INFORMATION: File: LOCK.DEF found.

INFORMATION: File: ACCESS.DBF found.

INFORMATION: File: ENC_MCRD.CEF found.

INFORMATION: File: P_METHOD.DEBF found.

INFORMATION: Import"mg COMFIG table. Please wait...

INFORMATION: Sys 900 database version number is 1.10.

INFORMATICN: InternaliD oK.

INFORMATION: Importing Sys 900 CARD table. Please wait...

INFORMATION: Importing Sys 900 HOLIDAY. Please wait...

INFORMATION: Importing Sys 900 VACATION table. Please wait...

INFORMATION: Importing Sys 900 TIMEZOME table. Please wait...

INFORMATION: Importing Sys 900 USER table. Please wait...

WARMING : record cannot be imported because Sys 900 has a user having u:
the same as a user in S0l 950.

WARMI NG record cannot he imported because Sys 900 has a user having U_|
the same as a user in Sol 950.

WARMING : record cannot be imported because Sys 900 has a user having u:
the same as a user in Sol 950.

INFORMATION: Importing Sys 900 LCKTYPE tahle. Please wait...

4] |

|»

-

AW

During the time that the utility is importing the data, you will see a message asking you to wait
until the process is complete.

6. When the process is complete, the following message appears in the bottom field of the

dialog box.

26
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Convert System 900 Database ﬂ
— File locations — Controls
Syztemn 300 databaze:
i Browse ... | W Display lag

|
Log file:
IE:HE.D.E.DHEDnvertSDD.IDg Browsze ... | Cloge |

q Successfuly finished converting tables. i

7. Click on OK after you see a message informing you that the import process has terminated.

Note: If you are upgrading from a previous KABA product (Solitaire System 900, for
example) you may import your database with all its users. However, you cannot import
administrators. You must create NEW Master Administrators and all the other levels of
administrators - Levels 1, 2, and 3. Of course you may use the same names and information
but because it is a new system, the Administrators must be re-designated to their positions.

Logging on to Solitaire 950

After installation, the Solitaire 950 login dialog box appears.

SOLITAIRE

Login Hame:

Paszword:

Solitaire 950

First, log in using "KABA" as the name and "ILCO" as the password; it MUST be upper case.

1. You are now in the Solitaire 950 application. Notice that there are Users in the List of Users in
the top panel of your screen if you have imported a database from Solitaire 900.

2. After you have created the first User, you can continue with the other procedures for creating

Doors, User Groups, timezones etc.

PK 2828 02/05

27




Solitaire 950 User Manual

OR
you can change the first User to an Administrator (Master Administrator) right away by
following the procedure in How do | Create an Administrator on page 71.

Note: You only have the choice of creating a Master Administrator. The other selections in
the dropdown menu, Level 1, Level 2 and Level 3 Administrator are grayed out.

If you haven't imported a database, create the first User by following the procedure below.

Create Initial User

HOW DO | CREATE THE INITIAL USER?

In the initial screen for Solitaire 950, the toolbar and most menu choices are grayed out, as
shown below.

Hﬁnlitaire 950 Server - SuiteWin950 (Default Database)

File Svstem &dministration  Lock Management  Options  Help
&
¥

You cannot do anything in the Solitaire 950 until you have at least one User in the database.
Creating this User allows you to configure the system with doors, timezones, more Users, etc.
You can change your first User to a Master Administrator right away follow the procedure in
Create Administrators. or wait until after you have configured your system.

Note: At this stage, you only have the choice of creating a Master Administrator. The other
selections in the dropdown menu, Level 1 and Level 2 Administrators are grayed out.

1. Select the Users tab on the upper panel

2. Select the Profile tab on the lower panel PROFILE

3. Enter the new user's information in the fields provided on the Registration, Reference and
Personal Info tabs.

Note: You must enter the user’s first and last name, and a user ID. The user ID is numeric
and it can be any number over zero that is not already taken by another user. The information
provided in the Reference and Personal Info tabs is optional.

4. Accept the defaults, which appear in the other fields - User Group and Timezone. There is no
choice because you haven't yet created User Groups, Access Groups, Timezones, etc.

5. Enter the department name if you wish.
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el e sty

e AlF g e

| usERTHOLPE | cBooRs |

6. Enter the new User's Profile information in the fields provided. The Registration, Reference
and Personal Info tabs can contain optional information.

KEYS | ACCESS i PHOFILE™

'REFERENCE |FERSONALINFO|

Accept the defaults that appear in the other fields - User Group and Access Group. There is no
choice because you haven't yet created User Groups, Access Groups, Timezones.

7. Click on the Update button —

— I, the middle button of the three on the right to save the
information on the new user.

8. The new User appears in the list of Users at the top of the User panel.
E¥ 50litaire 950

File  Swestem Administration  Lock Management Options  Help

Usel S $Hed 2| ah

USER GROUPS

| Fisttiame | UserGroup | |
(1] rark eting Burana Carmina Temporary
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Set Up Workstation

HOW DO | SET UP A WORKSTATION?

Choosing Options from the Main Menu, then Settings>Workstation allows you to configure the
system for defaults.

Configuration Window x|

General I Expiries & Timers | Company Infao. b L

— General Option:

Facilly ID:  [34

¥ ToolTip Activation

— Reader/Encoder

Maodel ILow-E zwiped j COM Part: I‘I 3:

— M-Unit Update Method
% Direct
 Digkette

—Check Database integrity at closing
* Yes

" No

Setup sorting options on start-up:
— Uszer list zated by ——————  ~ Door list zarted by:
% | ast Mame
 First Mame i~ Site
 User ID

" Department

Ok I Cancel

General Options

Facility 1D

The facility ID is a number assigned to your facility (building or group of buildings) by the Master
Administrator. It can be any number between 1 and 999999 and it is used in combination with the
encrypted number supplied by KABA with the software. If you import your System 900 database
FIRST, you will have the same facility ID by default. If you build a new database from scratch, a
factory default ID will appear, which you can change to your own ID.

Note: It is important to have only one Master Administrator set the ID. If too many people
have the power to change the ID, there is a risk of the number being changed inadvertently.
This creates a lot of unnecessary work, because WHENEVER THE FACILITY ID IS
CHANGED EVERY SINGLE LOCK IN THE SYSTEM MUST BE RE-PROGRAMMED.

Tool Tip Activation
Use the check boxes to activate the Tool Tips (the text boxes explaining fields and suggesting
actions) and the reader/encoder.
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Reader/Encoder
Select the type of encoder you are using with the Solitaire 950 system.

Configuration Window |

General I Expiries & Timers | Compary |nfo. ar

— General Option:

FaciltyD: |34

¥ ToolTip Activation

 Reader/Encoder

Model ILow-C simiped j COM Part: I‘I ::I
Hi-C motarized

—Check D atabaze integrity at closing

— b-Unit Update Method

" Direct

* ez
& Diskette

 No

Setup zarting optiohs on start-up:

—User list sorted by: ————— ~ Dioor lizt sorted by:
& Last Name & Door Mame
 First Mame = Site
 User D
 Department

Help | ] I Caticel I
Encoders

Low C swiped: Encodes Low-coercivity keycards. Encoder is less expensive; keycards retain
information for a shorter period of time. Encodes temporary user keycards only.

High C motorized: Encodes High-coercivity keycards; Encoder is more expensive but keycards
retain information for longer periods of time. Encodes either permanent or temporary user/special
keycards.

Note: The reader/encoder should appear activated (not grayed out). On some computers a
re-boot may be required. Restart your computer if the encoder button is grayed out. For this
interface to work properly, it's important to select only small fonts when you set up your
screen display. If you use large fonts, some of the dialog boxes will not fit on the screen and
you may not be able to see some of your choices. Refer to Sort Lists for information on how
to do this.

Database Integrity

This field is on the General tab of the page for Set Up Workstation. Select Yes or No to order the
system to check database integrity each time you close the application. It is always a good idea
to perform this function, which verifies the users and doors in the system to ensure that
everything is synchronized. However, if you have a very large database it could take up to five
minutes to execute this task. Clients with large databases might want to select No but perhaps
select Yes at scheduled intervals to preserve the accuracy of the database.

COM port
Select the COM port to use for the encoder. The default is COM 1.

M-Unit Update Method
Choose Direct if you want to enter new data directly into the M-Unit or Diskette if you want to
transfer new data on to a diskette.
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Refer to page 124 for information on the two programming methods.

Set up sorting options on start-up
Select the criteria for sorting user and door lists. These can be changed at any time.

VIEW OPTIONS - HOW DO | CHANGE MY SCREEN SETTINGS?

1. From the main menu, select Options>Setup.

QFI“I:II"FE: HEID
Beset... r Lo
Setup... Workstation...

[ atabaze Clean-up Set background testures
RS | w igw T oolbar

T M v Yiow Status bar

2. To change background colors and textures, choose the Set background textures item.

3. To see the toolbar (Main Menu Button Bar described in Windows Terminology) select View

Ld 521 A & e 5] e

4. To see messages about the status of your system, including number of Users and doors,
select View Status Bar.

Dptions  Help

Reset... P

Sefup. .. Warkstation. ..

Database Clean-up Set background textures
IHS | v Yiew Toolbar
w Wiew Skatus bar

5. You should see messages like the following at the bottom of your window:

[2.1.0.0 |Disk iz 37% Full [10/20/04 | 01:59pm  Feader/Encoder : [Disabled] Total - Users: 40, Doors: 15

Note: It's important to set up your screen display to use the font category called “small
fonts”. Using large fonts may make the dialog boxes too large so that some of the choices
will not be seen. Screen fonts are selectable in Windows applications by clicking on Start,
then choosing Settings\Control Panel\Display and then selecting the Settings tab, as shown
below. Choose Small Fonts in the dropdown listbox called Font Size.
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Dizplay Properties

Backgroundl Screen Saverl Appearanca' Plus!  Settings I

(2] x]

e R—

65536 Colors 'l

- Colar Pal "-Qesktop rea

1024 by 768 pixels

More

-

Befresh Frequency
5 70 Hentz <

wl Bl Mades .. |/ |

Display Type... |

est
ak I Cancel | Aol |

HOW DO | CREATE LIST-SORTING DEFAULTS?

Select how you want your User and door lists sorted - by name, number etc. This is a default

preference you are choosing here.

From the main menu, select Options, then Set Up>Workstation. The Configuration Window dialog

box appears.

Configuration Window [ %]
General I E=piries & Timers | Company Infa. 1 I L4

— General Optian:

V' ToolTip Activation

Facility [D: I‘I 23456

— Reader/Encoder

todel ISystem 900 zwipe 'l COM Part: |1 3:

r— b-Unit Update Method
 irect
" Diskette

Setup sorting options on start-up:

—User list sorted by ——————— Daar list sorted by:
" Department " Site
 User 1D & Door Mame
% | ast Mame
" Eirst Mame
Qg Cancel |

The bottom panel of this dialog box allows you to select the defaults for how you want lists

sorted. For example, you may choose the default here of viewing a list of Users sorted by
last name and it will always come up on screen like the example below, alphabetically by
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last name. Remember that this is only the default setting. You can sort lists by just
clicking on the different column headings when you are looking at them or entering data.

LUSER GROUPS DOORS

Department Firsthlame Uszer Group

@ Security CHIMNASEK] Drefault
@ Marketing CLIMTOM M arketing
(1R E riainesring COOFER ELIZABETH Engineering

@ Production DAMIELS ROBERT Production
@ Tooling DaVIDSON Sy Tooling

If you want to see the Users by Identification Number, click on Ident and you will see the
following:

USER GROLUPS DOORS

LastMame FirstH ame User Group

@ Adrinistration THOMPSOM Etdbda Adrminiztration
@ pdvertizing WITOUSKI MIROSLAY Advertizing
@ Shipping CARTER MRy ELLEN L efault

COOPER ELIZABETH Enginesring
LEMMOX BERTRAMD D efault

The heading disappears when you click on it and is replaced by._. See Find a User
for more examples of sorting lists and finding information using column headings.
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Keycard Data Format Encoding

Once your system is configured you can customize it and "fine-tune" it more by changing some of
the default settings. However, in the case of Keycard format, you set the position and length of
the field only once. No further changes are required - all keycards keep the same format.

HOW DO | CREATE KEYCARD DATA FORMAT DEFAULTS?

1. From the main menu, select Options, then Set Up>Workstation.

2. The Configuration Window dialog box appears.

Configuration Window x|
General I Expiries & Timers | Campany [nfa. ar
— General Option:
Faciliy ID: |34

™ IoolTip Activation

i~ Reader/Encoder

Mods! Lawe-C swiped ‘I COM Port: [1 3:

— M-Unit Update Methad
@ Diect

— Checlk Database integrity at clasing -

& Yes
" Diskette
N
Setup sorting options on start-up:
~User list sorted by: ————————  —~Door list sorted by
& Last Name @ &
€ Eirst Name  Site
™ User D
£~ Department
Cancel

3. Scroll to the right until you can see the Keycard Data Format tab and click on it. The
screen appears as below:

[Configuration Window

Keycard Data Format Datahase Backu e

Field Mame  Start Position  Field Length Field % alue

[ Userim il [a [

I~ [ Facliyin | | [

r | Card Count I I |

Current Keycard Read

Bead Keycard I Save Definition

Help Ok I Cancel
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Ensure that your encoder is plugged in and connected to the COM port of your PC. (You
may have to re-activate the encoder with the encoder button from the main menu button
bar.) If not, have one of your facility's ABA cards ready.

Click on the Read Keycard button.

You see the keycard cartoon asking you to insert a valid card.

Swipe/insert your ABA card through the encoder, and the card number should appear in
the Current Keycard Read box as shown below.

Configuration Window

Keycard Data Format | Database Backup |

Field Mame  Start Position  Field Length Field alue

| Userip 1 [a | ooooaoiss

L4

I | FaciliwlD | | \

r | Card Count I I ‘

Permanent User Keycard

b 0-0-0-0-0-0-1 -6-9-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0-0- 00 0-0-0-
0-0-0-04-20

(Bead Keycad | Save Definion
Help | ok I Cancel |

8. Find your User ID number. Determine what the start position is and what the length of the

number is.

For example, if your ID no is 0169 out of that string of numbers, then enter the number as
starting in the 6th position and having 4 digits. The number then appears to the right as

000000169, which is correct.

Note: Start counting the position from the first NUMBER that appears; ignore any letters.

10. So, if 6th position, 4-digit length is correct, then click on Save Definition and all future
cards will be read using this data format for User ID, and showing User ID only. The

remaining digits are all zeroes.

Format Encoding for Facility ID and Card Count

1.
2.

36

Return to the Keycard Data Format tab, and select User ID, Facility ID and Card Count.

Select a start position and length of field for Facility ID and Card Count. There must be
no overlapping of positions — for example, if your User ID number starts in the 6th
position and runs for 4 digits, the Facility ID number cannot start before position 11 (6+4

=10).

If you enter a number like 8, you will see the following message:
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Kaba Heo Ine,

Q Errar: averlapping figlds

For the example illustrated, we select Facility ID to start in 11th position and run for 6 digits.
The number would be: 000000.

Configuration Window x|

Users & Doors Keyeard Data Format I Database Backup 4| *

Field Mame  Start Position  Field Length Field W alue

| User D |1 |S ‘
V| Facilty i [11 [6 \
v | Card Court |18 |4| ‘

Current Keycard Read

Read Keycard I Save Definition

Help | 0K I Cancel |

When you are sure all data fields are correct, insert a new keycard and click on Read
Keycard. The following appears.

Configuration Window 7 x|

Keycard Data Format Database Backy A

Field Mame  Start Position  Field Length Field *alue

| Userp 1 {E] | 515143000
F | Faciitylp [11 |6 | s2ames
¥ | Card Count. [18 J4 [ om

Permanent User Kepcard

5515 -4-3-0-00-8-5-2-4-0-6-9-cH0-7-1-1-1 01 2-1-1-3-0-7-0-040-
0.0-0-14-a00

Save Definition

e | Cancel

You have now configured the default Keycard Data Format settings.
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Note: Unused numbers are merely discarded. There is no need to use all the numbers.

Solitaire 950 LEDs

The LEDs on the electronic lock flash in a certain sequence, depending on the situation.
These charts give the LED flash patterns when the lock is set in different modes

LED INDICATOR FLASH MEANING

After battery connection The thumbturn is in the passage mode
no light position.

Single red within 4 seconds The thumbturn is in the locked position.
Still red Battery is low.

Thumbturn is turned (for Passage Mode)

Single green The lock is put into passage mode.

Single red The lock is set back to locked mode.

The lock stays in the locked mode in the
following cases:

Passage Mode is disabled

Deadbolt is projected

Thumbturn is turned (for deadbolt)

Single green Deadbolt lockout is removed.

Single red Deadbolt lockout is set (passage mode is
removed if it exists).

Lock Failure

Single red every second Lock has failed

Solitaire 970 for Windows LEDs

LED INDICATOR FLASH MEANING

Still red Battery is low.

Inside lever is depressed (for Passage Mode)

Single green 1) The lock is put into passage mode.
2) Deadbolt Lockout is removed

Thumbturn is turned (for Deadbolt)

Single red 1) Deadbolt is projected
2) Passage Mode is removed
3) The lock is set back to locked mode.

Lock Failure

Single red continuously Lock has failed
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Chapter 3: Users, Doors and Timezones

Create User and Door Defaults

Default settings enable you to create a standard database quickly by providing automatically
assigned settings for Users, Doors, User Groups etc. Once your system is configured you
can customize it by changing some of the default settings.

HOW DO | CREATE USER AND DOOR DEFAULTS?

1. From the main menu, select Options, then Settings>Workstation. The Configuration
Window dialog box appears.

2. Click on the Users and Doors tab.

Configuration Window

Company Info. Users & Doors | Keyeard Diata Format_4 | *

i~ Default for L:

UseiGiowp  [Temporay =]
e —
StatecProv [
e
wokphone [
Email Preix

Special Notes

i~ Default for Door.

Site Montreal B
Device Type Lock -

I Enabls Defauls

Only the Temporary User Group appears on the dropdown list. The Temporary User Group is
just a “holding area” where new Users will be kept until you assign them to another group.
The other information - city, state/province etc. that you fill in will also apply to new User
groups.

Note 1: When you begin creating other Users, they will be placed in that group until you
create other groups and are able to move them to these other groups. Because Temporary
User Group is just a holding area, it cannot be assigned to a door and it cannot be deleted,
since you must always have at least one User group in the system.

Note 2: You cannot select a door site, device type or timezone from the dropdown lists. The
choices are grayed out because you have not created any so far. When you have created at
least one of each, enable your preferred defaults here and they will be applied every time
you create a new door, site or device type.

When all the default values are filled in, click the Enable Defaults check box at the bottom
left of the dialog box. You have now configured the default User and Door settings.
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HOW DO | SET THE DEFAULT EXPIRY FOR TEMPORARY KEYCARDS?

1. From the main menu, select Options, then Setup>Workstation. The Configuration Window
dialog box appears.

Expiies 4k Timers | Company Infa

| Usors b Doos 4| %

- Kepeard Expir
Days

Temporary: [ ?: D Friday, October 22, 2004

~ System Timer
futo Logoff after [0 = Mintes
Lok shutdlown time: [roshtdown =]
Keepsystem activig g for the last. [0 Days

Keep lack audt log for the last 0 =] Days

 ves
" No

- Display spstem time changing wammg—‘

2. Select the Expiries and Timers tab.

3. From the dropdown menu box for Days, type in (or scroll up or down to) the number of days

that you want to pass before the Temporary User keycard expires.

OR
Click on the ellipse button to the right of the Days field and a calendar will drop down. Select

the expiry date from the calendar.

x|
Expiries & Timers | Company Info, | Usersd Doors 4] »]
~ Kepoard Expit
Days
Temporans  [2000 = D Sunday, April 11, 2010
~ Select Date
Dat
April T|j2010 -
S| M| T W, | T F 5
26 (29 (30 |31 |1 2 3
4 5 = 7 = 9 10
12 |13 |14 (15 |16 (17 oK I
16 [19 |20 |21 |22 (23 |24 —
25 |5 |27 |8 |23 [0 | fo—
P e —
oK Cancel

4. Inthe example above, the User will have 3 days (before his/her temporary card expires.

5. After you've entered the number of days, the exact date and time of the card's expiry appears

to the left of the box. Click OK and the default expiry date is set.

42
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HOW DO | SET TIME PERIODS FOR SYSTEM FEATURES?

This Set Up Workstation dialog box is also used to set timers for system activity logs, audit logs
and other features shown in the illustration below.

Expiies kTimers | Comparwlnfa | UsersbDoois 4 *

- Kepeard Expir
Days

Temporary: [ ?: D Friday, October 22, 2004

~ Spstem Timer

Auta Logaff after: [sin} 3: Minutes
Lock shut-daven time: i shut dowr hd

Keep spstem activity log for the last. |30 Days

Keep lack audt log for the last 0 =] Days

- Display spstem time changing wammg—‘

 ves
" No

1. Setthe Auto Logoff for the system. The Auto Logoff feature means that if the system is idle, it
will shut down after a set amount of time has elapsed. Use the counter or just enter the
number, 300 minutes in the example above.

2. Setthe Lock Shutdown Time for the lock.

Note: Lock Shutdown Time sets the amount of time after which the lock will shut down
completely (even for Users with valid cards) if there have been more than 7 invalid attempts
to open the lock. These attempts could have been made using an invalid card, during an
invalid timezone or for whatever reason. This lock shutdown is a safety feature that permits
the lock to shut down completely until you have found the reason for the invalid access
attempts. If you don’t want this feature, set the lock shutdown time to "no shutdown. “Set the
time for the system to keep audit logs and System Activity Logs. You can set a maximum of
365 days for each category.

When the times have been set, the following actions take place:

When the system starts up, it purges:
All System Activity Logs older than the selected time period (ex. 60 days.)
All Lock Audits Logs older than 60 days

Note: There is a function called Database Cleanup that allows you to manually purge the
records whenever you want. It also allows you to purge Temporary Keycard and Master and
Special Keycard History. See page 153.

Select Yes or No for Display System Time Change Warning.

If you select Yes, a popup advising you that the time has changed and all doors must be re-
programmed will appear every time the time changes, even if it is only a few seconds. This
can be very annoying if you are on a network because the server continuously tries to
synchronize the times.

If you select No, the popups will not appear automatically.
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You have now set
Default expiry dates for temporary cards
Lock shutdown time — a security measure to make a lock temporarily inaccessible
Auto-logoff time - an amount of idle time after which the system will logoff.
A time period for system activity logs and audit logs to record actions.

Turning on or off the automatic popups for notification of any time change in the system.

Create Timezones, Vacations and Holidays

A lock can be programmed to have a 24-hour access timezone, no access timezone, or any other
timezone (up to 14 timezones may be User-programmed). When Users cannot enter because
their access group timezone does not correspond to the door's timezone the lock responds with a
sequence of green, then red lights, and denies access. For more information on the various lock
responses, see Lock Status Indicators.

Note: Door Timezones for Solitaire 970 Entrance Lock

Do not create timezones for doors with Solitaire 970 Entrance locks. Remember that with
these locks, the door enters Passage Mode Automatically when the inside lever is
depressed

HOW DO | CREATE A TIMEZONE?

5. From the System Administration Menu, select Timezones, Vacations and Holidays or use the

Timezones button.
Timezones. ¥acationz & Holidays E
Timezones |Vacat\0ns | Holidays |
Timezone Mame: I\ j

i~ Start Time— - End Time —Day:
theu/rir) thowsmin) || W5 MIT R IT [F 5
00:00 :II 0000 :II H O Cr i CiEir e Bacaions |
00:00 %I 00:00 —I oo “acations

=] =]
00:00 j 00:00 j oo ‘Wacations

I O O O el el el el e

Save | Delste | Mew |

. Mew .
6. Clickon to create a new timezone.

7. Enter the name of your timezone in the Timezone Name field. Use a name that helps you to
remember the keal time, such as “Standard” referring to the usual 8:00 to 5:00 (17:00)
working hours.
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Timezones, Yacations & Holidays

Timezores | Wacations I Halidays |

Timezone Mame;

- Start Time === - End Time ~[ays

(hour i) thourdwinl | (A I8 MIT WIT F IS

g0 17.00 "_]' F M FFFD Vastios
ool Joooo = PO CE T Vacstions
0500 = 1500 ﬂ RO E M Vacaions
os00 1500 A BT EECT Vacdons

“Warnirg: Any changes to the Timezones will necessitate reprogramming all doors.

Save | Delete i MHew !

/ Close I

8. Setthe stfrt and end times for the days that you want your new “Standard" timezone to
apply.

9. Use the toggle buttons (up and down arrows) to increase or decrease the time by half-hour
increments. (In the example above, the timezone called Standard means that the doors are
openable from 8:00 to 17:00 on weekdays five days a week and 8:00 to 15:00 on weekends
and holidays. Click the save button at the bottom to save the Standard Timezone.

= You have successfully created a new timezone.

= To modify a timezone, select an existing timezone from the dropdown list called
Timezone Name and modify the hours or holidays following the procedure above, then
save.

= Toremove atimezone, follow the procedure called Delete Timezones on page 49.

Vacations and Holidays

Each timezone has four different programmable segments. This means there are also four
possible different vacation entries - one for each segment of the timezone.

Note: When Vacation is selected, Users' cards will not work in their assigned doors during
that time period. Vacations and Holidays are set in the Vacation and Holiday tabs of the
timezone dialog box. In the example below, Users in Access Groups with the Standard
timezone (office staff, for example) come into work Mon. to Fri. from 8:00 to 17:00. They can
also work weekends or holidays from 8:00 to 15:00. They are not forced to take their
Vacation during Plant Shutdown (as the plant workers are). The Plant Shutdown vacation is
not selected (has no check mark) in the vacation submenu for the Mggday-to-Friday part of
their timezone. ?7
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Timezones, Yacations & Holidays E |‘|g
Timezones | “Yacations I Holidays I
ring
Timezone Mame: IStandald j g
— Start Time —End Time —Daps

[hour/min) {hourdmin] FENF T
s R R I il il o o o i -

o = | 5 = O e e O e | e e
0g:00 — : = v v acations

ant shutdown

00;00 ill 00:00 ::II o m omm mm “acations
0800 j 1500 jl VOO Vacalions |

Warning: Any changes to the Timezones will necessitate reprogramming all doors.

Save | Delete | Hew |

However, as shown again below, during Plant Shutdown they cannot work on yeekends. So, we
see that a timezone's vacation periods can be programmed differently for of its segments.

Timezones, Vacations & Holidaps [ x|na

Timezones | Wacations | Holidays I

Timezone Name: | Standard - q

— Start Time r End Time ~Da
[hour/min] Thour/mi] F I? WF WF FI? /

08:00 j 17:00 j O FFFFEREC o | A

N N = T il el il o T
0000 :II 00:00 :II CCrOr Crrr 7 Vacations i

N I o

“wWarning: Any changes to the Timezones will necessitate reprogramming all daars

Save | Delete | Hew |

HOW DO | CREATE VACATIONS AND HOLIDAYS?

1. Click on the Vacations Tab.

2. The following dialog box appears:
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Timezones, ¥acations & Holidays 5[

Timezones Yacations |Ho\idays|

Wacation Mame: IF'Ianl Shutdown

" Ewisting Wacations ————————————————————

Start Date/Tirn \
ﬁ?na/zuus \ == ‘
End Date/Timg \\
’7|e;2/2005 \+l-| ‘

Warning: &y changes ta the Yacations will necessitate rprogramming all daars.

Save | Delete | New

|
\

3. Click on = and enter the name of the new vacation period, Plant Shutdown, for
example.

4. Click on the dropdown menu for Start Date/Time and a calendar appears as below:

= Jul =l

Sun Mon Tue Wed Thu  Fri  Sat
1 2 3 4 5 (] T

8 9 W M 12 13
15 [16 17 18 18 20 21
2 23 M B % N
2 30 N 1 2 3 a4
5 6 7 8 3 10 1

5. Use the '€l and 2l to go back and forward in months.
6. Select the start date for the vacation period and then do the same to select the end date.

7. When both dates are entered, save the vacation and remember that you will now reprogram
all affected doors so that they will be closed during this period.

Timezones, ¥acations & Holidays x|

Timezongs  Wacations |HD\|days|

Vastion Hame: —[Plart Shutdown

T

"Stan DateTim

|7x13/zuua =5 ‘
End Date/Timg
“amﬂznns =5 ‘

Warning: Any changes to the Yacations will necessitate reprogramming all doors.

Save I Delete: I New |

9. A message appears:

llco Unican Inc.

@ Wacation saved successfullp!
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8. Click on the Holiday tab.

9. The following dialog box appears:

Timezones, Yacations & Holidays ; 1[

Timezonesl Yacations Holidaps |

Haliday Marme: IIndependance Day

r— Exizting Holiday

[0] from Sys 900
[1] fram Sye 900
E aster Monda

\Independance D

_Datc
IMonday, Julp 04, 2005

Wwharning: Any changes to the Holidays will necessitate reprogramming all doors.

Save | Dielete | Mew |

10. Click e and enter the name of the new holiday.

11. Select the date from the dropdown calendar as shown below.

Timezonesl Yacations Holidaps |

Holiday M ame: |Independence Day

r— Existing Holidaps

[0] from Swe 900
[1] fram Sys 500
Easter Monday

- Date
IMonda_l,l, July 04, 2005 k|

=] Jul 2

WANING: AN sun Mon Tue Wed Thu  Fri Sat  |ogramming all doors.
26 2¥ 2% 29 30 1 2

_3|456?89 |
1

10 12 13 14 15 16

7 18 19 20 1 22 23 Cloze |

24 2% X ¥ 2B M 30
Ea | 1 2 3 4 5 L3

12. Click Save and you will receive a message that the holiday was saved successfully.

You have now configured Timezones, Vacations and Holidays in your database.
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HOW DO | DELETE A TIMEZONE?

Timezone Name:
r— Start Time——
[hour/min)
oo =
ECl
won =

: =
00:00 =

Timezones, ¥acations & Holidays

Timezones | Wacalions I Holidays I

~End Time ~Dap
[hawrsmin] F F WF IV-VF FF
1200 :II ¥ MW WWVFF | Vaatons
= B 2 o o o o o R T
0o A O CICE DT Vacations
w00 = T | Vasaions

Save |

Delete | New |

Cloze |

1. Select the timezone from the dropdown list of timezone names at the top right of the dialog

box.

2. Click Delete - the middle button at the bottom.

3. You have now deleted the timezone.

Add a Site

HOW DO | ADD A SITE?

1. Select the Doors tab. [ P39S 1 Select the Profile tab. |

PROFILE |

2. Inthe Profile tab, click on the square button with dots. This button is to the right of the

dropdown menu of Sites.

Site

kW ontreal

il

Kingston

Toronto
St Hubert
Mewville

The Site Names dialog box appears:
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Site Mame

|| \ Add
Montreal Hodiy

Corval
Toronta Delete

dcld

0K |

3. Type in the new site name and click Add.

4. The new site then appears in the dropdown menu of sites in the Profile panel.

Site Mame

INewviIIe
tontreal ﬂl
Drareal
Taronta Deleta |
Hewvile

0k

You have successfully created a new site. To remove a site, delete all doors from the site,
following the procedure in Delete Doors on page 64, and then follow the procedure Delete a Site
below.

Delete a Site

HOW DO | DELETE A SITE?

1. First, delete all doors from the site by following the procedure in Delete Doors on page 64.

2. Select the Door tab |- PO9RS |

Select the Profile tab I~ PRBFALE

4. In the Profile tab, click on the square button to the right of the dropdown menu of Sites.

PROFILE |  usERS |
Site
IMontreaI ju

5. The Site Names dialog box appears:
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Site Names

6. Select the site name and click Delete.
7. If you have not deleted all doors from the site you will see this warning:

Kaba Ilco Inc.

Can't Delete Site
Some doors use this site ID

8. If you have deleted all doors, the site disappears from the dropdown menu of sites in the
Profile panel.

You have successfully deleted a site.
Add Users

HOW DO | ADD A USER?

1. Select the Users tab on the upper panel

2. Select the Profile tab on the lower panel o

3. In the Profile tab of the Users window, click the top button
fields and create a new User.

on the right to clear all

(000000002

PK 2828 02/05 51



Solitaire 950 User Manual

Note: This Clear action does not delete that User from your database. It just removes the
information from the fields so you can type in the new data.

4. Enter the new User's information in the fields provided on the Registration, Reference and
Personal Info tabs.

Note: You must enter the User’s first and last name, and a User ID. The User ID is numeric
only, and can be any number over zero that is not already taken by another User. If you

mistakenly enter a number, which is assigned to another User, you receive a message: and
you must change the number. The information provided in the Reference and Personal Info

tabs is optional.

Kaba Ilco Inc.

UserID number is already assigned to:
Zhinaski R.awvmond

5. Accept the defaults, which appear in the other fields - User Group, for example, - or select
other values from the dropdown list. Enter the department name if you wish.

KEYS | ACCESS | PROFILE

FEFERENCE |PERSONALINFO]

6. Click on the Update button £ 4 the middle button of the three on the right.

7. The new User appears on the list of Users.

USER GROUPS

Department X, oo Firsth ame |Jzer Group
@ Shipping WwiYME GARY Shipping
WM Marketing WALLIAMS ROBERTA tdarketing
@ Security WILSOM JOHK Diefault
M 2dvertising Z0ORMN JOHKHY Diefault

Shipping 3080 Carter tary Ellen Default

You have successfully added a new User.
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Clone a User

Sometimes you want to create several new users with the access groups, user groups, resident
privileges, etc. as users that already exist. Rather than create each new user and enter all the
access groups etc., you can copy the settings of an existing user and save them under a new
user name with a different ID. The user will be an exact clone of the one you copied from in terms
of access.

HOW DO | CLONE A USER?

1. Select the Users tab on the upper panel.
2. Select the Profile tab on the lower panel.

3. Select the user whose settings you want to clone to create a new user, checking that the
Access settings are correct.

USERGROUPS |  DDORS |

FirstM ame |dent Department U ger Group
Adams Al 480666054 Producticrn
Birks Bob 000000169 Production
Elack Barb 000123456 I arketing
Burana Carmina 951034738 M arketing

& g g
Carter 000000741 Shipping

ACCESS

 REFERENCE | P

000000022

4. Click on the Clone user button I l[ ‘

The following dialog box appears.

Save User As

Cancel

5. Select the new user ID in one of three ways:

PK 2828 02/05 53



Solitaire 950 User Manual

Type in an ID number for the new user who will be a clone of the user Mary Ellen Carter,

Click on I@ to see the next available user ID number until you find one you
want.

OR

Swipe/insert a permanent user keycard through the encoder and the new user will take on the
User ID from that card.

6. Click on OK.

The new user appears on the list of users.

USERGRAOUPS | DOORS |

Firsthlame |dent Department LUser Group
Traviz Bowen (000000456 Shipping
Travis traviz (000007as Temporary
watzon Y alerie 198943214 Temporary
Wwlestan Wayne 366102982 Temporary

Wiilzan John (000000003 Temporary

Copy Of Carter Mary Ellen Shipping

You have successfully created a new user with settings copied from an old user. Now you can
simply change the name of the user as shown below.

tam Ellen

000000023

000000029
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HOW DO | FIND A USER?

Finding a User in the Solitaire 950 is not difficult, even if your database contains thousands of

Users.

1. The list of Users appears in the top panel.

2. Click on one of the column heads of the User List.

USER GROUPS

Department

DOORS

1] Security
D tarketing
1R rgineering

[ Production
@ Todling

CHINASE]
CLINTON
COOPER
DAMIELS
DAVIDSON

Firstt ame User Group

RétOND Default
Marketing
Engineering

ROBERT Production

SAMMY Toadling

3. Type the User’s first name, last name, ID or department in the appropriate column head. The
list will scroll down to show the User’s name, ID or department highlighted on the list.

Departrent

@ Shipping
M@ Security

@ Marketing
11§ E nginesring
@ Production

3030 CARTER

3003 CHIMNASK]
CLINTOM

9087 COOPER

3004 DAMIELS

*. cooper

Ma&RY ELLEM
RaTMOND
JIMRY
ELIZABETH
ROBERT

4. Click on the selected (highlighted) User to confirm your selection. The typing in the column
head disappears and the new name appears as Selected User.

5. Select the Profile tab.

Now you can view the User’s settings, change them and update them, or delete the User.
Remember that the tabs labeled Reference and Personal Info are optional. You might want to
enter this additional information if two of your Users have the same name, for example.

REFERENCE

COOPER
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Delete Users

You can delete the permanent user’s access from the database, as described below, and then
create a new M-Unit file. Upload it to the M-Unit and program the locks.

HOW DO | DELETE A USER?
1. Select the Users tab W

2. Select the User you want to delete.

USER GROURS |

Firsth ame: Ident Departm... | User Group
Chirazki R ayramd 000000001 Engine...  Enginesting
Colling Charlie 00000393 Production
Cooper Elizabeth Engine... Engineering
Copy OF Carter Mary Ellen Q00000029 Shipping

D ariiels Raobert 000000008 Production
Donutz Duncan 539542128 M ark eting

3. Select the Profile tab.ﬂ

4. Click the Delete User button - the bottom button at the right of the Profiles panel.

- REFEREMCE

000000002

The program will ask you to confirm your choice with the confirmation request below.

M
H

& Aire wou sure you wank bo remove: Elizabeth Cooper

5. Click Yes and you have successfully deleted the User. The name will disappear from the list
of Users.
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Create Doors

HOW DO | CREATE A DOOR?
1. Selectthe Door tab.[ DOBAS |

2. Select the Profile tab.l  PROFILE

3. Inthe Profile section of the Door panel, click on the top button of the three buttons

E to create a new door. This clears all fields and allows you to enter the new name,
etc.

4. Fill in the name and location of the new door.
Enter the floor, section and area of the new door.

6. Do not forget to choose the correct type of device: lock, reader, or panic device from the
dropdown list in the Device Type box on the right.

PROFILE | LISERS
Site Door ID Location

IMuntreaI jJ IMar-EID2 Imktg
Room Floor Section a Device Type

IMar-DEI2 |1 |2 |1 [Lock

Check to enable Pazzage mode settings

Paszzage Method:

Select day[z)

Bt TET— R ot
K d < He e s e e
[+ Passage Mode Start I._,Fj"fjcua[ — JTE0 j T W hWWhWWIC

7. Accept the defaults, which appear in the other fields, or change them by selecting
another item from the dropdown lists for each field you want to change.

8. Enable Deadbolt and/or Passage Mode. The deadbolt option is only available if your
device type is Lock. Otherwise it is grayed out.

If you enable Passage Mode, enter the time and day settings.

Note: Solitaire 970 Entrance Lock

When creating a door for the Solitaire 970 Entrance Lock, do not enable the passage mode
setting, as the lock will enter passage mode automatically when the inside lever is
depressed.

"rl' |t.

9. Click on the Update button,

10. The new door appears in the list of doors at the top of the Door panel.
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USERS

Moarntreal

| USER GROUPS

| sie ¢

Mar-001

DOORS

Location
mktg

B Mortreal Mar-002 mktg 0003
B Moartreal Mar-003 mktg 0003
' Mantreal Sales-007 zales o004

You have successfully created a new door.
To remove a door, see the procedure for Delete Doors on page 64.

To find a door quickly, click on the heading of what you want to search by (for example Door ID)
and type in the name of the door.

See Sort Lists for more information.

Note: When you enter the device type of the door, Passage Mode options may be restricted
accordingly. For example, when you enter Lock as the device type (as in the example on the
previous page), you have the option of selecting thumbturn or keycard as your passage
method when the door is in Passage Mode. However, if you select Card Reader, as in the
illustration below, the passage method is grayed out because there is no thumbturn, so you
are restricted to keycard only - you cannot choose another method.

Check to enable

[~ Deadbalt

Pazsage mode settings

PROFILE | LUSERS ]
Site Door 1D Location
[Mortreal =] [Maro0z [mkig
Room Floor Section Area Device Type
IMar-DD2 I1 2 I1 Card Feader

Select day(s)
[Max 7 days + holiday]

HSHMT WTF S
I I T T T

Start [07.30

v Pazzage Mode

Set Passage Mode

Some doors need to have free passage during peak traffic hours of the day, for example, doors
that give access to bathrooms or cafeterias. In these cases, the locks have a special passage
mode option. When a lock is in passage mode, anyone can open the door (no keycard is
needed). Any lock can be programmed to have passage mode start and end times. The lock is
put into Passage Mode manually by turning the thumbturn

Solitaire 970 Entrance Lock

Note: The Passage Mode setting, defined when you create a door, does not affect the
functioning of the Solitaire 970 Entrance Lock. The lock is automatically set to passage
mode whenever the inside lever is depressed. When you create a door, as described in
Create Doors in chapter 3 Users, Doors and Timezones, do not enable this setting for the
Solitaire 970 lock.
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HOW DO | SET PASSAGE MODE?

For the procedure for programming Passage Mode, see Create Doors on page 57.

Pazzage mode settings

Pazzage Method:

[Keycard il Select day(s)
[Max 7 days + holiday]

Hen S Ml W TR 5

Stat o0 | | Endfis) o CRREMEMET

Effects of Passage Mode

All Users will be able to enter the door by just turning the handle during the hours defined for
Passage Mode.

If the deadbolt is projected while the lock is in passage mode, passage mode is cancelled.

Passage mode is cancelled when the lock is re-programmed.

The lock cannot be put into the passage mode between the PASG-END time of the current day
and the PASG-START time of the next day. In other words, the lock will never enter passage
mode after the programmed PASG-END time; a valid keycard will be required to gain access.
Also, the lock cannot be programmed for a period of longer than 24 hours. The following warning

appears:

llco Unican Inc.

Eror
B eqin time muzt be smaller than End Time,

Every time you flip the thumbturn from the locked to the passage position or vice versa, you have
to wait up to four seconds for the desired mode to take effect. A single green flash indicates that
you are entering the passage mode. A single red flash indicates that you are going back to the
locked mode. See Keycard Status Indicators.
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Enable a Deadbolt

If the deadbolt is enabled, there are only three ways to gain access:
With an Emergency card
With a Resident User card (see page 64).

If the person on the inside retracts the deadbolt by turning the thumbturn. When the
deadbolt is retracted, the door returns to its normal mode and admission practices. See
Lock Status Indicators and Keycard Status Indicators for information on indications for
deadbolt lockouts.

The lock is programmed by the software. The lock on any door may be set to Deadbolt
Enabled, (as in the last of the three illustrations below). This option only applies to locks
equipped with deadbolts.

* When you enter the device type of the door, deadbolt options may be restricted
accordingly.

* For example, when you enter Lock as the device type (as shown below), you have
the option of selecting deadbolt enabled.

Room Floor Section Area Device Type
IMar-DD2 |1 |2 |1 [Lack =]
Check to enable Pazzage mode settings

Paszage Method:
K.epzard - Select day(s)
7y Deadhok I [ (Max 7 days + holiday]

HS MT WTF S
I~ Passage Mode Staltlw j End [0000 j CERA B R B R BT

However, if you select Card Reader as your lock type, the deadbolt is grayed out since you have
no choice.

Room Floor Section Area Device Type
IMar-DD2 |1 |2 |1
Check to enable Passage mode zettings
Passage Method:
[ Deadbolt [kepcard | Select day(s)

[Max 7 days + holiday]

o ey B et R 0 S
[~ Passage Mode SlallW j End IW ill R AR SRR

Select Deadbolt if desired.

See the procedure in Create Doors on page 57.
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PROFILE |  USERS
Site Door ID Location
| 5950 Dema Site =1 [MeRooz |Marketing Main Office
Room Floor Section Area Device Type
[MaR-002 [i 7 [5 Lack =l
Check to enable Passage mode settings
Paszage Method:
F.eycard - Select day(z)
fieolt I J [Max 7 days + holiday]
R atnare | I Rt
r Pazzage Mode Start IDD:DD ﬂ End IDU:DD ﬂ T T T T T

See Keycard Status Indicators for information on LED indications for deadbolt lockouts.

Clone Doors

Sometimes you want to create several new doors with the same location, lock type, etc. as doors
that already exist. Rather than create each new door and manually enter all the other information,
you can copy the settings of an existing door and save them under a new door name. The door
will be an exact clone of the one you copied from in terms of access.

HOW DO | CLONE A DOOR?

1. Select the Doors tab on the upper panel.
2. Select the Profile tab on the lower panel.

3. Select the door whose settings you want to clone to create a new door.

USER GROUFS

Location

tar-001
Engineering 2
Mar-002
Warehouse

Sz 900 Site Door3
DOOR3

Hair

Floor 1

PROFILE | USERS
Site Door ID Location
IMnnlraaI jJ IEng\nseling 2 IMa\n
Room Floor Section Area Device Type
IEngineeHng 2 IW 2 |2 Lack j 'Eﬂ
Check to enable Passage mode settings
Passage Method:
F.epcard - Select day[s)
I~ Deadbolt I | M s h |
HE TG B R T D R SR G
v Passage Mode Start Ig;_gg >  End [i730 =] W e s

Notes

[21.0.0 [Disk is 362 Full [ 10/23/04 | 0138 pm  [Loading user: 0000

Total - Users: 42, Doars: 17

{d

Click on the Clone Door button
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The following dialog box appears.

Save Door As

Save Door As

6. Click on OK.
The new door appears on the list of doors.

| USER GROUPS

L Location User Gty
Sys 300 Site DOOR #1 Engineering anoz2
' Sys 900 Site COOR #2 EMG2 0004
. Sys 900 Site DOoR3 doar nom
' Montreal Engineering 2
eal Engineering 3
' Montreal
- .

it IEngineering 3 P

l:ﬁ_eé]é‘ to ensﬁl.!é- i

You have successfully created a new door with the settings copied from an existing door.
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Find a Door

HOW DO | FIND A DOOR?

1.
2.

Select the Doors tab BRI !.

Click on Profilel ~ FROFILE

Scroll through the list of doors to find the door you are looking for or type it in the column

heading for Door Names.

Select the door you are looking for by clicking on it or typing it in the column heading
for Door Name.

USERS | USER GHDWS DOORS |

Location

kontreal 'l ar- miktg 0016

8 Montreal M ar-001 mktg 0018
' Darval warehouse  floor 1 000k
' kontreal Ship-003 zide ramp 005
B Montreal Shin-MNz #ire M A

Selerted MNonr: Mar-002 - mkig

Selarted NDnnr: Mar-002 - mktg

PROFILE | USERS |
Site Door ID Location
[Morureal =] Maronz [kt
Room Floor Section Area Device Type
[Maro02 i E [ [rock B 'J_/J
Check to enable Pazzage mode zettings
Pazzage Method: '
K.epcard - Select dap(z) ﬂ
[~ Deadbolt I J [Max 7 days + holiday]
il " B R AT L S
[¢ Passage Mode Start Igr:gg j End I15;3D j rTvrFFRFRFIC '
o

Now you can simply view the door's settings, or you can create or delete a door. For these
procedures, see Create Doors on page 57 and Delete Doors on page 64.
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Delete Doors

HOW DO | DELETE A DOOR?
1. Select the Door tabi DOGRS |

FROFILE .

2. Select the Profile tabl

= Location

1L
b ontreal b ar-007

hktg Qoon
' Maontreal Ship-002 Side 0ooa0
' M ontreal b ar-002 Floor 2 aa0o
' Sysz 900 Site DOOR3 doar 0o
' Syz 900 Site DOOR #2 EMG2 0oo4
' Sys 900 Site DOoR #1 Enagineering ooz

3. Inthe List of doors at the top of the door tab window, click on the door you want to delete.

4. Click on the delete button, Lk 5

A confirmation request appears as below:

7. If you choose Yes, the door disappears from the list of doors at the top of the Door panel.

6. Clicking No will cancel the door deletion.

Note: If you plan to delete an entire Site from the system, you must delete all doors from that
site first. See Delete a Site on page 50.

Resident User

* A Resident User has special privileges in controlling the lock. The Resident User can
place the lock into Passage Mode and override a deadbolt. With certain locks in certain
configurations, he may be able to lock out other Users, except for fellow Residents. See
Resident Lockout below.

* A User may be assigned Resident status for more than one location, and a location may
have more than one Resident User.

Resident Lockout

Resident Lockout is one privilege of being a Resident User, depending on the type of lock and
how it is configured the software, see table on page 68. If they are resident in the type of lock
that can be configured for Resident Lockout, they can lock out all Users except fellow Residents.
The Resident Lockout can be cancelled by any of the Residents in that lock.

Solitaire 970 Entrance Lock

You can create a Resident User in a Solitaire 970 Entrance Lock if you wish. For the Solitaire 970
Entrance Lock, the Resident Users will not be able to place the lock in Resident Lockout mode.
However, they will still be able to override the deadbolt.
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Add a Resident

HOW DO | MAKE A USER RESIDENT IN A DOOR?

1. Select the Users tab.

2. Select the Access Tab.E: '

3. From the list of Users in the top panel, select the User you want to assign Resident access

to.

USER GROUPS

N Fistilame

User Group

CHIMASEK

CLINTON
IRE ngineering COOPER ELIZABETH
I Production DAMIELS
I Tooling DAYIDSOM

Default
Marketing
Engineering
Production
Taoling

KEYS

AEEES S |
i qulent Access : 3

PROFILE |

-Apﬁc*—*_s.s"a?ioﬁb--' S

- j I.'Ioffice staff

_IJSQI G[Dup

54 I Engineering

|_|i Wartreal b ar-002-mkkg
I m Daorval warehouze-floor 1
]ﬁ Mortreal Ship-002-side Standard =

Standard

Always -

E :\Double cllckpn the@elected doqr to specfflcall}f c:har]ge
5 'the uzers Iln‘iezane in that door.

5. If the door you want is not on the list, highlight the door on the List of Entire System Doors on
the right (see illustration below) and add it by clicking on the add/move arrow icon.

PROFILE

naesing Sys 300 Sile DOOR HZ2ENG2 Day Shit

Syz 900 Site DOOR #1-Engineering Day Shift

Daorval Warehousze 2-Basement Day Shift
Montreal ‘W arehouse-Floor 1 Day Shift
Montreal Sys 300 Site Door3-Mkig Day Shift
Montreal Shipping-RC Always
Mantreal Ship-002-Side Day Shift
Mantreal Production Back-RC Alaays
Montreal Marketing 1-Floor 1 Always
Montieal Main-RC Always
Dorval Warehouse 3-Basement Day Shift

m Mantreal Engineering 2+t ain Always

ﬂ Mantreal Engineering 3-Main Always
H Montreal tar-001- Cray Shift
I o vi - [
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6. Select the door where you want the selected user to be Resident.

7. Do one of the following:
Click on the Resident icon on the bottom left of the panel.m.

Double-click on the user’s name.

The following confirmation request appears.
: =]

Kaba Ilco Inc.
Do wou really wank to:
Set the user Elizabeth Cooper as Resident on door Montreal Mar-001-7

Mo

Yes

6. Click Yes.
You have successfully made the current User a Resident on that door.

Cooper - Elizabeth

Selactad llsear:

KEYS ACCESS |  PROFILE |
Current Access
User Group Accesz Group
ﬂ Inffice zkaff j

I engineerning

|—i Montreal Ship-002-side Standard

real b ar-0071-mktg

Jﬁ Montreal 5 ales-007-zales Standard

Diouble-click, on the selected door to specifically change
the uzer's timezone in that door.
Note: The information about a door in which a User is Resident is highlighted in a different

color. To remove a Resident from a door, follow the procedure on page 69.
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HOW DOES A RESIDENT PLACE THE LOCK IN PASSAGE
MODE?

1.

Ensure that the lock is configured in the software for Passage Mode. Passage Mode is
selected as part of the procedure Create Doors on page 57. Make sure that the settings are
Lock and Keycard, as shown below.

Ensure that you are within the Passage Mode part of the timezone - between the hours of
7:30 and 16:30 from Monday to Friday in the example below.

Site Door ID Location
IMontreaI jJ IMar-DD2 Imktg
Room Floor Section Area Device Type
IMar-UU2 |1 |2 |1
Check to enable Pazzage mode settings

Passage Method:
IKeyc:ard j Select day(s]

B [Max 7 days + holiday]
P. Mod 5 = End = L RN AR
v Passage Mode lallw_vl n W_I FrerwrrFr

Ensure that you are a Resident on that door

Swipe your card through the lock and wait the full six seconds of the flashing green light
without turning the handle.

Repeat Step 4.
Now turn the handle, and you will see that the door unlocks to passage mode.

To remove Passage Mode, repeat the same process. After the second time of swiping the
card and waiting the full six seconds, the door should lock again.

Note: Only a User with a permanent User card and Resident status can put the lock into
Passage Mode. A temporary User card allows the Resident User to gain access to the door
but does not allow him/her to set Passage Mode.
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Resident Lockout
In some cases, a Resident User may lock out other Users, in addition to being able to start
Passage Mode and override the deadbolt on a lock.

Resident Lockout can only be used on locks:
= of a certain physical type
= with certain passage mode and deadbolt options selected.

This table provides an overview of the lock types and passage options that permit Resident
Lockout.

Resident Lockout — Possible Lock Configurations

Lock Deadbolt Passage | Passage Start End Resident
Type Mode Method Lockout
Standard | No No Not available Not available Not available Yes
Lock

Yes No Not available Not available Not available Yes

Yes Yes Keycard XXIXX XXIXX No

No Yes Thumbturn XX XX XX XX Yes
Panic Not available No Not available Not available Not available No
Lock -

Not available Yes Keycard XX XX XX XX No
Reader Not available No Not available Not available Not available No

Not available Yes Keycard XX:XX XX XX No

Put a Lock into Resident Lockout

The locks in your system that are configured for Resident Lockout can be put into Lockout Mode
as follows:

HOW DO | PUT A LOCK INTO RESIDENT LOCKOUT?

1. Swipe your (the Resident’s) keycard through the lock (in a locked door) and wait for a full six
seconds while the light is flashing green, without turning the handle.
The lock will re-lock.

2. The lock will flash red.
3. Thelock is now in Resident Lockout and only another Resident will be able to enter.

A Resident in the same lock will be able to enter but after each entry of a fellow resident the
lock reverts to its normal mode and non-Resident users will be able to enter.

When a resident enters, he/she should observe that the lock is in Lockout mode and reset it when
he/she leaves, assuming that the original resident that put it in Lockout Mode must have had a
reason to do so.

Warning: It's important never to leave a lock in Resident Lockout mode before
programming it. If the lock is left in that mode and you then re-program it, it will accept
the new data but the Resident lockout will be unchanged. The new users will not be able
to enter. They will see green, red, and red flashes, indicating that the lock is in Resident
Lockout Mode. Ensure that all locks to be programmed are taken out of Resident Lockout
Mode.
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Remove a Resident

HOW DO | REMOVE A RESIDENT?
1. Select the Users tab [ USERS |

2. From the list of Users in the top panel, select the User you want to remove Resident access
from.

USERS | USERGROUPS |  DOORS |

Department | |dent _ Firsthame | |1zer Group | ﬂ

M Security 4009 CHIMASK] RAYMOND Diefault _
[ Marketing 9144 CLINTOM JIMY Marketing

[1FE rgineening 3087 COOFER ELIZABETH Enaineering

M Froduction 9004 DAMIELS ROBERT Production

@ Todling amg DAYIDSON SaMMY Tooling ﬂ

Selected User: COOPER - ELIZABETH

Select the Access Tab| ~ ACCESS

3. The selected User's list of doors he/she can access appears. Doors where the User is
resident are in a different color, like Dorval warehouse floor 1 on the list in the example

below.
Selartad llser-  Cooper - Elizabeth
KEYS ACCESS | PROFILE |
Current Access
Uszer Group Acces:z Group
Iengineering j Ioffice staff j
r‘ Drorval warehouze-foor 1 Standard
Darval Ship-007-rear doar Standard
Montreal Sales-001-zales Standard =

Diouble-click on the selected door to specifically change
the uzer's timezone in that door,

4. Select the door where the User is resident. In the example above, Elizabeth Cooper is
Resident in Dorval Warehouse.

5. Click on the Resident icon. You will see the following message:

Kaba Ilco Inc. i i

Do you really want to:
Remave the user Elizabeth Cooper as Resident on door Darval Warehouse 1-RC?

es Mo |

6. Click Yes, and the door name (Dorval warehouse floor 1) will revert to the color of a regular
User.
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Selartad llser-  Cooper - Elizabeth
KETS ACCESS | PROFLE |

Current Access

Uszer Group Accesz Group

Iengineering j Ioffice haff j

|i:|i tMontreal Mar-002-mktg

Dorval warehouse-floor 1 Standard
tontreal Ship-002-zide \Standald =
=l

7. You have successfully removed Resident status on that door for the selected User.

Note: The User’s Resident status is removed whether he/she is assigned as an individual or
as a member of a User Group. See How do | make a User Resident in a door? on page
65.1f you remove Door Access from a user, obviously you remove his/her Resident Status
also. See Delete Door Access from User and User Groups.

If you change a User’s timezone in a door to Never, this will also removes his/her access to the
door and thus his/her Resident status. See Change User Access to an Individual Door.
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Chapter 4. Administrators, User Groups, and Access
Groups

Administrators

HOW DO | CREATE AN ADMINISTRATOR?

1. First, read the topic Security Levels.
2. Follow the procedure for logging in to Solitaire 950.

Note: If you are upgrading from a previous KABA product (System 900, for example) you
may bring in your database with all its Users by following the procedure given in the
Transferring Database section. However, you cannot retain their "administrator" status. You
must create NEW Master Administrators and all the other levels of Administrators - Levels 1,
2, and 3. Of course you may use the same names and information but because it is a new
system, the Administrators must be re-designated to their positions.

You are now in the Solitaire 950 application. Notice the List of Users in the top panel of your
screen.

3. From the top menu, select System Administration>Administrator Profiles or click on the

Administrator Profiles button. '

Administrator Profiles

— o |

-
MASTER ADMIMISTRATOF >

4. From the dropdown list of Users, select the User.

Note: Only a Master Administrator can create other Level 1 Administrators. Therefore if you
have an empty database and you have created your first User, following the procedure for
Create User you must make that User a Master Administrator. The other levels, Levels 1, 2
and 3 are grayed out at this point.

5. Assign a password to the Master Administrator and confirm it.
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6. Click Update to save your new Master Administrator.

Note: If you forget to click Update and just click Exit you will see a reminder asking you if
you want to save your changes.

8. After clicking Update, you are prompted to log in again with your new password.

Log in as "liz" (in the example below), the Master Administrator, with the Login name and
password you assigned.

Administiator Profiles

COOPER, Elizabeth v

MASTER ADMINISTRATOF ¥

9. If you don't already have a list of Users imported from a previous database, create some
Users in the system, using the procedure Add Users.

Note: You must have Users in the system before you can create other administrators.

10. Click on the Administrator Profiles icon in the button bar 'r.ﬁ,;:m or select System
Administration>Administrator Profiles from the Main menu. The Administrator Profiles dialog
box appears again.

11. Select the User (from the dropdown list of Users that you have imported or created) that you
want to change to an administrator.

12. Select the administrator level for this User from the dropdown list. The four administrator
levels are now available: Master Administrator, Level 1 Administrator, Level 2 Administrator
and Level 3 Administrator.

72 PK 2828 02/05



13.

14.

15.
16.
17.

18.
19.

Solitaire 950 User Manual

Administrator Profiles

COOPER, Elizabeth =~
I -

COCFER. Elizabeth

MASTER ADMINISTRATOR ™

MASTER ADMIMISTRATOR
Lewvel 1 Admimistrator
Lewvel 2 Administrator

Each time you create an Administrator, assign a Login name and a password.

Note: When entering information, avoid using symbols in names. For example, if an
administrator named Mike O'Dell wants his Login ID to be his last name, it should be odell-
without an apostrophe. The apostrophe is an invalid character for names in Solitaire 950
software. Dashes (-) and underscores (_) generally work fine.

When you first install Solitaire 950 software, a default User name and password permit you to
log on to the software. You then create another User and change him/her into a Master
Administrator. After at least one Master Administrator is created through the software, a valid
logon is required before anyone can get into the system. The recommendation is that you
create only one Master Administrator.

Click Update to save each Administrator profile.
Click Exit to exit this window.

You have successfully completed the procedure and you now have administrators.

Note: If you try to create a third Master Administrator while there are two still in the system,
you will receive the following message:

Kaba Ilco Inc.

The maximum number of Masker Adminiskrators has been reached,
Please select a different level.

Click Delete to delete an administrator.

Follow the procedure in Delete Administrators below. You cannot delete or change the
administrator level of the administrator currently using the system. The name of the present
administrator is shown in the Current Administrator field. Notice in the illustration below that
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the Level is grayed out because you have selected the name of the current administrator.

Administrator Profiles

CLINTOM, Jimmgy

CLINTOM, Jimmy -]

Delete an Administrator

1. Click on the Administrator Profiles icon in the button bar or select System
Administration>Administrator Profiles from the Main menu. The Administrator Profiles dialog
box appears.

Administrator Profiles x|

DAYIS, Dina

BURANA, Carmina
|CHINASKL Ravrond

Steve
DEWIS, Dina

’7

MASTER ADMINISTRATOF

dina

2. Select the Administrator that you want to delete.

3. Click Delete to delete this administrator (Dina Davis in the example above).

Note: If the person you want to delete is the current administrator, the Delete button will be
grayed out because you cannot delete the current administrator.
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Administrator Profiles E
BURARA, Carmina hd

CII,F!a_I,ImDnd
DaYIS, Dina

MILLER, Steve
BURAMA, Carmina =]

MASTER ADMINISTRATOF =

4. Log out, and log in as another Administrator, then you can delete that person (Carmina
Burana in the example above).

5. Click Exit to exit this window.

You have successfully completed the procedure to delete an Administrator.

User Groups

Create User Groups

HOW DO | CREATE USER GROUPS?

You must have a User Group already created in the system in order to have a place to put new
Users. The Solitaire 950 opens with a pre-defined User group called Temporary User Group.
When you begin creating other Users here, they will be placed in that group until you create other
groups and are able to assign the Users to these other groups. Temporary User Group is just a
holding area, so it cannot be assigned to a door and it cannot be deleted, since you must always
have at least one holding area for new Users in the system.

1. Select the User Group tab | USER GROUPS |

2. Select the Profiletab” Pﬂﬂmﬁ;l

3. The first User Group name (up to 25 characters) and description (up to 50 characters) on the
list of User Groups appears by default in the name and description fields. If you have
selected another User group, then that name appears in the field.

Group Name Description
ﬁ Human Resources Hurnan Resources Staff
@ Security Security Staff

ﬁ Storage Storage Staff
Staff
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4. Click the top button on the right
group.

| to clear all fields so you can create a new User

DOORS PROFILE |

Uszer group name

USERS |

Uzer group deschnption

Thiz Access group will be chosen by default when
you are creating a new user.

Note: This Clear action does not delete that group from your database. It just removes it
from the fields so you can type in the new name. Notice that the clear and delete buttons are
grayed out after you clear the fields, so you can only update after you have entered the new

information.
5. Enter the new User group name. Enter a description if you wish.
6. Click the middle button on the right E to update the current User group record (save it
to the database).
7. The name and description of your new group appears on the list of User groups as below.
UUSERS USER'GROUPS| pooRs |

Group Name | Description |ﬂ
@Human Resources Human Resources Staff
@Securit}l Security Staff
@Storage Storage Staff
ﬁlPrinting Printing Staff
254 maintenance maintenance staff
Select User Group: maintenance - maintenance staff

You have successfully created a new User Group.

To modify a User Group, select a User Group from the list, modify the fields in the Profile tab and
update/save the information. The Temporary User Group cannot be modified or deleted.
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Delete User Groups

HOW DO | DELETE A USER GROUP?
1. Select the User Group tab [ USER GROUPS |

2. Select the Profiletabl PROFILE .

3. Select the User group you want to delete.

4. Click the Delete User Group button A - the bottom button of the three at the right of

the Profiles panel.

Select User Group: Shipping - Shipping Staff
DOORS PROFILE |  USERS |

User group name
IShipping

User group description ]

IShipping Staff

6. Click Yes.

7. If you have not removed all of the users from the group you will receive another message to
tell you that they must be transferred:

& Before deleting this User Group, wou must transfer all of its member Users ko another group.

8. Move all the Users out of this group into other groups. See Assign Users to User Groups
on page 78.

Repeat this procedure, and you see the "Are you sure you want to remove (Group Name) again.

9. Click OK and you have successfully deleted the User Group. The group’s hame will
disappear from the list of User Groups.
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Assign Users to User Groups

HOW DO | ASSIGN USERS TO USER GROUPS?

1. Select (click on) the User Group tab on the upper panel.i USER GROUPS |

2. Highlight (single click) the User Group you want to assign Users to.
USERS USER GROUPS DOORS |

Group Mame l/Descriptinn
£ mkig marketing

@ zhipping shipping and receiving
20“=Er'|gir'n3n3[ir‘|g R.and D.

@ maintenarc# cleaners

nﬁ =rrrity nnards

3. Select the User tab on the lower panel. i |

Select User Groun: Engineering - Engineering Staff

DOORS | PROFILE USERS |
Member Users Other Users

Departrn... | Ident Firsthame | Lszer Grou
Production 9122 FPOUTIME  WLADIMIR - Production
7

3042
ana7

Frinting

Engineering SMITH JOHM Default
Enginesring 9038 Wil LACE DEEEY [ SMITH JOHN Default
5 SMITH JOHN Default

Security 9000 SMITH JOHW Security
tyy 293007 TheBay The Bay Default

Administr... 3066 THOMP..  EMMa maintenance
Toaling a043 TREFA..  CARRY Toaling
Advertizing 9070 VITOUSED  MIRDS..  Advertizsing
Shipping 9025 wATHE GaRY Shipping
Marketing 9002 WLLIARS  ROBERTA  Administration
Security 035 WALSOR  JOHM Diefault
Advertizing Z0RM JOHMMY  maintenance
EFlaninitng [lefaut

« Printing 900 THOMAS  MARY Printing

|

4. The list on the left of the lower panel, Member Users, shows the Users already assigned to
the selected User group. The list on the right, Other Users, shows all other Users in the
system. The column, which is the criterion for sorting the list (Last Name), appears in a

different color and this symbol _appears in the column heading. A block of
Users can be selected by selecting the first one and holding down the Shift key.

5. From the Other Users list, select the User/s you want to assign to the User Group.

L
6. Click the add/move button U

7. The User is now a member of the group you chose (Engineering) and the name appears on
the Member Users list. Each time you add a new User to a group which has access to certain
doors, remember that you must re-program the doors (locks) to accept that User, following
the procedure in Program a Lock on page 126.
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DOORS | FROFILE USERS |
Member Uzers

Department | Ident ®

Printing q042 BURAMA CARMIMA,

Engineering 9087 COOPER ELIZAEETH

Engineering 9038 wisL LACE DEBEY
SELTZER ALLA

@ |

Note: Remember that the Temporary User Group is the one where all new Users are
placed. When you begin creating other Users, they will be placed in that group until you
create other groups and are able to move them to these other groups. The Temporary User
Group is just a "holding" area, so it cannot be assigned to a door and it cannot be deleted,
since you must always have at least one User group in the system. Users can also be
assigned to User Groups when you create a User and fill in the User Profile.

Assign a Default Access Group to a User Group

Creating a default Access Group for each User Group saves time when you create a new user
and select his/her User Group, or add an existing User to a User Group.

You will have two options. When the default group has been created you can:

leave the user automatically assigned to the default Access Group where most members of
his/her User Group are assigned.

select another Access Group if this user requires different hours.

Note: You can change the user's group by following the procedure Change a User's Access
Group.

HOW DO | ASSIGN A DEFAULT ACCESS GROUP TO A USER
GROUP?

1. Click on the tabl USERGRIUFS | o the top panel and Profiles!  PROFLE i on the bottom.

The following screen appears:

Select User Group: Shipping -
DOORS PROFILE |  uUsEms = |

User group name

ISh\pping

User group description

Ishippmg and receiving

This Access group will be chozen by default when
you are creating a new user.
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The dropdown menu at the bottom of the panel gives you the chance to select a default
Access Group to be used whenever you create a new user and add him/her to the selected
User Group or move an existing user to that group.

2. Inthe example above, we selected Production Day from the menu as the Access Group for
new members of the User Group Shipping.

e
L

3. Click on Update & to save this change, and Production Day is now the default Access
Group for the Shipping User Group.

4. When you create a new user and add him/her to this group, the user will have Access to the
Group's doors only during the Production Day Access Group hours.

If you forget the hours, click on the Access Group button to see the timezone assigned

to Production Day, (Day Shift) and then click on the Timezone E button and check on the
hours for Day Shift timezone.

5. If the User Group now needs access at a different time, (for example because of a shift
change) select another Access Group from the dropdown menu, as in the example below and

click on the update button LA

Thiz Access group will be chozen by default when
you are creating a new user.

zales hours
shippers

6  The Access Group changes to Night Shift and members in Shipping User Group can now
only access their assigned doors during the Night Owl timezone.

7  Any new users added to the Shipping User Group will automatically be assigned to the Night
Shift Access group.

8 Tochange a user's access to just one door, see Change User Access to an Individual Door
on page 98.
Or,

r——

Go to the User % | ang | PRDFLE | tabs and select an existing user or create a new user
as shown in Add Users. As soon as you select the User Group as Shipping, the Access Group
Production Day automatically appears.

To change it, select another Access Group from the dropdown menu and click on update
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Selected User: Carter - Mary Ellen

KEYS ACCESS |  PROFLE |
Cumrent Access
User Group Access Gioup
IShipping j IPrnductinn Day j

oo Timezones

’r‘ Montreal Production Back-RC Day Shift

[l Montesl ar-001-44kig Day Shill
m fantreal Shipping-RC Day Shift
m Mantreal Ship-002-Side Day Shift

Double-click on the selected door to specifically change
the uzer's timezone in that door,

i ry

Now, the user Mary Ellen has a different Access Group from the rest of her User Group.

Selected User: Carter - Mary Ellen

KEYS ACCESS |  PROFLE |
Current Access
User Group Access Group
IShipping j IProduction Night j

F‘ tontreal Mar-007-hkig Might Shift
m fantreal Shipping-RC Might Shift
m Montreal Ship-002-5ide Might Shift
m Montreal Production Back-RC Might Shift

Dauble-click on the selected doer to specifically change
the Lizer's timezone in that door.

0 ]

To re-assign her to the Production Day Group, change in User/Profiles, as above, or by following
the procedure in Change a User's Access Group on page 93 or the procedure in Change User
Access to an Individual Door on page 98 if you just want to change her access to individual
doors.
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Doors

Assign Doors to Users and User Groups

Most Users and User groups have a pattern of access to certain doors. Once you have assigned
these doors to the groups, you will rarely need to change the entries. However, if a User or User
group changes its pattern and needs access to another door or set of doors, there are several
ways you can change the access. See Change a User's Access, Change User Group
Assignments and Change User Access to an Individual Door for the procedures to use. Access
permission and time data are all stored in the lock, so the lock or locks must be re-programmed
each time you change User or User group assignments.

HOW DO | ASSIGN DOORS TO USERS AND USER GROUPS?

1. Selectthel  P00R3 |tab on the upper panel. and select a door (Mar002, Marketing main

office in the example below.)

CUSERS T
2. Select the Users tab

USERS | USER GROUFS DOORS |

[T

Location
b ar-002

Mar-001 1t floor anoa

a Taranto Main front aooo
u Montreal Eng-Conf 2nd floor 00os
U tontreal Eng-003 2nd floor a0z
a tontreal Eng-002 2nd floor ooz
a Toronto Eng 100 first oooo

Selected Door: Mar-002 - 1st floor

PROFILE USERS
Agsigned User Groups and Users Remaining User Groups
== HA =
1§ BeeJohnia) - o[} Cooper Elizabeth (2)
Dlﬁ Daoria Andrea (7] E| - D [ Maintenance
=& Marketing - [ LesRobert (@
Dﬁ Burana Carmina (1) E| DDW Shipping
: Dﬁ Clinton Jimmy (5] : Dﬁ Fitzgerald Edrund [3)
E-[J& Sakes &3 Temporary
: Dﬁ Bay Jim [E00233) , - * |5 Resident ‘
Dﬁ Carter Mary Ellen [E] . - * |z Fesident
Sg—eeermaer e
2] ﬁ Specific &ssignment
I_lﬁL Chinaski Raprond [4) LI

3. The list of groups/individuals who already have access to the selected door is shown in the
left-hand panel.

4. In the right-hand pane of the lower panel, click in the box to the left of the User Group or User
you want to move to give him/her access to Mar-002.

r
t|
5. Click on the add/move L arrow button to assign the User to the door access list on the left.

Note: Doors and User Groups with boxes containing a + sign beside their names open up
and show their contents when you click on the plus sign. When the contents are visible on a
dropdown list, the + changes to a - sign. If a name appears with no checkbox and does not
change when you click on it, that means that the group or door has no Users.
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6. The door is now accessible to the selected User. The User appears on the door's current
access list.

Note: A group that has been given access will appear containing all its Users. An individual
User (for example, Raymond Chinaski, selected in the illustration above) appears at the top
of the list called Specific Assignment because he was assigned to the door as an individual
not as a member of a group.

Delete Doors

HOW DO | DELETE DOOR ACCESS FROM USERS AND USER
GROUPS?
Delete Door Access from a User Group

1. To delete door access from a user group, select the user or user group on the door's access
list on the left-hand panel.

USERS | USER GROUPS DDDRS |

Sie I oo

B Monteal Engineering 3 Main
Main AC

Mar-001

Mar002
8 Montreal Marketing 1 Floar 1
B Montreal Marketing 2 Floor 2
- T R v

Selected Door: Mar-001 -

PROFILE USERS
Assigned User Groups and Users Remaining User Groups

Al -] 3 Engineering
[ Marketing [t Praduction
2 Seecitc ssignment O shieping

=[] Temporay

L

2. Click the Exclude button at the bottom of the panel at the (18 Wit
3. You will receive a confirmation prompt so you have a chance to change your mind.

For example, you would see the message below if you selected the User Group Admin from the
selected door.

@ Exclude admin?

]

4. Click on Yes if you want to exclude the whole group, No if you decide not to.

Delete Door Access from Several Users in a User Group
If you select the members of a User Group individually, as shown below, and then delete the
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door, Warehouse, you will receive a confirmation request for deleting the door from each user
individually.

Selected Door: Warehouse - Floor 1
PROFILE USERS

Assigned User Groups and Users

- D £ Production
E\ D@ Shipping

Carte

arter Mary
Eﬁ Copy OF Carter Man Ellen (23]
Eﬁ Gale Andrea (376592761 )
Elﬁ Spencer Sam[11]

Eﬁ TOMAS! Tim (405 )

Elﬁ}‘ Travis Bowen [456 ]

D £ Specific Assignment

LH

Kaba Ilco Inc.

Kaba Ilco Inc.

& Exclude Carter Mary Ellen from Warehouse?
es Mo |

Kaba Ilco Inc.

& Exclude Gale Andrea from Warshouse?

‘fes Mo |

If you click on Yes for any of the users, they will now appear grayed-out and be excluded from

access to that door but the other group members will continue to have access. In the example
below, Chris Carter and Sam Spencer have been excluded.

PROFILE USERS
Assigned User Groups and Users

D 3 Production

EI D@ Shipping

C O Of caterchisizat)
Dﬁ Carter Mary Ellen [22 ]
Dﬁ Gale Andrea (876592761 )
: Diﬁb Spencer Sam [11]
D@ TOMAS! Tim [405 )
Dlﬁ Traviz Bowen (456 |

D (£ Specific Assignment

Delete Door Access from a Specifically Assigned User

1. If auser has been specifically assigned to that door, but his/her group has NOT been
assigned (like Raymond in the example below), and you select him and click on Delete Door
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the user loses access to that door.
Selected Door: Mar-002 - Floor 2

PROFILE USERS
Assigned Uszer Groups and Users

E| L—_l & Marketing 2
- ﬁ Black Barb (123458 |

------ Dﬁ_ Burana Carmina (951034738 ), - * |s Resident
------ Dﬁ James Jack [100]

...... Dﬁ Lane Leslie [170], - = |z Resident

- i Robers Roy (383

=N D & Specific Assignment

------ Dﬁ Carter Mary Ellen (22 ]

...... i; Cooper Elizabeth (2 ]

@,

2. The user's name re-appears in his/her group in the right-hand panel as shown below where
Raymond Chinaski is now shown as a member of Engineering group on the list of Remaining
User Groups.

Ll

PROFILE USERS
Aszigned Uszer Groups and Users Remaining User Groups
. DEI Adrin EID@ Enginesring

EI D = I arketing Dﬁ Chinaski Raymond (1]
! [} Brack Barb (123456 ) [0 Emew Ed a00)
Dlﬁ Burana Carmina (951034738 ), -~ *ls Resident ~— } | ¢ e Dﬁ Jones Jemy 399 ]
Dlﬁ Jamesz Jack [100] D@ Production

Dlﬁ Lane Leslie [170], - * |z Resident Dﬁ Adamsz Al 480666054

[ Robetts Ror (388) & [ Biks ok (169)

Delete Door Access from One User in a User Group

What if a User is assigned to a door because he/she is a member of a group assigned to the
door? In the example below Mary Ellen has access to the door named Warehouse because her
whole Group (Shipping) is assigned to that door. In this case, the result of removing a door will
be different.

Selarted Nnnr- warehouse - floor

PROFILE USERS
Aszzigned User Groups and Users

E-[] 2T sales

. ch:l securty

E| DD shipping

P 6. BargarBab (1)

|l [yW Corter My Eller (4]

6. Christie Anna (18]

Dﬁ. Gale Andrea (5)
Dﬁ Specific Assignment

a,

3. Remove her access by removing the door, that is, by clicking the box next to her name, and
clicking the Exclude/Include Door button.

4. You will receive this message:
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5. Click Yes, and the name will become grayed-out as shown below. The User Group Shipping
still has access to the warehouse, but Mary Ellen no longer has any access to that door.

PROFILE ‘USERS
A§sig_|_'ied'Uggl'Em'[.'|ps- and Users AT A L

4 ch:] Production

AE DD"' Shipping
[ Carter Chis (741)
D@ Carter Mary
Dﬁ Gale Andrea [B7EB927E1 |
Dﬁ Spencer Sam (11
Dﬁ TOMAS! Tim [405 )
Dﬁ Traviz Bowen (456 )

D £ 5pecific Assignment

Change User Group Assignments

You may need to move a User or Users to another group because of a job change, for example.
There are two ways to change a User from one User Group to another.

HOW DO | CHANGE A USER'S GROUP?

Method 1
1. To change a User's User Group, click on the User tab on the top panel and Profile in the
bottom panel.

2. From the dropdown list in User Group, select the group that you want the selected User to
belong to. In the example below, imagine you want to change Carmina Burana from
Marketing to Engineering.

REFEREMCE | PERSOMAL INFO|

Burana Carmina

Maintenance
Marketing
Sales

3. If you change the User Group of someone who is Resident on a door, you will see a message
asking if you want to keep Resident status for that User even though she/he is placed in
another group.
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llco Suite Database Manager

4. Click Remove or Keep and click "Apply to all items" if she has Resident status in several
doors.

5. Inthe example below, Carmina has been changed to the Engineering User Group.

Method 2
1. Click on the Users tab on the top panel and the Access tab on the bottom panel.

2. Select a User from the list.

3. Click on the User Group dropdown menu and select the group where you want to move the

User, as shown below. In the example below, you want to change Bob Bargan from Sales to

Shipping.

Now the change has been made:
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Access Groups

Access Groups

An Access Group is really a collective timezone. Users from all different User groups and
departments may be assigned to an Access Group. An Access Group designates a timeslot
during which the Users who have access to selected doors can get in.

You should select Access Group names that reflect
the time of access
the Users likely to access the locks at that time.

For example, "Evening Cleaners" would be a good name for a group composed of maintenance
staff with working hours of 18:00 to 20:00. However, if you had two researchers who needed to
access the building and several doors at these hours, you could just assign them to this access
group.

An access "group” may be created for just one User, if this individual needs access at a certain
special time.

Access Group Door A Door B Door C Door D

Night Shift
(24:00 to 5:00)

X (Timezone — Never) |X (Timezone — Never)

image3 (Timezone Always)

(Timezone 00:30 to

5:00)
Maintenance Staff @ (Timezone 17:30 to X (Timezone — Never) (X (Timezone — Never) '@ (Timezone Always
18:00 to 23:00 23:00)
Office Staff X (Timezone 00:30 to @(Timezone 8:00 to X (Timezone 00:30 to '@ (Timezone Always
8:00 to 17:00 5:00) 5:00)

17:00)

If we look at the table above, showing three Access Groups and a random selection of doors in
the System, Doors A through D, we can see some typical access patterns.

The Night Shift Access Group
Cannot access Door A or Door B because doors have a timezone of Never for this group.

Can access Doors C and D.

Door C: Night Shift can access Door C (except the first 30 minutes) because Night Shift
Hours are midnight to 5:00 am and the Door C Timezone is 12:30 to 5:00 am.

Door D: Night Shift can always access Door D because it has a timezone of Always.

The Maintenance Staff Access Group

- Door A: Maintenance Staff Access Group can access Door A (except for the first half hour)
because Door A has a Timezone of 17:30 to 23:00 and Maintenance Staff Access Group has
a timezone of 18:00 to 23:00

Doors B and C: cannot access B or C

Door D: can access D because it has a timezone of Always.

Note: The doors have a different timezone for the Access Group Night Shift than they do for
the Access Group Maintenance Staff. Each Access group has different times when it can
access the same doors.
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Default Timezone
Each Access Group has a default timezone assigned to it. When you create a new door, Door X,
it will by default be accessible to each Access group during a different timezone.

How can you create this default timezone? You set the default timezone for each Access Group
when you create the Access Group. See the procedure below, How do | create an access
group?

In the example below, the selected Access Group is Night Shift, which has the default timezone,
named Night Owl.

This means, that if you create a new door and assign the door to the Access Group Night Shift,
members of that group will automatically be given access to that door during the timezone Night
Owl. If you assign the door to another group called Office Staff, they will have access to the door
only during the timezone called Standard — Standard is the default timezone for the Access
Group called Office Staff.

S
You can change these default timezones if you want by opening Access Groups , selecting
the door and changing the timezone on that door for the selected Access Group.

In the illustration below, Shipping Door 003 has had its timezone changed from Night Owl to
Always because you want some deliveries to the customer to be made during the day even
though most shipping takes place at night.

Access Group Management

office staff
sales hours

All doors A

Timezones

|_i Maritreal b.ar-002 hight vl
Montreal Mar-001 night ol

Montreal Ship-003 Alviays

| Dorval warehouse hight ol
Muntreal Ship-D02 night owl

The list of all the doors is shown at the bottom right.

An access "group" may be created for just one User, if this individual needs access at a
special time.
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Access Group Management E

Default
Lab 'warkers

All doors o
Timezones !

- I tontreal Mar-00 Always

| Montreal Mar-002 Standard
Toronto Eng 100 night owl
Toronto b ain niightt ol
aontreal Eng-002 night owl

Note: Doors to which the selected Access Group has access appear in green; other doors
appear in black. In the example above, the Night Shift Access Group has a default timezone
of Night Owl, so doors with the Night Owl timezone appear in green. The door Montreal Mar-
002 appears in black because its timezone is Standard, which has different hours from Night
Owl.

If iou find it hard to remember the hours for each timezone, just click on the timezone icon

and check on the timezones.

Note: When viewing Lists of Doors to assign to Access groups, you can use the category
of User Group as a viewing filter device, so that only the doors assigned to a certain User
Group are visible. Often members of a User Group have the same patterns of door access.

Create Access Groups

HOW DO | CREATE AN ACCESS GROUP?

1.

Ensure that you have created Doors and timezones. See Create Doors and Create
Timezones, Vacations and Holidays.

From the System Administration field on the main menu, select Access Groups or click on the
Access Groups icon.

kel Solitaire 950 Server - SuiteWin950 (Del

Fil= | System Administration  Lock Management

j _I; administrator Profiles. .,

Master & Special Keycards, .,
Timezones, Yacations & Holidays., ..

- ACCess graups ..

s

The Access Group Management Group dialog box appears.

90 PK 2828 02/05




Solitaire 950 User Manual

Access Group Management

zales hours

Al doors -
Doors Timezones !

- W tontreal b ar-002 right ol

| Montreal kar-001 right ol
Jﬁ Dorval warehouse right owl
[l Henteal Ship-oo3 right owl
[ Mertesl Skip-oo2 right ol

Mew

4. Click on the button to clear the Group Name field.

In the listbox called Group Name, type the name for the new Access group you want to
create. The name should refer to the timezone during which the new group will have most
access.

6. Click on the dropdown listbox on the right to view the menu of timezones that you created in
the procedure Create Timezones. Select the default timezone that you want this access
group to have when a new door is assigned to it. It's easier to remember if you give the new
access group a name that reflects its default time zone. For example, call a group "night shift"
if you are giving it the default timezone called "night owl", because "night owl " hours are
00:30 (12:30 midnight) to 7:00 for the work week.

Save

7. Click on the button at the bottom left.

8. The new Access Group name appears on the list under Group Name. The default timezone
you selected also appears on the dropdown at the top right of the right-hand panel.

9. You must click Save right after you create a new Access Group. If you try to make other
changes before saving, you will receive a message like the following:

Kaba Ilco Inc.

@ Warning | Some timezones have been modified.

Continue and lose your changes 7

On the list of doors, doors that are never accessible to the Access Group you have selected
appear circled in red like Montreal Mar-001 and Montreal Eng-Conf in the example below:
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All doors v
TR

|—i Maontreal Ma Staridard
@ Montreal Mar-001 Mever
Jﬁ Toronto Main Standard
@ tdontreal Eng-Conf MHewer
Jﬁ tdontreal Eng-003 Standard

Note: If the timezone during which the door is accessible is the same as the timezone
assigned to the selected access group, the door's name appears in green. If a door's
timezone is not the same as the group selected, the door name appears in black. In the
example below, the selected access group is daytime. Doors accessible during the Standard
timezone, for example, appear in green. Montreal Eng-Conf appears in black because its
timezone, "Always", does not match the Standard timezone assigned to the group called
Daytime.

Acceszs Group Management

daytime
Drefault

aintenance staff
right zhift
office staff

All doors -

Timezones
Standard

ntreal Mar-001

Toranta kain Standard

| Montreal Eng-Conf Alwayg
Montreal Eng-003 Standard
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Assign Users to Access Groups

HOW DO | ASSIGN USERS TO ACCESS GROUPS?
~ USERS

1. Select the Users tab [

2. Select a User from the List of Users.

LSER GROUPS

Department Ident FirstH ame Uzer Group

@ Human Fesources 9044 ABRAHAMS GAERIELLE Shipping
[11E Frirting BLIRAMNA CARMIMA, Engineering

@ Shipping CaRTER MARY ELLEM  Default
@ Secuity CHIMASE] RATMOMND Drefaul
@ tarketing CLIMTOM JIbbAY I arketing

3. Selectthe Profile” FROFILE ,-J tab.

4. From the dropdown menu in the Access Group box, select the desired group.

Burana Carrina

5. Click on the update button to save the information.

Note: To verify that her Access Group has changed, click on the Access tab with Carmina
still selected as the User, and see that her Access group is now office staff.

Assign User Group Members to Access Groups

In the procedure Assign Users to Access Groups, you assigned individual users to an Access
Group. It may be easier to see all the users that you plan to assign to a particular Access pattern
by viewing each User Group. Members of a User Groups tend to need access to the same doors
at the same hours. This procedure will show you how to assign members of a User Group to an
Access Group.

HOW DO | ASSIGN USER GROUP MEMBERS TO THE SAME
ACCESS GROUP?

1. Select the Users Groups tab I'*
—

2. Select the User tab [

3. The following screen appears:
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Selact lleer (Gronn:

DOORS |
Member Users

FROFILE

Department

Price
Ripoff

sales 13
sales 14

iy

USERS USER GROUPS DOORS ]
Group M ame | Diescription | -
E‘B Temparary Tempaorary
= 3
@ mktg marketing o
1@ shipping shipping and receiving
EhinEAIinN R and N j

sales - sales dept

USERS |
Other Users

Firzth ame | Departm... | Ident _ Firsthame IUserGrouE I
marketing 1 Burana Carmina engineering
Shipping 4 Carter tary Ellen  shipping
Shipping 3 Chinazki Faymond  mktg

Hy Engineering 2 Cooper Elizabeth  engineering

Fon Shipping 5 Fitzgerald  Edmond shipping
Marketing B Gale Andrea shipping
Enginesring 7 Miller Steve engineering
zeculity 10 Perch Paul zecurity

curity 9 Glen
% |

The users who are members of the selected User Group (Sales), are shown in the bottom left-

hand panel.

Imagine you want all the members of this User Group to be in the same Access group. This is
often the case because employees with similar activities often need access to the same doors at

the same hours.

Select the members of the User group, Sales, by clicking on the first name and holding down the
Shift key till all the members are selected, as shown below.

DOORS |
Member Users

FROFILE

| Department | Ident [N

USERS |

| Firstharme |

4. Click on the Access Group Button at the bottom right of the panel.

The list of Access Groups appears.

94
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Select Access Group

feales hours

Cefault
night shift
office staff
lab

Note: The screen above shows the list of all possible Access Groups. It does not show the
users' current Access Group. It can't show this because if you select five users as in the
example above, they may all belong to different groups. What you select on the list is the
Access Group where you want to place all these users. Select the Access Group you want
to assign to that User Group sales hours in the example shown above.

5. Click OK.

To verify that all your selected users have changed their Access Group to Sales Hours, check
some users who are members of the Group in User, Profiles and you should see their access
group appearing as sales hours.

Two examples are shown below.

sales hours

We can see that Bob Bargan and Dana Diskount are now both in the Access Group called Sales
Hours.
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Change a User's Access Group

Most Users and User groups have a pattern of access to certain doors. However, if a User or
User group changes its pattern and needs access to another door or set of doors, you must

change the Access Group.
Access permission and time data are all stored in the lock, so the lock or locks must be re-

programmed each time you change User or User group assignments.

HOW DO | CHANGE A USER'S ACCESS GROUP?
Select the Eaes l tab.

Select User from List (Dina Davis in the example shown below).

1
2
3.
4

Select the Access tab |~ ACEESS |

The following panel appears at the lower left of your screen:

Selartad llgar-

KE%'S ACCESS

Current Access

Uszer Group

Davis - Dina
| PROFLEY |

Access Group

r‘ Montreal b ar-002-mktg

Maontreal Eng-002-zecond
[ W Montreal Eng-003-third

=l

the uger's timezone in that doar.

9

Imktg ﬂ Ioffice skaff ﬂ

Standard J

Standard

Standard

Double-click on the selected door to specifically change

¥ |

The screen shows all the doors available to the selected User, and the timezones in which they
are accessible to her. She has access to Eng-003 and Eng-002 and Mar-002 because her

Access Group is Office Staff and the timezone for that Group is Standard.

You can view the user's current access timezone by double-clicking on the timezone name for a
given door, Eng-003 for example.

Double-click on the Standard timezone for Eng-003 and the following box appears.

96
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Select Timezone

Current Timezone:

IACCESS GROUF TZ

Select Timezone:

ACCESS GROUP T2
Always

zales desktime
zhipping hours

office staff

lab

right cwl

Standard

Mever

0K Cancel

The current timezone is "Access Group TZ", which refers to the default timezone for the selected
Access Group. The default timezone for the Access Group "Office Staff" is Standard.

So, we know that the door Eng-003 is available to the Office Staff Access Group during the
timezone called Standard.

5. Click on the Access Group dropdown listbox and select the new Access Group (Night Shift)
to which you want to assign this user, Dina.

6. Select Night Shift.

The doors that were available to her because they had the same timezone as her access group
(Office staff Access Group uses the “Standard” timezone) are now available to her only at night.
The timezone for the doors on the list changes to "Night Owl" (Night Shift Access Group uses
Night Owl Timezone)

Selarted llser- Davis - Dina
KEYS ACCESS | PROFILE |

Current Access
Uszer Group Accesz Group

Imktg j

"

% 000 Timezones
r‘ tontreal b ar-001 -miktg night ol

JE tontreal bMar-002-mktg night ol

m tontreal Eng-002-s2cond night ol LI
=l

[ouble-click on the selected door to specifically change
the user's timezone ik that door.

iy Ty

For information on how to change the User's access to specific doors, rather than changing her

access group, which changes all doors in the group, see Change User Access to an Individual
Door below.
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Change User Access to an Individual Door

HOW DO | GIVE ACCESS TO AN INDIVIDUAL USER OUTSIDE OF
HIS ACCESS GROUP TIMEZONE?

If a User needs to access a door at a time when he /she normally could not, there is a way to do
this. In the example below, we see that the User Carmina has access to four doors during her
access group's timezone. Her access group is Night Shift, which has the Night Owl timezone.
Now she needs access to the door Mar-001 during the day, during Standard working hours.
Follow the procedure below to change her access to that one door.

USERS ;

1. Click on the Users tab on the upper panel of your screen.

2. Click on Access|  #ECESS | on the lower panel.

3. The list of doors available to the selected User appears, showing the timezone for each door.

Selected User: Burana - Carmina
KEYS ACCESS | PROFILE |
Current Access
Uszer Group Access Group
M arketing j I night zhift j

Timezones |

EMontreaI b ar-007-7 2t floor right ol
m kantreal b ar-002-1 st floor right ol
m Montreal Eng-002-2nd foor right cwl
ﬁ Montreal Eng-003-2nd floor rught ol

Double-click on the zelected door ko specifically chanage
the user's tirmezone in that door.

iy Ty

3. Double-click on the door (Mar-001) where you want to change the User's Access timezone.

The Select Timezone box appears as below.
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Select Timezone

Current Timezomne:

IACCESS GROUP TZ

Select Timezone:

ALCESS GROUP T2
Always

zales deskhime
zhipping hours

office staff

lab

night owl

Standard

Mewer

Ok Cancel |

4. Click on Standard to change the timezone for this door from the ACCESS GROUP TZ (in this
case Night Owl timezone) to Standard timezone.

Selected User: Burana - Carmina

KEYS ACCESS | PROFILE |
Current Access
User Group Access Group
IMalketing j Inight zhift j

Montreal b ar-002-1 5t floar hight awl
Mantreal Eng-002-2nd floor night owl
Mantreal Eng-003-2nd floor night ol

Double-click on the selected doar to zpecifically change
the user's timezone in that door.

The timezone for Carmina to access that individual door has changed to Standard.

PK 2828 02/05 99



Solitaire 950 User Manual

Delete Access Groups

HOW DO | DELETE AN ACCESS GROUP?

1. From the System Administration field on the main menu, select Access Groups or click on the
Access Group icon.

g Solitaire 950 Server - SuiteWinds0 {Del

Filz | System Administration  Lock Management

Bdministrator Profiles, .,
| [ Master & Special Kevcards. ..
Timezones, Yacations & Holidays. ..
ACCess groups ...

2. The Access Group Management Group dialog box appears.

3. Inthe listbox under Group Name, select the name of the group you want to delete.

Access Group Management

EE—
Production 0 ay

Production Might

All doors ~
Doars | Timezones [

[l Montreal Mar-001 Day Shift
Sys 900 Site DOOR3 Day Shift
Sys 900 Site DOOR #2 Day Shift
Sps 900 Site DOOR #1 Day Shift

| Dorveal Warshouse 2 D ap Shift

. Delete |
4. Click on the button at the bottom.

5. First, you'll be asked if you really want to delete that group

6. Second, if you click Yes, you will be warned if there are still Users in the group.
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Kaba Ilco Inc.

& There are still some Users left in this Access Group.,

All these Users will be moved ko the default Access group,
Keycards will not be walid For those Users,

Do wou still weank to proceed ¥

7. If you don't receive this message, click Yes and the Access Group will be deleted and
disappear from the list as shown below.

Access Group Management

. Pt e ]

All doors =

[Doos | Timezones |4}
Sy 900 Site DOORZ Always
Sps 900 Site DOOR H2 Always
Sps 900 Site DOOR #1 Always
Doreal Warehouse 2 Always
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Chapter 5: Encoding and Using Keycards

Special Keycards — General Information

Special keycards should be restricted to those who require them, and each person should
have one keycard with only the access he/she requires.

Emergency keycards should be available to selected personnel: facility managers, shift
guards, fire marshals, etc. Emergency keycards should not circulate.

Lost keycards must be reported immediately to ensure security.
Keycards for Area, Section Room and Floor must be assigned to specific Users.

Programming keycards (Initialization, Programming, Spring and Fall) are not assigned to
specific Users. They can be used by anyone.

Lockout and Reset keycards of all types are also not assigned to a particular User as they
are used in e-emergency situations and should be under the Master Administrator's or
Security chief's control.

For information on creating keycards, see Encode Master and Special Keycards on page 110.
For information on Lock Response, see Keycard Status Indicators on page 108.

Keycard - Area, Section, Floor and Room
Master Keycards

What is the purpose of creating these four types of keycards? If you don’t have a regular access
card, for example, if you are a temporary maintenance person who is called in to clean heating
and air conditioning ducts all over the facility, you could use one of these KABA Master Keycards.

Another example would be the Maintenance Manager who would want an Area or Section key to
check not only all the Rooms but also the closets etc. They would only need to carry one keycard
that would open all the doors. The definition for each of these cards is flexible. For example, an
Area card could have access to four corridors and 80 doors, or only 1 hall with 2 doors. There is
no set definition; it is up to you, the Solitaire 950 application user, to define Area and Section
according to the structure and size of your facility. Floor and Room keys define obvious areas.

Each of these KABA Master keycards can open all the locks in a pre-defined area, section,
floor or specified room, regardless of lockout conditions.

You can use this card as your User card or carry it with you in addition to another User card.
It is generally more convenient to carry just one card if it includes the room or rooms to which
you need access. For example if your office, the Conference Room where you hold meetings
and the Library where you read are all in one section, you could use an KABA Section card.

An Area Master Keycard gives you access to all the doors in an area even if it is in lockout
mode.

Section and Floor Master Cards similarly give access to an entire section or floor regardless
of lock mode.

A Room card gives access to a specified room, for example, a lab in the x-ray wing on the 4th
floor of a different building from the one where you have your office.

Keycard - Reset for Area, Section, Floor, Room

Purpose: Cancels the existing Area, Section, Floor or Room keycards in circulation from any lock
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in the pre-defined area, section, floor or specified room.

Required: This card is used if one of these Master Keycards is lost.

Keycard — Initialization

Purpose: Transfers the unique Internal Identification number of your software to the lock.
Required: After lock installation, after battery replacement.

Lock Response: Simultaneous green and red flashes, followed by one green flash after first time
use only.

Expiry: None
Keycard — Programming

Purpose: Activate the lock for programming or auditing.
Required: Before programming and auditing.

Lock Response: One 30-second green flash, during which time communication with the
Maintenance Unit (MU) must take place.

For the procedure to create a programming keycard, see Encode Master & Special Keycards on
page 110.

Keycard - Battery Test

Purpose: Determine charge level of the lock battery.
Required: When charge level of the lock battery is in question.

Note: If the battery is low, this will show, as described below in Lock Response, whenever a
User swipes a card through a lock. This should alert you to change the battery.

Lock Response: One green flash indicates sufficient charge level. Simultaneous green and red
flashes indicate the battery must be changed.

Expiry: None
Keycard - Temporary User

Purpose: Opens all doors to which users have access at the times when they have access.

Required: The Temporary card can be issued to the user who has lost or misplaced his/her
permanent user card. That user can use the Temporary card to gain access before the new
permanent card is made or until he/she finds the permanent card. The default valid time of the
Temporary card (selected in the Defaults for Expiry Dates and Timers tab of Set Up Workstation
on page 42 is 2000 days, but the expiry time can be specified when you make the Temporary
card. A temporary keycard can also be issued to someone needing access for a defined period
of time - a consultant, an elevator repairman, etc.

The administrator uses a Cancel card to disable the access on the temporary card. Each
temporary user keycard is part of a pair — the access keycard and the cancel keycard.

Once the temporary user card is cancelled, the user can go back to using his permanent user
keycard. The default valid time of the Cancel card is 24 hours, but it can be changed.

The temporary user keycard has a viewable sequence number on it, whereas the permanent
keycard uses the ABA format where the sequence number is encrypted.

Note: If the customer’s permanent card has a sequence number encoded on it, a newly
made permanent card (encoded by the customer’s system) will automatically cancel the
previous (or lost) card, after swiping the affected locks at least once. If the card does NOT
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have a sequence number encoded on it, you will have to reprogram the locks) to cancel the
old card and to enable the new permanent card.

Keycard — Permanent User

Purpose: Open all doors to which users have access at times when they have access.

Required: A permanent keycard is for use of a permanent employee, a long-term resident in a
facility or anyone who needs access for a long time. There is no default expiry date for a
permanent keycard. An expiry date can be selected - see Encode Permanent User Keycards.

See Delete Users on page 56 for ways to delete a permanent user and Encode Cancel Keycards
or the procedure for encoding a cancel keycard.

Keycard - Emergency

Purpose: Open all doors at all times regardless of any timezone restrictions even if the deadbolt
is projected.

Required: When immediate access is required and the Access Keycard is not available.

Lock Response: Flashing green for six seconds under normal circumstances. Access granted.
Expiry: None

Keycard - Emergency Reset

Purpose: Invalidate the current Emergency keycard in the lock.
Required: When the Emergency keycard is lost or stolen.
Lock Response: Single red flash.

Expiry: None

Keycard - Facility Lockout

Purpose: Temporarily lock out all User keycards for the whole facility so that no access is
permitted. Only the Emergency keycard or a mechanical key can open any doors.

Required: This could be used in case of a bomb threat, for example, or a gas leak, so that no
Users can enter the facility until the "all clear" is given.

The Keycard called Facility Lockout Reset restores all locks in the facility to normal operation.
There is no need to re-program the locks.

Solitaire 970 Entrance Lock

Although the Solitaire 970 Entrance Lock normally overrides Solitaire 950 functions when it enters
Passage Mode because the inside lever remains depressed, the Lockout keycard will remove
the lock from passage mode. After the Lockout keycard has been used, depressing the inside
lever will not return the 970 lock to passage mode. To return to normal Solitaire 970 functionality,
use the Lockout Reset keycard.
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Keycard - Facility Lockout Reset

Purpose: Restores the lock to normal operation after the Keycard - Facility Lockout has been
used.

Required: When the area no longer needs to be sealed off.

The Facility Lockout Reset keycard restores the lock to normal operation after the Facility Lockout
Keycard was used (no need to reprogram the lock). The non-duplicate Facility Lockout Reset
Keycard also cancels the existing Facility Lockout Reset keycards. The maximum expiry time for
Facility Lockout and Facility Lockout Reset keycards is seven years from time of creation. Other
special keycards do not have an expiry time.

Solitaire 970 Entrance Lock

To return to normal Solitaire 970 functionality after the Lockout keycard has been used, use the
Lockout Reset keycard.

Lock Response: Single Green

Keycard - Room Lockout

Purpose: The Room Lockout card enables privacy mode. When the card is swiped through the
lock, all regular User cards are temporarily disabled. No one can get access to the room.
However, Users with Master cards or mechanical keys can open the lock.

Required: This card can be used if you want to seal off a room temporarily because of a problem
with the room or if you need absolute privacy in the room for a period of time

Keycard - Room Lockout Reset

Purpose: Room Lockout is cancelled by using a Room Reset Lockout card.

Required: To unlock a room previously in Room Lockout mode and return it to normal mode.

Note: Duplicates may be created for Emergency, Emergency Reset, Lockout, or Lockout
Reset. The other Special keycards cannot have duplicates made. The creation of another
card will replace the previous card.

Keycard - Cancel

Purpose: A Cancel keycard is used to cancel a temporary keycard’s access to a lock.
Required: To cancel room access for a particular user.

Swiping the cancel keycard through all locks to which the user had access removes the user's
temporary keycard access so if they try to use their keycard in the locks, it will not work.

Keycard - Room One Shot

Purpose: This is similar to the Room keycard described in Keycard - Area, Section, Floor, and
Room except that it will work only once. The card will open only one specified room only once.

Required: This can be used if someone has to get into a room in an emergency and doesn't
have a User keycard or room keycard. For example, there's an important file in an office and the
User is off sick the day that the file needs to be given to the customer. You could get a Room One
Shot card to just go in and retrieve the file without having to change your User or Room card.
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Keycard - Spring

Spring Keycard: Start of Daylight Savings Time

The Spring Keycard advances the lock time by one hour to coincide with the Daylight Savings
Time period beginning in the spring. Insert this keycard in all locks on the first day of Daylight
Savings Time.

When the change from Standard time to Daylight Savings occurs, you will receive the following
message on your screen:

WARNING! WARNING! WARNING!

[The system time has changed from
Standard time to Daylight Savings.
Itis important that you swipe your
Daylight Savings card in all doors
today in order to update all related
jinformation.

I

For information on creating a Spring keycard, see Encode Master & Special Keycards on page
110. Using the correct time is extremely important for lock audits — you want to have accurate
records of door usage.

For information on Lock Response, see Keycard Status Indicators on page 108.

Keycard - Fall

The Fall Keycard turns the lock time back by one hour to coincide with the Standard Time period
beginning in the fall. Insert this keycard in all locks on the first day of Standard Time.

For information on creating a fall keycard, see Encode Master & Special Keycards on page 110.
Using the correct time is extremely important for lock audits — you want to have accurate records
of door usage. For information on Lock Response, see Keycard Status Indicators below.
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Keycard Status Indicators

Solitaire 950

LED INDICATOR FLASH

KEYCARD USED

RESPONSE

Flashing green (for up to
6 seconds)

Emergency and User

Access granted,
flashing stops when the handle is turned.

Single Green

Battery Test

Spring

Fall

Resident User (same
Resident

Lockout Reset Lockout
User keycard is used
again within 1 minute)

Battery is OK

Lock time is advanced one hour.

Lock time is set back one hour.

Access restored for valid Users

Lock is put into passage mode.

Single red

User

Emergency cancel

Lockout

Resident User (same
Resident User Keycard is
used again within one
minute)

Invalid ID, Access denied

All Emergency keycards created before the
Cancel keycard
are disabled.

Access denied for any valid User card

The lock is set back to the Locked Mode or stays
in the locked mode.
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LED INDICATOR FLASH | KEYCARD USED

RESPONSE

No light User

Emergency and User

Keycard is expired or not valid yet or lock is in
lockout mode.

Lock time is not set

simultaneously, green,
flashing green

Emergency This card was cancelled by an Emergency
Cancel keycard
Initialization
Lock is already initialized
All
Badly encoded or damaged keycard.
Single green and red Battery test Battery is low.
Single green and All Lock is not initialized.
red (with red longer)
Green and red (with Initialization Lock is initialized.
green longer), green
Green and red, green, Initialization Lock is initialized and the thumbturn is in the
red locked position.
Green and red Test Lock is installed but not programmed. Used

during construction and installation.

Long Green (30 sec) Programming

Communication with Lock is enabled

Green, red, green User

Valid ID but invalid time zone; access denied.

Green, red, red Non-Resident User

Valid ID but Resident lockout is enabled
or deadbolt is thrown; access denied.

Green flash (6 sec.), red | Resident User

Resident lockout is enabled.

Red, green flashing (for | Resident User

up to 6 sec.)

Access granted for the Resident User; Resident
lockout removed if handle is turned.

Access granted for the Resident User; deadbolt
lockout is not removed.

Red, green flash (6 sec.), |Resident User
red

Resident lockout is re-enabled on a Resident
if the handle is not turned during the 6 second
flashing phase.

Flashing green User
and red
(for up to 6 seconds)

Battery is low.
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Solitaire 970 Entrance Lock

LED INDICATOR
FLASH

KEYCARD USED

MEANING

Flashing green (for up
to 6 seconds)

Emergency and User

Access granted for 6 seconds
Passage mode is removed if it
exists; lock is set to lock mode

Single Green

Test

Battery Test
Spring

Fall

Lockout Reset

Lock is operational

Battery is OK.

Lock time is advanced one hour.
Lock time is set back one hour.
Access restored for valid Users

User

Invalid ID or deadbolt projected;
access denied.

Emergency Reset

Lockout

All Emergency keycards created
before the Reset card are
disabled.

Access denied for any valid User
keycard.

No light

User

Emergency and User

Keycard is expired or not valid yet
or lock is in lockout mode.

Lock time is not set

This card was cancelled by an

Emergency Emergency Cancel keycard
Initialization Lock already initialized.
Badly encoded or damaged
All
keycard
Single green and red | Battery test Battery is low.

LED INDICATOR

KEYCARD USED

MEANING

Single green and
red (with red longer)

All

Lock is not initialized.

Green and red (with Initialization Lock is initialized.
green longer), green
Green and red, green, | Initialization Lock is initialized and the
red thumbturn is in the
locked position.
Flashing green User Battery is low, access granted

and red
(for up to 6 seconds)
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Encode Permanent User Keycards

HOW DO | ENCODE A PERMANENT USER KEYCARD?

You must use a High-C encoder for this procedure.

1. From the Main Panel select Users tab.

USERS | USERGROUPS | DOOAS |

- Fisthame

EDMUND

Departmen
] =tipring 9EER FITZGERALD

Shipping

M Ergineering 9039 LEMMOX BERTRAMND Default |
@ Plarning ama MACKEMZIE STEVE Planning
@ Storage G444 MOCAHU i Storage
@ Frinting q0z7 MOORE MEREDITH Frinting =l

Selected User:  FITZGERALD - EDMUND
2. Click on the user who needs a new permanent ABA keycard.

3. Inthe Lower panel, click on the Keys tab. Two panels appear: Keycard Generation/Expiry
Date and Time and Keycard History.

KEYS | ACCESS | PROFLE |
Keycard Generation

Expiry Date and Time

= Set expiry Date and Time for this keycard

e No expiry set for this keycard

Sunday, April 11, 2010 )
Siet expiny..
11:00:00

If you click on Expiry Date but then click on the Encode Permanent Keycard button, you will
see the radio button jump to “No expiry set for this keycard.” because you cannot set an

expiry date for a permanent keycard.

Expiry Date and Time

. Set expiry Date and Time for thiz keycard

(v Mo expiry zet for thiz keycard

Set expiry...

4. Choose Encode the keycard for the current user, the bottom of the two buttons on the right.

5. Wait for the Ready light on the encoder to light up. and the prompt from the High-C Motorized
encoder. (Remember, this is the only encoder you can use to make permanent keycards).
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Encoding Permanent keycard

Encoder uzed : Hi-C motorized

Encoder waiting for
keycard...

Cancel

In case you selected an expiry date by mistake, the keycard popup will look like the
following.

Encoding Permanent keycard

Encoder used :  Hi-C motorized

YWarning!
A permanent card has no expiry date

Encoder waiting for
keycard. ..

Cancel

6. Swipe the user's keycard through the encoder.

7. The encoder encodes the card and sends the following message:

Encoding Successful

Permanent keycard for user
Bates. Luke encoded
successfullp!

8. The new permanent user keycard appears on the keycard history list.

9. To verify the information on a user keycard, select the card you want and click on the

&
Read/Verify button on the right. M

10. Information about the card you have just encoded should appear.
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Kaba e Inc; Ea

Fermanent. keycard matched ta uzer FITZGERALD, EDMUND
and wasz found in kewcard history.

if there is a problem with the card, the following message appears:

Kaba llco Inc. [5(

' E Mot & walid User keycard
L

11. The problem could simply be that you did not swipe the card properly. Always try a second
time.

12. To verify the information on a temporary user keycard, select the user you want and click on
the top button.

13. Insert the user card you just created, and the history of that card, including creation date, will
be highlighted in the keycard history list.

You have successfully created a permanent user keycard.

Note: There is no procedure to delete a User Keycard. Once you have deleted a user, his/her
keycard is invalid in all locks. See the procedure Delete Users.

Encode Temporary User Keycards

HOW DO | MAKE A TEMPORARY USER KEYCARD?

1. From the Main Panel select Users tab./ YSERS |

2. Click on the User who needs a temporary keycard.

USERS ] USER GROUPS ] DODRS ]

FirgtN ame | Ident | Department | User Group

@ Eitks Bob Q000001 &3 Froduction

@ Elack Barb 0001 23456 M arketing

@ Eurana Carmina 951034738 Marketing

@ Carter bary Ellen aoooooozz Shipping

Shipping
@ Chinaski Raymond 000000001 Enaineering Engineering

[ e mmmemeeee -

Selected User: Carter - Chris

KEYS

. r .
3. Inthe Lower panel, click on the Keys tab, | Keycard Generation appears.
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Expiry Date and Time

0 Set expiry Date and Time for this keycard

i Mo expiry set for this keycard

Sunday. January 31, 2010
00:00:00

4. Click on Expiry Date for the card if you choose to set an expiry date. The default expiry is
2000 days.

5. A calendar appears. Select the expiry date you want to assign to that keycard.

Select Keycard Expiry
Date Time

January ﬂl2l]1l] ﬂ 0 - j
s wW[T|F|S] : |

S| M| T S

1 2
B 4 |5 |6 |7 |&
m 111 (12 13 (14 |15 |16
17 (18 |19 |20 |21 |22 (23

24 |25 (26 [27 |28 |29 |30

Cancel
b |

Expiry Date: Saturday. January 30, 2010 Time: 00:00

Base Unit = Hour

If you do not choose a date from the calendar, the expiry date, which you set in Default Expiry
and Timers, will be used.

6. Choose Encode the temporary keycard ﬂ for the current User.

7. Wait for the Ready light on the encoder to light up and wait for the following confirmation
request from the encoder.

Encoding Process

Encoder used : Low-C swiped

Encoder waiting for
keycard...

=9

8. Swipe/insert the User's temporary keycard through the encoder.

9. The encoder encodes the card and sends the following message:
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Encoding Successful

Temporary keycard for user
Carter, Chriz encoded
successfullpl

10. The new temporary User keycard appears on the keycard history list.

11. To verify the information on a temporary User keycard, select the card you want and click on
the Read a Card button on the right.

Kaba llco Inc.

i Temporary kewcard matched to user Carter, Chris
and was Found in keycard hiskory

]

13. If there is a problem with the card, the following message appears:

Kaba llco Inc.

! E Mot & walid User Keyeard
.

14. The problem could simply be that you did not swipe/insert the card properly. Always try a
second time.

You have successfully created a User keycard.

HOW DO | ENCODE A CANCEL KEYCARD?
For definition of this keycard, see Keycard — Cancel on page 106.
1. From the Main Panel select Users tab.

2. Click on the user whose access you want to cancel.

USERS™ | USER GROUPS | DOORS |

Firsth ame | |dent | Diepartment | User Group

@ Carter I ary Ellen 000000022 Shipping
Shipping
Chinaski Faymond 00000000 Engineering Engineering
@ Collins Charlie 000000333 Production
Cooper Elizabeth 0o00a0o02 Engineering Engineering
@ Copy O Carter tary Ellen 000000023 Shipping

Selected User: Carter - Chris

3. Inthe Lower panel, click on the Keys tab. Two panels appear: Keycard Generation and
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Keycard History.

Set expin.

TEMPOR

TEMPORARY » 'y 20,2010, 00:
PERMAMENT December 31,2020, 00:00
TEMPORARY Movemnber 26,2004, 03.55 Decemnber 03,2004, 10:00

4. Click on Expiry Date for the Cancel card if you choose to set an expiry date. A calendar will
appear. Select the expiry date you want to assign to that keycard. The default for a cancel
keycard is usually 24 hours — enough time to swipe it through all the locks

~5elect Date

~Date
IApliI v”zmu _vl
s|m|T|w|[T]|F]|s

FERN EE EVR ETR CR R
4 |5 |8 [ [ |8 o
12 [13 |14 |15 [18 [17
IER NN N R ENE

25 |26 |27 |28 |29 |0 |0 |

Cancel
2 5 4 &l <] T &

5. Click on the Cancel keycard lﬁl button.

6. Wait for the Ready light on the encoder to light up and the confirmation request from the
encoder appears.

Encoding Process

Encoder used : Low-C swiped

Encoder waiting for
keycard...

7. Swipelinsert the keycard through the encoder.

The encoder encodes the card and sends the following message:
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Encoding Successful

Cancel keycard for user Carter,
Chris encoded successfully!

8. To verify the information on a user keycard, select the card you want and click on the Verify
e

9. Information about the card you have just encoded appears:

keycard button

Kaba llco Inc.

\!‘) Temporary Cancel keycard matched to user Carter, Chris

! '_\ Mot a walid User Keycard
L

The problem could simply be that you did not swipe/insert the card properly. Always try a second
time.

10. Swipe the Cancel keycard through all the locks where that user had access as soon a
possible, to avoid any illegal access.

You have successfully created a Cancel keycard.

Encode Master and Special Keycards

HOW DO | ENCODE A SPECIAL KEYCARD?

The swipe keycard encoder will be used only to make temporary user keycards or Special Master
keycards. With the new motorized encoder you can encode ABA permanent keycards. First, read
the definitions in Special Keycards to make sure you understand the functions of each Keycard.

1. From the Main Menu, select System Administration.

2. Select Master and Special Keycards.

E Solitaire 950 Server

File B R ipad=nm® Lock Management

Timezones, Yacations & Hol
Access groups ...

lidays. ..

3. Inthe Keycards dialog box, select the keycard you want from the dropdown menu. In the
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example below, the Initialization keycard has been selected.

Master & Special Keycards

Kepcard Generation

Select Keycard Type Expiry Date and Time

Initialization LI

I expiny for this keycard type

odify expiry date & time:

Select Mew or Duplicate

i~ Create New keypcard

Thiz keycard initializes and prepares a new lock for
pragranmming, or prepares a lock for resetting time and
date after replacing the batteries.

i+ Create Duplicate keycard

| 5 |

Keycard History

Creation D ate Expiry D ate

=
INITIALIZATION MNowerber

Adrnitiztratar
4 " 2

INITIALIZETION Dctober 26,2004, 0.
INITIALIZATION October 25,2004, 1... 2
IMITIALIZATION October 252004, 1... 2

E xit

floor or area ID:

Note: Additional fields appear if more information is required, for example, User and Room,

Burana,Carmina,1 -

fin Area keycard can open all the locks in the pre-defined
area, regardless of lockout conditions.

Keycard history, if any, appears in the bottom panel.

4. An explanation of the card's function appears in the window below the dropdown menu. The

port cable.

Note: The Reader/Encoder should be activated once you plug in your encoder or choose
pre-set encoder. The button should appear activated as below - it should not be grayed out.
If it is grayed out you should re-boot your computer with the encoder connected to the COM

the Encode Keycard button at the right.

118

5. Choose Create a new keycard or Make duplicate by clicking one of the choices and then click
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@I 7
6. Wait for the Ready light on the encoder to light up.

The confirmation request from the encoder appears.

Encoding Process
Encoder used : Low-C swiped

Encoder waiting for
keycard...

7. Swipelinsert the new keycard through your encoder.

8. The encoder encodes the card and sends the following message:

Kaba llco Inc.

\!{) Keyeard encoded successPulky!

button on the right.
11. The information on the card you have just encoded should appear:

Master & Special Keycard Verification

Keycard data read

Keypcard Type:  Initialization
Creation Time: Mo creation date for this keycard tppe

Expiry Time: Mo expiry for this keycard type
Duplicate: Mo duplicate option for this kepcard type

12. If there is a problem with the card, the following message appears:

Kaba llco Inc.

i This is not a Special kevcard, Try
3 reading it from the User Keys page

The problem could simply be that you did not swipe/insert the card properly. Always try a second
time.
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HOW DO | ENCODE AREA, SECTION, FLOOR OR ROOM
CARDS?

| nitialization
Programming
Battery Test
Spring Tirme
A Ared Fall Time
area, ref Ernergency

Reset Emerienci

Section

Floor

Foom

Area Reset

Section Reset

Floor Reset

Foom Reset

Foom One Shot
Foom Lockout
Fioom Reset Lockout
Keycard | Facility Lockaout
Feset Facility Lockout

1. First, select Area, Section, Floor or Room

2. Select the number

i Area keycard can open all the locks in the pre-deg
area, regardless of lockout conditions.

3. Follow Steps 5 to 9 of the procedure to Encode Master and Special Keycards.
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Lock Status Indicators

The LEDs on the electronic lock flash in a certain sequence, depending on the keycard used or
the situation. The charts give the LED flash patterns and their meanings. LED response to

situations

LED INDICATOR FLASH

MEANING

After battery connection

No light

The thumbturn is in the passage mode position.

Single red within 4 seconds

The thumbturn is in the locked position.

Still red

Battery is low.

Thumbturn is turned
(for Passage Mode)

Single green

The lock is put into passage mode.

Single red

The lock is set back to the locked mode.

The lock stays in the locked mode in the following
cases:

If Passage mode is disabled

If Deadbolt is projected

Thumbturn is turned (for deadbolt)

Single green

Deadbolt lockout is removed.

Single red

Deadbolt lockout is set (passage mode is removed if
it exists).

Handle is turned (while in passage mode)

Single green and still red

Battery is low

Lock failure

Single red every second

The lock has failed

Key to LED descriptions:

Green and red = Simultaneous -The green and red LEDs flash together once,
Green, red = Sequential - The green LED flashes, then the red LED flashes
Still red (or green)= LED remains the same color and does not flash

PK 2828 02/05
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Solitaire 970 Entrance Lock LEDs

LED INDICATOR FLASH

MEANING

Solid Red

Battery is low

Inside lever is depressed (for Passage Mode)

Single Green

1) Lock is putinto Passage Mode.

2) Deadbolt Lockout is removed.

Thumbturn is turned (for Deadbolt)

Single Red

1) Deadbolt is projected
2) Passage Mode is removed if it is activated
3) Lock is set to Locked Mode

Lock Failure

Solid Red constantly

Lock has failed

122
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Chapter 6: Using the Maintenance Unit

General information

The Maintenance Unit (M-Unit) is the software application in the Solitaire 950 that enables you to
exchange information with the locks - either uploading new data to the lock or downloading audits
from it.

When to use the M-Unit to program locks

Locks need to be programmed if they are new or if you have changed or added new User access,
doors or timezones, for example.

Doors (locks) appearing on the list of doors with a red traffic light require programming.
Green traffic lights signify the lock is up to date.
In the illustration below,

Montreal Main has a green light, so you know the data for it is up-to-date in the MU.

Note: Remember that the green light only indicates that you have transferred the
information about the lock to the M-Unit. It does not mean that the lock itself is up-to-date.

Montreal Engineering 3 is showing a red light, so you need to create a new file for it and
transfer the file to the M-Unit. Then, the information must be transferred from the M-Unit to
the lock.

Site _ Location | Uzer Oy,

_! Syps 900 Site DOoR: door Qooz
a tontreal Engineering 2 b &ir noo4
' Montreal Engineering 2 [ ET Qoo4
B Montreal Main RC 0021
[ Frontreal Mar-001 0002

B Monteal Mar-002 oo

Selected Door: Mar-001 -

Warning: It's important never to leave a lock in Resident Lockout mode before
programming it. If the lock is left in that mode and you then re-program it, it will accept
the new data but the Resident lockout will be unchanged. The new Users will not be able
to enter. Ensure that all locks to be programmed are taken out of Resident Lockout Mode.

Warning: Remember to always disconnect the programming module from your M-Unit
(especially a laptop) when you are not using it. Each programming module contains a
battery-operated booster. Leaving the cable connected to your computer will drain the
booster battery.
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Two Programming Methods -Integrated (Direct) or Separate (Indirect)
= The M-Unit application may be used in two ways:

= Data is programmed directly into the locks from a laptop PC containing the Solitaire 950
Windows database and the M-Unit software.

= Data is programmed into the locks from a diskette in a laptop PC containing only the M-
Unit application.

= To program a lock using either method, the Programming Module is connected to the
COM port of the PC and then inserted into the lock.

Integrated (Direct) Method
The PC/M-Unit transfer of information from a PC containing both applications (Solitaire 950 and
M-Unit) is known as the Integrated (Direct) method of programming the locks.

Starting up

When the Integrated (Direct) method is used, choose Start> Programs>Solitaire 950 from the
Windows Startup menu. There are three program icons. Select the Solitaire 950 icon to open the
application.

U] Redl FTE modifDoorZ_errarmsd, gif
IG) Launch Realone Player @ RobaHelp 5 Palm Desktop
@, ot T (B3 solitaire 350 ¥ B Post-t@® Software Notes Lite
% Open Office Document i Soliaire 950
f% Set Program fccess and Defaults @ Startup
4] Shortcut to Show Desktop (B Webshots Desktop!
B windows Update B winzip v W shorteu (2) to [Lacation: D:\kaba_pps]
I Programs 3 g ACDSes 32 Browser Bs Shorkcut (2) ko Psp.exe -
@ Documents 3 m ACDSee 32 Viewer E Shorkout ko ACSG3.exe
@ Settings > m ACDSEe Classic i Shorkcut ko FrameMaker, exe
@ Search » B3 Acrobat 5.0 ﬁ Shorkcut ko hsdx.exe
@ Help Acrobat Distiller 5.0 @ Shorkcut ko OLYMPUS CAMEDTA
1 Run... B Acrobat Distiller 5 B solitaire 850
Acrodist, exe [ solitairessomunic
@ 2hut Down. . m Adobe Acrobat 5.0 a Windows Journal Yiewer
|535tart |J_-@ Fost e SDF”'l;@ﬂG Apps &) Windaws Media Plaver

Separate (Indirect) Method

Programming the locks from a laptop PC loaded with only the M-Unit application is known as the
Separate (Indirect) method. In the Separate (Indirect) method, the data to be transferred to the
locks is copied from the main PC (loaded with the Solitaire 950 application) onto diskettes. The
diskettes are then inserted into the laptop PC loaded with the M-Unit application. The portable PC
is carried around to the locks and data is programmed into the locks via the Programming
Module.

Starting up Separate (Indirect) Method
In the Separate (Indirect) method, the M-Unit application is installed on a laptop PC and it is

opened by clicking on the M-Unit icon @ or by choosing the Programs>Solitaire 950 from
the Windows Startup menu.

124 PK 2828 02/05



Solitaire 950 User Manual

M-Unit Application Interface

The M-Unit main window has a menu bar and a set of action buttons just like the Main Window of
the Solitaire 950 application. The M-Unit has its own online help, accessible from the Help button
in the Menu bar.

The main window of the M-Unit is pictured below.

=4 M-Unit - Solitaire 950 =
File Com  Options | Wiew Help
| PROGRAMMING MOT COMFLETED
Proram Cloor |0 Location Status
_Logc:k DODR #1 E haineering
DOOR #2 0004 ENG2
DOOR3 oonz door
. Engineerin oo b4 ain
Yiew Lock
Slg':ctoeg Engineerin oo b4 ain
— tain 0021 RC
M ar-001 oo02
: M ar-002 oma
Qudt Marketing 0006 Floar 1
Marketing nooz Floor 2
Production 0me RC
. . Ship-002 0004 Side
Miew/Print Shipping 0004 RC
sl Sys 300 i 0000 Mktg
Warehouse 0m3 Floor 1
Wwharehouse 0oao Basement
[Diaraleed) Wwharehouse 0oao Basement
Lock Cfg. Wwarehouse oma RC
Wiew Lock
Download
P ta kL
Transfer
[ Laszt door programmed.: Mone [ Thursday, 03:28:07, 11/25/2004
Lo%lﬁei'l:we '/ aiting for command
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Setting up the M-Unit - Integrated Method

HOW DO | SET UP THE M-UNIT?

1. Open the Solitaire 950 application by selecting Start>Programs>Solitaire 950 and clicking on

the Solitaire 950 icon.

Programs

Documents
Sekkings
Search
Help
Run...

ACD%ee 32 Browser
ACD3ee 32 Viewer
ACDSee Classic
Acrobat 5.0
Acrabat Distiller 5.0
acrobat Distiller 5

* + v BJ

€ (e rE 0

Shut Down. .,

Acradist, exe
Adobe Acrobat 5.0

|a Start |J E Post-itE Sof ., | @ Jare
L=

PEEDED®REEY Y

Apps

I Redl FEE] modifDoorZ_errormsg.gif

@ Launch Real®ne Player @ RobaHelp » Palm Desktop

@,, Mew Office Document & VB Post-it® software Nokes Liee

&5 Open Office Document » BT

% Set Program fccess and Defaults o VB DE Utities .

[ shorteut to Show Deskbop \Webshats Desktop! »

windows Update -

B R WinZip b ' Shorbeut (2 ko [ neation: O:\kaba_dpps
s
?_.-

O [1 0@

Shortcut 23 ko Psp.exe
Shorkcut bo ACSG3.exe
Shorkcut bo FrameMaker, exe
Shorkcut bo hsdx.exe

Shorkcut ko OLYMPUS CAMEDTA
Solitaire 850

SolitaireS50MUnit

windaws Journal Yiewer
Windows Media Plaver

The main window appears.

Esulitaire 950 Server - SuiteWind50 (Default Database)

File System Administration  Lock Management  Options  Help

sl A

e 2 wp

USERS | USER GROUPS |  DOORS

Firgth ame: | |dent | Department | Uszer Group

@ Colins

Charlie
Elizabeth
Mary Ellen

000000393

Froduction

@ Copy OFf Carter 000000029 Shipping

@ Daniels Robert 000000006 Production

@ Donutz Duncan 539542128 Marketing

@ Drew Mancy TH5515764 Adrmin
Selected User: Cooper - Elizabeth

KEYS | ACCESS | PROFILE |

Keycard Generation

Expiry Date and Time

o Set expiry Date and Time for this keycard

i Mo expiry set for this keycard

Tuesday. May 18, 2010
09:00:00

Set expiny.

Keycard History

Ezpiry Date Sequence

Administra, .
April 17,2000, 14:00 2

2. From the Solitaire 950 main menu, select Options>Settings>Workstation.

3. The Configuration Window dialog box appears.
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Configuration Window

General | Expiries & Timers | Company Info.

4

— General Option:

FaciltyD: |34

V' ToolTip Activation

— Reader/Encodar

I odel I Low-C zwiped

x| coMpar: [T =]

— M-Unit Update Method
' Direct
© Diskette

Setup sorting options on start-up:
r— Uzer list sorted by:

& Last Name

" First Mame

 UserlD

" Department

— Check Databaze integrity at clazing
* ‘reg

" Nao

— Dioor list sorted by:

Ok Cancel

4. Click on the General tab.

Select Integrated (Direct) Method in the dialog box (in the M-Unit Update Method panel) as

shown above.
6. Click OK.

7. Open the M-Unit application by clicking on the Start M-Unit button on the Main Toolbar of
Solitaire 950, or select Start M-Unit from the dropdown menu under Lock Management.

Uplaad data tob-Lnit..
Download datafrorm ML,

The M-Unit main window appears.

PK 2828 02/05
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Help

PROGRAMMING NOT COMPLETED

EBrogram
Lack

Wiew Lock
Selected

Audit
Laock

Wigw/Print
Audit

Download
Lock Cfg.

Wiew Lock
Download

PL b kL
Transfer

Beset
Lack Time:

L ocation Status

DOOR #1 Ehgineering

DOOR #2 0004 ENGZ2

DOOR3 000z door

Engineerin omo b ain

Engineerin gl I ain

tain o021 RC

ar-001 000z

ar-002 ooa

b arketing 000e Floor 1

M arketing nonz Floor 2

Production 0me RC

Ship-002 0004 Side

Shipping noo4 RC

Sys 900 Si 0ooa kg

warehouse 003 Floor 1

warehouse 0000 Basement

warehouse 0000 Basement

warehouse ooo RC
[ Last door programmed.: Mone [ Thursday, 09:28:07, 11./25/2004
" aiting For command I

8. From the menu of the M-Unit main window shown above, select Options, then Configuration.

Eunfigural_i_l_p

i
E

X

— Security

— Other K |
b Mame: IMLIEI‘I v Auto-Frogram

Cancel |

— Lock Communication———— — PCAMU Transfer

Sernial Pork: IEDM1 vI kethod: IDirectUpdate j

Dizkette: I-"l"-i - I

9. In the Configuration Window dialog box shown below, choose the method you will use to
transfer data to the M-Unit - Integrated (Direct) Update. These choices are shown in the lower
right hand panel (PC/MU Transfer) of the M-Unit dialog box. Select the COM port, which you
will be using to program the lock with the programming module.

10. The PC/MU transfer of information method must also be selected here. Whether you choose

Direct Update or

Diskette is extremely important. The other choices you make will depend on

which method you selected. The method you select must also be the same as the one you
selected in the Lock Update section of the Configuration window dialog box. See the
procedure called Set Up Workstation on page 30.

The setting called Auto-Program is used when you want to program a door but have forgotten the
door's ID. Choosing auto-program will cause the lock to detect its own ID and identify itself during
the programming process.

11. Select Auto-Program enable/disable.
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— Security L~ ther = |
kL M ame: IMLIEI‘I < [ Auto-Program
q Cancel |
— Lock Communication———————— — PCAMU Transfer

Serial Part: IEEIM3 vI Method: IDireu:tLlpdate j
Digkette: I.f-'-.: vI

Auto-Program

A lock may be on your list of doors to program but sometimes when you arrive at the door itself
you cannot remember the exact name of the door in the software. The door name may be
different from the name on the physical door.

If you have selected Auto-program, you don’t have to select a door by highlighting it on the list.
Just leave the first door highlighted as in the M-Unit main window shown above, insert the
programming module and click on Program a Lock. (See page 6.)

When the programming is complete, the highlight on the list will jump to the door you have just
programmed. In a way, it is safer to always select auto-programming because then there is no
risk of selecting the wrong door name.

If you select the wrong name and then program the door, you will change the door’s identity to the
one selected on the list of doors. If you make this mistake, however, you will see a warning
confirmation request asking if you really want to continue.

Kaba Ilco Inc.

warhing: Lock |0 will be changed from Mar-002' ko ‘Eng 100"
Frogram lock with new configuration anpeway?

Yes Mo

Just click no to cancel and select the correct door on the list.

Note: You cannot use the Auto-Programming feature when you want to change a door's ID
or if the lock is newly installed. To program the lock, go to the procedure Program a Lock -
Integrated Method.
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Program a Lock Using the Integrated Method

1. Open the Solitaire 950 application by selecting Start>Programs>So
the Solitaire 950 icon.

litaire 950 and clicking on

Open Office Document

Set Program Access and Defaults

FEIHOC

ACDSee 32 Browser
ACDSee 32 Yiewsr
ACD3See Classic
Acrobat 5.0
Acrobat Distiller 5.0
Acrobat Distiller 5

Programs

* B

Documents

Settings

r -

CEEDEHDESEED®® @Y

Search
Help

Run...

Acrodist.exe
Adobe Acrobat 5.0

Shut Dowen, .

|§j£tart “ @Post-it@ SoF...l @Jant

€ NenECHY

Apps

Skartup
Shortout ko Show Deskiop Webshots Desktap!
‘Windows Update WinZip b '

OE[ID YoMl e

=] Feal FTEE modifDoorZ_errormsa, aif
Launch RealOne Plaver @ FohoHelp 2 Palm Desktop
23 @152 Bomuant Salitaire 850 ¥ B Postit® Software Notes Lite

Help

Shartcut (2) to |L0cati0n: D:'l,Kaba_.ﬂ.pps|
Shorkcut (2) ko Psp.exe

Shorteut bo ACSE3.exe

Shortcut to FrameMaker exe
Shortcut to hsdx.exe

Shortcut to OLYMPUS CAMEDIA
Solitaire 850

Solitaire@s0MUnit

Windows Journal Wiswer

Windows Media Plaver

2. The main window appears.

ESuIitaire 950 Server - SuiteWind50 (Default Database)
File Systemn Administration  Lock Management  Options  Help

QeeadE

% ol 2] |eh

USERS | USER GROUFS |  DOORS |

| |dent | Department

Firsth ame:

| User Group

Charlie
Elizabeth

000000393

Engineering

[ Copy OF Carter Mary Ellen 000000023
@ Dariel Fiobert 000000008
@ Donutz Duncan 539542128
@ Drew FERE157ES

Mancy

Selected User:

Cooper - Elizabeth
|

KEYS | ACCESS PROFILE
Kepcard Generation

Expiry Date and Time

o Set expity Date and Time for this keycard

(" Mo expiry set for this keycard

Tuesday. May 18, 2010
09:00:00

Sef expiry... |

Production

Engineering
Shipping
Production
Marketing
Adrnin

Keycard History

Epiry D ate:
April 17,2010, 14:00

Creation Dat
O ctober

Administra...

3. Click on Lock Management in the main Solitaire 950 menu, then select

4. Upload Data to M-Unit or click on the icon for Upload to M-Unit.
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Upload data to M-Unit

Engineering

Main RC

Mar-001 Mktg
Mar-002 Floor 2
Marketing 1 Floor 1
Marketing 2 Floar 2
Production Back RC
Ship-002 Side
Shipping RC
Warehouse 1 RC
warehouse 2 Bazement
DOOR #1 Engineering
DOOR #2 ENG2
DOOR3 door

PCUD00005.DAT - 10413404 - 11:48:20 - 2524 Bytes

5. Do one of the following:

Copy Prewious
File ta Diskette

Exit

Click on the “Include All Doors” button if you want to update all the doors in the Facility, even

those doors that appear with a green light beside them
have already been transferred to the M-Unit.

(see page 123) meaning they

Click on the “Include modified doors only” button to update only the doors that have been

modified, those appearing with a red light ' on the list of doors.

Click Select All or Deselect All to select all the doors on whichever list you are using. Of
course you can select/deselect individual doors by clicking on the checkbox opposite the
name of the door but this “All” option saves time when you have a long list.

time and size.

Note: File Information - The process of programming a lock involves creating a "file" each
time you download information. The "file" holds the data to program the lock. File size can
range from small (data for programming only one lock) to very large (new data for all the
locks in your system.) A box at the bottom left of the dialog box shows you the quantity of
doors you have selected and the file information on the previous file created - name, date,

6. If you are not sure if all the locks listed in the previous file were updated, click on the Start M-
Unit icon in the Solitaire 950 main menu. This brings up the M-Unit main window, which

PK 2828 02/05
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shows you the list of doors and their status.

o

7. Click Create New M-Unit File. The following warning appears:

Upload data to M-Unit

Engineering

Main RC

tarketing 1 Floor 1
arketing 2 Floor 2
Production Back RC
Shipping RC
Warehouse 1 AC
Wwarehouse 2 Basement
DOOR #1 Engineering
DOOR #2 ENG2

Previous M-Unit data will be averwritten! Make sure you have programmed all
the doors contained in the M-Unit befare proceeding. Do vou wish to continue?

8. Click Yes.
9. Click Link to M-Unit.

The M-Unit dialog box will appear on screen, showing the message "Waiting for command".

Your MU screen will appear like the illustration below:

4 M-Unit - Solitaire 950 Kaba Ilco Inc.

File Com Options | Yiew Help
| PROGRAMMING MOT COMPLETED
Erogram o 10
T DOOR #1
Lack
- DOOR #2
DODR3 onoz
- Engineein oo
Wiew Lock d
Slee‘gctoea Engineerin oo
— Main o021
Mar-001 oooz
f Mar-002 o018
pudt Markeling 000 Fioor 1
M arketing anoz Floar 2
Production 0oe RC
) Ship-002 o004 Side
Yiew/Frint Shipping 0004 AL
Audit S5 900 5i 00ao Mikig
i arehouze o3 Floar 1
W arehouze 0o0a Basement
Download warehouze 0ooa Basement
Lack Clg. warehouze ] RC
iew Lock
Download
PLE b kAL
Tiransfer
[ Last door programmed.: Hone [ Thursday, 09:28:07, 11/25/2004
Beset
Lock Time v/ aiting for command
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10. Swipe the Programming Special Keycard through the lock and ensure that the light in the lock
turns green.

11. Insert the programming module into the lock as follows:

Grasp the module between your thumb and forefinger, using your finger to hold in the
rectangular spring-loaded button on the right-hand side of the module.

Push the prongs into the lock's swipe slot so that the top prong goes in just above the flat
part of the lock, where the surface curves back toward the door.

DO NOT FORCE THE MODULE INTO THE LOCK. Remove it and keep trying until you
feel the prongs slide into place.

12. After the prongs are in, release the rectangular button on the right of the module and the
module will remain in the lock. The left-hand side of the module should just cover the light
panel.

13. Click on the Program Lock button on the top left of the dialog box above. You have 30
seconds to complete Steps 10. and 11. Remember that 30 seconds is quite long, so do not
hurry span. If you do not complete the action in 30 seconds, you will just receive a message
that there was a problem communicating with the lock. Just keep trying.

If you mistakenly select another door on the list when you are actually trying to program Mar-002,
the selection will jump higher on the list (to Mar-002) and that lock will be programmed.

14. A message appears telling you that the programming was successful, or informing you of any
problems if it was not successful.

15. For a selected lock that did need programming, you will see the following message after you
have programmed it:

@ Lock programming completed!; kar-002
0K i

Auto-program Locks

Auto-Program

= Alock may be on your list of doors to program but sometimes when you arrive at the door
itself you cannot remember the exact name of the door in the software. The door name may
be different from the name on the physical door.

= If you have selected Auto-program, you don’t have to select a door by highlighting it on the
list. Just leave the first door highlighted as in the M-Unit main window shown above, insert
the programming module and click on Program a Lock. (See page 6.)

=  When the programming is complete, the highlight on the list will jump to the door you have
just programmed. In a way, it is safer to always select auto-programming because then there
is no risk of selecting the wrong door name.

= If you select the wrong name and then program the door, you will change the door’s identity
to the one selected on the list of doors. If you make this mistake, however, you will see a
warning confirmation request asking if you really want to continue.

= Alock may be on your list of doors to program but sometimes when you arrive at the door
itself you cannot remember the exact name of the door in the software. The door name may
be different from the name on the physical door.
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1. If you have selected Auto-program, you don’t have to select a door by highlighting it on
the list. Just leave the first door highlighted.

Click on the MU button | %::
appears as shown below.

in the main menu button bar. The M-Unit dialog box

X
File Com Options | ‘Wiew  Help
| PROGRAMMIMG NOT COMPLETED
Bt Door 1D Statuz
T OO0R #1
Lack DOOR #2 0004
DOOR3 oooz
e ek Engineerin ao1o
E;ZT:C;E Enaineerin aoio
~ W ain 0021
Mar-001 ooz
. tar-002 aos
puck Marketing 0006 Floor 1
b ark eting ooz Floor 2
Production a01e RC
. . Ship-002 noo4 Side
Miew/ Print Shipping 004 RC
Audi Sys 900 5i 0000 Mktg
Warehouse ooz Flaar 1
wiarehouse oooo Bazement
Diarmlsed wiarehouse aooo Bazement
Lock Cfg. i arehouse oo1a RC
Wigw Lock
Dowrload
Pt kL
Tiranzfer
[ Last door programmed.: None [ Thursday, 09:28:07, 11,/25/2004
LD%IS?EI:WE waiting for command I

3. From the Options menu, select Options>Configuration.

eset Briogramming Status Elags ‘

1 Ir

4. The following Dialog Box appears:

i g X
— Security — Other
(] |
b Mame: IMLIEI‘I v Auto-Frogram
Cancel |
— Lock Communication———— — PCAMU Transfer

Sernial Pork: IEDM1 vI kethod: IDirectUpdate j
Dizkette: I.t'l'-.: vI
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Select the Auto-Program checkbox. Select this option if you want the PC to automatically identify
the lock.

5. Click on OK.
6. The main window appears, now with an Auto Program button instead of Program Lock.
3
File Com Options Wiew Help
| PROGRAMMING NOT COMPLETED
Auto o —
DOOR #1 0002
P
paliala DOOR #2 o004
DOOR3 0001
- Engineerin 0oo4
Yiew Lock 4l
Selnciad Main 0021 RC
har-001 0ooa Hktg
Mar-002 0ona Floor 2
Audit M arketing nans Floor 1
Tk M arketing nooo Floor 2
Production omz2 RC
Ship-002 0ooa Side
5 5 Shipping aoon RC
iewPrink Wwarshouse 0000 Bazement
gl Warehouse 0000 AL
Download
Lock Cfg.
Wiew Lock
Download
FL b kL
Tratsfer
[ Last door programmed.: Mone [ Saturday, 17:04:41, 10/23/2004
Beset P
Lok Time \a/aiting for command

7. If you accidentally select a door not on your list of doors to be programmed and then Auto-
program it (following steps 3 to 17 in Program a Lock — Integrated Method), the door will not
be programmed.

8. For example, if your "select doors to be linked to MU" file looked like this:

New Doors to Program

Eng-002 2nd Hoor

] Eng-003 2nd foor

Eng-Conf 2nd floor

] hdar-001 st floor

] hdar-002 st floor
Eng 100 first
b ain front

and you try to auto-program the lock Mar-002 (not selected), you will receive the following
message:

& This door ig not in program list, it will not be programmed,

|

9. If you select the wrong door on the list but the door that you are programming is also on the
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list, the auto-program feature will automatically select the door where you are. For example,
if your "select doors to be linked to MU" file looked like this:

Upload data to M-Unit

Engineering
Mairn RC
b ar-001 Mktg

ar-002 Floor 2
Marketing 1 Floor 1
Marketing 2 Floor 2
Froduction Back RC
Ship-002 Side

Shipping RC

Syz 900 Site Door3 Mktg
“Warehouse Floor 1
“Warehouse 1 RC
“Warehouse 2 Basement

“Warehouse 3 Basement
DOOR #1 Engineering
DOOR #2 ENG2

Your MU screen will appear like this.

M-Unit - Solitaire 950

File Com Options  Wew Help
FROGRAMMING NOT COMPLETED
Door 1D |dzer Gy, | oc:ation
Auto
Fi
ogram Mair 0021 RC
Ship-002 o003 Side
. Shipping aoo3 RC
Wiew Lock
. Sys 900 i 0000 Mktg
_ wiarehouse amz2 Flovar 1
Wwharehouse Qoo Bazement
Sudit Wwharehouse Qoo Bazement
Lack wéarehoize aans RC

If you select Eng 0004 when you are trying to program Main-0021, the selection will jump to Main-
0021 and the lock will be programmed.

Follow steps 3 to 17 in Program a Lock - Integrated Method. For a selected lock that did need
programming, you will see a message that the programming was completed.
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Setting Up the M-Unit - Separate Method

HOW DO I INSTALL THE M-UNIT SOFTWARE ON THE
PORTABLE PC?

1. Insert the Solitaire 950 Installation CD into the laptop PC that you will take around to the
locks.

2. Atthe pointin the installation when you are asked if you want to install the complete
application or the M-Unit application, highlight M-Unit.

3. When the program is successfully loaded the M-Unit icon will appear on your desktop as
below.

o’ =
2
Clicking on this icon will open the M-Unit application.

HOW DO | SET UP THE M-UNIT FOR THE SEPARATE (INDIRECT)
METHOD?
1. Open the Solitaire 950 application on your main PC (not on the laptop where you just

installed the M-Unit) by selecting Start>Programs>Solitaire 950 and clicking on the Solitaire
950 icon

¥ |EE modiDoorz_errormsg.git
() Launch Realone Player D Paim Deskion
@ (TR 0TS + B post-t@® Software Notes Lite
& Open Office Document: B e
&5 et Program Access and Defaults o @ 06 Lxitiss
T4 Shorteut to Show Deskbop B Webshots Desktopt N
Windows Update 2

hid " WinZip v W shorteut (2) to [ ocation: DrFaba_pos

3 MBS ncosee 32 Bromser & shortout (2) to Psp.exe
& Documents » B nc0See 32 viewer 1 shortcut to ACSGS.exe
(B settings » B8 ncosee Classic Shorkeut o FrameMaker, sxe
1) search » (B Acrobat 5.0 @ Shorteut to hsdx.exe
& Heb [E #crobat Distiler 5.0 B shorteut to OLYMPUS CAMEDIA
.. B3 acrobat Distiler 5 B2 soltaie 850
i o acrodist.exs [ soliaressomunit

ut Dowin. ..
[} Adobe Acrcbat 5.0 5 windows Journal Viewer

iflistart H BlFostt@ Sof. .| @Iy g, @ windows Media Flayer

The main window appears.

[ sulitaire 950 Server - SuiteWin950 (Default Database)
Fie System Administration Lok Management  Options  Help

(W50 Pl Hed T b

USERS | USERGROUPS |  DOORS |

FisiHame [dent [ Department [ User Group IE|
0 Progucton

Mary Ellen Shipping
Robert 000000008 Praduction

Duncan 539542128 Markeling

Narcy 785515764 Adin =l

Selected User Cooper - Elizabeth

KEYS . |  ACCESS |  PROFLE |
Keycard Generation

Expity Date and Time

7% 3 Sl ity D ot e Bime oy thisiResn et ﬁl
.

C No expirp <et for this keycard
Tuesday, May 18, 2010

Set eupiy.
09:00:00

Keycard History

Expiy Dt
April 17,2010, 14:00
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2. Select Options>Settings>Workstation.

3. The dialog box called Configuration Windows appears.

4. Select the Diskette Method in the dialog box (in the M-Unit Update Method panel) as shown

below.

Configuration Window

General I Expiries & Timers | Cornpariy Info. Al

4

— General Optiahz

Faciiy ID: |34

v ToolTip Activation

Setup zarting optionz on start-up:

— U zer list zorted by:

 Reader/Encoder
todel Law-C swiped j COM Port: |1 3:
Hi-C matarized
— t-Unit Update kethod — Check Database integrity at closing
D
L~ % “es
(\ ' Diskette
= No

— Daar list sorted by:
& | ast Mame % Dioor Mame
" First Hame " Site
" UserlD
" Department
Help | 0K I Cancel

5. Click OK to save this setting.

HOW DO | TRANSFER THE DATA ONTO THE DISKETTE?

When you transfer your data onto diskettes, be sure that the diskette is new or completely empty.

If there is already data on the disk, it will be overwritten.

1. Open the Solitaire 950 application

2. Click on Lock Management in the main Solitaire for 950 Windows menu, then select Start
M-Unit or click on the icon for Start M-Unit.

Lock Management [Elsiie=a8a -

Upload-data to kL.

Download data from k=L il

The main window for the M-Unit appears.
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4M-Unit - Solitaire T x|
File Com Options Yiew

Help

| PROGRAMMING NOT COMPLETED

Status
ALta = =
DOOR #1
Fy
it DOOR 2 0004 ENGZ
DOOR3 0001 door
. Engineerin oaoa
Wigw Lock
Selected Main o0zt RC
ar-001 0ooa tktg
tdaron2 0000 Floor 2
M arketing aoos Floor 1
%;ISIE M arketing 0aoo Floor 2
Production o012 RC
Ship-002 0ooa Side
. Shipping oooo RC
Yiew/Print W arehouse nooo Basement
el Warshouse 0000 AC
Download
Lack Clg.
iew Lok
Dowrload
PL to L
Transfer
[ Last door programmed.: Hone [ Saturday, 11:04:41, 10/23/2004
Beset
Lock Time W/ aiting far command

Select Options>Configuration from the M-Unit menu bar.

%4 M-Unit - Solitaire 950

File Com | Cptions  View  Help
Canfiguration

Reset Status Flags

P Delete User

The Configuration dialog box for the M-Unit appears.

b
— Security — Other
ok
ML Mame: IMUD1 I Auto-Program 4'
Cancel |
—Lock Communication————— ~PC/MU Transter——————————
Serial Port: ICDM3 vl Method: ILoad from Diskette vl
Digkette: IA: VI

3. Inthe PC/MU Transfer panel, select M-Unit Update Method, Load from Diskette.
4. Select your Diskette drive (usually A:)
5. Click OK.

Auto-Program
= Alock may be on your list of doors to program but sometimes when you arrive at the door
itself you cannot remember the exact name of the door in the software. The door name
may be different from the name on the physical door.

= If you have selected Auto-program, you don’t have to select a door by highlighting it on
the list. Just leave the first door highlighted as in the M-Unit main window shown above,
insert the programming module and click on Program a Lock. (See page 6.)

= When the programming is complete, the highlight on the list will jump to the door you
have just programmed. In a way, it is safer to always select auto-programming because
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then there is no risk of selecting the wrong door name.

If you select the wrong name and then program the door, you will change the door’s
identity to the one selected on the list of doors. If you make this mistake, however, you
will see a warning confirmation request asking if you really want to continue. Just click No
to cancel and select the correct door on the list.

You cannot use the Auto-Program feature when you want to change a door's ID or if the
lock is newly installed.

Select Auto-Program enable/disable.
Click OK to close the M-Unit Configuration Window.
Close the M-Unit main window.

From the main window of Solitaire 950, select Upload data to M-Unit from the Lock
Management dropdown menu

File | Com Options View Help
|7 Program
Audit

Transfer ko M-Unit

or click on the Upload Data to M-Unit icon.

Transfer ko PC

Get Configuration
Gek Date Time
Get Firmware Yersion

Reset Time

A list of the doors needing to be updated appears as shown below. Notice that the buttons on the
right now include the options Copy New File to Diskette and Copy Previous File to Diskette,
because you selected Copy to Diskette as your transfer method in Set Up M-Unit.

Upload data to M-Unit [ %]

[Ereate few

Mar-001 mktg ] A it File
WMar-002 mktg <& nelvde Al [ oars

M ar-003 mktg
Sales-007 sales
Security front
Ship-002 side
warghauze floar 1 Print Changed

Selectall [roors Report

Copy Mew File
<% [elde M adified i
] 2 I

Wezeleat Al

[Copy Frewious
File to Diskette

PCMUDOO003.DAT - 04/23/01 - 10:1%:58 - 1978 Bytes

Do one of the following:

140
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Leave the selected doors on the list if they are the ones you want to program.
De-select the doors you don't want to program.
Click on the Include All Doors button if you want to update all the doors in the Facility.

If you are not sure if all the locks listed in the previous file were updated, look at the list of doors
in the M-Unit main window and check the Status column.

Note: File Information - The process of programming a lock involves creating a "file" each
time you program information into the lock. The "file" holds the data you are programming.
The size of the file can range from small (data for programming only one lock) to very large
(new data for all the locks in your system.) A box at the bottom left of the dialog box shows
you the quantity of doors you have selected and the file information on the previous file
created - name, date, time and size.

10. Click Create New M-Unit File.

11. Click on Copy New File to Diskette. You will see a message that the file is being transferred.
The data is now on the diskette.

You will see a message informing you that the data has been transferred successfully. To
program the lock with the data on the diskette, see the procedure called Program a Lock -
Separate Method below.

@ File transfer completed!

Program a lock - Separate method

HOW DO | PROGRAM THE LOCKS WITH THE SEPARATE
(INDIRECT) METHOD?

1. Insert the diskette with the data files into your portable laptop where you have installed the M-
Unit program.

2. Go to Start>Programs>Solitaire 950 and click on the M-Unit icon.

=] Feal FEE modifDoorZ_efrormsg. o
@ Launch RealOne Player @ RoboHelp » Palm Desktop
@ e Bl BEmTent B solitaire 850 » |[B Post-t® Software Motes Lite
f% Open Office Document E Solitaire 950 » g Help
\% Set Program Access and Defaulks @ Startup & DE Ltities
f] shartcut ko Show Deskkop @ Wiebshots Desktap! »
B windows Upcate B winzip * W shortcut (2) to [Location: D kaba_Apps

IE Programs 3 !Q ACDSee 32 Browser Q Shortcut (2) to Psp.exe

@ Documents 3 m ACDSee 32 Yiewer E Shortcut bo ACSGE3.exe
@ Settings 3 m ACDSee Classic B shortcut to FrameMaker. exe
@ Search » @ Acrobat 5.0 ﬁ Shorteut to hsdix.exe
@ Help Acrobat Distiller 5.0 @ Shorkcut to CLYMPUS CAMEDIA
1 run... 3 Acrobat Distiller 5 3 soitaire 850

Acrodist, exe 1 solitairessomunic
® 2t Bown. E' Adobe Acrobat 5.0 6 Windows Journal Yiewer
|§astart |J Brostie SDF'”l-@ﬂD Apps ®  windows Media Player

3. The M-Unit main Window appears showing the list of doors to be updated (the data that you
copied onto the diskette.)
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Upload data to M-Unit

Engineering 2 ain

Engineering 3 Main

Main RC

Mar-001

b ar-002

I arketing 1 Floor 1

tarketing 2 Flaar 2

Production Back RC

<¢ |nelude &l Daars

<% |nclude Modified
Doars Only

Select Al

Lreate New
Fd-U it File:

Copy New File

Erint Changed
Doors Report

Ship-002 Side
Shipping RC
Sy 900 Site Doord Mkig Deselect Al
‘warehouze Floor 1
“Warehouse 1 RC
warehouze 2 Basement
Warshouze 3 Basement
DOOR #1 Engneering
DOOR #2 ENGZ2
Copy Frevious

File ta Digkette

PCMUDDOM 2.DAT - 10/25/04 - 15:19:24 - 3189 Bytes Exit

4. This procedure is repeating the steps you have already done in the Solitaire 950 application.
However, you must select these settings again in the M-Unit because it is loaded on to a
separate PC.

5. Open the M-Unit application by clicking on the Start M-Unit button on the Main Toolbar of
Solitaire 950, or select Start M-Unit from the dropdown menu under Lock Management.

4 M-Unit - Solitaire 950 Kaba Ilco Inc,
File Com Options Yiew Help
PROGRAMMING NOT COMPLETED
Auto g
DOOR #1
e DOOR #2 oons ENG2
DOORZ ooa door
Engineerin 0004
Wiew Lock
) Main 0021 RC
— Mar-001 0000 Mkig
Mar-002 0000 Floor 2
3 Marketing 0o0s Floor 1
et Marketing 0000 Floer 2
Production o1z RC
Ship-002 0000 Side
- . Shipping oooo RC
Wl Warehouse 0000 Basement
bt Warchouse 0000 RC
Download
Lack Cfg
iew Lock
Download
FL to AL
Transfer
[ Last door programmed.: Mone [ Saturday, 11:04:41, 10/23/2004
Beset .
Lock T "/ aiting for command
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7. From the menu of the M-Unit main window shown above, select Options, then Configuration.

54 M-Unit - Solitaire 950
Eile Com | Options Wiew Help

Configuration

Resek Status Flags

Delete Lser |lze

8. Select the method "Load from Diskette" in the PC/MU Transfer dropdown listbox.

9. Select the diskette drive, usually A:

— Security r— Other
0K |
b M ame: IMUD‘I [~ Auto-Program
Cancel |
— Lock Communication—————————— ~ PC/MU Transfer
Cerial Port: II:EIM3 - Method:  [Load hom Disketts  ~ |

Diskette: Iﬂi 'I

10. Close the configuration dialog box by clicking OK. The dialog box closes and the M-unit main
window remains on screen.

11. Insert a diskette into the chosen drive (probably A:\).

12. Go to the dropdown menu under Communications (Com) and select Transfer to M-Unit or

==

click on the upload icon

4 M-Unit - Solitaire 950
File | Com ©Opkions  Wiew Help

’_ Program
Audit

TransFer ko M-Linik

Transfer ko PC

Get Configuration
Gek Date Time
Gek Firmware Yersion

Reset Time

OR
13. Click on the PC/MU transfer button of the M-Unit

FCta HU
Traiter

14. Allow some time for the data transfer to take place.

Next, you see a message (shown below) informing you that the data was transferred
successfully,
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@ File transfer completed!

15. Then you see the main window with the new information from the diskette now on the list.
16. Go to the locks to be programmed.

20. If this is your first time programming locks after an installation or after batteries have been
disconnected, for example, you'll need to swipe your Initialization card (see page 1) through
the lock.

21. Next, swipe the Programming Keycard through the lock and ensure that the light in the lock
turns solid green.

22. Insert the programming module into the lock as follows:

Grasp the module between your thumb and forefinger, using your finger to hold in the
rectangular spring-loaded button on the right-hand side of the module.

Push the prongs into the lock's swipe slot so that the top prong goes in just above the flat
part of the lock, where the surface curves back toward the door.

DO NOT FORCE THE MODULE INTO THE LOCK. Remove it and keep trying until you
feel the prongs slide into place.

After the prongs are in, release the rectangular spring-loaded button on the right of the
module and the module will remain in the lock. The left-hand side of the module should
just cover the light panel.

23. Select the lock you want to program from the list or just continue to the next step if Auto-
program is enabled.

24. Click on the Program Lock button on the top left of the dialog box above. You have 30
seconds to complete Steps 17 to 20. Remember that 30 seconds is quite long, so do not
hurry.

25. If you do not complete the action in 30 seconds, you will just receive a message that there
was a problem communicating with the lock. In this case, re-swipe your programming card
and repeat steps 17 to 20.

26. A message appears telling you that the programming was successful, or informing you of any
problems if it was not successful.

Lock Audits, Reports

The M-Unit, whether it is integrated or on a separate laptop PC, stores only one audit at a time.
Each time you do an audit, the previous one gets overwritten. To save audit information for
Reports, you must upload each audit to the PC before doing another one. There is no limit to the
number of audits that can be stored in your PC; it is limited only by the amount of space on your
hard disk.

Solitaire 970 Entrance Lock
The report will indicate whether a keycard was used to unlock the door or the interior lever was used to
unlock the door and set the lock to passage mode.

HOW DO | AUDIT A LOCK?
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1. Take your portable PC with the M-Unit software, whether you are using the Integrated
(Direct) or Separate (Indirect) method, and go to the locks) you want to audit.

2. Click on the icon for Start M-Unit.

o

3. The M-Unit main window appears.

AM-Unit - Solitaire A X|
Flle Com  Options  Yiew Help
| PROGR&AMMING WOT COMPLETED
fults Daoor D Lacation Status
DOOR #1 | Enigingering
Erogram DOOR #2 0004 ENG2
DOoR3 noot doar
. Engineerin 0004
“Wiew Laock
S oleciod Mair 0021 AC
b ar-001 nooa bkt
Mar-002 0aoo Floar 2
P Marketing 0oos Floor 1
Auidit .
Lock b arketing 0aoo Floor 2
Production ooz RC
Ship-002 nooa Side
. . Shipping 0aoo RC
E'EW’EPHN W arehouse 0aoo Basement
Audit Warehouse 00ao RC
Download
Lock Cfg.
WView Lock
Download
BE b kL
Transfer
[ Last door programmed.: Mone [ Saturday, 17:04:41, 102342004
Beset P
Lock Time " aiting for command

4. Connect the programming module to COM port 1 or 2 (whichever you have selected) of your
PC with the MU application.

5. Swipe your programming card through the lock.
6. Insert the programming module into the lock.

7. From the main menu of the MU, select Communication>Audit Lock
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54 M-Unit - Solitaire 950
File

E

!

I i A Tirarster,

TR Yiew  Optionz  Help

Program Lock
Audit Lock

Beset Lock Time

Download Lock Configuration
Download Lock Time
Download Lock Eirmweare Wersion

il EN e HES i =

Do
Lc

| 3

Or click on the Audit Lock button.

8. You'll receive a message when the audit is complete.

9. The information appears as in the example below.

Type of card used and No. of times
event that took place . Card sequence access )
Numeric User ID |\ mber ) Time event
denied
occurred User Name
x|
Droor 1D
# | KeycardXEvent Type | User ID | Seq. | Denied | [ ate | Timne. | |Hformatian / |:|
593 Tempnrar}l\]ser 29 I 2 10/26/2004  11:49  Copy Of Cartg/ Mary Ellen —
B398 Temporary Lger 123456 0 I} 10/26/2004  11:49  Black Barb
597 Floor Reset 1 . . 10/26/2004  11:43  Chinaski BAymond
B35 Floor Feset 1 . 10/26/2004  11:48  Chinaski Faymaond
595 Floor 951034738 ] 10/26/2004  11:48  Burana Carmina
594 Floor 951034738 il 10426/2004  11:48  Burana Carmina
893 Floor 951034738 I} 10/26/2004  11:48  Burana Carmina ;I
Dowrlaad Time: [ 125410 - 10/27/2004 Prinit ok

10.

11.

12.

The audit screen appears automatically when you have just performed the audit. If you want
to see it later, click on the View Lock Audit button and you see the last audit performed. The

Download Time shown above refers to the last time data was transferred from the lock to the
M-Unit.

To generate a report from a lock audit when you have used the Integrated (Direct) Method
you must go to the Solitaire 950 main application and click on the Download from M-Unit
button.

|
|
L

To generate a report from an audit when you have used the Separate (Indirect) Method, you
must transfer the data from the diskette using the M-Unit to PC transfer in the
Communications menu of the M-Unit main menu.
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Program Lock
Audit Lock
Feset Lock Time

Dovrload Lock Configuration
Download Lock Time
Diownload Lock Firnware Werzion

PC ta MU Tranzfer

tU ta PC Transfer

Spesial

2

13. Select M-Unit to PC transfer

Solitaire 950 User Manual

14. You will be warned that the previous file will be overwritten

15. The data will be transferred to the diskette and you will receive a message that the transfer

was successful.

MU to PLL File Transfer,

E

ég') File transfer successtull

o |

HOW DO | DOWNLOAD A LOCK CONFIGURATION FIRMWARE

VERSION?

Sometimes you want to download information from the lock to the PC. This may be useful if you
have lost or forgotten data for a particular door or just to have an idea of the door’s usage

patterns.

1. Swipe your programming card through the lock

2. Insert the programming module

3. Go to the main window of the M-Unit (via the Solitaire 950 Windows application or just the M-
Unit application) and click on the Download Lock Configuration icon.

|
|
B

OR

4. Choose Download Lock Configuration (or Lock Time or Firmware Version) from the
Communication heading on the main menu.

PK 2828 02/05
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| Com  Options  Yiew Help
Prograrm
Audit
Transfer bo M-Lnit
Transfer to PC

et Configuration
et Dake Time
Get Firmware Yersion

Reset Time

In a few seconds, you'll receive a message that the download is complete. To view the
information, click on View Lock Download and you will receive a report like the following.
0 x|
Door 1D: Shutdawn: W Holidays |A Psg Begin  |956:33 Psg End  |563:13
Deadbaolt: |7 Pzo. Method: Dizabled gg nu;e[{glu]]f?oor;n;l};“ —4 Floor #: 512 Section #: 256
Passage: |v  Lock Type: Lack 12 July [Easter Mon.. =|  Area [ 768 MI

Usger [0 | Lazt Hame | Firzt Mame | Seq, | Timezone | Priv, |;| Paszage Dayz
2 Cooper Elizabeth i —A rMIF
0 Obsolete L ser 1} 1 s
a Obsolete User 1}

Wl 5
a Obsolete User i} II: T II: H
0 Obsolete User a :I

User Qby: | 4603 Download Time: | 142459 - 10/27/2004 Lock Firmware Yersiar: Ww1.30 0K |

IMPORTANT

When you download a lock configuration to an M-Unit, which stores the information on a diskette,
space is limited. To save space, only the User ID is shown. The rest of the information is marked
N/A. Just by knowing the User ID, however, you can get the other information such as last name,
first name etc. by checking the list of Users.

You have successfully audited a lock and downloaded the lock's configuration to the M-Unit. Now
you can use the M-Unit to PC transfer procedure to download the same information to your main
Solitaire 950 application.

HOW DO | DOWNLOAD LOCK TIME?

Downloading lock time allows you to ensure that the M-Unit time is always in sync with the lock
time. Follow the same procedure as the ones above but click on Download Lock Time in the
Communications menu. You will receive the following information:

Click on OK to download the current version to the lock.

Croar 1D

I ar-002

Lock Time
14:36:00 - 10427 /2004

Funit Tirme:

14:36:34 - 10/27 /2004

0K |

HOW DO | DOWNLOAD LOCK FIRMWARE VERSION?
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The ability to download the lock's firmware version is also important when planning to expand or
upgrade your system. Select Download Lock Firmware Version from the Communication
dropdown menu on the main menu bar. You will see the following.

Lack Firrware Wersion

41.30

Ok |

Lock - Resetting Date and Time

HOW DO | RESET THE LOCK DATE AND TIME?

In the main window of the Solitaire 950 application, click on the icon for Start Maintenance
Unit OR click on the M-Unit icon on the desktop of your separate portable PC containing the

o)

M-Unit software. Click on the button for Start Maintenance Unit.
box appears.

4M-Unit - Solitaire ; |

The M-Unit dialog

File Com Options  Wiew Help

| PROGRAMMING NOT COMPLETED

Sufim Cioor (D . Status
DOOR #1 o002
Bz DOOR #2 0004 ENG2
DOOR3 0oo door
. Engineerin non4
Wiew Lock
Seluciad Miain 0021 RC
ar-001 0000 Hktg
ar-002 0oao Floar 2
B Marketing oons Floor 1
Audit "
Lock Marketing 0ooa Floor 2
Production omz RC
Ship-002 0000 Side
. X Shipping i} RC
diew/Print ‘W arehouse 0oao Bazement
el Warehouse 0000 AL
Download
Lock Cfg.
Wiew Lock
Download
PL b kL
Transfer
[ Last doar programmmed.: None [ Saturday, 11:04:41, 10/23/2004
Beset P
Lock Time ' aiting for command

1. If the batteyy was removed and replaced, swipe the Initialization keycard in the lock.

2. Connect the
portable PC

rogramming module to COM port 1 or 2 (whichever you have selected) of your
ith the M-Unit application, (laptop).

3. Swipe the progkamming keycard through the lock and wait until the green light appears.
4. Insert the programaming module into the lock.
5. Click on the Reset Lock Time button (at lower right) on the MU.

You will see the following message:
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The lock date and time has now been reset.
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Chapter 7: Database Utilities

Database - Backup

Solitaire 950 comes includes a special database utility program that imports/exports files, and
also restores and repairs your database. To perform these database operations, you must open
the separate file DB Utility installed when the Solitaire 950 was installed. Database operations
cannot be conducted from the DB Ultility program when the main application is running.

MAKE SURE YOU HAVE A BACKUP OF YOUR CURRENT DATABASE before performing any
repair procedures. To back up your current database, follow the procedure below. There is no
need to go to the DB Utility Application.

Databases must be backed up on your computer or on your local network, not on diskettes.

Registration (RF) File: The “RF” file is proprietary to KABA llco. It contains your unique
password for your database. You do not need to deal with this file at all but if it gets lost, you will
not be able to access your database and will need to make a service call to KABA technical
support to break into the database and set up a new password. Therefore, it's a good idea to
back up your RF file each time you back up a database and store it in the same location so you
will not lose it.

HOW DO | BACK UP MY CURRENT DATABASE?

From the main menu, select Options>Settings>Workstation and click on the Database
Backup tab at the far right of the dialog box. You must click on the arrow pointing right in

Ui Ddon 4 | ¥
order to see this tab because it is to the right of the Users and Doors tab. |

1. The following dialog box appears (with the first two fields blank):
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Configuration Window x|

Keycard D ata Format Database Backup I 4

— Database Server Name

EAZEMGZ

— Database ta Backup

— Backup to File
IE:\2.D.2.D\1 0-14-2004 DBEB ackup.mbk. J

™ Use netwark name

[+ Backup System Config File

Backup System Config File to
’7 IC: %2 0.2.0510-14-2004 DBB ackup.ibk J

Ok I Capcel

Browse in each listbox by clicking on J
Enter a name for the database you want to back up.
Accept the file location shown or browse to another location for the backup file.

Select a name and location for the RF file. It can be in a different location as long as you
remember where you put it.

The dialog box above shows names and locations filled in:

From the File dropdown menu on the main menu, select Backup Database.

Syztemn Administration
=
Backup Database I]
EBeports. ..
Frint Setup... ER
Exit —

Click on Backup Database and wait a few seconds or longer depending on the size of your
database.

Verify that the database was backed up by looking for the file in the location you selected
(C:\2.0.2.0in the example). If the database is there, your backup was successful.
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Database Cleanup

Database Cleanup is a function that allows you to deliberately purge your audit records instead of
waiting for the system to do it at pre-set times. In the section called Create default Expiries and
Timers in Setup Workstation on page 42, you can set the System to automatically purge
System Activity Logs and/or Audit Logs after an amount of time you choose, up to a maximum of
365 days.

If you do not want to wait for the automatic deletion of the records, use this Database Cleanup
function to purge records manually.

HOW DO | CLEAN UP MY CURRENT DATABASE?
1. Go to the main menu of the Solitaire 950 application (not the DB Utilities application).

2. Click on Options and select Database Cleanup from the dropdown menu.

The following dialog box appears:

Database Clean-up

— Select the database items to clzan-up

™ Purge System Activity Log older than: ISU 'I days
™ Purge Lock Audits older thar IQU 'l days
™ Purge Temporan kevcard history older than; ISU 'l days
[ Purge Master & Special keycard history older thar: |0 v | days

7

15

30

[Eleamm | Cancel |
180
360

i

3. Go to the dropdown menu in each category you want to purge and select number of days you
want to apply — 360 days being the maximum. Of course, you can choose a different number
of days for each category.

4. The cleanup button is now activated and you can click on it to purge the records.

Databasze Clean-up E

— Select the database items to clean-up

¥ Purge System Activity Log older than: days

V¥ Purge Lock dudits older than: days

ISD vI
|1 5 vI

¥ Purge Temporary keycard history older thar I? 'I days
|1 20 vI

days

V¥ Purge Master & Special kepcard history older than:

LClean-up Cancel |
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Import ASCII files

HOW DO | USE THE UTILITY TO IMPORT ASCII FILES?

To perform import/export database operations, you must open the separate file DB Utility
application, installed when the Solitaire 950 was installed.

Note: The database operations are for standalone Solitaire 950 software configurations. If
your Solitaire 950 runs in a NETWORK configuration, DO NOT PERFORM THESE

DATABASE OPERATIONS. See your database administrator for instructions. The Solitaire
950 Database function automatically compacts the history database as part of the process.

1. Click on Windows Start icon ‘8 Etalﬂ on your PC.

e Ji

2. Choose DB Utilities from your Solitaire 950 group of icons and click on the icon

3. The following Login dialog box appears

Login Name:

Password:

Cancel I ;

4. Log in with KABA ILCO (KABA as name and ILCO as password) if you have not already
imported or created a database.

OR

5. Log in with the name of the Administrator you created after logging in to the Solitaire 950.
After you have logged in, the logo below tells you are in the DB Ultility.
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SOLITRIRE

6. Click on the Import ASCII button

File Database Tool: Help

& | Boci| Bsoo| €
5 Lg

on the main menu button bar.

5E| 58 i ®
7. The following window appears:
% Import from ASCII [_ [}
— File Locations
[mport file: [T Testfomat
Browse ... | ¥ Display Ing
Log File: m
Ilmpmt.lng Browse ... | Close |
Imparting:

remind you that it is a data file.

Note: An ASCII file may have the extension “.txt” but it can also have any extension you
choose. In this case, it's a good idea to label database files something like the .dat above to

File Formats

The following information is needed by the Solitaire database:

. User ID

- Last Name,

First Name

= Sequence Number

PK 2828 02/05
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There are two basic types of data formats: alphanumeric and numeric. Since the size of the
record fields is static, the fields have to be filled with some character in case the data inside is
smaller than the maximum value.

for alphanumeric types spaces must be appended after the data (ex. Edmund. )
= for numeric types zeroes must precede the data (ex...0032).

The ASCII files formatted for import must be created by your database administrator and placed
in a file so that you can import them into the Solitaire 950 database.

For the detailed explanation on how to create these import.dat ASCII files (the detailed
information may be required by your Database Administrator) see File Format Information for
Database Administrators in the Annex to this document

8. Select the file to import and the log. Select Display Log if you wish.
9. Click on Import.

10. When the import is complete, you will see messages like the ones below if you have selected
Display Log.

& Import - Notepad

File Edit Format ‘iew Help

kaba Inc.

Log for importing from ASCII file version 1.2000.

Import file created on 2000-01-25 10:47:30.

Log created on 2005-02-21 13:29:28, Eastern Standard Time.

THFORMATION: record Delete ---- 1 records processed, 0 bad records and O errors were found.
THFORMATION: record Modify  ---- 2 records processed, 0 bad records and O errors were found.
THFORMATION: record Add ---- 3 records processed, 0 bad records and 0 errors were found.

11. Open the Solitaire 950 application and you will see that the ASCII files you imported are now
added to your list of Users.

Department | |dent _ Firzth ame | |Jzer Group -
1] 123456789 900-4BAcard Uzer Unazzigned Users
1] 957654321 00-4B.Acard zerd rassigned Users fos
m 333224444 00-4BAcard Jzerd Uraszigned Uzers
1] 13123 Bylett Brad Unazzigned Users
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Database Utilities - Transfer 900 Database

HOW DO | IMPORT MY SYSTEM 900 DATABASE USING DB
UTILITY)?

A special import program lets you put data directly from System 900 into Solitaire 950 through the
DB Utility.

WARNINGS:

1. MAKE SURE YOU HAVE A CURRENT BACKUP OF YOUR SYSTEM 900 DATABASE
before you import it into Solitaire 950.

2. When you import the system 900 database into Solitaire 950, all doors show as
being updated (they appear with green lights). Therefore, BEFORE YOU IMPORT THE
DATABASE, MAKE A NOTE OF ALL DOORS THAT NEED TO BE UPDATED so you can
carry out the update in the Solitaire 950. Remember, if you don't write down which
doors need to be updated you will lose that information

3. Before installing the application Solitaire 950, verify that your computer clock
settings are correct and are set for the correct timezone. Failure to ensure that the
date and time are correct on your PC may cause severe problems with the installation.

HOW DO | IMPORT A SYSTEM 900 DATABASE?

1. Click on Windows Start icon ‘8 Htatﬂ on your PC.

2. Choose DB Utilities from your Solitaire 950 group of icons and click on the ﬂj icon.

3. Log in to the Database application.

Eoa00

4. From the Main Menu button bar click on the Import System 900 database button L& . The
following screen appears:

Convert System 900 Database 5[
File location r— Controls
Syztem 900 databaze:
IC:\2.D.2.D\DB\SYSSDD ¥ Display lag
) Canvert |
Log file;
IE:\2.D.2.D\EonvertSDD.Iog Browse ... | Cloze |

Mo table loaded

5. Type in or browse for the System 900 database file location and select Display Log if you
wish. Enter the location where you want the log. (The log permits you to see if there are
problems with data transfer.)

6. When ready to transfer, click on

7. You will see the following log describing the action as it occurs. The process may take time. If
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you have a slower computer or a large database, please be patient and wait till the process is

complete.

& Convertao0.log - Motepad 10l =|

File Edit Format Help

faba Inc. -

Log for conversion of System 900 database into sSolitaire 950 database. T

Log created on 2004-10-15 10:46:01, Eastern Daylight Time.

INFORMATION: System 900 directary selected C:N2.0.2.0%DBYSYS900.

IMFORMATION File: ConFIG.DBF found.

IMFORMATION File: cCarRD.DBF found.

INFORMATION: File: HoLIDAY.DEBF found.

IMFORMATION File: wACATION.DBF found.

IMFORMATION File: TIMEZOMWE.DBF found.

IMFORMATION File: uUser.DBF found.

IMFORMATION File: LCKTY¥PE.DBF found.

INFORMATION: File: LoCK.DBF found.

IMFORMATION File: acCESs.DBF found.

IMFORMATION File: EnC_MCRD.DBF found.

IMFORMATION File: P_METHOD.DBF found.

INFORMATION: Import"lng CONFIG table. Please wait...

INFORMATION: Sys 900 database wversion number is 1.10.

IMFORMATION InternalID oK.

INFORMATION: Importing Sys 900 CARD table. Please wait...

IMFORMATION: Importing Sys 900 HOLIDAY. Please wait...

INFORMATION: Importing Sys 900 vaCaTION table. Please wait...

INFORMATION: Importing Sys 900 TIMEZOME table. Please wait...

INFORMATION: Importing Sys 900 USER table. Please wait...

WARNING : record cannot be dmported because Sys 900 has a user hawing U
the same as a user in Sol 930,

WARNING : record cannot be dmported because Sys 300 has a user having U |
the same as a user in Sol 930,

WARNI NG rRecord cannot he imported hecause Sys 900 has a user having u
the same as a user in Sol 930.

INFORMATION: Importing Sys 900 LCKTYPE tabhle. Please wait... -

« | H 4

8. During the time that the utility is importing the data, you will see a message asking you to wait
until the process is complete.

9. When the process is complete, a message appears in the bottom field of the dialog box
shown below.

Convert System 900 Database |

 File lozations — Controls
Systermn 300 databasze:

Browse .. | v Display log
-
Log file:

IE:'\2.D.2.D\Eunvert90[l.log Browse .. | Cloge I

Successfuly firghed converting tables.

|

10. Click on OK after you see a message informing you that the import process has terminated.

Note: If you are upgrading from a previous KABA product (System 900, for example) you
may import your database with all its Users. However, you cannot import administrators. You
must create NEW Master Administrators and all the other levels of administrators - Levels 1,
2, and 3. Of course you may use the same names and information but because it is a new
system, the Administrators must be re-designated to their positions.
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Import ASCII files From Millenium

You can now import a user database from the Millenium Access Control system directly into the
Solitaire 950 system, making the transition between the two systems very smooth.

To perform any database operations, you must open the separate file DB Utility application
installed when the Solitaire 950 for Windows was installed. Database operations cannot be
conducted from the program when it is running.

Note: The database operations are for stand-alone Solitaire 950 software configurations. If
your Solitaire 950 runs in a NETWORK configuration, DO NOT PERFORM THESE

DATABASE OPERATIONS. See your database administrator for instructions. The Solitaire
950 Database function automatically compacts the history database as part of the process.

1. Click on Windows Start icon -ﬁshﬂ on your PC.

2. Choose DB Utilities from your Solitaire 950 group of icons and click on the icon EJ

3. The following login dialog box appears

SOLITRIRE

Login Hame:

Solitaire 950

Database Utilities

4. Log in with kaba llco (kaba as name and lico as password) if you have not already
imported or created a database.

OR

Log in with the name of the Administrator you created after logging in to the Solitaire

950. The logo below tells you are in the DB Utility.
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[iscii
Lg

5. Click on the "Import files from Millenium" button on the main menu button bar ==,

The following window appears:

Import User Data into Database

= Tab Delimited Text Fil

=
Import Records: [0 - =
Optians. .
Template Fields:
TestImpaort FlleI
I Befresh Fields
Help |

~ Statu

Note: An ASCII file may have the extension .txt but it can also have any extension you choose. In
this case, it's a good idea to label database files something like the .dat above to remind you that
it is a data file.

File Formats

The following information must be included in order for the Solitaire Database to import it
successfully : User ID, Last Name, First Name and Sequence Number. There are two basic types
of data formats: alphanumeric and numeric. Since the size of the record fields is static, the fields
have to be filled with some character in case the data inside is smaller than the maximum value.
For alphanumeric types spaces are appended after the data (ex.: Edmund. ...... ) and for numeric
types zeroes precede the data (ex.: .0032). The ASCII files formatted for import must have
already been created by you and placed in a file directory so that you can import them into the
Solitaire 950 database.

For the detailed explanation on how to create the import.dat ASCII files other than from
Millenium- see page 171 - File Format Information for Database Administrators.

6. Browse for the file to import.

Import User Data into Database ﬂ
= Tab Delimited Texst Fil
Cloze I
C:AMPAWAD BAE wporthdill Tot EI
Begin Import |
Import Records IEU
Options. .. |
Template Fields: |FirstNarne
LastName Test Import Filal
IT ComparylD Refresh Fields
CardCode1
CardCode? Help |
ABACard
i~ Sta
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7. Click on Test Import first if you want to ensure that there are no errors in the file you are

importing.

8. Click on Import.

When the import is complete, you will see messages like the ones below.

Import User Data into Database

T ab Delimited Text File

C:MPwAADBSE sporthAill. T st

Import Records: I2IJ

Template Fields:

e

Firsth ame
LastM amne

CompanylD Befresh Fieldsl
CardCodel

=

DOptions... |
Test Import Filel
Help |

— Status

Linet: 000018 Updating Miller, Steve
Linett: 000019 Updating Reed. Rex
Linet: 000020 Updating Simrmons, Sally
Lineft: 000021 Updating Spencer, Sam
Linet: 000022 Updating Thompson, Sue
Linet: 000023 Updating W atzon, Valerie
Lineft: 000024 Updating Weston, Wayne
End Import: 15:47 10/14,/2004

9. Open the Solitaire 950 application, and you will see that the ASCI! files you imported are now

added to your list of users.

JSER GROUPS

43356566

317510230
524437308
990770938
198945214
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Miller
Resd
Simmans

Spencer

Thompszan
W akzon

Rex
Sally
Sam
Sue
Walene

Temporary
Temporary
Temporary
Temporary
Temporary

161



Solitaire 950 User Manual

Restore a Database

HOW DO | RESTORE MY PREVIOUS SOLITAIRE 950
DATABASE?

If you have to re-install the Solitaire 950 application, a special Restore program lets you put a
backup of a previous database into the new Solitaire 950. To do this, you use the DB Utility
following the procedure below.

1. Click on Windows Start icon ‘8 Etalﬂ on your PC.

C i

2. Choose DB Utilities from your Solitaire 950 group of icons and click on the icon
3. Log in to the Database application.
3
4. From the Main Menu button bar click on the Restore database button e .
5. The following screen appears:
Restore Database E |
— Restare databaze from:
Restare |
I'x'xMLESS.-i'-.FED'xD$\su:ulitaireE|5I].mbk
Cloge |
Pleaze chooze a file to restore from ﬂ
and then prezs the regtore buttan, ‘gﬂ
| B8
4] »
6. Browse for the filename of the database you want to restore.
7. Click on the Restore button.
8. The following message appears when the restoration is complete.

DB Utility B

@ File has been SUCCESFULLY RESTORED

9. Click on OK after you see the message informing you that the import process has terminated.

Note: If you are restoring from a previous Solitaire 950, the database will be restored exactly
as it was. The various administrators still retain their status and any doors that need
updating are still indicated. This is different from importing a database from a previous
product such as the Solitaire 900 where you lose these attributes.
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Chapter 8. Reports

In addition to the audit trail on each lock that records who entered or who tried to enter a room,
the PC keeps a record of any transaction performed on it. The PC stores the previous 1000
events and will allow you to view or print these transactions in a variety of categories.

The PC audit trail prevents fraudulent use of the PC, even by those with valid operator
passwords, by providing a complete picture of door access in a given time. All operators should
know about this feature so that they are aware that each interaction with a lock (entering, exiting,
etc.) is logged. You should make periodic printouts of the audit trails for your security records.
The following reports can be run, viewed on screen, and printed:

Report Mame:

roup Timezohe by doors

Doors

Changed Doors
Doors by Lszers

|Jzers by Doorg

Doors by User Groups
Timezones

Holidaps
Adminiztrators

Swystem Achivity Log
Lock Audits

Yalid K.epcards LI

Dezcrnption:
[Give the Timezone for each access group by doors

Bun Report Cancel |

(The last item. under Valid Keycards, is All Keycards.) A description of each report is displayed in
the report selection window. See also: Running a Report on page 165.
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HOW DO | INCLUDE COMPANY INFORMATION ON MY

REPORTS?

The information you enter here will appear at the top of any system reports you run. This

information is entered using the following procedure.

Configuration Window E

1
2
3.
4

Expiries & Timers

Company |nfa.

| Uszers & Doors 4 | 4

— Reports Header Information

Company name

Company Address

Cancel |

From the Main Menu bar, select Options, then Set Up>Workstation.

The Configuration Window dialog box appears.

Select the Company Info tab.

Fill in your company name and address and click OK.

Your company name and address will automatically appear on all reports you generate on any

subject.

164
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Running a Report

HOW DO | RUN A REPORT?

Reports

1 roup Timezone by doors
Uzers
Doors
Changed Doors
Doors by Uszers

Jzers by Doars

Doars by Uzer Groups
Timezones

Holidays
Adminiztrators

System Activity Log
Lock audits

Walid Keycards

Give the Timezone for each access group by doors

Bun Beport

1. Click on the Report button E on the main toolbar, or select Reports from the File menu.
The Reports dialog box appears as above.

2. Choose the report you want to run from the list provided. A description of what you will see in
the report appears under the list window.

Click on Run Reports
4. A Customizing Report dialog box appears.

Customizing Report

Access group Timezone by doors

Group hame

Preview

Prrint

Export

5. Select the field you want the report to sort by and then the fields for the report range (in the
example above, from "A Shift" to "standard".) If you want a report on only one person or door
in the range of fields, select the same item in From and To. In the example below, you will
only get a report on the user Cooper.
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Customizing Report

Lazt Name
First Mame

User 1D
= Previgw

Print
Expont

Clogze

On the right of the dialog box, choose the percentage of the screen you want to use to view
the report (75% usually enables you to view the whole page) and then click Preview, Print, or
Export. Naturally, in order to print the report, you must have the correct printer drivers
installed.

Note: Doors by Users and Users by Doors are the two reports that will take the longest to
compile because there could be a large amount of data to check. You may have to wait a
few minutes before the Preview appears.

Your preview screen should show a report like the example below. If there is no company
identification on your report, follow the procedure in Report Information.
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fiot WKALRA

Solitaire 950 Access Group Time Zone By Doors

Printed on :

15-Feb-2005 at 3:29:55PM

Door Location Access group Time zone name
DOOR #1 Enginearing
Defaul Always
Engineering Oavy Shift
Market Office Day
Production Might Might Shift
DOOR #2 ENGZ2
Production Might Might Shift
Market Office Daw
Engineering Day Shift
Defaul Always
LOORZ door
Defaul Always
Engineering Oavy Shift
Market Office Day
Production Might Might Shift
Engineering 2 Main
Production Might Oavy Shift
Market Always
Engineering Always
Defaul Always
Enginearing 3 Main
Defaul Always
Engineering Always
hdarket Always
Production Might Daw %hift
M ain RLC
Production Might Day Shift
Market Alwaws
Engineering Alwaws
Defauk Alwaws
M ar-001
Defaul Always
Engineering Davy %hift
hdarket Office Day
Production Might Might Shift
b ar-002
Production Might Might Shift
Market Office Daw
Engineering Day Shift
Clogmiils L

Note: The Export action involves other dialog boxes, which will appear sequentially, asking
you to choose value separators, format and destination for the report.

8. Select the format for the exported report.

Format:

I Character-separated values

g ra
Comma-zeparated values [C5W)
Crystal Reports [RPT]

Data Interchange Format [DIF)
Encel 2.1 [<L5]

Cancel

i

9. Select the destination you want to export the report into.
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Export

Format:

I Character-separated values
Cancel

]|
_Careel|

Destination:

[
| Disk file i

Ewchange Folder
Lotus Motes D atabase
Microzoft Mail [MAFPI]

10. You have a wide choice of applications and document formats as the destinations. After
selecting the destination format, you will choose the separator. Select the type of separator
appropriate to the destination application (a colon in the example below). Some applications
such as Microsoft Excel don't need separators for data, as the data appears in cells.

Character-5eparated ¥alues

Separator: ||
Delimiter: " Cancel |

Next, you can select the date and time formats for your report, or accept the formats built into the
overall format you have chosen. This is mainly a question of preference for day/month/year or
month/day/year.

Mumber and Date Format Dialog [ ]

¥ Same number formats as in report Ok,

[v i5ame date formats as in report Cancel |

The next two pages provide two examples of commonly printed reports in common formats.
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1. Access Group Timezone by Doors in Excel 5.0

15-Feh-2005

Time zone name

Always
Diay Shifr
Office Day
Might Shift

Might Shift
Office Day
Diay Shift
Always

Always
Diay Shikk
Oiffice Dlay
Idight Shift

Diay Shift
Always
Always
Always

Always
Always
Always
Day Shift

4
]
¢ Solitaire 950 Access Group Time Zone By Doors
T
g
k]
10 Printed on :
11
12

=R
4
15 Door Location Access group
18
17 | DOOR #1 Engineering
18 Diefault
19 Engineering
20 Pelarket
| Froduction Might
22 |DOOR #2 EMG2
23 Production Might
24 Market
2R Engineering
25 Diefault
27 |DOOR: doar
28 Diefault
29 Engineering
20 Mlarket
ki Froduction Might
22 | Engineering 2 Ml ain
33 Froduction Right
a4 PMarket
35 Engineering
a6 Diefault
a7 | Engineering 3 [lain
a8 Diefault
34 Engineering
40 Melarket
41 Froduction Might

at 317:31PM
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b~ |
g
5

0 &9
b=

KARA

olitaire 950

All Users Report

Printed on : 15-Feb-2005 1:27:56PM
User ID User Name Department User Group Access
4S0666054 Adams Al Froduction D efault
929909999 Bates Luke Froduction D efault
169 Birks Bob Froduction [ efault
123456 Black Barb bl ark eting ol ark et
951034738 Burana Carmina b ark eting bl ark et
741 Carter Chris Shipping D afault
22 Carter Mary Ellen Shipping Froduction Hight
1 Chinaski Raymand Engineering Engineering [refault
292 Colling Charlie Froduction [ efault
2 Cooper Elzabeth Engineering Engineering Engineering
28 Copy OfCarter Mary Ellen Shipping Froduction Hight
G Daniels Robert Froduction [ efault
539542128 Donutz Duncan b ark eting D afault
TE6515764 Drewe N ancy Admin Engineering
293520292 Edwards Elmer Admin Enaineering
400 Emery Ed Engineering D afault
S221206655 FraserFiona Admin Engineering
STES02TE1 Gale Andrea Shipping D efault
164 Green Gearge Admin Engineering
240262183 Horton Tim Admin Engineering
100 James Jack bl ark eting M ark et
399 Jdanes Jarry Engineering D afault
BE234502 Jones John Admin Enaineering
170 Lane Leslie bl ark eting bl ark et
TE1TE3413 Lennox Luey Admin Engineering
4 Lopez Lucy Admin Engineering
238147140 Marshall Mary Temporary [ efault
S Miller Martha Admin Engineering
TO7Er3954 Miller Stewe Tempaorary [ efault
4356566 R eed Rex Temporary D afault
388 Roberts Rary b ark eting bl ark et
20 Seneca Cheryl Froduction [ efault
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Annex

ASCII FILE FORMAT INFORMATION FOR DATABASE
ADMINISTRATORS

To import user information in Solitaire Electronic Lock Systems (Solitaire), an ASCII format is to
be used for maximum flexibility and compatibility with the Solitaire 950 software. Any name can
be used for the file, but for simplicity the name Import.dat is recommended. The following
information is the minimum needed by the Solitaire database: User Id, Last Name, First Name
and Sequence Number. In order to minimize the size of import file and to reduce the risks
inherent to this kind of operation there are 3 types of operations on user records:

RD, record delete;
RM, record modify;
RA, record add.

These operations are used in a batch fashion. For example, RD will be declared only once in the
file with a number indicating how many records will be deleted. The records that come after RD
will be all deleted, their number should be same as the one declared after RD. After that, the end
of file or another operation may be placed.

There are two basic types of data formats: alphanumeric and numeric.

Note: In order to be backwards compatible with version 01.0000, the fields can be filled with
some character in case the data inside is smaller than the maximum value. When filling, for
alphanumeric types, spaces must be appended after the data (ex. Ted ) and for numeric
types, zeroes must precede the data (ex.: 0032).

The date and time of creation and the file format version are the first data items in the file.
After that, the three operations with their respective records are declared. The version
number is made of the high version number, a dot and the lower version number (ex.
01.0000). It corresponds to each version of file format, so in case the import file’s structure
changes, it will be easy to implement a backward compatibility feature. The version
corresponding to this specification document is 01.2000. The import format is the following:

[Date]<TAB>[Time]<TAB>[Version]<CR><LF>

[Record Operation]<TAB>[Number Records]<CR><LF>

[User Id]<TAB>[Last Name]<TAB>[First Name]<TAB>[Sequence Number]<CR><LF>
<EOF>

Symbol Explanation:
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<TAB>
<CR>
<LF>
<EOF>

Field Details
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- inside the square brackets, there is data needed by the import process, in bold
typeface for easier recognition.

- inside these brackets there are special characters necessary for formatting.

- Horizontal tabulation, hexadecimal value 0x09.

- Carriage Return,

- Line Feed,
- End Of File,

Type explanation:
- Only ASCII alphabet letters, a-z, A-Z.

Alpha (A)
Chars

Digits (N)

The following fields are used in all Solitaire systems.

hexadecimal value 0x0D.

hexadecimal value 0x0A.

hexadecimal value 0x04.

Any printable character, the following formats to be used for date and

time:
DD - day
MM - month
YYYY -year.
hh - hour
mm - minute
ss - second
- Numbers, 0-9.

Please note that fill data is optional, is

required only if compatibility with version 1.0 specification is needed.

Fields common to all Solitaire systems:

Field Format Type & Si: e | Fill typ: Repeat

[Date] YYYY-MM-DD 10 chars Zero Once, beginning of the file
[Time] hh:mm:ss 8 chars Zero Once, after date.

[Version] NN.NNNN 7 chars Zero Once, after time.

[Record RD, RM or RA 2 alpha Space Every operation is declared
Operation] only once.

[Number NNNNNN 6 digits Zero Once for each type of
Records] operation

Maximum values for various fields:

172
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[Date] -DD: 0lto31
MM:  01to 12
YYYY: 2000 to 2029

[Time] hh: 00to 23
mm: 00 to 59
SS: 00 to 59

[Version] High version: 01 to 99
Lower version: 0000 to 9999

Please note that the present version is 01.2000
[Record Operation] - RD, RM, RA
[Number Records] - 000000 to 999999

System specific:
The following fields are specific to Solitaire 950 system. The only thing required is to respect the
maximum length of the fields and the maximum values. Filling the data is optional.

Solitaire 950
Field Format Type & Size Fill type Repeat
[User Id] NNNNNNNNN | 9 digits Zero Once per record
[Last Name] AAA...AAA 19 alpha Space Once per record
[First Name] AAA...AAA 19 alpha Space Once per record
[Sequence NNNN 4 digits Zero Once per record
Number]

Maximum values for various fields:

[User Id] - 0 t0 999999999

[Last Name] - Anything from a/A to z/Zs (19 characters)
[First Name] - Anything from a/A to z/Zs (19 characters)
[Sequence Number] - 0 to 9999

The sequence number, if not used by the system, will be ignored, so it should be have the value 0
for clarity. Also, the fields can have any length and any value. But if a field is too large for a
certain system, the software will truncate the value it reads. To avoid confusion, it is strongly
recommended to respect the limits and maximum values described above.
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In order to minimize problems that can be due to lack of space on hard drive, first place the delete
operations, RD, at the beginning of the file with the update operations, RM, next and then, at the
end, place your insert operations, RA.

Examples of import files

Here is an example of import files for Solitaire 950 to show how the sequence number is used.
The examples illustrate also the filling of data, some fields are filled with zeroes or spaces and
others are not.

Solitaire 950:

2005- 01- 25 10: 47: 30 01. 2000 RD 000001
123456789 Hut chi ns Ted 1234
RM 02

999999999 Bat es Luke 9999
00001235 Ri val di Ant oni a 0235
RA 3

123456 Lei gh Bruce 1
1234567 Chan Jack 12
12345678 Norris Charl ene 123
12345678 Norris Charl ene 0
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