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1 Windows®-Based Instruments

1.1 Overview

Rohde & Schwarz is dedicated to ensuring that all R&S products are shipped virus-
free. Instruments that run Windows operating systems should be protected from mal-
ware just like any other PC. Users are strongly advised to take measures to protect
their instruments such as using anti-virus software and installing OS patches and up-
dates on a regular basis. It is highly recommended that you work closely with your IT
department or system administrator to ensure compliance with your company policies
when connecting instruments to your company’s network.

1.2 Computer Virus Control Program

Rohde & Schwarz recognizes the potential risk of computer virus infections on Win-
dows-based instrumentation which are connected to local area networks (LANSs).

Rohde & Schwarz has established processes within the company to take all reason-
able precautions to prevent the spread of viruses from instruments to our customers’
computers and networks:

e All computers used within Rohde & Schwarz that may be connected to instru-
ments destined for customers are equipped with centrally managed firewall
and anti-virus software and maintain the latest virus definitions. Computers and
removable storage devices are scanned regularly to prevent the spread of
computer viruses.

e Strict virus control protocols have been established in manufacturing, service,
support, sales, distribution and demonstration environments. This includes the
use of isolated LANs, scanning of instruments and removable storage devices
and/or re-imaging hard drives, as appropriate depending upon instrument con-
figuration.

e Procedures have been established for all Rohde & Schwarz employees who
come in contact with customer instruments to reinforce anti-virus security pro-
tocols. This includes all personnel from manufacturing, service, support, sales
and distribution.

1.3 Preventative Maintenance Considerations

The steps described above help to guarantee that any instrument from Rohde &
Schwarz will be virus-free when delivered to the customer. From that point on it is the
user's responsibility to ensure the security of the instrument.

Before connecting the instrument to your company's network, please consult with your
IT department or system administrator to determine what specific policies apply. Re-
member that the instrument appears to be a standard computer to the network. Follow
your company’s policies with regards to computer security and virus protection.
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It is also important to update both the virus definitions and operating system regularly.
Rohde & Schwarz recommends checking both virus definitions and operating system
updates, in addition to scanning the instrument for any malware, at least once per
week. Be sure to always update the OS and anti-virus definitions if advised to do so by
your IT department or system administrator. The following steps should be taken to
ensure the instrument’s operating system is protected:

e Use the Internet firewall on the instrument.

e Scan all removable storage devices (e.g. USB thumb drives) that are used with
an instrument regularly and deactivate the Autorun / Autoplay function to pre-
vent inadvertent execution of malicious code from these devices.

e Install the latest Windows® patches and updates on the instrument.

e Scan the instrument regularly with anti-virus software, and keep virus definition
files updated. It is NOT recommended to run anti-virus software in the back-
ground (“on-access” mode) as this will impact instrument performance signifi-
cantly.

1.4 User/ Admin Account

Windows requires that users identify themselves by entering a user name and pass-
word in a login window. In general, R&S instruments provide a factory-installed auto-
login function, i.e. login is carried out automatically during the startup of the instrument.
The factory default for this auto-login function has administrator rights with unrestricted
access, so that printer installation and network configuration are possible.

For many instruments you can set up two types of user account, either an administra-
tor account with unrestricted access to the instrument OS or a standard user account
with limited access. You can manage the accounts via Windows Start = Control
Panel = User Accounts. Refer to the instrument user manuals for more information
on how to change or add new users and on how to de-activate the automatic login.

B control Panet
File Edit View Favorites Tools Help
T search Folders 1«

@ Control Panel

Pick a category

Printers and Other
% Appearance and Themes 9 i
=

-

Metwork and Internet - ? User Aocvonts
. Connechions L
" - -
Add or Remove Date, Thvee, Language,
Programs i and Regional Optinns

\ Soundy, Speech, and
".f, 2t b , Aoces sibility Options

)

- Performance and 3
¢
‘ Maintenanee i\y Security Center

Note: Changing firewall settings, installing and configuring Anti-Virus software and
Windows updates require unrestricted administrator rights.
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2 Firewall Settings

With Windows XP SP2 and later versions, a firewall can be used to protect a computer
or instrument against attacks from the network. R&S instruments are shipped with the
Windows firewall enabled and preconfigured. Having the firewall activated on the in-
struments is helpful even when you use the instruments within your company’s pro-
tected network. With the number of worms, viruses and other malware circulating on
the Internet today, it is inevitable that something will penetrate the enterprise firewall.
Instrument firewalls not only help protect against threats inside the perimeter, but they
can also prevent the spread of many viruses and worms.

If you have additional requirements for security and protection please contact your IT
department or system administrator to ensure conformity with your company’s security

policy.

2.1 Firewall — Port Configuration

R&S instruments are preconfigured in such a way that all ports and connections for
remote control are enabled. See the following table for details:

Ports Service Description

21 tcp FTP Instrument web server - FTP port

80 tcp (HTTP) Web server Instrument web server (LXI)

111 tcp, 111 udp Portmapper Portmapper service for VXI-11 / LXI

161 udp SNMP Standard ports for SNMP agent

162 udp

705 tcp (AgentX)

319 tcp udp 1588 PTP LXI Class B/A — IEEE1588 PTP (Preci-

320 tcp udp sion Time Protocol)

2525 tcp RSIB R&S SCPI socket connection

4880 tcp HiSLIP High Speed LAN Interface Protocol

5025 (data) TCP Socket ‘Raw SCPI’ socket connection

5125 (abort)

5044 tcp udp LXI Class B LXI LAN messages and events
Multicast address udp: 224.0.23.159

5800 tcp VNC Instrument soft front panel via web

5900 tcp server (Browser interface)

13217 tcp udp RS Installer R&S Software distributor service

14142 - 16383 tcp udp ONC-RPC Sun ONC-RPC protocol — VXI-11

(dynamic assignment)
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2.2 Changing Firewall Settings

Rohde & Schwarz highly recommends the use of the firewall on your instrument.

Note that changing firewall settings requires administrator rights. You can manage the
firewall settings via Windows Start = Control Panel = Windows Firewall:

== Windows Firewall X

General | Exceptions | Advanced

Windowes Firewal is blocking incoming network connections, except for the
programs and services selected below, Adding exceptions allows some
programs fo work better but might Incres=e your security risk.

Programs and Services:
Name -~
B CG fFastCol
[ File and Prinder Sharing
MHTTP
[FLaunch TightyNG Server
[ Mezzage Qusuing
[ Peer Name Resaiution Profocol (PNRP)
MIRAS Proxy instaliation Service
[ Remote Azsistance
[ Remote Desitop
MRS _NRPY
Tight VNG Viewer
BRI D8 Frmmsnrnek

[agaprogram. | [ addpor | [ Bt | [ peme

[¥] Display & natitication when Windows Firewsd blocks & program

ar taks of £ a?

Problems that are related to the default firewall configuration appear in two ways:

e Client programs may not receive data from the instrument.
e Server programs that are running on the instrument may not respond to client
requests.

If a program is being blocked, you may receive the following Windows Firewall Security
Alert:

= Windows Security Alert El

B To belp protect your compuier, Windows Fuewall has blocked
zome features of thic program,

Do pou want to keep blocking thiz program

Hame:  ADL Instant Messenger
Fubfsher  Amenca Orime; Inc.

| EespBiockng | [ Lnbock | [ uk MeLater |

Mindows: Firewall has blocked this program fiom acceptng canneckians fiam the.
Irkamet ar a palwork. I pou iecogreze the program or sl the pubksher wou can
unbleck it Whan shows Lurblock 3 program

To unblock the program, click Unblock in the Security Alert dialog box. You can find
a detailed description for firewall setup and configuration at:
http://support.microsoft.com/kb/875357/en-us
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3 USB Devices

USB thumb drives and removable hard drives are now common throughout the work-
place, as they have considerable storage capacity and can be used to store instrument
settings, measurement results, hardcopies etc. in a very convenient way. However,
they also introduce new problems; a large number of viruses, trojans and other mal-
ware infect computers via USB storage devices. Once an infected USB drive is
plugged into an instrument, the malware on it can spread through the whole network.

3.1 Disable USB Autorun Function

Generally, viruses that propagate via USB drives use the “autorun” function of Win-
dows, as it does not require any user confirmation and runs silently in the background.
R&S instruments are preconfigured with the Autorun / Autoplay function disabled. This
prevents any malware from automatically executing itself from a USB drive.

You can control or change the settings using the Group Policy editor.

If the instrument is used on a corporate network, and is a member of the network do-
main, then Group Policy settings can be configured centrally by your IT department or
system administrator.

e Click Windows Start = Run and then enter gpedit.msc to open the group
policy settings.

e Go to Computer Configuration = Administrative Templates = System,
scroll down and double-click on Turn off Autoplay to start the settings dialog:

20

Seting | Explain |

% Tum off Autopiay

Mot Configured
& Enabled
" Disabled

— - &

Suppoted on: Al least Microsoft Windows 2000
Previous Seting | Mot Sefting 1

Cl'!(lfx\mll&pp\,-l

e Click on the Enabled radio button, then from the “Turn off Autoplay on” drop
down list select All drives to prevent any program from automatically execut-
ing from any USB drive or other removable media.
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e Note: If System is not listed, a settings template needs to be added. Right-
click Administrative Templates and choose Add/Remove Templates.... In
the dialog, click Add, and select “system.adm”. Click Open and Close to re-
turn to the main window.

You can find a detailed description of the autorun function, if required, at:
http://support.microsoft.com/kb/967715/en-us

3.2 Scan USB Devices

Rohde & Schwarz recommends scanning USB thumb drives and removable hard
drives with anti-virus software on a regular basis to keep them free from malware.

Use your computer and your anti-virus software to scan the USB storage devices be-
fore inserting them into a R&S instrument.
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4 Anti-Virus Software

As with personal and business computers, users must take appropriate steps to protect
their instruments from infection. Beside the use of strong firewall settings and regularly
scanning any removable storage device used with a R&S instrument, it is also recom-
mended that anti-virus software be installed on the instrument. While Rohde &
Schwarz does NOT recommend running anti-virus software in the background (“on-
access” mode) on Windows-based instruments, due to potentially degrading instru-
ment performance, it does recommend running it during non-critical hours at least once
per week.

Today’s anti-virus software requires a significant amount of system resources (both
hard drive space and memory consumption). Therefore some instruments may not be
capable of installing or running anti-virus software due to limited resources. Other op-
tions in that case are to scan these instruments with software run from a USB thumb
drive, or to mount these instruments as a drive on the network and scan them from
another computer with anti-virus software. These options will be detailed later.

Note: The following sections are intended to highlight recommendations for anti-virus
software, using as examples a few commonly used programs. It is recognized that
there are other capable programs; the ones used in the following sections serve as
general examples and the principles apply to other programs which may be used by
your IT department or system administrator.

Installing, configuring and using anti-virus software requires administrator rights.
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4.1 Norton™ AntiVirus 2010

This section describes the installation, configuration and use of the anti-virus software
Norton AntiVirus 2010 on R&S instruments.

4.1.1 Installation

Install the Norton AntiVirus 2010 software on the instrument as described in the ven-
dor’'s manual. Deactivate the control check box | want to join the fight... on the instal-
lation welcome page and start the installation with Agree & Install:

Thank you far choosing Merton AntiVirus 2010

After installation completes, Norton AntiVirus 2010 tries to connect to the Symantec
server to get the latest virus signatures and program updates (a process called Live-
Update).

4.1.2 Requirements

Norton AntiVirus 2010 has the following requirements:

e 200 MB Free space on the instrument’s hard drive
e 256 MB Memory
e Windows XP SP2 or later

Make sure that as a minimum Windows XP SP2 is installed on your R&S instrument.
Refer to the instrument’s user manual for how to check the current OS version. If it's
based on an older version, contact your R&S representative for update possibilities.
For many instruments R&S provides an instrument recovery DVD with the latest OS
version for re-imaging the instrument’s hard drive.

During LiveUpdate or a virus scan, two processes (both named ccSvcHst.exe) run on
the instrument and occupy up to 270 MB of memory.

Therefore, Rohde & Schwarz recommends that the firmware on the instrument be
stopped before starting LiveUpdate or a virus scan. Refer to the instrument’s manual
for how to stop execution of the instrument’s firmware.

1EF73_Oe
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4.1.3 Deactivate Automatic Updates and Virus Scans

Symantec LiveUpdate needs an Internet connection and administrator rights in order to
be executed. The updates are downloaded from the Symantec server or from a proxy
server in your company. Contact your IT department or system administrator for details
on your company’s policy.

Configure “LiveUpdate” and “Scans to be executed on demand” to avoid degradation
of the instrument’s performance. Double-click on the Norton AntiVirus icon in the sys-
tem tray to bring up the main dialog:

| um Fesdnacs Warton fccount

i

—

Secure

L qucrscn | Lt 202040
Tt il Syviem Scan Ll run: 282010

T Capstonn S

oui hirve 30 darys of subscription remaiing  [EOEL SRl

Deactivate both Automatic LiveUpdate and Pulse Updates in the Computer Set-
tings dialog:

@ Bt tings
Settings
D Computer Seftings Ui Sucion Detausy -
Sean Enrlusions LConfigure [+] L&
Hignaire Eachisions s [+]
Hrsdght atwon i = 0n a
Scan Perfonmance Profiles = Sandard Trust ?
Roal Timwe Protectisn 3
Antizmywars =—n Confiie F+] 2
At Prifect — On
Caching —_ an
Eafiy Load == (iff
Rernovabis Medie Sean = an
_— an 7
BOMAR Attvanced kace B ALsamatic
Remave Advanced Detsclions Adomatically — == O
Fumave Advanced Detactions &1 am sway == in
Updites 7
Attt | ipdatn = On
Pulze Undates = ot ]
J Wetwark Settings by
f ; Miscellaneous Settings »

Save the settings with OK.
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The final step of the configuration is to deactivate automatic virus scans. Bring up the
main dialog as in the steps above and select Run Custom Scan.

Select Scan scheduled to modify the list of scheduled virus scans:

Selectan item to launch a scan

ﬂ
E Eull Systern Scan Scan scheduled
== Drive Scan
= FaolderScan
= File Scan

Create Custom Scan m

Delete entries in the schedule dialog until the drop down box is empty. This deactivates
any automatic virus scans:

“Schedule |

i1 LA 12:00 PM every Tue, Thu of every week, starting 2/5

Schedule Task: Start time:

¥kl | v | |12200 PM

|| Advanced..

Schedule Task Weekly

Every |ﬁ:_ﬂ week(slon, [ |Man [Jzat
- Tue |:| Sun
[
Thu
CIFri

Show multiple schedules,

ok J| Caricel
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4.1.4 Update Virus Signatures and Scan for Viruses on Demand

To start LiveUpdate for the virus signature database and the anti-virus software on the
instrument, you need an Internet connection. Double-click on the Norton Antivirus icon
in the system tray to bring up the main dialog:

Secure
sVETE] nting

eave Feedback

Cretails

Morfon Account Help & Support »

Network Shllinge
Wilnarabiity Profection

Mohwork S il

; .

Norton

Irtrusinn Prevention

When LiveUpdate is finished, press the OK button.

g Norton LiveUpdate

Norton LiveUpdate

You have 30 dovs of subscription remaining Subscribe How

Nortan LivelUpdate |5 in progress

&4 Check for updates

¢4 Downlosd updates
Wt Process updates

— ee—

Completed
Completad

Installing update 50f 8

Once the virus signature database is updated you can start the virus scan process.
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To start the virus scan process press Scan Now in the main dialog:

Mau frve 30 days of subscription remaing

L Funitunck Martan Res st

nli .

Computar Eelloas

et completed

Fllin il Syt Scan et complmted
Finy Guston Saan

Norton

Yo have 30 oy of sibacription remainng (TR

You can either scan commonly infected areas (Quick Scan), scan your entire instru-
ment (Full System Scan), or run a custom scan of drives, folders and files (Custom
Scan).

@ Full Systemn Scan

Full System Scan

Mo viruses or other security risks were found.

| Resus Sumumary. [T TTNGEL 0o M G LT

¥ Total ems scanned 48,353
» Totd securty risks detectea o
# Total secuity risks resoned

Total items that require attention o

When the scan process is complete click on Finish to close the dialog.
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4.2 Kaspersky® Anti-Virus 2010

This section describes the installation, configuration and use of the anti-virus software
Kaspersky Anti-Virus 2010 on R&S instruments.

4.2.1 Installation

Install the Kaspersky Anti-Virus 2010 software on the instrument as described in the
vendor’s manual.

l’—g Kaspersky Anti-Virus 2010 =g i g

Welcome to Kaspersky Anti-Virus 2010
Kaspersky Setup Wizard

This wizard wil instal Kaspersky Ant-Virus 2010 (9.0.0.736)
0N your complter

We advise you to dose all other applcatons before
CONtNUINg

Click Meset to contirue installabon.
Chick Cancel to exit Setup Wizard.

Sefect "Custom nstalaton” If you want to change settings
during te mstallation (recommended for advanced users)

[l custom nstallation [ Next> J | (Cancel ‘

After installation completes, you should start Kaspersky Anti-Virus 2010 to connect to
the Kaspersky server to get the latest virus signatures and program updates.

4.2.2 Requirements

Kaspersky Anti-Virus 2010 has the following requirements:

e 300 MB Free space on the instrument’s hard drive
e 256 MB Memory
e Windows XP SP2 or later

Make sure that as a minimum Windows XP SP2 is installed on your R&S instrument.
Refer to the instrument’s manual for how to check the current OS version. If it's based
on an older version contact your R&S representative for update possibilities. For many
instruments R&S provides an instrument recovery DVD with the latest OS version to
re-image the instrument’s hard drive.

During a virus signature / program update or a virus scan, two processes (both named
avp.exe) run on the instrument and occupy up to 320 MB of memory.

Therefore, Rohde & Schwarz recommends that the firmware on the instrument be
stopped before starting updates or a virus scan. Refer to the instrument’s manual for
how to stop execution of the instrument’s firmware.
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4.2.3 Deactivate Automatic Updates and Virus Scans

Kaspersky Anti-Virus 2010 needs an Internet connection and administrator rights in
order to be executed. The updates are downloaded from the Kaspersky server or from
a proxy server in your company. Contact your IT department or system administrator
for details on your company’s policy.

Configure virus definition updates and virus scans to be executed on demand to avoid
degradation of the instrument’s performance. Double-click on the Kaspersky Anti-Virus
icon in the system tray to bring up the main dialog:

Click on My Update Center. To deactivate automatic virus / program updates select
Manually under Start update = Run mode:

asparsky Anti-Vims 2000

Scan My G t

Databases status:
Datatiasns rebonss tale

=

oy Charantie ] Repart ) Sedings

Foe £ 1GW

Pl wed coompatm sean

a My Update Center

Updaling daidinse: s
spphcalion odule

Security+
Achekvasnal lisis (04 Davtven
F  pintecten ot pax comeunt

Thaast typost
Maly

Fulkes for securty annlysts

@ st und
Flwped

Fun =

Every | day(s)at 12:00 AM

Holgr | By Kaspersky Account | Sappont | Licenses 30 ieys remmining

settings...

To configure automatic virus scans select Settings in the upper right of the main dia-

log:

|-.< Kaspersky Anti-Virus 2010

K Ky
Anti-Virus 2010

ia My Protection

Protsction of et coinputs

Scan My Computer

Pl wed coompatm sean

4, My Update Center
Upedsting dutatinpes seni
spphclior e

Security+
Achekvasnal lisis (04 Davtven
F  pintecten ot pax comeunt

Cinline
g
o .

ar is protictod

activity

Hudgr | By Kaspersky Account | Sapport | License: 30 days remaining

phicalion 1= metalled

—~ .

Oy Dhaaraofiie 4] Reot £ Seftings }
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Select Full Scan in the left hand navigation pane and then Settings to configure the

Run Mode:

Anti-Virus 2010

W Protecton
£ Fie Anli-Vrus
Mak Arti-Viruz
& Wt Arl-Virs
o2 M Ar Vi
I Prosctys Dafenzs

TR

2 Cojscts Scan
¥ “uinerabity Scan
i My Lpdate Center
. Optians
€ Iiwants snd exchisions
& hlotwiork
B tiolitications
= Reports and Starsges
= Feedback
[ Appenrance
8 Gaming profie

Securily lavel
Current securfly yet  Reconumended

Optanad protoction
Approprisie for most users

(|

Action

Onitvest defoction: Sebect action automaticalty
(#) Select action auomalicaly
{0 Select adlion

Run moda
St zcan Ewery T dayya) at 12:08 AM
Scan scope

Scan scope  Default level

o Canzei

Lty

Select Manually under Schedule and confirm with OK to deactivate automatic virus

scans:

= Full'Scan

— User account

|:| Bun task as

Drarys

e

Help
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4.2.4 Update Virus Signatures and Scan for Viruses on Demand

To start updates for the virus signature database and the anti-virus software on the
instrument, you need an Internet connection. Double-click on the Kaspersky Anti-Virus
icon in the system tray to bring up the main dialog:

To start the update process select My Update Center on the left hand tabs in the main
dialog and then Start Update:

PE kaspersky antl-Virus 2010 - O&

oo Duarantine )] Report £} Setingn

Kasnersky

Anti-Virus 2010

! My Protection
Protagion of pour congaie

Antirus Qulabases AN DroprAM MSaEs snsutes B most

= Databases status: up to date
Scan My C e Ontabases rebonen dut 21129107 35 50 Au
Fles. el sumiades = Threat ypes: Tolat  Datsbasen releane date:
Hwre 35743 2 0T 56 00 A
Pristang stes 13056 SAIENI0 1L 000 AM
MnSckous orgks 115 TADCOCS Q 24:00 &M
My Upc.l.ate cfﬂt‘!' Fides 1or s2cLry snalysn ey SRR 14 D400 AM

Scblivered Vi fox bt
AT tion o o comje

¥ to the previous databases
ugt datahase due 1o o cannection takere you can rad back b the

Medp | My Kaspersky Account | Suppart | Licens,

To start a virus scan select Scan My Computer on the left hand tabs in the main dia-
log and then Start Full Scan:

persky Antl-Virus 2010 =
o Ousrmmtine ] feport ) Settings

Your computier is proteried

(i
Taial varuion 0 fue Applicalion i= insillid

puter

® SrEBENCE 3F STHIES. TUARE WONTE, SRy WAE SUTWAYE vulerATities

y My Protection

Prulecton of pos ponmuts

Start Quick Scan

HNeret atated

7, My Update Center
w quEf:m mdn Start Objects Scan

. Bt e e s

[#] i3 W Dncumeriz

Sec (2] 2 g email

L 7] s v c i)
At e b bty - DLE

3 prpheciion of yone camputey [l @ veuse o)

Fhp | My Kaspersk

Other options for virus scanning are Quick Scan or Objects Scan.
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4.3 Microsoft® Security Essentials

This section describes the installation, configuration and usage of the anti-virus soft-
ware Microsoft Security Essentials on R&S instruments.

4.3.1 Installation
Install the Microsoft Security Essentials anti-virus software on the instrument as de-
scribed in the vendor's manual. No Internet connection is necessary to complete the

installation.

ﬂ Microsoft Security Essentials

Completing the Microsoft Security Essentials
| Installation Wizard

You've successfully completed the Microsoft Security Essentlals
Installation Wizard.

Microsaft Security Essentials
est virus and spyware

definitians

|?u|er for potential threats sfter gstting the istast

Finish

After installation completes, Microsoft Security Essentials tries to connect to the Micro-
soft server to get the latest virus signatures and program updates. To prevent this, de-
activate the control box Scan my computer for potential threats and select Finish to
complete the installation.

4.3.2 Requirements

Microsoft Security Essentials has the following requirements:

e 300 MB Free space on the instrument’s hard drive
e 256 MB Memory
e Windows XP SP2 or later

Make sure that as a minimum Windows XP SP2 is installed on your R&S instrument.
Refer to the instrument’s manual for how to check the current OS version. If it's based
on an older version contact your R&S representative for update possibilities. For many
instruments R&S provides an instrument recovery DVD with the latest OS version to
re-image the hard drive of the instrument.

During a virus signature / program update or a virus scan, two processes (named
MsMpEng.exe and msseces.exe) run on the instrument and occupy up to 110 MB of
memory.

Therefore, Rohde & Schwarz recommends that the firmware on the instrument be
stopped before starting a virus scan. Refer to the instrument’s manual for how to stop
execution of the instrument’s firmware.
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4.3.3 Deactivate Automatic Virus Scans

Microsoft Security Essentials needs an Internet connection and administrator rights to
be executed.

Note: The virus signature updates are downloaded from the Microsoft server automati-
cally if the virus signature database is older than 24h. There is no configuration to dis-
able this automatic update process. Also, Microsoft Security Essentials can not be con-
figured to use a proxy server in your company.

Configure virus scans to be executed on demand to avoid degradation of the instru-
ment’s performance. Double-click on the Microsoft Security Essentials icon in the sys-
tem tray to bring up the main dialog:

Select the Settings tab and Scheduled scan on the left hand navigation pane.
Deselect Run a scheduled scan... to deactivate automatic virus scans.

@ History L Settings

Excluded ez i ) bor
Encluded fie types
Eucluded 5
Adyanced

Microsaft SpyNet

| Save changes || cancal

Store the configuration with Save changes.
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4.3.4 Update Virus Signatures and Scan for Viruses on Demand

To start updates for the virus signature database and the anti-virus software on the
instrument you need an Internet connection. Double-click on the Microsoft Security
Essentials icon in the system tray to bring up the main dialog:

. Al eETie

_—y

Select the Update tab in the main dialog and then press Update to start the update
process:

Ty bl

5 - AL sk

Virus B spyveare definitions status - Connection failed
Memsoft Secunty Estontials wam't sole ta camplata the viiie & spywars cofiitions wpdata on 3/10/2610,
\5

114
M3VR SUF2 yaur CompUtar s Fannarted ta the Tretarmat and sy again

0 Did you know?
‘irus & sy ware definjlions are fles that Micrassft Sscunty Essentias uses 13 idertify maicous o potentialy
HrwEnted TOfTWArE OR your computar. :
Vo should alwsvs beap thesa defimfions Lo ta date (e REp protect your camputesr aganst th atest thrasts

To start a virus scan select Full Scan in the main dialog and then Scan now:

O Settings

5 2 imartering your coraute and

) Custam

Y Re———E —

& YinlE Bospywars defimticar Up'to date

o\ Sehatuled stan suttings
e szan Sundny sround 200 AM (Quick sean) | Charge my scan sahedule

Other options for virus scanning are Quick Scan or Objects Scan.
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4.4 Scanning from a USB thumb drive

There may be instruments that do not have the resources to have anti-virus software
installed. For these instruments, scanning can be done from a USB thumb drive.

4.5 Scanning Instruments from another PC

Before scanning with anti-virus software from another computer the instrument has to
be mounted as a drive on the network.

Note: Scanning instrument hard drives remotely has some limitations and should only
be used if the other options are not available: only visible files can be scanned, mem-
ory and processes will not be scanned, and a rootkit can completely hide itself.

4.5.1 Share Drives of the Instrument

Connect the instrument to the network. Check for the instrument’s computer name and
Workgroup. (This information is needed later on to scan this specific instrument from
your PC). To view these settings use Windows Start = Control Panel = System and
select the Computer Name tab in the dialog:

System Properties e |
System Restore | Automatic Updates I Remote I
General Computer Mame I Hardware | Advanced
- “windows uzes the following information ta identify pour computer
i on the netwark.

Computer description:

or example: “Kitchen Computer” ar “Mary's

F54-000000.
WORKGROUP

Full computer name:

Workgroup:
To uze the Netwark Tdentiication ‘Wizard to join a Metwaork 10 |
domain and create a local user account, click Metwork

0.

To rename this computer o join a domain, click Change. Change. .. |

ak I Cancel Apply

In this case the instrument’s computer name is FSx-000000 and is part of the work-
group WORKGROUP.
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Start the Windows Explorer on the instrument and expand the folder My Computer to
see all the drives. Right-click on Drive C: to open the context menu and select Sharing

and Security:

& My Documents

File Edt View Favorites Tools Help

IE My Pictures
=] @ My Computer
H=
=R

Expand

l\.g B k;ﬁ : i'__?' ,:‘—-\""593“'5"' [1:” Folders | Iy (% x E‘
Fadf‘esi'_ha Iy Dacuments
@ Deskiop My Music
i ] :
= 5 My Documents &y pictures
Iﬁ My Music o Default rdp

1| deskkap ini
ﬂ empkyscreen. CLP

B = Drive
& [@ cont
B (] shar
3 instrr
= €9 my net
D Entir

@ Recycle |

Copy

Rename

In the dialog which opens up select New Share to enter a name e.g. "DriveC", and

confirm with OK.

General | Tooli | Hatdware Shaing | Securty | Guota | S

‘You can share thit folder with other users on

€ Do net share this loldes

Shaename |3 =

To et permessions for usess who accers this aimissions
folder et the network. click Permizsions £

To configure settings for offine access. chck Caching

Windows Fireveal vl be conligured to allow this folder to be
shared wath othet computers on the network.

Yiew vous ‘Windows Frawed sellings

oK I Cancel ek I

7 X e your ||
=5 netwodc To enable shanng fot this foldet, click Share this
fides —

Share name: (lDriveC ) L
Comment: I Camcel |

Llger limit L
Permissions...

& Mawimum allowed

£ Allow this rumber of Lssrs:

The symbol for Drive C: should now have changed to the symbol for a shared drive:

=

Repeat the procedure for any other drives (e.g. drive D: and E: of your instrument).
This enables a remote virus scan to access all drives of the instrument.
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4.5.2 Mapping Drives and Scanning for Viruses

Open the Windows Explorer on your PC and expand the folders My Network Places
= Entire Network = Microsoft Windows Network = Workgroup.

Note that Workgroup might be a different name if you used a different name in the
workgroup configuration.

Click on the computer name of the instrument you want to scan, e.g. Fsx-000000 in
this example. You will be prompted for a user name and password. Enter User Name
and Password - see the instrument’s manual for these settings.

18l
Flls Ede ‘View Favortes Took '-u.-_-. | f? !
Qe - O - p i I search | Fouurs| > 5 X ) ) .
ENE v Do 21| 8« |
Folders = :
- . b—'_‘)'
(& Desitop A
B L) My Documents
i My Music
3 My Pictures
Connacting to Fsx-000000
# & My Computer i
=1 8 My Network laces.  cer paries F5X-000000\nstrument -
= @ Entire Network Ig 4 j
# Y Microsoft Terma  Password: qu-ul
= Y Microsoft Wind
3 gy Reint ™ Remembar my password
= gy Workgroup
# W Edos
o Fo00t oK cancel |
@ Y web Client Nety
# Recycle Bin

The folders of the instrument will appear in the right hand window. Select Tools in the
menu bar and then Map Network Drive...

@ My Documents i I =10l x|
Fle  Edt Msw  Favoritss | Tooks | Help | &
i Map Network Drive. . < ‘
el ~ EY - : A X i©)
\;} = \J 'ﬁ # Disconnect Network Drive. ., 5 x v
Address’lla My Documents Synchronize. j el
Folders Falder Optians... | size | Type
@ Deskkop My Music File Folder
= e Clbeuments IEMy Pickures File Folder
22 My Music I Default.rdp 0KE Remote Deskiop
@ My Pictures 3] desktop.ini 0KE Configuration Sel
= Q My Computer
H t;a Iy Metwork Places
@ Recyle Bin
| | &
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In the Map Network Drive dialog, map the first shared drive (e.g. ‘DriveC’ of the in-
strument) as a network drive (e.g. ‘N:’ on the control PC). You can use Browse to find
the complete network name of the shared drive (e.g. \\FSX-000000\DriveC’) in the
network tree. Click Finish to complete the network drive mapping. In this example the
instrument drive C: is now mapped to drive N: on the control PC.

Map Netwark Drive x|
Wafindomws can help you cornect to a shaned network Foider
and assign a drive |ether bo the connection so that you can
access the folder using My Computer,

Specify tha drive latter For the connection and the Folder
that you wank to connect to:

Drtve:

m vl
Foler: | 1/FS%-000000DriveC =] Erowss..
Exampla: lisarvarishare
™ Recoanect at legon

Connect using a differant wser nams.

Sign up For orline storage or cornech bo s

netwicek server,
Cancel

Repeat these steps for any other instrument hard drives and map them to free drives
on the control PC.

~ Beck

To scan the instrument’s hard drive, start the anti-virus software on the control PC. Se-
lect one of the mapped drives of the instrument and run a virus scan. Please refer to
the anti-virus software’s user manual for how to scan a network drive.

In order to return the instrument to its original state, the drive sharing on the instrument
has to be removed: Start the Windows Explorer and expand folder My Computer to
see all drives. Right-click on Drive C: to open the context menu. Select Sharing in the
properties dialog.

W Drive_C(C:) Properties i x|

Address Gereral| Tools | Hardwas Shamng |‘3el:1.lu_v] Quots |

S
=

I

Folders ) Youcan shaie this joides with othat users on you
TA - st retwok Toenabls shanng for this fokder, chck Share this
e folder
=8
™ Do not share this foldes
% Share this falder
= 8 Shaienama  |C =

5 | Comet (M
i Uze limit: 0 Maamum alloveed

" Allowy hes ribmibes of seer :l_']

To el permiaions fof users who aocess this
e irpomoose . || paiesend'|

To configuie settings hor offine access, cick Caching
Caching ___.___J

e pere

Windows Frewal & conbigued 15 E— to be shared
with other computars on the netwerk.

( )I Cancel |

Ok
i

@l 5 &

Expand the Share name list and select ‘DriveC’ then click on Remove Share or on the
radio button Do not share this folder. Finally click OK to remove the drive sharing.
Repeat these steps for any other shared drives, if applicable.
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5 Windows Patches and Updates

Microsoft regularly creates security updates and other patches to protect Windows-
based operating systems. These are released through the Microsoft Update website
and associated update server. Instruments using Windows, especially those that con-
nect to a network, should be updated regularly.

Note that Microsoft Update supersedes Windows Update, which was for Windows-
based products only.

The following sections describe the installation of the Windows Update Agent and its
configuration. This enables the instrument to download and install the latest Windows
patches and updates.

Make sure that as a minimum Windows XP SP2 is installed on your R&S instrument.
Refer to the instrument’s manual for how to check the current OS version. If it's based
on an older version contact your R&S representative for update possibilities. For many
instruments R&S provides an instrument recovery DVD with the latest OS version to
re-image the hard drive of the instrument.

Note: It's NOT recommended to upgrade an instrument from SP2 to SP3 with the Mi-
crosoft Update service, or by manual installation of a standalone service pack execu-
table. For most instruments re-imaging of the OS is necessary.

In general, there are two scenarios for instruments using the Microsoft Update service:

e The instruments are permitted access to the Internet, and download updates
directly from the Microsoft Update server.
e The instruments download updates from an update server in your company.

Microsoft Update

Firewall

WSS server

In the second scenario, system administrators set up a server running Windows Server
Update Services (WSUS) inside the corporate firewall, which synchronizes content
directly with Microsoft Update and distributes updates to client computers and instru-
ments.
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5.1 Installation and Configuration of Windows Update
Agent

Most R&S instruments are based on Windows XP Embedded which is a customizable
version of Windows XP Professional. The OS is scaled and optimized to the require-
ments of the specific instruments. Therefore, in many cases, the Windows update ser-
vice has to be separately installed on the instruments.

Download the Windows Update Agent installer WindowsUpdateAgent30-x86.exe
from the Microsoft web site http://go.microsoft.com/fwlink/?LinklD=100334 and copy it
onto a USB thumb drive. The installation is straightforward and does not present criti-
cal installation options.

The Windows Update Agent installation steps are listed below:

Press CTRL + ESC or click Start to bring up the Windows Start menu and
then start the Windows Explorer.

Select the directory on the USB thumb drive where the Windows Update Agent
installer is located.

Start the installation by double-clicking on the EXE file.

Read and accept the license agreement by pressing the Next Button.

Follow the installation wizard to finish the installation.

To configure the Windows Update Agent settings select Windows Start = Control
Panel and then Administrative Tools = Services and double-click on Security Cen-
ter to bring up the settings dialog:

5, Sapyices =) ] 4|

% Sepvices (Local) . Services (Local)
Security Center Mams - | Bescription | Status. | &
%Remote Registry Enables re.., Started
Stop the service. 5%}F‘,emmvat\]e Storage
Restart the service %Routing and Remat, ., Offers rout, .,

ecurity Accounts ... Stores sec,,,  Started

Description: i Cenket -
?oo:étgﬂrsash\;tsm security settings and %Semndére anmeld,.,  Ermddglicht .., Skarted
: % SErver Supports fil,., - Started
-%Shell Hardware Det,..  Providesn..,  Started

% smark Card Manages a..
5%}SI\IMP Service Includes &... Started
%SNMP Trap Service Receivestr...
%SSDP Ciscovery Ser,., Ensbles dis.,,  Started
% Still Image Service

System Event Motifi.., Monitorss..,  Skarted
%System Restore Se..,  Performs 5.,
&' Tarl Erbmdidae =kl - Ckavkad e
o T o

\ Extended A Standard /
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Select Automatic as the Startup Type and press Start to start the service:

Security Center Properties (Local Compuber) '?I X|

General | Log On | Recovery |

Service name: AMECENT

Display Eme: | Security Center

Munltars system securrty settings al‘ld

com‘lguratlons d
15

D scription:

Fathto executakle:
| CHNINMTISystem32isvohost.exe -k netaves

Startup type: IAutomatic :‘

Setvicestatus:  Started

Start | EalEE Eesume |

You can specify the start parameters that spply swhen you start the
sebvine ffom here.

Start paErEstiers |

Press OK to finish the configuration.

5.2 Configuring Automatic Updates

Windows can be configured to install important updates as they become available by
enabling automatic updating. Optional updates are not downloaded or installed
automatically.

To start the automatic updates go to Windows Start = Control Panel = Security
Center. Open the dialog and select Turn on Automatic Updates.

@ Windows Security Center

% Security Center
Help protect your PC

' MAE S the tiree sacunty essentais are O, [Ftrie sattrgs are rok o)
= recommandstions. Torotum '*o tne Security Center later, open Control Fanel,

a‘__ﬁo SOUTCes &
= Gt the lstest security and vins Firewall © ON
rformation from Microsoft
= Check for the latest updates from -
Utickouis pslats Automatic Updates © CHECK SETTINGS
= Get suppart For secunty-reisted watic Updates is not yet configured for this computer, Cick Turn on Astomatic
Hsles 5 to have Windows automatically keep your computer current with impartant
s (recommended). Hov does Aitomatic Lindates helo protect my comouter?
* Get help about Security Centir Tanen A y
* Change the way Securty Center
alests e .
Virus Protection o ON _|

ige security settings for:

Automatic updates are now activated on the instrument.
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5.3 Instruments connected to a Windows Update Server

Many companies have a Windows update (WSUS) server running on the network. If an
instrument is connected to the network, you can configure it to use the WSUS server
for Windows updates. Please contact your IT department or system administrator to
set up the update configuration of the instrument in compliance with your company pol-

icy.

You can control or change the WSUS client settings on the instrument via Windows
Start ® Run and then enter gpedit.msc to start the group policy settings. Navigate in
the pane to Computer Configuration = Administrative Templates > Windows
Components = Windows Updates.Scroll to and double-click on Specify intranet
Microsoft update service location to start the settings dialog:

[faGrowppolicy =18}
fie  Action Yiew Help
Rl <= o Rl = |

5 Local Computer Policy -l
- m Computer Configuration

3 -] Soltware Satbings
Specify intranet Microsoft update _S:M
4] ] Windows Settings service location .=_31 Do not display Tnstal Updstes and Shut Do
= ..j M"""'at“f_"’m”'““ B =] 3 Do nok adijust def ault option to Tnstl Upd.
- rdows Componer | | Desplay Propertes & tioe A 2
3 Nethweting W Configure Automatc Updates

" Reguremenis: Spetify intranet Microsolt upd

lication .
j ::mu’:um Windows Server 2003, XP $1, 2000 4 Enable chent-sids targeting
- 83 o Fes ’ :
(2 Interrest Inform ‘_? Reschedule Automabic Updates scheduled |
(L1 Security Center Descripbon; :_-_! Mo auto-testart with logged an users for sc
] Task Scheduler Specifies an miranst server to host ;:! Augomatic Updates detaction frequency

411 Tarminal Sarvicy {D:;:‘E::ci‘\wf‘:;‘?:ﬂﬁ;tﬁer :H Allow Autcmatic Updates imenediabe installa
Web gites. ci y use this - L

[ Winsdows Explor update service to sutomaticaly -‘E Delay Restart for scheduled nstallations
1 Windows Irstall update computers on your network. ? Re-prompt for restart with scheduled instal
] Windowes Messs | 1M Allow non-admiristrators bo recaive update

[ wir Media This satting lets you specify a server

on your nietwark to funcbion as an i Eriatie recommended updates via Automat

[ Windows Mavie nternal update service, The \ﬁ‘ Enabiing Windows Uipdabe Power Managem
3 WWindoves Lipdat Automatc Lipdates dient will search .—’g Allow signed content: from mtranst Microsol
) Windoves Media this service for updates that apply to
-5 Systen < | the computers on your network <{ay | ]
K1 I o[\ extended [eadard /

First click on Enabled, then specify the server name within the company’s network to
be used for detecting updates:

2ix]
Setting | Explain |

/% Spacify intranet Microsatt updote service location

Set the intranet updste service for detecting updates:

| hitp: ASUS-Server

Sed the intranel statistics server

[ httpiVWSLIS-Server

(example: hitp: firtranstUpd01)

Supported on  Windows Server 2003, XP SP1, 2000 SP3
e;ms«nml lext Setting I

Note: Make sure that automatic updates are enabled as described in section 5.1.
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5.4 Configuring Automatic Updates

Configuration of automatic updates is very flexible. For example, updates can be
scheduled to a specific day and time, notification to the user can be activated, etc. The
automatic update settings can be managed via Windows Start = Control Panel =
Automatic Updates:

rutomatic Updates x|

Windows can regulnry check Tor important updstes and inatal Inem Tor you,
(Turning on Aulomatic Updstes may sutomaticaly updste Windows Update
software first, before any ofher updaies )

" Automatic (recommended)

@ X Y d | updstes tor my
computer and inatall them:

™ Qowrnload updstes for e, but let mé choose when (o nstal them,
(& potity me but dont sutomsticaly dovwniosd or instad them

" Turn off Automatic Updates.
Your compier iwil be more viinerable unisss you install
upciates requisily
Instal updates from the YWndovys Undale Web ste.

o I Cu'l:u{l |

For R&S instruments, Rohde & Schwarz highly recommends the use of the “Notify
me...” configuration, where confirmation from the user is required before download and
installation. Download of updates and installation can cause performance degradation
on the instrument during that time and may require a reboot. Therefore the user should
control when the update process runs, so that it does not occur when the instrument is
in use.

5.5 Viewing installed Updates

Installed updates can be viewed via Windows Start = Control Panel = Add or Re-
move Programs:

ams =181 x]

Curtenth instalad progr e srd updates 7. Showundates sothy: fame =]
e e PR 3
45 intekpe} Graphics Media Acceler stor Criver
W9 trtekR) Netwarh Connactions 14.7,22.0 See 338
15 S 4,00 562 Parser and 0K Sis  1.2E

] MK 6.0 Parser Se= L54MO

| MsiML 0 50 Ske 49145

451 wirndows Lpdate fgert Instalstion o AAEME

£ wndows Software Upsdates

L Update For Windows ¥ (KBESS461)

My Security Undate For Windows P (KBS6744)
Ay Security Undatn For Windows 3P (KERGOH55) o
A Security Update for Windows P (KEF23561) Inetalled O 1/16/2010

A Secuity Update For Windows 3P (KBI73507) Irstalled On 1/16/2000
& Updars for Windows 3P (KB9T3815) Installed On 11672010
& Secirity Update for Windows i (KB 1545) Ingzaled Om 1{16/2010
i Security Update for Windows 14 (KEST1647) Insafled on 1{17/2000 7]

Make sure that the property Show updates is selected in the dialog box.

1EF73_Oe

Rohde & Schwarz Malware Protection - White Paper 31



Related Documents and Links

6 Related Documents and Links

e NSA Security papers
http://www.nsa.gov/ia/guidance/security configuration quides/

e News about Security threats
http://www.securityfocus.com/

e Microsoft Windows Update Agent — Download Link
http://go.microsoft.com/fwlink/?LinkID=100334

e Microsoft Support: How to disable the Autorun functionality in Windows
http://support.microsoft.com/kb/967715/en-us

e Microsoft Support: Troubleshooting Windows Firewall settings in Windows XP
Service Pack 2 for advanced users
http://support.microsoft.com/kb/875357/en-us

Microsoft, Windows, Windows XP, and Microsoft Security Essentials are U.S. registe-
red trademarks of Microsoft Corporation.

Norton and Norton AntiVirus 2010 are U.S. registered trademarks of Symantec Corpo-
ration.

Kaspersky and Kaspersky Anti-Virus 2010 are U.S. registered trademarks of
Kaspersky Lab ZAO.
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About Rohde & Schwarz

Rohde & Schwarz is an independent group
of companies specializing in electronics. It is
a leading supplier of solutions in the fields of
test and measurement, broadcasting, radio-
monitoring and radiolocation, as well as se-
cure communications. Established 75 years
ago, Rohde & Schwarz has a global pres-
ence and a dedicated service network in
over 70 countries. Company headquarters
are in Munich, Germany.

Environmental commitment

e Energy-efficient products

e Continuous improvement in environ-
mental sustainability

e |SO 14001-certified environmental man-
agement system

Certified Quality System

IS0 9001

Regional contact
USA & Canada

USA: 1-888-TEST-RSA (1-888-837-8772)
from outside USA: +1 410 910 7800
CustomerSupport@rohde-schwarz.com

East Asia
+65 65 13 04 88

CustomerSupport@rohde-schwarz.com
Rest of the World
+49 89 4129 137 74

CustomerSupport@rohde-schwarz.com

This white paper and the supplied programs
may only be used subject to the conditions
of use set forth in the download area of the
Rohde & Schwarz website.

R&S® is a registered trademark of Rohde & Schwarz

GmbH & Co. KG. Trade names are trademarks of the
owners.




