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1. System Requirements

Please refer to the IIS Installation Manual for further information

2. Databases

Standalone Links Database and Multiple Locations

For this scenario, the links database separates information based on location so that
users at each site has access to different information. Classweb.link allows for clients to
have access to different locations based on a parameter in the URL they access.

For example:

Classweb.com/bookings/LoginUser.aspx?lo=1 will display information based  on
Location ID 1 in the links database.

Classweb.com/bookings/LoginUser.aspx?lo=2 will display information based  on
Location ID 2 in the links database.

Multiple Links Databases

For this scenario, information is separated between multiple links databases and/or
multiple locations. This scenario requires an installation of Classweb.link for each of the
databases it will be connected to. This can be achieved by repeating the installation steps
in Section 3.2 using different web sites or virtual directories for each of the databases
that will be connected.

For example:

Classweb.com/DB1Bookings/LoginUser.aspx will display information from the links
database it is connected to.

Classweb.com/DB2Bookings/LoginUser.aspx will display information from a
different links database

A combination of multiple websites/virtual directories and URL parameters can be used
to display different locations, inside different links databases

For example:

ClassWeb.com/DB1Bookings/LoginUser.aspx?lo=1 will display information
based on Location ID 1 of the links database it is connected to.

ClassWeb.com/DB1Bookings/LoginUser.aspx?lo=2 will display information
based on Location ID 2 of the links database it is connected to.

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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3. Classweb.link Installation

Please note this document details in depth all possible ways of completing a
classweb.link installation. It requires an advanced knowledge of IT. If you are
not familiar with the terms used in this document you should refer to the
Basic classweb.link Installation Manual and/or contact your IT professional.

3.11 Install Classweb.link Application Files

Classweb.link comes included in an installation package, to assist with installation of the
website. The installer comes with 3 installation options, and these are outlined below.

® classweb.link Setup =100 1 ® Classweb.link Setup =100 x|
Choose Install Type
ClassWeb Welcome to the ClassWeb.link Chaose the type of instal for Classueb.ink ClassWeb.

Setup Wizard

This wizard wil guide you through the installation of
Classwiebulink, ¥ Creats a now websits

Teis recommended that you dose allsther applications Creates a new websits in Internet Information Services (115)
before starting Setup. This wil make i possible to update
relevant system Files without having to rebaot your

computer. " Create a new virtual drectory

Click Next to continue. Create a new virtual directory in Internet Information Services (11S) and
<anfigure for use

 Install files orly

Installs any the applcation files. This alows Internet Infarmation Services (115)

g_;%::,—’;"‘ o be configured manually

Lirke Vadilar Solifions Py, i)

== <o

* Cancel

Create a new website
Choose this option to have the installer automatically create a new website in Internet
Information Services (1IS) to host the Classweb.link website.

This option is used if IS is not currently hosting any websites, or you wish to create a new
website to work alongside existing websites (e.g. if you wish to use a different domain to
host Classweb.link than the domain that existing websites are using).

When you select the create a new website option, you will be presented with the screen
below. The values you can set are as follows:

11S Site Name - The name of the website you wish to create. This is the name IIS uses to
describe the website internally, and doesn't affect what a user sees
when they access the website

Domain Name - The domain name that the website will be hosting. This is the domain
name that user would enter to access the website externally e.g.
www.classweb.com

Port Number - This is the HTTP (Non-SSL) port that users will access the website
using. This will usually be port number 80.
g [

Create New Site
Classweb. k. ClassWeb.

This screen allows vou o create a new site in 115, Below you will need to specify the name
the new site in 115, the domain name and part number that will be used to access this site

115 Site Name: Class\Web

Domain Name: I v, classweb,cam|
Porthumber: — [gn

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
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Create a new virtual directory

Choose this option to have the installer automatically create a new virtual directory in
Internet Information Services (11S). This option will create a virtual directory attached to
an existing website to allow Classweb.link to run as a subdirectory of an existing website.

For example, if you have an existing website running in IIS under the www.classweb.com
domain, you can have www.classweb.com/ClassWeb running the Classweb.link
application.

When you select the create a new website option, you will be presented with the screen
below. The values you can set are as follows:

Name - The name of the virtual directory that you wish to create. This will be the folder
name that users will use to access the application.

Site - The site name in Internet Information Services (11S) that the virtual directory will
be created in.

=lEix

Create New Yirtual Directory
Classwieb.rk. ClassWeb

This screen allows you o create a new virtual directory in an existing site in 115, You wil
need to select the name of the existing site and enter 3 name For the: new virtual directory

Mame: Classwab]
Sz Default Web Site -

Links IModular Solutions Pty Lid,

< Back. I Mext = I Cancel

Install files only
Choose this option to have the installer install only the application files, without any
automatic configuration.

If you choose this option, manual configuration of Internet Information Services (1S) will
be required before the website will operate. You can refer to the section titled
Configuring 1S in section 3.2.3 for manual configuration instructions.

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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3.1.2 Configure The Database Connection

Classweb.link will need to be configured so that it can access the pre-existing links
Application Database. To do this, you can use the Classweb.link Configuration Tool
supplied as part of classweb.link. As part of the classweb.link installation, this
configuration tool will be run automatically.

In the event you need to access this tool after installation, the tool can be found called
Links.ClassWebConfig.exe in the Bin folder of the Classweb.link application directory.

 findows Auhenicaian]  C SOL Server Authentication

Provider. [Test Provider =

Close Save

1. If links database settings are already available on the server, then they will be
automatically populated in the Database Connection section. If they don’t exist,
the fields will be blank and will need to be completed before saving.

2. Select the region the Web Site settings will run under e.g. if the Web Site will be

used by Australian clients, then you should choose Australia as the Web Region
etc.

3. Select the Payment Provider that corresponds to the appropriate Payment
Provider for your location / environment

4. Click Save to save the settings

Advanced ClassWeb.link Installation
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3.1.3 Configuring IIS

Please Note: If you chose 'Create a New Website' or 'Create a New Virtual Directory'
options in Section 3.2.1 - Installing ClassWeb.link application files, you may skip to Section
3.2.4 - Enabled SSL.

Classweb.link can be configured in IS in two configurations: Web Site and Virtual
Directory. A Web Site in IIS allows IIS to host a web page based on the IP address and/or
the URL that was requested. A Virtual Directory allows you to create a directory inside an
existing web site that will contain ClassWeb.link.

The choice between configuring a Web Site or a Virtual Directory will depend on the
specific requirements of the environment, and will depend on whether the environment
is already hosting other web sites/applications.

This guide will outline three common IIS configurations, however these examples may not
be applicable to all environments and you should consult specialised advice if you are
unsure.

Example 1 - IIS is not hosting any web sites currently

This example will cover configuring the Default Web Site in IIS to host
ClassWeb.link

Example 2 - 1IS is hosting web sites already, and you wish to use a different domain
to the existing web sites

You will need to create a new Web Site and configure it host the new domain

Example 3 - IIS is hosting web sites already, and you wish to use your existing
domain

You will need to create a new Virtual Directory inside you existing web site to
host ClassWeb.link

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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Example 1 - 1IS is not hosting any web sites currently
Windows Server 2003

1. Click on Start > Control Panel > Administrative Tools > Internet Information Services
(11S) Manager
2. Highlight Default Web Site

W Internet Information Services {115) Manager : =] ]

V3 Fle Acion View Window Help “Iﬂﬂ

e @@ XERR(2E[(Z]r = |

) Tnternet Information Services [ Name: [ Path [ status
=504 SERWERZ003 (jocal comput | aspret_dient

B ) Applicstin Pacls |isskart htm

) b Sites | pagerrar.gif

=4 B ice
) aspnet_client
) Web Service Estensior

3. Right click on Default Web Site, and click Properties. The Default Web Site Properties
dialog will be displayed.
21

Directary Securty | HTTPHeaders |  customEwors | AsPET |
‘eb Site performance | ISAPIFiters | HomeDirectory | Documerts

[~ Web site identification

Description:

1P address: ¢All Linassigned) ~| Advanced..
ICP port: &0 5L port

[~ Connection:

Cannection bmeout: 120 seconds

¥ Enable HTTP Keep-Alives

I Enable logging

Active log format:

[waC Extended Log File Format | Properties. .

o | concel Al Help

4. Click on the Home Directory Tab

Default Web Site Properties 4 |
Directory Security | HTTP Headers | Custom Errars | ASPLNET |
webSte | Performance | ISAPIFiters Home Dirsctory | Documents

The content far this r
«
" & share located on another computer
" & redirsction ta & URL

Local path: | c:hinetpubiwwwroot Browse. .. |

[~ Script source access ¥ Log visits
¥ Read || et s s
™ wirite

[ Directory browsing

Application settings

Application name: I Default Application Remove |

Starting point: <Default Web Site>

Configuration, . I
Execute permissions: Ismpts only |
Application pool: IDeFauItApannl - Ulaad |

ot | cenad | aop | wem |

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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5. Click Browse, and select the folder where you installed the Classweb.link application
files e.g. C:\Websites\ClassLink

Default Web Site Properties 4 |
Directory Security | HTTP Headers Custom Errars | ASPLNET |
webSte | Performance | ISAPIFiters Home Dirsctory | Documents

The content far this resource should come From:
& directory located on this computer
" & share located on another computer
" & redirsction ta & URL

Logal path: [ CitwebsitesiClassieb Erowse., |
[~ Script source access ¥ Log visits

¥ Read [ Index this resaurce:

[~ wirite

[ Directory browsing

Application settings

Application name: I Default Application Remove |

Starting point: <Default Web Site>

Configuration, . I
Execute permissions: Ismpts only |
Application pool: IDeFauItApannl - Ulaad |

ot | comcad | ey | wem |

6. Click on the Documents Tab
7. Click Add
8. Type ‘LoginUser.aspx’ in the Add Content Page window

Uirectory securky | HIlPHeaders | CustomEmers | A
WiebSte | Performance | ISAPIFiters | Home Directary DO

i x|
Default content page: ., dd. .\

| Logirlser.aspx 0 _I
Emove:

Enable document footer

Append an HTML Formatted Faoter ko every document your Web
server raturms.

e |

9. Click OK
10. Click Move Up until LoginUser.aspx is at the top of the list

Default Web Site Properties 7|
Direckory Security I HTTP Headers | Cuskom Errars ASP.NET |
webSte | Performance | 154PIFiters | HomeDirectory  Documents

¥ Enable default content page

Cefault.htm Add...
indese,hkm Remave
fisskart.htm

Mave Lp Mave Down

T Enable document Fooker

Append an HTML Formatted footer ta every document your Web
server returns,

I EBrawse, ..

[e]4 I Cancel Apply Help

11. Click on the ASP.NET Tab

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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12. Change the ASP.NET version to 2.0.x —e.g. 2.0.50727 (x will correspond to the service
pack level of the .NET Framework)

13.
14.
15.

Default Web Site Properties x|
webste | Performance | ISoPLFiters | HomeDrectory | Douments |
Directory Security | HTTP Headers | Custom Errors ASPLNET

ASP.NET version:
virkual path:
File: location:
File creation date:

File: last rodified:

Edit Global Configuration ..

Eosoer

I Default Web Site

| CijehsitesiClass\Web|web. config

| Date not available.

| Date not available.

I Edit Configuration. .

o

Concel | aeby | e

Click OK to

Save Changes

In Internet Information Services (IIS) Manager, select Web Services Extensions
In the Web Services Extensions list on the right-hand side of the screen, ensure

ASP.NET v2.0.x (e.g. ASP.NET v2.0.50727) has Allowed Next to it

W Internet Information Services (I15) Manager ~=1o| x|
€4 Fle  Action Vew Window Help IRETET
ces BEEFRR @@m|E[r = 1
€ Internet Information Services R ——
144 SERVER2003 (local comput
) Application Podls 7| Wb Servica Extensian | status
) webSites ¥ Al Unknown CGI Extensions Prohibited
= parat Wib site Allow T AllUrknown T5APT Extensions Prohibied
J App_Themes || [38 Active Server Pages Alowed
) aspret_cherk: Prohibit %8 Asp.NET V114322 Allowed
bi i
j Conti Properties ASPNET v2.0.50727 Alower
Internet Data Connector Prohibiced
) Custom Errors
) Custom o | 1y [] server side Includes Prohibited
) Emai Templete webDAY Prohibitsd
__J Helper Classes
_J mmages 12 Add a new Web service extension
) Javascript
) My Froject T Allow all web service extensions for a
) abi specific application
) sldeMens | 3 oot all eb service extensians
_J User Cortrals
) e Service Extensir | @ open Help
< ]
“ 2|\ Extended A Standard

16. If ASP.NET v2.0.x does not have allowed next to it, then highlight it and click the Allow
button. If ASP.NET v2.0.x does not exist in the list, then you will need to install/re-
install .NET Framework 3.5. After installing .NET Framework 3.5 you will need to repeat
steps 14 and 15 to ensure the ASP.NET v2.0.x web extension is allowed

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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Windows Server 2008

(11S) Manager

S

Click on Start > Control Panel > Administrative Tools > Internet Information Services

Double click on the entry with the name of the server in the Connections section, and

Application Pools and Sites should appear underneath

T —— B
G o (% s » @ -
Fie View Help
@él SERVER2008TEST Home  ———
7 Manage Server
-
Groupby: Ares B ' -
ASPNET N P start
a
8] Sites o @ Stop
g\é (*] .,? View Appication Pools
NET NET NET Trust  Appiication LEE=
Compiation  Globalization Levels Settings @ re
] = = > Orline Help
L L
Connection  MachineKey ~Pagesand  Providers
Sirings Contrals
)
Session State  SMTP E-mail
s
~2 Al il =
4 | y| [E]Features view |- Content view
Ready 4
3. Double-click on Sites
4. Highlight Default Web Site
™E Internet Information Services (II5) Manager -ol x|
@"‘) [@ » SERVERZ00BTEST » Sites » DefauitWebSte » | &6l 1@ -
Fle View Help
@ |7 |8 0 Default Web Site Home _Em R
M- L ) — -l
€5 start Page = Edit Permissions. .
15 SERVER 2005TEST (SERVER 200 Groupby: Area & —
(2} Application Pools ASP.NET - Edit Site
El-{e) Stes ¥ @ = Bindings....
€D Default Web Site A2 F 82\ [£] Basic Settings.
| aspret_dient A4 5 o
NET MET  NETProfie  NETRoks View Applications:
Compiation  Globalization e
L7 1 -
..? é& ey Manage Web Site
NETTrust  .NETUsers  Application  Connection @ Restart
Levels Settings Strings b Start
. - . ® swp
v E R & —
MachneKey ~Pagesand  Providers  Session State Browse *:80 (http)
Controls M
Advanced Settings...
@
= Configure
SMTP E-mail L‘ Limits.
@ rep
Bl »| [E]Features view |2 Content view Online Help =
Ready het

5.
6.

Under the Actions Task Pane on the right-hand side, select Basic Settings
Click on the ... button next to the physical path text box, and select the folder where

you installed the Classweb.link application files e.g. C:\Websites\ClassLink

Site name:
[pefauit web Site

Application pool:
IDEhu\tl\ppPuu\

Physical path:
|c +\Websites\Classweb
Pass-through authentication

Connectas... | TestSettings...

L

oK Cancel

Select..

el

Click OK
Highlight Default Web Site

©®

Under the Default Web Site Home section in the centre of the screen, inside the IS

section, double-click on Default Document

Advanced ClassWeb.link Installation
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g Internet Information Services (IIS) Manager =10l x|

A i@ -

[@ » serveroooeTEST » Stes ¢ Defaultwebsite

File View Help

Default Document
€- |2 |8 0 @ The fle tefalt aspx sxists in
-5 Start Page the current directory. Itis
56 Use this feature to spedfy the default file(s) to return when a recommended that you move
> dlient does not request a specific fle. Set default documents in this fie to the top of the lst to
+|-} Appiication Pools order of priority. improve performance.
E-[8] sites | ‘
S S || o 2o e s
j: App_Themes Default.htm Inherited iy
= bin Default.asp Inherited
[ config index.him Inherited Disable
(] custom Errors index. himl Inherited Revert To Inherited
(] custom Server Contf |  isstarthtm Inherited
) Emal Templates defaultasox Inherited @ nep
[ Helper Classes Oriine Help
[ Images
[ Javascipt
[ My Project
[ obj
[ slideMenu

(5] User Controls

4 | »| [EFeatures View |-~ Content View

Configuration: Default Web Site’ web.config

10. Under the Actions Task Pane on the right-hand side, click Add
11. In the Add Default Document screen, enter LoginUser.aspx

MName:
ILog\nUser.asp)d

] =

12. Click OK
13. The LoginUser.aspx file will be displayed in the Default Document List

g Internet Information Services (IIS) Manager 1ol x|
| @ » seRvERo0STEST » stes b Defaultwebsite » R
File View Help
oot Document o
CHEIE @ i
@5 start Page
& é e e (semvERange | Use this festure o spedy the default fle(s) to retum when = X Remove
o client does not request a speafic fie, Set default documents in £ Moveup
{2} Appiication Fools order of priorty.
E-{8] Sites & Move Down
TR Name | EntryType | :
] App_ Themes Logser.sspx tocal =
 bin Default.htm Inherited Revert To Inherited
5 config Default.asp Inherited @ ra
[ Custom Errors index.htm Inherited D
[ Custom Server Conty | index.himl Inherited Online Help
[ Emal Templates fisstart.htm Inherited
] Helper Classes default.aspx Inherited

(7] Images

[ Javasaipt
(] My Project
(51 obj

[ slideMenu
7] User Controls

il | »| [EFeatures iew |- Content View

Configuration: Defauit Web Site” web.config

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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14. Click on Application Pools in the Connections window

% Internet Information Services (IIS) Manager

=]
(S [ (2 » SERVER2008TEST » Appiication Paois @ < @ -
Fie View Hep
. G Aooticaton Poots e
€|z |8 §! PP 5 Add Application Pool.
N StartPage
< < This page lets you view and manage the list of application pools Set AppAcHKN BT LT
=3 83 SERVER2008TEST (SERVER 2008| -
on the server, Appiication poals are assodiated with worker @ reo
=/ Application Pools processes, contain one or more applications, and provide o
=-14] Sites isolation among different applications. Online Help.
=} Default Web Site
b4 App_Themes Filter: ~ Blce - Fshowal |
bin Name + [ Status | .NET Frame.... | Managed P
Config [Z)Classic .NET App... Started  v2.0 Classic
Custom Errors [lDefadtAppPool  Started w20 Integrated
Custom Server Conty
Email Templates
Helper Classes
Images
& Javascript
My Project
oy
SldeMenu
User Controls
I =
« I I » Features View Content View
Ready =M

15. Under the Actions Task Pane, click Add Application Pool
17. In the Add Application Pool window enter ClassWebAppPool in the name box. Ensure
that the .NET Framework version is 2.0.x — e.g. 2.0.50727 (x will correspond to the

service pack level of the .NET Framework) and the Managed Pipeline Mode is

Integrated.

Add Application Pool

MName:

21|

ICIass\"a’ebAppPocI

.NET Framework version:
| NET Framework v2.0.50727 |

Managed pipeline mode:
IInhegrahed - l

V| start application pool immediately

[ o 1]

Cancel

18. Click OK

19. Click on Default Web Site in the Connections pane
20. Under the Actions Task Pane, click Advanced Settings
21. In the Advanced Settings window, highlight Application Pool

B (General)
Application Pool DefaultAppPool =
Bindings http:=:80:
jul 1
Name Default Web Site
Physical Path C:\Websites\ClassWeb

Physical Path Credentials
Physical Path Credentials Logon Type ClearText
Start Automatically
El Behavior
Connection Limits
Enabled Protocols

True

http

Application Pool

[applicationPoal] Configures this application to run in the spedified application pool.

oK Cancel

4

22. Click on the ... button next to DefaultAppPool

Advanced ClassWeb.link Installation

Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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23. In the Select Application Pool window, select ClassWebAppPool from the drop-down
x|

Application pool:

Properties:

.MNet Framework Version: 2.0
Pipeline mode: Integrated

[ o | cone

24. Click OK
25. Click OK to close the Application Settings window

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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Example 2 - 1IS is hosting web sites already, and you wish to use a different domain to the
existing web sites

Windows Server 2003

1. Click on Start > Control Panel > Administrative Tools > Internet Information Services
(11S) Manager

2. Right-click on Websites

3. Navigate to New > Web Site

W Internet Information Services (I15) Manager E g =] le
¥9 Fle Acion View Window Help ‘;Iilil
«- |08 EBB @D 2] |

©3 Internet Information Services | Description [ tdentifier [otate Thost hesdervaie._ 11
=4 SERVER2003 {local comput | ) Defauit wieb Site 1 Rurning .
) Application Pocls

=)
] [_M
Al Tasls ¥ b ke (From FE)...

View 3
Hew Window From Here

Refresh
Export List...

" Properties

Help

S My Projeck
o) obj

) SlideMenu

- User Controls
-] eh Service Extensior,

< | [ {mljjEi | |

[create new web site: |

4. The Web Site Creation Wizard will be displayed, click Next
5. In Web Site Description, enter a new name to reference the Web Site e.g. ClassWeb
|

Web Site Desciption
Describe the ‘Wb site to help sdministrators identify it

Type a description of the Web site

Descriptian
IEIassWEk:I

< Back I Mext > I Cancel

6. Click Next
7. Change the Host Header for this Web Site to be the domain you wish to be associated
with this website e.g. www.classweb.com

IP Address and Port Settings
Specily an IP address, pott selting, and host header for the new Wb site

Enter the |P address to use fiar this \wWeb site:
[i&N Unassigned] |

TCP port this Wb site should uss [Diefault. 80)
a0

Host header for this Web site [Default: None):
Iwww.:\assweb.:um

Far mare infarmation, read the 15 product documentation.

< Back I Nest I Cancel

8. Click Next

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.
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9. On the Web Site Home Directory page, click Browse and select the directory that
contains the Classweb.link files e.g. C:\Websites\ClassWeb

Web Site Creation Wizard 3 x|

Web Site Home Directory
The home directory s the 1ot of your Wieb content subdirsctories.

Enter the path to your home directary,

Path
|c ‘Wwebsites'ClassWeb

Browse.

¥ Allows anonymols access to this 'Web site

< Back Cancel

10. Click Next
11. On the Web Site Access Permissions page, ensure Read and Run scripts (such as ASP)
are checked

Web Site Creation Wizard 3 x|

Web Site Access Permissions
Set the access permissions for this Wb site

Allow the following permissions

v Read
v R
I~ Execute [such s ISAP| applications or CGI)
™ wirite

™ Browse

soiipts [such as A5P]

To complete the wizard, click Next .

< Back I Nest I Cancel

12. Click Next, then Finish
13. The new Web Site should be displayed in Internet Information Services (1IS) Manager

-8 SERVERZ003 (local comput
) Application Podls
=) Web Sites

Default Web Ste
_J web Service Extensiar

W Internet Information Services (I15) Manager =1olx|
4 Fle [ISETE|
5 BEXEFLRR|2E(Z] > ua

T} Interet Information Services | Name [ Path [ status -

_J fpp_Themes
_ aspret_clent

_Jbin

) config

) Custom Errors

) Custom Server Controls
) Email Templates

_J Helper Classes

_ ) Images

_ Javascript

) My Project

_J obj

_J slideMenu

_ User Controls

=] Aceountinformation. aspx

| ChangePassword, aspx
| CheckBoxSelection.js

=] CLess
|=| ClassDetails. aspx

4

Advanced ClassWeb.link Installation
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14. Right click on Default Web Site, and click Properties. The Default Web Site Properties
dialog will be displayed.

Default Web Site Properties = 2] x|

Directory Security | HTTPHeaders | CustomErors | aspeT |
web3ke | poformance | ISAPIFiters | HomeDirectory | Documents
~weh site

Description:

1P address: (All Unassigned) =] advanced...
ICF port: 60 5L port:

[~ Connection:

Copnection bimeout: 120 seconds

[V Enable HTTF Keep-lives

¥ Enable logging

Active log formak:

[fwe3c Extended Log File Format | ropetties. ..

ok | cancel sy, Help

15. Click on the Documents Tab
16. Click Add
17. Type ‘LoginUser.aspx’ in the Add Content Page window

Urrectorysecunty | HIIFHeaders | Customerrars | At
WebSite | Performance | ISAPIFiters | HomeDirectory Do

T .
|Add Content Page E
Default cantent page:.
123

| LoginUser . aspic

Enable document footer

append an HTML formatted footer ko every dacument your Web
server returms,

[ |

18. Click OK
19. Click Move Up until LoginUser.aspx is at the top of the list

Default Web Site Properties 2lx|
Directory Security | HTTPHeaders | CustomErrors ASP.RET |
website | Performance | ISAPIFikers | HomeDivectory  Documents

—¥ Enable default content page

Lagin

Default.htm Add...
Default,asp

indess, hbm Remove
fisskart.htm =

Mave p: Maye Do

T Enable dacument footer

Append an HTML formatted footer to svery document your Web
server returms.

| Browse, .,

OK I Cancel Apply Help

20. Click on the ASP.NET Tab
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21. Change the ASP.NET version to 2.0.x — e.g. 2.0.50727 (x will correspond to the service
pack level of the .NET Framework)

22.
23.
24.

Default Web Site Properties x|
webste | Performance | ISoPLFiters | HomeDrectory | Douments |
Directory Security | HTTP Headers | Custom Errors ASPLNET

ASP.NET version:
virkual path:
File: location:
File creation date:

File: last rodified:

Edit Global Configuration ..

Eosoer

I Default Web Site

| CijehsitesiClass\Web|web. config

| Date not available.

| Date not available.

I Edit Configuration. .

o

Concel | aeby | e

Click OK to

Save Changes

In Internet Information Services (lIS) Manager, select Web Services Extensions
In the Web Services Extensions list on the right-hand side of the screen, ensure

ASP.NET v2.0.x (e.g. ASP.NET v2.0.50727) has Allowed Next to it

W Internet Information Services (I15) Manager ~=1o| x|
€4 Fle  Action Vew Window Help IRETET
ces BEEFRR @@m|E[r = 1
€ Internet Information Services R ——
144 SERVER2003 (local comput
) Application Podls 7| Wb Servica Extensian | status
) webSites ¥ Al Unknown CGI Extensions Prohibited
= parat Wib site Allow T AllUrknown T5APT Extensions Prohibied
J App_Themes || [38 Active Server Pages Alowed
) aspret_cherk: Prohibit %8 Asp.NET V114322 Allowed
bi i
j Conti Properties ASPNET v2.0.50727 Alower
Internet Data Connector Prohibiced
) Custom Errors
) Custom o | 1y [] server side Includes Prohibited
) Emai Templete webDAY Prohibitsd
__J Helper Classes
_J mmages 12 Add a new Web service extension
) Javascript
) My Froject T Allow all web service extensions for a
) abi specific application
) sldeMens | 3 oot all eb service extensians
_J User Cortrals
) e Service Extensir | @ open Help
< ]
“ 2|\ Extended A Standard

25. If ASP.NET v2.0.x does not have allowed next to it, then highlight it and click the Allow
button. If ASP.NET v2.0.x does not exist in the list, then you will need to install/re-
install .NET Framework 3.5. After installing .NET Framework 3.5 you will need to repeat
steps 14 and 15 to ensure the ASP.NET v2.0.x web extension is allowed
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Windows Server 2008

(11S) Manager

solutions

Click on Start > Control Panel > Administrative Tools > Internet Information Services

Double click on the entry with the name of the server in the Connections section, and

Application Pools and Sites should appear underneath

“E Internet Information Services (IIS) Manager

@E) | € » s=mverzoosTeST »

File  View

Help

&] Sites

< | 3

Ready

Ggl SERVER2008TEST Home
7

Groupby: Area - E-
ASP.NET N
2 ¢ 9
= 5,
NET NET .NETTrust  Appiication
Compilation  Globalization Levels Settings
» - .
ab ;t? w‘&’)
Connection ~ MachineKey ~ Pages and Providers
Strings Controls
&
Session State  SMTP E-mail
s
~R A4 A = =

[ = IFestures view |/ Content View

3.

“E Internet Information Services (IIS) Manager

Click on Application Pools in the Connections window

@E) [ @ » serveraoosTEST » appicaton Poais

N [ 4]
EIERICE
Manage Server
< Restart
b Start
B Stop
View Application Pools.
View Sites
@ Heb
Online Help
S
1ol x|
EE- T

Fie View Hep

€- |28
5 start Page
=185 SERVER 2008TEST (SERVER 2008
123 Application Pools
B8] sites
=6 Default Web Site
4] App_Themes
] bin
1 Config
=] custom Errors
| Custom Server Contl
| Emai Templates
| Helper Classes
1 Images
| Javasaript
| My Project
1 oby
] SideMenu
] User Contrals

EE-E-E B B EE BB B EE

ﬁ'g! Application Pools

‘This page lets you view and manage the list of application pools
on the server. Applcation pools are associated with worker
Processes, contain one or more applications, and provide
isolation among different applications

4« | »

Ready

Filter ~ Bfico ~ showal
Gysenat | o
Name = Status | .NETFrame... | Managed P
() Classic .NET App... Started  v2.0 Classic
) DefaultAppPool Started  v2.0 Integrated
[l |
Features View || Content View

& Add Application Poal...
Set Application Pool Defauts.
@ rep

Online Help

S

Under the Actions Task Pane, click Add Application Pool
In the Add Application Pool window enter ClassWebAppPool in the name box. Ensure

that the .NET Framework version is 2.0.x — e.g. 2.0.50727 (x will correspond to the
service pack level of the .NET Framework) and the Managed Pipeline Mode is

Integrated.

Add Application Pool

MName:

21

ICIass\'\u‘ebAppPocI

.NET Framework version:

| NET Framework v2.0.50727

Managed pipeline mode:

Integrated

V| start application

[ox ]

-

pool immediately

Cancel

6. Click OK
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7. Inthe Connections Pane, right-click on Sites
8. Click Add Web Site

k& Internet Information Services (IIS) Manager =10 x|
@;;’ | 6 » semverooosTEST b sites > |58 < 1@ -
File View Help
* @ sites —
CEEIET) ? P
¢ Start Page Set Web Site Defaults...
95 SERVER200STEST (sERVER2008) | 01" T B - Ghshon Al | =
(5} Appiccation Pools Name = [ | Status [inding || @ re
=8rT) — LD WebSite 1 Started (http)  *:80 (- Online Help
S @@ AddWebSite...
A
@ Refresh
[ switch to Content View
=] Custom server Conty
sl- (] Emai Templates
" Helper Classes
) Images
=1 Javasaiot
=) My Project
[+ obj
“| slideMenu
=] User Controls
R [ |
< »| [ElFestures view | = Content View
Ready =P

9. Inthe Add Web Site Window, enter ClassWeb in the Site Name text box
10. Click Select, next to Application Pool
11. In the Select Application Pool window, select ClassWebAppPool from the drop-down

Application poal:

Properties:

-Met Framework Version: 2.0
Pipeline mode: Integrated

Cance

12. Click OK

13. In the Content Directory section, click on the ... button next to Physical Path and select
the directory that contains the Classweb.link files e.g. C:\Websites\ClassWeb

14. Under the Binding section, enter the domain you wish to be associated with this
website in the Host Name text box e.g. www.classweb.com

Site name: Application pool:

[classiweb [plasswebappPanl Select...

—Content Directory
Physical path:

|c: \Websites\ClassWeb -

Pass-through authentication

Connect as... TestSettings...

r—Binding
Tz IP address: CE
Jnttn ] Al unassigned E4NED
Host name:

Iwww.dassweb.com

Example: www.contoso. com or marketing.contoso.com

[V start Ve site immediately

Cancel

15. Click OK
16. Right-click on Sites, and click Refresh. ClassWeb should now be under Sites.
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“E Internet Information Services (IIS) Manager —|alx|
) | @ v SERVERZOSTEST » Sites » Classwed » | & A e -
Fle Vew Help
-~ ClassWeb Home -
€-iH |7 |8 4l Explore =
65 start Page = ermissions.
i qjﬂ b Groupby: ares =0 EcitPemizions... S
i+ Application Fools ASP.NET - Edit Site
E-{&] Site: N Bindings...
l‘v (% F\— [=] Basic Settings.
A > —

Clbin NET NET  NETProfie  .NETRoles View Appiications

] Config Compilation  Globalization View Virtual Directories

1 Custom Errors P = n

[] Custom Server Conty E’ & = [ab) Manage Web Site &

= L= & -

(5] Email Templates NETTrust  NETUsers  Applicaton  Connecton Lo ==

5] Helper Classes Levels Settings Strings b Start

[ 1mages

1 Javasaript ;1? = . g | ose

[ My Project 7 = :E] \%?.) Browse Web Site

[ oby MachineKey Pagesand  Providers  Session State Erowse www.dassweb.com on

[ SlideMenu Controls *sohty)

[ user Contrals Advanced Settings.

€D Default Web Site I‘?;ll ———
= Configure
SMTP E-mail [ Limits...
. @ rep

4 v| [ElFestures view |\ Content View Orline Help ~
Ready 8

17. Highlight Default Web Site
18. Under the Default Web Site Home section in the centre of the screen, inside the IIS
section, double-click on Default Document

g Internet Information Services (IIS) Manager 1ol x|
@@ | @ » SERVER200STEST b Sites b DefoultWebSite | @

Fie View Hep

@ Default Docurent Mews

Q- |2 |8 () The fle ‘defauit.aspx exists in
W stertpage the current directory. Ttis
: ded that you move
P Use this feature to spedy the default fle(s) to retum when a reconmen
53-% SERVERJVSTEST (SERVER2D0E | - e does not request a specific ie. Set default documentsin this fle to the top of the list to
2 Appication Podls arder of priority. mprove performance.
B-[8] sites
=@ Defeult b e teme | CAcdors
[Z] App_Themes Default.him Inherited -
5 bin Default.asp Inherited
[ config index.htm Inherited Disable
[ custom Errors index.html Inherited Revert To Inherited
Custom Server Cony | isstarthim Inherited
Emai Templates defaul.aspx Inherited ® nep
7] Helper Classes Online Help

[ 1mages
[ Javascript
[ My Project
(5 obg

(] SideMenu

-
[ user Controls

Bl | v| [ElFeatures view |V Content View

Configuration: ‘Default Web Site" web.config 93

19. Under the Actions Task Pane on the right-hand side, click Add
20. In the Add Default Document screen, enter LoginUser.aspx

Add Default Document 2=

MName:

|Log\nUser.aspx|

OK. I Cancel

21. Click OK
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22. The LoginUser.aspx file will be displayed in the Default Document List

™E Internet Information Services (II5) Manager

o x|
@-@ | @ » SERVER200STEST b Sites b DefoultWebSite | @
Fle View Hep
Default Document
@ k1218 @ i
& Start Page
6 SAvmaoneTEST (ERvERaon | Use h feature o specy the default k(e toretu when 2 X Remove
H dient does not request 3 specific fle. Set default documents £ Movely
L2} Appiiation Poals order of prority. o
B[] Sites 4 Move Down
Name | entry Type |
LoginUser.aspx Local Disable
Default.htm Inherited Revert To Inherited
Defaultiasp Inherited
Helf
ndex.htm Inherited 9 e
Custom Server Cony | index.html Inherited Oniine Help
Emai Templates iisstart.htm Inherited
Helper Clssses default asox Inherited

Bl | v| [ElFeatures view |V Content View

Configuration: ‘Defaut Web Site" web.config

4
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Example 3 - 1IS is hosting web sites already, and you wish to use your existing domain
Windows Server 2003

1. Click on Start > Control Panel > Administrative Tools > Internet Information Services
(11S) Manager

2. Highlight the Web Site which is already configured with the domain you wish to attach
Classweb.link to

3. To ensure you have selected the correct Web Site, you can check which domain a Web
Site is associated to. To do this, right-click on the Web Site, select Properties. On the
Web Site tab, click Advanced. The host header values show which domains the Web is
associated with. (In the example this Web Site is associated with www.classweb.com)

ClassWeb Properties 2|
Advanced Web Site Idel x|
(- Multiple identities For this Web site
IP address TCP port_| Host headsr valus ]
| Defaul 80 ww, classweb.com
Remove | Edit.., |
rIultiple S50 identities For bhis ek site
|P address [ 55L port
Al | |penge |||
o | comd | b |
K[ Ceeel [ Ay [ FER |

4. Cancel any dialogs that may be open to return to Internet Information Services (l1S)
Manager.
5. Right-click on the Web Site you wish to use and select New > Virtual Directory

Ele Action View indow Help
| E@EXFIR( 2B 2]
| Inkernet Information Services
J SERVER2003 (lacal comput
71-_J Application Pools
- _J web Sites. =]
5 Default ieb Sie [ )

Explore

- Qpen

Permissions.

Browse

Hame [ path
_J app_Themes

_ aspret_clent

bin

Config

ntrols

| gt
Y Stop
Pause

[ websie..

Java
P
abj
Slidel
) User
) Web Service

—

ate new Web Yirtual D

All Tasks »

3 m_
Virtual Director (From file). ..

Hew Window from Here

Yiew

Delete
Rename
Refresh
Expart List, ..

‘Wb Site (From File). .

6. The Virtual Directory Creation Wizard will appear. Click Next.
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7. The Virtual Directory Alias page will be displayed. Enter a name for the directory where
Classweb.link will be found e.g. if the Alias name is ClassWeb and the domain is
www.classweb.com, then Classweb.link will be accessed by entering
www.classweb.com/ClassWeb in a browser

Virtual Directory Creat x|
Virtual Directory Alias &
Specily a short name, or alias, for this vitual directory. ._.%I-
&
Type the slias you want to use o gain access to this Wb vittual drectaory. Use the
same naming conventions that you would for naming a director.
Alias:
Classwieb
< Back Next > Cancel

8. Click Next

9. Click Browse and select the directory that contains the Classweb.link files e.g.
C:\Websites\ClassWeb

|

Web Site Content Directory
\whers is the cantent you want ta publish on the Web site?

Enter the path to the directory that contains the content for this Web site.

Path

C:\wiebsitesh ClasswWeb Browse.

< Back Hext s Cancel

10. Click Next
11. On the Web Site Access Permissions page, ensure Read and Run scripts (such as ASP)
are checked

'Web Site Creation Wizard

Web Site Access Permissions
Set the access permissions for this 'Web site.

Allow the following permissions

[¥ Read

[ {Huin sciipts [such a5 AGF]
I~ Execute [such as ISAF| applications or CGI)
™ white

™ Brgwse

To complete the wizard, click Next -

< Back I Mext > I Cancel

12. Click Next, then Finish
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Windows Server 2008
1. Click on Start > Control Panel > Administrative Tools > Internet Information Services
(11S) Manager
2. Double click on the entry with the name of the server in the Connections section, and
Application Pools and Sites should appear underneath
“E Internet Information Services (IIS) Manager I [w] 5
@,, [&5 1 serveranoeresT » @ = @ -
Ggl SERVER2008TEST Home W*
Groupby: Ares =B h "l‘f‘
%] Sites AP . = 8 Stp
é, (%] éﬁ;, Vew sesimroe R
comizim Gzt Lo e || || @ v
;h‘ ;!? E q,?, Online Help.
Cﬂs’-\‘:ﬁ;‘;m Machine Key Pégﬁzé\zd Providers
Q:.
Session State  SMTP E-mail
~2 A ) ===
4 | | |[ElrFeatures view |\ Content View
Ready 9
3. Double-click on Sites
4. Highlight the Web Site which is already configured with the domain you wish to attach
Classweb.link to
5. To ensure you have selected the correct Web Site, you can check which domain a Web
Site is associated to. To do this, click Bindings in the Action Task Pane on the right-hand
side. The host name values show which domains the Web is associated with. (In the
example this Web Site is associated with www.classweb.com)
2l
Type | HostName [ Port | 1P Address | Bind Add...
h www. lassweb, * |
tp www.cdassweb.com 80 i
Remove |
< | | Browse |
Close |
6. Click Close
7. Right-click on the Web Site you are using, and click Add Application
8. Enter a name for the directory where Classweb.link will be found in the Alias text box
e.g. if the Alias name is ClassWeb and the domain is www.classweb.com, then
Classweb.link will be accessed by entering www.classweb.com/ClassWeb in a browser
9. Click Select, next to Application Pool
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10. In the Select Application Pool window, select ClassWebAppPool from the drop-down
x|

Properties:

.MNet Framework Version: 2.0
Pipeline mode: Integrated

[ o | cone

11. Click OK

12. Click on the ... button next to Physical Path and select the directory that contains the
Classweb.link files e.g. C:\Websites\ClassWeb

13. Click OK

14. Highlight the newly created application e.g. ClassWeb under the Default Web Site

15. Inside the section in the centre of the screen, underneath the 1IS section, double-click
on Default Document

16. Under the Actions Task Pane on the right-hand side, click Add

17. In the Add Default Document screen, enter LoginUser.aspx

20

MName:

ILog\nUser.aspx|

OK I Cancel

18. Click OK
19. The LoginUser.aspx file will be displayed in the Default Document List

“E Internet Information Services (II5) Manager P [ 9
@},, [ @ » SERVERZ0STEST b Sies b DefoultWebSte » Cossieb » |& < e
Fle View Hep
~ &) Default Document I
@-H|& |8 1= Add...
-G Start Page x
-9 SERVERI008TEST (sERvER200g| | Use this feature o specify the default fie(s) to return whena Remove
| e 8| dient does not request a specific fle. Set default documents in £ Movelp
L2 Application Pools order of priorty.
B[] Sites % Move Down
5@ Clssieb Name | Entry Type |
aspnet._dient LoginUser.aspx Local Disable
€ Defauit Web Site Default htm Inherited Revert To Inherited
= aspret_dient Default.asp Inherited @ o
(D Cliassiveb index.htm Inherited y
index.himl Inherited Ok
iisstart.htm Inherited
default.asx Inherited
B | v| [E]rFeatures view |/ Content View
Configuration: ‘Default Web Site/ClassWeb' web.config L=
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3.14 Enable SSL

A Secure Socket Layer (SSL) certificate enables encrypted communication between a user
and a web site on the Internet. This allows information, especially payment details, to be
securely transmitted and not be able to be intercepted by a third-party and keeps the
details private. A web site configured for SSL will have the https:// prefix and a lock icon
inside the user’s browser.

An SSL certificate becomes a requirement for Classweb.link when it is configured to allow
users to make bookings and pay for those bookings online.

Generate a Certificate Signing Request (CSR)

To purchase an SSL certificate, you will need to generate a Certificate Signing Request
(CSR) to send to the verification authority that creates the SSL certificate. To generate a
CSR, follow the steps below:

Windows Server 2003

1. Click on Start > Control Panel > Administrative Tools > Internet Information Services
(11S) Manager

2. Right-click on the Web Site you wish to enable for SSL, and click Properties

3. Select the Directory Security tab

ClassWeb Properties = 2=

webSte | Petformarce | ISAPIFikers | HomeDirectory | Documents |
Directary Security | HTTPHeaders |  CustomErors | ASP.ET

[~ Authentication and access control

Enable snonymous access and ed the
w authentication methods for this resource. [

[ 1P address and domain name restrictions

Grant or deny access to this resource using
1P addresses or Internet domain names.,

Edit...

[~ S&CUre cammunication:
Renquire secure communications and =
% enable clienk certicates when this S CailiER,
resaurce Is accessed,
Wiew Certiicate, .
Edit...

L I

4. Click Server Certificate, in the Secure Communications section.
5. The Welcome to Web Server Certificate Wizard appears. Click Next.
6. On the Server Certificate Page, select Create a new certificate. Click Next.

115 Certificate Wizard

Server Certificate
These aie the methods for assigning a certificate to a Web site.

Select the method you want ta use for this web site;

9 Ergngmry et

" Assign an existing certificate

£ Import a certificate from a Key Manager backup file
£ Import a certificate from a px file

~ Copy or Move a certificate from a remote server site to this site,

< Back I Mext > I Cancel
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7. Onthe Delayed or Immediate Request page, select Prepare the Request Now, but
send it later. Click Next.

115 Certificate Wizard

Delayed or Immediate Request
You can prepare a request to be gent later, or pou can zend one
immediately.

Do you want to prepare a certificate request to be sent later, or do you want to send it
immediately to an online certification authority?

& Prepare the 1equest now, bul send | aled

' Serd the requestimmediately to an online sertification suthority

<Back [ Wew> | Concal |

8. Onthe Name and Security Settings page, enter a name for the SSL Certificate and
select 1024 as the bit length for. Click Next.

II5 Certificate Wizard

Mame and Security Settings
‘Your new certificate must have a name and a specific bit length.

Type a name for the new certificate. The name should be easy for you to refer to and
remember.

Miams:

The bit length of the enciyption key determines the certificate's encryption strenath,
The greater the bit length, the stronger the security. However, a greater bit length may
decrease performance.

Bit length: 1024 -

[ Select croptographic service provider (TSP for this certificats

< Back I Mext > I Cancel

9. On the Organization Information page, enter your company name and department.

115 Certificate Wizard

Organization Information
“rour certificate must includs infarmation about pour organization that
distinguishes it from other organizations.

Select or bype vour arganization's name and your organizational unit. This is typically the
legal name of your arganization and the name of pour division or department.

Far further information. corsult certification authority's Wb site

Drgarization:
IL\nks Modular Solutions Pry. Ltd. ﬂ

Organizational unit:
IInformatlon Services ;I

< Back I et > I Cancel
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10. On the Your Site’s Common Name page, enter the domain with which the SSL
certificate will be used (i.e. the domain you have set the Web Site to host). Click
Next.

II5 Certificate Wizard
Your Site's Common Name
Yourweb site’s common name is its fully qualified domain name.

Type the common name for your site. If the server is on the Intermet, use a valid DNS
name. If the server is on the intranet, you may prafer to ss the computer's NetBIOS
hame.

If the common name changes, you will need to obiain a new cerificate

Common name:

<Back [ Mew> | cancel |

11. On the Geographical Information page, enter your company’s location details. Click
Next.

115 Certificate Wizard

Geographical Information
The certification authority requires the following geoaraphical information,

Country/Regian:

AL [Bustralia) hd

State/province:

IVu:luna j
CitpAAacality:

[Melbourne] =1

State/province and City/locality must be complete, official names and may not contain
abbreviations.

¢Back [ Mews | Concel |

12. On the Certificate Request File Name page, enter a path and a filename for the CSR
file. Click Next.

Certificate Request File Mame
Your certificate request is saved as a test file with the file name you
specify

Enter a file name for the certificate request.

Eile name:

C:hSSLhcertreg.tat Browse. I

< Back Cancel
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13. Confirm the details have been correctly entered on the Request File Summary page.
Click Next then Finish.

115 Certificate Wizard

Request File Summary
*rou have chosen to generate a request file.

To generate the following request, click Next.
File name:  c:\ssheertieg.tet

*four request contains the following information:

lssued To v, classweb. com

Friendly Name Classweb

Country/Hegion al

State / Province Wictoria

City Melbourne

Organization Links Modular Solutions Pty. Ltd.
Organizational Unit Information Services

< Back

Cancel |

14. The CSR file can now be used to purchase an SSL certificate from a Trusted Authority
e.g. Rapid SSL (www.rapidssl.com) or Comodo (www.comodo.com) etc.

Ensure the SSL certificate you purchase is 128-bit.
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Windows Server 2008

After a certificate has been purchased from a Trusted Authority, it will need to be
attached to the Web Site in 1IS before it can be used.

1. Click on Start > Control Panel > Administrative Tools > Internet Information Services
(11S) Manager

2. Double click on the entry with the name of the server in the Connections section, and
Application Pools and Sites should appear underneath

3.

Double-click on Server Certificates in the centre section of the screen, underneath the
11S section

E Internet Information Services (IIS) Manager

_lolx|
@_6 | 95 v seRvmRonmeTEST ¢ |@ e
File View Help
E— @) SERVER2008TEST Home I
e idl” 18 J —
§5 startPage —
i % E- [ Se
- SFRVER200STEST (SERVER 2008 Groupby: Area A e
s fror Pages  Fiander an 2| || 2 Restart
[~} Applicaton Podls MEppings  Respo..  Restictions |
- [a] Sites b start
149 Classieb = = - ® Stop
| @[] aspnet_dlient J i %{J’H
Vi ton Pools
P pefauit wieb St ISAPIFiters  logging  MIMETypes  Modules o=
View Sites
Sl rg @ Hep
i’ﬁ . <%y Online Help
output Warker
Caching {8 Processes
Management
= 2
X
=
Feature Shared
Delegation  Configuration
4] | v | [E]Features view |\ - content view
Ready L1

4. Inthe Server Certificates screen, click Create Certificate Request

E Internet Information Services (II5) Manager

N [=[ 3}
G [ semvemamenesr EERICE
Fle View Help
@ Server Certificates I
T 3 —
-6 Start Page i
H i i Create Certificate Rex t.
s o | Use this feature to request snd manage certficates that the quest
= SERVERANSIEST, (SERVERZ00B| | \\cpy server can use with Web sites configured for SSL. Complets CertiAcate Raquest.
i~ 2} Application Pools i o
El-(8] Sites e i Create Domain Certficate...
-6 Classieb

i @[] aspnet_dient

Create Self-Signed Certificate...
-4 Default Web Site

© rep

Orline Help

o Bl
A | y| |=]Features view |\ 2 Content View

Ready

hetS
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5. Onthe Distinguished Name Properties page, enter the domain that your site is using as
the Common Name (without the http:// prefix) and complete the other fields using the
details specific to your organisation. Click Next.

T 2

LL: Distinguished Name Properties

Spedify the required information for the certificate. State/provice and City/locaity must be specified as
official names and they cannot contain abbreviations.

Common name: . dassweb.com

Organization: lLinks Modular Solutions Pty Ltd

Organizational unit: [informaton Service.

Gityflocality Melbourne

State/province victoria

Country/region: m =]

Previows|[CoNed ] | st Cancel

6. On the Cryptographic Service Provider Properties page, select Microsoft RSA SChannel
Cryptographic Provider and a Bit Length of 1024. Click Next.

T e

LL Cryptographic Service Provider Properties
=2

Select a cryptographic service provider and a bit length. The bit length of the encryption key
determines the certficate's encryption strength, The areater the bitlength, the stronger the security.
However, a greater bit length may decrease performance.

Cryptographic service provider:

Bitlength:

1024 -

previes [ Mext | Frisn | cancel |

7. On the File Name page, specify a file name for the CSR that will be generated. Click
Finish.
Requeost coricare SR 21

File Name

gl

Specify the file name for the certificate request. This information can be sent to & certification
authority for signing.

Spedify a file name for the certificate request:

IC:\SSLkarUEq et D

Previous Next Finish Cancel

8. The CSR file can now be used to purchase an SSL certificate from a Trusted Authority
e.g. Rapid SSL (www.rapidssl.com) or Comodo (www.comodo.com) etc.

Ensure the SSL certificate you purchase is 128-bit.
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Insert Signed Certificate into IIS

After a certificate has been purchased from a Trusted Authority, it will need to be
attached to the Web Site in IIS before it can be used.

Note: The file used in the below examples is a self-signed certificate which has not been
signed by a Trusted Authority. This is used as an example and should not be used in a
production environment as a user will receive an error stating that the certificate is
invalid.

Windows Server 2003

1. Click on Start > Control Panel > Administrative Tools > Internet Information Services
(11S) Manager

2. Right-click on the Web Site you generated the CSR using, and click Properties

3. Select the Directory Security tab

ClassWeb Properties E 20 x|
webste | Performance | ISAPLFikers | HomeDiectory | Documents |
Directory Security | HTTPHeaders |  CustomErrors | ASP.NET

[~ Authentication and access control

Enable anonymous access and ed the
w authentication methods For this resource, [

1P address and domain name restrictions

Grant or deny access o this resource using
1P addresses or Internet domain names.,

Edit. ..

[~ S&CUre cammunication:
Renquire secure communications and =
% enable clienk certicates when this S CailiER,
resaurce Is accessed,
Wiew Certiicate, .
Edit...

L = T |

4. Click on Server Certificate

The Welcome to Web Server Certificate Wizard appears. Click Next.

6. On the Pending Certificate Request screen, select Process the pending request and
install the certificate. Click Next.

IS Certificate Wizard i
Pending Certificate Request

& pending certificate request is a request ta which the certification
authority has not pet responded

g

A certificate iequest is pending. What would you like to do?

% Process the pending request and install the certificatel

" Delete the pending request

< Back I Next» I Cancel

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.

Page |33



inksModularSolutions
q

7. Onthe Process a Pending Request page, browse to the path of the Certificate file
that you received from the Trusted Authority. Click Next.

115 Certificate Wizard

Process a Pending Request
Process a pending certificate request by retrieving the file that containg
the certification autherity's respanse.

Enter the path and file name of the file containing the certification authority's responge.

Path and fils rame:

CASSLNceitshis.cer Biowse... I

< Back I Tlets I Cancel |

8. On the SSL Port screen, ensure that 443 is entered as the port number. Click Next.

115 Certificate Wizard

SSL Port
Specify the G5L port for this wek sits

S5L poit this web site should use:

< Back I Mext > I Cancel

9. Ensure the details on the Certificate Summary screen are correct. Click Next and then
Finish.

IS Certificate Wizard

Certificate Summary
You have chosen to install 2 certificate from a respanse file.

To install the following certificate, click Next.

File name: CAE5Lhcertshiis. cer
Cerlificate details:
lssued To waw classweb com
Izsued By server2003
Expiration Date 8/8/2010
Frigndly Mame Class'w'eb
Coauntry/Region al
State / Province Yictoria
City Melbourne
Organization Links Modular Sclutions Pty. Ltd
Organizational Unit Information 5 ervices
< Back Cancel |

10. Under the Secure Communications section, click Edit
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11. Check Require Secure Channel (SSL) and Require 128-bit Encryption
Secure Comnunications

x|

¥ Require secure channel (55L)
I¥ Require 128-bit encryption;

[~ Client certificate:
 Igngre dient: certificates
" Arcept dient certificates
" Requre dlient certificates

™ Enable client certificate mapping

Client certificates can be mapped bo Windows user
accounts. This dlows access control to resources using
clent certfficates.

Edi..

™ Enable certificate trust list

ComenteTls |

Hew,.., Edf..,

Ok I Cancel

12. Click OK.
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Windows Server 2008

Click on Start > Control Panel > Administrative Tools > Internet Information Services
(11S) Manager

2. Double click on the entry with the name of the server in the Connections section, and
Application Pools and Sites should appear underneath
3. Double-click on Server Certificates in the centre section of the screen, underneath
the IIS section
4. Inthe Server Certificates screen, click Complete Certificate Request
5. On the Specify Certificate Authority Response page, browse to the path of the
Certificate file that you received from the Trusted Authority and enter a name for the
certificate that you can use to identify it. Click OK.
[complete Centfcate Request 2
/|| Specify Certificate Authority Response
gl
Complete a previously created certificate request by retrieving the file that contains the certificate
authority's response.
File name containing the certification autharity's response:
IC:\‘SSL\SEWErZﬂﬂS‘[Er _I
Friendly name:
[classiveb
carcl
6. Your new certificate should appear in the Server Certificates list
%5 neermet information servces (1) ramager Iaix
@;‘ [93 » SERVER200STEST » |& = @ -
File View Help
i Cmetons
@ |2 18 qgl Server Certificates -
;43 Start Page reate Certficate Request
B S| 0 "
58] stes e - | fssued To Create Domain Cerfificate...
-6 ClassWeb Classweb www.classweb. com e
P | aspnet_dient Create Self-Signed Certificate...
(-4 Default Web Site we.. R
Export.
Renew...
K Remove
@ Heip
Online Help.
T |
Bl | y| |[=Features view |7 Content View
Resdy B
7. Double-click on Sites
8. Highlight the Web Site you wish to enable for SSL
9. Inthe Actions Task Pane on the right-hand side of the screen, click Bindings
2=
Type | HostMame [ Port | 1P Address | Bind Add...
http www.classweb.com 80 = o
Remove
Bl | 0 Browse
Close
10. Click Add
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11. Change Type to https and change SSL certificate to the certificate you are using for
this Web Site. Click OK.

[rdd sne namg T

1P address:

Type:
[nttos =] [AUnassigned

Host name:

= —

SSL certificate:

[classweb

=] view.. |
ok Cancel

12. Double-click on SSL settings in the centre section of the screen, underneath the IIS

section

13. Check Require SSL and Require 128-bit SSL

"E Internet Information Services (IIS) Manager =101 x|

@@ [0 » SERVER200STEST

b Sites b ClassWeb »

Fie Vien Help

€17 |8
-6 startPage
-9 SERVER200STEST (SERVER 2008
i 2} Application Pools
6] Sites
-4 Classieb
(] App_Themes
(X1 bin
| Config
[ Custom Errors
] Custom Server Conty
(] Emai Templates
(] Helper Classes
[ mages
(7] Javaseript
(] My Project
[ obj
-] SlideMenu
[ User Controls
€D Default web Site

0 SSL Settings

This page lets you modify the SSL settings for the content of
VWeb site or application.

¥ Require ssL

¥ Require 128-bit SSL
Client certificates:

@ Ignore

' Accept

' Require

4 | y| |2 Features view | 2 Content view

Configuration: localhost’ applicationHost.config , <location path="ClassWeb™>

| < 1@ -
5/ Apply
5 Cancel
@ Hep
Online Help

h:TS

14. In the Actions Task Pane, click Apply
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Add HTTPS Redirect From HTTP

If a user accesses the website using the http:// (e.g. http://www.classweb.com) prefix and
the Web Site is configured to require SSL, they will receive an error. A method of resolving
this situation is to redirect a user from the HTTP (non-SSL) version of the website to the
HTTPS (SSL) version of the website transparently.

This can be accomplished by creating another website that hosts the HTTP domain, and
then when a user accesses that Web Site, they will be redirected to the HTTPS version.

Windows Server 2003

1. Create a new blank folder outside of the Classweb.link directory to act as a
placeholder for the redirection website e.g. C:\Websites\ClassWebRedirect

2. Click on Start > Control Panel > Administrative Tools > Internet Information Services
(11S) Manager

3. Right-click on the Web Site hosting ClassWeb.link. Click Properties

ClassWeb Praperties. 2] x|

Directory Security | HTTPHeaders | customErors | ASPRET |
webste | performance | 1sAPIFiters | HomeDiectory | Documents

e site

Description:

IP address

~| Advanced...
ssLport; | 443
|- Connection:

Copnection timeout: 120 seconds

¥ Enable HTTP Keep-Alives

ICP port

I Enabls lagging

Active log Format:

|3 Extended Loa File Format | Properties...

of | Cancel Aoy, Help

4. Click Advanced, in the Web Site Identification section
5. Highlight the entry in the top section with Port 80, and a Host Header matching the
domain Classweb.link is attached to

Advanced Web Site Identification

add.. Remove | Eat |

[~ Multiple 3L identities for this Web site

IP address [ 551 pott
¥ Defaul: 443

I e |

o | canca | wee |

6. Click Edit
7. Change the Host Header value to an invalid domain e.g. www.classwebl.com
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8. Click OK

Advanced Web Site Identification

- Muliple identties for this Web site

|P address TCP port | Host header vale

[~ Multiple 531 identities for this web site

IP address [ SSLport
% Defaul: 443
addn | renwe | EdE. |
oc | cance | wep |

9. Click OK and then OK to close the Properties screen
10. Right-click on Web Sites. Click New > Web Site

B Internet Information Services (I1S) Manager T =] S
¥4 Fle Action Wiew Window Help |_ &1 x|

- |[AEXFRER 2EE ) ma

) temet Information services | Hame [ Path [ status -
=58 SERVER200G (local comput | o5 Classwret CilWebsites\Classieb
<) Applcation Focls ) App_Themes
[=R80)
m-g DE_M
s AllTasks » Wb Site (from ... |
) WebS ew window FremHere  fors

wer Controls

Refresh

—— |lates
Properties ses
Help

) My Project
) ohj
_ SlideMeru
) User Controls
| AccountInformation.aspx
| ChangePassword, aspx
‘| CheckBoxSelection.js

| CLucss =
4 | 2l | >

Craate new Web site [

11. The Web Site Creation Wizard will be displayed, click Next
12. In Web Site Description, enter a name for the redirection Web Site e.g.
ClassWebRedirect

Web Site Creation Wizard

‘Web Site Desciption
Dieseribe the Web site to help administrators identify it

Type a deseription of the Web site.

Description:
Class\WebRediect

< Back I Mext » I Cancel

13. Click Next
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14. Change the Host Header for this Web Site to be the domain you wish to be
associated with this website e.g. www.classweb.com

Web Site Creation Wizard

IP Address and Port Settings
Specily an IP address, pott selting, and host header for the new Wb site

Enter the IP address to use for this Web site:
|[AII Unassigned) |

TCF port this 'web site should use [Default: 80):
a0

Host header for this Web site [Default: None):
Iwww.:\assweb.:um

For more information, read the 115 product documentation.

< Back I Nest I Cancel

15. Click Next
16. On the Web Site Home Directory page, click Browse and select the blank directory
you created earlier e.g. C:\Websites\ClassWebRedirect

Web Site Creation Wizard

Web Site Home Directory
The home dirsctory is the raat of your Weh cantent subdirectories

Enter the path to your home director.

Path
|c ‘Wiebsites\ClassWebRediect Browise

¥ Allows amompmous access o this Weh site

Cancel

17. Click Next

18. On the Web Site Access Permissions page, ensure Read and Run scripts (such as ASP)
are checked

Web Site Creation Wizard :

Web Site Access Permissions
Set the access permissions for this 'Web site.

Allow the following permissions

I Biead

I¥ Fiun scripts [such as ASP)

[~ Esscute [such as ISAP applications or CGI)
™ wiite

™ Browse

To complete the wizard, click Next .

< Back I Nest I Cancel

19. Click Next, then Finish
20. Right-click on the newly created Web Site. Click Properties.
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21. Click on the Home Directory Tab

ClassWebRedirect Properties E 21x|

Directory Security | HTTPHesders |  CustomErors | ASP.NET
webSte | Peformance | IS6PIFikers  HemeDrectary | Documerts
The content for this resource should come from:
@ idiecton : [ i
& share located on another computer

A redirection ta 3 URL

Local path: Ci\lWebsites|Class\ebRedirect Erowse. ..

I Script source access ¥ Log visits
¥ Read [V Index this resource
™ wriee

I Directory browsing

Application settings

Application name:

Starting point:

Application pool:

Configuration
Exetute permissions: | Scripts only -

Default Application Remave

«ClassWebRedrect>

DefaulappPool - Urlozd

ok | el | ey | wen |

22. Select A Redirection To A URL, and enter https:// and the domain Classweb.link is

attached to e.g. https://www.classweb.com
23. Check A Permanent Redirection For This Resource

ClasswebRedirect Properties e 21x
Divectory Securky | HTTPHeaders | CustomErors | asemeT |
webste | Pafomance | IsariFikers  HomeDiectory | pocuments

The cartent far this resource should come from:
& directory located on this computer
A share located on another computer
@ A redirection to 3 URL

Redirect to: hittps: i v, classweb, com
The dient will be sent to:

I The exact URL entered above

I™ & directory below URL entered

¥ & permanent redirection For this resouree

Application settings

Application name: Default Application Remove

Starting paint: ClassWebRedrect>

Configuration,..
Execute permissions: | scripts orly 2
Application pool DefaulAppPool [~ Unload

B concel | aoph | vep |

24. Click OK
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Windows Server 2008

1. Create a new blank folder outside of the Classweb.link directory to act as a
placeholder for the redirection website e.g. C:\Websites\ClassWebRedirect

2. Click on Start Menu > All Programs > Administrative Tools > Server Manager

3. Highlight Roles in the list on the left-hand side of the screen

4. Under Web Services (1IS) on the right hand side of the screen, locate HTTP
Redirection in the Role Services section

=] <
e Acton Vew Hep
S]]
% e oo [
E 3 Roles
35 web Server (is)
es > View the health of the roles nstalled on your server and add or remave roles and features,
% uration H
Storage: ~) Web Server (IIS) Web Server (1I5) Help
b
(~ Role Status. I Go to Web Server (I1S)
Messages: None
ystem Services: 3Runring, 1 Stopped
@ Events: 1informationalin the last 24 hours. |
i Add Role Services.
. e =
& Tnstaled
& Instaled
& Instaled
3
s
3
s
o
&
&
£
= =
gl | 3| % LastRefresh: 15/08/2008 12:42:21 PM  Configure refresh

5. If HTTP Redirection is marked as not installed, click Add Role Services. Otherwise skip
to Step 10
6. Check HTTP Redirection

Add Role Services = |

ﬁ’ Select Role Services

Select the roe services tonstal for Web Server (15):

Confrmaton Roke servces: Desaription:

Progres: = ] Web Server (ratated) <] HITERadicadtion provides supportto
i O g redirect user requests o & speciic

Rests 5 [¥] Common HTTP Features (Instaled) estination, Use HTTP redirection

Y (17 Reeeceon | cor
5 [ Appikaton Develpment (instaied) diffcultta spel o forcing dients ta
use & secure channel,

AP
cat
Server Sce Indudes

5 [ Hesith and Disgrostcs (Instaled)

Logging Todls

7. Click Next

(Add Rol

ﬁ ‘Confirm Installation Selections
R Services

Tonstal the folowing roles, roe services, o festures, dck Instal.
(i) 2informatonal messages beiow

Progress
Resuts () This server might need bo be restarted after the installstion completes,

%) Web Serves (115)
©) Frd aut mare abon "
usege

Web Server
‘Conmen HTTP Featres
HTT® Redrection

<prevous | vees [[Coeml ]| e |
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18.
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20.
21.
22.
23.

24,
25.
26.
27.
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Click Install
Click Close
Close the Server Manager

Click on Start > Control Panel > Administrative Tools > Internet Information Services

(11S) Manager

Double click on the entry with the name of the server in the Connections section,

and Application Pools and Sites should appear underneath
Double-click on Sites

Highlight the Web Site configured for ClassWeb.link

In the Actions Task Pane, click Bindings

Cre— 2
Type | HostName [Port | 1P Address [ Bind Add..
http  www.dassweb.com 80 -
htips a3 Edit..
Remove
4 | ml | e |
Close

Highlight the binding with the type of http and port of 80
Click Remove, and click Yes to confirm the removal

Crr— 2
Type | HostName [Port | IP Address [ 8ind Add...
https 43 =
Edit...
Remove
y oo
Close
Click Close

Right-click on Sites
Click Add Web Site

Enter a name for the redirection website, e.g. ClassWebRedirect

Select the ClassWebAppPool using the Select button next to Application pool
In the binding section, enter the domain that Classweb.link is attached to in the Host

Name text box e.g. www.classweb.com

Add Web Site x|
Site name: Application pool:
Select... |

ICIassWehREd\rect |c\ass:WebApme\

r— Content Directory
Physical path:
[C-\ebsites\ClassWebRedrect =]
Pass-through authentication

Connect as... TestSettings...

—Binding

s 1P address: Bork:
[ntte =] [AlOnassgned = oo

Host name:

Iwww .dassweb.com

Example: www.contoso.com or marketing, contosa.com

¥ start Web site immediately

cencel_|

Click OK
Right-click on Sites

Click Refresh. The new Web Site should be now under Sites.

Highlight the new Web Site
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28. Double-click on HTTP Redirect in the centre section of the screen, underneath the IS

“E Internet Information Services (IIS) Manager _1of x|
Go (e s 0 o o CEEICE
Fie View Help
= ClassWebRedirect Home -
@-: %8 Open Feature =
= StartPage = e
L < b Groupby: Area TE- B Explore
(2 Application Pools \@ =l Edit Permissions.
B [a] sites = @ Edit Site
@ Cassiweb Authenticaon Compression  Default Directory -
& ClassWebRedirect Document  Browsing i
& Default Web Site . [] Basic Settings.
-1} ‘ View Applications
Error Pages Handler HTTP View Virtual Directories
Mappings ——
Manage Web Site (&)
§ 6 e
ISAPLFiters  logging  MIMETypes  Modules P =
B stop
s Browse Web Site
o 1 Browse www.dassweb.com on
y =50 ftp)
Qutput SSL Settings
Caching Advanced Settings...
= ‘Configure
Limits...
| v| [EFeatures view |, - Content view Fe |
Ready 4

29. Check Redirect Requests To This Destination and enter https:// and the domain
Classweb.link is attached to e.g. https://www.classweb.com
30. Under the Redirect Behaviour section, change Status Code to Permanent (301)

g Internet Information Services (IIS) Manager ol x|
6@ (@ » stes b oy | < @ -
Fle View Hep
=~ Q HTTP Redirect -
€- -2 |8 5/ apply
¥ Start Page B
& qij smmiuumﬂ (sERvERz008 E:: Aﬁ@ﬁ!’iﬂ Rsfeufy s for redirecting incoming requests || =% S
(22 Appiication Pools ’ @ Heo
(8l Sites ¥ Redrect requests to this destination: e
D Classveb )
0 = & Gassweb,
1€ Default Web site Example: http:/fwww.contoso.com/sales
1 aspnet_cient
@ Cassied Redrect Behavior
I Redirect al requests to exact destination (instead of relative
T only redirect requests to contentin this directory (not subdr
I | i
< | »| [E]Features view i Content View
Configuration: ‘ClassWebRedirect web. config €.

31. Inthe Actions Task Pane, click Apply
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3.15 Configure your Router / Firewall

To allow the IIS Server to be able to serve pages out to the Internet, you will need to
configure your router and firewalls to allow Port 80 and Port 443 traffic to be forwarded
through to the IIS machine.

As there are many different brands and models of Routers, Firewalls and other Security
Appliances and Applications, providing detailed configuration instructions is beyond the
scope of this guide.

It is recommended to consult the relevant documentation of your appliances and software
to determine the steps for correctly allowing the Port 80 and Port 443 traffic to pass-
through. Also Port Forward (www.portforward.com) can be of assistance in configuring
many consumer-grade routers, modems and gateways.

Advanced ClassWeb.link Installation
Links Modular Solutions Installation Instructions
Property of Links Modular Solutions Pty. Ltd.

Page |45


http://www.portforward.com/

inksModularSolutions
q

4. Customising the website

You are able to create a theme that will be used for your website. To do this you will need
HTML/CSS knowledge and we suggest that this is performed by a qualified web designer.

Information for Web Designers/IT

Theme Customisation
The theme information is stored in the program files of the website under the App Themes
folder. We suggest that you take a copy of the default folder and rename this. This can then
be edited accordingly.

The name of this folder MUST be supplied to the owner of the Links Database so that they
can enter this into Admin>Site Menu>Setup Locations/Other Site Parameters in the Web
Theme name field

Mame = |v| Cake modified |v| Tvpe
Default g/4/2011 229 PM  File Folder
arevtheme gl4/2011 229 P File Folder

Email Customisation
The emails sent from classweb.link allow for HTML customisation. Like the theme these will
need to be created by a qualified web designer.

The HTML pages are located in the Email Templates folder of the website program files

Marne = |v| Date rmodified |~r| Type |v| Size |v| Tags |v|
£ [BookingCarfirmatian 8/17/2009 6:38 PM HTML Document 1 KB
£ | ForgottenPassword 5/18/2010 6:47 P HTML Document 1 KB
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5. Setting up the database

Classweb.link is now installed and it is ready to be configured in Links.

Please note the website will not work until the parameters are setup in the
Links Modular Solutions Software.

You will now need to proceed to complete the setup details of which can be
found in the classweb.link User Manual
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