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- First version

Technical details are subject to change withoutaot
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Introduction

1. Introduction

This manual describes the functionality of EtherCAR (C.2050.07) and the EtherCAN/2-S7
(C.2051.07). In this manual both modules are desdrtogether as EtherCAN-S7.
EtherCAN-S7 connects the Siemens-PLC S7 with th&l ®As via a FB77 function block.

PC with S
SIMATIC Manager | Configuration with FB77-

and NetPro Function Block

Control Ethernet Data

ELLSI-
Interface

EtherCAN-S7

CAN-Interface

Control CAN Bus Data

CAN

Fig. 1: Connection of Siemens-PLC S7 to a CAN bus via IE2A&-S7

By means of function block FB77 and EtherCAN-S7ient&ns-PLC-S7 with industrial Ethernet
interface can transmit and receive CAN telegranasraanitor the status of the connected CAN bus.
The network is configured via the Siemens tool KetP

EtherCAN-S7 communicates with Siemens-PLC S7 viaSlprotocol by esd. Please refer to the
ELLSI software manual for further information abdtktLSI. This application does not require
knowledge on ELLSI, however.
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Configuration

2. Configuration Procedure

First start the SIMATIC manager and create a neyept. Insert a new station and start the hardware

manager. Insert a CP.

If your PLC already supports Industrial Ethernethftgure it accordingly (please refer to the manual

of your PLC).

Double-clickingCP opens the properties window for CP hardware condiion.

2.1 Configure CP-Hardware

- Properties of CP:

Properties - CP 343-1 - {R0/54) i LI
IF Access Protection I IF Configuration I PROFINET Diagnostics I
General Addreszes | Options I Time-of-Diay Synchronization
Short Description: CP 3431
57 CP for Industrial Ethernet TCP/P with SEND/RECENVE and e
FETCHAWRITE interface, PROFINET 10 controller, long data, LUDP,
TCP, 150, 57 communication, routing, module replacement without PG,
10100 Mbps, fised MAC address, initialization over LAN, 1P multicast, LI
Order Mo/ firmware BGKF 3431EX21-0<E0 /1.0
Mame: CF 343-1
~ Interface
Type: Ethernet
Address: 10.0.17.10
Metworked: es Froperties... |
LComment;
Coeel | teb |
Properties - Ethernet interface CP 343-1 (RO/54) 1]

Gereral  Parameters |

[~ Set MAL address / use |50 protocof

—

¥ | |F protocal is being used

MAL address:

IP address: 10.0.17.10 - Gateway
% Do not use router
Subriet mask: 255.2565.0.0
© Use muter
Address: |1 001710
Subnet:

- niot networked - Mew...
Ethernet(1

Froperties... |

Dielete |

Cancel |

Help

In order to configure the properties of
Ethernet-S7 click on theroperties
button.

The window shown in fig. 3 will open.

Fig. 2: CP properties

In the windowProperties-Ethernet
interface you can now configure the IP
address of the CP and the subnetwork
mask.

Confirm your entries witl©OK.

Fig. 3: Parameters
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Configuration

In the SIMATIC manager the CP is now entered dt4lo

[lHw Config - [SIMATIC 300(1) {Configuration) — EtherCAN]

_ (o] x|

Eﬂ] Station Edit  Insert PLC YWiew Options Window Help _|ﬁ||l|
Dlle-2 (% & wle| bkl @] %28 e

j oix

Ethemet{1): PROFINET0-System [100) fid | 1|l

Frofile: I Standard LI

T P 343
i

-
1| | 3

:I:] o) UR

ﬂj [ toduls Order number Firmware MPl address |add... | 3... | Comment I
| [ Ps 307 24 GES7 307-1BA00-0840
2 [[8 CPU 317-2 PN/DP _ [BES7 317-2EJ10-0AB0 V2.3 2
el £ S
el ok
i
4_3]:‘. CP 3431 BGEF 343-1EX21-0<E0 1.0 266... 271|256...
15
B
7
g
1)
10
1

=¥ PROFIBLS DP
22 PROFIBUS-PA
-3 PROFINET IO
=-F SIMATIC 300
- SIMATIC 400

F-E SIMATIC PC Based Control 3004400
-8, SIMATIC PC Station

C7 [distributed rack]

FPROFIBUS-DP slaves for SIMATIC 57, M7, and EI

Press F1 ko get Help,

[l

Fig. 4: Entry of CP in SIMATIC manager

- Save hardware configuration
Saving the new hardware configuration.
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Configuration

2.2 Configuration of Network with NetPro

2.2.1 Accessing NetPro Program

QSIMATIE Manager - [EtherCAN -- C:%Programme’, Siemens’, Step 7' s7proj' EtherCAN]

=10l x|
@ File Edit Insert PLC ‘Yiew Options Window Help i |5|£|
O 825 &|B2|@| dal [= 2w 2o B [N Fiter > ~1%| 38=| =8|m| x| ‘
% EtherCan Iﬁ_ﬂ SIMATIC 300[1) g Andere Station(1) %@ Ethernet[1] =
] SIMATIC 300(1)
- PU 317-2 PNDP
57-Programm(1]
B] Quellen
: {gH Bausteine
= CP 3431
Press F1 to gek Help, [ |TCP/IP(AULD) -2 MYIDIA nForce MNetwor | i

Fig. 5: Accessing NetPro

By double-clicking the symbol fdgthernet(2), which is in the right-hand side of the windowpyo
access the program NetPro.
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Configuration
2.2.2 NetPro Program Window

The program window of the NetPro program is opened.

E‘&NetPro - [EtherCAN (Network) -- C:%Programme’,..." Step 7' s7proj'EtherCAN]

%Euetwork Edit  Insert PLC Wiew Options MWindow Help

: =10l x|
I [ |
(8 (% g| mle dlal £ o2 @@l
Ethernat(1) i = alxl
Industrial Ethernet Bnd | at{anil
Ethemet(Q) Selection of the netwark.
Industrial Ethernet PROFIBUS DP
- %58 PROFIBUS-PA
- 58 PROFINET 10
Cl Stations
-] Subrets
SIMATIC 300{1)
‘H“ :g:]P?UZ :MPIJ’DP:PN-ID 54%1
FN.l’-DPE : )
I |
2
4 I I _’I—I PROFIBUS-DP slaves for SIMATIC 57, M7, and C7 [distributed rack) =
Ready [TEPfIP{AULD) - > NVIDIA nForce Networki... | 387 ¥ 173 4

Fig. 6: NetPro program window
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Configuration

2.2.3 Adding a Station

Here you can now add ,Other station®. Click theedioryStations in Selection of network objects
(right) in the tree structure. Now sel@ther station and drag this into the main window of the program

NetPro with the mouse (Drag-and-Drop). As showithmm figure below, the symbol for th@ther
station is shown in the main window.

E‘%NetPrn - [EtherCAN {Network) -- C:\Programme',...\Step 7' s7proj' EtherCAN]

_[O] x|
%@ Metwork  Edit Insert PLC Miew Options ‘Window Help |7 x|
28 (% g| || dalal 8 o] @l el
Ethernet{1) 1 = EF]
Industrial Ethernet Frd | nﬂ an=
Ethemet(Q) Selection of the netwark
Industrial Etharmet = 3 PROFIELS P

B2 PROFIBUS-PA,
- PROFINET 10

B3 Stations

5 Other Station
PGAPC

SIMATIC 300
SIMATIC 400
SIMATIC PC Station
: SIMATIC 55
[l SIMATIC 57-400-H
- Subnets

g Other station{1)

SIMATIC 300(1)

] |CPU  MPIDP.FN-IO (CP
d 2172 1 421

FHIDF '
=] |
2

-
4| | »

To display the ion table, pl select a modul pable of a ion [CPU, FM module,
OPC server or application]. To display the network address overview, please select a subnet.

%
Devices from other manufacturers / SIMATIC station J
configured in a different project

Ready [TCPYIP(AUED) - = MVIDIA nForce Nebworki,. . 4 129 ¥ O Cha

Fig. 7: Adding a station

2.2.4 Configuration Other Station

Properties -Other station B x|

By double-clicking the ico®ther station the input

General  Interfaces |

- - . ——— window Properties-Other station shown on the left is
anme Ype ress LDneE!

opened. Here you can configure interfaces.
Change to the talmterfaces in the properties window
and select interfaddew.. to add a new interface.

e G Dol Fig. 8: Propertiether station
oK Cancel Help |
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Configuration

New Interface - Type Selection x|l Selectindustrial Ethernet as type in selection windoiNew
interface-Selection of type and confirm the selection with
PROFIBUS OK.
PTF

ok | | Caeel | Hep | Fig. 9: Selection of type

Now the following properties window for the configtion of the Ethernet interface opens.

Properties - Ethernet interface : 5!

Gereral  Parameters |

[T SetMAC address / use 150 protocal

MAC address: I If & subnet iz selected,

the next available addresses are suggested.

¥ | [P pratacs] is being used

P addiess: 1007.155 Bazyay
e M Do notUse olter
Subnet mask: 285.255.0.0

" Use router

Address: |1 0.0.7.158

Subnet:

- niot networked - Mew...

Ethernet(1
Properties... |
Delete |
Fig. 10:
tred | Hee || Propertie€thernet interface

In this properties window for the Ethernet inte6fgou select taParameters and can now enter the

IP address as well as the subnet mask of the EAMN4E7 module (please refer to the hardware manual
of the EtherCAN module, too).

Select the Ethernet that is also connected to Ehngh€re Ethernet (2)).

Confirm your entries with OK.
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Configuration

2.3 Configuring the Connection

- Industrial Ethernet:

E%:NEI:Pro - [EtherCAN (Network) -- C:Programme’,...", Step 7', s Tproji EtherCAN] S E] ﬂ
%Euetwork Edit Insert PLC View ©Opfions wWindow Help =5 ﬂ
¥ % @ e bl 8 ]S [@al ]

Ethernet(1) 1 _ il

Industrial Ethernet

Ethernet(2)
Industrial Ethermet

SIMATIC 200(1)

1

|

g Cither station(1)

Local I Partner ID

Partricr

i At ﬂ

4

| o

Ready

[TCP{IP{ALL) - NMIDIA nForce Metworki... 0 from O selected Chg

FEind: I n:l= i ||

Selection of the network

5% FROFIEUS DF
.38 PROFIBUS-Pa.
-2 PROFINET 10
213 Stations

SIMATIC 400
SIMATIC PC Station
SIMATIC 55

: SIMATIC 57-400H
-3 Subnets

%
Devices from other manufacturers / SIMATIC station J
configured in a different project

Fig. 11: Connection window

When you select the symbol for the CPU of the SIM2300 in the main window, a connection
window opens in the lower part of the program wiwddlow right-click into the first row of the
connection window and seldetsert new connection in the context menu that opens.

oK I Apply

Cancel

Fig. 12: New connection

Help |

Insert New Connection 5'
[kl The window shown on the left opens.
B8] In the cument project
- B8P EtheiCaN
e 5 Other station(1] . . . .
el In this window selecOther station(1) as a connection
—— Al mlizastsstions partner and UDP connection as a connection typenNh
@ I unknown project . . . . .
confirming with OK the properties window for the BD
connection opens (fig. 13).
Breject: |EtherCAR i
Station: |Dther station(1]
tadule: I
— Connection
Type:
[V Display properties before inserting
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Configuration

- Properties of the UDP connection

Properties - UDP connection .' il
Options | Owerview I Status Information Change to tab\ddl’esses
General Information Addreszes
— Local Endpoint — Black Parameters
1D [hex): 0001 A050 1 D
Mame: IUDF' connection2 W EHE 00—l LaDDR
Wia CP: ICF' 3431 - [RO/54]

Boute... |

Fig. 13:
Properties UDP connection

Cancel Help |

Properties - UDP connection : l!

In tabAddresses you must make sure to

Optinns Owerview | Statuz Information |
General Infarmation Addresses enter Port 2209 iRORT (DEC) in both
Fortz from 1025 through BB535 are available. ﬁelds, |e Undetocal as We” as Under
[Far further ports, refer ta online help) Rermte
Lozal Remote
IP (dec: 1001710 [1007.155
EORT (dec)  [2209 2204

Fig. 14: Addresses

Cancel Help |

- Save network configuration
Save the new network configuration.
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Configuration

2.4 Copying Components from Included Project

Copy the following components from the includedjgct

FB77, FC5, FC6, DB1, DB2, DB3, DB77, UDT1

QSIMATIE Manager - [EtherCAN -- C:%Programme’, Siemens’, Step 7' s7proj' EtherCAN] 2 |EI|£|
@ File Edit Insert PLC Wiew Options ‘Window Help 18] x|
Of| B2/ & [Ba|@ ol [0 2| 2of%- E[E] &) [ voFien =1%| 58=| ==m| s
% EtherCaM Systemdaten 3 OB1 o 0B32 3 0B35 o= 0B121 il
EHEJ SIMATIC 300(1) ﬁ. = Fa:d DE2 3 [EE] Fi:

- cPUT2PNOP b DT ARAT_2 AT &% SFC20 &3 SFC58 &% SFCEd

B0 57-Programm(1]

2] Quellen

gy Bausteine

= CP 3431
Press F1 to get Help, [ |TCPJIF{AULo) -3 NYIDIA nForce MNetwar 4

FB77

FC5,
FC6

DB1

DB2

DB3

DB77

UDT1

Fig. 15: Components from included project
is the function block for processing the ELLSI joiaml.
are the Siemens functions AG_SEND and AG_RECWHehiandling of UDP packets (can
also be transferred as SIMATIC_NET_CP library).
provides the interface for transmission of CANegghms (see page 43).
provides the interface for adding and deleting Géénhtifiers to be received. (The standard
11-bit identifiers 0..7FFare automatically enabled by FB77 during initiatian. CAN
identifiers can be removed again from the receptiask in order to increase performance
or simplify evaluation).

received CAN telegrams can be stored here.

is the instance DB for FB77, please refer to th@ments for a description of parameter
values. To read the comments double click the DiB@n-

here the so-called CMSG, the esd structure fotrimsmission of CAN telegrams that are
used in various places (in DB1, DB3 and FB77/DBg®efined (see chapter 4.2).
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CAN

3. CAN

3.1 Basics of CAN Communication

According to the ISO-OSI layer model, “Controllerea Network” (CAN) is a layer 2 protocol (data
link layer) that is standardized internationall8$0O 11898-1.

The text™ of this chapter gives a short introduction intoNCechnology.

CAN communication  Using CAN, peer stations (controllers, sensors antuators) are
connected via a serial bus.
The bus itself is a symmetric or asymmetric twoevdgircuit, which can
be either screened or unscreened.
The electrical parameters of the physical trandorisare also specified
in 1ISO 11898.

The CAN protocol, which corresponds to the dat& liayer in the
ISO/OSI reference model, meets the real-time requants.

Unlike cable trees, the network protocol detectsa@mrects transmission
errors caused by electromagnetic interference.

Additional advantages of such a network are the easfiguration
ability of the overall system and the possibilificentral diagnosis. The
purpose of using CAN is to enable any station tomanicate with any
other without putting too great a load on the caligr computer.

Principles of data When data are transmitted by CAN, no stations adressed, but
exchange instead, the content of the message (e.g. rpmginenemperature) is
designated by an identifier that is unique througtbe network.
The identifier defines not only the content buiatlle priority of the
message. This is important for bus allocation wéereral stations are
competing for bus access.

If the CPU of a given station wishes to send a ages$o one or more
stations, it passes the data to be transmittedtaididentifiers to the
assigned CAN chip ("Make ready”).

This is all the CPU has to do to initiate data exaye. The message is
constructed and transmitted by the CAN chip.

*1)... This text is based on the introduction: “@wotler Area Network, CAN, A Serial Bus System -tNlust For
Vehicles” by the international association of usserd manufacturers CiA (CAN in Automation e.V.)

EtherCAN-S7 Software Manual » Doc. No.: C.2050.28 / Rev. 1.2 Page 17 of 48



CAN

As soon as the CAN chip receives the bus allocdti®end Message”)
all other stations on the CAN network become resrsiof this message
("Receive Message”). Each station in the CAN nekwbaving received
the message correctly, performs an acceptanc®tdstermine whether
the data received are relevant for that statiorl€&”). If the data are of
significance for the station concerned they arecgssed ("Accept”),
otherwise they are ignored.

CAN CAN CAN CAN
Station 1 Station 2 Station 3 Station 4
Accept Prepare Accept |
A T A
Select v Select Select
A Send A A
Message
Receive Receive Receive
Message Message Message
A A A
A\ J

Broadcast transmission and acceptance filtering by CAN nodes

A high degree of system and configuration flextiis achieved as a
result of the content-oriented addressing schemnig Mery easy to add
stations to the existing CAN network without makengy hardware or
software modifications to the existing stationsyyaded that the new
stations are purely receivers.

Because the data transmission protocol does natireeghysical

destination addresses for the individual componehtsupports the

concept of modular electronics and also permitstipial reception

(broad-cast, multicast) and the synchronizatiodistfibuted processes:
measurements needed as information by several afientr can be

transmitted via the network, in such a way tha itnnecessary for each
controller to have its own sensor.

Page 18 of 48 Software Manual  Doc. No.: C.2050.28 / Re2 EtherCAN-S7



CAN

Non-destructive
bitwise arbitration

For the data to be processed in real time they bauisansmitted rapidly.
This not only requires a physical data transfeh péth up to 1 Mbit/s
but also calls for rapid bus allocation when selv&gtions wish to send
messages simultaneously.

In real-time processing the urgency of messages éxchanged over the
network can differ greatly: a rapidly changing dim®n (e.g. engine

load) has to be transmitted more frequently ancefbee with less delays

than other dimensions (e.g. engine temperatureiwdtiange relatively

slowly.

The priority at which a message is transmitted canegbwith another less
urgent message is specified by the identifier efrttessage concerned.
The priorities are laid down during system designthe form of
corresponding binary values and cannot be changeanucally. The
identifier with the lowest binary number has thghwst priority.

Bus access conflicts are resolved by bitwise atitn on the identifiers
involved by each station observing the bus levdbbibit. In accordance
with the "wired and” mechanism, by which the donmstate (logical 0)
overwrites the recessive state (logical 1), the petition for bus
allocation is lost by all those stations with restes transmission and
dominant observation. All "losers” automaticallychene receivers of the
message with the highest priority and do not regitéransmission until
the bus is available again.

A R oK, S

| 1loses | 3 loses

bus recessive

¢ dominant

Principle of non-destructive bitwise arbitration

EtherCAN-S7
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CAN

Efficiency of bus The efficiency of the bus allocation system is dateed mainly by the

allocation possible application for a serial bus system. tieoto judge as simply
as possible which bus systems are suitable fortwapplications the
literature includes a method of classifying busadtion procedures.

Generally we distinguish between the following skss

- Allocation on a fixed time schedule.
Allocation is made sequentially to each participamta maximum
duration regardless of whether this participantdsebe bus at this
moment or not (examples: token slot or token pa3sin

- Bus allocation on the basis of need.
The bus is allocated to one participant on thesbasiransmission
requests outstanding, i.e. the allocation systerty @onsiders
participants wishing to transmit (examples: CSMANA/CD, flying
master, round robin or bitwise arbitration).

For CAN, bus allocation is negotiated purely amitregnessages waiting
to be transmitted. This means that the procedweifsgd by CAN is
classified as allocation on the basis of need.

Another means of assessing the efficiency of bogration systems is
the bus access method:

- Non-destructive bus access.
With methods of this type the bus is allocated ne and only one
station eitherimmediately or within a specifiad¢ifollowing a single
bus access (by one or more stations). This entatsach bus access
by one or more stations leads to an unambiguouallmesition (exam-
ples: token slot, token passing, round robin, lsienarbitration)

- Destructive bus allocation.
Simultaneous bus access by more than one statioeesaall
transmission attempts to be aborted and therefoegetis no
successful bus allocation. More than one bus acoagde necessary
in order to allocate the bus at all, the numbeattdmpts before bus
allocation is successful being a purely statistipantity (examples:
CSMA/CD, Ethernet).
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In order to process all transmission requests GAAl network while
complying with latency constraints at as low a datansfer rate as
possible, the CAN protocol must implement a buscaition method that
guarantees that there is always unambiguous bosatithn even when
there are simultaneous bus accesses from diffetatbns.

The method of bitwise arbitration using the ideatibf the messages to
be transmitted uniquely resolves any collision leew a number of
stations wanting to transmit, and it does this le tatest within
13 (standard format) or 33 (extended format) briqaks for any bus
access period.

Unlike the message-wise arbitration employed byX8&A/CD method
this nondestructive method of conflict resolutiamseres that no bus
capacity is used without transmitting useful infatran.

Even in situations where the bus is overloadedittkage of the bus
access priority to the content of the message prawée a beneficial
system attribute compared with existing CSMA/CQaken protocols:

In spite of the insufficient bus transport capacial outstanding

transmission requests are processed in order wfithgortance to the
overall system (as determined by the message fyjiofihe available

transmission capacity is utilized efficiently fowettransmission of useful
data since "gaps” in bus allocation are kept vengls

The collapse of the whole transmission system dum/érload, as can
occur with the CSMA/CD protocol, is not possibletwCAN. Thus,
CAN permits implementation of fast, traffic-depentleus access which
is non-destructive because of bitwise arbitratiasdal on the message
priority employed.

Non-destructive bus access can be further cladsifie

- centralized bus access control and

- decentralized bus access control

depending on whether the control mechanisms aseptén the system
only once (centralized) or more than once (deckrn&d).

A communication system with a designated statiarie(i alia for

centralized bus access control) must provide aegfyao take effect in
the event of a failure of the master station.

This concept has the disadvantage that the strategyfailure

management is difficult and costly to implement ado that the
takeover of the central station by a redundaniostatan be very time-
consuming.

EtherCAN-S7
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CAN

For these reasons and to circumvent the probletmeateliability of the
master station (and thus of the whole communicatj@stem), the CAN
protocol implements decentralized bus controlnddjor communication
mechanisms, including bus access control, are imgréed several times
in the system, because this is the only way tal thié high requirements
for the availability of the communication system.

In summary it can be said that CAN implements flicrdependent bus

allocation system that permits, by means of a nestrdctive bus access
with decentralized bus access control, a high lidefa rate at the lowest
possible bus data rate in terms of the bus busyfoatall stations.

The efficiency of the bus arbitration procedurénisreased by the fact
that the bus is utilized only by those stationdwpiending transmission
requests.

These requests are handled in the order of thertanpe®e of the messages
for the system as a whole. This proves especialyam@tageous in
overload situations. Since bus access is priodtze the basis of the
messages, it is possible to guarantee low indiVithtancy times in
real-time systems.
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Message frame
formats

Standard Format

The CAN protocol supports two message frame formiis only
essential difference being in the length of itlentifier (ID) . In the
standard format the length of the ID is 11 bits enithe extended format
the length is 29 bits. The message frame for trétisgnmessages on the
bus comprises seven main fields.

A message in the standard format begins with thg bit "start of
frame”, this is followed by théarbitration field” , which contains the
identifier and the’RTR” (remote transmission request) bit, which
indicates whether it is a data frame or a requasté without any data
bytes (remote frame).

The control field” contains théDE (identifier extension) bit, which
indicates either standard format or extended formdtit reserved for
future extensions and - in the last 4 bits - a tofithe data bytes in the
data field.

The"data field” ranges from 0 to 8 bytes in length and is follolwgdhe
"CRC field” , which is used as a frame security check for dietgdbit
errors.

The”ACK field” , comprises the ACK slot (1 bit) and the ACK detieni
(1 recessive bit). The bit in the ACK slot is sagsta recessive bit and is
overwritten as a dominant bit by those receiverglwhave at this time
received the data correctly (positive acknowledg#in€orrect messages
are acknowledged by the receivers regardless ofrékalt of the
acceptance test.

The end of the message is indicateddrd of frame”.

"Intermission” is the minimum number of bit periods separating
consecutive messages. If there is no followingdmegss by any station,
the bus remains idl@bus idle”).

Arbitration Field Control | Data Field CRC 2%k Endof 1M g g qie
ield | | Field |" | Frame
bl bl Sl Ll i T 1ttt - i~
s R},
;9 11 bit IDENTIFIER |T HofpLc 0 - 8 Bytes 15 bit CRC

Message frame for standard format (CAN Specification 2.0A)
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Detecting and Unlike other bus systems, the CAN protocol does mse

signalling errors acknowledgement messages but instead signalsramy #rat occur. For
error detection the CAN protocol implements threechanisms at the
message level:

® Cyclic Redundancy Check (CRC)
The CRC safeguards the information in the framadaling redundant
check bits at the transmission end. At the recaswer these bits are
re-computed and tested against the received bitseey do not agree
there has been a CRC error.

® Frame check
This mechanism verifies the structure of the trattech frame by
checking the bit fields against the fixed format dhe frame size.
Errors detected by frame checks are designatethdberrors”.

® ACK errors
As mentioned above, frames received are acknowtedye all
recipients through positive acknowledgement. lhoknowledgement
is received by the transmitter of the message (ADiir) this may
mean that there is a transmission error which leas lletected only
by the recipients, that the ACK field has beenwoied or that there
are no receivers.

The CAN protocol also implements two mechanismsfoor detection
at the bit level.

® Monitoring
The ability of the transmitter to detect errors bhased on the
monitoring of bus signals: each node which transaigo observes the
bus level and thus detects differences betweehitlsent and the bit
received. This permits reliable detection of adllgg! errors and errors
local to the transmitter.

® Bit stuffing

The coding of the individual bits is tested at lavel. The bit

representation used by CAN is NRZ (non-return-tmyeoding,

which guarantees maximum efficiency in bit codifige synchronisa-
tion edges are generated by means of bit stufiieg, after five

consecutive equal bits the sender inserts intbitretream a stuff bit
with the complementary value, which is removedigreceivers. The
code check is limited to checking adherence testhffing rule.
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If one or more errors are discovered by at leaststation (any station)
using the above mechanisms, the current transmissi@borted by

sending an “error flag”. This prevents other stagiaccepting the mes-
sage and thus ensures the consistency of datagtioouthe network.

After transmission of an erroneous message hasdieeted, the sender
automatically re-attempts transmission (automageat request). There
may again be competition for bus allocation. Asile,rretransmission

will be begun within 23 bit periods after error elgion; in special cases
the system recovery time is 31 bit periods.

However effective and efficient the method desdtibgay be, in the

event of a defective station it might lead to akssages (including
correct ones) being aborted, thus blocking theslgatem if no measures
for self-monitoring were taken. The CAN protocoétéfore provides a
mechanism for distinguishing sporadic errors frampanent errors and
localizing station failures (fault confinement).

This is done by statistical assessment of statimr situations with the
aim of recognizing a station's own defects and ipbgentering an
operating mode where the rest of the CAN networkds negatively
affected. This may go as far as the station switghtself off to prevent
messages erroneously recognized as incorrect feang laborted.

EtherCAN-S7
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Data reliability of the  In the context of bus systems data, reliabilityursderstood as the
CAN protocol capability to identify data corrupted by transnmussfaults.
The residual error probability is a statistical sww& of the impairment
of data reliability: it specifies the probabilityat data will be corrupted
and that this corruption will remain undetected.

The residual error probability should be so smiaditton average no
corrupted data will go undetected throughout thelertife of a system.

Calculation of the residual error probability re@sithat the errors which
occur be classified and that the whole transmigsaih be described by

a model.
A
10712 - 5 Stations
> Message length 90 Bit
B
o =14
g 10
o
B
L 10-164 \
g 10 Stations
2 Message Length B0 Bit
@
i
].G_ ] B —pe
R
¢ s .' .l —*
1574 1073 1072 10”
Bit Error Probability

Residual error probability as a function of bit error probability
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If we determine the residual error probability i€ as a function of the
bit error probability for message lengths of 809t bits, for system

configurations of, for instance, five or ten nodes with an error rate of
1/1000 (an error in one message in every thouséma), maximum bit

error probability is approximately 0.02 - in theler of 10, Based on

thisitis possible to calculate the maximum nundé@ndetectable errors
for a given CAN network.

For example, if a CAN network operates at a da@ahl Mbit/s, at an
average bus capacity utilization of 50 percentaftotal operating life of
4000 hours and with an average message lengthlmt8@hen the total
number of messages transmitted is 9 ¥.10

The statistical number of undetected transmissiam®during the opera-
ting life is thus in the order of less than?1@r to put it another way,
with an operating time of eight hours per day ob @&ys per year and an
error rate of 0.7 s, one undetected error occuesyethousand years
(statistical average).
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Physical CAN
connection

The data rates (up to 1 Mbit/s) necessitate acseiffily steep pulse slope,
which can be implemented only by using power eldsen

A number of physical connections are basically fxdssHowever, the
users and manufacturers group CAN in Automatioomenends the use
of driver circuits in accordance with ISO 11898.

Integrated driver chips in accordance with ISO BL8& available from
several companies (Bosch, Philips, Siliconix ardaBdnstruments). The
international users and manufacturers group (Cig9 specifies several
mechanical connections (cable and connectors).

Microcontrolier

CAN Controller
™0 TX1 RX0 RX1

L,
TxD RxD Ref Rs
CAN Transceiver Vec| 4-mom:
Gnd¢
CAN_L CANH
Bus Termination : Bus Termination
CAN_H
[j“r CAN Bus Lines | IR’

CAN_L -

Physical CAN Connection according to ISO 11898
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Extended format CAN The CAN protocol allows the use of two message &sm
messages

StandardCAN (Version 2.0 A) and

ExtendedCAN (Version 2.0 B).

To support these efforts, the CAN protocol was medézl by the
introduction of a 29-bit identifier. This identifiess made up of the ex-
isting 11-bit identifier (base ID) and an 18-bitexsion (ID extension).

As the two formats have to coexist on one bus iaig down which
message has higher priority on the bus in theafdses access collisions
with dithering formats and the same base identifiee message in
standard always has priority over the messageteneed format.

CAN controllers which support the messages in eddriormat can also
send and receive messages in standard format.

When CAN controllers which only cover the standaiamat
(Version 2.0A) are used on one network, then ordgsages in standard
format can be transmitted on the entire networks$dges in extended
format would be misunderstood.

However there are CAN controllers which only supgtendard format
but recognize messages in extended format and dgribem
(Version 2.0B passive).

The distinction between standard format and extéridemat is made
using thelDE bit (Identifier Extension Bit) which is transmitted as
dominant in the case of a frame in standard forrRat. frames in
extended format it is recessive.

TheRTR bit is transmitted dominant or recessive dependinglother
data are being transmitted or whether a specifissage is being
requested from a station.

In place of the RTR bit in standard format ®IRR (substitute remote
requestyit is transmitted for frames with extended ID.

The SRR bit is always transmitted as recessivensare that in the case
of arbitration the standard frame always has gyidmis allocation over
an extended frame when both messages have thebsamedentifier.
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Extended Format

o
Fnow

Unlike the standard format, in the extended forrtet IDE bit is
followed by thel8-bit ID extension theRTR bit and a reserved bit (r1).
All the following fields are identical with stanahformat. Conformity
between the two formats is ensured by the factttie@CAN controllers
which support the extended format can also comnatmia standard for-

mat.

CRC (2K Endof 1M guq jgie
- > ome D

|‘ Arbitration Fleld | Control | Data Field
e >
ST T
11 bit IDENTIFIER E g 18 bit IDENTIFIER o DLC 0 - 8 Bytes 15 bit CRC

Message frame for extended format (CAN Specification 2.0B)
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3.2 CAN Errors and CAN Error Localization

CAN nodes can distinguish between short interrugstiand permanent failures, helping to localize
errors.

Within every CAN node an 8-bit transmission errouter and an 8-bit reception error counter are
used each. In case of one of the error types CR@,estuff error, form error, bit error or
acknowledgement (ACK) error, the according errarrter is increased.

If transmission or reception were successful, hagethe according error counter is decremented.
Permanent failures therefore cause high error ntsndigort interruptions however only cause lowrerro
numbers that are reduced again in the runningrsyste

Depending on the value of the error counters, tuergoes into one of the three statuesesr active,
error passive or bus off.

error active normal operating mode of the node, both error cangrdare smaller than 128. In
this mode the node participates normally in the mamication.
When communications errors are detected, an ERR@RIVE FLAG,
consisting of six dominant bits, is sent, blockihg current transmission.

error passive one of the two error counters is larger than 12d iadicates an increased
number of errors for the node. The node still pgréites in the communication,
but has to wait longer between the transmissiomedsages. This additional
delay inerror passive mode is called®uspended Transmission and is achieved
by transmitting eight additional recessive bitste end of the frame. This
means that a node @nror passive mode loses bus control to nodeseinor
active modes, disregarding the order of their IDs.
If anerror passive node detects an error during communication, ghirsdicated
by transmitting an ERROR PASSIVE FLAG. This flagnewsts of six recessive
bits, which do not influence the current transnasgprovided that another node
is the sender), if the error is local on #neor passive node.

bus off the transmission error counter has exceeded thee vab5 and therefore
indicates that errors have occurred over a longeog during transmission in
this node.
In this status the node switches its bus drivefsanofl does not have any
influence on the bus anymore. Transmission in tieeris activated again and
the node becomesror active again, when 11 successive recessive bits have
been detected 128 times on the bus.
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4. Functional Characteristics

4.1 Function Block FB77

Function block FB77 is responsible for communiagtaith the connected CAN via the EtherCAN-S7
module configured in chapter 2. The required camfidjon of the bit rate on the CANbus, the
preparation of the reception of CAN messages aadsthicalled ELLSI heartbeat to monitor the

connection between the Siemens-PLC S7 and EtherSANecurs independently in FB77.
When calling FB77 up to 7 CAN telegrams can bedmaitted and received.

FB77 uses the IN parameters and OUT parametees lislow.

IN Parameters

FB77 configures the EtherCAN-S7 module via IN pagters ENABLE, CONN_ID, MOD_ADDR and

BAUD.

The IN parameters SEND_INIT, SEND_LEN and SEND_DAiRKiate the transmission of CAN

telegrams.

IN parameters | Data type Description

ENABLE BOOL FALSE ->reset FB77,
TRUE ->run

CONN_ID integer ID of UDP connection (see Properties of UliPnection in
NetPro, fig.16, page 34)

MOD_ADDR [ WORD Module address of CP in hardware configurafgse fig.16)
Example:
The 1/0O addresses of the CP are indicated on gt 4
SIMATIC manager (see fig.4, page 9)

BAUD DWORD CAN bit rate (see chapter 4.1.2)

SEND_INIT BOOL rising edge -> send SEND_DATA

(length SEND_LEN Bytes)

SEND_LEN DWORD Length of data in SEND_DATA

SEND _DATA | BLOCK_ DB | Data that is to be sent (either DB1 fonsmission of CAN
frames or DB2 to activate/deactivate CAN idents)er
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OUT parameters

OUT parameters CONNECT, ERROR and STATUS moniterGANbus.
Finished transmissions of CAN telegrams are ackedgdd by SEND_ DONE.
OUT parameters REC_NEW, REC_LEN and REC_DATA aezlus transfer received telegrams.

ouT e
parameters Data type Description
CONNECT BOOL TRUE -> active connection to EtherCAN-S7
FALSE ->no active connection to EtherCAN-S7
ERROR BOOL TRUE -> error (see STATUS for further details)
FALSE -> no error
STATUS WORD returned value of AG_SEND/RECV
(A list of returned values can be found in the ajbe
chapter 6.2)
SEND_DONE | BOOL TRUE -> previous data packet was sent
FALSE -> nothing has been sent yet
or nothing has been comissioned
REC_NEW BOOL TRUE -> new data
FALSE -> no new data
REC _LEN DWORD length of data received in REC_DATA, in ca$@®w data
(REC_NEW -> True)
REC_DATA ARRAY data received
1..7 of (see chapter 4.2)
UDT1
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4.1.1 Parameters CONN_ID and MOD_ADDR

When configuring the connection of the network wWitetPro, as described in chapter 2, riwelule
parameters CONN_ID and MOD_ADDR are shown in tiReoperties window of the UDP address.

Properties - UDP connection i 5]
Options | Overview | Status Information |
General Information I Addresses |
Local Endpoint [~ Block Parameters
10 (hex): 0001 A0S0 1D —— CONN ID
Blame: S UDP connection? | WBHD100 —{LADDR)] We— \1OD ADDR
Wia CP: |CP 3431 - (RO/54) ;
Boute...
Fig. 16:
Example for module parameters
Cancel | Help ]

These parameters have to be entered into the BNreders CONN_ID and MOD_ADDR.
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4.1.2 Configuring the CAN Bit Rate with BAUD

Before data can be transmitted or received, thd ke of the CAN interface has to be initialized®.
This initialization is then valid for this logic IDf the UDP connection and therefore for the agsign

physical interface.

The baud rate is taken from param@&&UD at an edge ENABLE FALSETRUE and set.

The structure of the 32-bit IN parameBXUD depends on the value of the ‘user bit rate’ flaBR)

and is defined below:

Bit no.: 31 30 29... .24 23.. ..1p 15.. .]8 7.. .0l
Assignment UBR=0 LOM reserved Baudrate index
: UBR=1 LOM reserved BTRO BTR1

Table 1: Structure of IN paramet&AUD

Bit(s) Values Description
0 Use the predefined bit rate tablealfle index)
UBR 1 Set the bit rate register of the CAN controller
directly BTRO/BTRL)
Listen-Only mode:
0 Configure the bit rate in ‘active mode’ (normal
LOM .
operation)
1 Configure the bit rate in Listen-Only mode
B?#C?erite X Use bit rate from the predefined table on page 36
BTRO/BTR1 X Bit timing register of CAN controller

Table 2: Description of IN parametd8AUD

EtherCAN-S7
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UBR

LOM

When setting thasser bit rate’ flag (UBR) to ‘0’, bits 0...7 are evaluated as index
of a predefined bit-rate table. Doing this, comra@N bit rates can be configured
without knowledge about hardware details of the Gantroller.

Baudrate Bit rate™
index [kBit/s]
[hex]

1000

666.6
500

333.3
250
166
125
100
66.6
50

33.3
20 Table 3:

12.5 Predefined bit rate table
10

ND|W|>|lo|lo|N|lojla|h|lw|N]|FR|O

O

D The configuration of predefined bit rates isgtordance with the recommendations by CiA (CAN in
Automation e.V.).

When setting th&JBR flag to ‘1’, bits 0...15 are used to configure the bit-rate
register of the CAN controller directly with thegplefined values.

When defining the bit-rate register directly, thardware that is used (CAN
controller, cycle frequency) has to be consideRddase refer to appendix ‘Bit-
Timing Values (Examples)'.

When setting thelisten-only mode’ (LOM)-flag to ‘0", the CAN controller
operates with this bit rate in normal active mageich means that messages can
be received and transmitted.

When setting th& OM flag to ‘1’, the CAN controller operates in listen-only
mode and can only receive messages.

CAN-ACK will not be generated (see page 23). Neithé possible to send CAN
messages when LOM flag is set. This mode is usua#d for diagnosis of a CAN
network.
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4.2 Data Type UDT1

Data typeUDT1 serves as an interface for transmitting and réegiCAN telegrams. It contains

information about the identifier, length and datéhe CAN telegram. In addition it shows the number
of possibly lost CAN telegrams in the EtherCAN-S37veell as general errors of the CANbus (see
chapter 4.2.2) when receiving. CAN telegrams cadisénguished as CAN messages (CMSG) and

CAN events (EVMSG), marked by the event identifier.

Please refer to chapter 4.2.1 for a detailed detsani of the data structure of CAN messages (CMSG).

Please refer to chapter 4.2.2 for a detailed datsani of the data structure of CAN events (EVMSG).

4.2.1 UDT1 with CAN Messages (CMSG)

This chapter contains a detailed description ofddia typeJDT1 (CMSG):

UDT1 Data type Description
ID DWORD CAN identifier,
11- or 29-bit CAN ID: data is received on it or @& to be
transmitted on it
len BYTE 0..8 (+ b#16#10, corresponding to +1for RTR),
Bit 0-3: number of CAN data bytes [0..8]
Bit 4: RTR (remote transmission request)
The RTR bit indicates a data frame or a
request frame without data bytes (remotg
request).
Bit 5-7: reserved
msg_lost BYTE only for reception
counter for lost CAN reception messages. Enabkesisler to
collect data losses in EtherCAN-S7:
msg_lost=0: no lost messages
0 <msg_lost < 255 : number of lost messages =
value of msg_lost
msg_lost = 255 : number of lost messagexbs
reserved WORD reserved, ‘0’ is returned
data Array 1..8
of Byte CAN data bytes
timestampl DWORD reserved for future applications, 0’ is retedn
timestamp?2 DWORD reserved for future applications, ‘0’ is reted

Table 4: UDT1 (CMSG)
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CAN Message (CMSG) Data Structure

ID: In order to send a message with a 29-bit identifieR9 of the CAN identifier parameter
ID has to be set in the structure CMSG in additiainéoCAN identifier. When a message
with a 29-bit identifier is received, bit 29 of tRAN identifier parametdD is set in the
structure CMSG in addition to the CAN identifier.

B":f"l':')be' 31|30(29|28|27|26|25|24|23|22|21|20| 19| 18| 17|16(15[14(13|12|11]10 7|6|5]4|3
00 [0 X|X|X[X[X|X|X|X|X|X|X|X[X[X[|X|X|X][xX]|10 7|6|5[4](3
Bit assignment - L 1L — L
of ID I — N
for 11-bit CAN ID
Flag: 29-bit ID (0 -> 11 bit)
11-bit ID Flag: Event message (0 -> no event)
reserved
0|0 | 1|28|27|26|25|24|23|22|21|20|19|18|17[16[15[14[13[12[11]10 7|6|5[4(3
Bit assignment - Ep—— —— e —
of ID T T~ T
for 29-bit CAN ID
Flag: 29-bit ID (1 -> 29 bit)
29-bit ID Flag: Event message (0 -> no event)
reserved
Table 5: Coding ofID in CMSG
For CAN messages, bit 30 of the CAN identifier paeterID is always set to ‘0.
len:
Bit number 7 6 5 4 3 2 1 0
of len
X X X rtr 8 2 1 0
— — Y ]
LJ no. of
valid bytes
Bit assignment Flag: RTR
of len
— X =reserved
(write access: set to '0'; read access: don't care)

Table 6: Coding oflen in CSMG data structure

Bits 0 to 3 of lengthen of the CMSG structure are used to represent theeu of valid
bytes in the data field of the CAN data telegrarbedransmitted or received in the table

below, accordingly.
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Bit7...

Value oflen
[binary]

...Bit0

Number of
data bytes

[Bytes]

XXXX
XXXX
XXXX
XXXX
XXXX
XXXX
XXXX
XXXX
XXXX
XXXX

0000
0001
0010
0011
0100
0101
0110
0111
1000
Ixxx

O~NOOOUIDWNEFO

Table 7: Coding of length
8*

* In accordance with CiA standard values > 8@eamissible foten

Bit 4 (RTR) of lengtHen the CMSG structure is used to distinguish a dataé from a
remote frame, when transmitting and receiving a Galdgram:

Value of bitRTR .
) Function
[binary]
0 transmit or receive data frame
1 transmit or receive remote frame (RTR)

In a remote request bits 0 to 3 of the length gmethe data-length code in accordance

Table 8: Function ofRTR bit

with table 5 on page 38. The dal@ta of the CMSG structure is invalid.

Bits 5, 6 and 7 are reserved for future applicatidtor read operations the status of these

bits is undefined. For write operations these diuld always be set to ‘0.

msg_lost:

When the reception FIFO of the EtherCAN-S7 is &l new message are received, old

messages will be overwritten and theg_lostcounter will count up.
The user can detect a data overflow by means o lostcounter. An increasing

reading signals that the application reads CAN slataer than new data is made available

by the driver.
Value of Message- .
Meaning
Lost counter
msg_lost=0 no lost messages
0 <msg_lost< 255 | number of lost messages = value of msg_lost
msg_lost= 255 number of lost messages255

Table 9: Value range oimsg_lost

EtherCAN-S7
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4.2.2 UDT1 in CAN Events (EVMSG)
This chapter gives a detailed explanation of UDT &vents on the CAN bus (EVMSG).

In addition to the returned values of ERROR and BUA the function block can signal errors and/or
a change in status, such as a CAN bus Off, asynohsily via events.

Data typeUDT1 (EVMSG):

UDT1 Data type Description

ID DWORD event identifier

len BYTE Bit 0-3: number of CAN data bytes [0..8]
Bit 4-7: reserved

msg_lost BYTE only for reception

number for lost CAN reception messages;

Enables user to collect data losses:

msg_lost=0: no lost messages
0 <msg_lost < 255 : number of lost messages =
Value of msg_lost

msg_lost = 255 : number of lost messagexbs
reserved WORD reserved, ‘0’ is returned
data Array 1..8 | event data

of Byte

timestampl DWORD reserved for future applications, ‘0’ is reted
timestamp?2 DWORD reserved for future applications, ‘0’ is reted

Table 10:UDT1 (EVMSG)
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Event Message (EVMSG) Data Structure

The byte size of the EVMSG structure correspondbéasize of the CMSG structure.

ID: Events are always designated by bit 30 of paraniBtdyeing set to ‘1'. This helps to
distinguish them from the previously described CABA and CAN 2.0B messages of the
CMSG structure, when they are returned via a staméaeive 1/0O call together with CAN
messages.

For the 8-bievent ID only the event number 4000 0Q@¢ currently used.

Bit number 31/30|29|28(27|26|25|24|23|22|21(20|19|18|17(16|15|14({13|12|11{10|9 |8 |7 |6 | 5|43 |2|1|0
of Event ID
oft|ojofjof0|O|OfO|O|O|O|O|O|OfO|O|O|O|O|O|O|O|O|7|6|5|4(3|2]|1]|0
Bit assignment | L - —L
of Event ID 0 -
for 8-bit Event ID
Flag: 29-bit ID (here not used, set always to '0')
Event IDs Flag: Event message (1 -> event)
reserved

Table 11: Coding ofID in EVMSG

len:

Value oflen Number of
[binary] data bytes

Bit7... ...BitO [Bytes]

xxxx 0000
xxxx 0001
xxxx 0010
xxxx 0011
xxxx 0100
xxxx 0101
xxxx 0110
xxxx 0111
Xxxx 1000

o~NOO O~ WNEFO

Table 12: Coding of lengthen in EVMSG data structure

Bits 7...4 are reserved for future applicatiortse Value of these bits is undefined for read
accesses. For write accesses these bits must dheagt to ‘0.
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data: The data fielddata contains event data in the EVMSG structure.
Currently there is the following CAN event:

EV_CAN_ERROR

Event ID: EV_CAN_ERRCR
Event no.: 4000 00Q0
Data length: 8 bytes

Data-byte
el IEY [2] [3] [4] [5] [6] [7] 8]
Assighme reserved reserved LOST reserved LOST reserved| reserved
nt: (0'is Error (0'is MESSAGE (0'is FIEQ (0'is (‘0'is

) returned) returned) returned) returned) | returned)

Table 13: Assignment of everiEfV_CAN_ERROR

The event is generated, when one of the error peteamthat are covered by this event
changes.

Value range of parameter:

ERROR 00, - CAN controller status iErrorActive
(BUSSTATE OK)
40, - CAN controller status i&rror Warn
(BUSSTATE_ WARN)
One of the error counters (Rx or Tx) is larger tBan
80, - CAN controller status iError Passive
(BUSSTATE ERRPASSIVE)
One of the error counters (Rx or Tx) is larger thai.
CQ, - CAN controller status iBus Off
(BUSSTATE_ BUSOFF)
One of the error counters (Rx or Tx) is larger tBab

LOST_MESSAGE counter for lost messages of the CAN controller
This counter is set by an error output of the CAdntooller. It
indicates the number of lost CAN frames (receivetransmit
messages).

LOST_FIFO counter for lost messages of the FIFO
This counter is increased, when messages are lestada FIFO
overflow (FIFO full).
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4.3 Data Block DB1

Structure of data blocRB1 for the transmission of CAN telegrams:

DB1 Data type Description
command BYTE always 1 for transmission of CAN messages
sendData ARRAY 1..7 1..7 CAN messages

of UDT1

Table 14: Data blockDB1
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4.4 Data Block DB2

Anindividual filter can be configured for 11-biXBl identifiers (standard format) to select the reed
messages based on CAN identifiers, specific toiegupns.

Atinitialization, function block FB77 opens a éltfor all 11-bit CAN identifiers. Individual ideifiers
or ranges can be masked out by using data block DB2

CAN identifiers of messages to be sent do not @ explicitty communicated beforehand.

Structure of data blockRB2 to add/delete CAN identifiers for reception:

DB2 Data type Description

command BYTE =2 CAN_ID_ADD
(adding CAN identifiers)
=3 CAN_ID_DELETE
(deleting CAN identifiers)

CanldRange | ARRAY 1..21 of rangeStart (DWORD) DW#16#0 .. DW#16#7FF
rangeStart (DWORD) (corresponding to O...+7FF
rangeEnd (DWORD) for the start of the range

rangeEnd (DWORD) DW#16#0 .. DW#16#7FF
(corresponding to O...+7FF
for the end of the range

Table 15: Data modulé®B2

4.4.1 CanldRange

Variable Data type Description

rangeStart DWORD Start qf the range of CAN ID(s) that are addedi¢teel for
reception

rangeEnd DWORD End of the range of CAN ID(s) that are added / teeldéor
reception

Table 16: Range of CAN ID(s)
The entire range, includimgangeStart andrangeEnd, is added or deleted dependingommmand.

If rangeEndis smaller than or equaltangeStart, only the CAN ID that is determined lbgngeStart
is added or deleted.
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5. Monitoring Ethernet Communication via Heartbeat

This service (ELLSI_CMD_HEARTBEAT) is only for mdoring the connection between Siemens-
PLC S7 and EtherCAN-S7 and should not be confusddawheartbeat or guarding of the CAN or
CANopen modules.

It is automatically processed by FB77 and leadS@NNECT = FALSE in case of disturbances.

Siemens-PLC S7 (ELLSI-client) and EtherCAN-S7 (ELk8rver) transmit heartbeat messages in
regular intervals, when no data is exchanged. Gtiyrethis heartbeat interval is set to 2500 ms.

If the client (Siemens-PLC S7) has neither recedagd nor heartbeats from the server (EtherCAN-S7)
within a period of 7500 ms, the client concludesrirthis that the server is not available anymane, f
instance if the network connection was interrupied reset was executed on the EtherCAN-S7, etc.
Consequently, the client (Siemens-PLC S7) now toggconnect itself to the server again.

If the server (EtherCAN-S7) does neither receivta dar heartbeats from the client (Siemens-PLC S7)
within a period of 7500 ms, it concludes from tthiat the client is not available anymore. The serve
then does nadend data and heartbeats to the client anymoitg vibren the client (Siemens-PLC S7)
has reconnected to the server and sends a heantbesdge, the server starts to send heartbeatgasssa
again.
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6. Appendix

6.1 Bit-Timing Values (Examples)

Please refer to the manual of Controller SJA1I000RNfor determining the bit timing and baud rate
by means of register values.

The SJA1000 manual can be downloaded from thenetefor example from the NXP homepage at:

http://www.nxp.com/acrobat download/datasheets/SJA1000 3.pdf

Note:

Please note that an executable CAN network notregjuires that all CAN devices haye
the same bit rate, but that the other timing patarsemust be identical as well!

. : Position of Setting registers BTRO an
Baud rate Nortri1r|rr]1§I bit Sample Point *) BTR1
SJA1000/20 MHz
Bus length t
J ° [% of ] [HEX]
1 gfsbr'rt]/ S 1us 75 % 00 16
8Ogoki't/ S | 1.25ps 80 % 00 18
50100‘8%:/ S 2us 87.5 % 00 2F
25205‘8%:/ S 4ps 87.5 % 01 2F
12550‘8%:/ S 8 s 87.5 % 04 1C
10605‘8%:/ S 10us 87.5 % 04 2F
SOlkk'iq't/ S 20 s 87.5 % 09 2F
23 gi%s 50 s 87.5 % 18 2F
105kkBr’n't/ S 100us 87.5 % 31 2F

Table: Bit-timing values

*) The ‘position of the sampling point’ has beetested in accordance with CiA recommendations.
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Appendix

6.2 S7-Returned Values
The returned values were takearft the Siemens-PLS7 online documentation.
FC5 (AG_SEND):

The following table informs about the display to dealuated by the user application, made up of DONE
ERROR and STATUS.

DONE ERROR STATUS Meaning

1 0 0000H  Job completed without error.

0 0 0000H  No job being executed.

0 0 8181H  Job active.

0 1 7000H  The condition code is possible onlhd7-400: The FC was called with ACT=0;

the job has not yet been processed.
8183H  No configuration or the ISO/TCPvesr has not yet started on the Ethernet CP.
0 1 8184H lllegal data type specified for tHeN® parameter.
System error (the source data area is incorrect).

o
[EnY

0 1 8185H LEN parameter longer than SEND c@area.

0 1 8186H ID parameter invalid. ID != 1,26 (S7-300).ID !=1,2....64.(S7-400)

0 1 8302H No receive resources on the destimatition; the receiving station cannot processived
data quickly enough or has not prepared any regcebd@urces.

0 1 8304H  The connection is not established. Eimel §ob should only be attempted again after waitin

for at least 100 ms.

8311H The destination station cannot be obtaimetér the specified Ethernet address.

8312H  Ethernet error on the CP.

8F22H  Source area invalid, e.g.:Area damd®xist in the DBLEN parameter < 0

8F24H  Area error reading a parameter.

8F28H  Alignment error reading a parameter.

8F32H  Parameter contains a DB numberighao high.

8F33H DB number error.

8F3AH Area not loaded (DB).

8F42H  Timeout reading a parameter filoa/O area.

8F44H  Access to a parameter to be de&idg block execution is prevented.

8F7FH Internal error, e.g. illegal AN&ferencee.g. parameter LEN=0

8090H  Module with this module startleess does not existhe FC being used does not match the
system family being used (remember to use diffeff€g for S7300 and S7400).

cNoNoNeoNoNoNeoNoNoNoNeoNo)
PRPRRPRRPRRPRRPRRPRPRPRRRE

0 1 8091H  Module start address not at ékdword boundary.
0 1 8092H Inthe ANY reference, a type othan BYTE is specified. (S7-400 only)
0 1 80A4H  The communication bus connectietwieen the CPU and CP is not established.

(With newer CPU versions)

80BOH The module does not recognizelttia record.

80B1H The specified length (in the Le&rameter) is incorrect.

80B2H The communication bus connedtietween the CPU and CP is not established.

80COH  The data record cannot be read.

80C1H The specified data record isentty being processed.

80C2H There are too many jobs pending.

80C3H CPU resources (memory) occupied.

80C4H Communication error (occurs terafty and a repetition in the user program wilieof
remedy the problem).

80D2H Module start address incorrect.

cNeNoNoNoNoNoNe
RPRRRPRRERRRRE

o
[y
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FC6 (AG_RECV):

The following table informs about the display tody@luated by the user application, made up of
NDR, ERROR and STATUS.

NDR ERROR STATUS

1 0 0000H
0 0 8180H
0 0 8181H
0 1 8183H
0 1 8184H
0 1 8185H
0 1 8186H
0 1 8304H
0 1 8F23H
0 1 8F25H
0 1 8F29H
0 1 8F30H
0 1 8F31H
0 1 8F32H
0 1 8F33H
0 1 8F3AH
0 1 8F43H
0 1 8F45H
0 1 8F7FH
0 1 8090H

0 1 8091H
0 1 8092H
0 1 80AOH
0 1 80A4H
0 1 80BOH
0 1 80B1H
0 1 80B2H
0 1 80COH
0 1 80C1H
0 1 80C2H
0 1 80C3H
0 1 80C4H

o
[y

80D2H

Meaning

New data accepted.

There is no data available yet itt AG_SRECV).

Job active.

The configuration is missing;

The ISO transport service has not yet started ertthernet CP;
The connection is not established.

lllegal type specified for the RE@arameter; System error.

Destination buffer (RECV) is &lwort.

ID parameter invalid.ID = 1,26 (S7-300).ID !'=1,2....64.(S7-400)

The connection is not estabtisfide send job should only be attempted agaim atéing
for at least 100 ms.

Source area invalid, e.g.:Areasdnote exist in the DB.

Area error writing a parameter.

Alignment error writing a pardaere

Parameter is in the writepraddirst current data block.

Parameter is in the writepradaecond current data block.

Parameter contains a DB nuniizris too high.

DB number error.

Destination area not loaded (DB).

Timeout writing a parametertie VO area.

Address of the parameter toclael iis disabled in the access track.

Internal error, e.g. illegal AN&ference.

No module with this module stadess exists or the CPU is in STOP mode;
The FC being used does not match the system fémihg used (remember to use different
FCs for S7300 and S7400).

Module start address not atubtiword boundary.

In the ANY reference, a typeeotthan BYTE is specified. (S7-400 only)

Negative acknowledgment readiiog the module.

The communication bus connectietween the CPU and CP is not established.

The module does not recognizeltiie record.

Destination area invalid.

The communication bus connedbetween the CPU and CP is not established.

The data record cannot be read.

The specified data record isenity being processed.

There are too many jobs pending.

CPU resources (memory) occupied.

Communication error (occurs teraptyrand a repetition in the user program willewft
remedy the problem).

Module start address incorrect.
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