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1. CONNECTION TO THE SYSTEM

Use the following link to connect to the page with logon form:

https://server ip address:server port/ifobsClient

where:
server_ip_address = server IP address;

server_port = server port.

Examples:
https://195.162.1.50:7002/ifobsClient

1.1.Language of the system

The system is a multilingual one, so three languages are available for the work in it. The
start form of the system connection contains the tabs for the user interface language selection:

=  «YkpaiHcbkor>» - the Ukrainian language of the user interface is set;
= «[Mo-pycckmn>» - the Russian language is set;
= «In English» - the English language is set.

On default the language is set by an administrator of a bank, but a user can fix his own
language. One can do it in two ways:

1. After the log-in. In the menu My iFOBS/Personal settings go over the link
«Console settings» and select the language you need from the list «User" s interface
language» (see «System behavior«). Now you will be able to work in this language
in the system regardless of the language, set on the start page;

2. On the start page. If in the personal settings the language of the user interface is
not set (the item of the list «Not selected»), then your work in the system will be
in the language you select on the start page before every log-in.

YrpalHCEROH \u/ Mo-pycckn \||/ Polzki \||/ In Englizh

Lag-in problems @
System safety infarmation @

iFOBS Client Lite
iFOBS Client Secure

Login with Author security token

Useful links
Developed by CS company © 2003-2010

Running the system first time a user has to enter his password to login into the system and
create a certificate. Use the «Certificates console» link to create certificates.

When the bank administrator has authorized your request on setting password and
certificate generating you may login into system.
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«Useful links» page contains information about the additional software that needs to be
installed on your computer in order to use the system in full-featured way; there are also links to
download the specified software.

1.2.The mode of operating the system
Client console can operate in one of the two modes:

= "Lite” client - only password and login are necessary for entering the system. All the
documents in the system will be available only in the view mode.

YEpaHCBEDK Y Mo-pycckn ]( Polzki ]|/ In Englizh

Login [oir_RAD |

Pas=word ||" |

Developed by CS company © 2003-2010

= "Secure” client - in addition the availability of the user private key is necessary for
entering the system. If a user has rights for sending documents and operating accounts, all
the documents are available in the view and edit mode.

Vepahcekow || Mo-pycoen ) Polski ) InEnglizh

Login DIR_RAD
Passward b
Frivate key password i

Choose the falder DACepTdduEaTenDIR_RAD J

Java version: 1.6.0 23
Useful links
Developed by CS company  © 2003-2011

For operating this type of the client console a user is to know the login and password for
entering the system, the private key password and to have the set of the following files in the
floppy disk:

= ca.cer - the main system certificate;
= <USER>.cer - the user RSA that is the certificate, where <USER> is the user ID;
* <USER>.key - the RSA private key, where <USER> is the user ID;

= Login with Author security token - in this case for logging in the system you should
connect the security token “Secure Token” of the Author company, press the link “Login
with Author security token”, then enter the login, the password and the private key
password.
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}"Kpﬂ'IHDI:KEICIF Mo-pyCckn ]r Polzki ]( In Englizh

Lagin DIR_RAD
Password -
Private key password """1

Java werzion: 1.6.0 23

Developed by CS company @ 2003-2011

The system main page will appear once when user enters the correct identification and

authentication information.

1.3.The system menu

My iFOBS  Generate statemert  Document roll Meszasges  Personal settings

Iy IFOBS ]r J&AH operations ]( Currency operations ]r Credits and deposits ]f Correspondents

The main system menu contains the following tabs:
My iFOBS - allows to operate with the following units:
My iFOBS - the system main page (see "Current information on accounts state");

Generate statement - generate custom statements for all available client accounts (see.
"Accounts statement");

Document roll - used to look over documents created in the bank for each single account;
Messages - allows files and messages exchanging between client and bank;

Personal settings - allows user to change personal settings: «My iFOBS» form content,
passwords, statement templates (see "User settings");

UAH operations - allows to use the following units:

Entered documents - work with documents in national currency (see "Documents in
national currency ");

Document templates - makes possible to create and use templates of documents in
national currency (see "Templates of documents in national currency");

Documents information - allows to look through the booked documents (see "Approved
documents");

Import of documents - used to import a batch of documents and sign each document
from this set;

Currency operations - allows to work with S.W.I.F.T. orders, orders to sell, buy and
exchange currency (see "documents");

Credits and deposits - represents the list of counteragent’s credit and deposit deals (see
"Bank products");

Correspondents - allows to work with the information about correspondents and payment
details of the national and foreign currency payment orders (see "Correspondents and
details of payment reference books").

1.4.System referenced data

There is a link to the reference section containing data about operations, available in the
form, in the right top corner of each form. For example, such reference sections as “Console
settings”, “Counter reset”, “Operations history”, “Password saving”, “Template changing”
and others.
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1.5.List of allowed symbols

The system provides check of all the document form fields which content is used on
applying of digital signatures. The list of symbols allowed for ciphering is specified in the following
table:

Category Symbols

Cyrillic symbols aQBrneémsmﬁKnMHonpCqu)xu,qu.lu.l,bblb:—)_rpﬂAEBF,El,EE)K3
MAKAMHONPCTYOXLUYWWDbbIbIOArriliie€e

Latin symbols abcdefghijklmnopgqrstuvwxyzABCDEFGHIJKLMNOPQR
STUVWXYZ

Numbers 0123456789

Other symbols % /-?:;()., "+<>|{}[]!' "~ X"NOH#S$RR=Q@ _
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2. CURRENT INFORMATION ON ACCOUNTS STATE

The information about the current state of accounts is displayed on «My iFOBS» page, it's
loaded after clicking on My iFOBS/My iFOBS menu. Closed accounts are shown using strikeout.

My iFOBS ]f UAH pperations ]f Currency operations ]r Bank products jr Corregpendents
My IFOBS Generate statement Document rell  Mez=ages  Perzonal 2ettings

System date; 01 October 2009 Last login day: 01 October 2009 17 : 28 actLlj;?Sr
Accounts info Entered documents Messages
Contragent UAH docs 0 Incoming 3
Bank Currency Account # Amount Movement SWIFT docs 0 Unread 0
Curr. buy orders 0 QOutcoming 3
EDII%ESDPEZAHTHK lfurr. sjell orders 0 Create mes=age
UAH 208263001108 3,000.00 (A} 14072009 Curr. dist. orders o _ _
UAH 208223001108 0.00 Curr. conv. orders 0 | | Credits and Deposits
EUR 260048000108 0.00 Credit deals E
UAaH 280042000108 2,825.00 (Py 14.07.2009 Depozit dealz 3
UsD 250048000108 0.00 Cards 0
UAH 250512001108 0.00 =
UaH Ze0g4zn010e 000 14072008 Iy statements Currency rates 01.10.2009
U;-q'H fi1E1EEEEEE1ES 1,500.00 (P} 14.07.200% Statement on today RUB No data
UAaH 26181008000108 0.00 Statement on yesterday UsD Mo data
000 Pagorup =
200003 CH3c-Bank Request of statement EUR Mo data
UAaH 208278000508 4 000.00 (&) 13.07.2008
UAH 206338000505 0.00
UAaH 260083001508 10,181.48 (P} 16.07.2008
UsD 250033001505 0.00
UAH 250542001508 1,000.00 (P} 1407.2008 [0
UAaH 260873001508 0.00 13.07.2008
UsD 250873001505 0.00
UAaH 261083001508 3,000.00 (Py 13.07.2008
UAH 251513001505 4,000.00 (P} 14.07.200%
UAH 251242001508 2124 (P} 13.07.2008
Adjust & Adjust

The main page of the system contains information about the dates of current and the
previous user sessions, details about currency rates and numbers of entered documents,
messages and existent credit and deposit deals of user dependent counteragents. (see
"Operation with documents in national currency", "Bank products").

The icon with the image of the plastic card near the account indicates that the user was
given the right for the work with corporate accounts cards. By clicking on the icon one can go to
the form containing the list of the cards attached to the given account and the possibility of
searching cards by the last name of the owner, card number mask (in the format
nnnnnn******nnnn) and status (active, temporary suspended, lost, stolen, cancelled, inactive).
On the same page it is possible to create (and then to print) a statement for a card for the period
you need (the button ‘Statement’).

Search cards 6

| Return |

Search options

Last name Status Mot zelected v Search
C ( 1 Clear
Card mask, format (nonnnn®****nnnn} ]

Information on card [ account number: 260543001505  amount: 1000,00 UAH )

Card number Rest Expiration date Owner cards: Status

The rows of «Entered documents», «Messages» and «Credits and deposits» bars are links to
corresponding system pages for working with documents, messages and deals. You also can load
the form where you can create messages for the bank using «Create message» link.
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The links in «My statement» area allows to generate statements for current and previous
trading days ( "Statement on today" and "Statement on yesterday" correspondingly) as well as to
use one of your created templates to generate a statement (to choose templates that should be in
this area, press «Adjust» button). You can also start generating arbitrary statement if you click
«Request of statement» link.

The information about the currency rates for the trading day is displayed in the «Currency
rate» field. To see the currency rate for another day press the calendar button and choose the

date. To print the table with the currency rate click on the print button = change the set of
displayed currency rates click on «Adjust» button.
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3. ACCOUNTS STATEMENT

To start generating an account statement, choose My iFOBS/Generate Statement menu.

| Generate statement | Generate statement @
| Save statement into file | BOL hd
) ) BOL
Specify statement period: N
@ Current day O Frevious day Matien. curr. Currency Eﬁ @
Current Curr. and prev.
week wesks Currency % |Account Amount Lazt move
o Current o Curr. and prev. | | | | | | [ok]|[ |
month months 000 "NPAKTHE"
O By date Otgn":rﬂ period of { 300004 ) Gakk
O Curr=Prev day uso 250043000108 0.00
v U&H 250513001108 0.00
Bydate  [30.09.2009 -
UsH 205323001108 0.00
UAH 208253001108 3,000.00 (A} 14.07.2009
Require date to be entersd, U&H 250042000108 2,825.00 (P} 14.07.2008
Deb./Cred.. | All documents for ace | W UaH 280842001108 0.00 14.07.2009
ECifY statement parameters: UAH 26101000000108 1,500.00 (P} 14.07.2009
¥| Extended =tatements
W U&H 25181008000103 0.00
Statement with separation by date fﬂ
Descending date EUR 250048000108 0.00
[1 substiuts 0 ameunts ooo Pa,qpfmp
Separate digits { 300003 y Cu3c-Bank
o 09 cne
Sort by date of transfer uso 260083001505 0.00
uso 250873001505 0.00
| Select all accounts | UsH 250093001505 10,181.45 (P} 16.07.2009
W UAH 250543001505 1,000.00 (P} 14.07.2008
| Unzelect all accountz | - s -
U&H 250873001505 0.00 13.07.2008
| Save as template | UAaH 261513001505 4,000.00 (P} 14.072009
W UAH 251843001505 21.24 (P} 13.07.200%
| Generate statement | - = ) -
U&H 205278000505 4 000.00 (A} 13.07.2008

The system forms a list of available accounts taking into consideration user rights so that a
user can get a statement on all the available accounts for a date period or single date.

To get a statement:

1. Choose a period or a date from «Specify statement period» list for the statement you want
to receive. If the date you need is not in the list of predefined periods and dates you can
choose «On date» or «On the period of time>» option to specify the date you need;

2. The «Require date to be entered» checkbox means that you would be compelled to reenter
date before generating a statement using the template;

3. Set the options in «Specify statement parameters» area to customize a statement you
want to generate:

a. "Extended statement " - mark the checkbox if you want a statement to contain
document extra details;

b. "Statement with separation by date " - the checkbox is not available currently;

c. "Descending date -mark the checkbox if you need to get a statement with
descending sort documents;

d. "Substitute 0 amounts " - mark the checkbox if you want to get a statement where
0 amount documents to be shown with a special symbols instead of «0.00;

e. "Separate digits " - mark the checkbox if you want document amounts to be shown
with a separator ( 1 000 000 instead of 1000000);
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4.

6.

In the account list check accounts you want to be displayed in a statement. «Nation.
Curr.» (National currency) and «Currency» (foreign currency) checkboxes are used to
check all the accounts of the selected currency. Press «Select all accounts» to choose all
the available accounts to be shown in a statement. Press «Unselect all accounts» to
unmark all accounts checkboxes;

Having adjusted statement parameters you can save them as a template to use later.
Press «Save as template>» button to start saving the template, set template name in the
Template name field and click on «Save template» button. By default the template will
be saved and will be shown on «My iFOBS» form. If you do not want the template to be
shown there, unmark the «Represent on ‘My iFOBS’'» checkbox;

To generate a statement with the specified parameters press «Generate statement»
button.

In order to save the statement to a file, choose BOL or XLS format and press «Save
statement into file» button.

The statement will be displayed as a PDF document. Acrobat Reader panel allows to save

and print document.
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4. DOCUMENTS REGISTRY

The section makes possible to get information about all the documents by counteragents’
accounts for a definite date as well as for a certain period.

Documents roll @

Q00 "MPAKTHE" Centragent: 000 Pagomup code: 30103018
(300004} bavk Accoeunt: 260543001505 7/ UAH at (300003) Cu3c-Bank

250048000108 / EUR Documents: | Credit documents v| Fromdate  [01.09.2008
280042000108 / UAH Period: | Crver a pericd of time vl Till date 02,10, 2009
280842001108/ UAH Request from processing I Expose ==
25101000000108 / UAH

2511008000108 / UAH
260048000108/ USD

208253001108 / UAH

208823001108/ UAH Q00 Pagomunp | 30103018

260513001108 / UAR = 260093001505/ UAH | 300003 Cu3c-Bakk CT:

iy 1,000.00

Q00 Pagomup

(300003} Cu3c-bank 13.0?.2EIIJ§|13.IJ?.2EIIII§ NoNeMHEHWE KAPTOYHOID CHETE

250093001505/ USD

250873001505/ USD 000 Pagomup 30103018

251062001505 { UAn 260093001505/ UAH | 300003| Cu3c-Bakk cT:

#3107 260.00

208272000505 / UAH

50233200050 / LAA 11.0?.2%9'1;.0?.2009 3apaboTHans nnata W aBaHcel (aBaHc a wone 2009)

250093001505 / UAH ¥

i e 000 Pagemip | 30103018

260543001505/ UAH = 260093001505/ UAH | 300003| Cu3c-Bakk cT:
260873001505/ UAH B2101 510.00
251513001505 / UAH ¥ Mpemus ()

= e 14.07.2009014.07.2008 "oV

251843001505 / UAH Credit documents amount. 3 Credit turnovers: 1,770.00,

Accountant
Director

For getting information about documents by accounts it is necessary to:

1. Select the account you need in the accounts column on the left of the form.

2. Select the type of documents (credit or debit ones) and the period (current, previous,
current and previous day or month, for the date or for the period).

3. Press the “"Expose” button.

For printing the document registry press the “Print” button.
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5. OPERATION WITH DOCUMENTS IN NATIONAL CURRENCY
(HRYVNA)
5.1.Documents in national currency

To look through documents, choose UAH operations/UAH documents menu.

AN documents &

| Creste document (USHY | [standard view =] Anil format =
Page 1 | [ [2] 2] of 7 ne 4 Fiter [all data =] Records on page: 5
Fumber Inm Crrency Accaour cor ben Cor Accaun Correspondent Amaunt Slate
I___J [owgjfer.ezo0s][[____] [ [ I |4 | i | e data =]
GGG 11,41 2005 LAH FEO0KIH TS5 2600101 rafropwtyiuyufony GEEE6E 65 | Dhaleted
191 1111 2005 LIAH FEHHN 0 0T 10010002 Kaca GaHky 49.00 | Deleted
Toprooui Jivs ¥epakces
HH] 11,91 2005 UAH 2000401 foras 20627300 MEKBPOHH-TTb BIE 7525 | Entered
Toproeui Jiss ¥epakces
G 11.11 2005 UAH ZE0040 ors 2062730000 MEKBROHH-TTb BIE 200 | Entered
Toprosuid v ¥epakcks
54 11,91 2005 LaH 20040 joras 206273000 MEKBPOHH-TTb BiE 400 | Entered
Pae [ | [ of 7 Records on page: 5
Ertered - Document successtuly entered Not all signs - Document does not have & signatures
Waits Tor ine. - Document awsits Tor Income Rejected - Document rejectad by bank
Declined - Diocument declined Received - Document recieved by bank
Approved - Document approved by bank Deleted - Document deleted by user

Each row of the table shown above represents a document and is a link to the page for the
document editing (see "Creating and editing a document in national currency"). For documents of
this type the form with detailed information is available.
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| Creste document (U&H)

| ITwn Fows wiew "’I

UAH decuments &

Export

| =ML tormat =]

Page of 7 Eﬁ @ Fitter |ﬁ\|l data ;l Records on page: 3
Drate Accourt Bank Corntragent
Mumber % |[11,11.2005 | [ok]|] [NES|| | [ | Aot State
Biooked date Cor Account Cor bank Correspondent |ﬁ” data =
| | [ok] | | [ok] | B |
1 1111 2005 2E00101067 351715 Mam_42563 1100 | Received
2R001 20545 300023 Mam_104:538 ’
1458 11.11 2005 2600101067 3517135 Mam_42663 000 | poceivad
26005051 351652 MPOESCurrent document state: Dacument recieved by bank |
er 11.11.2005 2600101067 351715 Hami_42663 11.00 | Approved
20.06.2006 2600120545 300023 Hami_104533 '
11.11.2005 2600401000501 2 351715 Mam_17732
1 = 10.00 | Deleted
523777 325154 AO MbB o Makapors e
11.11.2005 2600401000501 2 381715 Mam_17732
o i i i i 1000000.01 | Deleted
0627300007032 | 322048 TORraE N LM YpaiHCeK BEe
nEkspoHE-TNE BB

Records on page; 5

Entered - Document successfully entered Hot all signs - Diocument does not have all signatures
Waits for inc. - Documert awaits for income Rejected - Document rejected by bank

Declined - Documert declined Received - Document recieved by bank
Approved - Documert approved by bank Deleted - Document deleted by uzer

As soon as a document passes through the business checks and is added to database, it will
become inaccessible for editing (it's possible to view only) for awhile. The table row that
represents the document inaccessible for editing is shown in a dark grey color.

If you re-enter the page in a few minutes (it depends on server loading), the document
becomes fully accessible. The documents with «Approved» state are shown in the table in a bold
style.

You can also export your documents to .xml and .txt files

5.2.Creating and editing a document in national currency

In order to create document, press «Create document» button on the form loaded after
clicking UAH operations/ UAH documents link.

In order to edit a document, click the table row (it's a link) that represents the needed
document on the UAH operations/ UAH documents form.

Attention! You will be able to edit documents in the state 'Rejected’ and then
resend them to the bank only in case the system administrator adjusted the appropriate
setting (CanSendRejectedDocument) for your client jobsite.
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Create a new UAH document a’

Document number

Document date

28.05.2010

Ordering
customer

Bank [300003 ||C113|:—EEHK1I393EI

Account 280093001505 | UAH | OO0 Pagow |w | Descr|000 Pagomup

Arnount
| 100.00

Recipient I:I

Choose (300775

| | ||EIAT "CEB BAHK', M.KIMIBM. Kuis}
bank

Accounf26006758484 Country

Name of recipient ID code/USREQU

|CI'I,.'J, Metpos NeTp "123-‘-123-‘-?3

“alue date
B
EEE]
Priority

2 |

Payment purpose code

MnaTe=i ao Swoa=eTy
Remittance infermation

Zave az ztandard
{ Symbols left: 105 ) I:l

3a Toeap no cueTy M2158Y v 1.4, NOB 20% 16.67 rpH..

Additional properties

|t53t

Payment comment

|t53t

[ Budget || selectdet ofpaym | [vaT] Save as template [

Signatures
Sign 1

Sign 2

| Cancel || Clzar || Send without 2ignature ||

Description of the document parameters

Parameter mandator | Description

Yy
Document + This is a field to enter document number. The field is filled in automatically
number when creating a document, but you can set an own number.

protected!

Attention! After sending the document to the bank this field becomes edit

Document date | +

date more than on 10 days.

This is a field to enter a document date. The system assigns system date to
the field by default but you can change it.

Attention! The date of document can not be less than or more than current

Amount + It's intended to enter a payment amount

Ordering + This section is intended to input ordering customer details: choose a payer

customer account number in the Account field then bank number, name of a payer
and description of a selected account will be added automatically.

Beneficiary + This section is intended to input beneficiary details: choose a correspondent

corresponding document fields.

from correspondents reference book (see "Correspondents of the documents

in national currency") clicking on Ijl
on the appeared form and click the table row for the correspondent. The
form will be closed and all the beneficiary details will be set to

button. Choose a correspondent entry
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Details of + This is a field to enter payment details

payment

Payment + The field allows to specify the conditional contracted digital notation of

purpose code payment purpose. In a falling out list it is necessary to choose the name of
operation — and in the field «PP code» will be proposed code of payment
purpose (in obedience to the letter of NBU from 26.03.09 N224-112/560).

Budget N\A The button allows to add to a document a string of payment details,
required for budget payments in accordance with NBU format.

Choose details | N\A The button allows to assign payment details to a document using entries of

of payment payment details reference book. (see "Details of payments for documents in
national currency")

VAT N\A The button allows to calculate VAT depending on document amount, the
calculated VAT will be assigned to payment details field (for example VAT
20% 7.17 grn.)

Save as - Mark this checkbox to add payment details to the corresponding reference

standard book so that it could be used later while creating a new document.

Value date - It’s possible to specify the date when the document has to be approved
right in this field. This date cannot exceed the date of the document more
than for 10 days.

Additional - It’s possible to add extra parameters to a document

properties

Signatures N\A The fields contain information about user signed the document (see "Signing
of documents")

Priority - The field allows to set document priority that is the order of documents

processing

Having entered all the mandatory fields, sign the document (you can add up to 3 signs to a
document depending on your rights). In order to sign a document, click on «Sign» button (see
"Signing of documents"). Click on «Send without sign» button to send unsigned document to

bank.

5.3.Signing of documents

After clicking «Sign» button that is on the form where you edit a document the sign area

will be shown.

| Send withiout deaft | I Close |

Step 1: Enter pass phrase twice

Step 2: Choose folder

Enter pass phrase

Re-enter pass phrase

[EiSharelHvBDOC ]

Step 3: Click the button to operation perfarm

Subimit without Sign |

Sign and Sukbmit |

Fill in all the fields, after that click on «Sign and Submit» button.

Attention! For the purpose of providing security the quantity of mistaken attempts to enter
the password to the private key is counted by the system and in case the limit number is
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exceeded, the user will be blocked and the corresponding message will be displayed. Attempts
quantity as well as blocking necessity is adjusted in the iFOBS system administrator settings.

Attention! If you changed a key field (the values of those fields are used when signing a
document) while editing a document and signed it, then all your signs will be updated, all the
other signs will be deleted.

5.3.1.

The system allows signing a batch of documents in national currency. If documents have
«Not all signs» state then they can be saved one by one or as a whole batch. In order to sign a
batch of documents it's necessary to go to a page with a list of documents in national currency,
the first column in the list (for documents in «Not all signs» state) contains a checkbox. When you

mark the checkboxes (even only one checkbox) then the «Sign documents (UAH)>» button will
be enabled.

Signing of a batch of national currency documents

| Create document (UAH) | UAH documents &

| Sign documents (UAH) | Standard view v ML farmat v
Page of 1 E,Q @ Fitter | all data V Recards on page: 10
Mumber « [Date Account Cor bank Cor Account Correspondent Amount Slate
[ [o]ffo2. 10.200¢] [aH]| | [o4] [ 1 [ e & | [ek]]| 21 data [w)
7 02.10.2006 260040000315135 300012 26002314 FAPAHT 24.00 | FNat all signs
G 02.10.2006 260040000315135 300012 26002314 FAPAHT 24.00 | Mat all signs

Page L[] ] B or 1

Recards on page: 10

When you click on «Sign documents (UAH)>» button the system will load the page with
documents to sign.

The documents signing L7

The documents are ready to be signed and sent to IFOBS |

Dacument number Document date Amourt Ordering customer's Beneficiary’s
account accourt
7 0210 2006 54.00 2600400003153 26002314 | Sign |
g 02102006 54.00 26004000031 513 26002314

Click «Sign» button to start signing the documents. The procedure of signing the bundle of
documents is equal to signing a single document (see the previous chapter). After you sign and
send documents, the system will show the list with documents passed through the business
checks and the list with documents that contain errors. It's possible to look through the
documents caused the business checks failure. Click on»(x)» image to see the list of errors
occurred during signing and sending the document.

The documents signing 7]

The documents containing errars |

Document number Document date Armourit Grdering customer's Beneficiary's
AcCourt AcCourt
7 02.40.2008 24.00 2500400003151 3 2600234 @
B 02402008 5400 2E00400003151 3 2E002314 @
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If documents were changed successfully the system will load the list of documents
successfully updated.

The documents signing 7]

The documents sent to IFOBS |

Documert number Documert date Armount Qrdering customer's Beneficiary's
account accourt
7 02.10.2006 54.00 26004000031513 26002314 ‘Wf
B 02.10.2006 54.00 26004000031513 26002314 -+

5.4.Import of national currency documents

There is a functional unit intended to import documents within the system. In order to
import documents choose UAH operations / Documents import menu. Specify a local file with
the documents you want to import, select format for document import (XML or BOL) and click on
«Import documents» button.

Before the documents import the system will display a list of documents that can be
imported without errors and the list of documents that were not accepted by the bank because of
the errors. The documents without errors can be sent to the bank with and/or without signature.
The documents with errors can be saved into a file and can be rectified later on and imported
again.

Documents import o

| Documents those can be imported without ary errars |

Document numker Document date Amount Qrdering customer's Beneficiary's
account account
| Send without draft |
bl 05.09 2008 111.00 2600401 000501 2 22227
| Sign |
Documerts those cannot be imported |
Documert number Document date Amourt Crdering customer's Beneficiary's
account account
2 05.09.2003 11.00 2600401000501 2 22227 @ | Save documents

It's possible to look through the documents that caused a failure at acceptance.

| Return | Document errors descriptions

| The list of document's sttributes those are marked az wrong during document verification

Documert sttribute Etrar description
Document date The walue of a Date field has to he greater than allowed date.

It's possible to learn more about import files format in the document "Import and Export
Formats Description”.
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5.5.Export of national currency documents to a file

The system allows exporting documents in national currency to .xml files. In order to export
the documents, click on «Export» button.

Select the folder and the file name for the exporting files to be saved and click on «Save»
button.

Attention! The system exports only the documents that are currently displayed on a page.
Therefore before the export create a set of document to be exported using filters.

Attention! Editing and saving of export text files of the form «Entering of documents in
national currency» (for the further editing and import) must be executed by the Windows tools
only. Otherwise the system will display messages «Invalid file format» at the file import.

5.6.The statement saving in the text file

The subsystem of exporting statements into the text file of the format BOL or XLS has been
implemented in the system. In order to go to the form for saving a statement in the file select the
menu item My iFOBS/Generate statement.

| Generate statement | Generate statement @

Save statemert inta file | EoL Tw

LS |Z

Specify statement period:

O ;aL:’rrerrt () Previous day Mation. curr. [ ] Currency 2 @
o Currert '®) Curr. and preyv. Currency T |Account Amourt Last move
e eek weeks
ki ke ke
C’ current O Curr. and prey. | | | | | | | |
monith mornths 000 Pagomup
Cver @ period of (300003 ) CuIc-BaHk
By date )
o @ titme 1 usp 2E0093001 505 0.00
© Curr and Prev day [l uso PENBT 3001505 0.00
Fromdste  [13.06,2009 UsH 206278000505 0.00
Till date 12.07.2000 JaH 206535000505 0.00
Require date to he entered. L&k 2B00B3002505 0.00
Deb/Cred: [ Al documents for 20e | UaH 260093001505 0.00
Specity statement parameters: UaH 260313002505 0.00
[ Extended statements LaH 2E0543001 505 0.00
E Statement with separation by date UisH JE0843002505 000
Descending date
v JaH 260573001505 0.00
|:| Substitute 0 smounts
D Separate digits JaH 261063001505 0.00
D Sort b\).- date of transfer UaH 261513001 505 000
JaH 2615843001505 13696 (F) 24.05.2009

Select all sccounts

Unzselect all accounts

Save as template

Generate statement

For exporting a statement it is necessary to
1. Select a text format BOL or XLS from the list.

. Specify the period, a statement to be generated for.

2
3. Set the check-box “"Require date to be entered”, if it is necessary.
4

. Select the document type from the list (debit, credit ones or all the documents for

accounts).

5. Specify the statement parameters.

6. Select accounts for generating a statement.

Press the button “Save statement into file”.
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It's possible to learn more about export files format in the document "Import and Export
Formats Description”.

5.7.Templates of documents in national currency

It's possible to create documents out of templates, it assumes that all fields except
document date are taken from template and assigned to document.

The form used to create a template is similar to the document form, but the value date field
is shown as a list of numbers (up to 10). Creating a document from template the value date will
be composed as a sum of document date and amount of days given as number for template’s
value date parameter.

To create a template do the following:

Method 1

While creating a document (see "Creating and editing a document in national currency")
mark the «Save as template» checkbox.

Method 2

Choose UAH operations / Document templates menu;

Click on "Create template" button;

Fill in the templates mandatory fields (see "Description of the document parameters");
Save template.

N

Attention! If you want, that a template was available to other users, put a small flag to
"Set the template public". If want, that a template was available to you only, take off a small flag.
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News template creation ﬂ

Payer Amount
EgnklEDDUDE ||EL13|:—EEHK1EI§3EI | 1,000.00

Account 260032001505 | 200003 | UAH | 00 |w | Descr.[000 Pagomup |

Recipient |:|

Chccaelguunng || ||I:I.1E|D—EE|HK1|:|§3|:| |
bank

gcccunqzezuasum:s Country o 7
Marme of recipient ID code/USREQU
|_LI}".IZIHEHI{I:I A.E. "EEEDSEEDS-‘- |

Payment purpose code Prigrity
= |EI2I
Onnata noCcnyr = opeEHdd T8 CXOPOHA St

Pavment purpoze

{ Symbolz left: 152 )

I3 apSHaY

Additional properties

|

Set the template public

| Cancel | | Clear | | Save

To change a template do the following:

Choose UAH operations / Document templates menu;
Click on a table row that is a link to the entity you need;
Change templates parameters;

Apply changes.

N

To create document using a template do the following:

Choose UAH operations / Document templates menu;
Click on a table row that is a link to the entity you need;
Click on «Create document» button;

The system will create a new document and fill in its fields with the values of the template
fields. You can sign and send a document to the bank as described in the chapter (see
"Signing of documents").

i

Attention! If you create the new template of document with key parameters, analogical to
the parameters of template which already is in a base, then the system automatically will
substitute the before created template by new.

5.8.Approved documents

The «Approved documents» form (UAH operations / Documents information menu)
display documents which were created and approved in the bank back-office, they are based on
documents entered to the iIFOBS system by system user.
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Documents information @

Page of 3 @Q @ Fittet |All data ;l Records on page: 10
Mumbier < Date Data of Accournt Cor bank Cor Account Correspondent Amount
booking

L ] |l [[ea|l11.11. 2005] [ai]f o] L1 [a4]| [ [o] |l | [l | [ek]
-2 11.11.2005 11.11.2003 2600400003 322948 2062730000 Toproewi Oim ¥EpaHcek makapoHr-TNeEis 7525
-1 11 11.2005 1111 2005 2600400003 322945 2062730000 Toprogwi Jim YepaHcek makapoHm-TNeeis 120.75
20303675 11.11.2005 | 11.11.2005 2600400003 33175 2900600091 Mam_38042 20:3000.00
20303658 11.41.2005 | 11.11.2005 2600400003 351715 2900600031 Des_ 57345 123476053
1234110033 [ 11112005 [ 11.11.2005 2600230101 33175 1001501091 Mam_38042 10.21
1234110003 | 11.11.2005 | 11.11.2005 2600230101 351715 10015801091 Mam_38042 10.21
ery 11.11.2005 | 11.11.2005 2600400003 300056 260063551 Mam_98647 11.00
erl 11.41.2005 | 11.11.2005 2600101067 300023 2600120545 Mam_104535 11.00
Page of 3 Records on page: 10

To get detailed information on approved document click on the corresponding row. If the
payment is internal, then it's possible to look through credit and debit documents for the current
payment.

5.9.The printing of documents in hryvnia

The printing function both for one and for several documents at the same time has been
implemented.

For printing one or several documents in hryvnia it is necessary to:

1. Go to the form the "“UAH documents” (UAH operations/Entered
documents menu).

2. Set the checkbox(es) corresponding to one or several documents you need
in the "Documents for print” table section.

3. Press the “"Print documents” button in the top part of the form.

4. Press the “Print” button in the preview form which has been opened.

There is another way to print one document:

1. Go to the edit form of the document you need (see “Creating and editing a
document in national currency”).

2. Press the "Print” button at the foot of the form “Editing the document in hryvnia”.

3. Press the “Print” button in the preview form which has been opened.
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6. DOCUMENTS IN A FOREIGN CURRENCY

The principle of operation with currency documents is similar to work with documents in

national currency.

The system allows working with the following currency documents:

= Documents in a foreign currency (Currency operations / Documents in a foreign
currency menu);

= Currency payment order (Currency operations / Currency order menu);

= Currency buy order (Currency operations / Currency acquiring menu);

= Currency sell order (Currency operations / Currency sale menu);

= Currency conversion (Currency operations / Currency conversion menu);

= Currency distribution (Currency operations / Currency distribution menu);

Pay attention that some currency operation forms (in contrast to documents in national
currency) when creating a document may contain fields which values exclude filling in other fields.
For instance, when you create a currency conversion document you have to specify whether
amount to sell or amount to buy only.

6.1.Documents in a foreign currency

For viewing the list of Documents in a foreign currency select the Currency operations /
Documents in a foreign currency menu. You can look over, create and print currency
documents which are used for the transfer of money on currency accounts within the one branch

of bank.
Documents in a foreign currency e
| Create decument | | Print decuments XML format |»
Page of 13 E.Q § Fiter | all data e Recerds on page: 10
Number Date v |Account Cor.bank Cor.account Correspondent Ameunt Stiate Documents
for printing
1@ o 1 o Y | | | === | [0
3 07.09.2010 26209500145 | 300003 252038000511 | Weanoea B.11. espo 1.70 | Not all signs |:|
1 05.09.2010 250053001202 | 300004 2520800000006 | Bacokos . M. (u=d) 1.00 | Not all zignz
2 05.09.2010 26209500145 | 300003 25206500245 asdfaga 0.10 | Not all signs
1 05.09.2010 25208500145 | 300003 26206500245 26209500445 0.01 | Rejected [F]
21 25.05.2010 28209500145 | 300003 2500030015 GanTuka (espo) 0.20 | Entered F
20 25.05.2010 25209500145 | 300003 2500030015 GanTuka (espo) 1.00 | Mot all zignz [F]
19 25.05.2010 28209500145 | 300003 252038000811 | WMeaxoea B.11. espo 10.00 | Rejected F
18 17.05.2010 76208500145 | 300003 2620100000067 ﬁifﬂ"._““ B TR 1.00 | Rejectad F
17 05.05.2010 26209500145 | 300003 2500030015 GanTuka (espo) 1.70 | Rejected F
16 05.05.2010 25208500145 | 300003 2500030015 banTuka (espo) 1.70 | Rejected |:|

Each cell which corresponds to a document is a link by means of which one
“Editing a document in a foreign currency” form. The form enables to:

1. Overview the data about the document.

2.

document” button).

Make changes in the data.

Clear all the fields for entering the data (the “Clear” button).

Go to the form for creating a new document in a foreign currency

can go to the

(the “Create
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Print the document (the “Print” button).

Clone the document (the "Clone document” button).

Affix the signature (the “Sign” button) or send without a signature (the appropriate

button).

8. Cancel editing and return to the list of documents in a foreign currency (the
“Cancel” button).

For creating a new document in a foreign currency press the “Create document” button
in the "Documents in a foreign currency” form (the Currency operations menu). Fill in the fields

for entering the data.

Creating a new document in a foreign currency e

Document number Document date Currency Amount
22 04.11.2010 “ 10.00
P Value date

o [ &
Bank (300003 ||CL130—EEH|:1E|93EI | Ew— -

riority

Account 28208500145 | 300002 | Tuxonswks | ¥ [Descr [TWXOREHKD H.B. |
Recipient 2?9”‘“”"55

Bank [300003 | [c#3c-Banx 10920 | I”'g“:|
Accounf262038000611 Country [E0% ] Sign 2

Name of recipient D code/USREQU

|L-’IE|aHuEa B.11. epo ||3152?121D¢ | suthorization 3
Payment purpose

(Symbolz left: 145 )

asTopHazLmMA

| Cancel | | Clear | | Send without signature | | Sign |

The description of the items in the form “Create new SWIFT document”

Item Requi | Description
reme
nt

Document number + This is a field to enter the number of a document. The number is set
automatically after an account has been selected, but one can change it.
Attention! After sending the document to the bank this field becomes
edit protected!

Document date + This is a field to enter the date of a document. While creating a document
the system assigns the current date to the field by default

Currency + Select currency from the drop-down list

Amount + This is a field to enter the amount of a document

Payer + This is a section to enter the essential elements of a payer. Select
Account from the drop-down list - and other fields of section will be filled
automatically

Recipient + This is a section to enter the essential elements of a receiver. In the Bank
field the code and the name of recipient’s bank are filled automatically,
the Country field is edit protected (as translation is carried out within the
one branch). Enter the account number, name and ID code of payment
receiver

Payment purpose + This is a field to enter the payment purpose (the limit of symbols is 160)

Value date

This is a field to enter the value date. The value date can not exceed the
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date of document more than 10 days

Priority - The field allows to define the degree of priority of this document at
treatment (maximal priority - 100)
Signatures N\A These are fields to contain data about the first and the second digital

signatures affixed on a document (see “Signing of documents”)

Having filled in all the fields of the document, affix your digital signature on it (or two
signatures depending on your user rights and rules of accepting documents in the bank). For
affixing a signature on a payment order in foreign currency press the “Sign” button in the
form of creating or editing the document in a foreign currency (the order of affixing signatures is
identical to the described one in the section “Signing of documents”).

If affixing digital signature is not required according to the rules of accepting documents in
the bank, one can send an unsigned document to the bank by pressing the “Send without
signature” button.

After sending a document the system will display the appropriate message, after which one
can go to the list for viewing, editing or printing the document in a foreign currency.

6.2.Currency payment orders (SWIFT documents)

In order to overview the SWIFT documents list select the Currency operations/Currency
orders menu.

Currency orders

| Create document (SWIFT) || Print documents | HML format | W

Page El of 1 E,Q @ Eitter | All data b Records on pags: 20

Number Date v |Currency Account Commiz=ion Commiz=ion Ameunt State Documents
currency account for print

| | ez el ez | & el |2 ast= ] (O

1 05.08.2008 uso 280093001505 | UAH 280093001505 120.00 | Received

Page of 1 Records on page: 20

Entered - Document successfully entered Hot all signs - Document does not have all zignatures

Waits for inc. - Document awaits for incoms Rejected - Document rgjectsd by bank

Declined - Document declined Received - Document recieved by bank

Approved - Document approved by bank Deleted - Document deleted by uzer

Each cell which corresponds to a document is a link by means of which one can go to the
“Edit SWIFT document” form. The form enables to:

1. Overview the data about the document.
2. Make changes in the data.

3. Go to the form for creating a new SWIFT document (the “Create document”
button).

Clear all the fields for entering the data (the “Clear” button).
Print the document (the “Print” button).

Clone SWIFT document (the “"Clone document” button).

N o u A

Affix the signature (the “Sign” button) or send without a signature (the appropriate
button).

8. Cancel editing and return to the SWIFT documents list (the “"Cancel” button).
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Edit SWIFT document a

Main Payer Additional
32
12IJ.IJIJ|| T+0 T+1 T+2 |
Date 05.08.2009

Payment purpoze
Foundation
{ Symbolz left: 133 ) I:I

dezl 145 payment

57: Acc. With Inst. 59: Beneficiary Customer
gic [MGBUK | Account e [124598884522
Bank Acc |1‘:EE'ESSS | MName
INE Benk USA Shell Mokile TSR
Sate Sign 1 Sign 2 Autherization
Received | |IIIIF‘. R&D | |IIIIF‘. R&D | |
| Create document | | Clene document | | Return | | Print |

For creating a new currency order press the "Create document (SWIFT)"” button in the
“Currency orders” form (the Currency operations menu). Fill in the fields for entering the data.

If you want all the sections of a currency payment document to be displayed as a one-page
form, set the "SWIFT document in the one-page form” check-box.

Attention! The option of checking the correspondence of the data entered in the fields of a
currency payment order to the symbols enabled for S.W.I.F.T.-documents, is activated in the
system on default. To switch off this option and enable entering Cyrillic symbols in a currency
payment order, in the Personal settings/Console adjustment menu set the check-box “Allow
entering of Cyrillic symbols in SWIFT documents”.

Allowed symbols for SWIFT documents

Category Symbols

Latin symbols abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNDO
PQRSTUVWXYZ

Numbers 0123456789

Other symbols /-?2:(0).,"+

and also Space and Carriage return

{ } are allowed, except of the field Additional information

Cyrillic symbols (if abBraeéxsuniknmMHonNnpctTydxuywwbblb30aABBIAE
entering is allowed) EX3UNKIMHONPCTYOXUYHWWDBbbIb2KOAIIileE
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Create new SWIFT document a

Main Payer Additional
32
Number Currency Walue Urgency type
Mot s=lected 0.00 T+0 T+1 137
Coundat Payment purpoze |:|
punaaten { Symbolz left: 140 }
57 Acc. With Inst, £9: Beneficiary Customer | ..
| V| Bic | | Account Me |
Bank Acc | | Name
Sign 1 Sign 2 Autherization
| | | |
| Cancel | | Clzar | | Send without =ignature | | Sign |

The description of the items in the form “Create new SWIFT document”

Item

Requi
reme
nt

Description

MAIN

Number

This is a field to enter the number of a document. The number is set
automatically while selecting an account of ordering customer (50), but
you can change it if necessary.

Attention! After sending the document to the bank this field
becomes edit protected!

Date

This is a field to enter the date of a document. While creating a document
the system assigns the current date to the field by default.

32

This is a section to enter the currency, the amount of the payment and
urgency (T+0 - today, T+1 - tomorrow,T+2 - the day after tomorrow).

Depending on your workstation configurations either all the currencies
from the reference-book or only currencies, you have accounts in, are
available in the drop-down list.

Consult the system administrator concerning the client workstation
configurations.

Foundation

This is a field to enter the data in the basis of a SWIFT document (the
limit of symbols is 140).

Payment purpose

This is a field to enter the payment purpose (the limit of symbols is 140).
Data can be either entered manually or selected from the list by means of

the button |:| (see Details of payments for ).
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Receiver’s bank
(57)

This is a section to enter the essential elements of a receiver’s bank
(maximal amount of symbols is in the field Bank Acc - 35). The fields of
this section can be filled in automatically after filling in the section
Beneficiary Customer (59).

Beneficiary
Customer(59)

This is a section to enter the receiver’s essential elements. The fields can
be filled in either manually or by means of selecting from the list by

pressing the button (see Correspondents of documents).

After selecting a record from the list the fields of the section are filled
automatically.

In the field Account you can input of International Bank Account Number
(IBAN) which can consist of 34 symbols: numbers and letters

Signatures

N\A

These are the fields to contain the data about the first and the second
digital signatures affixed on the document (see Signing of documents).

PAYER

Details of Charges
(71)

This is a section to enter the data about commission.

Attention! If you will set value “"FULL" in the field Commission type,
then during signing and dispatch of document in the field 72 (additional
information) a value /FULLPAY/ will be automatically filled in.

The list of accounts is formed depending on the Commission currency
you selected.

The value of the Beneficiary *s Country code field can be filled in
automatically after filling in the Beneficiary Customer (59) field.

For filling in the Operation code field you can use the button |:| and
select the record you need in the Economical activity type reference
book opened.

Attention! The field Commission account becomes available once you
specify an account in the section “Ordering customer (50)”

Intermediary (56)

This is a section to enter the essential elements of the bank-
correspondent (maximal amount of symbols is in the field Bank Acc - 35).
The fields of this section can be filled in automatically after filling in the
Beneficiary Customer (59) field.

Ordering Customer
(50)

This is a section to enter the payer’'s name and address, currency (select
from the list) and account (the list of accounts is formed depending on the
selected currency).

ADDITIONAL

Additional
information

This is a field to enter additional directions concerning a remittance (the
limit of symbols is 140).

Sender to Recipient
information(72)

This is a field to enter sender’s messages for the receiver (the limit of
symbols is 210).

Attention! During signing and dispatch of document a value /FULLPAY/ is
automatically put in this field, if you set Commission type of "FULL".

Payment comment

This is a field to enter comments on the payment (the limit of symbols is
160).

Having filled in all the fields of the document, affix your digital signature on it (or two
signatures depending on your user rights and rules of accepting documents in the bank). For
affixing a signature on a payment order in foreign currency press the “Sign” button in the
form of creating or editing SWIFT document (the order of affixing signatures on a SWIFT
document is identical to the described one in the section “Signing of documents”).

If affixing digital signature is not required according to the rules of accepting documents in
the bank, one can send an unsigned document to the bank by pressing the “"Send without

signature” button.

After sending a document the system will display the appropriate message, after which one
can go to the list for viewing, editing or printing a payment order.
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Operation with document has been performed successfully. Return to the documents list.

Back to lizt of documents

6.3.Requests for currency purchase

For viewing the |list of requests for purchasing currency select the Currency
operations/Currency acquiring menu.

Currency acquiring orders

| Create order | | Print documents | | Ex|:||:|rt| |'«I.'L format W
Page D of 1 @Q @ Fitter | &l data b Records on page: 20
MNumber Date w |UAH Account UAH Account Account Amount Currency State Documentz
Bank for print
| [ ezl ez | [ ] | o] | | 21 2=t= ] [T

2 06.10.2005 300003 260053001505 260093001505 500.00 | USD Entered

3 06.10.2009 300003 250083001505 | 260093001505 100.00 | USD Entered [F]

1 13.07.2005 300003 280093001508 280093001505 220.00 | USD Received |
Page of 1 Records on page: 20
Entered - Document zuccezzfully entered Not all signs - Document doez not have all zignaturez

Waits for inc. - Document awaitz for income Rejected - Document rejected by bank

Declined - Document declined Received - Document recieved by bank

Approved - Document approved by bank Celeted - Document deleted by uzer

Every cell corresponding to a document is a link by means of which one can go to the “Edit
the currency acquiring order” form. The form enables to:

1. View request data.

Edit data.

Go to the form for creating a new request (the “"Create document” button).
Clear all the fields for entering data (the “Clear” button).

Print the document (the “Print” button).

Clone the request (the "Clone document” button).

N o U kA wDN

Affix the signature on the document (the “Sign” button) or send without a signature
(the appropriate button).

8. Cancel editing and return to the list of requests for purchasing currency (the
“Cancel” button).
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Edit currency acquiring order @

Number Value Currency Commizgion type Rate

[ | | 1220.00) | usp w| | O Retain from purchased amount O Market
Document date Active till Com. currency (%) Retain from our account &) Fixed

|h2.11.2[|l]9 | |12-11-2E”:IE | | UAH Vl (0 Transferto bank account O By agreement
Com. value Wax com. value Commiszion (%) Bank account WMax rate

| | | ?.EIIII| |III.E | | | |5.4 | g:g:Tures

Accountz Penzion fund Acquiring baziz MNote Sign 2

Transaction type I:_L:Ir,;,,ﬂzcin,,u.n:,.; S— v| |I:_?T2iiiif.niicfffiq, pp— v|

'@' Into our account

O Regarding to pay. order UAH account
Bank
Pay. order |SDDDDL‘> | |CI.|3I3—EEHK 10930 |
Date | | Account . code
Number | | | 280092001505 | UAH | 200002 + |[0T03018 |
State |N|:|t all zignz |
Create document | | Cancel | | Clear | | Clone decument | | Send without signature | | Sign

For creating a new request for purchasing currency press the “Create order” button in the
“Currency acquiring orders” form (in the “"Operations in foreign currency” menu). Fill in the
fields for entering data.
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Create new currency acquiring order a

Number Walus Currency Commission type Rate
[ﬂ | | 122':'-UU| UsD (O Retain from purchased amount O Market
Document date Active till Com. currency @ Retain from our account '@' Fixed
|25.DE.ED1D | |25.DE.ED1D | UAH () Transfer to bank account {:}Byagreement
Com. valus Max com. value Commizzion (%) Bank account Max rats
| | | ?.uu| |u.E | | | |s.2 | Signatures
Sign 1
Accountz Penzion fund Acguiring basiz Note Sign 2
Transaction type Cur. account Commission account

@ Into our account

280092001
L ash T e Ly R e

EAE[RAN00
05200003

e T8N Noann 1 50
D0 W P 3 2D

P ——
2002200 20000300 | w

O Regarding to pay. order UAH account
Bank
Pay. order |SDDDDL‘> |CL13|:—E&HK1E|93IJ |
Date | | Account d. code
Number | | 260022001505 | UAH | 200003 w |[30102018 |
Cancel | | Clear | | | | Close

Chooze folder with the private key

CADIR_RAD

]

Ernter password to the private key

1—1—&1

Zign and zend |

If you want all the sections of a request to be displayed in the same form, set the check-

box “Currency acquiring o
Console settings menu.

rder in the one page form” in the My iFOBS/Personal settings/

The description of the items in the form “Create new currency acquiring order”

Item Req | Description
uire
men
t
Number + This is a field to enter the number of a request. The number is set
automatically after an account has been selected, but one can change it.
Attention! After sending the document to the bank this field
becomes edit protected!
Order date + This is a field to enter the date of creating a request. While creating a
request the current date is set in it by the system on default.
Active till + The maturity date of a request.
Value + This is a field to enter the amount of a request.
Currency + Select currency from the drop-down list.
Commission type + This is a radio group to select a commission type: Deduct from sum of
purchase, Get from our account, Transfer to account in bank.
Com. value - This is a field to enter the amount of a commission.
Attention! The value of this field will be deleted after the
"Commission (%)"” field is filled in.
Com. currency + Select commission currency from the drop-down list.
Max com. value + This is a field to enter the maximum amount of a commission.
Commission (%) - This is a field to enter a commission as a percentage of the Amount.
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Attention! The value of this field will be deleted after the
“"Com. value” field is filled in.

Bank account

This is a field to enter the number of a bank account, which a commission
will be transferred to.

Rate

This is a radio group to select a rate for purchasing currency.

Attention! Depending on your work-station configuration, set in the bank,
the following different variants of values for the radio-button "Rate" can be
available for you: Market (or Authorized bank), Fixed, By agreement.

Max rate

This is a field to enter the maximum rate for purchasing currency.

Accounts

Transfer currency

This is a radio group to transfer currency: Into our account (if this radio-
button is set, the “"Cur. account” field is available) and According to

pay. order (if this radio-button is set, the fields of the “Pay. order” section
become available for filling in)

UAH account

This is a section to enter the number of an account in hryvnia, essential
elements of the bank, which it was opened in and ID of the account holder.

Use the button |:| for activating the reference book of banks, select the
record you need and the fields will be filled in with the bank essential
elements automatically.

Pension fund

This is a section to enter data about contributions to the Pension fund: a
bank, an account, an ID code, a registration number and name. While filling

in the “Bank” field use the button |:| for activating the reference book of
banks.

Acquiring basis

This is a section to enter contacts. By pressing the “"Add contract” button
an additional section for entering data about a contract is opened (the
maximum quantity of contracts for entering is 5).

By pressing the button |:| in the "Documents” field one can go to the
form for entering documents as a currency purchase reason. The form
contains fields for entering the number, date, amount, type of the document
(select a type from the list: prepayment, account, act, statement) and
buttons for adding, editing and deleting documents in the reason of a
purchase.

The “Basis” field is for entering data about the reason of a purchase
(choose from the falling out list of reference book of NBU). The “Purpose”
field contains the list for selecting the purpose of purchasing currency. By

pressing the button |:| in the "Economical activity type” field the
“Operation code” reference book is opened. Select the record you need and
the field will be filled in with data from the reference book.

In the field the Commodity group name needs to be chosen record from
the connected reference book. In much the same way - in the field the
B010 bank name. In the field Beneficiary country it is necessary to
choose a country from a falling out list.

The “Clear” button enables to clear the fields of the “Acquiring basis”
section. But if there were documents entered as a reason, one is to delete
them first and then to clear the fields of the section.

Note

This is a section to enter a note (the limit of symbols is 254) and a
payment comment (the limit of symbols is 160).

Signatures

N\A

These are fields to contain data about the first and the second digital
signatures affixed on a document (see “Signing of documents”)

Having filled in all the fields of the document, affix your digital signature on it (or two
signatures depending on your user rights and rules of accepting documents in the bank). For
signing a request for purchasing currency press the “Sign” button in the form of creating or
editing a request (the order of affixing signatures is identical to the described one in the section
“Signing of documents”).
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If affixing digital signature is not required according to the rules of accepting documents in
the bank, one can send an unsigned document to the bank by pressing the “"Send without

signature” button.

After sending a document the system will display the appropriate message, after which one
can go to the list for viewing, editing or printing a request for purchasing currency.

Operation with document has been performed successfully. Return to the documents list.

Back to lizt of documents

For printing one or several requests for purchasing currency go to the “"Currency
acquiring” form (in the “Currency operations” menu). The order of printing is identical to the
described one in the section “The printing of documents in hryvnia”.

6.4.Requests for currency selling

For viewing the |list of requests for selling currency select the Currency
operations/Currency sale menu.

Currency sale orders

| Create order | | | XML format |
Page I:l of 1 @Q @ Fitter | &1l data b Records on page: 20
Number Date v |Account Ameunt Currency UAH Account UAH Account State Documentz
Bank for print

[ ezl | Jez| | [ e | [ | | a1l est= ] [

1 05.10.2009 260093001505 100.00 | USD 300003 250083001305 | Met all signs [

3 06.10.2009 260093001505 500.00 | USD 300003 2600923001505 | Mot all zigns IFi

2 0§.10.2009 280093001505 200.00 | USD 300003 280093001505 | Met all signs |:|
Page of 1 Records on page: 20
Entered - Document zuccezzfully entered Not all signs - Document does not have all zignaturez

Waits for inc. - Document awaitz for income Rejected - Document rejected by bank

Declined - Document declined Received - Document recieved by bank

Approved - Document approved by bank Deleted - Document deleted by uzer

Every cell corresponding to a document is a link by means of which one can go to the “Edit
currency trade order” form. The form enables to:

1. View request data.

Edit data.

Go to the form for creating a new request (the “Create document” button).
Clear all the fields for entering data (the “Clear” button).

Print the document (the “Print” button).

Clone the request (the "Clone document” button).

Affix the signature on the document (the “Sign” button) or send without a signature
(the appropriate button).

N o wu kwnN

Page 35 of 67



iFOBS.WebClient User manual

8. Cancel editing and return to the list of requests for selling currency (the “Cancel”

button).
Edit the request for currncy selling 0
Mumber  Ameunt Currency Commission type Rate
E | | EIJD.DD| | USD VI (®) Deduct from sum of zale (=) Market
Cur. account (O Retain from our account () Fixed
28009300 1505|200002| 000 Pagowmup #|| | Transfer to bank account () By agresment
Com. amount Commizsion (%) Com. currency Commizsion account Min. rate
= -
| = | | [ B [t | |
IMax. commizsion amount Bank account
| S.Eﬂl | | Signatures
=
Document date Active till Sign 1
|1u.ns.zuns | |ue.1u.2uns |
Sign 2
Account for UAH transfer

Bank |:| [En5c-Eanx 10920 |

Number d. code
|260053001E-05 | |301I3301B |
Name

|Li-.-an0v 1L |

Payment comment
|c:urr5ncy zale |

Hote

Reazon for zale

Mzt M2 Me3 Mza Ne5
Contract Ne Contract date Contract value Country
| | | | | U.l]l]| i Mot selected W

Reaszon for payment

o scted v |

Purpose Economical activity type
Mot selected L l:l | | | | | Clear |
Commodity group name

Mot selected Vl
B010 Bank name Bensficiary country
Met selected vI Mot selected v|
State |F{eiected
Reception meszage |3
Create document || Cancel | | Clear || Print || Clene document | | Send without signature || Sign |

For creating a new request for selling currency press the “Create order” button in the
“Currency sale” form (in the “"Currency operations” menu). Fill in the fields for entering data.
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Create a new request for currency selling e

Mumber  Amount Currency Commission type Rate
[ﬂ | | P_IJD.DIJ| [uso v| (#) Deduct from sum of zale (%) Markst

(") Retain from our account () Fixed

Q Tranzfer to bank account O By agreement
Com. amount Commiz=ion (%) Com. currency Commizzion account Min. rate
| | B | [uas =] - | |
IMax. commizszion amount Bank account
| 8.50 | | Signatures

T Sign 1

Document date Active il
02.11.2010 o 02.11.2010 e
| | | | Sign 2

Account for UAH transfer

Bank (300003

|:| [C#5c-Barik 10930 |

Number id. code
|2600§3001EDE- | |3u103015 |
Name

||_i-fano-f L.

Paymesnt commsnt

|currency zale

Hote

Reason for sals

21 22 Me3 Mes N5

Contract k2 Contract date Contract value l;cuntry
| | =N ]
Reazon for payment
Purpose _ Economical activity type
[Not seieces = [ | | | | o |
dity group name
P )|
== |
B010 Bank name Beneficiary country
_'-.casilec'_ic VI |r’ cted Vi
| Cancel | | Clear | | Send without 2ignature | | Sign |

The description of the items in the form “Create new currency trade order”

Item Req | Description
uire
men
t
Number + This is a field to enter the number of a request. The number is set
automatically after an account has been selected, but one can change it.
Attention! After sending the document to the bank this field becomes edit
protected!
Value + This is a field to enter the amount of a request.
Currency This is a field to select currency from the drop-down list.

Cur. account

The field contains the list in which accounts are available depending on the
selected currency.

Commission type

This is a radio group to select a commission type: Deduct from sum of sale,
Get from our account, Transfer to account in bank.

Rate This is a radio group to select a rate for currency selling.
Attention! Depending on your work-station configuration, set in the bank,
the following different variants of values for the radio-button "Rate" can be
available for you: Market (or Authorized bank), Fixed, By agreement.

Min. rate This is a field to enter the minimum rate for currency selling.

Com. value

This is a field to enter the amount of a commission.
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Commission (%)

This is a field to enter a commission as a percentage of the Amount.

Com. currency

The field contains the list for selecting commission currency.

Commission account

The field contains the list, in which the accounts are available depending on
the selected commission currency.

Max. commission
value

This is a field to enter the maximum amount of a commission.

Bank account

This is a field to enter the number of a bank account.

Order date This is a field to enter the date of creating a request. While creating a
request the current date is set in it by the system on default.
Active till The maturity date of a request.

Account for UAH
transfer

The section contains the fields to enter the essential elements of the bank

(one can use the button |:| for activating the reference book of banks),
the number of an account, ID code, name and payment comment. The limit
of symbols in the "Payment comment” filed is 160.

Reason for sale

This is a section to enter contacts (the maximum quantity of contracts for
entering is 5).

The “"Purpose” field contains the list for selecting the purpose of currency

selling. By pressing the button |:| in the "Economical activity type”
field the “Operation code” reference book is opened. Select the record you
need and the field will be filled in with data from the reference book.

In the field the Commodity group name needs to be chosen record from
the connected reference book. In much the same way - in the field the
B010 bank name. In the field Beneficiary country it is necessary to
choose a country from a falling out list.

The “Clear” button enables to clear the fields of the “Acquiring basis”
section. But if there were documents entered as a reason, one is to delete
them first and then to clear the fields of the section.

Signatures

N\A

These are fields to contain data about the first and the second digital
signatures affixed on a document (see “Signing of documents”)

Having filled in all the fields of the document, affix your digital signature on it (or two
signatures depending on your user rights and rules of accepting documents in the bank). For
signing a request for selling currency press the “Sign” button in the form of creating or
editing a request (the order of affixing signatures is identical to the described one in the section
“Signing of documents”).

If affixing digital signature is not required according to the rules of accepting documents in
the bank, one can send an unsigned document to the bank by pressing the “"Send without

signature” button.

After sending a document the system will display the appropriate message, after which one
can go to the list for viewing, editing or printing a request for selling currency.

Operation with document has been performed successfully. Return to the documents list.

Back to lizt of documents

For printing one or several requests for selling currency go to the “"Currency sale”
form (in the “Currency operations” menu). The order of printing is identical to the described
one in the section “The printing of documents in hryvnia”.

6.5.Requests for currency conversion

For viewing

the

list of

requests for currency conversion select the Currency

operations/Currency conversion menu.
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Request for currency conversion 0

| Create a request | | Print documents | | Export | | XML format |
Page D of 1 @Q & Fitter | 2ll data w Records on page: 10
Number Request date % [Qur account Sold currency Bought currency State Documents
for printing
| [o#] | | [ox]| | ]| | [ox] | |[#]] =t d=t= ] [[]
5 25.11.2008 250048000108 EUR usp Rejected O
4 16.11.2009 250043000108 EUR usD Rejected
3 05.10.2008 250048000108 EUR usp Rejected O
2 05.10.200% 250043000108 EUR usD Rejected F
§.10.2009 280043 2 P et 1
! 0e.10.2008 260042000108 EUR Current document stake: Document was rejected by the

Fage

of 1

bank

Records on page: 10

Every cell corresponding to a document is a link by means of which one can go to the “Edit
the request for currency conversion” form. The form enables to:

1.

N o vk wN

View request data.

Edit data.

Go to the form for creating a new request (the “Create document” button).

Clear all the fields for entering data (the “Clear” button).

Print the document (the “Print” button).

Clone the request (the "Clone document” button).

Affix the signature on the document (the “Sign” button) or send without a signature
(the appropriate button).

Cancel editing and return to the list of requests for currency conversion (the

“Cancel” button).
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Editing a currency conversion recuest 0

Number Request date “alid till Documents
E 16,10 2005 06.10.2008 E
Purpoze
|t53t |
Comment
|t&at |
Rate
O Warket Max/Min rate B.5
(%) Fixed
Sale Amount | 230.00 Currency |usD "
Amount
Account

Currency EUR b —

! Transaction type Humber |chUuSUD1E |
Our account | 2800428000105(200004|200 "M [» ) Te our account

= NN [==]
Bank |zeuu.:gunn1ng | (®) According te payment order Dats 0e 10,2008
account
Commission Additional information Signatures
Percent |1 | Mame Sign 1
ST

Amount | | [000 TPAKTAK | | _ |
. Address =ign 2
Currency === | |
Wirta 45899, Knigceka o@n., M. Knig, syn.0o
Write off from - | 1 Authorization
our 280045000105(200004|000 T (& Caontact information | |
account +330572530890
ransfer 2085300000203 |
to account

Acception meszags

Status [Reiected

|EEHKUECKI-1ﬁ CYET KOMHCCHM HE HaNAEH B Oass B2 dunwana

Create document | |

Cancel | | Cl

=ar || Print || Clone document

|| Send without zignature ||

Sign |

For creating a new request for currency conversion press the “Create order” button in the
“Currency conversion” form (in the "Currency operations” menu). Fill in the fields for entering

data.
The description of the items in the form “Create a new request for currency
conversion”
Item Req | Description
uire
men
t
Number + This is a field to enter the number of a request. The number is set
automatically after an account has been selected, but one can change it.
Attention! After sending the document to the bank this field becomes edit
protected!
Request date + This is a field to enter the date of creating a request. While creating a
request the current date is set in it by the system on default.
Valid till + The maturity date of a request.
Documents - ) |:| ]
By pressing the button one can go to the form for entering documents
as a currency conversion reason. The form contains fields for entering the
number, date, amount, type of the document (select a type from the list:
prepayment, account, act, statement) and buttons for adding, editing and
deleting documents in the reason of a conversion.
Purpose + This is a field to enter data about the reason of a conversion (the limit of
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symbols is 160).

Comment + This is a field to enter a comment on a request (the limit of symbols is 160).

Rate + This is a radio group to select a rate for currency conversion.

Attention! Depending on your work-station configuration, set in the bank,
the following different variants of values for the radio-button "Rate" can be
available for you: Market (or Authorized bank), Fixed.

Max/Min rate + This is a field to enter the maximum rate for currency purchase and
minimum rate for currency selling (in hrynvia). Filled in case that the value
of course is chosen "Fixed"

Sale + The section contains fields for entering data about currency selling, i.e.
amount, currency (select from the list), account for writing off (accounts are
available in the list depending on the selected currency) and bank account.

Attention! The field Amount will be expected and filled automatically, if
you already specified in the amount field in the “Purchase” section and
specified the rate.

Purchase - The section contains fields for entering data about currency purchase. If the
transference “To our account” is selected, one should select the necessary
account in foreign currency from the list in the “Account” field. If the
transference “According to payment order” is selected, one should enter the
payment order number in the “Number” field.

Attention! The field Amount will be expected and filled automatically, if
you already specified in the amount field in the “Sale” section and specified
the rate.

Commission + This is a section to enter data about commission, i.e. percent, amount,
currency, accounts for writing off and transferring to,

Attention! The values of the “"Percent” and “Amount” fields are mutually

exclusive.
Additional - This is a section to enter additional data, i.e. name, address and contact
information information.
Signatures N\A | These are fields to contain data about the first and the second digital

signatures affixed on a document (see “Signing of documents”)

Having filled in all the fields of the document, affix your digital signature on it (or two
signatures depending on your user rights and rules of accepting documents in the bank). For
signing a request for currency conversion press the “Sign” button in the form of creating or
editing a request (the order of affixing signatures is identical to the described one in the section
“Signing of documents”).

If affixing digital signature is not required according to the rules of accepting documents in
the bank, one can send an unsigned document to the bank by pressing the “"Send without
signature” button.

After sending a document the system will display the appropriate message, after which one
can go to the list for viewing, editing or printing a request for currency conversion.

Operation with document has been performed successfully. Return to the documents list.

Back to lizt of documents

For printing one or several requests for conversion currency go to the “Currency
conversion” form (in the “"Currency operations” menu). The order of printing is identical to the
described one in the section “The printing of documents in hryvnia”.
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6.6. Export of currency documents

In order to provide a compatibility with external systems, the system provides exporting
currency documents to .xml and text files.

To export the list of documents displayed in the table, browse the form with currency
documents, select an appropriate format in the «Export» section and click on the «Export»
button.

My iFOBS \]I/ UAH operations ]r Currency operations ]r Bank products ]r Correzpondents
[Operationz with curr] Currency documentz  Currency orders  Currency acguiring  Currency 2ale  Currency converzion

Currency orders

| Create document (SWIFT) ” | Export

Page of 1 EQ § Fitter | 2all data e Records on page: 20

MNumber Date w [Currency Account Commizsion Commizzion Amount State Documents

currency account for print

| [+ ] | & | [ e | [+ | ]| a1 e=t= ] |0

g 02.11.2008 EUR 24007212121 UAaH 2202080001 12.00 | Mot all signs Ll

5 14.09.200% uso 24000111111 UAH 2062210011 11.00 | Mot all zsigns [

4 14.09.2005 usoD 24000111111 UaH 2063310011 5.30 | Mot all zigns |

3 14.09.2009 uso 24000111111 UaH 2202080001 £.30 | Mot all zignz O

2 14.09.2008 UsD 24000111111 1AH 2858510011 £.30 | Declined O

1 21.07.2009 UsD 24000111111 1AH 2858510011 15.00 | Mot all zigns ]

Page I:l of 1 Records on page: 20

Select the folder and the file name for the exporting files to be saved and click on «Save»
button.

Attention! The system exports only the documents that are currently displayed on
a page. Therefore before the export create a set of document to be exported using
filters.

It's possible to learn more about export files format in the document "Import and Export
Formats Description”.
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7. BANK PRODUCTS

The item Bank Products contains three subsections:

e Credits;
e Deposits;
e Payrolls.

The functionality of each subsection is described below.
7.1.Credits

In order look through the credit deals choose Bank products/ Credits menu.

If you wish all the deals to be in the list, set the check-box “Show closed credit deals”. If
you wish only valid to be displayed in the table, set off the check-box.

Credits 0
Show closed credit deals
Page of 1 Q,Q @ Filtter | all data W Records on page: 10
Mumber of w |Bank Currency Account Valid from Walid till Current Inter. Mear. Near.
contract code balance rate repay date repay

amount
| 2 3 | | [on]| | [ox] | [ox] | | Lokl | Lokl | Lokl | [o] | |[o¥]
loan_108 300004 UaH 206253001108 14.07.2009 14.07.2010 3000.00| 25 14.08.2005 300.00
line505-TR0 300003 1&H 206273000505 12.07.2005 01.08.2005 4000.00 | 20 20.07.2005 1000.00
Page of 1 Records on page: 10

Each line in the list is a link, which enables to go to the form for viewing detailed data about
a credit deal.

Credit deals overview 0

Counteragent

|DCID Pagomup

Deal number Currency Valid frem Walid till
|Iin&EEIE—_F-!U1 | |UAH | |12.EIF.2IIIEIB | |IJ1.IIIS.2IJEIB Deal iz clozed
Interests Principal debt

Interest account Balance WNearest repayment date

|2EIEE‘:35EIIJIIIEIJE | | =IJEIIJ.IJIII| |2EI.U?.2EIIJ§ |
Interest rate Credit account Nearezt repayment amount

|2E| | |2062?SDDE|EE|E | | 1IZ|E||J.DE||
Nearszt repayment date

[01.08.2008 | Fee

Accrued amount Repaid amount

Nearszt repayment amount
| zs.sg| | | | |

Penalty

Total amount of credit repayment

Total amount 1028.89

On this page you can view the detailed data about a credit deal, i.e. the counteragent’s
name, the deal number, the currency, the validity term, the data about interests and principal
debt, fees and the penalty amount, as well as the amount and the date of their nearest
repayment.

For returning to the credit deals list press the button “Return”.
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7.2.Deposits
In order look through the deposit deals choose Bank products/ Deposits menu.

If you wish all the deals to be in the list, set the check-box “Show closed deposit deals”.
If you wish only valid to be displayed in the table, set off the check-box.

Deposits @'

Show clozed deposit dealz
Page of 1 E,Q @ Fiter | =zll data b Records on page: 10
Number of contract w |Bank cods Currency Account Walid from Walid till Current Inter.

balance rate
| |[ox] | | [o#] I | [o¥]] | [e4] | |[ox] | | [o] | | [ek] I | [ox]
MK0505 300003 UaH 251513001505 13.07.2008 13.08.2008 0.00] 12
MK00734 300003 UaH 251513001505 14.07.2009 14.10.2010 4000.00 | 20
MK00713 300003 UaH 261063001505 13.07.2009 13.10.200% 3000.00] 12
MKM00E95 300003 UaH 251513001505 13.07.2009 13.10.2008 5000.00| 18
MK00GT 3 300003 UaH 251513001505 12.07.2009 12.10.2008 n.00] 18
2121 300004 1&H 26101000000108 | 15.06.2008 25.07.2009 1500.00 | 18
Page of 1 Records on page: 10

Each line in the list is a link, which enables to go to the form for viewing detailed data about
a deposit deal.

Deposit deals overview ﬂ'ﬂq

Counteragent
|000 MPAKTIAK |
Deal number Currency “alid from “Falid till
2121 | [uaH | [19.06.2008 | [28.07.2009 Deal iz clozad
Interests Principal amount
Interezt account Intere=t rate Balance
26181008000108 | |1s | | 1.EIJIJ.IJEI|
Latest accrual date % Latest accrual amount Deposit account
| | | | 26101000000108 |
| Return | | Deposit operations | | Deal expected documents | | Operations archive |

On this page you can view detailed data about a deposit deal: counteragent name, deal
number, currency, term of validity, data about deposit interests and principal debt, as well as date
and amount of the interest latest accrual.

By means of the buttons cited at the bottom of the form you can go to:

e creating a deposit operation (by means of the button “"Deposit operations”);
e viewing expected payments for a deal (by means of the button “Deal expected

documents”);
e viewing the deposit payments archive (by means of the button “Operations
archive”).

For returning to the list of deposit deals press the button “Return”.

7.2.1. Deposit operations
If you wish to create a new deposit operation do the following:

e specify the operation amount;
e select an operation type from the list (e.g., partial withdrawal);
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e if you transfer funds from your deposit account to your bank account, set the check-
box "My account” and select an account from the list;

e if you transfer funds to another person’s account, set off the check-box and enter the
recipient’s essential elements manually or use the button for activating the linked
reference book.

Create a new deposit operation a

Document number Document date Currency Ameount
17.11.2010 || | | 175.00

Deal number: |2121 |
Deposit operations: Partial withdrawsl w
Iy account:
[To account: 280542001505 | 200002 | UAH w

Payment purpose E?gn:tures

- ) ; . =1gn

(There iz/are 160 =ymbol(z) left ) |:|
YacTroBeE SHATTA KOWTIE 3rigHo = yrogow N2 2121| Sign 2

Authorization 3

| Cancel || Clear || Send without 2ignature || Sign |

For sending a document to the bank press the button “Sign”, enter the password for the
private key and press the button “Sign and send”.

Choose folder with the private key DACepTHDKMEATENDIR_RAD J

Erter passvword to the private key x Zign and =end

After the document is sent to the bank successfully, the message containing the possibility
to go to the list of requests entered by you for performing deposit operations will be displayed:

The Qperation with document has been performed succezsfulty. Pleaze, go to the list of documents.

Return to list of documents

In order to go to the page of "Deposit operation" - press reference " Return to the list of
documents" in the message window or simply push the button "Return”.

On this page you can view the list of all the requests, you created in the iFOBS system for
performing deposit operations. The table makes it possible to view the common data and the
state of requests.

Each line in the list is a link, which enables to go to the form for viewing detailed data about
an operation.
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Deposit operations a

Page El of 1 @Q @ Recaords on page: 10
Deal Na Date w |Bank Account Operation Ameount Currency State

| || | | || | all data b | | | | zll data e
2121 17.11.2010 300003 260543001505 YacTnunoe cHATHE 175.00 | UAH Entered

2121 17.11.2010 300003 250873001505 YacTnunoe cHATHE 150.00 | UAH Entered

2121 17.11.2010 300003 260873001505 HaCTHYHOE CHATHE 150.00 | UAH Entered

2121 27102010 300005 260053001505 YacTHYHOE CHATHE 10.00 | UAH Entered

2121 25.10.2010 300002 2820783424247 HaCTHYHOE CHATHE 100.00 | UAH Entered

foi Recaords on page: 10

(=]

Page 1| [ B] Bl

On this page there is detailed data about a deposit operation: the number, date, state,
amount and currency, operation type, deal number, recipient’s essential elements (bank, account,
name, ID code), payment purpose, as well as the data about digital signatures affixed on the
document.

Viewing of deposit operation @

Document number Decument date State Currency Amount
53159 27.10.2010 |Entered | | | | 10.00
Deal number: | |

Deposit operations:

Wy account: F
Chooss bank: [z0000= || ||EEHK
;:-\cc:n:un'f:lzeDDQSDD'IEDE | Ccuntry:
Name of recipisnt ID code/USREQU
|CICID Pagomup | 30103018
Payment purpose Eign?tures
Sign
(There izfare 115 symbol(z) left ) Dlg. AAD
4acTrOBE SHATTA KOWTIB 2rigHo 3 yrogow N2 2121 Sign 2
DR RAD
Autharization 3
DR RAD

| Remove || Clone document || Return |

By means of the buttons cited at the bottom of the form you can:

e delete the current document (by means of the button "Remove”);

e clone the document in order to create a new request based on it for performing a
deposit operation (by means of the button “Clone document”);

e return to the list of deposit operations (by means of the button “Return”).
7.2.2. Deal expected documents
For receiving the calendar of interest accrual for the deposit do the following:

1. Press the button “"Deal expected documents” in the form of “Deposit deals
overview”.

2. Select the period to be requested: for the whole term or for the definite term (for
specifying the start and end dates use the built-in calendar).

3. Press the button “Perform request”.
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In the received statement you can view the list of payments with specified date, account
number, bank code and name, payment amount and currency, payment term and operation
description.

| Return | Future deal |3ﬁ1,'|'nentsg
Deposit: | choose the desl| Vl
(¥ For whole term () For definite term
| Perform request |
Payment date Account Account Payment amount
Number Bank Bank Currency
.o Payment term
Operation description
02.07 2008 25181008000108 5.50
; Barkd FpuBHA
Payment for term from 18.06.2008 till 01.07.2008
BosspaT %%
03.11.2008 25181003000108 1478
- Bankd FpuBHA
“
Payment for term from 02.07.2008 till 31.07.2002
BosepaT %%
03.11.2008 25181002000108 1528
A Bankd FpuBHA
- Payment for term from 01.08.2008 till 31.08.2008
BosepaT %%
7.2.3. Operations archive

On this page you can require the history of movements for your deposit.
For doing it perform the following:
1. Press the button “"Operations archive” in the form of “"Deposit deals overview”.

2. Select the period to be requested: for the whole term or for the definite term (for
specifying the start and end dates use the built-in calendar).

3. Specify a statement type (all payments, deposit replenishment, withdrawal, etc.).
4. Press the button “"Perform request”.

The following data will be displayed in the
description, amount and currency.

statement: the date, the payment type,

| Return | Payment ﬂrchiue@
Deposit: [ MMDDT13 (UAH) Mpwera v|
@' Far whole term O For definite term
Payment type: |;l.|| payments vl
| Perform reguest |
Payment date Account Account Payment amount
Number hoc Operation date Bank Bank Currency
k.o Payment type
Payment description
3.07.2008 2500593001505 251063001505 3000.00
1 7303 3 005 AT KB "Cn3c-Bank AT KB "Cu3c-Bank FpuBHA
o YBENNYEeHWe 3a00NAEHHOCTH
genosuT, ca. N2 MM00713, 000 Pagomup, 12%, - Ge3z NOB

Page 47 of 67



iFOBS.WebClient

User manual

7.3.Payrolls

The possibility of viewing and signing payrolls created in iFOBS Win32-application is
implemented in the system.

For viewing the list of payrolls go to the menu Bank products/ Payrolls.

My iIFOBS ]r UAH operations ]r Currency operations jf Bank products jf Caorrezpendents
Credite Deposite  Payrolls
Pa}'ru:ulls@
Page I:l of 2 @Q @ Fiter| zll dat= W Recaords on page: 10
MNumber Date w Bank Account Ameount Currency State
code
[ [ |l I g L g I L] all data v
4 31.07.2008 300003 250053001505 37.00 ] U&H Declined
2 31.07.2008 300003 250053001505 37.00 | UAH Declined
2 21.07.2008 300003 2500583001505 13,130.00 | UAH Declined
3 21.07.2008 300003 250053001505 270.00 | UAH Declined
1 21.07.2008 300003 250053001505 5,500.00 | UAH Declined
1 14.07.2008 300003 250053001505 510.00 ) UAH Approved
2 14.07.2008 300003 250053001505 250.00 ) UAH Approved
6 10.08.2008 300003 250053001505 1,000.00 | UAH Approved
2 10.08.2008 300003 250053001505 25.00 | UAH Approved
o 10.08.2008 300003 250053001505 500.00 ) UAH Approved

Every string in the list is a link, by pressing it one can go to the form for viewing data of the
payroll such as the number, date, accrual kind, bank code, payer’s account, transit account,
currency, data about signing and list of employees containing their accounts and accrued

amounts.

Viewring |Jﬂ}'|'0||a

Payroll Number Date Value date Accrual kind Signs
|_,_ | =1.07.2008 | | | {Signing level: 2)

Sign 1
Enterprize Bank code Payer account Currency |DIF‘. RAD |
Q00 Pagomu 300003 uaH
——— | | | Sgn2
Tranzit account 260053001505 | |D|R_RJ':\|:| |

Employee Account Amount
Nowmosa E. C. 262525002504 12.00
Makcumoea E. 1. 252565002515 15.00
Hypasnes I B. 262525001518 10.00
Total: 27.00
State Declined |
| Return |

If a payroll was not signed by means of sings in quantity enough for sending to the bank
(the state of the document is “"Not all signs”), the “Sign” button will be active. Press this button
and sign the roll in a standard mode of signing documents (having specified the folder with the
private key and the password), then press the “"Sign and send” button. If the operation is
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performed successfully, the appropriate message will be displayed and one can go to the list of

payrolls.

Operation with document has been performed successfully. Return to the documents list.
Return to list document
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8. CORRESPONDENTS AND DETAILS OF PAYMENT REFERENCE
BOOKS

For usability the system has special reference books which allow not to enter the same data
many times. The data is stored in reference books and can be shifted to corresponding fields of
payment document and orders. Such a way of entering data to fields allows creating documents
and orders faster and without mistakes when entering requisites of accounts, banks and details of
payment.

All the reference books have the same form and same procedure while using them.

You can add, change and delete entries from reference books.

In order to add an entry to the reference book, do the following:
1. Switch to the page of a reference book you need using the menu;
2. Click on «Add <object> « button;

3. Fill-in the form with objects requisites;

4. Click on «Send» button in order to save and send an entry to the bank.

In order to change an entry in the reference book, do the following:
Switch to the page of a reference book you need using a menu;
Click on a table row that is a link to the entity you need;

Change the data;

AW

Click on «Send» button in order to apply changes.

In order to delete an entry from the directory one should do the following:
1. Switch to the page of a reference book you need using a menu;
2. Click on a table row that is a link to the entity you need;

3. Click on «Delete» button.

8.1.Correspondents of the documents in national currency

Use Correspondent/Correspondent menu to start working with correspondent reference
book.

The form where you can change the reference book entry contains a list of accounts,
correspondent identify codes and information about correspondents banks.

8.2.Correspondents of documents in a foreign currency

Use Correspondent/ SWIFT Correspondents menu to start working with correspondent
reference book.

The form where you can change an entry of reference book contains: account numbers,
name and address of correspondent, amount of payment and information about beneficiary and
mediator banks.
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| New correzpoendent |

SWIFT Correspondents 0

Page of 1 aﬁ@ Fitter | all data V| Records on page: 10
Account “ |Name and address BIC {Bank BIC (Bank
rECEever) carrespondent)
| | [o1]] | [oH]] | o] |
124558884522 Shell Mokile USA INGBUK CITIUK33
124558884522 Shell Mokile USA
6565465654655465 hgk jk & =dv ==d =dfz =df =df =df = dfzdfzdfzdf S4f4tas 455465546546

Records an page:10

Mpwn BbIMNO/THEHMM K/IMKA Ha 3anMcu O KOppecrnoHAeHTe MpouUCXOoAMT nepexoa Ha dopmy ee

peaakTMpoBaHu4.
- 3 Uzer nams: DIR_RAD
’FOBS & HeaH HBaHos 2
B Your cerificate is valid il  21.02.2011
My iFOBS ] r UAH eperationz 1 r Currency operations j f Bank product=s 1 r Caorrezpondentz
[Corr] Correspondents PP ligt for nat. currency operations  SWIFT Correspondents PP for currency operations ’_

Editing a correspondent for the SWIFT a

Client(59: Beneficiary Customer) Bank of recipient(57: Acc. With Inst.) Bank-correspondent(55: Intermediary)
— @ 1
AccountiAccount Moy |124588884522 | r‘,_v_' BIC | |p bl BIC | |
X Bank 4CEC_C Bank P i, e
Mame and address(Name} Acc |'I 55-5888 Acc |1 8-2553 |
Hame Hame
|shell Mobile Us2 ING Bank TUS2Z CitiBank N. A. TSR
| Cancel | | Clear | | Remove | | Save |

Ona co3gaHua HOBOW 3ammMcKM  HaXMuTe KHomMky <«Jlo6aBUTb KoppecnoHAeHTa» MU
3anosiHMTe nons oTkpbiBwencsa dopmbl (CM. onucaHme B Tabnuue).

OnuncaHue 31eMeHTOB

HaszBaHue OnucaHue

CooTBeTcTBYyeT cekumm 59: Beneficiary Customer
nokyMeHTa SWIFT. Coaep>XuT nons:

e CYeT nonyyartesnd - MakCMMyM 14 3HaKoB,

Cekuma «KnueHTt»

e HaMMeHOBaHWe W agpec - MakCcMMyM 35
3HaKoB

CooTtBeTcTBYET cekumnm 57: Acc. With inst. nokymMeHTa
SWIFT. Coaep>xuT nons:

e BIC-kopa 6aHka nonyyartens - makc. 11
3HaKoOB,

e cyeT 6aHka (Bank Acc) - makc. 34 3Haka,

e HauMmeHoBaHuWe n agpec 6aHka - makc. 35
3HaKoB

Cekumna «baHk nonyyarens>»

CooTBeTcTBYET cekumnm 56: Intermediary nokyMeHTa
SWIFT. CoaepxuT nons:

e BIC-kona 6aHKa-KOppecnoHAEeHTa - MakKc.
11 3HaKoB.,

e cyeT 6aHka (Bank Acc) - makc. 34 3Haka,

e HauMmeHoBaHue n agpec baHka - makc. 35
3HaKoB

Cekumna «BaHK-KOppPeCnoOHAEHT>
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OTMEHUTb KHonka Aansa Bo3BpaTa K CMUCKY KOPPECMNOHAEHTOB
SWIFT

OuncTUTbL KHomMKa Ana 0YMCTKM AaHHbIX, BBEAEHHbIX B N0OJS

CoxpaHuTb KHonka ana coxpaHeHus BBeAEHHOW MHGopMaunm

8.3.Details of payments for documents in national currency

Use Correspondent/ PP list for nat. curr. operations menu to start working with given
reference book.

The reference book contains payment details which can be used by default for
correspondents of payments. Entering new payment details you have to choose a correspondent.
It's possible to add, delete and change entries of reference book as well as change the «details of
payment - correspondent» reference.

8.4.Details of payments for documents in a foreign currency

Use Correspondent/ PP for curr. operations menu to start working with given reference
book.

The reference book contains payment details which can be used by default for
correspondents of payments. Entering new payment details you have to choose a correspondent.
It's possible to add, delete and change entries of reference book as well as change the «details of
payment - correspondent» reference.
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9. MESSAGES EXCHANGE
9.1.Messages exchange with bank

To start working with internal messages choose My iFOBS/Messages menu.

The messages exchange is available in few directions: from a client to the bank (Outgoing
message) and from the bank to a client (Incoming message).

In the “"Messages” form there is a list of user’s all messages, the functions of creating a
message (the “Create message” button) and viewing deleted messages are available (the
“Show deleted messages” button).

A message becomes «Read» even if it was just opened in a browser and stay «Unread»
otherwise.

If a message contains an attached file you can save it locally using a link to the file.

| Create message | | Show delsted messages | Messages @
Page El of 1 E,Q @ Fitter | &1l data b Records on page: 20
Date w [Mesz=zage type Sender Subject Read by Bank State
[ | andete | | | [l || 2 data s | 21 dat= v
11.08.2009 Mex. coobu. DIR_R&D NOMOrHTE He npoynTaHo Error
11.08.2009 Mcx. coobiw, DIR_RAD owuika He npoyntano Errer
04.08.2005 WMex. coofi, DIR_RAD KpEguT MpoynTaHo Sent to 52
24.07.2009 Bx. coofw,. CREATOR FEFF MpoynTaHo Received from B2
21.07.2008 Bx. coofw. CREATOR q MpoynTaro Received from B2
21.07.2009 Bx. coofw. CREATOR TTTTTTrTTrerrereererr MpoynTaHo Received from B2
13.07.2009 Bx. coofiw, CREATCR KPEOMT MpoynTaHo Received from B2
Page of 1 Records on page: 20

9.2.Messages creating and sending to the bank
In order to create and send a message, do the following:
Click on «Create message» button;
Choose a bank branch to be the recipient of the message;

Enter subject and text of the message to the corresponding fields;

W N

Press «Add>» button if you need to add attachment to the message. Use «Browse»
button to specify file to be attached;

Attention! The amount of attaches is not limited, but the total size of attached files
can’t exceed 1Mb. It’s important not to attach files with the equal names to the
message at once.

5. You can sign («Sign» button) a message before sending it to bank, also it's possible to
send a unsigned message («Send unsigned»).
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New |11essage@
Message Bank
Subject | | | Mot select=d vl
Signs
Mezzage text Zign 1 | |
Sign 2 | |
Attachment Add
| Cancel | | Clear | | Send without draft | | Sign

9.3.Messages from an administrator

On the page My iIFOBS/Messages from an administrator you can view a list of messages
from the iFOBS administrator. For searching the message you need in the table use filters and
sorting.

For deleting a message or several ones at once set check-boxes opposite them and press
the button "Remove”.

For reading a message select it from the list and you will go to the page “Messages
overview”,

Messages from an aclministratar@

Page of 1 @Q @ Fiter | =l data v| Records on page:10
Date “  [Subject Reading confirmation Remove
| & | I 0
17.03.2011 oAU Read |
17.03.2011 HAgeka 3 Unread ]
17.03.2011 Hagekal Unread F
11.03.2011 Ana RRUSER1 Unread [F]
10.03.2011 TEMA 0T agMUHE HAZEHEKUHD coodwenne Unread |:|
14.08.2009 for testuser3 Read
14.08.2008 11075 Read F
14.08.2008 bnm Read [F]

On the page “Message viewing” you can read a message from the iFOBS administrator, see
the date of sending and the state of reading.

For deleting a message press the button “"Delete”.

For returning to the list of messages press the button “Return”.
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Dats State of reading Bank branch
14.08.2009 ||F‘.5E|::I
Message
Subject |furt53tu35r3
mezzage for testuzerl
Mezzage text

Return

Remove

Message viewsing 0 E,Q

Page 55 of 67



iFOBS.WebClient User manual

10. SYSTEM SETTINGS
10.1. User settings
10.1.1. System behavior

To set the system behavior, choose My iFOBS/Personal settings and click on «Console
settings» link.

| Return | Console s.ettings.'gI
Records number on one page: [10 |
Autematic log off time, when user ig inactive (in minutes): 50 |
Bank branch, which trading day iz u=ed in table fiters by default: Not selected w

Enakle Cyrilic 2ymbelz in SWIFT documents:

(I
SWIFT document in the one-page form: |:|
Currency purchase reguest in the one-page form: |:|
Currency =ell request in the one-page form: |:|
Usge reference book of the payment purposes without binding to reference book of correzpondents:
User's interface languags: In English w
Show planed balance on "My iFOBS"
Show balance with limit on "Wy iFOBS"
Specify number of day before certificate expiration, when the zystem starts izsuing netifications: w
Show closed credit deals:
Show closed deposit deals:

Show inactive cards:

EO0O0O

Show the coloring of status accounts:

Save

1. In the field «Records number on one page» specify an amount of rows for any all the
system tables (it should be no less than 5 and no more than 50);

2. In the field «Automatic logging off time, when an user is inactive» specify the
amount of minutes after which the user will have to re-enter the system;

3. In the field «Bank branch, its trading day used at table filters by default» specify
the bank the trading day of which will be used as a current day for the application;

4. If you need to enter Russian and Ukrainian symbols to be valid symbols for currency
payment orders, mark the check box «Allow to enter cyrillic symbols to SWIFT
documents»;

5. If you want currency payment orders to be displayed on one page, put the checkmark
«SWIFT document in the one-page form»;

6. If you want currency purchase requests to be displayed on one-page form, put the
checkmark «Currency purchase request in the one-page form»;

7. If you want currency sell requests to be displayed on one-page form, put the checkmark
«Currency sell request in the one-page form»;

8. The option «Use reference book of the purposes for payments without binding to
reference book» deactivates connection with the reference book of correspondents at
creation of currency acquiring orders;

9. If you want to change/save user interface language settings in your profile, please choose
a language from the «User interface language» list. Thus the language chosen by you
will be by default set at every system login, regardless of what language you will choose
on a starting page;

Page 56 of 67



iFOBS.WebClient User manual

10. For the planned balance displaying on «My iFOBS» form, mark the check box «Show
planed balance on ‘My iFOBS»>;

11.For the balance a limit to displaying on «My iFOBS» form, mark the check box «Show
balance with limit on *‘My iFOBS’>»;

12. «<Specify amount of day before certificate expiration, when the system has to
start notifying» specify the amount of days till the certificate expiration when the system
starts to inform a user that the certificates should be updated;

13.If you want the list of credits to be represented active deals only, put the checkmark
«Show active credit deals only»;

14.If you want the list of deposits to be represented active deals only, put the checkmark
«Show active deposit deals only>»;

15. If you want the color of account type corresponded to account status on «My iFOBS» form,
mark the check box «Show the coloring of status accounts».

16. Press «Save>» button to apply settings.

10.1.2. Counters reset

The system makes the automatic numbering of documents for each counteragent. If you
need to reset counters for new trading day, choose My iFOBS/ Personal settings menu and
choose the «Counters reset» link. On the form you can select document types and counteragents
for whose accounts you want to reset counters.

| Return | Reset counters ‘@
I &l contragents [~ &l documents You can reset documents numbers for different

[~ (3228487 M0 [ U&H document documents for each contragent.

r (322948) Ts08 "] [~ SWIFT document

[ (351715 Nam_17732 [ Currrency buy order

[ (351715) Mam_30
[ (351715) Mam_42653
[ (351715) sMam_30166

[T Currency =ell arder
[T Currency conversion order
[T currency distribution order

| Reset counters

10.1.3. Adjusting of accounts

For easy using you can specify a particular alias for an account, that will be displayed with
that account number. For example, “Current account in the national currency”, “My deposit
account”, “Loan”, etc.

For specifying particular aliases for accounts select the menu item Personal settings/
Account setting.

7. Enter a particular alias for the account you need in the field Alias;

8. If you wish data about the account to be displayed in the form “My accounts”, set the
check-box.

Press the button ‘"Save”.
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Return | Account setting@
Account | Alias | Dizplay On the present page You can specify account names that
000 "MPAKTHE" are dizplayed on the "My iIFOBS form:
300004 BaHk - view account names dizplayed on the "My IFOBS’
form.
208283001108 UAH Kpegut - change account names displayed on the "My
IFOBS’ form.
206823001108 UAH hdifkdithkdhit (]
260043000108 EUR Tervii © E2oo
251063001505 UAH
281513001505 UAH
261843001505 UAH

| Save |

10.1.4.

The system fixes 10 latest user actions. To look through the operation list choose the
bookmark My iFOBS/ Personal settings menu and click «Action log» link. You can get detailed
information about operations on documents and messages (create/delete/change), view the
details of certificate regeneration and logging into procedures.

Operation logs

| Reeturm | operation log @
t | Date ResLit | Client application Operation details
Operation Type Certificate number 2193
1 b4 September 2006 16 : 20 Successfully | IFOBS Wiek Host nehula
Syatem login IP address 182.1651.109
2 D4 September 20061616 | Successfully | iIFOBS Wik
System login
3 |4 September 20061615 | Successfuly | iFOBS Wigh
System login
4 D4 September 200616 03 | Successfuly | iIFOBS Wik
System login
5 |04 September 200616 00 | Successfuly | iFOBS wish
System login
§ D4 September 200615: 59 | Successfully | iFOBS Wek
System login
7 |4 September 200615 59 | Successfuly | iFOBS Wigh
System login
§ D4 September 200615: 57 | Successfuly | iFOBS Wik
System login
9 |4 September 200615 55 | Successfuly | iFOBS Wigh
System login
10 104 September 200615: 44 | Successtuly | iFOBS Wb
System login

10.1.5.

To set the list of currencies and their rates displayed in «My iFOBS» form select My iFOBS/
Personal settings menu and click «Currency adjusting» link.

Currency adjusting

1. Select currencies you want to be shown on «My iFOBS» from the base list and shift them
to the list of currencies displayed in the form using ">" button.

2. Press «Save» button.

In order to adjust the set of extract templates you want to be displayed in the system start
page select My iFOBS/ Personal settings menu and click «Statement templates adjusting».
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Choose the template you want to be displayed in «My iFOBS» from «Statement templates»

Set the "Represent on "My iFOBS" checkbox.

8 dropdown box.

2.

3. Press «Save» button.
10.1.6.

Statement templates adjusting

For adjusting the set of statement templates displayed in the system start page select My
IFOBS/ Personal settings menu and click “Statement templates adjusting” link.

10.1.7.

| Return

Specify statement period:

Specify account:

Storing a template 0

@ Current day (O Previous day Mation. curr. currency 22 @ Fiter ANl dats ~|
Eurr:ent e ll.Zlurr._ and prev. z ~Ta " R . P
week weeks urrency 9 cooun moun a&l move
o Current o Curr. and prev. | | [ak] | | Lo | Lo | [o]
month months . 000 "MPAKTHE"
O sydate Q45 aperecer ( 300004 ) Banxk
@ Curr+Prev day uso 260048000108 0.00
By date UAH 206263001108 3,000.00 (A} 14.07.2008
UAH 206823001108 0.00
UAH 260042000108 2,825.00 (P} 14.07.2008
Deb.iCred.: |;‘-.|| documents for acc vl UAH 280512001108 0.00
Requirs date to be entersd. O UAH 260843001108 0.00 14.07.2008
Egif‘{ E‘dﬂtzmiﬂfﬁfﬂ?ﬂfﬁi U&H 28101000000108 1,500.00 (P} 14.07.2008
ended statements
S}t‘a;&nm;nt:'?ﬂ;r!;za:rﬂtiun by date ua 2e121002000108 o.oo
Descending date EUR 260048000108 0.00
[ substituts 0 amountz 000 Pagouup
Separate digits (300003 ) Cn3c-bank
Sort by date of fransfer uso 260092001505 0.00
| Selectall aeeounts | uso 260873001505 0.00
| e — | UAH 206278000505 4,000.00 (&) 12.07.2008
UAH 206838000505 0.00
Statement templates: UAH 260082001505 10,181.45 (P} 16.07.2008
[ wot selected v| UAH 260543001505 1,000.00 (P} 14.07.200%
Represent on "My IFOBS" F UaH 250873001505 0.00 13.07.2009
Template name: UAH 261063001505 3,000.00 (P} 13.07.2008
| | UAH 261513001505 4,000.00 (P} 14.07.2008%
| Add template | UAH 261843001505 2124 (P} 12.07.200%
| |
4., In the field “Statement templates” select a template which you want to be
accessible from "My iFOBS” form.
5. Set “Represent on "My iFOBS"” checkbox.
6. Press “Save template” button.

The reference book of business days

The reference book contains the list of branches the accounts of which are available for this
user. In the menu “Console settings” it is possible to select the branch which business day will
be used in the filters of tables on default.

| Return | Reference book of the operating days
Bank IO Bank de=zcription Current woerking day Previous working day
300003 Cu3c-Baxk 24.07.2009 23.07.2009
300004 BaHk 24.07.2009 23.07.2009
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10.1.8. Changing the system password

If you want to change the system password, choose My iFOBS/ Personal settings menu
and click “Change password” link then.

ey IFOBE ]r U&H operations ]r Currency operations ]r Credits and deposits ]f Correspondents
‘ My iFOBS  Generate ststemert  Document roll Messages  Perzonal seftings

| Return | Change password @

current password: | |

Mewy passward: | |

Retype new passwaord: | |

Apply

1. Enter your actual password to “"Current password” field;

2. Enter new password to "New password” and "Retype new password” fields;

Attention! The system requires passwords to be unique for every user of this
workstation during all the time of the system work, to contain Latin letters, numerals and only
such possible symbols: ! @ # $ % * () _ - +

All other symbols, a blank and Russian letters are ignored.
3. Press the "Apply” button.

For changing the private key password, select the My iFOBS/ Personal settings menu
and then press the “Change private key pass” link.

1. Enter your private key password in the "Current private key pass phrase”
field.

2. Enter a new password in the "New pass phrase” and the “"Retype new
pass phrase” fields.

3. In the "Choose the drive” field enter the disk in which the private key file
is. If it is the disk A (a disk drive), make sure the floppy disk with keys and certificates is
init.

Return | Change private key pass
Current private key pass phrase ——
Mew pass phrase ——
Retype new pass phrase o

Change password |

Choose the drive Chradomin

For sending a request for a new user certificate to the bank, select the My iFOBS/
Personal settings menu and then press the "Change certificate” link.
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Certificate changing ﬂ

Kharkiv

1. Follow the step-by-step directive cited in the page.

2. Having filled in all the fields and entered all the parameters of a certificate,
press the “"Send” button.

10.1.9. Profile parameters

For adjusting profile parameters select the Personal settings/ Profile parameters menu.

=T — pesount paramerers

E-mail 1 - [test@mail ru |
E-mail 2 : [test@ukr.net |
Direct e-mail [test@mail.ru |
SMS direct mail : [+380876789089@kyivstar.com.ua |
Format of the reports : | HTM j

= E-mail 1 - a contact e-mail address for message exchanging with the bank.
= [E-mail 2 - a standby contact e-mail address for message exchanging with the bank.

= Direct e-mail - an e-mail address which information about the account, system notifications
from the bank, etc will be sent to.

= SMS direct mail - a mobile communication operator e-mail which system notifications about
this account will be sent to. They are in the condensed format suitable for mobile phones.

= Format of the reports - a field for selecting a format of reports to be received. The following
formats are available HTM, PDF, RTF, TXT, XLS.
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Attention! The availability of rights for direct mailing of notifications and reports as
well as for reports format selecting is specified by the system administrator.

10.2. Recommended settings of the Internet Explorer browser
10.2.1. Caching

In the Internet Explorer browser there is a function of storing web-pages copies, images and
media files in temp folders (i.e. caching) in order to speed up further attempts of viewing them.
For getting updated versions of pages while operating the iFOBS, it is necessary to set off caching.

For it do the following:

1. Select the menu item Tools/Internet Options... in the browser toolbar.

Mail and MNews »
Pop-up Blocker »
Manage Add-ons...
Svnchronize. ..
Windows Update

Windows Messenger

Inkernet Options...

2. In the tab “General” go to the section of temporary files managing and press the button
“Settings...".

Internet Options E”'s_q

| General | Secuity | Privacy | Content | Connections | Programs | Advanced|

Harnme page
% Y'ou can change which page to uze for your home page.

Address; !-,l'isapi,l'reu:lir.dll?prd=ie&pver=6&ar=msnh|:|me ]

[ Ilze Current ] [ Ilze Default ] [ Ilze Blank, ]

Temparary |nkermet files

o Pages you view on the Intermet are stared in a special folder
& Y for quick viewing later.

[Delete I:::u:-kies...] [ Delete Files... ] I Settings. ..

Higtary

The Higtom folder containg links bo pages vou've vizited, for
quick access to recently viewed pages.

D'ays o keep pages in historny: E.EEI ¢_I Clear Higtary

[ Colors... ] [ Fontsz... ] [ Languages... ] [.ﬁ.ccessibility...]

[ (]9 ][ Cancel ]

3. For the radio button “Check for newer versions of stored pages” set the value “Every
visit to the page”.
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10.2.2.

Settings

Check for newer versions of stored pages:
i
& |{3_} Ewvery visit ko the page

{:} Every time you skark Inkernet Explaorer
) Aukomatically

{:} Mewver

Temporary Internet files Folder

Current location:  C:\Documents and
SettingstAadministratoriLocal
Setkingst Temparary Inkernet Files)

Amount of disk space to use;

J .

[ Mowe Folder, .. H Wigw Files. ., H Wigww Objects, ., ]

[ oK H Cancel ]

Security

For the sake of security the Internet browser tests web-pages content for dangerous items.
For bubble helps, banners and other web-pages content to be available while operating the iFOBS,

it is necessary to add the web-site you use for connecting to the iFOBS to trusted sites and reduce
the security level for it.

For it do the following:

1. Select the menu item Tools/Internet Options... in the browser toolbar.

2. In the tab “Security” go to the section “Trusted sites” and press the button "Sites...”.

Internet Options

_General Security i-F'rivac_l,l. Eu:untent.'j Eu:unneu:tiu:uns. F'ru:ugrams. Advanced

Select a'web content zone to specify itz security settings.

® € | 0| @
|nternet Local intranet | Trusted sitez Restricted
zites

Trusted zites

Thiz zone containg 'Web sites that you
trust not to damage your computer or
data. Mo zitez are in thiz zone.

Security level for thiz zone

Custom

Cuiztam zettings.
- To change the settings, click Custom Level,
- To usze the recommended zettings, click Default Level

[ Cuztom Level... ] [ Default Lewvel ]

[ Ok H Cancel ]
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3. Add the iFOBS web-site to the zone of trusted sites (press the button “Add”).

Trusted sites

You can add and remove Web sites From this zone, All \Web sites
in this zone will use the zone's security setkings.

&dd this \Web site to the zone;
| https:ffcslkd, com,ua | [ Add

Wieh sites;

Reqguire server verification (https:) for all sites in this zone

[ 8] 4 ] [ Cancel

4. In the tab “Security” go to the setting of a security level for the zone and move the slider
to the bottom of the scale. If the scale is not displayed, press the button “"Default Level”
and then reduce the security level.

Internet Options

| Generall Security | Privacy | Comtent | Connections | Programs | Adwvanced

Select a'Web content zone to specify itz zecunty zettings.

® Q@ 0 9

[Hternet Local intranet  Trusted zites Restricted
zites

Trusted sites
Thiz zone containg Web sites that pou
truzt not to damage your computer or

data.

Security level for thiz zone
tove the glider to set the securnity level for thiz zone.
- Low

- Minimal zafeguards and warning prompts are provided
- Mozt content is downloaded and run without prompts
- Bl active content can run

- Appropriate for sites that you absolubely brust

[ Custom Level... ] Defaul Level

[ k. ][ Cancel ][ Apply
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Attention! The view and name of some settings can differ depending on the Internet
Explorer version.

Page 65 of 67



iFOBS.WebClient User manual

11.

SYSTEM SAFETY INFORMATION

In order to prevent outliers’ access to the confidential information of the IFOBS system, and

to viewing of data transfer and modification, the system uses a multilevel architecture of security,
which includes:

obligatory authorization and authentication of users;

logging of all users actions in the system;

data exchange only through standardized interfaces;

safety of data link on basis of SSL v3.0;

digital signing of documents with usage of asymmetric algorithms;

digital signing of client’s informational requests with usage of asymmetric algorithms;

control of access rights for system objects.

Every IFOBS system user is a guarantor and component of security system and he must

observe the rules:

Never tell anyone your login and password;

Save your personal certificate and private key on external media device (diskette, flash
memories etc.);

Do not save external media device with your personal certificate and key together login and
passwords;

Do not entrust outliers your personal certificate and private key for documents signing «on
behalf of»;

Use the button «Exit» to finish the session;

Do not forget to retrieve the external media device as soon as you finish operation with the
IFOBS system;

Follow other bank recommendations as for providing of security and integrity of information
at operation with IFOBS system.

Additional information about IFOBS system security:
Providing of security at operation through the Internet;

User rights.

Never tell anyone your password and login

The IFOBS system identifies a user by his login, system password, private key, and private

key password. To avoid the illegal access to your confidential information never tell anyone your
essentials for system entering.

The Bank provides each user with:

Login — a user name;

Password — a password for entering to the system;
Private key password;

External media device which contains the primary certificate and private key.
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At the first entering with these essentials the IFOBS system automatically initiates the
process of new certificate and private key creation. Also, it is recommended to change the system
password.

In the sequel, after expiration of certificate and private key the IFOBS system constantly
notifies about generation of new ones.

The IFOBS system saves all attempts of the system password change and selection.

Save your personal certificate and private key on external media device (diskette,
flash drive etc.)

The bank provides the client with primary certificates and keys on the external media device
(diskette, flash drive etc.).

Saving of the information on the external devices provides not only safety of your
confidential information in the IFOBS system but also provides safety of certificates and private
keys in case of equipment errors of your computer.

At generation/regeneration of working certificate and private key it is required to enter the
path to the device from which primary data has been taken.

Do not keep the external media device with your private certificate and key
together with login and password

Do not keep the external media device with your private certificate and key together with
login and passwords. In case of loss, this information may be used by outliers for their private
profits.

Do not entrust outliers your personal certificate and private key for documents
signing «on behalf of»

One of the IFOBS system functions at document signing is «Sign on behalf of...». The
function makes it possible to save your time for document preparation for sending it to the bank.
Do not entrust other system users to carry out this operation on behalf of your name - always
enter your login and password without assistance, and also connect the external media device
with your private certificate and key by yourself. After finishing the operation do not forget your
external media device in the computer of another user.

Use the button «Exit» to finish the session

If you deflect your attention away from the computer without finishing the session, outliers
can profit by the occasion...

Do not forget to retrieve the external media device as soon as you finish the
operation with the IFOBS system

Do not forget to retrieve the external media device as soon as you finish operation with the
IFOBS system - this information may be used by outliers, it can be irretrievably lost or damaged
at the time of other programs operation.

Follow other bank recommendations as for providing of security and integrity of
information at operation with IFOBS system
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The developers do not recommend working with the IFOBS system in:

= Internet cafes and other places of the kind where there is no guarantee that user actions
are not followed by outliers;

= in the places with video surveillance equipment which makes it possible get the information
about user passwords;

= if you are not sure in safety of the program software (viruses, special programs sending
user passwords to outliers etc.).

Providing of security at operation through the Internet

The security of data exchange at operation through the Internet is assured by accurate
mutual authentication of data exchange participants.

The client application sends to the server a connection request which is signed with the
digital signature of the user; after that the crypto-safety libraries form required private
parameters and keys and confirm connection establishment. So, every connection has its unique
parameters and makes it possible to identify data exchange participants definitely.

The data exchange can be started only after establishment of cryptographic connection
between units «Client» and «Server». All the data exchange between client and system server,
including sending of client’s authentic authorities (passwords) for registration and access to the
data and operation, is performed in encrypted way. The operation of data encryption/decryption is
provided by crypto-safety libraries and performed on application level at the time of data
preparation for sending to the bank.

User rights

Depending on operation mode specified in the agreement of connection and support of the
IFOBS system clients, the user can have full or limited access to the IFOBS system menu,
accounts, rights to perform operations or to view operations only.

Also, limitations of user rights can be discussed, for example, the user can have the right for
documents preparation but not for signing them.

To change the provided rights, contact the bank administrator.
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