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1 SDK HISTORY
Release Features Platform Support Schedule
1.2 SDK | OS: Linux 2.4.30 RT2880 Shuttle Support Formal: 2007/03/20
Bootloader: Uboot IC+ 5 ports 10/100 Switch
Toolchain: GNU based Support
cross-compiler Marvall Giga Single Phy
Driver: UART, Giga Ethernet, Support

Flash, Wi-Fi Driver

Application: Bridging, Routing,
NAT, PPPoE, Web server, DHCP
client, DHCP server

Wi-Fi features: WMM, WMM-PS,
WEP, WPA/WPA2 personal,
WPA/WPA2 Enterprise

1.3 SDK | Feature parity with 1.2 SDK plus: RT2880 MP Support Beta: 2007/04/30
Application: NTP, DDNS, WebUI Formal: 2007/05/25
enhance, Vista RG (Native IPv6,
LLTD), Firewall

Driver: 12C, SPI, GPIO driver
Wi-Fi features: Intergraded QA,
WPS, mBSSID, WDS, STA mode,
802.1x

Concurrent AP support

2.0 SDK | Feature parity with 1.3 SDK plus: | None Beta: 2007/07/06
File system support ramdisk and Formal: 2007/07/20
squashfs

WebUI: save/restore configure.
WPS PIN, WPS PBC, factory
default, STA mode support
Application: push button to load
default configuration (GPIO
reference design)

Wi-Fi features: AP-Client
Ethernet Converter Support

2.2 SDK | Feature parity with 2.0 SDK plus: | Vitesse Switch Support Formal: 2007/11/08
AP version 1.6.0.0
STA version 1.4.0.0
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Wi-Fi Certification: 802.11 b/g/n,
WPA2, WMM, WMM-PS, WPS
Operation Mode reorganization to
"Bridge", "Gateway", and
"Ethernet Converter"

support iNIC driver

Support Squash with LZMA file

system

2.3 SDK

Feature parity with 2.2 SDK plus:
iNIC v1.1.6.1

RT2561 driver v1.1.2.0
Spansion Flash Support

RT2860 AP driver v1.7

RT2860 STA driver v1.5

RT2561 WebUI

Multi-Language WebUI support

IC+ 100Phy
Realtek 100Phy

Formal: 2008/01/16

2.4 SDK

Feature parity with 2.3 SDK plus:
iNIC v1.1.7.1

RT2860 AP driver v1.8.1.0
RT2860 STA driver v1.6.0.0
Static/Dynamic Routing

Content Filtering

Mii iNIC

Formal: 2008/04/07

3.0 SDK

Feature parity with 2.4 SDK plus:
OS: Linux 2.6.21 (Linux2.4 for
RT2880, Linux-2.6 for RT3052)
8MB Flash Support —
S29GL064N/MX29LV640
Storage Application — FTP/Samba

RT3052 Support

Formal: 2008/06/06

3.1 SDK

Feature parity with 3.0 SDK plus:
RT2860 AP driver v1.9.0.0
RT2860 STA driver v1.7.0.0
[RT3052] 16MB/32MB NOR flash
support

[RT3052] Boot from
0xbf00.0000(MA14=1)

[RT3052] Boot from
0xbfc0.0000(MA14=0)

RT2880 platforms
RT3052 platforms

Formal: 2008/07/30

3.2 SDK

Feature parity with 3.1 SDK plus:

RT2880 platforms

Formal: 2008/10/06
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RT2860 AP driver v2.0.0.0
RT2860 STA driver v1.8.0.0
GreenAP support

Busybox 1.12.1

MTD-Based Flash API

RT3050 platforms
RT3052 platforms

3.3 SDK | Feature parity with 3.2 SDK plus: RT2880 platforms Formal: 2009/04/27
RT2860 AP driver v2.2.0.0 RT3050 platforms
RT2860 STA driver v2.1.0.0 RT3052 platforms
3.4 SDK | Feature parity with 3.3 SDK plus: RT2880 platforms Formal: 2010/02/12
Ralink Flow Classifier RT3050 platforms
Linux-based Watchdog driver RT3052 platforms
More 3G data card support RT3883 platforms
Video Flow Classification RT3662 platforms
Command
User space watchdog daemon
3.5 SDK | Feature parity with 3.4 SDK plus: RT2880 platforms Formal: 2010/08/06
support NAND/SPI/NOR in the RT3050 platforms
same firmware RT3052 platforms
support Hardware NAT on RT3883 platforms
RT3052/RT3883/RT3352 RT3662 platforms
support Software QoS RT3352 platforms
super dmz support RT5350 platforms
support kernel mode pptp/I12tp to
improve throughput significantly
3.6 SDK | Feature parity with 3.5 SDK plus: RT2880 platforms Formal: 2011/07/15
Support IPv6 Ready logo RT3050 platforms
Support IPv6 MLD multicast RT3052 platforms
proxy/snooping RT3883 platforms
Support skb recycling mechanism | RT3662 platforms
Support switch packet count RT3352 platforms
debug RT5350 platforms
Support phy register dump
Supprot user and kernel mode
watchdog module
Support kernel mode nvram
Support iPerf
Support ebtables
4.0 SDK | Feature parity with 3.6 SDK RT2880 platforms Formal: 2012/02/22
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support IPv6 Rapid Deployment
support IPv6 DS-Lite

support two giga phy port
display AP Client site_survey

RT3050 platforms
RT3052 platforms
RT3883 platforms
RT3662 platforms
RT3352 platforms
RT5350 platforms
RT6855 platforms
RT6856 platforms

4.1 SDK

Feature parity with 4.0 SDK plus:

RT2880 platforms
RT3050 platforms
RT3052 platforms
RT3883 platforms
RT3662 platforms
RT3352 platforms
RT5350 platforms
RT6855 platforms
RT6856 platforms
MT7620 platforms

4.2 SDK

Feature parity with 4.1 SDK plus:

GCC 4.6.3 compiler.

uClibc 0.9.33

Samba 3.6.6

Support software QoS for linux
2.6.36

Add SFQ schedule for SW QoS
Shrink memory requirement
Support ethtool for linux 2.6.36
Support PPTP/L2TP accelerator
Support lighthttpd web server
(BSD licensed)

Support port trigger

Support NFC MT6605

RT2880 platforms
RT3050 platforms
RT3052 platforms
RT3883 platforms
RT3662 platforms
RT3352 platforms
RT5350 platforms
RT6855 platforms
RT6856 platforms
MT7620 platforms
MT7621 platforms

Formal:2013/10/31

4.3 SDK

Feature parity with 4.2 SDK plus:

MT7628 platforms

Alpha: 2014/05/09
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2 VERSION HISTORY
Release Features Date Author

1.2 Initial release Steven Liu

1.3 WebUI — NTP/DDNS, iNIC Steven Liu

12C, SPI, GPIO Linux driver

2.0 Squashfs tools installation Steven Liu
WebUI - save/restore configure. WPS , factory default
WebUI — STA, Ethernet Converter mode

2.2 WebUI - Operation Mode reorganization Steven Liu
How to downsize image

2.3 How to control GPIO and LED Steven Liu

Install mksquashfs Utility
Describes Uboot configuration file

Add new parameter in default setting

24 WebUI — How to save the configurations to the flash Winfred Lu

3.0 Updated for RT3052 Steven Liu
Chapter Re-organization

3.1 Update default parameter for LED firmware Steven Liu
Update GPIO definition for RT3052 platform
Update FAQ

3.2 Reorganize user manual Steven Liu /
Update FAQ Winfred

-How to enable NFS Client

-How to add new language to webUI

- How to Power down rt305x Ethernet ports

- How to enable USB storage in RT305x platform
-How to enable USB automount in RT305x platform

3.3 Update FAQ Steven

-How to enable software QoS

- How to enable USB Ethernet

- How to build a single image for the RT2880 8M flash platform
- How to start printer server

-How to force link speed

3.4 - How to burn SPI Uboot firmware Steven
-How to enable new watchdog
-How to verify IGMP snooping

3.5 - Update “How to enable Software QoS” YY
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3.6 - Update “NVRAM” Red
- Update “How to enable watchdog”
- EHCI/OHCI USB Power Saving
- Auto-frequency and Power Saving
- Concurrent AP porting Guide
- SuperDMZ usage guide
- How to support IPv6 Ready Logo
- How to enable iPerf tool

- How to enable ebtables

4.0 - Update concurrent AP porting Guide Roger/Steven/Red
- How to enable 6RD

- How to enable DS-Lite

4.1 - Update APSoC chip support Red
4.2 - Update MT7621 Parts Steven
4.3 = Update MT7628 Parts Red

3 OVERVIEW OF THE RALINK AP DEMO BOARD

3.1 RT2880

The RT2880 SOC combines Ralink’s 802.11n draft compliant 2T3R MAC/BBP, a high performance
266-MHz MIPS4KEc CPU core, a Gigabit Ethernet MAC and a PCI host/device, to enable a multitude
of high performance, cost-effective 802.11n applications. The RT2880 has two RF companion chips:
The RT2820, for 2.4G-band operation; and the RT2850, for dual band 2.4G or 5G operations. In
addition to traditional AP/router applications, the chipset can be implemented as a WLAN “intelligent”
NIC, drastically reducing the load on the host SOC, such as DSL/Cable or Multimedia Applications
processors. Users can treat the WLAN iNIC as a simple Ethernet device for easy porting and

guaranteed 802.11n WLAN performance without the need to upgrade to an expensive host SOC.

Figure 1 The RT2880 Demo Board
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Address Range (hex) Size Block Name
0000.0000 - | 001F.FFFF 2M Reserved
0020.0000 - | 0020.1FFF 8K Reserved
0020.2000 - | 0020.3FFF 8K Reserved
0020.2000 - | 0020.5FFF 8K Reserved
0020.6000 - | 002F.FFFF 1024K Reserved
0030.0000 - 0030.00FF 256 System Control
0030.0100 - | 0030.01FF 256 Timer
0030.0200 - 0030.02FF 256 Interrupt Controller
0030.0300 - 0030.03FF 256 Memory Controller
0030.0400 - | 0030.04FF 256 Reserved
0030.0500 - | 0030.05FF 256 UART
0030.0600 - | 0030.06FF 256 Programmable 1/0
0030.0700 - | 0030.07FF 256 Reserved
0030.0800 - | 0030.08FF 256 Reserved
0030.0900 - | 0030.09FF 256 12C
0030.0A00 - | 0030.0AFF 256 Reserved
0030.0B00 - | 0030.0BFF 256 SPI
0030.0C00 - | 0030.0CFF 256 UART Lite
0030.0D00 - | 0030.0DFF 256 Reserved
0030.0F00 - | 0030.0FFF 256 Reserved
0030.1000 - | 0030.FFFF 1020K Reserved
0040.0000 - | 0040.FFFF 64K Frame Engine
0041.0000 - | 0041.FFFF 64K Embedded 16KB ROM (wrap-around in the 64KB
space)
0042.0000 - | 0042.FFFF 64K PCM Controller
0043.0000 - | 0043.FFFF 64K Reserved
0044.0000 - 0047.FFFF 256K PCI Host/Device Controller
0048.0000 - | 004B.FFFF 256K 802.11n MAC/BBP
004C.0000 - | 004F.FFFF 256K Reserved
0050.0000 - | 0053.FFFF 256K Reserved
0054.0000 - | O07F.FFFF 2816K Reserved
0080.0000 - | 0080.7FFF 32K Reserved
0080.8000 - | 0080.FFFF 32K Reserved
0081.0000 - | 0081.FFFF 64K Reserved
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0082.0000 0082.FFFF 64K Reserved
0083.0000 0083.FFFF 64K Reserved
0084.0000 0088.FFFF 256K Reserved
0100.0000 01FF.FFFF 16M External SRAM
0800.0000 OBFF.FFFF 64M SDRAM
0C00.0000 OFFF.FFFF 64M SDRAM
1000.0000 1003.FFFF 256K Reserved
1004.0000 1007.FFFF 256K Reserved
1008.0000 100B.FFFF 256K Reserved
100C.0000 100F.FFFF 256K Reserved
1010.0000 1BFF.FFFF 192M Reserved
1C00.0000 1FFF.FFFF 64M External Flash
2000.0000 2FFF.FFFF 256M PCI Memory Space
3000.0000 FFFF.FFFF 3.25G Reserved
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3.2 RT3052

The RT3052 SOC combines Ralink’s 802.11n draft compliant 2T2R MAC/BBP/RF, a high performance
384MHz MIPS24KEc CPU core, 5-port integrated 10/100 Ethernet switch/PHY, an USB OTG and a
Gigabit Ethernet MAC. There are very few external components required for 2.4GHz 11n wireless
products with the RT3052. It employs Ralink’s 2nd generation 11n technologies for longer range and
better throughput. The embedded high performance CPU can process advanced applications
effortlessly, such as routing, security and VOIP. The USB port can be configured to access external
storage for Digital Home applications. The RT3052 also has rich hardware interfaces

(SPI/12S/I12C/UART/GMAC) to enable many possible applications.

Figure 2 The RT3052 Demo Board

=

AP-RT3052-VIORW~-2X2

Table 2 RT3052 Memory Mapping

0000.0000 - | O3FF.FFFF 64M SDRAM
0400.0000 - | OFFF.FFFF <<Reserved>>
1000.0000 - | 1000.00FF 256 SYSCTL
1000.0100 - | 1000.01FF 256 TIMER
1000.0200 - | 1000.02FF 256 INTCTL
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1000.0300 1000.03FF 256 MEM_CTRL (SDRAM & Flash/SRAM)
1000.0400 1000.04FF 256 PCM

1000.0500 1000.05FF 256 UART

1000.0600 1000.06FF 256 PIO

1000.0700 1000.07FF 256 Generic DMA
1000.0800 1000.08FF 256 NAND Flash Controller
1000.0900 1000.09FF 256 12C

1000.0A00 1000.0AFF 256 128

1000.0B00 1000.0BFF 256 SPI

1000.0C00 1000.0CFF 256 UARTLITE

1000.0D00 100F.FFFF <<Reserved>>
1010.0000 1010.FFFF 64K Frame Engine
1011.0000 1011.7FFF 32K Ethernet Switch
1011.8000 1011.9FFF 8K ROM

1011_a000 1011_FFFF <<Reserved>>
1012.0000 1012.7FFF 32K <<Reserved>>
1012.8000 1012.FFFF 32K <<Reserved>>
1013.0000 1013.7FFF 32K <<Reserved>>
1013.8000 1013.FFFF 32K <<Reserved>>
1014.0000 1017.FFFF 256K <<Reserved>>
1018.0000 101B.FFFF 256K 802.11n MAC/BBP
101C.0000 101F.FFFF 256K USB OTG

1020.0000 1AFF.FFFF <<Reserved>>
1B00.0000 1BFF.FFFF 16MB External SRAM/Flash
1C00.0000 1EFF.FFFF <<Reserved>>
1F00.0000 1FFF.FFFF 16MB(flash) or | When BOOT_FROM = 2’b00,

4KB(ram) or
8KB(rom)

<16MB external 16-bit flash is mapped.

When BOOT_FROM = 2’b01,

<8MB external 8-bit flash is mapped.

When BOOT_FROM = 2’b10,

4KB internal boot RAM is mapped for boot from
NAND application.

When BOOT_FROM = 2’b11,

8KB internal boot ROM is mapped for iNIC

application.
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3.3 RT3883

The RT3883 SOC combines Ralink’s 802.11n draft compliant 3T3R MAC/BBP/RF, a high performance
500MHz MIPS74Kec CPU core, a Gigabit Ethernet MAC, and a USB Host/Device. With the RT3883,
there are very few external components required for 2.4/5GHz 11n wireless products. The RT3883
employs Ralink 2nd generation 11n technologies for longer range and better throughput. The
embedded high performance CPU can process advanced applications effortlessly, such as WI-FI data
processing without overloading the host processor. In addition, the RT3883 has rich hardware interfaces

(SPI/ 128/ 12C/ PCM/ UART/ USB/ PCI/ PCle/ RGMII/ MIl) to enable many possible applications.

Figure 3 The RT3883 Demo Board
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Table 3 RT3883 Memory Mapping

Start End Size Description

0000.0000 - | OFFF.FFFF 256 M DDR2 256MB/SDRAM 128MB
1000.0000 - | 1000.00FF 256 SYSCTL

1000.0100 - | 1000.01FF 256 TIMER

1000.0200 - | 1000.02FF 256 INTCTL

1000.0300 - | 1000.03FF 256 MEM_CTRL (SDR/DDR)
1000.0400 - | 1000.04FF 256 <<Reserved>>
1000.0500 - | 1000.05FF 256 UART

1000.0600 - | 1000.06FF 256 PIO

1000.0700 - | 1000.07FF 256 Flash Controller (NOR/SRAM)
1000.0800 - | 1000.08FF 256 NAND Controller
1000.0900 - | 1000.09FF 256 12C

1000.0A00 - | 1000.0AFF 256 128

1000.0B00 - | 1000.0BFF 256 SPI

1000.0C00 - | 1000.0CFF 256 UARTLITE

1000.0D00 - | 1000.0DFF <<Reserved>>
1000.2000 - | 1000.27FF 2K PCM (up to 16 channel)
1000.2800 - | 1000.2FFF 2K Generic DMA (up to 64 channel)
1000.3000 - | 1000.37FF 2K CODEC 1

1000.3800 - | 1000.3FFF 2K CODEC 2

1000.4000 - | 100F.FFFF <<Reserved>>
1010.0000 - | 1010.FFFF 64 K Frame Engine
1011.0000 - | 1011.7FFF 32K <<Reserved>>
1011.8000 1011.BFFF 16 K ROM

1011.C000 - | 1011.FFFF 16 K <<Reserved>>
1012.0000 - | 1012.7FFF 16 K USB Device

1012.8000 - | 1012.FFFF 16 K <<Reserved>>
1013.0000 - | 1013.7FFF 32K <<Reserved>>
1013.8000 - | 1013.FFFF 32K <<Reserved>>
1014.0000 - | 1017.FFFF 256 K PCI/ PCI Express
1018.0000 - 101B.FFFF 256 K 802.11n MAC/BBP
101C.0000 - | 101F.FFFF 256 K USB Host

1020.0000 - | 1023.FFFF 256 K <<Reserved>>
1024.0000 - | 1027.FFFF 256 K <<Reserved>>
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1028.0000 1BFF.FFFF <<Reserved>>
When BOOT_FROM = 3'b000,
16KB ROM up-to 32MB external 16-bit flash is mapped.
or
32MB 16-bit | When BOOT_FROM = 3'b001,
1C00.0000 1DFF.FFFF Flash up-to 16MB external 8-bit flash is mapped.
or
16MB 8-bit When BOOT_FROM = 3'b010/3'b011/3’b100,
Flash 16KB internal boot ROM is mapped.
1E00.0000 1FFF.FFFF External SRAM/Flash
2000.0000 2FFF.FFFF 256 M PCI/PCle Memory Space
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3.4 RT3352

The RT3352 SOC combines Ralink’s 802.11n draft compliant 2T2R MAC/BBP/PA/RF, a high
performance 400MHz MIPS24KEc CPU core, a Gigabit Ethernet MAC, 5-pors integrated 10/100
Ethernet Swtich/PHY and an USB Host/Device. With the RT3352, there are very few external
components required for 2.4GHz 11n wireless products. The RT3352 employs Ralink 2nd generation
11n technologies for longer range and better throughput. The embedded high performance CPU can
process advanced applications effortlessly, such as WIFI data processing without overloading the host
processor. In addition, the RT3352 has rich hardware interfaces (SPI/ 12S/ 12C/ PCM/ UART/ USB/
GMAC) to enable many possible applications.

Figure 4 The RT3352 Demo Board

OOVLONH *  DOSSOZNH " DOUROINH

. ZH0L }Hﬁ. ngj@ z_t_q'_;L_};\[E

-
=

Table 4 RT3352 Memory Mapping

Start End Size Description

0000.0000 - | OFFF.FFFF 256 M DDR2 256MB/SDRAM 128MB
1000.0000 - | 1000.00FF 256 SYSCTL

1000.0100 - | 1000.01FF 256 TIMER

1000.0200 - | 1000.02FF 256 INTCTL

1000.0300 - | 1000.03FF 256 MEM_CTRL (SDR/DDR)
1000.0400 - | 1000.04FF 256 <<Reserved>>

1000.0500 - | 1000.05FF 256 UART

1000.0600 - | 1000.06FF 256 PIO
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1000.0700 1000.07FF 256 <<Reserved>>
1000.0800 1000.08FF 256 <<Reserved>>
1000.0900 1000.09FF 256 12C
1000.0A00 1000.0AFF 256 128
1000.0B00 1000.0BFF 256 SPI
1000.0C00 1000.0CFF 256 UARTLITE
1000.0D00 1000.0DFF 256 MIPS CNT
1000.2000 1000.27FF 2K PCM (up to 16 channel)
1000.2800 1000.2FFF 2K Generic DMA (up to 64 channel)
1000.3000 1000.37FF 2K <<Reserved>>
1000.3800 1000.3FFF 2K <<Reserved>>
1000.4000 100F.FFFF <<Reserved>>
1010.0000 1010.FFFF 64 K Frame Engine
1011.0000 1011.7FFF 32K Ethernet Swtich
1011.8000 1011.BFFF 16 K ROM
1011.C000 1011.FFFF 16 K <<Reserved>>
1012.0000 1012.7FFF 16 K USB Device
1012.8000 1012.FFFF 16 K <<Reserved>>
1013.0000 1013.7FFF 32K <<Reserved>>
1013.8000 1013.FFFF 32K <<Reserved>>
1014.0000 1017.FFFF 256 K <<Reserved>>
1018.0000 101B.FFFF 256 K 802.11n MAC/BBP
101C.0000 101F.FFFF 256 K USB Host
1020.0000 1023.FFFF 256 K <<Reserved>>
1024.0000 1027.FFFF 256 K <<Reserved>>
1028.0000 1BFF.FFFF <<Reserved>>

16KB ROM When system is power on,
1C00.0000 1C00.3FFF

16KB internal boot ROM is mapped.
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3.5 RT5350

The RT5350 SOC combines Ralink’s 802.11n draft compliant 1T1R MAC/BBP/PA/RF, a high
performance 360MHz MIPS24KEc CPU core, 5-ports integrated 10/100 Ethernet Swtich/PHY and an
USB Host/Device. With the RT5350, there are very few external components required for 2.4GHz 11n
wireless products. The RT5350 employs Ralink 2nd generation 11n technologies for longer range and
better throughput. The embedded high performance CPU can process advanced applications
effortlessly, such as WIFI data processing without overloading the host processor. In addition, the
RT5350 has rich hardware interfaces (SPI/12S/ 12C/ PCM/ UART/ USB) to enable many possible

applications.

Figure 5 The RT5350 Demo Board

Table 5 RT5350 Memory Mapping
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Start End Size Description
0000.0000 - | O3FF.FFFF 64 M SDRAM 64MB
0400.0000 - [ OFFF.FFFF T92Z2M Reserved
T1000.0000 - | T000.00FF 296 SYSCIL
1000.0700 - [ T000.0TFF 256 ITMER

T1000.0200 - | T000.0Z2FF 296 INTCTL

1000.0300 - [ T000.03FF 256 MEM_CTRL (SDR])
1000.0400 - | 1000.04FF 296

1000.0500 - [ T000.05FF 256 UART

T1000.0600 - | T000.06FF 296 | d[O)

1000.0700 - [ T000.0/FF 256

1000.0800 - [ 1000.08FF 296

1000.0900 - [ T000.09FF 256 12C

T000.0A00 - [ TO00.0AFF 296 12S

T1000.0500 - | T000.0BFF 296 SPI

1000.0C00 - [ T1000.0CFF 256 UARTLITE
T1000.0D00 - [ T000.0DFF 290 MIPS CNI
1000.2000 - [1000.27FF 2K PCM (up to 16 channel)
T1000.2500 - | T000.2FFF 2K Generic DMA (up to b4 channel)
1000.3000 - [ T000.37FF 2K

T1000.3500 - | TO000.3FFF 2K

1000.4000 - [ TOOF.FFFF

1070.0000 - | TOT0.FFFF 64 K Frame Engine
10771.0000 - [ TOT1./FFF 32K Ethernet Swiich
10771.8000 TOTT.BFFF T6 K ROM

1071.C000 - [ TOT1.FFFE T6 K

1072.0000 - [[TOTZ2.7FFF T6 K USB Device
T1072.8000 - | TOTZ.FFFF T6 K

1073.0000 - [ TO13.7FFF 32K

1073.8000 - | TO13.FFFF 32K

1074.0000 - [T0T/7.FFFE 206 K

1078.0000 - | TOTB.FFFF 206 K 602.1Tn MAC/BEP
T1071C.0000 - [ TOTF.FFFF 206 K USB Host
1020.0000 - | TOZ3.FFFF 206 K <<Reserved>>
1024.0000 - [[T0Z27.FFFF 256 K

1028.0000 - [ 1BFF.FFFF

1C00.0000 _ 1C00.3FFF T6KB ROM | When system Is power on

16KB internal boot ROM is
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3.6 RT6855

Best in Class Network Processors for 802.11n AP/Router

High performance yet cost-effective network processor, that enable scalable Wi-Fi AP/Router designs

when combined with Ralink 1x1, 2x2, 3x3 802.11n and 802.11ac wireless chips.

Integrated with a 32-bit MIPS 34Kc CPU, a 5-port 10/100 switch, PCI express port, USB port

interface

iNIC (Intelligent NIC) design that provides an easy and ideal solution to add high performance

802.11n/ 802.11ac to any embedded platforms.
Overview:

The RT6855 single chip network processor series contains, an 32-bit MIPS ® 34Kc™ CPU core, a
5-port 10/100 Ethernet switch and a rich array of interfaces to enable interoperability with many
possible applications, such as dual PCI express port to connect to 802.11n wireless chip, USB 2.0 port
for network storage, 3/4G connectivity, and SPI Flash memory interface to support large bandwidth

applications through the AP/router.

Figure 6 The RT6855 Demo Board
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3.7 RT6856

Best in Class Network Processors for High Performance 802.11n AP/Router

High performance yet cost-effective network processor, that enable scalable Wi-Fi AP/Router designs

when combined with Ralink 1x1, 2x2, 3x3 802.11n and 802.11ac wireless chips.

Integrated with a 32-bit MIPS 34Kc CPU, a 5-port 10/100 switch, dual PCI express ports, USB ports

interface

iNIC (Intelligent NIC) design that provides an easy and ideal solution to add high performance

802.11n/ 802.11ac to any embedded platforms.
Overview:

The RT6855 single chip network processor series contains , an 32-bit MIPS ® 34Kc™ CPU core, a
5-port 10/100 Ethernet switch and a rich array of interfaces to enable interoperability with many
possible applications, such as dual PCI express port to connect to 802.11n wireless chip, USB 2.0 port
for network storage, 3/4G connectivity and printing, PCM interface for analog and VolP telephony, and
an 12S interface for audio streaming, and dual SPI Flash memory interface to support large bandwidth

applications through the AP/router.

Figure 7 The RT6856 Demo Board
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UXTFO 000 ~ OxXTFO

e
PCle RC Memory

0 0 0
OxTF70_0000 ~ OXTFBF_FFFF
0x2000_0000 ~ Ox2FFF_FFFF

System control unit

OxTFBO_0000 ~ OXTFBO_FFFF

SMC OxTFB1_0000 ~ OXTFBT1_FFFF
DMC OxTFBZ_0000 ~ OXTFBZ_FFFF
GDMA OxTFB3_0000 ~ OXTFB3_FFFF

Interrupt controller

Frame Engine

OxTFB5_0000 ~ OXTFBS_/FFF

Switch

OxTFBS5_8000 ~ OXTFBS_FFFF

ATM SAR

OxTFB4_0000 ~ OXTFB4_FFFF

OxTFB6_0000 ~ OXxTFB6_FFFF

Cryplo Engine

OxTFB/7_0000 ~ OXTFB7_FFFF

PCle RC configuration address

OxTFB8_0020

PCIle RC configuration data

OxTFB8_0024

OxTFBC_0000 ~ OXTFBC_FFFF

SPI master controller
PCM

OxTFBD_0000 ~ OXTFBD_FFFF

NFC OxTFBE_0000 ~ OXTFBE_FFFF
UARIT OxTFBF_0000 ~ OXTFBF_O0FF
Timers OxTFBF_0100 ~ OXTFBF_OTFF
GPIO OxTFBF_0200 ~ OXTFBF_0ZFF
UARTZ OXTFBF_0300 ~ OXTFBF_03FF
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The MT7620 router-on-a-chip includes an 802.11n MAC and baseband, a 2.4 GHz radio and FEM, a

580 MHz MIPS® 24K™ CPU core, a 5-port 10/100 switch and two RGMII. The MT7620 includes

everything needed to build an AP router from a single chip. The embedded high performance CPU can

process advanced applications effortlessly, such as routing, security and VolP. The MT7620 also

includes a selection of interfaces to support a variety of applications, such as a USB port for accessing

external storage.

The following table covers the main features offered by the MT7620N and MT7620A. Overall, the

MT7620N supports the requirements of an entry-level AP/router, while the more advanced MT7620A

supports a number of interfaces together with a large maximum RAM capacity.

CPU

Total DMIPs
I-Cache, D-Cache
L2 Cache

HNAT/HQoS

Memory
DRAM Controller
SDRAM
DDR1
DDR2

NAND

SPI Flash

SD

RF

PCle
USB 2.0

Switch

MIPS24KEc (580 MHz)
580 x 1.6 DMIPs

64 KB, 32 KB

n/a

HNAT

16b
512 Mb, 120 MHz
512 Mb, 193 MHz

n/a

n/a

3B addr mode (max 128Mbit)

4B addr mode (max 512Mbit)
n/a

2T2R 802.11n 2.4 GHz

n/a

1

5p FE SW

MIPS24KEc (580 MHz)
580 x 1.6 DMIPs

64 KB, 32 KB

n/a

HNAT 2 Gbps forwarding

16b

512 Mb, 120 MHz
1 Gb, 193 MHz

2 Gb, 193 MHz

Small page 512Byte (max 512M bit)

Large page 2Kbyte (max 8G bit)

3B addr mode (max 128 Mbit)

4B addr mode (max 512Mbit)
SD-HC class 10 (32GB)

2T2R 802.11n 2.4 GHz

1

1

5p FE SW + RGMII(1)

4p FE SW + RGMII(2)



APSoC SDK 4.3.0.0 User’s Manual

12S n/a 1

PCM n/a 1

12C 1 1

UART 1 (Lite) 2 (Lite/Full)

JTAG 1 1

Package DRQFN148- 12 mm x 12 mm TFBGA265- 11 mm x 11 mm

Figure 8 MT7620N Demo Board

U-TRON 10315 | | U-TRON 1046a
ol ° HTA-1614B-R e HTA-2004-R

Figure 9 MT7620A Demo Board
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Table 7 MT7620 Memory Mapping

I T N

0000.0000

1000.0000

1000.0100

1000.0200

1000.0300

1000.0400

1000.0500

1000.0600

1000.0700

1000.0800

1000.0900

1000.0A00

1000.0B00

1000.0C00

1000.0D00

1000.2000

1000.2800

OFFF.FFFF

1000.00FF

1000.01FF

1000.02FF

1000.03FF

1000.04FF

1000.05FF

1000.06FF

1000.07FF

1000.08FF

1000.09FF

1000.0AFF

1000.0BFF

1000.0CFF

1000.0DFF

1000.27FF

1000.2FFF

256 MBytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
256 Bytes
2 KBytes

2 KBytes

DDR2 256 MB/ DDR1 256 MB/SDRAM 128 MB
SYSCTL

TIMER

INTCTL

MEM_CTRL (SDR/DDR)
Rbus Matrix CTRL

UART

PIO

<<Reserved>>

NAND Controller

12C

12S

SPI

UARTLITE

MIPS CNT

PCM (up to 16 channels)

Generic DMA (up to 64 channels)
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N N N

1000.3000 1000.37FF 2 KBytes <<Reserved>>
1000.3800 - 1000.3FFF 2 KBytes <<Reserved>>
1000.4000 - 100F.FFFF <<Reserved>>
1010.0000 - 1010.FFFF 64 KBytes Frame Engine
1011.0000 - 1011.7FFF 32 KBytes Ethernet Swtich
1011.8000 1011.FFFF 32 KBytes ROM

1012.0000 - 1012.7FFF 32 KBytes USB Device Control
1012.8000 - 1012.FFFF 32 KBytes <<Reserved>>
1013.0000 - 1013.3FFF 16 KBytes SDHC

1013.4000 - 1013.FFFF 48 KBytes <<Reserved>>
1014.0000 - 1017.FFFF 256 KBytes PCl Express
1018.0000 - 101B.FFFF 256 KBytes WLAN BBP/MAC
101C.0000 - 101F.FFFF 256 KBytes USB Host
1020.0000 - 1023.FFFF 256 KBytes <<Reserved>>
1024.0000 - 1027.FFFF 256 KBytes <<Reserved>>
1028.0000 - 1BFF.FFFF <<Reserved>>
1C00.0000 - 1C00.7FFF 32 KB ROM When the system is powered on, a 24 KB internal

boot ROM is mapped.
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3.9 MT7621

The MT7621 SoC includes a high performance 880 MHz MIPS1004Kc CPU core and high speed
USB3.0/PCle/SDXC interfaces, which is designed to enable a multitude of high performance, cost-effective IEEE

802.11n/ac applications with a MediaTek (Ralink) WiFi client card.

There are several masters (MIPS 1004KEc, USB, PCI Express, SDXC, FE) in the MT7621 SoC on a high
performance, low latency Rbus, (Ralink Bus). In addition, the MT7621 SoC supports lower speed peripherals
such as UART Lite, GPIO, NFl and SPI via a low speed peripheral bus (Pbus). The DDR2/DDR3 controller is the
only bus slave on the Rbus. It includes an Advanced Memory Scheduler to arbitrate the requests from bus

masters, enhancing the performance of memory access intensive tasks.

EITAG 16-Bit DDR2/DDR3 —::__’ ToCPU
]:I II INTC interrupts
MIPS 1004Kc DRAM
32/32 KB I/D- Controller N—
SPI_ == sPI
Cache per Core |OCP_IF. _ _ [ spi_|
(880 MHz) fr OCP Bridge —— Arbiter - ‘F_#Tk_‘) NAND
ir i =={[UARTDA =) UART
faus | Eremo 1 5
: GPIO /LED
PBUS . = [ 2C }=— ¢

Lo 25 = 125
HSDMA POV == PCM
RGMII SPOIE — SPDIF

RJ45x5  TMII/MII x1 —

I i I I
SDXC USB 3.0/2.0 PCle 1.1 Crypto Switch
PHY PHY Engine (5GE)
H H 5-Port EPHY l

sSD Host PCle x 3

Figure 10 MT7621A Demo Board
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Start End Size Description

0 1BFFFFFF 445M DRAM Direct Map

1000000 1DFFFFFF 3ZM <<Reserved>>

1E0DO000 1EQQOOFF 256 SYSCTL

1E000100 1EQOO1FF 256 TIMER

1E000200 1EQOO2FF 256 INTCTL

1E000300 1EQDO3FF 256 Flash Controller [NOR/SRAM/SDRAM)
1E0D0400 1EQD04FF 256 Rbus Matrix CTRL

1E000500 1EQ0OSFF 256 MIPS CNT

1E000600 1EQOOGFF 256 GPIO

1E0D0700 1EQQO7FF 256 S/PDIF

1E0D0800 1EQOO8FF 256 DMA_CFG_ARB

1E000800 1EQQ09FF 256 12C

1EQ00ADD 1EQOOAFF 256 125

1E000B00 1EQQOBFF 256 5P CSR

1E000C00 1EQQOCFF 256 UARTLITE 1

1E0DOD00 1EQQODFF 256 UARTLITE 2

1EQDOEDD 1EQOOEFF 256 UARTLITE 3

1EQDOFD0 1EQQOFFF 256 ANACTL

1E001000 1EQO1TFF 2K <<Reserved>>

1E001800 1EQO1FFF 2K <<Reserved>>

1E002000 1EQO27FF 2K PCM (up to 16 channel)
1E002800 1EQO2FFF 2K Generic DMA [up to 64 channel)
1E003000 1EQ037FF 2K MAND Controller *(actually 1K in Maodule)
1E003800 1EQO3FFF 2K MAND_ECC Controller *(actually 3K in module)
1E004000 1EQQ4FFF 4K Crypto Engine

1E005000 1EQOSFFF 4K MEM_CTRL (CORI/DDRIN)
1E006000 1EQOGFFF 4K EXT_MC_ARB

1E007000 1EQOTFFF 4K HS DMA

1E008000 1EQOFFFF 32K <<Reserved>>

1E010000 1EQFFFFF 950K <<Reserved>>

1E100000 1E10DFFF 56K Frame Engine |FE SRAM: (i 1E108000~0x1E10DFFF)
1E10EQOO 1E10FFFF BK PCle SRAM

1E110000 1E117FFF 32K Ethernet GMAC

1E112000 1E11FFFF 32K ROM

1E120000 1E12FFFF 54K <<Reserved>>

1E130000 1E137FFF 32K SDXC

1E132000 1E13FFFF 32K <<Reserved>>

1E140000 1E17FFFF 256K PCI Express

1E1280000 1E1BFFFF 256K <<Reserved>>

1E1CO000 1E1FFFFF 256K UISE Host (U2+U3)

1E200000 1E23FFFF 256K <<Reserved>>

1E240000 1E24FFFF B4k <<Reserved>>
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1E250000 1E7FFFFF SE24K “cReserved>>

1EB00000 1EBFFFFF am PCIE Direct Access for iNIC
1ECO0000 1FBEFFFF 16128K “cReserved>>

1FBCO000 1FBDFFFF 128 CM_GIC

1FBEDQOO 1FBEFFFF a4k <<Reserved>>

1FBFOQOO 1FBF7FFF 32K CM_CPC

1FBFE000 1FBFFFFF 32K CM_GCR

1FCO0000 1FFFFFFF am ROM/SPI FLASH Direct Access
20000000 23FFFFFF 64M DRAM Re-Map

24000000 SFFFFFFF 950M “cReserved>>

20000000 BFFFFFFF 256M PCIE Direct Access
70000000 JTFFFFFFF 256M “cReserved>>
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3.10 MT7628

The MT7628 SoC includes a high performance 580/575 MHz MIPS24KEc CPU core and high speed USB2.0/PCle
interfaces, which is designed to enable a multitude of high performance, cost-effective IEEE 802.11n

applications with a MediaTek WiFi client card.

16-Bit
ETAG DOR1DDRE
Yy — MT7628 Elock Diagram
i e
DDRAVDDR2
MIPS 24¢ER Memory Coniraler
B4KE HCache Rbus.
39KB D-Cache | acp.F - ] i
oo | 2 | e z::h.:lr.hmr [ IRTC_]
I P e
Bch QoS Arbiter
= sPl
= 5F8 }=—= srl
| el | AT == UART
4
o f={TGFI0_}== cFi0
[ AFE BUE 2
I 1L I I T = 1c
SDXC AES SUTF
sMMC: Engina USB 20 FCle 1.4 WRENA r o GMT M"'—| {85 }=> bs
Host Host MAC ]I
Controller Contrallar I=—={"Fom }=—= Fcm
WLAN Switch
U™ PIFE 1| BEP
| USE20PHY | Piled.d PHY | RF{in32 Port EPHY
N e -
SDKC USB Host FPCleHost j/j R45 x5

Hast

There are several masters (MIPS 24KEc, USB, PCl Express, SDXC, FE) in the MT7628 SoC on a high performance,
low latency Rbus. In addition, the MT7628 SoC supports lower speed peripherals such as UART Lite, GPIO, 12C
and SPI via a low speed peripheral bus (Pbus). The DDR/DDR2 controller is the only bus slave on the Rbus. It
includes an Advanced Memory Scheduler to arbitrate the requests from bus masters, enhancing the
performance of memory access intensive tasks.

Figure 11. The MT7628 Demo Borad
A Zia
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Table 9. MT7628 Memory Mapping

0000.0000 OFFF.FFFF 256 MBytes DDR256MB
1000.0000 - 1000.00FF 256 Bytes SYSCTL
1000.0100 - 1000.01FF 256 Bytes TIMER
1000.0200 - 1000.02FF 256 Bytes INTCTL
1000.0300 - 1000.03FF 256 Bytes EXT_MC_ARB(DDR/DDRII)
1000.0400 - 1000.04FF 256 Bytes Rbus Matrix CTRL
1000.0500 - 1000.05FF 256 Bytes MIPS CNT
1000.0600 - 1000.06FF 256 Bytes GPIO

1000.0700 - 1000.07FF 256 Bytes SPI Slave
1000.0800 - 1000.08FF <<Reserved>>
1000.0900 - 1000.09FF 256 Bytes 12C

1000.0A00 - 1000.0AFF 256 Bytes 12S

1000.0B00 - 1000.0BFF 256 Bytes SPIMaster
1000.0C00 - 1000.0CFF 256 Bytes UARTLITEL
1000.0D00 - 1000.0DFF 256Bytes UARTLITE 2

1000.0E00 - 1000.0EFF  256Bytes UARTLITE 3

1000.0FO0 - 1000.0FFF <<Reserved>>
1000.1000 - 1000.17FF 2KBytes RGCTL

1000.1800 - 1000.1FFF <<Reserved>>
1000.2000 - 1000.27FF 2 KBytes PCM (up to 16 channels)
1000.2800 - 1000.2FFF 2 KBytes Generic DMA (up to 16channels)
1000.3000 - 1000.3FFF <<Reserved>>
1000.4000 - 1000.4FFF 4KBytes AES Engine

1000.5000 - 1000.5FFF 4 Kbytes PWM

1000.6000 - 100F.FFFF <<Reserved>>
1010.0000 - 1010.FFFF 64 Kbytes Frame Engine
1011.0000 - 1011.7FFF 32KBytes Ethernet Switch
1011.8000 - 1011.FFFF <<Reserved>>
1012.0000 - 1012.7FFF 32 KBytes USB PHY

1012.8000 - 1012.FFFF <<Reserved>>
1013.0000 - 1013.7FFF 32 KBytes SDXC / eMMC
1013.8000 - 1013.FFFF <<Reserved>>
1014.0000 - 1017.FFFF 256KBytes  PCl Experss
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1018.0000
101C.0000
1020.0000
1030.0000
1040.0000
1C00.0000
1C40.0000
2000.0000
3000.9999

101B.FFFF
101F.FFFF
102F FFFF
103F.FFFF
1BFF.FFFF
1C3F.FFFF
1FFF.FFFF
2FFF.FFFF
3FFF.FFFF

<<Reserved>>

256 KBytes  USB Host Controller

1 MBytes <<Reserved>>

1 MBytes WLAN MAC/BBP
<<Reserved>>

4 MBytes SPI Flash Direct Access
<<Reserved>>

256 MBytes PCIE Direct Access

<<Reserved>>
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4 AP SDK SOURCE CODE OVERVIEW

The subsequent command is used in the development environment. It makes a directory equivalent to

"/home/${user}/RT288x_SDK".
#tar xvf RT288x_SDK_{version}_{date}.tar.bz2

e The RT288x_SDK package contains the subsequent directories.

o doc : User manual and useful documents.
o toolchain : mips toolchain

o source : Linux kernel source

o tools : useful script

e The source directory contains the subsequent directories.

o config : auto-configuration files

o images : Linux image

o lib : uClibc 0.9.28

o linux-2.4.x : Linux kernel source for RT2880

o linux-2.6.21.x : Linux kernel source for RT3052/RT3883/RT3352/RT3883
o linux-2.6.36MT.x: Linux kernel source for RT6855/RT6856
o linux-2.6.36.x : Linux kernel source for MT7620/MT7621/MT7628

o linux-3.10.14.x : Linux kernel source for MT7628

o rootfs : root file system (uncompressed)
o tools : useful script to generate rootfs
o user : user applications

o vendor : init scripts of target platform (inittab, rcS...etc)
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5 TOOL-CHAIN

The Ralink AP SDK uses buildroot to make the Linux kernel image. Buildroot is a set of Makefiles and
patches. It is easy to make a cross-compilation toolchain and root file system for the target Linux

system. Use the uClibc C library.
5.1 Install toolchain

1. The extract procedure makes a directory equivalent to "/opt/buildroot-gdb"
For RT series/ MT7620,
#cp RT288x_SDK/foolchain/buildroot-gcc342.tar.bz2 /opt
# tar jxvf buildroot-gcc342.tar.bz2
For MT7621/MT7628,

= Decompress buildroot-gcc463_32bits.tar.bz2 (for 32/64 bits Host Linux) or
buildroot-gcc463_64bits.tar.bz2(for 64 bits Host Linux only) to /opt in order to build your

own Linux image.

2. Decompress mips-2012.03.tar.bz2 to /opt (for 32/64 bits Host Linux) in order to build your own

Uboot image.
5.2 Install LZMA Utility

Izma is necessary to make the compressed kernel image. The Ralink RT288x SDK uses Izma to

compress the kernel image.

#cd RT288x_SDK/toolchain/lzma-4.32.0beta3
#./configure
#make

#make install (install Izma to /usr/local/bin)

Use gzip or Izma to compress the kernel image.

Make changes to RT288x_SDK/source/vendors/Ralink/{Platform}/Makefile

COMP = gzip
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Use gzip to compress the Linux kernel image.

COMP =1Izma

Use Izma to compress the Linux kernel image.

Notes: Izma algorithm is not backward-compatible, so you have to use this Izma-4.32.0beta3 tool to

compress your kernel image otherwise you will encounter Izma decompression issue.

5.3 Install mksquashfs utility

mksquashfs-lzma is necessary to make the compressed rootfs. The Ralink AP SDK uses mksquashfs

with Izma to compress the root filesystem.

Linux-2.4.x Kernel Version

#cd RT288x_SDK/toolchain/mksquash_lzma-3.0
#make

#make install (install mksquashfs-lzma to /opt/buildroot-gcc342/bin/mksquashfs_lzma-3.0)
Linux-2.6.21.x Kernel Version

#cd RT288x_SDK/toolchain/mksquash_lzma-3.2

#make

#make install (copy mksquashfs to /opt/buildroot-gcc342/bin/mksquashfs_lzma-3.2 & Izma_alone
to /opt/buildroot-gcc342/bin/)

Linux-2.6.36.x/Linux-3.10.14.x Kernel Version

#cd RT288x_SDK/toolchain/mksquash_lzma-3.2
#make

#make install (copy Izma_alone to /opt/buildroot-gcc463/usr/bin/)

#tar jxvf squashfs4.2.tar.bz2
#cd squashfs4.2/squashfs-tools$
#make

#cp mksquashfs /opt/buildroot-gcc342/bin/mksquashfs_lzma-4.2

LZMA_ALONE IS NECESSARY TO MAKE YOUR OWN RAMDISK IMAGE, IF YOU TURN ON
“‘“COMPRESS RAMDISK BY LZMA” ON LINUX 2.4/2.6.21/2.6.36/3.10.14 KERNEL.
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Linux-2.4.x /Linux-2.6.21.x Kernel Version

#make menuconfig

Kernel/Library/Defaults Selection --->

Machine selection --->

[*] Compress ramdisk by Izma instead of gzip
Linux-2.6.36.x/Linux-3.10.14.x Kernel Version

#make menuconfig

Kernel/Library/Defaults Selection --->

General setup --->

[] Support initial ramdisks compressed using LZMA
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6 BOOT LOADER

6.1 Uboot Configuration

# tar jxvf Uboot_{version}_{BETA/FINAL}_{date}.tar.bz2
#cd Uboot

#make menuconfig

1. Setthe DRAM Size

1.1 DRAM Component (MT7621):
For reference board, please choose 512Mb for DDR2 , 1024Mb for DDR3.

For DDR2 1066Mhz component or other dram size, please follow the below table:

DRAM | DDR AC Timing
Speed
DDR2 800Mz | 512Mb No need to choose
1024Mb DDR2_Default(1Gb)
W971GG6KB25 (1024Mb) DDR2_W971GG6KB25(1Gb)
DDR2-1066 | 1066Mz | W9751G6KB(512Mb) DDR2_1066_W9751G6KB(512Mb)
W971GG6KB18(1024Mb) DDR2_1066_W971GG6KB18(1Gb)
DDR3 1200Mz | 1024Mb No need to choose
2048Mb DDR3_Default(2Gb)
4096Mb DDR3_Default(4Gb)
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For example, choose DDR2-1066 1Gb (W971GG6KB18) :

Step 1 : Choose DRAM component (size) to 1024Mb (1Gb)

ross Compiler Path: "/opt/mips-2012 03 /bins"
{(ASTC) hip Type
(MT7621) hip ID
(GMACL) se GElL or GEZ
{GE RGMII FORCE 1000} El1 connected to
(NAND) lash Twvpe
T . "

(1200Mhz) RAM Speed

(880Mhz) PU Frequency

[ 1 ual Image

[ 1] ual Core Support

[ 1 artition LANSWAN

[ 1] DE ACTiming 3etting

oad an Alternate Configuration File
ave Configuration to an Alternate File

Use the arrow keys Lo navigate this window or press the hotkey of
the item wyou wish to select followsed by the <SPACE BAR». Press
<?» for additional information about this option.

< Help >

Step 2 : Choose DRAM speed (1066Mhz) :

Use the arrow keys to navigate this window or press the hotkey of
the item mou wish to select followed by the <SPACE BAR>. Press
<?> for additiocnal information about this option.
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Step 3 : Choose DDR AC Timing Setting:

ross Compiller Path:

"fopt/mips—2012.03fbin/=I

(ASTIC) hip Tvpe
(MTTEZL) hip ID
(GEMIC 1) se GEl or GEZ

(ZE RGMII FORCE 1000} El connected to
{MNAID ) lash Type

(102 AMb ) DE Component

(1l0aaMhz) EAM Speed

(BB0Mhz=) FU Frequency

[ 1
[ 1
[ ]

ual Image
ual Core 3upport
artition LAN/WAN

oad an Alternate Configuration File
ave Configuration to an Alternats Files

Step 4 : Select DDR AC Timing Setting by different DDR component (W971GG6KB18):

<7> for additional information about this option.

Use the arrow keys to navigate this window or press the hotkey of
the item wou wish to select followed by the <3PACE BAR>.

FPress

{ ) DR3 Default (4Gb}

i} DRZ Default (531ZMb)

{ ) DRZ 1066 WOTS51GAEEB (512Mb)
{ )} DRZ Default (1lGb)

() BEBZS (1Gh)

DRZ WIT1GG
JDRZ_1066 T 18 (1GDb) |

06 WHT1EGE

< Help >

1.2 DRAM Component (RT series, MT7620 and MT7628 ):

Row Column
64Mb 12 8
128Mb 12 9
256Mb 13 9

DRAM Bus: 16bits / 32bits

Example:

e WO825G6EH: 4Mx4Banksx16bits SDRAM:

o Row Address: A0-A12, Column address: A0-A8
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o DRAM Component=256Mb
o DRAM Bus =16bits

e W981216DH/W9812G6DH: 2Mx4Banksx16bits SDRAM:

o Row Address: A0-A11, Column address: A0-A8
o DRAM Component=128Mb
o DRAM Bus =16bits

e 1S42S32800B: 2Mx4Banksx32bits SDRAM:

o Row Address: A0-A11, Column address: A0-A8
o DRAM Component=128Mb
o DRAM Bus =32bits

2. LAN/WAN Partition

The switch automatically operates in dump switch mode when the board turns on. Clients on the LAN

get the dynamic IP address from the remote DHCP server connected to the WAN port.

Set the LAN/WAN partition to prevent the Client's DHCP request being sent to the WAN side.

6.2 Build the uboot Image

# make

1.  RT2880/RT3052/RT3883/RT3352/RT5350:

® NOR Flash: uboot.bin is located in Uboot/.
# cp uboot.bin /tftpboot

®  SPI Flash: uboot.img is located in Uboot/
# cp uboot.img /tftpboot

® NAND Flash: uboot.img is located in Uboot/
# cp uboot.img /tftpboot
RT6855/RT6856/MT7620/MT7621:

®  SPI Flash: uboot.bin is located in Uboot/.
# cp uboot.bin /tftpboot

® NAND Flash: uboot.img is located in Uboot/
# cp uboot.img /tftpboot
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6.3 Burn the uboot image

Press '9' on the Uboot menuconfig, to open the invisible menu.
Set the operation:

1: Load system code to SDRAM via TFTP.

2: Load system code then write to Flash via TFTP.

3: Boot system code via Flash (default).

4: Enter boot command line interface.

7: Load Boot Loader code then write to Flash via Serial.
9: Load Boot Loader code then write to Flash via TFTP.

You chose 9
9: System Load Boot Loader then write to Flash via TFTP.

Warning! Erase Boot Loader in Flash then burn new one. Are you sure? (Y/N) Please Input new ones

Jor Ctrl-C to discard

Input device IP (10.10.10.123) ==;
Input server IP (10.10.10.3) ==:

Input Uboot filename (uboot.bin) ==:
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7 USER LIBRARY

7.1 Library Configuration

RT288x_SDK uses uClibc 0.9.28/0.9.33.2 for user applications. The subsequent instructions show

how to change the default library setting.

RT series/MT7620 use uClibc 0.9.28
MT7621/MT7628 use uClibc 0.9.33.2

# make menuconfig
Kernel/Library/Defaults Selection --->

[ *] Customize uClibc Settings

ecture (mips) --->

Figure 8.1 uClib 0.9.28 configurations Menu

get Architecture (mips)

Figure 8.2 uClib 0.9.33.2 configurations Menu
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The subsequent instructions show how to add a new library to the RT288x_SDK.

Example: Port libtest to RT288x_SDK

1. #/cp -r libtest fo RT288x_SDK/source/lib

2. modify RT288x_SDK/source/lib/libtest/Makefile

[you can reference to libnvram/Makefile]

3. modify RT288x_SDK/source/lib/Makefile

ifeq ($(CONFIG_LIB_LIBTEST FORCE),y)

DIRS += libtest
endif

ifeq (3(CONFIG _LIB_LIBTEST FORCE),y)

@3 (MAKE) -C libtest shared

endif

4. modify RT288x_SDK/source/config/config.in

bool ‘Build libtest’ CONFIG_LIB_LIBTEST_FORCE

#/ make menuconfig

You can see the “Build libtest” on the menu.

* % *

— — — — e e —
e

--- Force build (Normally built when required)

uild
uild
uild
uild
uild
uild
uild
uild
uild

libgmp

libm
libpthread
libnvram
1ibupnp
libthreadutil
libixml

zlib

libtest

Figure 9 User Library Configure Menu

5. Compile your new library

#make dep
#make lib_only
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#cd RT288x_SDK/source

# make lib_only

# make romfs

APSoC SDK 4.3.0.0 User’s Manual

The shared libraries are shown in RT288x_SDK /source/romfs/lib
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8 USER APPLICATION

Many useful network applications (e.g. wan protocol, http server, debugging tools, etc.) are supplied
with the RT288x_SDK to make porting easier. Except for the Ralink Proprietary Application described
in the section 8.1, most applications are ported from open source for reference only. Developers can

upgrade/modify/change applications by themselves for customize purpose.

8.1 Ralink Proprietary Applications

8.1.1 ATED

Description: for rt2860 v1.4 ATE test program
Usage: ate

Note:

e Execute ate on the demo board
e Connect directly from the LAN port to the PC
e Execute QA on the PC (wait 30 seconds)

8.1.2 REG

Description: register the read/write test program
Usage: reg [r/w/s] [offset] [value]

Note:

e To use system register: reg s 0
e To use wireless register: reg s 1 To use other base address offset: reg s [offset]

e The rt_rdm module must be put in first

Example:
/#reg s b0000000
/#regr 18 /*read b0000018 7/

/#regw 18 12345678 /* write Ox12345678 to b0000018 */
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8.1.3 FLASH

Description: flash read/write test program

Usage:

a. read: flash -r [offset(hex)] -c [num of bytes]
b. write: flash -w [offset(hex)] -o [value(hex)] -c [num of bytes]

c. erase: flash -f [first sector_num] -I [last sector_num

Example:

a. read: flash -r 370000 -c 4
b. write: flash -w 370000 -0 1234 -c 4
c. erase: flash -f 60 -1 61

8.1.4 ETH_MAC

Description: flash read/write program to update Ethernet MAC address.
Usage:

a. read: eth_mac r <lanlwan>

b. write: eth_mac w <lanjwan> <MACADDR[0]> <MACADDR[1]> <MACADDR[2]>
<MACADDR[3]> <MACADDR[4]> <MACADDRI[5]>

Example:

a. read: eth_macr lan

b. write: eth_mac w lan 00 Oc 43 76 21 01

8.1.5 GPIO

Description: GPIO test program
Usage: GPIO [r/w/g/i/l]

The name of the GPIO testing user application is “gp/o”.

e gpio w: write test (Note that all GPIO pins will be changed to output direction when writing)
e gpio r: read test (Note that all GPIO pins will be changed to input direction when reading)

e gpio g <gpio#>: read the target GPIO pin. (Note that the target GPIO pin will be changed to
input direction when reading)
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e gpio i (<gpio#>): interrupt test for GPIO number
e gpio | <gpio#> <on> <off> <blinks> <rests> <times>: set led on <gpio#>(0~24) on/off interval,
no. of blinking/resting cycles, blinking time
Pin sharing scheme
It is important to know what normal function pins are shared with the GPIO pins. Only one normal
function and GPIO can operate at the same time.
o GPIOMODE: GPIO purpose select)
Configure the pins to use as GPIO.
¢ PIODIR: programmed I/O direction
Configure the direction of all GPIO pins to use as GPIO.
an output is set as “1’, and an input pin is set as ‘0'.
e PIODATA: programmed I/O data
Write data for output GPIO pins, and read data for input GPIO pins. PIOSET, PIORESET,
PIOTOG are also used for adjusting GPIO data bits.
e PIOINT, PIOEDGE, PIORENA, and PIOFMASK should be set when using GPIO pins for input

that causes an interruption.

8.1.6 MII_MGR

Description: mii register read/write test program

Usage:

a. get: mii_mgr -g -p [phy number] -r [register number]

b. set: mii_mgr -s -p [phy number] -r [register number] -v [Oxvalue]
Example:

a. get:mii_mgr-g-p3-ré4

b. set: mii_mgr-s-p4-r1-v0xff11

Kernel Module:
$SDK/source/$LINUX/drivers/net/raeth/mii_mgr.c
$SDK/source/$LINUX/drivers/net/raeth/ra_ioctl.h

e |OCTL Commands
o RAETH_MII_READ
= Get phy register via the mdc/mdio interface.

o RAETH_MI_WRITE
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= Set phy register via the mdc/mdio interface.

e |OCTL interface

typedef struct ralink_mii_ioct!_data {

_u32 phy id;

__u32 reg num,;

_u32 valin;

_u32 val out

@)

@)

phy_id: Address of PHY device
reg_num: Register addresses within PHY device

val_ine:
=  GET: the phy register data that is read from phy
=  SET: the current register data after MDIO setting

val_out: the phy register data that wants to be set

User applications run mii_mgr commands through the ioctl interface to the raeth driver.

8.1.7 MTD

Description: MTD writing program for firmware update

Usage: mtd_write -r write [file] [device]

Example: mtd_write -r write image.bin mtd4

8.1.8 NVRAM

8.1.8.1 Basic feature

Description:

a.

get value in NVRAM for RT2860 or INIC platform

b. setvalue in NVRAM for RT2860 or INIC platform

C.

display all configurations in NVRAM, or generate .dat files

nvram_daemon is a daemon and register for NVRAM settings, or setting NVRAM values referring to a
given file. It receives interruptions from GPIO pin 0. If SIGUSR1 is received (user one-clicked GPIO pin

0 button), nvram_daemon tells the GoAhead/Lighttpd web server to start the WPS PBC procedure by
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sending it SIGUSR1. If SIGUSR2 is received (user pressed GPIO pin 0 button for several seconds),

nvram_daemon will restore the system configuration to the default values.
Usage:

a. get: nvram_get [<2860/rtdev>] <field>
b. set: nvram_set [<2860/rtdev>] <field>

c. init: ralink_init <command> [<platform>] [<file>]
<Commands>:

o rt2860_nvram_show (display rt2860 values in nvram)
o rtdev_nvram_show (display rtdev values in nvram)

e show (display values in nvram for <platform>)

e gen (generate config file from nvram for <platform>)

¢ renew (replace nvram values for <platform> with <file>)
<Platform>:

e 2860 - rt2860 station or the first Wi-Fi interface

o rtdev - intelligent nic or the second Wi-Fi interface

<File>: File name for renew command

Example:
a. nvram_get 2860 SSID /* get the SSID */
b. nvram_set 2860 SSID ralink /* set the SSID to ralink */
c. ralink_init gen 2860 /* generate the RT2860 .dat file from NVRAM */
d. ralink_init show rtdev /* display the INIC configurations in NVRAM */
e. ralink_init renew 2860 ra.dat /* set NVRAM values for RT2860 platform according to ra.dat
file */
f. nvram_daemon & [* start the nvram_daemon */

18.1.8.2 Kernel NVRAM
To avoid accessing NVRAM inconsistently, sdk also supports NVRAM in Kernel mode.

How to use:

S make menuconfig

Kernel/Library/Defaults Selection --->
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[*] Customize Kernel Settings ---> Exit--->Yes

Machine selection --->

I[El] Kernel NVRAM

18.1.8.3 Extend NVRAM

If developer needs another flash block as 2" nvram, SDK already provided sample solution, like “Config2”

block.
Offset
0
(192K) bootloader Offiset
-8x30000 0
(64K) User config 0x1000
Switch parameter
X 0x40000 0x2000
(64KJ \\ .
N (16 Configuration
. T
~— - UXS?UUU (Build-in 2860) 0%6000
EE g § é_ og N KB WLANI an
o] a or concurrent
=gc 3 5 . | ( 0x8000
2 = = N
(1.6875M| (= g 25 5 £ N (8KB) 0xa000
BB R
R ’
SxzIElge
[ - = i
L IF&” & E 0xf000
g 3 = g 0x200000 Reserve
- —s - - = 0x10000
el g = & "
] a s
3
em| | £
0x0
0x8000
ConﬂgZ 0x10000
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How to use:

S make menuconfig
Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings ---> Exit--->Yes

Machine selection --->

[ 1 Dual Image
[*] Eernel HNVEAM
[l NVRAM Extension

The sample MTD partition, “Config2”, implements MTD_CONFIG_PART_SIZE bytes and it begins from
MTD_CONFIG2_PART_OFFSET. Developer can configure two definitions to assign the maximum size and start

address of 2" NVRAM.

8.1.9 SPICMD

Description: SPI Toolkit for SPI EEPROM Read/Write Program...
Usage: spicmd read/write parameters
Note:

e spicmd read the address
e spicmd writes the size address value

e sizeis 1, 2, 4 bytes

8.1.1012CCMD

Description: 12C Toolkit for EEPROM Read/Write via 12C Interface...
Usage: i2ccmd read/write parameters
Note:

e j2ccmd read the address
e j2ccmd write the size address value

e sizeis 1, 2, 4 bytes
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8.1.1112SCMD

Description: 12S Toolkit for raw playback/record via 12S Interface...
Usage: i2scmd [cmd] [srate] [vol] < playback files
Note:

- cmd = 0|1 - i2s raw playback|record

- srate = 8000|16000|32000|44100|48000 Hz playback sampling rate
- vol = -10~2 db playback volumn

Example:

e i2scmd 0 48000 2 </etc_ro/test_sound.snd

8.1.12SPDIFCMD

Description: SPDIF Toolkit for raw playback via SPDIF Interface...
Usage:

[fmt=0] [srate] [wordlen] [pathname]
[fmt=1] [srate] [rawtype] [pathname]
fmt = 0]1 - spdif pcm| raw data

srate = 22050| 24000| 32000|44100]48000|88200]96000]|176400|192000 Hz sampling

frequency
rawtype = for raw data (fmt = 1) -- (0: Null data;) 1: AC3 data; (3: Pause)
wordlen = 16| 24 bits per sample
downsample = 1: no down sample; 2: 2x down sample; 4: 4x down sample
[fmt=2] [pathname]

Example: (for PCM data, 16 bit)
spdifcmd 0 48000 16 </etc_ro/test_sound.snd

8.1.13Script
Description: WebUI configuration script.

Usage: Refer to the script help message.
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8.2 accel-pptp

Source code: RT288x_SDK/source/user/accel-pptp
Description: ACCEL-PPTP is client/server solution for Linux.This project is based on POPTOP
(http://www.poptop.org) and PPTPCLIENT (http://pptpclient.sourceforge.net). It uses kernel module to

increase performance and decrease system usage.

8.3 bigpond

Source code: RT288x_SDK/source/user/bigpond

Description: This is a client to connect to Telstra's Big Pond Broadband powered by Cable.
8.4 bonnie++

Source code: RT288x_SDK/source/user/bonnie++
Description: Bonnie++ is a free file system benchmarking tool for Unix-like operating systems.
Bonnie++ is a benchmark suite that is aimed at performing a number of simple tests of hard drive and

file system performance.
8.5 bridge-utils

Source code: RT288x_SDK/source/user/bridge-utils

Description: brctl is used to set up, maintain, and inspect the Ethernet bridge configuration in the Linux
kernel. An Ethernet bridge is a device commonly used to connect different networks of the Ethernet
together, so that the Ethernets will appear as one Ethernet to the participants. Each of the Ethernets
being connected corresponds to one physical interface in the bridge. These individual Ethernets are
bundled into one bigger (’logical’) Ethernet. This bigger Ethernet corresponds to the bridge network

interface.

8.6 busybox

Source code: RT288x_SDK/source/user/busybox
Description: BusyBox combines tiny versions of many common UNIX utilities into a single small

executable.
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8.7 comgt-0.32

Source code: RT288x_SDK/source/user/comgt-0.32
Description: Comgt is a command line tool for controlling, configuring and interacting with Option
Wireless 3G and 2G ( HSDPA, UMTS, EDGE, GPRS, GSM) data devices within the Linux

environment.

8.8 ctorrent-dnh3.2

Source code: RT288x_SDK/source/user/ctorrent-dnh3.2
Description: cTorrent is a BitTorrent Client program written in C/C++ for FreeBSD and Linux. CTorrent

is fast and small.

8.9 curl

Source code: RT288x_SDK/source/user/curl

Description: curl is a command line tool for transferring data with URL syntax

8.10 dhcp6

Source code: RT288x_SDK/source/user/dhcp6

Description: DHCPv6 is a stateful address auto-configuration protocol for IPv6, a counterpart to IPv6
stateless address auto-configuration protocol. It can be used independently or coexist with its
counterpart protocol. This protocol uses client/server mode of operation but also provides support
through a Relay Agent. It is currently being defined by IETF DHC WG. The specification is still in the

draft form.

8.11 dnsmasq-2.40

Source code: RT288x_SDK/source/user/dnsmasg-2.40

Description: Dnsmasq is a lightweight, easy to configure DNS forwarder and DHCP server. It is
designed to provide DNS and, optionally, DHCP, to a small network. It can serve the names of local
machines which are not in the global DNS. The DHCP server integrates with the DNS server and
allows machines with DHCP-allocated addresses to appear in the DNS with names configured either in
each host or in a central configuration file. Dnsmasq supports static and dynamic DHCP leases and

BOOTP/TFTP for network booting of diskless machines.
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8.12 dropbear-0.52

Source code: RT288x_SDK/source/user/dropbear-0.52
Description: Dropbear is a relatively small SSH server and client. It runs on a variety of POSIX-based

platforms.
8.13 ebtables

Source code: RT288x_SDK/source/user/ebtables-v2.0.9-2
Description: The ebtables program is a filtering tool for a Linux-based bridging firewall. It enables

transparent filtering of network traffic passing through a Linux bridge.
8.14 ecmh

Source code: RT288x_SDK/source/user/ecmh
Description: Easy Cast du Multi Hub (ecmh) is a networking daemon that acts as a full IPv6 MLDv1

and MLDv2 Multicast "Router".
8.15 GoAhead

Source code: RT288x_SDK/source/user/goahead
Description: The GoAhead Web Server is a simple, low end, compact web server that has been widely
ported to many embedded operating systems with limit memory. Old WebUI reference design of the

AP/Router Solution.

8.16 igmpproxy

Source code: RT288x_SDK/source/user/igmpproxy

Description: IGMPproxy is a simple mulitcast router for Linux that only uses the IGMP protocol.
8.17 inadyn

Source code: RT288x_SDK/source/user/inadyn
Description: INADYN is a dynamic DNS client. It maintains the IP address of a host name. It
periodically checks if the IP address stored by the DNS server is the real current address of the

machine that is running INADYN.
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8.18 iperf

Source code: RT288x_SDK/source/user/iperf-2.0.5
Description: iPerf was developed by NLANR/DAST as a modern alternative for measuring maximum
TCP and UDP bandwidth performance. iPerf allows the tuning of various parameters and UDP

characteristics. iPerf reports bandwidth, delay jitter, datagram loss.
8.19 iproute2

Source code:

RT288x_SDK/source/user/iproute2-2.6.24-rc7  #for Linux-2.6.21
RT288x_SDK/source/user/iproute2-2.6.38 #for Linux-2.6.36

Description: iproute2 is a collection of utilities for controlling TCP / IP networking and traffic control in

Linux.

8.20 iptables

Source code:

RT288x_SDK/source/user/iptables # for Linux-2.4
RT288x_SDK/source/user/ iptables-1.4.0rc1 #for Linux-2.6.21
RT288x_SDK/source/user/ iptables-1.4.10 #for Linux-2.6.36

Description: Administration tool for IPv4 packet filtering and NAT.

8.21 lighttpd

Source code: RT288x_SDK/source/user/lighttpd-1.4.20

Description: New WebUI reference design of the AP/Router Solution.

8.22 linux-igd

Source code: RT288x_SDK/source/user/linux-igd
Description: It is a deamon that emulates Microsoft's Internet Connection Service (ICS). It implements
the UPnP Internet Gateway Device specification (IGD) and allows UPnP aware clients, such as MSN

Messenger to work properly from behind a NAT firewall.
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8.23 lldt(lld2d)

Source code: RT288x_SDK/source/user/lldt

Description: The lld2d daemon allows linux systems to display in Vista's Network Map.
8.24 matrixssl-1.8.3

Source code: RT288x_SDK/source/user/ matrixssl-1.8.3
Description: MatrixSSL is an embedded SSL implementation designed for small footprint applications
and devices. It is an open-source software package available under the GNU license. It consists of a

single library file with a simple API set that an application writer can use to secure their application.
8.25 miniupnpd-1.6

Source code: RT288x_SDK/source/user/miniupnpd-1.6

Description: New reference design to perform Wi-Fi WPS with wired external Registerar.
8.26 mkdosfs-2.11

Source code: RT288x_SDK/source/user/mkdosfs-2.11
Description: mkdosfs is used to create an MS-DOS file system under Linux on a device (usually a disk

partition).
8.27 mpstat-0.1.1

Source code: RT288x_SDK/source/user/mpstat-0.1.1
Description: mpstat is intended to be a utility for Linux to monitor SMP machine's CPU statistics. It
records %usr, %idl, major & minor faults, and number of interrupts that have occured. mpstat is similar

to vmstat.
8.28 mtd-utils

Source code: RT288x_SDK/source/user/mtd-utils-1.5.0

Description: for jffs2 file system support erase/format...etc. example: mkfs.jffs2, erase, eraseall
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8.29 ntfs-3g

Source code: RT288x_SDK/source/user/ntfs-3g

Description: The NTFS-3G driver is an open source, freely available read/write NTFS driver for Linux,
FreeBSD, Mac OS X, NetBSD, and Haiku. It provides safe and fast handling of the Windows XP,
Windows Server 2003, Windows 2000 and Windows Vista file systems. Most POSIX file system

operations are supported, and full file ownership and permission support is also coming along fast.
8.30 ntfsprogs

Source code: RT288x_SDK/source/user/ntfsprogs
Description: The Linux-NTFS project aims to bring full support for the NTFS filesystem to the Linux

operating system.
8.31 ntpclient

Source code: RT288x_SDK/source/user/ntpclient
Description: ntpclient is an NTP (RFC-1305) client for Unix-like computers. Its functionality is a small
subset of xntpd, but it appears to perform better (or at least has the ability to function better) within that

limited scope. It is much smaller than xntpd and is more applicable to embedded computers.
8.32 nvram library

Source code: RT288x_SDK/source/lib/libnvram

Description: Library for nvram_get, nvram_set and ralink_init.
8.33 openl2tp-1.6

Source code: RT288x_SDK/source/user/openl|2tp-1.6
Description: OpenL2TP is a complete implementation of RFC2661 - Layer Two Tunneling Protocol

Version 2, able to operate as both a server and a client.
8.34 openswan-2.6.38

Source code: RT288x_SDK/source/user/openswan-2.6.38

Description: Openswan is an IPsec implementation for Linux. It has support for most of the extensions
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(RFC + IETF drafts) related to IPsec, including IKEv2, X.509 Digital Certificates, NAT Traversal, and

many others.
8.35 p910nd

Source code: RT288x_SDK/source/user/p910nd-0.91
Description: p910nd is a small non-spooling printer daemon that is suitable for diskless hosts,
particularly hosts that have been booted via the network, or run an embedded OS, but have a printer

attached. It accepts jobs from a spooling host over a TCP connection.
8.36 pciutils-3.0.0

Source code: RT288x_SDK/source/user/pciutils-3.0.0
Description: The PCI Utilities package contains a library for portable access to PCI bus configuration

registers and several utilities based on this library.
8.37 ppp-2.4.2

Source code: RT288x_SDK/source/user/ppp-2.4.2
Description: a package which uses the Point-to-Point Protocol (PPP) to supply Internet connections

over serial lines.
8.38 pptp-client

Source code: RT288x_SDK/source/user/pptp-client

Description: pptp is an implementation of the PPTP protocol for Linux and other Unix systems.
8.39 proftpd

Source code: RT288x_SDK/source/user/proftpd
Description: ProFTPD grew from a desire for a secure and configurable FTP server. It was inspired by
a significant admiration of the Apache web server. Unlike most other Unix ftp servers, it has not been

derived from the old BSD ftpd code base, but is a completely new design and implementation.
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8.40 radvd-1.0

Source code: RT288x_SDK/source/user/radvd-1.0

Description: The router advertisement daemon (radvd) is run by Linux or BSD systems acting as IPv6
routers. It sends Router Advertisement messages, specified by RFC 2461, to a local Ethernet LAN
periodically and when requested by a node sending a Router Solicitation message. These messages

are required for IPv6 stateless auto configuration.

8.41 rp-12tp-0.4

Source code: RT288x_SDK/source/user/rp-12tp-0.4

Description: This is a user-space implementation of L2TP (RFC 2661) for Linux

8.42 rp-pppoe-3.8

Source code: RT288x_SDK/source/user/rp-pppoe-3.8
Description: pppoe is a user-space redirector which permits the use of PPPoE (Point-to-Point Over

Ethernet) with Linux. PPPoE is used by many DSL service providers.
8.43 samba

Source code:

RT288x_SDK/source/user/ samba-3.0.2
RT288x_SDK/source/user/ samba-3.6.6

Description: Samba is an Open Source/Free Software suite that has, since 1992, provided file and
print services to all manner of SMB/CIFS clients, including the numerous versions of Microsoft

Windows operating systems. Samba is freely available under the GNU General Public License.
8.44 sdparm-1.02

Source code: RT288x_SDK/source/user/sdparm-1.02

Description: This utility fetches and potentially changes SCSI device (e.g. disk) mode pages. Inquiry
data including Vital Product Data (VPD) pages can also be displayed. Commands associated with
starting and stopping the medium; loading and unloading the medium; and other housekeeping

function may also be issued by this utility.
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8.45 strace

Source code: RT288x_SDK/source/user/strace
Description: strace is a system call tracer, i.e. a debugging tool which prints out a trace of all the

system calls made by a another process/program.
8.46 taskset

Source code: RT288x_SDK/source/user/taskset
Description: taskset is used to set or retrieve the CPU affinity of a running process given its PID or to

launch a new COMMAND with a given CPU affinity.
8.47 tcpdump

Source code: RT288x_SDK/source/user/tcpdump

Description: A powerful command-line packet analyzer.
8.48 totd-1.5

Source code: RT288x_SDK/source/user/totd-1.5
Description: Totd is a small DNS proxy nameserver that supports IPv6 only hosts/networks that

communicate with the IPv4 world using some translation mechanism.
8.49 usb_modeswitch-0.9.5

Source code: RT288x_SDK/source/user/usb_modeswitch-0.9.5

Description: USB_ModeSwitch is (surprise!) a small mode switching tool for controlling "flip flop"
(multiple device) USB gear. Several new USB devices (especially high-speed WAN stuff, they're
expensive anyway) have their MS Windows drivers onboard; when plugged in for the first time they
act like a flash storage and start installing the driver from there. After that (and on every consecutive
plugging) this driver switches the mode internally, the storage device vanishes (in most cases),

and a new device (like an USB modem) shows up. Some call that feature "ZeroCD".
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8.50 uvc_stream

Source code: RT288x_SDK/source/user/uvc_stream
Description: "uvc_stream" is a command line application to stream JPEG files over an IP-based
network from the webcam to a viewer like Firefox, Cambozola, Videolanclient or even to a Windows

Mobile device running the TCPMP-Player
8.51 wireless_tools

Source code: RT288x_SDK/source/user/wireless_tools
Description: This package contains the Wireless tools. The wireless tools are used to control the
Wireless Extensions. The Wireless Extensions is an interface that lets you set the Wireless LAN

specific parameters and get the specific stats.
8.52 wpa_supplicant-0.5.7

Source code: RT288x_SDK/source/user/wpa_supplicant-0.5.7
Description: WPA Supplicant (Supported WPA/IEEE 802.11i)

8.53 wsc_upnp

Source code: RT288x_SDK/source/user/WSC_UPNP
Description: Ralink WPS (Wi-Fi Protected Setup) UPNP Daemon

Required library: libupnp, pthread
8.54 zebra-0.95a_ripd

Source code: RT288x_SDK/source/user/ zebra-0.95a_ripd
Description: GNU Zebra is free software that manages various IPv4 and IPv6 routing protocols.

Currently GNU Zebra supports BGP4, BGP4+, OSPFv2, OSPFv3, RIPv1, RIPv2, and RIPng.
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8.55 Port new user application

Example: Add hello application to /bin
(a)Create hello directory in RT288x_SDK/source/user
#mkdir RT288x_SDK/source/use/hello

(b) Add Makefile to RT288x_SDK/source/user/hello

EXEC = hello
OBJS = hello.o
CFLAGS +=

all- $(EXEC)

$(EXEC): $(0BJS)
$(CC) $(LDFLAGS) -0 $@ $(0OBJS)

romfs.

S(ROMFSINST) /bin/3(EXEC)

clean:

-rm -f $(EXEC) *.elf *gdb *o
(c) Add hello.c to RT288x_SDK/source/user/hello

main()

{
printf("hello worldn");

(d) Edit RT288x_SDK/source/config/config.in

malnmenu_option next_comment
comment XXX Add-on Applications’
bool ‘hello_world’ CONFIG_USER_HELLO WORLD

endmenu

(e) Edit RT288x_SDK/source/user/Makefile
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dir_ $(CONFIG_USER_HELLO WORLD) += hello
(f) Turn on hello application

#make menuconfig
[] hello_world (NEW)

(g) Build new image

#make dep

#make
(h) Check file is correct

#ed RT288x_SDK/source/romfs/bin
#file hello
#hello: ELF 32-bit LSB executable, MIPS, MIPS-II version 1 (SYSV), dynamically linked (uses

shared libs), stripped
(i) Testing

BusyBox v1.4.2 (2007-05-04 11:15:35 CST) Built-in shell (ash)

Enter 'help' for a list of built-in commands.

I #

/ # hello
hello world
I #
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9 LINUX KERNEL

9.1 Linux configuration

#cd RT288x_SDK/source

# make menuconfig

ernel/Library/Defaults Selection --->

oad an Alternate Configuration File
ave Configuration to an Alternate File

Note:
1. Choose the target platform type (RT series, MT7620, MT7621, and MT7628)
2. Modify the User/Kernel Configuration or Load/Save User/Kernel Default setting.
3. Load the target platform setting from a file.
4. Save the target platform setting to a file.
Steps:

1. Use 'Select the Product you wish to target' to set the target platform (RT series, MT7620,
MT7621, and MT7628).

(MT7620) Ralink Products
(8M/64M(FULL)) efault Configuration File

2. Use the ‘Flash/SDRAM Size’

o 2M/16M(AP): 2M Flash and 16M DRAM for pure AP solution (pass Vista basic logo and Wi-Fi
certification b/g/n logo)

o 4AM/32M(AP+NAS): 4M Flash and 32M DRAM for complete AP/NAS solution, including USB
applications)

e 8M/64M(VOIP/TR069): 8M Flash and 64M DRAM for VOIP/TR069 solution.

o 8M/64M(FULL): 8M Flash and 64M DRAM for full reference setting.

3. Use 'Kernel/Library/Defaults Selection' to open the configuration menu. Use 'Default all

settings'.
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—-—— uClibe wersion: 0.9.33.2
—-—-— Cross Compiler Path: Jopt/buildroot-gccd463/usr/hin

Default all settings (lose changes)
ustomize Kernel Settings (NEW)
ustomize Vendor/User Settings

ustomize uClibe Settings
ustomize uClibc++ Settings

[*]

[ ]

[ ]

Bz ustomize Busybox Settings

[1]

[ 1]

[ 1 pdate Default Vendor Settings

4. Go out of the configuration menu and save the new kernel configuration.

Do you wish to save your new kernel configuration?

The script gets all user/kernel default settings back. The subsequent message is shown after getting

the default settings back.

*** End of Linux kernel configuration.
*** Check the fop-level Makefile for additional configuration.

*** Next, you must run ‘'make dep'.

Note: The default configuration file is stored in a different file, referring to the ‘Flash/DRAM size’

settings. Go to RT288x_SDK/source/vendors/Ralink/{Platform}/config to see all the default setting files.

For example, following are the default configuration files of MT7620

a. Busybox default configuration files

2M_16M_config.busybox-2.6.36.x
4M_32M_config.busybox-2.6.36.x
8M_32M_config.busybox-2.6.36.x //for 8M/64M(VOIP/TR069) setting
8M_64M_config.busybox-2.6.36.x

AR NEN

b. User application default configure file

2M_16M_config.vendor-2.6.36.x
4M_32M_config.vendor-2.6.36.x
8M_32M_config.vendor-2.6.36.x //for 8M/64M(VOIP/TR069) setting
8M_64M_config.vendor-2.6.36.x

DN N NN
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default configure file

2M_16M_config.uclibc-2.6.36.x
4M_32M_config.uclibc-2.6.36.x
8M_32M_config.uclibc-2.6.36.x //for 8M/64M(VOIP/TR069) setting
8M_64M_config.uclibc-2.6.36.x

d. Linux kernel 2.6.36 default configure file

AR NEN

2M_16M_config.linux-2.6.36.x
4M_32M_config.linux-2.6.36.x
8M_32M_config.linux-2.6.36.x //for 8M/64M(VOIP/TR069) setting
8M_64M_config.linux-2.6.36.x

Each platform supports Linux kernel:

RT2880 linux-2.4.x

RT3052 linux-2.6.21.x

RT3883 linux-2.6.21.x

RT3352 linux-2.6.21.x

RT5350 linux-2.6.21.x

RT6855 linux-2.6.36MT.x

RT6856 linux-2.6.36MT.x

MT7620 linux-2.6.36.x (default)

MT7621 linux-2.6.36.x (default)

MT7628 linux-2.6.36.x (default) /  linux-3.10.714.x

9.2 Change Flash/DRAM Size

Change the DRAM size setting using “make menuconfig” if you increase or decrease the size of

DRAM.

#make menuconfig

Kernel/Library/Defaults Selection --->

[] Customize Kernel Settings (NEW)

Machine selection --->
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® MT7620 example

—_—

'e_ Systen Type (Ruotrs in Ran’] ———>
t163:84] Default R n disk size

9.3 Change Switch Controller in RT288x SDK

The RT288x_SDK can configure the WAN/LAN partition of the internal switch in the SoC. You can

use ‘make menuconfig’ to adjust the switch controller settings.
#make menuconfig
Kernel/Library/Defaults Selection --->

[’] Customize Kernel Settings

Ralink Module --->

Switch Board. Layout Type (LLLL/W) ———>

W/LLLL in the LAN/WAN Partition item means PO is a WAN port, and LLLL/W means P4 is WAN Port.
The switch is configured by the script, not the Ethernet driver. Please see config-vlan.sh in

RT288x_SDK/source/user/rt2880_app/ scripts.

CPU

P6
config-vian.sh 3 WLLLL

P
config-vlan.sh 3 LLLLW

P1

Figure 10 MT7620 10/100 Switch Operation Diagram
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9.4 Update User/Kernel default settings

Modify the default setting if necessary. Select the 'Kernel/Library/Defaults Selection' item to enter the
kernel/application configuration menu. After entering the menu, select the 'Update Default Vendor
Settings' item to update the User/Kernel default settings. (Note: the new default setting will be saved in

RT288x_SDK/source/vendors/Ralink/{Platform}/config)

--- Kernel 1s linux-2.4.x
ross Compiler Path: "/opt/buildroot-gdb/bin"

efault all settings (lose changes)
ustomize Kernel Settings (NEW)
ustomize Vendor/User Settings
ustomize Busybox Settings

ustomize uClibc Settings

(e U K W N |
[ S — W— |

Update Default Vendor Settings

Select “Exit” to leave the configuration menu. Select “Yes” to save the new kernel configuration.

Do vou wigh to =zave vour new kernel configuration?

The script updates the User/Kernel default settings.
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9.5 Compile Linux image with root file system

#make dep

#make

The following files in RT288x_SDK/source/images, and ${user}_ulmage will be copied to /tftpboot by

default.

a. ${user}_ulmage - Linux image (Linux kernel+rootfs)

b. zlmage.{gz/lzma} - compressed Linux kernel+rootfs

Note: What kinds of "make" can be used?

a. “make Linux image” if you modify kernel source files
b. “make modules romfs Linux image” if you modify the kernel module source files
c. “make user_only romfs Linux image” if you modify application source files

d. You can execute "make" to generate a new image (make = make lib_only user_only modules

romfs Linux image)
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9.6 Port new Linux kernel module

Example: Port the hello networking module to the MT7620 platform
1. Add the source code to the module directory

# mkdir RT288x_SDK/source/linux-2.6.36.x/drivers/net/hello
#vi RT288x_SDK/source/linux-2.6.36.x/drivers/net/hello/Makefile

obj-$(CONFIG_MT7620_HELLQO) += hello.o
#vi RT288x_SDK/source/linux-2.6.36.x/drivers/net/hello/hello.c

#include <linux/init. h>
#include <linux/module.h>

static int hello_init(void)

{
printk("hello world\n");
return 0;
/
static void hello_exit(void)
{
printk("goodbyeln”);
/

moadule_init(hello_init);
module_exitthello_exit);

MODULE_LICENSE("GPL");

2. Modify RT288x_SDK/source/linux-2.6.36.x/drivers/net/Makefile

obj-3(CONFIG_MT7620 HELLO) += hello/

3. Modify RT288x_SDK/source/linux-2.6.36.x/ralink/Kconfig

#vi RT288x_SDK/source/linux-2.6.36.x/ralink/Kconfig

menu "Ralink Module"

Page 80 of 205



config MT7620_HELLO
tristate "MT7620 hello module”

4. Turn on the hello module

#make linux_menuconfig

Ralink Module --->
<M>  MT7620 hello module

5. Compile the source code

#make dep

#make

6. Load the image to MT7620 RFB

7. Testin MT7620 console

/# insmod hello
hello world

/# rmmod hello

goodbye
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9.7 Execute commands at boot up time

Edit RT288x_SDK/source/vendors/Ralink/{Platform}/rcS

#/bin/sh

mount -a

mkdir -p /var/run

cat /efc_ro/motd

nvram_daemon&

goahead&

#for telnet debugging
telnetd

#for syslogd

mkdir -p /var/log <-- add new command after this line

9.8 Add new files in RootFs

If you execute the "make clean" script, it will delete RT288x_SDK/source/romfs directory.
You cannot copy the file to RT288x_SDK/source/romfs manually because it will disappear after

executing "make clean".

Example: add xxx.bin to rootfs
a. copy xxx.bin to RT288x_SDK/source/vendors/Ralink/{Platform}
b. edit RT288x_SDK/source/vendors/Ralink/{ Platform }/Makefile

romfs.

S(ROMFSINST) /etc_ro/xxx.bin

The script will copy xxx.bin to RT288x_SDK/source/romfs/etc_ro after executing "make romfs"
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9.9 Reduce Image size

The MTD partitions are subsequently shown.

1. RootFS in RAM Mode

mtd O uboot 0x0
mtd 1 config 0x30000
mtd 2 RF 0x40000
0x50000
mtd 3 Kernel/RootFS
0x400000

2. RootFS in Flash Mode with Padding

0x0
mtd O Uboot

0x30000
mtd 1 Config

0x40000
mtd 2 RF

0x50000
mtd 3 Kernel

Page 83 of 205



APSoC SDK 4.3.0.0 User’s Manual

<menuconfig>
Padding

mtd 4 Root FS

0x400000

In RootFS in Flash mode, the image builder will add a padding bit to the end of kernel image if the
kernel image size is smaller than the size of mtd3. The size of mtd3 must be adjusted to save flash

memory.

Step1: Check the original kernel image size (ex: 446603)

#make image

# Original Kernel Image Size

576110 /home/steven/RT288x_SDK/source/images/zimage.lzma

# Padded Kernel Image Size

786368 /home/steven/RT288x_SDK/source/images/zimage.lzma

# Original RootFs Size

4329746 /home/steven/RT288x_SDK/source/romfs

# Compressed RootFs Size

1069056 /home/steven/RT288x_SDK/source/images/ramdisk

# Padded Kernel Image + Compressed Roolfs Size

1855424 /home/steven/RT288x_SDK/source/images/zimage.lzma
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Step2: Change mtdblock size

576110=0x8CAGE -> 0x90000 (multiple of 0x10000 because the flash sector

size=64KB)
0x0
mtd O Uboot
0x30000
mtd 1 Config
0x40000
mtd 2 RF
0x50000
Kernel
mtd 3
0xE0000
Padding
#make menuconfig
Kernel/Library/Defaults Selection --->
[7] Customize Kernel Settings
Machine selection --->
System type (Ralink MT7620 bhoard) -—--->
Soc Hardware Type [(MT7620-A5IC) —-—-->
DRAM Size (64M) —-—-->
Flash Type (SPI) -—--—->

[ ]

Dual Image

Kernel NVRAHN

Root File System Type (RootFS5 in FLASH) -—-—->
No Padding between Kernel and RootF3S (NEW)

(@x20000) MTD Kernel Partition Size (Unit:EBytes)
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3. RootFS in Flash Mode with no Padding

0x0
mtd O Uboot
0x30000
mtd 1 Config
0x40000
mtd 2 RF
0x50000
mtd 3 Kernel
#make menuconfig
Kernel/Library/Defaults Selection --->
[] Customize Kernel Settings
Machine selection --->
system type (Ralink MT7620 board) -—--->
moc Hardware Type (MT7620-A5IC) ——->
DRAM Size (64M) ——->
ElasheTyne [SPIjs ===

[1
[*]

n\ No Pac

Dual Image

Fernel NVRAM
Foot File System Type (RootF3 in FLASH)
iding between Kernel and RootF3
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10 FLASH LAYOUT AND FIRMWARE UPGRADE

10.1 Flash Layout

Offset
0
(192K) bootloader Offset
~6x30000° ", nl 0
(4KB)  Uboot parameter
(64K) User config 0x1000
Switch parameter (4KB Erasma]
0x40000 0x2000
\
\
64K . WLANO
( ) ( RF parameter(512B) \\ (16KB) Configuration
0)259000 (Build-in 2860) 0x6000
dzgzgageg \ (8KB) WLANL
= ERIE %% = AN (for concurrent AP) | 548000
QD — =i
(L6875M) |Z 2|2 IS S= = \ 0xa000
S B \
D T © <L w 5'
23|53 |22 \(20KH)  WAPI Cert
el ] Z Z,\ \
S§E2= (ST \
C =37 & )§> N 0xf000
_ & 3 _é . OX@O(& _ (4KB Reserve
3 - 8 g 0x10000
S 2 T @
[35) [1°] @D
p |
S
em| | S
v 0x400000

Figure 11 Ralink SDK Flash Layout (4MB)

In the ‘user configure switch parameter’ partition, the WLANO configuration is for built-in first wifi

interface parameters, the WLAN1 configuration is for second wifi interface parameters, and the STA
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cert configuration is stored certificate for station, and the WAPI cert configuration is stored certificate
for WAPI. Beside Uboot and WLANO blocks, you may use the free space to save your own

parameters.

Another, RT6855, RT6856 and MT7621 are standalone solutions without WiFi. So, their LAN/WAN
MAC address is stored in 0OXE0O00-OxEOOb in RF Parameter block of flash.

Ox4
x40000 RF 1 parameter
0x40200
/| LAN MAC Byte5 | 0x0
/
/| LAN MAC Byte4 | 0x1
. |
;o |
/
/ LAN MAC ByteO | 0x5
/
0x48000 ; 0x6
WAN MAC Byteb
0x48200 RF 2 parameter ! | y
! |
/ i |
/ I '
/ WAN MAC Byte0 | Oxb
/
/ | |
/ | |
/ | |
/ | :
|
Ox4E000 Standalone parameter | :
0x50000 —m™m8m8™————F———————~ L

Figure 12 RF parameter block of Ralink SDK Flash Layout
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10.2 Firmware Upgrade

10.2.1By Uboot

A TFTP server is needed for upgrading firmware.

ElI_'lE’L';:(T.iI 111

Load

Boot

Entr I
Load Bt
Load Boot

1. Select option 2 on the UBoot menu to burn the Linux image from 0x50000 to 0x400000.
2. Select option 9 on the Uboot menu to update your uboot from 0x0 to 0x30000.

10.2.2By WebUI

You can use WebUI to upgrade the Linux image.

open all | close all

¢ Ralink
) wizard
) Operation Mode

- E-E

+

[

0

copooe

#-{) Internet Settings
] Wireless Settings
~] Wireless2 Settings
#-{] USBE &pp.

@#-{] Storage

=45 Administration

Management
Upload Firmware

Settings Manageme

Status

Statistics

System Command
SDK History

everyoay genits

Upgrade Firmware

‘l':_,
MIMosiity 2

Upgrade the Ralink SoC firmware to obtain new functionality. It takes ahout 1 minute to upload

upgrade flash and he patient please. Caution! A corrupted image will hang up the system.

Update Firmware

Location: BIEHS | FREER

sorply

Upgrade firmware from USB
Location: v

Apply | | Scan

Location: BEER | AREEH

Apply

Force upgrade firmware via mem

Force: No v

Apply

Figure 13 WebUI Firmware Upgrade

CGl uses the mtd_write command to burn a Linux image.

® File system in RAM - Burn Linux image to mtdblock3 (Kernel)

® File system in Flash - Burn first x bytes to mtdblock3, and others to mtdblock4 (ps. X byes =

MTTD kernel partition size in “make menuconfig”
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11 FAQ

11.1 Default password/UART/networking setting

Table 4 Networking Setting

LAN IP Address 10.10.10.254
Subnet 255.255.255.0
WAN IP Address DHCP
Table 5 UART Setting
ltem Value
Baud Rate 57600
Data bits 8
Parity None
Stop Bit 1
Flow Control None
Table 6 Web Setting
Iltem Default Value

User Name: | admin

Password: admin

11.2 System requirements for the host platform

RT2880 SDK uses Ubuntu Host to build the image. Change your Linux distribution if you cannot

successfully build the image.

Table 7 Requirements of Host Platform

Item Value

Linux Distribution | Ubuntu

Kernel version 2.6.38
RAM 512MB
HD 40G
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11.3 Quickly Build a Default Reference Image

Following steps can help you to setup your own development environment, and build a default

firmware image of reference board for verification.

1. Untar the SDK source.
Install the toolchain by Chapter 5.
Do Wi-Fi driver porting by “Section 11.32 Concurrent AP porting Guide” if needed.

Choose the platform and use the default setting by “Section 9.1 Linux configuration”

o &~ w N

Compile and get a new firmware image with root file system by “Section 9.5 Compile Linux
image with root file system”
6. Upgrade the new firmware image on reference board to verify the new firmware image by

“Section 10.2 Firmware Upgrade”
11.4 How to configure MT7620 to connect with the external switch

There are three cases of configuration:

Case 1 and Case 2

CPU

P6
config-vian.sh 3 0

ESW

P6
configvian.sh 3 LLLW

P4 _P5 Pumb switch P5
PViD=2 "PVID=1
RGMII | RGMIl
GPHY mode

wan GMEIS30) o,y

Dumb switch

» Can reach 2G HNAT wire-speed transfer

Case 1: MT7620+MT7530 (2 RGMIl and PO as WAN port)

GMAC is connected to
[*] alink Embedded Switch
[*] AN/WAN Partition
~witch Board Layout Type (LLLL/W) --->
[¥] ort 4 Support
carget Mode WGE_RGMIT MT7530 PO AN {MT7530 Internal GigaPhy))I -
~art 5 Suppor
Target Mode (MT7530 Giga SW
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Case 2: MT7620+3-party GSW (2 RGMII and PO as WAN port )

Case 3: MT7620+3-party GSW (1 RGMII and PO as WAN port)

Target Mode {(Giga SW/INIC {(RGMIT)) --->
11.5 How to configure MT7621 internal switch to get more GPIO pins

MT7621 default configuration sets GMAC1(RGMII1) connecting to GSW, and GMAC2(RGMII2) connecting to
GSW PO as Phy Port mode. In the default case, it can reach 2G HNAT wire-speed transfer between LAN and
WAN. If more GPIO pins are needed, the GMAC2(RGMII2) can be configured into GPIO mode. In this case, it
only can reach 1G HNAT wire-speed.

Default Case GMAC2 as GPIO mode Case

Default Case:

GMAC2 is connected to (Internal GigaPHY) ---»

GMAC2 as GPIO mode Case:
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11.6 How to add new default parameter in flash

There are four default settings In RT288x_SDK/source/vendors/Ralink/RT2880, based on different

platforms.

e RT2860_default_vlan: IC+ ( gateway mode)/Vitesse Platform

e RT2860_default_novlan: IC+ (bridge mode)/Marvell 1000 Phy platform
e RT2860_default_oneport: IC+ 100 Phy platform

e RT2561_default: RT2561 PCI NIC (RT2860+RT2561 concurrent)

11.6.1Example 1
Add a new default parameter - WHOAMI for IC+ platform

1. Edit RT288x_SDK/source/vendors/Ralink/RT2880/ RT2860_default_vlan, and add the

following line.
WHOAMI/=steven
2. Push “wps/load_default” button or execute the following commands
#ralink_init clear 2860
#reboot

3. Use nvram_get to retrieve WHOAMI parameter in script file
(RT288x_SDK/source/user/rt2880_app/scripts), or nvram_bufset, nvram_bufget,

nvram_commit in your CGI(RT288x_SDK/source/user/goahead/src) to use your feature.

11.6.2Example 2
Save the RADIO ON/OFF button in WebUI to flash:

1. Add a line to RT288x_SDK/source/vendors/Ralink/RT2880/ RT2860_default_vlan for the

default value:
RadioOn=1

2. Modify RT288x_SDK/source/user/goahead/src/wireless.c, function wirelessBasic() to save the

radio on/off value to flash:
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radio = websGetVar(wp, T(radiohiddenButton”), T("2"));
if (Istrncmp(radio, "0", 2)) {
nvram_bufset(RT2860_NVRAM, "RadjoOn", radio),
doSystem("ifconfig ra0 down");
websRedirect(wp, "wireless/basic.asp”);

return,

else if (Istrncmp(radio, "1", 2)) {
nvram_bufset(RT2860 NVRAM, "RadioOn", radio),
doSystem("ifconfig ra0 up");
websRedirect(wp, "wireless/basic.asp”);

return,

3. Modify the RT288x_SDK/source/user/rt2880_app/scripts/internet.sh script not to bring ra0 up if

RadioOn value stored in flash is not 1. Change “ifconfig ra0 0.0.0.0” to...
radio="nvram_get 2860 RadioOn’
if[ "$radio” = "1"]
ifconfig ra0 0.0.0.0 up
else
ffconfig ra0 0.0.0.0 down

fi
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11.7 Enable Ethernet Converter / AP Client Mode

The Wi-Fi Interface should be configured into STA mode or AP client enabled. All PCs under the

Ethernet port connect to the AP via NAT mechanism.

Eth0 192.168.0.254 (Private IP)

N

RT2880 platform

Ral 140.112.100.100 (Public IF)

outing (NAT) r

(ymac \;\,.E.L _—_:._—___—__:__:_:;-—_—_—_:_—_:;—_:_:_—_.———/)P
Sitch
PCl PC!. P PC250
192.168.0.1 l‘_JE.]%’.U.E 192.168.0.3 192.168.0.250

Figure 14 Ethernet Converter / AP Client Mode Operation Diagram

The detail configuration and Web GUI setting are described starting from next page.
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1. Turn on the Wi-Fi STA support for Ethernet Converter.
#make menuconfig
Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings

Ralink Module --->

[*] WiFi Driver Support --->

Select the operation mode on the “Operation Mode Configuration” web page.

Operation Mode Configuration

open all | close all
§ Raiink You may configure the operation mode suitable for you environment.
Ralin
~{) Operation Mode .
&7 Internet Settings * Bridge: ) ) o ) o
B g Wirslass Settings All ethernet and wireless interfaces are bridged into a single bridge interface.
) Basic © Gateway:
D) advanced The first ethernet port is treated as WAN port. The other ethemet ports and the wireless

X b g d together and are treated as LAN ports.
-} Security I ® Ethernet Converter: !
{) wpPs ) ewireless interace is treated as WAN port, and the ethernet ports are LAN ports.

{) Statistics

@] NAT Settings
#-{ ) Storage
®-{) Administration

Figure 15.1 WebUI - STA Mode and Ethernet Converter Mode Setting
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2. Turn on the Wi-Fi AP Client Mode

#make menuconfig

Kernel/Library/Defaults Selection --->

[*] Customize Kernel Settings

Ralink Module

-—>>

[*] WiFi Driver Support --->

Select the operation mode on the “Operation Mode Configuration” web page.

2 Ralink

open all | close all

i Ralink

~~~~~ -{) Operation Mode
7] Internet Settings
= a Wireless Settings

) wPs

~{]) Station List
----- ) Statistics
B NAT Settings
#-{] Storage

®-{] Administration

m)i)m) o)y
Operation Mode Configuration
You may configure the operation mode suitable for you environment.
 Bridge:
All ethernet and wireless interfaces are bridged into a single bridge interface.
) Gateway:

The frst ethernet port is treated as WAN port. The other ethernet ports and the wireless
gare bridged together and are treated as LAN ports.

® AP Client:

Bless apcliinterface is treated as WAN port, and the wireless ap interface and the
ethernet ports are LAN ports.

NAT Enabled:
TCP Timeout:
UDP Timeout:

HIWNAT Enabled:

Figure 15.2 WebUI — AP Client Mode Setting
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11.8 How to change the Ethernet MAC address
The Ralink Ethernet uses Factory MTD block to save its LAN/WAN MAC address. If the setting is

empty, it will generate a random MAC address instead.

(Factory MTD Base Address: 0x40000)

LAN MAC Address WAN MAC Address

MT7620/ MT7628 0x28 0x2E
MT7621/RT6856 0xEO000 0xE006
Other RT series 0x28 0x2E

0x40000
0x40200

RF 1 parameter

/| LAN MAC Byte5 | 0x0

/| LAN MAC Byte4 | 0x1

/ LAN MAC Byte0 | 0x5
0x48000 /

WAN MAC Bytes | 0x6
0x45200 RF 2 parameter / yt

|
/ |
|
|

/ WAN MAC Byte0 | Oxb

|
|
|
|
|
|
0x4E000 Standalone parameter |
0x5000 — -~~~ —— =

The following tools can help to modify the MAC address setting in the flash.
1. eth_mac
2. flash

For example, Set the LAN (eth2.1) MAC address of MT7620 as 00:0c:43:76:21:01

1. #eth macwlan 00 Oc 43 76 21 01

2. #flash -w 40028 -0 00
# flash -w 40029 -o Oc
# flash -w 4002A -0 43
# flash -w 4002B -0 76
# flash -w 4002C -0 21
# flash -w 4002D -0 01
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11.9 How to change the Wireless MAC address

The MAC address of wireless interface are set in the EEPROM content offset 0x0004, 0x0006, and 0x0008.
If the EEPROM type of the wireless interface is FLASH mode, the EEPROM content is stored in the factory MTD

block. The first/second wireless interface uses the RF 1 parameter/RF 2 parameter in the factory MTD block.

0x40000 RF1 parameter
0x40200
/| LAN MAC Byte5 | 0x0
// LAN MAC Byte4 | Ox1
/ !
o |
/
/ LAN MAC Byte0 | 0x5
/
gijgggg RF 2 parameter // | WAN MAC Bytes | 0X6
. i
// | !
/ WAN MAC Byte0 | Oxb
/
| :
! : !
Ox4E£000 Standalone parameter | E
0x50000 ————————————————---~ ittt
1st Wireless Interface | 2nd Wireless Interface
RF parameter 0x40000 0x48000
Base Address
MAC Addr[0] 0x0004 0x0004
MAC Addr[1] 0x0005 0x0005
MAC Addr[2] 0x0006 0x0006
MAC Addr[3] 0x0007 0x0007
MAC Addr[4] 0x0008 0x0008
MAC Addr[5] 0x0009 0x0009

The following commands can help to modify the MAC address setting in the flash.

1. flash

2. iwpriv ra0 e2p / iwpriv rai0 e2p (Please refer to the SoftAP programming guide)
For example, set the MAC address of 1st Wi-Fi interface of MT7620 as 00:0c:43:76:21:16.

# flash -w 40004 -o 00
# flash -w 40005 -o Oc
# flash -w 40006 -0 43
# flash -w 40007 -o 76
# flash -w 40008 -0 21
# flash -w 40009 -0 16
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11.10 How to configure GPIO ports

$SDK/source/linux-2.6.21.x/drivers/char/ralink_gpio.c
$SDK/source/linux-2.6.21.x/drivers/char/ralink_gpio.h

e RALINK_GPIO_SET_DIR - Configure the direction of the GPIO pins using bitmaps. Bit 1 is for
output, and bit 0 is for input. For example, value 0x5 is for configuring GPIO pin 0 and 2 as

output pins, and the other pins as input pins.

o RALINK_GPIO_SET_DIR_IN - Configure one or several GPIO pins as input pins using bitmaps.
For example, value 0x5 is for configuring GPIO pin 0 and 2 as input pins, and other pins are

ignored.

e RALINK_GPIO_SET_DIR_OUT - Configure one or several GPIO pins as output pins using
bitmaps. For example, value 0x5 is for configuring GPIO pin 0 and 2 as output pins, and other

pins are ignored.
o RALINK_GPIO_READ - Read the value from the GPIO data.
o RALINK_GPIO_WRITE - Write a value to the GPIO data.

o RALINK_GPIO_SET - Set a value with corresponding bits on to the GPIO data. For example,

value 0x5 means GPIO data bit 0 and 2 will be set to 1, and the other bits will be ignored.

o RALINK_GPIO_CLEAR - Clear a value with corresponding bits off the GPIO data. For

example, value 0x5 means GPIO data bit 0 and 2 will clear to 0, and other bits will be ignored.
o RALINK_GPIO_READ_INT - Same as RALINK_GPIO_READ.
o RALINK_GPIO_WRITE_INT - Same as RALINK_GPIO_WRITE.
o RALINK_GPIO_SET_INT - Same as RALINK_GPIO_SET.
e RALINK_GPIO_CLEAR_INT - Same as RALINK_GPIO_CLEAR.
o RALINK_GPIO_ENABLE_INTP - Enable GPIO input interrupt.

¢ RALINK_GPIO_DISABLE_INTP - Disable GPIO input interrupt.
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RALINK_GPIO_REG_IRQ - Register to receive an interruption from a GPIO pin. When the
GPIO pin is interrupted, a signal SIGUSR1 or SIGUSR2 will be sent to the registered user
process id. SIGUSR1 is sent when the GPIO pin has been clicked once, and SIGUSR2 is send

when the GPIO pin has been pressed for several seconds.
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11.11 Use GPIO to turn on LED

The following tables show the current GPIO definition for RT2880/RT3052/RT3883/RT3352/RT5350.

Table 6 GPIO Usage of RT2880

RT2880- . GPIO- . .-
Pin #. Pin-name-~ define- Board-version- Description-
; 2.4Ge Dual- ‘
V30ORW-FE~ V1IRW-GB+~
Low-Active signalinput-for-
WPS/- Wi-Fiprotectionsetup:-
K20- | GPIO0- Reset - @ ®- function-and-restore the-
to-defaulte setting to-default-value-when-
push-bottom for-3 seconds
P17« | GPIO8/DTR_N- ° ®- ® Reserveds
Giga PHY- Low-Activeoutput-for-
R17¢ | GPIO10/DCD_N- Resete o ®- GigaPHY resete
T18« | GPIO11/DSR_N- ° ®- ®- Reserved-
System- Low-Active-output-forsystem-
P20. GPIO12/CTS_N- Status/« o o ready LED-display~
Power-
LED»
Low-Active-output-for-
Security security LEDindicates when-
N19« GPIO13/RIN- ®- ®- wireless securityis-enabled, -
LED« 3 ;
display-security status-on-
panel«
Reserved forsystemreboot, -
R20- | GPIO14/RXD+ ° ®- ®- LowActiveoutputs

Table 7 GPIO Usage of RT3052

R;-I??;f Pin-name- c:il:ilr?eu Board-version« Description-
@ AP-RT3052-V20RW-2X2+ | «
GPIO0« WPS- Low-Activesignalinput-for-
U10» PBC~ ®- WRPS function-when-push-
bottom-over-3-seconde
T10-. | GPIO1/I12C_SD- o a e
R10- | GPIO2/12C_SCLK-~ ° a °
U9e GPI03/SPI_EN~ RX_SWe ®- GPIO3/GPIOSANT diversity+
T9» | GPIO4/SPI_CLK- - o 10:ANT20
Us- | GPIO5/SPI_DOUT- RX_SWN- o 01:ANTO»
GPIO6/SPI_DIN+ INIC- Resistor-strapping input«
R9« mode- ®- 1:-load-code-mode«
selecte 0:-dump-switch-modee
G2e GPIO7/RTS_N- o a e
F2eo GPI08/ TXD- » ° a a
GPIO9/CTS_N- System/- Low-Active outpute
G1e Power- ®- Systemstatus/Power-display«
LED-
GPIO10/RXD- » SW- RST/ 1..SW-RST.+
J30 Factorye PY -~ Low-Active-signal inpute
-+ -
2 Factory default: push-bottom-
over-3-seconde
J4o GPIO11/DTR_N-« o a e
H3e GPI012/DCD_N« ° a a
F1o GPIO13/DSR_N- « Security- o Low-Active output security-
LED- mode-displaye
Kdo GPIO14/RIN< WPS- Py Low-Active outpute
LED~ Indicate WPS-PBC statuse
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Table 8 GPIO Usage of RT3883/RT3662

RT3883/RT3662
Ball name Function Description
Ball #
Use for WPS LED on
K9 GPIOO WPS LED
Reference board.
Use for Giga Switch reset on
K8 GPIO1 GPHYRST_N
Reference board.
RF 2.4GHz/5GHz Band
L9 GPI102 Band selection
selection.
L8 GPIO3 WPS_PB WPS Push Button.
G14 GPI0O4 SWRST_N_PB | Factory Default Push Button.
H14 GPIO5 Boot Strapping | Boot Strapping
H12 GPIO6 Boot Strapping | Boot Strapping
H13 GPIO7 Boot Strapping | Boot Strapping
G12 GPIO8 NC Reserved for internal use.

The Ralink SDK GPIO driver gives an interface to set the frequency of the LEDs connected to the
GPIOs.

Define RALINK_GPIO_LED_LOW_ACT to 1 at $SDK/linux-2.4.x/drivers/char/ralink_gpio.h if the LEDs

are inactive. Otherwise, define it as 0.

#make menuconfig
Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings (NEW)
Character devices --->

[*] Ralink RT2880 GPIO Support

[l Ralink GPIO LED Support
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The LED can be set to blink in different ways if RALINK_GPIO_LED has been built enabled. The
argument for RALINK_GPIO_LED_SET is ralink_gpio_led_info structure:

typedef struct {
int gpio
unsigned int on
unsigned int off
unsigned int blinks
unsigned int rests;

unsigned int times,
}ralink_gpio_led_info;

Write the application to set the LED frequency through the ioctl interface of the GPIO device. Use the

example application, gpio.

#make menuconfig
Kernel/Library/Defaults Selection --->
[*] Customize Vendor/User Settings
Ralink RT288x Application --->

[*] RT2880 GPIO Test

Usage:

gpio /<gpio> <on> <off> <blinks> <rests> <times>
e gpio: GPIO number of the board
e oONn: number of ticks that the LED will be bright
o Off: number of ticks that the LED will be dark

e blinks: number of on-offs that the LED will blink
e rests: number of on-offs that the LED will rest
e times: number of blinks before the LED stops

Note: 1 tick is equal to 100ms. The maximum number is 4000 at this time.
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On
Off | 0.1 | | 0.1 | | : ”—p seconds
InProgress (yellow, if multi-color)
On 0.1 0.1 0.1 0.1
Off | 0.1 | |0'1| | 01 | | p seconds
Error (red, if multi-color)
On 0.1 ..
Off (1 111 (1 11 p seconds
) 10 e
Session Overlap Detected (red, if multi-color)
on 300
Off | p seconds

Success (green, if multi-color)

Figure 18 LED Definition of WPS Specification

Using the WPS PBC status LED as an example, the configurations would be:

11

e InProgress: gpio | <gpio> 2 1 4000 0 4000 (i.e. 2 ticks bright, 1 tick dark, blinking forever.)
e Error: gpio | <gpio> 1 1 4000 0 4000 (i.e. 1 tick bright, 1 tick dark, blinking forever.)
e Session Overlap Detected: gpio | <gpio> 11 10 54000 (i.e. 1 tick bright, 1 tick dark, blinking

for 10 on-offs, resting for 5 on-offs, and never stops.)

e Success: gpio | <gpio> 3000 1 1 1 1 (i.e. 3000 ticks bright, 1 tick dark, blinking for one on-offs

and one time.)
e To turn the LED on and keep it on: gpio | <gpio> 4000 0 1 0 4000
e To turn the LED off and keep it off: gpio | <gpio> 0 4000 0 1 4000

12 Use LED firmware to turn on LED

1. Enable LED firmware

[RT2880]

#make menuconfig
Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings

Network device support --->

Ralink Driver --->
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[MT7620]

#make linux_menuconfig
Ralink Module --->

[*] WiFi Driver Support --->

—-—— WiFi Driwver Support
Choose First WiFi Interface (MT7620 for rlt wifi driwver) --->
Choose Second WiFi Interface (None) --->

<> Falink RT2860 802.11n AP support

[;] WSC (WiFi Simple Config)
[*] W8C 2.0({WiFi Simple Config 2.0)
[ 1] LLTD (Link Layer Topology Discovery Protocol)

2. Fill out flash content to control the LED behavior because the LED firmware will read the

configuration from flash.

Table 18 RT2880 LED Parameters in Flash

Address-| Bit- [ LED-Mode| Mode-Description- Comment- i
0o HW-controle 'IL'EE dffault mode. Driver sets MAC registerand MAC controls 3
1o FW-default-moder |Thefirmware-controls how LED-blinks_- » i
20 8sec-scane Same_as LED mode 1 except that fast blink for 8sec when doing |
i scanning.¢
[6:0]-
3Bhe 3-63¢ -o Reserved for futures i
Besides mode 1, additionally- set LED signal strength.« i
. LedParam1[0]- = GPIO-polarity- (0-is- negative)«
64« Signal strength sefting” LedParam0-=-Signal strength- (Valid- value-are-0,-1,3,7,15,31.- 0-is the
eakest )«
7e GPIO Polaritys K
Addressl States+ Bite RT2860-Pin-127_LED-behavior+
00: Reserved+
1:01+ 01:-Solid-on«
[1:0] 10:-Blink-when-transmitting data-and management packet+
) 11: Blink-when-transmitting data, management packet-and beacon+
Radio offe
20 0:-Solid-on-when no traffic + 5
1:-Slow blinkwhen no traffic <
3¢  |Reserved<
3Ehe

00: Reserved+

01:-Solid-on«

10: Blink-when transmitting data-and management packet«
11: Blink-when transmitting data, management packet-and beacon+

[5:4]¢

Radio-on-but-link-downd

6o 0:-Solid-on-whenno traffic «
1:-Slow blinkwhen no traffic

7¢ |Reserveds

00: Reserved+

01:-Solid-on+

10: Blink-when transmitting data-and management packat«
11: Blink-when-transmitting-data,-management packet-and-beacon+]

[9:8]«

Radio-on-andlinkto G+

100 0:-Solid-on'when-no-traffic +
1:-Slow-blink-when-notraffic <

1+ |Reserveds

00: Reserved+

01:-Solid-on«

10: Blink-whentransmitting data-and'management packet+

11: Blink-when transmitting data, management packet-and beacon+

3Fhe

[13:12]4

Radio-on-andlinktods] -
140 0:-Solid-on-when no traffic «
1:-Slow blinkwhen no traffic <

15¢ |Reserveds
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Address| States+ Bit+ LED-behavior+
bitd: LED- G- .
. bit1: LED & - 1:-Positive-polarity ..
Radio-offe [3:014 0:-Megative polarity.,
bit2: LED-Act. A
40he bit3:- 0:-Reserved., 1:LED-ACT polarityinversionwhen {inkto 4.,

bitd: LED-G- .

Radio-on-but-link-down [7:4]<|

bit1: LED A .

1:-Positive-polarity ..

bit2: LED Act.

O:-Megative polarity ..

bit-3:- 0:-Reserved..

1:-LED-ACT polarityinversionwhendink o4 ..

Radio-on-andlinkto G| [11:8]

bitd: LED-G- .

bit1: LED A .

1:-Positive-polarity ..

bit2; LED Act.

0:-Megative polarity..

bit-3:- 0:-Reserved..

1:-LED-ACT polarityinversionwhen link to 4 .

41he

bitd: LED-G- .

bit1: LED A

1:-Positive-polarity ..

Radio-on-andlinktoA{[15:12]

bit2; LED Act.

0:-Megativepolarity .,

bit-3:- 0:-Reserved..

1:-LED-ACT polarityinversionwhenink to 4 .

The current Ralink default flash hex values are subsequently shown.

RT2880 Flash Base A

e 4003B: 1

e 4003C: 55
e 4003D: 77
e 4003E: A8
e 4003F: AA
e 40040: 8C
e 40041: 88

ddress=0x40000

controlled by firmware
LED A/G don’t care
LED A/G don’t care

LED ACT radio off = solid on/off

LED ACT blink when transmitting data & management packet

LED Act positive polarity when radio off -> solid off

LED Act negative polarity when link to A/G -> blink

11.13 How to start the telnet server

Check RT288x_SDK/source/user/busybox/.config

11.13.1 busybox setting
CONFIG_FEATURE_DEVPTS=y =» General Configuration
CONFIG_FEATURE_SUID=y =» General Configuration
CONFIG_LOGIN=y =» Login/Password Management Ultilities
CONFIG_TELNETD=y =» Networking utilities

CONFIG_FEATURE_TELNETD_STANDALONE=y

Check RT288x_SDK/source/linux-2.4.x/.config

11.13.2 Linux setting
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CONFIG_UNIX98_PTYS=y =» Character devices
CONFIG_UNIX98_PTY_COUNT=256
CONFIG_DEVPTS_FS=y = File systems

1.8.2 Corfiguration

I
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Figure 20 Configuration Procedure of Telnet Server

11.14 11n bit rate derivation

1. The 11n bit rate is calculated by the MAC driver. The MAC driver refers to the three subsequent

factors.
a. MCS
b. BW
c. Gl

Note: the bit rate is primarily given by the PHY layer.
2. Bandwidth: Data subcarriers on different bandwidths, 20MHz and 40MHz.

a. Nsp: Number of data subcarriers.

Nsp[40Mhz] = 108

Nsp[20Mhz] = 52

Nsp[40Mhz]/Nsp[20MHz] = 108/52

=2.0769230769230769230769230769231

b. Example:
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MCS=15, GI=800ns, BW=20MHz, DataRate = 130Mbps
MCS=15, GI=800ns, BW=40MHz, DataRate = 130 * [Nsd@4omhz) / Nsd2omnz) ]

=130 *[108 /52 ]

= 270Mbps

c. Please refer to “IEEE P802.11n/D2.04, June 2007” on page 314 for subsequent table.

Table 207—MCS parameters for optiong] 20 MHz}{Ngg = 2, Ngg = 1, EQM

Fa
Data rate (Mb/s)
Tagex | Modulation | R | Napscstiss {-\-SA Nse | Ncars | Noas .
e 800 s G | 3001 G
See NOTE
3 BPSK 12 1 52 4 104 52 13.0 144
g QPSK 12 2 52 4 208 104 260 3.9
10 QPSK 14 2 52 4 208 156 390 433
11 16-QAM 12 4 52 4 416 208 320 578
12 16-QAM 34 4 52 4 416 312 780 86.7
13 64-QAM 3 ] 52 4 624 416 1040 1156
14 64-0AM 34 ] 52 4 624 458 117.0 1300
15 64-QAM 56 ] 52 4 624 320 130.0 1444
MOTE—The 400 ns Gl vate values are rounded to 1 GM\E._ place

3. Guard Interval:

a. Definition:
Tsym: 4us ;Symbol Interval
Tsyms: 3.6us ;Symbol interval of Short Gl.

b.  Ratio of symbol interval on Gl, refer to below EWC PHY Sepc.
Tsym / Tsyms = 4usec / 3.6usec = 10/9

c. Example:

MCS=15, 40MHz Bandwidth, and 400ns Short Guard Interval.
270.0 * (10/9) = 300.0 for Short GlI.

d. Reference:

1) IEEE 802.11n draft 2.04, page 316 and

Table 211—MCS parameters for optional 40 MHz, NSS = 2, NES = 1, EQM (#665)

Data rate (Mb/s)
Modulation R NBPSCS(iSS) [ NSD | NSP | NCBPS | NDBPS | 800 ns | 400 ns

MCS

Index

Gl Gl
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8 BPSK 172 |1 108 | 6 216 108 27.0 30.0
9 QPSK 172 |2 108 | 6 432 216 54.0 60.0
10 QPSK 3/4 |2 108 | 6 432 324 81.0 90.0
11 16-QAM 172 |4 108 | 6 864 432 108.0 120.0
12 16-QAM 3/4 | 4 108 | 6 864 648 162.0 180.0
13 64-QAM 213 |6 108 | 6 1296 864 216.0 240.0
14 64-QAM 3/4 | 6 108 | 6 1296 972 243.0 270.0
15 64-QAM 5/6 |6 108 | 6 1296 1080 270.0 300.0

2) EWC PHY spec. page 13.

ewc*®

Parameter

Value in legacy  Value in
20MHz channel  20MHz HT

PHY spec, v1.27

Value in 40MHz
channel

channel

HT Legacy
format  Duplicate

frequency spacing

Trer: IFFT/FFT 3.2usec 3.2usec 3.2usec
period

Tai: Guard Interval | 0.8usec= Tee/4 | 0.8psec 0.8usec
length

Tar: Double GI 1.6usec 1.6psec 1.6usec
Tawe: Short Guard 0.4psec= Teer/8 0.4psec 0.4psec
Interval length

Ti.str: Legacy 8usec=10x Tger/d | Busec Busec
Short training

sequence length

Ti.te: Legacy Long | 8psec=2x ﬂlﬁgg,_..——

training sequence | Terr+Tar = =
lemesth [ TsymiTsyms{= 4ui3.6u = 1019
Tsym: Symbol 4usec= e+l 4usec_ dusec
Interval

Teovms: Shor GI BHSec= e GHSEC
Symbol Interval Terr+Tas

Tisis dpsec= Tsym dusec 4pisec

3) EWC PHY spec. page 13.

L
EWC PHY spec, v1.27

transmission for a period of corresponding to the length of the rest of the packet.
‘When L-SIG TXOP Protection is not used (see *L-5IG TXOP Protection” section

of the EWC MAC spec), the value to be transmitted is 7 =3([ Ny, |+ Ny +3)-3

where Nye, is the number of dusec symbols in the data part of the packet. While
using short Gl Naess is equal to the actual number of symbols in the data part of
the packet multiplied by £ Nz is the number of HT training symbols. The symbol

[ x7 denotes the lowest integer greater or equal to x.
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11.15 How to build a single image for the flash programmer

Example: Make a 4M single image for the rt2880 platform (the Uboot partition is 192K, user
configuration partition is 64K, and RF partition is 64K)

# RT288x_SDK/fools/single_img
#vi Makefile.4M

#
# Change uboot/kernel size if necessary

#
UBOOT_SIZE = 0x50000

KERNEL_SIZE = 0x3B0000

#

USER NAME = $(shell whoam;)

#

# Uboot Image Information

#

UBOOT_DIR =.

UBOOT_IMAGE = uboot.bin

#

# Linux Kernel Image Information

#

KERNEL_DIR =.

KERNEL_IMAGE = steven_ulmage
#

# Single Image Information

#

PACKED_DIR =.
PACKED_IMAGE = steven_ulmage.img
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#cp /tftpboot/uboot.bin
#cp /tftpboot/steven_ulmage
#make —f Makefile.4M

Flash layout:

+ + + + +

| Uboot | UsrCfg| RF | Linux Kernel Image |

-Original Uboot Image Size

149372 ./uboot.bin

- Original Kernel Image Size

2779348 ./steven_ulmage

- Packed Image Size

4194304 ./steven_ulmage.img

#ls —/

-rw-r--r-- 1 steven users 3831 Jun 24 19:00 Makefile. 16\M
-rw-r--r-- 1 steven users 2865 Jun 27 13:27 Makefile.4M

-rw-r--r-- 1 steven users 3744 Jun 24 19:00 Makefile.8M

-rw-r--r-- 1 steven users 2779348 Jun 27 13:34 steven_ulmage
-rwxr-xr-x 1 steven users 4194304 Jun 27 13:36 steven_ulmage.img*

-rwxr-xr-x 1 steven users 149372 Jun 27 13:34 uboot.bin*

The single image can now be burned using the flash programmer.
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11.16 How to power down the RT3x5x/RT5350/MT7628 build-in 10/100 PHYs

Port [0 |1]2|3|4
Map [W |L|L|L|L

MII control register

Bit Name Description Read/Write | Default
15 mr_main_reset 1=Reset: 0=Normal, R/ W; SC 1’h0

reset all digital logic, except phy_reg

14 loopback_mii Mii loop back R/W 1’h0
13 force_speed 1 = 100Mbps: 0=10Mbps, when R/W 1’h1
mr_autoneg_enable = 1'b0
12 mr_autoneg_enable 1= Enabled: 0=Normal R/W 1’h1
11 powerDown phy into power down (power down R/W 1’h0

analog TX analog RX, analog AD)

10 reserved RO 1'h0
9 mr_restart_negotiation 1 = Restart Auto-Negotiation: R/W; SC 1’h0
0 = Normal
8 force_duplex 1 = Full Duplex: 0 = Half Duplex, when | R/W;PC 17’h1
mr_autoneg_enable = 1'b0
7:0 RESERVED RO 8h00
User Space:

#mii_mgr-s -p 0 -r 0 -v 0x3900 //set port O register0 bit11
Set: phy/0].reg/0] = 3900
#mii_mgr-s -p 1-r0-v 0x3900 //set port 1 register0 bit11
Set: phy[1].reg/0] = 3900
#mii_mgr-s -p 2 -r 0 -v 0x3900 //set port 2 register0 bit11
Set: phy/2].reg/0] = 3900
#mii_mgr-s -p 3 -r 0 -v 0x3900 //set port 3 register0 bit11
Set: phy/3].reg/0] = 3900
#mii_mgr-s -p 4 -r 0 -v 0x3900 //set port 4 register0 bit11
Set: phy[4].reg/0] = 3900
Kernel Space:

extern u32 mii_mgr._read( unsigned int, unsigned int, unsigned int *);
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extern u32 mii_mgr._write( unsigned int, unsigned int, unsigned int);
mii_magr._write( 0, 0, 0x3900) //set port O register0 bit11
mii_magr_write( 1, 0, 0x3900) //set port 1 register0O bit11
mii_magr_write( 2, 0, 0x3900) //set port 2 register0 bit11
mii_mgr._write( 3, 0, 0x3900) //set port 3 register0 bit11
mii_magr._write( 4, 0, 0x3900) //set port 4 register0O bit11

You also need to set POC1[27:23] to disable Phy port.

*(unsigned long *)(0xb0110090) = 0x0??07f7f;

POC1: Port Control 0 (offset: 0x90)

Bits Type | Name Description Initial value
31:30 | R/W HASH_ADDR_SHIFT ﬁ:ﬂri;ess table hashing algorithm option for member set b0
Disable port 6 v
29 RIW DIS_GMII_PORT_1 1: port disable (if dumb mode, default = 0) g
) Disable port 5
28 R/W DIS_GMII_PORT_0 1'b1
/ - - - 1: port disable (if dumb mode, default = 0)

. Disable phy port ,
27:23 | RIW DIS_PORT 1: port disable (if dumb mode, default = 0) >'haf
22:16 | R/W DISRMC2 CPU 1: disable RMC packet to cpu 7'h0
15 RO - Reserved 1'b0

. Enable pause flow control )
14:3 RIW EN_FC enable 802.3x flow control 7°h7f
7 RO - Reserved 1'b0

Enable back pressure
6:0 R/W R d 7h7t
/ sserve 1: enable back pressure (but need to qualify BP_mode)

The Ralink Ethernet driver can be referenced.

[RT3x8x]: RT288x_SDK/source/linux-2.6.21.x/drivers/net/raeth/raether.c
[MT7628]: RT288x_SDK/source/linux-2.6.36.x/drivers/net/raeth/raether.c

11.17 How to power down the RT6855/RT6856/MT7620 build-in 10/100 PHYs

Please modify GPC1[29:24] to disable PHY ports by following command in console.

# switch reqg s 7014 ?2e0000c

GPC1: GIGA Port-| Control (offset: 0x7014)

31:30 |- |- |Reserved 0x0

2924 _[RW___|PHY DIs Disable Internal 5-port EPHY. 0x0

1

Furthermore, MT7620 can save more power to stop the clock inside switch by modifying CKGCR[0]
and CKGCRJ1] via following command.
# switch reg s 3ff0 1e03
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394, CKGCR: Clock Gating Control Register (offset: Ox3FF0)

Bits Type Mame Description Initial Value
ille - - Reserved Ox0000
15:8 RW LPI_TXIDLE_THD Low Power Idle (LPI) Tx ldle Threshold Oxle

When there is no packet to be transmitted and
exceeds time period specified by
LPI_TXIDLE_THD, the TXMAC will automatically
enter LPI mode and send EEE LPI frame to link

partner.

Default: 30 ms (unit: 1 ms)
16 . . Reserved. O=0
5 RW CKG_TXIDLE Tx Global Clock Idle Stop 0=0

0: Keep Tx port clock ticking.
1: Stop Tx port clock ticking when the
corresponding port has no traffic to send and
Rx port blocks have been idle for
<LPI_TXIDLE_THD=> ms.
3 RW CKG_RXLPI Rx Global Clock Idle OxD
0: Keep Rx port clock ticking
1: Stop Rx port clock ticking when the
corresponding port enters LPI mode and Rx
port blocks are idle.

3:2 - - Reserved. w0
1 RW CKG_LMKDN_PORT Global Clock Link-Down Port Stop 0x1
Port clock: clocks for GMAC, PORT_CTRL, and
SCH blocks

0: Keep Rx and Tx port clock ticking

1: Stop both Rx and Tx port clock ticking when
the corresponding port enters link-down
status for 7 seconds.

0 RW CKG_LMKDN_GLEB Global Clock Link-Down Stop 0x1
Global clock: Clock for BMU, PB_CTRL, and ARL
blocks
0: Keep the global clock ticking.
1: Stop the global clock ticking when all ports
enter link-down status for 7 seconds.
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11.18 How to enable NFS client

#make menuconfig

Kernel/Library/Defaults Selection--->

Networking options --->

[ IP: kernel level aufoconfiguration
File systems --->

Network File Systems --->

Linux 2.4

<*> NFS file system support

[*] Provide NFSv3 client support

[*] Allow direct I/O on NFS files (EXPE
[*] Root file system on NFS

Linux 2.6

<*> NFS file system support
[] Provide NFSv3 client support

APSoC SDK 4.3.0.0 User’s Manual

RIMENTAL)

[] Provide client support for the NFSv3 ACL protocol extension

["] Provide NFSv4 client support (EXPERIMENTAL)

[] Allow direct I/O on NFS files

Kernel/Library/Defaults Selection--->
[] Customize Kernel Settings (NEW)
[7] Customize Busybox Settings

Linux System Ulilities--->

[] mount

[ ] Support mount helpers

[] Support mounting NFS file systems

Example:

# mount -0 nolock 192.168.18.21:/tftpboot /mnt

# mount
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/dev/sdal on /media/sdal type vfat

(rw,fmask=0000,dmask=0000,codepage=cp437 ,iocharset=is08859-1)

192.168.18.21:/tftpboot on /mnt type nfs

(rw,vers=3,rsize=32768,wsize=32768,hard,nolock,proto=udp,timeo=7,retrans=3,sec=sys,addr=192.16

8.18.21)

11.19 How to add a new language to the web Ul

The following instructions are an example and show how to add the Korean language to the web Ul.

1. Copy all the xml files under RT288x_SDK/source/user/goahead/web/lang/en to
RT288x_SDK/source/user/goahead/web/lang/kr and translate the “msgstr” part in those files.
(Note: the translation should be UTF-8 encoded)

2. Add an entry to RT288x_SDK/source/config/config.in:
dep_bool ' language pack - Korean' @ CONFIG_USER_GOAHEAD_LANG_KR
$CONFIG_USER_GOAHEAD_HTTPD

3. Add an entry toRT288x_SDK/source/user/goahead/Makefile:
ifneq ("$(CONFIG_USER_GOAHEAD_LANG_KR)", "y")
rm -rf $(ROMFSDIR)/$(ROOT_DIRECTORY)/lang/kr

endif

4. RT288x_SDK/source/user/goahead/src/utils.c:

Add to ‘getLangBuilt’ function:
else if (Istrncmp(lang, "kr", 5))

#ifdef CONFIG_USER_GOAHEAD_LANG_KR
return websWrite(wp, T("1"));

#else
return websWrite(wp, T("0"));

#endif

5. RT288x_SDK/source/user/goahead/web/overview.asp
Add to ‘initValue’ function:

var lang_kr = "<% getLangBuilt("kr"); %>";
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if (lang_kr == "1")

lang_element.options[lang_element.length] = new Option('Korean', 'kr');

6. RT288x_SDK/source/user/goahead/web/adm/management.asp
Add to ‘initValue’ function:
var lang_kr = "<% getLangBuilt("kr"); %>";
if (lang_kr =="1")

lang_element.options[lang_element.length] = new Option('Korean', 'kr');

7. RT288x_SDK/source/user/goahead/web/home.asp

Fix ‘initLanguage’ function

8. make menuconfig
Customize Vendor/User Settings ---> Network Applications ---> select Korean language

pack

11.20 How to enable watchdog

o User mode Watchdog:
$ make menuconfig
Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings
Device Drivers --->
[*] Watchdog Timer Support  --->

-—— Watchdog Timer Support

[ ] Disable watchdog shutdown on close
*#*% Watchdog Device Drivers **+%

< Software watchdog

<> ALi M7101 PMU Computer Watchdog

> Ralink AP30C Hardware Watchdog

[ ] Falink WatchDog Reset Output (NEW)
*#*% PCI-based Watchdog Cards **%%

< > Eerkshire Products PCI-PC Watchdog

< > PCI-WDTS00/501 Watchdog timer
*#*%% USB-based Watchdog Cards *%%

< > Eerkshire Products USE-PC Watchdog

[*] Customize Vendor/User Settings

Miscellaneous Applications --->

[ 1 =uzb
[ 1 =b_modeswitch
[ ] omgt

dparn

watchdog
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Finally, Enable watchdog in WebUI.

B35 Administration L S I — J
----- {] Management
_____ [ Upload Firmware Adminstrator Settings
..... [} settings Management ‘Accgunt | addmrin
----- {1 status
----- {1 statistics ‘Passwnrd | (1 1] ]
----- {1 Systern Command —
..... 0 System Log ‘WafﬁhDDG | Eenable O Disable

----- [ SDK Histary l Apply l ’ S

Kernel mode Watchdog:

$ make menuconfig

Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings

Machine selection --->

<@> Ralink Hardware Timer(0/Timerl
[ ] Falink Timer(
<> WatchDog Timer

[ ] Falink WatchDog Reset Output (NEW)
(10) WatchDog Timer (Unit:15ec, Max=30Sec) (NEW)
(4) WatchDog Refresh Interwval (Unit:lSec, Max=3085ec) (NEW)

NOTES: PLEASE ENABLE ONE MODE AT A TIME.

11.21

How to enable USB storage on the RT305x platform

#make menuconfig

Kernel/Library/Defaults Selection --->

[*] Customize Kernel Settings (NEW)
Device Drivers --->
SCSI device support  --->
<*> SCSI device support
<*> SCSI disk support
USB support  --->
<*> Support for Host-side USB
[l USB verbose debug messages
[ USB device filesystem

<*> USB Mass Storage support
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[*] USB Mass Storage verbose debug
File systems --->
<*> Filesystem in Userspace support
DOS/FAT/NT Filesystems --->
<*> VFAT (Windows-95) fs support
(437) Default codepage for FAT (NEW)
(is08859-1) Default iocharset for FAT (NEW)
Partition Types --->
[*] Advanced partition selection
[*] PC BIOS (MSDOQOS partition tables) support (NEW)
Native Language Support --->
(is08859-1) Default NLS Option
<*>  Codepage 437 (United States, Canada)
<*>  Traditional Chinese charset (Big5)
<*> NLSISO 8859-1 (Latin 1; Western European Languages)
<*> NLS UTF-8
Ralink Module --->
<M> RALINK DWC_OTG support
[1 enable debug mode
[ HOST ONLY MODE
[1 DEVICE ONLY MODE

CAUTION: THE KERNEL SIZE CANNOT BE BIGGER THAN THE MTD KERNEL PARTITION
SIZE IN ROOTFS IN FLASH MODE.

# Original Kernel Image Size
1033369 /home/steven/rt3052/RT288x_SDK/source/images/zlmage.lzma
# Padded Kernel Image Size
1048512 /home/steven/rt3052/RT288x_SDK/source/images/zlmage.lzma

# Original RootFs Size
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11.22 How to enable USB automount on the RT305x platform

#make menuconfig
Kernel/Library/Defaults Selection --->
[*] Customize Busybox Settings
Linux System Utilities --->
[*] mdev
[*1 Support /etc/mdev.conf
[1 Support subdirs/symlinks (NEW)
[*] Support command execution at device addition/removal
[*] Customize Vendor/User Settings
Miscellaneous Applications --->

[*] ntfs-3g
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11.23 How to enable software QoS

To support the Ralink SW QoS, many menuconfig options in Ralink SDK must be enabled,
including in kernel and application configs. Following are the configuration of Kernel linux-2.6.21.x and

Kernel linux-2.6.36.x.
. Kernel linux-2.6.21.x config :
Kernel IMQ config:

Since the Intermediate Queueing (IMQ) pseudo device are used to support Ralink SW QoS, it

must be enabled first, or some needed options in Netfilter configs won’t show up due to dependency.
Networking --->
Device Drivers --->
Network device support --->
<*> IMQ (intermediate queueing device) support
IMQ behavior (PRE/POSTROUTING) (IMQ AB)
(2) Number of IMQ devices
Kernel Netfilter configs:

In order to support Ralink SW QoS, several necessary Netfilter modules are used, including
Netfilter match and target modules. These modules must be enabled to let Ralink SW QoS work

correctly. But first of all, a proprietary Ralink option in Netfilter has to be enabled.

To completely fit the requirement of Ralink SW QoS some changes are made in Linux Netfilter
architecture. For this changes, a Ralink proprietary Netfilter option Netfilter Ralink SWQoS support is
introduced. This Ralink proprietary Netfilter option must be enabled to support Ralink SW QoS, or the
classification of IP address may not work properly. If the Ralink SW QoS is not required, of course, it is
recommended to leave this option blank to keep the Linux Netfilter architecture unchanged and

expected.
-> Networking
-> Networking support (NET [=y])
-> Networking options

-> Network packet filtering framework (Netfilter) (NETFILTER [=y]
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-> Core Netfilter Configuration

[*] Neffilter Ralink SWQoS support(Marking after NAT)

Then please enable the following necessary netfilter and iptables modules to support Ralink SW
QoS:

-> Networking
-> Networking support (NET [=y])
-> Networking options
-> Network packet filtering framework (Netfilter) (NETFILTER [=y]
-> Core Netffilter Configuration
<*> Neffilter connection tracking support
<*>  "conntrack" connection tracking match support
<*> "DSCP" target support
<*> "MARK" target support
<*>  "DSCP" match support
<*>  "helper" match support
<*>  "length" match support
<*>  "mac" address match support
<*> "state" match support
<*>  "layer7" match support
<*>  "Ethernet port for incoming packets" match support
And,
-> Networking
-> Networking support (NET [=y])

-> Networking options
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-> Network packet filtering framework (Netfilter) (NETFILTER [=y]
->|P: Neffilter Configuration --->
<*> |P tables support (required for filtering/masqg/NAT)
<*> Packet mangling

<*>  IMQ target support

Application configs:

Besides kernel configs, there are also several application menuconfigs which has to be enabled
to support Ralink SW QoS.

[*] Customize Vendor/User Settings
Library Configuration --->
[*] Build libresolv
Network Applications --->
[*] iptables
[*] iproute2
[l tc
Ralink Proprietary Application --->

[*] Software QoS

o Kernel linux-2.6.36.x config :
Networking support >
Networking options ->

Network packet filtering framework (Netfilter)>
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[ Ldvanced netfilter configuration

QoS and/or fair queueing ---> all selected

IP: Neffilter Configuration:

2 | IPwd connection tracking support (required for NAT)

Core Netfilter Configuration (EXPERIMENTAL =y):
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MNALT Types (Restricted Cone [(EXPERIMENTAL)) ===

" mAatch sSsuppor
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Device drivers »>

Network device support >
Iﬁ IMQ [intermediate queusing device) support
IMQ behavior (PRE/POSTROUTING) (INQ LB) -—-—-»
(2] Number of INQ devices

Customize uClibc Settings
Target Architecture Features and Options  --->
[*] Enable full C99 math library support
Customize Vendor/User Settings
Library Configuration --->
[*] Build libresolv
Network Applications --->
[*] iptables
[*] iproute2
[ltc
Ralink Proprietary Application --->
[*] Software QoS

11.24 QoS information

11.24.1 Software QoS - Preface

The Ralink SoC SW QoS supports many different types of classification, rate limitation, and DSCP
remarking. Ralink SoC SW QoS is based on the Linux Qdiscs, TC, and iptables. Ralink SoC SW QoS

supports download and upload stream on a WAN interface.

11.24.2 Software QoS - Concept

The Ralink SoC SW QoS architecture is shown in the subsequent figure. The Classifier module
classifies incoming packets into the Shaper module. The Shaper module has 4 queues (groups) to do

rate limitation, and then the Remark module rewrites the DSCP field of the packet if it is necessary.

SW QoS
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packets

11.24.3 Software QoS - Usage

Conceptually, there are three main settings in Ralink SW QoS have to be specified : Global settings,

Group settings, and Rule settings.
Global settings:

Quality of Service Settings

You ray setup rules to provide Guality of Serice guarantees for specific applications.

Quality of Service |D0wnload fram Internet V|
Upload Bandwidth: 32M * | Bitsfsec
Download Bandwidth: 32M ¥ | Bitsfzec

08 hodel:

Reserved bandwidth: (10% is recommanded)

1. Select "upload to Internet “ or “download from Internet” on the web Ul to enable the Ralink SW
QoS.

2. Enter the upload and download bandwidth details to make a good fit with the user’s network
environment (e.g. ADSL 512k/64k, Cable Modem 10M/10M....)

3. Select a QoS model: AUTO QoS, DRR (Deficit Round Robin), SPQ(Strict Priority Queue),
DRR+SPQ.
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4. Select reserved bandwidth. The reserved bandwidth is out of the control of Ralink SW QoS.

Group settings:

Four QoS groups are shown after specifying Global settings in Ralink SW QoS. Now all packets
through this gateway are classified into these four QoS groups according to the user’'s QoS rules

settings. The four QoS groups are subsequently shown.

Quality of Service Settings

You may setup rules to pravide Quality of Service guarantees for specific applications.

Quality of Service Download from Internet v

Upload Bandwidth: 32 | Bits/sec

Download Bandwidth: 32 | Bits/sec

QoS Model: DRR v

Reserved bandwidth: 0% % | (10% is recommanded)

lllls_ﬂ_uwnload Settings

Highest Rate: | 10% | Ceil: [ 100%
hiah > 4 groups Rate:[10% v ceil: [100% v

Default> Rate: | 10% | Ceil: [ 100%

Loy Rate: | 10% | Ceil: [100%

The default group is the group named Default(the third group), that means the packet would be

classified into this group if it doesn’t match with any rules.

Highest Rate: | 10% | Ceil: | 100% v
High Rate: | 10% v | Ceil: | 100%
Reraut y Derau Broun [ e O 0% v
Loy Rate: | 10% v | Ceil: | 100%

In each QoS group there are two attributes Rate and Ceil as shown in the subsequent figure.
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QoS Download Settings

Highest Rate: 0% % | Ceil: | 100% »

High Rate % Ceil: | 100%
o

Default Rate: ég;: Ceil: [100% »

L Rate: ig:f Ceil: [100% v
o

o

70%
B0%
90%
100%

a. Rate: Set the guaranteed minimum bandwidth that this group can use.
b. Ceil: Set the maximum bandwidth that this group can use.

The first group named Highest has the highest priority. The next group named High has the

second priority. The third group named Default is the default group. The last group named Low

has the lowest priority.

Highest Highest group Rate: | 10% v | Ceil: | 100%
High High group Rate: [10% ~| ceil [100% v
Deraut  Default Rate: [10% | Ceil: [100% v
Lo Lowest group Rate: | 10% % | Ceil: | 100%

Highest priority means the left available bandwidth will serve the group first, but settings for
guaranteed rate and ceil in every group are still met strictly. For example, people often hope VolP
traffic is classified as the highest priority group for short latency and good quality, and P2P traffic

to be classified as the lowest priority and background traffic.

Rules settings:

The QoS rules are made to do classification, and remarking. One QoS rules are made of 3

parts: attributes, classifiers, and remaker.

(L Add Download rules [J| Delete
o —
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huttpe/10.10.10.254/internetiynss lassifier asp [<]
Classifier Settings
bztie [ ] Ruleamibue
Group Highest
=
i
Facket Length l:l - I:I (e 0-128 for sma
packets)
k.
[|Remark DSCP as: H Mot change Remarker | |
7
dd Download rules

a) Name: specifies this rules name

b) Group: specifies which group this rule is belongs to.

2) Rule classifiers:

Ralink SW QoS supports these classifiers currently:

a) SRC/DSP IP address (with netmask)

b) Packet length

c) DSCP field

d) ICMP, TCP/UDP port range

e) Layer 7 (content inspection)

3) Rule Remarker: This argument specifies what DSCP value would be added to the packet as a remark which

matches the rule.

11.24.4 Hardware QoS

- Usage

The Ralink SoC HW QoS architecture is shown in the subsequent figure.
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SCHO (To WAN)

\

Queue?2 Queue3 Queue4 Queueb

20descriptor | 20descriptor | 30descriptor | 40descriptor

Low Default High Highest
SCH1 (To LAN)

Queue10 Queue11 Queue12 Queue13

20descriptor | 20descriptor | 30descriptor | 40descriptor

Low Default High Highest

# make menuconfig

[(MT7621) Ralink Products

{128M/ 125M [ AP4ITAS) )

[*] Customize Vendor/Tser

Proprietary Application

—>

SJettings

efgult Configuration File

Page 133 of 205




APSoC SDK 4.3.0.0 User’s Manual

[*] 03 3upport
[Hardware) o3

11.25 How to enable USB Ethernet (example for ASIX AX88XXX)

Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings
Device Drivers --->
USB support  --->
USB Network Adapters --->
<M> Multi-purpose USB Networking Framework
<M>  ASIX AX88xxx Based USB 2.0 Ethernet Adapters
<M>  CDC Ethernet support (smart devices such as cable modems)

CONFIG_USB_RTL8150=m

# insmod usbnet

# insmod cdc_ether

usbcore: registered new interface driver cdc_ether

# insmod asix.ko

usbcore: registered new interface driver asix

# usb 1-1: new high speed USB device using dwc_otg and address 2
usb 1-1: Product: USB2.0

usb 1-1: Manufacturer: ASIX Elec. Corp.

usb 1-1: SerialNumber: 01

usb 1-1: configuration #1 chosen from 1 choice

ethO: register 'asix' at usb-Im0-1, ASIX AX8817x USB 2.0 Ethernet, 00:0e:2e:41:72:9¢e

# bret! addif br0 ethO

device ethO entered promiscuous mode

# brctl show br0

bridge name bridge id STP enabled interfaces

br0 8000.000c43414367 no ra0
eth2.1
ethO

# ifconfig ethO up
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ADDRCONF(NETDEV_CHANGE): eth0: link becomes ready
br0: port 3(eth0) entering learning state

ethO: link up, 100Mbps, full-duplex, Ipa OxC5E1

br0: topology change detected, propagating

br0: port 3(eth0) entering forwarding state

#ping 10.10.10.3

PING 10.10.10.3 (10.10.10.3): 56 data bytes

64 bytes from 10.10.10.3: seq=0 ttI=128 time=3.381 ms
64 bytes from 10.10.10.3: seq=1 ttI=128 time=1.038 ms
64 bytes from 10.10.10.3: seq=2 ttI=128 time=1.067 ms
64 bytes from 10.10.10.3: seq=3 ttI=128 time=1.069 ms

11.26 How to build a single image for the RT2880 8M flash platform
#cd Uboot

#make menuconfig

(128Mb) DRAM Component

(32bits) DRAM Bus

(8M) Flash Size

#cd RT288x_SDK/source

#make menuconfig

Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings
Machine selection --->

(8M) Flash Size

#cd RT288x_SDK/tools/single_img/RT2880
#vi Makefile.8M

UBOOT_IMAGE = rt2880_100phy_128Mbx16_8Mflash.uboot

KERNEL_IMAGE = rt2880_100phy_128Mbx16_8Mflash.linux

PACKED_IMAGE = rt2880_100phy_128Mbx16_8Mflash.uboot
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#tmake —f Makefile.8M

Flash layout:

+ + + E— +

| KERNEL Partll | Uboot |UsrCfg| RF| Kernel Partl

+ + + E— +

|<----0X400000-->|<----0X50000-3>| & -=----- 0X3B0000  ---r----- >|

11.27 How to start a printer server (example for HP officejet 4355)

Step1: SDK Configuration
#make menuconfig

Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings
Device Drivers --->
USB support  --->
<*>  USB Printer support

[*] Customize Vendor/User Settings
Network Applications --->

[*] p910nd (small printer daemon)

Step2: Plug in USB Printer

# usb 1-1: new full speed USB device using dwc_otg and address 2

usb 1-1: Product: Officejet 4300 series

usb 1-1: Manufacturer: HP

usb 1-1: SerialNumber: CN864GZ1S004GR

usb 1-1: configuration #1 chosen from 1 choice

drivers/usb/class/usblp.c: usblp0: USB Bidirectional printer dev 2 if 1 alt 0 proto 2 vid
0x03F0 pid
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0x5411

Step3: run the printer daemon

# p910nd -f /dev/Ip0

Step4: Setup the printer in Windows

PR

B T e RS

BET LUE B indedtr Rt e T Fl R s

JSRINE,EE USB e mfiﬂ%m?uﬁ%ﬂ#
BANDERIR AT [EEE 1%94 1%1

iz
Sl

Tl
BEGmae -

HiE (T g -

BRI

Fiftshimps s
REREAEER T IR - @

FEE R FRIFIR AR
@ EEERE SRR

[ BBl R A e A
O HRGFIF ML D BRI RS E)

§) B R
L) s e EE -

S (Eow] Fou] [ &
e r e TCP/IP Fl RS & X
A eana. EEERFRAE TV
HEE

EFTIRS RIS « J0RART DarERe o faAl LR e

i

'
OHATPIrERERU:

@B
SERIRAET.

SERI LA S (S BT R R AR -
E B 7T - SEREE:
HECRIE

2 e R -

ST [T—1) HEET -

[<t—#®] [T—Hw-]| [ w8

)

->

->

il ERe
EERIMEREN L —EERR?

St F el [P (bl o B RSB ERR i -

EUSRH8-2 RS0 [P (ehka): 10.10.10.254|
SEEIBETEE): IP_10.10.10.254

HAhEEIRE
EEHAEERE -

FRREE:

o] [T—2w-] [ =8

] o] Zn-] [ =8 |

->

Page 137 of 205



#2HE TCP/IP HIRBECH RIS

L3

APSoC SDK 4.3.0.0 User’s Manual

FRHIEREE AR

->

- = SR BEBER
FERRFEE TCPIP EI KA SR TSR S P L G D R SRR © é}
- . R ST iindows P E[ A EIBBNESASLE T B TR o OSUAET R ssRENEE
THET SELUTH SRS & PR N R L SR
LU
SNMEP: x5
TBERERE: RAW, R 9100
£E: 0.10.10.254 s A || FiE e
sEEREHE:  1P_10.10.10.254 g}e)s'et.nex Ebnp Officejet 6300 series
SEFEEL: Generic Network Card BM &
infolse EZFHP Desket F300 series
Twatsn ~ || SV HP Photosmart C5100 sexies BT v
REARED..
St [P AR -
Cewe] [ Z%_ ) _ms | S [<t=#@] [T2w-] [ wa |
P/IP FIFAEERISRE [ Bty
on
SEARHTIRERE TCP/IP FIREE S 75t S .
it . NI EAER - AR T RIREA 3 BT ARSI
TRET SHELTE e et £
SNMP: ks EISR -8 0
BERERE: RAW, SEHHE 9100 HP Cificeset 4300 series (p210nd)
HE: 10.10.10.254
EREEE 2101010254 CTYGE R R RIS
HEFEE: Generic Network Card orm
(OF:={e)]

il (7o) SRTRUEE -

[<t—¥® ]

F=2w-] |

oE

->

->

FHARE
AR ERETEIR MR TR

R BB AR ES?

8 LB —EEIRE -

é}

DIRAEREH A E (EEIFA - GVERM—ER RS - O DURAEERIETER
A FH T - AR S B B R AR -
@ HEHETFRE Q!
[@F::E=
e [TEwn- R S [E2e] [—2w-] [ = |
FUBHIREE F ﬂt:_i]
iz
IEAESERRETIEEI R EMD: | gy HP Officejet 4300 series (50108d) - PHED
R (Svenn |
A HP Officsjer 4300 series BUARBD).
(ARl T TGRS RS E:  1P_10.10.10.254 CIPENEREL
Iﬁ‘*ﬂdEﬂ%&}aET??UuE(é EERE: [ FEEEPIET)
i HP Officejet 4300 seriss (p010nd) ] e
AL REA @ 2H : |1 =
SERR: IP_10.10.10.254 ~ g 2 -
%;z@ goif169191430059nm O \? I |_|§| % AEnSED
WHE R B B a1 L
~5- 1zmym pla2 ~ pls3 - pBa3
FIEINED: |5k v SRR
FIENR: FEAEHET v EERAEEEG:  H 3
BB (ST FREELEEEE - BEEETRNE D) TR -
<EH® bz i = ([(=na.] it [naen

Page 138 of 205




APSoC SDK 4.3.0.0 User’s Manual

11.28 How to force the RT3052 link speed

There are two kinds of force mode that refer to the configuration of the remote peer.

1. Force Mode (Both RT305x and remote peer disable auto negotiation algorithm)

e 10MB/Full: Set bit13=0, bit12=0,bit8=1 (reg_addr=0)
e 10MB/Half:Set bit13=0,bit12=0,bit8=0 (reg_addr=0)

o 100MB/Full:Set bit13=1,bit12=0,bit8=1 (reg_addr=0)
¢ 100MB/Half:Set bit13=1,bit12=0,bit8=0 (reg_addr=0)

CR ~ Address:00(d00)- -+  Reset-State:3100.

Bit- | Read/Write-| Name- Description- Default-

15 R/-W;-SC- MR_MAIN_RESET- 1=Reset:-0=Normal,- 1’ho-
reset-all-digital-logic,-except-phy_reg-

14. R/W. LOOPBACK_MII- Mii-loop-back- 1’ho-

13. R/W. FORCE_SPEED- 1-=-100Mbps:---0=10Mbps, - when- 1’h1.
mr_autoneg enable=-1'b0.

12. R/W. MR_AUTONEG_ENABLE- 1=-Enabled:::-0=Normal. 1’h1.

11- R/W. POWERDOWN- phyinto-power-down-{power-down-analogTX: 1’h0-
analog-RX,-analog:AD).

10- RO- - Reserved. 1’h0-

9. R/W;-SC- MR_RESTART_NEGOTIATION:| 1-=-Restart-Auto-Negotiation: =« 1’h0-
0-=Normal-

8- R/W. FORCE_DUPLEX= 1-=-Full-Duplex:-0-=-Half-Duplex, when- 1’'h1-
mr_autoneg_enable=-1"b0- e

7:0. RO~ - Reserved- 8h00-

2. Auto negotiation (Both RT305x and remote peer enable auto negotiation algorithm)

o 10MB/Full: Set bit6=1 (reg_addr=4)
¢ 10MB/Half: Set bit5=1 (reg_addr=4)
o 100MB/Full: Set bit8=1 (reg_addr=4)
o 100MB/Half: Set bit7=1 (reg_addr=4)
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Auto-Negotiation-advertisementregister+
CR - Address:04(d04)- -+  ResetState: -+ 05el«

Bito Read/Write-| Name~ Description~ Default- |

15¢ RO« Next-Page-Enables 1=SettouseNext-Page:-0=Notto-useNext-Page~ 1'h0«

14, RO« o Reserveds 1'h0e

13+ R/We RemoteFaultEnables | 1="Auto-Negotiation-Fault-Detected: e 1'h0~

0="No-Remote-Faults

12:11¢ RO« Not Implemented« Technology-Ability-A7-Abe 2’h0~

10« R-/We Pause Technology-Ability-A5« 1'hle

9a RO« Notimplementeds Technology-Ability-Ads 1'h0«

8¢ R/We 100Base-TX-Full- 1-=-Capable-of Full- Duplex:- -l 1’hle
Duplex-Capables 0="Not-Capables

7o R/We 100-Base-TX-Half- 1-=-Capable-of Half-Duplex-«mmmicd - 1’ hle
Duplex-Capables 0-="Not-Capables

6 R/We 10-Base-T-Full-Duplex- | 1-==Capable-of Full Duplex 10BASE-T- el 1hle
Capables 0=-Not-Capables

50 R/Wea 10-Base-T-Half-Duplex- | 1-=-Capable-ofHalf-Duplex:10BASE-T- el 1’hla
Capables 0="Not-Capable«

4:0¢ R/We Selector-Fields Identifies type-of-messages 5'h01e |

User Mode:

#mii_magr -s -p [port_no] -r [reg_addr] -v [Value]
Kernel Space:

extern u32 mij_mgr_write( unsigned int, unsigned int, unsigned int);

mii_mgr._write( [port_noj, [req_addr], [value])

NOTES: IF BOTH RT305X SWITCH AND REMOTE PEER DO NOT USE THE SAME
CONFIGURATION (I.LE. AUTO-NEGOTIATION OR FORCE MODE) IT CAN CAUSE A PROBLEM.

11.29 How to verify IGMP snooping function
Stepl: Compiling IGMP proxy application.
#make menuconfig
Kernel/Library/Defaults Selection --->
[*] Customize Vendor/User Settings (NEW)
Network Applications --->

[*] igmp proxy (RFC4605)
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Step2: Enable IGMP Proxy in WebUI.

a802.1d Spanning Tree
LLTD
[GMP Prosey Enahle «
LPHP Disakle «
Router Advertiserment
DMS Prosy Disahle
[ tesly [ Caadl

Step3: Install windows server 2003 resource kit tools in your PCs.

You can get the test application from the following link or Ralink SDK.

- HTTP/WWW.MICROSOFT.COM/DOWNLOADS/DETAILS. ASPX2FAMILYID=9D467A69-57FF-

4AE7-96EE-B18C4790CFFD&DISPLAYLANG=EN

- RT288x_SDK/source/user/igmpproxy/tools/rktools.exe.

Step4: Start Multicast test

Clientl

Server M %

Client2

Mcast server:
C:\>mcast /GRPS:239.1.1.1 /SRCS:10.10.10.3 /NUMPKTS:1000 /INTVL:50 /SEND

(Please use "/intf" argument to specify an interface to receive or send if you have multiple network

interfaces.)

Now, you can see the multicast packets will be generated by Mcast Server.
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B Frame 42 (290 hytes on wire, 290 bytes captured)

= Ethernet II, src: Msi_9f:da:b? (00:16:17:9f:da:b?), Dst: IPvamcast_01:01:01 (01:00:52:01:01:01)
4 Destination: IPv4mcast_01:0L1:01 (0Ll:00:5e:01:01:01)
# Source: Msi_of:da:rb? (00:16:17:9F:da:b7)
Type: IP (0x0800)
= Internet Protocol, src: 10.10.10.3 (10.10.10.3), Dst: 239.1.1.1 ¢239.1.1.1)
version: 4
Header length: 20 hytes
+# Differentiated services Field: 0x00 (DsCP 0x00: Dpefault; ECW: 0x007)
Total Length: 276
Identification: 0x5ael (23265)
# Flags: Ox00
Fragment offset: 0
Time to T1iwe: §
Protocol: unknown (oxff)
# Header checksum: 0x54fb [correct]
source: 10.10.10.3 (10.10.10.3)
pestination: 239.1.1.1 (239.1.1.1)
= Data (256 hytes)
Data: FFFFFFFFFFFFFFFFOLO0Z20304050607080904A0B0C000E0F1O. ..
[Length: 256]

Mcast Client1:

C:\>mcast /GRPS:239.1.1.1 /RECV

Stepb5: Starting network sniffer on Client1 and Client2.

The right behavior is only Client1 can receive multicast packets.
11.30 EHCI/OHCI USB Power Saving

A potential issue may happen if user chooses a mixed version pair of SDK Linux and Uboot. A
confirmed pair is RT3883/RT3662 SDK3.5 Uboot + SDK 3.4 Linux, this pair may cause system to

freeze during boot up.

To reduce power consumption and lower the working temperature, SDK3.5 and later versions disable
the USB power and clock gating during the boot-loader initialization stage. The advantage is more
power-saving. The detail is SDK 3.5 Uboot would disable the USB HW module by default. And then the
SDK 3.5 EHCI/OHCI Linux driver have to re-enable USB HW module before accessing USB related

registers.

However, if user chooses an unexpected pair, ex. SDK3.5 Uboot + SDK 3.4 Linux, the system may
freeze at OHCI initialization during boot up as following log. This is because the SDK 3.5(or later)
Uboot would disable the USB HW module to save power, but then the older SDK Linux(SDK 3.4)
EHCI/OHCI driver does not re-enable the USB HW module before accessing USB function.
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rt3xxx-ohci rt3xxx-ohci: RT3xxx OHCI Controller
rt3xxx-ohci rt3xxx-ohci: new USB bus registered, assigned bus number 2

rt3xxx-ohci rt3xxx-ohci: irq 18, io mem 0x101c1000 <<<<< freeze at here

To solve the issue(freeze at OHCI init), please disable the USB(EHCI/OHCI) power saving feature in
SDK 3.5(and later) Uboot as following:

In Uboot/lib_mips/board.c

void board_init_r (gd_t *id, ulong dest_addr)
{

//void config_usb_ehciohci(void);
//config_usb_ehciohci();

And then rebuild Uboot.

11.31  Auto-frequency and Power Saving

The RT3352/RT5350 SOC has the capability of auto-frequency and power saving.
® CPU Auto-Frequency (RT3352/RT5350)

® SDR Power Pre-charge Power Down (RT3352/RT5350)

® DDR self Refresh Power Save (RT3352)

®  FEthernet Power Down (RT3352/RT5350)

® USB Power Down (RT3352/RT5350)

®  WIFI Power Down (RT3352/RT5350)

Notice: Those new features are supported by SDK 3.5.2.0 and later version.
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1. Setup
® How to turn on CPU Auto-Frequnecy
For RT3352/RT5350, We can turn on CPU auto frequency function by:

Modifying config.mk in Uboot and rebuild uboot firmware

RALINK_DDR_CONTROLLER_OPTIMIZATION = OFF

RALINK_CPU_AUTO_FREQUENCY = ON

RALINK_SDR_PRECHARGE_POWER_DOWN = OFF

RALINK_DDR_SELF_REFRESH_POWER_SAVE_MODE = OFF

$make

Set Linux Kernel Configuration and then rebuild linux firmware

$make menuconfig --->

Machine selection --->[*] Ralink External Timer

$make dep; make
® How to turn on SDR Pre-charge Power Down
For RT3352/RT5350, We can turn on SDR power save by:

Modifying config.mk in Uboot and rebuild uboot firmware

RALINK_DDR_CONTROLLER_OPTIMIZATION = OFF

RALINK_CPU_AUTO_FREQUENCY = OFF
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RALINK_SDR_PRECHARGE_POWER_DOWN = ON

RALINK_DDR_SELF_REFRESH_POWER_SAVE_MODE = OFF

$make
) How to turn on DDR Self Refresh Power Save
For RT3352 , We can turn on DDR power save by:

Modifying config.mk in Uboot and rebuild uboot firmware

RALINK_DDR_CONTROLLER_OPTIMIZATION = OFF

RALINK_CPU_AUTO_FREQUENCY = OFF

RALINK_SDR_PRECHARGE_POWER_DOWN = OFF

RALINK_DDR_SELF_REFRESH_POWER_SAVE_MODE = ON

$make

2. Setup in script

/sbin/config-powersave.sh cpu 1 - enable CPU autofrequency
/sbin/config-powersave.sh cpu 0 - disable CPU autofrequency
/sbin/config-powersave.sh sdr 1 - enable SDR precharge powersave
/sbin/config-powersave.sh sdr 0 - disable SDR precharge powersave
/sbin/config-powersave.sh ddr 1 - enable DDR self auto refresh
/sbin/config-powersave.sh ddr 0 - disable DDR self auto refresh
/sbin/config-powersave.sh ethernet 1 [port] - enable Ralink ESW PHY powerdown
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/sbin/config-powersave.sh ethernet 0 [port] - disable Ralink ESW PHY powerdown
/sbin/config-powersave.sh usb 1 - enable usb powerdown
/sbin/config-powersave.sh usb 0 - disable usb powerdown
/sbin/config-powersave.sh wireless 1 - enable wireless powerdown
/sbin/config-powersave.sh wireless 0 - disable wireless powerdown

How to turn on CPU Auto-Frequency

For RT3352/RT5350, We can turn on CPU auto frequency function by:
#config-powersave.sh cpu 1

How to turn on SDR Pre-charge Power Down

For RT3352/RT5350, We can turn on SDR power save by:
#config-powersave.sh sdr 1

How to turn on DDR Self Refresh Power Save

For RT3352 , We can turn on DDR power save by:
#config-powersave.sh ddr 1

How to turn on Ethernet Power Down

For RT3352 /RT5350, We can turn on Ethernet port#3 power down by:
#config-powersave.sh ethernet 1 3

How to turn on USB Power Down

For RT3352 /RT5350, We can turn on USB power down by:
#config-powersave.sh usb 1

How to turn on WIFI Power Down

For RT3352 /RT5350, We can turn on WIFI power down by

#config-powersave.sh wifi 1
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3. Check Function

CPU Auto-Frequency

Turn off:

&
# reg s h0000O0OO
switch register hase addr to 0

# reg r 40
0x34501
#

Turn on:

# reg r 40
0xB80035f41
#
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xb0000000D

xb0000000

SDR Pre-charge Power Save

Turn off:

# reg s b0000300

switch register base addr to Oxb0000300

# reg r lc
Ox3ffff

# reg r 4
Oxell10600

Turn on:

# reg s bh0000300

switch register base addr to Oxb0000300

# reg r lc
Ox1

# reg r 4
0xf1110600
#

DDR Self Refresh Power Save

Turn off:

# reg s b0000300

switch register base addr to 0Oxb0000300
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# reg s b0O000300
e addr to 0Oxh0000300

& r lc

g9
Ox6d000001

# reg r 18
0x13
#

11.32 Concurrent AP porting Guide

The APSOC has the capability of working 1st wireless interface and 2 wireless interfaces

concurrently.
A. The interface1 (ra0)
B. The interface 2 (rai0)
Station can associate and execute WPS connection for any wireless interface. Moreover, user can

configure the settings of any wireless interface by Web GUI.

You can refer to Ralink_AP_SDK_User's_Manual for the Detail information.

1. Setup:

If your SDK does not include RT309x/RT539x/RT3572/RT5572/RT5592/RT3593 support, please refer
the following steps to install it.

Requirement:

® RT288x_SDK
® RT3090/RT5392/RT3572/RT5572/RT5592/RT3593 WiFi driver

[ RT3090/RT5392/RT3572/RT5572/RT5592/RT3593 EEPROM binary files
Procedure: (RT3883+RT3090 as example)

Step1.
Please copy RT309x WiFi driver to RT288x_SDK/linux-2.6.xx.x/drivers/net/wireless

ex:

‘ $cp RT3090_ap RT288x_SDK/linux-2.6.xx.x/drivers/net/wireless

StepZ2.
Please modify RT288x_SDK/linux-2.6.xx.x/drivers/net/wireless/Makefile

ex:

Page 148 of 205



APSoC SDK 4.3.0.0 User’s Manual

ifneq ($(CONFIG_RT2860V2_AP),)
obj-$(CONFIG_RT2860V2_AP) += rt2860v2_ap/
endif

ifneq ($(CONFIG_RT2860V2_STA),)
obj-$(CONFIG_RT2860V2_STA) +=rt2860v2_sta/
endif

ifneq ($(CONFIG_RT3090_AP),)
obj-$(CONFIG_RT3090_AP) += RT3090_ap/
endif

Step3.
Please modify RT288x_SDK/linux-2.6.xx.x/ralink/Kconfig

ex:

#source "drivers/net/wireless/rt2860v2_sta/Kconfig"
#source "drivers/net/wireless/rt2860v2_apsta/Kconfig"
source "drivers/net/wireless/RT3090_ap/Kconfig"
config RT3090_AP_RF_OFFSET

depends on RT3090_AP

hex

default 0x48000

Step4.

If wifi driver support FLASH_SUPPORT, please copy EEPROM binary file to
RT288x_SDK/source/vendors/Ralink/RT3883

ex:

$cp RT3092_PCle_LNA_2T2R_ALC_V1_2.bin
RT288x_SDK/source/vendors/Ralink/{RT3883/RT3352/RT5350}

Stepb.
Please modify RT288x_SDK/source/vendors/Ralink/RT3883/Makefile

ex:

$(ROMFSINST) -e CONFIG_RALINK_RT3883_3T3R RT2860_default_novlan_3s
letc_ro/Wireless/RT2860AP/RT2860_default_novian

$(ROMFSINST) -e CONFIG_RALINK_RT3883_3T3R RT2860_default_vlan_3s
letc_ro/Wireless/RT2860AP/RT2860_default_vlan
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$(ROMFSINST) -e CONFIG_RALINK_RT3662_2T2R
/etc_ro/Wireless/RT2860AP/RT2860_default_novlan
$(ROMFSINST) -e CONFIG_RALINK_RT3662_2T2R
letc_ro/Wireless/RT2860AP/RT2860_default_vlan

$(ROMFSINST) -e CONFIG_RT3090_AP /etc_ro/Wireless/iNIC/RT2860AP.dat
$(ROMFSINST) -e CONFIG_RT3090_AP
letc_ro/Wireless/RT2860AP/RT3092_PCle_LNA_2T2R_ALC_V1_2.bin

Stepéb.
Please modify RT288x_SDK/source/user/rt2880_app/scripts/internet.sh

ex:

i-f.l.?adosxDown

if [ "$CONFIG_RTDEV" |="" -0 "$CONFIG_RT2561_AP" I=""]; then
ifRaixWWdsxDown

fi

if [ "SCONFIG_RT2860V2_AP" I=""]; then
rmmod rt2860v2_ap_net
rmmod rt2860v2_ap
rmmod rt2860v2_ap_util

fi

if [ "$CONFIG_RT2860V2_STA"!=""]; then
rmmod rt2860v2_sta_net
rmmod rt2860v2_sta
rmmod rt2860v2_sta_util

fi

if [ "$RT2880v2_INIC_PCI" !I=""]; then
rmmod iNIC_pci

fi

if [ "SCONFIG_RT3090_AP" I=""1]; then
rmmod RT3090_ap_net
rmmod RT3090_ap
rmmod RT3090_ap_util

fi

#.RTDEV_PCI support

if [ "$RT2880v2_INIC_PCI" !I=""1]; then
insmod -q iNIC_pci

fi

if ["SCONFIG_RT3090_AP" !=""]; then
insmod -q RT3090_ap_util
insmod -q RT3090_ap
insmod -q RT3090_ap_net

fi
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Step7.

You must switch directory to RT2888x_SDK/source and execute “make menuconfig,” like below:

2 [screen 1: bash] chhung@compiler:~/R T288x_SDK/source
Ralink Linux SDK 3.3.3.1 Configuration

Arrow keys navigate the menu. <Enter> selects submenus --->. Highlighted letters are x
hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press
<Esc><Esc> to exit, <?» for Help. Legend: [*] built-in [ ] excluded <M> module < >
module capable
1qqgqqqqqqqaqaqadaas [Geeaaad GE S g8 §6§19d999999994949994949

ave Configuration to an Alternate File

L I

X
X
X
X
X
A
b
oad an Alternate Configuration File X
X
X
A
X
X
A
u
X

SREATES < Help >

Please choose “Select the Product you wish to target” option to configure the main settings of your
target platform. <<Please select 4M/32M or 8M/64M Flash/SDRAM size>>

kf“ [screen 1: bash] chhung@compiler:~/RT288x_SDK/source
Ralink Linux SDK 3.3.3.1 Configuration

Arrow keys navigate the menu. <Enter> selects submenus --->. Highlighted letters are
hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help. Legend: [*] built-in [ ] excluded <M> module < > module capable

1qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq---ing-----------qqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq
() Ralink oducts
() lash/SDRAM Size

L= I L

< Exit > < Help >

2 [screen 1: bash] ::ll]mng@comyiln ~{RT1288x%_SDK/source
Ralink Linux SDK .1 Configuration

Arrow keys navigate the menu. <Enter> selects submenus --->. Highlighted letters are x
hotkeys. Pressing <¥> includes, <N> excludes, <M> modularizes features. Press
<Esc><Esc> to exit, <?» for Help Legend: [*] built-in [ ] excluded <M> module < >
module capable

lqqqqqqqqqqqqqqqqqqqqqqq--YL;; LLLLLLLLLLLLLLLLL"""'""‘qqqqqqqqqqqqqqqqqqqqqqqq

(8M/64M(AP+STA)) Tash/SDRAM Size

L i i

X
X
X
X
X
A
X
X
X
X
A
X
X
A
(b
X

<EERRT < Help >
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And then, please exit “Select the Product you wish to target” option and enter “Kernel/Library/Defaults

Selection” option.

2 [screen 1: bash] chhung@compiler:~/RT288x SDK/source
Ralink Linux SDK .1 Configuration

Arrow keys navigate the menu. <Enter> selects submenus --->. Highlighted letters are
hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press
<Esc><Esc> to exit, <?>» for Help. Legend: [*] built-in [ ] excluded <M> module < >
module capable
lqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqngqqqqqqqqqqqgqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqqq

Cernel/Library

oad an Alternate Configuration File
ave Configuration to an Alternate File

S ope o o3 3¢ 3o o

< Exit > < Help >

You must select “Default all settings” option to load default configuration first and select “Customize

Kernel Settings” options to turn on 2 interface.

—onfliguration

Arrow keys navigate the menu. <Enter> selects submenus --->.
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes,
<M> modularizes features. Press <Esc><Esc> to exit, <?> for Help.
Legend: [*] built-in [ ] excluded <M> module < > module capable

(2.6.21) inux Kernel Version
ross Compiler Path: "/fopt/buildroot-gcc342/bin"

"efanlt all settln-s

ustomize Busybox Settings
ustomize uClibc Settings
ustomize uClibc++ Settings

e —

Exit ---> yes.
Stepé.
After load default, you can enter kernel configured main menu.

If 2nd wireless uses PCIE interface:

Please enter “Machine selection” and choice” RT3883 PCI architecture” to “PCIE RC ONLY”

mode.

Syaten type (Ralink RT3883 board) ---»
Eoc Hardvare Tvpe RT3883!R¥%6?2 &SICH

Flash Type (HORY
[ ] Dual Inage

Foot File System Type (RootFS_in RAM) ---»
(163847 Default RAM dizk size
[*] Compress ramdizk by lzma instead of gzip
[ 1FEalink DFS Timer

.
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Leave “Machine selection” option.

Please enter “Bus options (PCI, PCMCIA, EISA, ISA, TC)” option and check whether PCI/PCIE

support or not, like below:

15 rt for PCI

[*] PCI Express support
FCCARD (PCMCIA/CardBus) support ---=
FCI Hotplug Support ---=

Leave “Bus options (PCI, PCMCIA, EISA, ISA, TC)” option.
Please enter “Ralink Module” option

B l:h.hnng@nnmw.lu /RT288% SDKIsource

Linux Kernel Configuration
Arrow keys navigate the menu. <Enter> selects submenus --->. Highlighted letters are
hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc> to
exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < >
module capable
1 qqqqqqqqqqQqqqQCIClQEClClClClClq1131Clq';1ClqqqqClClqClClqqqqQqqqqqqqqqqqqqqQqqqClClClqClClClqqqqqqqqqqqqqqqqqqqqqqqq
aching selection o
Endianess selection (Little endian) --->
CPU selection --->
Kernel type --->
Code maturity level options --->
General setup -
Loadable module support -
Block layer ---
Bus options (PCI PCMCTA, EISA, ISA, TC)
Executable file formats --->
Power management options --->
Networking --->
Device Drivers --->
File systems --->
Profiling support --->
Kernel hacking --->
Security options --->
Cryptographic options

S 2¢ 5¢ D¢ p¢ 3¢ e pe D¢ e 3¢ D¢ e p¢ D¢ e Dt De 3¢ 3¢ pe

< Exit > < Help >

You must enter “WiFi Driver Support” and select RT3090 moudule to to act 2nd WiFi interface, but one

of them could be selected.

<*> Falink Reg Debugz Hodule
<*> Ralink GMAC
[ 1 TUse Rx Polling (NAFD)
Network BottomHalwves (Tasklet) ---=
]  SKB Recycle ZE(Proprietary)
] Jumbo Frame up to 4K bytes
1  TCP/UDP/IP checksum offload
1 Transmit VLAN HW (DoubleVLAN is not supported)
GMAC iz connected to (RGMII_FORCE_1000 (GigaSW, CPU)) ---=
Switch Board Layout Type (W/LLLLY ---=

Ralink NAT Type (None) —--»
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<M= Ealink ET ln AP zu

Leave “Ralink Module” option and then exit “Linux Kernel Configuration”.

Exit ---> yes
Stepd.

Final, you can execute “make dep” and “make” to build image under the RT288x_SDK/source.

$make dep

$make

2. Usage:
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If the firmware is built successfully, you can upgrade it into your

RT3052/RT3883/RT3352/RT5350/RT6855/RT6856 reference board by TFTP Server or Web GUL.

After firmware upgrade, you can use Web GUI or command line to to check if two wifi interfaces are

successfully inserted and brought up or not.

Web GUI

72 Ralink i)

Ralink APSoC

open all | close all
Select Language
i Ralink .

{) Operation Mode English i Apply

— =

+-{7) Wireless Settings

#-{_] Wireless2 Settings Status
CR orage Statistic
®-{CJ Administration Management

CEwilE)"

CERTIFIED®

Lavno

Wi-Fi PROTECTED

SETUP

goaheac

WEBSERVER’

Command line:
1st WiFi interface name: ra0
2nd WiFi interface name: rai0

ra0’s profile is located on /etc/Wireless/RT2860/RT2860.dat and rai0’s profile is located on
/etc/Wireless/iNIC/iNIC_ap.dat. To change rai0’s wireless settings, you can edit its profile and

re-bring up it, like ra0.

Certainly, ra0 and rai0 are shown their detail information or configured settings by iwpriv

command, for example:

ra0:
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#iwprive ra0 set SSID=RT3883AP

#iwprive ra0 stat

raio:

#iwprive rai0 set SSID=RTDEV_AP

#iwprive rai0 stat

11.33 SuperDMZ usage guide

Usage:

super_dmz [-f] [-] lan_ifname] [-w wan_ifname] [-t tcp_port] [-t tcp_port1:tcp_port2] [-u udp_port] [-u

udp_port1:udp_port2]

-f : flush & clear super_dmz functions from system.

-l lan_ifname: Explicitly assign the LAN interface name, ex. “br0” or “eth2.2”. In Ralink SDK this

argument is assigned automatically based on the current operation mode if it is not assigned explicitly.

-w wan_ifname: Explicitly assign the WAN interface name, ex “eth2.2” or “ppp0”. In Ralink SDK this

argument is assigned automatically based on the current WAN mode if it is not assigned explicitly.

-t tcp_port: TCP port tcp_port is the exception of DMZ forwarding, ex “80” or “23”. The most case here

is “80” for AP web remote access.
-t tecp_port1:tcp_port2 : TCP port from tcp_port1 to tcp_port2 is the exception of DMZ forwarding.
-u udp_port: UDP port udp_port is the exception of DMZ forwarding.

-u udp_port1:udp_port2 : UDP port from udp_port1 to udp_port2 is the exception of DMZ forwarding.
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Example:

1)

# super_dmz -f

Clear Super DMZ function from system.

# super_dmz

Enable Super DMZ function.

# super_dmz -l ethO -t 80

Enable Super DMZ function. Assign “eth0” as LAN interface. Avoid tcp port 80 is forwarding.(To

make web server on router reachable from WAN side)

# super_dmz -w eth2 -t 45:123 -t 3128 -u 10000 -u 500:600

Enable Super DMZ function. Assign “eth2” as WAN interface. Avoid tcp port 45 to 123, tcp port
3128, udp port 10000, and udp port 500 to 600 are forwarding.

Implementation note:

1.

When

1) system boot up

2) WAN IP is acquired or changed (Ex. PPPoE or DHCP on WAN)

3) Virtual Server(Port forwarding) settings change

the super_dmz have to re-run:

# super_dmz —f

# super_dmz

11.34 How to support IPv6 Ready Logo

The IPv6 Forum (http://www.ipv6forum.com) IPv6 Ready Logo Program is a conformance and

interoperability testing program intended to increase user confidence by demonstrating that IPv6 is

available now and is ready to be used.
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To pass Ipv6 Ready Logo (Phase-2), (https://www.ipv6ready.org/?page=phase-2-tech-info),
IPv6 Ready Logo Phase-2

(Test Specifications and Test Tools)

Target

¢ IPv6 Core Protocols
o Router
o Host
e DHCPv6
o Client
o Server
o Relay agent
e IPsec

please enable additional three applications:
® ecmh

Easy Cast du Multi Hub (ecmh) is a networking daemon that acts as a full IPv6 MLDv1 and

MLDv2 Multicast "Router".
$ make menuconfig
[*] Customize Vendor/User Settings

Miscellaneous Applications --->

: AIEUEEE PHLE = LI LE LIl L
*1 ecmh (IFv6 molticast forwardine/MLD daemon)
[*¥] emp proxy (EFC4605)
[fl nady@ (DDNS Client)
Exit ---> Yes
[Example]

1. #ecmh -e -i eth2.2

2. VLC server 0.8.6d
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RN |
F\Documents and Settingsiac

3. VLC client 2.0.5 =>o0pen network streaming

1000 ZE8F = O0H:00m00z.000 =

network-caching=1000

4. dump switch table and see join port is at port#3
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itch dump
port (0:6) fid
1]

01005e?

® ip command in iproute2
to flush neighbor cache during running test log
$ make menuconfig
[*] Customize Vendor/User Settings

Network Applications --->

B A Lkl

proute?

Exit ---> Yes

o radvd

radvd, the Router Advertisement Daemon, is an open-source software product that implements
link-local advertisements of IPv6 router addresses and IPv6 routing prefixes using the Neighbor
Discovery Protocol (NDP) as specified in RFC 2461.121 The Router Advertisement Daemon is
used by system administrators in stateless autoconfiguration methods of network hosts on

Internet Protocol version 6 networks.
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$ make menuconfig
[*] Customize Vendor/User Settings

Network Applications --->

semnent Daemnon)

[*] t2860apd (802, 1% Anthenticator)
[ 1 t6lapd (Legacy 802, 1% Luthenticator)

Exit ---> Yes

11.35 How to enable iPerf tool

iPerf was developed by NLANR/DAST as a modern alternative for measuring maximum TCP and UDP
bandwidth performance. iPerf allows the tuning of various parameters and UDP characteristics. iPerf

reports bandwidth, delay jitter, datagram loss.
$ make menuconfig
[*] Customize Vendor/User Settings

Miscellaneous Applications --->

1 xia Endpoint

mbench
md write

/
% mn atat
]

notcat
notetat-nat

[
[
[
[
[
Exit ---> Yes
Uasage:

Server sied: iperf -s

Client side: iperf -c [server’s ip] —~w 128k -t 30 —i 10
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11.36 How to enable ebtables

The ebtables program is a filtering tool for a Linux-based bridging firewall. It enables transparent

filtering of network traffic passing through a Linux bridge.

$ make menuconfig
[*] Customize Vendor/User Settings
Network Applications --->

[*] namasgg (DNS forwarder, DHCP zerver)
[ 1 igktvpe(detect format of a dizk)

cho server

ebtables
] torageienable chmod, fdizk in busvbox)
] o-ahead webgerver
] nable IPv6 support
] nable S5L support
]
]
]

nable hostname support
nable GreendP support (enable crond in busvbox)
nable Wizard support

Exit ---> Yes

Usage:

If router would like to block all packets of a host from intranet to internet:
# ebtables -A FORWARD -s [host’ MAC address] —j DROP

Or

# ebtables -A FORWARD -p IPv4 --ip-src [host’ IP address] —-j DROP

11.37 How to enable IPv6 Rapid Deployment (6rd)

To enable IPv6 Rapid Deployment (6rd), please include ipv6 6rd feature support in the kernel:

# make menuconfig
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[*] Customize Kernel Settings

In the kernel settings, find “The IPv6 protocol” by select the following options:
[*] Networking support  --->
Networking options  --->
<*>  The IPv6 protocol --->
<*>  |Pv6: IPv6-in-IPv4 tunnel (SIT driver)
[*1 IPv6: IPv6 Rapid Deployment (6RD) (EXPERIMENTAL)

Please check both “IPv6: IPv6-in-IPv4 tunnel (SIT driver)” and “IPv6: IPv6 Rapid Deployment (6RD)
(EXPERIMENTAL)”.

To enable Ipv6 6rd, the firmware should also support iproute2 utility:
[*] Customize Vendor/User Settings
Network Applications --->
[*] iproute2

[lip
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After compile and download the firmware, please use iproute2’s ip command to configure the IPv6 6rd

function:

ip tunnel add <6rd if name> mode sit local <WAN ipv4 address> ttl <ttl>
ip tunnel 6rd dev <6rd if name> 6rd-prefix <ISP’s 6rd prefix>

ip addr add <6rd ipv6 address> dev <6rd if name>

ip link set <6rd if name> up

ip route add ::/0 via ::<ISP’s 6rd border router ipv4 address> dev <6rd if name>

Note: the <6rd ipv6 address> should be generated from <ISP’s 6rd prefix> and <WAN IPv4 address>,
for example, if ISP’s prefix is 2001:aaaa/32, and WAN ipv4 address is 100.1.1.1, then the 6rd address

could be

2001:aaaa:6401:101::1/32

to add LAN ipv6 address, you can use the following command:

ip addr add <LAN ipv6 addr> dev <LAN if name>

Note: the LAN ipv6 address should be same as 6rd’s ipv6 address, except address mask, for example,

in above case, the LAN ipv6 address will be

2001:aaaa:6401:101::1/64

to enable ipv6 forwarding, please use this command:

echo "1" > /proc/sys/net/ipv6/conf/all/forwarding

The following figure shows an example that configures IPv6 6rd:
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ip tunnel add 6érdtun mode
ip tunnel & prdt

ip addr : 5 f

ip lir

ip T

ip

echo

# ifconfig erdt
Brdtun Lin

#

b0

This example has a WAN IPv4 address=111.80.78.220 and 6rd-prefix=2001:e41::/32, and ISP’s
border server ipv4 address is 61.211.224.125

User also configures IPv6 RD settings via Web GUI:

IPvE Setup

IPv6 Connection Type

IPv6 Operation Mode Tunneling Connection (6RD) v

Tunneling Connection (6RD) Setup

ISP &rd Prefix / Prefix Length 2001e41  |/|32

ISP Border Relay IPv4 Address £61.211.224125

Apply | | Cancel
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11.38 How to enable IPv6 DS-Lite
To enable IPv6 DS-Lite, please include ipv6 6rd feature support in the kernel:
# make menuconfig
[*] Customize Kernel Settings
In the kernel settings, find “The IPv6 protocol” by select the following options:
[*] Networking support  --->

Networking options  --->

<*>  The IPv6 protocol --->
<*>  |Pv6: IP-in-IPv6 tunnel (RFC2473)
Please check “IPv6: IPv6: IP-in-IPv6 tunnel (RFC2473)".
To enable Ipv6 DS-Lite, the firmware should also support iproute?2 utility:
[*] Customize Vendor/User Settings
Network Applications --->
[*] iproute2

B L ek

] prouteZ
] 8

] rpd

] n tat
] fatat
] tacct

nEtat

[ ] Lnon
[*] C
[ ]

mtrixzsl

After compiling and downloading the firmware, please use iproute2’s ip command to configure the IPv6

DS-Lite function:
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User B4 Element AFTR Element Server (Internet)
brQ eth2.2 ethd eth0
dsltun tun0
i |I “’4"’ 3
P —f
192.0.0.2 192.0.0.1
10.10.10.254 2001-dbS-- 254 2001-db8-- 1 192 168.43.79
2003:db8::1
10.10.10.100 192 168 .43 11
Pool:

192.0.2.128/25

®  Configuration on B4 Element

#IPv6 Address

ip -6 addr add 2001:db8::254/32 dev eth2.2

#|Pv6 Routing

echo 1 > /proc/sys/net/ipv6/conf/all/forwarding

#Create DS-Lite Interface
ip -6 tunnel add dsltun mode ipip6 remote 2001:db8::1 local 2001:db8::254 dev eth2.2

ip link set dev dsltun up

# adds the IPv4 default route to the server to forward all IPv4 packets to the ds-lite interface dsltun

ip route add default dev dsltun

#IPv6 Default Route

ip -6 route add default dev eth2.2

#Static IPv6 Route

ip -6 route add 2001:db8::1/128 via 2003:db8::1

®  Configuration on AFTR (http://www.isc.org/software/aftr)
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#IPv6 Address & Routing

ip -6 addr add 2003:db8::1/32 dev eth4

echo 1 > /proc/sys/net/ipv6/conf/all/forwarding

echo 1 > /proc/sys/net/ipv4/ip_forward

#Tunnel Interface Configuration (aftr.conf)

ip addr add 192.0.0.1 peer 192.0.0.2 dev tun0

ip route add 192.0.2.128/25 dev tun0

ip -6 addr add fe80::1 dev tun0

ip -6 route add 2001:db8::1 dev tun0

#Routing to B4 Element

ip -6 route add 2001:db8::254/128 dev eth4

#NAT

APSoC SDK 4.3.0.0 User’s Manual

iptables -t nat -A POSTROUTING -o ethO -j SNAT --to-source 192.168.43.79

iptables -t nat -A PREROUTING -i ethO -j DNAT --to-dest 192.0.2.1

aftr.conf

default tunnel mss on

defmtu 1450

address endpoint 2001:db8::1

address icmp 198.18.200.10

pool 192.0.2.128

aclé ::0/0

aftr-script
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aftr_start() {

set —x

ip link set tun0 up

ip addr add 192.0.0.1 peer 192.0.0.2 dev tun0

ip route add 192.0.2.128/25 dev tun0

ip -6 addr add fe80::1 dev tun0

ip -6 route add 2001:db8::1 dev tun0

aftr_stop() {

set -x

ip link set tun0 down

Another, user could use Web GUI to set DS-Lite:

IPv6 Setup

IPv6 Connection Type

IPvE Operation Mode Tunneling Connection (DS-Lite)  «
|Tunne|ing Connection (D5-Lite) Setup
WAN IPv6 Address 2001:db8:254 |
AFTR Server IPv6 Address 2001-db81 |
Gateway IPvE Address ‘EDDBZHDB::‘I |

[ Apply ] [ Cancel ]
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Basically, you can make uboot and RF parameters use same flash sector t and it can save up to 3 flash sector

compared to original design.

Default Flash layout:
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How to modify flash layout

Offset
0
(192K) bootloader Offset
-6x30000° ", | 0
(4KB)  Uboot parameter
(64K) User config 0x1000
Switch parameter (4KB Reserved
0x40000 0x2000
AN
\
64K . WLANO
(64K) @meter(SlZB) AN (16KB)  Configuration
0x50000 (Build-in 2860) 0X6000
— — — — \

Medegages N\ | wiaw
ENEREEER N\ (for concurrent AP) | 8000
mg = ‘% o ¢:§ ~ 3 \\

D252 8KB
(Lee7smt 1< 5I< BIZ S 5 | @ 0xa000
=358 2|5 2 \
e g &
535 i \(20KH)  WAPI Cert
25238 |9 \
o e N 0xf000
g 3 & i 0x200000 (4|‘QE Reserve
_—= == _—— -
51 Z 2 g 0x10000
«Q @ ~ «Q
2 e
S
(2™M) 3
\ 0x400000
New flash layout:
Offset Offser
i
(128K bootloader
Uboot {<100K)
(20000
“
(AT i i \
04K User configurations 5 )
* N O 19000
(30008
N p—
AN Reserved (>27TK)
N
\
N O 160
N, | RE paameters (1K)
O 20000
(3.904K) Linux Image
OxA00000
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1.modify rt2860v2/ os/linux/rt_linux.c to set flash partition name.

ra_mtd_read_nm("Bootloader", a&O0xFFFF, (size_t) b, p);

2. Modify rt2860v2/include/iface/rtmp_rbs.h to set the offset of RF parameter.

#define RF_OFFSET

O0x1FCO0 //last 1Kbyte in flash sector 1

3. Modify raeth/raether.c

i =ra_mtd_read_nm("Bootloader", GMACO_OFFSET, 6, addr.sa_data);
i =ra_mtd_read_nm("Bootloader", GMAC2_OFFSET, 6, addr.sa_data);

4. Modify raeth/raether.h

#define GMAC2_OFFSET 0x1FC22
#if | defined (CONFIG_RALINK_RT6855A)
#define GMACO_OFFSET Ox1FC28
#else

#define GMACO_OFFSET 0x1FCO00
#endif

#define GMAC1_OFFSET Ox1FC2E

5. Modify lib/libnvram/flash_api.c

int flash_read_mac(char *buf)
{
int fd, ret;
if (Ibuf)
return -1;
fd = mtd_open("Bootloader", O_RDONLY);
if (fd < 0) {

fprintf(stderr, "Could not open mtd device\n");

return -1;
}
#if | defined (NO_WIFI_SOC)
Iseek(fd, Ox1FC2E, SEEK_SET);
#else
Iseek(fd, Ox1FC06, SEEK_SET);
#endif
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ret = read(fd, buf, 6);
close(fd);
return ret;

}

6. Modify drivers/mtd/maps/ralink-flash.h

#define MTD_BOOT_PART _SIZE 0x20000
#define MTD_CONFIG_PART_SIZE  0x10000
#define MTD_FACTORY_PART_SIZE  0x00000

7. Modify drivers/mtd/ralink/ralink_spi.c , drivers/mtd/maps/ralink-flash.c, drivers/mtd/ralink/ralink_nand.c,

or drivers/mtdralink/ralink_nand_rt3052.c which depended on your flash type.

#if O
1A
name: "Factory",
size: MTD_FACTORY_PART_SIZE,
offset: MTDPART_OFS_APPEND
#endif

8. Modify Uboot/ include/configs/rt2880.h

#define CFG_BOOTLOADER_SIZE 0x20000

#define CFG_FACTORY_SIZE 0x000
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11.40 How to reduce Linux FW size.

1. Modify vendors/config/mips/config.arch

CFLAGS

S(if $(LOPT),$(LOPT),-Os) -fomit-frame-pointer
CFLAGS

S(if S(UOPT),S(UOPT),-Os) -fomit-frame-pointer

2.Modify Kernel configuration to save Linux FW size.

General setup --->
[*] Optimize for size (Look out for broken compilers!)
--- Configure standard kernel features (for small systems) --->

[T Enable printk function in the kernel

3. Use miniupnpd instead of linux-igd & wscd.

[ ] Customize Vendor/User Settings (NEW)
Network Applications --->

[*] miniupnpd

[1linux-igd

[ 1 wscd (WSC/WPS)

4.Modify user/rt2880_app/switch/switch.c or gsw_switch.c

Change all keyword from CONFIG_RT2860V2_AP_MEMORY_OPTIMIZATION to
CONFIG_CC_OPTIMIZE_FOR_SIZE

5.Modify user/rt2880_app/nvram/ralink_init.c

Change all keyword from CONFIG_RT2860V2_AP_MEMORY_OPTIMIZATION to
CONFIG_CC_OPTIMIZE_FOR_SIZE

6. Modify user/wireless_tools/Makefile

BUILD_STATIC =y
BUILD_WE_ESSENTIAL =y
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11.41 How to change internal GSW PHY Base Address.

1. Please change internal PHY base address to > 5
RT6855/6: set 0xbfb5f014 = 0x10000c

RT7620: set 0xb0117014= 0x10000c

GPC: GIGA Port Control (offset: 0x7014)

Internal EPHY Based Address«
THe base PHY address ofthe internal 5-port EPHY can be
20:16¢ |RWe  |PHY BASEe assigned by this regsiter value. When yvou change the default |0x0e

AR A

value, youneed to reset EPHY again to get the new regsiter

SRR

value. o

2. Reset PHY

RT6855/6: set Oxbfb00834[24]=1 then set Oxbfb00834[24]=0

RT7620: set 0xb0000034[24]=1 then set 0xb0000034[24]=0

RSTCTRL2 (offset:0x834)

Write 1 to this bit will reset Ethernet PHY block 0x0
24 RW |EPHY_RST

Write 0 to de-assert reset.
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11.42 How to support new USB 3G dongle
®  Stept: Switch USB 3G dongle mode

In the general case, the 3G dongle will be recognized as a USB mass storage device when you
plug it into USB port. You need to switch it to modem mode and then you can start 3G dial up.
SDK uses open source application “usb_modeswitch” to accomplish this work. “usb_modeswitch”
needs a configuration file for each 3G dongle. So, what you need to do is add a configuration file
into SDK for the new 3G dongle. “usb_modeswitch” keeps updating its configuration file datebase
to support more new 3G dongle. You can download the latest “usb_modeswitch” vesrion and find

corresponded configuration file.
Example:
Support Huawei E169u 3G dongle
1. Download usb_modeswith database “usb-modeswitch-data”
2. Get the vendor ID and product ID of the new 3G dongle

# cat /proc/bus/usb/devices

11.43 How to enable USB 3G dongle function

The RT288x_SDK supports USB 3G dongle to work as WAN interface. This requires Kernel drivers to
support USB stack and dongle device, and also user-space application to establish 3G PPP

connection.
Configuration:
Step1: User-space applications configuration

#cd RT288x_SDK/source

#make menuconfig

Kernel/Library/Defaults Selection --->

[*]Customize Vendor/User Settings
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Network Applications --->

[*] 3G connection

#cd RT288x_SDK/source

#make menuconfig

Kernel/Library/Defaults Selection --->
[*] Customize Busybox Settings
Linux System Utilities --->

[*] mdev

[*] Support /etc/mdev.conf

[*] Support subdirs/symlinks

[*] Support regular expressions substitutions when renaming device

[*] Support command execution at device addition/removal

Step2: Kernel configuration

USB Host driver:

#cd RT288x_SDK/source

#make menuconfig

Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings
Device Drivers --->

[*] USB support --->

<*> Support for Host-side USB

[*] USB device filesystem

<*> EHCI HCD (USB 2.0) support
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[*] Ralink EHCI HCD support

<*> OHCI HCD support

[*] Ralink OHCI HCD support

USB 3G dongle driver:

#cd RT288x_SDK/source

#make menuconfig

Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings
Device Drivers --->

[*] USB support --->

[*] USB Serial Converter support --->

[*] USB driver for GSM and CDMA modems

PPP driver:

#cd RT288x_SDK/source

#make menuconfig

Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings
Device Drivers --->

[*] Network device support --->

['l PPP (point-to-point protocol) support

[*1 PPP support for async serial ports

Device hot plugging :
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#cd RT288x_SDK/source

#make menuconfig

Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings
General setup --->

[*] Configure standard kernel features (for small systems) --->

[*]  Support for hot-pluggable devices

Sysfs filesystem :

#cd RT288x_SDK/source

#make menuconfig

Kernel/Library/Defaults Selection --->
[*] Customize Kernel Settings
File systems --->

Pseudo filesystems --->

[*] sysfs file system support

Start 3G dial up

You can start 3G dial up through Web GUI or comman line. Some parameters such like APN, Dial

number are needed for connection establishment. These parameters should be provided by the ISP.

Web GUI:
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Wide Area Network (WAN) Settings

You may choose different connection type suitatle for your ervironment. Besides, you may also

open all | close all

rj Ralink configure parameters according to the selected connection type
~[ ) Operation Mode
3 Internet Settings WAN Connection Type: [3G -
P L) wan STATIC (fixed IP)
) LAN S e EEEEEEEEEE——— DHCP (Auta canfig)
[} DHCP clients APH [internet PPPoE (AD3L)
i L2TP
Ad d Rout
: d vanced Routing =1 l— PPTP
-0 e
-] Wireless Settings Dial Murmber
-] Firewall
{7 Administration Username I
Passward |
USB 3G modem |Aut0Detect 'I

- - |
Enabled |Disab|e hd
Applyl Cancel

Note: 3G Web GUI page doesn’t exist in 2M/16M Default Configuration File.

Command line:

Usage: 3g.sh [3G_dongle_model]
Example:

#/ 3g.sh HUAWEI-E169

3G dongle model supported by current SDK are “HUAWEI-E169”, "BandLuxe-C270",
"MobilePeak-Titan", and "DATANG-M5731".

11.44 How to enable Port Trigger function

To support the Port Trigger function, the menuconfig options in SDK must be enabled.

Networking Support 2>
Networking Options 2>
Network packet filtering framework (Netfilter) 2>

IP:Netfilter configuration =
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<*> TRIGGER target support

11.45 Port Trigger information

11.45.1 Port Trigger Concept

Port trigger concept is shown in the subsequent figure. Port triggering is a way to trigger port
forwarding in which outbound traffic on predefined ports (‘called trigger port') causes inbound traffic to

specific incoming ports to be dynamically forwarded to the initiating host in a limited period of time.

LAN WAN
Ports Port

25, |

Trigger port:80
Incoming port:21

11.45.2 Port Trigger Usage

WEB Ul :
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mnk m)i)m) a)biliry

openall | close all Port Trigger Setting
3 Ralink You may setup Port Trigger services on Internet.

D Cperation Mode
B3 Internet Settings
D VAN

-0 Lan Port Trigger

-{ ] DHCP clients

-{ ) WPN Passthrough |F'UI1TI'igger
-] Advanced Routing |Trigger Protocol |

-] QoS

) Wis e L]
B+ Wireless Settings -
B3 Firewall Incoming Protacol

(The maximum rule countis 32.)
Port Trigger

{7 MAC/IP/Port Filtering |mmmmg Part “:I
-] System Security
~{ ] Content Filtering |Comment ||
- Port Forwarding
0

Lo

H-{-] Administration

Current Port Trigger in system:

Current Current Current Current

M. Trigaer Trigger Incoming Incoming | Comment
Frotocol FPort Protocal Fort

|1 |:|‘ TCP ‘ g0 ‘ TCP ‘ 21 ‘

[ Delete Selected ] [Reset]

11.46 How to enable 12S+Codec function

11.46.1 12S concept

12S is an Audio interface. It can provide “PLAYBACK” and “RECORD” function with proper codec. This SDK
support 125+WM8960 codec. I12S is in slave mode while WM8960 codec is in master mode. This SDK also

provide internal REFCLK to codec as its MCLK.

11.46.2 How to enable 12S+WM8960 codec

1. Enter menuconfig. Choose “Kernel/Library/Defaults Selection” and select “Customize Kernel Settings”
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Eernel/Library/Defaults Selection

tomize Kernel Settings (MNEW)

2. Enter “Device Drivers”

3. Enter “Character devices”
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Contiguration

Device Drivers
1. =Enter> selects submenus --->. Highlighted lette
eatures. Fress <Escr<Esc> to exit, =%> for Help, =/=
hle

Zeneric Driwver Options ---=

Connector - unified userspace <-= kernelspace 1
Memory Technology Dewvice (MTD) support ----
Farallel port support --->

Elock deviges -—---=

Misc devices ---=

ATAS/ATAPT/MFM/RLL support (DEPRECATED) ---%
808 device support -—-—->

Herial ATA and Parallel ATA drivers -—--3
Multiple devices driwver support (RATD and LVM)
Network device support ---=

I8DN support -—--—--%

Telephony support ---=

Input device support --—-=

II Character
[
[

L B B N B |
[ R T

e B B B
#+
PR R Y

] IZC support ---=
] SPI support --—-—=
FF3 support -—--X
] Dallas™s l-wire support ---3
] Power supply class support -—---=
[ ] Hardware Monitoring support --->

4. Choose “Ralink I12S Support”

I
Character devices

1. <Enter> selects submenus --->. Highlighted letters are hotk
ratures. FPress <Escr<Escr to exit, =?> for Help, =/= for Search
1le

Ralink GPIO Support
Falink GPIC LED Support
Ralink GDMA Support
=DMA Channel Allocation Mode (411 for Ewverybody) ---=
] Ralink RTZ880 SPI Support
] Ralink RTZ880 IZC Support
] Palink PCM Support
] Ralink Support
]
]
]

—— -
+ ok ok
i

Virtual terminal
fdev/kmem wirtual device support
Non-standard serial port support
ferial drivers --->
Unix%8 PTY support

Support multiple instances of devpts
Legacy (B3D) PTY support
61 Maximum number of legacy PTY in use
IPMI top-lewvel message handler -—---=
Hardware Random MNumber Generator Core support
Hiemens R3964 line discipline
PAW driver (fdev/raw/rawl)
Log panic/oops to a RAM buffer

e N B T ]
P S
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5. After choosing “Ralink 12S Support”, you can see “Audio Selection”. The default setting is “Select WM8960”.

And you can also see “Use Internal REFCLK AS MCLK Source” is chosen as default config

Character devices

nu. <Enter> selects submenus --->. Highlighted letters are hotke:
features. Freszs <Esc»<Eac> to exit, == for Help, =/> for Search.
able

[*] Ralink GPIC Support
Ralink GBEIO LED Support
-*- Ralink GDMA Support
=DMA Channel Allocation Mede (411 for Everyhody) --->
[ 1] Ralink RTZ880 SPI Support
-*- Ralink RTZ880 IZC Support
[ ] Ralink PCM Support

Ralink IZ8 Support
Zudio Code Selection (Select WMES60) @ ---=
[*] Tze Internal REFCLE As MCLE Source
Zelection For MOLE (S8elect 12ZMHz Internal RBREFCLE) ———

[ 1] Wirtual terminal

[ 1 fdev/kmem wirtual dewvice support

[ 1] Non-standard serial port support
Serial driwvers ---=

] Unix%8 PTY support

1 Support multiple instances of dewvpts

] Legacy (BED) PTY support

6. If you want to use external Xtal to provide MCLK to codec, you can un-choose “Use Internal REFCLK AS MCLK
Source” as the following figure. And you can see “Selection For MCLK (Select 12MHz External Xtal)”

'
Character devices

1. <Enter® selects submenus ---%. Highlighted letters are hotke:
zatures. Presz <Escr<Eszc> to exit, =?> for Help, </ for Search.
ale

[*] Ralink GBEIO Support

Falink &PIC LED Support
—*- Ralink GDMA Support

=DME Channel Allocation Mode (411 for Everybody) ---=
[ ] Ralink RTZB80 S2PI Support
-*— Ralink RTZES80 IZC Support

Falink BCM Support

[*] Ralink IES Support

udio Code Selection (Select WME2E0) -—--=

Use Internal REFCLE MCILE Source
delection For MCLE (Select 1ZMHz External Xtal) ===

[ ] Wirtual terminal

[ 1 /devi/kmem wirtual device support

[ ] Hon-standard serial port support
Herial driwvers --->

7. If you want to use 12.288MHz External Xtal, you can enter “Selection For MCLK (Select 12MHz External Xtal)”

as the following figure
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gelection For MCLE
Use the arrow keys to navigate this window or press the hotkey of
the i1tem you wish to select followed by the <3PACE BAR>. Press
<%?> for additional information about this option.

m delect 1ZMHz External Ttal
( ) Selecst 12.288MHz External Xtal

< Help =

11.46.3 How to enable 12S command in user space application

1. Enter menuconfig. Choose “Kernel/Library/Defaults Selection” and select “Customize Vendor/User Settings”

er> selects submenus -—->. Highlighted letters are hotk
Press <Esc®<Esc> to exit, <?> for Help. Legend: [*] b

ross Compiler Path: "/Jopt/buildroot-goc34Z/bin”

efault all settings {(lose changes)
ustomize Kernel Settings

Custom . Vendor/User Settings

ustomize ullibce Hettings
ustomize ullihe++ Fettings

]

]

]

] ustomize Busybox Settings

]

1

] pdate Default Vendor dJettings

2. Enter “Proprietary Application”

.ects submenus ---*. Highlighted letters are hotk
<Escr<BEscr to exit, =?> for Help. Legend: [*] k

ikhrary Configuration --->
M D utils ---=
N twork Applications --->
M scellaneous Applications ---—-=

oad an Alternate Configuration File
ave Confiquration to an Alternate File
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3. Choose 12S command

gcts submenus --->. Highlighted lett
<Esc»<Esc> to exit, <?> for Help. L

roprietary Application
TE Agent

egister B/W

3R

lash

W NAT

W NAT
M iMgr

N PAM

ayerZ Management

PTI Command

ZC Command
M mory usage

o8 Jupport

oftware Qo3

uper DM2Z

mbhedded Switch Command
DMA Commatcd

28 Command
CM Command
FDIF Command

1
]
1
1
]
1
1
]
1
1
1 FIC
1
1
]
1
1
]
1
]
]
1
]

11.46.4 12S user command for “PLAYBACK” and “RECORD”

[cmd] [=x

e L Lvo.] 1<— record

rec
|44100]|48000 Hz plavback =sampling rate
. wolumn

C..guit

1. Command of “PLAYBACK” function

Example: i2semd 048000 100 </etc_ro/test_sound.snd

2. Command of “RECORD” function

Example: i2scmd 1 48000 100 5000000
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<NOTE> Owing to MT7628 support not only 16 bit, but 24 bit word length, and little/big Endian, please use

the following command as MT7628 12S command:

Falink IIZ2S
1d Proo
[cmd]
[cmd]

d

44100 |48000 Hz playback sampling rate
wolumn

endian fmt = 1|0 - little|big endian
nd .. guit

1. Command of “PLAYBACK” function:

Example:

16 bit/little Endian:  i2scmd 0 48000 100 16 1 </etc_ro/test_sound_16b_little.snd

16 bit/big Endian: i2scmd 0 48000 100 16 0 </etc_ro/ test_sound_16b_big.snd

24 bit/little Endian:  i2scmd 0 48000 100 24 1 </etc_ro/test_sound_24b_little.snd

24 bit/big Endian: i2scmd 0 48000 100 24 0 </etc_ro/ test_sound_24b_big.snd

2. Command of “RECORD” function

16 bit/little Endian:  i2scmd 1 48000 100 5000000 16 1

16 bit/big Endian: i2scmd 1 48000 100 5000000 16 0

24 bit/little Endian:  i2scmd 1 48000 100 5000000 24 1

24 bit/big Endian: i2scmd 1 48000 100 5000000 24 0

11.47 How to enable SPDIF function

11.47.1 SPDIF concept

SPDIF is an audio interface. So far, only MT7621 support SPDIF interface and only support “Playback” function.
MT7621 SPDIF support two data format: PCM and AC3 and support sampling rate: 22.05KHz, 24KHz, 32KHz,

44.1KHz, 48KHz. To test SPDIF, you can set the test environments as below:
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) PCM test environment:

MT7621

Put PCM sound file
from user space

SPDIF out

Output: SPDIF date
with PCM format

PC’ s sound card

S
S with SPDIF interface

S

l

Play music

° AC3 test environment:

MT7621

Put AC3 sound file
from user space

SPDIF out

Output: SPDIF date
with AC3 format

Media player which
supports AC3 decode

d.g

—_———

e

o‘

Play music

11.47.2 How to build ulmage with SPDIF enabling

1. Enter menuconfig. Choose “Kernel/Library/Defaults Selection” and select “Customize Kernel Settings”
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Eernel/Library/Defaults Selection

tize Kernel Zettings [(NEW)

2. Then, enter “Device Driver”

Device Drivers ---3

3. After entering “Device Driver”, select “Ralink SPDIF Support”:
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<*l= Ralink SPDIF Suppory

11.47.3 How to enable SPDIF command in user space application

1. Enter menuconfig. Choose “Kernel/Library/Defaults Selection” and select “Customize Vendor/User

Settings”

Kernel/Library/Defaults Selection

mize Vendor/User Settings (MEW)

2. Then, enter “Ralink Proprietary Application”

Page 190 of 205



everyday genius APSoC SDK 4.3.0.0 User’s Manual

Main Henu

Ralink Proprietary Llpplieation ---3

3. Select “SPDIF command”

Ralink Proprietary 2

Page 191 of 205



APSoC SDK 4.3.0.0 User’s Manual

11.47.4 SPDIF user command for “PLAYBACK”

Command
ordl

0 Hz

Null

own sanple; 4: 4= down =anple

nt=2] [pathname]
=pdifcmd .. . guit
#

1. Command for PCM data, 16 bit word length
spdifcmd 0 48000 16 </etc_ro/test_sound.snd
2. Command for PCM data, 24 bit word length
spdifcmd 0 48000 24 </etc_ro/test_sound.snd
3. Command for AC3 data

spdifcmd 1 48000 1 </etc_ro/test_sound.snd

11.48 How to enable Dual Image support

11.48.1 Dual Image function objective

This function is used to prevent the device from being out of use because of firmware upgrade failure.

‘11.48.2 How to configure Dual Image function

Kernel:

1. Enter menuconfig. Choose “Kernel/Library/Defaults Selection” and select “Customize Kernel Settings”

Page 192 of 205



everyday genius APSoC SDK 4.3.0.0 User’s Manual

Kernel/Library/Defaults #He

g=  (HEW)

2. Enter “Machine selection”

3. Choose “Dual Image”
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[@] Dual Image

4. Select “Flash Type” for your platform

5. Select “Flash Size” for your platform

Uboot:

1. Enter menuconfig. Choose “Dual Image”
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[*] Dual Imac (NEW)
P

2. Select “Flash Size” for your platform

11.48.3 Dual Image function flowchart

1. After enabling Dual Image function, the Flash will be split to partitions (Flash_1, Flash_2), and the size of

each partition will be the half of original Flash size.
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Flash_1
(size = X/2 MB)

Flash d>
(size = X MB)

Flash 2
(size = X/2 MB)

2. When boot up, both Flash_1 and Flash_2 will be verified to see if the partition is valid or not. If Flash_1 is
valid but Flash_2 is not, then the Kernel_Imagel will be copied to Flash_2. If Flash_2 is valid but Flash_1 is not,

then Kernel_Image2 will be copied to Flash_1. If both partitions are valid, no action will be taken.

Uboot Uboot
Config Config
RF RF
Flash 1 Flash 1
Kernel Image Kernel Imagel
copy
Flash_2 Flash_2
Kernel Image?2
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Flash_1 is valid? No Flash_2 is valid?

No Boot up failed

Yes
Yes

Copy Kernel Imagel

Copy Kernl_Image?2
to Kernel_Image2

to Kernel Imagel

No

Flash_2 is valid?

Yes

L/ Load \

"\ Kernel_Imagel /°
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11.49 How to enable NFC support

11.49.1 How to compile NFC code

a. Enable Wifi config in ‘make menuconfig’ (CONFIG_WSC_NFC_SUPPORT=y)
b. config_menuconfig ---> Proprietary Application --->
[*] NFC Service Daemon

(nfcsd will communicates with nfc middleware » nfc middleware will communicates with MT6605 driver)

[*] NFC Handover Daemon

(nfchodis communicates with nfcsd via socket > get data from MT6605 and pass to WiFi driver via ioctl)

c. linux_menuconfig --->

Device Drivers --->

Character devices --->

<M> Ralink RT2880 12C Support (CONFIG_RALINK_I2C)

[*] NFC Support (CONFIG_MTK_NFC_SUPPORT)

[] MT6605 NFC Simulation (CONFIG_MTK_NFC_MT6605_SIM)optional

Device Drivers --->

[*] Network device support --->

<*> MediaTek(R) NFC support (CONFIG_MT6605_NFC)

11.49.2 Where to buy NFC tag

Customer can buy NFC tag from below website.

http://www.amazon.com/Tags-Chip-Pack-Keychain-Bonus/dp/BO0CE6QGLU

http://search.taocbao.com/search?q=nfc+tag

Sag : Ada Chu : +886-4-2492-5298

Dynacard : Eddie Lee : +886-3-4834868

Basically, we need to use MT6595-based phone to do the test. (MeiZu phone will be MP in 2014.8.)
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11.49.3 NFC command and How to test

DUT:

MT7621 (AP) +MT6595 (Phone) + MT6605 (NFC)

N

3
\
(U 00 cz)

Step 1 : MT6595 Enable NFC, P2P mode open

A 5 ¢ a W w418 am

<* Wireless & networks

Airplane mode

Default SMS app

Tethering & portable hotspot

VPN

USB Internet

Sharing Windows PC internet via USB
cable

Step 2 : MT7621 WPS Enable

NFC >))

()

A 5 ¢ a W

€ - Y [
Allow data exchange when the phone
touches another device

P2P MODE

P2P mode

Send or receive App content

Android Beam
Ready to transmit app content via NFC

TAG MODE

Tag reading & writing

Read from or write to a tag

CARD EMULATION MODE

Card emulation
SIM1

TAP & PAY

Tap & pay

Using device to TAP & PAY as Google
wallet, credit card, etc

<o [

Web browser address http://10.10.10.254, id: admin pwd:admin

WPS Config “Enable”
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(@
LETLY ... Mok ?

®  Wi-Fi Protected Setup
open all | close all

You could setup security easily by choosing PIN or PBC method 1o 0o WI-Fi Protected Setup

WPS Current Status: icie
WPS Configured: No

WPS SSID: RalinkIintAP_786200
WPS Autn Mode WPA2.PSK
WPS Encryp Type Ags

WPS Defauit Key index 2
WPS Key(ASCH) 12345678

AP PN 77583269 [ Generate
| Reseto0B

Step 3 : MT7621 NFC Enable

Web browser address http://10.10.10.254, Administration — System Command

Command Line: nfchod -s ra0 & Apply|

Command Line: iwpriv ra0 set NfcStatus=1 |Applyi|

(es
AELEY ... Mmosasy

System Command
open all | close all

Run 8 aystem command a8 oot

System command

et Costorsms >

(Aspy | [Cancer]

PHONE: (MT6595)

Step 4 © MT6595 WPS start

On home screen tap » Key *#*#3646633#*#*
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a o

Gallery Settings

In Connectivity, select WPS NFC, make 3 items been checked (if need, please phone reboot),

then Tap NFC

A B ¢ & W A 8 ¢ a Wl

I8 wps NFC

ri_r EngineerMode

Connectivity + Enable WPS Wifi Setting

+ Enable WPS P2p Setting

FM Transmitter +' Enable NFC Wfa Certification mode

NFC(MT6605) NFC
NFC DTA
WiFi

WiFi CTIA

WiFi Display

WPS NFC

S [

select Nego. Handover, then select Enrollee(Requester)
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A BB Y v ABd B8 ¥ &l

-
I@l NFC IEI Nego. Handover

Tag Access Enrollee(Requester)
Nego. Handover Registrar(Selector)

Use different Public Key

Take MT6595(Phone) close MT7621(AP) NFC Antenna, if P2P detection please tap phone screen.

Finally, check Wi-Fi link status.

AB B ? i 4:43 am
Bt wi-Fi

SYNC-TECH

Secured with WEP

mtkemp
S ed with 802.1x

mtklab
Secured with WEP

coex_ap_g
WPS available

mtkemp-ms

mtkguest

linksys_media_a
WPS available
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11.50 How to enable AES Engine

11.50.1 AES Engine Support

AES Engine provides encryption and decryption operations with AES-CBC and AES-ECB algorithm.

11.50.2 How to enable AES Engine and Run test Program

1. Enter menuconfig. Choose “Kernel/Library/Defaults Selection” and select “Customize Kernel Settings”

2. Enter Cryptographic API then select “Testing Module”, “CBC Support”, and “ECB Support”.

ng module

3. Select “AES cipher algorithm”, “Pseduo Random Number Generation”, and

“Hardware crypto devices”.
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Cryptographic API q

Arrow keys navigate the menu. <Enterr selects submenus ---». Highlighted letters are hotkeys. Pressing <¥»
includes, <N> excludes, <M»> modularizes features. Press <Esc»<Esc> to exit, <?> for Help, </> for Search.
Legend: [*] built-in [ ] excluded <M module < > module capable

EIPEMD-128 digest algorithm
EIFPEMD-160 digest algorithm
EIPEMD-256 digest algorithm
EIFEMD-320 digest algorithm

SHARL digest algorithm

SHAZZ4 and SHAZSA digest algorithm
SHAR384 and 3HAS1Z digest algorithms
Tiger digest algorithms

Mhirlpool digest algorithms

*EFE CiDhEIS HEE

AES cipher algorithms

Znubis cipher algorithm

ARC4 cipher algorithm

Blowfish cipher algorithm

Camellia cipher algorithms

CASTS (CAST-128) cipher algorithm
CRSTE [(CAST-256) cipher algorithm
DES and Triple DES EDE cipher algorithms
ECrypt cipher algorithm

Ehazad cipher algorithm

SEED cipher algorithm

Serpent cipher algorithm

TER, XTEA and XETA cipher algorithms
Twofish cipher algorithm

#EF Compression #%#

< > Deflate compression algorithm

< > Zlib compression algorithim

< > LZO compression algorithm

#%% Random Number Generation **%
Fseudo Random

Ha e C

AAA A A A A A A
VMOV Y Y Y Y Y Y Y

s+
|

A A A A A A A A A A AT
WONWONONN W N NN Y Ny

4. Enter “Hardware crypto devices”, select “Support for MeidaTek AES Engine”.

Hardware crypto devices

Arrow keys navigate the menu. <Enter> selects submenus —--->. Highlighted letters are hotkeys. Pressing <¥»>
includes, <N excludes, <M» modularizes features. Press <Escr<Escr to exit, «<?> for Help, </» for Search.
Legend: [#] built-in [ ] excluded <M> module < > module capable

Hardware crypto devices

5. Run AES Engine Driver and Kernel Test Module:
#insmod mtk_aes b=16
# insmod tcrypt mode=200

Then test result will show the performance of aes-cbc and aes-ecb.

insmod tcrypt mode=200

esting speed of ecb(aes) encr
est bit 1l operation in 22 usec (64 bytes)
1 operation in 22 usec (2
1 operation in 22 usec (1024
1 operation in 44 usec (4096
1l operation in_ 120 usec (16384
operation in 22 usec (&4
operation in 22 usec
operation in 22 usec (1
operation in 44 usec (4096 bytes)
1l operation in_ 130 usec (16384 bytes)
1l operation in 22 usec (64 bytes)
1 operation in 22 usec (256 bytes)
operation in 22 usec (1924 bvytes)
operation in 44 usec (4096 bytes)
1l operation in 1480 usec (16384 bytes)

O ==

O—~—=00—0000~00T

]
OCO0=00=—000=—00O0

[T
e

(128
(128
(128
(128
(128
(192
(192
(192
(192
(192
(25
(25
(25
(25
(25

=
=
e
e
b
=
e
e

==000000AAQQ0 AR
QOOAFOOAVOQONALNQ
O0FDUAAN wwm A i
oyl SN T RSTERE T N T RS TT

[T T IR
[T

2
1
2
3
a
="
[=]
=]
8
=
1
1
1
1
1

6. Build OpenSSL:
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Edit source/user/Makefile

Add this line:

dir_y += openssl-1.0.1f

7. Run OpenSSL with AES Engine:
#insmod mtk_aes b=16

#insmod cryptodev

#mdev —s

#openssl speed -evp aes-256-cbc -elapsed -engine cryptodev

speed -evp aes- bc ed -engine crypto
can’t open config Flle /usr/local/ssl/openssl cnf
engine "cryptodev" set.
have chosen to measure elapsed time instead of user CPU t
Doing aes-256-cbc for 3s on 16 size blocks: 140259 aes-256- cbc 5 in 3.
Doing aes-256-cbc for 3s on 64 size blocks: 1408034 aes-256-cbc’s in 3.0
Doing aes-256-cbc for 3s on 256 size blocks: 139504 aes-256-cbc's in 3.01s
Doing aes- -256-cbc for 3s on 1024 size blocks: 137592 aes-256-cbc’s in 3.00s
aes- 256 cbe for 3s on 8192 size blocks: 3610@ aes-256-cbc’s in 3.01s
1f 6 Jan 2@14
Mon Mar 31 13:33:86 CST 2014

-ptions:Bn(64 32) rcdlptr,char) des(idx,cisc, 16, long) aes(partlal) idea(int) blowFish( tr)
ompiler: /opt/bu11droot gcc342/b1n/m1p5e1 llnux gcc -02 -fol -frame-pointer -pipe -Dlinux -D__linux -D
ix -DEMBED —I/home/qwertlperforce/ws _qw chin_temp/WIFI_ SOC/TRUNK/R 288x SDK/source/lLb include -1-/Romesq

ert/BerForce/ws awe in_temp/WIFI SOC/TRUNK/ETZBSx _SDK/sourc PIC -DOPENSSL_PIC —DOPENSSL THREADS -D
ATI -DDS0, ULFCN —DHAVE DLFCN_H =DHAVE_CRYPTODEV =DUSE CRYPTODEV _DIGESTS DTEFMI -03 -fomit-frame-poi
er -MWa

he ’'numbers’ are in 10P@ds of bytes per second processed.

ype & es 64 bytes 256 bytes 1024 bytes 8192 bytes
pes -256-cbe 748. 05k 2987.3% 11864. 7%k 46964 . 74k 98249.57k
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