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1.0 Document Revision History

Initial Version:

Unique Identifier for Initial Version Date of Initial Document Version
V01 150CT2009
Revisions:
Unique Date of the
Identifier for Document L . . .
this Revision Revision Significant Changes from Previous Authorized Version
11 06-Nov-2009 Add a troubleshooting issue correction
2.0 08-Mar-2011 Modify content to match single sign-on and ePortal integration
2.1 28-Mar-2011 Add entrust L1C certificate import
2.2 05-May-2011 Cosmetic changes
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1.0 Purpose and Intended Usage

This document intends to describe JReview access procedure and connectivity setup.
JReview is a java based application which connects securely through the Internet.
Application users are expected to have been trained on the JReview usage and functionalities.

2.0 Requirements, Abbreviations & Conventions

2.1 Requirements

End User computer requirements:

Any Windows / Macintosh / Unix computer with graphical interface
Windows Internet Explorer or Firefox or Safari Internet Navigator
Printer (network or local)

Java Run-Time Environment (JRE) version 1.5.05 at minimum
Internet access with HTTPS (SSL port 443) enabled

2.2 Abbreviations

JReview: Patient data analysis software allowing the generation of reports, graphics and data grid of clinical
patient data stored in Oracle Clinical or/and SAS from Integrated Clinical Systems.

ePortal: Quintiles Data Management portal platform sharing study specific information or application at
link: https://eportal.quintiles.com/

JRE: Java runtime Environment, the java runtime application which need to be installed on the computer.
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3.0 Procedures for System Use

To access Quintiles JReview platform, your computer must comply with technical requirements listed in

previous chapter.

Access to Quintiles JReview application is available through a link from Quintiles Data Management
platform Portal (ePortal) web site at URL: https://eportal.quintiles.com

Figure 1 — login button

2| x| | Feats

-

Figure 2 — Authentication page

You are trying to open a secured web page
Enter your Single Sign-On user name and password to sign in

User Name H |

Password | |

—

On main ePortal page, you will need to logon the web site, select the “Login” link which is available from
the main page (figure 1). Once the username and password which has been given initially by email are enter
in the authentication page (figure 2), you will need to select through the ePortal navigation area the
Application page (figure 3) and select the external application link relevant to your Oracle database. This
information should have been provided at the time your username and password emails have been received.
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Figure 3 — Application list

Home

G ‘W Quuntiles ePortal

Global News

List of available external applications

Special Features

IBM Cracle Clinical 4.5.3 OCD24

IBM Cracle Clinical 4.5.3 OCP24
IBM Cracle Clinical 4.5.3 OCP25
zite Qualification IBM ROC Production OCD24
IBM RDC Producticn OCP24
IBM RDC Production OCP25
Oracle RDC & Applications IBI RDE Test OCD24
IBM ROC Test DCP24
IBM ROC Test CP25
Lost User |dentifiers? G 5TR Oracle Clinical 4.0.3 OCP12
G 5TR Oracle Clinical 4.0.3 OCP13
G 5TR Oracle Clinical 4.5.1 OCP21
Change Password G STR Oracle Clinical 4.5.1 OCP22
G 5TR Oracle Clinical 4.5.1 OCP23
G 5TR Oracle Clinical 4.5.3 OCP26
Lega| Disclaimer G 5TR Oracle Clinical 4.5.3 OCTRAIN
IBM 5AS5 Information Delivery Portal

JRewview OCP23

JReview OCPZ5

List of available ePortal applications

JReview (Sponsor)

The JReview application will then start automatically without the necessity to provide any additional
information.

In the case your password is expired or a relative long time is taken to launch the application, you may need
to reconnect the ePortal platform or you may receive the following JReview authentication window, which is
requesting some connectivity parameters. Those should be provided automatically, if it’s not the case, please
review your initial account notification emails or contact Quintiles helpdesk.
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Figure 4 — JReview application authentication

B JReview Server LOGON X
Database UserID: [] Authoring Mode
500045897 | =
Database Password:
Database Server: JReview client wer 9.1.1
35L mode
FRSTRWDOO0ZT0: OCF2S ~| oot (&) AO00-GR0E
-5 Server: Integrated Clinical Systems, Inf
FRSTRWDOOOZ70 ~| [=>> Advanced |

Example:
Database UserID: M0042345 (Enter your IReview or ePortal username)
Database password: qwerty12 (Enter your IReview or ePortal password)

Database Server: FRSTRWDO000270:0CP23  (** OCPxx is the database name)
SAS Server: FRSTRWD000270

** QCPxx is your Oracle database name i.e. OCP23 and have been provided in your JReview account
notification mail.

Once connected, you should be able to display JReview main page as showed in figure 2.

Figure 2 — JReview main page
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4.0Support & Troubleshooting

4.1 JReview First time installation

The first time you will access the JReview application, there are set of steps that are required to enable the
application to run.

Step 1:

Windows users may be guided through installation of the Sun Java Plug-in (if not already present).
User should visit JReview Support Page available in the Quintiles Oracle & Applications sub page of
Quintiles ePortal page.

JRE is available from SUN or from Quintiles at: https://eportal.quintiles.com/JReviewHome/jre-6ul6-
windows-i586-s.exe

Step 2:

JReview support files will then be downloaded and installed as described in this User Guide. Windows
users need to have user rights to install local programs to install the Java Plug-in. You should not need local
administrator rights after initial install process.

Figure 3 — Optional warning of local computer Java Runtime Environment (JRE) version

Warning..

' This version of JR.eview is considered validated under JRE/IVM versions 1.5.0_06,1.6.0_13,1.6.0_16
. Your browser is running JREfIVM 1.6.0_11. Meither ICS or your JReview Administrator has dedared
JReview validated under this JVM. Only continue if intent is to TEST JReview under this JRE/IVM.

Figure 4 — JReview java file download

Perform JReview Setup Query Message

Step 3:

First-time (& yearly thereafter) JReview users will be presented a Java Security Dialog. Users should
confirm that “Integrated Clinical Systems, Inc.” singed the applet and Grant Always (or Always Trust) the
JReview applet or application (similar to following)

Figure 5
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X

Warning - Security

The application’s digital signature has an error. Do you / ' \
want to run the application?

Name: JReview
Publisher: Integrated Clinical Systems Inc.

From: https: f/portal.gstr. quintiles.com

Always trust content from this publisher.:

l._.-._.l The digital signature was generated with a trusted certificate but has

N expired. More Information...

Warning:
Users should have read/write access to the JRE Java certificate store file located typically at following
location (for JRE version 1.6, default installation settings):

C:\Program Files\Java\jre6\lib\security\cacerts
In case of any issues using JReview, please find following troubleshooting process:

1. Verify that your Internet access is alive and can reach Quintiles Data Management ePortal on the Internet.
Use Internet Explore and browse: https://eportal.quintiles.com/

2. Verify that your computer has a Java Runtime Environment (JRE)

3. Make sure that your firewall has enable https traffic (port 443) out to Quintiles site

Note that the JReview SSL encrypted protocol is a session protocol and customer’s firewalls should
allow session open.
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4.2 Java Applet downloads issues

Once Java Runtime Environment (JRE) has been installed and you connect the first time JReview, you may
encounter the following error message:

Figure 6:
Warning. x|

! } Error during server support or chent JAR file (JCSupport. jar) buffer assigriment|

This error is due to a local computer security right not granted to the current user.

Make sure you have a read and write access in the C:\Program Files\Java\jre6\lib\applet directory where
JREG directory is your current Java Runtime Environment version.

4.3 Java Certificate

To enable secured connectivity between the user computer that’s run the JReview application end the
JReview server which contains the data and reports, the user computer must have certificates that are use to
establish a secured connection.

Figures 7a & 7b:
T R — S varing x|

'E Failure in main Login loop. e:Found host jreviews. gstr.quintiles.com, but
L]

1] E F.ound =t ]rewewS.qstr.qulntlles.c.om, e cannoF ESta‘_jHSh connx.ectlon ) cannot establish conmection [javax.net,ssl,.551HandshakeException: sun.security,
. [javax.met.ssl.55LHandshakeException: sun.security, validator, YalidatorException: el e st (R et Bkl Gl e Sz s@iler,

PKIx path building Failed: sun.security. provider.certpath. SunCertPathBuilderException: certpath, SunCertPathBuilderExcaption: unable to find valid certification
unable to find walid certification path to requested karget] path to requested target]

Start / control Panel /Java

Certificates

Flgu re 8 Use certificates ko positively identify yourself, certifications, authorities,
- - and publishers,
Certificates, ..
Fl
lava
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Figure 9:
Certificate type:  [secure Site Ca P
Issued To Issued By
America Online Roak Certification Authority 2 |America Online Root Certification Authority 2| A

SwissSign Silver CA - G2

SwissSign Silver CA - G2

QuoVadis Fook Certification Autharity

Quaovadis Root Certification Authariky

SECOM Trusk Sysktems CO, ,LTD, Security Ca...

SECOM Trust Swstems CO, ,LTD. Security Ca,..

Equifax Secure Global eBusiness CA-1

Equifax Secure Global eBusiness CA-1
N saldas i

rea el
Entrust.met Certification Authorﬁﬂm’>
Thawte Personal Freemail Ca
thawte Primary Root CA - G3
GTE CwberTrust Global Root

Entrust Certification Autharity - L1C

Thawke Personal Freemail Ch
thawke Primary Fook C4 - G3
GTE CyberTrust Global Rook

Close

Open a command prompt, extract the EntrustCertificationAuthority-L1C.crt in a temp directory and type the
following command:

"C:\Program Files\Java\jre6\bin\keytool" -import -trustcacerts -file EntrustCertificationAuthority-L1C.crt -
storepass changeit -alias EntrustCertificationAuthority-L1C -keystore "C:\Program
Files\Java\jre6\lib\security\cacerts."

The cacert file can be downloaded from Quintiles eportal web site at https://eportal.quintiles.com

4.4 JReview Password Change

JReview is using Quintiles Data Management portal identity repository and password changes/reset should
be performed through the ePortal interface at link: https://eportal.quintiles.com/ then select “Lost User
Identifiers?”” Sub page.

If the JReview application does not start or you encounter error message referencing a username or password
issue, please try to change your JReview password as the application is not managing well the password pre-
expiration during the password change grace period.
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Contact Information:

If you encounter a problem for which there is no solution in the Troubleshooting section, call Quintiles
helpdesk if you’re a Quintiles registered customer or for internal Quintiles users call Service Desk by phone
at: +353 1 819 5595 or email at: servicedesk.it@quintiles.com

Application referenced: QSTR IReview
Support Group: QFRA Oracle
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