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Installing and Using Moxa Proactive
Monitoring

The following topics are covered in this chapter:

O Installing Moxa Proactive Monitoring

» Installation Steps

» Starting or Stopping the Moxa Proactive Monitoring Daemon
O Monitoring System Status

» How to display the Moxa Proactive Monitoring UI

» How to use the Moxa Proactive Monitoring UI

» Customizing Your Own Monitoring Items
O Setting the System Alarm

» Changing Alarm Settings

» Performing an Alarm Action
» Stopping an Alarm Action
>

Testing an Alarm Action
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Installing Moxa Proactive Monitoring

Installation Steps

1. Upload mxpromon_1.0.0_amdé64.deb to the target machine.

2. Type the following command to install Moxa Proactive Monitoring:

root@Moxa:~# dpkg -i mxpromon_1.0.0_amd64.deb

Starting or Stopping the Moxa Proactive Monitoring Daemon

The Moxa Proactive Monitoring daemon pro_mond executes in the background when the system boots up,
and then continuously monitors the status of the target machine. It logs alarm messages and performs alarm
actions, if these features are activated. Take the following steps to stop or start the daemon.

How to stop the daemon

Type the following command to stop the daemon:

root@Moxa:~# /etc/init.d/pro mond stop

How to start the daemon

Type the following command to start the daemon:

root@Moxa:~ # /etc/init.d/pro mond start

How to restart the daemon

Type the following command to restart the daemon:

root@Moxa:~ # /etc/init.d/pro mond restart

How to prevent the daemon from executing on boot up

If you don’t want to execute the daemon when the system boots up, use the following command to turn it off:

root@Moxa:~ # insserv -r pro _mond

How to force the daemon to execute on boot up

If you want to execute the daemon when the system boots up, use the following command to turn it on:

root@Moxa:~ # insserv pro_mond
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Monitoring System Status

NOTE We suggest using full screen viewing to display the Moxa Proactive Monitoring user interface. Note: You cannot
execute more than one instance of the Moxa Proactive Monitoring application at the same time.

How to display the Moxa Proactive Monitoring UI

Use the following command to display the Moxa Proactive Monitoring user interface:

root@Moxa:~ # pro_mon

How to use the Moxa Proactive Monitoring Ul

Four system status items will be displayed at the same time. To display other system status items, use your
keyboard’s <Page Up> or <Page Down> buttons to scroll up or down to the next page of status items.

7P 19216831132 - PuTT BN~

[ Moxa Proactive Monitoring ] -

Memory [OH] Disk[ON] Mainboard [ON] Serial [ON] Hetwork [OH] Setting

m

<PgUp>[1/2]<PgDn I
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NOTE If garbage characters appear in the UI screen, as illustrated in the following screenshot, you may be able to
rectify the situation by changing your computer’s "Remote character set” from UTF-8 to a different encoding
(ISO-8859-1, for example), and then restarting pro_mon (see the previous section).

[ Moxa Proactive Monitoring ] -

Memory [ON] Disk[ON] Mainboard [ON] Serial [ON] Hetwork [ON] Setting

qIqaIIIqaIqq qqaqaq qIaaqIqa qqaqaq
1 ggggggaggaggadadgagadgagadagadaagadaagagaagagaggagaggk

magaoaagaagaaaadgaagagaagaaaagadaagaagadaagadaaaagadagaimggaaaagaaaaaaagaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaada

gad]
<E >[1/2]<PgDn I

@ PuTTY Reconfiguration l [t
Category:
- Sgssion Options controlling character set translation

Logging

- Character set translation
T gm:nal Remote character set:
oard emote character set:

Bell | v

Features {Codepages supported by Windows but not listed here,
= Window such as CP866 on many systems, can be entered

Appearance manually)

Behaviour

- Treat CJK ambiguous characters as wide

Selection Caps Lock acts as Cyrilic switch

- Colours Adjust how PuTTY handles line drawing characters |

=) Connection

- SSH Handling of line drawing characters:
@) lse Unicode line drawing code points
Poor man’s line drawing (+, - and [}
Font has ¥Windows encoding
‘ Use fort in both ANSI and OEM modes
‘ Use font in OEM mode only

Copy and paste line drawing characters as lgqgk

Apply ] | Cancel
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Customizing Your Own Monitoring Items

1. You can select your own system status to display in the UI window by turning on or off the status of different
monitoring items. For example, if you don’t want to show the CPU and memory status, you can turn off
these features by pressing <space> or <Enter> on your computer’s keyboard.

192.168.31.132 - PuTT) [ 5 [

[ Moxa Proactive Monitoring ] -

Di=sk[ON] Mainboard[0ON] Serial [ON] Network[ON] Setting

m

I

2. Furthermore, you can customize which items in each monitoring status category will be displayed. For
example, if you don’t want to see the CPU usage of each core, you can turn it off. To achieve this, select
Setting and then press <Space> or <Enter> to enter the settings page.

#2 192.168.31.132 - PuTT) oo T e

[ Moxa Proactive Monitoring ] -

CPU[ON] Memory [ON] Disk[ON] Mainboard[ON]  Serial [ON]

[ Moxa Proactive Monitoring Setting Page ]

Memory Disk Mainboard Serial Network Setting Informatcion

Total Usage [Show] CEU Total Usage Alarm[Disable]
Logic Count [Show] CEU Temperature Alarm[Disable]
Core0 Usage [Show]

Corel Usage[Show]

Temperature [Show]

Voltage [Show]

m

<BgUp>[1/2]<PgDn. I
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3. Choose which CPU items will be displayed, and which will be hidden.

o2 1oe31 152 P Py

[ Moxa Proactive Monitoring ]

CEU[ON] Memory [ON] Di=k[ON] Mainboard[ON] Serial [ON] HNetwork[ON]

[ Moxa Proactive Monitoring Setting Page |

Disk Mainboard Serial Hetwork Setting Information

CPU Total Usage Alarm[Disable]
Logic Count [Show] CPU Temperature Alarm[Disable]
Core0 Usage [Show]
Corel Usage[Show]
Temperature [Show]
Voltage [Show]

<Save> <Cancel>

<PgUp>[1/2]<PgDn

4. For example, as shown below, you can turn off CPU Usage, and then press <Tab> to switch to the save
menu to save the setting.

192.168.31.132 - Pul

[ Moxa Proactive Monitoring ]

CPU[ON] Memory [ON] Disk[ON] Mainboard[ON] Serial [ON] Hetwork[ON]

[ Moxa Proactive Monitoring Setting Page ]

Disk Mainboard Serial Network Setting Information

Total Usagdg i 1 Usage Alarm[Disable]
Logic Count erature Alarm[Disable]
Core0 Usagqg i Saving...
Corel Usagdq
Temperaturyg
Voltage [Shd

<Cancel>

<BgUp>[1/2]<EgDn
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5. Press <Esc> to return to the previous page. The CPU status will be updated in accordance with your
selection.

192.168.31.132 - PuTT) [ 5 [

[ Moxa Proactive Monitoring ] -

CEU[ON] Memory [ON] Di=sk[ON] Mainboard[0ON] Serial [ON] Network[ON]

m

I

Setting the System Alarm

Take the following steps to configure the system alarm settings.

Changing Alarm Settings
1. Click Setting.

#2 192.168.31.132 - PuTT) oo T e

[ Moxa Proactive Monitoring ] -

CPU[ON] Memory [ON] Disk[OH] Mainboard[ON] Serial [ON] Hetwork[ON]

[ Moxa Proactive Monitoring Setting Page ]

Memory Disk Mainboard Serial Network Setting Information

Total Usage [Hidden] CPU Total Usage Alarm[Disable]
Logic Count [Show] CPU Temperature Alarm[Disable]
Corel Usage [Hidden]

Corel Usage [Hidden]

Temperature [Show]

Voltage [Show]

m

<BgUp>[1/2]<PgDn: I
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2. Click the CPU item under [Moxa Proactive Monitoring Setting Page] under Alarm, located near the
middle of the page, and then configure the alarm settings here to monitor the system status and perform
the alarm action when the system status is over the threshold value of the alarm settings.

(7 FEREE Py

[ Moxa Proactive Monitoring ] -

CEU[ON] Memory [ON] Di=k[ON] Mainboard[ON] Serial [ON] HNetwork[ON]

[ Moxa Proactive Monitoring Setting Page ]

Disk Mainboard Serial HNetwork Setting Informacion

Total Usage[Hidden]
Logic Count [Show] CPU Temperature Alarm[Disable]
Corel Usage[Hidden]
Corel Usage[Hidden]
Temperature [Show]
Voltage [Show]

<Save> <Cancel>

<PgUp>[1/2]<PgDn.

3. To configure the alarm settings, press <Space> or <Enter> to turn on the alarm. The following example
shows the CPU Temperature alarm setting.

NOTE When you turn on the alarm option, by default the log message option will also turn on. If you don’t want to turn
on the log message option, you can turn it off yourself.

[\ FEREE Py

[ Moxa Proactive Monitoring ] -

CEU[CH] Memoxry [ON] Disk[ON] Mainboard[ON] Serial [ON] Hetwork [ON]

[ Moxa Proactive Monitoring Setting Page ]

Disk Mainbkoard Serial Hetwork Setting Information

Total Usage[Hidden] CPU Total Usage Alarm[Disable]

Logic Count [Show] C Temperature Alarm

Corel Usage[Hidden] Upper Threshold{ 0 Degrees C ) [Disable]
Corel Usage[Hidden] Lower Threshold({ 0 Degrees C ) [Disable]
Temperature [Show] Perform Rlarm Action[Disable]

Voltage [Show] Log Message[Enable]

<Save> <Cancel>

<PgUp>[1/2]<PgDn
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4. After turning on the CPU Temperature alarm, you need to set the threshold value. For example, you can
select the upper threshold item and press <e> to edit the upper threshold value of CPU Temperature as
10°C and then press <Space> or <Enter> to enable this option. In this case, when the CPU Temperature
exceeds 10°C, the info on the window will change to red, and the alarm will be logged into the log file.

[ Moxa Proactive Monitoring ] -

CEU[ON] Memory [ON] Di=k[ON] Mainboard[ON] Serial [ON] HNetwork[ON]

[ Moxa Proactive Monitoring Setting Page ]

Disk Mainboard Serial Hetwork Setting Information

Total Usage[Hidden] able]
Logic Count [Show] Please, key in a wvalue (-50 ~ 200)degrees C ble]
Corel Usage[Hidden]
Corel Usage[Hidden] 10 eezs C ) [Disable]
Temperature [Show] sable]

Voltage [Show] m <Cancel>

Press <e> to edit the wvalue.

<Save> <Cancel>

<PgUp>[1/2]<PgDn

5. Next, press <Tab>, and then press <Space> or <Enter> to save your setting.

192.168.31.132 - Pul

[ Moxa Proactive Monitoring ]

CPU[ON] Memory [ON] Disk[ON] Mainboard[ON] Serial [ON] Hetwork[ON]

[ Moxa Proactive Monitoring Setting Page ]

Disk Mainboard Serial Network Setting Information

Total Usage [Hidden] 1 Usage Alarm[Disable]

Logic Count [Show] erature glsh el

Corel Usage [Hidden] Saving... Threshofd( 10 Degrees C ) [Enable]
Corel Usage[Hidden] Threshow
Temperature [Show] m Rlarm Action[Disable]

Voltage [Show] ssage [Enable]

Press <e> to edit the value.

<Cancel>

<BgUp>[1/2]<PgDn:
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6. Continuing with the previous example, if the CPU temperature exceeds 10°C, the CPU Temperature will be
highlighted in red, and the alarm will be logged in the log file. The log file path is:

/var/log/pro_mon/[date]_pro_mon_log

-
& 19216831132 - PuTT'

[ Moxa Proactive Monitoring ] -

CPU[ON] Memory [ON] Disk[ON] Mainboard[ON] Serial [ON]

T Temp

m

<PgUp>[1/2]<PgDn I
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Performing an Alarm Action

1. If you want to perform the alarm action when the alarm occurs, check the Perform alarm action item,

turn it on, and then save this setting.

192.168.31.132 - Pull

[ Moxa Proactive Monitoring ]

CEU[ON] Memory [ON] Di=k[ON] Mainboard[ON] Serial [ON] Network[ON]

[ Moxa Proactive Monitoring Setting Page ]

Memory Disk Mainboard Serial Hetwork Setting Information

Total Usage[Hidden] CPU Total Usage Alarm[Disable]

Logic Count [Show] CPU Temperature Alarm[Enable]

Corel Usage[Hidden] Upper Threshold( 10 Degrees C )} [Enable]
U Corel Usage[Hidden] - - - . == [Disable]

Temperature [Show] Perform RAlarm Action[Enable]

Voltage [Show] - e sl

<PgUp>[1/2]<PgDn I

2. After you save the setting, Moxa Proactive Monitoring will perform the alarm action when the alarm occurs.
You can edit /sbin/mx_perform_alarm to change the alarm action.

The script will set the first digital output to high in the default setting.

root@Moxa:~# vi /sbin/mx perform alarm
#!/bin/sh

mx dio control -s 1 -n 1

NOTE If there is a relay on the device, the script will turn on the relay in the default setting.
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Stopping an Alarm Action

1. To stop an alarm action, select setting and then click the terminate alarm action item to stop the alarm.

NOTE If the alarm action is triggered, it will run nonstop until you press the terminate alarm action to stop it, even if

the item returns to normal status.

[ Moxa Proactive Monitoring ]

CPU[ON] Memory [ON] Disk[ON] Mainboard[ON] Serial [ON] Hetwork[ON]

[ Moxa Proactive Monitoring Setting Page ]

Memory Disk Mainboard Serial Network Informacion

Scan Interval({ 10 Secs )

Terminate Alarm Action

Terminate Alarm Action

<Save> <Cancelx>

m
—

<PgUp>[1/2]<PgDn. I

2. Terminating an alarm action will execute the /sbin/mx_stop_alarm file. You can edit
/sbin/mx_stop_alarm to change the stop alarm action.

The script will set the first digital output to low in the default setting.

root@Moxa:~# vi mx_ stop alarm
#!/bin/sh

mx dio control -s 0 -n 1

NOTE If there is a relay on the device, the script will turn off the relay in the default setting.
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Testing an Alarm Action

If you want to test the /sbin/mx_perform_alarm and /sbin/mx_stop_alarm features, you can click the
test alarm action to test it. It will execute /sbin/mx_perform_alarm for 3 seconds and then execute
/sbin/mx_stop_alarm.

[ Moxa Proactive Monitoring ] -

CPU[ON] Memory [ON] Disk[ON] Mainboard[ON] Serial[ON] Network[ON]

[ Moxa Proactive Monitoring Setting Page ]

Disk Mainboard Serial Network Set Information

Scan Interval( 10 Secs )

Test Alarm Action for 3 sec

<Saver <Cancel>
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Moxa Proactive Monitoring API

An example of using the Moxa Proactive Monitoring API is stored in the folder mx_pro_mon. Refer to the
sample code to learn how to apply the API functions described in this chapter.

The following topics are covered in this chapter:

O API Functions
O API Return Value Table
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API Functions

Function int get_average_cpu_usage(double *value)
Description Obtain the average CPU utilization of the system.
Input <value> The variable used to save the average CPU utilization of the system.
Output <value> The CPU utilization of the system.
Return Refer to the return value table.
Function int get_cpu_count(int *value)
Description Obtain the number of CPU cores in the system.
Input <value> The variable used to save the number of CPU cores.
Output <value> The number of CPU cores.
Return Refer to the return value table.
Function int get_cpu_usage(int index, double *value)
Description Obtain the specified CPU core utilization.
Input <index> CPU number (0, 1, 2, 3 ...)
<value> The variable used to save the CPU core utilization.
Output <value> The specified CPU core utilization.
Return Refer to the return value table.
Function int get_mem_total_size(double *value)
Description Obtain the system’s total memory size.
Input <value> The variable used to save the total memory size.
Output <value> The system’s total memory size.
Return Refer to the return value table.
Function int get_mem_usage(int *value)
Description Obtain the memory utilization of the system.
Input <value> The variable used to save the memory utilization.
Output <value> The memory utilization.
Return Refer to the return value table.
Function int get_mem_avail_size(double *value)
Description Obtain the available memory size in the system.
Input <value> The variable used to save the available memory size.
Output <value> The available memory size.
Return Refer to the return value table.
Function int get_uart_count(int *value)
Description Obtain the number of UART in the system.
Input <value> The variable used to save the number of UARTSs.
Output <value> The number of UARTSs.
Return Refer to the return value table.
Function int get_uart_status(int index, int *value)
Description Obtain the specified UART status. (0) UART port is free, (1) in use
Input <index> UART port (0, 1, 2 ...)
<value> The variable used to save the specified UART status.
Output <value> The specified UART status. (0) UART port is free, (1) in use
Return Refer to the return value table.
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Function int get_eth_count(int *value)
Description Obtain the number of Ethernet ports.
Input <value> The variable used to save the number of Ethernet ports.
Output <value> The number of Ethernet ports.
Return Refer to the return value table.
Function int get_eth_speed(int index, int *value)
Description Obtain the specified Ethernet port speed.
Input <index> The specified Ethernet port number (0, 1, 2 ...)
<value> The variable used to save the specified Ethernet port speed.
Output <value> The specified Ethernet port speed.
Return Refer to the return value table.
Function int get_eth_link(int index, int *value)
Description Obtain the specified Ethernet port link status.
Input <index> The specified Ethernet port number (0, 1, 2 ...)
<value> The variable used to save specified Ethernet port link status.
Output <value> The specified Ethernet port link status.
Return Refer to the return value table.
Function int get_eth_usage(int index, int *value)
Description Obtain the specified Ethernet port utilization.
Input <index> The specified Ethernet port number (0, 1, 2 ...)
<value> The variable used to save the specified Ethernet port utilization.
Output <value> The specified Ethernet port utilization.
Return Refer to the return value table.
Function int get_eth_link(int index, int *value)
Description Obtain the specified Ethernet port link status.
Input <index> The specified Ethernet port number (0, 1, 2 ...)
<value> The variable used to save the specified Ethernet port link status.
Output <value> The specified Ethernet port link status.
Return Refer to the return value table.
Function int get_disk_total_size(char *diskpath, double *value)
Description Obtain the specified disk size.
Input <diskpath> The specified disk location path
<value> The variable used to save the specified disk size.
Output <value> The specified disk size.
Return Refer to the return value table.
Function int get_disk_avail_size(char * diskpath, double *value)
Description Obtain the amount of storage space available on the specified disk.
Input <diskpath> The specified disk location path
<value> The variable used to save the amount of storage space available on the specified disk.
Output <value> The amount of storage space available on the specified disk.
Return Refer to the return value table.

2-3



Moxa Proactive Monitoring Moxa Proactive Monitoring API

Function int get_disk_usage(char *diskpath, double *value)
Description Obtain the specified disk utilization.
Input <diskpath > The specified disk location path.
<value> The variable used to save the specified disk utilization.
Output <value> The specified disk utilization.
Return Refer to the return value table.
Function int get_device_name(unsigned char *value)
Description Obtain the device name of the platform.
Input <value> The variable used to save the device name of the platform.
Output <value> The device name of the platform
Return Refer to the return value table.
Function int get_bios_ver(unsigned char *value)
Description Obtain the bios version.
Input <value> The variable used to save the bios version.
Output <value> The bios version.
Return Refer to the return value table.
Function int get_ser_num(unsigned char *value)
Description The get_ser_num function is used to obtain the device serial number.
Input <value> The variable used to save the device serial number
Output <value> The device serial number
Return Refer to the return value table.
Function int get_pwr_status(int port, int *value)
Description Obtain the power supply status.
Input <port> The power supply number (0, 1 ...)
<value> The variable used to save the status of the power supply.
Output <value> The status of the power supply.
Return Refer to the return value table.
Function int set_relay(int port, int value)
Description Set relay status by the input value (0) off (1) on.
Input <port> relay port (0, 1 ...)
<value> set status: (0) off, (1) on
Output None
Return Refer to the return value table.
Function int get_milli_volt(int index, unsigned int *value)

Description Obtain the specified device voltage by index.

Input < index> The Voltage type: (0) CPU, (1) Memory, (2) Mainboard
<value> The variable used to save the specified device voltage.

Output <value> The specified device voltage.
Return Refer to the return value table.
Function int get_temperature(int index, unsigned int *value)
Description Obtain the specified device temperature.
Input < index> The Voltage type: (0) CPU, (1) System
<value> The variable used to save the specified device temperature.
Output <value> The specified device temperature.
Return Refer to the return value table.
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API Return Value Table

value Meaning

0 The operation has completed successfully.

-100 The parameter is invalid.

-101 The command popen failed to run. Unable to open the process.
-102 The command pclose failed to run. Unable to close the process.
-103 The system cannot open the device node.

-104 The system cannot close the device node.

-105 The IOCTL call made by the application program is not correct.

-106 Could not load the ini file.

-107 The source command was not found in the sh shell.

-108 The system cannot find the ini key.

-200 The system cannot get the device name.

-201 The system cannot get the sensor value.

-202 The system cannot get the BIOS version.

-203 The system cannot get the serial number.

-204 This system does not support relay.

-205 This system does not support power indicator.

-300 Failed to get Ethernet port status.
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