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SSLVPN SOP i inotera

- d .

Software On Demand Token
To replace hardware Token for IMI SSLVPN logon authentication from
2010/06/24
Token no. is delivered by Short Message Service or IMI e-mail account.
Each colleague can keeps 2 sets of Phone no. and 1 IMI e-mail account for
Token no. receive when logon process.
Each Token no. effective time is 15 minutes.
Group users need to use public account to logon SSLVPN.

PIN no. is 4 numeric with personal birthday for personal user and dept no.
for group user.

Before you start use SSLVPN with Software On Demand Token

1 - Please confirm that already got SSLVPN permission with formal application.
2 ~ Your private computer can access Internet well.

3 ~ Please follow recent SSLVPN SOP to install agents and configure security setting.
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SSLVPN SOP inotera

1. Preparations

1-1 Check internet service.

1-2 Enable ActiveX component.
2. Install components

3. Login SSL VPN website
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1-1 Check internet service ¢l inotera

Please check you can access internet in your environment, if itworks please skip this step to 1-2.
If you take IMI laptop,please disable proxy first.

® Tools-> Internet Option -> Connections -> LAN Settings
® Proxy Server -> Disable.

/3 Inotera Intranet Portal - Microsoft Internet Explorer =|0|x{

File Edt View Favorkes | Took Help ‘ >
et o L% 2 Ml andHews (| T—— S »

Qe - ©) - (%] |4 ol i @‘ Gl -

Auddress ] hitp:ffnwn.iroters  Manags fidd-ons.., e [unks >

BT B vchonieis -_-rl =
ﬁﬁﬁﬁ . Al Internet Options 7]

MY oternet Optians. . E
Departri System ¢ Style 1 . . R
b 2 b Generall Secunt_l,ll F'nvacyl Content  Connections | Programsl Advancedl

finotera
[

To sek up an Internet connection, click.
} Setup.

Quality Management
SLEEE

S AR R0 LT r Diglup and ¥irtual Private Metwork settings ——————————— ]
Environment/Safety/
Health > FLERRDRAMENR RS 10% | [Default) Add...
IR/ . = ;
AR RGO SR | Local Area Network (LAN) Settings e |
Infarmation Security > TREEEREEN EFREER 1/ Hemove
Management VRO Sy
0 T 7 [ Choose Settings if you need to canfigure a praxy Settings... r~Auktomatic configuration
Contains tools commands. 0
server for & connection. Aukomatic configuration may override manual settings. To ensure kthe
' Never dial a connection use of manual settings, disable automatic configuration,

¢ Dial whenever a network, connection iz not present

€ Always dial my default connection r 2y samsticelly deted: salimge

B | Set Default [ Use automatic configuration script

.

Address

r— Local Area Metwork [LAM] settings

LAM Settings da not apply ko dial-up connections. I LAM Settings... | I [~ Prowxy server

Choose Settings above For dial-up settings. s
R SIS QB (R E24gS r LIsg a prozy server For your LAM (These settings will not apply to |
dig-up or WP connections),

Address:  [192.168.1,34 Rort:; |aoan .ﬁ.dvanged...l

[V | Bvpass proxy server For local addresses

ak, Cancel Apply
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1-2 Active X Component. @ mofera

Enable ActiveX component
® Inoternet Explorer-> Tools->Internet options->Security->Custom Level->ActiveX controls and plug-ins ->Automation

prompting for ActiveX controls.
® Default Security->Medium or Medium high.

Security Setkings ilil

Settings:

% Run components signed wikh Authenticode
) Disable
{*} Enable
L O-Frompt
@ Ackiver controls and plug-ins
@ Automatic prompring For AckiveX conkrols
) Disable
{*} Enable
_@'Emmawurs
) Administrator approved
) Disable

{*} Enable
[fA Frmnmdamd cimmed @b m e mmmben e bl
1| [ r

—Reset cuskom settings

Reset ka: IMedium-Inw =l Reset |
Ik I Cancel |

) Prompk ;I
_
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Connect to VPN Website:

Download and install two components:
1.Citrix Access Security Client.(32bit or 64 bit system)

2.Citrix MPS Client.

File Edit Wew Favorites Tools

Help

Inotera SSL-¥PN Wel icrosoft Internet Explorer

> Downloads

dinks:

P General SSL-VPN

P No Token

P SYNC E-mail via SSL-WPN
¥ For Micron Training

P Temp SSLVPN

on-Demand Token SSL-VPN:

P General SSL-VPN
* Token Assignment

P SYNC E-mail via SSL-WPN

Documents:

, ©n demand token SOF for
personal using

, @n demend token SOF for

group using

. First time login to S5L-

Inotera SSL-VPN Website

£

[IT MGitlce THr SSL=wPH]

MIS already upgraded SSLYPM system
software to solve unstable issue of Remote
Desktop connection on 1717 and will release
new service on 1/18 13:30. New SSLYPMN
service also needs to be upgraded client
agent and certificate which installed at your
computer. Please follow SOP
{Chinese/sEnglish) to upgrade certificate
and software before using.
HAGRDR 1 /178 BRI SSLYPNAT R4 7 Remote
Desktop R TEEZ REERFEL/16 13300
BUFHER - ACEEAZWES BRE (b2 /E
EyPCRBSRTRFERERE KRR EES
=3

[8SL-VPN Service Call]
P2 — T 08:00 ~ 17:30) HESE
5775

FHERE(E—F17:30 ~ 08:008 % - HE2XE)
FHESEE 5799

Downioads:

Citrix Access Security
Client (32hit)

3

Citrix Access Security
Client (&4bit)

-

Citrix MPS Client

|&] pone

=l
i T
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Install SSL VPN components gt Inofera

® Install “Citrix Access Security Client” component

Open Fi ecurity War Access Gateway Plug-in Setup

Please read the Citrix Access Gateway Plug-in
License Agreement

Do pou want ko run thiz file’?

CITRIZE(E) LICENSE AGRFEMENT
Mame: AGEEZZ-bitPlugin-2[1].2-42.8 msi

Publisher:  Citriz Systerns, nc.
Type: wWindows Installer Package

Tse of this component is subject to the Citrix license
coveting the Citrix product(s) with which sou will be
using this component. This component is only licensed
for use with such Citrix product(s).

From: Dhcitrix
CTX_code: EP_F_A32490

W Always azk before opening this fle

“while files from the lnterme = =
@ potentially harm vaur camp Access Gateway Plu =]
wou brust, What's the righ?

Cancel I

Complete the Cifrix Access Gateway
Plug-in Setup Wizard

Click the Finish button to exit the Setup Wizard.

Bach Cancel
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Install SSL VPN components @ mofera

® Insatll “Citrix MPS Client” component.

DOpen File - Security Warning ﬂ

Do pou want ta run this file?

Mame: CitrixdolinePluginweb. exe —
Publisher: Citriw Systems, Inc. Citrix 32 A B0 EI

Type: Application

From: D:citrix % E%Eﬁﬂ]%ﬁﬁ. =
Bun T Eancel

I Always azk before opening this file

potentially harm pour computer. Only run =oftweare from publizhers

@ “whhile filez from the Internet can be useful, thiz file tppe can
pou brust, what's the risk?
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Install Certificate giInotera

® Connect to VPN Website: http://www.inotera.com/vpn
® Click “Token Assignment”

icrosoft Internet Explorer

File Edt Wiew Favorites Tools.  Help

@Back " J i lﬂ @ -7':_“ |/‘._]S_earch ij:lr Favorites @

Address I@ hikkp: f fuana tera. comjvpn)

Ed 6o |Links »

Inotera SSL-VPN Website

Downloads:

i [IT Notice for SSL-VPN]
* General SSL-VPN MIS already upgraded SSL¥PN system , Citrix mcocess Security

software to solve unstable issue of Remote Glhigntidabin

¥ Mo Token B .
Desktop connection on 1717 and will release R e ST
b EYNC E-mail via SSL-VPN new service on 1/18 13:30. New SS5LYPMN Client (64bit)
service also needs to be upgraded client
agent and certificate which installed at your ¥ Citrix MPS Client

* For Micron Training
computer. Please follow SOP

¥ Temp SSLUPN {Chinese/English) to upgrade certificate
and software before using.

HIEEH 1 /178 AaaSSLYPNIE £ 2 Remote

[QrEdemaniioke ool LRz Desktop ST EEZ R FHETE1/16 13:300048
* General SSL-VPN BEER - RCEEAZSSSBRE b/
Ly RRSEERAREE LHESARSESD

¢ Token Assignment SeEE

F SYNC E-mail via SSL-VWPN

[ESL-wPN SeErvice call]

WDocuments: e B — o Fi 08:00 ~ 17:30) SHIEHE
, On demand token SOF for SFTS
personal using THHEBE(EH—T17:30 ~ 08:00F5% ~ BEX)
FHBAHE 5790

, ©n demend taken SOP for

group using
. First time login to SSL- LI
|&] pone [ [ [ | sdLocalintranet 7
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Install Certificate gl inot era

® Use mouse to choose the “Download certificate” .- Click the mouse’s right key.-> Choose”
Save Link As”

Welcome
s badl e certificate o certificate expired,
pEn Link in Mew Window
Cpen Link in New Tab

(] A 8 . j I
Save Link As...
=T
Copy Link Location
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Install Certificate ’"Of era

Double click the certificate file.
Open->Install Certificate->Next

A Certificate i _ !

Open File - Security Warning i

General | petais | Certification Path |

Certificate Information

Do you want to open this file?

MName; ns-root,cer
==zl Pybligher

Welcome to the Certificate Import
Wizard

: I This CA Root certificate is not trusted. To enabl L o 2
+ Unknown Publisher install this certificate in the Trusted Root Certil |T|1|s wmgrd hﬂps E’Du i ;erhlﬁctat;es, certlﬁcda_tittrust
Type: Security Certficate aithorifiasctns. isks, and certificate revocation lists fram your disk to a

cettificate stare,
From: Ci\Documents and Settings! adminiDeskkop

(pen

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used bo protect data of to establish secure network
cannections. A certificate store is the system area where
certificates are kept,

Always ask before opening this flle Issued to: default 0 denkene Clek Next,
While files from the Intemet can be wseful, this file type can Issued by: default
potentially harmn your computer, IF you da not trut the source, do not

open thiz software. What's the risk?
Valid from 2005/12/26 to 2022/1107

Cancel

fistall Certificate, | | Tssuer statemert |
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Install Certificate gt Inofera

Choose the “Place all certificates in the following store” item then click “Browse” button.
Choose the “Trusted Root Certification Authorities” folder then click “OK”button.

Click “Next” ->.Click “Finish” -> Click "YES” to close the message box.

=7 Certificate Import Wizard

Certificate Import Wizard rw i w
k Select Certificate Store | ? ] '. | ——
Certificate Store E Icé AR i
ICorHFie s Bhoras S SAtorh arb s wWhete EorRFc o e kapE. " Certificate stores are system areas where certificates are kept,
Select the certificate skare wou wank to use,
windows can automatically select a certificate store, or wou can specify a location For ‘Windows can automatically select a certificate store, or you can specify alocation For
(S - ': () Automatically select the certificate store based on the bype of certificate
@il;e all certificates in the Following store! i 5 (%) Place all certificates in the Following store
Certificste store: i : D EI'ItErFIr'ISl.E ek o iz _ Certificate store:
| [ Browse.. | ] j Intermediate Certification Authorities |"T,usted Bob e or Ao B e
1z Trusted Publishers
s Intrnickad Cartificabac N
4 |
[ show physical stares
[ < Back. J[ Mext = ] [ Cancel J [ (0] 4 ] [ Cancel ]
[ < Back I Mext = I [I Cancel ]

Completing the Certificate Import Security Warning

Wizard

You hawe successFully completed the Cerkificate Impork
wizard,

‘ﬁ You are shout ta install a certificate from a certfication authority (C4) claiming to represent:

default

You hawe specified the Following settings:

[ Certificats Store Selecked by User  Trusted Root Certific) Windows cannat validate that the certficate is actuall From "default, You shauld canfirn s origin by contacting "defauk”, The Following number willassist youin this

Content Certificate process;

Thirnbprint (shat}: ECEECSEA 002C4785 E74D0D00 FRFCH590 D134 18F

Watning:
1F wouinstal this roat certficate, Windows will automatically trust any certificate issued by this CA. Tnstaling a certificate with an uncanfirmed thumbprint s & security
Yisk, I vou click "Yes" you acknowledge this risk.

Do you wart: to instal this certficate?

— [ < Back ]m‘ [ Cancel ] ™
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Login SSL VPN

VPN website:

Click SSL VPN channel depened on your previous permission.

notera SSL-¥PN Website - Microsoft Internet Explorer

File Edit  “iew Favorikes: Tools Help

@Back - J - Iﬂ |§| y | /ﬁ’ Search \El( Favorites @ |

[ inatera

P General SSL-WPN

# Mo Token

P SYNC E-mail via SSL-VPN

¥ For Micron Training

F Temp SSLVFPN

On-Denmand Token SSL-VPHN:

P General SSL-WPN

* Token Assignment

B SYNC E-mail wia S5L-VPN

Documents:

, ©on demand token S0P for
personal using

; on demend token SOP for

group using

. First tirme login to SSL-

Inotera SSL-VPN Website
L -% d

# D

[IT Notice for SSL-VPHN]

MIS already upgraded SSLYPM system
software to solve unstable issue of Remote
Desktop connection on 117 and will release
new service on 118 13:30. New SSLYPM
service also needs to be upgraded client
agent and certificate which installed at your
computer. Please follow SOP
(ChinesesEnglish) to upgrade certificate
and software before using.

HIIEDR 171 78k AT sSLYPNIE 47 Remote
Desktop BB TREEZREERIEL/18 13:300%
BHEE - ACEEAZRESSBRE (D2 /5
2Pz BB RS AR RS PR RS
-

[ESL=WPN SErvlice-gEll]

LEre (B8 —-.75 08:00 ~ 17:30) FKESIE
5775

THEREI(EE—~T17:30 ~ 08:0087% - HEX)
FESE 5700

Downloads:

Citrix Access Security
Client (3zbit)

, Citriz Access Security
Client {64bit)

® Citrix MPS Client

[&] pone

’_ I_ ’_ ’_ ’_ [%J Local intranet
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