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1. WELCOME
1.1. About GuardPoint Pro

GuardPoint Pro, the sophisticated yet user-friendly access control and alarm management
software, centralizes security requirements within all types of installation irrespective of their
complexity.

GuardPoint Pro offers intelligent and flexible access control that manages time zones,
access levels, data layout and relay activation. Controllers and groups of badge holders are
automatically created with a click of a mouse. The set-up process is therefore reduced to minutes
instead of hours. The crisis level function allows modifying access authorisations to all doors for a
specific group of employees with a single command.

GuardPoint Pro alarm management module monitors all alarm events and movements in
real time. All the information needed to react immediately with full knowledge of the facts is
provided on the screen. Security is reinforced as alarm conditions and events automatically
trigger predefined reactions: flashing icons on relevant displayed maps, written and vocal
instructions, alarms, CCTV or any programmed relay activation, zone on/off alarm, card
invalidation, etc.

GuardPoint Pro transforms your facility into a smart building. The passage of a badge at the
exit automatically switches off the lights and heating in any designated area, thus allowing for
energy savings. Alarms can be automatically activated when the counter of the employees in the
building reaches a certain value.

1.2. Monitoring Tool

1.2.1. Access Control

Your organization can prevent material or information robbery, by limiting / supervising the access
to all or part of your facility (lab, computer room, or storage areas) to authorized persons, during
specific time periods.

Smart multi-technology controllers, linked to advance identification systems, are programmed to
control "who is going where and when". Each person is equipped with a personalised card or
another ID that controls access.

When a badge holder needs permission to access a particular area, the information is relayed
from the reader to the controller. The controller either grants or refuses access according to the
parameters defined (access authorisation, time zones, etc.) The operations are then sent to the
PC and listed in the backlog and the journal.

Access control parameters are mainly defined in the “ Parameter” section of the application.

1.2.2. Alarm Management

Your organization can prevent catastrophes or limit damage by being informed of abnormal
events and reacting to them in real time. Alarm Monitoring usually functions in coordination with
Access Control.

Alarm management consists in supervising alarm inputs. Different sensors, such as magnetic
contacts, motion detectors, broken window sensors and temperature indicators are connected to
intelligent controllers that centralize the information. As soon as an alarm is activated the system
reacts: CCTV cameras, alarms, heating switched on or off, display of appropriate maps and
instructions on the screen, etc.

Alarm management parameters are mainly defined in the “Parameter” and “Event Handling”
sections of the application.
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1.2.3. Lift Management

GuardPoint Pro provides a solution for supervising access in lifts. The user runs his/her badge to
a lift reader and pushes the floor button as usual. If access is granted within the time zone, the lift
will move towards the requested floor. The lift will stay still if access is denied.

In case of buildings shared by several firms, each person will only be able to select the floor(s)
attributed to the company he/she belongs.

Lift management parameters are mainly defined in the “Lift Program” menus in the “Modules”
section of the application.

1.2.4. Parking Management

GuardPoint Pro enables to monitor access to designate parking spaces. The software monitors
the filling up of parking zones with respect to groups of users and allows establishing attendance
sheets.

The necessary parameters are mainly defined in the “Parking” menus of the “Modules” section of
the software.

1.2.5. Time & Attendance Management

Time & attendance management facilitates the computation of employee attendance, overtime,
absences and lateness. It allows calculating pay slips more efficiently.

1.3. Types of Installations

GuardPoint Pro centralizes security within any type of on-line installation:
» Big or small installation
» TCP/IP, RS485 or modem networks
» Single or remote sites

N

» Single or multiple company sites

1.4. Modules
1.4.1. Database

The database module allows creating and modifying databases (reader, systems, badge holders,
time zones, etc.)

As soon as a data is created or modified, it is recorded in an exchange file. The file is then sent to
the controller via the communication module.

Database parameters are defined in the “Create”, “Save” and “Restore Database” screens in the
“Tools” section of the application. Similar options exist for the journal.

1.4.2. Communication

The communication module coordinates the data transfer between the main computer and the
controllers that detect the events. The information collected is recorded in the journal and
displayed in the log.
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1.4.3. Operation

The operational module interprets information collected by the communication module. Its role is
to activate predefined tasks such as alarms, reflexes, etc.

The events to consider, and the resulting actions, are specified in the different screens of the
“Event Handling” section.

1.5. Basic Configuration

1.5.1. Operating System and Computer
Operating system:

Windows 2000 Pro

Windows XP PRO

Sensor Access Technology Ltd recommends these two operating systems and is not responsible
for errors occurring while using other operating systems.

Computer:

Pentium Il 450 MHZ

128 MB RAM

500 MB free hard disk space
CDROM Dirive

1 free serial COM port

1 parallel port or USB port

Recommended enhancements
Sound Card

Speakers

SVGA definition (800%600)

1.5.2. Controllers

All our controllers for on-line networks are compatible with GuardPoint Pro.

1.5.3. Readers

The vast majority of readers available on the market are compatible with the GuardPoint Pro
system: magnetic, proximity, bar code, smart card, biometry, Wiegand, contact, infrared,
Watermark, keypad, etc.

Consult with your GuardPoint Pro reseller for further information.

1.5.4. Other Materials

In order to successfully install and run the GuardPoint Pro system, other materials are required.
These vary according to each installation: computer network, devices to open doors, alarm
detectors, etc.

Consult with your GuardPoint Pro provider for further details.
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1.6. General Use of GuardPoint Pro

1.6.1. Installation

Server and workstation(s) set up, specify the computer type in the “Tool — Options — Server”
screen.

Example

LAN beholding two computers, a server and a workstation
Server DEV IP address 192.168.0.1
Workstation PROD IP address 192.168.0.2

Choose a server for the GuardPoint Pro application
Install GuardPoint Pro software on the server and workstations

Choose “Application Type: Server or Workstation” in the “Select Additional” screen during
GuardPoint Pro Installation. The installation type will appear as the first word of the blue line at
the top of the screen.

On the server,

Define the server and workstations from the server application, in the “Parameter -
Computer” screen

Record 1: Name: Main workstation (or any other suitable name)
Computer Parameters: DEV=192.168.0.1
Record 2: Name: Sub workstation (or any other suitable name)

Computer Parameters: PROD=192.168.0.2
Restart the computer or kill the spread process at the server

Upon exiting the “Parameter — Computer” screen wherein a workstation has been defined, the
user is prompted to either:
» Restart the PC or
> Exit the application, kill the “spread.exe” process (via Windows Task
Manager) and restart GPP

The software GuardPoint Pro is ready to run on the server after restarting the computer or
killing the spread.
On each workstation:
Modify the “GuardPointPro.ini” file at the server
Specify the full network path of the database folder in the "GuardPoint Pro.ini” file in the line

[File locations]
“DbsFolder = ¢

Example: DbsFolder = \\Dev\c\Program Files\GuardPoint Pro\

Tips & Notes

A workstation can only run after the server has been started and its “GuardPoint Pro.ini” file has
been set to the server database

After each session of addition of workstation(s) or modification of their parameters, in the screen
“Parameter — Computer”, the server as well as all workstations must be restarted.

This step can be done at the end of the set up, when the software prompts the user to open the
“GuardPoint Pro.ini” file.
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1.6.2. Setting Up
Start the GuardPoint Pro application from Windows.

In the start menu that appears on the screen:
» Type the user name
> Press “Tab” - if you hit the “enter” key this will result in an error message
» Type the password
» To confirm, click on the OK button

The application’s main menu appears on the screen

Tips & Notes

Significance of lower case and capital letters

The “name” and “password” fields notice the difference between lower case and capital letters.
For ex: the computer will interpret AFI, afi, and aFi differently.

Introduction delay

If the name and password are not entered within the predefined delay, the start window will
disappear from the screen.

Using the software for the first time

It is recommended to change the name and password at the first use and to store the information
in secure place.

Skip the user name and password request

Start your application without being prompted for a user name and a password every time the
application is started, by setting them in the initialisation parameters:
Point the mouse to a shortcut of the application
Press on the right click of the mouse
Select “Properties
Add the user name and password at the end of the target field:
(space)/us:user name(space)/pw:password

1.6.3. Exiting the Application

In order to terminate a work session and exit the application, choose one of the following steps
and confirm your desire to exit the application:
» Click on the icon represented by a door, at the far right of the navigation
bar
> Click on the icon represented by a magical wand, in the upper left corner of
the screen
> Click on the “X”, in the upper right corner of the screen

N

> Click on the function key “F4”

The system offers the possibility to log off unauthorised users.
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1.6.4. New Data Entry

To create a new data entry:

Select the required screen

Click on the icon “New” from the navigation bar, to create a new data entry
Give a name to the new data entry in the field entitled “Name”

Define the new data entry in the field entitled “Description”

Fill in the other fields

Click on the icon “Save” from the navigation bar to confirm the creation of
the data or press the function key “F3”

Click on the icon “Close” to terminate entry operations and to come back to
the general screen or press the function key “F12”

VVVYVVY

\4

Tips & Notes

Emptying fields

By clicking on the icon “New” all the fields are cleared away or set to their default value to allow
for new data entry.

Chose self-explanatory names

1.6.5. Modifying Data Entry

To modify an existing entry:
» Select the desired screen
> Modify the fields
» Click on the icon “Save” from the navigation bar to confirm the creation of
the data captures
» Click on the icon “Close” to terminate the data entry operations and to
return to the general screen

Chose self-explanatory names

1.6.6. Demonstration Version

A demo version of the GuardPoint Pro software is available. It includes all functions referring to
alarms, graphics, lift management and time management. Nevertheless the capability of the
demo version is restricted to two controllers, four readers and ten employees. In order to exceed
these capabilities and to use the software in real situation, a plug is requested.

1.6.7. Plug

Different plugs are available. The combination of plugs purchased defines the system capability.
controllers
readers

badge holders
alarm module
graphic module
parking module
lift module

time & attendance
multi-company
guard patrol
workstations

OPC Server
MS-SQL database support
Badge Printing

VVVVVVVVVVYVYYVYY
WC/)O§C§—||_'UG))>W;UO

vO
=
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2. GENERAL SCREENS
2.1. Main Screen

The main screen of GuardPoint Pro allows access to all system options through the use of

» Scrolling menus, leading to all capture screens, information tables and
system options
Toolbar, providing shortcuts towards some important screens
Log display, presenting the list of events in real time
Progress bar, at the bottom of the screen, showing the current status of the
commands.

Y VYV

3 SIRVIR GuardPointPro Version 13031 -‘J-nlzl
| Bavarmter Event horeling Mockies Commmrication Horusslaction Tocks Help

@ = AOL] 000 24

010305 1422 Access Granted "cardd test’ From reades "Rdrl / Controller 1 Transaction code 11 &

" ode 11

0 reader rans ation ©
011,/00/05 1422 Access Granted “10° From reader Rdrl / Controller 1° Transaction code 10

Tips & Notes

The options displayed depend on the authorisation level of the user. Certain options are not
suitable for certain users and therefore do not appear on the screen.

The fields of the scrolling menus in the main screen appear in black before use. However after
consultation, they appear in blue.

The help screen is available from any screen by pressing the F1 key.
Several windows can be opened simultaneously.

It is possible to dissociate the alarm log from the access log, in the “Options — Tools — Journal &
Log” screen. The software needs to be restarted to implement this option. By default, a single log
shows access, alarms and system messages.

2.2. Tool Bar

The icons of the toolbar provide shortcuts to some important screens: controller, badge, all card
holders, event-handling program, active alarms, report wizard, polling, number of active alarms,
number of acknowledge alarms, number of pending commands to be sent, exit.

4 SERVER GuardPointPro Yersion 1.3.031 o =]

Parameter Event handling Modules Communication Manual action Tools Help |

@ = AOE] |2 00 2P |
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2.3. Scrolling Menus

Capture screens and menus are organized as follow:

"3 SERYER GuardPointPro ¥Yersion 1.3.031

Parameter Ewent handling Modules Communication Manual ackion Tools  Help

Barameker

Computer

%" Controller nebwork,
ﬁ Contraller

$ Daily program
@ Weekly program

a Holiday

@ ACcess group
f:z Deparkment
— EBadge

ﬁ Al cardholders
£ visitar

@ Authorization level

ﬁ User
'}@ Customized labels
5@ Customized Fields

Log off
) Exit

Event handling
m Ican
* Map

asition

E’ Input Group
.f Cutput group

# Action

ﬁ Process

@ Counter
FF Global reflex

A Event handling program

e Active alarms

Modules
B Farking lat
| Q Parking users group
¥ Parking zone
% Reset parking zornes

+F Lift program

B Rl cal

¥ Guard

ﬂ}‘ Checkpaoink

I'__j Guard tour program
| 4 Guard tour status

EE Patrol report

Cormmunication

E@] Stop palling
&f Diagnaskic

Shift+F5
Fd

E Wiew log
El Clear log

Display phoka

Manual action
m Crisis level

ﬂ Relays control

?% Execute process Chrl+P

Tools
& Repott wizard

D Create new database
u Save database
ﬁ Restore database

D Create new journal
H Save journal
% Restore journal

ﬁ Cardholders import profile

& Create a group of badges

= COptions

Help.

@' Help content
@ Help index
#% Help search

\Q) About GuardPointPro
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2.4. Navigation Bar

X
O W@ Kk <o a 5|3 ‘
1

ew Save  Delete First Prew, Mexk Last Dowld,  Search  Preview Close

The 12 function keys correspond to the icons on the navigation bar. They are available from each
capture screen.

F1 Help Display the help of a selected screen

F2 New Define a new data entry

F3 Save Save the information from the entry created
F4 Delete Delete the data selected

F5 Previous Select the previous data entry

F6 Next Select the next data entry
F7 First Select the first data entry of the list
F8 Last Select the last data entry of the list

F9 Download Transfer all the parameters to the corresponding controllers even if the
information has not been modified

F10  Search Look for the desired information in the database

F11  Print Print data in a “table” format on your default printer

F12 Close Close the screen and go back to main screen

Tips & Notes

F2 New The fields of the newly created item are empty to allow for entry of new data.

If existing information has not yet been saved, a message appears requesting the user to save or
cancel the changes.

F3 Save Automatically transfers modified parameters to corresponding controllers

2.5. Personalised Navigation Bar
A personalised tool bar gives added flexibility to the system.

If, following software development, new screens appear, the application cancels the personalised
navigation bar.

Creating a personalised tool bar

Place the mouse on the original tool bar

Click on the mouse right button

Select “ personalise” in the menu that appears on the screen
Give a name to the new tool bar

Select the desired option

Select the tool bar and position the arrow on the desired area

VVVYVYVYV

Saving a personalised tool bar

To save the tool bar, select this option in the “Tools - Option - General” menu. If this option is not
selected the tool bar will be lost after closing the work session.

Toolbar initialisation
This option sits in the screen “Tool - Options - General”.
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3. MENU: PARAMETER
3.1. Computer

This screen is used to define the computer parameters (PC name and IP address) of the server
and the workstations. Consult the paragraph "General use of GuardPoint Pro — Installation” for
further references.

£ Computer E‘

a9 E @ & i g

Tew Save  Delete hext Last Prink Close

Select a Computer : |Main Whiork Station

0 General l

Mare : Descripkion :
|Main ok Station |

Computer Parameters

| El

PC_NAME=K.X.%.% Example: ADMIN=192,165.0,1

[v Shared

Fields

Name: name the computer
Description: define the new item

Computer parameters: enter the parameters using the format : PC_name=x.x.x.x
For example ADMIN=192.168.0.1
Consult your network administrator to get the IP address.

3.2. Controller Network

A network is an electrical physical support - or bus - to which controllers are connected. The
different networks, to which groups of controllers are connected, are defined in this screen. The
network can be either COM, TCP or modem.

Each network is associated to a communication port PC series or to a Local or Wide Area
network.

The controller network parameters are divided into two tabs:
» General, for name and description
» Definition, for selection of the different parameters
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3.2.1. Controller Network — General

B4 Controller Network

D H & K ¢ > o

‘ Mew  Save Delete | st Erev.  Mext  Last |

oD 5 9

el Seanchis - Prink i Close:

Select a Controller Network : INEqulk 1

0 General |® Definition

MName : Description :

|,\letwork 1 _z_l
Comparry:

I Building Manager j ﬂ
I Shared

Fields

Name: name the new network

Description: describe the new data entry

Company: mentions the company the item refers to; field used mainly in multi-company

applications

Shared: share the information between different companies; for use in multi-company application

GuardPoint Pro User Manual — Rev G - Doc. 10UE400

17



3.2.2. Controller Network — Definition

Three network types are recognised by the system: COM, modem and TCP.
3.2.2.1. COM Network

=
D W aik ¢ olaa g3

Mew Save  Delete Eirst Brev. Mext Last Downld, Search Print Close

Select a controller network : INetwmk 1

o Gereral (1) Definition |

Port : Im ‘l |1 e

Time out delay : IIDDD Msec,
Time out polling : IIDDD Msec,
Waiting delay : IED Msec.

Fields

Port: choose “COM” and specify the port address (1 to 9); by default the serial port COM1 is
created

Time out delay: specify a delay beyond which the application will acknowledge a communication
problem; in which case an error message will appear after three times the specified delay -
measured in milliseconds.

The default value is 1000 msec. (keep this value unless specified otherwise)

Time out polling: specify the delay beyond which the application will stop the polling. The default
value is 1000 msec. (keep this value unless specified otherwise)

Waiting delay: specify the delay between two communication operations between the computer
and the controllers (polling or commands) - measured in milliseconds. This function will help slow
down the system so as to free up the PC.

The default value is 50 msec. (keep this value unless specified otherwise)

3.2.2.2. TCP Network

=
IR R

Close:

Eirst Brev. Mext Last Downld,  Seatch  Print

[ew Sawe  Delete

Select a controller network : INelwurkT

o Gereral (1) Definition I

— IF remote or TCP

(i 8 T = Phone no. or TCP address
192,168.0,1}1001
far TCP put <Address=: <Port >
such as 10.0.0,1:1001

Time out delay : 1000 Msec,

Time: out poling : 1000 Msec,

Waiting delay : 50 Msec,
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Fields

Port: select “TCP” to establish a link to remote controllers via TCP/IP

Phone No. or TCP address: specify the TCP address requested in the format
<Address>:<Port>, for example: 10.0.0.1:10001

COM Speed: choose the communication speed between
» 4.800 bauds (default value)
» 9.600 bauds
> 19.200 bauds
» 38.400 bauds

By default, the controllers communicate at 4.8000 bauds. The system communication speed
needs to be returned to this value prior to the integration of new controllers. The modification of
the controller speed results in an automatic adaptation of the speed of the serial configuration of
the TIBO.

Time out delay: specify a delay beyond which the application will acknowledge a communication
problem; in which case an error message will appear after three times the specified delay -
measured in milliseconds.

The default value is 1000 msec. (keep this value unless specified otherwise)

Time out polling: specify the delay beyond which the application will stop the polling. The default
value is 1000 msec. (keep this value unless specified otherwise)

Note: if there is a communication failure, check the communication speed.

Waiting delay: specify the delay between two communication operations between the computer
and the controllers (polling or commands) - measured in milliseconds. This function will help slow
down the system so as to free up the PC.

The default value is 50 msec. (keep this value unless specified otherwise)

3.2.2.3. Modem Network

B4 Controller network x|
=y =
a & K & 2 ol |8 & 5| P
Mew Save  Delete First Brew, Mext Last Downld, Search Prink Close
Select a controller network : INetwolk 1
0 General @ Definition |
— If remote or TCP
Port IMODEM j' Phaone no. or TCP address
Modern
I =
Time out delay ! IlDDD Msec, —= ?
Time out palling : IlDDD Msec, :; 5]
Wiaiting delay @ ISD Msec, I

Fields

Port: select “Modem” to establish a link to remote controllers via modem
Phone No.: specify the phone number of the modem requested

Modem: select the required modem among the drop-down list showing the current Windows pre-
defined connections. Note:
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> Set the remote modem in auto answer mode
> Fit the specific wiring and settings to installation instructions
> Establish modem selection at the server

Connect: click on the connect button to start the connection procedure. The server application
will show messages such as “Proceeding”, “Line Busy” or “Connected”.

The connect button is available on any workstation of the system, nevertheless the status
messages are only sent to the server computer.

Disconnect: select to stop the connection procedure; this button is only enabled while the
controller network is connected

Note: In case of off-line network, all the controllers are considered as inactive by the system.
Database modifications are saved and automatically transferred during the next successful
connection.

COM Speed: choose the communication speed between
» 4.800 bauds (default value), 9.600 bauds,19.200 bauds38.400 bauds

Time out delay: specify a delay beyond which the application will acknowledge a communication
problem; in which case an error message will appear after three times the specified delay -
measured in milliseconds.

The default value is 1000 msec. (keep this value unless specified otherwise)

Time out polling: specify the delay beyond which the application will stop the polling. The default
value is 1000 msec. (keep this value unless specified otherwise)

Waiting delay: specify the delay between two communication operations between the computer
and the controllers (polling or commands) - measured in milliseconds. This function will help slow
down the system so as to free up the PC.

The default value is 50 msec. (keep this value unless specified otherwise)

3.2.3. Controller Network, advanced settings.

Pressing Shift+F12 at the Controller Network screen reveals some advanced features on the
General tab:

Bus 1: When the Controller Network is defined as Bus 1, it may be set to one of the 2
communication types:

a. Polling (default).

In this type of communication, the PC continuously polls the controllers, in order to check if there
are any new events to be reported.

b. Event mode.

In this type communication, the PC listens quietly to the port, waiting for the controller(s)
messages. As soon as access or alarm event happens, the controller reports it to the PC.
Obviously, the communication lines are much less busy.

Notes for technicians: Unlike polling mode, where the 2 communication LEDS work continuously,
in event mode they would just blink briefly after an event has occurred.

Bus 2: To explain about Bus2 we first need to clarify what is the “controller’s second
communication port”: The IC controller, from Rev.D and higher, has a 2nd RS485 communication
bus (requires U29 & U30 to be installed in their sockets). This 2nd port has several different uses:

a. Backup communication port:

This is the 2nd port basic use: to act as an alternative communication port for the controller. Its
main use is to be a local communication backup when the main port (usually handled by a remote
PC via TCP/IP fails.

How does “backup comm port” work: The controller can always communicate through ANY of its
two ports — no need for any special settings (except for existence of above mentioned U29 &
U30). The only restriction in this method is to build the hardware and software configuration
wisely, so there would not be simultaneous communication requests to both ports.
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b. Alarms Priority Bus: A high priority alarm channel.

In this method, the same PC may be connected simultaneously via two communication ports
(either serial or TCP) to the two ports of the controller.

A simple example is to have 2 controller networks:
“Net2”, on COM2, defined as Bus2
“Net1”, on COM1, defined as Bus1, and its 2nd Bus is “Net2” (see next image).

E1 Controller, network g]

A @ & ¢ 2 o S <

Tew Save  Delete First Pres. lext Last Print Close

Select a controller network : |N8t1

Met2
0 General 1@ DeFinition]

Mame Bus bype
|Net1 % Bus 1 {main communication bus)

i
B § Bus 2 (for redundancy, Fast alarms ...}

Bus 1
fs Polling:

" Event mode

Has a second bus

Met? |

The controller port1 is connected to com1, and it port2 to com2
On controller screen, the controller it is allocated to “Net1”.

These settings allow access events to be sent via the main port, while at the same time alarm
events are sent via the 2nd port.

What is “Alarms Priority Bus” good for?

After a recovery from a period of off-line work, (due to power cut, PC or LAN failure, etc.), the
regular FIFO system forces new alarm messages to wait until their turn arrives, (which may take
time when the controller event buffer is loaded with events.

The “Alarms Priority Bus” comes to help exactly at this point. With the “Alarms Priority Bus”
alarms do not have to wait till the PC finish reading the events previous in the queue — but rather
reach the PC as soon as they are created, using the 2nd bus as a shortcut route to bypass all the
old events.

How to set the Alarms Priority Bus:

Let us take an example of a PC with 2 serial comms, COM1 and COM2. We need to connect
COM1 to the main port for access events, and COM2 to the alarm events.

Definitions:

In Controller Network screen, create NET1 (Controller Network on COM1).

Define the controller on COM1.

In Controller Network screen, General tab, press Shift + F12, to reveal the bus type options.

Create NET2 on COM2 and define it as "Bus2" and as "Alarm priority bus". Do not exit the screen
yet.

Go to NET1, make sure it is defined as "Bus1" and at the field "Has a second bus" select the
newly created NET2.

Physical connection:

Make sure that the chips U29, U30 are in place.
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Connect the main controller communication (J4) to COM1 and the second bus (J10) to COM2.

(This completes the setup of the Alarms Priority Bus. A simple test can be applied by
disconnecting the main controller COM port and see that alarms event are still received.)

3.2.4. Updating dial up controllers
When a remote controller network is connected via dial up modem, and the user update changes
in the database while these networks are not connected, there are 3 ways of updating controllers
with the new definitions:

1. Manually:
Open Controller Network screen and connect to the relevant net. Once connected, all pending
commands are sent to the controller, and in addition, the events buffer is uploaded to the PC.

2. By user defined schedule:
Define a new action and select the type: “Connect distant network and read transactions”. Select
the relevant remote controller network. Save. Click “Make it a process”.
Define a new global reflex. Select the type “Scheduler” and select the relevant time and dates.
For example: Any day, any month, at 23:00. Select the newly created process. Save. This will
make the program dial up that modem every night at 23:00, update the pending commands, read
the events, and disconnect.

3. Automatic dial up every time there are pending to be sent:
When a local controller does not answer to controller commands, (usually due to bad comms),
these commands are left as pending and sent, by default, every half an hour. (The 30 minute
period may be changed, down to a minimum of 1 minute, though Tools-Options-Communication-
Resend pending Every...).
In order to set the application to update pendings, (at the same method and at the same delay),
also remote dial up networks, it is required to set the following entry in GuardPoint Pro.ini (a
software restart is required after ini changes):

Distant_ConnectOnPending = 1

Note that when it is set to 1, GPP would not dial up every pending updates period to all remote
controllers, but only to those who have to be updated with database changes. Therefore, if a
certain controller does not have to be updated, GPP will not connect to it and would not empty its
buffer. (See next paragraph to learn what happens when the buffer is full on the remote
controller).

3.3. Controller

A controller is an electronic card that has a huge memory capacity for storing the parameters
monitored, such as users, time zones, reflexes, etc. It supervises the following components of the
security system:

» Readers, and consequently the corresponding doors

» Alarm inputs

» Relay outputs

Information regarding controllers is organised into 5 tabs:
» General tab

Reader tab

Input tab

Output tab

Local reflex tab

YV VYV
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3.3.1. Controller - General

The “Parameter - Controller - General” menu allows to define the controller's parameters in the
system.

X
QO d & Kk ¢ 29 8 a g 9@

Downld,  Search  Print Close

Mew Save Delete Eirst Ereyv. Mezzk Last

Select a controller : | (B8]

e

0 (General | []] Readers I ﬁ Input | @ Qutput | W Local reflexes |

Name ; Controller address
ICDntrUIIer 1 Metwork.
Metwork 1 'I I
Description :
;I Controller address {00-31)
(
|
Contraller bype
¥ active 1B 12000 decess ~

[~ sSet as default

Fields

Name: the following names appear by default: Controller 1, Controller 2, etc.

Modify the default name by a name linked to the geographical position of the controller or to the
department it monitors. In the event where the controller monitors many readers at a time, the
name chosen must be coherent.

Examples: main entrance, stairs —1, parking 2, R&D

Description: describe the new data entry

Active: O: to activate communication between the PC and the controller. Polling is completed
within the specified time intervals in the “polling” menu.

O: to disengage communication between the PC and the controller. Polling does not exist
in this case; the controller is not polled and is not downloaded by the system.

Set as default: select this option if the current controller should serve as a reference. Its
parameters are automatically copied as default parameters for newly created controllers.

Company: mentions the company the item refers to; field used mainly in multi-company
applications

Controller address:

Network - or communication port: select an existing network from a list of previously
defined networks or create a new network by clicking on the [...] button

Controller address: mention the physical address of the controller in the selected
network. The address is contained between 00 and 31; it is defined by the position of the dip
switches (internal jumpers) JP4/1 to JP5/6

Controller type: enable to parameterise controllers by default (readers, inputs and outputs).
Choose the type of controller from the list:
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» 1C2000 & 1C4000: access, alarm, alarm 15/16, parking, parking with 16

relays, lift
> 1C1000
> 1C1604

Tips & Notes

Types of controllers and associated readers, inputs and outputs

Type of controller Doors Readers Inputs Outputs | Notes
1C2000 2 2 8 4 Access control
IC2000 alarm - - 15 4 Alarm control only
IC2000 alarm 15/16 - - 15 16 Alarm control only
1C2000 parking 2 2 8 4 Access control

in parking
IC2000 parking 16 relays 2 2 8 16 Access control

in parking
1C2000 lift 2 2 810 15 64 Lift monitoring
1C4000 4 2 16 8 Access control
IC4000 alarm - - 15 4 Alarm control only
IC4000 alarm 16/8 - - 16 8 Alarm control only
IC4000 parking 4 2 16 8 Access control

in parking
IC4000 4 2 8 16 Access control
parking 16 relays in parking
1C4000 lift 4 2 81to 15 64 Lift monitoring
1IC1000 2 2 4 3 Access control only
IC1604 - - 16 anal. 4 Alarm control for

analogical inputs

Saving and downloading

Saving the data entered will automatically result in downloading initialisation data, updating date
and hour and transferring group parameters, daily and weekly programs for access, reader
parameters, card format and access authorisations.

Parameters by default

When entering information with respect to name, network, address and controller type, the
system will define the controller's parameters (readers, inputs and outputs) by default.

IC2000 parking controllers

In the case of IC2000 or IC4000 16-relay parking controllers (2 and 4-door), select the requested
parking in the field that appears at the bottom of the screen.

IC2000 lift & IC4000 64 relays

A single controller can pilot several lifts independently.
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3.3.2. Controller - Reader

The informative table synthesizes reader parameters that are associated to a controller. Default
parameters are defined according to the type of controller. To obtain full information and modify
the reader data, click on the [...] button situated to the right of the table of the corresponding tab.

£
U E @ |k ¢ 2 290 a9 @@ 5| <@

[iew Save  Delete First: Erew., hext Last Downld,  Search Preview | Close

Select a Controller : ICUHUDHBI 1

e

| 3 Input | B cutput I i3 Local Reflexes I

0 General

Name Door Alarm Relay Weekly Program .. |Del |
Fidi1 / Controller 1 |i1 # Controller 1 |11 / Contioller 1 WP Always
Rdr2 / Controller 1 |i2 # Contraller 1 |12 / Cantroller 1 WP Always

Table explanation

Nom: reader name
Door alarm: name of the input signalling the closure of a door
Relay 1: name of the first output in the system

Weekly program: weekly program that automatically flip-flops the way the reader operates
between the two security levels

Button [...] (on the line of the reader): click on the button to display the “Reader” screen to
consult information or to modify data

Delete: click on the X sign to remove a reader from the list displayed

Button [...] (outside the table): click on the button to display the “Reader” screen even if no
record is selected

3.3.3. Reader

The “Parameter - Controller - Reader” screen enables the reader’s parameters specification. It is
accessible from the corresponding tab in the “Parameter - Controller” screen, by pressing on the
[...] button situated to the right of the table.

Reader parameters are divided into four categories:
» General
» Door control
> Access mode
» Miscellaneous / Badge format

Tips & Notes

Default Parameters

When entering information linked to the name, network, address and type of controller, the
system defines default readers, inputs and outputs.
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Modifying default parameters

Suppress readers that automatically appear in the table and are not physically connected. If the
default parameters of a reader are not suitable, eliminate the reader from the list and manually
create a new data entry. In case of an empty list, click on the [...] button to create a reader.

Saving current information

As soon as a new tab is selected all the current information is saved.

Table of default connections for inputs, relays and RTX

Reader 1 Reader 2 Reader 3 Reader 4
Door alarm 11 12 15 16
Door relay R1 R2 R3 R4
RTX 13 14 17 18

3.3.3.1. Controller - Reader - General

The capture screen about reader’s general information can be accessed by clicking on the [...]
button situated to the right of the corresponding table summary in the “Parameter - Controller”
screen.

|'| Reader

IR EE

MHew Save Qe\etai First: Erev. Mext Last ?Duﬂnld. Search;  Print ! Close

Select a Reader = [JRyIREESIT )

0 General ] @ Dioor Cuntrull T2 fccess Made I == Miscellansous Badge Format
Mame : I Has slave reader
ILctl I Controller 1
Mumber Il v I™ shared Technology @
Description : |'= Magretic Card j
=
-
Compary:
I Building Manager :_J

Fields

Name: name the reader

Number: indicate the connector that is hooked up to the reader, to be chosen between 1 and 2
for a 2-door controller and between 1 and 4 for a 4-door one

Shared: share the information between different companies, in a case of multi-company
applications

Description: describe the new data entry

Company: mentions the company the item refers to; field used mainly in multi-company
applications

Has a slave reader: if affirmative, specify the name of the slave reader

Technology: select the reader technology from the list:
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Magnetic

Bar code
Wiegand

Smart card 1
Smart card 2
Smart card 3
Touch

Radio

Motorised reader

VVVVVVVYVYY

The information downloaded to the readers is limited to the types of badges specified above.
Please note that badge technology is specified in the “Type” option in the “Parameter - Badge”
screen.

Note, when a reader is deleted in the “Parameter — Controller” screen its slave reader is also
deleted

3.3.3.2. Controller - Reader - Door Control

This screen defines the way the door is wired

51
=y = =
J K & » ol -] S
[ew Save  Delete Eitst Bres. Mext Last Downld, Search Preview | Close
Select a Reader : I Fidr1 / Contraller 1 j
o tzeneral s Door Control | F8 Access Made I == Miscellansous/Badge Format |
Inputs Qutputs Door Type
Door Alarm First Output Type
it 7 Contraller 1 =l |1 7 Contoller 1 =l IStandald |
Second Oukput
I Feedback <Hone> -
APE Level
From ILeveIAF‘BT L
To M 2| | ooo

Fields

Input: select the alarm to which the door opening control device is wired

Door alarm: select the alarm input from the list; an alarm is set off when a door is forced or stays
open beyond a predefined delay

Feedback: select this option in order to verify the entry or exit of a badge holder that has been
granted access

Operation mode: A badge holder swipes his badge through a reader. The controller authorises
access to the badge holder by activating a door relay. During the predefined door alarm delay, at
which time the door can be opened, the controller goes into a waiting mode. If the door has been
opened and closed - as will attest the door contact activation - the badge holder is supposed to
have passed and the controller records the access transaction in memory. If the door has not
been opened, the door contact is not activated and the controller records the transaction “access
refused” in memory

APB Level

From: select the reader's APB level at the time access is requested from the list or click on the
[...] button to define a new APB level
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To: select the reader’s APB level after access has been granted and after passage through the
door from the list or click on the [...] button to define a new APB level

Outputs 1 and 2: select the relays of the activated controller following access authorisation;
define separately for the two relays of the reader

Door type: select from the list:

» Standard door: access is granted if badge is authorised

» Door controlled by input: a door is controlled by a signal with respect to
the status of the door input. Specify the input in question; the door opens if
the status of the door is active but remains closed if the status is inactive
Man trap 1, 3, 4: select this option if the doors operate in the man trap
mode, which means that the passage through two consecutive doors is a
requisite in order to access a site. Refer to the page “Man Trap” for more

information on how to use this parameter.

» Manually controlled: access is manually regulated

Y

3.3.3.3. Man Trap

The man trap mode supervises the activation process of an interlock entrance. The door opening
and the possible activation of an input are the conditions for the opening of a second door.

GuardPoint Pro supervises three types of man traps:
» The first door will open only if the second door is closed (Man trap 1)
» The second door opens automatically following the opening and closure of

the first door (Man trap 3)
» The second door automatically opens consecutively to the following two
conditions (Man trap 4):
o Opening and closure of the first door and
o Receipt of a signal - activation of an input

In order to parameterise a man trap entrance, go to the option “Door Type” of the menu
“Parameter - Controller - Reader - Door Control”.

Three types of mantrap configurations are recognised:

Man trap 1: 2 doors / 2 readers
Principle: the first door opens only if the second door is closed.

Operation mode

Both readers of a same controller monitor two doors. The first reader is in a waiting state as long
as the second door is opened and as a result the first door remains shut. The contact relay status
attests to the opening or closure of doors.

The “Controlled by Input” field must not be selected.

Man trap 3: 2 doors / 2 readers

Principle: the second door opens automatically following the opening and closing of the first door.
Operation mode

Both readers of a same controller monitor two doors. When the first door opens and closes the
second door automatically opens. The door contact relay status attests of the opening and
closure of the doors.

The “Controlled by Input” field must not be selected.
Man trap 4: 2 doors / 2 readers

Principle: the second door opens automatically after the following two conditions have been met:
» Opening and closure of the first door AND
> Receipt of a signal - activation of an input

Operation mode
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Both readers of the same controller supervise two doors. When the first door opens and closes,
and a predefined input is activated, the second door opens automatically. The status of the door
contact relay attests of the opening/closure of the doors.

Select the “Controlled by Input” field and specify the input activated.

3.3.3.4. Controller - Reader - Access Mode

The reader can operate differently according to predetermined time zones. The parameters of
these two operation modes - or security levels - are defined in the “Parameter - Controller -
Reader - Access Mode” screen.

O E @ K ¢ 9 & 0 3 B

Mew  Save Qeletal Frst  frev. bext  Last | Downld. Sserch Prnt | Close

Select a Reader : [{ IRl =

0 General I @ Door Contral - T2 Access Mods | == Miscellaneous/Eadge Format I
‘Weekly Program IWPNW&}'S vl
i Security Level 1 Security Level 2
i IWim Card vl Door Open Time “With Card ~| Door QOpen Time
| ﬁ Sec 4 'I Sec
| T Anti-PassBack [ Anki-PassBack
Tirne APE Time APE

| T Free Access [ Free Access
| j . lﬁ .
| I Escort ° =l Min [ Escort 0 1|
| T Clased if BuFfer is Full Daoor Alarm Delay ™ Closed if BuFFer is Full Daar alarm Delay
|
| 10 ~| Sec 10 'I Sec
| i[]} Door Controlled [I] Droor Controlled 'I
|

Door Remote Input |i3 / Contraller 2 vl

Example

During office hours, access is freely granted (no need to swipe a badge). After office hours,
badges need to be swiped (controlled door).

Fields

Weekly program: choose the weekly program that automatically flip-flops the reader’s
functioning mode between the two security levels. The default weekly program is always
associated with security level Number 1.

Security level 1 and 2: must be filled out separately for both access modes

Access authorisation: define the manner in which the authorisation access must be required:
» With card
» With keypad, for the entry of a PIN code (Personal identification number)
» With card OR keypad
» With card AND keypad

Anti-Passback: refer to “Anti-passback” chapter

Free access: select to grant unlimited access to all badge holders registered in the system
without any limitation of time zones or access groups

Escort: select this function to require a double valid card reading - the employee who needs
escort and his escort - to authorise access at certain readers. The escort has 10 sec. to present

his badge.

If the escort needs to be performed by an authorised cardholder (supervisor), specify it in the
“Parameter — All Cardholder” screen, by choosing the function “Need Escort”.

A weekly program can be linked to the escort function, requesting the double badge reading only
at certain time zones.

GuardPoint Pro User Manual — Rev G - Doc. 10UE400 29



Close if buffer is full: select to authorise access only when the corresponding transaction can be
registered in the system memory. If this option is not selected, access is granted even if the buffer
is full and, as a consequence, transactions are not recorded.
Door mode: Door open: access mode in which the door is permanently open
Door closed: access mode in which the door is permanently closed; access is
always refused even with valid badge
Door controlled: standard access control mode, in which access depends on
the badge and its authorisations

Door open time (from 0 to 120 seconds): delay during which the badge holder has to pass
through the door after receiving authorisation access; it corresponds to the time delay of the door
activation relay

Note
Alternated mode (Door open time set to 122): the door relay opens after the first valid swipe and
stays open; the door closes only after a second badge reading and stays closed, and so on

Time APB (from 0 to 15 minutes): waiting period between two successive access authorisations
granted to the same badge through the same reader; the second access can only be granted
after the predefined time delay has elapsed

Door alarm delay (from 0 to 75 seconds, by multiples of 5): delay during which the door must
remain closed; if the door is still open beyond the closure delay an alarm is activated

Door remote output: define the controller input connected to the door remote output; by default
the door remote output for readers 1 to 4 are connected respectively to input 3, 4, 7 and 8.

3.3.3.6. Controller - Reader - Badge Format
The “Parameter - Controller - Reader - Badge Format” screen defines the character codes to read
on magnetic, bar code and Wiegand cards.

A badge, or card, is a physical medium that has a unique code enabling its identification. Most of
the time, this code is randomly attributed and unknown to the user. Badge recognition required
registration of their code in the system memory. When a badge is being read the system verifies if
the badge is known and if yes, to whom it is attributed, in order to check the person’s access
authorisation.

Numerous card technologies are available: magnetic, bar code, Wiegand, proximity, smart cards,
etc. GuardPoint Pro, as well as our controllers, are compatible with the majority of reader
technologies on the market today.

The technology used must be defined in the “Parameter - Controller - Reader” screen. Jumpers
on the controller’s electronic card help to select the technology.

There are various formats of magnetic, bar code and Wiegand technologies. By default the
system reads the first 8 encoded numbers on the badge but this reading can be changed as
described hereunder.

3.3.3.6.1. Card Format: Magnetic or Bar Code
In the “Parameter - Controller - Reader” screen, specify the technology “Magnetic” or “Bar Code”.
The information about the card code and the customer code are entered in the “Parameter -
Controller - Reader - Badge Format” screen.

£

O d & K & =2 of &9 @ 5 | < ‘

e Save  Delete Eirst. Erev, Nezt Last Downld, Sesrch Preview | Close

Select aReader : | Rdrl / Controller 1 B

O cereral || B DuDrCuntrDII =2 Access Mode | == /Badge Format: |
™ Card Issue Reader -
L Ful att I 99
IR AT Card Code Position [ -
Default Transaction Code o
Customer Code Pasttion [0 -
Transaction Code F1 10

saction Code F2 15 Customer Cods Length [0 >

Tran
Transaction Code F3 14
Customer Code Yalue
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Fields

System card: card on which a four-digit number between 1 and 9999 has been inscribed; since
the card number is already on the badge, it enables immediate recognition of the badge holder
and therefore, a system badge need not be recorded up in the system.

Card code position: a bar code or magnetic code may contain many numbers or characters. The
system only records the 8-digit code; by default, the first 8 characters of the badge code. Itis
possible however to read another 8-digit by specifying the position of the first one in the “Badge
Code Position” field. (Value between 00 and 29, the default value “00” corresponds to the first
encoded character)

Customer code: this unique code appears on all the cards of a same company, besides the
badge code; the use of a customer code value is optional and strengthens system security by
identifying the company

By the default this option is not used. To use it, fill out the following three fields:

Customer code position: specify the position of the first character of the code; choose a value
between 0 and 29 (00 corresponds to the position of the first number encoded in the badge)

Customer code length: specify the size of the code to be read; choose a value between 0 and
8 (0 is the default value, which means that the customer code value is not verified)

Customer code value: enter the customer code value into the squares that appear on the
screen

3.3.3.6.2. Wiegand Card Format

The use of Wiegand technology is specified in the “Parameter - Controller - Reader” screen.
GuardPoint Pro recognises the hexadecimal and decimal Wiegand formats, among others.

General Format (Hexadecimal)

E
QO d &8 K ¢ 2o a5 9

[ew Save  Delete Eirst Brev. Mexk Last Downld, Search Preview | Close

Select a Reader : I Rdr / Controller 1 d

@ ceneral | B poor control | 9 access Mode | == ViscelaneousjBadge Formet. |

Badge Format
[~ Card Issue Reader

Unsuccessful attempts I a9

Default Transaction Code IU— Format IHEXEdBC'mal j'
Transaction Code F1 IT
Transaction Code F2 IT
Transaction Code F3 IT

The “Hexadecimal Wiegand” format must be selected in the “Parameter - Controller - Reader -
Badge Format” screen.

There are many standards on the market. Our controllers can read all Wiegand cards up to 50
bits, including 48 bits data (12 binary characters) and 2 parity bits. The system stores in its
memory only the 8 least important characters, in other words the last 8 characters of the code.

Two parity bits are added to the card besides the badge code for confirmation of a proper
reading. Most Wiegand standards use a similar algorithm to calculate these parity bits and this
algorithm has been integrated into the controllers. It is thus preferable to use it by selecting the
corresponding jumpers on the controllers’ electronic card.
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However, certain card standards have original algorithm for the calculation of bit parity. In order to
enable these controllers to read these badges, the jumper position “no parity bits” must be
selected. (See the controller installation manual for further details).

Wiegand decimal format

The card has a five decimal digit code (often clearly printed on the card) and sometimes a 3-digit
decimal customer code value.

To specify the use of Wiegand decimal format:
> Select the decimal format in the “Parameter - Controller - Reader - Badge

Format”

» If the customer code value does not need to be checked, enter “0” in the
“Customer Code Length” field

» If the customer code value needs checking, enter the value 3 in the
“Customer Code length” field and type the 3-digit code in the ‘customer
code value’ field

3.3.3.7. Controller - Reader - Miscellaneous

O & 4@ 2 = & g 9B

Mew Save  Delete Mext Last Daownid, Print Close

Select a reader @ [{EE IR0

0 Gengral ] @ Door cantro\] 7@ accessmode == Miscellaneous/Badge format l
Badge Farmat

[~ Card issue reader o -
Card code position 0 -

Unsuccessful atkempts 99

Defaulk transaction code ]

Customer code position |0 X
Transaction cods F1 10 2
Transaction cods F2 15 Customer code length [a] -
Transaction code F3 14

Customer code value

[ Leave door relay open during all 'Door open bime'

Fields

Card issue reader: select this option to create new badges using a reader. If the reader is in the
card issue reader mode, it cannot be used for access control purposes.

The card issue reader is generally situated close to the computer.

Swiping a badge through a reader will generate different reactions according to the type of

reader:
> Standard reader: the system checks in the database if the card code exists

and what the access authorisations are

» Card issue reader: the card code is sent to the computer and a new badge
is created; this prevents the two seconds waiting time after each reading of
cards

Unsuccessful attempts: specify the number of unsuccessful attempts tolerated by the system
before an alarm is raised; choose a number from 00 to 99

Transaction code F1, F2, F3: specify the code sent by the controller to the PC during the
process of an access request; the user via the reader keypad can modify this code

Leave door relay open during all “Door Open Time”: select if required; by default as soon as
the system detects a door opening (change of door contact status), it sends an order to close the
door
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3.3.3.8. Support for two additional Wiegand formats

Once a reader is set as “Wiegand” (at Controller-Reader-General), it is possible to select from
four different Wiegand options :

» Hexadecimal

» Decimal

» Wiegand 44

> Decimal 24 bits

The last two options require special controller firmware.
3.3.4. Controller - Input

The informative table summarises the input parameters connected to the controllers. Default
parameters are defined according to the controller type. To obtain more detailed information and
modify input data click on the [...] button situated to the right of the table of the corresponding tab.

Inputs are used for access control or for alarm monitoring purposes.

A digital input is either normally open or normally closed. In access control, this corresponds to
the opening and closure of a door. In alarm monitoring, this corresponds to the normal or
abnormal status of the input.

An analog input can be programmed to raise alarms and / or activate relays when the input
reaches pre-defined values. Note that only the DS216 controllers support analog inputs.

Each input can be used for:

» Door control: a door contact device is connected to the input; an alarm is
activated in case a door is forced or left open beyond the specified delay
period

> Exit request: a RTX button is connected to the input, this will lead to the
activation of the corresponding door relay

» General alarm input: the activation of a sensor/detector connected to an
armed alarm input triggers:

o Analarm
o Predefined relays or local reflexes
o Automatic processes or predefined global reflexes

zl
O E & |k & 2 290 g @@ 5|0

[ty Sawe  Delete First: Erew, Mext Last Downld.  Search Preview | Close

Select a Controller : ICDI’“ID"Bf 1

e

| B output | T3 Local Reflexes I

0 Generall [I] Readers

.

MNum | MName Type Status .. |Del
1 i1/ Controller 1 Digital MO .

2 i2 / Contraller 1 Digital MO

3 i3/ Controller 1 Digital MO

4 i4 / Contraller 1 Digital MO

] i5 / Controller 1 Digital MO

E i6 / Contraller 1 Digital MO

7 i7 / Controller 1 Digital MO

] i8 / Contraller 1 Digital MO

Table analysis

Number: number of the selected input
Name: name of the input

Type: digital or analog
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Status: NO - normally open, NC - normally closed, state 1 to 4

Button [...] (on the input line): click on this button to display the “Input” screen for consultation or
modification purposes

Delete: click on the X sign to remove one input from the list displayed

Button [...] (outside the table): click on this button to display the “Input” screen even if no input is
selected

3.3.5. Input
3.3.5.1. Input — General
The “Input” screen enables the input parameter definition. It can be reached from to the

corresponding tab of the “Parameter - Controller” screen, by clicking on the [...] button situated to
the right of the table.

lg@ ol B g P

Mew Save Delte | st Erev  Mext  Last | Dopnld. Scorch Print | Close

select a Input : |i1 # Controller 2

i2 / Controller 2
i3/ Contraller 2

4 / Contraller 2 =l
0 General | Icons |
Status in Event

Narme : ‘wieekly Program: Handling Pragran
||1 I Contraller 2 I X Mat Included
Mumber Input Delay Type
I 1 v I Mo Delay _'j
Description : Input Type

;:_J I Digital ;i

Status
o Do E

Fields

Name: name the input

Number: choose the input number, between 1 and 16; the maximum input number connectable
depends on the type of controller used

Description: describe the new data entry

Icon: select the icon that graphically represents the input in the “Active alarms” screen; the icons
must then be positioned on maps in the “Position” screen

Form the list, choose a graphic icon, which will appear on the maps or select the [...] button to
create a new icon.

Weekly program: assign a program to the input to define alarm activation and non-activation
periods; to modify the program click on the [...] button

Input delay type:

» No delay: an alarm is raised as soon as the input is activated

> After ... (if still on alarm): specify the number of seconds, in multiple of 25,
beyond which an alarm is raised if the input is still activated
After...(even if no more on alarm): specify the number of seconds beyond
which an alarm is raised, without further check of the activation state

Y

Input type:
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> Digital 2 states: the input reacts to signals such as magnetic contacts,
movement detectors, etc. The status is either normally open or normally
closed

Digital 4 states: the input reacts to signals such as magnetic contacts,
movement detectors, etc. The status is either normally open, close, line cut
or line short cut. In case of 4 states input digital, an adequate installation
requiring capacitors is required. Only the 4 first input of the controller and
the 8 inputs of the extension boards support 4 states.

Analog: the analog input can be programmed to raise alarm and / or
activate relays when the inputs reach pre-defined values. Only DS216
controllers support analog inputs. Consult the controller documentation for
further reference.

v

\7

Note: All the states can be represented graphically in the alarm active screen. A global reflex can
be link to each state. The input weekly programs influence the open and close states, but not the
line cut or short-cut states.

Example

State 1 State 2 State 3

Not OK OK Not OK
Status: choose the status among: NO, normally open or NC, normally closed, state 1 to 4
For analog inputs: the three threshold limits are set by defaultto 2 /2,88 / 4

3.3.5.2. Input — Icons

Choose the icons representing the input when it physical status is ON and OFF.

Mew Save Qelatei First: Brews Mext Last ‘Doﬂnld. Seatcli. Pt || Clase

Select a Input : |i1 # Contraller 2

i2 # Contraller 2
i3/ Contraller 2

i4 / Contraller 2 .'J
€ Gereral Icons |
Input OM
IE" <Default> j _I
Input OFF
IE <Default: ;] _I

Fields

Input ON: in the list, choose the icon associated to the input which physical status is ON, or
select the [...] button to create a new one

Input OFF: in the list, choose the icon associated to the input which physical status is OFF, or
select the [...] button to create a new one
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The icons associated by default are as follow
» For the first two inputs, door open for ON, door close for OFF
» For all other inputs, red circle for ON, white circle for OFF

The icons are dragged and dropped on maps in the “Event-handling — Position” screen. The icons
can be automatically be updated in the “Event-handling — Active Alarms” screen according to the
input physical status, if the initialisation parameter “NO 10 = 1”

3.3.6. Controller - Output

The informative table summarises the parameters of the outputs connected to the controllers.
Default relays are defined according to controller definition. To obtain more detailed information
and modify input data, click on the [...] button situated to the right of the table of the
corresponding tab.

£
O E & |k <& 2 29 &g @@ 5|9

[ew Save  Delete Eirst Brev, Mexk Last Downld.  Search  Preview Close:

Select a Controller : IEDnlfDHEf 1

0 Generall []] Readers | 1 nput @

| @ Local Reflexes I

| |Name Mum WP Latest Action Del
1/ Contraller 1 1 <Manes None X
2/ Controller 1 2 <Mones None
3/ Contraller 1 3 <Manes None .
4 / Controller 1 4 <Mones None X]

Table analysis

Name: name of the output
Number: number of the output selected

Weekly program: name of the weekly program associated with the output, defining the activation
and non-activation periods

Last action: mention of the last action that could have affected the output; for instance, the action
that closed a “normally open” output by a global reflex

Button [...] (on the relay line): click on this button to display the “Output” screen in order to
consult or modify data

Del (Delete): click on the X sign to delete an output from the list displayed

Button [...] (outside the table): click on this button to display the “Output” screen even if no item
is selected

36 GuardPoint Pro User Manual — Rev G - Doc. 10UE400



3.3.7. Output

3.3.7.1. Output - General

The “Parameter - Controller - Output” screen allows output parameter definition. It is accessible
by going to the corresponding tab of the “Parameter - Controller” screen and clicking on the [...]

button located to the right of the table.

O" &k ¢ oo & a a3

Tew Save  Delete I Firsty Brevs

Mext

Last ‘Duﬂnld. Searcli. Print ! Close

Select a Output : |W

17 # Contraller 2 =]
M8/ Contraller 2 —_
118/ Controller 2
0 General | Icons | =
Name : Murnber
IrZ,iCnntrn\IEr bd |2 _:j
Description : ‘weekly Program :
;I o/ arking ' eek

Latest Action:

Mone

Fields

Name: name the output

Description: describe

Number: choose the output number, between 1 and 16; the maximum number depends on the

type of controller used

Weekly program: select from the list the program defining the output’s activation and non-
activation periods or click on the [...] button to create a new weekly program

the new data entry

Note that the weekly program cannot be modified from this field.

Latest action: mention the last action that could have affected the output; for instance, the action
that closed a “normally open” output by a global reflex
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3.3.7.2. Output - Icons

Choose the icons representing the input when it physical status is ON and OFF.

B K ¢ o) @9 d 5 B

Mew Save Qelate! First: Hrew) Mext Last ‘Doﬂnld. Search . Prink ! Close

Select a Qutput : |12/ Controller 2
7 ¢ Controller 2 ;I
M8/ Contraller 2 |
119/ Contraller 2
€ cereral | Icons | b
2utput Cr
IF. <Defaulty j
Output OFF
;c <Default: j

Fields

Output ON: in the list, choose the icon associated to the output when its physical status switches
to ON, or select the [...] button to create a new one; default icon: a yellow lit bulb

Output OFF: in the list, choose the icon associated to the output when its physical status
switches to OFF, or select the [...] button to create a new one; default icon: a white bulb

3.3.8. Controller - Local Reflex

A local reflex defines the outputs’ activation following the trigger of an input of this same
controller. The reflex occurs even if communication with the controller is interrupted. The “Local
reflex” screen defines the connection of inputs and outputs.

The informative table summarises the parameters of the local reflexes associated with the
controller. To obtain more detailed information and modify the data, click on the [...] button
situated to the right of the table of the corresponding tab.

E
Od @ Kk <& 29 & a g 3

[Ew Save  Delete First: Brev. Mext Last Downld, Search  Preview Close

Select a Controller : IEUHUDHET 1

0 General | [I] Reeaders | £ Input | B output 3 Local Reflexes |

Mame |WP |Input |Mode | .. |De\|
Activation Relay 1 [Wesk shift i1/ Controller 1 |Image [ |
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Table analysis

Name: name of the reflex

Weekly program: the local reflex’ weekly program defines the reflex activation and non-activation
periods

Input: name of the input that sets off the local reflex
Mode: type of action set off by the local reflex (image, constant on, during)

Button [...] (on the line of the reflex): click on this button to display the “Parameter - Controller -
Local Reflex” screen, in order to consult or modify data

Del (delete): click on the X to delete a reflex from the list displayed

Button [...] (outside the table): click on this button to display the “Parameter - Controller - Local
Reflex” screen, even if no item is selected

3.3.9. Local Reflex

A local reflex defines the outputs’ activation following the trigger of an input of this same
controller.

The “Parameter - Controller - Local reflex” screen allows the definition of the reflex parameters. It
is accessible by going to the corresponding tab of the “Parameter - Controller” screen and clicking
on the [...] button located to the right of the table.

£
O @ K <& =2 =2 &g @4 8 3

Mew Save  Delete First Prev. Mext Last Dowrld, Search  Preview | Close

Select aLocal Reflex : [clivation Relay 1
Auctivation Belay 1

0 General |
Marne : Input @
IActlvatlan Relay 1 Ii‘I # Bontroller 1 j |
‘weekly Program | Dukputs ¢
I'Week shift j | ¥ 11 / Controller 1
pd 1 / Controller 1
Description : \/E 13/ Controller 1
;I * 14 / Controller 1
LI Action Type
I\mage hd

Fields

Name: name the reflex

Weekly program: choose from the list the weekly program which defines the reflex’s activation
and non-activation periods or click on the [...] button to create a new weekly program
Note that the weekly program cannot be modified from this field.

Description: describe the new data entry

Input: from the list, choose the input setting off the local reflex or click on the [...] button to create
a new input

Output: click on the X or V to activate or deactivate the output

Action type: choose the type of action set off by the local reflex (image, constant on, during
(multiples of 2 seconds))
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3.4. Time Zone
3.4.1. Basic Concepts

Time zones consist of calendar divisions into daily, weekly and holiday time segments associated
with predetermined system functions.

The system recognizes:
> Daily program: division of a 24-hour day into access and non-access
zones
> Weekly program: made up of a daily program for each day of the week
and a supplementary daily program for holidays
> Holiday: dates specified as holidays

These programs are used during periods of time during which:
» Employees access different areas of a site according to their access group
> Readers operate in predefined access modes
» Alarms are armed
> Relays are automatically activated

Time zone application table

Within the limits of the
program

Beyond the limits of the program

Access control Access granted according to | Access refused

access group

Readers Access mode 1 Access mode 2
Alarm zones Armed Not armed
Relays Activated Non activated
Tips & Notes

Arming alarms

Refer to the “Event Handling - Active Alarm” paragraph for more information regarding how to arm
an alarm.

Importance of a proper definition

Properly defining time zones is essential for the system to work optimally.
It is highly recommended to successively specify the daily, weekly and holiday programs prior to
defining the other parameters of the system.

Maximum number of usable programs

Many daily, weekly and holiday programs can be created by the system but the type of controller
employed restricts the number of usable programs. An error message appears if the limit of
usable programs has been exceeded

Number of usable time zones according to the type of controller

Controller Daily programs Weekly programs Holiday programs
IC2000 & I1C4000 99 32 20
IC1000 7 4 20
1IC1604 99 32 20
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3.4.2. Daily Program

The division of days (24H) into time zones, to which are associated the system’s predetermined
functions, is defined in this screen. A maximum of 4 access zones and 5 non-access zones are
usable. Refer to the chapter “Time Zones” for the basic concepts.

3% Daily Program
A& KRS k2 5 P
E [ew Save  Delete l Eirst Prev. Mext Last | Downld,  Search Prink | Close
Select a Daily Program : (31N
0 General |
Marme Description @
IWnrking Day .f..I
Company:
’ Building Manager :] :J
Al A ey 2 i e
| |
0800 = to |12-Dn =] I 1400 = to I‘\B'DI] =]
L1 111 11 1 | 1 1 1 1 1 1 1 1 I 11 I — 1|
o 4 8 1z 16 20 23:59

Fields

Name: name the new daily program; examples: part-time AM, night team
Company: mentions the company the item refers to; used mainly in multi-company applications
Description: describe the new data entry

Time zones 1- 4: define the limits of the 4 time zones using the format XX:YY, where X = hour
and Y = minute

The ruler at the bottom of the screen gives the time frames in a visual manner.
> The frames represent the access time zones (4 maximum)
» The red frames represent the restricted time zones (5 maximum)

Tips & Notes

Controllers that can recognize 2 or 4 zones in the daily programs
Controllers equipped with an EPROM dating from 1/1/2000 are compatible with 4 zones.

Controllers equipped with an EPROM dating before the year 2000 recognize only 2 time zones. If
only 2 time zones appear on the screen, the first thing to do is to check the date of the EPROM.

The number of time zones by default can be modified in the “Communication” tab in the “Options”
menu in the “Tools” section. The firmware date is available in the “Communication - Diagnostic”
screen.

Number of time zones according to the date of the EPROM

Number of time zones posted | EPROM date | Comment

<1/1/2000 Communication error

<1/1/2000 | OK

4
4 >1/1/2000 OK
2
2

> 1/1/2000 | Modify the number of zones from 2 to 4
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Maximum usable programs

A big number of daily, weekly and holiday programs can be created. However the type of
controller restricts the number of programs that can be used at a time. By default, TPL4
controllers recognize a maximum of 99 daily programs.

Programs by default

The two daily programs “All the time” and “Never” are defined by default. Their denomination can
be modified but the two programs can neither be erased or their contents modified. The “Always”
program is selected by default.

New daily program

The time frames for a new daily program are from 8 AM to12 AM and from 2 PM to 6 PM.

3.4.3. Weekly Program

A weekly program is made up of 8 daily programs, one for each day of the week and an extra
program for holidays. Refer to the “Time Zones” chapter for the basic concepts.

B weekly Progiam

J R E Kk e a5 P

e Save l:_)e\etel Eirst Brew. Mext Last Downld,  Search  Print } Close

Select a Weekly Program : I Wwarking Week _'J

0 General |

Hame : Description :
|Working Week

Company
I Building M anager j

00:00-00:00  00:00-00:00 I Newer

08:00-12:00 14:00-18:00 Iwmkmg Day

08;00-12;00 14:00-18:00 Ilek\ng Day

08;00-12:00 14:00-18:00 Ika\ng Day

08:00-12:00 14:00-18:00 Iwmk\ng Day

08:00-12:00 14:00-18:00 Iwmk\ng Day

00:00-00:00  00:00-00:00 I MNewer

{3 [ 0 [
= 2l X A EA AN S

00:00-00:00  00:00-00:00 I Newver

Fields

Name: name the new weekly program
Company: mentions the company the item refers to; used mainly in multi-company applications
Description: describe the new data entry

Daily programs: one for each day of the week (Sunday - Saturday) and one for holidays (Hd);
select the adequate program from the list or create a new daily program by clicking on the [...]
button associated with the day

Time frames corresponding to the program selected are displayed on a grey background.

Tips & Notes

Maximum number of usable programs

The system can create many daily, weekly, and holiday programs. However the type of controller
being used limits the number of usable programs. By default, IC controllers recognise a maximum
of 32 weekly programs.

Programs by default

The two weekly programs “All the time” and “Never” are defined by default. Their denomination
can be modified but both programs can neither be deleted nor modified. The “Always” program is
selected by default.
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3.4.4. Holiday

Days considered holidays by the system are defined in this screen. During holidays access is
refused for everybody. Nevertheless individual authorisations can be granted in the “Parameter -
All Cardholders” screen. The IC controllers recognize a maximum of 20 holidays. Refer to the
chapter “Time Zone” for basic concepts.

% Holiday

NEIREGEEIEEREE

Delete | First Pres. Mext Last Downld.  Scarch Prine ! Close

Select an Holiday: INBW ear
0 General I
Mame

[rizw vear] Jor/m203 =

Description : Company:
| [ Buiding Manager |

=

[ Each Year

Fields

Name: name the new program
Description: describe the new data entry

Date: the current date is listed by default. In the calendar, it will appear circled in red. To call up
the calendar, click on the arrow situated to the right of the current date. Select the day, month and
year in the calendar that appears on the screen. By clicking on “Today” the calendar of the
current month appears on the screen. The date can also be entered directly on the screen.

To select a given month
» Produce the list of months by pressing on the name of the month displayed
» Skip from one month to the next by pressing on one of the double arrow
keys’ ends (next to the month)
» Scroll the calendar from month to month by pressing and maintaining
depressed on one of the double arrow keys’ ends (next to the month)

To select the desired year
> Produce the list of years by pressing on the name of the year displayed
» Skip from one year to the next by pressing on one of the double arrow
keys’ ends (next to the year)
» Scroll the calendar from year to year by pressing and maintaining
depressed on one of the double arrow keys’ ends (next to the year)

Each year: select to repeat the definition of a holiday for coming years; for example, Christmas
always falls on the 25 of December.

Company: mentions the company the item refers to; used mainly in multi-company applications

Tips & Notes

Maximum number of usable programs

Many daily, weekly and holiday programs can be created by the system. However the type of
controller restricts the number of usable programs. By default, IC controllers recognize up to 20
holidays.

Holidays in red
A date, which is defined as a holiday, appears in red on the calendar.
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3.5. Access Group

This function determines “who can go where and when”. The access group attributed to
employees determines the doors accessible, the weekly programs associated with the doors and
the door crisis level.

To use this function:

Select the authorised doors for the individuals of a group

Associate the corresponding weekly programs

Attribute a crisis level to each group

Attribute an access group to each employee, in the “Parameter - All
Cardholders - General” screen

YV VY

The system does not limit the number of access groups. However if a large number of access
groups are required due to the variability of the badge holders’ work hours, it is recommended:
» To create an access group that guarantee permanent free access and, at
the same time
» To restrict access by using personal weekly programs and individual crisis
levels, in the personalised data of the badge holder

When a new data is created, status for all doors is checked. By default, minimal authorisation is
granted.

& Access Group ]

O d @ K ¢ 2ol g @& 5|9

Mew Save  Delete First: Brev. Mext Last Dowrld,  Search  Preview Close

Select an Access Group: [

0 General |

Mame Description

|Anyt\me Anywhere

"View vy B X ‘

K}

I Reader ... ‘Wieekly Program ... Crigiz level
\/ Rdrl / Controller 1 WP Always - 7 -
\/ Rdr2 / Controller 1 WP Always - 7 -

Fields

Name: enter a name for the access group
Description: describe the new data entry

View: display the list

> V. readers for which access is granted
> X readers for which access is refused
» X &V: all readers
> - no reader

First column of the table: V or X
Select V to include the reader in the access group
Select X to exclude the reader from the access group

Please note the difference in the error message associated with an access refusal in the following
two cases:

Reader Weekly Program Error message
V Never Time zone forbidden to access
X - Reader forbidden to access
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Reader: list of readers and doors associated

Weekly program: select the weekly programs associated with the reader from the list or create a
new program by clicking on the [...] button; the personal weekly program suggested in the list is
defined in the “Personal” tab of the screen “Parameter - All Cardholders”

Crisis level: enter the individual crisis level; the personal crisis level suggested in the list is
defined in the “Personal” tab of the screen “Parameter - All Cardholders”
Refer to the “ Manual Action - Crisis Level” chapter for more information.

3.6. Department

A department is a functional notion, which allows site division into various work areas. This
function is mostly informative. A department can be chosen as a selection criterion to display and
print reports.

Examples

Administration, R&D, Top Management

x
A d & & & 2 9 8 & 5 9@

hew Save  Delete First Prev, Mext: Last Downld,  Search Preview | Close

select a Department : IRBD

0 General |

Mame Description @
IR&D

KT

Fields

Name: name the new department

Description: describe the new data entry
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3.7. Badge

This screen defines the badges used and who is allowed to use them.

il¢'¢':>c>li%-@ QA = | <3

Prev. Mext Last |Dnﬂn|d. Search  Prink ! Close

Select a Badge : |UUDUD1 Es

S

ate a group of
EO

0 General |
Code : Cwner :
[ooooa135 et from card [achn atan = [
Type ! Drescription
I'm tdagnetic Card j _ﬁj
Skatus @
-
IE___ Used j ‘J

Fields

Code: a code is a sequence of 8 characters using numbers from “0” to “9” and letters from “A” to
“F”. If the length of the code is shorter than 8 characters the system will complete it by adding
zeros at the beginning of the code. A default badge code can be automatically inserted at the
beginning of all badge code with the “Tools -Options - General” screen.

Get from card: press on the button to get the code from by reading the card

Type: choose the badge technology from the following list:

> Magnetic » Smart card 2
» Bar code » Smartcard 3
» Wiegand » Touch
» Smart card 1 » Radio

Please note that badge technology is defined in the “Technology” option in the “Parameter -
Controller - Reader - General” screen. Information about badges is only downloaded to readers of
compatible technology.

Status: specify the status of the badge
» Used
» Cancelled
> Free (default)
> Lost
» Stolen
A badge cancelled, lost or stolen is automatically invalidated in the system.

Owner: assign a badge to an individual; when an attributed code is selected, the name and
surname of the badge holder appear in this field. The field remains empty if the code entered is
not attributed. From the list, select the employee who is going to receive a new badge. Click on
the [...] button to display the employee’s screen.

Description: describe the new data entry

Create a group of badges: create a series of badges by clicking just on this option. In which
case, a new window opens.
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3.7.1. Badge Search
Displaying the list of all the attributed badges
Double click on the “Search” icon of the icon bar.

Performing a search on a specific item

Find a badge from all or part of its code, type, status or owner.

Enter the code, type, status or owner
Click on the “Search” icon of the icon bar
o Ifthe badge is attributed, details of the badge will be displayed on the screen
o Ifthe code is not in use, the fields remain empty and the screen has a grey tint
Click on the “Search” icon a second time to exit the screen

Performing a search using the first characters of a request
If the first characters of the code or owner have been entered, the system will display all the
badges that start with the desired sequence.

Examples:

In the “Code” field type

The system displays all the card codes
attributed

“32%” Beginning with “32”

“32%45” Beginning with “32”, which last two
characters are “45”

3 Beginning with any character (one digit)

and ending with a 3

Note:
% will replace several characters
_ (underscore) is valid for one character
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3.7.2. Group of Badges

This function allows the creation and deletion of a group of cards in a single command.

It is accessible via the menu “Parameter - Badge” or “Options - Create a group of badges”.

3.7.2.1. Group of Badges - Create

Create a group of cards in a single command using this tab.

i Create a group of badges

| E_L Deletel

First card code I OK |
Quantity Il i I Cancel |

Type — M agnetic Card j
Position ta increment Ia vI

™ Create also cardholders

1% Bi5sit parameters

(= SEL Rt aTnEbEr s SaTE b Dupond Marc j |

Fields

First card code: type the 8-character code assigned to the first badge
Note: A beginning card code common to all badges can be set in the “Tools - Options - General’
screen.

Quantity: type the number of badges to create; the list has been provided for information. The
maximum number of badges depends on the plug limitation.

Type: choose the badge technology from the following list:
Magnetic

Bar code

Wiegand

Smart card 1

Smart card 2

Smart card 3

Touch

Radio

The choice of reading technology will enable selective data transfer to the readers. Only data
compatible with the selected technology will be transferred to the readers.

VVVVVVVYVYY

Position to increment (between 0 and 8): define the position of the character to increment in the
8-character sequence making up the code. This allows keeping a constant group of characters as
code endings. To use this function, it is necessary that only numbers compose the beginning of
the code, till the position to increment.

Example
Code Position to increment Next Code
12345ABC 5 12346ABC
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Create also cardholders: create simultaneously a group of badges and the same number of
badge holders
» Basic parameters: create a valid employee to whom the access group
“‘Everywhere - Always” is attributed
> Set parameters same as: specify the name of the badge holder whose
parameters will serve as reference for new badges

3.7.2.2. Group of badge - Delete

Delete a group of cards in a single command using this tab.

i:i Create a group of badges x|
& Create |

First card code I Delete |
Quantity Iﬁ Cancel |
Position ta increment Ia vI

I~ Delete also cardholders

Delete all non allocate badges |

Remove all deleted cardholders |

Fields

First card code: type the 8-character code assigned to the first badge

Number: type the number of badges to delete; the list has been provided for information. The
maximum number of badges depends on the controller and plug limitation.

Position to increment (between 0 and 8): define the position of the character to increment in the
8-character sequence making up the code. This allows keeping a constant group of characters as
code endings. To use this function, it is necessary that only numbers compose the beginning of
the code, till the position to increment.

Example
Code Position to increment Next Code
12345ABC 5 12346ABC

Delete also cardholders: delete simultaneously a group of badges and the same number of
badge holders

Delete all non allocated badges: delete all cards that are not allocated anymore, i.e. temporary
cards

Remove all deleted cardholders: select to remove deleted cardholders from the database

3.8. Cardholders
3.8.1. Cardholders - Basic Concepts

Each badge holder, employee, visitor or guard, that requires access authorisation to the site must
be recorded beforehand in the database. To access or modified information related only to visitor
or guard, consult the screens “Parameters - Visitor” or “ Modules “ Guard”.
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The “Parameter - Cardholders” screen defines the details of all the users, employee and visitor
alike. The menu is divided into four tabs:

» General information

» Personal information

» Location data

» Customized fields

Tips & Notes

Quick definition

The family name is the only obligatory field for creating a new badge. Nevertheless, in order to
grant access, the field “Badge” is necessary. The access group granting minimal access is
associated by default to the new cardholder.

3.8.2. Cardholders - General

This screen records general information about the badge holder.

£ pll cardholders

AE @ K ¢ 2 9 Qg P

e Save | Delete Eirsk Prew. Mexk Lask Downld,  Search Prink Close

X]

Select a cardholder : | Cildfield Tony

0 General IB Personal l -P\ Location ] o Cushomized

Lask name First name
|oidField |Torry
Mumber Tvpe Company
|5314 |Emp|oyee j |Crotech
Location Badge
Departrment | <Maone> ﬂ J SR 09973134 Create new |
Allocate |
Office phone | — |
Remave |
ACcess .
Access group PIN code From date |; f—|
| Anytime Anvwhere ﬂ J ,W T dake 5
Personal weekly program Pt s el v Validaked
| <MNaone> ﬂ J H [ Set as default
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Fields

Delete (in the tool bar): delete the badge holder from the database. Deleted badge holders are
not erased from the database but saved under the type "Deleted record”. They are not displayed
by default.

Actions following the badge holder deletion:
o The badge holder is classified as “Deleted”
The corresponding badge allocation is removed
The badge is added to the non-allocated badges list
The validation case is unchecked
The record disappear from the badge holder screen, unless the “Show Deleted”
box is selected

Note that only allocated cards are taken into account into the computation of the plug limitation.
General

Last name and first name of the cardholder

Number: enter an identification number

Type: choose between “employee”, “visitor” or “guard”; the “Type” field does not appear in the
“Visitor” or “Guard” screens

Company: mention the name of the company the badge holder works for

Display photo: click on the icon of the file to select the name of the file beholding the employee’s
picture (jpeg or bmp)

Show deleted: select to display the deleted badge holders; by default, this box is unchecked
Location

Department: select the department the employee works for from the list provided or create a new
department by clicking on the [...] button

Office phone: mention the office phone number, the cell phone number, etc.

Badge

An employee cannot have several badges of the same technology. It is possible to:
» Create new: create a new badge and associate it to an employee
» Allocate: allocate an existing badge
> Edit: display details of existing badges
> Remove: remove the badge information

Access
Access group: select an access group from the list or click on the [...] button

Personal weekly program: select the personal weekly program from the list or create a new
program by clicking on the [...] button; this program is only used if its value matches the access
group one

PIN code: mention the badge holder personal identification code to enter on the reader’s keypad;
this code is common to all the reading technologies used

Personal crisis level: select the individual crisis level, between 0 and 7
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Validated
From date: specify the beginning date of the validation period of the badge holder

To use the validation date
- Uncheck (clear) the “Validation” box
- Check the “From Date” box
- Set a future validation in date in the “From Date” field
- Save

Note: if the validation date chosen belongs to the past, the “Validation” box will be checked
automatically.

Every 30 minutes, at xx:15 and xx:45, the program verifies if new cardholders need validating (if
their “From date” is due), in which case the corresponding cardholders modified definitions are
sent to the controllers.

To date: use this function to limit badge validity; click on the white square to activate this option.
Specify the date and hour when the badge validity will end. Type data in directly or select a date
by using the direction arrows. Beyond the specified validity date, the badge will automatically
become invalid.

Validated: select this function to validate badge use; a non-validated badge exists in the
database but its used will be forbidden

Set as default: the badge holder selected serves as a reference. His parameters are
automatically copied as default parameters for newly created badge holders. This function saves
the trouble of having to define parameters for all the employees, visitors and guards that will be
created in the future.

3.8.3. Cardholders - Personal

This screen records personal information about the badge holder.

## Cardholder [ %]
1| F 5 ||
0 @ K ¢ 2ol & a3 9P
Mew Save  Delete | st Bress Mexk Last | Downld, Search  Print ! Close
Select a Cardholder : I John Alan _:J I gy i
I show Deleted
0 General | R Location | o Customized |
Address . Description
Street | Apartment | ..":.!
! P =
ity [ Districk Zip |
| | | Car Number
Phone | Fax ! I
| D
Parking User Group—————————————————————

™ Keep the cards if Matorized Reader

P ! <Noner j
™ Mo APE, Ma Timed Anti-Pass Back
™ Mo Access during holidays
¥ Reset APE level when download |' Lift Progran
™ Supervisor | | eNores = o
T Need Escort i
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Fields

Address: enter the badge holder’s address, including street, city, district, zip, phone and fax
numbers

Description: describe the new data entry

Car number: enter the employee’s car license number; the parking lot module of the application
will use this data

ID: give the employee an identification number such as a social security number, employee
number, etc.

Privileges: certain privileges can be granted or restricted to badge holders

Keep the cards in case of motorized reader

No APB, no timed anti-passback

No access during holidays

Reset APB level when information is downloaded, selected by default
Supervisor

Need escort

YVVYVYVYV

Y

Supervisor: select to attribute the quality of supervisor to the cardholder
The supervisor is a particular employee that can
» Escort other cardholders and/or

» Initiate automatically a global reflex, which send the code 99 to the PC, by presenting his
card twice consecutively — within 15 second - to a single reader

Need escort: select to request an escort for this cardholder

The escort function requires a double valid card reading within a 10 seconds delay - the
employee who needs escort and his escort - to authorise access at certain readers. The escort is
requested in the “Parameter — Controller — Reader — Access Mode” screen.

Simple escort (neither “Supervisor”, nor “Need Escort” functions have been selected)
A double badge reading is required from two unspecified cardholders. Any cardholder can escort
any cardholder.

Escort with supervisor (the “Need Escort” function has been selected)
A double badge reading is required, one from an unspecified cardholder — the employee who
needs escort — and a second one, from a supervisor escorting him.

Note: a supervisor can cancel the need of escort for himself, by selecting both functions “Need
Escort” and “Supervisor”

Parking users group: select a parking users group from the list or create a new group by clicking
on the [...] button; this information is for application in the parking module

Lift program: select the lift authorisation group from the list; this information is for application in
the lift module

3.8.4. Cardholders — Location

Locating employees enables to check attendance and to evacuate designated areas in case of
emergency. The information regarding the were-about of a badge holder is supplied by his last
passage through a reader.
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& Cardholder

JHd 8| K ¢ 200 a g

[VE Sawe  Delete Eirst Prev. Mexk Last Downld,  Search  Preview

B

Close

Select a Cardholder : | smict Dan =l

Last Pass Date |03f12f2002 18:56:00

Last Readsr Pass |Hdr1 7 Cortraller 1

L

L

Anti-Pass Back Level I <Mang>

Reset Reset Global Anti-PassBack level of this Badge Holder
Reset Al Reset Global Anti-PassBack level of AL Badge Halder

¥ Display Photo

Fields

Data of the last badge swipe through a reader is automatically updated by the system.

> Date of the

last swipe

» Last reader pass
> Anti-passback level before and after passage

Reset button: click on this button

to reset the global APB level for this badge holder

Reset all button: click on this button to reset the global APB level for all badge holders

3.8.5. Cardholders - Customised

Define the labels of the four personalised fields in the screen “Parameter - Customised labels”
prior to their use in the present screen.

# sl cardholders

Jd @

Mew Save  Delete

0 General 1 B Personal I R Location o Customized ]

Social Security Mo, [51183545
Customized label 2 ‘
Customized label 3 ‘

Customized label 4 ‘

(X
K @ =2 9 @ 3 P

Eirst Pres. MNext Last Downld. Search  Print Close:

¥ Display phata

Select a cardholder : |Har\sson Sherry j I Show delated
ot deletex

[Bitth Date

|Eye Color ‘F‘assportNo

» [12/01/73

[Elack 458222325

The cardholder screen contains many predefined data fields, such as address, phone, etc. Also
there are 4 free text fields called “customized labels”, which titles may be set at the “customized
labels” screen. In addition to these 4 labels, users can add an unlimited number of new fields

through the “customized fields” sc

reen. The fields types can be defined as Text, Date, Boolean or

Number. Once saved, the relevant data can be seen at the cardholder screen, customized labels
tab. After saving a new field, it is NOT possible to rename it or change its type. But it is possible

to delete it.
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3.8.6. Capture Photo
The camera icon in cardholder screen opens the “capture photo” screen.

Users can play and pause the live video stream, select the required image side, and then move

the mouse over the paused image to select the part of the image they wish to keep as the

cardholder image. 1 Viden Capture X
| v e

Paused. Click on Play to view video or drag the mouse ko slect the portrait, Change portrait size
if needed.

It size Portrait Format
100)

3.9. Visitor

The system distinguishes occasional visitors from employees. The “Parameter - Visitor” screen
allows consulting and modifying information with respect to visitors only. This enables the
secretary at the entrance of the building, or the guard, to create a temporary badge for visitors
without having the need to access the main employees database.

Note: this screen is identical to the “Parameter - All Cardholders” screen except that the “Type”
field is set to visitor and does not appear on the screen

When a cardholder is defined as “Visitor”, the new tab “Visitor” is added, to specify visit
information.

B Ko @ = = 2 o
Mew Save  Delete First Prev. Mexk Last Downld, Search  Print Close

Select a Cardholder : I Carter David j I Display Photo

0 Genetal | 9 Personal | 10\ Location | o Customized € visitor |

Wisited Person IJohn Alan 'I

Wisite:d Person Location IR =38

‘Wisit PUrpose: |Pru]ect development

Fields

Visited person: select in the list of cardholders
Visited person location: specify the requested information

Visit purpose: specify the requested information
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3.10. Multi Company Application
3.10.1. Multi Company Application — Basic Concepts

The "Company" screen is used in multi-company applications, in which several independent
entities are sharing the GuardPoint Pro software. In practice, each company works virtually
independently from the others.

When a user logs into the system, he will only be able to consult the portion of the database
(cardholder, controller, etc.) related to his company. A single user cannot consult records from all
the different companies unless he gets a username and a password for each entity and logs in
and off accordingly.

All the controllers are linked to the main workstation, which executes the actual polling job for the
all system.

Usually, the installer will enter as the default user of the default company (Building Management)
and has the capacity of a super-user. One entity will be created for each company. An extra-entity
will be created to manage shared premises (readers).

For example, a building beholding two companies, IBM and Apple. Each company occupies its
own floor and is totally independent from the other. The shared entrance is managed by a
separate entity created for this purpose.

Floor 2

Company 1

Floor 1 Company 2

Common entrance

Shared Premises

To launch the multi-company application,

» Check that the pug contains the letter “M*

» Select the function “Multi-company” in the “Tools - Options -Server” screen
to activate the multi-company capability (display the fields related to the
multi-company application)

> A user should create the different companies sharing the application
("Parameter - Company" screen)

» A user within each company should be allocated, who will be responsible
for system set up definitions for his own company ("Parameter - User"
screen)

» The default name, password and companies of the default user should be
modified - and remembered ("Parameter - User" and "Parameter -
Company" screens)

» Each user sets up the system parameters for his own company

Example
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Y V V

The installer enters in the system as the default user

He modifies the default user, password and company

He creates the following companies: Company 1, Company 2 and “Shared
Premices”

He creates the following users: Irvin, Alan and Patrick

Irvin enters in the system and sets all Company 1 parameters, such as
controllers, cardholders...

Alan enters in the system and sets all Company 2 parameters

Patrick enters in the system and sets all “Shared Premises parameters
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Tips & Notes
Default User

By default, the system defines a user (name: 1000, password: 2000) for the company "Building
Management".

Displaying the current user name

The name and the company of the current user are always displayed in a white box at the far right
of the tool bar.

Multi-site application

The multi-company application can be used for multi-site installations. The central database
encompasses the information about all the companies. The multi-site manager will receive a user
name and password for each site. He will be able to enter the different sites and control the
events within each entity.

3.10.2. Company Screen
The "Company" screen is used to create new companies in a multi-company application.

A @ K &2 2 0 a 3 9@

e Save  Delete First Prew, hext Last Downld Sesrch Prink Close

Select a Company : |§H@

Bluilding Manager
|5

o General |

Marme Description :

IApp\e ;I

Fields
Name: name the new company

Description: describe the new item

3.10.3. Super-User

The super-user is a special user whose functions are:
» Creation of new companies sharing the application
» Allocation of a first user for each new each entity
» Decision on who the other super-user(s) will be
» Creation and removal of database and journal

One super-user is required for the default company and optional for the other entities. The default
user is defined as default super-user by the system. The default super-user cannot be erased;
nevertheless his name can be modified. All further super-users created can be modified and
erased.

Only a super-user can delete companies, all entities but his company or the default one. The
possibility to create and delete a company database will not even appear on the screen of a user.

A user is defined as a super-user by selecting the option in the "Parameter - User" screen.
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3.10.4. Shared Information
3.10.4.1. Ownership of records: General Rule

Each company creates its own records and can only display, modify or erase their own data. Log
and displays are related to a specific company. Two companies cannot choose the same record
name.

3.10.4.2. Exceptions

Cross companies

If an employee from company A presents his badge to a reader from company B. The access
denial message will be notified to both companies.

Shared Items

A. Shared controller networks

The shared controller network and its definition are available to all in a read only mode. Only the
company that owns the network can modify it.

By default, the default network (Network 1 on COM 1) is shared. The sharing possibility can be
manually removed.

B. Shared readers

Example: Company 1 owns the main entrance reader. It lets Company 2 use that reader.

A company that owns a reader can share it, by checking the corresponding box in the
"Parameter- Reader - General" screen. By doing so, the ground is set to allow all employees all
companies to use the reader. The system will automatically insert this reader into the "Anytime -
Anywhere" default access group of all companies and update the controllers correspondingly.
From now on, all companies will be able to select the shared reader for any access group
manually created.

The weekly program associated should either be:

"Always", or whatever modified name it has, in which case the company it originates from is of no
significance - recomanded to keep full control of the access

Any other weekly program of the company that has shared the reader
C. Shared computer

A computer can be shared between different companies. The "Log Off" function can be useful in
this case.

d. Shared icons

Icons created by a company can be seen and used by all companies. Only the company that has
created the icons can modify them. This means that the icons are always shared by default.
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3.11. Authorisation Levels

The different authorisation levels corresponding to the access groups, as well as options and
screens that can be viewed and modified by each group, are defined in this screen.

For example,
» The site’s manager has access to all the information
» The parking lot attendant can only modify information regarding parking
and view user details
» The secretary at the entrance of the building can only create visitor’ badges
F ¢ Authorizalion Levels
1 H@E ke s a5 D
Mew  Save | Delete | First  Prev.  hext Last | Dowrld Seacch Prink | Clase
Select an Authorization Level : Wm
Al Screens - 1B
0 General |
P +f Parameter
IManagement 1-1BM ;é ;voednut‘;and\ing
Description : o Manual Action
[+ X, Communication
:! § Tanls
o Help
-]
Fields

Name: name the new authorisation level
Description: describe the new data entry
View: determine the authorisation level for each option and menu

Tips & Notes

Screen status

Consultation and modification status of options and menu is as follows:

> V read, write and delete
» X no access granted
> R read only, without modification

Modification of the screen status from V to X to R

Viewing status can be modified by clicking successively on the sign to the left of the screen
definition.

Access level by default

The access level for all menus is X by default, which correspond to a minimal access (enter and
quit).
Super users

By default the system will define a group of super users that has maximum accessibility. Super
users can read, write and erase any screen of the application.
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The + symbol indicates a head of chapter.

In order to produce the sub-menus click on the symbol + located to the left of the name of the
menu. The application allows differentiating within a head chapter, the screens that are
accessible, restricted and forbidden.

The status of the head chapter applies to all sub-menus that it contains except if it is manually
modified. If access to a head chapter is refused to a group of users, access to all sub-menus will
automatically be refused.

3.12. User
New users added to the system and authorisations level granted are defined in this screen.

In order to follow their movements within the system, it is advised:
» To define the authorisation levels prior to entering user data
» To save individual employee data

# Users

DR 8 Kk ¢ 2 o a 5 | 3

e Save Qeletel First Frev. Next Last !C di Searchi o Prink ! Close

Select a User : ||W\n
dds

0 General |
Mame @ Description @
IIrwn _A:J
Password:
I** _I
-
Authorization Level : Creation Date:
| Management 1 - 1M =L 13/05/03 13:24:10
Zompany |
[ 1BM = [
¥ Super User

Fields

Name: name the new user
Password: type the password that the user will use to enter the system
Description: describe the new data entry

Authorisation level: select an authorisation level from the existing list or click on the [...] button
to create another authorisation level

Company: mentions the company the item refers to; field used mainly in multi-company
applications

Super-user: special user whose functions are the creation of new companies, the allocation of
first users within each entities and the decision of who the other super-users will be; used in multi-
company applications

Creation date: displayed automatically by the system without possibility of modification

Tips & Notes

See the password

Double click on the password to make it appear on the screen.
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3.13. Customised Labels

Four additional free fields are available that can be parameterised according to the needs. The
titles of these four fields are defined in this screen. The contents of these fields are encoded
within the information relative to each user in the “Parameter - All Cardholders - Customised”
screen. (Examples: code given by a company, social security number)

=
D W@k & o a g3

[ew. Save  Delete Fitst: Brev. ezt [Last Dowrld,  Search Preview Close

0 General |

Customized Label 1 IInternaI rurber

Customized Label 2 ISU:\a\ Security

Customized Label 3 I

Customized Label 4 I

Fields

For each field to customise enter the new field name.

3.14. Anti-passback

3.14.1. Basic Concepts
Three types of anti-passback can be activated.
Local anti-passback: prevent the use of successive entries without a valid exit.

Temporal anti-passback: prevents two successive access authorisations on the same reader
within a specified delay.

Global anti-passback: define a path - series of readers - the cardholder must follow in order to
access specific areas.

3.14.2. Local Anti-passback

Two successive entries with the same badge without a valid exit are not authorized. Two readers
of the same controllers can supervise the entry / exit of the same door. To operate the local anti-

passback select the APB function in the “Parameter - Controller - Reader - Access Mode” screen.
Note that the “Anti-passback” field in the “Parameter - Controller - Reader - Door Control” screen

is not selected.

Access authorisation sequence

With APBL Without APBL

ENTER ENTER

EXIT ENTER or EXIT

ENTER ENTER or EXIT

Exit requested before re-entering Exit not requested before re-entering
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3.14.3. Temporal Anti-Passback

Waiting period between two successive access authorisations for a same badge swiped through
a specific reader. The second access will only be authorized after the predefined time delay has
elapsed. To operate the temporal anti-passback specify the number of minutes for the delay to be
in effect in the “Temporal Anti-passback” field, found in the “Parameter - Controller - Reader -
Access Mode” screen. Note that the “APB” field in the “Parameter - Controller - Reader - Door
Access” screen is not selected.

3.14.4. Global Anti-Passback

Compulsory path that must be followed in order to access specified areas. The badge holder will
only be granted access between compatible anti-passback zones.

Examples
> Enforce discipline by having employees clock in before they go to their
respective offices.
> Prevent a second car from entering the parking lot if its’ identity is
unknown. It will be stopped at the next checkpoint.

Operating mode
» Define or select the two anti-passback levels in the “Parameter - Controller
- Reader - Door Control” screen
o Define the reader’s anti-passback level at the time access is asked for
o Define the reader’s anti-passback level after access has been granted and the
user has passed through the door
» Activate the anti-passback function in the “Parameter - Controller - Reader
- Access Mode” screen

Tips & Notes

Cancelling the anti-passback option for certain individuals

Select the “No Anti-passback” and “no Temporal APB” options in the “Personal” tab of the
“Parameter - Badge” screen in order to cancel the APB function for specific badge holders.

Real time communication

Real time communication with a computer is necessary after each badge swipe in order to
automatically locate employees and download the information to the controllers.

3.14.5. Anti-Passback Levels

This screen allows the creation of the different anti-passback levels. It is accessible through the
screen “Parameter - Controller - Reader - Door control”.

5I
OE & K & 2 =2 80 @ 5 JF

[ Save  Delste Eirsk Brev. Mexk Last Dowrld,  Search  Preview Close

Select a APB Level : m

o General |

MName : Description :
IAPE level 1
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Fields

Two anti-passback levels must be defined in the “Parameter - Anti-passback Level” screen.
» From (previous level): badge holder anti-passback level prior to the entry
request
> To (next level): badge holder anti-passback level after access authorisation

3.14.6. Soft Anti-Passback Levels (requires special controller firmware)

When a reader is set to check the Anti-Passback (APB) and a cardholder passes his card twice
on the same reader — the controller denies access AND reports the event is as “Anti-Passback”.

With the soft APB set the controller only reports the APB, but does not deny access to the door.
The following settings are needed in order to apply the Soft APB:
1. Verifying with your vendor that the controller firmware supports this feature.
2. In GuardPoint Pro.ini set the entry
SoftAPB = 1

After the ini is set SoftAPB = 1 and GuardPoint Pro was restarted, go to Controller-Reader-
Access Mode, and check the “Anti-Passback”, this will reveal the “Soft APB” option. Checking that
box would apply the Soft APB to that reader. Note that if Soft APB is selected — it applies at ALL
times when the Anti-Pass back works, i.e., it is not possible to have full APB on green times and
soft on red times or vice versa.

3.15. Log Off

The "Log Off" function allows different users to log in and off the system. After log off, the "Log In"
screen is displayed. Only authorised user, with adequate user name and password, can access
the GuardPoint Pro system. This can be used to prevent system access to unauthorized users,
while the program is running. An automatic log off can be set in the system. The log off delay can
be modified or cancelled in the screen “Tools - Options - General”. By default, it is set to 10
minutes.

GuardPointPro - Login
User name: I

Passward: I
QF I Cancel |

3.16. Exiting the Application

In order to quit a work session and exit the application, follow one of the three procedures:
> Click on the “door” icon situated to the far right of the navigation bar
» Click on the “magic wand” icon situated in the upper left corner of the
screen
> Click on the “X” situated in the upper right corner of the screen
» Click on the function key “F4”

GuardPointPro |

@ Do you veank ko quit the application?

Yes |
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4. MENU: EVENT HANDLING

The “Event Handling” section of the application manages alarms, presents them graphically on
maps, creates actions and processes and combines them in global reflexes following certain
events.

Icons, maps and position

The graphical functions of the GuardPoint Pro software integrate the dynamic display of inputs on
installation maps.

> Define icons (“Event-Handling - Icon” screen), certain icons are defined by
default

> Link the icons to the inputs (“Parameter - Controller - Input” screen, “Icon”
function)

> Define site maps (“Event-Handling - Maps” screen)

> Position the inputs on the maps (“Event-Handling - Position” screen)

> Display the final status

Operating mode of the “Event Handling” menu

Define the inputs

Gather the inputs into an input group (if necessary)

Define the outputs

Gather the outputs in an output group (if necessary)

Define the action to set off, following an input or group of inputs activation
Define the process, in other words, the sequence of actions

Define the global reflex, in other words, the events that generates the reflex
and the actions to trigger

VVVYVYVVY

4.1. Icon

Icons are graphical symbols, attributed to input, output, map, process or action. They will
positioned on maps and will be used dynamically in the “Event-handling — Active Alarms” screen.

Icons of controllers’ inputs and outputs are created by default.

Basic graphical symbols are supplied in the directory:

“C:\Program Files\GuardPoint Pro\Media\lcons”

Other icons can be added by specifying their name, description and location on the disc. They are
automatically stored with all the icons in the directory mentioned above.

ﬂ
O & K ¢ =2 9 8 a g 3

Mew Save  Delete First: Brev, Mext Last Downld,  Search Preview Close

Select an Icon: I [ranger 1 j

0 General |
Mame File

IDanger 1 IDangerl Jico _I

Description Preview
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Fields

Name: type the icon name
Description: describe the new data entry

File: display the name of the file beholding the graphical symbol associated with the icon
selected; click on the [...] button to chose another file and specify its address

Preview: display the image of the selected icon

4.2. Map

The “Maps” screen allows the integration of maps into the software. In order to use the “Active
Alarms” function, inputs must be positioned on maps.

It is advised to store all maps in the following directory:
“C:\Program Files\GuardPoint Pro\Media\Maps”

4.2.1. Map - General

A cascade of maps can be defined. For instance, the maps representing the different floors can
be linked to the map of a multi-floor building.

L Maps
] K N =N
Mew Save  Delete ! First: Breys Mexk Ptint : Close
Select a Map : I map 1 j

0 General | Icanl

Mame File: Drescription

imap 1 Imapl‘]pg _I li

Preview ™ Default map =
2

Rl 3]

Fields

Name: type the name of the map

File: display the name of the file beholding the map; click on the [...] button to choose another file
and to specify its address

Description: describe the new data entry
Preview: display the map selected
Default map: the map selected serves as default map
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4.2.2. Map - Icon
This screen enables the association of icons to maps.

™
DH &K< 2 5 9
[UEw Save Qelete! |Fif3 Brev, Mext Last Downld. Sesrchi - Print ! Close
Select a Map : [ map 1 |
O ceneral | el
Ican:
[ Detsui> =i

Field

Icon: select the icon to associate to the map from the list, or select the [...] button to create a new
one

4.3. Position

The “Position” option allows the positioning of inputs, outputs, maps, processes and actions on
the maps.

In the left window are listed active controllers, inputs, outputs, maps, process and actions, under
a Microsoft Explorer format.

Drag the icon form the left column and drop it into the map, then save the positioning. Fine-tune
the placing with the arrows. Once positioned, the item will disappear from the list, indeed each
icon can only be positioned once on one map. The icons will be used in the “Event-Handling —
Alarm Active” screen.

Pnsitions [=[=]=]
F—— <A | @ 9

Ko Ao

frd

S~ F| Contrifeur a T
7 Rl PSS

Inputs
E ez [ Contrileur 1
&3 Contrileur 1
i@ =5 Contr?lear 1
i e Contrilewr 1
@ =7 ) Contr7lewr 1
ed [ Contrileur 1

elays
bs 3] Contrileur 1 Bell if K
@ cCortroller 2 arrival 0. |

Z e
-5 Inputs 1 o e R i i
-3 Relays = !, A : i
1% Maps il

.
[ processes

& actions

Bell if i

arrival o... § -

@ 0
ed / N =] =S
ontr?leur rz/ i
- Contr?leur rd/
1 Contr?leur
1

-
2475, 6930 LI _’l_l
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Fields

Show map: choose the map to be displayed from the list

Left column:

Controllers: inputs and relays
Maps

Processes

Actions

YV VY

Direction arrows: four direction arrows refine the input positioning on the map; drag the icon to
the map, then use the arrows

Tips & Notes

Positioning

Modifying the input position on the map can be done using a mouse: select the object, maintain
the left mouse button depressed and move the mouse towards the new position.

Unique position
Each icon can only positioned once on a map.
4.4. Input Group

Inputs can be logically associated into group of inputs. The inputs can belong to one controller or
to a series of controllers. The group is activated or deactivated in a single command. If a group of
inputs has been activated, then activation of all the components of that group is set off.

This screen enables the definition of the group and its components. A group of inputs is used to
define global reflexes.

Example

Grouping all the inputs of a room, such as movement detectors or windows and doors opening
devices. A single control button will render the group active by night, for an exceptional meeting at
night, for instance.

x
O &@ K & 2 o9 & 4 5|9

e Save  Delete First Erev. Mext Last Dowrld, Search Preview | Close

Select an Input Group :

0 General |
Mame :
IInputs in Main Enkrance X i Fire
X i5 / Controller 1
Description : X i6 / Controller 1
=l ¥ 7/ Cortroller 1
b iB / Controller 1
LI o MainDoor
o Motion in Main Hall
Views Y Window 1
Voo
P X

Fields

Name: name the input group
Description: describe the new data entry

View:
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> V display all inputs included in the input group

» X display all the inputs excluded from the input group
> VX display all inputs

» - display no input

Change the input inclusion status by clicking on X or V in the left column
» The inputs preceded by V are included in the input group
» The inputs preceded by X are excluded from the input group

4.5. Output Group

Outputs can be logically associated into group of outputs. The outputs can belong to one
controller or to several controllers. The group is activated or deactivated in a single command. If a
group of outputs has been activated then activation of all the components of that group is set off.

This screen enables the definition of the group and its components. A group of outputs is used to
define global reflexes.

Example

Activation of an output group engaging all night alarms when the last employee leaves the
building

E Output Group |

QA & Kk & 2 20 5 a g 9@

Tew Save  Delete First: Brev. Mext Last Dowrld,  Search Preview | Close

Select an Dutput Group : IDUtDUt Group 1

e

0 General |
Mame :
IOutput aroup 1 X 1/ Controller 1
) X 12 / Contraller 1
Description : W 13/ Cortroller 1
[ = W 4/ Contraller 1
=]
Wigta
Voo
VX

Fields

Name: name the output group
Description: describe the new data entry

View:
>V display all outputs included in the output group
» X display all the outputs excluded from the output group
> VX display all outputs
> - display no output

Change the output inclusion status by clicking on X or V in the left column
» The outputs preceded by V are included in the output group
» The outputs preceded by X are excluded from the output group
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4.6. Action

All actions available in the applications are listed in the “Event - Handling - Actions® screen. They
can be sequenced within a process and incorporated into global reflexes. The actions are created

in this screen; they can be activated via:
» lcons positioned on maps
» Processes encompassing these actions

» Global reflexes encompassing these processes

New and personalised graphical interfaces can be created using the actions by linking several
menus and sub-menus through actions icons. When specific users log in, the new interface will
appear while the software application stays hidden in the background. This is achieved by

opening the “Event Handling - Active Alarm” screen on the login of a specific user with a selected

default map.

» Select a new background / new map (“Event Handling — Map” screen)
> Create new actions (“Event Handling — Action” screen)
» Place the actions icons on the new interface (“Event Handling — Position”

screen)

> Visualise the new interface (“Event Handling — Active Alarms” screen)

Actions types and parameters

Action type First parameter

Second parameter

Relay activation Relay

Relay actions, choose between:

- Return to automatic mode -
normal

- Activated during: delay (sec)
- Always activated - constant on

- Never activated - constant off

Relay group activation Output group

Relay actions, choose between:
- Return to automatic mode -
normal

- Activated during: delay (sec)
- Always activated - constant on

- Never activated - constant off

Display a message on PC User comment Computer
Print a message User comment

Play sound Choose a sound file Computer
Increment counter Choose a counter

Decrement counter Choose a counter

Display message on a Controller User comment
controller

Input group deactivation Input group

Input group return to normal | Input group

mode

Insert comment in journal User comment

Execute external Command line

application

Invalidate cardholder Cardholder
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Validate cardholder

Cardholder

Print existing report

Report (.rpx)

Start a guard tour

Guard tour name

Guard

Open a screen

Select a screen

Reset parking zone

Parking zone

Send message to
communication port

Communication settings

Command line

Send a crisis level Crisis level

Export existing report Report File name / Export format
Preview existing report Report

Save database (*) Save as...

Save journal (*) Save as...

Create new journal (clean) | Save as...

Import database

Select a profile

Resume polling

Stop polling

Set a counter value Counter Value

(*) Save database and save journal: These actions can be used for auto backup purposes. The
name of the saved files can be set according to the time and date of creation.
» <DT> add the time and date

» <D> add only the date
£ Action
A& @ Kk &2 0 a5
[Hew Save  Delete | Fitst Prev. Mext Last ! i Seatch . PRk ! Close
select an Action: IBB" if arrival an time at chelpoint
Launch Tour 1
0 General |
Mame @ Ackion Type @
IBE" if arrival on time at chelpoint I@ Flay a sound d
Deescription : haose a sound File
= IE:\ProgramFi\es\AmadeusE\Media\SDunds\j _J
Camputer
|
Icon :
IP’ <Defaulty j _I

Fields

Make it a process (button): click on this box to directly create a process beholding this single
action
Note the action needs to be created and saved prior to process creation.

Test: test the action
Name: name the new action

Description: describe the new data entry
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Icon: choose the icon representing the action in the list, or click on the [...] button to create a new
one

Action type: select from the list

Parameter 1, 2, 3: select from the list (see actions and parameters table); the type and number of
parameters vary according to the type of action selected. The third parameter is only accessible
when defining the activation delay of a relay or group of relays.

4.7. Process

4.7.1. A process is a set of actions used to define global reflexes. In this screen the different
actions are selected and organized; their activation depends on the activation of the global
reflexes they are part of.

% Process

EEIEEREEEIEEEE

Mew  Save Delete | First  Prev.  Megt  Last | Dowrld Seach Print | Close

Test |

Select a Process IBE" if arrival on time on chekpoint

Eell if arrival on time on chekpoint

0 General |

Mame @ Description

IBeI\ if arrival on time on chekpoint ;I

Tcom: LI

IE <Defaul> j _I Create nevs ackion. .. |

Available Actions Actions in current process !

Bellif amival on time at chekpoint Eicll if arrival on time at chekpoint ‘

Launch Tour 1 |
> il
= RaE

Fields

Name: name the new process
Description: describe the new data entry

Icon: select the icon associated to the process in the list or create a new icon by clicking on the
[...] button

Create a new action: click on the button to create a new action
Test: click on the button to test the new process

Available actions: using the horizontal arrows, insert the predefined actions into the current
process, an action can be repeated several times in the process

Actions in current process: using the vertical arrows, organize the different actions into the
current process

4.7.2. Process can be added to the main toolbar

Any user-defined process may be simply added to the main toolbar of the application just by
checking the “add to toolbar” box on the process screen. The icon would appear on the tool bar
on the next login. It is recommended to select an icon for the process that reflects its actions,
such as open-door icon for a process that opens one or more doors.
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4.8. Counter

A counter is a tool that measures things and activate a process according to the value of the

counter.

The “Event Handling - Counter” screen defines a particular global reflex type, whose main object
is the increment of a counter.

Examples

Operating mode

VVVVYY

il Counter x|

Count the number of persons in a room (so as not to leave a room empty,
to signal excess of maximum capacity, to switch office lights off when all
the occupants have left, to activate an alarm system when all the
employees have left the building, etc.)

Decrement the number of entries of a membership club card after each
passage and refuse access if credit is null

Check the filling up of a parking zone or cinema and refuse access to a full
zone

Create an action incrementing the counter

Create an action decrementing the counter

Create a process incrementing the counter

Create a process decrementing the counter

Create a global reflex determining which event increments the counter
Create a global reflex determining which event decrements the counter

O & K ¢ o o

Mew Save Delete Eirst Prew. Mexk Last

e g 3@

Dowrld,  Search Preview Close:

select a Counter: ICUU”lEf Empty Places

Counter Empty Places

0 General |

Marme :

|Counter Empty Flaces

Description @

Min 0
Max 1z
Actual Yalue 3

Condition 1
True Condition

I Actual value < or = Min value
Process to activate when the condition

becomes true
=l

I End of Day Process

Condition
True Condition :

I Actual value » ar = Min value

Process to activate when the
condition becames true

|<Nnne> j _I

Fields

Name: name the new counter
Description: describe the new data entry
Min: enter the minimum value of the counter

Max: enter the maximum value of the counter

Actual value: enter the actual value of the counter; the value is automatically modified by the

system
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Condition 1

True condition: select the condition to apply from the list:
Actual value < minimum value
Actual value > minimum value
Actual value not equal to minimum value
Actual value = minimum value
Minimum value < actual value < maximum value
Actual value not equal to maximum value
Actual value = maximum value
Actual value > maximum value
Actual value < maximum value
Actual value = minimum value + 1
Actual value = maximum value - 1

Process to activate when the condition becomes true: choose a process from the list or
create a new process using the [...] button

Condition 2
Proceed as above. Note that both conditions are independent.

Tips & Notes

Multiple condition counters

If more than two incrementation conditions are required, create a second counter, named as the
first one, using two further conditions. Repeat this procedure as many times as necessary.
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4.9. Global Reflex

4.9.1. Global Reflex - Basic Concepts
A global reflex defines the events to take into consideration and the process to activate.

The “Event Handling - Global Reflex” screen is made up of two tabs:
> General tab, used to define global reflexes
» Properties tab, used to define the event and process making up the global
reflex

In order for a global reflex to be activated following an associated event, it must be activated in
the “ Event-Handling - Global Reflex” screen.

Examples

Print instructions

Sound a vocal file

Display the activation of a camera in the area concerned

Being informed of the arrival of a specific person

Send a message to an employee when he badges

Activation or deactivation of alarms

Switching on the air conditioning in the office of the employee that badges
at the entrance

Light a red light if a parking is full

VVVVVVYY

\4

4.9.2. Global Reflex - General

The name, description and activation status of the global reflex are defined in this screen.

.4 Global Reflexes

B Bk ¢ > a5 3

MNew Save Qelate! Fifst: Prey. Mext Last Downlds Search Ptink ! Close

Select a Global Reflex : |M

—

Active when
 Always

(@ enerd | (@ properties

Name :

IStart guard kour

Description :

& During Weekly Program

‘wlorking Week, = N

L]

K]

Status in Event Handling Program
of Included

Fields

Name: name the new reflex
Description: describe the new data entry

Status in event-handling program: the current global reflex is either included or excluded from
the event-handling program; by default the global reflex is included

In order to be activated, the reflex must be included in the event-handling program.

A global reflex, which is not included, will not be activated by the system when the defined events
of the program arise. Modify the status by selecting the [...] button, which will lead to the display
of the “Event-Handling - Global Reflex” screen.
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Active when
» Always: select if the global reflex is constantly activated

> During weekly program: select if the activation of the global reflex is dependent of a
weekly program (activation will occur only during the green zones of the program). This
enable to plan the execution of a reflex at pre-defined times, by specifying the month, day,
hour and min, in the scheduler (event type “Scheduler” in the “Event-handling - Global
Reflex - Properties” screen). Example: activation of a specific process everyday at
midnight or on Monday 10AM — 11 AM and Friday 4PM — 6PM

4.9.3. Global Reflex - Properties

This screen defines the specific events that are going to set off the actions and their parameters.

=
QO d @Kk ¢ ha g P

Bew Save  Delete First Brev, Text Last Downld,  Search Preview | Close

Select a Global Reflex : [Capaciy Check

o General @ Properties |

Event

Event Type

From

Parameterl

I@ Access Granted

j I <Ay Reader>

Parameter 2

[ <ty TRN Code>

j I <Ay Cardholder>

[

Process Timeaut

IE&UU Sec,

[Nane>

= .|

Fields

Event: the screen is modified according to the type of event selected, displaying the appropriate
number of parameters in each case. The table hereafter sums up the characteristics of the global
reflexes.

Event type: choose the suitable event from the list:

Access granted or refused at specific reader

Start and end of alarm for digital inputs

Status of analogue inputs

Table errors

Low battery or power down / up at a specific controller
Unknown or non-allocated badge

Scheduler

VVVYVVY

From: choose the suitable parameter from the list

Parameters 1, 2, 3: the parameters required appear automatically on the screen according to the
type of event selected; in general one or two; three if access has been denied

For each parameter, select the reader, controller, input, code or person, or choose the mention
“any” when the parameter applies to all the elements of a group.

Process: from the list, select the process - or series of actions - to activate following the
occurrence of an event, or create a new process using the [...] button

Time out: maximum delay, between the recording of an operation (date and hour) and the time of
the PC, beyond which the process is not carried out and the global reflex associated will not be
set off. (Expressed in second, maximum of 9 hours, default value = 3600 sec)

A global reflex is set off if the delay between the recording of an event by the controller and the
processing of data by the PC is inferior or equal to the time out delay.
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If the delay is greater than the time out delay, the event is recorded in the journal but the global
reflex is not activated.

In general, the input activation sets off the associated global reflex. However, it could happen that
the event that activates the process is only detected after a certain delay.

Example

10:00 AM: input activation of non-connected controller

12:00 AM: communication check between PC and controllers, followed by the controller
connection

Should the global reflex be set off two hours after the event has occurred?

4.9.3. Global Reflex - Properties

Events types and parameters

Event type From 1" parameter 2" parameter
Access granted (1) Reader Cardholder Transaction code
(+)

Access granted + Reader Cardholder Transaction code

duress code (1) (2) (+)

Access denied (1) Reader Cardholder / Transaction code
Denied reason (+)

Access denied + Reader Cardholder Transaction code

unsuccessful trials (1) (+)

Start of alarm (3) Input Input status

End of alarm (3) Input

Line short (3) Input (digital)

Line cut (3) Input (digital)

Status 1to 4 (3) Input (analog)

Table error Controller Table

Low battery Controller

Power down Controller

Power up Controller

Communication OK Controller

Communication error | Controller

User User Input
acknowledgement

User confirmation User Input
Unknown card Reader

Non allocated badge | Reader

New record User
Save record User
Delete record User
Application login User
Application logout User
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Arrival Guard Tour Checkpoint Guard
Program

Early arrival Guard Tour Checkpoint Guard
Program

No arrival on time Guard Tour Checkpoint Guard
Program

Late arrival Guard Tour Checkpoint Guard
Program

Scheduler Day Month Hour / Min

(1) Input group trigger

An input group can be selected as a trigger for global reflexes associated with inputs. The group
is signalled by a “>” sign before the input name. Note: there is no input group by default.

(2) Transaction

When a transaction code is selected, the event is only set off if the badge holder types the
transaction code on the reader’s keypad prior to swiping his badge. The transaction code is a
sequence of two numbers between “00” and “99”.

In case of supervisor cards, a second badge reading within 10 seconds will send the transaction
code 99 to the system, without need of a keypad.

(3) Access group trigger

An access group can be selected as a trigger for global reflexes associated with access. The
group is signalled by a “>” sign before the reader name.

List of reasons of access denial

> Any denied reasons > Anti-passback not OK
> Wrong keypad code > Reader not allocated
> Full / Lock / No answer > Site code not OK

from door > Inhibited cardholder
> Time not OK > Access group

4.10. Event-Handling Program
4.10.1. Event-Handling Program - Basic Concepts

The “Event-Handling Program” allows the attribution of activation time zones to alarm input and
the inhibition of global reflexes.

The “Event-Handling Program” is divided into three tabs:
» General tab: define the event program
» Alarm tab: define the alarms to consider
> Global reflexes tab: inhibit existing reflexes and, eventually, modify or
create new reflexes

4.10.2. Event-Handling Program - General

This screen allows the visualisation of the active event-handling program; thus establishing a link
between raised alarms and global reflexes that have occurred.

This screen does not allow the creation of a new event-handling program.
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Fields

i
O d | Kk < =2 o g 4 85|93

[Ew Save  Delete First Eresy, ezt LLast Downld,  Sesrch Preview | Close

Select a Event Handling Program : M

W

0 General | & alarms | % Global Reflexes I

Mame Description :

|General

[ | Active

I~ | Temparary.

Name: name the new event-handling program
Description: describe the new data entry

Active: activate the selected event-handling program (within the activation conditions as quoted
above); if a program is not “active”, it will not be taken into consideration by the system

Temporary: select if appropriate

4.10.3. Event-Handling Program - Alarm

This screen defines the event-handling programs associated to the inputs.

zl
O Kk < = o @ o
[Ew Save | Delete First Eresy, ezt LLast Downld,  Sesrch Preview | Close
Select a Event Handling Program : IGenera\
[ o s W
0 General @ Alarms |% Global Reflexes I
| |hput wieekly Program Instruction
B iof Fie ‘WP Alwaps ~ | Emergency Call
5/ Contraller 1 hd
¥ 6/ Contraller 1 A
¥ i7 / Contraller 1 -
¥ 8/ Contraller 1 A
of Main Door WP Alwaps -
of Motion in Main Hall ['wP Always 4
of Windaw 1 ‘wieek shift -
Fields
View:
V display all inputs included in the event-handling program
X display all the inputs excluded from the event-handling program

display all inputs
-- display no input

YV V VY
<
X
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Select the input(s) that belong to the event-handling program by modifying the symbol that
appears in the first column.

Change the input inclusion status by clicking on X or V in the first left column
» The inputs preceded by V are included in the event-handling program
» The inputs preceded by X are excluded from the event-handling program

By default, all the inputs from the list are excluded from the event-handling program. Clicking on
the desired inputs modifies its status.

Input: complete list of all the system’s inputs

Weekly program: display of the weekly program associated with the input. Modify the selection
by clicking on the triangle to the right of the field.

Note that the alarm input is only activated in allowed time zones of the weekly program.
Instructions: enter the instruction to display in the active alarm screen when the alarm is raised
Button [...]: link to the properties screen of the selected alarm

4.10.4. Alarm Properties

The screen summarising the alarm’s properties is accessible by clicking on the [...] button on the
line of the alarm in the “Event-Handling - Alarm” screen.

Alarm Properties
Input : ok |
IFire Alarm
Cancel |

ey x|

Weekly Program : *

I WE Always e

Instruction *
| -

[ Use onby For reflex

r Process not repeated until
canfirmation

Fields

Input: input name

Inclusion status in event-handling program: select
» 'V to display only the inputs included in the event-handling program
» Xto display only the inputs excluded from the event-handling program
» V and X to display all the inputs
» --to display no input

Weekly program: select the weekly program from the list or click on the [...] button to create a
new program

Instruction: enter the comment that appears in the “Active Alarm” screen at the time of input
activation

Use only for reflexes: without recording the information in the journal history

No process until confirmation: the primal automatic activation is not repeated, as it is the case
of a movement detector, for instance

Direction buttons: review the different alarm property screens
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4.10.5. Event-Handling Program - Global Reflex

This screen defines the actions to trigger when alarms are activated.

x|
= K < 2 9 ] il
= Save | Delete First Erew. Mext LLast Downld,  Sesrch Preview | Close
Select a Event Handling Program : IGEHE@‘
|' Yiew 7|7 \/ " x
© ool | o plams |5 Gobal Refiexes |
S e e = |
Fields
View:
> V display all global reflexes included in the event-handling program
> X display all the global reflexes excluded from the event-handling
program
» VX  display all global reflexes
> - display no global reflex

Select the global reflexes included in the event-handling program by modifying the symbol that
appears in the first column.

Change the global reflex inclusion status by clicking on X or V in the first left column
» The global reflexes preceded by V are included in the event-handling
program
» The global reflexes preceded by X are excluded from the event-handling
program

Name: name of the global reflex
Event: events associated with the reflex
Process: series of events associated with the reflex

Button [...] (on the line of the reflex): link to the selected “Event Handling - Global Reflexes -
General” screen

Button [...] (outside the table): link to “Event Handling - Global Reflexes - General” screen, even
if no item is selected
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4.11. Active Alarms
4.11.1. Active Alarms - Map

The active alarms screen graphically presents the I/O status and alarms. Actions and processes
can be activated from the same screen by a click on an icon. It is possible to jump from map to
map. The upper table shows the alarm name, date, priority and instruction. The map below
graphically presents the I/O status and alarms.

The physical status of inputs and outputs is shown through dynamical icons. It can be
automatically updated by selecting the option “Auto refresh 1/0 Status” in the “Tools - Options -
Server” screen.

The physical status of the input is indicated with icons. The colour of the text indicates the active
alarm status:

> Red: Active alarm

» Green: Acknowledge alarm

» Black: Input not on the active alarm list

Two icons are assigned to each input and output, corresponding to the ON and OFF status. The
dynamic swap of icons allows for visual follow-up of input and output status: activation or
deactivation of alarm points, door open or close and relays supervision. When an alarm point is
activated, the corresponding new icon will automatically be displayed and the text describing the
icon will appear in red. The text will turn black after alarm acknowledgement. It is possible to
visualise only the active alarms or all the alarms and/or all the relays.

By default open and close door icons are associated to the first two relays and red and white
circles to all other inputs.

Four cases of input activation coupled with alarm

On alarm Not on alarm
Input normally ON Icon input OFF - Red text Icon input ON - Black text
Input normally OFF Icon input ON - Red text Icon input OFF - Black text

Example: If a door alarm is detected, an icon will show a door open accompanied with red
writing. If the door is closed, the icon will be updated to a closed door but the red writing signalling
the alarm will remain till the alarm acknowledgement. After that, the text will return to black.

On alarm Not on alarm
Door open Door forced open - Red text Door normally open - Black text
Door close Door closed after being forced- | Door close - Black text

Red text

When an alarm is raised the system reacts:

Log display: alarm displayed in red

Journal: event is recorded

Navigation bar: increase in the number of alarms raised

“Active Alarms” screen: the icon connected to the alarm appears on the

installation map displayed

“Active Alarms” screen: mention of the name of the input activated and the

date of the event in the top table

» “Active Alarms” screen: instructions related to the alarm are displayed in
the “Alarm Properties” screen which is accessible from the “Event-Handling
Program - Active Alarms” screen

YV VY

\4

When several alarms are detected, the last alarm is displayed in the table at the top of the
“Active Alarms” screen. By clicking on an alarm icon, the cursor automatically moves towards the
corresponding row. The instructions displayed correspond to the alarm selected. Note that the
order of the active alarm table can be manually sorted.
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Actions and process can be directly executed by right clicking on their icons. It is possible to swap
from map to map by selecting the appropriate icons.

The last parameter selection is applied when reopening the screen.

x

s, | o B8 [R] Ty s et - A EB®# s Qo Go ql e
[ Friecty I e

v

b

g O

b [oate

N rap 1 T | Bosmsms |

A, G

Toolbar

The functions available from the toolbar are as follow:

Acknowledge the alarm: select an alarm from the table and acknowledge it; this allows the
differentiation between new and already acknowledged alarms. It is advisable to use this function
to facilitate alarm management. When an alarm is acknowledged, the following events take place
in the table of the “Event Handling - Active Alarms” screen as well as on the navigation bar:

» The alarm icon goes from red to green

» The numbers of acknowledged and non-acknowledged alarms are updated

Confirm the alarm: confirm a specific alarm, already acknowledged; a new screen appears
displaying the following information:
» Name and date
» Event date and hour
> Alarm type: start or end of alarm
» Comment: type in an optional comment, such as importance, user name,
etc., that will appear in the journal “data” column

Confirm all: confirm all alarms triggered using a single command. This option is useful in case of
prolonged communication failure. The computer will ask for confirmation. Individual alarm
acknowledgement and confirmation are not required.

Press to remain on selected alarm
Press to hide the active alarm table and maximise the map on the screen

Refresh: manual refresh when there is no polling or when the polling exists but the “Auto-refresh
of /0 status” is not requested in the “Tools - Options - Server” screen

Open the “Execute Process” screen

Map selection list: choose the map to display in the list

Press to show all inputs / Show only active alarms (depending on current selection)
Press to show / Press to hide relays (depending on current selection)

Press to show / Press to hide maps (depending on current selection)

Press to show / Press to hide processes (depending on current selection)

Press to show / Press to hide actions (depending on current selection)

Number of active alarms
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Number of acknowledged alarms
No polling indication
Communication error indication
Exit

Table

Active alarms: icons signal the alarm status in this table as well as in the tool bar of the main
screen

> Active (red icon)

» Acknowledged (green icon)

» Confirmed (the alarm disappear)

Name: name of the alarm
Date: date and time of the alarm
Instruction: instruction to appear when the alarm is raised

Arrows: use the arrows to select the requested alarm
Tabs

Input status: full detail on inputs, see hereafter

Output status: full detail on outputs, see hereafter

Right click

Point the mouse on an item, right click on the right button and choose among the following
functions:

Input

Acknowledge (when under alarm)
Confirm (when under alarm)
Open input properties screen
Return to normal mode

Input deactivation

YVVYVVYVY

Relays

Open relays properties

Return to normal mode

Deactivate relay continuously (constant off)

Activate relay continuously (constant on)

Activate relay during, specify the number of seconds

YVVVYVYV

Process

7

VY V

Execute process
Open process properties

Actions
» [Execute action
» Open action properties

Note: Only the actions allowed for the user will appear.

Tips & Notes

Dynamic map management

The map displayed is the one encompassing the activated input. If no alarm is signalled, the
default map is displayed. If several alarms are activated, the map containing the most recent
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alarm raised will be displayed. If the “Event Handling - Active Alarms” screen is open and a new
alarm is triggered, the map displayed is dynamically updated.

Active controllers
Inputs and relays are shown only for active controllers in the table and the maps.

4.11.2. Active Alarms - Relays Control

This screen displays the dynamic status of relay activation in real time. It is accessible from the
“Manual Intervention” menu or via the “Event Handling - Active Alarms” screen.

"% Relays Control x|
J Action | Refrash | @j Refreshevery 5 7 Sec,
| |Mame Controller Mum | Physical Status Time Activation Latest Action
p |11/ Controller 1 Controller 1 1 of Open Hone
12 / Controller 1 Controller 1 2 ¥ Close Mone
13/ Controller 1 Controller 1 3 ¥, Close Mone
4 / Controller 1 Controller 1 4 \/ Open Maone
15/ Cantroller 1 Cantraller 1 5 ¥ Close Mane
16/ Controller 1 Controller 1 E ¥ Close Mone
17 / Controller 1 Controller 1 7 ¥ Close Mone
18 / Controller 1 Controller 1 g ¥, Close Mone
T Bl
Icons
Action

> Refresh: select to update the diagnostic of the system on a manual
manner

> Return to normal mode: select to cancel the actions described hereafter

> Relay always on: constant activation of a relay, allows for the permanent
opening of a door, for instance

> Relay always off: constant non-activation of a relay allows for the
permanent closure of a door, for instance

> Activate the relay during: the relay activation during a specific period
allows the temporary opening of a door, the switching on and off of a red
light, for instance

» Number of seconds: specify the activation length of time, between 1 and
60 sec.

Refresh: select to manually update system diagnosis status
Refresh every: select to automatically update system diagnosis status

Refresh delay (1 to 60 sec.): to modify the refresh delay, specify the number of seconds desired;
the new delay will take effect only if the “Refresh Every” key is selected; by default there is an
automatic refresh every 5 seconds
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Table

Name: relay name

Controller: controller connected to the relay

Number on the controller: technical information on the physical connection of the relay
Physical status: open or close

Time activation:
> Armed (red icon): relay activation if the present time falls between the
green zones of the selected weekly program
> Not armed (does not appear): when no weekly program is defined
> Not now (black icon): the present time does not fall between the green
zones of the selected weekly program; there is no relay activation currently
but the activation is defined in the system

Note that the weekly program “Always” trigger permanently the system while the program “Never”
ensues in a constant deactivation

Latest action: enable to check if the normal situation has not temporarily been affected by the
activation of a global reflex. As the reflex activation is a normal behaviour of the system, no error
message appears in the log display. Nevertheless, the situation seems incorrect in the table.

Tips & Notes

Sorting out information

The information that appears in the table can be sorted out. Each column can serve as a sorting
criterion. To organize information in an increasing order, select the button containing the name of
the column. To select the information in a decreasing order, select the empty button at the bottom
of the column.

4.11.3. Active Alarms - Input Status

This screen displays a dynamic activation status of the input. Grant the system an approximate
15-second delay to check inputs status before the results are displayed.

[etnputstates x|
J Refresh | @Refresh every 5 Y Ser, |
Wigw More information. [
|con | Mame Cantroller Murmn |Type [NOAMC Physical Status Logical Status
B/ iFire dlam Cantroller 1 1 Digital [NO ¥ Close @ Off
i2 # Contraller 1 Cantroller 1 2 Digital [NO o Open @ On
i3/ Contraller 1 Cantroller 1 3 Digital |MO x Cloze @ Off
i/ Controller 1 Contraller 1 4 Digital |[NO o Open @ On
i5 / Contraller 1 Cantroller 1 5 Digital |NO x Close @ Off
i / Controller 1 Controller 1 B Digital |[NO ¥ Close @ Off
i7 # Controller 1 Controller 1 7 Digital (MO ¥ Close @ Off
i3 / Contraller 1 Cantroller 1 8 Digital |MO x Cloze @ Off
i3/ Contraller 1 Contraller 1 9 Digital |NO x Close @ Off
10 / Controller 1 Cantroller 1 10 Digital |NO x Close @ Off
i11 / Controller 1 Controller 1 i Digital |[NO ¥ Close @ Off
i12 / Controfler 1 Controller 1 12 |Digital |NO ¥ Close @ Off
i13 / Controller 1 Cantroller 1 13 Digital |MO x Cloze @ Off
14 / Controller 1 Contraller 1 14 Digital |NO x Close @ Off
15 / Controller 1 Cantroller 1 15 Digital |NO x Close @ Off
i16 / Controller 1 Controller 1 16 |Digital |NO ¥ Close @ Off
- 1 I [T 1 | | 5
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Icons

Refresh: select to manually update system diagnosis status
Refresh every: select to automatically update system diagnosis status

Refresh delay (1 to 60 sec.): to modify the refresh delay, specify the number of seconds desired;
the new delay will take effect only if the “Refresh Every” key is selected; by default there is an
automatic refresh every 5 seconds

Table

Icon: icon associated with the input
Name: input name
Alarm physical status: open or close

Time activation: the input status switches between:
» Armed (in red): the arming process has been followed and the current time
falls within the activation boundaries of the weekly arming program
> Not now (in black): the arming process has been followed and the current
time falls outside the activation boundaries of the weekly arming program
» Disarmed: the process was not followed

The system automatically goes from “Not now” to “Armed”, and vice versa, according to time
zones.

Active alarms: coloured icons signal the alarm status (active, acknowledge and confirmed) in the
table as well as in the tool bar

» Red icon: armed alarm

» Green icon: acknowledge alarm

» No icon: confirmed alarm

View more information: select this option to display the complete input information table

Extensive table

Icon: icon associated with the input

Name: input name

Controller: controller connected to the input

Input number on the controller: technical data about the input’s physical connection
Type: digital or analog

NO/NC: input normal status, normally open, normally closed, line cut or line short cut
Alarm physical status: open or close

Alarm status: the logical status results from the combination of the normal status and the
physical status

Normal, physical and logical status of an input
Input Normal status Physical status Logical status
11 NC Closed Off
11 NC Open On
12 NO Open Off
12 NO Closed On
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Time activation: see above
Active alarms: see above

Latest action: enable to check if the normal situation has not temporarily been affected by the
activation of a global reflex. As the reflex activation is a normal behaviour of the system, no error
message appears in the log display. Nevertheless, the situation seems incorrect in the table.

Tips & Notes

Example

The opening of a window will engage an alarm during the night (arming period) but not during the
day (disarming period)

Arming process

> Define the input that checks the window opening, in the “Parameter -
Controller - Input” screen

> Define the arming period, in other words, the daily and weekly programs,
which are activated at night and inactivated during the day, in our example
(in the “Parameter - Daily Program” and “Parameter - Weekly Program”
screen)

> Activate the input in the “Event-Handling - Alarms” screen

Armed/disarmed input behaviour

Arming program Arming program
Night only Always

During the night Alarm Alarm

During the day No alarm Alarm

During the night, both inputs will be activated if the window is opened. During the day, however,
since the input has an inhibited time program, it is disarmed and will not raise an alarm.

Note that the weekly program “Always” corresponds to an activated non-armed input.
Alarm prevention

To prevent the alarm apparition, resulting from input activation, choose one of the following
methods:
» Delete the input from the input list
> Deactivate the input, by going to the “Event Handling - Active Alarms”
screen
» Link the “Never” weekly program to the input, by going to the “Parameter -
Controller - Input” screen
» Deactivate the input conditionally for a specific person

Sorting out information

The information in the table can be sorted out. Each column can serve as a sorting criterion. To
organise information in an increasing order, select the button containing the name of the column.
To sort the information in a decreasing order, select the empty button at the bottom of the column.
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5. MENU: MODULES

5.1. Parking
5.1.1. Parking - Basic Concepts

The parking module allows for access control to parking lots and for management of parking zone
fill-up, according to user groups.

The system’s ability to manage the parking activity is based on three concepts:
» Parking lot: physical area where cars are parked
» Parking users group: any company or entity that rents or owns parking
spaces
> Parking zone: a certain number of spaces is allocated to each user group;

a specific zone is accessible only to members of a corresponding user
group

Two types of information are available for each parking lot:
» A counter displaying the amount of space available at any time
» Alist of access points used to enter the parking lot. For each access point,
the counter status determines if the counter should increment (+1),
decrement (-1) or remain unchanged after the badge has been swiped.

Multiple parking lots

Several parking lots can be supervised simultaneously by the application.

Example: the company Alcaton has two buildings; one in Washington and one in New York, each
site have its parking lot. GuardPoint Pro controls the access to these two parking lots. The CBD
company employs 6 people and rents three parking spaces in the Washington building and five in
New York. In general, three employees work together in Washington. In New York, up to five
people can work on a project at the same time.

In this example, it is necessary to create
» 2 parking lots: Washington and New York
» 1 user group: CBD company
» 2zones:
o Zone 1: CBD company in Washington (3 spaces)
o Zone 2: CBD Company in New York (5 spaces)

All the employees of a user group are interdependent. Access to members of a user group is
contingent to the space available in the zone allocated to the group. If six of CBD’s employees
arrive at the same time in Washington, access will be granted to the first three cars and denied to
the other cars of the group.

Access permissions to a parking lot are independent of authorisations to other parking lots. An
access denial in Washington does not anticipate on access in New York.

If al the allocated parking spaces of a company are occupies, other cars of this company will be
denied access. Nevertheless other cars from other companies could still reach their respective
zones according to their own occupancy rate.

Operating Mode

Define a controller of parking type, in the screen “Parameter - Controller”

Define parking lots, in the “Modules - Parking Lot” screen

Define user groups, in the “Modules - Parking Users Group” screen
Allocate a user group to each member of the group, function “Parking
Users Group” in the “Parameter - All Cardholders - Personal” screen
Define parking zones, in the “Modules - Parking Zone” screen

Y V V

Y
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Managing space availability

A free space counter is linked to each parking lot and zone. The movement of vehicles affects the
counter level. For each car that enters, the amount of space is reduced. Each time a car goes out,
the counter is incremented by one unit.

The number of space available can be computed at any time with respect to maximal parking
capacity and counter status. A zone is full when the free spaces counter indicates zero.

5.1.2. Parking Lot

The parking lot is an area where cars are parked. Many parking lots can be supervised
simultaneously.

This menu is divided into two tabs:
» General: define parking lots
> Presence list: follow up on all vehicle movements, within each parking lot,
according to user groups

5.1.2.1. Parking Lot - General

This tab defines the different parking lots supervised by the system.

x
A & & K & 2 5 @ g 3@

hew Save  Delete Eirst: Erey. Mext: Last Downld,  Search Preview | Close

Select a Parking Lot : IMEi” Parking

€ cereral | & Presence List

Marme ! Description :
IMa\n Farking l

Bl

KX

Fields

Name: name the different lots that make up the parking lot
Description: describe the new date entry
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5.1.2.2. Parking Lot - Presence List

The “Presence List” tab allows the monitoring of vehicle movements within each parking lot. This
information, which is displayed automatically, can be manually modified in the “Modules - Parking
Zone - Presence Update” screen.

[P]Parking Lot x|
= =
Q& K < o ol @ <P
[ew Save  Delete Eirst Brev, Mext Last Downld,  Sesarch Preview Close
Select a Parking Lot : IMEln Parking
o General g

| User Group |Name | Car Number |F|eader |Date
IBM | Smith David | |Rdrl / Contraller 1 [1212/2002 11:18:00 |

Fields displayed

User group: company or group to whom the vehicle belongs
Name: name of the badge holder requesting access

Car number: car license number

Reader: reader recording access to parking

Date: transaction date

5.1.3. Parking Users Group

A parking user groups is any company, or other body, leasing or owning parking spaces. Each
group is allocated a specific parking zone, which can be identified by an identity number.

All group members are interdependent. Each group member has access to all the lots allocated to
his company. If the lot allocated to his group is full, access will be refused to all the members of
that group.

This menu is divided into two tabs:
» General tab, define of user groups
» Presence list tab, monitor car movements within each parking lot
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5.1.3.1. Parking Users Group - General

This tab allows the definition of the different user groups supervised by the system.

=
Db @K <2909 was 3

Mlew Save  Delete First: Erew., Mext Last Downld,  Search Preview | Close

select a Parking Users Group : I|E|M

€ cereral | 4 Presance List

Mame @ Descripkion :
IIEM

KX

Fields

Name: name the different user groups

Description: describe the new data entry

5.1.3.2. Parking Users Group - Presence List

The “Presence List” tab displays details about the cars parked and their movements, according to
user groups. This information can be manually modified in the “Modules - Parking Users Group -
Presence Update” screen.

x
JE 8| ¢ 2 9 B & G

[ew Save  Delete Eirst Brev, Mext Last Downld,  Sesarch Preview Close

Select a Parking Users Group : ||E|M

O el & ;
Parking Lot |Name | Car Number |F|eader |Date
tain Parking | Smith David | |Rdrl / Contraller 1 [1212/2002 11:18:00 |

Fields displayed

Parking lot: portion of the parking allocated to a group of users
Name: name of badge holder that has passed through an access point
Car number: license plate number

Reader: reader that recorded the access to the parking lot

Date: transaction date

92 GuardPoint Pro User Manual — Rev G - Doc. 10UE400



5.1.4. Parking Zone

The members of a user group can only access the parking spaces allocated to their group.

Access to the parking lot is granted insofar as there are spaces available in the zone allocated to
a group of users to which the driver belongs.

This menu is divided into three tabs:
» General tab, for parking zone definition
> Access tab, for access management

» Presence update tab, for modification of database information

5.1.4.1. Parking Zone - General

_ Parking Zone

0 & @

k¢ > o

Mew Save Delete First Bres, Mext

Last

@ 9 5 9

Downld,  Search  Prewiew Close

Select a Parking Zone : | ¥y

0 General | % Access | ﬂ: Presence Update

Mame: :

IZnne A

Description @

=l
=
Zone Identification
Parking User Group
D 3 ]
Parking Lot
I Main Parking j _I

Wax number of places I 2
Actual free places | 1
Actual occupied places I 1

Process to activate when full

I <None> ﬂ _I

Process bo activate when nat Ful

I <MNone> j _I

Fields

Name: name the parking zone

Description: describe the new data entry

Zone identification

Parking user group: select the group that rents or owns parking spaces or press on the [...]

button to create a new group

Parking lot: select the parking lot for which a filling up list has been established, or press on the
[...] button to create a new parking lot

Parking lot full / not full

Maximum number of places: enter the parking lot’s maximal capacity

Actual free spaces: automatically displayed

Actual occupied spaces: automatically displayed

Process to activate when full: define the reflex to engage if the parking lot is full; choose from
the list or press the [...] button to create a new process (for example, lighting of a red light)

Process to activate when not full: define the reflex to engage if the parking lot is not full,

choose from the list or press on the [...] button to create a new process (for example, lighting of a
green light and opening of a gate)
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5.1.4.2. Parking Zone - Access

O &8 & 2 o b @ <73

Mew Save  Delete Eitst Eres. Mext Last Downld, Search  Preview | Close

[

Select a Parking Zone : I Zone A j

| ﬂ: Presence Update I

0 General

Reader Count Mode If zone full
» Rdil / Controller 1 Entrance  [Free Places - 1] - Access

Rdi2 / Controller 1 Meutral [Free Places + 0] Access
Rdi3 / Contraller 1 Meutral [Free Places + 0] Accessy
Rdid / Contraller 1 Meutral [Free Places + 0] Accessy

Fields displayed

Readers: activated access points

Count mode: number of spaces available
> In (available places —1)
> Neutral (available spaces +0)
» Out (available space —1)

If zone full: reader behaviour for the members of the user group (access granted or denied)

5.1.4.3. Parking Zone - Presence Update

This function is particularly useful when car movements occur without being recorded by the
system, because of a power failure or communication breakdown between readers and

controllers or when two cars enter simultaneously, for instance.

The system automatically displays driver names, car license numbers and user groups for those
that have requested access. In this screen, it is possible to manually modify the presence list,
which is automatically displayed in the “Presence List” tabs of the “Modules - Parking Lot” and

“Modules - Parking Users Group” screens.

O & K ¢ 2 0|8 @ 5

[Hew Save  Delete First Brev. Mext Last Downld,  Search  Preview

S

Close

Select a Parking Zone : I Zane & ﬂ

(1) Generall % Access | |
Actual fres
Currently IN places People in Parking Users Group

MName |Ear Number | Marme |Ear Number |
Smith David | | Smith David | |

|2 [ ]
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Fields

Using the arrow keys, data can be inserted or deleted.
Currently in: for cars in the parking lot, the system displays the following:
Name of the badge holder that has requested access
License plate number of the car
Actual free spaces: the counter displays the unused capacity of the parking lot
People in parking users group:
Name of the badge holder that has requested access

License plate number of the car

5.1.5. Reset Parking Zone

x

@ Are wou sure you want to Reset Parking Zones?

This function deletes all the information from the parking lot database. Confirmation of your
request and of the good completion of the action will be displayed on the screen. Partial data
modification is possible by going to the “Modules - Parking Zones — Presence Update” screen.
This is useful for erasing parking information for certain companies in case of multi-company
application.

The application provides three ways to perform the action “Reset Parking Zone”.

» Manually: choose “Yes" in the screen “Modules — Reset Parking Zone”

> Automatically at fixed times: select this option in the "Tools — Options —
Server” screen and specify the time

> Automatically with added flexibility on the action trigger: create this
action in the “Event Handling — Actions” and “Event Handling — Global
Reflex” screens. Use any trigger of the system or set the global reflex event
type to “Scheduler” and specify the date, time and hour the parking zone
needs resetting.

5.2. Lift Program

A lift program defines the floors combination accessible by a group of users. Note that this
function does not control access to the lifts, nor to the areas served by these lifts.

This function manages access to the floors served by one or several lifts. The badge holder
swipes his card through a lift reader and presses on one of the floor buttons that has been lit. If
the badge holder is granted access, the lift will take him to the desired floor. If access is denied,
the lift will stay put.

Lift programs can be identical for all lift readers belonging to the same controller or specific for
each reader (up to 64 relays). The later is especially useful in big installations. In a building
shared by many companies, the lift program allows each person to select only the floors allocated
to his company. If the badge holder has not selected a floor within a specified delay, access will
be denied to all floors. This prevents unauthorized persons from using the lifts.

Information with respect to the lift program is divided in two menus
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»  Lift program, where the same relays / lift buttons applies for all readers
»  Lift authorisation programs, where specific relays / lift buttons applies per reader.

These are split into two tabs:
»  General tab: to define lift programs
»  Cardholders tab: to refer to the persons belonging to the lift groups

Example

Site with two buildings
> Building one is made up of three floors
> Building two is made up of six floors
» Each building has its own lift

Three user groups are defined:
» Top management can access all floors in both buildings
» Technical staff can access floors 1 and 2 of the first building and floors 1, 3,
4 and 5 of the second building
» Administrative personnel can access floors 1 and 3 of the first building and
floors 1, 3 and 6 of the second building

To fill the needs of this site, three lift programs must be created with the following authorisations:

Lift program User group Accessible floors | Accessible floors
Building 1 Building 2

A: Top management | Top management 1,2,3 1,2,3,4,5,6

B: Technical Division | Technical personnel 1,2 1,3,4,5

C: Administration Administrative personnel | 1,3 1,3,6

Controllers with 64 available relays

A controller can reach 64 relays. The basic controller has 4 relays. A 12-relay extension card and
threee satelitte cards of 16 relays each can be plugged in. The 64 relays can be programmed to
correspond to the floor buttons of the lift. A network, of maximum 32 controllers, can supervise
different lifts in parallel. Several buses can coexist.

In order to split the 64 relays to independently serve several readers, select the option “Different
lift programs for each reader” in the “Tools — Options — Server” screen that only appears in the
server computer. (Valid from EPROM March 2003)

Example: 64 relays available
Lift 1 10 relays — 10 floors
Lift 2 20 relays
Lift 3 30 relays
Lift 4 4 relays

5.2.1. Lift Program

The screen “Modules - Lift Program” is used in the majority of lift applications, where the same
relays / lift buttons applies for all readers. It is divided into two tabs:

96 GuardPoint Pro User Manual — Rev G - Doc. 10UE400



» General, for the definition of the lift program

» Cardholders : list of the member the user group to which the lift program is related

5.2.1.1. Operating mode

» Create a controller, which type is “Lift”, in the “Parameter - Controller” screen

> Create lift program groups, connecting outputs to the lifts floor buttons, in the “Modules -

Lift Program - General” screen

> Allocate lift programs to cardholders, using the “Lift Program” function of the “Parameter

- All cardholders - General” screen

5.2.1.2. Lift Program - General

&F Lift Program
= =
= G ¢ 9 o9 o a
Mew Save  Delete Eirst Prew. Mext Last Downld. Search  Preview

Select an Lift Program : m

e

0 General | ﬁ Cardhalders

Tame :

|Life 2 Bulding 2 o Floor 1 Lift 2
o Floor 2Lt 2
Description : .\/ Flaar 3 Lift 2
=l . 2/ Controller 2
X 13/ Controller 2
LI X 14 / Controller 2
XK 5/ Contraller 2
Miews ¥ 6/ Contraller 2
~ o Duration Time:
I X 3 'I Sec

Fields

Name: name the new lift program
Description: describe the new data entry

View: select to display the list of relays of the lift controllers. By default, the relays - and thus the

corresponding floors - are excluded from the program.

> V:list of relays included in the lift program
» X list of relays excluded from the lift program; by default
» Xand V: list of all the relays in the lift program

» :no relays displayed

Duration time: specify the relay activation delay engaging the selection of the floor button; the
number of seconds of lift program activation must be included between 0 and 120 seconds; a

delay of 3 seconds is set by default

Change the relays inclusion status by clicking on X or V in the left column of the relay table

The relays preceded by V are included in the lift program
The relays preceded by X are excluded from the lift program
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5.2.1.3. Lift Program - Cardholders

The informative table displays the names and surnames of the member the user group to which
the lift program is related. Note that this is not a presence list. The tab will not appear here when
the “Modules — Lift Authorisation Group” is used.

x
O E @ | K <& = o g & 5|

Mew Save  Delete Eirst Bres, Mext Last Downld, Search Preview | Close

Select an Lift Program : I\-ift 2 Bulding 2

0 General

Last Mams First Mame
Bush Gerald
Johrson Dienis
Srnidt Dan

5.2.2. Lift Authorisation Group

The screen “Modules - Lift Authorisation Group” is used in the lift applications, where specific
relays / lift buttons applies per reader. It is divided into two tabs:
> General, for the definition of the lift authorisation group
» Cardholders : list of the member the user group to which the lift
authorisation group is related

5.2.2.1. Operating mode

> Create a controller, which type is “Lift", in the “Parameter - Controller”
screen

> Select the option “Different lift program for each reader” in the “Tools -
Options - Server” screen

» Exit the application then re-enter

» Fill in the new screen “Module - Lift Authorisation Group”

» Allocate lift authorisation groups to cardholders, using the “Lift Program’
function of the “Parameter - All cardholders - General” screen

Note : The lift program groups, connecting outputs to the lifts floor buttons, created in the
“Modules - Lift Program - General” screen are automatically integrated

y
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5.2.2.2. Lift Authorisation Groups - General

Fields

Y%, Lift authorisation groups

A @ K ¢ 2 = & &G <@

Mew  Save Delsts | Frst  Prev.  HMext  Last | Dognld. Print | Close

Select an lift program : [Administiation

S

Mame Description
|sdministration

O el | £ Corcholders

Contraller Reader Lift
Contraller 1 Rdrl / Controller 1 Adrinistration A
Controller 1 Fidr2 / Cantraller 1 Adrninistration hd

Name: name the new lift authorisation group

Description: describe the new item

Controller: choose the controller associated to the lift

Reader: choose the reader associated to the lift

Lift: choose a lift among the list

5.2.2.3. Lift Authorisation Groups — Cardholders

The informative table displays the names and surnames of the member the user group to which
the lift authorisation group is related. Note that this is not a presence list. In this case, the tab will
not appear anymore in the “Modules — Lift Program”.

Y%, Lift authorisation groups

A d & K & 2 0 & =

Mew  Save Delsts | Frst  Prev.  HMext  Last | Dognld. Print | Close

Select an lift program : m

—

€ Geroral € Carholders |

|Last name | First name |
¥ |Flaba [Anne |
Srith Johin
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5.3. Time & Attendance Management

Time & attendance management facilitates the computation of employees’ attendance, overtime,
absences and lateness to provide the number of hours worked by employees. The calculation can
be restricted to specific periods, readers or employees.

%, Roll Call

Start Date

(0422002 | [oo00 =

End Date

Imﬂz;zggg j |23:59 j‘ <4l Cardholders =

00000536

<From All Readers>
Rdrl [/ Controller 1

Fields

Start date: specify the date and hour of the beginning of the period
End date: specify the date and hour of the end of the period
Readers: select the reader(s) to take into account

Badge holders: select the badge holders(s) to take into account
Preview: preview the roll call report

Il

aExnorl| é Frint.. | In] | & | 3 ‘ o} QIWUUZ j | AW I‘I"‘1 | G Back

Roll Call i

From 04/12/2002 00:00  To 04/12/2002 23:59

Date First Pass Last Pass Day total hours
Total Hours

i o
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5.4. Guard Tour Module

5.4.1. Guard Tour Module - Basic Concepts

A guard tour consists of a path of checkpoints reached by an authorised employee - the guard -
within predefined deadlines. Arrival at a checkpoint is signalled via input activation or reading of a
badge and results in a message sent to the PC. Each expected time allows for tolerance
deadlines. Several tours can be defined and run in parallel. The log and the reports will show
them.

Example

8:00 Guard tour beginning

8:06 - 8:15 Predefined authorised arrival period at the first checkpoint, the guard should activate
an input to signal his passage
(expected time: 8:10, tolerance (-):04 min, (+): 05 min)

8:28 - 8:33 Predefined authorised arrival period at the second checkpoint, the guard should
present his badge to the reader
(expected time: 8:30, tolerance (-):02 min, (+): 03 min)

5.4.2. Guards

A guard is an employee habilitated to perform guard tours. An employee is defined as guard in
the screen:
» "Parameter - All cardholders" screen, by manually setting his type to
"Guard"
» "Modules - Guard", in which the type is automatically set to "Guard"

5.4.3. Checkpoint - General

Checkpoints, as well as the inputs or readers activated to confirm the arrival, are defined in the
"Modules - Checkpoint - General" screen. The identity of the person changing the input status is
not known by the system. If the security level requests the guard identity verification, readers
should be installed at each checkpoint.

ﬂ:::l:heckpoint
= =
a1 & Kb & o o8 Q4 3 | F
e Save  Delete First Prev, IMext Last Downld,  Search  Print Close
Select a Checkpoint: IMM
o General | ’
Hame |
IChecI\nnintI & Input Iﬂ / Controller 1 'I
Description : " Reader
=
Event |<Any Events 'I
[ |
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Fields

Name: name the checkpoint
Description: describe the new data entry

Input: select the input that signals the arrival of the guards among the list of system inputs; they
must be activated before the start of the tour

Event (if input): choose between "Any event" and "Start of alarm
Reader: select the reader that will signal the arrival of the guard among the list of system readers

Event (if reader): choose between
» Access granted
» Access granted (duress code)
» Access denied
» Access denied (unsuccessful attempts)

Example of access denied: the guard must pass in front of the computer room but is not allow
entering it.

5.4.4. Guard Tour Program
5.4.4.1. Guard Tour Program - General

Define a new tour, in the "Modules - Guard Tour Program - General". Select the processes to
activate following the arrival of the guard at the checkpoint. The process on alarms can differ
according to early or late arrival or the lack of it.

‘DEII<)=I<:=>=>IE@@¢1:

[ew Save  Delete Eirst. Prev, Mext Last Downld, Search  Print Close:

Select a Patrol Tour Program @ I Tour Building | j

o General | []k Check points

- Processon Arrival ——————————————————
Mame :
ITour Building I Signal arrival j
Description
— Process on alarms
I =
Early arrival
I <Noner j _I
J |
Mok Artival
I <MNone> j
Late Arrival
| <None> j _I

Fields

Name: name the new tour
Description: describe the new item

Process on arrival: select the process to trigger on arrival in the list or press on [...] button to
trigger a new one; examples: voice alarm on PC, relay activation triggering a buzzer

Process on alarms: in the list, select the process to trigger in case of
» Early arrival: arrival before the expected time minus its allowance
» Not arrival: automatic message displayed at the end of the expected arrival
deadline (including the tolérance and a further 60 seconds) if arrival has
not been signalled
> Late arrival: arrival after the expected arrival time (including the allowance
and a further 60 seconds)
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5.4.4.2. Guard Tour Program - Checkpoints

To complete the definition of the guard tour, select the checkpoints and attribute them an arrival
time, including allowance for early (-) and late (+) arrival

The arrival times are computed from the beginning of the tour. They are independent of the actual
time the tour begins - unknown at this state - and of previous checkpoints time.

Some computers will display the time as "0::00" instead of"00:00". This does not affect the
operation.

SR

[Mew Save  Delete Eirst Prev. Mext Last Downld. Search  Print Close

Select a Patrol Tour Program : I Tour Building | d

o General m Check points |

Check points Time - +
Checkpaint | 10 [ |

4

Delete selected row

Fields

Checkpoints: choose the checkpoints of the tour path

Time: specify the arrival time, in relation to the beginning of the tour and expressed in a "hh : mm"
format

(-): tolerance for early arrival
(+): tolerance for late arrival

Delete selected row: point on one of the checkpoint rows and hit this key to delete a specific row

5.4.4.3. Beginning the Guard Tour

The tour begins:
» Manually: execution of a launching process
o Define a new action ("Event Handling - Action" screen) wherein the action type is
set to "Start a guard tour", the first parameter corresponds to the tour name and
the second parameter to the guard name
o Define a new process ("Event Handling - Process" screen) including this action
o Launch the process via the "Manuel Action - Execute Process" function
» Automatically: global reflex which will launch the tour as a result of a
predefined event ("Event Handling - Global Reflex" screen); use any
manual action (card pass, modification of input status, etc.) or the
scheduler (set the global reflex event type to “Scheduler” and specify the
date, time and hour the tour should begin)
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Tips & Notes

Restarting a tour
Restarting a running tour will stop this tour and replace it by a new instance.
Scheduler weekly program

A weekly program is allocated to each global reflex. So even the scheduler can only activate the
process at green times of a selected weekly program.

5.4.4.4. Ending the Guard Tour

The tour ends 15 minutes after the expected arrival time at the last checkpoint. After that, the tour
status is set to "Not running". Refreshing the running status screen at this point will remove the
tour information.

5.4.4.5. Guard Tour Program - Running Status

When a specific tour is running, tour description, checkpoints, expected times of arrival with
tolerance limits and arrival status (on-time, early, late arrival or lack of it) are shown on this
screen.

The details of a tour currently running will appear by clicking on the tour row. Press the "Refresh"
button to update the status events.

x
O & K & 2 9 e QA4 5|0

Tew Save  Delete First: Erew, hext Lask Downld.  Search  Prink Close

Select a Patrol Tour Program : I Tour 1 j

o General I []F Check poinks ® Running Status |

Currently running Details

\Joe Campbell [23/04/200314:43) | pame | Limit Down | Up limit |
‘/ CP1-Rdrl [ C#1 29/04/2003 14145 29/04)2003 14:47
®CP2 - Rd2 [ C#1 29/04/2003 14:52 29/04j2003 14:54
@CPS - Rdl [ C#2 29/04/2003 14:44 29/04/2003 14:44
°CP4 - Rd? [ Caz 29/04/2003 14:44 29/04§2003 14:44

[+44 30,/04,/03 14:44 Mot Arrival "Joe Campbell' From CheckPoint "CP3 - Rd1 / C#2'
[+44 30,/04,/03 14:44 Mot Arrival "Joe Campbell' From CheckPoint "CP4 - RdZ / C#2"
*4E 30/04,/03 14:46 Arrival "Joe Campbell’ From CheckPoint 'CP1 - Rdrl / C#1°

¥4+ 29/04/03 14:46 Early Arrival "Joe Campbell' From CheckPoint "CPZ - Rd2 / C#1"
*+++ 29/04/03 14:46 Late Arrival "Joe Campbell' From CheckPoint 'CP3 - Rd1 / C#2'

Fields

Currently running: list of the tours presently running with mention of the guard that patrols, the
date and time of the beginning of the tour

Details: include checkpoint name, upper and lower limit of arrival time

Four different icons are showing the type of arrival at each checkpoint (on time, early, late arrival
or lack of it)

When an input is activated or a card presented to a checkpoint reader, two messages are
displayed in the log:
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» Message of input or reader events, according to the checkpoints definition
» Messages of guard tour events (arrival on time, late arrival, etc.)

In our example, the running status will show the following messages

12:00 Tour started: guard A starts the tour

12:00 -12:06 Early arrival: arrival before the lower limit of the expected arrival period
12:06 -12:15 Arrival on time: arrival within expected arrival period

At 12:16 No arrival on time: if the guard has not shown up at the checkpoint at the upper
limit of the expected arrival period

12:16 — 12:31 Late arrival: arrival at the checkpoint after the expected time (plus 60 sec. for
system synchronisation)

12:31 End of tour: 15 min after the last checkpoint expected time, plus the tolerance for
late arrival (plus 60 sec. for system synchronisation)

5.4.5. Patrol Report

This function directly links to the guard patrol report of the report generator. Consult the “Report
wizard” section for further explanations.

$ Report Wizard
Step 2/4: Select the source of the data and the check on the fields you want to see §% E
-

Select the data source:

I_] Journal Reports
] Journal Simple
Doar Pass
-[E5] Alarm History
B active Alarms

| Patral Reparts
5] Patrol Simple
“.-[E5] Patrol Detailed

D Parameters

|- Event Handlings

|2 Modules

' From Current Journal

™ From Another Journal

| —

Wiews Data | Previous | Mext |

5.5. SQL (requires “SQL” license on the plug-dongle)

GPP can be installed either with Access (MDB) database or SQL (from GPP version 1.3.003 &
higher). During setup, the user can select the database type.

In order to work with SQL db there are few requirements:

1. MS-SQL server (or MSDE) has to be pre-installed on the target machine or on another
computer on the LAN. (otherwise, the GPP setup cannot go through all the steps of
the SQL setup process).

The SQL server service is running.

3. Adongle with SQL license on is connected. (otherwise, the application works with the
Access database even if it was installed with a SQL DB).
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5.6. BADGE PRINTING (requires “BP” license on the plug-dongile)

This module allows printing a cardholder badge to a designated card printer directly from GPP
cardholder screen. This module is opened through a button in the cardholder screen, at the lower
left side of the photo.

Clicking this button opens a two-tab screen:

o “Preview” tab: Shows a preview of the edited layout. Before first editing, it shows a default
layout made by GPP.

o ‘“Design” tab: Allows editing the layout.

EMPLOYEE

Johnson Sheryl
Company: PTD

8 bocge @ 12347735

How to design:

All editing changes are saved into the default layout

when “Preview” is clicked. The default layout is

called “_bp.rpx” and is located on the application folder.

This file is Automatically created after the first save,

i.e., click Design +Preview. (Currently, saving more than 1 layout is not supported).

The design area is based on a professional tool of Active Report ®.

In this manual we will not cover the large variety of options but only give some basic instruction
and tips:
> Moving selected fields: Select an existing field and drag and drop.
> Add a new field: Select the field type from the toolbar on the left and drop
it in the layout.
> Change the background: Select the current background. On the
properties ToolBox on the right, go to “picture”, click the [...] and browse your PC for
any graphic file.
> Change the text in a label/text box: On properties toolbox on the right,
edit the text in “Caption” (for a label) or “Text” (for a text box), changing the “Name”
won't help...
> Save changes to the current layout: Click on the “Preview” tab.
> Add a field from the cardholder database: In design tab, click View-
Explorer. Two windows will appear on the left. On the lower one, click the “refresh”
icon. All the fields of the cardholder screen will appear. Drag any field and drop it in the
layout area.

Warnings:

Do not delete the default photo (cardholder image) field from any layout.

Do not delete the icon ADO from any layout.

Do not move, close or resize the properties toolbox.

If by mistake you have done any of the above action, you may need to go back to the
default layout.

How to go back to the default layout:
Exit the cardholder screen, go to the application folder and delete the file “_bp.rpx”.
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6. MENU: COMMUNICATION
6.1. Stop / Resume Polling

Polling allows the detection of events that brought about changes in the controllers. Polling
consists in interrogating controllers at regular intervals. Detection of events in real time allows for
rapid information update and decision making with full knowledge of the facts.

The time interval between two polling transactions is defined in the “Waiting Delay” function in the
“Parameter - Controller Network - Definition” screen.

Fields

Resume polling (shift + F8): select this option to activate the polling

Stop polling (shift + F8): select this function to stop polling

Tips & Notes

Use the “shift F8” key at any time, from any screen, to modify polling status.

By default, the system carries out a polling activity at the start of the application. This option can
be modified in the “ Tools - Options - Communication” screen by changing the status of the “ Do
polling at start-up” function.

6.2. Diagnosis

This screen allows the visualization of the controllers’ status. The F8 key displays the diagnosis of
any screen.

This screen supports the selection of multiple items with the keys Ctrl/Shift.

The diagnosis screen is made up of two windows:
> Left: system controllers list
» Right: information regarding the controller selected

The choice of a controller from the left window activates the right window where the details of the
selected controller are displayed.

% Diagnose EI@@
Daownload Refresh @j Refreshevery 5 »  Sac,
' Controller 1 0412020075 11:47
' Controller 10 04/12/2003 11:47 S Metwork: TCP 20
+ Controller 2 04{12/2003 11:47 5 TCP 192,168, 168.20:1001
+ Controller 3 04/12/2003 11:47 o COM speed : 4600 bps
+ Controller 4 04/12/2003 11:47 - Time out delay : 1000 ms
+ Controller § 04/12/2003 11:47 2 Time out poling : 1000 ms
+ Controller 6 04/12/2003 11:47 2 Waiting delay : 50 ms
+ Controller 7 04/12/2003 11:47 B controler aderess to0-a1) 1 0
4@ Click here ko get: firmware version
"/ Controller 8 0471212003 11:47 i g Inputs
"/ Controller 9 0471212003 11:47 @ i1 ) Left [1][MO]
+ D5200#1 04/12{2003 11:47 ® 2] Left [2] [MO]
+ DS2o0g2 04/12/2003 11:47 © i3] Left (3] [MO]
W Left 04/12/2003 11:48 © i | Left [4] [NO]
W NTL 0411202003 09:30 @ i5 ] Left [5][NO]
v wall 04/12/2003 11:45 @ 6} Left [6] [M]
48 Philippe #1 ® 17/ Left [7] [MO]
@ i8] Left [8] [MO]
@ 9} Left [9] [MO]
“@° 10 f Left [10] [NO]
@ i1 Left[11][NG]
@ 12 { Left [12] [NO]
@ 13 Left [13] [NO]
G i14} Left [14] [NO]
@ 15 Left [15] [NO]
@ 16§ Left [16] [NO] v
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Toolbar

v

Download: menu of the available downloads for the selected controller ;
this function can be used only if the "Refresh Only" key is not selected
Polling

For all cardholders

Reset controllers

Send time & date

Send daily & weekly programs

Send all card holders (Quick)

Send all card holders (Complete)

Send pending

Initialisation (Quick)

Initialisation (Complete)

VVVVVVVYVYVYYVY

Refresh: select to manually update system diagnosis status
Refresh every: select to automatically update system diagnosis status

Refresh delay (1 to 60 sec.): to modify the refresh delay, specify the number of seconds desired;
the new delay will take effect only if the “Refresh Every” key is selected; by default there is a
refresh every five seconds

Data displayed

Controller status in the left window with date and time

Controller communication status is graphically represented as follow:

> Grey: if the controller is not active, communication is not monitored by the system
> Bold: if controller is active, communication is controlled by the system, in which
case:

o V: communication established
o X: absence of communication

Information available in the right window with date and time

Note the controller time when request was put in can differ from time of request if internal
controller clock is late

Network type

COM, modem or TCP
Communication speed
Time out delay

Time out polling
Waiting delay

YVVVYYVYVY

Controller address (from 00 to 31)

Click here to obtain firmware: the “checksum” date of the EPROM is displayed on the screen;
this avoids physical check

Input status: name [input number from 1 to 8] [NO or NC status]
Icons specify input status in real time:

» Normal status

» Engaged input status

» Status undetermined

Output status: name [relay number]

Icons specify output status in real time:
» Normal status
» [Engaged input status
» Status undetermined
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Status of controller table: informative technical tables that refer to readers, card formats, weekly
access programs, daily programs, holidays

Status of command pending: when downloading a non-connected controller, for instance, the
information downloaded is signalled by the V symbol and the information pending by the X
symbol

Tips & Notes

Retaining a diagnosis status

It is possible to retain a diagnosis status for later reference, by preventing further refresh. To do
so, make sure the “Refresh Every” key is not selected.

Default parameters
By default, the “Refresh Every” key is selected and the “Refresh Delay” set for 5 seconds.

6.3. View / Clear Log Display

The log display is a temporary linear colour display that signalled events as they occur.
Information to display in the log can be customised in the screen “Tools — Options — Messages”.
Through that screen an audit of records modifications can be recorded.

Note that similar information can be recorded in the journal for later reference and printing.
Although they appear similar, the contents of the log display and those of the journal are not
100% identical.

Examples of differences between log display and journal:
User login: appears in the journal but not in the log display, by default
Communication status at certain times: appears in the log display but not in the journal

By default different colours indicate the type of information available.

Burgundy:
» Unknown badges (not recognised by the system)
» Non-allocated badge (recognised by the system but not allocated)

N

» System alarms, such as weak battery, power up after failure, memory
deleted

Red: Start and end of input activation
: Access authorisation and normal communication status (OK)
Black: Access denied and reason for denial

: System commands, provided for informational purposes. They are not displayed by
default.

Example of information available

: Number Date Hour Type of event
Number Date Hour Badge holder Reader Transaction code

Identification number of the event in the journal: to estimate the size of the journal

Date and hour of event; type of event: access granted, COM OK, for instance; name of the badge
holder requesting access; name of reader, and associated controller, where transaction has been
requested; personal transaction code (a personal transaction code typed on a reader keypad
engages an associated global reflex. It is independent of the personal identification code (PIN
code). Different combinations can be recorded in the system.
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6.4. Display Photo

Compare the appearance of the person presenting his badge at a reader to the photograph
associated to the badge and stored in the system. Select the reader(s) for which the identification
check is requested. From this screen, it is possible to open the employee screen.

4] Display photo E@E|

From readers

<From All Readers>
=Anvtime Arvwhere
Rdrt | TPLD
Rdrz | TPLD
Rdr3 | TPLD
Rdré4 | TPLD

14/12/03 10:01:51
Access Granted "Wilson Thomas'
From reader 'Rdrl / TPLD

4w o]

Open employes
SCHEEn

[ Always on top Clear all records

Fields

From readers: select the reader requested, many readers or access group can be selected
Picture

Messages concerning the employee

Always on top: select to show this screen on top of the main screen

Open employee screen: click on the button to open the screen “Parameter — All Cardholders” for
the current employee

Clear all records
Arrows: skip from one record to the next using the arrows

Number/Number: number of the present employee on the total number of employee in the
database

Note the screen can be resized.

7. MENU: MANUAL ACTION
7.1. Crisis Level

The crisis level function enables simple and quick modification of access authorisations for a
group of employees. Access denial for all doors could have been achieved through a specific
action. However, since this action is connected to an individual, it would have been necessary to
repeat this procedure for each employee separately. Downloading access authorisation
modifications, for a group of 1000 employees at 30 controllers, could have taken up to thirty
minutes. The “Crisis Level” function solves this problem.

Personal crisis levels, which are defined prior to using this function, are compared to door crisis
levels (“Manual Action - Send a Crisis Level” screen). According to their relative values,
authorisation will be granted or denied.
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Example

» Three doors: R&D, offices and entrance/exit
» Three access groups: administration, top management and engineering

In a normal situation access authorisations are allocated in the following way:

Access authorisations according to access groups and doors in normal situation

R&D door Office door Entrance/exit door
(door 1) (door 2) (door 3)

Access group | Yes Yes Yes
Top management
Access group |l No Yes Yes
Administration
Access group Il Yes No Yes
Engineering

In a normal situation, all authorised employees (group Il and Ill) can enter and exit the R&D
department. In case of emergency, even the engineers are denied access to the R&D
department. To do so, allocate a crisis level to the access group as follows:

Doors accessible Access group Access group
crisis level
123 | Top management 6
23 II' Administration 4
13 Il Engineering 3

In order for a door to open, the following conditions must be met:
Badge recognition

Employee validity

Access validation through the door
Employee access time zone compatibility
Door open time zone compatibility
Absence of global reflex shutting the exit

VVVVVY

When using the “Crisis level” function a further question need asking: What is the relative value of
the persons’ and doors’ crisis level?

Relative crisis level value for persons and doors

CL = Crisis Level
If Person CL > or = Door CL
If Person CL < Door CL

=>» access granted
=>» access denied

Personal and door crisis levels

Personal Normal situation Door | Emergency

crisis level | crisis level =0 Door crisis level = 4
Access group | 6 Access granted Access granted
Access group | 4 Access granted Access granted
Access group Il 3 Access granted Access denied

By default, the crisis level for doors is equal to zero and the one for people depends on its access

group, which means that everybody can go through any door.

When creating a new access group, the crisis level of the group members is null. The new crisis

level must be entered

manually.
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it send a Crisis Level

Send a Crisis Level

risis Level

x|
Cancel |

Tips & Notes

» The last crisis level specified to the system is shown in the “Manual Action -
Send a Crisis Level“ screen.

> In order for the system to function optimally all the readers connected to a
controller must have an identical crisis level.

> Only the controllers equipped with an EPROM dated beyond the year 2000
support the crisis level function.

» When the crisis is over, allocate a normal value (0 or 1) to the crisis level to
regularise the situation.

7.2. Relays Control

This screen displays in real time the dynamic status of relay activation. It is accessible from the
“Manual Intervention” menu or via the “Event Handling - Active Alarms” screen. Refer to the
chapter “Alarm Actives - Relays Control” for further explanation.

7.3. Execute the process
Click on one of the icon of the screen “Execute the process” to launch it.

=
J & Execute | [T Large leons ] Small lcons ErList [EE] Detalls | Bt

Eacuation Fied Light

8. MENU: TOOLS

8.1. Report Wizard
8.1.1. Basic Concepts

GuardPoint Pro incorporates a powerful tool for personalised report generation. The reports are
compiled from the journal or from any other database (parameters, events or modules)

GuardPoint Pro system incorporates a powerful report wizard for generation, modification and
update of personalised reports. They are compiled from the journal or from any other database
(parameters, events or modules). Reports are generated in the language of the application. They
can be display, printed or exported. Four user-friendly screens lead the user to the widespread
functions. They fit the need of the layman as well as those of the confirmed user.
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8.1.2. First screen: Report Selection

The first screen of the report wizard allows for consultation of existing report and creation of new
ones. It is accessible via the icon of the navigation bar or via the “Tools” menu. The last report is
automatically saved.

The screens “Tools - Report Wizard” can also be reached via:
> “Patrol Report” of the menu "Modules” that branches to the “Simple Patrol Report”
> “F10” from any screen that leads to the report of the corresponding parameters

$lReport wizard

x|
Step 1/4: Select an existing report or click on new report icon to create an new §%
report % >
Availables reports E | Print | Preview | Design |

1]

Create a New
Repart

Simple repatts I

Previous. | Text |

Fields

Big icons: preview the big icons of the available reports
Small icons: preview the small icons of the available reports
List: preview the list of available reports

Print: print the chosen report
Preview: preview the report on the screen
Modify: personalize the report

Simple reports: display the standard journal query report

Previous: return to the previous screen of the report wizard
Next: go to the next screen of the report wizard
Exit: quit the report wizard and go back to the main screen
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8.1.3. Second screen: Data Selection

The second screen of the report wizard enables the selection of the data source and of the
columns that appear in the report. Certain columns are automatically selected by the system. This
choice and their order are easily modified.

$lipeport Wizard x|

Step 2/4: Select the source of the data and the check on the fields you want to see § E
% v

Select the data source: Availables Fields
{_1 Journal Reports Dal

/5] Journal Simple
-] Door Pass

/&5 Alarm History

) Active Alarms
|21 Patrol Reports 4
|20 Parameters J
|_1 Event Handings "
|1 Modules il

& From Current Journal

= From Another Journal

| o

View Data | Previous Mext | Exit |

Fields

Select the data source: choose the type of the report among the following list:

» journal report: journal simple, door pass, alarm history, active alarm

» patrol reports: patrol simple, patrol detailed

» parameters: controller networks, controllers, daily programs, weekly
programs, access groups, departments, badges, all cardholders, visitors,
authorisations levels, users, customised labels

» event handling: icons, maps, input groups, output groups, actions,
processes, counters, global reflexes, inputs in event handling programs

» modules: parking lots, parking users groups, parking zones, parking
presence list, lift programs, guards

Available fields: display of the fields requested; the wordings on blue background appear by
default in the report in the report; the others will not be displayed in further stages. Click on a field
to include or exclude it from the selection.

Arrow: chose a field and move it with the arrow and the “Enter” key

Choice of journal: choose the journal (period) of the report. By default, the current journal is
selected; all other journal of the system can be preferred, by indicating its position with the [...]
button
» From current journal
» From another journal: specify the name and directory of the journal to
consider

View data: preview the content of the data; click again on the “See data” button to quit this mode
Previous: return to the previous screen of the report wizard
Next: go to the next screen of the report wizard

Exit: quit the report wizard and go back to the main screen
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8.1.4. Third Screen: Data Filter

The third screen of the report wizard allows to fine tune the report by filtering the data. The fields

selected in the previous screen are displayed at the top of the list. Fields non-withheld appear
bellow the separation lines. When appropriate, fill the sorting criteria in the right window. It is
possible to specify sorting criteria for fields not mentioned in the report.

$lipeport Wizard x|

Step 3/4: Filter the data: Click on a field and click on the specifics items § E
% v

Awailables Fields

Date
Transaction
Fram
Data

Options

* Select from all availables values

" Select From current query valuss

View Data | Previous Mext Exit

Fields

Available fields: select the fields to display

Options: chose between
» Select from all available values
» Select from current query values: restrict the criteria to current request

View Data: preview the data content and scan the information
Previous: return to the previous screen of the report wizard
Next: go to the next screen of the report wizard

Exit: conclude the report creation and go back to the main screen

Tips and notes

Criteria: Date
Fill in as appropriate: since, till, during the last X months, during the last X days
The “During” alternative is useful to automatically update the period of the report.

Impact of the use of “Since” and “During”

Date of creation of the report

February 1 March 1
Since January 1 Jan.1-Feb. 1 Jan. 1 - March 1
During last month Jan. 1 -Feb. 1 Feb. 1 - March 1
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8.1.5. Fourth Screen: Data Organisation

Data to be displayed, exported or printed is organised in this screen.

$lipeport Wizard x|
Step 4/4: Organize the data in the report §
B
Sark order (double-click to change arder) Group by {double-click ko group or not)
zAl Date Date
Transaction
Fram
Data * * |
Order Order
Save Report as
rOrientation IC:\PrUgram Files\AmadeusS\ReportsiLast Rep ... I
+ Partrait . i Print the report
e % Preview the report
" Design the repart.
Views Data | Previous Finish Exit

Fields

Sort order: double click on the requested field to sort the information in an alphabetic order (A to
Z), in reverse order (Z to A) or to cancel the sorting on this column; by default the data is sorted
alphabetically on the field on the top of the list

Group by: double click to group the information or ungroup it, by default no criteria is selected
Arrows: modify the order of the fields with the arrows
Orientation: choose between portrait and landscape

Save report as: specify the name and directory; by default the reports are save in
C:\PROGRAM FILES\GUARDPOINT PRO\Reports\Last Report.rpx

Accept the system choice or modify it with the [...] button. It is advised to save the reports in the
above directory for them to appear in the first screen of the report wizard.

What to do with the report: chose between
» Print report
» Preview report
> Design report

View Data: preview the data content

Previous: return to the previous screen of the report wizard
Finnish: finish designing the report

Exit: quit the report wizard and go back to the main screen
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8.1.6. Screen “Report Preview”
Preview the report in this screen.

[Wreporspeaview Ll x|
e B o | D B|D @ AT S| A" |3 O |

GuardPointPro

Journal simple

Date
TR0 1390
SRS 145400

Fields

Select on the adequate options of the toolbar.

Export: select the appropriate export option

RTF - Rich Text Format

PDF - Portable Document Format
HTML - Hyper Text Markup Language
XLS - Microsoft Excel

TIF - Tagged Image Format

TEXT

Copy in: copy in the current page only

VVVYVYVYY

Search: search for a specific word in the report

Page: preview the report page by page

Several page: preview simultaneously several page on the screen
Shrink: shrink the preview size to fit more pages in the screen
Enhance: increase the preview size

Page preview: modify the zoom percentage

Previous: return to the previous screen of the report wizard

Next: go to the next screen of the report wizard

Go back: go back to the previous preview; this differs from “Previous page” if the preview order
does not follow the pagination order
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8.1.7. Modification screen

This screen is reserved for confirmed users only.

Il
| Fie et Fomat view || B [ B £ B o[ Q2|
| - Z =T
= =
3 o] E
e - :GuardPgint
abl | i ‘ - ‘ " ‘ - ‘ " | " i ]‘Fuma‘immp‘t " ‘ - ‘ (Name) ReportHzader
Sl i PR e -
=| |5 PageHeadsr Backatyle 1 - ddBkNarmal
- |Date CanGrow True
ﬂ e (RS ] Canshrink False
= height 1039
sppae [ [ [ [
z | NewPage 0- None
=| |5 PageFacter Seript
I I I I I I I I I I I
= |Printad on 01/03/2P05 17:17 - | | | | | | I Visible True
' —
= ReportFooter

ENEAENEERE = I

Preview  Design

Example of report modifications

Basic modifications
» Move a field
> Lengthen or shorten the space allocated to a field
» Suppress data
» Modify the police of characters and the font colour

Enhanced modifications
> Add a field
» Group information
> Go to the next page after each group
» Insert a picture

8.1.8. Screen “View Data”

Preview the content of the data. Click again on the icon “View Data” to exit the screen.

$lpeport wizard x|
Step 2/4: Select the source of the data and the check on the fields you want to see ?%
EE
Full Wame Last Pass Dat_elLast Reader Pass
04121971
54437140 A12/2002 11:27:00{Letl / TPLD Tavika
54437141 A12/2002 11:27:00{Let] / TPLD Tavika
54437142 A12/2002 08:33:00|Lctd / TLPD Daniel
54437143 A12/2002 16:18:00{Letl / TPLC
M| 4| Total Records & 1]
Frevious Miexk | Exit |
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8.1.9. Journal Query
The journal allows the edition of activated records.

Once the databases have been defined, the screens “Journal” and “Event Handling - Active
Alarm” are frequently used. Click on “Close” to leave this screen.

. Journal Query X
& Fram Current Journal 5% Cﬁ
 From Another Journal J

Show Close

Stark Date End Date From Readers
19/12/2002 =| [ooo0 = [19/12/2002 R BT < From All Readers>
I J I = I J I = [Rdr1 ! Contraller 1
[ Inputs Alarms Events [V Swstemn Alarm Events ;g:g ;: ggzgg”:: i
[¥ Access Granted Events v User Comments Rekr# | Contraller 1
[¥ Access Denied Events ¥ Unknown Badge Events
Sort Order
IAII types j
(¥ Date
¢ All cardholders
= Only " Date, Transaction, From, Data
Srith David 0 i, e
" From, Data, Date
" Data, Date
™ Transaction, Date

Fields

From current journal: the current journal is displayed

From another journal: select another journal using the [...] button

Show: display the journal selected; it is possible to print the journal displayed
Close: close the screen and go to general menu

All records: display all the information available in the system; the bottom part of the screen is
shaded grey

If this option is not checked, the bottom part of the screen is activated to allow the selection of
criterion display.

Sorting out data: select the data criterion display from the journal
According to date: start and end date and hour
According to reader: select the reader

According to events: alarm input, access granted, access denied, system alarm, user
comments, unknown badge

According to cardholders
» All cardholders
» Only: select specific cardholders from the list of persons

Sort order: define the order of the data selected; choose one of the following options:
Date

Date, transaction, from, data

From, date

From, data, date

Data, date

Transaction, date

YVVYVYVVY
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8.2. Create New Database

The GuardPoint Pro application allows the creation of simultaneous databases. The application
installer has thus a constant access to all sites databases. The clean new database becomes the
active database.

Information from the existing database is saved. The system displays the name of the file saved
in the message:

“Your database has been saved as C:\ProgramFiles\GuardPoint Pro\Backup\GuardPoint
Pro_xxxxx.mbd”

The extension of all the databases is “mbd”.

By default, the files are saved in the directory: “C\ProgramFiles\GuardPoint Pro\Backup”. The
default destination of the file saved can be modified in the “Tools - Options - Files Location”
screen.

This option is only displayed for super-users. See the multi-company section for further reference.

GuardPointPro |

Mew database was created successfully,
‘our database have been saved as GuardPointPro_01Mar2005-17.20.37.mdb

8.3. Save Database

The size of the GuardPoint Pro database cannot exceed 70Mb for good operating condition.
Once a month, it is therefore advisable to clean the system of unnecessary data.

Select the database from the list and confirm, or cancel, the operation.

savens 2l
Savein [ BACKUP R S = s =

@GuardPointPro_D1Mar2005717.20‘37 GuardPoinkPro_28Feb2005-14,54.01 @JDUI
@GuardPointPro_D8Feb2005-09. 18.17 @JournaI_D1Mar2005-1?.20.46
@GuardPointPro_l 4Janz005-15 58,47 @Journal_ﬂSFebZDDS-DQ. 18.21
@GuardPointPro_lSFebZDDS-ID.S?‘16 @Journal 03Feb2005-12.46.07
@GuardPnintPrn_l?JanZDDS-11‘02.45 @Jnurnal 141anz2005-15.58.51
@GuardPnintPrn_ZDJanZDDS-15‘23.35 @Jnurnal 171anz2005-11.02.56
GuardPoinkPro_21Feb2005-11.35.36 @Journal_2DJan2005-15.23.39
@GuardPolnthjlFebZUUS-l?. 13.19 @JournalleebZUUS-l 1.35.5¢
&3 @GuardPolnthjlFebZUUS-l?. 13.54 Journal_21Febz005-17.13.58

2l |

File name: Ifi|_Jan:IF'|:||ntF'n:. 1M ar2005-17.;

Cancel

1 NEN

Save as ype: IDatahase files [*.mdb)

o]

Save I

I
2

Fields

Save in: type in the path where the file is saved
Name: enter the file name containing the database

Save as type: select the file type
» *.mbd - database file - extension given by the system
» *.*-all files - database from other applications

Open as read only: select if the new database is provided for reference only
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Tips & Notes

Destination by default

By default, the files are saved in the following directory: “C:\ProgramFiles\GuardPoint
Pro\Backup”

The default destination of the saved file can be modified in the “Tools - Options - Files Location”
screen.

Windows Functions

Some Windows functions are available: Up One Level, View Desktop, Create New folder, List and
Details.

8.4. Restore Database

If necessary, the files saved can be restored.

This action checks if the restored files are valid databases.

To restore a database, select from the list displayed and confirm or cancel operation.

This option is only displayed for super-users. See the multi-company section for further reference.

open 21|
Lok jn: [ 3l BACKUP |+ @ ek E-

[#] GuardPaintPro_01Mar2005-17.20,37 2] GuardPaintPro_28Febz005-14.54.01 2130w
@GuardPointPro_DSFebZDDS-DQ. 18.17 @JournaI_DlMar2005-1?.20.46
@GuardPointPro_HJanZDDS-15.58.4? @Journal_ﬂSFebZDDS-DQ. 18.21
@GuardPointPro_lSFEbZDDS-ID.S?.16 @Journal 08Febz005-12,46.07
@GuardPointPro_l?JanZDDS-11.02.45 @Journal 141an2005-15.58.51
@GuardPointPro 20)anz005-15.23.35 @Journal 171an2005-11.02.56

@GuardPointPro_ZlFebZDDS-l 1.35.36 @JournaI_ZDJanZDDS-l5.23.39

@GuardPointPro_ZlFebZDDS-l?. 13.19 @Journal_ZlFebZDDS-l 1.35.54
@GuardPointPro_ZlFebZDDS-l?. 13.54 Journal_21Feb2005-17.13.58

4| | i
File name: I j Open I
Files of type | Database files (*.mdb) =l Cancel |
. ™ Open as 1ead-only
4

Fields

File name: enter the file name containing the database

Save as type: select the file type
» *.mbd - database file - extension given by the system
» *.*-all files - database from other applications

Open as read only: select if the new database is provided for reference only

Tips & Notes

Destination by default

By default, the files are saved in the following directory: “C:\ProgramFiles\GuardPoint
Pro\Backup”

The default destination of the saved file can be modified in the “Tools - Options - Files Location”
screen.

Windows Functions

Some Windows functions are available: Up One Level, View Desktop, Create New folder, List and
Details.
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8.5. Create New Journal
A journal is a database of all the events that have occurred in the system.

The GuardPoint Pro application offers the possibility of using simultaneous journals. The
application installer has thus a constant access to all site databases. The clean new database
becomes the active database.

The information from the existing journal is saved. The system displays the name of the file saved
in the message: “Your journal has been saved as backup\journal_xxxxx.mbd”
The extension of all the databases of the system is “mbd”.

By default, the files are saved in the following directory: “C:\ProgramFiles\GuardPoint
Pro\Backup”. The default destination of the file saved can be modified in the “Tools - Options -
Files Location” screen.

This option is only displayed for super-users. See the multi-company section for further reference.
x|

Mew database was created successfully.
Your database have been saved as GuardPointPra_01Mar2005-17.20.37. mdb

8.6. Save Journal
=101
T ]

Save as ..
|C:'I,Prcu;ram Files\GuardPointProlBackuptJournal _01Mar2005-17.25.50.r ... |

{* Save all journal in as a new file (delete it if exist)

{~ Save a part of the journal and append it into the select file

From |m/mzszos  ~| 1725 =
To |m/azszo0s v |17:25
Recards o) o

[+ Delete records in the current journal

ol4 | Cancel

Fields

To save a journal, select from the list displayed and confirm or cancel the operation.
Save as: accept the name suggested or select another file name using the [...] button

Choose one of the following options:
> Save the entire journal in a new file (delete if exists), default option
» Save part of the journal and append it into the file selected

From: specify start date and hour of journal
To: specify end date and hour of journal
Records: number of recorded records and total records number

Delete records in current journal: default option
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Tips & Notes

Destination by default

By default, the files are saved in the following directory: “C:\ProgramFiles\GuardPoint
Pro\Backup”. The default destination of the saved file can be modified in the “Tools - Options -
Files Location” screen.

Windows Functions

Some Windows functions are available: Up One Level, View Desktop, Create New folder, List and
Details.

8.7. Restore Journal

If necessary, the files saved can be restored by select them from the list displayed.

This action checks if the restored files are valid journals.

To restore a journal, select it from the list and confirm the operation.

This option is only displayed for super-users. See the multi-company section for further reference.

Fields

File name: enter the name of the file containing journal information

Save as type: select the file type
» *.mbd - database file - extension given by the system
» *.*-allfiles - database from other applications

Open as read only: select if the new database is provided for reference only
Windows Functions

Some Windows functions are available: Up One Level, View Desktop, Create New folder, List and
Details.

8.8. Cardholders Import Profile

Usually the employees’ database is created and kept up-to-date in the human resource
department. All databases compatible with ODBC (like SQL server, Oracle, MS Access, etc.) can
easily be transferred, one or several times a day, to the GuardPoint Pro application. The
cardholder database information includes cardholder, badge, access group and department
records.

By default the system provides two DSN: Microsoft Access and Microsoft Excel.

Note: to export a database, set the action type to "Export Existing Report” in the “Event Handling -
Action” screen

Operating mode

» Create a DSN from the ODBC DS Wizard (consult ODBC help for further information) or
used one of the DSN created by default (HR Access and HR Excel)

Check that the table format is compatible with GuardPoint Pro or write a request to modify it
Define an import database profile, as described hereafter, and import the table

Create and execute the action “Import Database” (“Event Handling — Action” screen) with
the selected profile

YV V
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8.8.1. Cardholders Import Profile — General
Define import profiles in this screen.

"¢| Cardholders import profile E]
e
a & » o B
[ew Save  Delete ext Last Close
Select a profile [Hrdcoess Impoart now

HrExecel

Marne Description

0 Genetal l ® Connection Settingsl

|jrA((Ess

Default Access Group
| Anwtime Angwhere j

Import log file
|Impurt.|og ™ Synchronize and delete

Fields

Select a profile: two profiles have been provided by default (HrAccess and HrExcel)
Import now: press on the button to launch the import operation
Name: name the import profile

Default access group: specify the default access group defining the profile or create a new one
with the [...] button

Import log file: specify the address of the import log file that records information about the import
process. The beginning and end of import messages will be displayed in the log screen. By
default the name of the log file is “Import.log” and is located in the GuardPoint Pro running
directory.

Description: describe the new import profile

Synchronise and delete: delete existing cardholders if they do not appear in the HR database
Note: do not use this function when the database is an amalgam of different databases from
different sources.

8.8.2. Cardholders Import Profile — Connection

ODBC (Open Database Connection) is a standard in data exchange in open databases. The
program interface allows applications to access data in all database management systems that
used Structured Query Language (SQL) as a data access standard. The ODBC standard allows a
link between GuardPoint Pro and the client database.

It is possible to import a table or to execute an SQL query.
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Wi Cardholders import profile

O d @&

Mew Save  Delete

e @ > o

Eirst Brew, Mext Last

s @ &

Downld,  Search Print

B

Close

Select a profile |HrA:cess

HrExcel
O ceneral |

ODBC Database Saurce Mame (DSM) * Tahle Name
IHrAccess IHr

Import now |

Set connection
Connection test

User name i 3QL statement

Passwiord

Fields

Import now: press on the button to launch the import operation

ODBC database source name (DSN): name the database connection
User name: enter a user name

Password: enter a password

Table name: enter the name of the table containing the data information

SQL statement: type in the request that selects the records to import and defines a new table
format compatible with GuardPoint Pro

Set connection: this button is a shortcut to ODBC user data source, which stores information
about how to connect the indicated data provider; refer to ODBC help for further information

Connection test: select to check that the database has been successfully opened

8.8.3. Default profiles
The Excel profile looks as follow:

Tip: See
The columns with the blue titles are obligatory. Look at the comments on each title. | comment over
It is advisable to delete the unused columns. this cell for

table definition
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Fields
The fields are identical for the Excel and the Access default profiles. The two first fields are
mandatory. The name of the fields can not be modified.

Number: obligatory field. Use unique values (no duplications). Modifying the number after the first
import will create a new cardholder in the access control database.

Last name: obligatory field

First name: this field is not obligatory. First or last name may be repeat, but not both. l.e. no two
John Smith can be part of the database

Type: number from 0 to 2

0 — Visitor
1 — Employee
2 — Guard

Badge: up to 8-digit code, authorised digit are 0 to 9 and Ato F

Technology: number from 0 to 8
Magnetic

Bar code

Wiegand

Smart card 1

Smart card 2

Smart card 3

Touch

Radio

Company: free text

NN~

Department: free text
Office phone: free text

Access group: free text, use the same name as in the access control application; if not a new
access group will be created

PIN code: 4-digit number, authorised digits are 0 to 9

To date: date field; set the same format as your Windows regional settings
Validated: number 0 — not validated or 1 — validated
Street: free text

City: free text

Zip: free text

Personal phone: free text

Description: free text

Car number: free text

ID: free text

Supervisor: number 0 — supervisor or 1 — not supervisor
Label 1 to 4: free text
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8.8.4. More on SQL statement

The SQL statement is a request that selects the records to import and defines a new table format
compatible with GuardPoint Pro.

The field “Cardholder Number” is a primary key field which corresponds to the “Number” field of
the “Cardholder” screen in GuardPoint Pro”. The “Last Name” field is also mandatory.

The following rules needs to be respected:

» Names are case sensitive

» [Each cardholder receives a unique cardholder number

» The first and last names combination has to be different for each
cardholder; first or last name may be repeat, but not both.

» Cardholders that do not belong to the remote database are removed from
the GuardPoint Pro5 database, when the option “Synchronise and delete”
is selected

» New access group names are automatically created in the GuardPoint
Pro5 database

> If an imported badge number is already allocated to an existing cardholder
in the GuardPoint Pro database, the old badge is removed from the
existing cardholder and the ID number is associated to the imported
cardholder.

> If an imported cardholder has already a badge in the GuardPoint Pro
database, the system is deleting the other badge.

8.9. Create or remove a group of badges
This menu allows creating or removing a group of cards in a single command.
It is accessible via the screens “Parameter - Badge” or “Options - Create a Group of Badges”.

Refer to the chapter “Parameter - Badge” for further information.

8.10. Options
8.10.1. Files Location

Modify the database files location and confirm or cancel your choice. The “Restore the default
values” key allows cancelling the modifications.

Ej' Messages] &.} Generall Server l
52 Files location 1 9 Language] .,l‘a' Cammunication ] IEF Journal | log screen ]
Databases Folder

@+ Current folder

" at |

Background file name

|Background.]pg J

W stretched

Restore defaults values Ok Cancel
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Fields

Database folder
> Current folder: select current folder or
» At indicate the desired database directory

Background file name: select the desired file using the [...] button

Stretched: select to stretch the image on the screen; this function is useful to display the
background image

8.10.2. Languages

GuardPoint Pro supports many languages. Screens and functions are translated instantaneously.
Specify the requested language and confirm your choice.
The language switch is directly implemented when the screen is closed, with no need to reboot

the application.
&= Options g]

Ej' Messages] &.} Generall Server l
=2 Files location | 49 Language } o Commurication | B! Journal {log screen |

Language

™ Do not translate - Use exe file language (English)

* Translate in English ﬂ

Application Font

|Tahoma j |Western j

Test
|F\BCDE abcde #PPPEERRTIT

Restore defaults values Ok Cancel

Fields

Do not translate - use Exe file language (English): select to display all the screens and keys in
English

Translate in: select this option to modify screens and commands language

Choice of language: select the language desired

Application font: select the font desired

Font according to language: select the font type according to the alphabet used (Chinese,
Western, etc.)

Test: display the font selected for visual verification
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8.10.3. Communication

Default communication parameters are defined in this section. These options modify the
"GuardPoint Pro.ini” file.

Ej' Messages] h Generall Server ]

=2 Files Incat\nn] 9 Language  f Communication 1 IEF‘ Journal [ log screen ]

[ Do poliing at start-up

v Shaw commands Far inFormation
[ "Minilock” contrallers suppart

W gl

m Daily program time zones

m Trial number of sending messages
m Communication error timeout {in seconds)

Resend pendings every 30 Iin.

Check validation of carholders .
avary 30 Min.

Restore defaults values | Ok Cancel

Fields

Do polling at start-up: select to execute polling when loading the application. By default, this
option is selected. The polling can be manually stopped by choosing the option “Stop poling” in
the “Tools - Options - Communication” screen or by pressing on “SHIFT+F8” keys.

Show commands for information: show system commands in the log display — for application
developers mostly; not shown by default

“Minilock” controller’s support: select if you are using this specific controller
Relay definition: use old command — for controller TPL revision B only

Daily program zones (2 or 4, 2 by default): modify the number of daily programs; consult also
the chapter "Parameter - Time Zones — Daily programs”

Trial number of sending message (1 to 10, 3 by default): number of times a command will be
sent to the controller in case of absence of communication between PC and controller; the status
of this command will then be set to “Pending” and the PC will try establishing communication
every half an hour (at XX:15 and XX:45)

Communication error time out (in seconds, 1 to 300, 30 by default): set a value for the delay
beyond which the computer will signal a communication problem

Resend pending every X seconds: enter the delay

Check validation of cardholders every X seconds: enter the delay
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8.10.4. Journal / Log Screen

The Journal and log window give added flexibility to the system.

The log is a temporary linear colour display of events that have occurred in the system. The
events are visualized as they take place.

Specify the parameters and confirm or cancel your choice.

The “Restore Default Values” key allows modifications cancellation.

&= Options

ﬂ' Messages] h Generall SErVEr l

=2 Files Iucatwunl Q Languagal _"4 Communication

View log windaws at skart-up 7

+ g5 " Yes
" No * No
Log windows size
f+ Standard windows
" Maximized windows
™ Personal adjustment
Height 5735
‘width o015

Separated logs For alarm and access *

Restore defaults values |

=14

Cancel

Fields

View log windows at start-up: select “yes” or “no”

Log window size:

Standard window: height: 3735, width: 9015

Maximized window: depends on the screen definition

Personal adjustment: specify height and width

Separate logs for alarm and access: select “Yes” in order to dissociate the alarm log from the

access log. The software needs to be restarted to implement this option. By default, a single log

shows access, alarms and system messages
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8.10.5. Messages

This menu gives the possibility to modify the Log event and messages colour, display and save
behaviour. The changes are immediately taken into account.

Most messages are displayed and saved by default. The ones enabling the audit (Log In and Log
Off are not viewed and are saved, Com OK, Com Error and Com Error Satellite are not viewed
and are saved).

To perform an audit of the database modifications entered by different users, select the “Save”
function — and eventually the “Display” one — for the three messages “New Record”, “Save

Record” and “Delete Record”, in the “Tools — Options — Messages.

For each record modification, the following information is presented:

Fields

YVVYVYY

Who: user name
What: record creation, modification or suppression
Screen: name of the screen modified
Record: name of the record
Details (for card and cardholders): old value => new value

& Amadeus 5 Options
= Files Locations | @ Languages | .,l*Communicatians | II;FJoumaI.-’Log Screen

|\% Generall |T§II| Server I

Message

Save

Display

Color

Access Granted

Access Granted + Duress code

Access Denied

Access Denied + unsuccessful suce

Start of Alarm

End of alam

Lire short

Line cut

Statuz 1 [Analog Input]

Status 2 [Analog Input]

Statuz 3 [Analog Input]

Status 4 [Analog Input]

Table Error

Low Battery

Pawer Down

Power Up

Camrmunication 0K

Jafafafa)afa)afalafalafalafa)a]a]«

Jaafaafafa]afa]afaafafafa)a]a]«

AL

JaJafafafafa]afa]afaafalafa)a]a]«

x|

Restore defaults

o
=

Cancel

Message: name of the field

Save: choose to save the messages in the journal or not

Display: choose to display the messages in the log or not

Colour: choose the message colour for log display; consult the paragraph “Communication —

View / Clear Log” for the messages default colours.
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8.10.6. General

&= Options EJ

=2 Files \ocatlnn} 0 Language} .,I“" Communication } @F‘ Journal [ log screen }

5 Messages | % General | B server |
Badge

Default badge technalogy Default Badge Code
= Magnetic Card -

Main screen toolbar
Customize main screen toolbars |

B | Saveuser customized taolhar
Reset toolbar to original state |

Automatic Log OFF
" Automatic Log Off after Min,

(% Mo automatic Log OFF

Restaore defaults values OK Cancel

This screen allows the selection of several default parameters: badge technology, default badge
code, main screen toolbar and automatic log off.

Fields

Default badge technology: each site works with a main badge technology; the system creates
new badges using the technology selected without having to specify the technology used each
time

Default badge code: type a beginning card code common to all badges; this is useful when the
site code is not written on the card

Main screen toolbar: a customized toolbar gives added flexibility to the system

» Save User customised toolbar: select this option to save a toolbar, if this
option is not selected, the toolbar will be lost when closing the application.

» Customized main screen toolbars:

Position the mouse on the original toolbar

Click on the right mouse button

Select “Customized” from the menu displayed

Give the new toolbar a name

Select the appropriate option

Select the toolbar and position the pointer on the area desired
» Reset toolbars to original state: delete the personalised toolbars

O O O O O O

Automatic log off
» Automatic log off after X min
> No automatic log off (by default)
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8.10.7. Server
The following options are only displayed at the server.

=2 Files Incatinnl Q Languaga} 11‘!' Communication l IQ'F Journal [ log screen l

¥ Messagss] \Q General i “Server 1

,— Refresh period for Input/Output
& oo skatus

[ Different ift program For each reader

v Re-sending card definitions after
“denied" event

5000 Controller max. cardholders capacity
B ¥ Reset parking zones at o |0

[v OPC server activation

[~ Multi company

Restore defaults values Ok Cancel

Fields

Auto-refresh input/output status: automatic refresh of the physical status of the I/O every 5
seconds

Different lift program for each reader: enables to split the relays to independently serve several
readers, valid from EPROM 3.3.2003

Re-sending card definition after “Denied” event: select to instantaneously download card
information in case of access denial. When the badge holder will instinctively presents his card for
a second reading, access authorisation is sure to be based on up-to-date card information.

Controller maximum cardholder’s capacity: theoretically and practically the system can
attribute cards number up to the plug limit. A unique identification number is associated to each
new card according to two modes:
> Mode 1: ID new card = ID last card + 1
The application follows this algorithm up to the upper limit specified here (5000 by default).
The limit needs to be inferior to the plug and controller capacity. This mode speeds the
allocation of new cards.
> Mode 2: the application looks for holes in the allocation table created by deleted
cards when the upper limit specified here is reached
Reset parking zones at X:X: erase parking information for all companies, set the fixed time
the reset will occur in the two boxes (hh:mm)

OPC server activation: select to enable the integration of GuardPoint Pro with build-in OPC
client applications, in order to activate actions and processes and open GuardPoint Pro screens
within scada applications (Not selected by default). This option is only visible if the letter “O” is
included in the plug definition — module OPC. Consult “Appendix: GuardPoint Pro and OPC
server” for further explanations.

Multi-company: select to display the multi-company fields where appropriate. This option is only
visible if the letter “M” is included in the plug definition.

Refresh period for inputs / outputs status: 1000 by default
8.10.8. Global baud rate per system

Starting in GPP version 1.3.003, the communication baud rate is set globally (rather than by
controller-network).

This baud rate setting is done at the GPP server, through the Option screen - Communication tab.
Note that the “communication” tab, as well as the “server” appears only at GPP server and not on
the workstations.
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9. MENU: HELP

9.1. GuardPoint Pro Help Content

The explanation of each screen can be obtained by pressing “F1” at any time or via the “Help -

GuardPoint Pro Help Content”.

The list of topics available appears in the left window.
Click on a book or on any topic and then to “Open”.
The right window is automatically updated when a chapter is selected.

The help content can be displayed on the screen or printed.

TE
(::I il
Hide Back Frint  Options
LCantents ||ndex I ﬁearchl ;I

@ Wwelcome

E m General Screens

@ Personalized M avigation
Q Farameters
@ Event Handing
@ Modules
@ Commurication
@ Marual Action
@ Tools

Main Screen

The main screen of GuardFoint Pro allows the
access to all system options through the use of
menus, sub-menus and icons.

Tips & Notes

The options displayed depend on the authorization
lewel of the user. Certain options are not suitable for
certain users and therefore do not appear on the
SCresn.

The fields of the scrolling menus in the main screen
appear in black before use. Howewver after
consultation, they appear in blue.

The help screen is available for all screens by
pressing the F1 key.

9.2. GuardPoint Pro Help Index

The index branches directly to the explanation of specific screens or concepts used in the

GuardPoint Pro software.

Two ways to use the index:

» Enter the first letters of the keyword looked at

> Click on the index data requested and then on the “Display” button

E‘_’ GuardPoint Pro Help

& - & O

Hide Back Pint  Options

=IBlx]|

Contents  Index I Seaich |

Type in the keyward to find:

About GuardPoint Pro

Access Control

Lccess Group

Action

Active Alarms

Alarm b anagement

Alarm Properties

All Cardholder

All Cardholder - Basic Concepts
All Cardholder - Customised

All Cardholder - General

All Cardholder - Personal
Arti-Pazshack

Arti-Passback Level LI
Py -,

e
Display

|»

Main Screen

The main screen of GuardPoint Pro allows the access
to all system options through the use of menus, sub-
menus and icons

Tips & Notes

The options displayed depend on the authorization
lewvel of the user. Certain options are not suitable for
certain users and therefore do not appear on the
sCreen

The fields of the scrolling menus in the main screen
appear in black before use However after consultation,

they appear in blue. -

The help screen is available for all screens by pressing =l
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9.3. GuardPoint Pro Help Search

This screen enables the search of words or specific expressions in the help of the software;

instead of looking for information by category

=
= o
Hide  Dack  Prnt  Options

Contents | Indes: Search |

Type in the keyword ta find,

Lt Tapics

Select Tapic to display

Abaut GuardPaint Pra
Access Canhral
Access Group

Action

Active Alarms

Alam Management
Alam Properties

All Cardholder - Basic Concepts

Al Cardholder - General

Al Cardholder - Location

Al Cardholder - Personal
AntiPassback

AntiPassback Level =

Austharization | ausle

Display

Main Screen

The main screen of GuardPoint Pro allows the access
10 all 2ystem options through the use of menus, sub-
menus and icons

Tips & MNotes

The options displayed depend on the authorization level
of the user. Certain aptions are not suitable for certain
users and therefore do not appear on the screen

The fields of the scrolling menus in the main screen
appear in black before use. However after consultation,
they appear in blue

The help screen is available for all screens by pressing
the F1 key

9.5. About GuardPoint Pro

This screen provides the software version, plug and the system information.

136

About

-

‘ GuardPoint Pro
iy

X

Version 1,3.031

Alarm and Access Monitoring.
Building Security Management.

ID: 73105060
256 256R 400008 A GPLTMU O 3W SQOLER Jystem Infa... |

1000
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Appendix

Appendix A: Main enhancements in GuardPoint Pro version 1.2.
> Integration of 4-state digital inputs and analog inputs:
o Four-state digital inputs that reacts to signals such as magnetic contacts,
movement detectors, etc. The status is either normally open, close, line cut or
line short cut.

o Analog inputs that can be programmed to raise alarm and / or activate relays

when the inputs reach pre-defined values.

> Audit of the database modifications entered by different users, by saving
the “New Record”, “Save Record” and “Delete Record” operations, in the
“Tools — Options - Messages.

> Possibility to modify the colour, display parameters and save behaviour of
the Log events and messages.

» Cardholder import profile creates a link between human resources ODBC
databases and GuardPoint Pro, with two samples from Excel and Access.

> All actions available in the applications are listed in the “Event - Handling -
Actions® screen, among them:

o Export databases allowed through the “Export Report” action.

o Automatic backup of databases with the “Save Database” action incorporated

into a global reflex based on the scheduler.

» Differentiation of the door alarm messages “Door Forced” and “Door left
Opened” with the name of the door on log.

» The progress bar, at the bottom of the screen, is showing the current status
of the commands.

» In TCP/IP network, the modification of the controller speed results in an
automatic adaptation of the speed of the Tibo serial configuration.

Appendix B: GuardPoint Pro and OPC server

Our access control solution can be integrated into any scada supervision application through
software module, via proprietary or OPC protocol. Tags allow on-line bi-directional communication
between the installation inputs, relays, doors, all communication transactions, on one hand, and
the scada relays, processes activation and screens opening, on the other hand.

OPC defines an open industry-standard interface for the data exchange between devices, PLC's
and Windows applications. It is based on OLE and ActiveX technology that provides
interoperability between different field devices, automation/control and business systems.
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A guide “GuardPoint Pro and OPC Server” is at your disposal upon request. Consult your reseller
to integrate access control into your scada application.

The current software provides the following information to OPC Client:
» Communication status of controller: com OK, com error
> Logical status of all inputs: Open/Close depending on NO/NC, deactivated
manually or normal status, etc.
Physical status of all relays: Open/Close, open by global reflex, etc.
All GuardPoint Pro events, such as:
Access: granted, denied, granted with duress code, denied too much trials
Start of alarm, end of alarm
Technical alarms, such as: power off, table error, etc.
Unknown badge
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An OPC Client can perform the following operations in GuardPoint Pro:
» Relay control
Open constant ON
Constant OFF
Open during x sec
Return to normal mode
» Inputs
Input deactivation
o Return to normal mode
» Execute GuardPoint Pro processes
» Execute GuardPoint Pro actions
» Open GuardPoint Pro screens
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Operating mode

» Check that the OPC module has been purchased; the letter “O” should
appear in the plug definition

Select “OPC Server Activation” in the screen "Tools - Options - Server”
Restart the application

Request the guide “GuardPoint Pro and OPC Server” from your reseller.
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