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1. Hardware Installation:
Keyboard Security USB Adapter (USB-KS1)

a. Plug your standard USB keyboard or wireless keyboard (male connector) to
USB-KS1 Adapter (female connector of USB).
Plug USB-KS1 male connector to your PC (desktop or laptop).

c. Install the software as next section.

Standard USB Keyboard

‘ USB-KS1

 USE]

USB Numeric Keypad




2. Software Installation

Insert bundled CD (or flash built-in disk) to PC for software/driver’s installation, and then

follow few steps as following procedure to install the software

&) Cloud Keyboard Security Setup P i) Cloud Keyboard Security Setup P
License Agreement
leclcor%lc_ s et TR Please read the following license agreement carefully,
elcome to the mstaller for Cloud Keyboar
Security 2.00,

It is strongly recommended that you exitall
Windows programs before continuing with this
installation.

If wom have any other programs running, please
click Cancel, close the programs, and run this setup
again,

Othervrise, click Mext to continue.

Software User License Agresment ~

IMFORTANT =

Flease read the following information carefully before registering or nsing
this product. If you do not agree to the terms of the following License
Agreement, do not register or use it. Please delete it completely from your
computer.

Cwmership
This Program - ClondKeySec.exe(Clond Keyboard Security) - is the

copyrighted property of its producer. All title, ownership rights and -

@ [ agree to the terms of this license agreement

() T do not agree to the terms of this license agreement.

[ [lext = ] [ Cancel J [ < Back I [ [lext = ] [ Cancel ]
Step 1: Welcome Step 2: License Agreement
¥ Cloud Keyboard Security Setup = ¥ Cloud Keyboard Security Setup EY

Installation Folder
Where would you like Cloud Kevboard Security to be installed?

The seftware will be installed 1n the folder listed below, To select a different
location, either type in a new path, or click Change to browse for an existing
folder.

Install Clend Eevboard Security to:
C:\Program Files\CES

Space required; 8,99 MB
Space available on selected drive: 15487 GB

l < Back ] [ Next > ] [ Cancel I

Ready to Install
Fou are now ready to tnstall Clond Keyboard Security 2,00

The installer now has enongh information to install Cloud Kevboard Security on
vour computer.

The following settings will be used:

[nstall folder: CProgram Files\CES

Shortcut folder:  Clond Eeyboard Security

Please click Mext to proceed with the installation,

[ < Back I [ [ext > ] I Cancel

J

Step 3: Installation Folder

42 Cloud Keyboard Security Setup XS

Installation Successful

The Clond Keyboard Security 2.00 installation i3
complete,

Please click Finish to exit this installer or elick
Execnte to run the Cloud Kevboard Security now,

NOTE: If you are using CKS dongle, please follow
the steps below:

1. Please plug wour kewboard to the CKS dongle.
2. Please plug the CKS dongle to wour PC,

3. Windows will install the default driver for CES
dongle,

Step 5: Installation Successful

Step 4: Ready to Install




3. Basic Usage

If you install of software completed, then next time when your re-boot it will auto-run

by default setting. The icon O will appear on system tray area. There are 4 states of

icon on system tray for representing USB-KS1 status.

O Enabled: When the software is enabled and hardware is ready.

@ Connected: When the USB-KS1 is connected to the application software. The

data from keyboard are protected in this state.
@ Disabled: When the software is disabled.

@ Disconnected: When the USB-KS1 hardware is not found.

When the USB-KS1 is connected to application software, the data from keyboard in the

application will be protected by The Anti-keylogger System. The System will auto

change the encrypted key by mouse click, <Tab> key, <Caps Lock> key and <Enter> key.

|@ee a\0-s\egup,mi+ + x|

@ https://accounts.goog... p ~-@B B2 o ! Gmail: Emai

5w - [ Eéa « Page(P} = Security(S) vOpti--‘ls(O)v @v ﬁ

E The hacker only can get the
‘ : meaningless encrypted data.

Google Nowto G

Gmail
A Google approach to email. Sign in Google
Gmail is built on the idea that email can be more intuitive, efficient, Hsemame
and useful. And maybe even fun. After all, Gmail has: U 12345@gmai|.com| ‘]
LS Lots of space Password

Over 10288.682648 megabytes (and counting) of free

storage.

® Less spam m [~ Stay signedin

Keep unwanted messages out of your inbox

Mobile access
Get Gmail on your mobile phone. Learn more

Can't access your account?




4. Advanced Setting
4.1 Adapter Menu

By right click the Software in system tray, the system menu will appear as follows.

Disable Enable
Keylogger Bar Keylogger Bar
Setting Setting
Help(pdf) Help(pdf)
About About

Exit or Exit

a. Select [Disable]/[Enable] to Disable/Enable the security mode.
Win+Ctrl keys are the hot key for switching security mode between Enabled and
Disabled.

b. Select [Keylogger Bar] or left click the icon in system tray, the Keylogger Bar will
appear as below:

I =]

B =

-

DT
-/

You can know the encrypted characters for each word when you are typing. Right
click the icon on the Keylogger Bar will pull down the system menu, too. When
Keylogger Bar was turn-off, you can click the icon to turn-on again.

c. Select [Setting] in the menu or left click the icon on the Keylogger Bar will open the
setting dialog.

d. Select [Help(pdf)] to open the User Manual.

e. Select [About] to read the information about the system.

About Cloud Keyboard Security

le o

0K ‘
Cloud Keyboard Security Version 2.00
Copyright (c) 2012. All rights reserved.
oTHE Technology Inc.

http:/fwww.othe.com.tw

Firmware Version 5.0.0_011012143617

f. Select [Exit] to close the software.



4.2 Adapter Setting Dialog

Cloud Keyboard Security Setting @

Security Status
On For Active Window
On For Laptop PC Embedded Keyboard

Enable Options

Security Mode

Security Mode On/Off by Win+Ctrl Keys
Keylogger Bar Off After & Seconds Without Keyin
Keylogger Bar On Active Window Title

Auto Run After Reboot

D Vigion Signal In Text Window When Acitve

Hot Key Setting
Open Hot Key Editor

Program, Class of Active Window

|nutepaﬂ.exe

|Ed'rt

[ Support This Now ] ’ Support List ]
[ OK ” Cancel ] ’ Apply / Save ]

4.2.1 Security Status

a. On For Active Window

This status will be ticked when USB-KS1 is connecting to application software;
your typing data are protected. The system tray icon will show:
(Connected)d .

b.On For Laptop PC Embedded Keyboard

This status will be ticked if you have installed the Driver for your laptop PC
embedded keyboard.



4.2.2 Enable Options

a. Security Mode
When this option is ticked, the software will be enabled. The system tray and

Keylogger bar will show 7 or O i Security Mode is disable then icon change to

o =

) == .

L] = s R WF wl
—__/

b. Security Mode On/Off by Win+Ctrl Keys
When this option is ticked, security mode can be turned on/off by using the
Win+Ctrl keys.

c. Keylogger Bar Off After 5 Seconds Without Keying
When this option is ticked, Keylogger Bar will turn off after 5 seconds without
keying.
Win+Ctrl keys are the hot key for turn on/off the Keylogger Bar.

d. Keylogger Bar On Active Window Title
When this option is ticked, Keylogger Bar will always on the top of the active

window.

If move the cursor to the Keylogger Bar icon - , then right click will show the menu

as following.

Disable
Keylogger Bar
Satting

B2l I Help(pd)

About

Exit

e. Auto Run After Reboot

When this option is ticked, the software will always auto-run after system

reboot.




f. Vision Signal In Text Window When Active
When this option is ticked, the icon will be showed on the right-top corner or right side

of a text bar when the system is connected to target application software.

Sign in with your
Google Account

Email: JimmyLin| i I

ex: pat@example.com

Password:
Stay signed in

Can't access yvour account?

Don't have a Google Account?
Create an account now



4.2.3 Support List

User can support her/his own software which is not listed in the software
support list by the following procedure:

1. Open the Setting Dialog by select the [Setting] in the Adapter menu.

2. Click the [Support List] button and select the [Supported AP] section.

Cloud Keyboard Security Setting (2] Cloud Keyboard Security Support List |
Security Status Supported AP FIackAP | Black URL
On For Active Window
Pi N Class N <
Cn For Laptop PC Embedded Keyboard FOOTEm TS g e =
360se.exe Edit | =]
Enable Options 360se.exe 360se_Frame
Security Mode 350=e.exe Internet Explorer_Server
e : 36lse.exe RichEdit20vy
Security Mode On/OFf by Win+Ctrl Keys e C
zZFM.exe
Keylogger Bar Off After 5 Seconds Without Keyin i s dfibe et S
v . v
Keylogger Bar On Active Window Title Aabat e RICHEDTS0W
GBI Te ] AcroRd3Z exe AVL_ANiew
[ ] wision Signal In Text Window When Acitve prAE 02
Hot Key Setting AcroRd3Z.exe RichEditz04
Open Hot Key Editor aim.exe __oxFrame.class__
AM Browser.exe Themo
Program, Class of Active Window AN EROWERT e TEdit
|nntepad.exe AM Browser.exe Internet Explorer_Server
|Eﬂ'rt AM Browser.exe Edit
avant.exe TTBXEdit.UnicodeClass =
[ Support This Now ] [ Support List ]J « | 1 | »
¢
Search:
[ oK ] [ Cancel ] [ Apply § Save ]
Default Setting ] ’ Delete ] [ Close

3. Click to a software you want to support. The program and class name of the
active window will be showed in the setting dialog (Example: notepad.exe)

4. Click the [Support This Now] button then click the [Apply/Save] button.
5. After that, the software’s program and class name will add into the software

support list, user’s typing data in the supported software’s program and
class will be protected by the system.

10



Cloud Keyboard Security Setting

Security Status

On For Active Window
On For Laptop PC Embedded Keyboard

Enable Options

Security Mode

Security Mode On/Off by Win+Ctrl Keys
Keylogger Bar Off After 5 Seconds Without Keyin
Keylogger Bar On Active Window Title

Auto Run After Reboot

D Wigion Signal In Text Window When Acitve

Hot Key Setting

Open Hot Key Editor

Program, Class of Active Window

Inntepad.exe

IEd'rt
[I Support This Now || [ Support List
y)
[ oK ] [ Cancel ] [ Apply | Save

Cloud Keyboard Security Support List

Supported AP | Black AP | Black URL

Program Name Clazs Name

nobolbng Nobunaga Online Game Mai...
notebook.exe TEdit
notebook.exe TH=Edit
notebook.exe TRichViewEdit
Notepad++.exe Edit
MNotepad++ exe Scintilla
notepad.exe Edit
Motepad? exe Edit __
Notepad2.exe Scintilla I;I
OmgPortal exe Internet Explorer_Server
ONENOTE.EXE OneNote::CJotSurfaceWnd
OpETa.exe OpWindow
opera.exe OperaWindowClass
orca.exe MozillaWindowClass
orca.exe TTBXEdit.UnicodeClass
orca.exe TAlignEdit.UnicodeClaszs =
« | 1 | »

Search:

[ Defautt Setting ] [ Delete ] { Close ]

11




Moreover, user can set software to the system’s Black AP list if the software is
not compatible with the system by the following procedure:

1. Open the Setting Dialog by select the [Setting] in the Adapter menu.

2. Click the [Support List] button and select the [Black AP] section.

Cloud Keyboard Security Setting @ Cloud Keyboard Security Support List <)
e )}
Securtty Status | Supported AP |[BlackAP Jplack URL |
0On For Active Window
On For Laptop PC Embedded Keybeard froncan Hame las=Mame
ClientSM exe Edit
Enable Options gvim.exe Wim
Security Mode: L e Ed_ﬂ
Security Mode On/Off by Win+Ctrl Keys difens o
5 o
E} Keylogger Bar Off After 5 Seconds Without Keyin el o oty
Keylogaer Bar On Active Window Title
Auto Run After Reboot
[ ] vision Signal In Text Window When Acitve
Hot Key Setting
Open Hot Key Editor
Program, Class of Active Window
|nutepad.exe
|Eﬂ'rt
[ support This Now ]“ Support List ]]
Search:
[ aK ] [ Cancel ] ’ Apply ! Save l
Defautt Setting ] | Delete | ’ Close

3. Click to a software you want to set to the Black AP list. The program and
class name of the active window will be showed in the system’s setting
dialog (Example: notepad.exe)

4. Click the [Block This Now] button then click the [Apply/Save] button.
5. After that, the software’s program and class name will add into the Black AP

list, the software in the Black AP list will not protected by the system and
cannot add into the Support list in order to prevent conflict.

12



Cloud Keyboard Security Setting

Security Status
On For Active Window
Cn For Laptop PC Embedded Keyboard

Enable Options

Security Mode

Security Mode On/Off by Win+Ctrl Keys
Keylogger Bar Off After 5 Seconds Without Keyin
Keylogger Bar On Active Window Title

Auto Run After Reboot

|:| Vigion Signal In Text Window When Acitve

Hot Key Setting

l Open Hot Key Editor

Program, Class of Active Window

notepad. exe
IEd'rt

[TW [ Support List
)
[ oK ] [ Cancel ] [ Apply { Save

Cloud Keyboard Security Support List

| supportedap | Black AP | Black URL |
Program Name Class Name
ClientSM.exe Edit
gvim.exe Wim
notepad.exe Edit
Q.exe Edit
00.exe TXEdit
wimail exe WLKDUI
Search:
Default Setting || oeete |[ cose |

User also can set a specific website to the Black list by the following procedure:

1. Open the Setting Dialog by select the [Setting] in the system menu.

2. Click the [Support List] button and select the [Black URL] section.

Cloud Keyboard Security Setting

[=2]

Cloud Keyboard Security Support List

Security Status
On For Active Window
On For Laptop PC Embedded Keyboard

Enable Options

Security Mode

Security Mode On/Off by Win+Ctrl Keys
Keylogger Bar Off After S Seconds Without Keyin
Keylogger Bar On Active Window Title

Auto Run After Reboot

|:| Vision Signal In Text Window When Acitve

Hot Key Setting

Open Hot Key Editor

Program, Class of Active Window

|n otepad.exe

IEd'rt

[ Support This Now 1[[ Support List
[ 0K ] [ Cancel ] ’ Apply [ Save

[ supported AP | Black AP |iﬂlack URL |]

Biack URL
Search:
Defaut Setting | [ Dekte Y| cose |

3. Input a specific URL to the input bar and click the [Add] button.

13




4. After that, the specific URL will add into system’s Black URL list, the Adapter
security status will automatic turn off when user enters the website by
Internet Explorer.

5. Note: The Black URL function only works for Internet Explorer.

Cloud Keyboard Security Support List @

Supported AP | Black AP | Black URL
www . wooribank.com l Add l

Black URL

www,hanabank.com

www ibk.co.kr

wiww kbstar.com

www, keb.co kr

W, miraeassetaccount.com
wiww . nonghyup, com

www scfirstbank.com

Search:

Default Setting | [ peiste ][ close

14



5. Notation

5.1 USB-KS1 Encrypted Key

The system only encrypts the character keys, number keys and symbol keys in
keyboard. We do not encrypt the function keys.

a. USB-KS1 Encrypted Keys:
aAbBcCdDeEfFgGhHIiljJkKILmMMnNoOpPgQrRsStTuUvV
WWxXyYzZ0)1!2@3#4S5%6727&8*9(=+-_\|[{}];:"“,<.>
/?

b. USB-KS1 Non-Encrypted Keys:

“Space bar”, “Enter” and “~” do not encrypted by USB-KS1 for software
compatibility purpose. “” Key in numeric keypad also do not encrypt by
USB-KS1 due to limitation of firmware.

c. Special case in different keyboard layout:

In most of the European keyboard layout, the “ . ” key in the numeric keypad
do not encrypted by USB-KS1 due to limitation.

In the French keyboard layout, user cannot type the symbols keys on the top of

the keyboard layout when USB-KS1 is connected due to limitation.

5.2 Limitation

Due to the limitation of software, when user is switching his/her active window, we

)

recommend user to wait for USB-KS1 connected to the new active window ©Q

before start typing to prevent miss-type or incorrect-type.

15



5.3 Uninstallation

The uninstallation will removed the related files of the system, if the software is

currently running; please close it before proceeding with the uninstallation.

12 Cloud Keyboard Security Uninstaller ﬁ

Uninstall Cloud Keyboard
Security

This program will uninstall Clond Eeyboard
Security 2,00,

If Clond Keyboard Security 15 currently running,
please close it before proceeding with the
uninstallation.

Othervnse, click Mext to continue,

| Mext> |’ Cancel ‘

After uninstallation, some Keyboard Security USB files will be removed after next

reboot, please click Finish to exit or click Reboot to restart your PC.

7_‘5',. Cloud Keyboard Security Uninstaller ﬁ

Uninstallation Successful
Clond Eevboard Security 2.00 has been nninstalled,

Some Clond Eevboard Security files will be
removed after next reboot.

Flease click Finish to exit or click Reboot to restart
vour PC onow,

16
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