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LETTER OF PROMULGATI ON
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2. NTP 22 is an UNCLASSI FI ED, non-regi stered publication.
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CHAPTER 1
| NTRODUCTI ON

101. Purpose

The Naval Tel ecommuni cations Procedures (NTP) 22, Defense
Message System (DMS) Local Managenent Policies and Procedures,
provi des policies and procedures governing the nanagenent and
operation of the Departnent of the Navy (DoN) segnent of the DVS5,
and the operation of DoN and U. S. Coast Guard (USCG DMS Area
Control Centers (ACC), Local Control Centers (LCC), and Renote
Service Sites (RSS). NIP 22 applies to U S. Navy, U S. Mrine
Corps (USMC), USCG and other activities served by the DoN
tel econmuni cations facilities.

102. Scope

NTP 22 provides standard policies and procedures for the
operation and nanagenent of all Navy and USCG control centers
(ACC S, LCC'S, and RSS'S) and USMC LCC S (where comopn operating
procedures apply, the term"site" will be used to describe Navy
and USCG ACC' S, LCC' S, and RSS'S and USMC LCC S). NTP 22 al so
provi des a conprehensive view of those centers and their
rel ationship to other conponents within the DVMS architecture. NIP
22 is, therefore, an informative source for all DoN echel ons
authorized to utilize the DMS. The policies and procedures
described in this docunent support the targeted capabilities of
product releases 2.1 and 2.2. This docunent will co-exist with
the NTP 3 (series) procedures during the transition fromthe DTH
| egacy systemto DVMS. During this transitional period, the
policies and procedures outlined herein will conplenent the
instructions outlined in the NTP 3 (series) procedures and ot her
DoN DVS publications. The Conmmander, Naval Conputer and
Tel econmuni cati ons Conmand ( COWNAVCOMIELCOVM) wi || announce
changes to this publication via nessage and di sseni nat e changes
via the COWAVCOMIELCOM Hone Page at "fww.nctc.navy.ml7.

103. Background

The Assistant Secretary of Defense for Conmand, Control,
Communi cations, and Intelligence (ASD C3l) has designated DVS as
t he nessagi ng system of record for the Departnent of Defense
(DoD) and supporting agencies. DMS is based on Joint Staff
approved requirenents as defined in the Miulti-comand Required
Qperational Capability (MROC 3-88). It is a flexible,
Commerci al -O f- The- Shel f (COTS) - based, network-centric
application | ayer systemthat provides nmulti-nedia nessagi ng and
directory services capable of taking advantage of the flexible
and expandabl e underlying Defense Information Infrastructure
(DIl) network and security services. The DoN will deploy DVS to
all U 'S Navy, USMC, USCG activities, and other Service or Agency
users serviced by the DoN s DVS infrastructure.
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104. Direction

The DMS consists of all hardware, software, procedures,
standards, facilities, and personnel used to exchange el ectronic
nmessages between organi zations and individuals in the DoD.

Servi ces and Agenci es nanage and operate the DMS as a coll ective
resource for the DoD and as a Joint Service systemin accordance
with priorities established by the Chairman, Joint Chiefs of
Staff. The Naval Conputer and Tel ecommuni cati ons Comand

( NAVCOMTELCOVM) provides policy, procedures, and direction for
Navy Local Network Operations and Security Centers (LNGOSC) that
inter-operate and interface with the global DVS infrastructure.
The LNOSC acronymis a generic reference used interchangeably

t hroughout the docunent to refer to Navy Control Centers (Area
Control Centers (ACC), Local Control Centers (LCC), or Renote
Server Sites (RSS)). This docunent will use the ACC, LCC, or RSS
abbreviation when it is inportant to distinguish between the type
of control center.

Simlarly, USMC LCC S will be under the direction of the DVS
Central Operations Center (DCOC), which is a part of the Marine
Corps Informati on and Technol ogy and Network Operations Center
(M TNOC) at Quantico, VA

Unl ess indicated otherwi se, the duties and responsibilities
described for the Navy LNOSC al so apply to the USMC LCC S. NTP
22 is applicable to DoN and USMC activities and to any ot her
service or agency served by the DoN.

The policies, procedures, and operational guidelines outlined
herein are for individuals and organi zations that use or derive
DVS services fromDoN facilities. Wthin DoN, the procedures and
policies outlined in this docunent shall supersede and take
precedence over other Service and Agency DMS publications and
shall be considered as the authoritative source for DVMS policies
and procedures for DoN DMS facilities and operating environnents.

105. References

The follow ng references anplify and suppl enent policies and
procedures outlined herein. The |atest versions of the follow ng
ref erenced docunments are avail able on t he COVNAVCOMIELCOM Wb
site, "ww.nctc.navy.ml."

a. ACP 117 CAN-U. S. SUPP-1 (Al lied Conmunications
Publication 117, Allied Routing |Indicator Book, Canada-United
States Supplement 1) — This docunent contains the procedures that
govern subm ssion of requests for routing by activities having
geographic | ocations and nobile units operating fixed-plant DTH
termnals. This docunent is not a Plain Language Address (PLA)
verification tool and will be used only as a routing reference
gui de.
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b. ACP 120 (Allied Comrunications Publication 120, Conmon
Security Protocol (CSP)) - The requirenent for secure electronic
mai | and secure nessaging resulted in the devel opnment of a
security protocol to be used with the Consultative Conmttee
I nternational Telegraph (CCITT) X 400 Message Handl i ng System
Devel opers called this protocol the Message Security Protocol
(MSP). In order to commercialize MSP as a common protocol for
wi der use, the original docunent (SDN. 701) has been rewitten and
renaned ACP 120. Wile this specification is oriented toward use
wi thin an X. 400 Message Handling System (MHS), CSP may al so
function as a secure nessage and protocol encapsulation facility
with other distributed conputing environnents, such as directory
access and key material distribution.

c. ACP 121 U S. SUPP-1 (Allied Comunications Publication
121, United States Supplenent 1) — This docunent provides
instructions for comunications and operations associated with
the use of the DoD record nessage system It contains
i nformation, such as the description of nessage rel ease
procedures, pertinent during normal operations. This publication
al so contains information related to special considerations such
as the inplenentation of M N M ZE condi tions.

d. ACP 123 Edition A (Allied Comrunications Publication 123)
— This docunent outlines Commobn Messaging Strategy and Procedures
and describes all services, procedures, and protocols that
support Allied mlitary X 400 nessagi ng environnents.

e. ACP 123 U. S. SUPP-1 (Allied Comunications Publication
123, United States Supplenent 1) - This docunent defines U. S.
nati onal general policies and procedures for DMS mlitary
nmessagi ng. This docunent suppl enents gui dance outlined in ACP
123 and identifies nunmerous technical and procedural issues that
require further definition and refinenent at the DoD Service and
Agency | evel .

f. ACP 133 (Allied Communi cations Publication 133, Comron
Directory Services and Procedures) - This docunent defines the
directory services, architecture, protocols, schenma, policies,
and procedures to support Allied comrunications, including
MIlitary Message Handling System (MVHS) services based on ACP
123, in both the strategic and tactical environnents.

. OCV5-9, Director Communi cations Security Material Systens
(DCMVS) ; DMS Commruni cations Security - This docunent outlines
policy and procedures that define the overall requirenents and
i npl enent ati on gui dance, including details of handling,
inventory, and reporting procedures for Fortezza cards. Fortezza
is a conponent of the MSSI and is used in conjunction with other
M SSI conponents.

h. Departnent of the Navy (DoN) Conputer Incident Response

Qui debook, NAVSO 5239-19 — This incident response gui debook
provi des procedures to recover from conputer security incidents.
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i. Departnment of the Navy (DoN) Information Systens Security
Manager (I SSM Qui debook, Modul e 04, NAVSO 5239-04 - This
gui debook provi des gui dance and direction to ISSMS in
i npl enenti ng and rmanagi ng overall | NFOSEC prograns.
Specifically, it provides the responsibilities of the | SSM and
provi des instructions for inplenmenting these responsibilities.

j. Departnent of the Navy (DoN) Information Systenms Security
Oficer (1SSO uidebook, Mdule 07, NAVSO 5239-07 — This
gui debook provi des gui dance and direction to ISSO S in
i npl enenti ng and rmanagi ng overall | NFOSEC prograns.
Specifically, it provides the responsibilities of the |ISSO and
provi des instructions for inplenenting these responsibilities.

k. Departnment of the Navy (DoN) Network Security Oficer
(NSO) Cui debook, Mdul e 08, NAVSO 5239-08 - This gui debook
provi des gui dance and direction to NSO S in inplenenting and
managi ng overall | NFOSEC prograns. Specifically, it provides the
responsibilities of the NSO and provides instructions for
i npl enenting these responsibilities.

| . Defense Information Systens Agency (DI SA) DMS Site
Comm ssi oni ng Docunent — This docunent outlines policies and
procedures for testing, activating, and conm ssioning new DVS
sites.

m DI SAC 310- M70- 87 (Def ense Message System QOperati ona
Policies and Procedures) — This docunent contains high | evel DI SA
policies and procedures for the operation and managenent of the
DIVS.

n. DI SAC 310- M70-zz (nunber pending) (DVS RNOSC, Regi onal
Node, DTH, and ACC/ LCC Operations) — This docunent contains high
| evel DI SA procedures for the standardi zati on of operations at
t he DMS operations and nmanagenent centers and for DMS interface
operations at the DVS Transition Hubs (DTH).

o. DVs Firewall Configuration Guidance — This docunent
provides firewall configuration guidance and information for
ref erence and use by Services and Agenci es when inpl enenting DVS.

. DM5 Organi zati onal Messagi ng Concept of Operations
(CONOPS) - This DI SA docunent outlines operational concepts and
procedures for deploying and operati ng DVS conponents. The
docunent descri bes how DMS wor ks operationally, explains DVS
capability options and how to use them i ncluding how DM and DTH
users wi Il exchange organi zati onal nessages during DVS
i npl enentati on and DTH phase-out. Appendices D and E outline
concepts and procedures relating specifically to the U S. Navy,
the USMC, and the USCG

g. DMS System Design Architecture Rel ease Current Version —
Thi s docunent describes the capabilities and functionality of DVS
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conponents and outlines DVS architectural strategies for
depl oyi ng and operati ng DVS conponents.

r. DM5S System Manual - This docunent provi des assistance for
i npl enentation, daily operation, and mai ntenance of the DVS
system environnent. The System Manual is not a Standard
Qperations Procedures (SOP) or operations policy nmanual .

s. DoD 5200.28 Security Requirenents for Autonated
I nformation Systens (AIS' S); wind, ASB-1S-A — This docunent
provi des nmandatory m ni mum DOD-w de Autonated | nfornmation System
(AI'S) Security Requirenents.

t. Draft Departnent of Defense Information Technol ogy
Security Certification and Accreditation Process (DI TSCAP) — This
docunent provides policy and procedures for Certification and
Accreditation (C&A) of Information Technology (I1T), including
automated i nformati on systens, networks, and sites in the DCOD.

u. Naval Warfare Publications (NW'S) — NW 6-01 (Basic
Oper ati onal Conmuni cations Doctrine) - This docunent provides
basi c doctrine and anplifying information related to the
operation of the Naval Conputer and Tel ecommuni cati ons System
(NCTS). The NWP 1-03 (Joint Reporting Systenm) series includes
instructions for the preparation of required operations reports.
This series contains anplifying information describing data
fields used in special-purpose nessage formats (e.g., Casualty
Report (CASREP), Movenent Report (MOVREP), and the Status of
Resource and Training System (SORTS) report).

v. NTP 21(A) — Naval Tel econmuni cati ons Procedure 21(A) is
the policy and procedures docunent for the preparation and
el ectronic delivery of DMS organi zati onal nessages.

w. NTP 21 SUPP-1 — Naval Tel ecommuni cations Procedures 21
SUPP-1 is the policy and procedures docunent for the registration
of organi zational users, individual users, Oiginator/Recipient
(O R Addresses, Miil Lists, DV5 components, and technical
obj ect s.

X. OPNAVI NST 5239.1 (DoN Automatic Data Processing (ADP)
Security Program) — This docunent describes requirenents
associated with the preparation of electronic nedia used to

prepare, transfer, and store record nessages. It contains
procedures for formatting and el ectronic |abeling of new, blank
di skettes. It also contains procedures for clearing and

reformatting di skettes for reuse.

. SECNAVI NST 5210. 11(D) (DoN File Mintenance Procedures
and Standard Subject ldentification Code (SSIC) Index) — This
docunent lists all authorized SSICS. APP-3 North Atlantic
Treaty Organi zation (NATO Subject Indicator System (NASIS) is
the corresponding publication listing all authorized NATO Subj ect
I ndi cat or Codes (SIC).
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z. Secret Internet Protocol Router Network (SIPRNET) Dial-
In User Quide - This docunment serves as a handbook for SIPRNET
dial-in users on all aspects of gaining access and using the
dial-in service. It identifies requirenents, including hardware,
user accounts, hardware configuration, establishing connections,
and security (i.e., docunentation and do's and don'ts). The
dial-in service is conposed of various hardware and software
conponents. The hardware conponents consi st of the | ocal
termnal (s), renote hosts, Secure Tel ephone Unit 111 (STU-I11),
Secur e Tel ephone Equi prent (STE), key material, Comunication
Servers (CS), and routers. The software conponents include
protocol s, nodem applications, and secure tel ephone devices (STE
and STU-111 key nmaterial).

aa. X 400 (I TU TSS Data Communi cations Networ ks, Message
Handl i ng Systens (IVHS) Recommendations) — This docunent contains
i nternational reconmendations for the operation of nessage
handl i ng systens.

bb. X 500 (I TU- TSS Data Communi cati ons Networks, Directory

Recomendati ons) — This docunment contains internationa
recommendations for the directory structure and access.
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CHAPTER 2
DON_DVB_ARCHI TECTURE

201. Gener al

This chapter describes the DVS architecture and conponents
for Navy LNOSC operations and nanagenent personnel. While this
description is general, the chapter provides sufficient
i nformati on about the various conponents to enable the reader to
understand the use of each conponent and the way in which they
wor k toget her in DVS.

202. DoN DMS Architecture

DoN DVS architecture is conprised of nessaging, directory,
and servi ce nanagenent conponents that provide secure integrated
witer-to-reader nessagi ng for DoN users.

The Navy DVS architecture supports multiple DVS
i npl enentation strategies. Navy commands and organi zati ons are
permtted to select the DVS i npl enentati on options that best suit
their operational requirements. The avail able inplenentation
options range froma single DVS client supporting one or nore
organi zations to large-scale nmulti DVMS conponent based sol utions
at large cormmand and najor claimant sites. A full explanation of
this flexible inplenentation strategy and site configuration
options is outlined in the Navy DM5 Organi zati onal Messagi ng
Concept of Operations (CONOPS). The Navy DVS architecture is
depicted in Figure 2-1]

Figure 2-2|depicts the USMC architecture. USMC conmands w | |
i npl ement an organi zati onal nessagi ng concept where out bound

nmessages Wi ll be released fromthe desktop by designated
rel easers while inbound traffic will be delivered to the
organi zation. Based on the organization's established
procedures, nessages will be unencrypted by an autonated or

manual process, profiled, and placed in folders or mail boxes.
The USMC DMS Organi zati onal Messagi ng CONOPS contains a ful
expl anation of the operational configuration.
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203. DMs Conponent Descri ptions

This section provides a brief description of each of the DVS
conponent s.

203.1 DVs dient or User Agent

The client, sometinmes referred to as the User Agent (UA), is
a software application installed on a DVS-conpliant hardware
platform The DVS client enables the preparation, review,
rel ease, subm ssion, delivery, storage, archiving, display, and
printing of DM5S nessages. A single hardware platformand a
single DVS client application may support multiple users. The
DMS client also contains an Integrated Directory User Agent
(IDUA). The IDUA function allows the user to search the
directory for addressing information that can be added directly
to drafted nessages or cached in the user's Personal Address Book
(PAB) for |ater use.

203.2 DMS Fortezza Card

The Fortezza card, a M SSI product, is a Personal Conputer
Menory Card International Association (PCMCIA) card that provides
hi gh assurance cryptographic services to DVS applications. These
cards are rugged, credit card-size peripherals that add security
and aut hentication capabilities to conputers. The Fortezza card
stores a user's private keys (Key Exchange Al gorithm (KEA) key
and Digital Signature Standard (DSS) key) and public certificate.
The private keys and public certificates are used to support
digital signature operations and nessage encryption.

203. 3 Groupware Server (GAB)

The GA5 is a conponent that stores and forwards nessages from
the DMS client to Primary G oupware Servers (PGAS) or Loca
Message Transfer Agents (LMIA). The GA5, PGW\S, and LMIA al
serve as store-and-forward nessage switching devices within the
DMS architecture. The GAS operates at the | owest level in the
DMS Message Transfer System (MIS). The GWS provi des direct
nmessage store-and-forward support to DVMS clients. The PGAS and
LMTA provi de second echel on nmessage store-and-forward support to
| ocal or renote GA8'S. The GA5, PGAS, and LMIA conponents are
frequently co-located at sites with | arge concentrati ons of DVS

clients. Typically, these conmponents will be centrally |ocated
at Navy LNOSC S. The USMC typically will deploy GAS S down to
the major command | evel. DM clients nmust use dial-up

connecti ons whenever DI SN network connectivity is not avail able
and the GA5 is renotely | ocated.

203.4 Message Store (M)
The M5 serves as an internmediary between the DVMS client and a

GWN5. The MS resides on the GA5 and serves as an electronic
mai | box for the DM5 client. The M5 or GA5S nail box accepts and
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stores nmessages on behal f of the organization until recipients
downl oad and del ete the nessages.

203. 5 Defense Message Dissem nation System ( DVDS)

DMVMDS is an end user nessage profiling application that
automatically profiles and di ssem nates a command or
organi zation's incom ng nessage traffic. The organization can
configure DVMDS to distribute the profiled nmessages in either
encrypted or unencrypted form |If DMDS distributes encrypted
nmessages, all recipients will need Fortezza security services.
Organi zations nust protect |ocal networks that distribute
unencrypted DMS nessages in accordance with guidelines set forth
i n OPNAVI NST 5239. 1.

203.6 Profiling User Agent (PUA)

The PUA provides an organi zation with the capability for
onward delivery of incom ng nessages. Messages routed to the PUA
contain the addressing and security information that is
associated with one or nore organi zati ons supported by the PUA
Once the nessage is received at the PUA, it is opened using the
associ ated organi zation's Fortezza identity, profiled in
accordance with the organi zation's profile settings, and
dissemnated to recipients identified in the profile settings.
The organi zation can also configure the PUA to profile and
di stribute out-bound nessages on behal f of the organi zati on.

203.7 Hi gh Assurance Guard (HAQG

The DMS HAG i s a secure "gateway" conponent installed in the
DVMS secret nessaging dormain that selectively allows or denies
nmessage exchange between DVMS NI PRNET and SI PRNET nessagi ng
dormai ns. The HAG exam nes each nessage to ensure that:

a. The organization has digitally signed and encrypted
nmessages exchanged between N PRNET and SI PRNET donai ns.

b. Message originators and recipients are authorized to
exchange nmessages between the DMS NI PRNET and SI PRNET nessagi ng
domai ns.

c. Al exchanged nessages via the HAG are appropriately
mar ked as uncl assifi ed.

d. Messages exchanged between the two nessagi ng domai ns do
not include file attachnent(s).

The HAG al so passes directory informati on between specific
directory servers in the two nessagi ng domains. Unclassified
directory information for nessage recipients in both nmessagi ng
dormains i s accessible to users on the NI PRNET. Changes and
updates to the unclassified directory information are passed
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through the HAG to the SIPRNET domain through a process known as
di rect ory shadow ng.

203. 8 Local Message Transfer Agent (LMIA)

The LMIA functions as an internedi ate-|l evel nessage switch
that stores and forwards nmessages across a fully interconnected
switch fabric called the MIS. LMIA' S typically reside at LNOSC
sites and store and forward nessage traffic destined to and from
DVS specialty products (i.e., PUA Ml List Agent (M.A), Milti-
Function Interpreter (MFlI)). LMIA'S are bound to a | ocal DWVS
Directory System Agent (DSA) and nake routing decisions based on
specific information stored in the X 500 directory.

203. 9 Backbone Message Transfer Agent (BMIA)

BMTA' S function as high-level nmessage store-and-forward
switches within the DM MIS. BMIA' S are installed at DVS
infrastructure level sites (i.e., Defense Information Systens
Agency (DI SA) Regional Network Operations and Security Centers
(RNOSC) and Regi onal Nodes (RN)). BMIA'S serve as i ndependent
store-and-forward nmessage sw tches between LNOSC S, USMC LCC S,
maj or cl ai mant sites, and DI SA operated DMS infrastructure sites.
BMIA' S are generally downward connected to one or nore LMIA' S or
primary GAB'S and either laterally or upwardly connected to other
BMIA'S. The BMIA recei ves nessages from ot her BMIA' S | ocat ed
t hroughout the gl obal DVS infrastructure and routes them
according to specific routing algorithns.

203.10 Directory Systens Agent (DSA)

The DSA serves as a repository for the DMS directory
information. This information, known as the Directory
I nformati on Base (DI B), contains organizational user attribute
i nformation such as the organi zation's directory nane, digital
certificates, network address information, and adm nistrative
i nformation such as tel ephone nunbers and nailing addresses. The
DB is distributed throughout the directory systemin multiple
DSA'S. Users access the DSA through the IDUA, a directory
browser application.

203.11 Multi-Function Interpreter (M)

The MFI is an infrastructure-level conponent that provides
prot ocol conversion between the DM5S MIS and the DTH | egacy-
nmessagi ng environment. The MFlI is the primary nmeans of providing
interoperability with DTH users that have not migrated to DV5,
including the Allied and tactical users. MI'S are typically
| ocated in DI SA managed DVM5 Transition Hubs (DTH), which include
| egacy switching centers, or Navy LNOSC | ocations. The DVS
automatical ly routes nessages through an MFI whenever the
recipient's DVMS X. 500 directory address contains a | egacy
preferred delivery attribute.
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203.12 Mail List Agent (MA)

The M.A provides a collective addressing capability for DVS.
The M.A receives nessages addressed to a collective address
called a Mail List and redistributes themto those recipients who
are nenbers of the Mail List. The Mail List in DMSis simlar to
the Address Indicator Goups (AlG, Collective Address
Designators (CAD), and task force designators (TF) used in the
DTH | egacy system The M.A accepts delivery of a nessage
addressed to a Mail List only fromthe user(s) authorized to
submt messages to that Mail List. The M.A adds each nenber of
the Mail List as a recipient to the nmessage. If it is an
encrypted nessage, the M.A generates a token for each recipient
so recipients can decrypt the nessage. Engineering Field
Activities (EFA) typically install the M.A conponent at Navy
LNOSC S, nmjor claimant sites, or USMC DCOC.

203. 13 Servi ce Managenent System ( SMV5)

The SMS supports nonitoring and control of DMS conmponents at
vari ous managenent |evels. The SM5 is conprised of a data base
system as wel |l as specialized nessage trace applications,
directory adm nistration tools, and fault managenent applications
for collecting data and reporting on the status of DVMS
conponents. The SMS nessage trace and fault nmnanagenent
applications run on a DVS conponent called the Managenent
Wrkstation (MAB). Directory admnistration is perfornmed using a
DVMS conponent called the Adm nistrative Directory User Agent
(ADUA). The MASB al so incorporates a trouble ticket systemfor
tracki ng and managi ng system probl ens and outages. The SM5
applications and its MA5 and ADUA hardware conponent systens are
typically installed at Navy LNOSC | ocati ons and USMC Contr ol
Centers.

203.14 Certification Authority Wrkstation (CAW

The CAWis a National Security Agency (NSA) certified and
approved workstation that provides enabling technol ogy that
supports messagi ng security services of confidentiality,
integrity, authentication, and non-repudiation. Organizations
use the CAWfor programm ng identities onto Fortezza Cards,
generating public-key certificates, and posting security
information to the DVMS X. 500 directory. An appointed CAis
responsi bl e for operating the CAW programm ng Fortezza cards,
and using the CAWalong with an ADUA to post certificates and
security information to the DMS directory.
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CHAPTER 3
DVB_MANAGEMENT _STRUCTURE

301. Gener al

This chapter provides a description and understandi ng of the
overall managenent of the DVS. It also includes a brief
description of the Navy LNOSC and the roles of the Area System
Manager (ASM and the Local System Manager (LSM. lgure 3-1
shows the overall nmanagenent structure of the DVB. Figure 3-27
shows the general managenent structure of the Navy. Figure 3-3|
shows the general nmanagenent structure of the USMC.

302. d obal Network Operations and Security Center (GNOSC)

The GNOSC, | ocated at DI SA Headquarters in Arlington, VA
perfornms executive managenent oversight and technical direction
of the DVM5. The GNOSC supports the G obal System Manager (GSM
and the gl obal staff elenents by providing perfornance status
i nformation and such other reports as the staff may require.
GNOSC nmanagers are capabl e of nonitoring DVS el enments of the
RNOSC S, receiving nmessaging service performance reports, and
mai ntai ning a gl obal view of the DM5. The GNOSC does not normally
exercise a direct managenent function. Additional duties of the
GNOSC ar e:

a. Exercising oversight of the RNOSC S.

b. Coordinating traffic managenent between Regi ons.
c. Coordinating inter-regional issues.

d. Cenerating statistical and command reports.

e. Coordinating systemreconfiguration when nore than one
region is invol ved.

f. Acting as arbitrator in cases where |ower |evel
managenent responsibilities are unclear.

g. Preparing a SOP for GNOSC operations.
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303. Regional Network Operations and Security Center (RNOSC)

a. The DI SA RNOSC supports the Regi onal System Manager (RSM
and perforns proactive nanagenent of its area of the DVB. It
does this by responding to conditions reported by the managenent
protocol, the regional help desk, and by reports and trouble
tickets elevated by the Navy LNOSC or ot her Service and Agency
ACC S or LCC S. Depending on the condition involved, the
response required may be sinple or conplex. RNOSC
responsibilities are defined as all the regional node operations,
transition hubs, and Service and Agency control centers within
its geographic Area of Responsibility (AOR) or as identified by
t he GSM

b. Each RNOSC is responsible for the operation and
managenent of the DMS backbone, including regional nodes and
DITHS within its AOR In addition, each RNOSC is responsible for
provi di ng servi ce managenent support to the Navy LNOSC S and USMC
LCC S located in its AOR  Ceneral responsibilities of the RNOSC
are:

(1) Monitoring the DMS within its regi on and managi ng DVS
nessages to ensure that systemefficiency is naintained.

(2) Maintaining the regional help desk to assist in
resol ving ACC, LCC, and User problens.

(3) Performng tracer actions on nmessages that transited
the MIS segnment within the RNOSC AOR

(4) Analyzing problens elevated fromthe ACC S or LCC S,
at the RNOSC or through referral to the appropriate anal yst or
techni ci an.

C. There are four RNOSC S, with |ocations and AOR S as shown
in whi ch al so shows the uncl assified operations
nmessage accounts assigned to each RNOSC for conmuni cations and
coordi nati on purposes. The RNOSC provi des day-to-day, near real-
ti me managenent of DI SA assets throughout their respective
regions. The AOR of the RNOSC-TS/C at Ft. Detrick, MD has been
defined by the GSM as extending to the entire Top Secret
Col | ateral portion of the DVB.
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RNOSC DESIGNATION RNOSC LOCATION Area of Responsibility
. Continental US, Canada, South and
RNOSC-Columbus Columbus, Ohio g '
(RNOSC-C) Central America, the Caribbean

US/U.S.Government/DoD/DISA/Organizations/GNOSC/RNOSC-Columbus/Controller

Continental Europe, United Kingdom,

RNOSC-Europe Stuttgart-Vaihingen, Germany Middle East. Africa

(RNOSC-E)

US/U.S.Government/DoD/DISA/Organizations/GNOSC/RNOSC-Europe/ITACO1

Hawaii, Alaska, Far East, including
Japan, the Philippines, Australia,
New Zealand

RNOSC-Pacific Pearl Harbor, Honolulu, Hawaii
(RNOSC-P)

US/U.S.Government/DISA/Organizations/GNOSC/RNOSC-Pacific/RNOSC-P2

RNOSC-TS/C Ft. Detrick, Maryland Global Top Secret Collateral System

US/U.S.Government/DoD/AUTODIN PLAS/DTH Services/CONUS DTH(T)/DTH Operations Director(T)

Table 3-1

RNOSC Desi gnati ons and Areas of Responsibility

304. Navy Local Network Operations and Security Center (Navy
LNGSC)

The Navy LNOSC may consist of an ACC, an LCC, or an RSS. 1In
what ever role, Navy LNOSC S provide network and nessagi ng support
to users at the local level and are the primary support for nost
DMS connectivity probl ens.

304.1 Area Control Center

The Navy DMS ACC operates, manages, and nonitors a | arge
geogr aphi cal segnent of the Navy's portion of the DM5. The ACC
manages the subordinate LCC S and RSS' S within its regi on and
provides interface with the DISA RNOSC S to resol ve
communi cations difficulties wwthin their nutual areas of
responsibility. |In addition to managi ng Navy DMS resources
within its area, the ACC al so provi des nessagi ng services to DoN
DMS Users. The ACC nakes decisions for its entire region, rather
than for a |local area. There are four Navy ACC S, |ocated at
NCTAMS LANT Norfol k, VA, NCTAMS EURCENT Naples, Italy; NCTAMS PAC
Honol ul u, H; and NAVCOMIELSTA San D ego, CA.
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304.2 Local Control Center

The Navy DMS LCC operates, manages, and nonitors a nedi um
si ze geographi cal segnent of the Navy's portion of the DVS. The
LCC provides functions and services that may not be avail abl e at
an RSS.

304.3 Renote Service Center

The Navy DVMS RSS operates, manages, and nonitors a snal
geogr aphi cal segnent of the Navy's portion of the DM5. The RSS
may operate a Help Desk and a Mail List Managenent function.
Some RSS sites may not provide specialty conponent support; in
t hose cases, that support will be provided by the LCC
305. Ceneral Navy LNOSC Responsibilities

General Navy LNOSC responsibilities include:

a. Providing Configuration Managenent within its region,
site, or subordinate sites.

b. Responding to fault conditions reported by the nanagenent
protocol in the MAS.

c. Initiating, nonitoring, and closing trouble tickets. The
ACC will escalate trouble tickets to the RNOSC as required.

d. Monitoring traffic loads in the area of responsibility.
e. Submitting periodic reports as outlined in CHAPTER 12]

f. At the ACC, coordinating with the RNOSC for any interface
probl ens between DI SA DTH sites and DVS.

g. Providing Hel p Desk assistance to DMS users for whomthe
Navy LNOSC provi des support.

h. Providing User Fortezza cards in support of
or gani zati onal nessagi ng.

i. Providing M.A support for user Ml Lists.

j. Providing X. 500 Directory managenent in support of
organi zati onal nessaging directory requirenents.

A di agranmati c description of the Navy LNOSC S, their
| ocations, and their managenent and reporting relationships are

found i n CHAPTER 8
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CHAPTER 4
OPERATI ONAL_ROLES AND RESPONSI BI LI TI ES

401. Gener al

This chapter describes the roles involved in DoN DVB
operations and the responsibilities of the DoN operation and
managenent personnel to maintain the health and welfare of the
DoN DVS i nfrastructure. These roles are defined as operations
accounts necessary for conmunicati ons between the RNOSC and Navy
LNOSC sites and al so with operational users. Each of the
Managers has a DVS operations account as |listed bel ow.

402. Defense Information Systens Agency (DI SA)

The DI SA Deputy Director of Operations exercises executive
managenent oversight of all DI SA networks and facilities. This
hi gh-1 evel nmanagenent consists of establishing operational
policies and procedures as well as providing systemcontrol over
t he DVB.

402.1 DI SA DM5S d obal System Manager (GSM

The DI SA DVMS GSM provi des gl obal managenent control and
operational direction over the messaging services of the DIl. As
such, the GSM ensures custoner requirenents are satisfied in the
nost efficient, effective, econom cal, and responsive manner
while nmaintaining systemintegrity, reliability, availability,
and security to established managenent perfornmance criteria. Not
normal Iy involved in day-to-day operations nmanagenent, the DVB
GSM i s responsi bl e for |ong-range planning, inprovenent of
network efficiency, system enhancenent, and planning and
i npl enenting new network interfaces and new services. The GSMis
al so the RSM for the Western Hem sphere regi on and has RSM
responsibilities for that area. Note that as used here, the term
"manager"” applies to a function, usually a staff elenent, not to
an individual person. Note that in this docunent, the term"GSM
al ways refers to the DISA DM5s GSM The Navy d obal System
Manager is referred to as the "Navy GSM'.

402.2 DI SA DM5S Regi onal System Manager (RSM

The DI SA RSM perforns many of the duties performed by the GSM
at the global level. The RSMis the staff el ement associ ated
wi th each RNOSC (WESTHEM Europe, and Pacific). The RSMis
responsi bl e for providing guidance and real -ti ne nmanagenent
direction to the RNOSC.
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403. Navy Managenent Rol es

403.1 Commander Naval Conputer and Tel ecomruni cati ons Comrand
( COVYNAVCOMTELCOM)

COWNAVCOMTELCOM Washington D.C., is responsible for
operating and naintai ning the DoN segnment of DVS.
COWNAVCOMTELCOM pr ovi des systens and security nmanagenent,
devel ops policies and procedures, exercises control oversight for
managenent of DoN ACC S, LCC S and RSS' S, and acts as service
manager for all DoN custonmers. COVWAVCOMTELCOM is al so the DVS
Regi stration Authority (RA) for DoN. As such, COVNAVCOMIELCOM
sets registration policy for the DoN and appoi nts Sub-

Regi stration Authorities (SRA).

403.2 Navy d obal System Manager (Navy GSM

The hol der of the Navy GSM account provi des gl obal managenent
and control of the DoN segnent of the DVMS and of Navy DMS assets.
While not normally involved in day-to-day operations, the Navy
GSM controls and directs the Navy LNOSC S in operational matters,
especially in the planning of authorized service interruptions,
the application of software patches, and the inplenentation of
system upgrades. The Navy GSM conti nuously nonitors nmessages
addressed to the Navy GSM account and takes action as required.

403.3 Navy Area or Local System Manager (ASM or LSM

Hol ders of Navy ASM and LSM accounts have responsibility for
system managenent within the Navy LNOSC area of responsibility.
Li ke the GSM and the RSM the ASM and LSM have an operations
account in order to coordinate and conmmunicate vital network
information to other accounts. It is DoN policy that only the
ASM wi | I comrunicate directly with the RNOSC, LSM S wi ||
comunicate with their designated ASMS. The ASM and LSM are
responsi ble for preparing a SOP for the Navy LNOSC as wel |l as for
users within their |local area of responsibility. These SOP'S
must conformto DI SA and COWAVCOMIELCOM policies. Local SOP S
are necessary because the wi de variety of user conponent types
and | ocal conditions preclude the preparation of a general
gui dance docunent suitable for all localities. The ASM and LSM
al so are responsible for:

a. Monitoring the ASM and LSM operations accounts and taking
action as required.

b. Preparing local routing plans for each Navy LNOSC PGAS,
wi th changes needed to deal with conponent failure.

c. Supervising operation of the Help Desk, advising and
assisting in preparation of trouble tickets, and directing
el evation of trouble tickets to the RNOSC as necessary (see

CHAPTER 8
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d. Evaluating and coordinating DI B distribution anong DSA' S,
i ncl udi ng shadowi ng agr eenents.

e. Evaluating current conponent operations to determne if
addi ti onal DVS conponents are needed, or if current conponents
are no | onger needed.

f. Establishing service priorities for users.

g. Performing message traces as required (see CHAPTER 9].

h. Ensuring that required reports are prepared and subnmtted
as required (see [CHAPTER 12).

i. Establishing Navy LNOSC conponent backup criteria and
ensuring that backups are perforned (see CHAPTER 17).

j. Developing and maintaining a | ocal Configuration Database
and passing it to the DISA RSM for inclusion in the regional
Confi guration Managenent (CM database.

k. Collecting audit records fromthe | ocal DMS conponents,
reviewi ng, and retaining Navy LNOSC security audit trail data as
directed by the Designated Approving Authority (DAA).

| . Coordinating with the 1SSO on any security probl ens
wi thin the Navy LNOSC or in conponents within the Navy LNOSC area
of responsibility.

m Distributing new software rel eases.

n. Carrying out DVS policies and procedures and reporting
violations to the command aut hority.

0. Mintaining an inventory of accountabl e assets.

p. Coordinating with the RNOSC and the RSM for routing of
nessage traffic for users transitioning to DVS.

404. Navy Mandatory Rol es
404.1 DoN Sub-Registration Authority (SRA)

COWMWNAVCOMTELCOM} as DoN Primary RA, appoints SRA accounts to
manage the distingui shed nanme process for the DoN. The SRA is
del egated authority over |ower areas of the Directory. The upper
| evel (parent) SRA must be aware of the identity of the |ower
| evel (child) SRA'S. SRA'S are responsible for actually nmaking
and nodifying Directory entries for users in their assigned
areas. SRA'S nay del egate user interface functions to an
Organi zational Registration Authority (ORA) or may exercise ORA
responsibilities. |If the SRA exercises ORA functions, duties of
the SRAw |l also include those listed below for the ORA. Duties
specific to the SRA are:
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a. Registering the Organizational Unit (QU) field bel ow the
O=[ Servi ce/ agency nane], and registering infrastructure conponent
names.

b. Registering Directory Distinguished Nane (DDN) requests
fromthe ORA and ensuring gl obal uniqueness of a user's DDN

c. Mintaining records of DDNS within the SRA'S AOR

d. Accepting user registration requests and approvi ng or
rejecting themwthin two working days.

e. Receiving DDN requests fromthe ORA and creating the
Directory entry, including operational and user infornation.

f. Posting the authorized information into the Directory.
g. Registering OR addresses.

The SRA is responsible for the final step in establishing an
organi zati on account, which is to establish a PLA to X 500
Di stingui shed Nanme (DN) association. This process requires
actions by the ORA, LNOSC SRA, and the DI SA PLA Directory
Adm ni strator. The procedures for establishing a PLA — X 500
associ ation are detail ed bel ow. These procedural steps nust be
executed in the order shown.

(1) The organi zation's ORA nust coordinate with the
assigned SRA to verify directory information and acconplish
certain local directory changes. Wen the organization's
directory information has been updated, validated, and deened
ready for DMS activation, the SRA nust update the Point of
Contact (POC) organizational unit entry to include the PLA DN in
the associated PLA field. The steps to followin inplenenting
t hese changes are shown bel ow

(a) Zoomout to level 3 (DoD). Once at |evel 3,
browse down to the POC organi zational unit whose associ ated PLA
attribute is to be popul at ed.

(b) Open the properties of the POC organi zati onal
unit (right click) and then click on the reference tab.

(c) dick nodify.
(d) dick change on associ ated PLA.

(e) Directory will open up to DoD. Browse down to
t he GENSER PLA sub-tree.

(f) Open the tree to the appropriate PLA
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NOTE: This will work only if the PLAis an existing PLA. If a
new PLA is being created for the organi zati on and has not yet
been added to the PLA DSA, the SRA nmust type the PLA DN in the
associ at edPLA attribute field.

(g) Double click the PLA entry.
(h) The associated PLA field in now popul at ed.
(i) Select apply and OK

(2) The SRA will then provide the PLA Directory
Adm ni strator, |located at Ft. Detrick, MD, with the PLA and
associ at ed organi zati on DN i nfornmation.

NOTE: This information nust be contained in an ASCI| text file
created in the exact format specified bel ow.
EXAMPLE:

Pl aNane: PM DVS- ARMY FT MONMOUTH NJ

Associ at edOr gani zat i on: ou=PROJECT MANAGER(n), ou=PM
DMVS- ARMY, | =FORT MONMOUTH NJ, | =CONUS, ou=Cr gani zat i ons,
ou=Ar ny, ou=DoD, o=U. S. Gover nnent, c=US

NOTE: The SRA nmust send this ASCII text file as an attachnent to
a DVS encrypted, signed nessage so that the PLA Directory

Adm ni strator (DA) can authenticate that the nessage is from an
aut hori zed SRA. The file should be sent to the follow ng X 500
addr ess:

c=US/ o=U. S. Gover nnent/ou=DoD/ ou=AUTCDI N PLAs/ ou=DTH
Servi ces/ ou=CONUS DTH ou=DTH QOper ati ons Director

(3) If the organization plans to use office codes to
al |l ow nmessages to be addressed and delivered directly to the sub-
organi zations, the SRA nust informthe PLA DA to enter the val ue
"YES" in the plaRemarks attribute of the GENSER PLA entry
associated with the sub-organi zation's parent entry. This
request to the PLA DA nust be sent to the sane X 500 address
shown above.

(4) The PLA Directory Adm nistrator will notify the SRA
once the changes have been conpl et ed.

(5) The SRA should prepare the appropriate request to
update the PLA information in the Message Conversion System
Central Directory Conponent (MCS CDC), which provides PLA-to-
Routing Indicator (RI') conversion in the | egacy systens. This
update will include the addition of the MFI Rl to the |ist of
RI'S associated with the PLA. The SRA should send this request
to his or her respective Service or Agency Mlitary
Comuni cat i ons Procedures Pernmanent Wrking Goup (MCP PWG
menber .
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(6) The information required nust include the foll ow ng:
(a) Effective date of proposed change.
(b) Action to be taken: ADD, CHANGE, or DELETE.

(c) Routing information (in columar format).
EXAMPLE:

Ef fecti ve 1 Decenber 2000.
Action Required: Change
Col umar Dat a.

COL A PMDMS ARMY FT MONMOUTH NJ
B: RUERMOO
C B
RHVFI UU
D: B
E: S
A

CaL
CaL
CaL
CaL

NOTE: |If dual routing is being requested, the specific tine
frame that dual routing will be used should be specified.

The effective date should allow sufficient tinme for the
organi zational unit entry and the GENSER PLA entry to be mapped
to each other. |If the mapping has already taken place, the
effective date can be set to "I medi ate".

(7) Action(s) are now conplete and the DVS user's UA
Term nal can now receive nmessages originated in the DTH | egacy
system

404.2 Organi zational Registration Authority (ORA)

The ORA is a mandatory role at the Navy organi zational |evel.
The ORA is appointed by the Conmander of an organization with the
approval of the SRA. An ORA, if appointed, acts as the
internedi ary between the CA, the SRA, and the user. As a nenber
of the user's organization, the ORA verifies the identity of
prospective users in the organization and takes appropriate
action to register themand obtain Fortezza cards. The ORA wi ||
normal |y pass Fortezza cards obtained by the CAto the user.
ORA' S shoul d be persons of proven honesty and integrity. ORA'S
shoul d know personal |y each prospective user or at |east know
each supervisor. The duties of an ORA incl ude:

a. Verifying the identity of prospective users and ensuring
that they are properly sponsored.

b. Verifying the uniqueness of the user's Directory
Di stingui shed Name and assigning one if necessary.
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c. Verifying the accuracy of the information in the
certificate request.

d. Conpleting the X. 509 certificate request and signing the
request before submtting it to the CA

e. Gathering user information and coordinating with the SRA
for the registration of the user's DDN

f. Forwarding requests for Fortezza cards to the CA

g. Ensuring that the security clearance and access | evel of
prospective users (including organi zational release authorities)
have been verified by the Oganizational Security Oficer (0SO
and that the access level is appropriate to the user's security
cl ear ance.

h. Receiving programred Fortezza cards fromthe CA and
distributing themto the appropriate users, obtaining the user's
handwritten signature, and returning it to the CA

i. Ensuring proper control and inventory of any Fortezza
cards in the ORA' S possession.

j. Notifying the CA and OSO of Fortezza card | oss, theft,
damage, or destruction.

k. Initiating the de-registration process for users | eaving
the organi zation or base and returning Fortezza cards to the CA
for reprogranmm ng.

404.3 Organi zational System Adm nistrator (OSA)

The OSA account holder is responsible for all the DoN DVS
conponents within the OSA AOR, and the responsibilities |isted
bel ow apply to all conponents. \While nost DVS conponents are
designed to operate continuously in an unattended node, sone
adm nistrative functions are required on a periodic basis. The
princi pal one of these functions is the system backup. A backup
in this case means the transfer of | og and audit data fromthe
systeminternal storage (hard disk) to an external storage device
(CD-ROM or tape) for the required retention period. [CHAPTER 17]
descri bes backups and their required frequency. O her duties of
the Systens Adm ni strator include:

a. Monitoring the SA operations account and taking action as
required.

b. Preparing an SOP for the adm nistration and use of the
vari ous conponents within the ACR

c. Analyzing problens or assisting |ocal or regional DMS
Anal ysts in doing so.

4-7 ORIGINAL



UNCLASSIFIED NTP 22

d. Overseeing or performng the installation of new hardware
and software and nonitoring hardware upgrades.

e. Configuring software, including installing new software
rel eases, applying patches, verifying checksuns to ensure
software validity, and notifying the ASMor LSM and the hbvi

LNOSC Hel p Desk of the installation of a new release (see CHAPTER |
10 and ﬁH%PTER 11).

f. Ensuring that software installed on a new or upgraded
conponent is the |latest version and includes the | atest changes.

g. Coordinating hardware repairs, preventive maintenance,
and upgrades with the Mai ntenance Technici an.

h. Conducting liaison with the serving Navy LNOSC Hel p Desk
(HD) when user interface is required. Only the organizational SA
is authorized to initiate contact with the Navy LNOSC.

i. Conducting audit trail review in support of trace
requests when automated tools are not avail abl e.

j. Coordinating with nanagenent personnel to detect and
report software deficiencies, operating deficiencies, or
docunentation deficiencies in the AOR

k. Performng the initial system configuration including
boot start up and shut down processes, initializing and re-
initializing components as necessary, and perform ng hands-on
managenent functions that cannot be done fromthe MAB.

| . Coordinating with the appropriate Security Oficer to
i nvestigate and resol ve security problens.

m Perform ng archive and del ete functions of the audit |og
as recommended by the OGSO

n. Analyzing clains of non-delivery and submtting Message
Trace Requests to the Navy LNOSC Hel p Desk as required.

0. Perform ng reconfiguration of conponents.

p. Initiating the registration process for the
i nfrastructure conmponents with the SRA

g. Establishing a process for registering each conponent
wi t h adj acent conponents to all ow proper authentication and for
distributing the nmeans of authentication (such as passwords).

r. Requesting Fortezza cards for conponents when strong
aut hentication is inplenented.

S. Assisting the OSO as required by the Information System
Security Program
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404.4 Organizational Security Oficer (0SO

The OSSO is a mandatory role and operati ons account hol der.
The OSO is responsi ble for enforcenent of security policies and
doctrines for the portion of the DM5S within the OSO S Area of
Responsibility. The OSO is responsible, at the local level, for
enforcenment of security policies and doctrines. Part of this
role is the auditing of users and managers for conpliance with
security procedures. This includes oversight of SRA'S, ORA'S,
and CA'S to ensure that users are assigned proper access
attributes, analysis of security-related events, and anal ysis of
security violations or failures with recomrendati ons for changes
to prevent recurrence. To ensure the integrity of X 509
certificates, an OSO may not perform CA functions or have access
to the CA Fortezza cards. OSO S are appoi nted by the head of the
organi zati on and nust be persons of proven trustworthiness and
integrity. |In general, OSO S are responsible for:

a. Mnitoring the OSO operations account.

b. Reviewing all C AC NAVCIRTS, | AVAs and rel ated
vul nerability attack notices.

c. Enforcing DVB network security and ri sk managenent
pol i ci es.

d. Devel oping an accreditation plan.

e. Establishing and maintaining internal policies and
procedures that provide for the physical security of DVS
facilities and the integrity and security of DMS conponents.

f. Coordinating with the conmand Security Manager to provide
t he appropriate physical security and access restrictions for DVS
conponents and pl atforns.

g. Preparing and nmaintai ning contingency plans for the
preservation of security in the event of a natural disaster
eneny or terrorist attack, or the threat of such an attack.

h. Performng security audits of those DMS conponents wthin
the OSO S ACR

i. Reviewing, on a daily basis, security event audit reports
by conponent.

j. Ensuring conpliance with system | evel security audit
requirenents.

k. Overseeing security policies and practices for DVS
conponent s.
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| . Participating, as necessary, in the review and anal ysis
of any security violations.

m Coordinating with the SAin the recognition of security
threats and weaknesses in DMS conponents and revi ewi ng probl ens
havi ng security inplications, such as nessage non-delivery,
deni al of service, or unauthorized system penetration.

n. Ensuring the inplenentation and mai nt enance of access
control policy and procedures to protect the DMS conmponents and
services from unaut hori zed access, use, and mani pul ati on.

0. Ensuring that the SRA'S, ORA'S, and CA'S at the
installation follow access gui delines, provide proper security
access validation, and prepare Fortezza cards and certificates
with the correct security attributes.

p. Ensuring that appropriate nmechani sns (software, hardware,
procedural, or administrative) are in place to nonitor security
threats to, and vulnerabilities of DM5S conponents and servi ces.

g. Ensuring that ORA'S, CA'S, and users exercise proper
control of Fortezza cards and assist ORA'S and CA'S in inventory
control of these cards.

r. lInvestigating any | oss or accidental destruction of a
Fortezza card and determning if any security conprom se has
occurred.

s. Preventing delay in inplenmenting required changes when
security information becones conprom sed or obsolete (e.g., an
aut hori zed user |leaves the installation or |oses a Fortezza
card).

t. Mnitoring and inpl enenti ng nanagenent and reporting
procedures for DMS security incidents and technical
vul nerabilities.

u. lnvestigating security violations within the GSO S ACR.
404.5 Certification Authority (CA)

The CA role is established at the LNOSC, |arge installations,
and major clainmant sites to support the creation, issuance, and
managenent of Fortezza cards. The CA creates DVMS Organi zati onal
User nessaging identities and security credentials that are
encoded into Fortezza cards. The CA works under the control of
three DMS security entities: the Policy Approving Authority
(PAA), the Policy Creation Authority (PCA), and the Certificate
Approving Authority (CAA). DoN CA'S are normal |y appoi nted by
the DoN CAA to serve at LNOSC sites and support users within a
geographi cal area. However, |ocal commanders and approving
authorities at major clainmant sites nmay request the DoN CAA to

4-10 ORIGINAL



UNCLASSIFIED NTP 22

appoint local CA'S to neet DoN DMS i npl ementation objectives.
The principal functions of the CA'S are:

a. Creating, updating, and accounting for cryptographic and
signature keys. (See Note.)

b. Odering, progranm ng, and distributing Fortezza cards.

c. Adding, nanaging, and deleting DVS directory certificate
i nformation using informati on obtained fromthe ORA

d. Interacting directly with users, as well as through the
ORA

e. Revoking certificates and Fortezza cards as necessary,
creating and distributing the Certification Revocation List
(CRL), coordinating with the security root CA when necessary.

f. Providing for continued operation during certificate
expiration by, for exanple, preparing new cards in advance of
need for users whose certificates are about to expire.

g. Mintaining X. 509 formfiles as required.

h. Passing to the security root reports of any | ocal
incidents that will require an addition to the Conprom se Key
Li st (CKL).

Note: CA'S nust be aware that certificates and Fortezza
cards nmust explicitly identify each security classification that
the user is authorized to select. Unlike older access control
mechani snms, access to a high level (e.g., Secret) does not
automatically grant access to |lower classifications (e.g.,
Confidential). Each security classification authorized to the
user nust be set separately.

404.6 Mail List Manager (MM

The MM is responsible for the maintenance of every DoN Mai
List within an AOR  DoN MM S are desi gnated by NAVCOMIELCOM
The MLM deal s specifically with the creation, nodification, and
renoval of Mail Lists fromthe Directory through the use of an
ADUA. During Mail List maintenance, the M_(Minterfaces with the
cogni zant authority, the CA and the PLA Adm nistrator in the
| egacy system Additionally, the MM deals with the details of
installation and renoval of Fortezza Cards as well as any M.A
configuration changes necessary to activate or deactivate a Mi
List. The MM w || assist the cognizant authority in the process
of transitioning | egacy collective users and nenbers to DVS Mai
Lists. The MMis al so responsible for the configuration of
MLA'S. The duties of the MM i ncl ude:

a. Creating and updating the Mail List in the X 500
Directory, using the associated Mail List certificates and sone
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initial attributes provided by the local CA and ORA'S; nesting
Mai | Lists as necessary to provide optimum processi ng.

b. In coordination with the CA and ORA, determ ning which
users shoul d have subm ssion privileges to the Mail List and
provi de perm ssion for usage.

c. Determning Mail List placenment on a M.A by eval uating
t he purpose, criteria, nenbership, and frequency of use of the
Mai | List, and setting up a storage area on the MLA for on-line
storage of audit trail data.

d. Coordinating with the CAto programthe Mil List
identity onto a Fortezza card and post the certificate to the
directory and ensuring the Routing Configuration Data Base (RCDB)
and MLA configuration information are updated to service the Mi
Li st.

e. Invalidating the current MLA cache and downl oadi ng t he
revised Mail List fromthe X. 500 Directory to the MLA cache
whenever changes are nade.

f. Follow ng up non-delivery reports to resolve possible
addressing errors and identify expired certificates or outdated
addr esses.

g. Establishing limts on the classification of submtted
nmessages in accordance with direction fromthe cogni zant
authority.

404.7 Navy LNOSC Hel p Desk (HD) Speciali st

The Navy HD specialist account hol der acts as the custoner
poi nt of contact at the Navy LNOSC. The duties involved with
this account are assisting custoners, resolving conplaints on
first contact if possible, and coordinating with the ASM or LSM
in opening and closing trouble tickets when appropriate. The HD
specialist will elevate tickets to the RNOSC only with the
approval of the LSM The HD specialist also reviews open trouble
tickets and nonitors their status.

Wiile it is the duty of the HD specialist to answer general
guestions fromcurrent and prospective DVMS users, if a question
or its answer would appear to violate security guidelines, HD
personnel will refer the caller to the LSM Exanples woul d
i ncl ude such questions as the nunber of users, their |ocations,
exact location of the Navy LNOSC, nessage security procedures,
and nessage statistics. Oher duties include:

a. Monitoring the HD organi zati onal nessage account and
taki ng action as required.

b. Answering questions posed by users or potential users of
the DMS about its operations and its services.
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c. Assisting users in resolving DVS rel ated probl ens and
determ ni ng when a user question or concern requires witing a
trouble ticket.

d. Witing trouble tickets in sufficient detail to allow
accurate diagnosis and pronpt resolution of the problem passing
trouble tickets to the LSM for escal ation as required, and
requesting technical support as necessary.

e. Mintaining a historical database of all reported
probl ens, their resolutions, and associ ated events and observing
and reporting trends. Providing users with periodic status
reports on open trouble tickets.

f. Reviewing daily all open trouble tickets and providing
the ASM or LSM a daily status report of open trouble tickets.

g. Providing general DVS information to the users on new
software, Directory use, bulletins, planned service
interruptions, and other information that may inpact the user's
nmessagi ng.

h. Notifying the DMS security officer of any actual or
attenpted violations of DVS security policies or procedures.

i. Mintaining a historical database of all reported
probl ens, the actions taken for resolution, and any associ at ed
rel evant events.

j. Coordinating with the user to ensure a satisfactory
resol ution before closing a trouble ticket that was opened at a
user's request.

k. Devel opi ng and publishing DVS customer service survey
statistics.

|. Assisting with the preparation and subm ssion of the
required daily and nonthly DVS reports.

m Revi ewi ng non-delivery clains and submtting nessage
trace requests fromthe user's OSA to the ASMor LSM for further
action.

n. Reviewing the trouble ticket historical file for
identification of recurring or system c problens and their
previ ous resol ution.

404.8 Navy Area or Local System Manager (ASM or LSM
Hol ders of Navy ASM or LSM accounts have responsibility for
system managenent within the Navy LNOSC area of responsibility.

Like the GSM and the RSM the ASM or LSM has an operations
account in order to coordinate and communi cate vital network
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information to other accounts. It is DoN policy that only the
ASM wi | I comrunicate directly with the RNCSC LSMS wi ||
comuni cate with their designated ASM

404.9 (Operations Manager (OM

The OMrole is appointed by the LSMto perform as the day-to-
day supervi sor of the LNOSC operation. The OMis responsible for
ensuring that LNOSC personnel performtheir assigned duties and
that required operations are carried out. The LSM or ASM nay
del egate responsibilities and authority to the OM as necessary as
contained in the LNOSC SOP and may aut horize the OMto use the
ASM or LSM account during other than normal business hours.

405. U. S. Marine Corps Managenent Rol es

a. The USMC DCOC, as part of the MTNOC, is responsible for
operating and naintai ning the USMC segnent of DWVMS. The DCOC
provi des system and security nanagenent, configuration
managenent, Mail List nmanagenent, Directory nanagenent, and
central Help Desk. Additionally, the DCOC will act as the DWVS
Regi stration Authority for the USMC.

b. The DCOC, as the USMC Regi stration Authority, del egates

Directory managenent functions to site SRA'S. It is not the
intent of the USMC to formally del egate regi strati on nanagenent
down to the organi zational level. Organizations will submt

requi red changes to the supporting ACC or LCC SRA where
nodi fications to the directory will be acconplished. The DCOC

wi || devel op Standard Operating Procedures for directory change
or nodification. SRA'S will devel op | ocal operating procedures
that will enconpass all registration issues.

c. Duties specific to the SRA are commensurate with those

outlined in Paragraph B04.1I]and

d. The CA roles and responsibilities as outlined in
Par agr aph appl y to the USMC. The physical |ocation of the
CA may be erther within the LCC or at one or nore of the major
subordi nate conmands, as determ ned by the installation
conmmander .

e. Centralized Mail List Managenent and Hel p Desk service
are roles of the DCOC. These roles and responsibilities as
outlined in Paragraphs B04. 6] and B04. 7] apply to USMC sites.

Sites will establish a [p sk capability to support | ocal

i ssues and problens. During the initial transition, Mal Lists
will be maintained at the site where the cognizant authority
resides. In the future, all USMC Mail Lists will be naintained
at the DCOC
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CHAPTER 5
DON _DVB_OPERATI ONAL_ROLES AND_ACCOUNTS

501. Gener al

This chapter describes the necessary roles and associ at ed
active accounts necessary to maintain the health and wel fare of
the DoN DMS infrastructure. These accounts provide the necessary
comuni cati ons between the RNOSC, the Navy LNOSC, and the users
to provide critical DMS services.

502. Operations Accounts

DoN requires that each Navy and USMC system nanager and
authority have an operations nmessage account to exchange vital
DVMS information with other managers and with the RSM Once an
account is established, the holder of the account will forward a
si gned and encrypted organi zati onal nessage to the next higher
account, identifying the X 500 DN of the designated DVS
Qperations Account. The nessage will be released fromthe
designated account. Normally, this is acconplished as part of
the site acceptance and comm ssioning process, but if it is not
al ready established or if the account is changed, the site shal
identify it to the RNOSC as stated above. The RNOSC in turn wl|
identify the subordinate Navy LNOSC Operations Accounts to the
GSM

a. The follow ng accounts will be established for DoN:

(1) Conmander, Naval Conputer and Tel ecommuni cati ons
Comand ( COMWNAVCOMTELCQM) .

(2) DoN d obal System Manager (GSM.

(3) USMC DMs Control Operations Center (DCOC).

b. The follow ng accounts have been established for Navy
LNOSC S and Navy Organi zations:

(1) Navy Area System Manager (ASM .

(2) Navy Local System Manager (LSM.

(3) Navy Help Desk (HD) Specialist.

(4) Navy Sub-Registration Authority (SRA).

(5) Navy Organizational Registration Authority (ORA).
(6) Navy Organi zational System Adm nistrator (OSA).
(7) Navy Organi zational Security Oficer (0SO.

(8) Navy Mail List Manager (M.M.

USMC specific positions will be added to the Directory as
t he DCOC becones functional .
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503. Registration Criteria for Navy Rol e Nanes

This section presents the nam ng conventions for the
assignment of Relative Distinguished Nanmes (RDN) for the Navy's
LNOSC S, the roles supporting these Control Centers, the
Certification Authorities, and the Navy Registration Authorities.
It also includes the nam ng conventions for three roles to be
supported by every Navy organi zati on that uses the DVS. These
roles include the ORA, the OSA, and the GSO

503.1 Synbols and Capitalization Rules

a. Listed below are the special nam ng constructs used in
describing the format for the various conventions defined in this
secti on.

(1) A represents a "space" character

(2) planane represents a PLAwith |ocation information.

(3) level-7 represents Level-7 entries RDN val ue
(city, base, post, canp, station). For ships and nobile units,
use entire planane.

(4) level-6 represents the Level -6 entries RDN val ue
mapped to two characters (Virginia=VA Italy=IT). If |evel-
represents the RDN of a ship or nobile organization, level-6 is
not used.

(5) nnnn is a sequence nunber.

(6) S represents the sensitivity.

(7) rolenane is a standard rol e nane.

(8) - is the actual dash character

b. Listed below are the capitalization rules for the nam ng
constructs to be applied when creating the RDN val ues for Contr ol
Centers and rol es.

(1) pl ananes ALL CAPI TALS.
Ex: NCTAMS LANT NORFOLK VA

(2) level-7 M xed Case is required.
Ex: Norfolk

(3) level-6 M xed Case is required.
Ex: Va

(4) S CAPI TAL.
Ex:

(5) rolenane ALL CAPI TALS.
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Ex: ORGREGAUTH and SECURI TY- OFFI CER

503. 2 Standard Rol e Nanes

b contains a list of the standard rol e nanes

curren”y ! |

defi ned for

DVMS managenent at the LNOSC S and the

mandatory roles at the DVS organi zation. The paragraphs

followi ng the table provide additional

rol e nanes.

NTP 22

detail s about each of the

LNOSC Rol e Nanme* LNGOSC Rol e Functi on Level
ASM . .. (M | Area System Manager 10
CERTAUTHNNNN. . . (M |Certification Authority (uses sequence 5

nunbers to further distinguish this
rol e)
CONFI GWNGR. . . (M | Configuration Manager 10
DI RADM Nnnnn. . . (O |Directory Admnistrator (uses sequence 10
nunbers to further distinguish this
rol e)
DMSOPSMNGR- . . . (M | DM5 Operations Manager 6
GSM NAVY-. .. (M | General System Manager for the Navy 6
HELPDESK. . . (M | Hel pdesk 10
LSM ... (M |Local System Manager 10
M_LADM Nnnnn. . . (O | Ml List Adm nistrator (uses sequence 10
nunbers to further distinguish this
rol e)
M_VANAGER. . . (M | Mil List Mnager 10
REGAUTH NAVY-... (M |Registration Authority for the Navy 6
REGAUTH PRI MARY-. (M |Primary Registration Authority for 6
Navy
REGAUTH SECONDARY- (M | Secondary Regi stration Authority for 6
Navy
SECURI TY- OFFI CER. . (M | Security Oficer 10
SUBREGAUTH. . . (M | Sub-Regi stration Authority 10
MANDATORY ROLES ( Mandat ory)
ORGREGAUTH. . . (M | Oganizational Registration Authority 8 or
ORGSECOFF. . . (M | Oganizational Security Oficer 8 or
ORGSYSADM N. . . (M | Oganizational Systens Adm ni strator 8 or
*Additional roles my be added to the table as needed.

Table 5-1

St andard Managenent Rol e Nanes
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503.3 Certification Authorities

Certification Authorities are at level-5 of the Directory
Information Tree (DI T) under OU=Navy.

Name format is CERTAUTHnnnnA( S- pl anane).
EXAMPLE:
C=US /C=U.S. CGovernnent / OU=DoD / OU=Navy /
CN=CERTAUTHO001 (U- NCTAMS LANT NORFOLK VA)

503.4 Registration Authorities

Regi stration Authorities are at level-6 of the D T under
OU=Navy / OU=Organi zati ons.

Name format is REGAUTHANAVY- pl anane,
REGAUTHAPRI MARY- pl anane,
REGAUTHASECONDARY- pl anane.
EXAMPLE:
CN=EREGAUTH NAVY- COMNAVCOMTEL COM WASHI NGTON DC( n)
CNEREGAUTH PRI MARY- NAVCOMTELSTA WASHI NGTON DC( n)
CN=EREGAUTH SECONDARY- NCTAMS LANT NORFOLK VA( n)

503.5 Navy d obal System Manager

The Navy's d obal Systens Manager is at level-6 of the DIT
under OU=Navy / QOU=Organi zati ons.

Nane format i s GSMANAVY- pl anane.
EXAMPLE:
CN=GSM NAVY- COVNAVCOMIELCOM WASHI NGTON DC( n)

503. 6 Navy DMS Operations Manager

The Navy's DMS Operations Manager is at level-6 of the DIT
under OU=Navy / QOU=COrgani zati ons.

Nane format i s DVBOPSMNGRANAVY- pl anarne.
EXAMPLE:
CN=DVBOPSMNGR NAVY- COVNAVCOMTEL COM WASHI NGTON DC( n)

503.7 Area Control Center Names

Area Control Center nanmes are at level-9 of the D T under
their correspondi ng organi zation's PLA entry. The ACC nane is
not a role nane, but it is listed in this section because the ACC
nmust be registered before the roles at the ACC can be registered.

Name format i s ACCAl evel - 7Al evel - 6.

EXAMPLE for the ACC at Norfol k Virginia:
OU=NCTAMS LANT NORFOLK VA (n) / OU=ACC Norfol k Va(n)
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503.8 Local Control Center

Local Control Center nanmes are at level-9 of the DI T under
their correspondi ng organi zation's PLA entry. The LCC nane is
not a role nane, but it is listed in this section because the LCC
nmust be registered before the roles at the LCC can be registered.

Name format i s LCCAl evel - 7Al evel - 6.
EXAMPLE for the LCC at Jacksonville Florida:
OU=NAVCOMTELSTA JACKSONVI LLE FL (n)/OU=LCC Jacksonville Fl (n)

503.9 Renpte Server Site

Renpote Server Site nanmes are at level-9 of the DI T under
their correspondi ng organi zation's PLA entry. The RSS nane is
not a role nane, but it is listed in this section because the RSS
nmust be registered before the roles at the RSS can be registered.

Nane format i s RSSAl evel - 7Al evel - 6.
EXAMPLE for the RSS at Hanpton Roads Norfol k Virginia:
OU=NCTAMS LANT DET HAMPTON ROADS NORFOLK VA(n)/
OU=RSS Hanpt on Roads Norfol k Va(n)

503. 10 Mandatory Rol e Nanes for Managenent Centers

Mandat ory rol e names for managenent centers are at |evel-10
under their corresponding |evel-9 LNOSC entri es.

Nane format is rol enaneAl evel -7.
EXAMPLE for ASM for the ACC at Norfol k:
OU=NCTAMS LANT NORFOLK VA(n)/
OU=ACC Nor fol k Va(n)/
CN=ASM Nor f ol k( n)

EXAMPLE for LSM for the LCC at Jacksonville Fl:
OU=NAVCOMTELSTA JACKSONVI LLE FL(n)/
OU=LCC Jacksonville Fl(n)/
CN=LSM Jacksonvi |l |l e(n)

EXAVMPLE for Security Oficer at the RSS Hanpton Roads:
OU=NCTAMS DET HAMPTON ROADS NORFOLK VA(n)/
OU=RSS Hanpt on Roads Norfol k Va(n)/
CN=SECURI TY OFFI CER Hanpt on Roads Nor f ol k( n)

EXAMPLE for MM at the LCC Jacksonville Fl:
OU=NAVCOMTELSTA JACKSONVI LLE FL(n)/
OU=LCC Jacksonville Fl(n)/
CN=MLMANAGER Jacksonvi | | e(n)

EXAMPLE for SRA at LCC Jacksonville Fl:
OU=NAVCOMTELSTA JACKSONVI LLE FL(n)/
OU=LCC Jacksonville Fl(n)/
CN=SUBREGAUTH Jacksonvi |l | e(n)
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EXAMPLE for Configuration Manager at LCC Jacksonville Fl:
OU=NAVCOMTELSTA JACKSONVI LLE FL(n)/
OU=LCC Jacksonville Fl(n)/
CN=CONFI GWGR Jacksonvi l | e(n)

EXAMPLE for Hel pdesk at LCC Jacksonville Fl
OU=NAVCOMTELSTA JACKSONVI LLE FL(n)/
OU=LCC Jacksonville Fl(n)/
CN=HELPDESK Jacksonvill e(n)

503. 11 Optional Role Nanes for Managenent Centers

Optional role nanes for managenent centers are at |evel-10
under their corresponding |evel-9 LNOSC entri es.

Nane format is rol enaneAl evel -7.
EXAMPLE for MLA at the LCC Jacksonville Fl:
OU=NAVCOMTELSTA JACKSONVI LLE FL(n)/
OU=LCC Jacksonville Fl(n)/
CN=MLADM N1 Jacksonvill e(n)

EXAMPLE for DA at the LCC Jacksonville Fl:
OU=NAVCOMTELSTA JACKSONVI LLE FL(n)/
OU=LCC Jacksonville Fl(n)/
CN=DI RADM N5 Jacksonvi |l | e(n)

503. 12 Mandatory Organi zati onal Rol es

There are three mandatory organi zational roles for every
organi zation registered in DVS. These roles are the ORA, the CSA
and the OSO

Nane format is rol enanme-pl anane.
EXAMPLE for each organi zational role at Chief of Naval Operations
(CNO) WASHI NGTON DC:

CN=ORGREGAUTH- CNO WASHI NGTON DC( n)

CN=ORGSYSADM N- CNO WASHI NGTON DC( n)

CN=ORGSECOFF- CNO WASHI NGTON DC( n)

504. USMC Registration Criteria
USMC Regi stration Criteria are still being devel oped and w ||

be pronul gated separately and incorporated in this docunent at a
| at er date.
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CHAPTER 6
NAVY LNOSC OPERATI NG _PROCEDURES

601. Gener al

Thi s chapter describes the operating procedures to be
foll owed by Navy LNOSC personnel. The role responsible for
di rect supervision of LNOSC activity is the Operations Manager,
wor ki ng under the authority of the LSM

602. RADAY Change Procedures
602.1 Reports

The followi ng reports are required at change of RADAY or as
soon as possible thereafter.

System St at us Report.

Cumul ative Statistics Report.

Dai |y Navy LNOSC Summary Report.

Dai |y Navy LNOSC System Performance Report.

oo

602.2 Audit Collection

As soon as possible after RADAY change, the audit reports and
audit trail data fromthe DVS conponents for the previous RADAY
nmust be col |l ected, reviewed, and retention ensured as required by
DI SA and COWNAVCOMIELCOM  This is the duty of the OSA and the
GsO.

602.3 System Backups

The OSA nust ensure that system backups are perforned.
Syst em backups nmust be perforned on a regular schedule, in
accordance wth the Navy LNOSC SOP. This is normally done near
RADAY change, but it is not associated specifically with that
time.
602.4 Hel p Desk Logs

The HD specialist nust ensure that HD trouble reports and
ot her required hard copy |ogs are closed out and fil ed.

602.5 Operations Message Files

Each operations role is responsible for filing all operations
nessages.

603. Shift Change Procedures

a. The Operations Managers will ensure that operation of the
LNOSC i s nai ntai ned under controlled conditions during shift
changes. Shift turnover will occur anytinme that one shift
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relieves another and will occur at a time established by the LSM
Shift turnover procedures will ensure that:

(1) The transition is carried out with mninmal custoner
i npact .

(2) The transfer of pertinent information will take
pl ace.

(3) There will be an adequate discussion of events,
procedures, and techni ques between the departing and arriving
Qper ati ons Managers.

b. Prior to shift change, the on-duty Operations Manager
will ensure that:

(1) The naster station | og has been updated with al
pertinent information.

(2) Qutstanding trouble tickets have been revi ewed and
properly annot at ed.

(3) The work area is clean and uncl uttered.
c. The Operations Manager reporting on-duty wll:
(1) Reviewthe station |og.

(2) Review and assess trouble tickets for conpl et eness
and priority.

(3) Review inventories and take appropriate action in
the event of discrepancies. This may include conducting a second
i nventory, retaining outgoing personnel, or conducting searches.

(4) Ensure the work area is clean and uncl uttered.

d. During shift change, the outgoing and the incom ng
persons responsi ble for accountable material must conduct a joint
inventory of such material and both persons nust sign the
inventory form |If an unexplained discrepancy is found, the
responsi bl e person fromthe old shift may be required to renain
until the discrepancy is resolved or an initial investigation is
conduct ed.

e. Since sone procedures are |engthy and may extend over a
shift change (e.g., system backups, systemrestorals, system
upgrades), the role performng the action on the old shift nust
make sure that the sane role on the new shift is aware of the
progress nade and of any possi bl e probl ens.

f. Additional duties of the outgoing and incom ng shifts
i nclude, but are not limted to, jointly:
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(1) Reviewing trouble ticket actions, including the
nunber of tickets opened, escal ated, and cl osed. Review ng al
urgent open tickets, the current status of such tickets, and what
actions nust continue.

(2) Reviewing daily sumrmary reports, conponent status
reports, Cunulative Statistics Report (CuntStat), System Status
Report (SysStat), and other pertinent information and reports.

(3) Resolving station inventory discrepancies, if any.

(4) Review ng nmajor outages.

(5) Review ng configuration changes.

(6) Being aware of visitors in building and any visits
schedul ed during the incom ng shift.

(7) Calling attention to bulletins, nmenoranda, or other
information of interest to be passed fromshift to shift.

g. At the close of each shift, the Help Desk is responsible

for providing a printout of all open trouble tickets requiring
review for the oncom ng Operations Manager
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CHAPTER 7
| NTERI M PROCEDURES

701. Gener al

This chapter describes InterimProcedures (I1P), the need for
them and the way in which they are inpl enented.

DoN DVS operations and nmanagenent procedures are normally
contai ned in docunents such as this one or in SO S devel oped at
operational sites. But interimprocedures are sonetinmes required
to all ow continued operations until conmponent changes are made or
final procedures developed. 1In an effort to inplenent DVS gl obal
system operati on and managenent procedures, DI SA has established
an interimprocedure promnul gation process. This process ensures
t hat operational procedures are distributed to the field as soon
as they are devel oped to provide operational consistency. This
process will also be applied to changes to procedures in
previ ously published DISA Crculars or other formal docunents
pendi ng update and distribution of the changed docunent.

702. InterimProcedure Notice (IPN)

IPPS will be provided via a GSMi ssued nenp under the subject
title of "InterimProcedure Notice". This IPNw Il provide the
interimprocedures for a specific DVMS system operation or
managenent situation that requires coordi nated and consi st ent
response anong the RNOSC S and Navy LNOSC S. The IPN w Il be
sent to all the RNOSC S, DM5 Qperations Wrking Goup Menbers,
and DVS Program Managers. The RNOSC S will distribute the IPS
to their subordinate control centers. Recipients are urged to
gi ve wi dest dissem nation to these procedures within their
organi zations. The IPPS will also be posted to the
COWMNAVCOMTELCOM Support Servi ces Wb Page at
“Wwv. nctc. navy. ml”.

Initially, only interimprocedures that apply to Navy
operations wll be posted to the COWAVCOMIELCOM Wb site. DVS
interim procedures and operating guidelines for the USMC are
under devel opnment. Once USMC procedures are in place, links to
them fromthe COMNAVCOMTELCOM Wb site will be provided. USMC
sites will also have direct access to all InterimProcedure
docunents through the DCOC Wb Page. Access controls will be in
pl ace to safe guard this information. Instructions for gaining
access to the interimprocedural information will be provided on
t he COMNAVCOMTELCOM Wb site.

703. Interim Procedure Description
Each interimprocedure will address a particul ar operational

situation such as trouble ticketing or configuration change
procedures. Each procedure will be assigned a nunber to uniquely
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identify and reference the procedure. The procedure will also
i nclude a version nunber to identify and track revisions.
EXAMPLE:

P 1-VO1

IP = InterimProcedure

1 = Procedure nunber 1

V = Version

01 = version sequence nunber
The version nunber will be increnented each tinme the procedure is
updat ed.

Every time an IPNis sent out with a new procedure or an
update to an existing procedure, it will also include a list of
the current procedures by |IP nunber, version, and title. This
process will ensure that all operational elenents are
continuously informed of the current procedures and of the
applicable version. |[If a site does not have the current version,
it is easy to reference and obtain a copy.

EXAMPLE:

Current Procedures

1-V01 (Operations Coordination Messages
2-V01 Message Trace Procedures

3-V01 Configuration Change Procedures
4-V01 Upgrade Procedures

704. Finalizing an Interim Procedure

The interimprocedures provided in the PN are not final and
may be nodified and updated as required until final publication
in a D SA Crcular or other DoD directive. Requests or
suggestions for nodification may be addressed to the GSMvia an
Qper ati ons Message. When a procedure is finalized and published
in a DSA Crcular, the procedure nunber will be retired.

Al'l DMS operations activities are urged to keep the
procedures on file and to conply with themas witten. These
procedures are devel oped for interoperability and operati onal
efficiency in the global environnent. This result can only be
achieved if all activities participate cooperatively.
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CHAPTER 8
TROUBLE_T| CKET PROCEDURES

801. Gener al

This chapter identifies the procedures for processing and
escal ating trouble tickets between the Navy LNOSC S and t he
RNOSC S. It also identifies the procedures for RNOSC referral of
trouble tickets to the DVB integration contractor for resolution.
Figure 8-1|provides an overview of the process.

802. Trouble Tickets

A trouble ticket is a function of the DV MA6. It provides
the capability to record and track DVS problens fromthe initial
report through problemresolution. Wen a problemcan not be
resolved internally, the trouble ticket can be escalated to the
next level for resolution, i.e., between Navy LNOSC S and to the
RNOSC. The technical description of the trouble ticket function
and operating procedures can be found in the System Design
Architecture and the DM5 System Manual. These docunents are
continuously updated and are available fromthe DVS Onli ne
Library. The DM5S Online Library is accessible through the DI SA
DMS Controll ed Access WEB Page. A link to DI SA VB Page is
provi ded at [www. nctc.navy.ml7]. A password is required to
access the site. TInformation on how to obtain a password is
provi ded on the DISA DM5S Wb Site.

803. Trouble Ticket Priority and User | npact

The DMS trouble ticket priority codes and associ at ed
descriptions are identified in The priority is set by
the organi zation that originated e trouble ticket. During the
initial review of the trouble ticket at the RNOSC, the priority
will be validated in accordance with The GSM in
coordination with the RSM can upgrade or downgrade priorities to
better neet the specified criteria. The originating Navy LNGCSC
will be notified if the priority is changed. The user i npact

wi |l not be changed at the RNOSC.

804. Navy LNOSC Troubl e Ticket Procedures

A Navy LNOSC will work DVS problens locally until it is
determ ned that a problemis not within the |ocal domain or can
not be resolved with |Iocal resources. Navy LNOSC S will contact
the next upward level in the process of troubl eshooting. The
probl em reporti ng and nmanagenent structure for each Navy ACC is
presented in Flgure 8-2|through 8-5. USMC procedures parall el
t hose of the vy except all sites will elevate trouble ticket
i ssues to the DCOC which will determ ne whether the problem
shoul d be forwarded to the RNOSC. Under Navy policy, only an ACC
is authorized to contact or escalate a trouble ticket to the
RNOSC. RSS' S and LCC S will report problens and escal ate trouble
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tickets in accordance with the reporting structures shown. At
each level, if the higher level center can not provide the
necessary assistance inmediately, it will advise the |ower |evel
center to prepare and escalate a trouble ticket. A Navy LNOSC
originated trouble ticket will be escalated to the next higher
Navy LNOSC, until it is escalated by the ACCto the RNOSC if
necessary.

Navy LNOSC escal ated trouble tickets will be prepared in
accordance with Mandatory fields are shaded; all
other fields are erther automatically generated or are not
applicable for Navy LNOSC escal ated troubl e tickets.

Al'l troubl eshooting steps taken to resolve a problem to
i ncl ude system docunentation references (e.g., DVMS System Manual
adm ni stration guides), shall be included in the trouble ticket
diary. Escalated trouble tickets without the mandatory fields

and a conpl ete troubl eshooting synopsis in the diary will go into
queue until the information is obtained fromthe submtting Navy
LNOSC. If the information cannot be obtained after four business

days (Monday - Friday, not including holidays), the receiving
Navy LNOSC or the RNOSC will cancel the trouble ticket and send a
cancel l ati on notice by organi zati onal nessage to the submtting
Navy LNOSC organi zati onal account.

Some problens that require the Navy LNOSC S to escal ate
trouble tickets may be in the DTH.  Wen a DTH problemis known
or suspected, the Navy LNOSC S will not escalate trouble tickets
to the DTH directly. The escalation chain will be followed. The
RNOSC wi || always be the interface between the Navy LNOSC S and
the DTH and will determ ne whether a trouble ticket is related to
a DTH problem Requests for the status of an escal ated trouble
ticket will follow the same chain as the trouble ticket itself.

805. Escal ated Troubl e Ticket Procedures

The Navy LNOSC or the RNOSC receiving an escal ated trouble
ticket will process the trouble tickets according to the priority
set by the originating Navy LNOSC. Processing tine frames are
identified in ﬁa?!e 8-1 The Navy LNOSC or the RNOSC wi |l work
problens until 1T s determ ned the problem can not be resol ved
with local resources. |If the RNOSC nmakes that determ nation, it
will escalate the trouble ticket to the DVMS integration

contractor for resolution; no other center is authorized to do
SoO.

Each center will provide the status of open trouble tickets
to the originating sites regularly. This status report includes
trouble tickets escalated by the RNOSC to the DVMS integration
contractor.
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Once a probl em appears to have been resol ved, the resolving
center will contact the Navy LNOSC that submtted the trouble
ticket to ensure the problem has been resolved. |If so, the
resolving center may close the trouble ticket.
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Problem Reporting
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Corrects the problem

INTEGRATION
CONTRACTOR

Notifies the RNOSC
of fix or workaround

L]

RNOSC

and closes TT

Corrects the problem

RNOSC

Y

Advises the LNOSC
of resolution

v

LNOSC

and closes TT

Corrects the problem

LNOSC

Coordinates with the

OSA and/or User to

ensure satisfactory
resolution

Y

Y

OSA

Corrects the problem

OSA

Y

Advises User of
resolution

USER

Verifies resolution

LNOSC

If the LNOSC is unable to
resolve the problem, the TT
is elevated to the RNOSC

1]

Can the RNOSC resolve
the problem?

*No

Vs

An RSS elevates to its LCC or
ACC if there is no LCC in its
chain. An LCC elevates to its
ACC. Only an ACC may elevate
to the RNOSC.

RNOSC

If the RNOSC is unable to
resolve the problem, the
RNOSC elevates the TT to
the DMS integration
contractor and advises the
GNOSC and the LNOSC
that initiated the TT

Fi qure 8-1

Probl em Reporti ng Process Fl owchart
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Rep."
Priority

Remedy
Priority

2z

User®
Impact

Criteria

Process”
Time

1

Urgent

Critical

Total loss of a site's capability to provide local
messaging and/or directory services, through
primary and back-up modes or

Complete isolation from the DMS backbone for
messaging and/or directory services through
primary and alternate routes

24 Hours

Priority

Serious

Partial loss of a site's capability to provide local
messaging and/or directory services through
primary or back-up modes and loss of remaining
capability would result in a total loss of
messaging and/or directory services or

Partial isolation from the backbone through
either primary or alternate routes and loss of the
remaining routes would result in total isolation
from the backbone for messaging and/or
directory services

2 Days

Routine

Medium

Condition that does not cause loss of
messaging and/or directory services capability
with or without operational workarounds
employed

4 Days

4

N/A

Low

(Priority 4 is Monitor Status for RNOSC

Use Only)

Requests for system improvements requiring
software or hardware design change or addition
of a new product

Indef.

Notes:

1. Report Priority: Reporting priority code commonly used in reports. This is not an option in the trouble
ticket application.

2. Remedy Priority: Priority scheme included in the Remedy Trouble Ticket application. These are the
choices available to the operator. The Remedy Trouble Ticket Priorities of Urgent, Priority and Routine
correspond to Report Priorities 1, 2 and 3 respectively.

3. User Impact: This relates to how important the problem is to the user. It does not necessarily have to
correspond to the other priorities. For example the problem is a Report Priority 3 according to the criteria but
the user feels the problem is User Impact - Serious.

4. Process Time: This is RNOSC processing time according to the report priority set by the Navy LNOSC.

Tabl e 8-1

Trouble Ticket Priority Table
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FIELD

ENTRY

TT ID NO

Auto generated when ticket is opened

CALLER NAME

Last Name of caller reporting the problem to the ACC/LCC help desk

CALLER PHONE

Phone number of caller, Commercial and DSN if DSN is available.
For overseas locations, include the international access number
followed by country, city prefixes followed by the phone number.

SITE

Base, Post, Camp, Station or Region where customer is located.
Organizational acronym followed by geographical location and
organization

POC LAST NAME

Last name of ACC/LCC primary contact

FIRST NAME First name and/or rank of primary contact

POC PHONE Phone number of individual with knowledge of problem. Commercial
and DSN if DSN is available.

POC E-MAIL E-Mail address of primary contact

POC ORGANIZATION Organization acronym of primary contact. This entry should reflect

Optional the organization of individual reporting the problem at the ACC/LCC

SHORT DESCRIPTION

Primary effected equipment. Example: LDSA Problem

PROBLEM DESCRIPTION

Primary affected equipment followed by a brief description of
problem. Should be short and descriptive, not to exceed 60
characters. The diary field is used in-depth descriptions. Ex: LDSA
fails in directory search

SUBMITTER (Optional)

Last name of person opening the trouble ticket

ASSIGNED GROUP

N/A for ACC trouble tickets escalated to the RNOSC

ASSIGNED TO

N/A for ACC trouble tickets escalated to the RNOSC

USER IMPACT
(see Table 8-1, criteria)

Critical, Serious, Medium, Low

REMEDY PRIORITY
(see Table 8-1, criteria)

Priority 1: Urgent
Priority 2: Priority
Priority 3: Routine
Priority 4: Monitor (RNOSC use only)

STATUS

FIELD MEANING

New N/A for escalated tickets
Assigned N/A for escalated tickets

Auto Escalated

N/A for escalated tickets

Work in progress

N/A for escalated tickets

Transferred Escalated to RNOSC

Cancelled N/A for escalated tickets
Closed N/A for escalated tickets
Monitor N/A for escalated tickets

Tabl e 8-2

Troubl e Ticket Preparation Form
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DIARY

(1) Complete problem description

(2) All troubleshooting steps taken to resolve a problem, to include system documentation references (
e.g., DMS System Manual, administration guides.)

(3) Equipment time of outage

(4) All contact with users, including date and time of failed attempts.

(5) Format: Start all entries with "PER, name of individual providing problem description followed by
location followed by description (i.e. PER Smith/Ft Monmouth LCC, SMTA WILL NOT PASS
MESSAGES..../[ASMITH//). Finish each entry with two slants (//), first initial, and last name// of individual

entering information.

(6) If the problem is hardware, include exact location of equipment, the CPU number of the equipment,
serial number, and alternate commercial telephone numbers of the point of contact that will assist the

vendor with resolution.

HARDWARE/SOFTWARE
DESIGNATION

Specify:. HARDWARE or SOFTWARE

COMPONENT NAME

Identify primary equipment affected.
Example: (DKMWSEFGV002)

COMPONENT POC NAME

Point of contact with knowledge of the component reported.

IP ADDRESS

Internet port address

HOST NAME (Optional)

Device hostname

PRODUCT NAME (Optional)

Product name of component

PRODUCT VENDOR (Optional)

Name of vendor supplying the product to the site

SUBMIT TO DAS

RNOSC use only

COMPONENT TYPE

Primary affected component, e.g. PGWS, BGWS, LDSA, LMTA.

HW SERIAL NO

Serial Number of hardware platform that the component resides on

DATE TRANSFERRED (D/T)

Automatic entry

OPEN TIME

Automatic entry

TRANSFER TICKET BUTTON

Used by site to transfer trouble ticket to RNOSC

CREATE DATE (D/T)

Automatic entry

TIME MODIFIED (D/T)

Automatic entry

RESOLUTION N/A for ACC escalated trouble tickets
CLOSED DATE (D/T) Automatic entry
CLOSED BY N/A for ACC escalated trouble tickets

VENDOR NOTIFIED DATE (D/T)

N/A for ACC escalated trouble tickets

LMFS TSD NO

N/A for ACC escalated trouble tickets.

LMES PTR NO

N/A for ACC escalated trouble tickets.

Tabl e 8-2

( Cont i nued)

(This form is available to OSA'S for submission of Problem Reports, including Message Trace
Requests, to the LNOSC. Once made a trouble ticket, it is used by the LCC LNOSC to escalate
problems to the ACC, and by the ACC to escalate problems to the RNOSC, as appropriate.
Shaded fields are mandatory for ACC escalation to the RNOSC. Other fields are either
automatically generated by the MWS or are not required for escalation from an ACC to the

RNOSC.)
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ACC RNOSC-C
NCTAMS LANT Columbus, OH
Norfolk, VA
LCC LCC LCC
NAVCOMTELSTA
NAVCOMTELSTA Jacksonville, FL EﬁYCil\/IITEILSJA
Washington, DC eflavik, Icelan

RSS RSS RSS

NCTAMS LANT NAVCOMTELSTA NAVCOMTELSTA
DET Roosevelt Roads, PR Pensacola, FL
Brunswick, ME

RSS

NCTAMS LANT DET
Hampton Roads,
Norfolk, VA

Fi gure 8-2

ACC NCTAMS LANT Norfol k VA Reporting and Managenent Structure

8-8 ORIGINAL



UNCLASSIFIED

NTP 22

ACC RNOSC-E
NCTAMS .
EURCENT Vaihingen,GE
LCC LCC
NAVCOMTELSTA NCTAMS
Bahrain EURCENT DET,
London, UK
RSS RSS
NAVCOMTELSTA NCTAMS EURCENT
Sicily, Italy DET, Rota, Spain
Fi gure 8-3
ACC NCTAMS EURCENT Naples Italy Reporting and Managenent
Structure
8-9
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ACC RNOSC-P
NCTAMS PAC | Pearl Harbor, HI
Honolulu, HI
|
|
LCC
NAVCOMTELSTA
FAR EAST

Yokosuka, Japan

RSS LCC RSS
NAVCOMTELSTA NCTAMS PAC NCTAMS PAC DET
Guam DET, Oahu, Hl Chinhae, KO

Fi gure 8-4

ACC NCTAMS PAC Honol ulu H Reporting and Managenent Structure

RNOSC-C
Columbus, OH

ACC

NAVCOMTELSTA
San Diego, CA

LCC
NAVCOMTELSTA
Puget Sound, WA

Fi gure 8-5

ACC NAVCOMTELSTA San Di ego CA Reporting and Managenent Structure
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CHAPTER O
VESSAGE TRACE PROCEDURES

901. Gener al

Thi s chapter describes the nmessage tracing process. Message
tracing not only allows tracking of a single nessage, but
provi des a valuable tool in recognizing and correcting system
probl ens.

Message tracing is usually enpl oyed when the originator and
an intended recipient of a nessage together determ ne that the
i ntended recipient did not receive a properly addressed and
subnmtted nessage or that the nessage was received only after
excessive delay. The exact neans by which that determnation is
made and the nethod by which the nessage is identified between
originator and intended recipient is outside the scope of this
docunent. Message identification can be by date-tinme group
(DTG, MIlitary Message ldentifier, subject matter, or any other
suitabl e and nutual ly understood identification.

The actual nmessage trace process begins with the nessage
originator, who requests the assistance of the OSA in anal yzing
the problem and determ ning that the nessage was actually
transmitted. |If the trace nust be continued outside the
organi zation, the OSA subnmits a Message Trace Request (MIR) as a
Probl em Report to the Navy LNOSC Hel p Desk.

When a non-receipt is reported to the nessage originator, the
originator has the option to resubmt the nmessage to the

reci pient claimng non-receipt, to all intended recipients, or to
none. |If a nessage contained tine sensitive information, its
resubm ssion nmay be confusing. |If the nmessage was addressed to a

Mai | List of which the user claimng non-receipt is a nmenber, the
resubm ssion shall be directed only to that user.

902. Message Trace Procedure

a. Message trace requests nust be submtted after the
threshol d times shown in [fable 9-I]and within 30 days after
subm ssion of the original nessage. Trace requests nust contain
the user's nessage identification information, the MIS nessage
identification, the recipient(s) to which the nmessage is to be
traced, the Message Transfer Agent (MIA) to which the nessage was
submtted, and the tine of subm ssion. The DVS goal is to
provide full response to trace requests within | ess than 24
hours, depending on the precedence of the original nessage and
the availability of automated tools.

b. Message tracing is limted to the follow ng conditions:

(1) daimof non-receipt by an addressee w thout a Non-
Delivery Notice being returned to the originator.
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(2) Receipt of an Non-Delivery Notice (NDN) for which
t he cause cannot be determ ned.

(3) Cdaimof delay in recei pt of a nessage beyond the
required delivery times shown in

c. Message tracing will not be used solely to receive a
definitive verification of nessage receipt; the nessage
originator should request such verification at the tinme of
nmessage transnmi ssion or by direct contact with the intended
reci pi ent.

d. An intended recipient claimng non-receipt or inordinate
delay nmust first determne that there was no procedural failure
wi thin the receiving organi zati on and no problemw thin an
or gani zati onal conponent, such as the PUA. Once assured that the
non-recei pt or delay was not caused within the receiving
organi zation, the recipient advises the originator of non-
recei pt. Once advised of non-receipt, the originator will ensure
that there was no failure at the originating organization (e.qg.,
failure to respond to an NDN). Having rul ed out procedural
error, the CSAwill initiate a trace request with the serving
Navy LNOSC Hel p Desk

903. Thresholds for Message Trace Initiation

The threshol ds outlined in [fable 9-1]establish the tines,
based on nessage precedence, in Ich a DV5 nessage shoul d be
delivered or in which the sender should receive an NDN. If a
nmessage has not been delivered or an NDN received within the
threshold, the originator can initiate a nessage trace according
to the procedures outlined in the follow ng sections of this
docunment. Requests for nessage trace that are not in accordance
with established thresholds will normally be rejected by the Navy
LNOSC or RNOSC. However, operational conditions or mssion-
rel ated circunstances nay necessitate exceptions to the nessage
trace policy. The RNOSC will evaluate requests for exception to
establ i shed nessage trace policy on a case-by-case basis.
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Precedence | MIS Gade |MIS Mx. [Oig.-to- Mn. Msg. | Max.
of Ti me of Reci p. Max. | Trace MBg.
Del i very Delivery |TOD Threshol d | Length
Critic 3 Mn. 5400
ECP Ur gent 3 Mn. 10 M n. 30 M n. 7000
Fl ash 7000
| medi at e Nor mal 20 M n. 20 M n. 4 Hours 1 M.
Priority Nor mal 20 M n. 45 M n. 6 Hours 2 M.
Rout i ne Non- Urgent |8 Hours 8 Hours 12 Hours |2 M.
Table 9-1
Message Trace Threshol ds
904. Lost Message

When a trace request is conpleted without a determ nation of
ei ther message delivery or transm ssion of a non-delivery notice
was sent, the nessage is considered to have been lost. If a
nessage trace reveals such a situation, the Navy LNOSC or RNOSC
Anal yst nust be notified. After analysis, the Anal yst nust
submt a | ost nessage report to the nessage originator, the
i ntended recipient(s), the RSM and the GSM The report mnust
indicate the nature of the nessage, the trace efforts involved,
the tine of the occurrence, and, if possible, a determ nation of
the reason for the |oss.

905. Record Retention
Al'l nessages originated, stored, or received in DV5S are
Federal Records and shall be managed in accordance with Para.

332, ACP 123 U.S. Supp. 1. Al conponent (nessaging, directory,
and system managenent) audit trails and | ogs nust be avail able on
line for 30 days and off line for at |east one year. On-line
records nmust be accessible within 10 m nutes and off-line records
nmust be accessible within 4 hours. All incom ng and out goi ng
nmessages nust be stored at the user conponent (UA or M5) for a

m ni nrum of 10 days and during that tine be able to be retrieved
in less than 10 m nutes.

a. Wien a user sends a nessage, the UA'S functionality
provi des accountability by assigning a Mlitary Message
Identifier (MMD) to the nmessage and placing it in the nessage
header. The MM D is used for |ocal nessage accountability only.
Once the nessage has been transported to the MIS via the GA5, a
Message Transfer Systemldentifier (MISID) is assigned to the
nessage. The MISID is the constant accountability nunber that
can be used to track nessages throughout the DVS gl obal
i nfrastructure.
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b. To initiate a nessage trace, the OSA at the originator's
organi zation submts a Message Trace Request as a probl emreport
to the Navy LNOSC Hel p Desk. The formis shown in Figure 8-2]
The Diary field is filled out as shown in Figure 9-1I Thrs
Request provides the MM D, the MISID, and other 1nfornation
pertinent to the nessage. The LCC Hel p Desk nmakes this
information the basis of a Trouble Ticket. The Help Desk
operator or an MAS operator then uses the MAS to obtain the MISID

and extract all information on that MISID fromthe archives of
t he LNOSC conponents. The MAB generates a report show ng al
action on the nessage. |If the reason for non-delivery is found

at the Navy LNOSC, the tracer action stops and all concerned are
notified of the nmessage disposition and any corrective action
taken or pl anned.

c. |If the LCC cannot fully determne if the nessage was
successfully delivered, the LCC Hel p Desk forwards the MIR to the
ACC for forwarding to the RNOSC for further tracking. The trace
is continued through the exchange of operations nmessages as
required. |If the nessage was transmtted to a | egacy system the
trace is continued by addressing an MIR nessage to the next
RNOSC, the receiving LNOSC, or the | egacy system service
position. The originator, intended recipient, and the
originating LNOSC are notified of the results at each |evel.

d. Message Trace Requests nust be submtted within 30 days
after the subm ssion of the original nmessage and nust contain the
user's M D, the MISID, the intended recipient(s) of the nessage
to whom delivery was not effected, the GA5 to which the nessage
was submitted, and the tinme of submi ssion. A full response to

trace requests should be provided within 24 hours. |If no
response is received within 24 hours, a second request will be
submtted. |If there is no response after a second 24 hours, the

submitting LNOSC will submt a third request to the DI SA GNOSC
(GSM and RNOSC with an information copy to the Navy GSM  The
DI SA GNOSC or RNOSC shal |l provide a formal deposition of the
nmessage trace results.
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DI ARY

(1) Message Trace Request
(2) Message Identification
<Date-time G oup>
<MM D>
<MrSI D>
<originator> clains non delivery to <intended recipient>.
Research indi cates nessage transnitted
to PGAS <PGAS5 | D> at 041500Z Feb 00.
(3) Request trace nmessage and advi se ALCON.

Figure 9-1

D ary Section from Message Trace

906. Speed of Service Considerations

Speed of Service is defined as the tinme from nessage
submission to the tine it reaches its destination UA, PUA or M.
Tabl e 9-1] sumarizes the speed of service requirenments for each
message precedence at its corresponding G ade of Delivery, as
specified in the Required Operational Messagi ng Characteristics
(ROMC). Both the MIS transmission tinmes and the originator-to-
recipient tinmes are shown. These are further qualified with
maxi mum nmessage sizes. The maxi num nessage size is not the
| argest size nessage that the systemw || be able to carry at
each level, but rather the largest size for which the indicated
speed of service is required. Message length is given in bytes
(or characters) of 8 bits. Total nessage |ength does not include
all required systemand protocol overhead. |If the transm ssion
speed cannot be net, the MIS shall deliver the nessage as quickly
as possible. If the originator specified a | atest delivery tineg,
the nessage will be renoved fromthe systemand an NDN wi || be
returned to the originator when this tinme is passed.

907. Message Trace Process Di agram

igure 9-2]is a diagram in f
trace process. The USMC will fol
Fl omchart entries for the LNOSC s
USMC acti ons.

| owchart form of the nessage
|l ow a simlar process.
houl d be interpreted as LCC for
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Coordination Process
Message Y B 131 e e «——
Originator To Determine Non-receipt Recipient
OSA SearCheS IIIIIIIslgleluplglIIIIIIIIIIIIIIIII OSA SearCheS
send archives rec. archives
| SR
Was message Was message
transmitted to No Yes received?
PGWS
\ J
i Yes i No
Was NDN
No | received? OSA reports
' non receipt to
¢ Yes intended recip.

Was Message

resubmitted? J >

i Yes

Reinitiate process
to determine actual
message involved

End of tracer action.
* Reports must be made to Message
Originator, Intended Recipient, and
OSA sends Message LNOSC or RNOSC(s) involved.
Trace Request
(MTR) to LNOSC Analysis and problem reports may
be required if a non-delivery was
¢ due to hardware or software failure.
LNOSC searches OSA'S should institute or
PGWS archives A recommend procedural changes
+ where required.
e N
Was message >
received?
. | J No
Yes

Fi gure 9-2

DVS Message Trace Fl owchart

9-6 ORIGINAL



UNCLASSIFIED

NTP 22

Was intended Was message
recipient a local Yes transmitted? Yes
PGWS user?
i No
-
Was message W No
transmitted to
BMTA?
N
+ Yes
Is this third v
request (48 Hours es
w/o reply)?
i No
No reply from RNOSC
LNOSC sends after second request.
MTR message t_o > Report lack of response
RNOSC. (Note if on daily report.
2nd request)
RNOSC searches Note 1. If both message originator and
BMTA archives intended recipient are in the same
+ organization, the OSA researches both the
s N send and receive archives and reports the
Was me,s)sage No findings to all concerned. No Message Trace
L received? ) > Request is sent to the LNOSC, since the
¢ message was never sent to the PGWS. If
Yes < non-delivery was due to hardware or software
Was message No failure, the OSA will submit an appropriate
transmitted? » problem report on the failure.
- J
P ¢ Yes <
Was message ves
transmitted to
another region?
N J
i No
RNOSC sends
MTR to recipient
LNOSC
Figure 9-2 (Continued)
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©
]

RNOSC sends LNOSC searches
MTR to next archives
RNOSC
v v
(Successor) No Was message
RNOSC received?
searches BMTA L J
archives i
Yes
4 ) No No Was message
Was message S,
received? transmitted ¢
\ J
+ Yes
e N
Was message No q LNOSC sends MTR
transmitted? to OSA of recip. org.
- J
L Yes i
p
Was message
transmitted tgo No OSA searches org.
another Region? archives
\
¢ Yes
e A
RNOSC sends < No | Was message
MTR to next received?
RNOSC - J
, + Yes
4
No Was message sent
< to recipient UA ?
\ J
i Yes
RNOSC sends " -
MTR to receiving OSA and recipient
LNOSC determine reason for
«——— | apparent non-receipt
and report to all
concerned.
Figure 9-2 (Continued)
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908. Message Trace Scenari o Exanpl e

The scenario presented here is an exanple of a nmessage trace
procedure in which the nessage was not delivered to the intended
recipient. The description of the scenario is foll owed by screen
captures show ng exanpl es of the nmessages involved. Note that
all nmessage identification is for exanple only and, while of
simlar length and conplexity, has no relationship to any actual
nmessage identifiers. A description of the exanple trace
procedure foll ows.

a. |In accordance with ACP 123 U.S. Supp. 1, all tracer
action nmust be initiated by the originator.

b. In this hypothetical exanple, a nessage was sent from CNO
to NAVAL ATTACHE LONDON. By neans outside the scope of this
di scussi on, CNO and NAVAL ATTACHE LONDON determ ne that the
| atter did not receive the nessage. The identification used in
this determ nation nay be the M D, the Date-Tinme G oup, the
subject matter, or any other suitable and nutually understood
i dentification.

c. NAVAL ATTACHE LONDON contacts his or her OSA, who
searches the archives at the |ocal GA5 and PUA and determ nes
that the CNO nessage was never received by the | ocal
organi zation. The OSA reports this finding to NAVAL ATTACHE
LONDON, who then requests that the originator, CNO, begin tracer
action to determ ne the reason for the non-receipt.

d. The CNO, as the message originator, contacts his or her
OSA, who searches the archives at the originating User Agent and
at any |l ocal nessage relay point, such as a | ocal GAS or PUA
The CSA will also ensure that no NDN was received and ignored by
the nessage originator. Once the OSA is satisfied that the
nessage was properly transmtted to the PGAS, he or she
originates a problemreport as a nessage to the serving
NAVCOMTELSTA Washi ngton LNOSC. The problemreport may fol |l ow a
prescribed format or may be in nessage formas in the exanple.
In this case as in all other problemreports, the CSAis the only
role at the | ocal organization authorized to contact the LNOSC.
(F1 gure 9-3)

e. The CNO at this point may choose to retransmt the
nmessage to all intended recipients, to only NAVAL ATTACHE LONDON,
or not to retransmt. |If the data was tine sensitive and no
| onger of value, a retransm ssion may be confusing to the
recipient(s). If the nessage was transmtted to a Mail List of
whi ch NAVAL ATTACHE LONDON is a nmenber, the originator shal
retransmt the nessage only to NAVAL ATTACHE LONDON and not to
the entire Mail List. The retransm ssion decision will, however,
al ways be subject to the discretion of the nessage origi nator.

f. On receipt of the problemreport at the NAVCOMIELSTA
Washi ngt on LNOSC, the Operations Manager and the LNOSC OSA open a
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trouble ticket for tracking purposes and |og the trace request in
t he Message Trace Log. They then conduct a search of the PGA5
and any other relevant archives. |In this exanple, the OSA
determ nes that the nmessage was received and transmitted to the
BMIA and the LSM Using the information fromthe problemreport,
the CSA initiates a Message Trace Request to the RNOSC-C as in
the exanple. Wiile it is not shown in the exanples, an LCC or
RSS shal |l make hi gher | evel Navy LNOSC S copy recipients on the
nmessage. (1 gure 9-4)

g. At RNCSC-C, the MASB operator searches the archives of the
rel evant BMIA. The search finds that the nessage was received at
the BMIA and transmitted to a BMIA at the European Regi onal Node.
The RSM forwards the Message Trace Request to RNOSC-E to continue
tracer action. (Figure 9-5)

h. At RNOSC-E, the MA5 operator searches the archives of the
rel evant BMIA and determ nes that the nessage was received by the
BMIA and transmtted to the PGA5 at the NCTAMS EURCENT LNOSC in
London. The RSM forwards the Message Trace Request to that
LNOSC, with a request to continue the trace. (fIgure 9-6)

i. At the NCTAMS EURCENT LNOSC, the OM and the OSA search
the archives of the relevant PGA5. The archives and records
indicate that the POGAS failed after the tine of receipt of the
nmessage and had to be rebooted. Messages in the PGA5 system at
the tine could not be recovered. Depending on the circunstances,
the OM may open a trouble ticket to report the | ost nessage in
addition to the trouble ticket already opened on the PGA5
failure. The LSMresponds to the Message Trace Request with a
description of the problemthat resulted in non-delivery of the
nmessage. (f1lgure 9-7)

j. On receipt of the nessage from NCTAMS EURCENT LNOSC, the
NAVCOMTELSTA Washi ngt on LNOSC cl oses the trouble ticket and
cl oses the Message Trace Log entry. The trace nessage from
NCTAMS EURCENT was addressed to the originator of the traced
message, CNO. The serving LNOSC personnel will be available to
respond to any further questions from CNO
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| BB 0 | o D] BB

i‘.ﬂ.rial v|1|:| -|-@|B_rg|§§ = 1= i= i=
From. .. | [oRESYSADMIN/CND WASHINGTON DO
To... I [LSMINAYCOMTELSTA WASHINGTON DC
e | [oRasYSADMINGCOMNAYACT LONDON LK

Bce... II

Subject: ICI"-.IO MESSAGE 0314002 14k 01 00,

LIMCLAS

M SGIDVGEMNADRMIMN/CMO/ORGS Y SADRMIMY

SUBLCND MESSAGE 0314007 AN O1 004

REF/AJATRACMND METCAARN O1 005

MARR/CHNO CLAIMS MOM-DELMNERY TO MAWAL ATTACHE LOMNDOMN OF

JAM 01 00, DME MESSAGE IDENTIFICATION FOLLOWYS:
mARID: 290C7 2205700031 1BASAOOS027 230508
(OO00031 51 44655 c=1L5, a=0M S,

MT=ID: c=LU5; 5=0DMS; i=KSHEF 940000003151 34455
POC/ORGSYSADMINACMNOITEL: DSMY

RMKS/REQUEST TRACE MESSAGE AMD ADWISE ALCOMA

REF MESSAGE. MESSAGE WAS TRAMSMITTED TO LURSTA AT 0315235

Fi gure 9-3

Message from Origi hator Organi zation to LNOSC
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2 CNO MESSAGE 0314007 JAM 01 00 - Meszzage [Rich Text]

|| File Edit Wiew Insert Formak Tools Actions Help |

Heend | & B 0 B v | options.. B) | F | 2 & & e

rial -l @B 7 U|==E=i=EE
Frarm... I ILSM,l'N.ﬁ.'-.-'COMTELST.ﬁ. W ASHIMGTOMN DO

To,.. | iRSMIRNDSC—CDLUMEUS

ERo0s I IDRGS?SADMINICOMNAHACT LMD DM UK ORGSY SADMIR RO W ASHIME TR

D

EBcce... I i

Subject: ICNO MESSAGE 0314002 1AM 01 00
LINCLAS =

Ml S GIDYGENMADMIMN AN COMTELSTALS M

SUBLNCNO MESSAGE 0314007 AN O1 00,4

REF/AJATRACMND METCAAN O1 00,4

MARR/CHNO CLAIMS MOM-DELMNERY TO MANAL ATTACHE LONMDON OF
FEF MESSAGE.

MESSAGE TRAMSMITTED TO BMTA [MTA ID] AT 031524 JAM 01 00
DS MESSAGE IDEMTIFICATION FOLLOWS:

Pl PAICY:

290C7 ASDSY CDDET1BASAD0202/ 23 C5DEBE0000031 51 44655 c=115, a=0M5;
MTSID: c=L5;a=0DM5; i=KSHEFLS4 00000031 5134454
POCASMMNAYCOMTELSTATEL: DS

RMESREQLUEST TRACE MESSAGE AND ADVISE ALCOM.

Fi gure 9-4

Message fromthe LNOSC t o RNOSC-C
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B CNO MESSAGE 0314007 JAN 01 00. - Meszage [Rich Text)

Il Fil= Edit %ew Insert Formakt Tools Ackions Help |

w Ogti-:-ns... |E|||@ &0 & n o
Arial - | 10 - @ B 1 U HEE :

From... | IRSMIRNDSC—CDLUMBUS
To... I IRSM,I'RNDSC—ELIRDPE

... I LS MAWCOMTELSTA WYASHIMTOM DC; ORGSYSADMIM RO W ASHIMGTOMN DiZ;
ORGSYSADMIMAZOMMNAYACT LOMDOMN LK
EBcc... I I

Subject: ICI"-.IO MESSAGE 0314002 J4M 01 00,

ki
L
1%
L

UMCLAS =]
M S GIDAGENADMINARNOSC-CARSMY

SUBLCMO MESSAGE 031400Z JAM 01 005

REF/AATRACNOD ME1CAIAN O1 005

MARR/CHNO CLAIMS MOM-DELIVERY TO MAWAL ATTACHE LOMDOM OF
REF MESSAGE.

MESSAGE WAS TRAMSMITTED TO BMTA [MTA ID] AT 0315247 JAMN 01 00
DS MESSAGE IDEMTIFICATION FOLLOWYS:

MARAID:

290C7 A2DS57 C0D311 BAS4009027 23 CEDB0000031 51446 5@ c=U5; a=DMS;
MTSID: c=US; a=0DMS; i=kKSHEFLS4 0000003151344 7
POC/RSMANOSC-C/TEL: DSMY

RMKS/REQUEST TRACE MESSAGE AMND ADVISE ALCOMY

Fi gure 9-5

Message from RNOSC-C t o RNOSC- E
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B CNO MESSAGE 0314007 JAN 01 00. - Meszage [Rich Text)

i| Fil= Edit %ew Insert Formakt Tools Ackions Help |

w Ogti-:-ns... @||@ﬁ@mw o
Avial v|1|:| '@BIHHEE =

Fram... I IRSM,I'F{NOSC—ELIFEDPE
To... I ILSM,I'NCTAMS EURCEMNT LOMDOM

... I ILSM,I'NA'-.I'COMTELSTP. WASHIMGTOMN DI ORESYSADMIMACMO WASHIMGTOR Dz

Bre... II

Subject: ICI"-.IO MESZSAGE 0314002 4N 01 00,

ki
L
1%
L

LIMCLAS =]
MSGIDAGENADMINRMNOSC-E/RSMY

SUBJCHNO MESSAGE 031400Z JAM 01 00,/

REF/AATRACHD MNE1CAIAN 01 00,4

MARR/CHNO CLAIMES NOMN-DELIWERY TO NAWVAL ATTACHE LONDON OF
REF MESSAGE.

MESSAGE WAS TRANSMITTED TO PGWS [PGWS ID] AT 0315257 JAN 01
joo.

DMS MESSAGE IDENTIFICATION FOLLOWS:

MARID:

290C7 ARDS7 CDD311 BAS4009027 23 CEDB0000031 514465@ c=US; a=DMS;
MTSID: c=US;a=DMS;i=KSHEFLS4 0000003151344 24
POC/RSMRNOSC-ETEL DSMAY

RMKS/REQUEST TRACE MESSAGE AND ADVISE ALCOMY

Fi gure 9-6

Message from RNOSC-E to Recipient's LNOSC
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B2 CNO MESSAGE 0314002 JAN 01 00. - Meszzage [Rich Text)
;l Filz Edit Wiew Insert Formak Tools Ackions Help |

ﬂﬁendlngﬂﬂ ?Ogtlnns@llﬁﬁ“ mE

==

LK

Arial -l =@ B r oll===i= = i=
Frarm. .. ; ;LSM,I'NCTF'.MS EURCEMNT LoOMDOMN

To... ; ;ORGSVSADMINICNO WASHIMGTOMN DZ

e ; !LEMINF’-'\"CC‘MTELSTQ WASHIMGTOMN iz ORGSY SADMIMSZOMESY AT LORDON

Brcce... ;;

Subjeck: ;CI"-.IO MESZSAGE 0314002 4N 01 00,

LIMCLAS =]
MSGIDAGENADMINACTAMS EURCENT/LSMY

SUBJCHNO MESSAGE 031400F JAM 01 004

REF/AATRACHNO ME1CAIAN O1 004

MARR/CHNO CLAIMES NOMN-DELIWERY TO NAWVAL ATTACHE LONDON OF

REF MESSAGE.

RECORD SEARCH INDICATES THAT PGWS NO. 2 FAILED AT THIS

CENTER AT 0315277 JAN 01 00, WWHILE REFERENCE MESSAGE YWAS I
SYSTEM. PGWS HAD TO BE REBOOTED AMD MESSAGES IM THE

SYSTEM COULD NOT BE RECOVERED. THIS CENTER REGRETS THE
MOM-DELIWVERY. A PROBLEM RESOLUTION REQUEST HAS BEENM

OPEMNED OM THE PGYYS FAILURE.

DMS MESSAGE IDEMTIFICATION FOLLOWS:

MARID:

290C7 AADS7CDD31 1 BAS4009027 23 CEDB0000031 51446 5@ c=US; a=DMS;
MTSID: c=US;a=0DMS;i=KSHEFL930000003151344 75/

POC/ASMMNCTAMS EURCENT LONDOM/TEL: DSMY

RMKS/REQUEST TRACE MESSAGE HAS BEEM RESOLVEDA =i

Fi gure 9-7

Message from Recipient's LNOSC to All Concerned
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CHAPTER 10
SOFTWARE PATCH PROCEDURES

1001. Gener al

This chapter provides policy and procedures for the
di stribution, docunmentation, and inplenentation of interim
sof tware changes (or "patches") for the DVB.

1002. Policy

The DMS GSMwi || authorize the distribution and installation
of software patches for DVS conponents. A patch is an interim
update to the program baseline pending a new software rel ease.

It is an actual piece of object code that is inserted into
(patched into) an executable program M crosoft service packs
are al so considered as a patch for the purposes of this docunent.
DMS system operation managers (RSM ASM LSM wll only allow
installation of GSM aut hori zed patches. Patches acquired by any
ot her nmeans, such as from comrercial software vendors (froma web
site or otherw se), are not authorized.

1003. Evaluation and Testing

Al'l software patches will undergo eval uation by the DVS
integration contractor in the integrated DVS environnent to
ensure the patch is conpatible with the currently fiel ded DVS
system Further testing is conducted by the Joint
Interoperability Test Center (JITC) for Functionality,
Interoperability, Security, and Performance (FISP).

1004. Field Engineering Notice (FEN)

The DMS FEN is the primary means of providing to OSA' S and
operators the assistance and instructions needed for
i npl enentation, sustained daily operation, and nmai ntenance of one
or nore DMS conponents or associated software. A FENis nornally
prepared by the DMS integration contractor and approved by the
GSM before it is dissemnated. FEN S are nunbered sequentially
and continue indefinitely. The FEN nunber is the identifier to
use when referring to a FEN. Foll ow ng successful FISP testing,
the GSMw || approve the patch and issue a FEN to distribute the
patch software to the RNOSC S, Navy LNOSC S, USMC LCC S, and
DIHS. The FENw Il also contain installation instructions and
pat ch docunentation. The DVMS GSMwi ||l specify a date and tine by
whi ch the patch nust be install ed.

1005. Defense Information Infrastructure (DIl) Asset
Di stribution System (DADS) Posting

The FEN containing the approved patch will be posted h

to the
DADS. The DADS is a client/server application on the Wrld Wde
Wb used to securely distribute DISA DM5 assets. A link to the
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DADS hone page is provided through the “ww. nctc. navy. m|” Wb
Page.

Regi stration and user procedures are available at this URL.
Not e: The DADS uses Secure Sockets Layer (SSL) encryption to
protect transmtted information. Users who access this site mnust
have a signed certificate associated with their Internet browser.

1006. Patch Notification

The GSMw || notify the CONUS, Europe, and Pacific RNOSC S
that the new FEN has been posted. The RNOSC S will notify the
Navy LNOSC S in their ACR via organi zational nessage to downl oad
and install the patch fromthe DADS. The RNOSC S will identify
t he GSM desi gnated deadline for installing the patch in the
notification.

1007. DoN Distribution Requirenents

The DoN has chosen to inplenment a centralized approach for
di stribution of patches and has identified that requirenent to
the DM5 GSM and the RNOSC S. For DoN distribution, the RNOSC S
will send FEN notifications to each Navy LNOSC and USMC LCC in
their AOR, but Navy LNOSC S and USMC LCC S will not inplenent a
FEN until directed by the Navy GSM or USMC DCCC.

1008. Distribution of Large Patches

Large patches may be di ssem nat ed i ndependently of DADS
because they can not be efficiently downl oaded. In these
situations, the GSMw || determ ne the nethod of patch
distribution and will advise the RNOSC S accordingly. The
RNOSC S will in turn advise the Navy LNOSC S in their AOR

1009. Navy LNOSC Patch Installation

Navy LNOSC S nust obtai n COVNAVCOMIELCOM approval before
appl yi ng patches to Navy conponents. The Navy LNOSC System
Adm ni strator (SA) for the affected conmponent will pull the patch
fromthe DADS server via the Internet, prepare the patch for
installation, and await direction. |If such direction is not
received in a tinely manner (dependent on installation
instructions), the SA nust advi se COWNAVCOMIELCOM t hat the patch
is ready and request approval for installation. Once
COWNAVCOMTELCOM approval is received, the SAwll performthe
installation according to the instructions provided in the FEN.

The Navy LNOSC will open a trouble ticket prior to installing
the patch. The Short Description and Probl em Description wll
clearly identify the FEN nunber associated with the patch. The
Navy LNOSC will record the patch installation events in the diary
of the trouble ticket. Events will include the installation
start and stop tinmes and any significant events or problens
encountered during the installation. Upon successful conpletion
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of the patch installation, the Navy LNOSC wi ||l enter "FEN
<nunber>, Patch <title> successfully installed on <date>" in the
diary. The Navy LNOSC will then escalate the trouble ticket to

t he RNOSC.

1010. Patch I nstallation Probl em Resol uti on

| f problenms are encountered in the patch installation that
t he Navy LNOSC cannot resolve, the Navy LNOSC will prepare a
trouble ticket and escalate it to the RNOSC. |If the RNOSC can
not resolve the problem the RNOSC will forward it to the DVS
integration contractor for resolution. The site will open a
separate trouble ticket for each problem encountered during the
patch installation. The trouble ticket Short Description and
Probl em Description will identify the FEN nunber associated with
the patch and clearly state that the problemis associated with
the patch installation. This procedure enables a clear audit
trail of the problemand its relationship with the patch. Al

patch installation problems will also be identified in the
trouble ticket diary opened per Paragraph [L009 The diary entry
will include a summary of the problem the problemresolution,

and the trouble ticket nunbers.

1011. Reporting

1011.1 Navy LNOSC Reporting

The Navy LNOSC escal ation of a trouble ticket announcing the
successful installation of a patch satisfies the Navy LNOSC
reporting requirements. Navy LNOSC S nust al so notify
COWMNAVCOMTELCOM of patch installation and of any probl ens
encountered via an organi zati onal nessage.

1011.2 USMC LCC Reporting

USMC LCC S escal ation of a trouble ticket announcing the
successful installation of a patch satisfies the LCC reporting
requi renents, but USMC sites nust also notify the DCOC of patch
installation and any probl ens encountered via an organi zati onal
nessage.

1011.3 RNOSC Reporting

Each RNOSC wi || provide a daily patch status report to the
GSM for each patch that is issued. The report format will be
identified by the GSM
1012. Overdue Patch Installation

Failure of a Navy LNOSC to install a patch by the required
date could result in disruption to the global system |If this

shoul d occur, the GSM may term nate DVS service to the delinquent
site. Service termnation nay remain in effect until such tine
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as the required FEN or patch is in place and operational. The
GSMw Il notify the Service or Agency’s sustaining conmand prior
to term nating service.

1013. USMC Patch Installation

USMC sites nust obtain DCOC approval before applying patches
to | ocal conponents. DCOC will pull the patch fromthe DADS
server via the Internet and distribute it to the individual
sites. Sites will open trouble tickets with the servici ng RNOSC.
Successful conpletion of the patch installation will close the
trouble ticket. Problenms will be escalated to the RNOSC for
resolution. The DCOC will be kept inforned of all trouble ticket
actions to include issues or problens that required escalation to
t he RNOSC and notification upon conpletion of the task.
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CHAPTER 11
SYSTEM UPGRADE _PROCEDURES

1101. Gener al

This chapter provides the operational transition procedures
for upgrading the gl obal DVS system (both infrastructure and Navy
LNOSC areas) with new product rel eases.

1102. Scope

These policies and procedures apply to all future DVS
rel eases. They are applicable to the RSMS, the ASM S, and the
LSMS. This chapter provides the operational procedures
necessary to execute the Inplenmentation Strategy and Plan (1 SP)
for DMS Rel eases prepared by the DVMS integration contractor.

1103. Overvi ew
1103.1 DMS Product Rel eases

DVS i npl enents and depl oys enhanced system software
capabilities through a series of coordinated software product
rel eases. Each rel ease of DM5S provides new capabilities and/or
enhancenents to established products as part of an integrated
system Release |levels also correspond to achi evenent of
significant program capabilities.

A maj or software rel ease can be expected approxi mtely every
six nmonths. This maintains nonentum and permits infusion of new
technol ogy on a routine basis. The DVS integration contractor
uses the DVB Configuration Control Board (CCB) approved
capabilities matrix to work with product providers to devel op an
i ntegrated product plan for each rel ease.

The DMS Product Pl an docunent explains the DMS product
devel opnent and rel ease process in nore detail. The DVS Product
Plan is available for download fromthe on-line library fromthe
DVS Control | ed Access Wb Page at 'www.disa.mil/d2/dms]'.

1103.2 DMS Inplenentation Strategy and Plan (1SP) for DMS
Rel eases

The ISP is prepared by the DVS integration contractor at the
direction of the DI SA DVM5 Program Manager (PM. It defines the
strategy, procedures, and schedule for the inplenentation of a
new DVS product release. The ISP will be published and rel eased
concurrent with JITC integration testing and prior to Beta Site
testing. The ISP is available on the DI SA DV5 Controll ed Access
VB page in the On-line Library. Al personnel involved in the
i npl enentation of DMS Product Rel eases should becone famliar
with the ISP. The ISP provides detailed information on al
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aspects of the release and its inplenentation that is of concern
to all staff levels. The information and procedures in the
fol |l ow ng paragraphs serve as guidelines for executing the
information in the | SP.

1104. Operational |npact

In the gl obal DVS operational environnent, it is not possible
for all sites to conplete the transition to a new product rel ease
si mul t aneously. Consequently, DMS product rel eases are, to the
extent possible, devel oped to be backward conpatible with the
previous release, facilitating interoperability and coexi stence
of two releases for a period of tine. The Transition Strategy
section in the | SP addresses the capability of the rel ease for
backward conpatibility and provides a transition plan that wl|
mnimze the inpact on the operational environnent. The ISP also
i ncludes a chapter that identifies the risks associated with the
upgrade and the mtigation strategy to alleviate these risks.

The GSMwi || assess the operational inpact of the release and, if
necessary, provide supplenental procedures to conplenent the
transition strategy in the I1SP. The Services and Agenci es and
ASM S and LSM S shoul d al so determ ne the operational inpact of

t he product release on their DVM5S ACC and LCC operations and pl an
accordingly.

1105. Transition Procedures

The DM5S GSM in conjunction with the DI SA DVS Program
Manager, w |l authorize rel ease of a new DVS product when the
product has satisfactorily conpleted testing and neets
established criteria. The ISP identifies the strategy to
transition the DM5S network (infrastructure and ACC and LCC sites)
to the new product rel ease version.

1106. Transition Schedul e
The ISP identifies the order of upgrade. The order of

upgrade identifies the sequence in which infrastructure (RNOSC,
Regi onal Node, DV5 Transition Hub), Beta test, and Navy LNOSC

sites will be upgraded. In line with the order of upgrade, the

| SP provides the schedule that sites will upgrade. The GSM wi | |
assess the operational inpact of the schedule. |If necessary, the
GSM wi || provide additional scheduling instructions to the

RNOSC S and to the Services and Agencies. The Services and
Agenci es should review the ISP schedul e for |ocal planning
purposes. If there are any conflicts, the Services and Agencies
will notify the DM5s GSMto resolve the conflict. The "official™
schedul e is provided by the GSM

1107. GSM Aut hori zation to Instal
The DM5S GSMwi || send out a notification authorizing sites to

install the new product release. Navy ASM S and LSM S shoul d not
install the new product release until authorization has been
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recei ved from COWNAVCOMTELCOM USMC sites will be notified via
the DCOC. The DMS GSM notification may be distributed by a
DMSSTA nessage or by a DVS Operations Message to the RNOSC S
Qperations Accounts. The RNOSC S will notify the Navy LNOSC S
via Operations Message to the Navy LNOSC Operations Accounts.

Navy policy is that Navy sites will not install a new rel ease
until directed by COWAVCOMIELCOM USMC policy is that USMC
sites will not install a newrelease until directed by the DCOC.

To ensure that there are no conpatibility problens,
COWMNAVCOMTELCOM and DCOC may direct one or nore sites to

i npl enent the release prior to general installation. Al actions
at USMC sites will be coordinated by the DCOC.

1108. Software Distribution
The new product release will be distributed to sites in a

phased approach according to the order and schedul e for the
upgrade. The software, conplete with installation instructions

and docunentation, will be shipped to conm ssioned sites by the
DMS integration contractor. The |ist of docunmentation for the
new release is identified in the 1SP. Software will be

distributed to the various engineering activities (contractor and
Servi ce and Agency) for staging and configuring and to sites in
the process of installation at the time of transition. The |ISP
contains a table with the list of sites to receive the software
and their addresses. This list should be reviewed cl osely and
any discrepancies identified to the DMS integration contractor
Troubl e Desk to resolve the discrepancy.

Software will normally be received by the sites in advance of
t he upgrade schedul e, but nust not be installed at Navy sites
until the DVMS GSM aut hori zati on and COVNAVCOMIELCOM direction are
received. USMC sites will await DCOC direction. Sites that do
not receive their software should contact their servicing RNOSC

1109. Upgrade Status Ticket

The Beta sites and Navy LNOSC S shall open a DVS Upgrade
Status Ticket when they begin the upgrade process. The DVS
Upgrade Status Ticket is a trouble ticket prepared to track and
report the status of the upgrade process to the servicing RNOSC
The Beta sites and Navy LNOSC S shall submit the Upgrade Status
Ti cket 72 hours prior to beginning the upgrade. The Upgrade
Status Ticket will identify the start of the upgrade process and
t he proposed schedul e for executing each step in the process.

I f the upgrade testing requirenents involve backbone testing
with the RNOSC, the projected backbone testing schedule will be
included in the status ticket. |If the backbone testing schedul e
isin conflict wwth other RNOSC activities, the RNOSC wi || work
with the site to reschedul e backbone testing.

The ASM or LSMwi || update the trouble ticket periodically as
t he upgrade progresses. The updates will identify the start and
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conpl etion of each step in the process. Wen the upgrade process
requires taking site conponents connected to the backbone
offline, the ASMor LSMw Il notify the RSM via Operations
Messages of the tinme the conponent is renoved from and restored
to service. This procedure ensures that the RSMis aware of the
status of site conponents connected to the backbone.

The RSMw || close the Upgrade Status Ticket when the site
notifies the RSMthat the verification test procedures were
execut ed successfully.

The DMS Upgrade Status Ticket will not be used for problens
encountered during the upgrade. Wen a problemis encountered, a
separate trouble ticket will be opened for each problem and
processed according to established procedures; the trouble ticket
must clearly indicate the product rel ease designation (e.g.,

2.2). A separate trouble ticket is required to effectively track
each problemas it is escalated fromthe site to the RSM and to
the DMS integration contractor.

1110. Site Specific Upgrade Procedures
1110.1 RNOSC, Regional Node, and DTH Upgrade Procedures
The RSMwi || nonitor DVS Upgrades at Regi onal Nodes and DVB

Transition Hubs. The RSM w || coordinate the upgrade schedul e and
i npl enentation with the personnel perform ng the upgrade (i.e.
System Admi ni strator, contractor, or other). The RSMw || open a

DMS Upgrade Status Ticket when a Regional Node or DTH begins to
perform the upgrade.

The DMS integration contractor will provide the RSM S
techni cal support to assist in the transition at the RSM S,
Regi onal Nodes, and the DTH S to include the foll ow ng:

a. On-call installation support.

b. On-call troubl eshooti ng.

c. Testing assistance to ensure proper operation of
i nfrastructure conponents.

The RNOSC shoul d contact the DVS integration contractor
troubl e support desk for this support.

The RNOSC will ensure verification test procedures described
i n Par agraph are perfornmed. Wen the upgrade process is
conpl eted, inclTuding successful verification testing, the RNOSC
will close the Upgrade Status Ticket.
1110.2 Beta Test Site Upgrade Procedures

The Beta sites will receive the DVS rel ease approxi mately two
weeks after the rel ease has been delivered to JITC for
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integration testing. Beta sites are required to execute a series
of test procedures against the release to verify correct
operation. They are also required to provide a weekly status
report on their test progress and issues. The test and weekly
status report procedures can be found in the Transition Strategy
chapter of the ISP under Beta Sites.

The Beta site may upgrade to the new rel ease when it has
recei ved aut horization fromthe Navy GSM or USMC DCOC. The Beta
site will initiate the upgrade process by preparing a DM5S Upgrade
Status Ticket. The Beta site will upgrade conponents according
to the order of upgrade recomrended in the I SP.

When Beta test sites require technical support, they wll
prepare a trouble ticket that clearly states that the problemis
with Beta software. A separate trouble ticket is required for
each individual problemidentified. The trouble ticket(s) wll
then be escalated to their servicing RNOSC. The RNOSC wil |
briefly reviewthe trouble ticket and if they are not able to
resolve it rapidly, they will escalate the trouble ticket to the
DVMS integration contractor technical support desk for resol ution.

The Beta site will conduct the verification test procedures
descri bed below. Wen the entire site systemupgrade is
conplete, the Beta site will close the DM5S Upgrade Status Ticket
and forward it to the RNOSC notifying them of conpletion of the
site upgrade.

1111. Upgrade Procedures

Navy LNOSC S will inplenent DVM5S System upgrades after
authorization is received fromthe DVS GSM either by DMSSTA
nmessage or by Operations Message fromthe RNOSC, but not until
directed to do so by COWAVCOMIELCOM USMC sites will receive
aut hori zation fromthe DCOC

The Navy LNOSC will initiate the upgrade process by preparing
a DVS Upgrade Status Ticket. The site will upgrade conponents
according to the order of upgrade recommended in the ISP. The
Navy LNOSC sites will utilize the standard process for receiving
techni cal support through escalating Trouble Tickets to their
servicing RNOSC. If the RNOSC is not able to resolve the issue,
it will escalate the Trouble Ticket to the DVMS integration
contractor trouble desk for resolution. Any problemreports
directly froma Navy LNOSC to the DVMS integration contractor
troubl e desk will be directed back to the appropriate RNOSC for
its action. The DVS integration contractor and the RNOSC S wi | |
work closely together to identify any system c issues or trends
and conmuni cate these to the sites.

The Navy LNOSC will performthe verification test procedures
descri bed below. Wen the entire site upgrade is conplete and
tested, the site will close the DM5S Upgrade Ticket and forward it
to the RNOSC to notify them of conpletion of the site upgrade.
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The Navy LNOSC will al so notify COVWNAVCOMIELCOM by organi zati onal
nmessage when the upgrade is conplete. USMC sites will notify the
DCCC.

1112. System Upgrade Reporting

The RNOSC S will report the status of the DVS Upgrade
progress in their AOR through the RNOSC DMS Daily Status Report
to the GSM This includes the status of Regional Nodes, DTH S,
Beta Sites, ACC'S, and LCC S. Navy LNOSC S will also report the
upgrade status to COVWAVCOMIELCOM by organi zati onal nessage to
t he COVNAVCOMIELCOM account. USMC sites will report to the DCCC.

1113. DMS Upgrade Conpl etion

The DMS System Upgrade will be conpleted when all the
operational sites upgrades have been declared conpl ete through
t he upgrade status ticket and reporting process descri bed above.
Cl osure of the Upgrade Status Ticket according to these
procedures serves as certification of the site upgrade. Sites
will not be required to be re-conm ssioned as the result of an
upgrade to a new DVS product rel ease.

1114. DMS Rel ease Testing

The | SP provides a detail ed description of the testing
process for each DVS rel ease. The process is divided into three
phases:

a. DMS Product Testing.
b. DM Integration Testing.
c. DM Verification Testing.

Whil e DMS Product and Integration testing are critical to the
depl oynment decision, Verification Testing is key to determ ning
whet her or not the new rel ease has been installed successfully.
The follow ng provides a brief summary of the three phases.

1114.1 DWMS Product Testing

DVMS Product Testing is perforned jointly by the DVB
integration contractor and the JITC. The test is conducted in
the DMS integration contractor integration and test |ab. The
focus of testing is on new builds received fromthe product
vendors. The tests perforned verify that a particul ar product
can be correctly installed, can be configured, and that al
required functions are working. The next step in the DVS product
test is a systemlevel test perfornmed to verify interoperability
of the entire suite of rel ease products.
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1114.2 DMS Integration Testing

DVMS Integration Testing is perforned by JI TC over a Wde
Area Network (WAN) to assess the product rel ease performance in a
WAN environnment rather than a |ab environnent. The integration
test is divided into three phases.

a. Integration Test Phase 1.
I ntegration Test Phase 1 will be conducted by experienced
JITC testers at three sites. This testing will ensure the system

is correctly configured and that experienced personnel can
successfully execute the new test scenarios. These testers also
have the experience to verify the interfaces to the DTH | egacy
system verify correct functioning of the Network Tine Protocol
(NTP) and Directory System performload testing, and verify
fault tolerant features such as alternate routing.

b. Integration Test Phase 2.

Experi ence has shown that ordinary users will see and use the
systemdi fferently than experienced testers do and consequently,
will find problens that escape the testing process, regardl ess of
t he amount of previous testing. There sinply is no substitute
for "real users". JITCw Il address this issue by having users
who are not professional testers send and recei ve nessages during
I ntegration Test Phase 2.

c. Integration Test Phase 3.
In Integration Test Phase 3, JITC will conplete their
eval uation of the system |In this phase all conponents,
i ncluding the endpoints, will be upgraded to the new rel ease
| evel . Experienced testers will performthis evaluation in a |lab

envi ronnent .
1114.3 DM Verification Testing

Verification testing consists of a series of tests designed
to verify that the primary DVS functions are working correctly
together as a systemafter installation of a new product rel ease
at a site. Verification testing will be perfornmed by each
i nfrastructure and Navy LNOSC site after conpleting upgrade
procedures to certify that their DVS configuration is perform ng
properly. The test procedures are provided in the ISP. These
procedures are generic and have not been tailored to any
particular site. Each site should performonly the tests that
apply to its particular enclave. Successful execution of the
verification tests is required to close the DVS Upgrade Status
Ti cket and declare the site upgrade conpl ete.
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1114.4 Navy Verification Testing

COWNAVCOMTELCOM nmay, as the situation warrants, have Navy
LNOSC S conduct additional testing to ensure that uni que Navy
operational requirenents are nmet by the new product rel ease.
Shoul d any such tests, beyond those in the ISP, be needed,
COWNAVCOMTELCOM wi | | prepare test procedures and coordinate them
with the DMS GSM prior to asking the Navy LNOSC(s) to carry out
t he testing.
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CHAPTER 12
DMS REPORTI NG PROCEDURES

1201. Gener al

Thi s chapter prescribes procedures for the system nonitoring
and reporting necessary to allow DI SA, DCOC, and COWAVCOMIELCOM
to assess DVS performance and to manage the DMS accordingly.

1202. System Monitoring

Systemnonitoring is a function of the SM5 and provi des
managenment with tools to judge the reliability, availability, and
speed of service of the DVS. Sone of the information needed for
| ong-range and conti ngency planning is obtained through a data
col l ection process. Additional performance nonitoring is based
on information available on a real-tinme basis and is used by
net wor k managers to eval uate network performance and to correct
troubl e conditions as they occur.

1203. Navy LNOSC Aut omat ed System Managenment Reporting

Syst em Managenent Reporting addresses the need to efficiently
manage the system This reporting is acconplished by regularly
pol ling the various Managenent |nformation Base (M B) agents that
run on each conponent and collecting data fromeach MB. This
data effectively represents a variety of operations, including
nmessages out, nessage conversion, and system performance. This
data is used in two reports: the CunStat and the SysStat. The
Cunttat is representative of nessagi ng and processing, while the
SysStat shows system performance. A third report, the Summary
Statistics Report, provides a summary of collected information
for each RADAY on the conponents within a domain or area of
responsibility. The follow ng describes the nethod of generating
these reports if they are not generated automatically at RADAY
change.

1204. Activation of the Reports

The Reports are activated froma pull-down nenu in the work
space area using a left click of the nouse. This displays an HP
work menu. Select the Stat Reports option and the nmenu offers
the foll ow ng choices:

a. System Status Report

b. Cunulative Statistics Report
1205. System Status Report

This report will be generated just before the daily counts

are reset and retained for a mninmmof 30 days. MA, MA5 and
DSA data will also be gathered and included in this report. The
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report will be forwarded to the servicing RNOSC and, if so
configured, to a Navy or USMC nonitoring center. The reporting
site will use the report to analyze systemtrends and to ensure
system performance i s not degraded.

The foll ow ng paragraphs provi de an expl anation of the
different parts of the System Status Report, as well as
directions for activating and running the report.

1205.1 Requesting the System Status Report

At the MAB, the operator uses the "HP VUE Background Menu" to
activate the System Managenent Reports. Fromthe "Background
Menu", the operator selects the "Stat Reports” option. This
provi des a drop-down nenu, fromwhich the operator selects
"System St at us” nenu.

a. The System Stat can be executed from a hpterm w ndow by
typi ng the command: /users/ mas/ bin/SysStat_sh

b. The default output file is /userd/ mvs/reports; however,
the output of the report can be directed to a specific file by
the requester of the report.

1205.2 Custom zing the System Status Report

When the System Status Report is requested, a pop-up w ndow
is displayed allowi ng the operator to custom ze the report.

a. The date shown is the current date. This date can be
nodi fied, since the MAS retains 14 days of Sinple Network
Managenment Protocol (SNMP) on-line data fromwhich a SysStat can
be gener at ed.

b. The hours for the report can be nodified if needed. The
default is a full 24-hour period. |If the Stop hour is past the
current hour, the systemis forced to stop at the current tine.

c. The conponent type can be nodified for a specific
conponent. The default is all conponents.

Figure 12-1 and Figure 12-2 show the System Status Report
Request W ndow and a portion of a System Status Report.
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1206. Cunul ative Statistics Report (Cunttat)

This report is generated upon operator request or
automatically at the end of each RADAY. The report will be
retained for a mnimmof 30 days. All itens in this report are
reset at the end of each RADAY. The report will be forwarded to
the servicing RNOSC and, if so configured, to a Navy or USMC
nonitoring center. The reporting site will use the report to
review station performance totals, to anal yze conponent trends,
and to ensure that conponent performance is not degraded.

The foll ow ng paragraphs provi de an expl anation of the
different parts of the CuntStat, as well as directions for
activating and running the Report.

1206.1 Activating the Cunul ative Statistics Report

At the MAB, the operator uses the "HP VUE Background Menu" to
activate the System Managenent Reports. Fromthe "Background
Menu", the operator selects the "Stat Reports” option. This
provi des a drop-down nenu, fromwhich the operator selects
"System St at us” nenu.

The operator uses the "HP VUE Background Menu" to activate
the Cunul ative Statistics Reports, selecting the "Stat Reports”
option. This provides a drop-down nmenu. Select "Cumul ative
Status" fromthis nenu.

a. The Cunftat can be executed froma hpterm w ndow by
typi ng the command: /users/ mas/ bin/ Cuntstat _sh

b. The default output file is /userd/ mvs/reports; however,
the output of the report can be directed to a specific file by
the requester of the report.

1206.2 Custom zing the Cunul ative Statistics Report

a. The date shown is the current date. This date can be
nodi fied, since the MAS retains 14 days of SNMWP on-line data from
whi ch a Cunttat can be generat ed.

b. The hours for the report can be nodified if needed. The
default is a full 24-hour period. |If the Stop hour is past the
current hour, the CuntStat is forced to stop at the current tine.

c. The conponent type can be nodified for a specific
conponent. The default is all conponents.

Figure 12-3|and Figure 12-4|show the Cunul ative Statistics
Report Request Wndow and a portion of the Cunulative Statistics
Report.

12-5 ORIGINAL



UNCLASSIFIED NTP 22

CumStat_sh

Cumlative Statistics Report
Date "MM/DD/YVYY' = return for today:
Date is 02,/04/1990
Start and Stop hours: [0 23] :
start=hour is
Stop=hour

Kind of report: [ [ALL] | DSA | MFI | MLA | MTA | PUA | HWS ):

Cenerating Cumulative Statistics Report
Thiz may take a while —— CIRL-C to abort

Finizhed penerating report, stand by for the display...

Do wou want to save the report? m

Figure 12-3

Cunul ative Statistics Report Request W ndow

12-6 ORIGINAL



UNCLASSIFIED

I_ — cumEistEFE 14 pi

e Edd Sagoh b 1ol

Inpst srguments ==3 ALL, BZfoaf1000, 0,
Repart end Eime Bes boen sst bo 1550

Lumslstive SEatiwtice Hapa

arking r DEFRE SHE EL St
1 A4 il 020 ] (1] ErSOL L1004
Hapart Craankad: O@004;1999

wew FE Coamp et s

MW EHEFLE 1 HIFE-
Homt wimbimkicm mw d h ' rm HWS Eima]

az ul (el
13 12 11 1o
% 105 10§
(] n% L H]
Jtilization X
1w

Sl Sy L eal 3

asd PUA Comp

OEFUAHEFLESG | KPHEFLEHH )]
Houl mtatbislics averaged hoawriy (Hours are HHS Lime]

HAL i BN oz [ 5]

i1E i
Ucilization X

vy g 1vnll
15

iy RO 1vnld
|

SR Ivals
ML

Fileufupiod Tvals
i

Fileuupiif Tvnli
1.0

FilevfopiEf Tval?

Falev foplEf Tvald
14

raged hourly [Hours are FES Eimc )

FIH HAR i i ¥ [En ] B (Y oa

Imbnd Anmec
Chithd Ags

Figure 12-4

mul ative Statistics Repo

ORIGINAL




UNCLASSIFIED NTP 22

1207. Non-autonated Reporting Requirenents
1207.1 Daily Navy LNOSC Summary Report

This report contains all significant events occurring during
the previous RADAY. Sections of this report nmay be formatted
where appropriate. Many itens appearing in this report will be
in narrative form Sonme information may be redundant with
respect to other reports previously generated during the
reporting period, e.g. denial of service, possibly relating to a

security incident, will have been reported i mediately foll ow ng
detection but will also be included in this report. The report
is miinly used for historical tracking and will be forwarded to

the RNOSC and, if so configured, to a Navy nonitoring center as
required.

1207.2 Daily Navy LNOSC System Performance Report

This is a report of system problens not reported by a trouble
ticket. The follow ng systemproblens will require notification
to the RNOSC or COVNAVCOMIELCOM

a. System and network security incidents.

b. Hi gh precedence nessage del ays.

c. Excessive non-delivery notifications.

d. Non-deliveries due to DVS conponent failure.

e. Activation of new or transferred conponents.

f. Planned outage for an infrastructure conponent.

g. Hazardous Condition (HAZCON) for a Navy LNOSC or
i nfrastructure conponent.

h. Service activations and term nati ons.

i. Trouble ticket summary, including the nunber of tickets
opened, the nunber closed, and the nunber open nore than 12
hours.

1208. Routine or Historical Operations

This report will be submtted by Navy LNOSC S as directed by
COWAVCOMTELCOM  The type of information which needs to be
reported across managenent boundaries for routine operations or
hi stori cal purposes includes:

a. High precedence nessage del ays due to reasons associ at ed

wi th hardware, software, network, or operating personnel
defi ci enci es.
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b. Hazardous conditions, such as equi pment or environnental
probl ens, which could potentially result in a conmponent failure.

c. Summary of conponent outages, planned or unplanned,
whet her or not previously reported. Planned outages will have
been coordinated in advance and notifications provided
accordingly. Reports of unplanned outages, whether caused by
software or hardware failure, will include a sunmary of the
anal ysis perfornmed and the action taken to resolve the problem
and to restore operations. This includes conmponents in HAZCON,
wher e redundant or "backup" equipnent is installed but is not
avai |l abl e, either because the original equipnment is in an outage
condition and the backup in use, or the backup is in an outage
condi ti on.

d. Statistics for each MHS infrastructure conponent (MIA,
MFI, MLA), especially for those conponents, which interface with
a conponent in the other managenment donmain. The information for
t hese conponents should al so include statistics concerning the
anount of systemresources (Central Processing Unit (CPU)
menory, di sk space, swap space) in use.

e. Statistics for each DSA are necessary for day-to-day
di rectory nmanagenent and to aid software and system engi neering
personnel in isolating and resolving causes for directory service
failures. The information for these conponents should al so
i nclude statistics concerning the amount of systemresources
i ncluding CPU, nenory, disk space, and swap space, in use.

f. Performance statistics for each MA5, including system
avai lability and the periods of high activity, percentage of
resources (CPU, nenory, disk space, swap space) in use, and
reasons for peak processing (resource consunption exceedi ng sone
t hreshol d).

g. Trouble ticket statistics include the nunber of trouble
ti ckets escal at ed between managenent centers. This information
is necessary for the analysis of DV5 fault managenent as well as
bei ng useful for the analysis of custoner support requirenents.
| deal Iy, a summary of trouble tickets should be naintained on a
DVS bulletin board for reference by the LCC or RNOSC operati ons
or hel pdesk personnel. Trouble tickets open agai nst operational
probl ens associated with software or hardware shoul d be posted,
al ong wi th suggested workarounds, until the problem can be
resol ved.

h. Activation or de-activation of mail lists. These are
control |l ed and account abl e.

i. Suspected data interlace occurrences not detected by

either hardware or software. Al information relative to such an
i nci dent woul d be needed to identify and isolate the failed
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conponent. This problemshould result in the generation of a
trouble ticket.

. DMs system configuration changes (notices and
i npl enent ati ons).

k. Conplete domain information for the backup MAB if one is
designated. Updates or nodifications to this information need to
be provided to the backup MAE in a tinely fashion.

1209. DMS Asset and Inventory Control

The type of information which needs to be reported across
managenent boundaries in support of DVS asset or inventory
control includes:

a. Notification of the inplenmentation of a new software
rel ease. This information is necessary for DVS software
configuration nmanagenent.

b. Notification of the inplenentation of hardware upgrades.
This information is necessary for DVS configuration nanagenent.

c. Activation of new conponents and associ ated users. This
information is necessary for DMS configuration managenent.

d. De-activation of existing conponents and associ at ed
users. This information is necessary for DVS configuration
managenent .

e. Results of periodic inventory of Fortezza cards for
i nfrastructure conponents.

f. Sunmmary of custoner base information. This information
is necessary for periodic performance and trend anal ysis, as well
as DM5 configuration nanagenent.

1210. Report Retention

Al'l reports will be retained in the Navy LNOSC archives for a
m ni rum of 30 days.
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CHAPTER 13
CONFI GURATI ON_CHANGE PROCEDURES

1301. Gener al

Thi s chapter prescribes procedures for inplenenting changes
at conm ssioned Navy LNOSC S that require reconfiguration of the
DVMS backbone infrastructure and update of the DVS Master System
Detail Design (MSDD). The procedures apply to proposed
configuration changes planned or required at conm ssioned Navy
LNOSC S. O particular concern are design changes which require
reconfiguration (e.g., updating the routing tables) of the DVS
infrastructure by the RNOSC.

1302. Scope

The procedures in this chapter apply to both changes to
conponents at conm ssioned Navy LNOSC sites that directly
interface with the DVS backbone infrastructure and to those which
do not. Figure 13-1|shows the process for nmaking changes at Navy
LNOSC si tes.

a. The follow ng conmponents are those which interface with
t he backbone infrastructure:

(1) Primary G oupWare Server (PGAB).

(2) Backup G oupWare Server (BGA5).

(3) Local Directory Systens Agent (LDSA).
(4) Local Message Transfer Agent (LMIA).
(5) Mail List Agent (MA).

(6) Profiling User Agent (PUA).

b. [CHAPTER 2] and CHAPTER 3] describe these conponents and
their inferface wth the ackbone infrastructure. The
procedures in this chapter are applicable to the follow ng
detai |l ed desi gn changes:

Conmponent addition or renoval.
Conmponent nane change.
Conmponent host name change.
Donai n nane change.

DI T Level 6 change.

AUNTNNANAN
O WNEF
N N’ N’ N N

b. Procedures for updating the MSDD for changes that do not
directly affect the backbone infrastructure are al so provided.

1303. Design Validation Team (DVT)
a. The DVT is the DI SA office responsible for naintaining
the MSDD. The MSDD is a collection of all DVS site detail ed

designs and reflects the current configuration of the gl obal DVS.
The DVT is responsible for ensuring that site configuration
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changes are conpatible with the overall architecture by
val i dati ng changes submitted by the Services and Agenci es.

b. The DVT is the interface between the RNOSC and t he Navy
regardi ng changes at Navy LNOSC. The Navy shall identify to the
DVT the design representatives authorized to subnmt design
changes to the DVT (herein referred to as the Navy POC). The
Navy POC shall be a qualified DVS engi neer, capable of preparing
and updating DVS Detail ed Designs. Normally, the Navy POC wil |l
be fromthe Navy DVS engi neering activity. The DVT will only
accept Navy LNOSC site changes fromthe designated Navy PCC;, the
RNOSC wi Il only execute changes validated by the DVTI. The DVT
contact information is as foll ows:

Addr ess:
Lockheed Martin Federal Systens
Mai |l Stop 120-025
Attn: DI SA DVMS Design Validation Team
9500 Godwi n Drive
Manassas, VA 20110-4157

Phone:
Commercial (703)367-6692
Fax (703)367-3723

DMS Account: A DVB Organi zational account is currently being
established for the DVT and will be included in this procedure
prior to initial distribution to the field.

1304. Design Review Order and Precedence

Navy LNOSC site design changes received by the DVT will be
reviewed in the order they are received and will not be reviewed
ahead of designs (new or updates) previously received by the DVT
Only the Navy POC can authorize a swap of an updated design with
anot her design fromthe Navy that is already in the DVT for
review. The normal tineframe for the DVT to review a design is
approximately five working days. For situations that have an
i mredi at e operational inpact on the site, the Navy POC may
request the GSMto re-prioritize design reviews currently being
processed by the DVI. The request will be transmtted via DVBS
si gned organi zati onal nmessage. The GSM X. 500 DN i s:

C=US/ O=US GOVERNMENT/ OU=DODY OU=DI SA/ OU=0ORGANI ZATI ONS
/ QU=CRG STAFF/ OU=CPS/ CN=DV5 GSM

I f the GSM approves an upgrade in priority, the GSMw | |
notify the DVT to review the design ahead of the other designs
requested by the Navy POC. The DVT will nodify the priority for
design reviews when directed by the GSM The GSMwi || al so
notify the RNOSC to provide priority support as required to the
site, to include providing infrastructure testing ahead of other
sites awaiting testing. Imrediate design reviews will be
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acconplished by the DVT within 24 hours of receipt of the updated
desi gn.

1305. Detail ed Designs

Prior to the initial installation, acceptance, and
commi ssioning, a detailed design is produced and validated for
each site. This design is integrated into the MSDD. Fol |l ow ng
commi ssi oni ng, changes to Navy LNOSC sites will be docunmented by
updating the Navy LNOSC site detail ed design. The detailed
design provides all the data required for configuring DVS
conponents. A copy of the validated detailed design is provided
to the site and to the Navy DMS Program Managenment O fice (Navy
PMO) by the DVT. The DVT and the RNOSC al so nmaintain a copy of
each Navy LNOSC detail ed design

a. The Navy is responsible for updating the detail ed design
when a change is nade to a comm ssioned Navy LNOSC. Changes wl|
be made to the detail ed design using the Detail ed Design Tool
(DDT) .

b. The DDT is a software application that was devel oped to
automate the preparation and update of DVMS detail ed designs and
to simultaneously popul ate and update the MSDD dat abase. Only
the Service or Agency POC S identified to the DVT can receive and
use the DDT. The DVT will provide instructions for DDT
regi strati on when the Services and Agencies identify their design
POC S.

c. The DDT user manual provides instructions for using the
tool and how to submit updates to the DVI. The tool and the
manual are avail able through a File Transfer Protocol (FTP)
server. The address and procedures for accessing the FTP server
are avail able fromthe DVT.

1306. Changes Involving the Backbone Infrastructure

The foll owi ng change procedures apply to Navy LNOSC changes
requiring reconfiguration of the backbone infrastructure.
Par agraph [L306. 1| descri bes routi ne change procedures and
Par agr aph [[306. 2| addr esses emergency change procedures.

1306.1 Routine Change Procedures

The Navy POC will send an updated Navy LNOSC site detailed
design to the DVT for validation before initiating inplenentation

of the change at the site. Changes will be submtted using the
DDT according to the procedures in the DDT manual. The Navy POC
will identify the changes that were made in the DDT Change

Control Form Wthout the changes identified explicitly in the
Change Control Form the DVT can not determ ne what changes were
made. As a result, correspondi ng RNOSC i nfrastructure changes
will not be made and the site's nmessaging capability could be

i mpai r ed.
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(1) The DVT will review the proposed change to ensure it
is conpatible with the DMS infrastructure. The Navy can expect
the design review to be conpleted within one week fromthe date
the DVT receives the design or within 24 hours if the GSM has

directed an i medi ate response. |f the change is acceptable, the
DVT will validate it and update the MSDD accordingly. The DVT
will send the validated site detail ed design to the servicing

RNOSC and notify the Navy POC that the design has been vali dated.
If the site design was directed by the GSMto be revi ewed ahead
of other sites, the DVT will advise the RNOSC accordingly. The
site nmust coordinate with its servicing RNOSC prior to initiating
i npl enentation of the validated change(s). |If there are issues
or concerns with the proposed new design, the DVT will contact
the Navy POC and provide a listing of the specific itens of
concern. The DVT will then await a Navy response (by signed DVS
Organi zati onal message, fax or nmail) before re-evaluating the
desi gn change. The Navy POC is responsible for coordinating a
response within the Navy and providing this response to the DVT

(2) After the DVT has validated the change, the
servicing RNOSC wi Il notify COVNAVCOMIELCOM t hat the change is
ready, and COWNAVCOMIELCOM wi || direct the Navy LNOSC to
i npl enent the change and establish a test schedule. The Navy
LNOSC wi Il submit a trouble ticket to its servicing RNOSC before
i npl enenting the change. The ticket will identify the projected
schedul e for inplenmenting the change including the date the LNOSC
expects to be ready for testing with the RNOSC. This will alert
the RNOSC that the change is being inplenented and that the RNOSC
shoul d reconfigure the backbone infrastructure according to the
val i dat ed design

(3) The Navy LNOSC will complete |ocal testing of the
change prior to testing with the backbone infrastructure. Wen
| ocal testing is conplete, the Navy LNOSC wi ||l advise the RNOSC
t hrough the Navy nmanagenent chain that infrastructure testing
may be initiated.

(4) The RNOSC will provide the infrastructure testing
schedul e to COWAVCOMIELCOM who will pass it to the Navy LNOSC.
The RNOSC wi Il schedule infrastructure testing in the order that
requests are received fromthe Navy LNOSC S. The tinefrane
bet ween when the ACC contacts the RNOSC and when actual testing
begi ns depends on the nunber of sites waiting to be tested and
ot her operational circunstances. Sites will not be tested ahead
of sites already inline to be tested. Only the Navy POC can
authorize a site to be tested ahead of another site fromthe
sanme service. The RNOSC will only provide infrastructure
testing out of order when directed to by the GSM Wen
infrastructure testing is successful, the RNOSC wi Il annotate
the trouble ticket and close it.

(5) If backbone testing of the validated detail ed design
results in a change to the new design, the Navy POC will identify
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the required change (via a signed DVS organi zati onal nessage) to
COMWAVCOMTELCOM the RNOSC, and DVT before the RNOSC or Navy
LNOSC i s authorized to inplenment the change. The DVT will update
the MSDD and forward the updated copy to COWAVCOMIELCOM the
RNOSC, the Navy LNOSC, and the Navy PQOC

1306. 2 Energency Change Procedures

An energency situation is an unforeseen condition that
results in the i mrediate | oss of DMS organi zati onal messagi ng
capability to all or a portion of the organi zational nessagi ng
users supported by the site. |If this condition requires an
infrastructure |l evel change in order to restore organi zati onal
nmessagi ng service, the design validation process can be
post poned. |Instead, the change will be coordi nated between the
Navy POC and, if necessary, the Navy LNOSC and the RNOSC. The
RNOSC wi Il respond inmediately to reconfigure the backbone
infrastructure as required by the changes nade to the local site
conponents. Afterwards, the Navy will update the local site
detail ed design and send it to the DVT within 48 hours after the
change is inplenmented. The DVT will review and validate the
desi gn according to the procedures in Paragraph above.

1307. Changes Not Involving the Backbone Infrastructure

These procedures apply to other |ocal changes that do not
i nvol ve conponents connected to the backbone infrastructure.
These procedures are required to ensure that the MSDD is up to
date for operational and engineering reference to use for
t roubl eshooti ng and system confi gurati on nanagenent. \Wen a
change is inplenmented at a Navy LNOSC, the Navy is responsible to
update the Navy LNOSC detail ed design using the DDT. The Navy
POC will send the updated detailed design to the DVI. The DVT
wi |l update the MSDD and provide it to the RNOSC.
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Figure 13-1

Det ai | ed Desi gn Change Process
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CHAPTER 14
H GH ASSURANCE GUARD PROCEDURES

1401. Gener al

This chapter describes the HAG S, their placenent and
pur pose, and procedures for their use and nai ntenance.

The NSA- approved HAG wil| be used to support communi cati ons
bet ween DVS security domains. The HAG is configurable to allow
or disallow X. 400 and X. 500 conmuni cations based on filters
within the HAG By DI SA policy, the HAGwi Il only support
comuni cati ons between adj acent security domains, that is between
Uncl assified and Secret and between Secret and Top Secret. The
current use of the HAGis to support both high-to-low and | owt o-
hi gh exchange of Uncl assified nmessage traffic between the Secret
and Uncl assified domains, and to support shadowi ng of Directory

information from Unclassified to Secret DSA'S. In order to
sinplify the configuration of routing information, each DVS
domain will be a separate Private Managenent Donain (PRVMD) within

the existing DM5S Admi ni strative Managenent Domai n ( ADVD) .

The ADMD value for DVS is "DM5"; the PRVD value is
"dnms+gov+SI PR' for the Secret domain. The Unclassified donain
typically does not have a PRVD val ue. The physical placenent of
the HAGis at a local site which hosts a Secret enclave. A few
HAG S will be placed within the backbone to provide Directory
shadowi ng for the upper levels of the DVM5 Directory. For those
or gani zati ons which have no HAG in their environnment, a
Menor andum of Under standing (MOU) nmay be entered into with
anot her organi zation to use that organization's HAG

1402. HAG Pl acenent

The HAG i s physically placed within the higher |evel enclave.
Messages between users within the same domain do not need to go
through the HAG I n the Secret domain, however, a nessage
originator nmust use the originator personality appropriate to the
nmessage cl assification and nust al so address the appropriate
personality of the recipient(s). Wen a user in the Secret
dormai n, using the unclassified personality, addresses an
uncl assified nmessage to recipient(s) in the unclassified domain,
the User Agent nust automatically include a token for the HAG so
that the HAG can decrypt the nmessage and verify that it is
allowed to pass to the unclassified domain. PUA' S and MLA' S nust
al so include a HAG token when addressi ng nessages to recipients
in the unclassified donain.

Non-Delivery Notifications and Delivery Reports will be
allowed to pass the HAG in either direction, since they are
automatical ly generated and cannot contain classified data.
Alternate delivery service is allowed through the HAG only when
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both the original recipient and the alternate recipient are in
t he sane domai n.

A user in the secret donmain need not address a nessage
specifically to a particular HAG The determ nation of the
appropriate HAG i s made based on the recipient's address and the
configured routing information.

1403. HAG Keyword Criteria

The HAG has the capability of searching for nessage
classification and specified keywords. Local requirenments wll
determ ne the classified keywords in use in the higher domain and
whi ch t he HAG nust prevent being passed to the | ower domain.

More information will be provided as it becones avail abl e.
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CHAPTER 15
Fl REWALL PROCEDURES

1501. Gener al

This chapter identifies the operational inpact of DoN
i npl enented network firewalls on DVS protocols and provides the
operational policy and procedures between the RNOSC and Navy
LNOSC S when firewalls limt full use of those protocols.

Afirewall is a type of access control gateway, which is
pl aced between a private or restricted access network and a
public network to selectively filter incom ng and out goi ng
traffic by protocol. In DV5, a firewall is placed at the
infrastructure level and is designed to all ow passage of only
certain protocols. For exanple, a firewall may all ow passage of
DMS nessagi ng protocol, but not directory access protocol.
Unlike the HAG a firewall does not scan the header or contents
of a nessage.

1502. Firewall Description

Afirewall is used to establish a protected environnent and
enconpasses all conponents within a protected enclave such as an
agency's site. The DVS Firewall Configuration Gui dance docunent
provi des in-depth technical explanations and anal ysis of
firewalls and their inpact on the DVM5. This docunent is
available in the DM5S Online Library. The DM5S Online Library is
accessi ble through the DM5 Control |l ed Access Wb Page. A link to
this Wb page is provided through the NAVCOMTELCOM Wb site at

“Iww. nctc.navy. mlJ.

1503. Local Firewall Inplenentation

Servi ces and Agencies inplenent firewalls in accordance with
their owmn network security policy. However, when those firewalls
are | ocated between the | ocal DVS enclave and the DVS backbone
i nfrastructure, DMS operation and systens nanagenment can be
affected. Sites will differ, but Figure 15-1|illustrates a
common | ocal network security policy rnplementation of a firewall
and shows the effect on DVS operations.

1504. Policy

Navy LNOSC ASM S and LSM S will work with | ocal network and
firewall adm nistrators to ensure that firewalls are configured
to all ow passing of X 400 and X 500 protocols for DVS
organi zati onal nessaging and directory services. ASM S and LSM S
are expected to remai n cogni zant of the configuration of their
| ocal network firewall and the inpact on DVS operation and
managenent between the | ocal site, the DVS backbone
infrastructure, and the servicing RNOSC.
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1505. Protocols

[Fabl e 15-1|identifies the protocols and associ ated port
utilize y for nessaging, directory services, system
managenent, and systemcontrol. It identifies the affected | ocal
conponents, affected regional conponents at the regi onal nodes
and RNOSC S, and the function the protocol facilitates. The
shaded rows indicate the protocols comonly bl ocked by | ocal
firewalls due to security concerns and policy. However, it is
possi ble for other protocols to be bl ocked dependi ng on the
site's individual network security policy and firewall
i npl enent ati on.

1506. Protocol Guidance

Procedures for each of the identified protocols blocked by a
| ocal firewall are as follows:

a. X 400, P1 Protocol.
This protocol will not be bl ocked by local firewalls.

b. X. 500 Directory System Protocol (DSP), Directory
| nf or mati on Shadowi ng Protocol (DI SP), and Directory Access
Prot ocol (DAP).

These protocols will not be bl ocked by local firewalls.
c. FTP Incon ng.

When the FTP protocol is blocked fromentering (e.g. RNOSC
MAS t o Navy LNOSC MAB) the protected enclave, the servicing RNOSC
will not be able to retrieve log files fromsite conponents and
subsequently be unable to performa nessage trace to the site.
In this situation, the RNOSC will trace to the |last BMIA on the
nessage route and then pass a request for nessage trace

continuation to the Navy LNOSC. The procedures in
apply.

d. FTP Qutgoing.

Normal |y, outgoing FTP (e.g. Navy LNOSC MAS to RNOSC MAB) is
not bl ocked; however, when it is blocked, the site will be
i ncapabl e of transferring trouble tickets and nmessaging reports
to the RNOSC. In this event, trouble tickets will be forwarded
via DMS operations nessages. The nessage will contain all the
information normally provided in a trouble ticket.

e. SNWP (Trap).
SNMP (Trap) is used for |ocal conponent nonitoring only and

does not affect interoperability between the Navy LNOSC and the
RNOSC.
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f. SNVP (Get/Set).

The SNWP (Get/Set) protocol is used by the RNOSC to nonitor
and control |ocal conponents listed in [Table 15-1 When this
protocol is blocked, the RNOSC will not be able to determ ne the
status of |ocal conponents if a problemoccurs. 1In this
situation, the Navy LNOSC ASM or LSMis responsible for notifying
t he RNOSC by operations nessage whenever one of the |isted
conponents i s out-of-service.

g. Network Tine Protocol (NTP).

NTP is normally used to establish time synchronization with
an external conponent. When NTP is blocked by a local firewall,
time may be obtained froma |ocal conponent or filtered through
the firewall to an external server. This is a |ocal decision

h. Tel net.

Tel net sessions between the RNOSC and Navy LNOSC conponents
require strong authentication. This protocol is only used when
FTP is not avail able through the MA5 or other contingency
situation. The RNOSC and ACC or LCC will coordinate the use of
Tel net when it is required.
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Figure 15-1

Common Local Network Firewall |nplenentation
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LOCAL REGIONAL
PROTOCOL COMPONENT | COMPONENT FUNCTION
X.400 PGWS BMTA Message Transfer
P1 LMTA
Port 102 MLA
PUA
X.500 LDSA RGDSA Chaining
DSP MGDSA Shadowing
DISP SGDSA
Port 17003 Master PLA DSA
Shadow PLA DSA
X.500 LMTA Domain (Shadow) RCDB Shadowing
DISP Server/Routing DSA
Port 104
X.500 LMTA RNOSC-ADUA Admin
DAP
Port 104
FTP MWS RNOSC-MWS -Trouble Ticket
Locally Transfer
Initiated -Messaging Reports
Port 20 (Data) -MWS Back-up
Port 21 (Control) Map/Hosts
FTP PGWS RNOSC-MWS Log Retrieval/
RNOSC LMTA Message Trace
Initiated MLA
Port 20 (Data) PUA
Port 21 (Control)
SNMP (Trap) MWS RNOSC-MWS Monitor
Port 162 PGWS
LMTA
MLA
PUA
SNMP MWS RNOSC-MWS Monitor and Control
(Get/Set) PGWS
Port 161 (Native HP-UX) LMTA
Port 26017 (Agent) MLA
Port 6664/5 (Agt Factory) PUA
NTP PGWS BMTA Time Synchronization
Port 123 LMTA SGDSA
MLA
PUA
LDSA
MWS
ADUA
Telnet MWS RNOSC-MWS Configuration
Port 23 Control

Not e: The shaded rows indicate the protocols conmonly bl ocked by | ocal
firewalls due to security concerns and policies.

Tabl e 15-1
Firewal | Protocol

15-5

ORIGINAL



UNCLASSIFIED NTP 22

CHAPTER 16
SERVI CE_| NTERRUPTI ON_PROCEDURES

1601. General

This chapter prescribes the policies and procedures for
pl anni ng, coordi nating, and requesting approval for DVMS
Aut hori zed Service Interruptions, commonly called "Planned
Qut ages"”, and to prescribe the actions to be taken in the event
of Unaut horized Service Interruptions or "Unplanned Qutages".

All DMS el enents share responsibility for ensuring reliable
nmessagi ng service to users of the DMS, and all el enents,
i ncludi ng the user, should keep service interruptions to a
m nimum  When aut horized interruptions of infrastructure
services are necessary, the interruption should be planned to
mnimze inconvenience to users. Users also should recognize
that interruption of service at their User Agents can also result
in delay of response and inconveni ence to nessage origi nators.
For these reasons, users nust obtain concurrence in planned
outages fromthe Navy LNOSC. The Navy LNOSC nust obtain approval
of planned outages of the entire Navy LNOSC or its conponents
fromthe RNOSC. A Navy LNOSC request for approval of a planned
outage will be submtted to the RNOSC by an Authorized Service
Interruption Request Ticket through the MAS. All other
correspondence regardi ng authorized service interruptions nust be
by signed and encrypted organi zati on nessage.

1602. Part-time and Dial-in Users

Part-time service i s necessary when a user does not wish to
maintain a full-tinme messaging operation. Part-time service is
schedul ed, and normal service interruption during off-hour
periods is not considered a service interruption. D al-in users
sign on at irregular intervals to receive or send nessages.
During tinmes when they are not signed on, their UA is not
available to the DM5. As with part-tinme service, this is not
considered a service interruption as described in this chapter.
In both cases, users accept the responsibility for delay in
recei pt of nessages addressed to them

1603. Service Interruptions

1603.1 Authorized Qutage

An aut horized or planned outage is a disruption of DVS
services due to planned events which require a DVM5S conponent or
facility to be renoved fromservice for a period of 10 m nutes or
nore. Exanples would be a planned power interruption or a
pl anned system upgrade. In the follow ng paragraphs, it is
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assuned that the service interruption will be of at |east 10
m nut es.

1603.2 Unaut hori zed Qut age

An unaut hori zed or unplanned outage is a disruption of DM
service due to such events as failure of conponents, an
unexpected power failure, or a software failure. An unplanned
service interruption will be made the subject of a trouble
ticket, but additional action by the Navy LNOSC i s di scussed
bel ow. An unpl anned service disruption traceable to an adverse
security event nust be handled as a System Security Incident in
accordance wth NAVSO P-5239-19, Conputer |ncident Response
GQui debook.

1604. CQutage Reporting

Al'l service interruptions, authorized or unauthorized
(schedul ed or unschedul ed), nust be reported in accordance with
the procedures outlined in CHAPTER II]and later in this chapter.

1605. Planned Service Interruption at the Navy LNOSC

A Navy LNOSC planning a routine service interruption of the
entire Navy LNOSC or of a critical conponent nust transmt an
Aut hori zed Service Interruption Request Ticket (Figure 16-1) to
the RNOSC at | east 14 days prior to the start of the service
interruption. Were a planned outage involves only conponents,
whi ch have redundant conponents to serve as backup, there is no
need to request approval for a planned outage, but the lack of a
backup creates a HAZCON whi ch nust be reported in accordance with
CHAPTER 11]

A service interruption request by the Navy LNOSC shal
i nclude as an addressee the Mail List conposed of the served user
organi zati ons. The request nessage shall be addressed to the
RNOSC and copied to all users in the Navy LNOSC AOR. The request
nessage contains the:

a. Purpose of the scheduled interruption.

b. Proposed date, tine, and duration of the schedul ed
interruption, and an alternate date and tine.

c. Estimated tine to restore service in the event of an
ener gency.

d. Known inpact on DVS service. This should include the

maj or organi zations affected and whether alternate service is
required.
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e. Statenent of the inpact if the request is not approved.

f. Primary and alternate points of contact with nmeans of
comuni cation, e.g., tel ephone nunbers, to be used in the event
of an energency requiring early service restoration.

1606. Planned Service Interruption at the User Location

Aut hori zed service interruption will normally be scheduled to
m nim ze disruption of nmessaging services to the organization.
When the outage will be long term or where major organizations

are affected, the user should request that the Navy LNOSC provide
alternate routes or alternate DMS access nethods during the
interruption. Plans nust include restoration of operations at
the earliest possible tine. An organizational user planning a
service interruption and requiring alternate service nust notify
the serving Navy LNOSC at | east 7 days in advance of the start
time of the interruption. |If no alternate service is required,
the notification nessage nust be transmtted at |east 24 hours
prior to the start of the planned outage.

A notification of an authorized service interruption by a
user will be addressed to the Navy LNOSC and any ot her users who
wi |l be involved, such as recipients of alternate routed

nessages. The information shall be the sane as in Paragraph

1607. Response to Authorized Interruption Request

The supporting ASM or LSM (for a user) or the RSM (for a Navy
LNOSC or USMC site) will evaluate the inpact of the service
interruption on the DM5 AOR, consider contingency requirenents,
exerci ses, and ot her schedul ed service interruptions, and wll
reply within four hours of receipt of the request with either:

a. Prelimnary concurrence in the authorized service
interruption request, or

b. A request to reschedule the service interruption, with
the reason for the request to reschedul e.

1608. Prelimnary and Final Concurrence Actions
After prelimnary approval by the RSM for a Navy LNOSC

aut hori zed outage, or concurrence by the ASMor LSMin a user
outage, the RSM ASM or LSMw Il transmt an organi zation

nmessage to all affected organizations. |[If only a single user
organi zation will be affected, other users need not be notified.
If the outage will be for a Navy LNOSC, all served users nust be

notified and nust concur with the interruption by organization
nmessage. Once concurrence is received, the Navy LNOSC wi ||
notify the RNOSC and request final approval. This request nust
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be transmtted at | east 30 minutes before the start of the
schedul ed service interruption; final approval nust be received
before the interruption can begin.

1609. Alternate Route Requirenent

When a Navy LNOSC service interruption will affect high
priority users, the Navy LNOSC nay be required to arrange for
alternate route capability. This arrangenent may involve a
tenporary connection to another Navy LNOSC and may require
changes to the backbone routing configuration. Alternate routing
must be coordinated with the RNOSC. A requirenent for alternate
routing must be included in the authorized service interruption
request to the RNOSC.

1610. Planned Service Interruption at the RNOSC

When an RNOSC itself will be subject to a service
interruption, the RSMw Il nake the ACC S, LCC S, and Navy
LNOSC S in its AOR copy addressees on its correspondence with the
GSM This will allow a Navy LNOSC to advi se the RNOSC of any
ci rcunst ances that woul d nake RNOSC out age i nadvi sabl e, such as
Navy exercises in the AOR The RSMand GSMw || take this
information into account in determ ning whether the service
i nterruption should proceed.
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Authorized Service Interruption Request Ticket

Field

Entry

Site

Navy LNOSC Requesting Service Interruption

POC LAST NAME

Last name of Navy LNOSC primary contact for the Authorized Service
Interruption

POC FIRST NAME

First name and/or rank of primary contact

POC PHONE Commercial and/or DSN phone number of individual with knowledge of
the Authorized Service Interruption. Include country code if applicable.
POC E-MAIL E-Mail address of primary contact

SHORT DESCRIPTION

Authorized Service Interruption Request

PROBLEM DESCRIPTION

Brief explanation of the purpose of the service interruption, components
affected, proposed and alternated dates.

USER IMPACT

Services to be interrupted; high priority organizations affected

REMEDY PRIORITY

Priority 3 Routine: Initial request for an Authorized Service
interruption will be prioritized as routine.

Diary

The following minimum essential information shall be included in the diary:

*  Purpose of the service interruption.

* Proposed date, time and duration of the interruption and an alternate date and time.

» Estimated time to restore service in the event of an emergency.

* Known or anticipated impact on DMS service.

» Statement of the impact if the request for service interruption is not approved.

* Request for RNOSC support of alternate routes as required.

COMPONENT TYPE

Primary affected component(s) e.g., PGWS, LDSA.

Figure 16-1

Aut hori zed Service Interruption Request Ticket
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1611. Emergency Service Interruptions

In sone cases, it may not be possible to schedule a service
interruption as far ahead as required above. For exanple, an
el ectric power provider may give only a few hours warni ng of an
power outage. |In such cases, the user nust submt an energency
service interruption request. The follow ng procedures apply.

1611.1 Pl anned Qutage at the User Location

The user nust notify the Navy LNOSC by nessage at | east one
hour ahead of the outage, providing all the information listed in
Par agr aph and, in addition, provide the reason for the
energency service interruption request and explain why it was not
possible to provide the nornmal notice. The user nay request
alternate routing service, but this service cannot be assured on
short notice. Since the request would not be submtted as an
energency request if it could be reschedul ed, a reschedule tine
need not be provided. The Navy LNOSC cannot deny an energency
out age request.

1611.2 Pl anned Qutage at the Navy LNOSC

The Navy LNOSC nust submit an Aut horized Service Interruption
Request Ticket to the RNOSC at | east one hour prior to the
service interruption and follow up with a tel ephone call to
ensure that the RNOSC has reviewed the ticket. The ticket nust
explain why it was not possible to provide the normal notice.

The LSM nay request alternate routing service, but this service
cannot be assured on short notice. Since the request would not

be submtted as an energency request if it could be reschedul ed,
a reschedul e tinme need not be provided. The LSM nust notify al

users in advance of the service interruption.

Any service interruption that does not allow one hour advance
notice will be considered an unauthorized or unplanned service
interruption, even if some advance warni ng was given.

1612. Trouble Ticket Reporting by the Navy LNOSC

| medi ately before a Navy LNOSC enters a period of authorized
service interruption, the LSMwi Il send a trouble ticket to the
RNOSC stating that service is on the verge of interruption.

1613. Unpl anned Qut age

Unpl anned out ages may occur at any tine or for any reason.
Common causes are failure of equi pment w thout backup, failure of
sof tware, unexpected power outages or fluctuations, operator
error, or inadvertent disconnection of equipnment. Wen the
unpl anned outage is of such a nature that service cannot be
restored within ten mnutes, the systemadm nistrator or the
syst em manager whose ACR includes the failed device nust notify
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organi zations affected by the service interruption. |If the
failure appears to be due to a software problem the LSM nust
submt a trouble ticket to the RNOSC, regardl ess of the duration
of the outage or the extent of service interruption.

1613.1 Navy LNOSC Unpl anned Qut age

| f an unpl anned outage occurs at the Navy LNOSC due to
failure of a conponent which has no back-up and the | oss of which
will affect DVS nessaging, directory access, or system
managenent, the ASM or LSMwill:

a. Take action to correct any dangerous condition (e.g., an
el ectrical short circuit), that may have been involved in the
out age.

b. Take action to begin service restoration. Notify the
mai nt enance organi zati on responsi ble for the failed equi pnent, or
begin other action to restore service.

c. Notify the RNOSC if service cannot be restored in ten
m nutes, if possible by trouble ticket, otherw se by tel ephone,
comercial electronic mail, or other neans.

d. Affected user organi zations should then be notified by an
organi zati on nessage to their organi zational system
adm nistrators (SA'S). If this is not possible, the SA'S can
al so be notified by other nmeans. Since a Navy LNOSC may be
responsi bl e for providing service to a | arge nunber of users,
calling each one may be inpractical. It is recommended that the
ASM or LSM cooperate with the users to establish a tel ephone
"calling tree" for such contingencies.

e. Keep the RNOSC advi sed of the status as tinme permts and
cooperate in preparation of alternate routes as required.

1613. 2 User Unpl anned Qut age

I f an unpl anned outage occurs at the organizational user
| evel, the LSMw | 1:

a. Monitor the organi zational message account to learn the
nature of the problem If no report is received in a reasonable
anount of tinme, the LSM should contact the organizational SA and
request that a report be submtted as soon as reasonably
possi bl e.

b. Monitor the status of the outage and cooperate with the
user SAin any alternate route action.

c. Assist in obtaining any mai ntenance hel p as necessary.
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1614. Restoration of Service
1614.1 Restoration of Service to a User

Foll owi ng the restoration of equipnment to the nornmal
operational condition, the user will so notify the Navy LNOCSC by
nmessage. The Navy LNOSC will then term nate any alternate
routing and allow normal resunption of message traffic. |If
infrastructure alternate routing was required, the alternate may
continue to receive alternate routed nessages until normnal
delivery is fully restored. The outage is considered to begin at
the tine the equi pnment went out of service and end when service
was restored, but does not include any tinme required to renove
alternate routing.

1614.2 Restoration of Service of a Navy LNOSC

Fol l owi ng restoration of equipnment to the normal operational
condition, the LSMw |l clear the outage trouble ticket with the
notation that the service interruption has been term nated and
that normal service has been restored. The Navy LNOSC and RNOSC
will renmove any alternate routes and restore normal traffic flow.
The LSM nust notify users by nessage that normal Navy LNOSC
oper ati ons have been resuned.
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CHAPTER 17
NAVY LNOSC AND USMCZ/ USCG LCC BACKUP PROCEDURES

1701. Gener al

This chapter provides procedures for the backup of the
conponent systens at the Navy LNOSC.

1702. Conponent System Backup Procedures

The system backup of a conponent copies the conponent hard
drive to the backup device. Because the initial software does
not contain the various configuration and setup infornmation
| oaded into the conponent on site, a backup will save
considerable tinme in restoring a conponent to operational status
in the event of a failure. A failure that would require the use
of a backup for restoration would nost |likely be a conplete
failure of the hard drive. |In nost other failures, a restart of
the systemw ||l restore the conponent to normal operation. This
procedure provides instructions pertaining to backing-up DVS
conponents at the Navy LNOSC and using the backup nedia to
restore conponent operations. This procedure applies to all Navy
LNGSC S.

1702.1 LNOSC and LCC W ndows NT Backups Procedures
The foll ow ng nmethodol ogy is provided for NT Backups.

a. Set up tapes to perform backups for four weeks before
witing over an old tape. Nunber them by week, day of the week,
and a consecutive tape nunber.

b. Wek 1 tapes are nunbered 1-7, week 2 tapes 8-14, week 3
tapes 15-21, and week 4 tapes 22-28. After tape 28 (or set for
day 28) is used, tape 1 will be used again. Each day the next
nunber will be used. Should multiple tapes be required to backup
a conponent, nunber the tape sets for day 1 as 1-1 and 1-2, for
day 2 as 2-1 and 2-2, and so on.

c. The tape pattern runs Monday- Sunday with Mnday being a
Ful | backup and Tuesday t hrough Sunday being Differenti al
backups.

d. Backups should be done near to m dnight, Universal Tine
Coordi nated (UTC) (0000Z) on all days. |If the backup software is
programmed to run automatically, the conmponents will display a
warning 10 mnutes prior to the start of a backup. The tape
shoul d be placed into the tape drive unit at |east 10 m nutes
prior to backup.

e. The tapes should be located in a tape drive cabinet in a
secure |l ocation, away fromany el ectromagnetic fields. The tapes
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shoul d be separated by nachine type and week. The tapes should
be kept in order by day. An enpty tape cartridge should be |eft
in the cabinet so that it will not be lost so that it marks the
place in the row where the tape will be returned.

1702.2 LNOSC AND LCC UNI X Backup Procedures

The foll ow ng nmethodol ogy is provided for UN X backups.

a. The backup software should not be set up to run
automatically. The system backup adm nistrator shall be
responsi bl e for verifying that backups are conpleted in
accordance with gui dance provided in the conponent’s System
Adm ni strator’ Guide.

b. Backups shoul d be performed during off-peak tines
(typically between GM 0000Z and 0300Z.) Additional guidance may
be incorporated in |ocal SOP S.

c. After six hours, ensure the backup has conpl eted by
checki ng /users/conmon /backups/ <mmddyy>[full] and search for
"run time". If atine in seconds is associated with the run
time, then the backup was successful. If not, informa system
adm ni strator.

To determine if the backup was successful:
(1) Open an HP Ter m wi ndow.

(2) Type cd /users/comon/ backups (this changes the
directory to the backup directory).

(3) Type Il. This displays a backup list of files with
the | ast one being that of the current day.

(4) Type grep seconds and highlight the current day’s
file. The results should appear in seconds. |If the result does
not appear in seconds, but another pronpt is displayed, the
backup file needs to be reviewed for conpletion and any errors
t hat were received.

(5) Type vi and highlight the current day’'s file.

(6) Search by pressing esc and type /fback.

(7) Type n for next until the end of the file. Look for
any error nessages, i.e., "wite error"” or "second tape needed",
within the file. |If the file states "backup conplete” but with
error, then it is safe to manually eject the tape.

(8) Replace the tape with the next tape as necessary.
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1703. Restoration of a Conponent Using Backups

The backup of a conponent copies the entire hard drive to the

backup device. |If the conponent is involved in nmessage handling
(e.g., an MIA or MFI), a failure requiring a conplete restoration
wi || have made nessages in the systemat the tine of failure
unrecoverable. A restoration using the backup will place

nmessages undelivered at the time of the backup onto the restored
system nmessage queue. Users may report delays in nessage receipt
and the LSM nust be prepared to respond appropriately. Messages,
whi ch can not be recovered after a systemfailure, may al so be
traced; the LSM nust utilize any avail able archives to determ ne
whet her a claimof non-delivery is valid and the nessage was | ost
in the failure.

Conmponent restoration with backup nedia shall only after

obt ai ni ng approval of the system adm nistrator or other locally
desi gnated site personnel.
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ACRONYMS

Area Control Center

Al'li ed Communi cations Publication

Adm ni strative Managenent Donai n

Adm ni strative Directory User Agent
Addr ess I ndicator G oup

Aut omat ed | nformati on System

Area of Responsibility

Anerican Standard Code For Information
| nt er change

Area System Manager

Backbone Message Transfer Agent

Country

Certification Authorities

Certificate Approving Authority
Certification and Authentication

Col | ective Address Desi gnat or
Certification Authority Wrkstation
Configuration Control Board

I nternational Tel egraph and Tel ephone Consultative
Conmittee

Conpr om sed Key Li st

Confi gurati on Managenent

Communi cations Security Materiel System
Common Nane

Chi ef of Naval Operations

COWAVCOMTELCOM Comrander, Naval Conputer and Tel econmuni cati ons

DI SA

DI SAC

DI SA- EUR
Dl SA- PAC
DI SN

DI SP

DT

Conmmand

Concept of Qperations
Central Processing Unit
Certificate Revocation List
Cumul ative Statistics Report

Directory Adm nistrator

Desi gnat ed Approving Authorities

DIl Asset Distribution System

Directory Access Protocol

Director, Comunications Security Mterial System
DMS Central Operations Center

Directory Distingui shed Nanme

Def ense Data Network

Det ai | ed Desi gn Tool

Directory Informati on Base

Def ense Information Infrastructure

Def ense I nformati on Systens Agency

DI SA Circul ar

DI SA- Eur ope

Dl SA-Pacific

Def ense I nformati on Systens Network
Directory Informati on Shadowi ng Prot ocol
Directory Information Tree

A2 ORIGINAL



UNCLASSIFIED NTP 22

DI TSCAP

DVDS
DVS
DN
DoD
DoN
DSA
DSN
DSP
DTH

DVT

3g°

Nnuoz
ZO

A%mmmtt
@)

C

TSS

JANAP
JITC
KEA

KM D
KRL

Def ense I nformation Technol ogy Security Certification
And Accreditation Process

Def ense Message Di ssem nation Subsystem
Def ense Message System

Di stingui shed Nane

Depart ment of Defense

Depart ment of the Navy

Directory System Agent

Def ense Swi tched Networ k

Directory System Protocol

Def ense Message System Transition Hub
Directory User Agent

Design Validation Team

Engi neeri ng Change Proposal
Enmer gency Change Procedure
Enmer gency Command Pr ecedence
El ectronic Mil

Fi el d Engi neering Notice

Final QOperational Capability

Functional, Integration, Security, and Performance
File Transfer Protocol

G obal Directory System Agent

General Service

G obal Network Operations and Security Center
G obal System Manager

G oupWare Server

Hi gh Assurance Guard
Hazar dous Condition
Hel p Desk

Identification/ldentity

Integrated Directory User Agent

Initial Operational Capability

I nterimProcedure

InterimProcedure Notice

I nternational Organization for Standardi zation
| mpl enent ation Strategy and Pl an

I nformati on Systens Security Manager

I nformati on Systens Security O ficer

I nt ernati onal Tel econmmuni cati on Uni on
Tel econmruni cat i on St andardi zati on Sect or
(formerly CCITT)

Joint Arny/Navy/Air Force Procedures
Joint Chiefs of Staff
Joint Interoperability Test Center

Key Exchange Al gorithm

Keying Material ldentifier
KM D Revocation Li st
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LANT
LDSA
LMTA
LNGSC
LSM
MCEB
MGDSA

M B
M SSI

M TNOC

Atlantic

Local Control Center

Local Directory System Agent

Local Message Transfer Agent

Local Network Operations and Security Center
Local System Manager

M litary Conmunicati ons-El ectronics Board
Mul tifunction Interpreter

Mast er G obal DSA

Message Handling System

Managenent | nformati on Base

Mul ti-Level Information System Security
Initiative

Marine Corps Information Technol ogy Network Operations
Cent er

Mai | Li st

Mai | List Agent

Mai | List Manager

MIlitary Message Handling System
MIlitary Message ldentification

Menor andum of Under st andi ng

Message Store

Master System Detail ed Design

Message Security Protocol

Message Transfer Agent

Message Transfer System

MIS | dentifier

Managenent Wor kstati on

Not Applicabl e; Not Avail able
Naval Computer and Tel ecomruni cati ons Area Master
Station

NAVCOMTELSTA Naval Conputer and Tel ecommuni cations Station

NDN
NI PRNET
NSA
NTP
NTP

OoPS
aR

Non-Del i very Notice

Non- secure I nternet Protocol Router Network
Nat i onal Security Agency

Naval Tel ecomruni cati ons Procedures

Net wor k Ti me Pr ot ocol

Qper ati ons

Ori gi nator and Reci pi ent

Organi zational Registration Authority
Organi zational Rel ease Authority
Organi zati onal System Adm ni strator
Qpen Systens | nterconnection

Organi zational Security Oficer

Organi zational Unit

Pol icy Approving Authority
Per sonal Address Book
Pacific

Policy Creation Authority
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PGWN\E
Pl N
PLA

PUA

RADAY
RCDB
RFC
RN
ROMC
RNGOSC
RSM
RSS

SECNAV
SGDSA
SI PRNET
SVB
SMIP
SNVP
SOP
SRA

SSL

SSO
SysSt at

TS/ C
TT

UA
URL
UsMC
USN
urc

WAN
VESTHEM
VWAV

X. 500
X. 509

NTP 22

Per sonal Conputer Menory Card | nternational
Associ ati on

Primary G oupWare Server

Personal Identification Nunber

Pl ai n Language Address

Pr ogr am Manager

Program Managenent O fice

Poi nt of Cont act

Private Managenent Domai n

DMS Profiling User Agent

Regi stration Authority

Radi o Day

Routi ng Configuration Dat abase

Request for Comrents

Regi onal Node

Requi red Operational Messaging Characteristics
Regi onal Network Qperations and Security Center
Regi onal System Manager

Renote Service Site

Secretary of the Navy

Shadow d obal DSA

Secret Internet Protocol Route Network
Servi ce Managenent Systeni Station
Si mpl e Message Transfer Protocol
Si mpl e Net wor k Managenent Prot ocol
St andard Operating Procedures
Sub- Regi stration Authority

Secure Sockets Layer

Systens Security Oficer

System St at us Report

Top Secret/Col | ateral
Troubl e Tickets

User Agent

Uni versal Resource Locat or
U.S. Marine Corps

U S. Navy

Uni versal Tine Coordi nated

W de Area Network
West ern Hem sphere
Wrld Wde Wb

Directory Services Protocol
Certificate Tenpl ate
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GLOSSARY OF TERMS

Accreditation. A formal declaration by the Designated Approving
Authority (DAA) that the automated information systemis approved
to operate in a particular security node by using a prescribed
set of safeguards. Accreditation is the official managenent

aut hori zation for operation of an automated i nformati on system

it is based on the certification process and ot her nanagenent
consi derati ons.

Adm nistrative Directory User Agent (ADUA). A software function,
whi ch provi des the means whereby an authorized person can enter,
nodi fy, or delete data in the Directory Information Base.

Aut hentication. Establishes the validity of a clainmed identity
(e.g., workstation, originator, individual, user, device, or
other entity in a systen). Authentication verifies the identity
of a communi cating peer entity and the source of data.

Certificate. The public keys of a user, together w th other
I nformation, rendered unforgeabl e by enci pherment with the secret
key of the certification authority that issued it.

Certification. a) The formal technical evaluation of security
features and ot her safeguards of an Automated |Information System
(AIS). Certification supports the accreditation process and
establishes the extent to which a particular A'S design and

i npl enentation nmeet a set of specified security requirenents. b)
The process of placing user certificates into the Directory.

This is necessary for the functioning of MSSI security system

CDgFonent. The existing or proposed hardware and software
I npl enentation of a DM5S nessagi ng application.

Conponent Approval. Action taken by the DVS managenent structure
to allow I nplementation and operation of a conponent resulting
froma DVS approved project.

Confi gurati on Managenent. A discipline applying technical and
adm ni strative direction and surveillance to: a) identify and
docunent the functional and physical characteristics of a
configuration item b) control changes to those characteristics,
and c) record and report changes to processing and inplenentation
st at us.

Defense Information Infrastructure (DIl). A seanless web of
communi cati ons networks, conputers, software, databases,
applications, and other capabilities that nmeets the information
processi ng and transport needs of DoD users in peace and in al
crises, conflict, humanitarian support, and wartine rol es.

Defense Information Systens Network (DISN). The full set of DoD
I ong- haul networks, both packet-sw tched and underl ying
comuni cations transm ssion systens. DISNis a subset of DI
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It is the DoD S consolidated worl dw de enterprise-|evel

t el econmuni cations infrastructure that provides the end-to-end
information transfer network for supporting mlitary operations.
It is transparent to its users, facilitates the nanagenent of

i nformation resources, and is responsive to national security and
def ense needs under all conditions in the nost efficient manner.

Def ense Message System (DVMS). Al hardware, software,

procedures, standards, tacilities, and personnel used to exchange
nmessages el ectronically between organi zations and individuals in
the DoD. The DVS relies on but does not include the Defense Data
Net wor k (DDN) and DI SN.

Desi gnat ed Approving Authority (DAA). The official who has the
authority to accept the security safeguards prescribed for an
automated i nformati on systemor the official who nay be
responsi bl e for issuing an accreditation statenent that records
the decision to accept those safeguards.

Directory Distingui shed Nane (DDN). A uni que and unanbi guous
directory nane that 1I's conposed of a sequence of relative

di stingui shed nanes (RDN) indicating the path derived fromthe
directory tree structure fromthe root to the nanmed node. It can
al so be described as the nane of the superior node conbined with
t he RDN.

Directory Nane. A Directory nane is one conponent of an

Oi1ginator/Recipient (OR) nane. It is the name of an entry in a
Directory. 1In the context of message handling, the entry in the
Directory will enable the OR address to be retrieved for

subm ssi on of a nessage.

Directory Systens Agent. The Directory Systens Agent serves to
retain and nake avall able part of the Directory Infornmation Base.
It is accessed by any conponent requiring Directory information
by neans of a Directory User Agent (DUA). Commrunication between
the DUA and the DSA is via Directory Access Protocol (DAP).

Directory User Agent (DUA). The DVS DUA allows the DMS witer or
reader to query, Interrogate, and adm nister the information in
the DM5S X. 500 Directory Information Base (DIB). The DUA stores
and allows updates to a limted |ocal cache of conmmonly used DVS
directory nanes and O R addresses for use by the collocated DVS
UA.

Donmai n Defined Attribute (DDA). Optional attributes of an QR
address allocated to nanes wthin a nanagenent donain. DVS will
use the followi ng DDAs: ORA, RFC- 822, PMSP-822, ACP-PLAD, and
ACP- Rl .

El ectronic Mail (E-Mail). The el ectronic generation,
transm ssion, and di splay of correspondence and docunents.
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File Transfer Protocol. A protocol used by a TCP/IP application
programto transtfer files fromone conputer to another. It is
commonly used on the Internet. The abbreviation FTP is sonetines
used to nean the file transfer programitself.

Firewall. A type of access control gateway which is placed
between a private or restricted access network and a public
network to selectively filter incom ng and/or outgoing traffic.
Firewal | s enhance network and application security.

Fortezza. A Personal Conputer Menory Card Internationa

Assocl ation (PCMCIA) smart card that includes National Security
Agency (NSA)-devel oped security nechanisns and interfaces with
the M SSI software to protect DVS nessages.

Ful | Operational Capability (FOC). a) At the systemlevel, FOC
I's the point at which a firelded systemfully neets the technical
and operational specifications of the requirenents docunentation.
FOC of a systemmay al so be declared with exceptions agreed to by
t he Program Manager, the User, and the O&M activity. b) At the
site level, FOC is the point at which the portion of the system
at that site fully neets the technical and operations
specifications of the requirements docunentation. FOC for the
site may al so be declared with exceptions agreed to by the
Program Manager, the site nmanager, and the O&M activity.

| nformati on. Any comruni cation or representati on of know edge in
any nmediumor form

Infrastructure. A backbone nade up of interconnected DVS
Governnment Qpen System I nterconnection Profile (GOSIP) conponents
to provide reliable, secure, and tinely application services

i ncl udi ng nessagi ng, directory, and managenent for users
wor | dwi de.

Initial Operational Capability (100). a) At the systemlevel,
IOC 1s the pornt at which sone portion of the technical and
operational specifications defined by the requirenents docunents
have been achieved. The specific definition of 10C wll vary for
each system and woul d be negoti ated anong the Project Manager

the User, and the O&M activity. b) At the site level, 10Cis the
poi nt at which the technical and operational specifications of
that portion of the systeminstalled at a specific site nmeet the
docunent ed requirenents, but some portion of testing and/or
conformance to be acconplished. The definition of 10OC may be
site specific and woul d be negoti ated anong the Project Manager,
the Site Manager, and the O&M activity.

Interface. A connecting link or interrelationship between two
systens or two devices, or between a user and an application,
device or system In the OSI reference nodel, it i1s the boundary
bet ween adj acent | ayers.
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I nternational Organi zation for Standardi zation (1SO. An

organi zation that establishes 1 nternational standards for (anong
ot her things) conputer network architecture. Menbership is by
country with 90 countries participating. The |ISO Open Systens

| nt erconnecti on Reference Mdel divides network functions into
seven | ayers.

Internet. The collection of networks and gateways that use the
TCPITP protocol suite and function as a single, cooperative
virtual network wi th near-universal connectivity. There are
three level s of network services - unreliable connectionless
packet delivery, reliable full duplex streamdelivery, and
application-level services like electronic mail that build on the
first two.

Internet Protocol (IP). Standard that allows dissimlar hosts to
connect to each other through the Internet.

| nteroperability. The ability of two or nore systens or
conponents to exchange and use information or services, so that
they will operate effectively together.

Local Area Network (LAN). A data network, usually located on its
users’ premses, wthin a |limted geographical area.

Mail List (M). An X 400 OR nane that represents a defined
group of DM users. Mail List nmenbers include OR nanmes for DVS
users or OR nanmes for other Mail Lists. The point of I|ist
expansi on di stinguishes a Mail List (expanded by an MLA) froma
Distribution List (expanded in an MIA) and from an Address Li st
(expanded in a UA). This clarification applies to usage in this
docunent; usage is not standardi zed and may differ in other
docunent s.

Mai | List Agent (MLA). The M.A receives nessages addressed to
Mal I Lists for which the MLA is responsible. The DV MLA is
required to sinplify the distribution of single nmessages to
multiple recipients and to expand the Mail List to its individual
menbers, generate the security tokens for each nenber, provide
alternate delivery, and resubmt the new nessages into the DVS
MIS. The M.A al so aut henticates and encrypt all received
nmessages as well as signs and encrypts all outgoing nessages.

Managenent Workstation (MAB). The MAE'S are utilized to effect
managenent functions over all of the DVS components and
i nt er conmruni cati ons between MAE' S.

Message Handling System (MHS). The coll ection of conponents that
enabl e users to exchange nessages on a store-and-forward basis.
An MHS is conposed of a variety of interconnected functional
entities including Message Transfer Agents (MIA'S), Message
Stores (M5'S), and User Agents (UA'S).
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Message Store (M5). The DMS M5 is a user conponent that can
serve as an I nternediary between the DMS UA and the DVMS MIA
When the supported DMS UAis "off-line", the DM MS will store
the received nessages until the supported DMS UA is back "on-
line". The DVS UA then queries the DM5S Ms for stored nessage
st at us.

Message Transfer Agent (MIA). Serves as the backbone conponent
of the DVb Infrastructure, routing X 400 nessages submtted by
DMS UA'S to the next MIA, or one of its associated UA'S in
accordance with the instructions contained on the X 400 nessage
envel ope.

Message Transfer System (MIS). One or nore MIA'S that provide
the transter between UA'S, M5'S, and DVS MLA' S.

Mnimze. A state of energency assigned to an area and al
reciprents in that area that requires all nessage originators to
determne if each nmessage is essential enough to burden

networ k resources supporting that area. The resulting reduction
of nessage traffic mnimzed delays for essential traffic.

MSSI. Milti-level Information System Security Initiative.

M SSI software uses information on the PCMCI A Fortezza cards to
i npl enent end-to-end security nmechani sns and provide a standard
application interface to DM5S conponents.

Mul ti-chaining. Used by one DSA to pass on a query to nultiple
DSA'S In the expectation that one or nore DSA'S nay be able to
satisfy the request. Only the DSA that is able to continue to
process the request will do so. The final results would be sent
back to the originating DSA in order to satisfy the DUA query.

Mul tifunction Interpreter (MFI). The MFI is responsible for
providing 1nteroperability anong DVS baseline systens during
transition to the DVS Target Architecture. The M-l provides
nessage exchange capabilities anong DITH | egacy systens and
el ectronic mail (E-mail) systens and DVS X. 400-conpli ant
conponent systens.

Network. | n nessaging, a system of connected relay points; a
system of connected conputers.

Net wor Kk Managenent. The surveillance and control of the traffic
across a network. Network nmanagenent enconpasses the techni ques
and organi zati on needed to ensure service to network users even
under adverse conditions, such as abnormal | oads or equi pnment
failures.

Open Systens. A systemthat inplenents sufficient open
specifications for interfaces, services, and supporting formats
to enabl e properly engineered applications software a) to be
ported with m ni mal changes across a wi de range of systens, b) to
inter-operate with other applications on |ocal and renote
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systens, and c) to interact with users in a style that
facilitates user portability.

pen Systens Interconnection (OSI). A classification of
standards tor pronoting global connectivity. OSlI standards are
general ly pronul gated by the 1SO and used by a variety of

st andar ds-setting bodi es.

Oper ati ons Message (Account). A DMS organi zational nessage
transterred between ACC S/LCC S, DIH S, and RNOSC S for the

pur pose of exchangi ng DVS operations related information. An
Oper ati ons Message Account is an organi zati onal nmessage account
set up for the purpose of sending and receiving operations
nessages.

Organi zati onal Message. A nessage that includes conmand and
control traffic and nmessages exchanged between organi zati onal
el enents. These nessages require rel ease by the sending
organi zation and distribution determ nation by the receiving
organi zation. Due to their official and sonetines critical
nat ure, such nessages i npose operational requirenents on the
comuni cations systens for capabilities such as non-routine
precedence, guaranteed tinely delivery, high availability and
reliability, and a specified | evel of survivability.

Originator/Recipient (OR) Address. An attribute list that

di st1 ngui shes one user or Mail List fromanother and identifies
the user's point of access to the MHS or the distribution list's
expansi on poi nt.

Oiginator/Recipient (OR) Nane. An identifier which a user can
be designated as the originator, or a user can be designated as a
potential recipient of a nessage. An O R nane distingui shes one
user or Mail List fromanother. An OR nane is conposed of a
directory nane and an O R address. FEach user will have one or
nore O R nane(s).

0S|I Reference Mbdel. The seven-layer nodel, defined by ISO that
provi des the franework for building an open network. The seven

| ayers, ranging from highest to | owest, are application,
presentation, session, transport, network, data |ink, and

physi cal .

Packet Switching. Data transm ssion process that uses addressed
packets, each wth its own routing, sequencing, and error-
checking information. This allows a channel to be shared by many
users, since the circuit is required only for the tinme it takes
to send a single packet.

Pl ai n Language Address (PLA). The plain | anguage representation
of a DIH [ egacy user's organi zati on, geographical |ocation, and
of fi ce synbol

ORIGINAL



UNCLASSIFIED NTP 22

Precedence. Reflection of the originator's determ nation of the
required rapidity of delivery of the nessage (i.e., Critic, ECP,
Fl ash, Imediate, Priority, Routine). Precedence determ nes

the required speed of service and its associ ated nmessage handl i ng
by the recipient(s).

Priority. Refers to the X 400 defined G ade of Delivery
selection in the MIS.

Profiling User Agent (PUA). Provides nessagi ng support to

organi zati onal users by representing a single organization's OR
Address. The PUA can be used for nessage archiving and retri eval
tools for nonitoring systemintegrity, nessage | ogging, and

aut omati ¢ conbi nati on of sectionalized DIH | egacy nessages. The
PUA automatically assigns distribution to a nessage based on
profiles defined for the end users within an organi zati on.

Project Approval. The action taken by the DVS Managenent
Structure to establish a DMS project for devel opnent and/ or
acqui sition.

Protocol. Hardware and software procedures used to control the
transfer of data in communicati ons networks and between networks
and subscri ber equi prent.

Recipient. A user (i.e., a person, Mil List, or conponent of
the nessage handling environnent) that receives a nessage. This

i ncludes the recipient that the originator specifies as the
i nt ended destination of a nmessage, and the one who receives the
nessage after all possible redirection.

Rel ease Authority. A designated authority, or an autonated
process accredited by a Designated Approving Authority, within an
organi zation, that has approval authority to rel ease

or gani zati onal nessages.

Replication. The duplication of directory information from one
DSA ont o anot her DSA (or other conponent). Two nethods are
shadowi ng, which is defined by the X 500 series and cachi ng,
which is locally defined and nonst andar d.

Ri sk Managenent. The total process of identifying, measuring,
and mnimzing uncertain events affecting automated information
systemresources. It includes risk analysis, cost-benefit

anal ysi s, safeguard selection, security test and eval uati on,

saf eguard i npl enentati on, and systens revi ew.

Routing Indicator (RI). A group of letters, used in Allied
Communi cat1 ons Publication (ACP) 127, and Joint Arny, Navy, and
Air Force Procedures (JANAP) 128 nessagi ng, assigned to identify
a station within a network to facilitate routing of traffic. The
Rl indicates the status of the station, and nmay indicate its
geographical area. RI'S are conposed in accordance with the
Routing Indicator Plan described in the ACP 121 series, and are
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used to define the network address of a Tel ecommuni cati ons Center
(TCC) serving one or nore organizations.

Security Certification. The formal technical eval uation of
security features and ot her safeguards of an AIS. Certification,
whi ch supports the accreditation process, establishes the extent
to which a particular automated information system design and

i npl enentation neet a set of specified security requirenents.

Service Provider. Any entity providing a service, especially a
conmmuni cati1ons service. 1In the OSI reference nodels, the
resource that provides the facilities of the relevant OS

Ref erence Model |ayer. The OSI session and transport |ayers are
the service providers for the session and transport services, and
the X 25 network gateway or X 25 nessage control systemis the
service provider for the network service.

Servi ce Provisioning. Those activities necessary to initiate or
nodi fy nessagi ng and directory services to a custoner. 1In the
OSl reference nodels, the providing of |layers that provide
facilities for the associ ated services.

Shadowi ng. A nethod by which directory information is replicated
(duplicated) between a supplier and consuner DSA.

Sinple Mail Transfer Protocol (SMIP). A TCP/IP protocol for
transferring electronic nail nessages from one host to another.
SMIP specifies how two mail systens interact and the format of
control nessages they exchange to transfer mail.

Si npl e Net wor k Managenent Protocol (SNVP). A standard protoco
used to nonitor I'P gateways and the networks to which they
attach.

System Peopl e, machi nes, and net hods organi zed to acconplish a
set of specific functions.

TCP/ I P Gateway. A device or pair of devices used to interconnect
two or nore networks or sub-networks, enabling the passage of
data fromone to another. 1In this architecture, a gateway
contains an | P nodul e and, for each connected sub-network, sub-
networ k protocol nodule. The routing protocol is used to
coordinate with other gateways. A gateway is often called an IP
router.

Termnal. A device, instrument or facility used to generate,
transmt, and receive nessage traffic via a transm ssion |ine
fromanother termnal or froma network.

Uni versal Tine Coordinated (UTC). The nean solar tinme of the
meridian of Geenw ch, England, used as the prinme basis of
standard tinme throughout the world (G eenwich nean tine).
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User. 1) any person, organization, or functional unit using the
services of an information processing system 2) in a conceptual
schema | anguage, a person or process that may issue or receive
commands or nessages to or fromthe information system

User Agent (UA). The UA is the user component of the system It
must 1nterface with the DM5 MHS on behalf of a single DVS user or
organi zation witer or reader. The UA nust prepare nessage
recei pt notifications, store nessages, and maintain witer-to-
reader accountability.

X.400. The international recomrendati ons devel oped by ITU T for
a store-and-forward nmessage handling systemin a nmulti-vendor
envi ronment .

X.500. The international recomrendati ons devel oped by ITU T for
directory services or electronic mail.

X.509. An X. 509 certificate is a structure of infornmation that
tires the user identity with the user's public key
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APPENDI X C

DON_LNGSC LOCATI ONS
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DON _LNGSC LOCATI ONS

NCTAMS PAC SBU
DMS LNOSC OPERATI ONS ROLES

PLA ACC HONCLULU HI (n)

LNGCSC DMS Area Control Center (ACC)

TYPE
NCTAMS PAC WAHI AVWA

ADDRESS 500 CENTER STREET
WAHI AVWA
HI 96786

PHONE/ FAX | Conm (808)653- FAX: (808)653- DSN:. 315-453-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =HONOLULU/ ou=NCTAMSPAC HONOLULU
HI (n) / ou=ACC Honol ul u Hi (n)

ROLE Sub- Regi stration Authority

PLA SUBREGAUTH HONOLULU( n)

POC
NCTAMS PAC WAHI AWA

ADDRESS 500 CENTER STREET
WAHI AVWA
HI , 96786

PHONE/ FAX | Conm (808) 653- FAX: (808)653- DSN:. 315-453-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =HONOLULU/ ou=NCTAMSPAC HONOLULU
Hl (n)/ ou=ACC Honol ul u HI (n)/ cn=SUBREGAUTH
HONOLULU( n)

ROLE Certificate Authority

PLA CERTAUTHO002 (U- NCTAMS PAC Wahi awa HI)

POC
NCTAMS PAC WAHI AWA

ADDRESS 500 CENTER STREET
WAHI AWA
HI , 96786

PHONE/ FAX | Conm (808) 653- FAX: (808)653- DSN:. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=Dod/ ou=Navy/ cn=CERTAUTHO002 (U
NCTAMS PAC Wahi awa HI)

ROLE Hel p Desk

NTP 22
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NCTAMS PAC SBU
DMS LNGSC OPERATI ONS ROLES

PLA HEL PDESK HONOLULU( n)
PCC
NCTAMS PAC WAHI AWA
ADDRESS 500 CENTER STREET
WAHI AVA
HI , 96786
PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746
E- MAI L
X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =HONOLULU/ ou=NCTAMSPAC HONOLULU
HI (n) / ou=ACC Honol ul u HI (n)/cn=HELP DESK
HONCL UL U( n)
ROLE DMS Oper ati ons Manager
PLA DMSOPSMNGR HONCOL UL U( n)
PCC
NCTAMS PAC WAHI AWA
ADDRESS 500 CENTER STREET
WAHI AVA
HI , 96786
PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746
E- MAI L
X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =HONOLULU/ ou=NCTAMSPAC HONOLULU
HI (n) / ou=ACC Honol ul u Hl (n)/ cn=DMSOPSMNGR
HONCL UL U( n)
ROLE Area System Manager
PLA ASM HONOLULU( n)
PCC
NCTAMS PAC WAHI AWA
ADDRESS 500 CENTER STREET
WAHI AVA
HI , 96786
PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746
E- MAI L
X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =HONOLULU/ ou=NCTAMSPAC HONOLULU
Hl (n)/ ou=ACC Honol ul u HI (n)/cn=ASM HONOLULU( n)
ROLE Directory Adm ni strator
PLA Di rectory Manager HHI (n)
PCC

NTP 22
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NCTAMS PAC SBU
DMS LNGSC OPERATI ONS ROLES

NCTAMS PAC WAHI AVWA

ADDRESS 500 CENTER STREET
WAHI AVA
HI , 96786

PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =HONOLULU/ ou=NCTAMSPAC HONOLULU
Hl (n)/ ou=ACC Honol ulu HI (n)/cn=Di rectory Manager
HHI ('n)

RCOLE Mai | Li st Manager

PLA M_MVANAGER HONOLULU( n)

PCC
NCTAMS PAC WAHI AVWA

ADDRESS 500 CENTER STREET
WAHI AVA
HI , 96786

PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =HONOLULU/ ou=NCTAMSPAC HONOLULU
HI (n) / ou=ACC Honol ul u HI (n)/ cn=M_MANAGER
HONCL UL U( n)

ROLE Mai | List Adm nistrator

PLA

PCC
NCTAMS PAC WAHI AVWA

ADDRESS 500 CENTER STREET
WAHI AVA
HI , 96786

PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746

E- MAI L

X. 500

ROLE Conf i guration Manager

PLA CONFI GYNGR HONOLULU( n)

PCC
NCTAMS PAC WAHI AVWA

ADDRESS 500 CENTER STREET
WAHI AVA
HI , 96786

NTP 22

ORIGINAL



UNCLASSIFIED NTP 22

NCTAMS PAC SBU
DMS LNGSC OPERATI ONS ROLES

PHONE/ FAX | Comm (808) 653- FAX. (808)653- DSN. 315- 653-

0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =HONOLULU/ ou=NCTAMSPAC HONOLULU
HI (n) / ou=ACC Honol ul u Hl (n)/ cn=CONFI GUWNGR
HONOLULU( n)

ROLE Security Oficer

PLA SECURI TY OFFI CER HONOLULU( n)

POC

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET

WAHI AVWA
H , 96786

PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =HONOLULU/ ou=NCTAMSPAC HONOLULU

HI (n) / ou=ACC Honol ul u HI (n)/cn=SECURI TY OFFI CER
HONOLULU( n)
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NCTAMS PAC SI PRNET
DMS LNOSC OPERATI ONS ROLES

PLA ACC HONCLULU HI (S)
LNCSC DMS Area Control Center (ACC)
TYPE

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET

WAHI AWA
HI, 96786

PHONE/ FAX | Conm (808) 653- FAX: (808)653- DSN:. 315-453-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /| =HONOLULU ou=NCTAMSPAC HONCLULU
Hl (s)/ ou=ACC Honol ul u Hi(s)

ROLE Sub- Regi stration Authority

PLA SUBREGAUTH HONCLULU( s)

POC

NCTAMS PAC WAHI AWA
ADDRESS 500 CENTER STREET

WAHI AVWA
HI 96786

PHONE/ FAX | Conm (808) 653- FAX: (808)653- DSN:. 315-453-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nient / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /| =HONCLULU ou=NCTAMSPAC HONCLULU
HI (s)/ ou=ACC Honol ul u Hi (s)/ cn=SUBREGAUTH
HONCLULU( s)

ROLE Certificate Authority

PLA CERTAUTHO007 (S- NCTAMS PAC Wahi awa HI)

POC

NCTAMS PAC WAHI AWA
ADDRESS 500 CENTER STREET

VWAHI AWA
HI , 96786

PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=Dod/ ou=Navy/ cn=CERTAUTHO007 ( S-
NCTAMS PAC Wahi ava HI)

ROLE Hel p Desk

PLA HEL PDESK HONCLULU( s)

POC
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NCTAMS PAC S| PRNET
DMS LNGSC OPERATI ONS ROLES

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET

WAHI AWA
HI, 96786

PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=0Or gani zations(s) /| =
Hawai i (s) /| =HONOLULU ou=NCTAMSPAC HONCLULU
HI (s)/ ou=ACC Honol ul u HI (s)/cn=HELP DESK
HONCLULU( s)

RCOLE DMS Oper ati ons Manager

PLA DIVSOPSIMNGR HONOLUL( s)

POC

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET

WAHI AVWA
HI , 96786

PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /| =HONOLULU ou=NCTAMSPAC HONOLULU
Hl (s)/ ou=ACC Honol ul u HI (s)/ cn=DMSOPSIMNGR
HONOLULUY( s)

ROLE Area System Manager

PLA ASM HONOLULU( s)

POC

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET

WAHI AVWA
HI , 96786
PHONE/ FAX | Conm (808) 653- FAX: (808)653- DSN:. 315-653-
0746 5324 0746
E- MAI L
X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /| =HONOLULU ou=NCTAMSPAC HONOLULU
Hl (s)/ ou=ACC Honol ul u HI (s)/cn=ASM HONOLULU( s)
ROLE Directory Adm ni strator
PLA Directory Manager HI(s)
POC
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NCTAMS PAC S| PRNET
DMS LNGSC OPERATI ONS ROLES

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET

WAHI AWA
HI, 96786

PHONE/ FAX | Conm (808) 653- FAX: (808)653- DSN:. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=0Or gani zations(s) /| =
Hawai i (s) /| =HONOLULU ou=NCTAMSPAC HONCLULU
Hl (s)/ ou=ACC Honol ulu HI (s)/cn=Directory Manager
HI (s)

RCOLE Mai | Li st Manager

PLA MLMANAGER HONOLULU( s)

POC

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET

WAHI AWA
HI, 96786

PHONE/ FAX | Conm (808) 653- FAX: (808)653- DSN:. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /| =HONOCLULU ou=NCTAMSPAC HONCLULU
HI (s)/ ou=ACC Honol ul u Hi (s)/cn=M_MANAGER
HONCLULU( s)

ROLE Mai | List Adm nistrator

PLA N A | AW 162130ZMAROO

POC

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET

WAHI AWA
HI, 96786

PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN:. 315-653-
0746 5324 0746

E- MAI L

X. 500

ROLE Conf i guration Manager

PLA CONFI GUNGR HONCLULUY( s)

POC

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET
WAHI AVWA

H , 96786
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NCTAMS PAC S| PRNET
DMS LNGSC OPERATI ONS ROLES

PHONE/ FAX | Comm (808) 653- FAX. (808)653- DSN. 315- 653-

0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /| =HONOCLULU ou=NCTAMSPAC HONCLULU
Hl (s)/ ou=ACC Honol ul u HI (s)/ cn=CONFI GVNGR
HONCLULU( s)

ROLE Security Oficer

PLA SECURI TY OFFI CER HONOLULU( s)

POC

NCTAMS PAC WAHI AVWA
ADDRESS 500 CENTER STREET

WAHI AVWA
H , 96786

PHONE/ FAX | Comm (808)653- FAX: (808)653- DSN. 315-653-
0746 5324 0746

E- MAI L

X. 500 / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /| =HONOLULU ou=NCTAMSPAC HONCLULU

Hl (s)/ ou=ACC Honol ulu HI (s)/cn=SECURI TY OFFI CER
HONCLULU( s)
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NCTAMSLANT NORFOLK, VA
DMS LNOSC OPERATI ONS ROLES

PLA NCTAMSLANT NORFOLK VA

LNOSC AREA CONTROL NETWORK OPERATI ON AND SECURI TY

TYPE CENTER (ACC)
9625 Moffett Ave

ADDRESS Norfol k Va 23511-2784

PHONE/ FAX | Comm 757-444- FAX: 757-444- DSN: 564- 7346
7346 3578

E- MAI L

X. 500 OU=NCTAMS LANT Nor fol k Va(N); OU=ACC Nor f ol k
Va(n); cn=0U=NCTAMS LANT Nor fol k Va(N); OU=ACC
Nor f ol k Va(n)

ROLE Sub- Regi stration Authority

PLA NCTAMSLANT NORFOLK VA

POC EARNEST L BESS
SAME AS PARA 1 ABOVE

ADDRESS

PHONE/ FAX | Comm 757-445- FAX: 757-444- DSN: 565-1163
1163 3578

E- MAI L BESSE@IVSLANT. NAVY. M L

X. 500 OU=NCTAMS LANT Nor fol k Va(n); OU=ACC Norfol k
Va( n); cn=SUBREGAUTH Nor f ol k Va( n)

ROLE Certificate Authority

PLA NCTAMSLANT NORFOLK VA

POC GRATI A L. PATTERSON
SAMVE AS PARA 1 ABOVE

ADDRESS

PHONE/ FAX | Conm 757- 445- FAX: 757-444- DSN: 565-1163
1163 3578

E- MAI L PATTERSONG@DVSLANT. NAVY. M L

X. 500 OU=NCTAMS LANT Norfol k Va(n); OQU=ACC Norfol k
Va( n); cn=CERTAUTHO001 (U- NCTAMS LANT NORFOLK VA)

ROLE Hel p Desk

PLA NCTAMSLANT NORFOLK VA

POC | T1 BRYANT K LAW
SAME AS PARA 1 ABOVE

ADDRESS

C 10
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NCTAMSLANT NORFOLK, VA
DMS LNGSC OPERATI ONS ROLES

PHONE/ FAX | Comm 757- 444- FAX: 757-444- DSN: 564-8478
8478 3578

E- MAI L LAVB@NVSLANT. NAVY. M L

X. 500 OU=NCTAMS LANT Norfol k Va(n); OU=ACC Norfol k
Va(n); cn=HELPDESK Nor f ol k Va( n)

ROLE DVS Oper ati ons Manager

PLA NCTAMSLANT NORFOLK VA

PCC EDWARD DUFF
SAMVE AS PARA 1 ABOVE

ADDRESS

PHONE/ FAX | Conm 757- 444- FAX: 757-444- DSN:. 564- 7346
7346 3578

E- MAI L DUFFE@DVSLANT. NAVY. M L

X. 500 OU=NCTAMS LANT Norfol k Va(n); OQU=ACC Norfol k
Va( n); cn=DVMSOPMNGR Nor f ol k Va(n)

ROLE Area System Manager

PLA NCTANVSLANT NORFOLK VA

POC AUGUSTO TORRES
SAME AS PARA 1 ABOVE

ADDRESS

PHONE/ FAX | Comm 757- 444- FAX: 757-444- DSN: 564- 3039
3039 0039

E- MAI L TORRESA@NCTAMSLANT. NAVY. M L

X. 500 OU=NCTAMS LANT Nor fol k Va(n); OU=ACC Norfol k
Va(n); cn=ASM Nor f ol k Va(n)

ROLE Directory Adm ni strator

PLA NCTAMSLANT NORFOLK VA

PCC I T2 VI CTOR A VWH TEHEAD
SAMVE AS PARA 1 ABOVE

ADDRESS

PHONE/ FAX | Conm 757- 444- FAX: 757-444- DSN:. 564- 7346
7346 3578

E- MAI L VH TEHEADV@DNVSLANT. NAVY. M L

X. 500 OU=NCTAMS LANT Norfol k Va(n); OQU=ACC Norfol k
Va(n); cn=DI RADM N5 Nor fol k Va(n)

ROLE Mai | List Manager

PLA NCTANVSLANT NORFOLK VA

POC | T2 M CHAEL A FERRCL
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NCTAMSLANT NORFOLK, VA
DMS LNGSC OPERATI ONS ROLES

SAME AS PARA 1 ABOVE

ADDRESS

PHONE/ FAX | Conm 757- 444- FAX: 757-444- DSN: 564-8478
8478 3578

E- MAI L FERROL MAGDIVELANT. NAVY. M L

X. 500 OU=NCTAMS LANT Nor fol k Va(n); OU=ACC Nor fol k
Va(n); cn=M_MANAGER Nor f ol k Va(n)

ROLE Mai | List Adm ni strator

PLA NCTAMSLANT NORFOLK VA

PCC NOT BEI NG USED AT THI' S TI ME

ADDRESS

PHONE/ FAX | Conm FAX: DSN:

E- MAI L

X. 500 OU=NCTAMS LANT Nor fol k Va(n); OU=ACC Norfol k
Va(n); cn=M_ADM N1 Nor f ol k Va(n)

ROLE Conf i guration Manager

PLA NCTAMSLANT NORFOLK VA

PCC EDWARD DUFF
SAMVE AS PARA 1 ABOVE

ADDRESS

PHONE/ FAX | Conm 757- 444- FAX: 757-444- DSN: 564- 7346
7346 3578

E- MAI L DUFFE@DVSLANT. NAVY. M L

X. 500 OU=NCTAMS LANT Norfol k Va(n); OQU=ACC Norfol k
Va( n); cn=CONFI GVNGR Nor f ol k Va( n)

ROLE Security Oficer

PLA NCTANVSLANT NORFOLK VA

POC MATTHEW J ROSENTHAL
SAMVE AS PARA 1 ABOVE

ADDRESS

PHONE/ FAX | Conm 757- 444- FAX: 757-444- DSN: 564-8478
8478 3578

E- MAI L ROSENTHAL M@DVSLANT. NAVY. M L

X. 500 OU=NCTAMS LANT Norfol k Va(n); ou=ACC Norfol k

Va(n); cn=SECURI TY OFFI CER Norf ol k Va(n)
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NAVCOMTELSTA KEFLAVI K | C LNOSC ( SBU)
DMS LNOSC OPERATI ONS ROLES

PLA NAVCOMTELSTA KEFLAVI K | C
LNGSC LCC( SBU)
TYPE
PSC 1003 Box 22
ADDRESS FPO AE 09728- 0322
PHONE/ FAX | Conm 354- 425- FAX: 450- DSN: 450- 2657
2657 4348/ 354- 425-
4348
E- MAI L | cckefl avi kn@ins- kef | avi k. navy. m |
X. 500 c:US, o0: U S
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce
| and, | : Kef | avi k, ou: NAVCOMIELSTA KEFLAVI K
I C(n), ou: LCC Keflavik I C(n)
ROLE Sub- Regi stration Authority
PLA NAVCOMTELSTA KEFLAVI K | C
PQOC I TL (SW Shreve
PSC 1003 Box 22
ADDRESS FPO AE 09728-0322
PHONE/ FAX | Conm 354-425- FAX: 450- DSN: 450-4581
4581 4348/ 354- 425-
4348
E- MAI L shrever @ct skef. navy. m |
X. 500 c:US, o0:U S
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce
| and, | : Kef | avi k, ou: NAVCOMIELSTA KEFLAVI K
I C(n), ou: LCC Keflavik IC(n), cn: SUBREGAUTH
Kef | avi k( n)
ROLE Certificate Authority
PLA NAVCOMTELSTA KEFLAVIK | C
PCC | T2 Hughes
PSC 1003 Box 22
ADDRESS FPO AE 09728- 0322
PHONE/ FAX | Comm 354-425- FAX: 450- DSN:  450- 2500
2500 4348/ 354- 425-
4348

C 13
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UNCLASSIFIED

NAVCOMTELSTA KEFLAVI K | C LNOSC ( SBU)
DMS LNGSC OPERATI ONS ROLES

E- MAI L hughesj @ct skef . navy. m |
X. 500 c:US, 0:U S
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce
| and, | : Kef | avi k, ou: NAVCOMIELSTA KEFLAVI K
I C(n), ou: LCC Keflavik IC(n), cn: CERTAUTH
Kef | avi k( n)
RCOLE Hel p Desk
PLA NAVCOMTELSTA KEFLAVI K | C
POC | T3 Thal huber
PSC 1003 Box 22
ADDRESS FPO AE 09728- 0322
PHONE/ FAX | Conm 354- 425- FAX: 450- DSN: 450- 2657
2657 4348/ 354- 425-
4348
E- MAI L t hal huber d@ct skef . navy. m |
X. 500 c:US,0: U S.
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce
| and, | : Kef | avi k, ou: NAVCOMTELSTA KEFLAVI K
I C(n), ou: LCC Keflavik IC(n), cn: Hel pDesk
Kef | avi k( n)
ROLE DVS Oper ati ons Manager
PLA NAVCOMTELSTA KEFLAVI K | C
POC I TC (SW Reeve
PSC 1003 Box 22
ADDRESS FPO AE 09728-0322
PHONE/ FAX | Conm 354- 425- FAX: 450- DSN: 450- 7522
7522 4348/ 354- 425-
4348
E- MAI L reeveh@ct skef. navy. m |
X. 500 c:US, 0:U S
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce
| and, | : Kef | avi k, ou: NAVCOMTELSTA KEFLAVI K
I C(n), ou: LCC Keflavik IC(n), cn: DMSOPSMNGR
Kef | avi k( n)
ROLE Area System Manager
PLA NAVCOMTELSTA KEFLAVI K | C
PQOC | T2 Ross

C 14
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UNCLASSIFIED

NAVCOMTELSTA KEFLAVI K | C LNOSC ( SBU)
DMS LNGSC OPERATI ONS ROLES

PSC 1003 Box 22

ADDRESS FPO AE 09728- 0322
PHONE/ FAX | Conm 354- 425- FAX: 450- DSN: 450- 2500
2500 4348/ 354- 425-
4348
E- MAI L rossmanct skef . navy. m |
X. 500 c:US, 0: U S
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce
| and, | : Kef | avi k, ou: NAVCOMIELSTA KEFLAVI K
I C(n), ou: LCC Keflavik IC(n), cn: LSM Kef | avi k(' n)
ROLE Di rectory Adm nistrator
PLA NAVCOMIELSTA KEFLAVIK | C
POC | T3 Thal huber
PSC 1003 Box 22
ADDRESS FPO AE 09728- 0322
PHONE/ FAX | Comm 354-425- FAX: 450- DSN:. 450- 2657
2657 4348/ 354- 425-
4348
E- MAI L t hal huber d@ct skef . navy. m |
X. 500 c:US, 0: U S
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce
| and, | : Kef | avi k, ou: NAVCOMIELSTA KEFLAVI K
I C(n), ou: LCC Keflavik IC(n), cn: Dl RADM N
Kef | avi k( n)
ROLE Mai | List Manager
PLA NAVCOMTELSTA KEFLAVI K | C
POC | T2 Ross
PSC 1003 Box 22
ADDRESS FPO AE 09728-0322
PHONE/ FAX | Conm 354- 425- FAX: 450- DSN: 450- 2657
2657 4348/ 354- 425-
4348
E- MAI L rossmanct skef . navy. m |
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UNCLASSIFIED NTP 22

NAVCOMTELSTA KEFLAVI K | C LNOSC ( SBU)
DMS LNGSC OPERATI ONS ROLES

X. 500 c:US, 0: U S

Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce
| and, | : Kef | avi k, ou: NAVCOMIELSTA KEFLAVI K

I C(n), ou: LCC Keflavik IC(n), cn: MULMANAGER

Kef | avi k( n)
ROLE Mai |l List Adm nistrator
PLA NAVCOMTELSTA KEFLAVIK | C
PCC | T2 Ross

PSC 1003 Box 22
ADDRESS FPO AE 09728-0322

PHONE/ FAX | Comm 354-425- FAX: 450- DSN:. 450- 2657
2657 4348/ 354- 425-
4348
E- MAI L rossmanct skef . navy. m |
X. 500 c:US, 0: U S
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce

| and, | : Kef | avi k, ou: NAVCOMIELSTA KEFLAVI K
I C(n), ou: LCC Keflavik IC(n),cn: MLADM N

Kef | avi k( n)
ROLE Conf i guration Manager
PLA NAVCOMTELSTA KEFLAVI K | C
PCC | T2 Ross

PSC 1003 Box 22
ADDRESS FPO AE 09728-0322

PHONE/ FAX | Conm 354- 425- FAX: 450- DSN:  450- 2657
2657 4348/ 354- 425-
4348
E- MAI L rossmanct skef . navy. m |
X. 500 c:US, o0:U S
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce

| and, | ; Kef | avi k, ou: NAVCOMTELSTA KEFLAVI K
I C(n), ou: LCC Keflavik IC(n), cn: CONFI GUWNGR

Kef | avi k( n)
ROLE Security Oficer
PLA NAVCOMIELSTA KEFLAVIK | C
PCC | TC (SW Cannon
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UNCLASSIFIED NTP 22

NAVCOMTELSTA KEFLAVI K | C LNOSC ( SBU)
DMS LNGSC OPERATI ONS ROLES

PSC 1003 Box 22
ADDRESS FPO AE 09728-0322

PHONE/ FAX | Comm , 354- 425- FAX: 450- DSN:  450- 7437

7437 4348/ 354- 425-
4348
E- MAI L cannonl @ct skef . navy. m |
X. 500 c:US, 0: U S
Gover nnent , ou: DoD, ou: Navy, ou: Organi zations, | :lce

| and, | : Kef | avi k, ou: NAVCOMIELSTA KEFLAVI K
I C(n),ou: LCC Keflavik IC(n),cn:Security Oficer
Kef | avi k( n)

. ORIGINAL



UNCLASSIFIED

NAVCOVSTEA WASHI NGTON, DC
DMS LNOSC OPERATI ONS ROLES

PLA NAVCOMTELSTA WASHI NGTON DC

LNGCSC LCC

TYPE
1325 10" SREET, SE

ADDRESS BLDG 196
WASHI NGTON NAVY YARD, DC 20374-5069

PHONE/ FAX | Conm 202- 685- FAX: 202-433- DSN. 325-2404
2404 0351

E- MAI L

X. 500 C=US/ O=U. S. Governnent/ OU=DoDY
OU=Navy/ OU=NAVCOMTELSTA WASHI NGTON DC( n)/ OU=LCC
WASHI NGTON DC( n)

ROLE Sub- Regi stration Authority

PLA NAVCOMIELSTA WASHI NGTON DC

PCC CHRI STI NE HESTER
1325 10'" STREET, SE

ADDRESS
WASHI NGTON NAVY YARD, DC 20374-5069

PHONE/ FAX | Comm 202- 685- FAX: 202-433- DSN: 325- 2430
2430 2472

E- MAI L HESTERC@NCTSWASH. NAVY. M L

X. 500 C=US/ O=U. S. Governnment/ OU=DoDJ
OU=Navy/ OU=NAVCOMTELSTA WASHI NGTON DC(n)/ OU=LCC
WASHI NGTON DC( n) / CN=SUBREGAUTH WASHI NGTON( n)

ROLE Certificate Authority

PLA NAVCOMTELSTA WASHI NGTON DC

POC | TC(SW CLARK SNEED
1325 10'" STREET, SE

ADDRESS
WASHI NGTON NAVY YARD, DC 20374-5069

PHONE/ FAX | Conm 202- 685- FAX: 202-433- DSN: 325-2427
2427 0351

E- MAI L SNEEDC@NCTSWASH. NAVY. M L

X. 500 C=US/ O=U. S. Governnent/ OU=DoDY
OU=Navy/ OU=NAVCOMTELSTA WASHI NGTON DC( n)/ OU=LCC
WASHI NGTON DC( n) / CN=CERTAUTHO001 WASHI NGTON( n)

ROLE Hel p Desk

PLA NAVCOMIELSTA WASHI NGTON DC

PCC | T2 MAHONE SCOTT
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UNCLASSIFIED

NAVCOVSTEA WASHI NGTQON, DC
DMS LNGSC OPERATI ONS ROLES

1325 10'" STREET, SE

ADDRESS
WASHI NGTON NAVY YARD, DC 20374- 5069

PHONE/ FAX | Conm 202- 685- FAX: 202-433- DSN: 325-2404
2404 0368

E- MAI L SCOTTM@GNCTSWASH. NAVY. M L

X. 500 C=US/ O=U. S. Governnent/ OU=DoD/
OU=Navy/ OU=NAVCOMTELSTA WASHI NGTON DC( n)/ OU=LCC
WASHI NGTON DC( n) / CN=HELPDESK WASHI NGTON( n)

ROLE DMS Oper ati ons Manager

PLA NAVCOMTELSTA WASHI NGTON DC

POC DAVI D DAVI S
1325 10'" STREET, SE

ADDRESS
WASHI NGTON NAVY YARD, DC 20374- 5069

PHONE/ FAX | Conm 202- 685- FAX: 202-433- DSN: 325-2431
2431 0351

E- MAI L DAVI SD@GNCTSWASH. NAVY. M L

X. 500 C=US/ O=U. S. Governnent/ OU=DoD/
OU=Navy/ OU=NAVCOMTELSTA WASHI NGTON DC( n)/ OU=LCC
WASHI NGTON DC( n) / CN=DMSOPSIWNGR WASHI NGTON ( n)

ROLE Area System Manager

PLA NAVCOMTELSTA WASHI NGTON DC

POC LT M CHELLE HI LLMEYER
1325 10'" STREET, SE

ADDRESS
WASHI NGTON NAVY YARD, DC 20374- 5069

PHONE/ FAX | Conm 202- 685- FAX: 202-433- DSN: 325-2416
2416 0351

E- MAI L HI LLMEYERMAGNCTSWASH. NAVY. M L

X. 500 C=US/ O=U. S.
GOVERNVENT/ OQU=DoDY QU=Navy/ OU=NAVCOMTELSTA
WASHI NGTON DC( n) / QU=LCC WASHI NGTON DC( n) / CN=ASM
WASHI NGTON( n)

ROLE Directory Adm ni strator

PLA NAVCOMTELSTA WASHI NGTON DC

PCC GARY PARKER
1325 10'" STREET, SE

ADDRESS
WASHI NGTON NAVY YARD, DC 20374-5069

PHONE/ FAX | Conm 202- 685- FAX: 202-433- DSN: 325-2419
2419 0351
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UNCLASSIFIED

NAVCOVSTEA WASHI NGTQON, DC
DMS LNGSC OPERATI ONS ROLES

E- MAI L PARKERG@GNCTSWASH. NAVY. M L
X. 500 C=US/ O=U. S. Governnent/ OU=DoD/
OU=Navy/ OU=NAVCOMTELSTA WASHI NGTON DC(n)/ OQU=LCC
WASHI NGTON DC( n) / CN=DI RADM N5 WASHI NGTON( n)
ROLE Mai | List Manager
PLA NAVCOMTELSTA WASHI NGTON DC
PCC CHRI STI NE HESTER
1325 10'" STREET, SE
ADDRESS
WASHI NGTON NAVY YARD, DC 20374-5069
PHONE/ FAX | Comrm 202- 685- FAX: 202-433- DSN: 325-2430
2430 2472
E- MAI L HESTERC@NCTSWASH. NAVY. M L
X. 500 C=US/ O=U. S. Governnent/ OU=DoD/
OU=Navy/ OU=NAVCOMTELSTA WASHI NGTON DC(n)/ OQU=LCC
WASHI NGTON DC( n) / CN=MLVANAGER WASHI NGTON( n)
ROLE Mai | List Adm nistrator
PLA
PCC
ADDRESS
PHONE/ FAX | Comm FAX: DSN:
E- MAI L
X. 500
ROLE Conf i guration Manager
PLA NAVCOMTELSTA WASHI NGTON DC
POC DAVI D DAVI S
1325 10'" STREET, SE
ADDRESS
WASHI NGTON NAVY YARD, DC 20374-5069
PHONE/ FAX | Corm 202-685- FAX: 202-433- DSN: 325-2431
2431 0351
E- MAI L DAVI SD@NCTSWASH. NAVY. M L
X. 500 C=US/ O=U. S. Governnent/ OU=DoD/
OU=Navy/ OU=NAVCOMTELSTA WASHI NGTON DC(n)/ OQU=LCC
WASHI NGTON DC( n) / CN=CONFI GVNGR WASHI NGTON( n)
ROLE Security Oficer
PLA NAVCOMTELSTA WASHI NGTON DC
POC | TL(SWAW JERALD HOLLOVAN
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UNCLASSIFIED NTP 22

NAVCOVSTEA WASHI NGTQON, DC
DMS LNGSC OPERATI ONS ROLES

1325 10'" STREET, SE
ADDRESS

WASHI NGTON NAVY YARD, DC 20374-5069

PHONE/ FAX | Comm 202- 685- FAX: 202-433- DSN: 325-2429

2429 0351
E- MAI L HOLLOVANJI @GNCTSWASH. NAVY. M L
X. 500 C=US/ O=U. S. Governnent/ OUJ=DoD/

OU=Navy/ OU=NAVCOMTELSTA WASHI NGTON DC( n) / OU=LCC
WASHI NGTON DC(n) / CN=SECURI TY OFFI CER
WASHI NGTON( n)

c 21 ORIGINAL



UNCLASSIFIED

NAVCOMTELSTA FAR EAST YOKOSUKA JA

DMS LNOSC OPERATI ONS ROLES

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

LNGCSC LCC

TYPE
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-743-8133

E- MAI L Ismyokosuka@dms-yoko.navy.mil

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zat i ons; | =JAP
AN; | =YOKOSUKA,;
oU=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n)

ROLE Sub- Regi stration Authority

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA (SRA NOT USED
AT THI' S COVMAND)

PCC | TL(SW Roderick Reed
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243-6502
311-473- 6502 311-473-8133

E- MAI L reedr @ct sfe. navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =JAP
AN; | =YOKOSUKA,;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(n); cn=SUBREGAUTH Yokosuka( n)

ROLE Certificate Authority

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PCC | TL(SW Roderick Reed
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN. 243- 6502
311-473- 6502 311-473-8133

E- MAI L reedr @ct sfe. navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; cn=CERTAUTHO010 (U
NCTS Far East Yokosuka JA)

ROLE Hel p Desk

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA
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UNCLASSIFIED

NAVCOMTELSTA FAR EAST YOKOSUKA JA
DMS LNGSC OPERATI ONS ROLES

PCC LCC Wat ch Supervi sor
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L M5 Hel pdesk @SZNPEOL. dns- yoko. navy. mi |

X. 500 c=US; o=U. S.
Gover nirent ; ou=DoD; ou=NAVY; ou=Or gani zat i ons; | =JAP
AN; | =YOKOSUKA,;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(n); cn=M5 Hel pdesk

ROLE DVS Oper ati ons Manager

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PQOC | T2 Christopher Stanley
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L st anl eyc@ct sfe. navy. m |

X. 500 c=US; o=U. S.
Gover nirent ; ou=DoD; ou=NAVY; ou=Or gani zat i ons; | =JAP
AN; | =YOKOSUKA,;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(n); cn=DVMSOPSIMNGR Yokosuka( n)

ROLE Area System Manager

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

POC Local Service Manager (LSM Account)
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L LSM Yokosukan@XSZNPEO1. dns- yoko. navy. ni |

X. 500 c=US; o=U. S.
Gover nient ; ou=DoD; ou=NAVY; ou=Or gani zat i ons; | =JAP
AN; | =YOKOSUKA,;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(n); cn=LSM Yokosuka(n)

ROLE Directory Adm ni strator

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PCC | T2 Justin Kobielusz
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UNCLASSIFIED

NAVCOMTELSTA FAR EAST YOKOSUKA JA

DMS LNGSC OPERATI ONS ROLES

NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L kobi el uszj @t sfe. navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =JAP
AN; | =YOKOSUKA,;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(n); cn=DI RADM NOOO1 Yokosuka( n)

RCOLE Mai | Li st Manager

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PCC | T2 Justin Kobi el usz
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L kobi el uszj @ct sfe. navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =JAP
AN; | =YOKOSUKA,;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(n); cn=M_MANAGER Yokosuka( n)

ROLE Mai | List Adm nistrator

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PCC | T2 Donal d Nel son
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN. 243- 3842
311-473-3842 311-473-8133

E- MAI L nel sond@nct sf e. navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zat i ons; | =JAP
AN; | =YOKOSUKA,;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(n); cn=M_MANAGER Yokosuka( n)

ROLE Conf i guration Manager

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PCC | T2 Donal d Nel son
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UNCLASSIFIED NTP 22

NAVCOMTELSTA FAR EAST YOKOSUKA JA
DMS LNGSC OPERATI ONS ROLES

NAVCOMTELSTA FAR EAST
ADDRESS PSC 473 BOX 3

FPO, AP 96349- 1800

PHONE/ FAX | Coorm 011-81- FAX: 011-81- DSN: 243- 3842
311-473- 3842 311-473-8133

E- MAI L nel sond@nct sf e. navy. m |

X. 500 c=US; o=U. S.

Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =JAP
AN; | =YOKOSUKA;

ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(n); cn=CONFI GUNGR Yokosuka( n)

RCOLE Security Oficer
PLA NAVCOMIELSTA FAR EAST YOKOSUKA JA
PCC | TC(SW Janmes Dobson

NAVCOMTELSTA FAR EAST
ADDRESS PSC 473 BOX 3

FPO, AP 96349- 1800

PHONE/ FAX | Comm 011-81- FAX: 011-81- DSN: 243-9214
311-473-9214 311-473-8133

E- MAI L dobsonj @ct sfe. navy. m |

X. 500 c=US; o=U. S.

Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =JAP
AN; | =YOKOSUKA;

ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(n); cn=SECURI TY OFFI CER Yokosuka( n)

C o5 ORIGINAL



UNCLASSIFIED NTP 22

NAVCOVMSTA FAR EAST YOKOSUKA JA
DMS LNOSC OPERATI ONS ROLES

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA
LNGSC LCC
TYPE

NAVCOMTELSTA FAR EAST
ADDRESS PSC 473 BOX 3

FPO, AP 96349- 1800

PHONE/ FAX | Comm 011-81- FAX: 011-81- DSN: 243-3842
311-473-3842 311-743-8133

E- MAI L

X. 500 c=US; o=U. S.

Gover nent ; ou=DoD; ou=NAVY; ou=0Or gani zations(s); | =
JAPAN( S) ; | =YOKOSUKA;
oU=NAVCOMTELSTA FAR EAST YOKOSUKA JA(S)

ROLE Sub- Regi stration Authority

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA ( SRA NOT USED
AT THI S COVIVAND)

PCC | TL(SW Roderick Reed

NAVCOMTELSTA FAR EAST
ADDRESS PSC 473 BOX 3

FPO, AP 96349- 1800

PHONE/ FAX | Coorm 011-81- FAX: 011-81- DSN: 243-6502
311-473- 6502 311-473-8133

E- MAI L reedr @ct sfe. navy. m |

X. 500 c=US; o=U. S.

Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zati ons(s) ;| =
JAPAN( S) ; | =YOKOSUKA;

ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(n); ou=LCC
Yokosuka JA(S); cn=SUBREGAUTH Yokosuka( s)

ROLE Certificate Authority
PLA NAVCOMIELSTA FAR EAST YOKOSUKA JA
PCC | TL(SW Roderick Reed

NAVCOMIELSTA FAR EAST
ADDRESS PSC 473 BOX 3

FPO, AP 96349- 1800

PHONE/ FAX | Coorm 011-81- FAX: 011-81- DSN: 243-6502
311-473- 6502 311-473-8133

E- MAI L reedr @ct sfe. navy. m |

X. 500 c=US; o=U. S.

Gover nnent ; ou=DoD; ou=NAVY; cn=CERTAUTHO010 (U
NCTS Far East Yokosuka JA)

ROLE Hel p Desk

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

C 26 ORIGINAL



UNCLASSIFIED

NAVCOVBTA FAR EAST YOKOSUKA JA
DMS LNGSC OPERATI ONS ROLES

PCC LCC Wat ch Supervi sor
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L M5 Hel pdesk @SZNPEOL. dns- yoko. navy. mi |

X. 500 c=US; o=U. S.
Gover nirent ; ou=DoD; ou=NAVY; ou=0Or gani zati ons(s); | =
JAPAN( S) ; | =YOKOSUKA:;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(S); ou=LCC
Yokosuka JA(S); cn=MS Hel pdesk('s)

ROLE DVS Oper ati ons Manager

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PQOC | T2 Christopher Stanley
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L st anl eyc@ct sfe. navy. m |

X. 500 c=US; o=U. S.
Gover nirent ; ou=DoD; ou=NAVY; ou=0Or gani zati ons(s); | =
JAPAN(S) ; | =YOKOSUKA;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(S); ou=LCC
Yokosuka JA(S); cn=DVSOPSIMNGR Yokosuka( s)

ROLE Area System Manager

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

POC Local Service Manager (LSM Account)
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349-1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L LSM Yokosukan@XSZNPEO1. dns- yoko. navy. ni |

X. 500 c=US; o=U. S.
Gover nirent ; ou=DoD; ou=NAVY; ou=0Or gani zati ons(s); | =
JAPAN(S) ; | =YOKOSUKA;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(S); ou=LCC
Yokosuka JA(s); cn=LSM Yokosuka(s)

ROLE Directory Adm ni strator

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PCC | T2 Justin Kobielusz
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NAVCOVBTA FAR EAST YOKOSUKA JA
DMS LNGSC OPERATI ONS ROLES

NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349- 1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L kobi el uszj @t sfe. navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zati ons(s) ;| =
JAPAN( S) ; | =YOKOSUKA;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(s); ou=LCC
Yokosuka JA(s); cn=DI RADM NOOO1 Yokosuka(s)

RCOLE Mai | Li st Manager

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PCC | T2 Justin Kobi el usz
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349- 1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN: 243- 3842
311-473-3842 311-473-8133

E- MAI L kobi el uszj @ct sfe. navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zati ons(s) ;| =
JAPAN( S) ; | =YOKOSUKA;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(Ss); ou=LCC
Yokosuka JA(S); cn=M_MANAGER Yokosuka( s)

ROLE Mai | List Adm nistrator

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PCC | T2 Donal d Nel son
NAVCOMTELSTA FAR EAST

ADDRESS PSC 473 BOX 3
FPO, AP 96349- 1800

PHONE/ FAX | Conm 011-81- FAX: 011-81- DSN. 243- 3842
311-473-3842 311-473-8133

E- MAI L nel sond@nct sf e. navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zati ons(s) ;| =
JAPAN( S) ; | =YOKOSUKA;
ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(s); ou=LCC
Yokosuka JA(n); cn=M_MANAGER Yokosuka( s)

ROLE Conf i guration Manager

PLA NAVCOMTELSTA FAR EAST YOKOSUKA JA

PCC | T2 Donal d Nel son
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NAVCOVBTA FAR EAST YOKOSUKA JA
DMS LNGSC OPERATI ONS ROLES

NAVCOMTELSTA FAR EAST
ADDRESS PSC 473 BOX 3

FPO, AP 96349- 1800

PHONE/ FAX | Coorm 011-81- FAX: 011-81- DSN: 243- 3842
311-473- 3842 311-473-8133

E- MAI L nel sond@nct sf e. navy. m |

X. 500 c=US; o=U. S.

Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zati ons(s) ;| =
JAPAN( S) ; | =YOKOSUKA;

ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(s):; ou=LCC
Yokosuka JA(S); cn=CONFI GUNGR Yokosuka( s)

RCOLE Security Oficer
PLA NAVCOMIELSTA FAR EAST YOKOSUKA JA
PCC | TC(SW Janmes Dobson

NAVCOMTELSTA FAR EAST
ADDRESS PSC 473 BOX 3

FPO, AP 96349- 1800

PHONE/ FAX | Comm 011-81- FAX: 011-81- DSN: 243-9214
311-473-9214 311-473-8133

E- MAI L dobsonj @ct sfe. navy. m |

X. 500 c=US; o=U. S.

Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zati ons(s) ;| =
JAPAN( S) ; | =YOKOSUKA;

ou=NAVCOMTELSTA FAR EAST YOKOSUKA JA(s):; ou=LCC
Yokosuka JA(sS); cn=SECURI TY OFFI CER Yokosuka(s)
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UNCLASSIFIED NTP 22

NCTAMS PAC DET OAHU SBU
DMS LNOSC OPERATI ONS ROLES

PLA NCTAVMS PAC DET QAHU( n)
LNGSC DMS LCC
TYPE

NCTAMS PAC DET OAHU HI
ADDRESS BOX 64036
CAMP H M SM TH

HONCLULU
HI , 96816- 4036

PHONE/ FAX | Conrm (808)477- FAX. (808)477- DSN:. 315-453-
3203 5276 3203

E- MAI L / c=us/ o=U. S.

Gover nent / ou=DoDY ou=Navy/ ou=0Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET OAHU HI ( n)

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /| =OAHU ou=NCTAMS PAC DET QAHU HI (n)

ROLE Sub- Regi stration Authority
PLA SUBREGAUTH OAHU( n)
PQOC I TL(SW Murakam

NCTAMS PAC DET OAHU HI
ADDRESS BOX 64036
CAM\P H M SMTH

HONCLULU
H , 96816- 4036

PHONE/ FAX | Comm (808)477- FAX: (808)477- DSN: 315-453-
3203 5276 3203

E- MAI L / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET OAHU HI (n)/ ou=RSS
Cahu HI (n)/cn=LSM OQAHU( n)

X. 500 / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
GCahu HI (n)/ cn=SUBREGAUTH QAHU( n)

ROLE Certificate Authority
PLA CERTAUTHOO017 (U NCTAMS PAC Det Qahu HI)
PCC | TL(SW Murakam

NCTAMS PAC DET OGAHU HI
ADDRESS BOX 64036
CAMP H M SM TH

HONCLULU
H, 96816- 4036

PHONE/ FAX | Comm (808)477- FAX: (808)477- DSN. 315-453-
3203 5276 3203
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NCTAMS PAC DET OGAHU SBU
DMS LNGSC OPERATI ONS ROLES

E- MAI L

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
Cahu HI (n)/cn=LSM OQAHU( n)

X. 500

/ c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ cn=CERTHAUTHO017 (U
NCTAMS PAC Det Gahu HI)

ROLE

Hel p Desk

PLA

HELPDESK OAHU( n)

PCC

IT1(SW Sailia

ADDRESS

NCTAMS PAC DET OGAHU HI
BOX 64036

CAMP H M SM TH
HONOLULU

H , 96816- 4036

PHONE/ FAX

Comm (808) 477-
3203

FAX:
5276

(808)477- DSN 315- 453-

3203

E- MAI L

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
Cahu HI (n)/cn=LSM OQAHU( n)

X. 500

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
GCahu HI (n)/ cn=HELPDESK QAHU( n)

ROLE

DMS Oper ati ons Manager

PLA

DVSOPSVNGR OAHU( n)

POC

I TL(SW Larry Rueb

ADDRESS

NCTAMS PAC DET OAHU HI
BOX 64036

CAW H M SMTH
HONCLULU

H , 96816- 4036

PHONE/ FAX

Comm_ (808) 477-
3203

FAX:
5276

(808)477- DSN:. 315-453-

3203

E- MAI L

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =0AHU ou=NCTAMS PAC DET OAHU HI (n)/ ou=RSS
OGahu H (n)/cn=LSM QAHU( n)

X. 500

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
Gahu HI (n)/ cn=DMSOPSMNGR QAHU( n)

ROLE

Area System Manager

PLA

LSM OAHU( )

PCC

ITI(SW Larry Rueb
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UNCLASSIFIED

NCTAMS PAC DET OGAHU SBU
DMS LNGSC OPERATI ONS ROLES

ADDRESS

NCTAMS PAC DET OAHU HI
BOX 64036

CAW H M SMTH
HONCLULU

H , 96816- 4036

PHONE/ FAX

Conm_ (808) 477-
3203

FAX:
5276

(808)477- DSN:. 315-453-

3203

E- MAI L

/ c=us/ o=U. S.

Gover nnent / ou=DoDlY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =0AHU ou=NCTAMS PAC DET OAHU HI (n)/ ou=RSS
OCahu H (n)/cn=LSM QAHU( n)

X. 500

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =0AHU ou=NCTAMS PAC DET OAHU HI (n)/ ou=RSS
OGahu H (n)/cn=LSM QAHU( n)

ROLE

Directory Adm ni strator

PLA

Di rectory Manager OHI (n)

PCC

I Tl Vann

ADDRESS

NCTAMS PAC DET OGAHU HI
BOX 64036

CAMP H M SM TH
HONOLULU

H , 96816- 4036

PHONE/ FAX

FAX:
5276

DSN: 315-453-
3203

Comm (808) 477-
3203

(808)477-

E- MAI L

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
Cahu HI (n)/cn=LSM OQAHU( n)

X. 500

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
Cahu HI (n)/cn=Di rectory Manager OHI (n)

ROLE

Mai | Li st Manager

PLA

M_MANAGER OAHU( n)

POC

| T2 Gayl or

ADDRESS

NCTAMS PAC DET OAHU HI
BOX 64036

CAW H M SMTH
HONCLULU

H , 96816- 4036

PHONE/ FAX

Comm_ (808) 477-
3203

FAX:
5276

(808)477- DSN:. 315-453-

3203

E- MAI L

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =0AHU ou=NCTAMS PAC DET OAHU HI (n)/ ou=RSS
OGahu H (n)/cn=LSM QAHU( n)
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UNCLASSIFIED

NCTAMS PAC DET OGAHU SBU
DMS LNGSC OPERATI ONS ROLES

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
Cahu H (n)/ cn=M_MANAGER QAHU( n)

ROLE Mai | List Adm nistrator

PLA

PCC

ADDRESS

PHONE/ FAX | Comm FAX: DSN:

E- MAI L

X. 500

ROLE Conf i gurati on Manager

PLA CONFI GWNGR QAHU( n)

PCC | T2 Gayl or
NCTAMS PAC DET OAHU HI

ADDRESS BOX 64036
CAMP H M SMTH
HONCLULU
HI , 96816- 4036

PHONE/ FAX | Comm (808)477- FAX: (808)477- DSN. 315-453-
3203 5276 3203

E- MAI L / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zat i ons/ | =Haw
ai i /1 =0AHU ou=NCTAMS PAC DET OAHU HI (n)/ ou=RSS
OGahu H (n)/cn=LSM QAHU( n)

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =0AHU ou=NCTAMS PAC DET OAHU HI (n)/ ou=RSS
Gahu HI (n)/ cn=CONFI GUNGR QAHU( n)

ROLE Security Oficer

PLA SECURI TY OFFI CER QAHU( n)

POC I T1 Vann
NCTAVMS PAC DET OAHU HI

ADDRESS BOX 64036
CAMP H M SM TH
HONOLULU
HI , 96816- 4036

PHONE/ FAX | Conm (808)477- FAX: (808)477- DSN. 315-453-
3203 5276 3203

E- MAI L / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET OAHU HI ( n)/ ou=RSS
Cahu HI (n)/cn=LSM OQAHU( n)
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NCTAMS PAC DET OGAHU SBU
DMS LNGSC OPERATI ONS ROLES

X. 500 / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
GCahu HI (n)/cn=SECURI TY OFFI CER QAHU( n)
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NCTAMS PAC SECRET
DMS LNOSC OPERATI ONS ROLES

PLA NCTAVMS PAC DET OAHU HI (S)
LNGSC DMS LCC
TYPE

NCTAMS PAC DET OAHU HI
ADDRESS BOX 64036
CAMP H M SM TH

HONCLULU
HI , 96816- 4036

PHONE/ FAX | Conrm (808)477- FAX. (808)477- DSN:. 315-453-
3203 5276 3203

E- MAI L / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /1 =0QAHU ou=NCTAMS PAC DET QAHU HI (s)

X. 500 / c=us/ o=U. S.
Gover nirent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s)/| =OAHU ou=NCTAMS PAC DET QAHU HI (s)

ROLE Sub- Regi stration Authority
PLA SUBREGAUTH OAHU( s)
PQOC I TL(SW Murakam

NCTAMS PAC DET OAHU HI
ADDRESS BOX 64036
CAM\P H M SMTH

HONCLULU
H , 96816- 4036

PHONE/ FAX | Comm (808)477- FAX: (808)477- DSN: 315-453-
3203 5276 3203

E- MAI L / c=us/ o=U. S.

Gover nient / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0OAHU ou=NCTAMS PAC DET QAHU
HI (s)/ ou=RSS Gahu HI (s)/cn=LSM OAHU( s)

X. 500 / c=us/ o=U. S.

Gover nirent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0OAHU ou=NCTAMS PAC DET QAHU

HI (s)/ ou=RSS Gahu HI (s)/cn=SUBREGAUTH QAHU( s)

ROLE Certificate Authority
PLA CERTAUTHO018 (S- NCTAMS PAC Det Cahu HI)
PCC | TL(SW Murakam

NCTAMS PAC DET OGAHU HI
ADDRESS BOX 64036
CAMP H M SM TH

HONCLULU
H, 96816- 4036

PHONE/ FAX | Comm (808)477- FAX: (808)477- DSN. 315-453-
3203 5276 3203
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NCTAMS PAC SECRET
DMS LNGSC OPERATI ONS ROLES

E- MAI L / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zat i ons/ | =Haw
ai i /1 =OAHU ou=NCTAMS PAC DET QAHU HI (n)/ ou=RSS
Cahu HI (n)/cn=LSM OQAHU( n)

X. 500 / c=us/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ cn=CERTHAUTHO018 ( S-
NCTAMS PAC Det Gahu HI)

ROLE Hel p Desk
PLA HELPDESK QAHU( s)
POC | TI(SW Saili ai

NCTAMS PAC DET OAHU HI
ADDRESS BOX 64036
CAM\P H M SMTH

HONCLULU
H , 96816- 4036

PHONE/ FAX | Comm (808)477- FAX: (808)477- DSN: 315-453-
3203 5276 3203

E- MAI L / c=us/ o=U. S.

Gover nirent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0OAHU ou=NCTAMS PAC DET QAHU
HI (s)/ ou=RSS Gahu HI (s)/cn=LSM OAHU( s)

X. 500 / c=us/ o=U. S.

Gover nirent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0OAHU ou=NCTAMS PAC DET QAHU

HI (s)/ ou=RSS Gahu HI (s)/cn=HELPDESK QAHU( s)

ROLE DMS Oper ati ons Manager
PLA DIVSOPSIMNGR OAHU( s)
PCC I TL(SW Larry Rueb

NCTAMS PAC DET OAHU HI
ADDRESS BOX 64036
CAMP H M SM TH

HONCLULU
HI , 96816- 4036

PHONE/ FAX | Conrm (808)477- FAX: (808)477- DSN:. 315-453-
3203 5276 3203

E- MAI L / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /| =QAHU ou=NCTAMS PAC DET QAHU
H (s)/ ou=RSS QGahu HI (s)/cn=LSM QAHU( s)

X. 500 / c=us/ o=U. S.

Gover nent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /| =QAHU ou=NCTAMS PAC DET QAHU

H (s)/ ou=RSS QGahu HI (s)/ cn=DVMSOPSWMNGR QAHU( s)

ROLE Area System Manager
PLA LSM OAHU( s)
PCC ITI(SW Larry Rueb
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NCTAMS PAC SECRET
DMS LNGSC OPERATI ONS ROLES

ADDRESS

NCTAMS PAC DET OAHU HI
BOX 64036

CAW H M SMTH
HONCLULU

H , 96816- 4036

PHONE/ FAX

Conm_ (808) 477-
3203

FAX:
5276

(808)477- DSN:. 315-453-

3203

E- MAI L

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0Or gani zations(s) /| =
Hawai i (s) /| =QAHU ou=NCTAMS PAC DET QAHU

H (s)/ ou=RSS QGahu HI (s)/cn=LSM QAHU( s)

X. 500

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Hawai i (s) /| =QAHU ou=NCTAMS PAC DET QAHU

H (s)/ ou=RSS QGahu HI (s)/cn=LSM QAHU( s)

ROLE

Directory Adm ni strator

PLA

Directory Manager OHI(s)

PCC

I Tl Vann

ADDRESS

NCTAMS PAC DET OGAHU HI
BOX 64036

CAMP H M SM TH
HONOLULU

H , 96816- 4036

PHONE/ FAX

FAX:
5276

DSN: 315-453-
3203

Comm (808) 477-
3203

(808)477-

E- MAI L

/ c=us/ o=U. S.

Gover nrrent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0OAHU ou=NCTAMS PAC DET QAHU

HI (s)/ ou=RSS Gahu HI (s)/cn=LSM OAHU( s)

X. 500

/ c=us/ o=U. S.

Gover nient / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0OAHU ou=NCTAMS PAC DET QAHU

Hl (s)/ ou=RSS Gahu HI (s)/cn=Di rectory Manager

CHI (s)

ROLE

Mai | List Manager

PLA

M_CMANAGER OAHU( S)

PCC

| T2 Gayl or

ADDRESS

NCTAMS PAC DET OGAHU HI
BOX 64036

CAMP H M SM TH
HONOLULU

H , 96816- 4036

PHONE/ FAX

FAX:
5276

DSN: 315-453-
3203

Comm (808) 477-
3203

(808)477-
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UNCLASSIFIED NTP 22

NCTAMS PAC SECRET
DMS LNGSC OPERATI ONS ROLES

E- MAI L / c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0AHU ou=NCTAMS PAC DET QAHU

HI (s)/ ou=RSS Gahu HI (s)/cn=LSM OAHU( s)

X. 500 / c=us/ o=U. S.

Gover nirent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0AHU ou=NCTAMS PAC DET QAHU

HI (s)/ ou=RSS Gahu HI (s)/cn=M_MANAGER OAHU( s)

ROLE Mai | List Adm nistrator

PLA

POC

ADDRESS

PHONE/ FAX | Comm FAX: DSN:
E- MAI L

X. 500

ROLE Conf i gurati on Manager

PLA CONFI GWNGR OQAHU( s)

PQOC | T2 Gayl or

NCTAMS PAC DET OAHU HI
ADDRESS BOX 64036
CAM\P H M SMTH

HONCLULU
H , 96816- 4036

PHONE/ FAX | Comm (808)477- FAX: (808)477- DSN: 315-453-
3203 5276 3203

E- MAI L / c=us/ o=U. S.

Gover nient / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0OAHU ou=NCTAMS PAC DET QAHU
HI (s)/ ou=RSS Gahu HI (s)/cn=LSM OAHU( s)

X. 500 / c=us/ o=U. S.

Gover nirent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
Hawai i (s) /1 =0AHU ou=NCTAMS PAC DET QAHU

HI (s)/ ou=RSS Gahu HI (s)/cn=CONFI GVNGR QAHU( s)

ROLE Security Oficer
PLA SECURI TY OFFI CER OAHU(s)
PQOC I T1 Vann

NCTAMS PAC DET OGAHU HI
ADDRESS BOX 64036
CAMP H M SM TH

HONCLULU
H, 96816- 4036

PHONE/ FAX | Comm (808)477- FAX: (808)477- DSN:. 315-453-
3203 5276 3203
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UNCLASSIFIED

NTP 22

NCTAMS PAC SECRET
DMS LNGSC OPERATI ONS ROLES

E- MAI L

/ c=us/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =

Hawai i (s) /1 =0AHU ou=NCTAMS PAC DET QAHU
HI (s)/ ou=RSS Gahu HI (s)/cn=LSM OAHU( s)

X. 500

/ c=us/ o=U. S.

Gover nirent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =

Hawai i (s) /1 =0AHU ou=NCTAMS PAC DET QAHU
HI (s)/ou=RSS Oahu HI (s)/cn=SECURI TY OFFI CER
QAHU( s)

C 39

ORIGINAL



UNCLASSIFIED

NAVCOMM DET Chi nhae Korea (N)
DVS LNOSC OPERATI ONS ROLES

PLA NAVCOWM DET CHI NHAE KOR

LNGSC RSS

TYPE
PSC 479 BOX 181

ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm 0553- 82- FAX: 0553- 82- DSN: 315-762-
540- 5384 540- 5830 5384

E- MAI L DELVALLEF@JSFK. KOREA. ARMY. M L

X. 500 C=US / O=U.S. GOVERNMENT / OU=DoD / OU=NAVY
/ OU=0ORGANI ZATI ON/ L=CHI NHAE/ L=KOREA/ OU=NAVCOWM
DET CHI NHAE KOR (U-NCD Chi nhae KO

ROLE Sub- Regi stration Authority

PLA NAVCOWM DET CHI NHAE KOR

POC | T WLLARD SHEETS
PSC 479 BOX 181

ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Conm 0553- 82- FAX: 0553-82- DSN:. 315-762-
540- 5403 540- 5830 5403

E- MAI L SHEETSWAJSFK. KOREA. ARMY. M L

X. 500 C=US/ C=U. S.
GOVERNVENT/ QU=DoDY QU=NAVY/ OU=0RGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE
KOR( n) / CN=SUBREGAUTH Chi nhae (n)

ROLE Certificate Authority

PLA NAVCOWM DET CHI NHAE KOR

POC | T2 THOVAS MEI NKE
PSC 479 BOX 181

ADDRESS FPO AO 96269- 1100

PHONE/ FAX | Comm 0553- 82- FAX: 0553- 82- DSN: 315-762-
540- 5822 540- 5830 5822

E- MAI L MVEI NKET@QJSFK. KOREA. ARMY. M L

X. 500 C=US/ C=U. S.
GOVERNVENT/ OU=DoDY OU=Navy/ OU=ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE KOR( n)
/ CN=CERTAUTHO040 ( U- NCD Chi nhae KO

ROLE Hel p Desk

PLA NAVCOWM DET CHI NHAE KOR
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UNCLASSIFIED NTP 22

NAVCOW DET Chi nhae Korea (N)
DVS LNOSC OPERATI ONS ROLES

PCC | T1 PROVOST- WARREN

PSC 479 BOX 181
ADDRESS FPO 96269- 1100

PHONE/ FAX | Comm ’ 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5822 540- 5830 5822
E- MAl L JACOBS@QJSFK. KOREA. ARMY. M L
X. 500 C=US/ C=U. S.

GOVERNVENT/ OU=DoD/ OU=Navy/ OU=0RGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOVMM DET CHI NHAE KOR( n)
/| CNEHELPDESK Chi nhae ( n)

ROLE DMS Oper ati ons Manager
PLA NAVCOW DET CHI NHAE KOR
POC CWO2 FELI X DEL VALLE

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm , 0553- 82- FAX: 0553-82- DSN: 315-762-

540 5384 540- 5830 5384
E- MAI L DELVALLEF@QJSFK. KOREA. ARWY. M L
X. 500 C=US/ C=U. S.

GOVERNVENT/ OU=DoDY OU=Navy/ OU=0ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOW DET CHI NHAE KOR( n) =RSS
CHI NHAE KOR( n) / CN=DMSOPSMNGR Chi nhae( n)

ROLE Area System Manager
PLA NAVCOW DET CHI NHAE KOR
POC | TC KENNETH REED

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm ’ 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5281 540- 5830 5281
E- MAl L REEDKR@QJSFK. KOREA. ARMY. M L
X. 500 C=US/ C=U. S.

GOVERNVENT/ OU=DoD/ OU=Navy/ OU=0ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE KOR( n) =RSS
CHI NHAE KOR( n) / CN=ASM Chi nhae( n)

ROLE Di rectory Adm nistrator
PLA NAVCOW DET CHI NHAE KOR
POC | TC KENNETH REED

C a1 ORIGINAL



UNCLASSIFIED NTP 22

NAVCOW DET Chi nhae Korea (N)
DVS LNOSC OPERATI ONS ROLES

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm , 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5281 540- 5830 5281
E- MAI L REEDKR@QJSFK. KOREA. ARMY. M L
X. 500 =US/ O=U. S.

GOVERNVENT/ QU=DoDY QU=Navy/ OU=0ORGANI ZATlI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE KOR( n) =RSS
CHI NHAE KOR( n)/ CN=DI RADM N Chi nhae( n)

ROLE Mai | List Manager
PLA NAVCOW DET CHI NHAE KOR
POC | T2 CHRI STOPHER COTTS

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm ’ 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5822 540- 5830 5822
E- MAI L COTTSC@QJSFK. KOREA. ARMY. M L
X. 500 US/ C=U. S.

GOVERNVENT/ OU=DoDY OU=Navy/ OU=ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE KOR(n) =RSS
CHI NHAE KOR(n)/ CNEMLMANAGER Chi nhae( n)

ROLE Mai |l List Adm nistrator

PLA N A

POC

ADDRESS

PHONE/ EAX | Conm FAX: DSN:
E- MAI L

X. 500

ROLE Conf i guration Manager

PLA N A

POC

ADDRESS

PHONE/ FAX | Conm FAX DSN:
E- MAI L

X. 500

ROLE Security Oficer
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UNCLASSIFIED NTP 22

NAVCOW DET Chi nhae Korea (N)
DVS LNOSC OPERATI ONS ROLES

PLA NAVCOW DET Chi nhae Kor

POC | T1 BRUCE W RFS

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm , 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5230 540- 5830 5230
E- MAI L W RFSB@QJSFK. KOREA. ARMY. M L
X. 500 US/ C=U. S.

GOVERNVMENT/ OQU=DoDY QU=Navy/ OQU=0ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOW DET CHI NHAE KOR( n) =RSS
CHI NHAE KOR(n)/ CN=SECURI TY OFFI CER Chi nhae Kor

(n)
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UNCLASSIFIED

NAVCOMM DET Chi nhae Korea (N)
DVS LNOSC OPERATI ONS ROLES

PLA NAVCOW DET Chi nhae Kor

LNGSC RSS

TYPE
PSC 479 BOX 181

ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm 0553- 82- FAX: 0553- 82- DSN: 315-762-
540- 5384 540- 5830 5384

E- MAI L DELVALLEF@JSFK. KOREA. ARMY. M L

X. 500 C=US / O=U.S. GOVERNMENT / OU=DoD / OU=NAVY
/ OU=0ORGANI ZATI ON/ L=CHI NHAE/ L=KOREA/ OU=NAVCOWM
DET CHI NHAE KOR (S- NCD Chi nhae KO

ROLE Sub- Regi stration Authority

PLA NAVCOWM DET CHI NHAE KOR

POC | T WLLARD SHEETS
PSC 479 BOX 181

ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Conm 0553- 82- FAX: 0553-82- DSN:. 315-762-
540- 5403 540- 5830 5403

E- MAI L SHEETSWAJSFK. KOREA. ARMY. M L

X. 500 C=US/ C=U. S.
GOVERNVENT/ QU=DoDY QU=NAVY/ OU=0RGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE
KOR('s) / CN=SUBREGAUTH Chi nhae (n)

ROLE Certificate Authority

PLA NAVCOWM DET CHI NHAE KOR

POC | T2 THOVAS MEI NKE
PSC 479 BOX 181

ADDRESS FPO AO 96269- 1100

PHONE/ FAX | Comm 0553- 82- FAX: 0553- 82- DSN: 315-762-
540- 5822 540- 5830 5822

E- MAI L MVEI NKET@QJSFK. KOREA. ARMY. M L

X. 500 C=US/ C=U. S.
GOVERNVENT/ OU=DoDY OU=Navy/ OU=ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE KOR(s)
/ CN=CERTAUTHO040 ( U- NCD Chi nhae KO

ROLE Hel p Desk

PLA NAVCOWM DET CHI NHAE KOR

POC | T PROVOST- WARREN
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UNCLASSIFIED NTP 22

NAVCOW DET Chi nhae Korea (N)
DVS LNOSC OPERATI ONS ROLES

PSC 479 BOX 181
ADDRESS FPO 96269- 1100

PHONE/ FAX | Comm , 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5822 540- 5830 5822
E- MAI L JACOBS@QJSFK. KOREA. ARWY. M L
X. 500 C=US/ C=U. S.

GOVERNVENT/ QU=DoDY QU=Navy/ OU=0ORGANI ZATlI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE KOR(s)
/ CNEHELPDESK Chi nhae (n)

ROLE DVB Oper ati ons Manager
PLA NAVCOWM DET CHI NHAE KOR
POC CWX2 FELI X DEL VALLE

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm ’ 0553- 82- FAX: 0553-82- DSN: 315-762-

540 5384 540- 5830 5384
E- MAI L DELVALLEF@QJSFK. KOREA. ARMY. M L
X. 500 C=US/ C=U. S.

GOVERNVENT/ OU=DoDY OU=Navy/ OU=ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE KOR(s) =RSS
CHI NHAE KOR(n)/ CNEDMBOPSMNGR Chi nhae( s)

ROLE Area System Manager
PLA NAVCOWM DET CHI NHAE KOR
PCC | TC KENNETH REED

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm , 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5281 540- 5830 5281
E- MAI L REEDKR@QJSFK. KOREA. ARMY. M L
X. 500 C=US/ C=U. S.

GOVERNVENT/ OU=DoD/ OU=Navy/ OU=0ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOW DET CHI NHAE KOR(s) =RSS
CHI NHAE KOR(n) / CN=ASM Chi nhae('s

ROLE Directory Adm ni strator
PLA NAVCOWM DET CHI NHAE KOR
POC | TC KENNETH REED
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UNCLASSIFIED NTP 22

NAVCOW DET Chi nhae Korea (N)
DVS LNOSC OPERATI ONS ROLES

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm , 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5281 540- 5830 5281
E- MAI L REEDKR@QJSFK. KOREA. ARMY. M L
X. 500 =US/ O=U. S.

GOVERNVENT/ OU=DoDY OU=Navy/ OU=0ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOW DET CHI NHAE KOR(s) =RSS
CHI NHAE KOR(n)/ CN=DI RADM N Chi nhae( s)

ROLE Mai | List Manager
PLA NAVCOW DET CHI NHAE KOR
POC | T2 CHRI STOPHER COTTS

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm ’ 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5822 540- 5830 5822
E- MAI L COTTSC@QJSFK. KOREA. ARMY. M L
X. 500 US/ C=U. S.

GOVERNVENT/ OU=DoDY OU=Navy/ OU=ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE KOR(s) =RSS
CHI NHAE KOR(n)/ CNEMLMANAGER Chi nhae(s)

ROLE Mai |l List Adm nistrator

PLA N A

POC

ADDRESS

PHONE/ EAX | Conm FAX: DSN:
E- MAI L

X. 500

ROLE Conf i guration Manager

PLA N A

POC

ADDRESS

PHONE/ FAX | Conm FAX DSN:
E- MAI L

X. 500

ROLE Security Oficer
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UNCLASSIFIED NTP 22

NAVCOW DET Chi nhae Korea (N)
DVS LNOSC OPERATI ONS ROLES

PLA NAVCOW DET Chi nhae Kor

POC | T1 BRUCE W RFS

PSC 479 BOX 181
ADDRESS FPO AP 96269- 1100

PHONE/ FAX | Comm , 0553- 82- FAX: 0553-82- DSN: 315-762-

540- 5230 540- 5830 5230
E- MAI L W RFSB@QJSFK. KOREA. ARMY. M L
X. 500 US/ C=U. S.

GOVERNVMENT/ OQU=DoDY QU=Navy/ OQU=0ORGANI ZATI ON/ L=CHI N
HAE/ L=KOREA/ OU=NAVCOWM DET CHI NHAE KOR('s) =RSS
CHI NHAE KOR(n)/ CN=SECURI TY OFFI CER Chi nhae Kor

(s)

. ORIGINAL



UNCLASSIFIED NTP 22

NCTS Di ego Garcia SBU
DVS LNOSC OPERATI ONS ROLES

PLA NAVCOMTELSTA DI EGO GARCI A
LNGSC DM5S RSS
TYPE

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X. 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zations/ | =Di e
go Garcia I|sland/ | =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARClI A(n)/ ou=RSS Di ego Garci a(n)

ROLE Sub- Regi stration Authority
PLA SUBREGAUTH D n)
PQOC | T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN:  315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zati ons/ | =Di e
go Garcia Island/| =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARCI A(n)/ ou=RSS Di ego
Gar ci a(n)/ ou=SUBREGAUTH D n)

ROLE Certificate Authority
PLA CERTAUTHO029 DG n)
PQOC I T1 Scott Leaf

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN:  315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zati ons/ | =Di e
go Garcia Island/| =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARCI A(n)/ ou=RSS Di ego

Gar ci a(n)/ ou=CERTAUTHO029 D n)

ROLE Hel p Desk

PLA HELPDESK DG n)
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UNCLASSIFIED NTP 22

NCTS Di ego Garcia SBU
DVS LNOSC OPERATI ONS ROLES

POC I T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN:  315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zati ons/ | =Di e
go Garcia Island/| =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARCI A(n)/ ou=RSS Di ego

Gar ci a(n)/ ou=HELPDESK DG n)

ROLE DVS Oper ati ons Manager
PLA DMSOPSMNGR- DE n)
POC | T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN:  315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zati ons/ | =Di e
go Garcia Island/| =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARCI A(n)/ ou=RSS Di ego
Gar ci a( n) / ou=DVSOPSIMNGR- DG n)

ROLE Area System Manager
PLA LSM DI EGO GARCI A DE n)
POC | T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, Ap 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN:  315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zati ons/ | =Di e
go Garcia Island/| =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARCI A(n)/ ou=RSS Di ego Garci a(n)/ou=LMs

DI EGO GARCI A( n)

ROLE Directory Adm ni strator
PLA Di rectory Manager DG n)
PQOC | T1 Duane A. Bauer

C 49 ORIGINAL



UNCLASSIFIED

NCTS Di ego Garcia SBU
DVS LNOSC OPERATI ONS ROLES

NCTS DI EGO GARCI A

ADDRESS PSC 466 BOX 8
FPO, AP 96595- 0008

PHONE/ FAX | Comm 011-246- FAX: DSN 315- DSN: 315- 370-
370- 2333 370- 2301 2333

E- MAI L Pl ease use X 500 address

X. 500 / c=US/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=0Or gani zations/ | =Di e
go Garcia |sland/| =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARCI A(n)/ ou=RSS D ego
Gar ci a(n)/ ou=DI RECTORY MANAGER DG n)

RCOLE Mai | Li st Manager

PLA M_.MANAGER DG n)

POC | T1 Duane A. Bauer
NCTS DI EGO GARCI A

ADDRESS PSC 466 BOX 8
FPO, AP 96595- 0008

PHONE/ FAX | Comm 011-246- FAX: DSN 315- DSN: 315- 370-
370- 2333 370- 2301 2333

E- MAI L Pl ease use X. 500 address

X. 500 / c=US/ o=U. S.
Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zations/ | =Di e
go Garcia |sland/ | =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARCI A(n)/ ou=RSS Di ego
Gar ci a(n)/ ou=M_MANAGER D n)

ROLE Mai | List Adm nistrator

PLA N A

PCC N A
N A

ADDRESS

PHONE/ FAX | Comm N A FAX: N A DSN. N A

E- MAI L Pl ease use X. 500 address

X. 500 N A

ROLE Conf i guration Manager

PLA CONFI GWNGR DG n)

POC | T1 Duane A. Bauer
NCTS DI EGO GARCI A

ADDRESS PSC 466 BOX 8
FPO, AP 96595-0008

PHONE/ FAX | Comm 011-246- FAX: DSN 315- DSN: 315- 370-
370- 2333 370- 2301 2333
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UNCLASSIFIED NTP 22

NCTS Di ego Garcia SBU
DVS LNOSC OPERATI ONS ROLES

E- MAI L Pl ease use X. 500 address

X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0r gani zations/ | =Di e
go Garcia |sland/| =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARCI A(n)/ ou=RSS D ego

Gar ci a(n)/ ou=CONFI GUNGR DG n)

RCOLE Security Oficer
PLA SECURI TY OFFI CER DG n)
POC | T1 Scott Leaf

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595-0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0Or gani zations/ | =Di e
go Garcia |sland/ | =D EGO GARCI A/ ou=NAVCOMIELSTA
DI EGO GARCI A(n)/ ou=RSS Di ego

Gar ci a(n)/ ou=SECURI TY- OFFI CER DE n)
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UNCLASSIFIED NTP 22

NCTS DI GEO GARCI A SI PR
DMS LNOSC OPERATI ONS ROLES

PLA NAVCOMTELSTA DI EGO GARCI A
LNGSC DM5S RSS
TYPE

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X. 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Di ego Garcia Island(s)/I =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

Di ego Garci a(s)

ROLE Sub- Regi stration Authority
PLA SUBREGAUTH D s)
PQOC I T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X. 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Di ego Garcia Island(s)/I =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

Di ego Garci a(s)/ ou=SUBREGAUTH DG s)

ROLE Certificate Authority
PLA CERTAUTHO029 D& s)
POC | T1 Scott Leaf

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X. 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Di ego Garcia Island(s)/1 =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

Di ego Garci a(s)/ ou=CERTAUTHO029 DGs)

ROLE Hel p Desk
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UNCLASSIFIED NTP 22

NCTS DI GEO GARCI A SI PR
DMS LNGSC OPERATI ONS ROLES

PLA HELPDESK DG( S)

POC I T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X. 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=0Or gani zations(s) /| =
Di ego Garcia Island(s)/1 =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

Di ego Garci a(s)/ou=HELPDESK D{J s)

ROLE DMS Oper ati ons Manager
PLA DVSOPSMNGR- DG s)
POC | T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X. 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Di ego Garcia Island(s)/1 =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

Di ego Garci a(s)/ ou=DVSOPSIMNGR- DG s)

ROLE Area System Manager
PLA LSM DI EGO GARCI A DJ s)
POC | T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, Ap 96595-0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X. 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Di ego Garcia Island(s)/1 =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

Di ego Garci a(s)/ou=LNM5 DI EGO GARCI A('s)

ROLE Di rectory Adm nistrator

PLA Directory Manager D s)
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UNCLASSIFIED NTP 22

NCTS DI GEO GARCI A SI PR
DMS LNGSC OPERATI ONS ROLES

POC I T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN:  315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X 500 address
X. 500 / c=US/ o=U. S.

Gover nirent / ou=DoDY ou=Navy/ ou=0Or gani zations(s) /1 =
D ego Garcia Island(s)/| =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

D ego Garci a(s)/ou=DI RECTORY MANAGER D{ s)

ROLE Mai | List Manager
PLA M_.VANAGER DG s)
PCC I T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595- 0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN:  315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X 500 address
X. 500 / c=US/ o=U. S.

Gover nrrent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /1 =
D ego Garcia Island(s)/| =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

Di ego Garci a(s)/ ou=M_MANAGER D{J s)

ROLE Mail List Adm nistrator
PLA N A
PCC N A

N A
ADDRESS
PHONE/ FAX | Comm N A FAX: N A DSN: N A
E- MAI L Pl ease use X.500 address
X. 500 N A
ROLE Conf i guration Manager
PLA CONFI GWNGR DF( s)
PQOC | T1 Duane A. Bauer

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595-0008
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UNCLASSIFIED NTP 22

NCTS DI GEO GARCI A SI PR
DMS LNGSC OPERATI ONS ROLES

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Di ego Garcia Island(s)/1 =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

Di ego Garci a(s)/ ou=CONFI GUNGR DG s)

ROLE Security Oficer
PLA SECURI TY OFFI CER D& s)
POC | T1 Scott Leaf

NCTS DI EGO GARCI A
ADDRESS PSC 466 BOX 8

FPO, AP 96595-0008

PHONE/ FAX | Comm 011- 246- FAX: DSN 315- DSN: 315-370-

370- 2333 370-2301 2333
E- MAI L Pl ease use X. 500 address
X. 500 / c=US/ o=U. S.

Gover nnent / ou=DoDY ou=Navy/ ou=Or gani zations(s) /| =
Di ego Garcia Island(s)/I =D EGO

GARCl A/ ou=NAVCOMTELSTA DI EGO GARCI A(s) / ou=RSS

Di ego Garci a(s)/ ou=SECURI TY- OFFI CER D s)

C 55 ORIGINAL



UNCLASSIFIED

NAVCOMTELSTA GUAM GU(N)
DMS LNOSC OPERATI ONS ROLES

PLA NAVCOMTELSTA GUAM GU

LNGCSC RSS

TYPE
NAVCOMIELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671-355- DSN: 355-5961
5961 5310

E- MAI L

X. 500 c=US; o=U. S.
Gover nent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GJ( n)

ROLE Sub- Regi stration Authority

PLA NAVCOMIELSTA GUAM QU (SRA NOT USED AT THI S
COVIVAND)

POC | T1 LU SA SANTANA

ADDRESS NAVCOMTELSTA GUAM
PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310

E- MAI L sant anal @ct sguam navy. mi |

X. 500 c=US; o=U. S.
Gover nrent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GU(n), OU: RSS
Guanm( n), cn: SUBREGAUTH GUAM n)

ROLE Certificate Authority

PLA NAVCOMTELSTA GUAM GU

POC | T2 R chard \Wade
NAVCOMIELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5856
5856 5310

E- MAI L wader @ct sguam@avy. m |

C- 56

NTP 22

ORIGINAL



UNCLASSIFIED

NAVCOMTELSTA GUAM GU( N)
DMS LNGSC OPERATI ONS ROLES

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GJ( n), OU: RSS
Guan(n), cn: CERTAUTHL GUAM n)

ROLE Hel p Desk

PLA NAVCOMTELSTA GUAM GU

POC | T2 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BPX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310

E- MAI L | T1 LU SA SANTANA

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GJ( n), OU: RSS
GQuam(n) OU. M5 HELPDESK GUAM n)

ROLE DMS Oper ati ons Manager

PLA NAVCOMTELSTA GUAM GU

POC | TC(AW CHERYL SEAY
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671-355- DSN: 355-5961
5961 5310

E- MAI L seayc@ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GJ( n) , OU: RSS
Guam(n) CN: DMSOPSMNGR GUAM n)

ROLE Area System Manager

PLA NAVCOMTELSTA GUAM GU

POC | T2 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310
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ORIGINAL



UNCLASSIFIED

NAVCOMTELSTA GUAM GU( N)
DMS LNGSC OPERATI ONS ROLES

E- MAI L sant anal @ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GJ( n) , OU: RSS
Guan({n) CN: ASM GUAM n)

ROLE Directory Adm ni strator

PLA NAVCOMTELSTA GUAM GU

PCC | T2 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310

E- MAI L sant anal @ct sguam navy. ni |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GJ( n), OU: RSS
Guan(n) CN: DI RADM N1 GUAM n)

ROLE Mai | Li st Manager

PLA NAVCOMTELSTA GUAM GU

POC | T1 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Comm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310

E- MAI L sant anal @ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GJ( n) , OU: RSS
Guan{n) CN. MUMANAGER GUAM n)

ROLE Mai | List Adm ni strator

PLA NAVCOMTELSTA GUAM GU

PCC | T2 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101

FPO AP 96537

C- 58
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ORIGINAL



UNCLASSIFIED

NAVCOMTELSTA GUAM GU( N)
DMS LNGSC OPERATI ONS ROLES

PHONE/ FAX | Conrm 671- 355- FAX: 671-355- DSN: 355-5026
5026 5310

E- MAI L sant anal @ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GJ( n) , OU: RSS
Guan{n) CN. MLMANAGER GUAM n)

ROLE Conf i guration Manager

PLA NAVCOMTELSTA GUAM GU

POC | TC(AW CHERYL SEAY
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5961
5961 5310

E- MAI L seayc@ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n), | =GUAM ou=NAVCOMTELSTA GUAM GJ( n), OU: RSS
Guam(n) CN: CONFI GUWNGR
GUAM n)

ROLE Security Oficer

PLA NAVCOMTELSTA GUAM GU

POC | TC(AW CHERYL SEAY
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5961
5961 5310

E- MAI L seayc@ct sguam navy. m |

X. 500 c=US; o=U. S.

Gover nient ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M n) , | =GUAM ou=NAVCOMTELSTA GUAM GU( n), OU: RSS
GQuan{n) CN: SECURI TY- OFFI CER GUAM n)

C 59

NTP 22

ORIGINAL



UNCLASSIFIED

NAVCOMTELSTA GUAM GU( S)
DMVS LNOSC OPERATI ONS ROLES

PLA NAVCOMTELSTA GUAM GU

LNGCSC RSS

TYPE
NAVCOMIELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671-355- DSN: 355-5961
5961 5310

E- MAI L

X. 500 c=US; o=U. S.
Gover nent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M s), | =GUAM ou=NAVCOMTELSTA GUAM GJ( s)

ROLE Sub- Regi stration Authority

PLA NAVCOMIELSTA GUAM QU (SRA NOT USED AT THI S
COVIVAND)

POC | T1 LU SA SANTANA

ADDRESS NAVCOMTELSTA GUAM
PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310

E- MAI L sant anal @ct sguam navy. mi |

X. 500 c=US; o=U. S.
Gover nrent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M s), | =GUAM ou=NAVCOMTELSTA GUAM GU(s), OU: RSS
Guan(s), cn: SUBREGAUTH GUAM s)

ROLE Certificate Authority

PLA NAVCOMTELSTA GUAM GU

POC | T2 R chard \Wade
NAVCOMIELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5856
5856 5310

E- MAI L wader @ct sguam@avy. m |
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UNCLASSIFIED

NAVCOMTELSTA GUAM GQUJ( S)
DMS LNGSC OPERATI ONS ROLES

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M s), | =GUAM ou=NAVCOMTELSTA GUAM QJ(s), OU: RSS
Guan(s), cn: CERTAUTHL GUAM s)

ROLE Hel p Desk

PLA NAVCOMTELSTA GUAM GU

POC | T2 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BPX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310

E- MAI L | T1 LU SA SANTANA

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M s), | =GUAM ou=NAVCOMTELSTA GUAM GQJ(s), OU: RSS
@Quan(s) OU M5 HELPDESK GUAM s)

ROLE DMS Oper ati ons Manager

PLA NAVCOMTELSTA GUAM GU

POC | TC(AW CHERYL SEAY
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671-355- DSN: 355-5961
5961 5310

E- MAI L seayc@ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M s), | =GUAM ou=NAVCOMTELSTA GUAM QJ(s), OU: RSS
Guan(s) CN: DVSOPSMNGR GUAM s)

ROLE Area System Manager

PLA NAVCOMTELSTA GUAM GU

POC | T2 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310

G 61
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ORIGINAL



UNCLASSIFIED

NAVCOMTELSTA GUAM GQUJ( S)
DMS LNGSC OPERATI ONS ROLES

E- MAI L sant anal @ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M s), | =GUAM ou=NAVCOMTELSTA GUAM QJ(s), OU: RSS
@uan(s) CN ASM GUAM s)

ROLE Directory Adm ni strator

PLA NAVCOMTELSTA GUAM GU

PCC | T2 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310

E- MAI L sant anal @ct sguam navy. ni |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M's), | =GUAM ou=NAVCOMTELSTA GUAM GJ(s), OU: RSS
Guan(s) CN: DI RADM N1 GUAM s)

ROLE Mai | Li st Manager

PLA NAVCOMTELSTA GUAM GU

POC | T1 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Comm 671- 355- FAX: 671- 355- DSN: 355-5026
5026 5310

E- MAI L sant anal @ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0r gani zat i ons; | =GUA
M's), | =GUAM ou=NAVCOMTELSTA GUAM QJ(s), OU: RSS
Guanm(s) CN. MLMANAGER GUAM s)

ROLE Mai | List Adm ni strator

PLA NAVCOMTELSTA GUAM GU

PCC | T2 LU SA SANTANA
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101

FPO AP 96537
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UNCLASSIFIED

NAVCOMTELSTA GUAM GQUJ( S)
DMS LNGSC OPERATI ONS ROLES

PHONE/ FAX | Conrm 671- 355- FAX: 671-355- DSN: 355-5026
5026 5310

E- MAI L sant anal @ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M s), | =GUAM ou=NAVCOMTELSTA GUAM QJ(s), OU: RSS
Guanm(s) CN. MLMANAGER GUAM s)

ROLE Conf i guration Manager

PLA NAVCOMTELSTA GUAM GU

POC | TC(AW CHERYL SEAY
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5961
5961 5310

E- MAI L seayc@ct sguam navy. m |

X. 500 c=US; o=U. S.
Gover nnent ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M s), | =GUAM ou=NAVCOMTELSTA GUAM QJ(s), OU: RSS
Guan(s) CN: CONFI GUWNGR
GUAM s)

ROLE Security Oficer

PLA NAVCOMTELSTA GUAM GU

POC | TC(AW CHERYL SEAY
NAVCOMTELSTA GUAM

ADDRESS PSC 488 BOX 101
FPO AP 96537

PHONE/ FAX | Conm 671- 355- FAX: 671- 355- DSN: 355-5961
5961 5310

E- MAI L seayc@ct sguam navy. m |

X. 500 c=US; o=U. S.

Gover nient ; ou=DoD; ou=NAVY; ou=0Or gani zat i ons; | =GUA
M s), | =GUAM ou=NAVCOMTELSTA GUAM QJ(s), OU: RSS
Quan(s) CN: SECURI TY- OFFI CER GUAM s)

C 63

NTP 22

ORIGINAL



UNCLASSIFIED

NCTAMS LANT DET HAMPTON ROADS NORFCOLK VA(N)

DMS LNOSC OPERATI ONS ROLES

PLA NCTAMS LANT DET HAMPTON ROADS NORFOLK VA(N)

LNCSC RSS Hanpt on Roads Norfol k VA(n)

TYPE
7927 I ngersol ST

ADDRESS STE 300 NH 95
Nor f ol k, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN:. 836- 0691
836- 0691 836- 5627

E- MAI L @Insl ant . navy. m |

X. 500 ou=NCTAMS LANT DET HAMPTON ROADS NORFOLK
VA(n), ou=RSS Hanpt on roads Norfol k VA(N)

ROLE Sub- Regi stration Authority

PLA SUBREGAUTH Hanpt on Roads Nor f ol k( n)

PQOC | T2 M cheal B. Jenni ngs
7927 I ngersol ST

ADDRESS STE 300 NH 95
Nor f ol k, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN: 836- 0691
836- 0691 836- 5627

E- MAI L @lnsl ant . navy. m |

X. 500 ou=RSS Hanpt on Roads Norfol k VA(n), cn=SUBREGAUTH
Hanpt on Roads Nor f ol k('n)

ROLE Certificate Authority

PLA CERTAUTHO043 (U- NCTAMS LANT Det Hanpton Roads
VA)

PQOC Edwar d Br own
7927 I ngersol ST

ADDRESS STE 300 NH 95
Nor f ol k, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN: 836- 7969
836- 7969 836- 5627

E- MAI L @lnsl ant . navy. m |

X. 500 c=US, o=U. S.
Gover nnent , ou=DoD, ou=Navy, cn=CERTAUTH0043 [ U
NCTAVS LANT Det Hanpt on Roads Norfol k VA]

ROLE Hel p Desk

PLA HELPDESK Hanpt on Roads Nor f ol k( n)

PCC Kar | a Canpbel |
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UNCLASSIFIED NTP 22

NCTAVMS LANT DET HAMPTON ROADS NORFCOLK VA(N)
DMS LNGSC OPERATI ONS ROLES

7927 I ngersol ST
ADDRESS STE 300 NH 95

Nor f ol k, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN: 836- 0691
836- 0691 836- 5627

E- MAI L @Insl ant . navy. m |

X. 500 ou=RSS Hanpt on Roads Norf ol k VA(n), cn=HELPDESK
Hanpt on Roads Nor f ol k('n)

ROLE DVS Oper ati ons Manager

PLA DMSOPSMNGR Hanpt on Roads Nor f ol k( n)

PCC Peter J. Gordon

7927 I ngersol ST
ADDRESS STE 300 NH 95

Nor f ol kK, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN:. 836- 7561
836- 7561 836- 5627

E- MAI L @lnsl ant . navy. m |

X. 500 ou=RSS Hanpt on Roads Norfol k VA(n), cn=DMSOPSIMNGR
Hanpt on Roads Nor f ol k('n)

ROLE Area System Manager

PLA LSM Hanpt on Roads Nor f ol k('n)

POC Peter J. CGordon

7927 I ngersol ST
ADDRESS STE 300 NH 95

Nor f ol k, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN: 836- 7561
836- 7561 836- 5627

E- MAI L @Insl ant . navy. m |

X. 500 ou=RSS Hanpt on Roads Norfol k VA(n), cn=LSM
Hanpt on Roads Nor f ol k('n)

ROLE Directory Adm ni strator

PLA Di rectory Manager HRVA(N)

PQOC | T2 M cheal B. Jenni ngs

7927 I ngersol ST
ADDRESS STE 300 NH 95

Nor f ol k, VA 23551-2398

PHONE/ FAX | Comm (757) FAX: (757) DSN: 836- 0691
836- 0691 836- 5627
E- MAI L @lnsl ant . navy. m |
X. 500 ou=RSS Hanpt on Roads Norfol k VA(n),cn=Directory
Manager HRVA(n)
ROLE Mai | List Manager
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PLA M_MANAGER Hanpt on Roads Norf ol k(n)

PCC | T2 M cheal B. Jenni ngs
7927 I ngersol ST

ADDRESS STE 300 NH 95
Nor f ol k, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN:. 836- 0691
836- 0691 836- 5627

E- MAI L @Insl ant . navy. m |

X. 500 ou=RSS Hanpt on Roads Norfol k VA(n), cn=M_MANAGER
Hanpt on Roads Nor f ol k('n)

ROLE Mai | List Adm ni strator

PLA MLADM N- 1 Hanpt on Roads Norf ol k(n)

PCC Karl a Canpbel |
7927 I ngersol ST

ADDRESS STE 300 NH 95
Nor f ol k, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN: 836- 0691
836- 0691 836- 5627

E- MAI L @lnsl ant . navy. m |

X. 500 ou=RSS Hanpt on Roads Norfol k VA(n), cn=M_ADM N- 1
Hanpt on Roads Nor f ol k('n)

ROLE Conf i gurati on Manager

PLA CONFI GWNGR Hanpt on Roads Nor f ol k( n)

PCC Kar | a Canpbel |
7927 I ngersol ST

ADDRESS STE 300 NH 95
Nor f ol k, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN: 836- 0691
836- 0691 836- 5627

E- MAI L @Insl ant . navy. m |

X. 500 ou=RSS Hanpt on Roads Norf ol k VA(n), cn=CONFI GUWNGR
Hanpt on Roads Nor f ol k('n)

ROLE Security Oficer

PLA SECURI TY OFFI CER Hanpt on Roads Nor f ol k( n)

PCC Peter J. CGordon
7927 I ngersol ST

ADDRESS STE 300 NH 95
Nor f ol k, VA 23551-2398

PHONE/ FAX | Conm (757) FAX: (757) DSN: 836- 7561
836- 7561 836- 5627

E- MAI L @lnsl ant . navy. m |
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X. 500 ou=RSS Hanpt on Roads Norfol k VA(n), cn=SECURI TY
OFFI CER Hanpt on Roads Nor f ol k( n)
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PLA NAVCOMTELSTA PENSACOLA FL

LNGCSC RSS

TYPE
130 WEST AVENUE SU TE B

ADDRESS PENSACOLA FL
NAVCOMTELSTA N31
32508- 5111,

PHONE/ FAX | Conm 850- 452- FAX: 850-452- DSN:. 922- 7957
7957 9106

E- MAI L

X. 500 C=US/ C=U. S. Gover nnent / QU=DoD/ OU=NAVY/ OU=Or gani za
tions/ L=Fl ori da/ L=PENSACOLA/ OU=NAVCOMTESLTA
PENSACOLA FL(n)/ OkERSS Pensacol a Fl (n)

ROLE Sub- Regi stration Authority

PLA

POC HENRY L. BLACK
130 WEST AVENUE SU TE B

ADDRESS PENSACOLA FL
NAVCOMTELSTA N31
32508-5111,

PHONE/ FAX | Conm 850- 452- FAX: 850-452- DSN: 922- 7952
7952 9106

E- MAI L BLACKH@NCTSPENS. NAVY. M L

X. 500 C=US/ C=U. S. Gover nnent / QU=DoD/ OU=NAVY/ QU=Or gani za
tions/ L=Fl ori da/ L=PENSACOLA/ OU=NAVCOMTESLTA
PENSACOLA FL(n)/ OU=RSS Pensacol a
FI (n) / CN=eSUBREGAUTH Pensacol a( n)

ROLE Certificate Authority

PLA

POC DARL W MELLON
130 WEST AVENUE SU TE B

ADDRESS PENSACOLA FL
NAVCOMTELSTA N31
32508- 5111,

PHONE/ FAX | Conm 850- 452- FAX: 850-452- DSN: 922- 7966
7966 9106

E- MAI L VEL L OND@NCTSPENS. NAVY. M L

X. 500 C=US/ C=U. S. Gover nnrent / OU=DoDY OU=NAVY/ OU=Or gani za
tions/ L=Fl ori da/ L=PENSACOLA/ OU=NAVCOMTESLTA
PENSACOLA FL(n)/ OUk=RSS Pensacol a
FI (n) / CN=CERTAUTH Pensacol a(n)

ROLE Hel p Desk

PLA

POC HELLEM SPENCER
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130 VWEST AVEUNE SUI TE B

ADDRESS NAVCOMIELSTA N31
PENSACOLA FL
32508- 5111,

PHONE/ FAX | Conm (850) FAX: (850) DSN: 922- 3621
452- 3621 452-9106

E- MAI L SPENCERH@NCTS. NAVY. M L

X. 500 C=US/ C=U. S. Gover nnent / QU=DoD/ OU=NAVY/ QU=Or gani za
tions/ L=Fl ori da/ L=PENSACOLA/ OU=NAVCOMTESLTA
PENSACOLA FL(n)/ OU=RSS Pensacol a
FI (n) / CNEHELPDESK Pensacol a( n)

ROLE DMS Oper ati ons Manager

PLA

POC HUBERT COBBS
130 WEST AVENUE SU TE B

ADDRESS NAVCOMITELSTA N31
PENSACOLA FL
32508- 5111,

PHONE/ FAX | Conm 850- 452- FAX: 850-452- DSN:. 922- 7957
7957 9106

E- MAI L COBBSR@NCTSPENS. NAVY. M L

X. 500 C=US/ C=U. S. Gover nnent / OU=DoDY OU=NAVY/ OU=Or gani za
tions/ L=Fl ori da/ L=PENSACOLA/ OU=NAVCOMTESLTA
PENSACOLA FL(n)/ OkERSS Pensacol a
Fl (n) / CN=DMSOPSIMNGR Pensacol a( n)

ROLE Area System Manager

PLA

POC

ADDRESS

PHONE/ FAX | Comm FAX: DSN:

E- MAI L

X. 500

ROLE Di rectory Adm nistrator

PLA

POC

ADDRESS

PHONE/ FAX | Comm FAX: DSN:

E- MAI L

X. 500

ROLE Mai | List Manager

PLA
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POC | T2 ROCHELLE BOLTON
130 WEST AVENUE SU TE B

ADDRESS NAVCOMIELSTA N31
PENSACOLA FL
32508- 5111,

PHONE/ FAX | Conm 850- 452- FAX: 850-452- DSN:. 922- 3621
3621 9106

E- MAI L BOLTONR@NCTS. NAVY. M L

X. 500 C=US/ C=U. S. Gover nnrent / OU=DoDY OU=NAVY/ OU=Or gani za
tions/ L=Fl ori da/ L=PENSACOLA/ OU=NAVCOMTESLTA
PENSACOLA FL(n)/ OkERSS Pensacol a
FI (n) / CN=EMLMANAGER Pensacol a( n)

ROLE Mai | List Adm ni strator

PLA

PCC

ADDRESS

PHONE/ FAX | Comm FAX: DSN:

E- MAI L

X. 500

ROLE Conf i gurati on Manager

PLA

POC | T1 YOLANDA POLK
130 WEST AVENUE SU TE B

ADDRESS NAVCOMITELSTA N31
PENSACOLA FL
32508- 5111,

PHONE/ FAX | Conm 850- 452- FAX: 850-452- DSN:. 922- 3621
3621 9106

E- MAI L POLKY@NCTSPENS. NAVY. M L

X. 500 C=US/ C=U. S. Gover nnrent / OU=DoDY OU=NAVY/ OU=Or gani za
tions/ L=Fl ori da/ L=PENSACOLA/ OU=NAVCOMTESLTA
PENSACOLA FL(n)/ OUkERSS Pensacol a
FI (n) / CN=CONFI GUWNGR Pensacol a( n)

ROLE Security Oficer

PLA

POC CYNTHI A SANTCS
130 WEST AVENUE SU TE B

ADDRESS NAVCOMIELSTA N31
PENSACOLA FL
32508- 5111,

PHONE/ FAX | Conm 850- 452- FAX: 850-452- DSN: 922- 7969
7969 9106

E- MAI L SANTOSC@NCTSPENS. NAVY. M L
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X. 500 C=US/ C=U. S. Gover nnrent / OU=DoDY OU=NAVY/ OU=Or gani za
tions/ L=Fl ori da/ L=PENSACOLA/ OU=NAVCOMTESLTA
PENSACOLA FL(n)/ OU=RSS Pensacol a

FI (n)/ CN=SECURI TY OFFI CER Pensacol a( n)

ROLE Local Service Manager
PLA
POC | T1 YOLANDA POLK

130 WEST AVENUE SUI TE B
ADDRESS NAVCOMTELSTA N31
PENSACOLA FL

32508- 5111,

PHONE/ FAX | Comm 850-452- FAX: 850-452- DSN: 922- 7969
3621 9106

E- MAI L POLKY@NCTSPENS. NAVY. M L

X. 500 C=US/ C=U. S. Gover nnrent / OU=DoDY OU=NAVY/ OU=Or gani za

ti ons/ L=Fl ori da/ L=PENSACOLA/ OU=NAVCOMTESLTA
PENSACOLA FL(n)/ OU=RSS Pensacol a Fl (n)/ CN=LSM
Pensacol a( n)
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D1. N PRNET ACCOUNTS

GSM
C=US/ C=U. S. Gover nnent / OU=DoD¥ DI SA/ OU=Cr gani zat i ons/ QU=G0SC/ OU=0RG
STAFF/ QU=0PS/ CN=DMS GSM

RNOSC- CONUS
C=US/ C=U. S. Gover nnent / OU=DoDY OU=DI SA/ OU=Or gani zat i ons/ OU=C0SC/ QU=
RNOSC- Col unmbus/ CN=Control | er

RNOSC- EUROCPE
C=US/ C=U. S. Gover nnent / OU=DoDY OU=DI SA/ OU=Or gani zat i ons/ OU=C0SC/ QU=
RNOSC- Eur ope/ CN=OPS DI R

RNOSC- PACI FI C
C=US/ C=U. S. Gover nnent / OU=DI SA/ OU=Or gani zat i ons/ QU=G0SC/ OU=RNCSC-
Paci fi ¢/ CN=RNCSC- P1

D2. S| PRNET ACCOUNTS

GSM
C=US/ C=U. S. Gover nnent / OU=DoDY QU=DI SA/ OU=Or gani zat i ons/ OU=G0SC/
OU=0RG STAFF(s)/ OU=0PS/ CN=DM5 GSM s)

RNOSC- CONUS
C=US/ C=U. S. Gover nnent / OU=DoDY OU=DI SA/ OU=Or gani zat i ons/ OU=C0SC/ QU=
RNOSC- Col unbus/ CN=I TACOL

RNOSC- EUROCPE
C=US/ C=U. S. Gover nnent / OU=DoDY OU=DI SA/ OU=Or gani zat i ons/ OU=C0SC/ QU=
RNOSC- Eur ope/ CN=OPS DI R( s)

RNOSC- PACI FI C
C=US/ C=U. S. Gover nnent / OU=DoDY QU=DI SA/ OU=Or gani zat i ons/ OU=C0SC/ QU=
RNOSC- Paci fi ¢/ CN=RNOSC- P2( s)

D3. SECRET RNOSC ACCOUNTS

DTH- CONUS
C=US/ O=U. S. Gover nment / O=DoD/ OU=AUTODI N PLAs/ OU=DTH Servi ces/
OU=CONUS DTH(t)/ OU=DTH Operations Director(t)

DTH EUROPE
C=US/ O=U. S. Gover nment / O=DoD/ OU=AUTODI N PLAs/ OU=DTH Servi ces/
OU=EURCPE DTH(t)/ OU=DTH Qperations Director(t)

DTH PACI FI C
C=US/ C=U. S. Gover nnent / OU=DoDY OQU=AUTCODI N PLAs/ QU=DTH Ser vi ces/
OU=Pacific DTH(t)/ OQJ&DTH Operations Director(t)
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