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1 Introduction

JVA Perimeter Patrol, a software system for monitoring and commanding JVA Security
Electric Fence Devices, is designed exclusively for JVA Technologies Pty Ltd by Pakton
Technologies Pty Ltd of Brisbane, Australia.

Keep this document secure.

1.1 Scope and purpose
This installation and configuration manual is an OEM manual for use by JVA Security
System Installers and Administrators. It covers:

¢ Wiring and architecture considerations for connecting JVA Perimeter Patrol to JVA
Security Electric Fence Devices

¢ Installation and configuration of JVA Perimeter Patrol

¢ Connecting instances of JVA Perimeter Patrol together in Server / Client
configuration

e Locking down a computer to keep JVA Perimeter Patrol secure

1.2 Other relevant documentation
Read this document in conjunction with these other documents:

e JVA Perimeter Patrol User Manual
o User manual for every-day operation of JVA Perimeter Patrol
e JVA Perimeter Patrol High Level Interface Programmers Guide
o Programmers’ guide for using a HLI to connect to Perimeter Patrol from their
own custom software
e Z Series OEM Technical Manual
o Installation and configuration instructions for the Z-series range of JVA
Security Electric Fence energisers
e ZM1 OEM Technical Manual
o Installation and configuration instructions for the JVA ZM1 Security Electric
Fence Zone Monitor
e ZM20 OEM Technical Manual
o Installation and configuration instructions for the JVA ZM20 Security Electric
Fence Zone Monitor
e Ethernet Adapter Manual
o Installation and configuration instructions for the PAE212 Perimeter Patrol
Interface Board
o General Purpose IO Technical Manual
o Installation and configuration instructions for the PAE222 General Purpose
I0 Board
e Ethernet General Purpose IO Technical Manual
o Installation and configuration instructions for the PAE224 Ethernet GPIO
Board
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1.3 JVA Perimeter Patrol

Introduction

Perimeter Patrol provides PC based supervisory control and logging for Pakton designed
security electric fence energisers and monitoring systems. A powerful, flexible and intuitive
user interface is provided over a stable industry standard database structure.
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Figure 1 - Screenshots of JVA Perimeter Patrol
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JVA Perimeter Patrol Features Mimic Lite ZM Pro

View & Control Energiser Zones v v
View & Control Zone Monitors - -
Support Multiple Sectors Per Zone
Map-Oriented Zone Mimic Screen
Automatically Control on Schedule
Alarm Display and Sound

Email on Alarm -

AN
AN NE N NN NN
AN NI N NI NN

Log alarms and events - -
10 Event Alarm Log History v -
Automatically Control Output Relays in Response to Alarms - -
User control output relays - -
Serial Communication Mode v v
Ethernet (TCP/IP) Communication Mode - -
User Authentication - -
Full Screen Mode Preventing Access to Other Applications - -
Event Logging with Viewer and Automatic Archival - -
Administrator’s Full System Controller - -
Integrate other equipment via contact inputs and relay outputs - -

AV N N NN NN N
AV N N NN NN N

High Level Interface API - -

JVA Perimeter Patrol Specifications

Operating System Microsoft Windows XP / Windows 7
Logging Database Microsoft SQL Server Compact Edition
(Not available in Mimic or Lite)
Communications Interface TCP/IP or Serial Port (USB or built-in)
Minimum CPU Intel or compatible Pentium Il 1 GHz or faster
Minimum RAM 4GB
Scheduled Control Repeats: Weekly
Granularity: 30 Minutes
Email Support SMTP, SSL, Authentication
Maximum Number of Zones Mimic 30
Lite 30
ZM 8 (each with up to 20 sectors)
Pro Up to 1778 (limit depends on
system configuration)
User Levels (not available in Mimic or Lite) User View zone voltages and
alarms
Supervisor All User tasks above

Control energisers
Close resolved alarms
Exit Full Screen Mode
Administrator All Supervisor tasks above
Modify System Configuration
Integration of Legacy Equipment Via contact input and relay outputs
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2 Wiring and architecture considerations for connecting JVA
Perimeter Patrol to JVA Security Electric Fence Devices

2.1 Introducing the Keypad Bus
JVA Perimeter Patrol monitors and commands the following JVA Security Electric Fence
Devices:

Table 1- List of JVA Security Electric Fence Devices

Security Electric Fence Purpose
Device

Electric Fence Energiser  To power and monitor zones. A zone is an individual section
of electric fence. A zone can be armed or disarmed without
affecting other zones. Alarms are raised for individual zones.

Zone Monitor To monitor a zone that is being powered by another energiser.

Ethernet Adapter To provide a bridge between the Keypad Bus and the Local
Area Network, allowing Perimeter Patrol to connect to the
Keypad Bus via Ethernet.

IO Board To provide extension inputs and outputs. Inputs accept signals
from non-JVA security devices such as motion sensors or
gate sensors. Outputs provide a way to send signals to
external systems such as sirens, strobes, alarms, watchdog
monitors, pumps, gates etc.

Ethernet IO Board Combines the function of both the Ethernet Adapter and the
10 Board, with the addition of analog input capabilities.
Keypad To allow security personnel to perform manual configuration

or command of JVA devices.

Each of the JVA security electric fence devices listed above communicate on a serial data
bus that has been given the name Keypad Bus, mostly because it allows the keypad to
connect to the devices.

2.2 Group Mode configuration

Each device on a Keypad Bus must be configured with a unique id that identifies it on that
Keypad Bus. That unique id is called the Keypad Bus Id and it ranges in value from 1 to 15.
When you are installing the devices, you must first connect a keypad directly to the device to
set its configuration properties before you connect it to the Keypad Bus with all the other
devices attached.

The device configured with Keypad Bus Id = 1 becomes the Master device, which is
responsible for marshalling communications between all the devices on the Keypad Bus,
and for synchronizing the timing of all energisers on the Keypad Bus.

Devices configured with Keypad Bus Id = 2 — 15 become Slave devices.

In the user manuals for each device, the device’s Keypad Bus Id will be referred to as its
Group Mode. You configure the Keypad Bus Id for each device by settings its Group Mode
configuration property.
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Refer to each device’s user manual to find out how to set its Group Mode configuration
property.

After you have used a keypad to configure each device individually, you may connect all the
devices together on the Keypad Bus.

2.2.1 Keypad Bus Limitations

Device Maximum number of devices
LCD Keypads 2

LED Keypads 1

Devices with a Keypad Bus Id 15

Devices with a Keypad Bus Id include energisers, zone monitors, Ethernet adapters, 10
boards and Ethernet IO boards.

Note that LCD Keypads must each be configured with their own Keypad Id when attaching
more than one to a Keypad Bus, but Keypad Id is independent of the Keypad Bus Id of
other devices. Refer to the LCD Keypad’s user manual for more information.

2.3 Wiring overview
The Keypad Data bus consists of three wires: Ground (GND), Data (DAT), and Power
(+12V).

Energisers, Zone Monitors and Ethernet 10 Boards supply power to the +12V wire while all
other devices consume power from the +12V wire. The maximum number of devices
excluding keypads that can be connected to a Keypad Data Bus is 15.

The computer that hosts JVA Perimeter Patrol can connect to the JVA Security Electric
Fence Devices using serial communications or Ethernet communications over the Local
Area Network. The sections below will help you decide which connection configuration you
should choose.
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2.3.1 Serial connection

The image below illustrates a possible wiring scenario for connecting JVA Perimeter Patrol
to the Keypad Data Bus using either of the two serial communications systems available.
The “Keypad Bus to Serial Converter” device illustrated could be either the PAE051 Keypad
Bus to RS232 Converter or the PAE223 Keypad Bus to USB Converter.

Notice that one of the Energisers or Zone Monitors is configured with its Group Mode
Setting = Master and all other devices are configured with Group Mode Setting = Slave.

F
Maximum 150 Ohms Maximum 150 Ohms

TTTTTA
¥
r
L

Slave 15

Slave 2
53 s4 55 s6 s7 s8 1 59 510 s11 512 513 sl4

Keypad Bus

Maximum 150 nF

Master Energiser
or Zone Monitor

Keypad Bus to Serial

converter
o Keypad USB or RS232
cable
GND
oAT Computer with

Perimeter Patrol

|

=1

=

=
Figure 2 - Keypad Bus shown using PAEO51/PAE223 converters to connect to JVA Perimeter Patrol using
RS232/USB cable
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2.3.2 Ethernet connection

Wiring and architecture considerations for connecting JVA

Perimeter Patrol to JVA Security Electric Fence Devices

The image below illustrates a possible wiring scenario for connecting JVA Perimeter Patrol
to the Keypad Data Bus via the Local Area Network using either of the Ethernet adapters
available. The “Master Ethernet Device” illustrated could be either the PAE212 Ethernet
Adapter Device or the PAE224 Ethernet 10 Board.

Notice that the Master Ethernet Device is configured with its Group Mode Setting = Master
and all other devices are configured with Group Mode Setting = Slave.

I

=

Maximum 150 Chms Maximum 150 Ohms
i | i
: | !
|
|
Slave 2 ! Slave 15
=3 =4 =5 =6 =7 B | 59 10 =511 =512 513 =14
i
I I R T A0 I I |
One or more slave energisers or zone
Keypad Bus monitors supply +12V power for the
Maximum 150 nF keypad bus (only required for PAE212)
Master Ethernet Computer with
— +12V Device Perimeter Patrol
GND
— DAT
e LAN(CATS Cable] Local Area
Keypad Network (LAN)

=

=

Figure 3 - Keypad bus shown using PAE212/PAE224 Ethernet boards to connect to JVA Perimeter Patrol

using the Local Area Network
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Perimeter Patrol to JVA Security Electric Fence Devices

The Local Area Network can be used to connect multiple PAE212 Ethernet Adapter Devices
and/or PAE224 Ethernet 10 Boards to JVA Perimeter Patrol. This provides JVA Perimeter

Patrol with the ability to monitor and command multiple groups of Security Electric Fence
devices.

|
Slave 2 | Slave 15 | | Slave 2 | Slave 15
53 4 5 E ] 5T =3 i s10 sit s 513 s34 L " = " aF L] 2 819 i a2 s a4
I T S Y I N N Y [ 1} ” ||. I I — — LI 1 | | — |} |

=

Master Ethernet Master Ethernat
Device Device
Eeypad | Keypad I

Slave 2 Slave15
53 4 a5 % a7 & 9 510 =11 2 31 514

-] | |\ |y | | | — | — ”

Master Ethernet
Device

ad
Computer with JVA [ oee ]

. LAN(CATS Cable)

Perimeter Patrol

=

L

Figure 4 - Using the Local Area Network (LAN) to connect JVA Perimeter Patrol to multiple groups of JVA
Security Electric Fence devices
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Wiring and architecture considerations for connecting JVA
Perimeter Patrol to JVA Security Electric Fence Devices

2.3.3 Devices that connect the computer to the Keypad Bus

Local Area Network (LAN)

Device:
PAE212 Ethernet Adapter Device

Comments:
JVA Perimeter Patrol can be connected to multiple
groups of Security Electric Fence devices.

Supports IO Boards

Device:
PAE224 Ethernet |O Board

Comments:
JVA Perimeter Patrol can be connected to multiple
groups of Security Electric Fence devices.

Supports IO Boards

Device:
PAE223 Keypad Bus to USB Converter

Comments:

JVA Perimeter Patrol can only be connected to one
of these devices, and therefore can only be
connected to one group of Security Electric fence
devices.

Supports IO Boards

Device:
PAEO51 Keypad Bus to RS232 Converter

Comments:

JVA Perimeter Patrol can only be connected to one
of these devices, and therefore can only be
connected to one group of Security Electric fence
devices.

Supports IO Boards
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Perimeter Patrol to JVA Security Electric Fence Devices

2.4 Wiring limitations and best practices
For best results, the Master device should be connected closest to the control / monitoring
unit (Keypad, computer or LCD display).

Maximum resistance from the keypad to the Master device on the GND wire or the DATA
wire is 4.5 Ohm. Maximum resistance from the Master device to any other device on the
GND wire or the DATA wire is 150 Ohms, maximum capacitance allowed between the GND
and DATA wires measured at the Master device is 150nF

F

Maximum 150 Ohms Maximum 150 Ohms
Slave 2 | Slave 15
53 s4 55 s6 s7 s8 i 59 s10 s11 512 513 sl14
N N T T N Y 1 Y T |

Keypad Bus

Maximum 150 nF

Master Energiser
or Zone Monitor

Keypad Bus to Serial

converter
oy Keypad USB or RS232
cable
GND
— DaT Computer with

Perimeter Patrol

=

=

Figure 5 — Connecting a PAEO51/PAE223 to JVA Perimeter Patol via RS232 or USB cable

Tip! “Two wires as one” technique: If you are using CAT 5 cable for the Keypad Bus, you
will have enough spare wires in the cable to use this clever trick for halving their resistance:
Join together two wires at both ends to have them act together as a single wire. Make sure
you join them together as they enter and exit each device.

Note: CAT 5 DC loop resistance is 0.188 Ohm / meter or 0.094 Ohm / meter if you are using
the “two wires as one” technique.

It is worth measuring the capacitance between these two wires at the Master to make sure it
doesn’t exceed this value. Based on this limitation, we recommend that the maximum length
of cable be 1.5km.

If you are using 3 or more energisers, the Master device should be in centre of the cable and
the energisers should be evenly spaced. Star or Ring Network configurations can be used
and are recommended for large installations.
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2.5 Using an Ethernet adapter
If you are using the Local Area Network to connect JVA Perimeter Patrol to the JVA Security

Electric Fence Devices, you will need to use either the PAE212 Ethernet Adapter Device or
the PAE224 Ethernet 10 Board.

2.5.1 Wiring the Ethernet adapter

PAE212
¢ Wire the Keypad Bus into the adapter (+12V, GND, DAT).
o Energisers, Zone Monitors, and Ethernet IO Boards supply power to the
Keypad Bus.
o All other devices consume power from the Keypad Bus.
e Connect the Ethernet port of the PAE212 to the building Local Area Network (LAN)

=

=1

Seri1al No. TCP/IP Imerv‘ace 1 - —_."Z'rm
m @nnm
Rll L] mnm
f R?R‘ng '5L2
nnz I \(J, I e
ﬁ Keypad Bus
Ethernet Port
= 14 =
Figure 6 - PAE212 Ethernet Adapter Device
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PAE224
o Wire Power into the adapter (+12V, GND).
o Wire the Keypad Bus into the adapter (DAT, GND). Only wire +12V if the PAE224 is
used to directly power a keypad.
e Connect the Ethernet port of the PAE224 to the building Local Area Network (LAN)

F , , 5

ferial Mo

WIEIIE755
GC~2 94V-0

Keypad Bus

Ethernet Port
+12V

L ; J

Figure 7 - PAE224 Ethernet 10 Board

2.5.2 Configuring Devices for operation with the Ethernet adapter

The PAE212 Ethernet Adapter Device and PAE224 Ethernet IO Board are configured with
their Group Mode property = 1, which means it is the Master Device and has a Keypad Bus
Id=1.

Therefore all other devices must have their Group Mode set to a value between 2 and 15,
which will configure them to be slaves.

Remember, no two devices can have the same Keypad Bus Id.
2.5.3 Debugging an Ethernet adapter

2.5.3.1 Return to Factory Defaults (Jumper J4)

If for some reason the PAE212 Ethernet Adapter Device or PAE224 Ethernet IO Board is not
recognised by Perimeter Patrol, or it is not working as expected, it may be beneficial to
return it to Factory Defaults. To do so:

o Remove the black jumper located at J4 (see previous images for jumper location).

o Depower the Ethernet adapter by removing the Power connector (PAE224 only) and
the Keypad Bus connector.

o Repower the Ethernet adapter by re-attaching the Power connector (PAE224 only)
and the Keypad Bus connector.
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When the Power and Keypad Bus connection is returned, the LEDs D5 and D6 and D7 (see
image below) will light for %2 a second. The D7 blink shows the board loading the Factory
Defaults. Replace the jumper across both pins of J4.

2.5.3.2 LED Indications for the Ethernet adapter

LEDs on the PAE212 and PAE224 can be used to get valuable debugging information when
you are installing or troubleshooting its operation. The position of each LED is shown in the
images below, and the table following it explains the function of each LED.

Keypad Bus

Ethernet Port ‘

Energiser Synch

Zone Monitor Data m . ty Ltd 2011 LAN Connected
Energiser Data LAN Activity

v 14l T

REIZE755
GC~2 94v-0

Keypad Bus
Ethernet Port

Energiser Synch
Zone Monitor Data -
Energiser Data

LAN Activity

LAN Connected -
Power -

L

Figure 9 — LED Indications for the PAE224 Ethernet 10 Board
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Wiring and architecture considerations for connecting JVA

Perimeter Patrol to JVA Security Electric Fence Devices

Table 2 - LED Functions for the PAE212 Ethernet Adapter Device

Name ID Colour Function

Power D4 Green ON when the Ethernet Device has power

Energiser Synch D7 Red Blink once per second when the energisers are
synchronised

Energiser Data D5 Red Blinks rapidly (one blink per energiser) when receiving
data from the energisers

Zone Monitor D6 Red Blinks rapidly (one blink per zone monitor) when

Data receiving data from the zone monitors

LAN Connected D8 Green On when connected to the Local Area Network (LAN)

LAN Activity D9 Green Blinks when sending information to JVA Perimeter Patrol
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3 Installing JVA Perimeter Patrol software

3.1 System requirements

Operating System Microsoft Windows XP / Windows 7
Do not use Windows Vista or any earlier versions of Windows
CPU Intel or compatible Pentium Il 1GHz or faster.

Use the Windows Task Manager to make sure the CPU is using less than 5% of its capacity
while JVA Perimeter Patrol is running.

Hard Drive 120Gb with at least 50% free space
JVA Perimeter Patrol log files can grow to large sizes. Ensure your computer’s hard drive is
large enough to hold them.

RAM 4GB
Use the Windows Task Manager to make sure there is at least 1GB of free RAM remaining
after JVA Perimeter Patrol is running.

3.1.1 Connectivity
If you intend using the following features of JVA Perimeter Patrol, ensure that the host
computer has a stable, active internet connection:

e Emall
¢ High Level Interface (requires static IP Address)

3.1.2 Security
Lock down the computer according to section Locking down the computer to keep JVA
Perimeter Patrol secure below.

3.1.3 Serial Port
If you intend connecting to JVA Security Electric Fence devices using Serial Port or USB
Port, ensure your computer has a spare port of the correct type available.

3.1.4 Ethernet Port

If you intend connecting to JVA Security Electric Fence Devices using the Local Area
Network, ensure your computer has an Ethernet port or wireless connection available for
connecting to the required LAN.
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3.2 Uninstalling older versions
Before installing JVA Perimeter Patrol on a computer, you should make sure that previous
versions have been uninstalled first.

1. Goto Control Panel 2 Programs and Features and search for “Perimeter Patrol”.
2. Select any items that appear in the program list
3. Then click the Uninstall button.

@uvl v Control Panel » All Control Panel Items » Programs and Features

Control Panel Home .
Uninstall or change a program

View installed updates Touainstall a program, select it from the list and then click Uninstall, Change, or Repair.

'@J Turn Windows features on or
Uninstall

off
@ JUR VA Perirmeter Patrol VA
] 1 | 2

Figure 10 - Uninstalling JVA Perimeter Patrol

Org hange  Repair 9= - .@.
A )
[

3.3 Installing JVA Perimeter Patrol

3.3.1 Install Prerequisites
The first prerequisite you must install is WinPcap, a utility that helps Perimeter Patrol
communicate with the Ethernet Adapter devices on the Local Area Network.

Using the installation CD you have been provided, open the 32-bit or 64-bit folder of
Perimeter Patrol that matches your computer hardware. Run the file WinPcap_4 1 3.exeto
install WinPcap.

r Ppe
" Jo[ 1l « JVACD » CD contents » JVA Perimeter Patrol + Version 5264-bit » JVA Perimeter Patrol 64-bit Install - Search JVA Perimeter Patrol 64-bit Ins...
G- =] 2]
Organize » Bumn New folder =~ {1 @

A = - Date modified Type Size
% Downloads 5 2/03/2013 219 PM Windows Installer ... 3,000 KB
] Recent Places 15! step 3 - SSCERuntime_x64-ENU.msi 13/03/2013 219 PM  Windows Installer ... 3,568 KB
5! Step 4 - VA Perimeter Patrol 5.2.5msi 17/03/201511:11 .. WindowsInstaller... 21,662 KB
4 Libraries
% Documents
&' Music
=] Pictures
4 items Offline status: Online
l Offline availability: Not available
L .
Figure 11 - Installing WinPcap
© JVA Technologies Pty Ltd 2014 Page 19 of 65

Version April 2014. Uncontrolled if printed



JVA Perimeter Patrol™ Installing JVA Perimeter Patrol software

The next prerequisite to install is Microsoft SQL Server Compact Edition so that Perimeter
Patrol can save record logs to the hard disk.

There are two setup files in here for you to run. If your computer has a 32-bit CPU, run the
file with x86 in the filename. If your computer has a 64-bit CPU, you must RUN BOTH the

x86 file and the x64 file.

If you’re not sure how many bits your computer CPU has, just run both files in the order

[ PSfET =
@uvl .« JVACD » CDcontents » JVWA Perimeter Patrol » Version 5.264-bit » JVA Perimeter Patrol 64-bit Install - ‘ﬁ,l ‘ Search JVA Perimeter Patrol 64-bit Ins... O |
Organize v Burn New folder - [ @
=
S Favorites |?‘ Name Date medified Type Size
Bl Desktop 4 2/2014 9:27 AM Application 894 KB
& Downloads /0372013 219 PM  Windows Installer ... 3,090 KB
= Recent Places 03/2013 219 PM  Windows Installer ... 3,568 KB
/03/201511:11 ...  Windows Installer ... 21,662 KB
=9 Libraries
3 Documents
J’ Music
[ Pictures
4 items Offline status: Online
' Offline availability: Not available
L

Figure 12 - Installing Microsoft SQL Server Compact Edition

3.3.2 Install JVA Perimeter Patrol
Finally run the JVA Perimeter Patrol x.x.x.msi install file

P

[E=REER )
—
@uvl .« JVACD » CDcontents » JVWA Perimeter Patrol » Version 5.264-bit » JVA Perimeter Patrol 64-bit Install - ‘4,| ‘ Search JVA Perimeter Patrol 64-bit Ins... O |
Organize v Burn New folder = 0 @
¢ Favorites il Name - Date modified Type Size
- E
Bl Desktop ~ (@ Stepl- WinPcap_4_1 3.exe 1/12/2014 9:27 AM  Application 594 KB
& Downloads ﬁ’ Step 2 - SSCERuntime_x86-ENU.msi 13/03/2013 219 PM  Windows Installer ... 3,080 KB
1l Recent Places iy _ 13/03/2013 219 PM  Windows Installer ... 3,568 KB
ﬁ’ Step 4 - VA Perimeter Patrol 5.2.5.msi 17/03/201511:11 ... Windows Installer ... 21,662 KB
w4 Libraries
3 Documents
J’ Music
[=| Pictures
4 items Offline status: Online
' Offline availability: Not available
L

Figure 13 - Open the JVA Perimeter Patrol installation package

After the installation program opens, click Next, Yes or Finish until the installation is

complete.
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You can start JVA Perimeter Patrol by clicking its icon on your
desktop or by searching for it in your Windows start menu.
Below is a picture of how the JVA Perimeter Patrol icon may M
look on your computer’s desktop. To find it in your Windows JVA Perimeter
start menu, click Start -> All Programs -> JVA -> JVA Peliss
Perimeter Patrol.

Figure 14 - JVA Perimeter
Patrol desktop icon
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4 Activating JVA Perimeter Patrol

When you start JVA Perimeter Patrol, it will open immediately in Lite mode, which provides
free, limited functionality. To enable the advanced features of JVA Perimeter Patrol the
software will need to be activated.

4.1 Activating with a licence key
1. Click Setup - Activate Licence
2. Enter your name
3. Enter your organization name
4. Click the Request Activation Code button

Arm  View Help

System Configuration...

Activate Licence

This product has not been activated on this computer. If you have a valid Activation Code for this computer,
please enter it below and click Activate. Be sure to check that the Name and Organisation below match
those sent in the Activation Request.

If you have not yet received an Activation Code or want to move an existing licence to another computer, please

Name:

Organisation:

T

1

- ot Jod -

=
T ™ T — - p T

Figure 15 - Requesting a licence key - part 1
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An activation code window will appear with a code.

1. Click the Copy to Clipboard button
2. Pressthe Close button

Activating JVA Perimeter Patrol

-
Activation Code Request

===

Please send the following Activation Regquest Code to your software vendor:

7BAF405D2667461C7DD3BAZ47304688828603620EF433193F3CO7BID6EDB24
773974510CD6CD478F1503BFB01ED315892B27BCA7BDE45263DB459BES114D
9861EC1DCB03B28D580B395A29BFFDF25ABFADDBD70506C21B504DF520886
E97ABGY

*You wil then be issued with an Acti

e to license this product for use o
this computer.

l Copy to Clipboard

Figure 16 - Requesting a licence key - part 2

3. Click on the hyperlink in the Product Activation window to open an Internet Browser

at the

Perimeter Patrol Activation page.

If the hyperlink does not work, open an Internet Browser and set the address to
www.jva-fence.com.au/ppKey.php

r
Product Activation ﬂ

This product has not been activated on this computer. I you have a valid Activation Code for this computer,

please enter it below and click Activate. Be sure to check that the Name and Crganisation below match

those sent in the Activation Request.

ame Your Name
Your Orginisation
] [ Reguest Activation Code

Leave the last (6th box blank if your Activation Code didnt include it.

Figure 17 - Requesting a licence key - part 2
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The Website for requesting an activation code
should appear in your Internet Browser.

1. Click into the Activation Request Code
box and press Ctrl-V to paste the code

2. Enter the Activation Coupon into this
box. Your vendor should have
provided you with one

3. Enter the email address you want the
activation code to be delivered to

4. Press the Submit button

The Email Success page should now be
shown. You can close the Internet Browser
down now

You will receive an email with your new licence key.

Copy the licence key from the email

Press Citrl-V to paste the licence key
Click the Activate button
The program will shut down. Restart it

abrwdne

Activating JVA Perimeter Patrol

Perimeter Patrol
Activation Code Form

fill out the form below to get an Activation Code for Perimeter Patrol sent to your email
address. You can enter either a coupon or an existing Perimiter Patrol Activation Code or
both if you would like to upgrade. This form can be used to upgrade your previous
licence to include HLI and more zones. You will be invoiced for each additional zone and
for enabling the HLI feature.

-Enter Activation Code:

-Enter Coupon:

er your Activation Request Code here:

TBAF405D2667461C7DD3BA2479D4688B28603620EF433193F9
C07B9D6EDB24773974910CD6CD478F1503BFB01E0315892B
27BC47BDE45263DB459BE5114D9861EC1DC803B88D580B39
5A29BFFDF85ABFAODBD705D6C21B504DF52D886E97ABET

'WARNING: The fields below should be left blank unless you want to upgrade your
current licence to have more zones or enable the Perimeter Patrol HLI feature. You
will be charged for these extra features!

-HLI: ]

Please enter the number of zones you would like to have (minimum of 4 -
maximum of 999) - this is only relevant to coupon purchases, not those
refreshing an old Activation Code:

Click the first box in the product activation window

-
Product Activation

those sent in the Activation Request.

MName ‘Your Name

Organization:  Your Orginisation

This product has not been activated on this computer.  you have a valid Activation Code for this computer,
pleaze enter it below and click Activate. Be sure to check that the Name and Organisation below match

[

Change Details

] ’ Request Activation Code ]

ate Here: http://www va-fence com_au/ppKey php

4VCZQ  -8ZKZN

- SKK6H
Leave the last (Gth box blank i your Activation Codesdidatina

-8ZX6Y 1010 IHLI

Figure 18 - Entering your licence key
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4.2 Activating with the 30 day demo licence

The Demo Licence will enable the entire functionality of 1w JVA Perimeter Patrol Lite

Perimeter Patrol for 30 days to allow the User to trial the File Arm__ View Help
software. To do this, click on the Setup Menu and click i’:::::i’:;g::ﬁ"”"' e

the Activate Demo Licence option. M

A warning box will appear. Click the Yes button to continue.

The Demo Popup configuration window will appear. This allows you to create a friendly
reminder to the User to purchase Perimeter Patrol.

1. Enter your reminder note
2. Optionally: If the site has internet access, press the Add Button to add a HyperLink
Button to the Popup that links to your website

~
o5 Popup Configuration E@g
Perimeter Patrol is operating in Demo Made. Call your JVA rep to purchase a Licence. Call Add Button
Geoff on 555 5555

0,

Preview ] [ Save

Figure 19 — Demo Popup Configuration

3. Update the Button Text
4. Update the HyperLink / URL you want the Internet Browser to go to when the button

is pressed
5. Press Save
o5l Custom URL E@gﬂ

Please enter the description to be placed on the Button
e Company Website

o
° Please enterthe Custom URL you want to be available from this Zone

hittp://myComparmy\Website com

Test the Button works: Comparny Website @ Save l

Figure 20 — Demo Popup Button

A IVA Australia - Electric Fen.. X OB
6. The Hyperlink text can be copied directly € @ wwwjva-fence.com.au/contact.php ‘ : F

from an Internet Browser to ensure the B
button is directed to the correct page
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Add as many buttons as you want to the Popup.

Press the Preview Button to see the Popup in its final form.

a5l Test Popup ﬁ

Perimeter Patrol is operating in Demo mode. Call
your JVA rep to purchase a Licence. Call Geoff
on 555 bbb5

Company Website ] ‘ DataSheet

e

Figure 21 — Example Demo Popup

Perimeter Patrol will now close.

4.3 Logging into Perimeter Patrol Pro
After you have started JVA Perimeter Patrol, it will prompt you to enter your log

in username

and password. JVA Perimeter Patrol comes packaged with the following default credentials:

e Username: Admin
e Password: 0000

Enter these details in the login prompt and click OK. You may be wondering at

this point

what the Connection Settings button is for, but we’ll introduce it later in this installation and

configuration manual.

r -
Please Authenticate [Local] ﬁ

fou must authenticate before this operation can be performed.  you click OK this action will be logged.
whether successful or unsuccessful.

Please supphy USER (or higher credentials to continue.

|Izsemame: Admin

—

Passward:

Connection Settings H QK H Cancel

L

Figure 22 - Logging in for the first time
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4.4 Changing the Administrator password
Change the Administrator password to a value that is known only to you and other system
administrators.

1. Click Setup - System Configuration
2. Select the Users tab
3. Click the Change Administrator Password button.

JUA System Configuration

| Zones &Connedionsl Frogram Acti\rab*’ Users | Sams & EITIEi|I Mapping | HLI Senrer|

USERS Group {Momal Users)

VE|  Settings For Selected User Full Screen Mode
% Hggg Enabled ] Require password to exit Full Screen mode
[7] USER4 Usemame USER1 Password:
Password 1111 NOTE: Password not required if Supervisor or higher

[ Add ] [ Remave ]

SUPERVISORS Group (Priveleged Users)

[Fd| SUPERVISOR1

[¥] SUPERVISORZ
[¥] SUPERVISOR3
[¥] SUPERVISOR4

Settings For Selected Sy¥ervisor Supervisors can am and disam the system, close resolved
Enabled alamms.

Usemame

Password

ADMINISTRATORS Group (Complete Cortrol}

[ Change Administrator Password ]

|

Figure 23 - Changing the Administrator password

4.5 Configuring user accounts

While the Users configuration tab is open, you may like to take the opportunity to setup the
user accounts. JVA Perimeter Patrol comes preconfigured with four default User-level
accounts and four default Supervisor-level accounts.

e Click to select any user and modify its username and password.
e Click the Add buttons to create a new user.

¢ Click the Remove buttons to remove any selected user.

¢ Modify a selected user’s username and password.

© JVA Technologies Pty Ltd 2014 Page 27 of 65

Version April 2014. Uncontrolled if printed



JVA Perimeter Patrol™ Activating JVA Perimeter Patrol

4.5.1 Enabling and disabling user accounts
Sometimes you may need to prevent a certain user account from being able to log in. An
example of this may be when somebody from your company goes away on holidays.

e Select their user name
e Click the Enabled check box to enable and disable their account.

4.5.2 Promoting and demoting users

A user account in the Users Group has the lowest level of access permissions. To give that
user account a higher level of access permissions, you can promote it to the Supervisor
Group by clicking the Move to Supervisors button. Similarly, you can demote any user
account from the Supervisor Group down to the User Group by clicking the Move to Users
button.

4.5.3 Summary of user access permissions

Users Supervisors Administrators
View zone voltages and alarms v v v
Control energisers v v
Close resolved alarms v v
Exit full screen mode v v
System Configuration v

Most of the time, JVA Perimeter Patrol operators only require User access permissions level.
It is expected that you will setup JVA Perimeter Patrol so that the operators have to request
a manager with supervisor-level access permissions to perform higher level functions for
them.
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4.5.4 Configuring full screen mode

Full screen mode is the remaining setting for you to configure in the Users panel. It is
expected that you will configure JVA Perimeter Patrol to run in full screen mode and block
operators from accessing other programs on the computer. To achieve this, you will have to
set a password to prevent operators from exiting full screen mode.

This password is only required when the operator has logged into JVA Perimeter Patrol with
an account that has user-level access permissions. The password cannot prevent
supervisors from exiting full-screen mode.

JUR System Configuration

| Znnes&[:onnedionsl Program Activation | Users | Alarms & Email | Mapping | HLI Server

USERS Group (Mormal Users)

USER1 Settings For Selected User & Full Screen Mode
Hgggi Enabled Require password to exit Full Screen mode
1USER4 Usemame USERT Password:  asdf|

Password 1111 NOTE: Password not required f Supervisor or higher

Move to Supervisors

Figure 24 - Setting a password to prevent operators from exiting full screen mode
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4.6 Configuring alarms and email
JVA Perimeter Patrol can send emails based on a large number of Email Topics if the
computer is connected to the internet.

o Click Setup = System Configuration and select the Alarms & Email tab

To Enable the Email system, the Manage Emails button needs to be clicked. This will open
the Email Contact Window

( hl
JUR System Configuration (==

Zones & Connections | Activation & Startup | Users | Alams & Email | Mapping I HLI Senrer| |

Alamm Delay Settings
Manage Emails Alam Delay (secs) o

Alamm Reset Delay {secs) 0

CRETH P | et el dime e e Fioa ~C

Figure 25 — Enable Emails

1. Pressthe Add New button to add a new Email Contact

2. Change the To Address to the correct Email Address

3. Optional: Tick the Use Custom Email Subject box to use the same Subject for all
Emails to this Recipient. Enter the new Subject into the text box. This can be very
useful when using an Email2SMS service

4. Tick the Email Topics to be sent to the Contact

Continue to Add More Email Addresses to the Contact list using steps 1-4

6. Once all of the Email Contacts have been added, press the Close Button

)
hon (=] B ]

To Addresses

(multiple addresses can be comma separated)

e "] Use Custom Email Subject

Select Email Topics to be sent
3
[] Daity Unresclved Alams N
[] Zone reparting Fence Alam
[] Sectoris in Alam
[] Zone reporting Gate Alam
[] Selected Alamms have been Resolved
[] Zone is Amed./Disarmed
[] Zone reparting Hardware Fault
[] Zone reporting Coms Failure
[] Zone reporting Control Overide
[] Zone reporting AC Failure
|| Zore reparting Low Battery
[] Zore reparting Tamper o
[] Zone reparting Battery Fault
[] Selected Troubles have been Resolved

@ [ Input Triggered -

T —— @

o

Existing Email Contacts
new Edomain

m

Figure 26 — Add Email Contacts
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1. You must provide a reliable outgoing email server (SMTP) and From Address

2. The Site Name will be added to the Email Subject (unless a Custom Subject is
require) allowing quick identification/sorting of Emails for the User

3. If the Server Requires Authentication, tick the box and enter the required Username
and Password

4. If the Email Server Authentication requires SSL Encryption, tick the box

5. Click on the Test SMTP Settings button confirm that email settings are working
correctly. An Email will be sent to all Contacts that have the Test Email topic ticked

Email Settings (Cutgoing Mail (SMTP) Server) Alamm Reset Delay (secs) ]

SMTF 5 mitp mmy Domain. Pot 25
SIS [STRp Ty-oman com ° Alam Popup Timeout (secs) 20

From Address  support@myDomain.com

Site Name Glerfields Estate
Email Priority ~ Mormal -
[ Dutgoing Mail Server Requires Authentication

[7] Dutgoing Mail Server Requires Encrypted Connection {SSL)

[ Test SMTP Settings

Figure 27 — Configure Emails settings

Configure the final section of the Email

Email Unresolved Alam List Daity st 8:00am - system

Limit Emails to 10 - PerHour . )

Al Escalation Emails The Email Unresolved Alarms time

Stage 1 Email sent & + Minutes after Activation if still Active needs to be altered if the Dally

Stage 2Emaisent 3 v Hours after Stage 1 Emai Unresolved Alarms topic is to be sent to a

Stage 3 Email sent 10 + Hours after Stage 2 Email

Contact

Tick the Limit Emails to checkbox if you are expecting a lot of emails due to this site. The
Number of Emails Per Hour can then be chosen. This is not a Total Number of Emails sent
per hour, each contact will receive up-to this limit of emails per hour.

The Alarm Escalation system provides a way to alert Select Email Topics to be sent
i ; _ [] Sectoris in Alam -
Site Supervisors / Installers / Managers of un-resolved | Zone repoting Gite Aam

issues on a site without troubling them with more [C] Selected Alams have been Resolved

. . . . Zone is Ammed,/Di d
mundane issues. The various Emails will be sent to the EZDEZ reporing Harchwmre Faui

Contacts who have the Topic checked. [C] Zone reporting Coms Failure:
[] Zone reporting Contral Overide

. ) [] Zone reporting AC Failure
For the above example: The Stage 1 Email will be sent [ Zone reporting Low Battery
. T . Zo fting T
5 minutes after an Alarm Activation if it is still active. If E Zone renoring Buttony Fau
the Alarm has been Resolved, the Email will not be [[] Selected Troubles have been Resolved

[ L b Trimmmre
sent.

m

[ Stage One Escalation
[] Stage Two Escalation
[ Stage Three Escalation

If still un-resolved after another 3 hours, the Stage 2
Email will be sent, followed by the State 3 Email 10 | s ]
hours later. This means that the Stage 3 Email will be 4
sent 13 hours and 5 minutes after the initial Alarm Activation.
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4.6.1 Alarm Delay Settings
IFJL,IFI System Configuration =" ﬂ-‘

| Znnes&[:onnedionsl Activation &Startupl Users | Alamms & Email | Mapping | HLI Server

Alamm Delay Settings
[ Manage Emails Alam Delay (secs)

Email Settings (Outgoing Mail (SMTF) Server) Mlam Reset Delay (secs)
SMTP Server  smitp myDomain.com Pott 25

From Address  support@myDomain .com

Figure 28 — Configure Alarm Delay settings

Section 2 of the configuration settings shown below contains settings that you can configure
to prevent JVA Perimeter Patrol from reacting too quickly to changing alarm conditions.

The Alarm Delay setting allows you to specify the number of seconds an alarm condition
must be present before JVA Perimeter Patrol logs it and raises an alarm.

The Alarm Reset Delay setting allows you to specify the number of seconds an alarm
condition must be gone before JVA Perimeter Patrol will mark the alarm as being resolved.

Keep these values as small as possible to make JVA Perimeter Patrol react quickly to alarm
circumstances. Increase them if you find that intermittent alarm conditions are causing JVA
Perimeter Patrol to cycle too rapidly in and out of alarm state.

4.6.2 Alarm Popup Timeout
IPJUI“I System Cenfiguration = ﬂ1

| Zaones &Connectionsl Activation &Startupl Users | Alarms & Email | Mapping I HLI Senfer|

Alam Delay Settings

[ Manage Emails ] Marm Delay (secs) 0
Email Settings (Outgoing Mail (SMTF) Server) Aam Reset Delay (secs) 0
SMTP 5 mtp.myDomain . Pott 25

ETVEr  sMmip.myLjomain.com o Alam Popup Timeout (secs) 20

From Address  support@myDomain.com

Figure 29 — Configure Alarm Popup

If an Alarm Popup has been configured for a Zone/Input/Sector, it will automatically close
after the Timeout has elapsed. Refer to section 6.3 Alarm Popups for configuration
information.

F B
5! Test Popup ﬁ

|Sector3is in Alarm. Check Camera b |

b

Figure 30 — An example of the Alarm Popup for Sector 3
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5 Configuring the Site

5.1 Connect using Serial Communications (RS232 or USB)

5.1.1 Scanning to detect zones
1. Click Setup = System Configuration
2. Click Zones & Connections tab
3. Select USB, RS232 or Keypad Bus
4. Select a serial Com Port to open
a. You must have devices attached before com ports become available
5. Click on the Open button
6. Click the Add / Remove Zones button
7. Click the Scan button

I 1
B %
ivation & Startup | Users | Alams & Email | Mapping | HLI Server | o‘e

ilg m Arm  View Reports

! System Configuration...

Ensure you have selected a Com Port and it is open.

All zones will be disarmed.

Connect Via Com Port
g e ® USB, RS232or Keypad Bus ) Anotherinstance of Penmeter Patrol fvia HLI) coms ~| [ open
e JUR Add/Remove Zones @M

Detected Zones:

Check None | [ CheckAl | [ DeleteChecked | [ Delete
[ Add/Remove Zones E ks

raswseis) | (e ]

zones used 0/999: NOTE: Energiser type not always determinable. Please check and modify as necessary.‘

Figure 31 - Configuring zones using serial communications

8. After performing the scan, detected zones will begin to appear in the Detected
Zones list. A zone is a section of fence that is powered by an energiser. The zone is
individually monitored and can be armed or disarmed independently from other
zones. Some energisers can power more than one zone.
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-

JUA Add/Remove Zones L ==l éj

Ensure you have selected a Com Port and it is open. )

All zones will be dizarmed. S Active Zones: [ Move Up ] [ " ]
Woet

Detected Zones: 32

3:1- (728 [ 51

32- (228) 52

5:1- (Z28) b

52 - (Z28)

71 - (In/0ut Expander)
Check None | | Check Al | | Delete Checked | | Delete |

Selected Active Zone

Name Zone 1|

Enengiser Type 728 -

Keypad Bus ID 3 @

Zone (Channel) 1
Check None | | Check Al | | Add Checked >> | | | AddNew | Save Close
zones used 5/999 | NOTE: Energiser type not always determinable. Please check and modify as necessary. e e

Figure 32 — Adding and Editing zones

5.1.2 Understanding detected zones

Each detected zone has a unique descriptor which helps you identify it. The unique
descriptor has the form:

<Device Keypad Bus ID>:<Zone Index> - (<Device Type>)

The first detected zone in the illustration above has the descriptor: 3:1 — (Z228), which has
the following meaning:

e The device powering or monitoring the zone has a Keypad Bus ID = 3.
e This zone is the first zone in the device.
e The zone belongs to a device of “Z28” type.

5.1.3 Adding and configuring zones
¢ Choose the zones you wish to monitor and control with JVA Perimeter Patrol.
¢ Add them to the Active Zones list on the right. You can add them individually or all at
once using the Check All and Add Checked buttons (1 and 2)
e Give the zones user-friendly names (3)
o |[f the zone’s device type has not been correctly identified, you can modify it (4)
e Remember to Save (5) your zones before closing (6) the window

5.1.4 Other zone configuration utilities
You can re-order zones in the Active Zones list using the Move Up and Move Down button
in the top-right of the zone configuration window.

You can manually add zones without scanning by using the Add New button at the bottom
of the Active Zones list.
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5.2 Connecting to an Ethernet Adapter (Local Area Network)

5.2.1 Connecting
1. Click Setup = System Configuration
2. Click Connect via: Ethernet
3. Click Add / Remove Zones

JuR WA Perimeter Patrol Pro

JUR System Configuration

Zones &Connedions| Activation &Startupl Users | Alams & Emaill Mapping | HLI Senfar|

Connect Via
@ Ethemet

1 USB, R5232 or Keypad Bus () Another instance of Perimeter Patrol {via HLI)

©

Add/Remove fones

Figure 33 - Enter Add / Remove Zones
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5.2.2 WinPcap Error Message

To communicate with JVA devices by TCP/IP protocol, JVA Perimeter Patrol requires that
your computer have software called WinPcap installed. If WinPcap is not already installed,
you will see a red error message at the bottom of the Add/Remove Zones window, as shown
in the image below:

Interface to scan: - Scan Active Zones:

Detected Ethemet Devices: Detected Zones:

Check None | | Check Al

hemet D [ Check None || Check Al || Delete Checked
DHCP [ Move Up ][ Move Down ][ Delete

T T— Gheck None | | Check All | | Add Checked > || | Add New Save Close

|| Pcap: Mot Installed (click to visit http://

www.winpcap.org/) | Fatus: Idlel Licence: 0 of 999 zones usedl

Figure 34 - WinPcap is not installed

To rectify this situation, exit Perimeter Patrol and then find the WinPcap installation file
included in the JVA Perimeter Patrol setup bundle. Run this file to install WinPcap. See
section 3.3.1
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5.2.3 Scanning for devices and zones
1. Select the network device that you want to use
2. Click the Scan button

Inteface to sch:  192.168.0.16 - Wircless Metwork Connection m ctive Zones:

Detected Ethemet Devices

Check None | | Check Al |

Selected Ethemet Device
Met. Name : Fimware (vl
IP Address : Mew Settings
Ethemet 1D E
DHCP ]
|
|
|
|

[ ore o) dovebovn | st

Static 1P
Subnet Mask
Gateway

Selected Active Zone

Name |

Energiser Type |

] | Check None || Check Al || Delete Checked
O
|
|
|

DNS Contact Using |

MAC Network Name |

Count | | | Clear Known Energisers List Keypad Bus 1D

Zone (Channel) E

| Commit Changes to Bthemet Devices [Qﬁd{None ] [CheckN ] ’Md[}md(.ed» ] [ Add Mew ] | Save | [ Close

| Assign Unigue Ethemet |Ds to Checked Devices |

Pcap:lnst,alled| Status: Idlel Licence: 0 of 999 zones usedl MOTE: If zone not detected, try disarming i't|

Figure 35 - Scan for zones
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A list of detected Ethernet Devices will appear in the left column. A list of detected zones will
appear in the middle column. The image below shows an example. This document will focus
on the detected Ethernet Devices and their configuration first, and work with the detected
zones in a later section of this document.

,

Interface to scan:  192.168.0.16 - Wireless Network Connection

Active Zones:

WDetected Ethemet Devices:

[7] ETH-161372- 192.168.0.26 - 1D0
[] ETH-161458 - 192.168.0.27 - ID1

Detected Zones:

[[] ETH-161372:2:1 (Z14)
[7] ETH-161372:3:1 {Z28)
[] ETH-161372:3:2 (Z28)
[] ETH-161372:4:1 (Z28)
[C] ETH-161372:4:2 (Z28)
[T] ETH-161458:2:1 (Z14 Bipalar)
[[] ETH-161458:3:1 (Z14)
[] ETH-161458:4:1 (Z14)

Check None | | Check Al

- [ Check None || Check Al || Delete Checked

[ Move Up ][ Move Diown ” Delete
Changes to Ethemet Devices [ Check None | [ Check Al | | Add Checked >>» || | Add New Save

Pcap: Installed| Status: Idlel Licence: 0 of 939 zones usedl MOTE: If zone not detected, try disarming it|

Figure 36 - Detected Ethernet devices in the left-most column. Detected zones are in the middle column.

5.2.4 Ethernet Adapter Descriptor
In the example image above, two Ethernet Adapters have been detected. The first in the list
has the following three-part descriptor: ETH-161372 - 192.168.0.26 - IDO

Examples of each part of a descriptor are given in the table below.

Table 3 - Properties contained in the descriptor of a PAE212 Ethernet Adapter Device

Property Name Example 1 Example 2
Network Name ETH-161372 ETH-161458
IP Address 192.168.0.26 192.168.0.28
Ethernet ID IDO ID1

Each part of the three-part descriptor should be unique. No Ethernet Adapter should share
the same Network Name, IP Address or Ethernet ID as another.

The last 6 digits of the Network name are the same as the serial number of the device, which
you can find as a sticker on the device’s printed circuit board.
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5.2.5 Configuring an Ethernet Adapter
Click the first Ethernet Device in the list of discovered Ethernet Devices. Its configuration
settings will appear underneath.

fa ™

Interface to scan:  152.168.0.16 - Wireless Network Connection - Scan Active Zones:
SR — Detctod Zas
[] West sector

(W] ETH-161458 - 192.168.0.27 - D1

[C] ETH-161372 - 192.168.0.28 - IDD
[7] ETH-143934 - 192.168.0.30 - 1D0

[] ETH-161458:2:1 (Z14 Bipolar)

[] ETH-161458:3:1 (Z14)

[C] ETH-161458:4:1 (Z14)

[T] ETH-161372:2:1 - East sector (Z14)
[] ETH-161372:3:1 - West sector (Z28)
[] ETH-161372:3:2 - North sector (Z28)
[] ETH-161372:4:1 - South sector (Z28)
[ ETH-161372:4:2 (728)

[ ETH-143934:5:1 (ZM20)

[ ETH-143934:6:1 (ZM20)

[ Morth sector
[ South secter

¥ Selected Ethemet Device
Net. Name |ETH-161458 Fimware Tv07
IP Address  [192.168.0.27 New Settings
Ethemet ID |1 1
DHCP

Static IP 192.168.0.150 192.168.0.150
Subnet Mask |255.255.255.0 255.255.255.0
Gateway  |192.182.0.1 192.168.0.1
DNS 192.168.0.1 192.168.0.1
MAC CB:90:3E:02:76:52

Clear Known Energisers List ]

| Check None || Check Al || Delete Checked
[ Maove Up ][ Maove Down ” Delete

Selected Active Zone

East sector
Z14

Name

Energiser Type
Contact Using  Metwork Name
Network Name ETH-161372
Keypad Bus ID 2
Zone (Channel) 1

| AddNew |

‘cap alle dtis: dre S & Of 9595 susedl NOTE:Ifzonenotdetected,tr}rdisarmingit| FH

Figure 37 - Configuration Settings for a PAE212 Ethernet Adapter Device

5.2.5.1 Ethernet ID setting
Ethernet IDs are used by the Ethernet Adapters for communication between each other,
particularly for the purpose of synchronizing energisers on the entire network.

Every Ethernet Adapter must have a unique Ethernet ID setting.

e Click the Check All button to select all the Ethernet Adapters
e Click the Assign Unique Ethernet Ids to Checked Devices button
e Click the Commit Changes to Ethernet Devices button

5.2.5.1.1 Network settings
JVA Perimeter Patrol can contact the Ethernet Adapters by two methods, ordered from most
recommended to least recommended.

e Static IP Address (DHCP disabled)
¢ Network Name (DHCP enabled)

Choose a system depending on the configuration of the LAN (Local Area Network), which
you may not have control over. Most LANs will permit you to use static IP Address but some
will not. Some LANs will permit you to contact the Ethernet Adapters using their Network
Name (DHCP) but some will not.
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5.2.5.1.2 Network settings — Static IP Address (DHCP disabled) system
If you decide to use the Static IP Address (DHCP disabled) system, follow these
instructions.

e Choose a Subnet Mask that is NOT being used by other computers or devices on the
network. Other computers on the network most commonly use a Subnet Mask of
255.255.255.0. Choose a different value to avoid IP Address conflicts.

e For each Ethernet Adapter in the Detected Ethernet Devices List:

o Click the device to select it

o Click the DHCP setting to disable it

o Edit the Static IP, Subnet Mask, Gateway and DNS
¢ Click the Commit Changes to Ethernet Devices button

Make sure that you give each device a unique static IP address.

The Gateway and DNS settings are usually standard and don’t need to be changed. Check
with the Local Area Network (LAN) administrator if the LAN uses non-standard Gateway or
DNS settings.

=

IUR Add/Remove Zones

Interdface to scan:  152.168.0.16 - Wireless MNetwork Connection - l

Detected Bthemet Devices: Detected Zones:

(FLETH-1a1372. 192 168 0. 150 (D [] ETH-161372:2:1 - East secto
(M| ETH-161458 - 152.168.0.151 - D1 [T] ETH-161372:3:1 - West sect
ETH-161372:3:2 - North sect
[] ETH-161372:4:1 - South sect
ETH-161372:4:2 (Z28)
ETH-161458:2:1 (Z14 Bipolar
ETH-161458:3:1 {Z14)
TH-161458:4:1 (Z14)

Check None | | Check Al

Selected Bthemet Device 1
Met. Name  |ETH-161458 Firmware Tv07

IP Address | 192.168.0.151 New Settings 2
Ethemet ID |1 e

DHCP 3
Static: IP 132.168.0.157 192 168.0.151

Subnet Mask |255.255.255.0 255 255 2550 A

Gateway 192.168.0.1 192.168.0.1

DMNS 192.168.0.1 192.162.0.0
MAC C8:50:3E:02:76:62
Court 3 [ Clear Known Enengisers List

Aasign nigue Ethemet lDs o Checked [eice

( Commit Changes to Bthemet Devices o

e, —

)| Checi None | | Check All | E

Pcap: Installed | Status: Idle| Licence: 8 of 999 zones used | MOTE: If zone not detecte

05

Figure 38 - Configuring each PAE212 Ethernet Adapter Device to use Static IP Address. Note that DHCP
is UNSELECTED.
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5.2.5.1.3 Network Settings — Network Name (DHCP enabled) system
If you decide to use the Network Name (DHCP enabled) system, follow these instructions:

e Choose a Subnet Mask that is NOT being used by other computers or devices on the
network. Other computers on the network most commonly use a Subnet Mask of
255.255.255.0. Choose a different value to avoid IP Address conflicts.

e For each PAE212 Ethernet Adapter Device in the Detected Ethernet Devices list:

o Click the device to select it
o Click the DHCP setting to enable it
o Edit the Subnet Mask to your chosen value
e Click the Commit Changes to Ethernet Devices button

5.2.5.1.4 Clear known energisers list

Ethernet Adapters remember the energisers and zone monitors that have been connected to
them in the past, even if the energiser or zone monitor has been removed from the Keypad
Bus. Use the Clear Known Energisers List button to command the Ethernet Adapter to
“forget” about all the energisers it has seen in the past.

This is best performed while all devices are disarmed. The Ethernet Adapter will quickly
determine the number and type of the devices connected.

Returning the Ethernet Adapter to its factory default settings (explained above in this
document) will achieve the same result, but if you do that you will also have to re-configure
its Network settings inside JVA Perimeter Patrol.

5.2.6 Adding electric fence zones to JVA Perimeter Patrol

When you have finished configuring the Ethernet Adapters, you will be ready to configure
JVA Perimeter Patrol for monitoring and controlling each individual section of electric fence,
called a zone.

All the zones that were detected will be displayed in the Detected Zones list, as illustrated in
(Area 1) of the image below.

etwork Connection

ﬁ);tected Fones:

ETH-161372:2:1 (214}
ETH-161372:3:1 (Z28)
ETH-161372:3:2 (Z28)
ETH-161372:4:1 (£28)
ETH-161372:4:2 (£28)
ETH-161458:2:1 (£14 Bipalar)
ETH-161458:3:1 (Z14)

\ ETH-161458:4:1 (Z14) J @

L |

=
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5.2.6.1 Using the electric fence zone descriptor to identify zones

Each zone can be uniquely identified from its descriptor as displayed in the Detected Zones
list. To understand the descriptor, we will use our understanding of the network architecture
described earlier in this document.

e Zones belong to Security Electric Fence Devices such as energisers and zone
monitors. A zone is a section of electric fence that is individually armed, disarmed,
and monitored. Alarms can be raised for each zone.

e Security Electric Fence Devices can have more than one Zone each.

e Security Electric Fence Devices are grouped on a Keypad Bus together with a
Ethernet Adapter.

e There can be many Ethernet Adapters, each with its own group of Security
Electric Fence Devices.

The first three fields of a zone’s descriptor, separated by the ‘' character, uniquely identify
the zone by describing its position with respect to the network of devices. The final field of
the descriptor, inside “()” brackets, is just a helper that tells you the type of device that
powers or monitors the zone.

The descriptor of the first zone in the list in the image above is ETH-161372:2:1 (Z14)

Example Description

Descriptor Part 1 ETH-161372 Network Name of the Ethernet Adapter. The last six
digits are the same as the serial number of the device.

Descriptor Part 2 2 Keypad Bus Id of the device powering or monitoring the
zone.
Descriptor Part 3 1 Index of the zone with respect to the other zones

powered or monitored by the same device. Also called
the zone’s channel.

Descriptor Part 4 (Z14) The type of device that is powering or monitoring the
zone.

5.2.6.2 Identifying devices from the zone descriptor
It may be helpful to note that the first two fields in the zone’s descriptor also uniquely identify
the device that is powering or monitoring the zone.

The first field in the descriptor, the network name of the Ethernet Adapter, can help you
determine which Keypad Bus the device belongs to.

The second field in the descriptor, the Keypad Bus Id, uniquely identifies the device with
respect to the Keypad Bus that it is connected to.

5.2.6.3 Choosing which zones to add to JVA Perimeter Patrol
Now that you understand how to identify zones from their descriptor, you can choose which
zones you want to add to JVA Perimeter Patrol, and which zones you’d like to ignore.

For example, if an energiser can power two zones but you only use one zone, you would like
to ignore the zone that is not being used.
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5.2.6.4 Adding zones

Choose the zones you wish to view, monitor and control in JVA Perimeter Patrol as
demonstrated in the image below (step 1). If you don’t want to have all the available zones,
you may add and remove them individually using the checkbox beside each zone. Once you
have selected all of the zones that you wish to use with JVA Perimeter Patrol, press the “Add
Checked >>" button (step 2).

Select any zone in the active zone list (step 3) and then give it a name (step 4) that is
friendly and easy to understand. This is the name that JVA Perimeter Patrol will display to
the users.

Be careful to make sure you set the Contact Using property correctly (step 5). The table
below shows you which value you should use depending on the network system that you are
using to connect to the Ethernet Adapters.

Network connection method Contact zone using
Static IP Address (DHCP disabled) IP Address
Network Name (DHCP enabled) Network Name

Be sure to save your changes (step 6).

A Add/Remove Zones

Interface o scan:  152.168.0.16 - Wirelass Metwork Conmection - Scan ;
Detected Ethemet Devices: Detected Zones: A Enst sector zone

] ETH-161372 - 132.168.0.26 - IDD | ETH-161372.2:1 Z14)
[ ETH-161458 - 152.168.0.27 - ID1 | ETH-161372:3:1 (Z28)
| ETH-161372:32 (228)
ETH-161372:4:1 (228) i 2
ETH-161372:4:2 (Z28) 1 Elﬂléiﬁil
ETH-161458:2-1 (Z14 Bpolar) 3 ] ETH-161458:4-1
ETH-161458:3:1 (Z14) o o
ETH-161458:4:1 (Z14)

% cThas2a2
| [] ETH-161372:4:1
[ ETH-161372:4:2

(S ESIESICSIESIES

[ Check None [ Checkan |

== &

Pcap: Installed | Status: Idle | Licence: 8 of 999 zones used| MOTE: If zeng Mot o T =

Figure 39 - Adding and naming zones
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5.3 Configuring Zone Settings

r
IUR System Configuration ="

Zones & Connections ‘ Activation &Startupl Users I Alamms & ErnaiII Mapping | HLI Server|

Connect Via
@ Ethemet ) USE, RS232or Keypad Bus (7 Anctherinstance of Perimeter Patrol {via HLI)

eGPI0 Board 1 Settings | Control Schedule I Inputs I Qutputs |
eGPI0-587
ZLM4
Zane Name Zone 4
Energiser Type ZM1
121986
Network Mame ETH-181386 Zone Legsnd:
Keypad Bus ID 2 EETIES N Armed
Zone (Chamne| 1 Resolved  Alarmed
High Power Alam Thresholds
Under Voltage kW) 30 Apply To Al Zones
Over Voltage (V) 3.0 Apply To All Zones Defautt Colours
Low Power Alamm Thresholds
Under Vottage V) 05 Apply To All Zones
Crwer Voltage (V) 1.8 Apply To All Zones Custom URL Button
Add/Remove Zones

-

Each Zone has configurable ‘Software Alarms’ that are only configured and triggered within
Perimeter Patrol. These are found on the Settings Tab of each Zone.

These are additional alarms levels that use the voltage | zones =]
readings of the Energiser/Monitor to determine the Status

Alarm Condition. If the voltage of the Energiser is more
than the “Over Voltage” or less than the “Under E—
Voltage”, the alarm will be triggered. Feed Voltage: (<V) FENCE ALARM

The alarms triggered are the UNDER VOLTAGE and UNDER VOLTAGE

OVER VOLTAGE

OVER VOLTAGE alarms as displayed on the Zone Far e (R =

—— LOW BATTERY
Popup. BAD BATTERY
To Copy these thresholds to other Zones, click on the Retum Voliage (V) F.L?i:ﬁi
Apply To All Zones button. - GATE

COMS FAIL
Feed Cument {Amps) Control
-

12.8

ZM1 | ETH-181986 | ID:4| Zone:1 of 1
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5.4 Setting the control schedule for a zone
JVA Perimeter Patrol will allow you to setup an automatic control schedule for each zone.

Click Setup -> Configuration

Click Zones & Connections

Select the zone you want to set the control schedule for

Click Control Schedule

Click on each time period to set it to any of the following values:
o Arm High Power
o Arm Low Power
o Disarm

6. After setting a value in a single time slot, you can drag it to fill a range of timeslots
with the same value. This can make it very fast and simple to set complicated
schedules, removing the need for you to individually click each timeslot.

7. If you want this Schedule to be copied to another Zone, click the Copy Schedule to
button and select the Zones in the opened Window

8. However, if you wish to apply the same schedule to all the other zones, click the

Apply Schedule to all Zones button.

abrwbdne

The zone in the example shown below is disarmed at all times except 1:30am to 6:30am on
Monday when it is armed at high power.

JUR IVl aais

| ™
— L=
ctivation &Startupl Users | Alams & Ernaill Mapping I HLI Senrer|
Connect Via
@ Ethemet (O) USB. RS23Zor Keypad Bus (Z) Anctherinstance of Perimeter Patrol (via HLI)
&GP10 Board 1 rtrol Schedule puts | Qutputs I Sectors|
eGPI0-587 -
ZLM4
ZM :
: [ |
[ |
[ |
o | Ambich N
: Am High | |
. Am High | 1
Am High |
Am High |
Am High |
Am High |
Am High |
Am High [ |
Am High |
[ |
|
[ |
[ |
| |
[ |
-
-
[ ¥
FETyT——— [ CopySchedueto.. | [ Apply Schedule To Al Zones |
Tip: Click time period to change am state. Click and drag to apply to multiple periods.
M
Figure 40 - Setting the control schedule for a zone
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5.5 Selecting Map Image

5.5.1 Selecting the Map
With zones added to JVA Perimeter Patrol, you are ready to setup the map image that will
be displayed to the system operators.

To setup the map image in JVA Perimeter Patrol, most system installers will use Google
Earth to capture an aerial view of the site to be secured.

Save a copy of the site aerial view to your hard drive.

Click Setup = System Configuration

Select the Mapping tab

Click the Browse button and select the map image to be used in JVA Perimeter
Patrol.

PwnNPE

When you close the System Configuration window, JVA Perimeter Patrol’'s background map
image will change to the image you selected.

You may notice two more buttons on this tab. The Reset Zone Label Positions button
causes all the zone labels on the configuration map to be placed in their original position in
the top left corner. The Reset Zone Lines button causes all the zone lines to be erased from
the map. These buttons are a good way to quickly erase all your previous drawings so that
you can start drawing the zones on the map image again.

JUR JVA Permeter P

U System Configuration LE_[_IE

| Zones &Connectionsl Activation &Startupl Users I A

Map Image File
C:\Program Files {x86)\JVA\JVA Perimeter Patrol\DefaultMap jpg Browse...
[ Reset Zone Label Positions ] [ Reset Zone Lines l
Map Zoom
Maximum Zoom B¢ . Automatically Zoom to New Alams after 1 2| Minutes
[¥] Automatically Zoom To Active Alam Maintain Zoom of New Alams for 10 2| Seconds
After Zoom, Retum Map View To
@ Full Screen (7 Active and Resolved Alams
() Active Alams () Cycle Alam Locations
Figure 41 - Choosing a map image
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5.5.2 Setting the Zoom Level for the Map
If your Map is a high resolution image and you will have a lot of zones to be displayed, you
may want to add some Zoom Levels to Perimeter Patrol.

1. Select the Maximum Zoom level you need. You may want to start at the highest (9x)
level, draw your zone lines while zoomed in and then decide later what is acceptable

The zoom feature provides 5 steps between 1x zoom and the Maximum Zoom configured.
To zoom into a section of the map, you can use the slider at the top right side of the Map, or
use the Mouse Scroll Wheel. When using the Scroll Wheel, the map will centre the zoom at
the current cursor position in the map.

Moving around a Zoomed map is easy, there is a horizontal and vertical slide bar at the
bottom and right side of the map. An easier way is to use the mouse by left clicking then
dragging the map. This is similar to other Map systems you probably have already used.

2. Checking the Automatically Zoom To Active Alarm box will allow Perimeter Patrol to
take control of the Zoom functionality

3. The zoom will only occur when the Mouse has been left idle for the specified time
Any new alarm that occurs will be centred on the Map at the Maximum zoom level
required to fit the entire Zone into the screen

4. This zoom level will be maintained for this specified time

5. After which, the map will return to either:
Full Screen: The entire Map will be displayed
Active Alarms: All of the Active Alarms will fill the Map View
Active and Resolved Alarms: All open alarms will fill the Map View
If the Full Screen Option is not chosen, then after the ‘Idle’ time (3), the Map will
automatically return to Full Screen.

-
JUA System Configuration El_lé]

Zaones &Connedionsl Activation &Startupl Users I Alarms & Email| Mapping | HLI Server

Map Image File
C\Program Files cBJVALVA Perimeter Patrol\DefauktMap jog
’ Reset Zone Label Positions set Zone Lines ]

Map Zoom

Maximum Zoom B - Automatically Zoom to New Alams after 1 2 Minutes

i Automatically Zoom To Active Alam Maintain Zoom of New Alams for 10 +| Seconds o

After Zoom, Retum Map View To

@ Full Screen () Active and Resolved Alams

) Active Alamms () Cycle Alam Locations

Figure 42 — Zoom settings
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5.6 Drawing zones on the map
With your zones configured and the map image correct, it's time for you to draw the zones
on the map. You can do this on the actual map itself.

Move the zone labels

Start by looking for the zone labels. They are usually all in the top left corner of the map.
When you have found the labels, you can drag each of them to the appropriate place on the
map. An example zone label is shown in the image below.

¢ Hold down the Shift key and drag the label with your mouse.

Draw the zone lines

¢ Right-click on the zone label and select Draw Line

e Click on the map where you want the zone line to begin.
e Click at each point where the zone line should go to.

¢ Right-click at the final point to end the drawing session.

F 8|

b o= e e e J— PR—

North sector

Draw Line ‘

Delete Line

v

—— W
—

Figure 43 - Begin drawing zone lines by right-clicking on the zone label and selecting "Draw Line"
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Figure 44 - Example zone lines drawn around the perimeter of an example site
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6 Configuring Advanced Features

6.1 Configuring IO Boards with JVA Perimeter Patrol

Ethernet and General Purpose 10 Boards are added to JVA Perimeter Patrol in the same
way as zones.

If all inputs on an Ethernet 10 Board are configured as digital inputs, then the board will show
up as a single zone with a Keypad Bus ID of 1, and the name “Analog IO Expander”, a
General Purpose 10 board will be have the name “In/Out Expander”

-
JUR Add/Remave Zones E‘Elg
Inteface to scan:  192.168.0.148 - Local Area Connection - Active Zones:

Detected Ethemet Devices: Detected Zones: ] Ei:’]g]ﬁi;

[] ETH-161458 - 152.168.0.17 - IDO [] ETH-161458:3:1 (Z28) 0 ) -

[7] ETH-181586 - 152.168.0.161 - ID1 [C] ETH-161458:3:2 (Z28) E
[C] ETH-161458:5:1 (Z28) 7] ETH-161458.7-1
[] ETH-1815986:1:1

— e
[C] ETH-161458:7:1 (In/Out Bxpander)

[] ETH-181586:1:1 (Analog 10 Bxpander)

Figure 45 -0 Boards with all Digital Inputs

When one or more inputs on an Ethernet IO Board are configured as analog inputs (see the
Ethernet General Purpose 10 Technical Manual), each will be represented by a single
zone with the Keypad Bus ID of 1. The Channel number of the zone will represent the
analog input number. This will be followed by the device description of “Analog 10
Expander”. The image below shows an Ethernet |0 Board with inputs 2 and 3 configured as
analog inputs:

Interface to scan:  192.168.0.17 - Local Area Connection

Detected Ethemet Devices: B ] ETH-181987:1:2

[C] ETH-181987 - 192.168.0.15- ID1 | ETH-181987:1:2 (Analog 10 Expander) I ETH-18198/:1:3
] ETH-181987:1:3 (Analog 10 Expander)

ETH-181987:3:1
ETH-181987:4:1

B
[-] ETH-181987:3:1 (214) t
[F] ETH-181987.4:1 (218)

Figure 46 — Adding an Ethernet IO Board with inputs configured as analog inputs

Proceed to edit the zone details as you would for a normal electric fence zone, giving the
zone a friendly name and ensuring that its other details are correct, and saving your changes
(see Adding zones on page 43).
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6.1.1 Configuring Analog Inputs

Inputs on the Ethernet 10 Board that are configured as analog inputs can be used for
measuring an external analog signal. This signal can generate alarms if it falls outside of a
specified range. If you wish to use either of these functions:

e Click Setup > System Configuration
e Click Zones & Connections
e Select the zone corresponding to the desired analog input

On the Settings tab, the Analog Input Settings boxes can be used to adjust the offset,
scaling factor and units of the input, allowing the measured value of the analog input to be
adjusted to display the quantity it is measuring (e.g. temperature). The Alarm Thresholds
settings can be adjusted to allow the analog input to generate an alarm if its value falls
outside of the specified limits while the zone corresponding to the input is armed.

e e T ==

Zones &Connedionsl Activation &Startupl Users I Alamms & ErnaiII Mapping | HLI Senrerl

Connect Via
@ Bhemet () USB, RS232or Keypad Bus () Ancther instance of Perimeter Patrol (via HLI)

Setfings | Cortrol Schedule | Inputs | Outputs |
input 3

n
Z14 Zone Name Input 2
Z18

Enengiser Type Analog IO Expander
IP Address ETH-181987
Keypad Bus ID

Input Mumber

Analog Input Settings

PreScaled Offsat . Apply To All Inputs
Scaling Factor Apply To All Inputs
Scaled Units Apply To All Inputs

Alam Thresholds

Lower Limit V) . Apply To All Inputs
Upper Limit ] . Apply To Al Inputs

Add/Remove Zones

Figure 47 - Configuring 10 Board Inputs
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6.1.2 Configuring Digital Inputs
Digital inputs can be used for displaying input status on the map, generating alarms, or
triggering functions within Perimeter Patrol. To configure an input:

1. Select a zone corresponding to the Ethernet 10 Board.

2. Click the Inputs tab.

3. Click Add Input, and give this new input a friendly name.

4. Set the Input Number to the required Input number on this IO board.

If the input is configured for analog input, or if the input has already been added to
another zone corresponding to the Ethernet 10 Board (e.g. when there are multiple
analog input zones), then the input will not work.

5. Select whether the input will be shown on the map, and select an option in the Input
Generates Alarm box.
The “When Activated” option will generate an alarm whenever that input is activated.
The “When Armed And Activated” option will only generate an alarm when the input
zone is armed and the input is activated.

The example image below shows the zone named “I1O Board 1” with digital input 1 named
“Motion Sensor”. It has been configured to be displayed on the Map, and to Generate an
Alarm when the zone “IO Board 1” is armed and the digital input “Motion Sensor” is
activated.

-
IUR System Configuration EI_M

Zones & Connections | Activation & Startupl Users I Mlams & Email | Mapping | HLI Senrer|

Connect Via
@ FEthemet () USB, RS232 or Keypad Bus  (©) Anotherinstance of Perimeter Patrol (via HLI)

ETH-161458:3:1
ETH-161458:3:2

ETH-1614585:1 - i
ETH-161458:5:2 Guard Button rout Name: —
I Board 1 Supervisor Key Input Number: ‘

Ethemet 10
Show Input on Map

Input Generates Alam
) Never
() When Activated

@ When Amed And Activated

[C] Mute the Siren
[] Clear Alam Memory B
[] Single PAB

[] Dual PAB

[] Close all resolved alams in the log
[] Pass through to an Output -

»

m

Input Legend:

Disarmed [RTLS
[ Addinput | [ Removenput | | Activated [AETIEN Defautt Colours

Add/Remove Zones ]

Figure 48 - Configuring 10 Board Inputs
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6.1.3 Digital Input Functions Input Generates Alam
Digital Inputs can perform one, or more, functions by ) Never
“checking” the box next to the required Function Names. @) When Activated
As most functions are not Alarm based, it is preferable to _)_When Amed And Activated
set the Generate Alarm function to “Never”. [ Wike the Sren
. . . . [7] Clear Alam Memory
Mute the Siren: This will perform the same function as the [C] Close resolved alams for zones
“Mute Active Alarms” button in Perimeter Patrol. It will only [ [ Dusl PAB _
« ” . i . . [] Close all resolved alams in the log
Mute” the Computer Siren sound; it will not stop sirens [] Pass through to an Output

connected to Energisers.

Clear Alarm Memory: This will perform the same function as the “Clear Alarm Memory”
button in Perimeter Patrol.

Close resolved alarms for zones: This allows you to specify zone alarms that can be closed
using this input. This can be useful for closing low priority alarms without requiring a
supervisor password. The Event Log will state “Closed by PAB”

Dual PAB: This feature is not available

Close all resolved alarms in the log: Triggering this input will automatically close all resolved
alarms in the log. The Event Log will state “Closed by PAB” as the closing note.

Pass through to an Output: This input will be able to control the output state of one or more
Outputs connected to Perimeter Patrol. The ‘link’ from this Input to an Output is created at
the Output itself.

When you add the Pass Through Input function, another window will appear with all of the
available User Controlled Outputs. Select the Outputs you want to control with this input.

Disarm and Bypass Zone: When this Input is triggered, the specified Zone will automatically
be disarmed. If this zone is being controlled via the scheduler, the required arm state will be
ignored until the Input is reset. At this point, the zone will Arm or remain Disarmed
depending on the scheduled requirement. This function can be combined with a Pass
Through Output connected to a Strobe or Light which indicates the current state of the
Bypassed Zone.

If this zone is not controlled by the scheduler, the zone will NOT re-arm automatically. The
user will have to Arm the Zone manually via Perimeter Patrol.
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6.1.4 Configuring Outputs

Note: the Ethernet IO Board has all four outputs pre-configured to operate as HOST
CONTROLLED. If these options are changed, the output will ignore commands from JVA
Perimeter Patrol. The General Purpose 10 board requires Ouputs to HOST CONTROLLED

Select the zone (of an 10 board) you want to ‘attach’ this output to.

Click the Outputs tab.

Click Add Output.

Set the Output Number to the output you want to control on the IO Board and update

the Output Name

5. Set the Function Options:

o Select either User Controlled or Function Controlled

o Show Output on Map — this determines if the output will appear on the map

o ‘Tick’ the function for the Output. More than one Function can be added. This
may display a new window to select more information.

o Log to Event Log on User Action — this determines if an Event Log entry will
be created when the user activates or deactivates the output

o Invert Output — this reverses the output On and Off states.

PwbNpE

s B
Uk Systern Configuration l = ﬂ

Zones & Connections | Activation & Startup | Users I Alams & Ernaill Mapping I HLI Sen«erl

Cornect Via
@ Fthemet (O USB. RS5232 or Keypad Bus () Anotherinstance of Perimeter Patral fvia HLI)

Output Name:

Output Mumber:

() Function Cortrolled Show on Map

@ User Controlled

User Control
[ User Control (Single Use Password)

:.IEI&J

ool Select

User Control

SUPERVISOR -

Log to Event Log on User Action
[ Invert Output (LED on PCE will tum off when active)

Copy Colours to...
Default Colours

Figure 49 - Configuring 10 Board outputs

In the example above, Output 1 was added to the eGPIO Board 1 and named “Pump”. The
output will be displayed on the map and controlled by a Supervisor or above. It is also
configured to create a log entry when the output changes state. This allows Supervisors and
Administrators to control the Pump output by clicking on the output box labelled “Pump”.
Each click is logged in the Event Log.
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6.1.5 Output Function Descriptions

6.1.5.1 User Control

User Control — This provides three permission levels of control (USER, SUPERVISOR,
ADMIN). If the Current User does not have permission to control the Output, the
Authentication Window will be displayed.

User Control (Single Use Password) — When this is chosen, B sciect - —
the ADMIN can choose a unique password that will allow i e
access to this Output. The output is ‘activated’ by clicking on

the Output Box in the Map View at which point, the User is

requested to enter the correct Password. The Password is not
required to ‘deactivate’ the Output. This use of this Output cannot be re-activated until the
ADMIN updates the Single Use Password in the System Configuration Window.

6152 FunCtlon ContrOI @) UserCortrolled @ Function Controlled  [Z] Show on Map
More than one Function can be selected to trigger an %ggg;;gg:;;;gm;ﬂ -
Output. %2:: ir:?:n:g Gate Alarm i
[l Zoneis Disamed |

. . [] Zone reporting Trouble
Input Controlled — This links the Output to one or more 7] Zone reporting AC Failure -

Inputs (pre-configured as Pass Through). The available
Inputs will be displayed in a new window to be selected.

[7] Logto Event Log on User Action
[ Invert Output (LED on PCB will tum off when active)

Any Alarm or Trouble on Site — This triggers the output if the Site has an Alarm or Trouble
active

Computer Siren — This Output is triggered when the Perimeter Patrol Siren is sounding on
the computer.

All Zones on Site are Armed — This Output will trigger when all Zones (including GPIO) are
Armed. If one Zone is Disarmed, the output will deactivate.

Any Fence Alarm on Site — This Output is triggered when a Fence Alarm occurs on the Site.
An Input Alarm will not trigger the Output.

Any Trouble on Site — Troubles include AC Fail, Low Battery, [42 select SIEITC)
Sectoris in Alarm

Battery Fault, Hardware Fault © ZLW4 - Sector 1

Sector is in Alarm — The Output will trigger when the specific ST

Sector is in Alarm. The sector is chosen in the window that is
displayed when the “Function is Ticked”

There are Various Functions that related to specific Zones and [ select SHE)
Triggers. The options available include: Alarm or Trouble; Zone s Armed

.
Fence Alarm; Gate Alarm; Armed; Disarmed; Any Trouble; AC [ eGPIO-867

. [ ZLm4
Failure; Low Battery; Battery Fault; Hardware Fault. On each of [z

these functions, the Zone to trigger this output can be selected
in the window. The example to the right shows the Output
triggering when the eGPIO Board 1 is Armed.
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6.2 Zone/Sector/Input/Output Colours

Configuring Advanced Features

Each item that can be represented on the Map can have its colours changed to suit the
customer’s preference or to help specific items stand out from the others. To achieve this,
select the Zone/Sector/Input or Output and click on the Zone Legend box you want to

change.

This will open a new window where you can select
the colour for this Legend. This new colour will be
displayed in the Zone Legend, Quick View and Map.
You can change up to 4 colours per item with the 16
million available colours in the ‘Colour Picker Window’

This new colour legend (all colours) can be copied to
other Zones/Sectors/Inputs/Outputs by pressing the
Copy Colours To... button. When the new window
appears, select which items you want this copied to.

Please note, the Zone Colours will only copy to other Zones,

Sector colours will copy to other Sectors etc.

If you want to change back to the Default Colours, press the
button. This will only default the currently selected Zone/Sector (
etc. You will have to use the Copy Colours to... button to

transfer this to other Zones/Sectors etc.
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6.3 Alarm Popups

Each Zone, Input and Sector that generates an Alarm can trigger an Alarm Popup. The
Popup can provide information about the Alarm Location, Preferred Security Response and
any other useful information for the Security Guard. To create a Popup, select the
Zone/Sector or Input on the Zones & Connections tab and Click on the Alarm Popup button.

Settings |C0ntr0| Schedule I Inputs I Outputs I Sectors|

Zone Name ZLm4
Energiser Type ZLM4
181986
MNetwork Name ETH-181986 Zone Legend
Keypad Bus ID 3

Disarmed Armed

Zone (Channel) 1 Resolved  Alarmed

High Power Alam Thresholds
Under Voltage (V) 45 Apply To All Zones

Over Voltage (V) 3.0 Apply To All Zones Defautt Colours

Low Power Alam Thresholds

Under Voltage (V) 05 Apply To All Zones
Over Voltage (V) 18 Apply To All Zones | Custom URL Button |

The Popup Configuration window will open. Type the useful information into the left side.

ol Popup Configuration = | B ||

Add Button

£
&

[ Preview

If the site has internet access, or has IP cameras accessible via a Web Interface, it may be
beneficial to add a Button to the Popup. Click on Add Button to open the Custom URL
window. More than one button can be added to an Alarm Popup and when finished, click on
the Save Button to close the window.

Section 6.4 explains the configuration of the Buttons.
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6.4 Custom URL (Hyperlink) Buttons

Configuring Advanced Features

A Custom URL (Hyperlink) Button can be added to a Zone Popup box, or to Alarm Popups.
This can be used to connect the user to a relevant Website Map, IP Cameras or any other
site Web Interface. When clicked on, the Default Internet Browser will be opened to the URL

address configured in the Button.

~
4= Custom URL

o= [ |

Please enter the description to be placed on the Button

Please enter the Custom URL you want to be available from this Zone

Test the Button works Button1 ]

Save

Enter the Description of the Button’s function into the top box and the hyperlink into URL

textbox. Before pressing the Save Button, test the
button by clicking on the Demo Button.

An easy way to determine the correct text for the
Hyperlink is to open an Internet Browser, find the
Web Page to be displayed and Copy the text
directly from the Browsers Address Bar. Paste this
into the URL textbox.

6.5 Map Icons
Each item (Zone/Sector/Input/Output) that is displayed
on the map can have an Icon added above the Zone
Label, or replace the Zone Label. This is achieved by
right clicking on the Zone Label and changing the
‘Label’ option to either ‘Icon’ or ‘Label and Icon’.

This will display a larger menu where you can select
the Icon (Choose Icon), change its size and rotation.
Perimeter Patrol comes with a small set of icons for
you to use, or you can provide your own images to use
as the icons.

This is useful for providing a ——
visual representation of the s
Zone/Input/Output rather than I‘f“@

a Description Ethernet 10
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7 Connecting two instances of Perimeter Patrol in Server / Client
configuration using the HLI

7.1 Configuring Perimeter Patrol Server

Perimeter Patrol Server is the instance of Perimeter Patrol that connects directly to the JVA
electric fence devices. It will act as a server when it accepts incoming connections from
other instances of Perimeter Patrol and sends information to them.

7.1.1 Configuring Perimeter Patrol Server to accept HLI connections

e Click Setup -> System Configuration

o Open the HLI Server tab

e Choose HLI Server Enabled

e Setthe TCP Listening Port to a value between 1,000 and 10,000.

e Set a value for the Authentication Key. It doesn’t matter what value you use for the
Authentication Key during testing, but you should use the “Generate” button to make
a complicated key for your production sites, because this key is like a password code
that prevents unauthorized software from connecting to your Perimeter Patrol.

¢ Shut down and restart Perimeter Patrol Server as this is required for the new settings
to take effect.

WA System Configuration l = =

| Zones & Connections | Activation &Startupl Users I Alams & Email | M

7S HU Server Enabled

Local TCP Listening Port 6000
Authentication Key fa72cdf5-a352-461c-86b 4498742443210

Madmum Concument Connections 3

Figure 50 - Enabling HLI Server to accept HLI connections

7.1.1.1 Use a static (fixed) IP Address for Perimeter Patrol
Ask your system administrator to configure your network router so that it assigns a static IP
Address to the computer running Perimeter Patrol.
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7.2 Configuring Perimeter Patrol Client
Now that Perimeter Patrol Server is setup and waiting for clients to connect, your best option

is to now start Perimeter Patrol on a different computer and connect to the Server. Here's
how to do that:

1. Atthe login prompt, click Connection Settings

-

WUH JVA Penimeter Patrol Pro

File  Setup Arm  View Reports Help

s B
Please Authenticate [Local] ﬂ

You must autherticate before this operation can be peformed. i you click QK
this action will be logged, whether successful or unsuccessful.

Please supply USER (or higher) credentials to continue.

Usemame: |

" 4
_J

—

Password:
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Pown

© N O

Enter the Remote Site Name into the box.

Connecting two instances of Perimeter Patrol in Server / Client

configuration using the HLI

Choose Connect to another instance of Perimeter Patrol via its HLI.

Enter the IP Address of Perimeter Patrol Server, or a Domain Name that you have

registered to connect to the Server. For example MermaidEstate.dyndns.org

Press the Save Button
Press the Save and Close Button

Enter the Remote Port that you chose for Perimeter Patrol Server.
Enter the Authentication Key that you chose for Perimeter Patrol Server.

-
JUA System Configuration

| Zones & Connections'| Acivation & Startup|
Connect Via

) Bthemet ) USBE, RS232cor Keypad Bus @ Another instance of Perimeter Patrol {via HLI)

Please enter the details required for contacting the Server instance of Perdmeter Patrol.

Remote Site Name Memaid Estate -
Remote |P Address 192.168.0.72

Remote Port 16500

Connection Key —

It is recommended that you enter a password to protect these seftings from unauthorised
modification. This password is local to this computer. Please take care to remember it.

Local Administrator Password
Retype Password

If you have more than one site that you will be connecting to, you can add more Remote
Connection Details. After you press the Save Button, start entering the details of the next
site. Ensure the Remote Site Name is different from other Sites, or the original will be saved
over. Once the new Site details have been entered, press the Save Button again.

From now on, you can choose the Connect Via

site you want to visit by selecting
the site from the Remote Site

) Bthemet () USB, RS232 or Keypad Bus @ Another instance of Perimster Patrol (via HLI)

Please enter the details required for contacting the Server instance of Perimeter Patrol.

Name bOX The IP, POI’t and Remote Site Name ICapri Estate

Connection Key will automatically
update to the selected site.

)

Connection Key edB6-sdfEax@

Ed's Computer
Remote P Address Mermaid Estate
Femote Port :

[ Delete ] [ Save

It iz recommended that you enter a password to protect these settings from unauthorized
modification. This password is local to this computer. Please take care to remember it.

Local Administrator Password
Retype Password
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9. If the connection is successful, the Perimeter #8) Connecting.. e
Patrol Client will ask you to enter username and e b B
password credentials for connecting to the Press cancel f you want to abort this HLI connection
Perimeter Patrol Server

10. Enter a username and password exactly as they
were setup in the configuration of Perimeter Patrol
Server, and click OK

[ Cancel

Please Authenticate [Remote Capr Estate @ 192,168.0.149:16200] Iﬁ

You must authenticate before this operation can be performed.  you click QK this action will be logged.
whether successful or unsuccessful.

Please supply USER (or higher credentials to continue.

|lsemame: |

Passwaord:

I Connection Settings H QK H Cancel

b

7.3 Using the correct IP Address and Port
While following the instructions above, were you able to establish a connection? If not, you
may be entering the wrong IP Address and Port into Perimeter Patrol client.

Following are some instructions to help you use the correct IP Address and Port number.
The requirements will differ depending on whether Perimeter Patrol Client is attempting to
connect from the same Local Area Network (LAN) as Perimeter Patrol Server. The first
section below will give instructions for the situation when both computers are connected to
the same LAN. The next section will give instruction for the situation when Perimeter Patrol
Client is in a different physical location and must connect using the internet.
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7.3.1 Connecting Server and Client on LAN

Now that your system administrator has given Perimeter Patrol server a fixed IP Address,
you can ask him for that address. Alternatively, you can find it out yourself. On the computer
running Perimeter Patrol Server:

e Click Start -> Run and enter cmd.exe.

e If that doesn’t work, enter C:/windows/system32/cmd.exe

e If you don’t have “Run” on your start menu, you can find
C:/windows/system32/cmd.exe in explorer and double-click the file to start it.

e The window pictured below will open.

e Typeipconfig and press Enter.

e Write down the IPv4 address. This is the IP Address that your client software needs
to know.

e Your computer will have more than one IPv4 address if it has more than one network
adapter device. Choose the address corresponding to the correct network adapter
device.

= I
N Chwindows\system32\cmd exe r (=TS T

Microsoft Windows L[Uerszion 6.1.76811
Copyright <(c> 200? Microsoft Corporation. All rights reserved.

C:xUsers~Benjamin Boyle*ipconfig

Windows IP GConfiguration

Hireless LAN adapter Wireless Metwork Connection 2:

Media State . . .

e e e e e e e Media disconnected
Connection—specific DHS Suffix

Ethernet adapter Local Area Connection:

Media State . . .

C e e e e e e . Media disconnected
Connection—specific DHS Suffix

Wireless LAN adapter Wireless Metwork Connection:

Connection—specific DNS Suffix
Link-local IPve Address . . .

IPv4 Address. . . - . .
Subnet Mask . . . . .
Default Gateway . . .

£aBB--A0343 -Cocf -377d:6652x18
192.168.0.13

[ B I e S b ey

172.168.8.222
‘Tunnel adapter isatap.{EBV17VEB4-2B78—47CE-B138-5E?3F23D652F> :

Media State . . -

e e e e e e Media disconnected
Connection—specific DHS Suffix .

Tunnel adapter Local Area Connection®* 11:

Connection—specific DHS Suffix

IPvG Address. . . . . . . . . . 2001 :8:2d38:953¢c:2c15:2eeb:-3FfS7:-£FF2
Link-local IPve Address . . . . feBB::2cl15:2eeb:3f57:FFF2:215

Default Gateway . - - . . . . . H-

Tunnel adapter isatap.{65433BCA-AAAF-4D?6-B47?-E2E3BFBBGBE?>:

Media State . . -

e e m e e e Media disconnected
Connection—specific DNS Suffix .

Tunnel adapter isatap.{F?3C8048-D3D4—4D4E-A112-386BCD43665F>:

Media State . . . - . . . . . . . = Media disconnected
Connection—specific DHS Suffix . :

Figure 51 - Finding out the computer's static IP Address on the LAN
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7.3.2 Connecting Server and Client on WAN
After creating a static IP Address for Perimeter Patrol Server, your system administrator will
have to configure the network router by adding a NAT record to allow outside computers to
directly connect to the Perimeter Patrol server.

Be sure to tell your network administrator to point the NAT record to the same port as
Perimeter Patrol Server is configured to use as the TCP Listen port.

The network administrator will inform you of the IP Address and Port you should use.

You will need to know the IP Address of the router as seen from the internet outside. If the
network administrator forgets to give you this value, you can use
http://www.whatismyip.com/ to get that information yourself, but you depend on the network
administrator to know the port that he used for the NAT record.

Creating this opening to the outside network can be a security risk for Perimeter Patrol
Server as people with malicious intent can cause a “brute force” attack on Perimeter Patrol
whereby they try to shut it down by simultaneously launching thousands of connection
requests.

Configure your router to block such attacks.
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8 Locking down the computer to keep JVA Perimeter Patrol secure
As system administrator, you need to ensure the computer hosting JVA Perimeter Patrol is
locked down giving the user limited ability to accidentally or deliberately sabotage JVA
Perimeter Patrol.

Install and configure security software appropriate to the Windows version in use to achieve
the following:

¢ Don't allow users to run any other application.

e Don’t allow users to modify or delete files in the C:/ProgramData/JVA Perimeter
Patrol directory.

o Don't allow users to run Task Manager or use other administrative tools to close the
JVA Perimeter Patrol application.

o Ensure that JVA Perimeter Patrol starts up with the computer restarts.

e Don't allow users to shut down the computer, log off or switch user.

Consider the following requirements when installing the network and system hardware:

e Don't allow users to disconnect anything from the computer itself — secure the
computer where the user can’t access the cables attached to it.

¢ Don't allow users to access the Local Area Network. Keep routers and wiring
inaccessible. Lock down the routers to prevent unauthorized access or modification
to the LAN settings.

o If the LAN is wireless, make sure nobody knows the password.
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