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CHAPTER

Introducing VMware VirtualCenter

This chapter introduces VMware VirtualCenter components and operations. This

chapter describes the contents of this manual and provides additional references for
support. This chapter contains the following topics:

« VirtualCenter Overview on page 14
« About This Manual on page 15

Understanding the Components on page 17

« Operations Overview on page 25
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VirtualCenter Overview

VMware VirtualCenter is virtual infrastructure management software that centrally
manages an enterprise's virtual machines as a single, logical pool of resources.
VirtualCenter provides the central point of control for workload management,
provisioning and availability. It simplifies IT so that companies can leverage their
storage, network, and computing resources to control costs and respond faster to
changing business demands.

VMware VirtualCenter exploits the benefits of a virtual infrastructure. With
VirtualCenter, an administrator can manage thousands of Windows NT, Windows

2000, Windows Server 2003, Linux, and Netware servers from a single point of control.

The VirtualCenter interface provides a powerful overview of all the virtual resources in

a data center. From the VirtualCenter interface, administrators can perform:

» Continuous Workload Consolidation — Monitor and optimize the utilization
of data center resources to minimize unused capacity while maintaining

application service levels, by adjusting the resources dedicated to each software

service.

« Instant Provisioning — Reduce server-provisioning time from weeks to tens of

seconds, allowing administrators to respond immediately to requests for IT

services. Using server templates, administrators can ensure that new servers are

fully consistent with current build and security policies.

« Zero-Downtime Maintenance — Safeguard business continuity 24/7, with no

service interruptions for hardware maintenance, deployment, or migration. Use

VMotion to move running operating systems and their applications off a system

that needs maintenance, and then transfer them back when maintenance
completes.

The heart of VirtualCenter is the VirtualCenter server, which collects and stores
persistent data in a dedicated database that contains per-system and environmental

information. The VirtualCenter server automatically executes user-specified scheduled

tasks, such as powering on or moving powered-off virtual machines. VirtualCenter

with VMotion moves a virtual machine from one managed host to another, while the

virtual machine continues operation. This form of migration with VMotion occurs
without service interruption on the virtual machine.

www.vmware.com
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About This Manual

This manual, the VMware VirtualCenter User's Manual, describes how to install,
configure, and use VMware VirtualCenter to provision, migrate, monitor and manage
the virtual machines through the single VMware VirtualCenter interface using virtual
farms and groups for organizational ease of operation.

Intended Audience
The information presented in this manual is written for system administrators who are

experienced Windows or Linux system administrators and who are familiar with
virtual machine technology.

Document History

VirtualCenter User’s Manual, Revision 20051222, Item No. VC-ENG-Q405-172

This manual is revised with each release of the product or when deemed necessary. A

revised version can contain minor or major changes.

compatibility statement

Release Date Description

Release 1.3x December 15,2005 | PDF, HTML on web

Release 1.3 September 22, 2005 | PDF, HTML on web, PDF on CD, Help, Printed
Add GSX Server 3.2 support | July 1, 2005 PDF, HTML on web

Update VMotion May 2, 2005 PDF, HTML on web

Release 1.2 patch 1

March 16, 2005

PDF, HTML on web

Release 1.2

December 2, 2004

PDF, HTML on web, PDF on CD, Help, Printed

Patch release 1.1.1

August 27, 2004

PDF Printed

Patch release 1.1.1

August 3, 2004

PDF, HTML on web, PDF on CD, Help

Release 1.1

June 24, 2004

PDF, HTML on web, PDF on CD, Help, Printed

Release 1.0.1

March 29, 2004

PDF, HTML on web, Help

Release 1.0, editorial updates

January 6, 2004

PDF, HTML on web

First Release 1.0

December 5, 2003

PDF, HTML on web, PDF on CD, Help, Printed

To view the most current version of the manual, refer to the VMware Web site:
www.vmware.com/support/vci3.
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Conventions
The following conventions are used in this manual.

Style Purpose
blue (online only) Cross references, links
Courier Commands, filenames, directories, paths, user input
Semi-Bold Interactive interface objects, keys, buttons
Bold Items of highlighted interest, terms
Italic Variables, parameters
italic Web addresses
Abbreviations

The following abbreviations are used in the graphics in this manual.

Abbreviation

Description

VC

VirtualCenter

Ul

VirtualCenter client

server

VirtualCenter server

database

VirtualCenter database

farmn

VirtualCenter farms

hostn

VirtualCenter managed hosts

VM#

virtual machines on a managed host

user#

users with access permissions

dskit

storage disk for the managed host

datastore

storage for the managed host

SAN

storage area network type datastore shared between managed hosts

tmplt

template

16

www.vmware.com




CHAPTER 1 Introducing VMware VirtualCenter

Understanding the Components

VirtualCenter components are discussed in the following sections:
» Managed Components
« Software Components
« Organizational Components
« Functional Components

e Access Privileges Components

Managed Components
VirtualCenter monitors and manages various components of your virtual and physical
infrastructure:

« Virtual machines — A virtualized x86 personal computer environment in which
a guest operating system and associated application software can run. Multiple
virtual machines can operate on the same managed host machine concurrently.

Virtualization platforms are VMware products, such as ESX Server, GSX Server,
or Workstation. These are used to create the virtual machines in the form of a set
of configuration and disk files that together perform all the functions of a
physical machine. Through the virtualization platform, you run the virtual
machines, install operating systems and run applications, and configure the
virtual machines, which includes identifying the virtual machine’s resources,
such as storage devices.

e Hosts — The physical computers on which the virtualization platform software,
such as ESX Server or GSX Server, is installed. They host the VirtualCenter virtual
machines.

Note: When VirtualCenter refers to a host, this means the physical machine on
which the virtual machines are running. All virtual machines within the
VirtualCenter environment are physically on ESX Server or GSX Server hosts. The
term host in this manual means the ESX Server or GSX Server host that has
virtual machines on it.

« Datastores — The storage locations for the virtual machine files. Datastores
hide the idiosyncrasies of various storage options, such as VMFS, SAN, GSX
Server, and ESX Server, thereby providing a uniform model for managing GSX
Server and ESX Server hosts and various storage products in the context of
virtual machine management.

17



VMware VirtualCenter User’s Manual

Software Components

VMware VirtualCenter monitors and manages all the virtual machines and hosts
managed by VirtualCenter. To perform these functions, VirtualCenter provides:

VirtualCenter client — A user interface that runs locally on a Windows
machine.

The VirtualCenter client runs on a machine with network access to the
VirtualCenter server. This can be on the same machine as the VirtualCenter
server or on another machine with network access. The VirtualCenter client
requires a computer monitor for access to the graphical user interface.

VirtualCenter server — A service that acts as a central administrator for
VMware servers connected on a network to direct actions upon the virtual
machines and the virtual machine hosts. VirtualCenter server provides the
central working core of VirtualCenter.

VirtualCenter server is deployed as a Windows service and runs full-time. It must
have network access to all the hosts it manages and be available for network
access from any machine where the VirtualCenter client is run.

VirtualCenter Web service — A service that can optionally be installed with
the VirtualCenter server. It is a required component for third-party applications
that use the VMware SDK application programmer interface (API).

VirtualCenter agent — Installed on each managed host, it collects,
communicates, and executes the actions received from the VirtualCenter server.
Itis installed automatically the first time any given host is added to the
VirtualCenter inventory.

VMotion — A feature that enables moving running virtual machines from one
ESX Server to another without service interruption. It requires licensing on both
the source and target host. The VirtualCenter server centrally coordinates all
VMotion activities.

VirtualCenter database — A persistent storage area, for maintaining status of
each virtual machine, host, and user managed in the VirtualCenter environment.
This can be local or remote to the VirtualCenter server machine.

18
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CHAPTER 1 Introducing VMware VirtualCenter

The figure below illustrates the relationships between the VirtualCenter installed
components. Refer to Abbreviations on page 16 for a description of abbreviations.

VC client

VC client

VC client

VC client

VC client

[VC management server Vi@ chielEme

VMware VirtualCenter Installed Components

VMware SDK Components

The VMware SDK works with VirtualCenter but is not required for VirtualCenter

operations. The VMware VirtualCenter SDK contains the following two components:

SDK package — VMware SDK product documentation and examples files. This
is installed through an external link and does not require VirtualCenter to be
installed with it. This package is typically for developers only. To install the SDK

package, refer to www.vmware.com/support/developer/vc-sdk.

Web service — A required component for third-party applications that use the
VMware SDK application programmer interface (API). This is installed through
the VirtualCenter installer and requires that the VirtualCenter server is also

installed.
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Organizational Components

Organizational components assist in the handling of the potentially hundreds of
virtual machines. They can be renamed to represent their organization purposes; for
example, they can be named after company departments or locations or functions.
The organizational components are:

Server Farms — The top level structure for the VirtualCenter server. Only one
Server Farms object exists for each VirtualCenter server. Server Farms can contain
multiple farm groups and farms. The term Server Farms is the default value; the
actual name used can be changed.

Farm Groups — An optional grouping structure that is hierarchically contained
within the Server Farms structure. The VirtualCenter server supports multiple
farm groups. Farm groups can contain other farm groups and farms.

Farm — The main structure under which hosts and their associated virtual
machines are added to the VirtualCenter server. VirtualCenter server supports
multiple farms.

Note: A host can be managed by only one farm at a time.

Note: All operations between hosts and virtual machines occur within a single
farm. For example, hosts and virtual machines are not migrated between farms.

Virtual Machine Groups — An optional grouping structure that is contained
within a farm. VirtualCenter server supports multiple virtual machine groups.
Virtual machine groups contain virtual machines and other virtual machine
groups.

All the VirtualCenter components—the hosts, the virtual machines, and the
organizational groupings of server farms, farms, and farm groups—are contained
within the VirtualCenter environment.

www.vmware.com
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The figure below illustrates the hierarchy of the VirtualCenter organizational
components. Refer to Abbreviations on page 16 for a description of abbreviations.

[VC management server]

Server Farms

farm group

VirtualCenter Organizational Components

Functional Components

The functional components are groups comprised of the monitoring and managing
tasks. The functional components are:

Inventory — A view of all the monitored objects in VirtualCenter. Monitored objects
include Server Farms, farms, farm groups, hosts, virtual machines, and virtual machine
groups.

Scheduled Tasks — A list of activities and a means to schedule those activities.

Templates — A means to import virtual machines and store them as templates for
deploying at a later time to create new virtual machines.

Alarms — A component that allows you to create and modify a set of alarms that you
define. Alarms are applied to an object and contain a triggering event and a
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notification method. Alarms do not have a navigation toolbar option. Alarms are
viewed through the Alarms tab for each object.

Events — A list of all the events that occur in the VirtualCenter environment. Use the
Navigation option to display all the events. Use an object specific panel to display
only the events relative to that object.

The figure below illustrates the relationship of the VirtualCenter functional
components. Refer to Abbreviations on page 16 for a description of abbreviations.

Server Farms

VirtualCenter

hostB alarms

events scheduled tasks

templates farmA alarms

VirtualCenter Functional Components

Access Privileges Components

Each VirtualCenter user logs on to the VirtualCenter service through the VirtualCenter
client. Each VirtualCenter user is identified to the VirtualCenter as someone who has
assigned rights and privileges to selected objects, such as farms and virtual machines,
within the VirtualCenter environment. VirtualCenter itself has full rights and privileges
on all hosts and virtual machines within the VirtualCenter environment. VirtualCenter
passes on only those actions and requests from a VirtualCenter user that the user has
permission to perform.
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VirtualCenter grants access to each VirtualCenter object, farm, farm group, virtual
machine, and virtual machine group. To do this, VirtualCenter assigns a role and a user
(or group) to each object.

Individual permissions are assigned through VirtualCenter by pairing a user and a role
and assigning this pair to a VirtualCenter object.

« Users and Groups — Created through the Windows domain or Active Directory
database. VirtualCenter registers users and groups as part of the assigning
privileges process.

« Roles — A set of access rights and privileges predefined by VirtualCenter. There
are four roles. Each subsequent role includes the privileges of the previous role.

The types of roles that can be paired with a user and assigned to an object are:

« Read Only User — Users assigned this role for an object are allowed to view the
state of virtual machines, hosts, farms, and groups.

With this role, you can view virtual machines, hosts, farms, farm groups, and
virtual machine group attributes, that is, all the tab panels in VirtualCenter except
the Console tab. You cannot view the remote console for a managed host. All
actions through the menus and toolbars are disallowed. A user with Read-Only
User role access can view the templates and scheduled tasks but not perform
any actions with them.

« Virtual Machine User — Users assigned this role for an object are allowed to
perform power operations on virtual machines.

With this role, you can connect with a remote console and view the states of
virtual machines. You cannot modify the configuration of hosts or virtual
machines.

« Virtual Machine Administrator — Users assigned this role for an object are
allowed to add, remove, or modify objects. With this role, you can:

« Connect/disconnect managed hosts, migrate and migrate with VMotion,
clone, remove and configure virtual machines.

» Create, import, and deploy templates.
e Add and remove hosts from farms.

» Create, remove, or modify farms, farm groups, and virtual machine groups and
their content.

« VirtualCenter Administrator — Users in this role are allowed to change
privileges for an object.
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With this role, you can add, remove, and set access rights and privileges for all
the VirtualCenter users and all the virtual objects in the VirtualCenter
environment.

The figure below illustrates the three users and their respective access to VirtualCenter
objects. Refer to Abbreviations on page 16 for a description of abbreviations.

VC agent
VC client -

userl

host F

<
w
hostEJ \

|

host D,

VC client
user2

|

host C

[VC management server]
<
i g
w

<
ig
~N

I

B

VC client
user3

}J t\ host

VC agent

host A

VirtualCenter Access Control
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Operations Overview

Typical VirtualCenter operations are focused around managing virtual machines on

multiple hosts.

CHAPTER 1 Introducing VMware VirtualCenter

The figure below illustrates a VirtualCenter operation overview. Refer to Abbreviations

on page 16 for a description of abbreviations.

migrate vm3

AEmEmgEm ==

VirtualCenter agent

VirtualCenter agent

lVirtutaICenter agent

“ add hostC

| VirtualCenter management serveﬂ

L]
1
: :
1
; deploy template1

P import template3
tempia Sl T TPl

scheduled tasks

power on vm2

VirtualCenter client

deploy template1
to hostB

Working VirtualCenter Environment

Note: For the remainder of this manual, the term VirtualCenter refers to the

VirtualCenter client unless explicitly specified otherwise.

There are two methods for adding virtual machines to VirtualCenter: either register a
host with virtual machines on it, or create virtual machines. The list below describes

some of the key process options.

« Avirtual machine can be created from scratch using the New Virtual Machine
Wizard. After creating a virtual machine, you must install a guest operating

system.

¢ An existing virtual machine can be used as a source for new templates using the

New Template Wizard.

e An existing virtual machine can be cloned to create new virtual machines using

the Clone Wizard.
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Templates can be deployed as new virtual machines using the Template
Deployment Wizard.

When you create a new machine from a template or as a clone, the new virtual
machine can be customized using the Guest Customization Wizard. This wizard
customizes a virtual machine that already has a guest operating system installed.

After you create a new virtual machine, irrespective of the method used to
create it, it can be edited using the Virtual Machine Properties dialog box.

Action Requires
New Virtual Machine No previous condition.
Create Template Existing virtual machine managed by VirtualCenter or local to

VirtualCenter server.

Deploy Template Existing template in template upload repository or on datastore of

managed host.

Clone Existing Virtual Existing registered virtual machine.
Machine
Guest Customization Triggered from deploy template or clone wizards. Requires existing

guest operating system in original source virtual machine or template.

Edit Existing Virtual Machine | Completed virtual machine.The virtual machine can be the result of

the use of either the New Virtual Machine Wizard or the Deploy or
Clone Wizards.

The following sections introduce the essential VirtualCenter tasks:

Understanding Virtual Machines and Hosts
Understanding Templates

Cloning Virtual Machines

Understanding Customization
Understanding Migration

Understanding New Virtual Machines
Understanding Scheduled Tasks
Understanding Events

Understanding Alarms

Understanding the User Interface

Performing Actions
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Understanding Virtual Machines and Hosts

Hosts are added to the VirtualCenter environment through an Add Host wizard. When
VirtualCenter adds a host, it automatically discovers and registers all the virtual
machines on that host. Each managed host is associated with a specific farm. Select a
farm object to enable the New > Add Host wizard menu option.

The figure below illustrates the process of adding virtual machines to VirtualCenter
control. Refer to Abbreviations on page 16 for a description of abbreviations.

Adding hostA

Add hostA to VirtualCenter

VirtualCent
rtuaitenter ESX server or GSX server hostA

Adding hostA virtual machines

VC auto-discovery VMs on hostA m

VM1 VM2 VM3

VirutalCenter
ESX server or GSX server hostA

Adding a Host to a Farm and Performing Automatic Discovery of Virtual Machines
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Understanding Templates

A template is a golden image of a virtual machine. The template typically includes a
specific operating system and configured components which provide virtual
counterparts to hardware components. VirtualCenter uses templates to create new
virtual machines.

Creating a Template
You create templates from existing virtual machines. These virtual machines can be
either:

» Virtual machines located on any VirtualCenter managed host.

Only virtual machines created by ESX Server version 2.0 or greater or GSX Server
version 2.5 or greater can be managed by VirtualCenter.

« Unmanaged virtual machines stored on a disk local to the VirtualCenter server.

These virtual machines must have been created by a supported version of GSX
Server, ESX Server, or Workstation. Refer to VirtualCenter Template Requirements
on page 50 for additional information.

In addition, you can create templates by making a copy (clone) of an existing
template.

When you create a template, VirtualCenter provides an option to store the template at
one of two locations:

» Datastore — Any datastore accessible to the managed host (local or
networked) where the source virtual machine resides. This option works best
with a shared datastore between hosts on a farm. This option is typically used for
creating templates from virtual machines on registered hosts.

« Template upload directory — Located on the VirtualCenter server machine,
the upload directory contains copies of the original virtual machine virtual disks.
Specify a directory local to the VirtualCenter server as the template upload
directory. This option is used when a template might need to be deployed to
any managed host.
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The figure below illustrates the two methods for storing templates in VirtualCenter.
Refer to Abbreviations on page 16 for a description of abbreviations.

1. Create template from managed virtual machine
-
_ —

2. Store template options: on VirtualCenter server or on datastore
( (

VirtualCenter M1

On (shared) datastore

VM1

On VirtualCenter server On datastore

in upload directory
] tmplt3

Creating a Template

VirtualCenter
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Deploying a Template
When you deploy a template, you create a new virtual machine from the template. If

the template is in the template upload directory, place the new virtual machine on
any VirtualCenter managed host.

If the template is stored on the datastore of a managed host, place the new virtual
machine only on another managed host that has access to the datastore. Only those
managed hosts that share the datastore are listed as Deploy a Template Wizard target
managed host choices.
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The figure below illustrates the process for deploying a template to create a new
virtual machine. Refer to Abbreviations on page 16 for a description of abbreviations.

1. Select template to deploy and target host

Ve

VirtualCenter

target options:
hostA, or B

arget options:
hosgtA, B, or C t

target options:
hostC

7

2. Customize new virtual machine, as need
=

VirtualCenter customization | =

3. New, customized, virtual machine

Ve

VirtualCenter

Deploying a Template
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Cloning Virtual Machines

A clone is a copy plus customization of a virtual machine. When you create a clone,
VirtualCenter provides an option to customize the guest operating system of that
virtual machine. Store clones on any managed host within the same farm as the
original virtual machine.

The figure below illustrates the process for cloning an existing virtual machine to
create a new virtual machine. Refer to Abbreviations on page 16 for a description of
abbreviations.

1. Select virtual machine to clone and target host

-~

VirtualCenter

-

2. Customize new virtual machine, as needed

-

customization
newvm

VirtualCenter

;

3. New, customized, virtual machine

—

VirtualCenter

Creating a Clone
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Understanding Customization

When you create a virtual machine by either deploying a template or cloning an
existing virtual machine, you have the option to customize the guest operating
system installed on that template or existing virtual machine.

Customizing Windows guest operating system options include:
« Joining workgroups and domains
« Network interface configuration
« Domain suffix and security ID (SID) change
Customizing Linux guest operating system options include:
* Hostname
o  Domain suffix

« Network interface configuration
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Understanding Migration

Migration is the act of moving a virtual machine from one managed host to another.
There are two types of migration.

» Migration with VMotion — Moving a powered on virtual machine between
managed hosts on a farm. Moving a powered-on virtual machine allows the
virtual machine to continue performing transactions without interruption. This
function requires activation of VMotion on both the source and target host. The
figure below illustrates migrating a powered on virtual machine from one
managed host to another using VMotion. Refer to Abbreviations on page 16 for
a description of abbreviations.

1. Before migratation with VMotion, VM2 on hostA

VirtualCenter Shared

Datastore
onaSAN

-

2. Pre-copy RAM content and copy VM state data to hostB

VirtualCenter

Shared
Datastore
onaSAN

J
_

3. Complete copy RAM content and register to hostB

VirtualCenter

Shared
Datastore
on aSAN

Performing a Migration with VMotion
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« Migration — Moving a powered off virtual machine between managed hosts
on a farm. The figure below illustrates the process for migrating a powered off
virtual machine from one managed host to another. Refer to Abbreviations on
page 16 for a description of abbreviations.

1. Prepare for migratation, shutdown VM2

hostA datastore

VirtualCenter

hostB datastore

&
2. Move VM2 files and virtual

—

k1 hostA datastore

VirtualCenter

hostB datastore
VM2

L J
3. Register VM2 to new host and delete old VM2

-

U SKTH hosta datastore

VirtualCenter

hostB datastore

Performing Migration of a Powered Off Virtual Machine
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Understanding New Virtual Machines

In addition to providing multiple methods for moving, migrating, deploying, and
cloning virtual machines, VirtualCenter also incorporates the creation capabilities of
the virtualization platforms. Through the New Virtual Machine Wizard and the Virtual
Machine Properties dialog box, you can create new virtual machines from scratch and
make configuration modifications to them once they are created.

Understanding Scheduled Tasks

Create scheduled tasks to automatically perform operations at specified times.
Configure the tasks to occur once or routinely. Apply tasks to groups, farms, or
individual virtual machines. The Scheduled Tasks panel lists all planned for and user-
defined actions within the VirtualCenter environment. Create, modify, or remove tasks,
as needed. The New Task Wizard provides the following task options:

o Deploy a virtual machine from a template

« Clone an existing virtual machine

¢ Change the power state of a virtual machine
« Migrate a virtual machine

« Migrate a virtual machine with VMotion

« Change resource settings of a virtual machine

Understanding Events

VirtualCenter events are logged in the VirtualCenter database. Each event panel
displays the events relevant to the selected VirtualCenter object. With the Events
option in the navigation bar selected, the Events panel displays all the events for the
current session. With a farm or managed host selected, only the events that occurred
on that farm or managed host appear in the Events panel.

Understanding Alarms

Alarms are preconfigured actions that can be triggered when selected events occur.
Apply alarms to any VirtualCenter object. View, modify, and remove an existing alarm
through the Alarms tab of the object where the alarm was defined.
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Understanding the User Interface
The VirtualCenter client display is a typical Windows screen. It contains a menu bar, a
shortcut navigation bar, a navigation specific toolbar, and a display area. For the

Inventory navigation item, the display area is divided into:

CHAPTER 1 Introducing VMware VirtualCenter

« Inventory panel — Displays an inventory list of all the managed VirtualCenter
server objects.

« Information panel — Displays the tab-specific content for the selected object
in the inventory panel. For the Templates and Events Navigation items, the
display area shows a list of scheduled templates and events, respectively.
Scheduled tasks are viewed using the Scheduled Tasks button in the navigation

bar.
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Performing Actions
Performing an action through VirtualCenter involves:

» Starting and logging on to the VirtualCenter client.
« Adding or selecting a virtual machine, host, farm, or group.

o Selecting the desired action from the corresponding menu for the virtual
machine, host, farm, or group, and answering the prompts from the task wizard
screens.

The figure below illustrates the process flow for typical VirtualCenter activities.

[Start VirtualCenter cIient]

v

[Logon to VirtualCenter management server]

Managing farms Provisioning

Add hosts Creating templates
Auto discovery of virtual machines Deploying templates
Creating clones

A A

Monitoring

\4 \

Managing virtual machines Managing resources

Start, Stop, Performance data analysis,
Suspend, Resume Resource allocation,
migration with VMotion

VMware VirtualCenter Process Flow
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CHAPTER

VMware VirtualCenter
Requirements and Resources

This chapter describes VMware VirtualCenter requirements and provides additional
references for support. This chapter contains the following topics:

o VMware VirtualCenter Requirements on page 40
« Technical Support Resources on page 54

« Viewing System Logs on page 56
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VMware VirtualCenter Requirements

The VirtualCenter client and VirtualCenter server are both Windows executables that
can optionally run in a virtual machine. The following sections describe additional,
component-specific requirements.

VirtualCenter Server Requirements
VirtualCenter Client Requirements
VirtualCenter Database Requirements
VMware SDK Requirements

VirtualCenter Managed Host Requirements
GSX Server as Managed Host Requirements
VirtualCenter Managed Virtual Machine Requirements
VirtualCenter Networking Requirements
VirtualCenter Licensing Requirements
VirtualCenter VMotion Requirements
VirtualCenter Template Requirements

VirtualCenter Guest Operating System Customization Requirements

VirtualCenter Server Requirements
The VirtualCenter server must have:

Administrator privileges on the installing system to install the VirtualCenter
server. The VirtualCenter server installation adds VirtualCenter as a Windows
service.

Windows 2000 Server, Windows 2000 Advanced Server, Windows XP
Professional, or Windows Server 2003 (Web, Standard, and Enterprise).

A minimum of 2GB RAM for VirtualCenter configurations managing 50 managed
hosts or fewer. For greater than 50 managed hosts configurations, use 3GB RAM.
For configurations with 100 managed hosts running 2000 virtual machines, use
4GB RAM.

As a minimum a Pentium IV 2.0Ghz processor. Dual processors are
recommended for deployments with more than 25 managed hosts.

A minimum of 1 10/100Mbps NIC (1Gbps NIC recommended).
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« Windows Script version 5.6 or later. If the server does not have this version,
VirtualCenter installer automatically updates to Windows Script version 5.6.

« Disk space sufficient on the machine to support the VirtualCenter database and
the template upload directory.

The VirtualCenter server may run on the same machine as the VirtualCenter client, or
may be installed separately on another Windows system. The VirtualCenter server can
also be installed in a virtual machine.

VirtualCenter Client Requirements
The VirtualCenter client must have:

e NET Framework version 1.1.If you do not have this version, VirtualCenter
automatically updates to .NET Framework version 1.1.4322.573.

o Windows 2000 (all versions), Windows XP Professional, Windows XP Home
Edition, Windows Server 2003 (all versions), or Windows NT4 (SP6a required).

e Aminimum of 256MB RAM (512 MB recommended).

The VirtualCenter client can be installed on multiple Windows systems and access the
VirtualCenter server through the network. These Windows systems can be on your
desktop, laptop, or another virtual machine.

Note: Do not run the VirtualCenter client on a virtual machine that is currently being
managed by VirtualCenter. Attempting to view the console of that virtual machine
from that client causes a recursive display, and this might cause the managed host to
fail.

VirtualCenter Database Requirements

The VirtualCenter database must have one of the following compatible database
formats:

o Microsoft Access (default)

You do not need to have a Microsoft Access database installed to use this option.
VirtualCenter stores the database in Microsoft Access format.

Note: Using the Microsoft Access database for production environments is not
recommended. It is intended for demonstration and trial purposes only.

« Microsoft SQL Server 2000
« Microsoft SQL Server 7
« Oracle 8i, Oracle 9i, and Oracle 10g
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Note: VMware recommends using the Microsoft Access Database only for
demonstration environments and proof of concepts. This database is not
recommended for production deployments. For production environments, use either
the SQL Server or Oracle database.

VMware SDK Requirements
There are two components for the VMware SDK. They are:

*  VMware Web Service
e VMware SDK Package
VMware Web Service Package

Your machine must meet the minimum hardware requirements listed for VMware
VirtualCenter 1.2. Refer to the product documentation for the requirements.

*  VMware VirtualCenter —www.vmware.com/support/vci2

To run the Virtual Machine Agent server, you must also have installed and have
running the following:

o Microsoft Windows operating system — supported version for the VirtualCenter
server

»  VMware VirtualCenter 1.2
VMware SDK Package
Your machine must meet the minimum hardware requirements listed for the IBM

WebSphere Software Developer Kit for Web Services V5.1. Refer to the product
documentation for the requirements.

o WSDKV5.1 — www-106.ibm.com/developerworks/webservices/wsdk/
install_guide.htm/

In general, your machine should support a standard development environment:

e 1 GHz processor

e 256MB memory

e 50MB free disk space
To install the VMware SDK package, go to www.vmware.com/support/developer/\c-sdk.
To use the client package, you must also have installed the following:

« IBM WebSphere Software Developer Kit for Web Services V5.1 (WSDK V5.1) at:
www-106.ibm.com/developerworks/webservices/wsdk/
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e The IBM SDKfor Java 2 Standard Edition (J2SE) Technology, version 1.3.1 included
with the WSDK download package

« The VMware SDK package, which requires approximately 8.2MB, and the VMware
Web Service package, which requires approximately 21.3MB

VirtualCenter Managed Host Requirements

The VirtualCenter registered and managed hosts must be running the following
virtualization platforms:

o VMware ESX Server, version 2.0.1 or later
o VMware GSX Server, version 3.1 or later

The IP address that VirtualCenter server uses to connect to a managed host must be
accessible from all other managed hosts. For example, if a managed host H1 has
multiple NICs with IP addresses, such as X . X . X . X1 and X.X.X. X2, but DNS
resolves H1 to X . X. X . X1 and the VirtualCenter server connects to the managed
host at that IP address, then x.x.x.x1 must be reachable from all other managed hosts.

To make sure that a host IP address used by the VirtualCenter is accessible to another
host:

1. Log on to the server running VirtualCenterserver and perform a DNS lookup of
H1 and type at a command prompt:

nslookup H1
The example prints the IP address X . X . X . X1 .

2. Log on to another managed host and type at a command prompt:
ping x.x.x.x1

The ping should report the number of successful packets returned.

GSX Server as Managed Host Requirements
Using a GSX Server managed host with VirtualCenter has the following restrictions:

o GSX Server virtual machine configuration and . vmdk disk files must be stored
locally to the GSX Server.

e A GSX Server virtual machine that uses IDE disks cannot be migrated or cloned
to ESX Server, and a GSX Server template that uses IDE disks cannot be deployed
to ESX Server.

o The GSX Server feature that automatically starts virtual machines when the GSX
Server starts is not supported in VirtualCenter.

o GSX Server must be upgraded to GSX Server 3.1 or later.
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« Migration with VMotion using GSX Server hosts is not supported at this time.

o GSX Server virtual machines must be configured with network labels. Please
refer to your GSX Server documentation for information on how to configure
network labels.

« Every virtual machine on a GSX Server Windows host must be configured to run
as the user account specified when the host was added to VirtualCenter. Refer to
your GSX Server documentation for information on changing this setting.

VirtualCenter Managed Virtual Machine Requirements
VirtualCenter managed virtual machines must have the following:

Disks — must use SCSI hard disks on ESX Server. IDE hard disks can be used on GSX
Server.

Guest operating system — must be one of the supported versions listed for the
virtual machine host, ESX Server, or GSX Server. Refer to the following for a complete
list of compatible guest operating systems:

www.vmware.com/support/guestnotes/doc/

VirtualCenter Networking Requirements

VirtualCenter managed host and virtual machine networking requirements are as
follows:

« Virtual machines

« Up to four virtual Ethernet NICs. Each virtual NIC may be a high-performance
VMware virtual NIC or an AMD PCnet-PCl ll-compatible virtual NIC.

» Support any protocol that the guest operating system supports over the
Ethernet. Multiple high-performance, Ethernet-compatible virtual networks.

« VirtualCenter ESX Server managed host

» Configure a TCP/IP address on an extra network adapter card (NIC) sufficient
to support migration.

The minimum number of NICs is two; how the NICs are assigned differs
depending upon the version of the VMware virtualization platform being
used. One NIC is dedicated to migration activity.
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The preferred number is three: one is dedicated to the managed host, one (or
more) are dedicated to the virtual machines, and one is dedicated to VMotion
activity.
The figure below illustrates the possible NIC configurations that support VirtualCenter.
Refer to Abbreviations on page 16 for a description of abbreviations.
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Preferred number of NIC cards

VM network for host1 !%VMS
LNIC1 NIC2 NIC3J

\ / dedicated network for migration activities

Ve

@ NICT NIC2 NIC3
I\

VM network for host2 VMS%

-

Minimum number of NIC cards, ESX Server 2.0.1
—~

shared network for service
console and migration activities,
separate network for

virtual machines

bonded network for

service console, virtual machines
and migration activities, VLANs
for dividing into logical networks

VMotion Network Card Configuration Options
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Depending upon the version of ESX Server you are using, configure your networking
as follows:

If you are using ESX Server 2.1 or later:
1. Create a bond including both NICs.

2. Give the bond to all three entities (service console, VMkernel, and virtual
machines).

3. Use VLANSs to create separate logical networks.
If you are using ESX Server 2.0.1:
1. Configure one NIC for the virtual machines.

2. Configure one NIC to be shared between the service console and the VMotion
networks.

Refer to your ESX Server System Administration Guide for additional information on
sharing NICs between vmkernel and the service console.

VirtualCenter Licensing Requirements

There are three elements to VirtualCenter licensing, each of which has a separate set
of license keys with a different set of policies.

VirtualCenter server — Requires one license for each VirtualCenter Server.
VirtualCenter Server licenses are perpetual. A license key is requested the first time
VirtualCenter client connects to the VirtualCenter server, not during installation.

VirtualCenter agent licenses — Requires one license that comes in assorted
configurations for each managed host. Managed processor licenses are perpetual. The
license configurations are typically in combinations of pairs, for example, 2, 4, 8, 16,
and unlimited processor licenses. Managed hosts cannot be partially licensed. For
example, you cannot use 4 processors’ worth of licenses on an 8-way system; this
configuration requires an 8 processor license. Additional licenses can be added
through the VirtualCenter client.

Licenses are applied to either ESX Server and GSX Server hosts as specified by the
license keys submitted.

Any time you add a host to VirtualCenter, VirtualCenter automatically applies an
appropriate number of managed processor licenses towards that managed host. The
number of licenses applied depends on the number of processors on the managed
host.

Note: Newer processors have two CPU cores in each processor package. Systems
with dual-core processors must use ESX Server 2.5.2 or later or GSX Server 3.2 or later.
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VirtualCenter licenses are issued by pairs of processor packages, not by processor
cores. Therefore, if the system is using two dual-core processors or two single-core
processors, the system requires a single 2-processor VirtualCenter license.

VMotion processor licenses — Requires one license for each processor for each
managed host to be VMotion enabled. VMotion processor licenses are perpetual. As
with the managed processor licenses, managed hosts cannot be partially VMotion
licensed. For example, an 8-processor server requires eight licenses. Additional
licenses can be added through the VirtualCenter client.

Whenever you add a host to VirtualCenter and there are sufficient VMotion processor
licenses available, VirtualCenter prompts you to VMotion-enable the new managed
host. Select Yes. The managed host is then VMotion-enabled, and the appropriate
number of licenses are applied by VirtualCenter.

Whenever you remove a managed host from VirtualCenter, the VMotion licenses are
released. The VMotion licenses must be reapplied when the host is re-managed by
VirtualCenter.

VMotion licenses are not intended to be mobile. The only legitimate circumstances
under which you should move a license are when you are:

o Deprecating and replacing a VMotion-enabled host.

« Repurposing a VMotion-enabled host to run services in a new farm.

« Exercising a one-time transfer of VMotion licenses.

VirtualCenter VMotion Requirements

If you wish to have VirtualCenter perform a migration with VMotion of your virtual
machines, you must also have and activate the VirtualCenter VMotion module. You
must activate each managed host. Activation requires a specific VMotion license for
each managed host. The only managed hosts supported at this time are ESX Server
hosts.

In addition, the managed hosts you are planning to migrate between must meet the
following requirements. Complete these requirements before you attempt to perform
a migration with VMotion.

e The managed hosts must share a storage area network (SAN) infrastructure.

« Configure all of your managed hosts to use a single Virtual Machine File System
(VMFS) volume.

» The virtual machine’s disks have to be on a VMFS that is accessible by both
source and target hosts.
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The shared VMFS access mode VMFS setting should be public.

Set the size of the VMFS volume sufficiently large and spanning enough LUNs
to store all of the virtual disks for your virtual machines.

Ensure that all VMFS volumes on your managed hosts use volume names, and
that the virtual machines use the volume names for specifying the virtual
disks.

Ensure that the source and destination hosts have a compatible set of
Processors.

Since VMotion transfers the running architectural state of a virtual machine
between underlying VMware ESX Servers, VMotion compatibility means that the
processors of Host2 must be able to resume execution using the equivalent
instructions where the processors of Host1 were suspended.

Processor clock speeds, cache sizes, and number of ‘cores’ may vary, but in order
for two processors to be compatible for migration with VMotion, they must
satisfy the following constraints:

Same vendor class (Intel vs. AMD)
Same processor family (P4 vs. P3 vs. Opteron)

Within the Intel P4 and AMD Opteron processor families, VMware also places
an additional restriction between processors that do support the SSE3
instructions and processors that do not support the SSE3 instructions.

VMware, in partnership with CPU and hardware vendors, is working to
maintain VMotion compatibility across the widest range of processors. For
additional information please contact your YMware representative or check
the VMware Knowledge Base:

Intel VMotion Compatibility KB 1991 at www.vmware.com/support/kb/enduser/
std_adp.php?p_faqid=1991.

AMD VMotion Compatibility KB 1992 at www.vmware.com/support/kb/
enduser/std_adp.php?p_faqid=1992.

The virtual machine configuration file should not reside on a VMFS located on
the shared datastore.

VMotion does not currently support the migration of clustered applications or
raw or undoable virtual disks. If you have clustered applications or raw or
undoable disks, store the disks on separate VMFS volumes from the virtual
machines you plan to migrate using VMotion.

VMotion requires a Gigabit Ethernet network between virtual machines.
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VMotion requires the setup of a private, Gigabit Ethernet migration network
between all of the VMotion-enabled managed hosts. When VMotion is enabled
on a managed host, configure a unique network identity object for the managed
host and connect it to the private migration network.

VirtualCenter Template Requirements

Virtual machines to be used as sources for VirtualCenter templates must have been
created by one of the following virtualization platforms:

« Workstation version 4.x
o GSXServer version 2.5.x
o ESX Server version 2.x

If you have older virtual machines that you plan to include in the VirtualCenter
environment, you must upgrade your Workstation, GSX Server, or ESX Server to the
supported version level and upgrade the virtual machines to the supported version
level. Refer to your Workstation, GSX Server, or ESX Server documentation for
additional information.

Note: To be managed by VirtualCenter, ESX Server hosts must be running ESX Server
version 2.0.1 or greater although virtual machines can have been created with ESX
Server version 2.0 and then imported into a managed host running ESX Server version
2.0.1 or greater. Similarly GSX Server hosts must be running GSX Server version 3.1 or
later although virtual machines can have been created with GSX Server 2.5.x.

The virtual disks of virtual machines to be used as sources for VirtualCenter templates
have the following requirements:

» The Workstation or GSX Server virtual machine’s directory path and
configuration file must be local to VirtualCenter server.

The path must refer to a drive letter corresponding to a local file system.
Specifically, it cannot be a network share that is mapped as a local drive.

o ESX Server virtual machines must be managed by VirtualCenter.

Remove the ESX Server host from VirtualCenter after you have created the
template, if needed.

e ESX Server golden images can have their configuration file refer to virtual disks
with relative paths. The virtual disks can then reside under the same directory as
the configuration file.

» Deploying a template or cloning a virtual machine that uses IDE disks to an ESX
Server is not supported.

www.vmware.com



CHAPTER 2 VMware VirtualCenter Requirements and Resources

« Deploying a template or cloning a virtual machine may fail due to SCSI
reservation conflicts on the LUN. To prevent this, add the following line to the
managed host configuration file to tell VirtualCenter to retry several more times.

$ echo n > /proc/vmware/config/Scsi/ConflictRetries
Where n is the number of times to retry. The recommended number is 10.
« The template repository, which you have the option to specify, must either be

local to the managed host on which the source virtual machine resides or be on
a Network Attached Storage (NAS).

VirtualCenter Guest Operating System Customization
Requirements
To use the guest customization wizard, the virtual machine and the guest operating

system, Windows or Linux, must meet the requirements listed in the following
sections:

« Virtual Hardware Requirements for Guest Customization
«  Windows Requirements for Guest Customization

e Linux Requirements for Guest Customization

Virtual Hardware Requirements for Guest Customization
Guest customization requires that the source virtual machine used to create the clone
or templates has the following:

»  VMware Tools installed.
e At least one Network Interface Card (NIC) configured.

When a virtual machine is cloned or used for a template, the new virtual
machine has the exact same number and type of NICs, for example, AMD
VLance/PcNet versus high-performance VMware vmxnet. This cannot be
changed during the deployment or guest customization process.

o SCSI disks.

The default configuration for VMware Workstation and GSX Server creating a
Windows XP or Windows Server 2003 virtual machine is IDE disks. If you are
customizing a virtual machine with IDE disks, it can only be deployed to a GSX
Server host.

VirtualCenter customization operates on the disk attached to the virtual SCSI
node with the lowest address on the SCSI controller with the lowest index. As a
result, you must make sure that the guest operating system being customized
resides on a disk attached as SCSI 0:0 node in the virtual machine configuration.
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Note: If a virtual machine has mixed IDE and SCSI disks, the first IDE disk is
considered the boot disk, and VirtualCenter passes it to the customizer. “First” is
in controller:device order, that is, ide0:0, ide0:1, scsi0:0, scsiO:1, and so on.

For Windows guest operating systems: Both the active partition (the partition
containing boot . ini) and the system partition (the partition containing the
system directory, for example, \WINNT or \WINDOWS), are on the same virtual
disk and attached the SCSI 0:0 virtual SCSI node.

Note: It is not a requirement that active and system partitions be the same
partition.

For Linux guests: The virtual disk containing the system partition (the partition
containing the Zetc. directory) must reside on the SCSI 0:0 node.
Windows Requirements for Guest Customization
Guest customization of a Windows guest operating system can occur if:
« The guest operating system is not a primary or backup domain controller.
e The clone or template has one of the following Windows versions installed:
» Windows 2000 Server or Advanced Server
» Windows XP Professional
« Windows Server 2003, Web, Standard, or Enterprise Editions

Note: Windows XP Home or Windows NT4 operating system guest
customization is not supported.

« The Microsoft Sysprep tools are installed on the VirtualCenter server.

Refer to Installing the Microsoft Sysprep Tools on page 307 for information on
installing the Microsoft Sysprep tools.

Microsoft Sysprep tools have certain requirements and impose certain
restrictions on the source machine. Please refer to the Microsoft Sysprep
documentation for additional information.

Linux Requirements for Guest Customization
Guest customization of a Linux guest operating system can occur if:
e The clone or template has one of the following Linux versions installed:
« Red Hat Enterprise Linux AS 3.0
o Red Hat Advanced Server 2.1
o SUSE LINUX Enterprise Server 8
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« The clone or template has a root volume formatted with an ext2 or ext3 file
system.

Note: A defaultinstallation of SUSE LINUX Enterprise Server 8.0 formats the disk
using the ReiserFS file system, which is not supported. If you would like to
customize your SUSE virtual machines, be sure to format the disk using an ext2
or ext3 file system during the installation of the guest operating system.

¢ The VMware Open Source Components are installed on the VirtualCenter server.

Refer to Installing the VMware Open Source Components on page 310 for
additional information.
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Technical Support Resources

There are several resources available for researching and finding solutions for issues
and concerns. The following sections describe the options.

Documentation on the Web

Full documentation for VMware VirtualCenter, including the latest updates to the
manual, can be found on the VMware Web site at:

Www.vmware.com/support

VMware Knowledge Base

You can find troubleshooting notes and tips for advanced users in the knowledge
base on the VMware Web site at:

www.vmware.com/support/kb/enduser/std_alp.php.

VMware Newsgroups

The VMware newsgroups are primarily forums for users to help each other. You are
encouraged to read and post issues, workarounds, and fixes. While VMware personnel
may read and post to the newsgroups, they are not a channel for official support.

The VMware NNTP news server is at:
news.vmware.com.
For a listing of all current newsgroups and the topic areas they cover, refer to:

www.vmware.com/support/newsgroups.htm/

VMware Community

The VMware community is a set of moderated discussion forums hosted on the
VMware Web site and is open to users of all VMware products. VMware technical staff
regularly monitor the forums to learn about your issues and feedback, and help
facilitate discussions when appropriate.

To participate in the community:
1. Goto:
www.vmware.com/community

2. Create a user account.
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Reporting Problems
If you have problems while running VirtualCenter, please report them to VMware
technical support.

The following steps should be taken to provide the information we need from you to
diagnose problems. This information largely comes from various log files. Which log
file we need depends upon the problem you encounter.

1. Register your serial number.
2. Describe the steps you took in the period before the failure occurred.
« Save any information that might help reproduce the problem.

« Record a description of your physical hardware and of the software (operating
system and applications) that was running in the virtual machine, if
applicable.

3. Collect the logs and files requested by VMware technical support.
Refer to Viewing System Logs below for a description of possible logs and files.
4. Contact your VMware Technical Support representative.

If you are requesting support directly from VMware, report your problems using
the support request form on the VMware Web site at: www.vmware.com/
requestsupport.

Refer to your service contract for additional information.
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Viewing System Logs

There are several files available that might be requested by the VMware technical
support to help resolve your problem. The following table describes the files you

might need.
Component Operating | File Name Location
System

VirtualCenter Windows vmware-vpxd-[user]- Temp directory

service log [pid].log Example:
C:\Documents and Settings\Administrator\ Local
Settings\Temp\ vmware-vpxd-Administrator-
1024 .1og
C:\WINDOWS\Temp\vmware-VirtualCenter-SYSTEM-
1024 .1og
C:\WINNT\Temp\vmware-VirtualCenter-SYSTEM-
1024 .1og

GSX Server Windows vmware-serverd. log C:\Windows\Temp

registration Linux vmware-serverd. log /var/log/vmware

service log

ESX Server ESX Server | vmware-serverd. log /var/log/vmware/

service log

VMware Windows mui.log C:\Program Files\VMware\VMware Management

Management Interface

Interface log Linux error_Jlog /var/log/vmware-mui

VMware Virtual | Windows vmware-<username>- Temp directory

Machine <PID>.log Example:

Console R -
C:\Documents and Settings\<username>\Local
Settings\Temp
The path to this file appears in the About dialog box. In a console, choose
Help > About VMware VirtualCenter, and look under Additional
information.

Linux ui-<PID>.log Temp directory

Example:
/tmp/vmware-<username>

The path to this file appears in the terminal when you start the console.

If you encounter problems with the VMware Virtual Machine Console on a remote client, please submit a support request
and this log file.
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Component Operating | File Name Location
System
VMware ESX Server | vmware-ccagent-n.log /var/log/vmware/
VirtualCenter and GSX Where nincrements after the first | C2\WINNT\TEMP
Agentlog Server log from 0to 9. The most recent | ¢=\WINDOWS\TEMP on Windows XP or Windows 2003 systems
log is the one without a dash
number.
VirtualCenter Windows VirtualCenter server managed host.
installation log
VMware Virtual | Windows VMInst.log Temp directory, Example:
Machine C:\Documents and Settings\<username>\Local
Console Settings\Temp.
installation log The Local Settings folder is hidden by default. To see its contents,
open My Computer, choose Tools > Folder Options, click the View tab
and select Show Hidden Files and Folders.
Linux VMInst. log /etc/vmware
Virtual Machine | Windows vmware. log In the same directory as the configuration file (. vmx) of the virtual
Log machine that had problems.
The path to the log file of the active virtual machine appears in the About
dialog box. In a console, choose Help > About VMware VirtualCenter,
and look under Additional information.
Linux vmware. log In the same directory as the configuration file (- vmx) of the virtual

machine that had problems.

Run the support script or save the log file before

you launch the failed virtual machine again

virtualmachine’s | Windows event- On the virtual machine managed host.
event log <path_to_configuration | c:\program Files\VMware\VMware
_File>_vmx.log VirtualCenter\vmserverdRoot\eventlog
Linux /var/log/vmware
Some of the log information is displayed in the VMware Management Interface.
Virtual machine | Windows vimkernel-core.<date> /root directory after you reboot your machine.
core file and Linux and vmkernel-
log.<date>
Virtual machine | Windows -vVmx On the virtual machine managed host.
configuration and Linux
file
Migration Windows /proc/vmware/migration/history
history log On the VirtualCenter server.
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Component Operating | File Name Location
System
Service console | ESX Server /var/log/messages
log To view service console messages: from the management interface, click
the Service Console Log tab.
Service console | ESX Server To view the server availability report: from the management interface,

availability click the Availability Report tab.
report The availability report contains useful information about server uptime and downtime. This includes detailed statistics
regarding uptime history and an analysis of downtime.

VMkernel ESX Server /var/l1og/vmkernel in the service console

messages To view the VMkernel message log:, from the management interface, click
the VMkernel Log tab.

VMkernel alerts | ESX Server /var/log/vmkernel in the service console

and availability To view VMkernel log and the availability report: as the root user, from the

report management interface, click Options >System Logs > the appropriate
tab for the log file you want to view.

VMkernel ESX Server /var/log/vmkwarning in the service console

warning To view VMkernel warnings and serious system alerts, from the

management interface, click the VMkernel Warnings tab.
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Collecting Log Files

There are several files available that might be requested by the VMware technical
support to help resolve your problem. The following describes script processes for
generating and collecting some of these files.

Setting VirtualCenter Verbose Logging
There are two ways to set verbose logging.
Method one: Set verbose log in the VirtualCenter client.
1. Choose File > VMware VirtualCenter Settings > Advanced.
2. Scroll to the log.verbose parameter.
3. Set the parameter to a value of 1.
4. Click OK.
Method two: Enable logging:
1. Open or create one of the configuration files:

C:\Documents and Settings\All Users\Application
Data\VMware\VMware VirtualCenter\config.ini
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or

C:\Documents and Settings\All Users.WINNT\Application
Data\VMware\VMware VirtualCenter\config.ini

Add the following line:
vpxd.logVerbose = “TRUE”

3. Restart the VirtualCenter service.

Collecting VirtualCenter Settings Information

1.

From the VirtualCenter client, open the VMware VirtualCenter Settings and select
the Advanced tab.

Select File > VMware VirtualCenter Settings. When the dialog box appears,
select the Advanced tab.

2. Record the information in the server.options field. Click OK.

Collecting VirtualCenter Log Files
These files are useful when you submit requests to technical support.

1.

Open a command prompt window.

For a VirtualCenter Client — Log onto the machine running VirtualCenter Client,
using the same login as the user who encountered the error, and open a
command prompt window.

For a VirtualCenter Server — Log onto the machine running VirtualCenter Server,
using a local Windows administrator account, and open a command prompt
window.

Change to the directory where VirtualCenter is installed.

For example, if the default installation directory was used:

cd c:\Program Files\VMware\VMware VirtualCenter\
Run the following command to collect the logs:

cscript velogs.wsf

For example:

cscript velogs.wsf /n:all /o:vclog.txt

To view help for the command, type:

cscript velogs.wsf /?

Help content is:
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Microsoft (R) Windows Script Host Version 5.6
Copyright (C) Microsoft Corporation 1996-2001. All rights
reserved.

This script collects VMware VirtualCenter log files to
help VMware customer support diagnose your problem.

Usage: vclogs.wsf [/?] [/n:value] [/o:valuel

Options:

? : Displays this help

n : Number of logfiles to collect, default is 10.
Specify 'all' to get all the logs.

o : Output filename, default is VirtualCenterLogs-
username-date.

If you are using VirtualCenter version 1.3.0 or older: Locate and provide the
VirtualCenter log.

The location of the VirtualCenter log is dependent on the platform it is running
on as well as the user it is running as.

Generally, the log is in temp directory. The temp directory for the system user is
different on different platforms, but typically it is one of the following:

C:\WINDOWS\Temp (on Windows XP)

C:\WINNT\Temp (on Windows 2000 or Windows 2003).

In either of these directories, there are files named as follows:
vmware-vpxd-SYSTEM-<process id>.log

If you are using VirtualCenter version 1.3.0 or older: Locate and provide the
log files: vmmsi . log and vminst. 1og. They are typically located in:

c:\documents and settings\administrator\local
settings\temp\

Locate and provide the Event Viewer Log files from the VirtualCenter server.
a. Log on as a user with VirtualCenter Administrator privileges.
b. Export the files in the default event viewer format with .evt extensions.

Place all the required files, including the Event Viewer Log files and output
directory, into a zip file.

Incorporate a timestamp into the zip file name.
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Collecting ESX Server VMkernel Files
If the VMkernel fails, normally an error screen appears for a period of time and then
the virtual machine reboots.

If you specified a VMware core dump partition when you configured your virtual
machine, the VMkernel also generates a core dump and error log.

More serious problems in the VMkernel can freeze the machine without an error
screen or core dump.

Collecting ESX Server Service Console Files

This script collects and packages all relevant ESX Server system and configuration
information and ESX Server log files. This information can be used to analyze the
problem you are encountering.

1. Run the following script on the service console:
/usr/bin/vm-support
2. Save the resulting file:
esXx-<date>-<unique-xnumber>.1tgz
Collecting ESX Server Service Log Files

You can enable logging for the VMware Authorization Service (known as vmware-
authd on Linux managed hosts) manually.

1. Inatext editor, open the following file:

« On aWindows managed host, edit conFig. ini, located in
C:\Documents and Settings\All Users\Application
Data\VMware\VMware VirtualCenter.

« On aLinux managed host, edit /etc/vmware/config.
2. Add the following lines to the file:

vmauthd. logénabled = TRUE

log.vmauthdFileName = "vmauthd.log"

This creates a file called vmauthd . 1og. On a Windows managed host, this file
appears by default in Cz\Windows\system32 or C:\WINNT\system32;
on a Linux managed host, this file appears by default in /var/log/vmware.

3. Save and close the configuration file. The log is enabled on a Linux-managed
host.

4. On aWindows-managed host, restart the VMware Authorization Service. Choose
Start > Administrative Tools > Services. Right-click VMware Authorization
Service and choose Restart. This enables logging.
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Collecting GSX Server Files and Logs Using Scripts

The GSX Server log files are generated by GSX Server and are collected by the support
script as needed. Since there is no support script on a remote GSX Server client, you
need to submit a support request at www.vmware.com/requestsupport for any issues
you encounter on a client and include the console’s log file or its installation log file.

With GSX Server hosts, you can simplify the process of collecting the needed
information by running the support script to collect the appropriate log files and
system information. Follow the steps below that apply to your managed host
computer.

Note: The support script runs only on the GSX Server host. If you encounter
problems on a remote client, you must supply the log files manually. The two log files
you should supply, depending upon the problem you encounter on the client, are the
VMware Virtual Machine Console log file and the installation log file. See below for
more information about these logs.

Running GSX Server Scripts for Windows Hosts
1. Open a command prompt.

2. Change to the GSX Server program directory.
C: cd \Program Files\VMware\VMware GSX Server

If you did not install the program in the default directory, use the appropriate
drive letter and substitute the appropriate path in the cd command above.

3. Run the support script.
cscript vm-support.vbs

4. After the script runs, it displays the name of the directory where it has stored its
output. Use a file compression utility such as WinZip or PKZIP to zip that
directory, then include the zip file with your support request.

Running GSX Server Scripts for Linux Hosts
1. Open a terminal.

2. Run the support script as the user who is running the virtual machine or as root.
vm-support

If you are not running the script as root, the script displays messages indicating
that it cannot collect some information. This is normal. If the VMware support
team needs that information, a support representative may ask you to run the
script again as root.
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3. The script creates a compressed - tgz file in the current directory. Include that
output file with your support request.
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CHAPTER

Installing VMware VirtualCenter

This chapter describes how to install VMware VirtualCenter on your system. This
chapter contains the following topics:

e Preparing for the VirtualCenter Database on page 66

« Installing and Upgrading the VirtualCenter Product on page 74

« Finishing VirtualCenter Web Service Installation on page 90

« Configuring Communication Between VirtualCenter Components on page 99
« Uninstalling VirtualCenter on page 101

¢ Uninstalling a VirtualCenter Component on page 104

e Adding a VirtualCenter Component on page 107

A single installer package contains the VirtualCenter client, VirtualCenter server, and
the VMware SDK Web service. You can install VirtualCenter client and VirtualCenter
server components separately or on the same Windows system. The VirtualCenter
agent installation is handled automatically by the VirtualCenter server. The VMware
SDK Web service is installed with the VirtualCenter server. The VirtualCenter client
package includes online help and documentation for administrators and users.
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Preparing for the VirtualCenter
Database

VirtualCenter supports three types of database formats:
e Microsoft Access (default)
e Microsoft SQL Server 2000, Microsoft SQL Server 7
« Oracle 8i,9i, 10g

Each database requires some configuration adjustments in addition to the basic
installation.

The installation preparation topics are covered in the following sections:
» Preparing to use a VirtualCenter Database
« Configuring Oracle 8i, 9i, or 10g Connection to Work Locally
« Configuring Oracle 8i, 9i, or 10g Connection to Work Remotely
« Configuring a SQL Server ODBC Connection
« Configuring the Microsoft Access Database

« Maintaining Your VirtualCenter Database

Preparing to use a VirtualCenter Database

The following lists the basic steps required to support the VirtualCenter database and
ensure that all VirtualCenter tables are placed in the VC_Database instance.

1. Log on as database administrator in your SQL Server.
2. Create your own database instance, for example: VC_Database.

3. Create your database operator account on your VC_Database. Set the
VC_Database as the only database instance the database operator can access.

4. Create an ODBC connection. The VC_Database is the only database listed and
the default database.

5. Install VirtualCenter with the SQL Server using the database operator account
and the ODBC connection.
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Configuring Oracle 8i, 9i, or 10g Connection to Work Locally

If you are planning to use an Oracle database as your VirtualCenter database and you
are going to have VirtualCenter access the database locally, use the following
procedure.

To prepare an Oracle database to work locally with VirtualCenter:
1. From the Oracle database machine install and prepare Oracle:
a. Install Oracle 8i, Oracle 9i, or Oracle 10g and create a database (VirtualCenter).
Download Oracle ODBC from the Oracle Web site.

Install Oracle ODBC corresponding driver through the Oracle Universal
Installer (directions are provided with the driver).

b. Increase the number of open cursors for the database. Add the entry
open_cursors = 300 tothe
C:\Oracle\ADMIN\VPX\pfile\init.ora file.

2. Connect Oracle locally:

a. Create a new tablespace specifically for VirtualCenter using the following SQL

statement:

CREATE TABLESPACE vpx DATAFILE
'C:\Oracle\ORADATA\VPX\vpx.dat' SIZE 500M;

b. Create a user, such as vpxAdmin, for accessing this tablespace through ODBC:

CREATE USER vpxAdmin IDENTIFIED BY vpxadmin DEFAULT
TABLESPACE vpx;

. Allow that user CONNECT and RESOURCE privileges:

0

GRANT CONNECT, RESOURCE to vpxAdmin;
d. Create an ODBC connection to the database. The following are example
settings:

Data Source Name: VMware VirtualCenter
TNS Service Name: VPX
User Id: vpxAdmin

Configuring Oracle 8i, 9i, or 10g Connection to Work Remotely

If you are planning to use an Oracle database as your VirtualCenter database,
VirtualCenter must access the database remotely.

To prepare an Oracle database to work remotely with VirtualCenter:

1. Install the Oracle client on the VirtualCenter server machine.
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2.

Connect Oracle remotely:
a. Download and install the ODBC driver.

b. Edit the tnsnames . ora file located at Ora8I, 0ra9I or 10g, as
appropriate.

C:\Oracle\Oraxx\NETWORK\ADMIN
Where xx is either 81, 9, 10g.
¢. Use the Net8 Configuration Assistant to add the following entry:

VPX =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS= (PROTOCOL=TCP) (HOST=vpxd-Oracle) (PORT=1521))
)
(CONNECT DATA =
(SERVICE NAME = VPX)
)
)
HOST =

Where HOST is the managed host to which the client needs to connect.

Configuring a SQL Server ODBC Connection

When you install VirtualCenter server, you have the option to establish a connection
with a SQL Server database. The following procedure describes how to configure a
SQL Server ODBC connection. If you use the SQL Server authentication method,
supply the same user name, password, and ODBC system DSN in the wizard that you
used to configure the ODBC.

Refer to your Microsoft SQL ODBC documentation for specific instructions regarding
configuring the SQL Server ODBC connection.

Note: Microsoft Windows NT authentication is not supported with SQL Server.

To prepare a SQL Server database to work with VirtualCenter:

1.

On your Microsoft SQL server, perform the following:

a. Create a SQL Server database using Enterprise Manager on the SQL Server.
b. Create a SQL Server database user with db_ddladmin rights.

Perform the following steps on your VirtualCenter server.

Open the Windows ODBC Data Source Administrator.

Select Settings > Control Panel > Administrative Tools > Data Sources (ODBC).
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Select the System DSN tab.
Modify an existing SQL Server ODBC connection:
a. Select the SQL Server ODBC DSN you want to modify.

b. Select the appropriate ODBC connection from the System Data Source list.
Click Configure.

¢. Proceed with step 7 for creating a new SQL Server ODBC DSN connection.
Create a new SQL Server ODBC connection:

a. Select Create New Data Source. Click Add.

b. Select a New Data Source to SQL Server. Click Finish.

Specify an ODBC DSN name.

Type the name in the Name field. For example, type VMware
VirtualCenter.

Optionally, specify an ODBC DSN description.
Type the description in the Description field.
Select the DSN server name from the Server drop-down menu.

Type the SQL Server machine name in the text field if you cannot find it in drop-
down menu.

Configure the SQL Server authentication screen. Click Next.
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Select an authentication option.

Use either of the authentication methods:

« Ifyou are using local SQL Server, select Windows NT authentication.

« Ifyouare using remote SQL Server, select SQL Server authentication. You can
also choose Windows NT authentication.

Note: The authentication option you choose for a remote SQL Server must

match the local SQL Server.

SOL Server Properties (Configure) - (LOCAL)
Server Settings | Databaze Settings | Replication
General | Memow | Prossssor  Secuiy | Comnsctions
- Securi

x|

SOL Server pravides authentication bazed on 'Windows
sccounts and a named SOL Server login D and password

Authentication:
& BHL Server and Windows
 Windows only

Audit level:
£+ Naone " Failure
" Success Al

Ownership chaining:
™ Allow cross-database ownership chaining

~ Startup service account

Start and run SAL Server in the following account:

" Gystern account

& This accaunt “administralor
Password lm
Ok I Cancel | Help |

To identify the authentication type:

a. Open SQL Server Enterprise Manager.

b. Click the Properties tab to view Properties.

¢. Check the mode.

The mode indicates either Windows NT or SQL Server authentication type.
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Registered SQL Server Properties 5[

General |

@éervm [iCacan) =L

Connection

 Use Windows authentication
& Use SO Server authentication
Login Name: 54
Passward: lmmm‘—

[~ Aluays prampt for login name and password

Dptians

Server Group 0 500 Server Group -

(2 W Display SUL Server state in cansdle

¥ Show system databases and system objects

¥ &utomatically start §GL Server when connecting

0Kk | cencel | Hep |

12. Enter your SQL Server login and password.
Refer to your database administrator for this information.
13. Configure the default database. Click Next.
14. Select the database.
Select an option from the Change the default database to menu. Click Next.
15. Complete the process. Click Finish.
16. Verify the database source.
From the ODBC Microsoft SQL Server Setup menu, select Test Data Source.

If the test data source is acceptable, click OK. If it is not acceptable, return and
reconfigure any incorrect items.

17. Close the ODBC Data Source Administrator. Click Close.

Configuring the Microsoft Access Database
If you find that the database performance is slow, increase the buffer size.

Note: Using the Microsoft Access database for production environments is not
recommended. It is intended for demonstration and trial purposes only.

To adjust the performance of the Microsoft Access database:
1. Open the Windows ODBC Data Source Administrator.
Select Settings > Control Panel > Administrative Tools > Data Sources (ODBC)

2. Select the System DSN tab.
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3. Select ODBC Mircosoft Access Setup. Click Options.
4. Increase the buffer size and click OK.

The default value is 2048. Change it to 8192.
5. Restart the VirtualCenter server, if it is running.

Refer to Starting or Stopping VMware VirtualCenter on page 116 for information
on starting and restarting the VirtualCenter server.

Maintaining Your VirtualCenter Database

Once your VirtualCenter database instance and VirtualCenter are installed and
operational, be sure to perform standard database maintenance processes. These
include:

« Monitoring the growth of the log file and compacting the database log file, as
needed. Refer to the documentation for the database type you are using.

« Scheduling regular backups of the database.
e Backing up the database before any VirtualCenter upgrade.
Compressing Your Microsoft Access Database
This should reduce the size of your Microsoft Access database. You might want to

verify the size of the database file before and after these steps. You should notice that
space is reclaimed.

These directions are for an Microsoft Access database in a Windows 2000 system. The
directions may vary a bit in a Windows XP system, but should be essentially the same.

Note: Using the Microsoft Access database for production environments is not
recommended. It is intended for demonstration and trial purposes only.

To compress your Microsoft Access database:
1. Shut down the VirtualCenter application.
a. Select My Computer > Manage > Services and Applications >Services.
b. Locate and stop the following services:
VMware VirtualCenter Web Service
VMware VirtualCenter Server
2. Open MS Access.
Select Start > Programs > Microsoft Access.
3. Display the browse function.
Click More files > OK.
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Open the file.

c:\documents and settings\all users\application
data\vmware\vmware virtualcenter\vpx.mdb

Select Tools > Database Utilities > Compact and Repair Database.

Wait for the process to complete.
Close MS Access.
Start the services again.

Log on to VMware VirtualCenter.

CHAPTER 3 Installing VMware VirtualCenter

73



VMware VirtualCenter User’s Manual

74

Installing and Upgrading the

VirtualCenter Product

This section describes how to upgrade or install your VirtualCenter product. This
includes performing a fresh installation, adding a component to an existing
installation, and upgrading existing components to the latest VirtualCenter version.
The topics are described in the following sections:

Starting the VirtualCenter Installer for a First Time Installation on page 75
Starting the VirtualCenter Installer for an Upgrade Installation on page 76
Selecting the Components to Install on page 79

Installing the VirtualCenter Server on page 82

Installing the VMware Web Service on page 87

Completing the Installation on page 89

VMware VirtualCenter installs the following components:

VirtualCenter client — A user interface that runs locally on a Windows
managed host with network access to the VirtualCenter server.

VirtualCenter server — A service that acts as a central administrator for
VMware servers connected on a network, to direct actions upon the virtual
machines and the virtual machine managed hosts. VirtualCenter server is the
central working core of VirtualCenter.

Note: A host can be managed by only one VirtualCenter server. If you try to
register an host that it is already managed by a different VirtualCenter server, an
error message appears and you are prevented from adding the host to the
additional VirtualCenter server.

VirtualCenter database — A database dedicated to the VirtualCenter
processes. It is installed when the VirtualCenter server is installed.

VirtualCenter agent — An agent installed on each managed host to be under
VirtualCenter control. It coordinates the actions received from the VirtualCenter
server.

VMware Web Service — A component of the VMware SDK. It is installed by

default with the VirtualCenter server. It cannot be installed without the
VirtualCenter server.
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Note: Install and use only one VirtualCenter server to control all, or specific groups of,
managed hosts. Do not have multiple VirtualCenter servers controlling the same
managed host. Instead, install multiple copies of the VirtualCenter client. From each
VirtualCenter client, you can access any networked VirtualCenter server.

Note: The VirtualCenter client does not store any persistent information on your
local machine.

Starting the VirtualCenter Installer for a First Time Installation

This section describes how to install VirtualCenter on your system when there is no
other VirtualCenter installation present.

To install a VirtualCenter component on your client, server, or host:

1.

Download the VirtualCenter installer file from the VMware secure Web site to a
local drive.

Contact your VMware representative for information on the location of the
secure Web site.

Run the installer.

Double-click the VMware installation icon or select Start > Run and enter the
location of the installer in the Run window.

The VirtualCenter installer prepares to install the components.

If you do not have Microsoft NET Framework version 1.1 on your machine, a
prompt appears to ask if you wish to install it.

If you click Yes, then the installer automatically installs this package. If you have
installed an older version, then the installer automatically upgrades your version
to version 1.1.

For more information on .NET Framework 1.1, see:
www.msdn.microsoft.com/netframework/technologyinfo/
Verify you are installing the VirtualCenter product. Click Next.

Accept the VMware license terms.

Click the Accept button, then click Next.
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6. Enter your customer identification information.

i'\;“ ¥Mware ¥irtualCenter <]
Customer Information

Please enter your information.

User Mame:

Drganization:

Instzllshield

< Back, I ext = I Cancel |

Enter your user name and company name. Then click Next to continue the
installation.

7. Proceed to the section Selecting the Components to Install on page 79.

Starting the VirtualCenter Installer for an Upgrade Installation

When you upgrade your VirtualCenter version, you must upgrade all the components,
including your VirtualCenter server and VirtualCenter client.

Note: VirtualCenter is not backward compatible. Do not install an older version of
VirtualCenter over a newer version of VirtualCenter. If you uninstall a newer version of
VirtualCenter you must remove the database as well. The VirtualCenter database is not
backward compatible.

To upgrade your VirtualCenter components on each machine that has a client or
server:

1. Back up your VirtualCenter database.
It is recommended that your database administrator (DBA) perform this task.

2. If you are using an Oracle database: Prior to upgrading, make sure that
shared_pool_ size parameter is set to no less than 100MB.

This ensures that the upgrade performs reasonably.

The shared pool size parameterisinthe init . ora file. Have your
Oracle database administrator check and set this.
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Download the VirtualCenter installer file from the VMware secure Web site to a
local drive.

www.vmware.com

Contact your VMware representative for information on the location of the
secure Web site.

Run the installer.

Double-click the VMware installation icon or select Start > Run and enter the
location of the installer in the Run window.

The VirtualCenter installer prepares to install the components.
Verify you are upgrading the VirtualCenter product. Click Next at the prompt.

@ This setup will perfarm an upgrade of YMware VirtualZenter', Do ywou want ko continue?

‘fes a) |

Accept the upgrade wizard. Click Next at the wizard opening screen.

The VirtualCenter installer checks the local machine to identify what
VirtualCenter components are installed.

If you are upgrading the VirtualCenter server:
a. Specify the database to use.

Be sure to select the same database type that you used in the previous version
of VirtualCenter.

b. Do not overwrite your database. Accept the default, click Yes at the prompt.

¥Mware YirtualCenter Installation
& A VirtualCenter database already exists. Would vou lke to keep your data?

NOTE: Selecting Mo’ will delete the existing data and re-initialize the database,

Mo |

If you click No, your existing database will be overwritten.

The default is yes. If you press yes, the wizard continues to the next step in the
installation process. If you press no, you are prompted to confirm and then the
database is deleted, or rather overwritten by the upgrade and/or new
installation.

You see this prompt if a VirtualCenter database exists on the machine. You see
this prompt even if you previously uninstalled VirtualCenter and selected to
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Remove the VMware VirtualCenter Database and Settings from this
machine.

8. If the VirtualCenter server is installed: Indicate whether or not to install the
VMware Web Service.

& ¥Mware ¥irtualCenter [=]

¥irtualCenter Web Service

Enter necessary information ko connect ta a Yiware VirtualCenter server,

The VirtualCenter Web service will use the account specified below to connect to
‘irtualCenter service, The user must be a member in the Administrators group on this
machine.

WMware VirbualCenter user name WMware VirbualCenter password

WMware Web Service port 3445

The VirtualZenter service is using S5L technology ta encrypt the comunication between the
YrtualCenter client and the server, To use the YMware provided SSL certificates please
select the bow below,

¥ Use default YMware Digital Certificates

Installshield

< Back. I Mexk = I Cancel |

Note: The VMware Web Service must be installed on the same machine as the
VirtualCenter server.

To install the Web service, click the Install VirtualCenter Web service check box.
Then click Next.

9. Proceed with the upgrade. Click Install.

If VirtualCenter server is not already installed or an older version is installed, the
current version of VirtualCenter server is installed or upgraded, as needed.

10. When the upgrade is complete, click Finish.
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Selecting the Components to Install
1. Select the type of installation setup.

i ¥Mware VirtualCenter

Setup Type

Choose the setup type that besk suits yvour needs,

Please select a setup type,

& giant

1

" Server

i

i Custom

1=

Tnisball5hield

Install the components necessary to connect to & YMware
WirbualCenter server.

Install WMware YirtualCenter server components, Installs both base
WirtualCenter server and WirtualCenter Web service,

Choose which program Features wou want installed and where they
will be: installed. Recommended for advanced users,

< Back I Mext = I Cancel

The choices are:

o Client — Installs the VirtualCenter client and VirtualCenter database

components on the local machine.

CHAPTER 3 Installing VMware VirtualCenter

« Server — Installs the VirtualCenter server and the Web service component on
the local machine.

Web service — Installed by default with the VirtualCenter server. It is a
programmatic interface that allows customer-written or third-party

applications to access services provided by VirtualCenter. This is not a user
interface for configuring VirtualCenter.

You must install the VirtualCenter server to install the Web service. For

information about writing programs that use the VirtualCenter Web service,

refer to the VMware SDK documentation available at:

www.vmware.com/support/developer/vc-sdk

Custom — Allows you to select which items to install and where, within the
network, they are to be installed.

Click the appropriate radio button. Then click Next to continue the installation.

« Ifyou selected Client only, skip to Completing the Installation on page 89.

« If you selected Server only, skip to Installing the VirtualCenter Server on
page 82. The default is to install the Web service with the Server option.
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« Ifyou selected Custom, proceed with the next step.

2. Select the VirtualCenter component(s) to install.

i'\;“ ¥Muware ¥irtualCenter [x]

Custom Setup

Select the program Features you want installed.

Click on an icon in the list below ko change how a Feature is installed.

=) - | Client Feature Desr?npt\on
=] Installs the YirtualCenter Web
Service

=) This Feature wil be installed on local hard drive.

B This Feature, and all subfeatures, will be installed on local hard drive.

¥ This Feature will not be available.

Install to:
CiProgram Filesi¥MwareiVMware VirtualCenter!, Change...
Instzllshield
Help I Space | < Back, I ext = I Cancel |

Click the down arrow next to the appropriate component and select from the
drop-down menu.

If you unselect an item, its icon changes to an X. The Space and Change buttons
are grayed if a component is not selected.

& ¥Mware YirtualCenter

Custom Setup

Select the program features you want installed.

Click on an icon in the list below to change how a Feature is installed,
=] clert Feature D.escriptiun
Viware WirtuslCenter server

components. Used ko manage
¥ | wirtualCenter Web Service several virtual machines,

This feature requires 16MB on
wour hard drive, It has 0 of 1
subfeatures selected. The
subfeatures require OKE on your
hard drive,

Install bo:
change. .. |
Installshisld
Help Space < Back I [Mext = I Cancel I

www.vmware.com
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3. Make adjustments for available disk space.

i'\;“ ¥Muware ¥irtualCenter [x]

Disk Space Requirements:

The disk space required For the installation of the selected Features.

Wolume Disk Size | Awailable | Reequired |
=2 T4GE Z8GE 113MB
S -787GB 767EE OKE

46466 -304GE kB
46466 -304GE kB

1| | i

The highlighted volumes do nat have enough disk space available For the currently selected
features. You can remaove Files From the highlighted volumes, choose ko install less Features onta
local drives, or select different destination drives.

Instzllshield

Click the Space button from the Custom Setup screen. In the Disk Space
Requirements screen, click and drag column headers to view all columns as
needed.

If a volume line is highlighted, click OK, return to the previous screen, and select
to install either the client or the server, as both do not fit in the available disk
space.

Click OK to return to the Custom Setup screen.
4. Change location as needed.

i'é" ¥Mware YirtualCenter

Change Current Destination Folder

Browse ko the destination Folder.

Look in:

I (2 YMware VirtuslCenter j I

Folder name:

Instzlshield

0K I Cancel
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Click the Custom button from the Custom Setup screen. In the Change Current
Destination Folder screen, browse to find the appropriate location. Click OK to
return to the Custom Setup screen.

After your selections are made, click OK to return to the Custom Setup screen.
Complete the Custom Setup screen. Click Next.

Proceed to the section appropriate to the components you selected.

If you selected Client only, skip to Completing the Installation on page 89.

If you selected Server, proceed to Installing the VirtualCenter Server on page 82.

Installing the VirtualCenter Server

1.

Set up or confirm the type of VirtualCenter database you wish to use.

i'é‘- ¥Mware VirtualCenter
Database Setup

Set up an ODEC connection ko the VirkualCenter database,

Please select the database connection to use with YirtualCenter.

" Use Access database
Create and initizlize a local Access database.
@ Mote: Instaling a local VirtualCenter database will overwrite and
replace any existing VirtualCenter database,

{+ 1lse a custom 501 Server database connection

@ Manually setup an GDBC connection to a SGL Server database.,

" Use a custom Oracle database connection
@ Manually setup an ©DEC connection to an Oracle database,

Tnisball5hield

< Back I Mext = I Cancel I

Select whether to have the VirtualCenter create a database or create either a
custom SQL Server or an Oracle database. If you are upgrading, specify the
previous database used. The options are:

« Use Access database — VirtualCenter automatically creates a Microsoft
Access database.

This is a file in Microsoft Access format.

» Use a custom SQL Server database connection — VirtualCenter prompts for
DSN information and then configures the database.

Supported versions are SQL Server 7 and SQL Server 2000.

» Use a custom Oracle database connection — VirtualCenter prompts for DSN
information, a user name, and a password and then configures the database.

www.vmware.com



CHAPTER 3 Installing VMware VirtualCenter

Supported versions are Oracle 8i, Oracle 9i, and Oracle 10g.

The VirtualCenter database can be remote to the VirtualCenter server. The
VirtualCenter database user is configured as the initial Administrative user.

You must already have installed and configured the database application. Refer
to Preparing for the VirtualCenter Database on page 66 for additional
information.

To create a Microsoft Access database: Click the Use Access database button
and click Next.

To create an Oracle or SQL Server database connection: Perform the
following:

a. Click Use custom SQL or Oracle database connection and click Next.

b. Manually create a new System DSN. Click Add. Set the name to VMware
VirtualCenter. Then click OK.

£10DBC Data Source Administrator H
UserDSH  System DSH | File DSM | Driversl Tracwng' Connection Puo\ingl About I

System D ata Sources:

M arne Diriver I Add.. |
Microsoft Access Driver [*.mdb)
Remove

Configure...

An ODBC System data source stores information about how to connect to
the indicated data provider. A Spstem data source is visible ta all users
on this machine, including MT services.

(u] 8 I Cancel Apply Help
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c. Select a driver for the data source. Click Finish.

Create New Data Source E

Select a driver for which you want o set up a data source.

Driver do Microsoft Access [*.mdb)
Driver do Microzoft dB ase [*.dbf]
Driver do Microgoft Excel(*.xls)
Driver do Microsoft Paradox [*.db ]
Driver para o Microsoft Visual FoxPro
Microsoft Access Diiver [*.mdb)
Microsoft Access-Treber [ mdb)
ticrosolt dBase Driver [*.dbf]
bdirreondt AR 22a VED Miivar 5 ARA

< Back I Firish I Cancel |

d. Provide a data source name, for example, VMware VirtualCenter. Click OK.

DDBC Microsoft Access Setup ﬂ ﬁ
Data Source Mame: |VirtuaICemter Ok I

D escription: |VirtuaICemter database|

Cancel |

- Databa

Database: Help |
Select | Create | Repair. | Compact. |
Advanced |

 System Databa:

* MNone
" Database:

System [1atabas |
Oplionss»

www.vmware.com
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e. When you are returned to the ODBC Data Source Administrator panel, select

the new VirtualCenter data source you created. Click OK.

#10DBC Data Source Administrator [ 7] %]
User DSN  Spstem DSN IFi\e DSN| Dlivelsl Tracing' Connection Poolingl About |

System Diata Sources:

Mame | Driver | Add... |
ECDCMuzic Microgoft Access Driver [*.mdb)

JERAOEMIEY Microsoft Access Driver [*.mdh) Femove |
Canfigure.. |

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data source is vizible to all users
o this machine, including NT services

oK I Cancel | Aoply | Help |

f. Provide a user name and a password. Click Next.

i@ ¥Mware ¥irtualCenter
Database Information

Enter additional database configuration information.

Enter the Data Source Mame (DSM) that you entered in the ODEC Data Source Administrat, .

Enter the username that you entered in the GDEC Data Source Administrator,

Enter the passward For this database connection.

Installshisld

< Back I et = I Cancel

g. If an existing custom connection is already present, click Cancel to quit the

ODBC Data Source Administrator.

VirtualCenter checks that the connection is valid before it allows the

installation to continue.

For an Oracle database, connect through an Oracle driver. You must upgrade
the Oracle driver version to match the corresponding Oracle database. If you
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have not already done so, refer to Preparing for the VirtualCenter Database on
page 66 and perform the preparation steps before proceeding.

VirtualCenter then stores the VirtualCenter database information in the
registry.

For additional information on creating an ODBC data source, refer to your
Windows documentation.

If you have an existing database: Click No at the prompt.

Do not overwrite your database. Accept the default, click Yes at the prompt.

¥™Mware ¥irtualCenter Installation [ <]
& A VirkualCenter database already exists, Would you lke to keep your data?

MNOTE: Selecting ‘Mo’ will delete the existing data and re-initialize the database.

] w |

If you click No, your existing database will be overwritten.

The default is yes. If you press yes, the wizard continues to the next step in the
installation process. If you press no, you are prompted to confirm and then the
database is deleted, or rather overwritten by the upgrade and/or new
installation.

You see this prompt if a VirtualCenter database exists on the machine. You see
this prompt even if you previously uninstalled VirtualCenter and selected to
Remove the VMware VirtualCenter Database and Settings from this machine.

Proceed to the appropriate section.

« Ifyouare notinstalling the Web service, skip to Completing the Installation on
page 89.

« Ifyou are installing the Web service, proceed to Installing the VMware Web
Service on page 87.
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Installing the VMware Web Service

You can install the Web service on any machine that also has the VirtualCenter server.
The VMware SDK package is not installed through the VirtualCenter installer. For
information about writing programs that use the VirtualCenter Web service, refer to
the VMware SDK documentation available at:

www.vmware.com/support/developer/vc-sdk
To install the Web service, continue with the VirtualCenter installer:

1. Enter the information to enable the Web service to connect to the VirtualCenter

server.

¥irtualCenter Web Service

Enter necessary information ko connect ta a Yiware YirtualCenter server,

The VirtualCenter Wieb service will use the account specified below to connect to
‘irtualCenter service, The user must be a member in the Administrators group on this
machine.

WMware VirbualCenter user name WMware VirbualCenter password

WMware Web Service port 3445

The VirtualZenter service is using S5L technology ta encrypt the comunication between the
YrtualCenter client and the server, To use the YMware provided SSL certificates please
select the bow below,

¥ Use default YMware Digital Certificates

Installshield

< Back. I Mext = I Cancel |

« VMware VirtualCenter user name — This user must have VirtualCenter
Administrator privileges.

« VMware VirtualCenter password — The password for the user name you
previously entered.

The Web service uses this user name and password to connect to the
VirtualCenter server and has the privileges assigned to this administrator user.
Refer to the VirtualCenter documentation for information on the various users
and groups.

» VMware Web Service port — Specifies the Virtual Machine Agent server port
number. Use the default port number of 8443, unless this port is already in
use.

o Use Default VMware Digital Certificates Check box — If the Use default
VMware Digital Certificates check box is selected, the SSL screen appears.
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2. Select whether to accept the default VMware certificates or use your own
certificates.
& ¥Mware YirtualCenter

VirtualCenter Web Service

Enket necessary information ko setup the web service to use S5L

55L Server Certificate

IC:'\DU:uments and Settingshal Userst Application DatalMwareliMware YirkualCenteriyi

551 Certificate Authority Chain

|C:\Documents and Settingstal UserstApplication DataiviMwarevMware YirkualCenteriVi

55L Server Private Key

IC:\Documents and Settingstal UserstApplication DatalviMware)vMware YirkualCenter\Vi

551 Server Private Key Passphrase

Imm«m«mm«

Inisball5hiz!d

< Back Cancel |

a. To accept the VMware certificates: Leave all the fields unchanged and click
Next.

b. To specify your own certificates: Enter the path to your own certificates and
click Next.

You can update or modify the digital certificates at a later time. Refer to
Updating VMware SDK Digital Certificates on page 98.

The following files are required for digital certification:

server Certificate: path to file is specified in
vmaConfig.xml as <sslCerts

server CA Chain: path to file is specified in
vmaConfig.xml as <sslCAChains>

server private Key: Stored in the registry under
HKEY LOCAL MACHINE\SOFTWARE\Vmware, Inc.\VMWare
SDK\CertInfo

3. Proceed to the next section.
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Completing the Installation

1.

Verify that you are ready to proceed with installation. Click Install to continue the
installation.

Progress messages appear while the installation proceeds. The VirtualCenter
installer, as specified, installs the VirtualCenter server, starts the VirtualCenter
database, performs a default access setup of the open database connectivity
(ODBQ), registers and activates the VirtualCenter server, and installs the
VirtualCenter client.

Note: If you are upgrading your VirtualCenter server, the VirtualCenter database
is also upgraded. This can take a long time, from several minutes to hours,
depending up on the size of your database. Do not click Cancel. Be patient.

Close the installation wizard. Click Finish.
The selected VirtualCenter components are installed on your Windows machine.

Appropriate services are started, including the VirtualCenter server and the
ProtectedStorage service, as appropriate to the VirtualCenter components
installed on the machine.
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Finishing VirtualCenter Web Service
Installation

After installing the SDK component, you should perform and verify the steps in the
following sections:

« \Verifying VirtualCenter Web Service Installation
« Changing VMware Web Service Options After Installation
« Updating VMware SDK Digital Certificates

Verifying VirtualCenter Web Service Installation
After installing the VirtualCenter Web service, you can verify that it is installed and
working correctly using the following steps.

1. Validate that VirtualCenter is installed and running correctly by opening a
VirtualCenter client and connecting to the VirtualCenter server. If VirtualCenter is
not running, the Web service does not function. Log on with the same user
name and password that you entered during installation to make sure that those
are valid.

2. Open Internet Explorer on the Windows machine on which the two services are
running and open the following URL:

C:\Documents and Settings\All Users\Application
Data\VMware\VMware VirtualCenter\VMA\login\login.html

3. Optionally, enable access from remote locations.
a. Using a text editor, open the vimaConfig. xml file to include the URL path.

The file is located at: C: \Documents and Settings\All
Users\Application Data\VMware\VMware VirtualCenter\VMA

This file is designated as hidden. Make sure your Windows Explorer is set to
view hidden files if you cannot see the file.

b. Add the following:

<vma>
<services>

<docRoot>C: \Documents and Settings\All Users\Application
Data\VMware\VMware VirtualCenter\VMA\login</docRoot>
</service>
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</vma>
c. Save the file.
d. Restart the Web service.

e. Type the Web service URL directly into your browser, specifying the Web
service host machine. For example:
https://<webservicemachine>:8443/login.html

Note: Use caution when putting the docRoot element into

vmaConfig.xml. Since this allows access to all files below the specified

directory, a mistake in the docRoot directory path or placing documents in the
directory that should not be present in it can result in documents not intended
for public access becoming inadvertently accessible.

Enter the log in information

8 vMware VirtualCenter Web Service - Login - Microsoft Internet Explorer [Hel_olx]

Fle Edt Vew Favores Tools Help

adiress [ Cipocumerts L VirtualC [re) | oo |unks >
User Name: [

User Password: [

Web Service URL: |

Login

E12004 Yhtware Inc,
[&oene [T [ [ Compurer

N

a. Type your user name and password.
b. Type the Web service URL, for example:
https://localhost:8443

Note: 8443 is the default port number. If you entered a different port number
during installation, use that instead.

If the Web service is installed correctly, an XML message or file is displayed in the
browser. This indicates that the Web service is operating and responding to
queries.

If VirtualCenter does not accept the user name and password you entered, the
XML message indicates permission denied.
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If VirtualCenter does accept the user name and password you entered, an XML
file similar to the one below appears, showing the top-level information paths
available through the Web service.

<?xml version="1.0" encoding="UTF-8" ?>
- <env:Envelope xmlns:xsd="http://www.w3.0rg/2001/
XMLSchema" xmlns:env="http://schemas.xmlsoap.org/soap/
envelope/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-
instance">
- <env:Body>
- <GetContentsResponse env:encodingStyle="http://
schemas .xmlsoap.org/soap/encoding/"
xmlns="urn:vmal">
- <returnvals>
<handle>vma-0000-0000-0000</handle>
<vHandle>vma-0000-0000-0000@fd0b16£9a6000002</
vHandle>
- <body xsi:type="Container"s>
- <item>
<key>vma-0000-0000-0001</key>
<name>vcenter</names>
<type>Container</type>
- <perm>
<key>Administrators</key>
<rights>Admin</rights>
</perm>
</item>
- <item>
<key>vma-0000-0000-0002</key>
<name>webservice</name>
<type>Container</type>
</item>
- <item>
<key>vma-0000-0000-0008</key>
<names>host</name>
<type>Container</type>
</item>
- <item>
<key>vma-0000-0000-0009</key>
<name>vm</names>
<type>Container</type>
</item>
- <item>

www.vmware.com



<key>vma-0000-0000-000a</key>
<name >unknownvVM< /name>
<type>Container</type>

</item>

- <item>
<key>vma-stats-conf</key>
<name>perf</name>
<type>Container</type>

</item>

- <item>
<key>vma-datastore</key>
<name>datastore</name>
<types>DatastoreInfolist</type>

</item>

- <item>
<key>vma-global-conf</key>
<name>customProperty</name>
<type>CustomPropertylList</type>

</item>

- <item>
<key>vma-0000-0000-0013</key>
<namesevent</names
<type>Container</type>

</item>

- <item>
<key>vma-0000-0000-0018</key>
<name>task</name>
<type>Container</type>

</item>

- <item>
<key>vma-0000-0000-0019</key>
<name>schedule</name>
<type>Container</type>

</item>

- <item>
<key>vma-0000-0000-001la</key>
<name>template</name>
<type>Container</type>

</item>

</body>

</returnval>
</GetContentsResponse>
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</env:Body>
</env:Envelope>
If you see a page not-found message, make sure that you have the correct
port number by reviewing the vimaConfig.xml file.

If you get different behavior, ensure that the user name and password you
entered during installation are valid within VirtualCenter. Even if you enter an
acceptable user name and password through the browser, if the Web service
itself is not configured with valid credentials, it does not operate correctly. If
necessary, modify the Web service configuration as described in Changing
VMware Web Service Options After Installation on page 95, or uninstall and re-
install the Web service.

Once you have been properly authenticated through the browser interface,
review the information available through the Web service and confirm that it
matches the VirtualCenter client.

To do this, append paths to the URL, for example:

https://localhost:8443/vcenter

This address returns an XML representation of the VirtualCenter hierarchy. Drill
down further by, for example, appending the name of a farm: /vcenter/
test-farm. Browsing top-level paths /host or /vmdisplays lists of the
managed hosts or UUIDs of virtual machines being managed by VirtualCenter.
Drilling down displays XML documents with managed host and virtual machine
details.
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Changing VMware Web Service Options After Installation

The Web service provides the vma command for making selected configuration
modifications.

To use the vma command:
1. Stop the Web service.
a. Select Start > Settings > Control Panel > Administrative Tools > Services.

b. Right-click the Web service and select Stop.

| action  view H(--b\-’ﬁ \@H»lll l»
Tree | ame_/ [ Description [ Status [ Skartup Type [LogOnas | =]
Services (Local) | @ WMuware DHCP Service DHCP service for virtual networks Started  Automatic  LocalSystem
Saiinare NAT Service Metwork address bransiation For vitusin,..  Started  Automatic  LocalSysten
4 WMars Registration Service Remote access service for registration an... Started  Automatic  LocalSystem
b Virtual Mount Service Ext... Part of the WMware Virtual Image Editing ... Manual Localsystem
i Wnare VirtusiCenter Server Provides centralized management of Wi, Started  Aubomatic  LocalSysten
b viars VirtusiCenter Web Service  Provides a Wb services interface for cz...  Started  Automatic  Lacalsystem
windows Installer Installs, repairs and removes software ac...  Started  Manual Localsystem
& windows Managemert Instrument.., Provides system management information.  Started  Automatic  LacatSystem
“aWindows Management Instrumert... Provides systems management informatio. . Starbed  Manusl LocalSystem [
By wrindows Time Sets the computer dock, storted  Automatic  LocalSystem |

2. Start the command line window.
Select Start > Run. Type cmd. Click OK.
3. Change to the Web service application data directory:

cd c:\Documents And Settings\All Users\Applicaton
Data\VMware\VMware VirtualCenter\VMA

4. Execute the vima . exe command at the prompt:
c:\Program Files\VMware\VMware VirtualCenter\

You can invoke vma . exe in two ways: with and without the -update option.
To view help information on the vima command, type: vma -help.

« Executing the vma command without the -update option: Runs the Web
service.

The only option permitted in this mode is -config <config-
filename>. This option specifies a configuration file for the Web service to
use. If -configis not specified, the service looks for the default
configuration file, vmaConfig.xml, in the current directory.

« Executing the vma command with the -update option: Updates the
specified configuration information and exits. The configuration information
that can be updated is listed in the table below.
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For example, to connect to the VirtualCenter server as a user other than the
one you specified in the installation, type in the terminal window:

vma -update -username <username> -password <passwords>

where <username> is the new user name and <password> is the new
password. The changes are written to the vmaConfig.xml file.

The following table lists the vma -update command options.

vma Option

Description

-help

Lists the options for this command.

-config <config-file>

Update the Web service to use the specified alternate VMA
configuration file. The default file is vmaCon¥ig . xml.

-VMAport <port>

Update the Web service to use the specified port number for the
VMA server; the default is 8443.

-username <username>

Update the Web service to use the specified user name to connect
to the VirtualCenter server.

-password <password>

Update the Web service to use the specified password for the user
that connects to the VirtualCenter server.

-hostname <hostname>

Update the Web service to use the specified name of the
VirtualCenter server. Typically, it is the same machine on which the
Web service is installed, or localhost.

-port <port>

Update the Web service to use the specified port number of the
VirtualCenterserver. The default port number is 905.

-subject

Forinternal use.

-sslCert <sslcert>

Update the Web service to use the specified SSL certificate file.

-ssICAChain <sslcachain>

Update the Web service to use the specified SSL certificate CA chain
file.

-ss|PrivateKey <sslprivatekey>

Update the Web service to use the specified SSL private key file.

-sslPassphrase <sslpassphrase>

Update the Web service to use the specified SSL passphrase for
private key.

5. Restart the Web service for changes to take effect.

a. Select Start > Programs > Administrative Tools > Services.

b. Right-click the Web service and select Start.
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6. Editthe vmaConfig.xml file as needed.

Although most Web service configuration options should be set through the
vma.exe -update command, certain options can only be set by editing
vmaConfig.xml directly.

« Non-SSL port

By default, the Web service is bound to an SSL port. To configure the Web
service to listen on a non-SSL port, for example 8443, add the following to
vmaConfig.xml:

<vma>
<service>

<port>8443</port>
</service>
</vma>

» Loglevel

There are three levels of logging available for the Web service: error, info,
and verbose. Infois the default level. This is reflected by the following link
invmaConifg.xml:

<eventlog level="info" />
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Updating VMware SDK Digital Certificates

Periodically, for security reasons, you may choose to update your Web service digital
certificates. You can modify or create your own. Only PEM format certificates are
supported. The required certificates are:

o Server Certificate— stored in vmaConfig.xml as <sslCert>
e Server CA Chain — stored in vimaConfig.xml as <ss1CAChain>

» Server private Key — stored in the registry under
HKEY_LOCAL_MACHINE\SOFTWARE\Vmware , Inc.\VMWare
SDK\CertInfo

Note: When you create the certificate files, place the privateKey in a separate file and
store it separately from the other Web service digital certificates.

To change the digital certificates from the Windows machine on which the Web
service is installed:

1. Start the command line window.
Select Start > Run. Type cmd. Click OK.
2. Change to the Web service application data directory:

cd c:\Documents And Settings\All Users\Applicaton
Data\VMware\VMware VirtualCenter\VMA

3. Execute the vma . exe command at the prompt:

c:\Program Files\VMware\VMware VirtualCenter\

vma.exe -update -sslCert <sslCert filex>

vma.exe -update -sslCAChain <sslCAChain files>

vma.exe -update -sslPrivateKey <privatekey file>
-sslPassphrase <passphrase for privatekey, if one exists>

For example:

vma.exe -update -sslCert certificate.pem
vma.exe -update -sslCAChain root.pem
vma.exe -update -sslPrivateKey key.pem

-sslPassphrase authentication
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Configuring Communication Between
VirtualCenter Components

The VirtualCenter server must be able to send data to every VirtualCenter managed
host and receive data from each VirtualCenter client. To enable any migration or
provisioning activities between VirtualCenter managed hosts, the source and target
hosts must be able to receive data from each other.

During normal operations, VirtualCenter is listening for data from its managed hosts
and clients on designated ports. Additionally, VirtualCenter assumes that its managed
hosts are listening for data from VirtualCenter on designated ports. If there is a firewall
between any of these elements, a hole must be created to allow data transfer to these
designated ports.

The following sections describe how to facilitate this communication. For information
on YMware SDK communication, refer to the VMware SDK documentation.
The following sections describe communication requirements and options.

« Connecting to Your VirtualCenter Clients Through a Firewall on page 99

« Connecting to Your VirtualCenter Hosts Through a Firewall on page 100

Connecting to Your VirtualCenter Clients Through a Firewall

The default port that VirtualCenter server uses to listen for data transfer from the
VirtualCenter client is port 905.

If you have a firewall between your VirtualCenter server and VirtualCenter client, you
must configure a means for the VirtualCenter server to receive data from the
VirtualCenter client.

To enable the VirtualCenter server to receive data from the VirtualCenter client:

e Open port 905 in the firewall to allow data transfer from the VirtualCenter client
to the VirtualCenter server. Refer to the firewall system administrator for
additional information on configuring ports in a firewall.

If you want the VirtualCenter server to use a different port to receive VirtualCenter
client data, refer to Configuring the Port VirtualCenter Uses to Communicate with the
VirtualCenter Client on page 129.

If you want to tunnel the VirtualCenter client data through the firewall to the receiving
port on the VirtualCenter server, refer to Configuring the Port VirtualCenter Uses to
Communicate with the VirtualCenter Client on page 129. This method is not
recommended as it disables the VirtualCenter Console function.
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Connecting to Your VirtualCenter Hosts Through a Firewall

The default port that VirtualCenter server uses to send data to the VirtualCenter
managed host is port 902. The default port that VirtualCenter assumes is available
when sending data between VirtualCenter managed hosts is port 902. This applies to
both ESX Server and GSX Server hosts.

If you have a firewall between your VirtualCenter server and VirtualCenter managed
host, you must configure a means for the VirtualCenter server to send data to the
VirtualCenter managed host.

If you have a firewall between two VirtualCenter managed hosts and you wish to
perform any source/target activities, such as migration or cloning, you must configure
a means for the managed hosts to receive data.

Note: As of VirtualCenter version 1.1, GSX Server version 3.1 or later, and ESX Server
version 2.1.1 or later, port 902 is used for all provisioning activities across a firewall. This
includes migration, using templates, and cloning.

To enable a VirtualCenter managed host to receive data on the default port:

e Open port 902 in the firewall to allow data transfer to the VirtualCenter managed
host from the VirtualCenter server or another VirtualCenter managed host. Refer
to the firewall system administrator for additional information on configuring the
ports.

To enable a VirtualCenter managed host to receive data on a non-default port:

1. Configure the ESX Server or GSX Server host to receive data through a
designated port number.

Refer to your ESX Server and GSX Server documentation.
2. Use the VirtualCenter Add Host wizard to add the managed host.
Refer to Adding a Host to a Farm on page 175 for additional information.

Note: As of VirtualCenter version 1.2, GSX Server version 3.1 or later and ESX
Server version 2.1.1 or later, port 902 is used for adding a managed host across a
firewall. If you are adding an ESX Server before version 2.1.1, refer to the
Knowledge Base for information on manually installing required VirtualCenter
files on the ESX Server host.

3. When prompted, specify the port number you configured in step 1.
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Uninstalling VirtualCenter

If both your VirtualCenter client and VirtualCenter server are installed on the same
system, then you may uninstall one or both in the same step. You must have
Administrator privileges to uninstall the VirtualCenter server. If you try to uninstall the
VirtualCenter server while it is running, you must confirm that you really want to take
action, as it causes a disruption to any VirtualCenter clients connected to the service.

Uninstalling the VirtualCenter components does not uninstall the .NET framework. Do
not uninstall the .NET framework if you have other applications on your system that
depend upon it.

To uninstall VirtualCenter, choose use either the VirtualCenter installer or the Windows
Add/Remove tool.

Uninstalling VirtualCenter Using the Windows Add/Remove

Tool
1. As Administrator on the Windows system, click through the Windows system to
the Add/Remove Programs page.

Select Start > Settings > Control Panel > Add/Remove Programs. Scroll
through the list of installed programs and select the appropriate VMware
VirtualCenter component to remove. This includes the VirtualCenter server,
VirtualCenter client, and the Web service. Click Remove.

% Add/Remove Programs B M= E3
Currently installed programs: Sort by:l Mame -
YMware G3X Server Installsr Size 88.7MB ;I

Mware YirtualCenter Size 40.9MB

Click here For support information. Used  Frequently
Last Used On  10)28/2004

To change this program or remove it from your |
computer, click Change or Remove. g RErore _I
ﬁ WehSearch Tools

@ ‘WebWorks Publisher Professional Edition Size 2.64ME
1 windnuss 2000 HAtfi - KR329115

2. Confirm that you want to remove the program. Click Yes.
3. Select whether or not to remove the VirtualCenter database and settings.

wMware virtualCenter Installation []

@ Do you wartt to remove the YMware YirtualCenter database and settings from this machine? Select No i you would like to preserve this data For a future install,
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Click Yes to remove all traces of VirtualCenter. Click No to retain the VirtualCenter
database and settings in preparation for a reinstallation.

Note: This removes the DSN/ODBC entry so that VirtualCenter does not
recognize it. This does not remove the actual database from your system unless
it is a Microsoft Access database.

4. Close the installation wizard. Click Finish.

All or any installed VirtualCenter components are removed. This includes
VirtualCenter client, VirtualCenter server, and Web service.

Uninstalling VirtualCenter Using the VirtualCenter Installer
1. As Administrator on the Windows system, run the installer.

Double-click the VMware installation icon or select Start > Run and enter the
location of the installer in the Run window.

2. Accept the VirtualCenter Installer. Click Next.
3. Select the Remove option.

{3 ¥Mware VirtualCenter
Program Maintenance

Madify, repair, or remowe the program.

€ Modify

Change which program Features are installed, This option displays the
@ Custom Selection dialog in which you can change the way Features are
install=d.

" Repair

Repair installation errors in the program, This option fixes missing or
corrupt files, shortcuts, and registry entries,

* Remove:

[(;g Remove ¥YMware VirtualZenter From your computer,
& |

Installshisld

< Back I [Mext = I Cancel I

Click the appropriate radio button, then click Next.

4. Verify that you are ready to proceed with uninstallation. Click Remove.

VirtualCenter displays a progress screen as it proceeds with the uninstallation.
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5. If you are removing the VirtualCenter server: Select whether or not to
remove the VirtualCenter database settings.

¥Mware YirtualCenter Installation [ <]

@ Do you wartk to remove the Yiware YirtualCenter database and settings from this machine? Select No i wou would like to preserve this data For a future instal

Click Yes to remove all VirtualCenter database settings. Click No to retain the
VirtualCenter database and settings in preparation for a reinstallation.

Note: This removes the DSN/ODBC entry so that VirtualCenter does not
recognize it. This does not remove the actual database from your system unless
itis a Microsoft Access database.

6. Close the installation wizard. Click Finish.

All or any installed VirtualCenter components are removed. This includes
VirtualCenter client, VirtualCenter server, and Web service.
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Uninstalling a VirtualCenter Component

If both your VirtualCenter client and VirtualCenter server are installed on the same
system, then you may uninstall one or both in the same step. You must have
Administrator privileges to uninstall the VirtualCenter server. If you try to uninstall the
VirtualCenter server while it is running, you must confirm that you really want to take
action, as it causes a disruption to any VirtualCenter clients connected to the service.

Uninstalling the VirtualCenter components does not uninstall the .NET framework. Do
not uninstall the .NET framework if you have other applications on your system that
depend upon it.

To uninstall a VirtualCenter component, use either the VirtualCenter installer or the
Windows Add/Remove tool.

Uninstalling a VirtualCenter Component Using the Windows
Add/Remove Tool

1. As Administrator on the Windows system, click through the Windows system to
the Add/Remove Programs page.

Select Start > Settings > Control Panel > Add/Remove Programs. Scroll
through the list of installed programs and select the appropriate VMware
VirtualCenter component to remove. This includes the VirtualCenter server,
VirtualCenter client, and the Web service. Click Change.

% Add/Remove Programs B M= E3
Currently installed programs: Sort by:l Mame -
YMware G3X Server Installsr Size 88.7MB ;I
¥Mware ¥irtualCenter Size 40.9ME
Click here For suppart information. Used frequently.

Last Used On  10)28/2004
To change this program or remove it from your |
computer, click Change or Remove. g RErore _I
ﬁ WehSearch Tools

@ ‘WebWorks Publisher Professional Edition Size 2.64ME
1 windnuss 2000 HAtfi - KR329115

The VirtualCenter installer starts.

2. Proceed to step 2 in Uninstalling a VirtualCenter Component Using the
VirtualCenter Installer on page 105.
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Uninstalling a VirtualCenter Component Using the

VirtualCenter Installer
1. As Administrator on the Windows system, run the installer.

Double-click the VMware installation icon or select Start > Run and enter the
location of the installer in the Run window.

2. Accept the VirtualCenter Installer. Click Next.
3. Select the Modify option.

i'\{"‘ ¥Mware ¥irtualCenter

Program Maintenance

Maodify, repair, or remove the pragram.

& Modi
@ hange which program Features are installed. This option displays the

Custom Selection dialog in which you can change the way features are
installed,

Repair installation errors in the program. This option fixes missing or
corrupt files, shortcuts, and registry entries,

@ Remove Yiware YirtualCenter from your computer,
& |

Instzllshield

< Back. I Mext = I Cancel

Click the appropriate radio button, then click Next.

4. Deselect the components to uninstall, as needed.

{& ¥Mware VirtualCenter [X]

Custom Setup

Select the program Features you want installed.

Click on an icon in the list below o change how a feature is installed.

Feature Description

WMware VirtualCenter server
components, Used ko manage
several virtual machines.

This feature frees up 9736KE an
your hard drive, It has 0 of 1
subfeatures selected, The
subfeatures free up 4534KE on
wour hard drive,

Installshield

Help | < Back I Mexk = I Cancel
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Note: If you uninstall the VirtualCenter server, the Web service is also
uninstalled. If you uninstall the Web service only, the VirtualCenter server
remains.

Verify that you are ready to proceed with uninstallation. Click Next.
VirtualCenter displays a progress screen as it proceeds with the uninstallation.

If you are removing the VirtualCenter server: Select whether or not to
remove the VirtualCenter database settings.

¥Mware YirtualCenter Installation [ <]

@ Do you wartk to remove the Yiware YirtualCenter database and settings from this machine? Select No i wou would like to preserve this data For a future instal

Click Yes to remove all VirtualCenter database settings. Click No to retain the
VirtualCenter database and settings in preparation for a reinstallation.

Note: This removes the DSN/ODBC entry so that VirtualCenter does not
recognize it. This does not remove the actual database from your system unless
itis a Microsoft Access database.

Close the installation wizard. Click Finish.

All or any installed VirtualCenter components are removed. This includes
VirtualCenter client, VirtualCenter server, and Web service.
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Adding a VirtualCenter Component

Modifying your VirtualCenter installation includes adding or removing selected
components. If you have installed a VirtualCenter component on a system, you can
later install or remove individual components.

Note: To install the Web service on a machine, you must have installed the
VirtualCenter server on that machine.

To modify the VirtualCenter installation:
1. Run the VirtualCenter installer.

Double-click the VMware installation icon or select Start > Run and enter the
location of the installer in the Run window.
2. Specify the type of modification you are performing.

i'é" ¥Mware YirtualCenter
Program Maintenance

Maodify, repair, or remove the pragram,

Change which program Features are installed. This option displays the
Custom Selection dialog in which you can change the way features are
installed.

" Repair

Repair installation errars in the pragram. This option fixes missing or
corrupt files, shortcuts, and registry entries.

" Remove

@ Remove Yiware VirtualCenter From your computer,
& |

Instzlshield

< Back I Mext = I Cancel I

Click the appropriate radio button, then click Next to continue.
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3. If you selected Modify, change the installation options for the VirtualCenter
server and/or VirtualCenter client.

i'é“ ¥Mware VirtualCenter

Custom Setup

Select the program features you want installed.

Click on an icon in the lisk below to change how a Feature is installed.

=~ Clert \I:;ature E.).TU:EHD:

H i ware VirtualCenter server

= components. Used ko manage
e ¥ | WirtualCenter Web Service several virtual machines.

This Feature requires OKB on
wour hard drive, It has 0 of 1
subfeatures selected. The
subfeatures require OKB on yaur
hard drive,

Installshield

Help < Back I [Mext = I Cancel I

If you are adding a VirtualCenter client, skip to step 8.

If you are adding a VirtualCenter server, proceed with the next step.
If you are adding a Web service and the VirtualCenter server is already installed,
proceed to step 7.

4. If you are installing the VirtualCenter server: Set up the VirtualCenter
database.

i ¥Mware VirtualCenter

Database Setup

Set up an ODEC connection ko the VirkualCenter database,

Please select the database connection to use with YirtualCenter.

" Use Access database
Create and initizlize a local Access database.
@ Mote: Installing a local virtuakZenter database will overwrite and
replace any existing VirtualCenter database,

{+ {se a custom S0L Server database connection
@ Manually setup an ODBC conmection to & SQL Server datsbase.

~ Use a custom Oracle database connection
@ Manually setup an ODBC conmection to an Oracle database.

Installshisld

< Back I Mexk > I Cancel I

Select whether to have the VirtualCenter create a database or to create either a
custom SQL Server or Oracle database. The options are:

www.vmware.com
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o Use Access database — VirtualCenter automatically creates a Microsoft
Access database.

This is a file in Microsoft Access format.

« Use a custom SQL Server database connection — VirtualCenter prompts for
DSN information and then configures the database.

Supported versions are SOL Server 7 and SQL Server 2000.

« Use a custom Oracle database connection — VirtualCenter prompts for DSN
information, a user name, and a password, then configures the database.

Supported versions are Oracle 8i, Oracle 9i, and Oracle 10g.

The VirtualCenter database can be remote to the VirtualCenter server. The
VirtualCenter database user is configured as the initial Administrative user.

You must already have installed and configured the database application. Refer
to Preparing for the VirtualCenter Database on page 66 for additional
information.

To create a Microsoft Access database: Click the Use Access database button,
then click Next.

To create an Oracle or SQL Server database connection: Perform the
following:

a. Click Use custom SQL or Oracle database connection and click Next.

b. Manually create a new System DSN. Click Add. Set the name to VMware
VirtualCenter. Then click OK.

£10DBC Data Source Administrator H
UserDSH  System DSH | File DSM | Driversl Tracwng' Connection Puo\ingl About I

System D ata Sources:

M arne Diriver I Add.. |
Microsoft Access Driver [*.mdb)
Remove

Configure...

An ODBC System data source stores information about how to connect to
the indicated data provider. A Spstem data source is visible ta all users
on this machine, including MT services.

(u] 8 I Cancel Apply Help
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c. Select a driver for the data source. Click Finish.

Create New Data Source E

Select a driver for which you want o set up a data source.

Driver do Microsoft Access [*.mdb)
Driver do Microzoft dB ase [*.dbf]
Driver do Microgoft Excel(*.xls)
Driver do Microsoft Paradox [*.db ]
Driver para o Microsoft Visual FoxPro
Microsoft Access Diiver [*.mdb)
Microsoft Access-Treber [ mdb)
ticrosolt dBase Driver [*.dbf]
bdirreondt AR 22a VED Miivar 5 ARA

< Back I Firish I Cancel |

d. Provide a data source name, for example, VirtualCenter. Click OK.

DDBC Microsoft Access Setup ﬂ ﬁ
Data Source Mame: |VirtuaICemter Ok I

D escription: |VirtuaICemter database|

Cancel |

- Databa

Database: Help |
Select | Create | Repair. | Compact. |
Advanced |

 System Databa:

* MNone
" Database:

System [1atabas |
Oplionss»
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e. When you are returned to the ODBC Data Source Administrator panel, select

the new VirtualCenter data source you created. Click OK.

#10DBC Data Source Administrator [ 7] %]
User DSN  Spstem DSN IFi\e DSN| Dlivelsl Tracing' Connection Poolingl About |

System Diata Sources:

Mame | Driver | Add... |
ECDCMuzic Microgoft Access Driver [*.mdb)

JERAOEMIEY Microsoft Access Driver [*.mdh) Femove |
Canfigure.. |

An ODBC System data source stores information about how to connect to
the indicated data provider. A System data source is vizible to all users
o this machine, including NT services

oK I Cancel | Aoply | Help |

f. Provide a username and a password. Click Next.

i@ ¥Mware ¥irtualCenter
Database Information

Enter additional database configuration information.

Enter the Data Source Mame (DSM) that you entered in the ODEC Data Source Administrat, .

Enter the username that you entered in the GDEC Data Source Administrator,

Enter the passward For this database connection.

Installshisld

< Back I et = I Cancel

g. If an existing custom connection is already present, click Cancel to quit the

ODBC Data Source Administrator.

VirtualCenter checks that the connection is valid before it allows the

installation to continue.

For an Oracle database, connect through an Oracle driver. You must upgrade
the Oracle driver to match the corresponding Oracle database. If you have not
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already done so, refer to Preparing for the VirtualCenter Database on page 66
and perform the preparation steps before proceeding.

VirtualCenter then stores the VirtualCenter database information in the
registry.
For additional information on creating an ODBC data source, refer to your
Windows documentation.

To install the Web service: You must have the VirtualCenter server installed and
have selected the Web service option at the Custom step. Proceed with the
VirtualCenter installer.

a. Enter the information to enable the Web service to connect to the
VirtualCenter server.

{& ¥Mware VirtualCenter
VirtualCenter Web Service

Enter necessary information ko connect to a WMware VirkualCenter server,

The YirtualCenter Web service will use the account specified below ko connect to
WirbualCenter service, The user must be a member in the Administrators group on this
machine,

WMware WirtualCenter user name WMware WirtualCenter password

Whwars \Web Service port  [g445

The YirtualCenter service is using S5L technology ta encrypt the comunication between the
WrtualZenter client and the server. To use the WMware provided S50 certificates please
select the box below,

[ Use defaulk WiMware Digital Certificates

Installshisld

< Back I [Mext = I Cancel I

» VMware VirtualCenter server hostname and port— Typically, this is the
same machine on which you are installing the VirtualCenter or localhost.
The default port number for the VirtualCenter server is 905.

» VMware Web Service port — Specifies the Virtual Machine Agent server port
number. Use the default port number of 8443, unless this port is already in
use.

o VMware VirtualCenter user name — This user must have VirtualCenter
Administrator privileges.

» VMware VirtualCenter password — The password for the user name you
previously entered.
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The Web service uses this user name and password to connect to the
VirtualCenter server, and has the privileges assigned to this Administrator user.
Refer to the VirtualCenter documentation for information on the various users
and groups.

b. Select whether to accept the default VMware certificates or use your own
certificates.

i'é‘l ¥Mware VirtualCenter =

VirtualCenter Web Service

Entet necessary infarmation to setup the web service to use 551

S5L Server Cettificate

IC:'\DUcuments and Settingshall UsersiApplication DatalyMwarelyMuare YirkualCenter|wh

551 Certificate Authority Chain

|C:\Documents and Settingsial UsersiApplication DataiyMware\WMware VirtualCenter|yM

55L Server Private Key

IC:\Documents and Settingsial UsersiApplication DataiyMware\WMware VirtualCenter|yM

551 Server Private Key Passphrase

Immmmm

Inisball5hiz!d

< Back Cancel |

« To accept the VMware certificates: Leave all the fields unchanged and click
Next.

« To specify your own certificates: Enter the path to your own certificates,
then click Next.

You can update or modify the digital certificates at a later time. Refer to
Updating VMware SDK Digital Certificates on page 98.

The following files are required for digital certification:

server Certificate: stored in vmaConfig.xml as <sslCert>
server CA Chain: stored in vmaConfig.xml as <sslCAChains>
server private Key: Stored in the registry under
HKEY LOCAL MACHINE\SOFTWARE\Vmware, Inc.\VMWare
SDK\CertInfo

8. Verify that you are ready to proceed with reinstallation. Click Install.

The screen title reflects the choice to repair or modify the installation of
VirtualCenter on this machine. Click Install.

VirtualCenter displays a progress screen as the reinstallation proceeds. The
VirtualCenter database retains any existing content.
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9. Close the installation wizard. Click Finish.

10. If you installed the Web service: Verify the Web service installation. Refer to
Finishing VirtualCenter Web Service Installation on page 90
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CHAPTER

Starting VMware VirtualCenter

This chapter describes how to start, stop and move around in VirtualCenter. In
addition, as licensing is required to add a host, this chapter describes how to add
licenses. This chapter contains the following topics:

Starting or Stopping VMware VirtualCenter on page 116
Starting and Stopping the VirtualCenter Client on page 122
Adding Licenses on page 125

Configuring Communication Through a Firewall on page 128

Navigating in the VirtualCenter Client on page 132

You need only a Read-Only User role assigned to the farm, host, or virtual machine to
view objects in VirtualCenter. However, you need VirtualCenter Administrator role to
add or change licenses.
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Starting or Stopping VMware
VirtualCenter

o The VirtualCenter server is installed.

The server is a single Windows service and is installed to run automatically. As a
Windows Service, the VirtualCenter server runs continuously in the background,
performing its monitoring and managing activities even when no VirtualCenter
clients are connected and even if nobody is logged in on the computer where it
resides.

« The VirtualCenter database is configured during installation.

Applying changes to the VirtualCenter database after the VirtualCenter server is
started might cause a temporary disruption to other users accessing the same
VirtualCenter server.

e The VirtualCenter client is installed.

While all VirtualCenter activities are performed by the VirtualCenter server, you
must use the VirtualCenter client to monitor, manage, and control the server. A
single server can support multiple, simultaneously connected clients.

To monitor and manage the VirtualCenter activities:
1. Start the VirtualCenter client.
2. Logon to the VirtualCenter server.
The following sections discuss starting and stopping VMware VirtualCenter:
o Getting Started with VirtualCenter Users
« Verifying the VirtualCenter Server Has Started
e Restarting the VirtualCenter Server
« Stopping the VirtualCenter Server
e Restarting the VirtualCenter Host Agent
« Starting the VirtualCenter Client and Logging On
« Stopping the VirtualCenter Client and Logging Off
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Getting Started with VirtualCenter Users

When VirtualCenter is installed, all users in the Administrators group are assigned
VirtualCenter Administrator privileges by default for the VirtualCenter environment.
Permissions for all other VirtualCenter users need to be explicitly set by a VirtualCenter
Administrator.

VirtualCenter supports user groups. Users may belong to one or more groups, to allow
aggregate security assignments. Users assume the roles assigned to any group of
which they are members. Refer to Assigning Access Permissions on page 469 for
additional information on assigning access permission and roles to users and groups.

Verifying the VirtualCenter Server Has Started

The VirtualCenter server starts automatically when you start the Windows machine on
which it is installed. It also restarts each time the VirtualCenter managed host is
rebooted.

To verify that the VirtualCenter server is running, check your Windows Services:

1. Depending on your Windows version, go to the Control Panel > Administrative
Tools > Services > VMware VirtualCenter Server.

The Status column indicates whether or not the service is started.
2. Foradditional information, display the Properties dialog box.

Right-click the VMware VirtualCenter Server and select Properties. In the
VMware VirtualCenter Services Properties dialog box, select the General tab and
view the service status.

Restarting the VirtualCenter Server

The VirtualCenter server service starts automatically when the machine on which it is
installed is booted. If you have manually stopped the VirtualCenter server service or
need start it for any reason, perform the steps below.

To restart the VirtualCenter server through your Windows Services:

1. Depending on your Windows version, go to the Control Panel > Administrative
Tools > Services > VMware VirtualCenter Server.
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2. Right-click VMware VirtualCenter Server, select Start, and wait for it to
complete.

J&nmew”{--}‘ | ‘@H}Illl»
Tres | Name _/ | Description [status [ startwp Type [Logonas | =]
W B VMware Registration Service  Remate access service F..,  Started  Automatic LocalSystem
%VMWEI’E Virtual Mounk Servi Part of the VMware Virtu, ., Manual LocalSystem
8 Mware VirtualCenter Weh... Provides a Web service: Sion LocalSystem
“aindows Installer Tnstalls, repairs and rem... St LocalSystem
%W\ndows Management Inst... Provides system manage... St P LacalSystem
%W\ndows Management Inst... Provides systems manag... St [ LacalSystem
%W\ndows Time: Sets the camputer clack, s LocalSystem
4 winTools for IE service st AlTasks v LocalSystem
8 wireless Configuration Provides authenticated ...  pefsh | Localystem
2 WMDM PMEP Service st | LocalSystem J
%Worl@tatiun Provides network conne...  5t. Properties LocalSystem
%World Wide Web Publishing... Prowides Web connectivi,.. St T LocalSystem ;I

‘Start service YMware YirtualCenter Server on Local Computer

3. If the VMware Web Service is installed, start it's service. Right-click VMware
VirtualCenter Web Service, select Start, and wait for it to complete.

The Web service is stopped whenever the VirtualCenter server stops.

4. Close the Properties dialog box by clicking the close symbol X at the top of the
dialog box.

When Windows completes the powering-on process, close the Properties dialog
box.

Stopping the VirtualCenter Server
The VirtualCenter server is a Windows service, so you should go through your
Windows interface to select the service and stop it.

Note: You should not have to stop the VirtualCenter server. It is best for the
VirtualCenter server to have continuous operation. Continuous operation ensures that
all monitoring and task activities are performed as expected.

To stop the VirtualCenter server:

1. Select Start > Control Panel > Administrative Tools > Services > VMware
VirtualCenter Service.

www.vmware.com
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2. Right-click the VMware VirtualCenter Server, select Stop, and wait for it to stop.
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3. Ifthe VMware Web Service is installed, verify the prompt to stop it's service. Click

Yes.

Stop Other Services

When Yiware VitualCenter Server staps, these other

services will also stop

WMware VitualCenter Web Service

Do you want ta stap these services?

Mo

Tes

The Web service is stopped whenever the VirtualCenter server stops.

dialog box.

Close the Properties dialog box by clicking the close symbol X at the top of the

When Windows completes powering off the process, close the Properties dialog

box.
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Restarting the VirtualCenter Host Agent

The VirtualCenter agent is installed on each managed host automatically. It is also
started automatically. If your host is still connected to VirtualCenter but is not
responding properly, restart it as follows.

To restart the VirtualCenter agent:

1.

From the VirtualCenter client, display the inventory panel to display the virtual
machine.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate host.

Display the Managed Host Properties dialog box.
a. Select the managed host whose VirtualCenter agent you wish to restart.

b. Select Edit > Properties or right-click on the selected managed host and
select Properties. Alternatively, from the select managed host Summary page,
click Edit Properties.

Select the Advanced tab. Click Restart.

techpub-vc.vmware.com Properties

Datastors  Advanced |

Restarts the Yiiware VitualCenter Agent. Use with caution. Restart

"VM ware YirtualCenter Agent

Ok I Cancel |

VirtualCenter displays a confirmation message, A request to restart
the VMware VirtualCenter Agent was sent.Click OK.

If the managed host has lost contact with VirtualCenter, use the tools
available on the host restart the agent.

To restart the VirtualCenter agent on a GSX Server host through your Windows
Services:

1.

Go to the GSX Server host.
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2. Select Start > Settings > Control Panel > Administrative Tools > Services >
VMware VirtualCenter agent.

3. Right-click the VMware VirtualCenter agent and select Start.

4. Close the Properties box by clicking the close symbol X at the top of the dialog
box.

When Windows completes the powering-on process, close the Properties dialog
box.

To restart the VirtualCenter agent on a Linux GSX Server host:

Refer to the GSX Server host and use your standard Linux commands to restart the
agent. Refer to your Linux or GSX Server documentation for further information.

To restart the VirtualCenter agent on a ESX Server host:

Refer to the ESX Server host and use your standard Linux commands to restart the
agent. Refer to your Linux or ESX Server documentation for further information.
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Starting and Stopping the VirtualCenter
Client

This section describes starting and stopping the VirtualCenter client and logging on
to a VirtualCenter server.

Starting the VirtualCenter Client and Logging On

VirtualCenter server supports multiple VirtualCenter client logons. The VirtualCenter
client can be installed on any machine that has network access to the VirtualCenter
server.

To start a VirtualCenter client session:

1.

Log on to your Windows system.

The first time you start the VirtualCenter client, log on as the administrator.

By default, administrators are allowed to log on to VirtualCenter. Administrators

here are defined to be either:

o Members of the local Administrators group if the VirtualCenter server is not a
domain controller.

» Members of the domain Administrators group if the VirtualCenter Server is a
domain controller.

If the managed host is not a domain controller, log on as either <local host

name>\<user> or <user>, where <user> is a member of the local Administrators

group.

If the managed host is a domain controller, you must log on as

<domain>\<user>, where <domain> is the domain name for which the

managed host is a controller and <user> is a member of that domain’s Domain
Administrators group. This practice is not recommended.

Launch the VirtualCenter client.

Double-click a shortcut or select the application through Start > Programs >
VMware > Vmware VirtualCenter.

3. When you start the VirtualCenter client, log on to the VirtualCenter server.
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Enter or select the VirtualCenter server name, your user name, and your
password for that VirtualCenter server. Click Log In to continue.

"= ¥Mware ¥irtualCenter

Server IIocthost j

Uszername: |

Password: |

The default localhost location is the local Windows server or machine where you
started the VirtualCenter client. Using localhost in the Log In screen, the
VirtualCenter client assumes the VirtualCenter server is located on the same host
as the VirtualCenter client. Alternatively, click the Server list arrow and select
from the list of available VirtualCenter servers or type the name of the
VirtualCenter server on your network. An IP address or a name is acceptable.

Note: Only previously typed VirtualCenter servers appear in the Server pull-
down list.

The default for the user name field is the user currently logged on. To change
the user name when you log on, highlight the name and type over it, as you do
in any other Windows logon dialog box.

Locate and apply the VirtualCenter licenses, if needed.

If your VirtualCenter server does not have its licenses installed yet, the licensing
screen appears.

¥Mware YirtualCenter Licensing
LicenselUsage Totd  Available
ESX Server 1} 0
GS5X Server 0 ]
Whlotion 0 o

Type

Add Licenses...

Remave Licenses

| Expires

Done
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To make licenses available to the VirtualCenter server:
a. Click the Add License button and select the appropriate license file.
b. Click Open.
c. Click Done on the Licensing screen.
Refer to Adding Licenses on page 125 for additional information.

The VirtualCenter client screen appears. The screen settings match those of your
last session.
Note: If this is the first time you have logged onto the VirtualCenter server, an empty
Inventory screen appears. Adding a farm to begin monitoring and managing your
virtual machines through VirtualCenter. Refer to Working with Farms on page 165 for
additional information.

Stopping the VirtualCenter Client and Logging Off
Closing a VirtualCenter client does not stop the VirtualCenter server.
To stop a VirtualCenter client session:
o Click the close box (X) in the upper right corner of the VirtualCenter client
window or select File > Exit.

The VirtualCenter client shuts down. The VirtualCenter client is logged out from
the VirtualCenter server. The VirtualCenter server continues to run all its normal
activities in the background. Any scheduled tasks are saved and performed by
the VirtualCenter server.

www.vmware.com
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Adding Licenses

Licenses are required for various activities within your VirtualCenter environment.
These activities include:

Starting the VirtualCenter server — One license is required for each instance of the
VirtualCenter server.

Adding a managed host connection — VirtualCenter must have sufficient
processor licenses to cover all the hosts' processors. If a managed host is removed
from the VirtualCenter environment, the corresponding license is released and is
available for another managed host.

Host evaluation licenses are valid for VirtualCenter use.

Note: Newer processors have two CPU cores in each processor package. Systems
with dual-core processors must use ESX Server 2.5.2 or later or GSX Server 3.2 or later.
VirtualCenter licenses are issued by pairs of processor packages, not by processor
cores. Therefore, if the system is using two dual-core processors or two single-core
processors, the system requires a single 2-processor VirtualCenter license.

Migrating (VMotion) a virtual machine — You must have sufficient licenses for the
processors in the migration host. Performing migration with VMotion requires two
managed hosts: the target and the source machine. Both managed hosts must have
VMotion licenses.

The VirtualCenter client licensing provides:
« Alicense inventory window that reports on license usage.
e An uploading license keys window.

Note: The migration process has additional requirements. Refer to Enabling VMotion
on page 220 for information.

To add your licenses to VirtualCenter:
1. Create your license file in a location accessible by VirtualCenter client.

You received the license keys in a confirmation email when you purchased
VirtualCenter.

Place all your VirtualCenter licenses into a plain text file. You have the option to
place all your VirtualCenter licenses into one text file or keep the licenses in
separate files. If you use separate files, you need to follow this procedure for each
license file.
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Ensure that the license key string starts in column 1 of the license text file. That is
flush left. Do not have any leading spaces at the beginning of the license file. In
addition, be sure to keep the integrity of the licenses you are given; that is, keep
the hyphenation format as it is provided. For example, XXxXX-XXXXX-XXXXX-XXXX.

www.vmware.com
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2. From the VirtualCenter client, open the License window.

Select Help > Edit Licensing Information.

¥Mware YirtualCenter Licensing
Licenze Lzage Tota Avwailable
ES% Server 1} ]
GSH Server 1] 1]
Whotion 0 0
Type Key | Expires

Add Licenses... | Remove Licenses | Done |

3. Select the license key file.

Click Add Licences then browse to locate the license key file. Click Open on the
browse window.

VirtualCenter adds the licenses to the VirtualCenter database.

Note: Adding a non-evaluation license removes all previously installed
evaluation licenses of that same license type.

4. Close the Licensing window. Click Done.

You are now ready to add hosts and perform migrations.
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Configuring Communication Through a
Firewall

VirtualCenter server receives data transmissions from the VirtualCenter client through
a firewall on port 905 by default. If a firewall is preventing the VirtualCenter client from
connecting to the VirtualCenter server, you have three options for correcting this.

« Reconfigure your firewall to allow the VirtualCenter client to communicate with
port 905 on the VirtualCenter server. Refer to the instructions for your firewall.

« Alternately, you can use some port other than 905 (and if necessary, configure
your firewall to open this other port). You need to configure the VirtualCenter
server to use the desired port.

Refer to Configuring the Port VirtualCenter Uses to Communicate with the
VirtualCenter Client on page 129 for information on changing this port number.

« If neither of the above options is possible and your firewall allows Web traffic to
pass to the VirtualCenter server, then you can connect the VirtualCenter client to
the VirtualCenter server using a standard Web connection.

Caution: If you use this option to open a communication channel between your
VirtualCenter server and VirtualCenter client, the VirtualCenter Console does not
work.

Refer to Configuring VirtualCenter Communication Over a Web Connection on
page 130 for information on setting up the Web site port.
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Configuring the Port VirtualCenter Uses to Communicate with

the VirtualCenter Client
1. Start the VirtualCenter client.

Refer to Starting and Stopping the VirtualCenter Client on page 122.
2. Choose File > VMware VirtualCenter Settings.
3. Click the Advanced tab.
4. Scroll to the VirtualCenter.PortNumber field.

¥Mware ¥irtualCenter Settings E

PEIfUIITIaFIEEI Templates  Advanced |

log.verbosze | il
task interyal |5

ads.maxFetch |5QUD

ads timeout IBU

ads.checklnterwal |144D

server. options |

WirtualCenter. PortNumber IgU5

Ok I Cancel |

5. Enter the port number your VirtualCenter client will use to communicate with
the VirtualCenter server. Click OK.

The port must be less than 64000.
6. Restart the VirtualCenter server to accept the changes.

Refer to Starting or Stopping VMware VirtualCenter on page 116.
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Configuring VirtualCenter Communication Over a Web

Connection

One alternative to connecting the VirtualCenter server and VirtualCenter client on
opposite sides of a firewall is through a standard Web connection.

Note: You have the option to specify any other port.

Caution: If you use this option to open a communication channel between your
VirtualCenter server and VirtualCenter client, the VirtualCenter Console does not work.

To enable your VirtualCenter client to connect with the VirtualCenter server across a
firewall using a Web tunnel, change the Web site port address on your VirtualCenter
server.

To open a Web port between the VirtualCenter server and the VirtualCenter client,
using IS:

On the VirtualCenter server:
1. Install Internet Information Services (IIS) Manager.

Typically, this is installed by default with the Microsoft Windows operating
system.

2. Enable lIS

Select Start > Control Panel > Administrative Tools > Internet Services
Manager > Internet Information Services

3. From the lIS manager, open the Windows dialog box.
Expand the <server_name>.
Right-click on Default Web Site.
Select Properties > Web Site tab.

4. Set the port value for the VirtualCenter service.

In the Web Site Description block, enter the value of the TCP Port or, if allowed,
the SSL port.

A value of 80 is the default non-secure TCP Web site port. A value of 443 is the
default secure SSL Web site port.

5. Setthe d11 directory.
a. If needed, create the directory:
C:\inetpub\wwwroot \vpx\

b. Set the permissions for this directory to allow execution.
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c. Copy the file vmdbHt t pProxy . d11 to this directory.
Thefileisin \Program Files\VMware\VMware VirtualCenter
6. Verify that the change has been applied.
Stop then restart the default Web site.
7. Each time you update the VirtualCenter version, repeat this process.

When you start the VirtualCenter client, enter the VirtualCenter server Web site
address as in the Server field.
« If you are using the secure Web port or any other non-default port, use the full
name:http:<server names:<ports.

Forexample, http:vecserver:443.

« If you are using the default non-secure Web site port, any of the following
combinations work: http: <server names>, <server name>80,0r
http:<server names>:80.
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Navigating in the VirtualCenter Client

This section describes common Windows practices that affect the VirtualCenter client.
For detailed information on the windows and options in the VirtualCenter client, refer
to Working with the VirtualCenter Client on page 139.

Briefly, the VirtualCenter client is divided into two areas.
» A heading area with a main menu, navigation bar, and toolbar.

« Adata area which displays different information depending upon the option
selected in the navigation bar.

The navigation bar options divide VirtualCenter's primary tasks into:

Inventory — Divided into two subpanels, the inventory panel and the information
panel. This navigation bar option displays all the objects contained within
VirtualCenter. Through selecting objects in either of the two subpanels, you perform
and specify actions.

Scheduled Tasks — Displays an information panel that lists all the tasks scheduled to
occur.

Template — Displays an information panel that lists all the templates available for
deploying. This list includes templates that are stored in the template upload
directory, stored on a local disk, or stored on the same datastore as their source virtual
machine.

Events — Displays an information panel that lists all the events that have occurred in
the VirtualCenter.

The navigation topics are discussed in the following sections:
« Selecting Objects
« Monitoring Objects

e Performing Actions on Objects

www.vmware.com



CHAPTER 4 Starting VMware VirtualCenter

Selecting Objects

VirtualCenter objects are farms, groups, hosts, and virtual machines. Selecting an
object does the following:

« Allows you to view the status of the object.
» Enables the menus so you can select actions to take upon the object.
To select an object:

1. Select the appropriate navigation bar option. The options are Inventory,
Scheduled Tasks, Templates, and Events.

Browse through the hierarchy in the inventory panel until you see the icon for
the object; then click it.

When an object is selected, the object label in the inventory panel backfills and the
information panel updates its display to reflect the data for the selected object.

To view an object menu:

Select the appropriate object and select the appropriate action from the Menu bar.
Alternatively, right-click the object. A popup menu with the object’s available actions

appears.
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For each type of object, such as farm, host, or virtual machine, in the inventory panel, a
corresponding default tab appears in the information panel. For example, if you select
amanaged host in the inventory panel, the information panel displays Summary,
Virtual Machines, Performance, Events, and Alarms tabs. If you select a farm, the
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information panel displays Summary, Virtual Machines, Hosts, Performance, Events,

Alarms, and Permissions tabs.

Multiple selection has limited support in the inventory panel.

The inventory panel and information panel share a single selection list. Selecting an
object in one panel deselects any other object in the other panel.

Menu actions, from either the menu bar or a popup menu, apply to the currently
selected object. If no object is selected, the menu action is not available. A popup
menu can appear only for a selected object. Refer to Popup Menus on page 142 for

additional information on the popup menu options.

To change the name of an object:

Press F2 on a selected item or click the text of a selected item and type the new name.
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Monitoring Objects

Monitoring a managed host or a virtual machine requires that it has been added to
the VirtualCenter environment. Refer to Adding a Host to a Farm on page 175 for
information on adding objects to your VirtualCenter server.

To check the status of an object:
1. Start the VirtualCenter client.
Refer to Starting or Stopping VMware VirtualCenter on page 116.

2. Select the Inventory button in the navigation bar. The options are Inventory,
Scheduled Tasks, Templates, and Events.

« If you select the Scheduled Tasks, Templates, or Events options, the
information panel displays the scheduled tasks, available templates, and all
events that have occurred on the VirtualCenter server.

« If you select the Inventory button, drill through the inventory panel lists to
view individual objects, such as hosts, farms, and virtual machines.

3. Click on the object to view it.
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When you select an object, the object label in the inventory panel is shown in
blue and the information panel updates its display to reflect the object’s data.

4. Click the appropriate tab in information panel.

The data corresponding to the object and tab selected is shown. Click through
the tabs to view the information about the object, as needed.
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Performing Actions on Objects

This section describes only the basic process for performing tasks in the VirtualCenter
client. This section does not describe specific settings and conditions. Refer to the
chapter specific to the task you wish to perform for additional information.

To view an object, you must have a role of Read-Only User or greater assigned to that
object. To take action on an object, you must have Virtual Machine User, Virtual
Machine Administrator, or VirtualCenter Administrator role assigned to you for that
object. Refer to Setting Access and Permissions on page 457 for additional
information on permissions with VirtualCenter objects.

There are three methods for taking actions upon objects in VirtualCenter:
« Selecting the action from the menu bar at the top of the VirtualCenter window.
Refer to Menu Bar on page 141 for information on the menu bar options.
« Selecting the action from the object popup menu or button.

The following procedure describes how to select the action from the object
menu or button.

« Scheduling the action through the Scheduled Tasks panel.

Refer to Creating a Scheduled Task on page 335 to information on scheduling
tasks.

To perform an action on a VirtualCenter object:
1. Start the VirtualCenter client
2. Connect to the appropriate VirtualCenter server.

3. Select the object you want to view or upon which you want to perform an
action.

Browse through the hierarchy in the inventory panel until you see the icon for
the object, then click it. An object can be selected in the inventory panel or the
information panel.

If the object is not in the view:
« Verify you are logged onto the correct VirtualCenter server.

» Add the host to VirtualCenter control. Refer to Working with Hosts on
page 171 for information.

4. Select the appropriate menu option:
Once an object is selected:

 Select a menu option from the main menu.
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« Right-click on the object and select from the popup menu.
5. Follow the VirtualCenter prompts.

Depending upon the action you selected, either the view in the information
panel changes or a wizard prompts for information to complete the transaction.
The wizard includes the option to schedule the action for a later time.
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CHAPTER

Working with the VirtualCenter
Client

The VirtualCenter client provides mechanisms for interacting with the VirtualCenter
server. Conceptually, the VirtualCenter client display combines the simplicity of
Windows Explorer (navigating groups and lists of objects) with the more sophisticated
capabilities of Windows Task Manager and the Microsoft Management Console
(selecting and charting performance information).

This chapter describes the specific layout of the VirtualCenter client. Refer to Working
with the VirtualCenter Data on page 417 for descriptions on viewing and interpreting
the data displayed in the VirtualCenter client. This chapter contains the following
sections:

« Introducing the VirtualCenter Client Window on page 140
« Understanding the Information Elements on page 149
o Accessing Properties and Settings on page 155

You need only a Read Only User role assigned to the farm, host, or virtual machine to
perform the activities described in this chapter.
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Introducing the VirtualCenter Client
Window

The default VirtualCenter client layout is a single window with a menu bar, a
navigation bar, a toolbar, a status bar, a panel section, and popup menus.

menu bar navigation bar tool bar information panel tabs
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virtual machine

VirtualCenter Client Layout

inventory panel

popup menu

information panel

The VirtualCenter client areas are covered in the following sections:

*« Menu Bar

« Popup Menus

« Console Menu (not shown)

« Navigation Bar
« Toolbar
o Status Bar

« Panel Sections

status bar
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Menu Bar

The menu bar provides access to all commands and operates in a manner consistent
with other Windows applications. The table below lists all the options available from
these five menus. The menu bar options are:

File Menu — Similar to the File menu in most applications with two exceptions.

A print option is not available on the File menu. To print, use either the Print Screen
mechanism in Windows to take a copy of the VirtualCenter window or export the
VirtualCenter data to another format and print from another application.

A save option is not available. The VirtualCenter client is similar to a browser. Most user
manipulations are persistent in the display of the VirtualCenter data.

Edit Menu — Displays options relevant to the selected object.

VM (Virtual Machine) Menu — s enabled only when a virtual machine is selected in
the Inventory panel.

View Menu — Controls which panels are visible.

Help Menu — Displays the online help options and the licensing option.

File Menu Edit Menu VM Menu View Help Menu
Menu
New > Farm Group Remove Shut Down Guest Inventory Help Topics
New > Farm Rename Suspend after running script | Scheduled | User Manual
Tasks
New > Virtual Machine Group | Delete From Disk Resume and run script Templates | Guest Operating System Install
Guide
New > Add Host Virtual Machine Power On and run script Events VMware on the Web > VMware,
Resources Inc. Home Page
New > Virtual Machine Host Configuration Restart Guest Toolbar VMware on the Web > Online
Support
New > Deploy Virtual Machine | Properties Power On Status Bar | VMware on the Web > Register
from Template Now
New > Alarm Power Off Filtering Check for Updates on the Web
New > Template Suspend Edit Licensing Information
New > Scheduled Task Resume About VMware VirtualCenter
New > Add Permission Reset
Host Connect Send Ctrl+Alt+Del
Host Disconnect Install VMware Tools
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File Menu Edit Menu VM Menu View Help Menu
Menu

Shut Down Host Migrate

Custom Attributes Clone

VMware VirtualCenter Settings

Open Console

Export Events

Answer Question

Export Lists

Report > Host Summary

Report > Performance

Exit
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Popup Menus

Popup menus provide direct access to many of the menu bar options. Popup menus
are available from most objects in both the Inventory panel and the Information
panel.

To view a popup menu:

Right-click the selected object or press Shift+F10.

Console Menu
The console of a powered-on virtual machine is available through VirtualCenter.

To view the virtual machine console:

Select the Inventory Navigation button, select a powered-on virtual machine in the
Inventory panel, and click the Console tab in the Information panel.

Console pop out icon

[ techpub-vc - YMware YirtualCenter [[1e] - (O] x]
Fie Edt Y View Help

52 3 () vmware

Inventory  Scheduled Tasks  Templates Events
om0 &|B- 8L e

Kl T5ub Win2K Test VM

&) Microsoft Windo: a

() Nebware

(&) Novell NetWare !
G Hovell NetWware
G PE_W2KIVM_Cu
G Qa--Ghu

G RedHatEnterpris
& sa

3 | Toub Win2K Test
G Wwinzkas

G WinNT machine
(G WP Test mark
) Windows 2000 A
(& Windows 2000 5
&) Windows 2000 5

Logon Information
You are logged on as YMWARE-CH2E2650 administrator,

Lagon Date:

11/13/2004 4:04:56 PM
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CHAPTER 5 Working with the VirtualCenter Client

To pop out the virtual machine console:

Click the pop-out icon in the navigation bar. A copy of the Console window separates
from the VirtualCenter client. Additional menus appear.

Additional menu options are available from the pop-out Console window.
Additional Console menu

() Console: Tpub Win2K Tzst ¥M
File  Edit | ym

Pawer o

Power off

Suspend

Resume

Reset

Send Chrl+Al-+Del

Install YMware Tools

The popout virtual machine Console has the following menu items. The embedded
Console has similar menu items but does not include all of the external Console menu
items.

File Edit VM

Exit Properties Power On

Preferences Power Off

Suspend

Resume

Reset

Send

Install VMware Tools

Navigation Bar

The navigation bar provides shortcut buttons that load the matching toolbar and
panel into the VirtualCenter client window. Similar to the Outlook shortcut bar, the
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navigation bar combines and displays associated tasks and information. When a
button has been selected, it remains selected to indicate the current view. The
buttons represent the VirtualCenter functional areas:

Inventory — Displays tasks and data related to viewing the status of and managing
virtual machines, hosts, farms, and groups.

Tasks — Provides tasks and data related to scheduling tasks.
Templates — Provides tasks and data related to using templates.
Events — Provides tasks and data related to viewing current events.
To change the look of the navigation bar:

Right-click the navigation bar and select the appropriate option.

2 techpub-vc - ¥Mware YirtualCenter
File Edit YM View Help

= T ~ Show text on bottom
@ v": I lﬁ Sheow bext on right ll vmware
Show text only
Inventory Scheduled Tasks  Templates Ewvents .
Dion't show bext

Navigation Bar and Associated Menu
Toolbar
The toolbar provides buttons for the most commonly used actions.
To view or hide a toolbar:

Select View > Toolbars.

techpub-vc - ¥Mware ¥irtualCenter
File Edit ¥M View Help

@ s (E) vimware

Inventary Scheduled Tasks  Templates Ewents
f‘?ﬁfﬁ” /D/@|/§" Hylgle
back/forward ‘ task list / clone pop out console
power state migrate  add permission

VirtualCenter Client Toolbar Icons and Associated Actions for the Inventory button

Some toolbar options may be grayed out depending upon the navigation bar option
and level selected.
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The following table describes the toolbar actions.

Button

Actions

Back/Forward Arrows

Ll

Back — Moves to the previously viewed page.

Forward — Moves to the next page.

Power Off/Suspend/
Power On/Reset
Buttons

IR

Power Off — Powers down the selected active virtual machine.
Suspend — Suspends the selected active virtual machine.
Power On — Powers up the selected inactive virtual machine.

Reset — Reboots the selected active virtual machine.

Task List Menu Button

& -

Create a New Virtual Machine — Launches a wizard to configure a new
virtual machine.

New Farm — Creates a new empty farm, used for arranging managed hosts
or groups.

Add Virtual Machine Groups — Creates a new empty group for arranging
virtual machines.

Add Host — Launches a wizard to attach an existing managed host to the
VirtualCenter inventory.

Create a Scheduled Task — Launches a wizard to perform an automated
activity at a particular time.

Import a Template — Imports a virtual machine to use as a template for
creating multiple identical new VMs.

Create an Alarm — Creates an alarm.

Migration Button

(&

This buttons launches the migration wizard. Migration is the act of moving a
virtual machine from one managed host to another. There are two types of
migration.

Migrate a Virtual Machine — Moves a powered off virtual machine
between managed hosts on a farm.

Migrate a Virtual Machine with VMotion — Moves a powered on virtual
machine between managed hosts on a farm. This functionality requires
activation of VMotion on both the source and target managed by the host.

Clone Button

&

This buttons launches the clone wizard. A clone is a copy plus customization
of a virtual machine.

Add Permission
Button

81-

This buttons opens a dialog box in which you can add or change access
permissions.
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Button Actions

Pop Out Console This button opens a window displaying the console for the selected virtual

Button machine. This console is also available in the VirtualCenter window from the
@ Console tab.

The console window allows you to access a running virtual machine directly.
It provides live access to the virtual machine console from within the
VirtualCenter client, and allows you to interact with the operations of the
virtual machine.

The VirtualCenter Client consoles are similar to the remote console provided
with the VMware platform products, such as ESX Server and GSX Server.
However, the VirtualCenter Client console does not allow you to access
selected functions (such as power or configuration operations) of the virtual
machine beyond the direct manipulation of the console. These tasks are
handled through the VirtualCenter Client.

Status Bar

The status bar appears at the bottom of the window. It displays the status of the
connection between the VirtualCenter client and the VirtualCenter server.

To hide or view the status bar:

Select View > Status bar.

Panel Sections

The panel section is the primary information and action display area.

The content of this display area varies, depending upon the navigation bar selected.
The content of the panel section for Tasks, Templates, and Events is a simple list. The
content of the panel section for Inventory (of virtual machines, hosts, farms, and
groups) is divided into two panels: the inventory panel and the information panel.

« Inventory panel — Displays a hierarchical list of VirtualCenter objects when the
Inventory button is selected from the navigation bar. The displayed list includes
Server Farms, farm groups, farms, hosts, virtual machine groups, and virtual
machines.

« Information panels — Display lists and charts. There are various information
panels. There is one panel each for the Tasks, Templates, and Events navigation
bar options. There are multiple panels for the Inventory button, and these are
divided into tabbed elements that vary, depending upon the object selected in
the inventory panel.
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The table below lists the tabbed panel options available for each inventory panel

object.
Inventory Object | Farms | Summary | Virtual Hosts | Performance | Tasks | Events | Alarms | Console | Permissions
Machines

Server Farms X X X X X X X

Farm Group X X X X X X X

Farm X X X X X X X X

Host X X X X X X

VM Group X X X X X X

Virtual Machine X X X X X X X

» Active tasks — Displays any currently running active tasks. Included is a
progress bar indicating the percentage complete of each task. The active tasks
panel displays across all four navigation button layouts: Inventory, Scheduled
Tasks, Templates and Events.

= techpub-vc - ¥Mware VirtualCenter [{a] _[O]x]
File Edit ¥M View Help

| = (5] vmware
ey Sesiets | Teris

Events

TANew A Deploy A5 Clore

Templates

Name | Guest 05 i Size - MB | Datastore

template_1 DS 4096 techpub-vc on local disk
[J p2v win template 1
[2 o

| | o]

Active System Tasks

Name | Target | Progress | status | Reason | Time |
& Create Templake from VM (31 p2v win for gsx S () ® Ruming VNMAREMibeth L1[16}2004 11:04 AM

= Hide |

[Shawing all iz [Cannected as VMWAREMbethary 7

To select an object:

Single-click the appropriate object in either the Inventory button or on the
information panel.
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To view a popup menu:

Right-click the appropriate object.

panel menu open/close toggle guest operating system line
% techpub-vc - YMware ¥irty.alCenter EE M= E
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&Y Migrating ¥ 0 Windows 2000 .., @ Running VAREM beth. . 11/13/2004 1:22 PM
< Hide  [To relpése cursor, press CTRL+ onnected as ethary
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resizing bar
VirtualCenter Client Panel Adjustments

To close or open a panel:

logon information

Click the arrow in the panel menu bar. When the panel is hidden, the panel menu bar
is a strip along the side of the VirtualCenter client window.

To resize a panel:

Click on a resizing panel side and drag it to an appropriate size.

Your choices for the panels are persistent across VirtualCenter client sessions. If you
run multiple VirtualCenter client sessions using different user names, the settings from
the last session to quit determine the values for the next VirtualCenter client session.
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Understanding the Information

Elements

The information elements include the symbols, attributes, lists, and charts. The
information elements are covered in the following sections:

Symbol Information Elements

Attribute Elements
List Elements

Chart Elements

Symbol Information Elements

Monitoring data appears in the form of tables and charts, and uses color, icons, and
timelines for easy viewing and analysis.
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Inventory Panel Handling of Color Coding and Filtering Lists

Color coding — Depending upon the location of the colored icon, the color
indicates status or power state. The color options are red, yellow, and green. Color
conditions are propagated up the hierarchy.
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Icons — Used in conjunction with color mapping to add a visual representation of
the associated text. Icons for virtual machine power states are the same as those used
with other VMware virtualization platform products, such as ESX Server or GSX Server.

Attribute Elements

Attributes are the resources that are being monitored and managed for all the
managed hosts and virtual machines in your VirtualCenter environment. Attributes’
status and states appear on the various inventory panels.

Custom attributes — These attributes can be used to associate user-specific meta-
information with virtual machines and managed hosts. Once you have created the
attributes, set the value for the attribute on each virtual machine or managed host, as
appropriate. This value is stored with VirtualCenter and not with the virtual machine or
managed host. Then use the new attribute to filter information about your virtual
machines and managed hosts. If you no longer need the custom attribute, remove it.
A custom attribute is always a string.

To add a custom attribute:
1. Open the Custom Attributes dialog box.
Select File > Custom Attributes.

2. Add a custom attribute and click Add.

(Custom Attributes [ =]
Mame Add I
Mew Aktribuke

Remove

Close
The attribute is added to the list of virtual machine characteristics.
3. Change the attribute name as needed.

Click in the Name field and type the name you want to assign to the attribute.
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4. Enter the values for the custom attribute.

% techpub-vc - ¥Mware YirtualCenter EE=z M=l E3
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= Show active tasks | \ |Connected as VMWANEM\bethany Vi

selected object enter value for the new attribute  New Attribute column

a. Select the object one level up the hierarchy that contains the objects to which
you wish to apply the attribute. For example, if you want to enter attribute
values for managed hosts, select the farm and the Hosts tab for a list of hosts.

b. For each managed host or virtual machine, click the new attribute’s column.
In the information panel, the new attribute is added to the header.
c. Type the attribute value that is appropriate for each managed host or virtual
machine.
List Elements

Sort any list by clicking the column label heading. A triangle in the column head
shows the sort order as ascending or descending.

The Virtual Machines tab for virtual machines provides a means to filter for selected

virtual machines. A filter is sorted by a key word. Select which columns to search for
the keyword.

To sort a list:

Click a column heading to sort the list by entries in that column. The current selection
does not change.

To change between ascending and descending order:

Click the triangle in the column heading.
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To select items in a list:

Click an individual item. Press Shift-click or Ctrl-click to select multiple items. All lists
can be sorted.

To view or remove columns in a list:
Right-click the column header and select the column name from the list.
To filter the view of virtual machines:

Click the arrow to view a list of attributes from which to select. Type text directly into
the filtering field to specify search criteria. The Filter field does not support boolean
expressions or special characters and is not case sensitive. Click OK to display only
those virtual machine that match the criteria. Click Clear to change the filter.

Note: There is a one-second interval between keystrokes. If you type in the text and
wait for one second, the search will start automatically. You don't have to click OK or
Enter.

The list is updated based on whether or not filtering is on or off. For example, if you are
in the Virtual Machines tab and you have filtered the list and the filtered text is
powered on, you only see the list of virtual machines whose state is set to powered
on. If the state of any of these virtual machines changes to something else, then they
will be removed from the list. New virtual machines that are added are also being
filtered. Filtering is persistent for the session.

To remove a filter:

Click Clear, or delete the entry in of the filtering field and click OK. VirtualCenter
displays the full list of available items.

To select columns to search for the filtering keyword:
Right-click in the contains: field and select or deselect the appropriate column names.

Filtering is inclusive, not exclusive. If the keyword is found in any of the selected
columns, the line item is included in the list.

Chart Elements

Each chart contains data relative to the selected object in the inventory panel. The
charts display the data across time.

Each resource has a summary graph and one graph per instance of that resource. For
example, the processor usage resource has one graph per processor and net usage
has one graph per NIC. View only one set of resource graphs at a time.

Note: The graphs for a virtual machine show the shares allocated to that virtual
machine as a percentage of the managed host processors.
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To view the large version of a chart:

CHAPTER 5 Working with the VirtualCenter Client

Click the thumbnail, and the larger version appears in the information panel.
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Information Panel Chart View Elements

To configure the increments of time:

customize chart view

Click the pull-down menu and select the appropriate increment. For the range
selected, the interval is shown. The options are:

Past Day — Displays the status of the item in five minute intervals

Past Week — Displays the status of the item in one hour intervals

Past Month — Displays the status of the item in one day intervals

Past Year — Displays the status of the item in one month intervals
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To customize the graph view:

Click the Customize Chart button and select from the options.

Customize Performance Chart E

a Host Performance Chart O ptions

—Graph
@ Total disk 14D
1~ Total disk 1/0 by device
" Total disk 170 by virtual machine
" Individual disk 140

for device: IALL fe

™ by virtual machine

Shis
’V % Total " Beads 1 rites
r— Virtual Machines
Metware B -
winSery20035td
St

winSer2003Enterprize

WinMT machine

Windows XP Professional

Windaws 2000 Server [2) =

Al

Mare |

Apply | Ok | Cancel I

The graph options vary, depending upon the resource selected. In the example

above, the options represent the data in the primary chart.
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Accessing Properties and Settings

There are five sets of properties and settings dialog boxes. Each set makes
adjustments to the corresponding VirtualCenter environment. These adjustments are
described in the following sections:

«  VMware VirtualCenter Settings
e VMware Management Interface
e Host Properties

o Virtual Machine Resources

o Virtual Machine Properties

e Schedule Task Properties

o Template Properties

e Alarm Properties
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VMware VirtualCenter Settings
To access the VMware VirtualCenter settings, select File > VMware VirtualCenter
Settings.

Note: Changes to this setting apply to the current VirtualCenter server only. If you
log out and log on to another VirtualCenter server, the settings are specific to that

VirtualCenter server only.
This dialog box has three tabs:
« Performance — Lists the interval settings used to collect performance data that
appears on the Performance tab in the information panel.

¥Mware YirtualCenter Settings

Pesformance | Temp\ates' Advamcedl

r— Cunent Performance Intervals

Mame | Minutes per Sample | Mumber of Samples |
Past Day g 288
Past Week 60 168
Past Manth 360 120
Past Vear 1440 365

Remove
i Mew Performance Interval

MName: Minutes per sample: Murmber of samples:

Add

Ok I Cancel |
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« Templates — Displays the field for specifying the template upload directory.
This directory stores templates that are not stored on a shared datastore.

¥Mware YirtualCenter Settings m

Performance  Templates IAdvancedl

Template Upload Directorny
Specify the VitualCenter server directory where vitual maching
template files are stored

e Advanced — Lists a variety of fields.

¥Mware ¥irtualCenter Settings E

PEIfUIITIaFIEEI Templates  Advanced |

instance.id |15 -
snmp.receiver.].name Ilncalhnst
shmp.receiver.].port |1 B2

snmp.receiver. | community Ipub\ic

shmp.1eceiver.2.hame |

shmp. receiver.2.port |

snmp.receiver. 2. community I

Ok I Cancel |

The Advanced tab fields are:

« instance.id — Generates unique MAC addresses and UUIDs for virtual
machines.

In some cases, it is possible to have more than one VirtualCenter running in the
same company. Each of these VirtualCenters must have its own unique
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instance. id. By default, an ID value is generated randomly. However, this
value is editable. The only requirement is that it be a unique number from 0 to
63.

snmp.receiver.n.name/snmp.receiver.n.port/snmp.receiver.n.community
— Used for alarm notification. Refer to Preparing for SNMP Alarm Notification on
page 403 for information on setting these values.

mail.sender/mail.smtp.sender/mail.smtp.port — Used for alarm notification.
Refer to Preparing for Email Message SMTP Alarm Notification on page 402 for
information on setting these values.

host.reconnectThreshold — Specifies how long, in minutes, VirtualCenter
should continue to try to connect automatically to a managed host. The default
value is 30 minutes.

client.timeout.normal — Specifies how long, in seconds, the VirtualCenter
client waits for a response from the VirtualCenter server before timing out. The
default is 30 seconds.

client.timeout.long — Specifies how long, in seconds, the VirtualCenter client
waits for a response from the VirtualCenter server for long operations. The
default is 120 seconds.

perf.numThreads — Specifies the number of threads used for collecting
performance statistics from managed hosts.

perf.level — Specifies the level of detail for performance statistics collection.
Legal values are minimal, typical, and full. The default is full, and more
information on this setting is available in Configuring the Statistics Detail for
Performance Data on page 453

log.verbose — Specifies verbose logging when set to 1.

task.interval — Specifies how often, in seconds, VirtualCenter checks if any
scheduled tasks are ready to be executed or alarms should be triggered. The
default is 5 seconds.

ads.maxFetch — Specifies the maximum number of users and groups the
VirtualCenter stores from the selected domain. To specify no maximum limit,
enter zero (0).

ads.timeout — Specifies, in seconds, the maximum amount of time

VirtualCenter allows the search to run on the selected domain. Searching very
large domains can take a very long time. This value must be greater than zero (0).
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« ads.checkinterval — Verifies that all users and groups known to VirtualCenter
currently exist in Windows. For example, if user Smith is assigned permissions
and in the domain the user’s name is subsequently changed to Smith2,
VirtualCenter concludes that Smith no longer exists and removes permissions
for that user.

« server.options — Used for advanced debugging and troubleshooting. Use this
field only when directed by VMware technical support.

« VirtualCenter.PortNumber — Specifies the port through which VirtualCenter
client sends data to the VirtualCenter server. Default is port 905.

To view a tool tip on each field:

Drag your mouse over a data field.

VMware Management Interface

Selecting a Edit > Host Configuration or right-clicking a host and selecting Edit Host
Configuration activates a link in VirtualCenter, starts a browser, and seeks permission
to access the VMware Management Interface for the selected managed host. ESX
Server or GSX Server hosts are configured and managed through the VMware
Management Interface.

2l techpubs-linux.vmware.com: ¥Mware Management Interface - Microsoft Internet Explorer

Fle Edi View Favortes Tools  Help ‘

daBack - = - (@[] A} Doearch GaFavortes @Meds B - S = - 2 B D

Address [] https:jtechpubs-inux, wware. com:8333 vmuarefen] -] Pe ‘L\nks |

=

VMware Management Interface

Username:

Password:

Log In

[vMware Virtual Machine Console for Windows JE |

Help | | Download

s

/&) Active [ [ [& @ memet
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Host Properties
Selecting a managed host > Properties displays the <host_machine> Properties
dialog box. The managed host Properties dialog box has two tabs:

VMotion — This option is available for ESX Server hosts. Use this dialog to configure
VMotion settings for the selected managed host. Refer to Enabling VMotion on
page 220 for information on setting up a managed host for VMotion.

testseryer.ymware.com Properties

Whotion IAdvanced'
Wi ation Enabled:
" Yes ¥ No

—Whotion Settings

Select the network for transfening vitual machine state during migration.  This
network must be connected ta the vmkernel

Network Label: I -I

Specify a unique IP address and Gateway valid on the wmkemel NIC. Da nat
reuse the IP addiess assigned to the Console of this ESX server

IP Address: I
Gateway: I

0K I Cancel |

Datastore — This option is available for GSX Server. Use this dialog to configure
datastore settings for the selected managed host. Refer to Configuring Datastores on
GSX Server Hosts on page 264 for information on setting up a managed host
datastore.

techpubs-linux.ymware.com Properties B3

Datastore I Advanced |

i D atastore Settings

Specify the name and location of thiz host's datastare,

MName: |\ocal

Fath: |/var."\ib#vmwareN\rtuaI Machings/

ok I Cancel
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Advanced — Provides an option to restart the managed host’s VirtualCenter agent.

testserver.ymware.com Properties
Whation  Advanced I

WMware VitualCenter gent

Restarts the Vidware VitualCenter Agent. Use with caution. Restart

Ok I

Cancel

Virtual Machine Resources

Selecting a Edit > Host Configuration or right-clicking a host and selecting Edit Host
Configuration displays the Virtual Machine Resource dialog box. This is a list of all the
virtual machines running on the selected managed host and the percentage of
resources allocated to the virtual machine. Refer to Allocating Host Resources on
page 190 for information on allocating managed host resources to virtual machines.

Yirtual Machines Resources

CPU | Disk 120 | Memory | Wetwork |

| Shares Value
1000
1000
1000

Hame [Min%  [Max% | Shares
G Microsoft Windows Server 20,,, 0 100 Mormal
) Windows 2000 Server 0 100 Mormal
& Microsoft windows NT il 100 Marmal
[0 Wicrosoft windows Server 20,,, 0 + | Mormal
5 Novell Nethars & il 20 | Mormal
G Hovell Netware 5 0 b Mormal

1000
1000
1000

Toedit an entry, selact a rav first, then click on a cell

Close
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Virtual Machine Properties
Selecting a virtual machine > Properties displays the Virtual Machine Properties
dialog box. This dialog box has three tabs:

» Hardware — Use this tab to add hardware elements to your virtual machine.

« Options — This tab lists some general virtual machine settings, actions to take
during a power state change, and actions taken for debugging during a process.

« Resources — Use this tab to modify the resource shares on the managed host

of a virtual machine. The modifiable resources are processor (or CPU), memory,
disk, and network.

Refer to Editing an Existing Virtual Machine Configuration on page 345 for more
information about editing the configuration of a virtual machine.

¥irtual Machine Properties [ x]

Hardware | Options |

| Dervice | Surnrar: |
e [~ Specify the amount of memory allocated to this vitual
GEGER EIEE) machine. The memory size must be a multiple of 4 MB.
S Hard Disk 1 (SCSI0:0) 4096 MB
S Hard Disk 2 (SCS10:1) 4096 MB Memary for this wirtual machine:
CD-ROM 1 : —_ =
=5 {IDE 0:0) Auko detect J— [312=] e
éF\oppy 1 Using drive A: e
BB 1 techpub networkz a0
4 3600
£ Guest 05 recammended minimum 128ME
& Recommended memary 304MB

Addd Remove:

oK I Cancel Help
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Schedule Task Properties

Click the Scheduled Tasks button in the navigation bar. Highlight a task and select Edit
> Properties to display the Scheduled Task Properties dialog box. From this box,
modify the time, date, and frequency of a scheduled activity.

¥Mware VirtualCenter New Task Wizard [x]

Schedule the task
Choose the time when this task will iun. The task can either run once ar
recur at regular intervals.

[ Frequency Start Time:
& Once T Now
o
" After Startup i

Time: ~ |3:15
© Houly —

Date:  [wednesday, November 17,2004 |
£ Daiy [l ovember, 2004 »
1 Weekly Sun Mon Tue Wed Thu Fri Sat

@1 2 3 4 5 B
 Manthly 78 8 W 1N 12 13
415 15 @EBE 13 W

21 2 23 M K5 X® 27
@ 2 3 1 oz 3 4
5 B 7 8 % 1M N

Today: 11/17/2004 |
x%w—|— ancel

Template Properties
Click the Templates button in the navigation bar. Highlight a template and select Edit
> Properties to display the Template Properties dialog box. From this box, change the

name and description of the template.

Template Properties

General |

Name:

|templale_1

[rescription:
& test template

0K I Cancel
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Alarm Properties

Select File > New > Alarm to display the Alarm Properties dialog box for creating and
modifying alarms.

Alarm Properties | %]

General | Triggars' Aclions'

—Mame

[Hevi Alarn (4)

—Type
' Monitor a host
 Maritar a ¥

¥ Enabled

Ok | Cancel I
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CHAPTER

Working with Farms

This chapter describes how to perform VirtualCenter farm-related tasks. This chapter
contains the following sections:

o Working with VirtualCenter Farms on page 166
o Working with Farm Groups on page 168

You need to use a Virtual Machine Administrator role assigned to the Server Farm to
perform the activities described in this chapter.
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Working with VirtualCenter Farms

A farm is the primary organizational structure used in VirtualCenter. A farm contains
managed hosts and virtual machines. All actions taken upon managed hosts and
virtual machines are applied within their farm. Within a farm, you can monitor and
manage virtual machines separately from their hosts and use VMotion; you cannot

perform migration between farms. The VirtualCenter farm topics are covered in the
following sections:

e AddingaFarm

e Removing a Farm

Adding a Farm

To add a farm:

1. From the VirtualCenter client, display the inventory panel and select the
appropriate farm group or Server Farms.

Click the Inventory button in the navigation bar. Expand the inventory as
needed.

2. Add a new farm.

Select the Server Farms icon in the inventory panel. From the main or right-click
popup menu, select New Farm or New Farm Group.

A new farm is added to the hierarchy. Type in a useful name.

= localhost - YMware YirtualCenter

El: M=
‘Flie Edt WM Miew Help
d o 5]
@ - 4 © g ['ﬁ vmware
Inventory Scheduled Tasks  Templates Events

- B0bGEFBe e

r 1
New Farm
=] ﬁ Server Farms
oa i [T itual Machines | Hosts | Performance | Tasks | Events | Alaims
Tokal Hosts: 1] WMs Powered On: 0
Disconnected Hosts: 1] WMs Suspended: 0
Total Yirkual Machines: o Total YMs Provisioned: o
Disconnected Virtual Machines: o Tokal YM Migrations: 0
View tables for: [iFac] Memary &3 Disk  EER Netwark
CPU Usage, Hot List
Most Active Hosts Le
<« | »

2 Ghow active tasks |

[Connected as VMWAREM bethany 7
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Removing a Farm
To remove a farm:

1.

From the VirtualCenter client, display the inventory panel and select the
appropriate farm.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate farm.

Remove the farm.

Select the appropriate farm. From the main or right-click popup menu, select
Remove.

Confirm that you want to remove the farm. Click Yes.

Confirm Remove Farm

& Remowing this Farm will also remaove all hosts and YMs that belong ko the Farm. Do you want ko do this?

VirtualCenter removes all virtual machine groups, hosts, and virtual machines
within the farm from the managed inventory. In addition, all the associated tasks,
alarms, and events are also removed. Assigned processor and migration licenses
are returned to available status. Virtual machines that were on the managed host
remain on the managed host.

CHAPTER 6 Working with Farms
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Working with Farm Groups

A farm group is an organizational feature. Farm groups can be added only to the
Server Farms top level and to other farm groups. Hierarchically, farm groups contain
farms or other farm groups. Use farm groups to organize farms into logical entities. For
example, group all the systems that support a functional group, such as Sales or
Finance, or that support a location, such as the Building 12 site or the San Francisco
site. The farm group topics are covered in the following sections:

« Adding a Farm Group

e Moving a Farm to a Farm Group

« Removing a Farm Group

Adding a Farm Group
To add a farm group:
1. From the VirtualCenter client, display the inventory panel.
Click the Inventory button in the navigation bar. Select the appropriate icon for
either Server Farms or another farm group.

2. Select New Farm Group.

With the object highlighted, select New Farm Group from the main menu or

right-click popup menu. VirtualCenter adds a new group to the Inventory
hierarchy.

& techpub-vc - ¥Mware YirtualCenter
File Edt YM piew Help

@ @ uﬁ [@ vmware
Inventory Scheduled Tasks  Templates Events

ed N aEF-Breo

B[ =1 E3

4 New Farm Group2

= [, Server Farms
=] ﬁ SUpErgraup Hosts  Tasks ' Ewvents ' Alams  Pemissions

pubs2 MName: < | Ststus | Wumberof vMs | Number of Hosts
[ New Farm Groupl

Wirtual Machines

techpubs
Mew Farm Group2

< I+

[Connected as ¥MWAREM\bethary 2

= Show aclive tasks |
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Moving a Farm to a Farm Group
To move a farm to a farm group:

1.

2.

From the VirtualCenter client, display the inventory panel.

Click the Inventory button in the navigation bar. Select the appropriate icon
either Server Farms or another farm group.

Click and drag the farm to the farm group.

Removing a Farm Group
Removing a farm group removes all its contents from the VirtualCenter environment.
The contents include any other farms, hosts, and virtual machines.

To remove a farm group:

1.

From the VirtualCenter client, display the inventory panel.

Click the Inventory button in the navigation bar.

Remove the farm group.

Select the appropriate farm group and select Remove from the main or right-
click popup menu.

If you have farms, hosts and virtual machines in the farm group, confirm
that you want to remove the farm group. Click Yes.

Confirm Remove Group E

& Removing these groups will alsa remave all hosts and ¥Ms that belang to all Farms within the groups. Do you want to do this?

VirtualCenter removes the selected farm group and all items contained within it
from the hierarchy and the VirtualCenter environment. Any assigned processor

and migration licenses return to available status. All virtual machines remain on
the managed host.

CHAPTER 6 Working with Farms
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CHAPTER

Working with Hosts

This chapter describes how to perform managed host-related tasks. This chapter
contains the following sections:

Hosts Overview on page 172

Understanding Host States on page 173
Preparing to Add a GSX Server Host on page 174
Adding a Host to a Farm on page 175
Configuring Network Labels for GSX Server Hosts on page 180
Connecting or Disconnecting a Host on page 182
Using Host Power Options on page 184

Moving Hosts Between Farms on page 185
Automatically Reconnecting a Host on page 186
Removing a Host on page 187

Allocating Host Resources on page 190

Configuring a Host on page 193
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You need to have a Virtual Machine Administrator role assigned to the farm
containing the managed host to perform the tasks described in this chapter.

Hosts Overview

ESX Server and GSX Server hosts can be managed by VirtualCenter. All managed hosts
are added to VirtualCenter farms.

All virtual machines on managed hosts are automatically discovered and imported
into VirtualCenter.

A virtual machine is removed from VirtualCenter server only when either the virtual
machine, the managed host with the virtual machine, or the farm with the virtual
machine is explicitly removed through the VirtualCenter client.

When you add multiple managed hosts, VirtualCenter identifies any naming conflicts
that exist between virtual machines and alerts the system administrator, who can
then rename virtual machines as necessary. Configure the virtual machine to display
names. The name can be up to 80 characters long and contain alphanumeric
characters and the underscore (_) and hyphen (-) characters. The name must also be
unique across all virtual machines within a virtual machine group.

When VirtualCenter connects to a managed host, it does so as a privileged user. The
individual VirtualCenter user does not necessarily need to be an administrative user
on the managed host. Refer to Setting Access and Permissions on page 457 for
information on setting up VirtualCenter users.

A host can be managed by only one instance of the VirtualCenter server.
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Understanding Host States

Actions taken upon a managed host require that the managed host be in a specific
state. Whenever an operation is performed on a managed host, the host state
changes. While the state is in transition, the state field displays a term that describes
the transition.

Note: Disconnecting a managed host is different from removing the managed host
from VirtualCenter. Disconnecting a managed host does not remove it from
VirtualCenter; it only temporarily suspends all VirtualCenter monitoring activities. The
managed host and its associated virtual machines remain in the VirtualCenter
inventory. Removing a managed host removes the managed host and all its
associated virtual machines from the VirtualCenter inventory.

The figure below illustrates states, transitions and state changing commands for a

managed host.
disconnecting -

timed out connecting

lost

connecting

Reconnect I

I sete
[ Command
\_

Host State Changes
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Preparing to Add a GSX Server Host

To accommodate the GSX Server Windows host security option for running a virtual
machine as a specific user account, a VirtualCenter user must be configured on the
GSX Server host.

Note: This section does not apply to virtual machines running on a GSX Server Linux
host.

1. Create or select the VirtualCenter user on the to-be-managed GSX Server host.
This user:

« Performs operations on behalf of VirtualCenter on the GSX Server host.
» May be configured on a domain controller.
« May be the same user used by VirtualCenter across multiple managed hosts.

« Must have access to all the files for all the virtual machines on the GSX Server
host.

o Must have access to GSX Server network shares so VirtualCenter can create
and store virtual machines on the network share.

2. Configure the user profile so that the user has permission to power on all the
virtual machines on the GSX Server Windows host.

If there are any existing virtual machines on the GSX Server host, ensure that
they are configured to run as the VirtualCenter user. This ensures that the user
authorization to perform a function with a GSX Server virtual machine is set
within the confines of VirtualCenter and that the user of the virtual machine has
appropriate VirtualCenter access to storage, disk shares, and the GSX Server
datastore.

Any virtual machine created on a GSX Server host through VirtualCenter is
automatically configured to run as the user account specified when the host was
added to VirtualCenter.

Refer to your GSX Server documentation for information on changing the user
accounts on your GSX Server virtual machines.

3. Provide VirtualCenter user identification when you add the GSX Server host as a
managed host in VirtualCenter. Refer to Adding a Host to a Farm on page 175.

Note: Although the VirtualCenter user can view all virtual machines on the GSX
Server host, VirtualCenter cannot take actions upon any virtual machines that are
not configured to allow the VirtualCenter user to perform the power functions.
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Adding a Host to a Farm

Virtual machines exist on managed hosts within the network. Hosts are added to the
VirtualCenter environment. The VirtualCenter server automatically discovers and adds
all the virtual machines contained within that managed host to the VirtualCenter
environment.

The figure below illustrates the process for adding a host to VirtualCenter. Refer to
Abbreviations on page 16 for a description of abbreviations.

Adding hostA

Add hostA to VirtualCenter

VirtualCenter
rtu ESX server or GSX server hostA

Adding hostA virtual machines

VC auto-discovery VMs on hostA

VM1 VM2 VM3

VirutalCenter

ESX server or GSX server hostA

Adding Host to VirtualCenter Environment with Automatic Discovery of Virtual Machines

A host can be added to only one VirtualCenter server.
To add a host:
1. Ensure a communication channel through a firewall, if needed.

If any managed host in the VirtualCenter environment is behind a firewall, ensure
that the managed host can communicate with the VirtualCenter server and with
all other hosts on port 902, or other configured port. Refer to Configuring
Communication Between VirtualCenter Components on page 99 for additional
information.

2. From the VirtualCenter client, display the inventory panel and select the
appropriate farm.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate farm.

175



VMware VirtualCenter User’s Manual

3. Start the Add Host Wizard.

Select the appropriate farm and select New Host from the main or right-click
popup Menu.

4. Confirm proceeding with the Add Host Wizard. Click Next.

5. Enter the managed host connection settings.

¥Mware YirtualCenter Add Host Wizard [ ]
S pecify Connections Settings

Type in the information uzed to connect ta this host

i Connection
Hosgtnamne:
Foit 902

—Authentication
Enter the user account information that Yiware VinualCenter will use to

conhnect ta this host. The account you choose must have administrator
privileges on the host,

Username: root
Pagswiord:

The connection process may take several minutes. Please be patient

< Back | et > | Cancel |

» Type the name of the managed host in the Hostname field.

« Ifthe managed host is not using the default port of 902 between the
managed host and the VirtualCenter server, specify the port that is open for
communication.

Refer to your ESX Server or GSX Server documentation for information on
configuring a port on your managed host. Refer to your firewall administrator
for information on opening a port in the firewall for communication.

o Enter the Username and Password for a user account that has administrative
privileges on the selected managed host.

VirtualCenter uses the root account to log in to the system and then creates a
special user account. VirtualCenter then uses this account for all future
authentication.

o Click Next to continue.

When the dialog is complete and you click Next, VirtualCenter does the
following:

» Connects to the managed host.
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« Verifies that the managed host is not already being managed. If it is already
being managed on another farm, VirtualCenter displays an information
message.

» Reads the number of processors on the managed host and allocates the
appropriate number of licenses. The number of processors is stored in the
VirtualCenter database and is verified upon each managed host reconnection
and VirtualCenter start up.

Note: Newer processors have two CPU cores in each processor package.
Systems with dual-core processors must use ESX Server 2.5.2 or later or GSX
Server 3.2 or later. VirtualCenter licenses are issued by pairs of processor
packages, not by processor cores. Therefore, if the system is using two dual-
core processors or two single-core processors, the system requires a single 2-
processor VirtualCenter license.

« Verifies that the managed host version is supported. If it is not, VirtualCenter
checks if the current version can be upgraded. If the managed host version
can be upgraded, VirtualCenter prompts you to perform an upgrade.

» Imports existing virtual machines.

6. If you are adding an ESX Server: Enable VMotion for the managed host, as

needed.
¥Mware YirtualCenter Add Host Wizard [ %]
Enable VM otion

Chooze to enable migration of vitual machines uzing Viotion

Would you like to enable YMotion on thiz host?
© Yes % No

hiotion Settings

Select the network, for transferring virtual machine state during migration.  This
network must be connected to the viksmel.

Metwork Label: -

Specify a unique IP address and Gateway valid on the vmkernel MIC. Do not
reuse the IP address assigned to the Consale of this ESK server.

IP Address:
Gateway:

< Back | Mext » | Cancel |

« To enable VMotion:

Click Yes. Enter the Network Label, IP Address, and Gateway for the managed
host. This is the information for the migration network, including which NIC it
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uses, and its IP address and gateway. The migration network should be a

separate network.

If VMotion is enabled, VirtualCenter checks for a migration license and adds it

to the managed host information.
« To leave VMotion disabled: Click No.

o Click Next to continue.

Refer to Enabling VMotion on page 220 for additional information.

If you are adding a GSX Server: Identify the VirtualCenter user.

¥Mware YirtualCenter Add Host Wizard

VirtualCenter U ser Account

Enter the usemame and password that VitualCenter will use when powering
on virtual machines on the host

i Wirtual Machine User Account

Select the uzer account that you want to uze when unning newly created wirtual machines
an this host. This user aecount will be used to allow access to the network and storage
resources that are required to operate the wvirtual machine,

For secuiity, WMware recommends that pou choose a uger account other than oot or
Administrstor a3 the wirtual machine user account

Run virtual machines on this host as:

" The account Lsed to connect ta this host roat]

* This User. I
Password: I
Canfirm Password: I

< Back | et > | Cancel

When you add a GSX Server host to a farm through the Add Host Wizard,
VirtualCenter requires two user names in the following order:

» The user specified in step 5 to add the managed host. This is the user who has

administrator privileges on the GSX Server host.

e The VirtualCenter user.

VirtualCenter impersonates the VirtualCenter user on the managed host when
accessing files and performing management and provisioning operations on

a managed host. This user may be the same or different than the

administrator user specified in step 5. This user must have sufficient privileges

to access the physical resources that the virtual machines use, such as files

and networks.

Note: Atany given pointin time, there is only one username and password that

VirtualCenter stores for a given managed host. That is the account for the
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VirtualCenter user. At step 5, you specify the administrator user that proves that
you have the permission to work in VirtualCenter and on the managed host. If at
this step, you choose a different (maybe non-administrator) user, you are
essentially saying, “Now that | have proven that | am authorized, connect to that
managed host and run all the virtual machines as this other user!” If you decide
not to specify a different user account here, you are essentially saying, “l want to
connect to this managed host and perform VirtualCenter operations as this
administrator.”

Complete the Add Host wizard and click Finish.

The Add Host Wizard searches the network for the specified managed host,
performs the discovery to identify all the virtual machines on the managed host,
and if possible, connects the managed host. If the wizard cannot connect the
managed host, the managed host is not added to the inventory. If the wizard
can connect to the managed host but for some reason cannot remain
connected to the VirtualCenter server, the host is added, but is in an
disconnected state. This occurs, for example, if the host is already being
managed by another VirtualCenter server.

If you click Cancel, the host is removed from the VirtualCenter inventory.

If you are adding a GSX Server host: All virtual machines on that managed
host are listed. This includes virtual machines that are designated as private
within GSX Server. Though VirtualCenter can manage private virtual machines,
only users with an appropriate VirtualCenter designated permission role can
perform actions on a private virtual machine.
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Configuring Network Labels for GSX
Server Hosts

Prior to using the migration feature or adding new virtual machines on a GSX Server
host, you must assign network labels to each network interface in each GSX Server
host.

VirtualCenter allows the management of GSX Server hosts, which is a powerful new
feature. But VirtualCenter is centered around the concept of virtual machine
migration, while the normal GSX Server console is centered around a single host. This
different emphasis causes the two products to have very different views of virtual
network connections. In VirtualCenter, the most important thing about a virtual
network interface is what network it connects to because that limits what possible
managed hosts the virtual machine containing it could migrate to.

The normal GSX Server methods for specifying network interfaces (Bridged, NAT, Host-
Only, or Custom) do not apply in the VirtualCenter environment. For example:

e AVirtualCenter-managed farm might include three physical networks:
» One which connects through a firewall to the Internet
« One which is internal to the server room
» One which is dedicated for connection to networked storage
e Ona GSX Server host, these networks might be set up as:
« The bridged network
« A custom network on vnet4
« A network not even visible to the virtual machines directly
« Onasecond GSX Server host, the network might be set up as:

« Only one network card, connected to the server-room network only. On this
managed host, the network would be a bridged network.

Note: In this example, knowing that a network is bridged is of no value at all in
determining what network it is.

VirtualCenter must be able to identify the actual network that the interface connects
to. This has to be manually set by someone who knows the physical connections and
GSX Server custom settings.

Specifically, VirtualCenter provides a method for assigning a label or name to each
network connection on each managed host. This network name becomes a global
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identifier for the actual network. In the example above, the administrator might
choose to call the first network the main or corporate or intranet network, the second
network the server link network, and the third network the storage network.

These labels are used by VirtualCenter when a virtual machine is migrated. The virtual
NICs are matched up to the networks on the new managed host by the network
names.

So in order to provision network cards to virtual machines on GSX Server hosts using
VirtualCenter, you must name the network interfaces on each GSX Server host. To do
this, use the management interface. This naming need only be done once per
network per managed host.

To specify network labels for all the virtual NICs in your GSX Server virtual
machines:

You only need to do this once. Refer to your GSX Server documentation for additional
information.

1. Log on to the management interface as root or Administrator.
2. Click the Options tab.
3. Click the Network connections link.

A window displays a list of network adapters and network labels. On Linux
systems, all possible VMnets are displayed. On Windows systems, only the
adapters and labels that are enabled are displayed.

4. Assign or change the labels as desired and click OK or click Cancel to refuse the
change.

To configure a virtual machine to use a named network:
1. From the management interface, select the Hardware tab.
2. Select either Add a New or Edit an Existing network adapter.
3. Select Network Connection and click the Named radio button.
4. Select the appropriate network from the pull-down menu.

Existing virtual machines on your GSX Server hosts continue to work. Naming your
networks does not modify the existing virtual machines in any way. Their virtual NICs
continue to be read as bridged, NAT, and so on. If you edit the virtual machine
configuration under VirtualCenter, you have the option of changing them from their
current value to a network name value. Only VirtualCenter specific name options are
offered. The GSX Server-specific values, such as Bridged and NAT, are not valid
VirtualCenter options.
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Connecting or Disconnecting a Host

You have the option to disconnect and reconnect a managed host that is being
managed by a particular VirtualCenter server. This section describes how to reconnect
a managed host.

Note: Disconnecting a managed host is different from removing the managed host
from VirtualCenter. Disconnecting a managed host does not remove it from
VirtualCenter; it only temporarily suspends all VirtualCenter monitoring activities. The
managed host and its associated virtual machines remain in the VirtualCenter
inventory. Removing a managed host removes the managed host and all its
associated virtual machines from the VirtualCenter inventory.

To connect or disconnect to a managed host:

1. From the VirtualCenter client, display the inventory panel and select the
appropriate managed host.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate managed host.

2. If needed, add the appropriate managed host to the VirtualCenter.
Refer to Adding a Host to a Farm on page 175.
3. Connect or disconnect the appropriate managed host.

Select the appropriate managed host icon in the inventory panel, and select
Connect or Disconnect from the main or right-click popup menu.

VirtualCenter displays text indicating the transitional state for the managed host
until it verifies and adjusts the licensing as needed and completes the
transaction.

When the managed host’s connection status to VirtualCenter is changed, the
statuses of the virtual machines on that managed host are updated to reflect the
change.
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If the managed host is disconnected, the word is appended to the object name
in parentheses, and the object is grayed out. All associated virtual machines are
similarly grayed out and labeled.
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Using Host Power Options

You have the option to power down or restart (reboot) any VirtualCenter managed
host. Powering down a managed host disconnects it though it does not remove it
from the VirtualCenter inventory.

Caution: When you power off a VirtualCenter managed host, you must use the
normal ESX Server or GSX Server startup processes outside of VirtualCenter. There is
no start managed host option through VirtualCenter once the managed host has
been shut down. Refer to your ESX Server or GSX Server documentation for additional
information.

Note: Disconnecting a managed host is different from removing the managed host
from VirtualCenter. Disconnecting a managed host does not remove it from
VirtualCenter; it only temporarily suspends all VirtualCenter monitoring activities. The
managed host and its associated virtual machines remain in the VirtualCenter
inventory. Removing a managed host removes the managed host and all its
associated virtual machines from the VirtualCenter inventory.

To power off or reboot a managed host:

1. Select the managed host from the inventory panel and open the power
operation dialog box.

Either select File > Shut Down Host or select Shut Down Host from the
managed host's Summary tab.

2. Shut down or restart the managed host, as appropriate.

Shutdown Bethany-w2k.vymware.com EE M= B3

—What do vou want the host to do?
' Shut dovn
"~ Restart

—These notes will appear in the spstem event log

e _|
a. Click the Shut down or Restart button, as appropriate.

b. Add notes that describe why you shut down or restarted (rebooted) the
managed host and information on when the managed host should be
restarted.

c. Click OK.
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VirtualCenter enters the provided text into the managed host system event
log, then powers off the selected managed host.

When the host is restarted, VirtualCenter attempts to reconnect to the restarted
managed host. If this occurs, and you do not want the host connected, cancel
the connect command.

Moving Hosts Between Farms

Managed hosts and virtual machines can be on only one farm at a time. To move a
managed host from one farm to another, you must disconnect the managed host
from the current farm and add or connect it to the new farm. When you add the
managed host to the new farm, the virtual machines associated with the managed
host are also moved to the new farm.
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Automatically Reconnecting a Host

VirtualCenter automatically tries to reconnect to a managed host if the connection is
lost.

Define how long VirtualCenter tries to re-establish the connection.
To configure automatic managed host reconnection:

1. From the VirtualCenter client, open the VMware VirtualCenter Settings dialog
box and select the Advanced tab.

Select File > VMware VirtualCenter Settings. When the dialog box displays,
select the Advanced tab.

¥Mware YirtualCenter Settings ﬂ

F'elfolmancel Templates  Advanced |

=)
mail.smtp.server |
mail.zmtp. port I
host recannectThreshold |3U
client timeout.normal |3U
clignt timeout.long |1 20 J
pert.numT hreads I]
perflevel |lu|| ;I
,TI Cancel |

2. Enter a value in minutes in the host.reconnectThreshold field. Click OK.
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Removing a Host

Removing a managed host from VirtualCenter breaks the connection and stops all
monitoring and managing functions of that managed host and of all the virtual
machines on that managed host. The managed host and its associated virtual
machines are removed from the inventory. Historical data remains in the VirtualCenter
database.

Note: [f atall possible, remove managed hosts while they are connected. Removing
a disconnect managed host does not remove the VirtualCenter agent from the
managed host.

Note: Removing a managed host is different from disconnecting the managed host
from VirtualCenter. Disconnecting a managed host does not remove it from
VirtualCenter; it only temporarily suspends all VirtualCenter monitoring activities. The
managed host and its associated virtual machines remain in the VirtualCenter
inventory.

Removing a managed host from VirtualCenter does not remove the virtual machines
from the managed host or datastore. It removes only VirtualCenter's access to the
managed host and virtual machines on that managed host.

The figure below illustrates process for removing a managed host from VirtualCenter.
Refer to Abbreviations on page 16 for a description of abbreviations. In the example
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here, notice the lost link between the VirtualCenter server and the removed managed
host, while the managed host files remain on the datastore.

1. Registered host and virtual machines.

—

VirtualCenter

VM2

[dskpLask]
j Shared Datastore

2. Remove host. Virtual machines stay on the host's datastore.

—

-

N

VirtualCenter

Shared Datastore

Removing a Host

To remove a managed host:

1.

From the VirtualCenter client, display the inventory panel and select the
appropriate managed host.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate managed host.

To remove the VirtualCenter agent from the managed host, ensure that the
managed host is in a connected state.

The managed host can be in a connected or disconnected state when you
remove it. However, removing a managed host while it is disconnected does not
remove the VirtualCenter agent from the managed host.

Note: Disconnecting a managed host is different from removing the managed
host from VirtualCenter. Disconnecting a managed host does not remove it from
VirtualCenter; it only temporarily suspends all VirtualCenter monitoring activities.
The managed host and its associated virtual machines remain in the
VirtualCenter inventory. Removing a managed host removes the managed host
and all its associated virtual machines from the VirtualCenter inventory.
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3. Select Remove.

Select the appropriate managed host icon in the inventory panel and select
Remove from the main or right-click popup menu.

4. Confirm that you wish to remove the managed host and all its associated virtual
machines.

Confirm Remove Host []

& Removing a host wil also remove all the host's UMs, alarms, and tasks from ¥Mware VirtualCenter's inventory. Are you sure you wart to do this?

Click Yes to remove the managed host. Click No to keep the managed host.

If you click Yes, VirtualCenter removes the managed host and associated virtual
machines from the VirtualCenter environment. VirtualCenter then returns all
associated processor and migration licenses to available status.

Note: Removing the managed host does not power off or alter any of the
virtual machines on the managed host. It only removes the managed host from
VirtualCenter control.
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Allocating Host Resources

The Virtual Machine Resources dialog box lists all the virtual machines currently
installed on the managed host. Use this dialog box to make adjustments to all the
managed host's virtual machines in a single view. Refer to Changing Virtual Machine
Resource Settings on page 385 to view resource settings for individual virtual
machines.

Note: This option is available for ESX Server hosts only.

To adjust the allocation of resources for each virtual machine on the managed

host:
1.

From the VirtualCenter client, display the inventory panel and select the
appropriate managed host.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate managed host.

Select the managed host whose resources you wish to reallocate.
Select the Virtual Machine Resources option.

This can be found on the Edit main menu, on the managed host right-click
menu, and in the managed host Summary tab commands list.

Select the processor (or CPU), memory, disk I/0, or network allocation to adjust.
Click the processor (or CPU), Memory, Disk I/O, or Network tab.
Select the virtual machine value to adjust.

Click the row representing the virtual machine whose allocation you are going
to adjust. Click in the column of the value to edit it.

a. If needed, click in the column heading to view a sorted list of values.
b. Select the row where you want to make a change.

¢. Click the value or empty field you wish to change. In some cases, a pull-down
menu appears.

d. Select from the listed options or type a value in the field.

Once you are in edit mode, keyboard navigation between editable fields
applies. This includes arrow keys, Tab, and Shift keys. Pressing Enter commits
the changes.
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h Microsoft Windows Server 20.., 0 o0 Mormal 1000
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To edit an entry, select a row first, then click on a cell Cloze

Shares and Shares Value columns — Entitle a virtual machine to a relative
fraction of the managed host’s physical resource. For example, a virtual machine
that has twice as many shares as another is generally entitled to consume twice
as many resources, subject to the virtual machines assigned and respective of
minimum and maximum constraints, provided that the virtual machines are
both actively using the resources that they have been allocated.

Alternatively, to set a numeric value for shares, you can set the value to low,
normal, or high. By default, all shares for all virtual machines are set to normal.
What these values mean in terms of the number of shares is a function of the
virtual machine’s specific configuration.

Increasing the number of shares allocated to a virtual machine dilutes the
effective value of all shares.

A virtual machine may under-utilize its allocation by idling when it is not busy.
This extra time is not wasted; rather, it is shared among virtual machines that
remain active. Thus, a virtual machine may receive more than its allocation of the
system.

Refer to your managed host virtualization platform documentation for additional
information.

Min% and Max% columns — Set absolute guarantees for minimum and
maximum processor and memory.

If a minimum processor or memory reservation is set on a virtual machine, that
virtual machine receives at least the specified minimum percentage of a
processor or the specified MB of memory, regardless of changes in the total
number of shares in the resource.
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If the system does not have enough unreserved processor time or memory
available to guarantee the minimum requirements of a virtual machine, that
virtual machine is not able to power on. A maximum reservation guarantees that
a virtual machine never receives more than specified maximum percentage of a
processor, even if extra time is available in the system. The maximum value for
processor is configurable. The maximum value for memory is not configurable.

Processor minimums and maximums are percentages of a single processor;
therefore, a uniprocessor virtual machine ranges from 0 to 100%, and a dual
processor virtual machine from 0 to 200%.

Memory minimum and maximum is in MB, and the maximum is always the
memory size of the virtual machine.

Traffic shaping and Kbps values — Located on the Network tab, these values
put a cap on the average and peak network bandwidth a virtual machine can
use, as well as how much traffic can be sent or received in a single burst.

6. Close the Virtual Machine Resources screen. Click Close.
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Configuring a Host

Managed host settings are controlled through the VMware Management Interface.

To configure a managed host through the VMware Management Interface:

1.

From the VirtualCenter client, display the inventory panel and select the
appropriate managed host.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate managed host.

If the managed host is not connected, connect it now.
Refer to Connecting or Disconnecting a Host on page 182.
Connect to the management interface for the selected managed host.
a. Select the appropriate managed host icon in the inventory panel.
b. Start the VirtualCenter Client and select:
Edit > Properties or Summary > Commands > Edit Host Configuration
VirtualCenter automatically starts your default browser.
Accept the security alerts.

These are generated from your Windows environment and appear only if your
security settings require it.

Log on to the VMware Management Interface.

Fle Edi View Favortes Tools Help ‘

Gpack - =+ - @D [0 A | Doearch GFavores Pvede H| - S = - H F D

tudress [ €] httpss)ftechpubs-inux ymware. com 5333 mwarejen) =] Pe s ”|
[

YMware Management Interface

Username:

Password:

Log In

[Mware Virtual Machine Consale for Windows =]

NI

[&] Active [ 3 [ mtemet

Enter the managed host user name and password.
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6. Make adjustments to the managed host settings as needed. Refer to your
managed host virtualization platform documentation for information specific to
modifying the managed host configuration and using the management
interface.
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CHAPTER

Interacting with Virtual Machines

This chapter describes virtual machine and virtual machine group tasks, including
adding and removing a virtual machine to and from VirtualCenter, and powering on
and off virtual machines. Refer to the appropriate chapter for information on
deploying from a template; creating a clone from an existing virtual machine; and
creating, deleting, migrating, customizing, and editing the configuration of a virtual
machine.

This chapter contains the following sections:
e Adding and Removing Virtual Machines on page 196
« Changing Virtual Machine Power States on page 199
« Answering a Pending Question on page 205
«  Working with Virtual Machine Groups on page 207

You need to use a Virtual Machine Administrator role assigned to the virtual machine
to perform the activities described in this chapter.

195



VMware VirtualCenter User’s Manual

196

Adding and Removing Virtual Machines

Add virtual machines to VirtualCenter through their managed hosts. Remove virtual
machines from VirtualCenter control, and optionally from their managed host's disk.

The following sections discuss adding and removing virtual machine:
» Adding Existing Virtual Machines to VirtualCenter
e Removing Virtual Machines from VirtualCenter
» Returning a Virtual Machine to VirtualCenter

e Removing Virtual Machines from the Disk

Adding Existing Virtual Machines to VirtualCenter

When you add a managed host to VirtualCenter, VirtualCenter automatically discovers
all the virtual machines on that managed host and adds them to the VirtualCenter
inventory. If a managed host is disconnected, the already discovered virtual machines
continue to be listed as part of VirtualCenter.

If a managed host is disconnected and reconnected, any changes to the virtual
machines on that managed host are identified and VirtualCenter updates the list of
virtual machines. For example, if virtualmachine3 is removed and
virtualmachine4 is added, the new list of virtual machines shows
virtualmachine4 and shows virtualmachine3 as orphaned.

Refer to Adding a Host to a Farm on page 175 for information on adding a managed
host and its associated virtual machines.

Removing Virtual Machines from VirtualCenter

If a virtual machine is removed from VirtualCenter control, the link between the
managed host and the virtual machine is severed. The managed host and
VirtualCenter no longer recognize the virtual machine. However, the virtual machine
remains on the datastore connected to the managed host.

To remove a virtual machine:
1. From the VirtualCenter client, display the inventory panel.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate virtual machine.

2. Make sure that the virtual machine is powered down.

3. Remove the virtual machine from VirtualCenter but not from the datastore.
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Select the virtual machine in the inventory panel. From the main or right-click
popup menu, select Remove.

4. Confirm that you want to remove the virtual machine from VirtualCenter. Click

OK.

& Are wou sUre you want ta remove Microsoft Windows Server 2003, Enterprise Edition from the Inwventory?

o |[E=]

VirtualCenter removes references to the virtual machine and no longer tracks its
condition.

Note: The Remove option removes the virtual machine only from VirtualCenter.
It does not remove the virtual machine from its datastore. Refer to Removing
Virtual Machines from the Disk on page 197 for information about the Remove
From Disk option.

Returning a Virtual Machine to VirtualCenter

If you have removed a virtual machine from a VirtualCenter server but did not remove
it from the managed host’s datastore, and you wish to return it to VirtualCenter, refer
to your managed host virtualization platform documentation and follow the
procedures for adding an existing virtual machine to an ESX Server or GSX Server.

Removing Virtual Machines from the Disk
Through VirtualCenter, remove individual virtual machines from the datastore.

To remove a virtual machine from VirtualCenter and the datastore:
1. From the VirtualCenter client, display the inventory panel.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate virtual machine.

2. Ensure that the virtual machine is powered down.

3. Select Remove From Disk from the virtual machine main or right-click popup
menu.

Note: This removes all the files for the selected virtual machine, including the
configuration file and the virtual disk files.
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4. Confirm removing the virtual machine from VirtualCenter and the datastore.
Click OK.

Delete ¥irtual Machine from Disk [ x|
& Are you sUre you want to delete Microsoft Windows Server 2003, Enterprise Edition From disk?

This will permanently delete the virtual machine and all of its files. The deleted files cannot be recovered.

o | ]

VirtualCenter removes the virtual machine from its datastore entirely.

www.vmware.com
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Changing Virtual Machine Power States

There are several options for a virtual machine power state. Each virtual machine
power state change has a different effect on the guest operating system in the virtual
machine.

There are also several access points for making changes to these power states.
Manually select a power state change by selecting the virtual machine then the
power option from either the main menu or the right-click popup menu. Alternatively,
you can schedule a power state change through the Tasks option in the navigation
bar.

The power state topics are covered in the following sections:
» Understanding Virtual Machine Power States
» Understanding Transitional Power States

» Understanding How a Virtual Machine on a GSX Server Windows Host Is
Powered On

e Manually Powering a Virtual Machine On and Off

« Scheduling a Power State Change for a Virtual Machine

Understanding Virtual Machine Power States
The basic power state options include:
« Power on — Powers up the virtual machine and boots the guest operating
system if the guest operating system is installed.
» Power off — Powers down the virtual machine. The virtual machine does not
attempt to shut down the guest operating system gracefully.
e Suspend — Pauses the virtual machine activity. All transactions are frozen until
you issue a resume command.
« Resume — Allows virtual machine activity to continue, and releases the
Suspended state.
o Reset — Shuts down the guest operating system and restarts it.

The following power options perform extra functions in addition to the basic virtual
machine power operations. These operations require that VMware Tools is installed in
the virtual machine.

e Shut down guest — Shuts down the guest operating system. If the guest
operating system automatically powers off after shutting down, then the virtual
machine also powers off.
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Suspend after running script — Executes a VMware Tools script, then
suspends the virtual machine. Refer to VMware Tools for information on setting
up scripts.

Resume and run script — Resumes the virtual machine, and executes a
VMware Tools script. Refer to VMware Tools for information on setting up scripts.

Power on and run script — Starts the virtual machine and executes a VMware
Tools script. Refer to VMware Tools for information on setting up scripts.

Restart guest — Shuts down and restarts the guest operating system without
powering off the virtual machine.

Toolbar power buttons perform as follows:

Power off — Powers off the virtual machine when VMware Tools is not installed
or unavailable, or shuts down the guest operating system when VMware Tools is
installed and available. A power off operation displays a confirmation dialog box
indicating that the guest operating system may not shut down properly.

Suspend — Suspends the virtual machine without running a script when
VMware Tools is not installed, or runs a scripts then suspends the virtual machine
when VMware Tools is installed and available.

Power on — Powers on a virtual machine when a virtual machine is stopped, or
resumes the virtual machine and runs a script when it is suspended and VMware
Tools is installed and available. Resumes the virtual machine and does not run a
script when VMware Tools is not installed or unavailable.

Reset — Resets the virtual machine when VMware Tools is not installed, and
restarts the guest operating system when VMware Tools is installed and
available. A reset operation displays a confirmation dialog box indicating that the
guest operating system is not shut down properly.

Note: The specific form of the power state action can be modified to include guest

operating system shut downs or not, and to include running scripts or not. Refer to
Changing Power State Options on page 382 for additional information.
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Understanding Transitional Power States

Actions taken upon a virtual machine require that the virtual machine be in specific
power states. Whenever a power operation is performed on a virtual machine, the
virtual machine power state changes and all other commands are locked out until the
first command is completed.

The figure below illustrates states, transitions, and state changing commands for
virtual machines.

Power on Power off

Resume l l Suspend ]

P stete
[ Command

J

Virtual Machine Power State Changes

Understanding How a Virtual Machine on a GSX Server

Windows Host Is Powered On
Virtual machines on a GSX Server Windows host are powered on and run as specific
user accounts.

For more information, see Preparing GSX Server Windows Host Virtual Machines on
page 466.

201



VMware VirtualCenter User’s Manual

Manually Powering a Virtual Machine On and Off

Prior to performing any power state changing activity on a virtual machine, you must
have added the virtual machine to your VirtualCenter environment. Refer to Adding
and Removing Virtual Machines on page 196.

To manually change the power state of a virtual machine:
1. From the VirtualCenter client, display the inventory panel.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate virtual machine.

2. Choose the power option.

Through either the main or right-click popup menu, display the available
options. Or select the power options from the toolbar. If an option is not
currently available, it is grey and unselectable.

The following options include the basic virtual machine power operations:
» Poweron

« Power off

« Suspend

» Resume

» Reset

Two options affect the guest operating system only:

« Shut down guest

o Restart guest

Note: The specific form of the power state action can be modified to include
guest operating system shutdowns or not, and to include running scripts or not.
Refer to Changing Power State Options on page 382 for additional information.

After the power option is selected, VirtualCenter displays messages in the
Summary tab indicating the transition modes.
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Scheduling a Power State Change for a Virtual Machine
To make a scheduled task to change the power state of a virtual machine:
1. Display the Tasks panel.
Click the Tasks option in the navigation bar. The list of scheduled tasks appears.
2. Start the New Task Wizard. Click New in the toolbar.
3. Confirm continuing with the New Task Wizard. Click Next.
4. Select the task to create.
Select Change the power status of a virtual machine from the list. Click Next.
5. Select the power state to which to change the virtual machine.
vMware YirtualCenter New Task Wizard

SelectaTask
Select a task from the list.

Power Dperation
% Power on
" Power off
" Shutdown
" Suspend
" Resume

Back | News | Concel |

Select the appropriate power operation. Click Next.

Note: The specific form of the power state action can be modified to include
guest operating system shutdowns or not, and to include running scripts or not.
Refer to Changing Power State Options on page 382 for additional information.
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6. Select the virtual machine whose power state changes.

¥Mware YirtualCenter New Task Wizard

Select aYirtual M achine
Choose which vitual machine this task applies to.

= [f Server Farms
= [y Mew Farm Groupz
pubs2
= m techpubs
= [f Discovered ¥Ms
ﬁ Clone of pZv win for gsx
1 FreeBsD
ﬁ GNU
M3 Windows clone task
R M5-DOS (2)
&
Gh Microsoft Windows Server 2003, Enterprise Editian
Eh Microsoft Windows Server 2003, Standard Edition
G Netware &
G Novel MetWare 5

-]

<Back | Mews

| Cancel

Select the virtual machine, then click Next.

7. Specify the timing of the task. Click Next.

To see the calendar, click Later, then click the drop-down arrow to select a date
from the displayed calendar. A red circle indicates today's date and a dark circle
indicates the scheduled date. Refer to Creating a Scheduled Task on page 335 for

additional information.

8. Confirm creating the task.

Optionally, specify an email address for notification when the task is performed.

Click Finish.

VirtualCenter adds the new task to the scheduled task list and completes it at the
designated time. When it is time to perform the task, VirtualCenter first verifies

that the user who created the task still has permission to complete the task. If the
permission levels are not acceptable, a message is generated and the task is not

performed.
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Answering a Pending Question

When VirtualCenter is performing a task that requires input from you, the Inventory
Summiary tab for the selected virtual machine displays Question Pending as the
status.

To answer a pending question for a virtual machine:
1. From the VirtualCenter client, display the inventory panel.

Click the Inventory button in the navigation bar. Expand the inventory as
needed.

2. Identify a question pending.
Check the virtual machine in the inventory panel. If the virtual machine is
flashing a question mark over its icon symbol, proceed.

3. Select the virtual machine Summary tab.
The State: status displays a Question pending link.

. techpub-ve - ¥Mware VirtualCenter El= M=1E3

File Edt %M View Help
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Invenioy  Scheduled Tasks  Templles  Evenls
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() vmware

® [ New Farm Groupz
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[ eredous esxvmmare Hosted on: techpub-vc ymware.com Guest 05 Windows 2000 Server
B techpubsinus.vme Status: oK 1P Address:
[ techpubove.vmware. State: (54 Question Pending DS Mame:
B testserver.vmmare.c Active Tasks: Vhware Took:  Unknown
1 [, Discovered uis Commands Devices
(51 [Clane of p2v win
&) Freessn Device || Summar
G G BB Memory 31ZMB
(g, M5 windows don S Hard Disk 1 (5C510:0) 4095 1B
M5-DOS (2) S Hard Disk 2 (5C51 0:1) 4096 1B
) Microsoft Window Bycorom 1 (10E 0:0) Auke detect
(G Microsoft Windoy EFioppy | Using drive A
g Micrasoft Windo EBhic 1 techpub networkz
Hetiare 6 =
] b _»i_l

= Show active tasks |

|Connected as VMWAREM\bethany %
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4. Open the Answer Question dialog. Confirm the prompt.

Click the Question Pending link. Or alternatively, with the virtual machine
highlighted, choose VM > Answer Question.

Duestion Pending [ ]
& This wirtual machine is waiting For input. Do you want to answer the pending question now?

‘es ) |

5. Answer the question dialog that appears. For example:

Clone of p2¥ win for gsx E

Wirtual device scsilk0is configured a3 host disk file “"Clone of p2y win for gsxvmdk'. This disk
file was created a3 an IDE disk with IDE geometry. It is ikely that there will be problems using.
and especially booting. this disk as a SCSI disk.

Select OK to continue, Cancel to abort.

Cancel
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Working with Virtual Machine Groups

Virtual machine groups are organizational structures. They can be added only to the
virtual machine’s farm. Hierarchically, virtual machine groups contain virtual machines
or additional virtual machine groups.

The figure below illustrates the VirtualCenter organizational components. Refer to
Abbreviations on page 16 for a description of abbreviations.

VC management server

Server Farms

farm group

Hierarchical Virtual Machine Groups

The virtual machine group topics are covered in the following sections:
« Adding a Virtual Machine Group
e Adding Virtual Machines to a Virtual Machine Group
e Moving Virtual Machines from a Virtual Machine Group

e Removing a Virtual Machine Group
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Adding a Virtual Machine Group
To add a virtual machine group:

1. From the VirtualCenter client, display the inventory panel.

Click the Inventory button in the navigation bar. Select the appropriate farm.
2. Add a new virtual machine group.

With the farm highlighted, from the main or right-click popup menu, select New
VM Group. VirtualCenter adds a new group to the inventory panel.

[ techpub-vc - YMware VirtualCenter

El= =1 B3
File Edit WM View Help
= 5
@ - 7 C I [ vmware
Inventory  Seheduled Tasks  Templates  Events

P EnrEF-BeeE

B [Z, Server Farms
[y Mew Farm Groupz e s
= Gl techpubs
B predous sz, vimaare.com Wame, State, Host, or Guest 05 contains:  + Clear
@ techpubs-linux.vmware.com | pame | State [Status | Host | % CPL
@ techpub-ve.vmware.com

D
{3 deployi

< |

|

[Connested as VMWAREM\bethany

Adding Virtual Machines to a Virtual Machine Group

When you create a virtual machine group, it is empty. Drag and drop the virtual
machines as needed to the new virtual machine group.

2 Show active tasks |

To add virtual machines to the virtual machine group:
1. From the VirtualCenter client, display the inventory panel.
Click the Inventory button in the navigation bar.

If needed, add the virtual machine group to the farm that contains the virtual
machines you wish to group.

3. Move the virtual machine to the virtual machine group.

Select the appropriate virtual machine and drag it to the virtual machine group.
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Moving Virtual Machines from a Virtual Machine Group

Moving a virtual machine from a virtual machine group moves it from the
organizational structure of the virtual machine group but does not remove it from the
managed host, the farm, or VirtualCenter.

To move a virtual machine from the virtual machine group:
1. From the VirtualCenter client, display the inventory panel.
Click the Inventory button in the navigation bar.
2. Move the virtual machines.

Select the appropriate virtual machines and drag them out to the farm or
another virtual machine group.

Moving virtual machines between virtual machine groups on the same farm
does not move them between managed hosts.

Removing a Virtual Machine Group

Removing a virtual machine group removes all its hierarchical contents from the
VirtualCenter environment. These contents includes any virtual machines contained
within the group. This process removes control of the virtual machines from
VirtualCenter and the managed host.

To remove a virtual machine group:
1. From the VirtualCenter client, display the inventory panel.
Click the Inventory button in the navigation bar.
2. Power down all virtual machines in the virtual machine group to be removed.
3. If needed, remove any virtual machines from the virtual machine group.
Select the virtual machine and drag it to the farm icon or another group.

Note: Removing a virtual machine group removes the virtual machines
contained within the virtual machine group from VirtualCenter.

4. Remove the virtual machine group.

Select the appropriate virtual machine group, and from either the main or right-
click popup menu, select Remove.

5. Select whether or not to remove the virtual machines in the virtual machine
group.
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If there are no virtual machines in the virtual machine group, VirtualCenter
removes the virtual machine group without a confirmation message.

Confirm ¥™ Group Removal E

Removing this group will also remove all the YWhs that
belong ta the group. Do you want to do this?

™ Remave VM Files
Ve | No I

a. Select the Remove VM Files check box.

If this box is selected the virtual machines are removed from the datastore.
If this box is not selected the virtual machines remain on the datastore.
b. Confirm that you want to remove the virtual machine group. Click Yes.

VirtualCenter removes the selected virtual machine group and all items
contained within it from the hierarchy and the VirtualCenter environment. Any
assigned processor and migration licenses return to available status.
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CHAPTER

Migrating Virtual Machines

This chapter describes the process of migrating or moving a virtual machine from one
host to another. Migrating a powered-off virtual machine is a migration. Migrating a
powered-on virtual machine is a migration with VMotion. Migration with VMotion
requires VMotion licensing and specific configuration. Refer to Installing VMware
VirtualCenter on page 65 for VMotion requirements. You cannot migrate a virtual
machine when a virtual machine is in a suspended state.

This chapter contains the following sections:
« Understanding the Migration Options on page 212
« Migrating Powered-Off Virtual Machines on page 216
« Enabling VMotion on page 220
« Moving Powered-On Virtual Machines on page 222

To perform the activities described in this chapter, the user initiating the migration
must have administrator privileges on both machines.

Note: Copying a virtual machine is creating a new virtual machine. It is not a form of
migration. Refer to Copying Virtual Machines on page 281 for additional information.
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Understanding the Migration Options

This chapter describes how to perform the two types of migration:
« Migration — Moving a powered-off virtual machine.

» Migration with VMotion — Moving a virtual machine between hosts while the
virtual machine is powered on and performing transactions. This functionality
has specific requirements, including the activation of VMotion on both the
source and target host. When a migration with VMotion is performed, the
operations of the virtual machine can continue without interruption.

Note: Migration with VMotion is possible only between ESX Server hosts.

Virtual machines can be moved between hosts within the same farm. Virtual
machines cannot be moved between farms.

Note: You cannot migrate a virtual machines with raw, clustered, undoable, or
append mode disks. You cannot migrate with VMotion, virtual machines with raw,
clustered, and non-persistent mode. If you have clustered disks, you can store them
on separate VMFS volumes from the virtual machines prior to migrating them using
VMotion. Migrations of virtual machines with IDE disks from GSX Server hosts to ESX
Server hosts are not supported.

Note: Migration occurs between hosts on the same farm. Migrations between a GSX
Server and an ESX Server host is supported only when the GSX Server host is version
3.1 or later and the ESX Server host is version 2.1.1 or later.

The migration general topics are covered in the following sections:
« Understanding Migration with VMotion
« Understanding Migration

Understanding Migration with VMotion

VMotion allows working processes to continue throughout a migration with VMotion.
The entire state of the virtual machine as well as its configuration file is moved to the
new host even while the data storage remains in the same location on the SAN. The
associated virtual disk remains in the same location on the SAN storage that is shared
between the two hosts. Once the configuration file is migrated to the alternate host,
the virtual machine is then run on the new host.

The state information includes the current memory content and all the information
that defines and identifies the virtual machine. The memory content includes
transaction data and whatever bits of the operating system and applications are in the
memory. The defining and identification information stored in the state includes all
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the data that maps to the virtual machine hardware elements, such as BIOS, devices,

CHAPTER 9 Migrating Virtual Machines

processor, MAC addresses for the Ethernet cards, chip set states, registers, and so forth.

Migration with VMotion happens in three stages:

1. When the migration with VMotion is requested, VirtualCenter verifies that the
existing virtual machine is in a stable state with its current host.

2. The virtual machine state information, that is, memory, registers, network
connections, is copied to the target host.

3. The virtual machine resumes its activities on the new host.
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The figure below illustrates the process of migrating powered-on virtual machines
with VMotion. Refer to Abbreviations on page 16 for a description of abbreviations.

1. Before migratation with VMotion, VM2 on hostA

VirtualCenter Shared

Datastore
onaSAN

-

2. Pre-copy RAM content and copy VM state data to hostB

VirtualCenter

Shared
Datastore
onaSAN

J

J
_

3. Complete copy RAM content and register to hostB

VirtualCenter

Shared
Datastore
on aSAN

Migration with VMotion

Understanding Migration

Migration requires that the virtual machine being migrated is powered off prior to
beginning the migration process. Migration is the process of moving a virtual
machine from one host to another. With a migration, you also have the option of
moving the associated disks from one host to another. A migration consists of the
following steps:

1. The configuration file and the disks of the virtual machine are moved from the
source host to the destination host’s associated storage area.
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2. The virtual machine is associated (registered) with the new host.

3. After the migration is completed, the old version of the virtual machine is
deleted from the source host.

The figure below illustrates the process for migration of powered off-virtual machines.
Refer to Abbreviations on page 16 for a description of abbreviations.

1. Prepare for migratation, shutdown VM2

hostA datastore

VirtualCenter

hostB datastore

2. Move VM2 files and virtual

1 hostA datastore

VirtualCenter

hostB datastore
VM2

_

3. Register VM2 to new host and delete old VM2

-

U hostA datastore

VirtualCenter

hostB datastore

Migration

If any error occurs during migration, the virtual machines revert to their original states
and locations.
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Migrating Powered-Off Virtual Machines

Move virtual machines manually or set up a scheduled task to perform the migration.
Migration topics are covered in the following sections:

« Migrating a Powered-Off Virtual Machine Manually

« Creating a Scheduled Task to Migrate a Virtual Machine

Migrating a Powered-Off Virtual Machine Manually
Note: This operation can be done only if the virtual machine is powered off.

To manually migrate a powered-off virtual machine:

1. From the VirtualCenter client, view the inventory panel to display the virtual
machine.

Click the Inventory option in the navigation bar. Expand the inventory as
needed, and click the appropriate virtual machine.

2. Start the Migration Wizard.

In the inventory panel, select the desired virtual machine. Then perform one of
the following:

» From the main or right-click popup menu, select the Migrate option.

» From the information panel Summary tab, click the Migrate to New Host
button.

» Drag and drop the virtual machine on the target host.
The Migration Wizard starts.
3. Confirm the Migration Wizard. Click Next.

www.vmware.com
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4. Select the target host for the virtual machine. Click Next.

¥Mware ¥irtualCenter Yirtual Machine Migration Wizard

Destination Host
Specify the destination host for this vitual machine.

Description | Status ‘ Unreserved % CPU Unreserved Memory |
@ precious-esx, vimwar., (@ 93% 1884 MEB |
@ techpub-ve.vmware, ... (@ 0% omMBe
@ techpubs-linus, v, @ 0% omMBe

"waming: The Witual M achine has a wirtual NIC which iz configured to work on an intra-node ;I
network, [t can still be migrated, if the wamings were to be ignored. However, the Yitual Machine
may not be able to power-up, without & network, reconfiguration at the destination

=

< Back | Mext | Cancel |

5. Select a datastore for the virtual machine. Click Next.

¥Mware ¥irtualCenter ¥irtual Machine Migration Wizard

Specify the Yirtual M achine’s Location
Enter the locations on the destination host to place the vitual machine's
configuration and disk files.

Datastores
Mame Free Spac &
winhbaD!6:0:1 4096
winhbaD:6: 06 1045
winhbaD:6:0:3 38N
wihbal:6:0:2 or g
4 [ >

< Back | Mext » | Cancel |

6. Complete the wizard. Click Finish.

VirtualCenter moves the virtual machine, including the virtual disks, to the new
host. Event messages appear in the Events tab. The data displayed on the
Summary tab shows the status and state throughout the migration.
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Creating a Scheduled Task to Migrate a Virtual Machine

This process sets up a scheduled task to migrate a powered-off virtual machine. While
a migration task can be scheduled on a running virtual machine, the virtual machine
must be powered off at the time the migration task starts.

To create a scheduled task that migrates a virtual machine:

1.

Display the Tasks panel.

Click the Tasks option in the navigation bar. The list of scheduled tasks appears.
Start the New Task Wizard. Click New in the toolbar.

Confirm continuing with the New Task Wizard. Click Next.

Select the task to create.

Click the pull-down menu and select the Migrate a virtual machine option.
Click Next.

Select the virtual machine to migrate. Click Next.

¥~Mware YirtualCenter New Task Wizard B

Select aVirtual Machine
Select the virtual machine to migrate.

= m Server Farms -
=] ﬁ] MNew Farm Group2
pubsz
= G techpubs
= m Mew Wirtual Machine Group
B Clane of p2v win for gsiz
&h FreeBsD
Ehil
= m Discovered WMs
&
G Ms-Dos (2)
& Microsoft Windows NT
() Microsaft Windows Server 2003, Enterprise Edition
5 Microsaft Windows Server 2003, Standard Edition

G Netware & =

< Back Mt > Cancel |
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6. Select the target host for the virtual machine. Click Next.

¥YMware YirtualCenter New Task Wizard [ ]

Destination Host
Specify the destination host far this virtual machine.

Description | Status | Unreserved % CPU | Unreserved Memary |
E precious-esx, vmwar.,, I
techpub-ve.vmware, ... (@ 0% OMBE
techpubs-linus, v, ., @ 0% OMBE
E testserver vmware.c., (I IE 93% 1640 ME |

"wiamming: The Yirtual Machine haz a vitual NIC which iz configured to wark on an intra-node ;I
network. It can still be migrated, if the warnings were to be ighored. However, the Virtual Machine
may hot be able to power-up, without a netwark, reconfiguration at the destination

El

< Back | Next » | Cancel |

7. Select a datastore for the virtual machine. Click Next.

¥™Mware ¥irtualCenter New Task Wizard B

Specify the ¥irtual M achine's Location

Enter the locations on the desthation host to place the virtual machine's
configuration and disk files.

Datastores

Marme Free Spac «
vmhbai:f:0:1 4096 I
vmhbal:6:0:6 1045 I+
vmhba:6:0:3 388 M
vmhba:6:0:2 ok _
4 [

< Back | et » | Cancel |
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8. Set the time and date when you want to migrate the virtual machine. Click Next.

To see the calendar, click Later and then click the drop-down arrow to select a
date from the displayed calendar. A red circle indicates today’s date, and a dark
circle indicates the scheduled date. Refer to Creating a Scheduled Task on
page 335 for additional information.

9. Confirm creating the task.
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Optionally, specify an email address to receive notification when the task is
performed. Click Finish.

VirtualCenter adds the new task to the scheduled task list and completes it at the
designated time. When it is time to perform the task, VirtualCenter first verifies
that the user who created the task still has permission to complete the task. If the
permission levels are not acceptable, VirtualCenter sends a message to the
events and the task is not performed. Similarly, if the virtual machine is not in the
correct state, VirtualCenter sends a message to the log file and the task is not
performed.

Enabling VMotion

You must enable VMotion on both the target and the source host to support
migration with VMotion.

Note: This applies to ESX Server hosts only.
To enable a host for VMotion:
1. Ensure that the host is properly configured.

o Refer to VirtualCenter VMotion Requirements on page 48 for the list of
VMotion requirements.

« Refer to Adding Licenses on page 125 to ensure that you have sufficient
VMotion licenses.

2. From the VirtualCenter client, display the inventory panel to view the host.

Click the Inventory option in the navigation bar. Expand the inventory as
needed, and click the appropriate host.

3. Display the Host Properties dialog box.

From the main menu, right-click the popup menu or select the Summary tab
and choose Host Properties.

www.vmware.com
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4. Enable VMotion. Select the VMotion tab.

testserver.ymware.com Properties
Whotion I Advanced |

Wiation Enabled:
@ ves " Mo

Wk otion Settings

Select the network for transfering vitual machine state during migration.  This
retwork must be connected ta the vmkernel

Network Label: I vl

Specify & unique IP addres: and Gateway valid on the vmkermel MIC. Do not
reuze the |P address assigned to the Congole of this ESX server,

IP Address: I
Gateway: I

Ok I Cancel |

To enable VMotion: Click Yes. Enter the Network Label, IP Address, and
Gateway for the host if the fields are not filled in. Click OK.

This is the information for the migration network, including which NIC it uses,
and its IP address and gateway. The migration network is preferably its own
separate network.

To leave VMotion disabled: Click No and click OK.

If VMotion is enabled, VirtualCenter checks for a migration license and adds the
license to the host information.
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Moving Powered-On Virtual Machines

Move virtual machines that are powered on manually or set up a scheduled task.

Note: Powered-on virtual machines can be moved between ESX Server hosts. This
type of migration with VMotion cannot be performed with GSX Server hosts at this
time.

Migration with VMotion topics are covered in the following sections:
» Migrating with VMotion a Virtual Machine Manually
« Creating a Scheduled Task to Migrate a Virtual Machine with VMotion

Note: Disconnect any remote consoles that are external to VirtualCenter and
connected to the virtual machine you are migrating. Though the virtual machine
appears to be migrating, until you disconnect the external remote console, the
migration does not complete. If the virtual machine is connected to the console from
the Console tab in VirtualCenter, the migration with VMotion completes without any
intervention.

Migrating with VMotion a Virtual Machine Manually
Note: Before you begin, disconnect any peripheral devices connected to the virtual
machine.

To manually migrate a powered-on virtual machine:

1. From the VirtualCenter client, display the inventory panel to view the virtual
machine.

Click the Inventory option in the navigation bar. Expand the inventory as
needed, and click the appropriate virtual machine.
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2. Make sure that both the source and target hosts are VMotion-enabled and using

the same SAN.
[ techpub-ve - YMware VirtualCenter =1 e E3
File . Ed# ¥M View Help
| 3 Q) (G vimware

Invertory  Scheduled Tasks  Templates  Events

ap|aunra|g-

EEAEE]

r 9 "
testserver.vmware.com VMware ESX Server, 2.5.0, build-10771
E [4 Server Farms -
) [y Mew Farm Group?2 ISR Vitusl Machines | Perfomance | Tasks | Events s
pubsZ
= G techpubs Manufactrer:  Dell Computer Corporation YMotion Enabled: Yes

[ recous-esx.vmmere Model: Precision Workstation 530 MT virtual Machines: 3

B techpubs inuvmc Tokal Memory:  1017MB Huber of Processors: 2

[ techpubve.vmmare, Processor: Intel(R) XEON(TM) CPU 2.00GHz Nurmber of Nics: 2

[ [Eestserver vmwarec Active Tasks: Mo

B [ New Virtual Machine Commands Available Resources
G Clone of p2v win
I Freepsn (1 Manage Yirtual Machine Resources Avalable Disk Space: 18713MB
. {= Edit Properties WMemory Available ko New UMs: 1640 MB
1 (4 Discovered s o
) M5 Windows don [@ Edit Host Configuration
) Ms-Dos (2) @ shut Down
G Microsoft Wwindow
) Microseft Windoy CPU Utilization (%) Memory Utilization (%)
B Microsoft windov
(D) MetWare 6 Virtual Machines 0 EEEE Virtual Machines 0 T
(1 Movell NetWare € Cther 1 oo Gther 0 GEEED
) MovellNetware € | gyotem Total 1 [ System Total o [
() PB_W2KIM_Cus
&1 QA GHU = Hetworks Datastores =
. _ _>|_| 4 | _'l_l

= Show active tasks |

|Connected as YMWARE M bethany 7
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For each host, click the host. Select the Summary tab. Check the VMotion
Enabled field and the Datastores section. The VMotion Enabled field should say
Yes. Datastores on both hosts should list the same name.

Refer to VirtualCenter VMotion Requirements on page 48, Adding Licenses on
page 125, and Enabling VMotion on page 220 for additional information.

Display the inventory panel and select the appropriate farm.

Click the Inventory option in the navigation bar. Expand the inventory as
needed, and click the appropriate virtual machine.

Start the migration with VMotion Wizard.

In the inventory panel, select the desired virtual machine. Then perform one of
the following:

» From the main or right-click popup menu, select the Migrate option.

» From the information panel Summary tab, click the Migrate to New Host
button.

» Drag and drop the virtual machine on to the target host.

The migration with VMotion Wizard starts.

5. Confirm the migration with VMotion Wizard. Click Next.
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6. Select the migration priority level.

¥Mware ¥irtualCenter New Task Wizard B

Migration Priority
Set the prionity of the migration, relative to other operations on the destination
o5t

& High Priority
Reserve resources on both the source and destination hosts to
maintain wirtual machine availability during the migration.

High priority operations will not proceed if the resources are
unavailable

" Low Priority
Low priority operations will alwaps proceed, but the virtual machine

may become briefly unavallable it sufficient host resources are
unavailable

< Back | et » | Cancel |

Set the priority of the migration to ensure that sufficient processor resources are

available on both the source and target hosts to perform the migration.
Click the appropriate button and click Next.
7. Confirm the migration with VMotion wizard. Click Finish.

VirtualCenter moves the selected virtual machine from the original host to the
target host. The virtual disks remain in the same location on the shared
datastore.

Creating a Scheduled Task to Migrate a Virtual Machine with
VMotion

This process sets up a scheduled task to migrate a powered-on virtual machine using

VMotion.
To create a scheduled task that migrates a virtual machine with VMotion:

1. Display the Tasks panel.

Click the Tasks option in the navigation bar. The list of scheduled tasks appears.

2. Start the New Task Wizard. Click New in the toolbar.
3. Confirm continuing with the New Task Wizard. Click Next.
4. Select the task to create.

Click the pull-down menu and select the Migrate a Virtual Machine option.
Click Next.
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5. Select the virtual machine to migrate. Click Next.

¥Mware VirtualCenter New Task Wizard

Select aV¥irtual Machine
Select the virtual machine to migrate,

=] m Server Farms
=) [ Mew Farm Groupz
pubsz
= G techpubs
= m Mew virtual Machine Group
G Clane of p2v win for gsx
£ FreeBsD
ﬁ GHU
= m Discovered YMs
&
1 M5-DOS (2)
G Microsoft Windaws NT
G Microsoft Windaws Server 2003, Enterprise Edition
& Microsaft Windows Server 2003, Standard Edition
G Metwiare & |

< Back | Next > | Cancel |

6. Select the target host for the virtual machine. Click Next.

¥Mware YirtualCenter New Task Wizard

Destination Host
Specify the destination host for this virtual machine,

Description ‘ Status | Unreserved % CPU | Unreserved Memory
[E precious-esx.vmuar.. OO@
techpub-ve. wmware [alel~] 0% O ME
techpubs-linue vmw... (@ 0% O ME
[ testservervmwarec.. OO@ 95 1640 MB

waming: The Virtual Machine has a virtual HIC which is configured to work on an intra-node -

network. [t can still be migrated, if the warnings were to be ighored. Howewer, the Virtual Machine
may nat be able to power-up, without a network reconfiguration at the destination

]

< Back Mext » Cancel |
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7. Select a priority for the migration.

¥Mware ¥irtualCenter New Task Wizard B

Migration Priority

Set the prionity of the migration, relative to other operations on the destination
o5t

& High Priority
Reserve resources on both the source and destination hosts to
maintain wirtual machine availability during the migration.

High priority operations will not proceed if the resources are
unavailable

" Low Priority
Low priority operations will alwaps proceed, but the virtual machine

may become briefly unavallable it sufficient host resources are
unavailable

< Back | et » | Cancel |

Set the priority of the migration to ensure that sufficient processor resources are
available on both the source and target hosts to perform the migration. Click
Next.

Set the time and date when you want the virtual machine to migrate. Click Next.

To see the calendar, click Later, then click the drop-down arrow to select a date
from the displayed calendar. A red circle indicates today’s date and a dark circle
indicates the scheduled date. Refer to Creating a Scheduled Task on page 335 for
additional information.

Confirm creating the task.

Optionally, specify an email address to receive notification when the task is
performed. Click Finish.

VirtualCenter adds the new task to the scheduled task list and completes it at the
designated time. When it is time to perform the task, VirtualCenter first verifies
that the user who created the task still has permission to complete the task. If the
permission levels are not acceptable, VirtualCenter sends a message to the
events, and the task is not performed. Similarly, if the virtual machine is not in the
correct state and VMotion is not enabled, VirtualCenter sends a message to the
event log, and the task is not performed.
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Creating New Virtual Machines

This chapter describes how to create virtual machines through the New Virtual
Machine Wizard. This wizard walks you through the steps required to define a virtual
machine. This chapter includes information on setting parameters based on the guest
operating system used and the resources allocated. After you create the virtual
machine, you must install the guest operating system and install VMware Tools.

This chapter contains the following sections:
¢ Changing the Default Virtual Machine Directory on page 229

« Creating Typical Virtual Machines Using the New Virtual Machine Wizard on
page 230

o Creating Custom Virtual Machines Using the New Virtual Machine Wizard on
page 237

« Installing a Guest Operating System and VMware Tools on page 251

To perform the activities described in this chapter, the user must have administrator
privileges on the host machine.

Virtual machines created through VirtualCenter have root ownership. This allows
VMware processes running on the managed host with root privileges. These
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processes can take action (create files, spawn other processes, etc.) “as root” if they
decide that it is appropriate.

VirtualCenter sends commands to these processes. It uses the vpxuser login and
password to authenticate the commands, such as, to prove to the managed host
processes that the commands are coming from a legitimate VirtualCenter.

On ESX Server systems, the root password is needed in the initial connection process
is to prove that you have the necessary permissions for creating a vpxuser login/
password. On GSX Server, where virtual machines do not run as Administrator, the
user specifies which account to use for accessing the system.
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Changing the Default Virtual Machine
Directory

VirtualCenter creates the virtual machine using the settings you specified. For ESX
Server, the virtual machine files are placed in the /home /vmware directory. In
VirtualCenter 1.0.x, virtual machines were placed in the /vpx/vms directory. Update
any scripts you created that point to the /vpx/vms directory.

The /home /vmware directory is the default behavior but is configurable on a per-
host basis.
To change the default location for an ESX Server, add the following line to the ESX
Server configuration file, /etc/vmware/config:
location path = "/whatever/your/path/is"

where location pathis:

e serverd.vpx.defaultVmDir for ESX Server 2.1.0 or greater

e vmserverd.vpx.defaultVmDir for ESX Server 2.0.1
Mixing these two directories is not a concern. However, if a virtual machine was
initially in /vpx/vms and it is migrated off of the managed host then later returned
to the managed host, it is placed in the newly designated directory, not where it was
originally discovered.
For GSX Server systems, a virtual machine configuration file is stored in the same
folder along with its disk files and other files. This folder is placed in the GSX Server

system’s single w folder; the location of this datastore folder can be configured from
VirtualCenter in the Datastore panel of the host's properties dialog.
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Creating Typical Virtual Machines Using
the New Virtual Machine Wizard

New virtual machines are added to managed hosts. You must select a managed host
to be able to start the New Virtual Machine Wizard.

Note: A virtual machine on a GSX Server Windows host created through
VirtualCenter runs as the user account specified when the host was added to
VirtualCenter. For more information, see Preparing GSX Server Windows Host Virtual
Machines on page 466.

To create a new virtual machine through the typical path in the New Virtual
Machine Wizard:

1. From the VirtualCenter client, display the inventory panel.
Click Inventory in the navigation bar. Expand the inventory as needed.
2. Select a managed host and start the New Virtual Machine Wizard.

In the inventory list, select the managed host to which to add the new virtual
machine.

Choose File > New > Virtual Machine, then click Next.

3. Select whether to use a typical configuration or custom configuration. Select
Typical or Custom, click Next.

New Yirtual Machine Wizard E

Select the Appropriate Configuration
How would you prefer to configure your new virtual machine?

Wirtual machine configuration

& Typicel
Create a new virtual machine with the most comman devices and configuration
options,

" Custom
Chooze this option if you need ta create a virtual machine with additional
devices or specific configuration options.

< Back I Hest > I Cancel |

If you select Typical, you can specify or accept defaults only for:
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The group for the virtual machine.

The guest operating system.

The virtual machine name and the location of the virtual machine’s files.
The network connection type.

The size of the virtual disk.

Allocating all the disk space for the virtual disk at the time you create it (GSX
Server hosts only).

Creating a virtual disk as a single disk file (GSX Server hosts only). If the virtual
disk is larger than 2GB, the managed host file system must support files larger
than 2GB.

If you select Custom, in addition to the typical settings, you can:

Specify the number of virtual processors for the virtual machine (ESX Server
hosts only).

Allocate an amount of memory different from the default.

Choose between the LS| Logic and BusLogic types of SCSI adapters. (An ATAPI
IDE adapter is always installed.)

Use an existing virtual disk.

Directly access a system LUN instead of using a virtual disk (ESX Server hosts
only).

Use an IDE virtual disk for a guest operating system that would otherwise have
a SCSlvirtual disk created by default and vice versa (GSX Server hosts only).

Specify a particular virtual device node for the virtual disk.

Choose a mode for the virtual disk (ESX Server hosts only).

Note: Creating a virtual machine using the custom path is not the same as

customizing a template.
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4. Select a group location for the new virtual machine. Click Next.

New Yirtual Machine Wizard [ x|

Select YM Group
‘Where to create the new Vitual Machine?

=] ﬁ] Server Farms

E
Discovered VWis

< Back I Mext > I Cancel |
5. Select the guest operating system to use. Click Next.

New Yirtual Machine Wizard E

Select a Guest Operating System
“Which operating system will be installed on thig vitual machine?

Guest operating system:
i

 Linux

1 Novell Metw/are
= DOther

Wersion:

‘windowes 2000 Professional j

< Back I Hest > I Cancel |

Under Guest operating system, select the operating system family (Microsoft
Windows, Linux, Novell NetWare or Other (GSX Server only for other guests not
listed)), then select the specific operating system from the Version list.
VirtualCenter does not install the Guest Operating System for you; your selection
here is used only to select appropriate default configuration parameters for the
virtual machine.

This screen asks which operating system you plan to install in the virtual
machine. The New Virtual Machine Wizard uses this information to select
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appropriate default values, such as the amount of memory needed. The wizard
also uses this information when naming associated virtual machine files.

You can find detailed installation notes for guest operating systems in the
VMware Guest Operating System Installation Guide, available from the VMware
Web site (www.vmware.com/support/qguestnotes/doc/).

6. Specify a name for the virtual machine and datastore volume for the virtual disks.

New Yirtual Machine Wizard [ x|

Name the Virtual Machine
“What name would yau like ta use for this virtual machine?

"Viltua\ machine name

D atastore:

MName | Free space | Description
techpub-ve ... 44723MB

< Back I Mext > I Cancel

a. Enter the virtual machine name to use.

The name you enter in the Virtual Machine Name field is the name that is
listed in the VirtualCenter client inventory, and in other areas, such as the
VMware Management Interface, it is also used as the name of the virtual
machine’s files. Enter a useful name. The name can be up to 80 characters long
and contains alphanumeric characters and the underscore (_) and hyphen (-)
characters. It should also be unique across all virtual machines.

Be sure that the virtual machine name is unique. Duplicate names are not
allowed within a virtual machine group. Duplicate names on a managed host
can cause confusion, so unique virtual machine names are recommended.

For GSX Server hosts: this name becomes the name of the folder that stores
the files associated with this virtual machine. All the virtual machine’s files are
placed in this folder.

b. Select the datastore on the managed host to use for storing the virtual disk
files.
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For GSX Server hosts: the name listed under Datastores is the local
datastore or the datastore specified in the VirtualCenter managed host
properties dialog box. Each GSX Server host is only allowed one datastore.

For ESX Server hosts: the names listed under Datastores are the configured
VMEFS volumes for that managed host.

c. Click Next.

If you are following the typical path for creating the virtual machine, proceed to

the next step.

If you are following the custom path, proceed to Creating Custom Virtual
Machines Using the New Virtual Machine Wizard on page 237.

7. Specify the networking settings for the virtual machine.

New Yirtual Machine Wizard [ x|
Network Type

“What type of netwark do you want ta add?

i~ Metwork connection

HIC fechpub network]

Adapter tup
¥ ylance Search the YMware Knowledge Base to see which

guest operating systems can use the vmznet driver.

7 wmanet

Device statu

’7 ¥ Connect at power on ‘

™ Do not use a network connection

< Back I Mext > I Cancel |

a. Select the virtual network name to use from the NIC list.

For GSX Server hosts, you must configure a network label on the managed
host before a NIC can be configured for the virtual machine. See Configuring
Network Labels for GSX Server Hosts on page 180 for additional information.

b. Select the network adapter type for the virtual machine. Select either the

vlance or vmxnet adapter.

c. If you do not want the virtual network adapter to connect when the virtual

machine is powered on, clear the Connect at power on check box.

d. If you do not want the virtual machine to have a connection to the network,

select the Do not use a network connection check box.
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e. Click Next.
8. Specify the size of the virtual disk.

New Yirtual Machine Wizard [ x|

Specify Disk Capacity
Hawy large do you want this disk to be?

i Disk capacit
This wirtual disk can never be larger than the maximum capacity that vou set here.

Disk size [GB]: 5 _|;

v Allocate all disk space now.

By allocating the full capacity of the virtual disk, you enhance performance of
wour virtual machine, However, the disk will take longer to create and there
must be enough space on the host's physical disk.

If you do not allocate disk space now, your virtual disk files will start zmall, then
become larger az you add applications, files, and data to pour virtual machine.

™ Spiit disk into 2 GE files

< Back I Mext > I Cancel |

Enter the disk size in Gigabytes (GB). The default is 4GB. Your virtual disk can be as
small as 0.1GB (100MB). A SCSI virtual disk can be as large as 256GB on a GSX
Server host or 2TB on an ESX Server host. An IDE virtual disk can be used on GSX
Server hosts only and can be as large as 128GB.

For GSX Server hosts, by default, the full size of the virtual disk is allocated
when you create the disk. Allocating all the space at the time you create the
virtual disk gives somewhat better performance and ensures that you do not run
out of disk space on the managed host, but it requires as much disk space as the
size you specify for the virtual disk. You cannot shrink an allocated disk.

If this setting is larger than the space available on the managed host machine’s
hard disk, a warning message displays and specifies how much space you have
on the managed host. If the disk will exceed the available space on the managed
host, make the virtual disk smaller or clear the Allocate all disk space now check
box.

An allocated virtual disk is needed for clustering virtual machines. For more
information about clustering, see the VMware GSX Server Administration Guide.

If you do not allocate the disk, the virtual disk’s files start small and grow as
needed.

You may also specify whether you want the virtual disk created as one large file
or splitinto a set of 2GB files. You should split the virtual disk if it is stored on a
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FAT32 file system or a file system that cannot support files larger than 2GB, such
as FAT16. To do this, check Split into 2GB files.

For ESX Server hosts, the available space on the selected VMFS volume is listed.
Make the Virtual Disk Big Enough

The virtual disk should be large enough to hold the guest operating system and
all of the software that you intend to install, with room for data and growth.

You cannot change the virtual disk’s maximum capacity later. But, you can install
additional virtual disks later by using the Virtual Machine Properties dialog box.

For example, you need about 1GB of actual free space on the file system
containing the virtual disk to install Windows Server 2003 and applications such
as Microsoft Office inside the virtual machine.

. Click Next and then click Finish.

Before you can use your new virtual machine, you need to partition and format
the virtual disk, then install a guest operating system and VMware Tools. The
operating system'’s installation program may handle the partitioning and
formatting steps for you. For information about installing a guest operating
system and VMware Tools, see Installing a Guest Operating System and VMware
Tools on page 251.
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Creating Custom Virtual Machines Using
the New Virtual Machine Wizard

This section describes the steps taken when you select the custom path in the New
Virtual Machine Wizard. The custom path provides more flexibility and options.

Note: This section is not describing the process of customizing a new virtual
machine that is being created by cloning an existing virtual machine or deploying a
template.

Note: A virtual machine on a GSX Server Windows host created through
VirtualCenter runs as the user account specified when the host was added to
VirtualCenter. For more information, see Preparing GSX Server Windows Host Virtual
Machines on page 466.

To create a new virtual machine through the custom path in the New Virtual
Machine Wizard:

1. Start creating the virtual machine with the New Virtual Machine Wizard, as
described in Creating Typical Virtual Machines Using the New Virtual Machine
Wizard on page 230. Make sure you select Custom in step 2.

2. For ESX Server hosts, if you have VMware Virtual SMP for ESX Server, which
supports Symmetric Multiprocessors (SMP), select the number of virtual
processors for the virtual machine. If you do not have VMware Virtual SMP for
ESX Server, the virtual machine can have one virtual processor only and this
panel does not appear.

New Yirtual Machine Wizard E

Processor Configuration
Specify the number of virtual processzors for this vitual machine,

Pracessor
’7Numbar of vitual processors: -

< Back I Hest > I Cancel
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For GSX Server hosts, virtual machines can have one virtual processor only.

Note: Some guest operating systems, such as Windows NT, can be configured
with a single processor only. If you are configuring such a virtual machine, you
cannot select more than one virtual processor.

Note: For more information about VMware Virtual SMP for ESX Server, contact
VMware, Inc,, or your authorized sales representative.

After you select the number of virtual processors, click Next.

3. Allocate memory to the virtual machine.

New Yirtual Machine Wizard [ x|

Memory for the Virtual Machine
Hawy rmuch memomn would you lke to use faor this virtual machine?

r~ Memar

Specify the amount of memory allocated to this vitual machine. The memory size
must be a multiple of 4 KB

tdemory for this virtual machine:

1 =
J; | 3 me
FARNFY F 3
4 3600
4 Guest 05 recommended minimum 128MB
& Recommended memary 384MB
A Runnable masimurn [MB]: F284 1P, 3272 [2P)

< Back I Mext > I Cancel |

The wizard provides a default value based on your guest operating system
selection along with the minimum amount of memory recommended by the
manufacturer and, for ESX Server hosts, the maximum runnable memory.

You may need to change the memory allocation to meet the demands of
applications you plan to run in the virtual machine. You may change this setting
later, from the VirtualCenter client.

To change the amount of memory to be allocated to the virtual machine, move
the slider to the appropriate location, use the spin controller next to the field, or
type a new value in the field.

Caution: For a virtual machine on a GSX Server host, you cannot allocate more
than 2000MB of memory to a virtual machine if it is stored on a file system that
cannot support files larger than 2GB, such as FAT16. You will not be able to
power on such a virtual machine. Further, you cannot allocate more than
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2000MB of memory to a virtual machine if it is stored on a FAT32 file system, even
though it does support files up to 4GB in size.

After you allocate memory to the virtual machine, click Next.

4. Select Network Interface Card (NIC) to define the network connection type.

New Yirtual Machine Wizard [ x|
Network Type

“What type of netwark do you want ta add?

i~ Metwork connection

HILC:

Adapter tup
¥ ylance Search the YMware Knowledge Base to see which

guest operating systems can use the vmznet driver.

7 wmanet

Device statu

’7 ¥ Connect at power on ‘

™ Do not use a network connection

< Back I Mext > I Cancel |

a. Select the virtual network name to use from the NIC list.

For GSX Server hosts, you must configure a network label on the managed
host before a NIC can be configured for the virtual machine. See Configuring
Network Labels for GSX Server Hosts on page 180 for additional information.

b. Select the network adapter type for the virtual machine. Select either the
vlance or vmxnet adapter.

c. If you do not want the virtual network adapter to connect when the virtual
machine is powered on, clear the Connect at power on check box.

d. If you do not want the virtual machine to have a connection to the network,
select the Do not use a network connection check box.

e. Click Next.
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5. Choose the type of SCSI adapter you want to use with the virtual machine.

New Yirtual Machine Wizard [ x|

Select 170 Adapter Types
“Which adapter type would you like to use?

140 adapter typs
IDE Adapter: ATAPI

5051 Adapters: & Bl
LSl Logic

< Back I Mext > I Cancel |

An IDE and a SCSI adapter are installed in the virtual machine. The IDE adapter is
always ATAPI. You can choose between a BusLogic or LSI Logic SCSI adapter. The
default for your guest operating system is already selected. Most guests except
for newer operating systems like Windows Server 2003 or Red Hat Enterprise
Linux 3 default to the BuslLogic adapter.

The LSI Logic adapter has improved performance and works better with generic
SCSI devices. The LSI Logic adapter is included with Windows Server 2003.

The choice of SCSI adapter does not affect whether your virtual disk is an IDE or
SCSI disk. However, most guest operating systems do not include a driver for the
LSI Logic adapter; you must download the driver from the LSI Logic Web site. See
the VMware Guest Operating System Installation Guide for details about the driver
and the guest operating system you plan to install in this virtual machine.
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6. Select the type of storage for the virtual machine’s disk.

New Yirtual Machine Wizard [ x|
Select a Disk

“Which disk da you wart this diive to use?

i Disk

& Lreate o e ditual dok
A wirtual disk is composed of ane or more files on the host file spstem, which will
appear as a single hard disk to the guest operating system. Virtual disks can
easily be copied or moved an the same host or between hosts

" Use an existing virtual disk
Choose this option ta reuse a previously configured disk.

" System LUN
Give vour virtual machine direct access to g SAN.

< Back I Mext > I Cancel |

For ESX Server hosts, you can store virtual machine data in a new virtual disk,
an existing virtual disk, or a system LUN.

For GSX Server hosts, you can store virtual machine data in a new virtual disk or
an existing virtual disk.

Make your selection, click Next, then proceed to the section appropriate to your
disk selection and managed host type.

» Creating a New Virtual Disk on a GSX Server Host on page 242

» Creating a New Virtual Disk on an ESX Server Host on page 244
» Using an Existing Virtual Disk on page 246

» Mapping a System LUN Disk on an ESX Server Host on page 247
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Creating a New Virtual Disk on a GSX Server Host
1. Select whether you want the virtual disk to be an IDE disk or a SCSI disk.

MNew Yirtual Machine Wizard

Select a Disk Type
‘what kind of disk do ou want to create?

Wirtual Digk Typ

< Back I Mest > I Cancel |

The wizard recommends the best choice based on the guest operating system
you selected.

2. Specify the size of the virtual disk.

New Yirtual Machine Wizard E

Specify Disk Capacity
How large do you want this disk to be?

r Dizk capacit
This wirtual disk can never be larger than the maximum capacity that vou set here.

Disk size [GB]: =

¥ allocate all disk space now

By allocating the full capacity of the virtual disk, you enhance performance of
your wirtual machine. However, the disk will take longer to create and there
must be enough space on the host's physical disk.

If pou do not allocate disk space now, your virtual disk files will start small, then
become larger as you add applications, files, and data ko pour virtual machine.

I™ Spiit disk into 2 GE files

< Back I Hest > I Cancel |

Enter the disk size in Gigabytes (GB). Your virtual disk can be as small as 0.1GB
(100MB). A SCSl virtual disk can be as large as 256GB; an IDE virtual disk can be as
large as 128GB. The default is 4GB.
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By default, the full size of the virtual disk is allocated when you create the disk.
Allocating all the space at the time you create the virtual disk gives somewhat
better performance and ensures you do not run out of disk space on the
managed host, but it requires as much disk space as the size you specify for the
virtual disk. You cannot shrink an allocated disk.

If this setting is larger than the space available on the managed host machine’s
hard disk, a warning message displays and specifies how much space you have
on the managed host. If the disk exceeds the available space on the managed
host, you must make the virtual disk smaller or clear the Allocate all disk space
now check box.

An allocated virtual disk is needed for clustering virtual machines. For more
information about clustering, see the VMware GSX Server Administration Guide.
If you do not allocate the disk, the virtual disk’s files start small and grow as
needed.

You may also specify whether you want the virtual disk created as one large file
or split into a set of 2GB files. You should split the virtual disk if it is stored on a
FAT32 file system or a file system that cannot support files larger than 2GB, such
as FAT16. To do this, check Split into 2GB files.

Select which virtual device node should be used by your virtual disk.

New Yirtual Machine Wizard [ x|

Specify Advanced Options
These advanced options da not usually need to be changed

"Viltua\ device node

< Back I Mext > I Cancel |

For a virtual disk on a SCSI node, select the appropriate SCSI address for the
virtual disk.

For a virtual disk on an IDE node, IDE 0: 0 corresponds to the primary IDE
interface and master device (usually the bootable hard drive); IDE 0:1
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corresponds to the primary IDE interface, slave device; IDE 1 : 0 corresponds to
the secondary IDE interface, master device (usually the CD-ROM drive); and IDE
1:1 corresponds to the secondary IDE interface, slave device.

Click Next.

Proceed with creating the new virtual machine. Click Finish.

You have finished creating a virtual machine that uses a new virtual disk.
Before you can use your new virtual machine, you need to partition and format
the virtual disk and install a guest operating system and VMware Tools. The
operating system's installation program might handle the partitioning and
formatting steps for you. For information about installing a guest operating

system and VMware Tools, see Installing a Guest Operating System and VMware
Tools on page 251.

Creating a New Virtual Disk on an ESX Server Host

Select the size of the virtual disk.

MNew Yirtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

r Dizk capacity
Digk size [GE]: 4. Djgs}
Datastors free: 299GB shress

< Back I Mest > I Cancel |

Your virtual disk can be as small as 0.1GB (100MB) and can be as large as 2TB.
Make the Virtual Disk Big Enough

The virtual disk should be large enough to hold the guest operating system and
all of the software that you intend to install, with room for data and growth.

You cannot change the virtual disk's maximum capacity later. But, you can install
additional virtual disks later by using the Virtual Machine Properties dialog box.
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For example, you need about 1GB of actual free space on the file system
containing the virtual disk to install Windows Server 2003 and applications such
as Microsoft Office inside the virtual machine.

Click Next.

Select the virtual device node and disk mode for the virtual disk.

New Yirtual Machine Wizard [ x|

Specify Advanced Options
These advanced options da not usually need to be changed

i~ Wirtual device node

|5CS10:0 Hard Disk 0 |

~Mod
' Persistent

™ Undoable: Ask to save changes after powsring off

" Monpersistent: Discard changes after powering off

" Append: Save changes after powering off

< Back I Mext > I Cancel |

To select a disk mode, choose one of the following:

« Persistent — Changes are immediately and permanently written to the disk.

» Undoable — Changes are not saved until the virtual machine is powered off
and you confirm to save the changes.

» Nonpersistent — Changes to the disk are discarded when you power off or
revert to the snapshot.

» Append — Changes are saved when you power off the virtual machine.
Click Next.

Click Finish.

You have finished creating a virtual machine that uses a new virtual disk.

Before you can use your new virtual machine, you need to partition and format
the virtual disk, then install a guest operating system and VMware Tools. The
operating system's installation program may handle the partitioning and
formatting steps for you. For information about installing a guest operating
system and VMware Tools, see Installing a Guest Operating System and VMware
Tools on page 251.
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Using an Existing Virtual Disk

Follow these steps if you want to use an existing virtual disk with the virtual machine.
If the virtual machine is on an ESX Server host and you want to use a system LUN, see
Mapping a System LUN Disk on an ESX Server Host on page 247.

1. Select the datastore where the virtual disk is stored.

Add Hardware Wizard [x]

Select an Existing Disk
Which previously configured dizk would you ke to uze?

- Select a Datastor

i~ Disk file path

| Browse..

< Back I Hext > | Cancel |

Select the disk to use. Click Browse and navigate to the virtual disk you want to
use. Click Next.

3. Select which virtual device node should be used by your virtual disk.

New ¥irtual Machine Wizard [ x|

Specify Advanced Options
These advanced options do not usually need to be changed.

r—Wirtual device nod
SCSI0:0 Hard Disk 0 4

i~ Mode
' Persistent

" Undoable: Ask to save changes after powering off
™ Monpersistent: Discard changes after poweting off

" Append: Save changes after powering off

< Back Next > Cancel

www.vmware.com



CHAPTER 10 Creating New Virtual Machines

If you are creating the virtual machine on an ESX Server host, select a disk mode.
Choose one of the following:

 Persistent — Changes are immediately and permanently written to the disk.

» Undoable — Changes are not saved until the virtual machine is powered off
and you confirm to save the changes.

» Nonpersistent — Changes to the disk are discarded when you power off or
revert to the snapshot.

» Append — Changes are saved when you power off the virtual machine.
Click Next.
4. Click Finish.

You have finished creating a virtual machine that uses an existing virtual disk.

Mapping a System LUN Disk on an ESX Server Host

Instead of storing virtual machine data in a virtual disk file, you can store the data
directly on a system LUN (logical unit number). This is useful if you are running
applications in your virtual machines that need visibility to the physical characteristics
of the storage device.

If you are creating virtual machines on an ESX Server 2.5 host, you can store the data
on a system LUN by mapping it to a VMFS volume in a datastore. You can map a
system LUN to a VMFS volume only if the following conditions are met:

e The LUN must be on a SAN and it cannot contain any VMFS or core dump
partitions.

e The LUNis not on a SCSI controller that is being shared with the ESX Server
service console.

e The LUN must provide a unique ID. Some RAID and block devices do not provide
a unique ID.

When you map a LUN to a VMFS volume, VirtualCenter creates a file that points to the
raw LUN. Encapsulating disk information in a file allows VirtualCenter to lock the LUN
so only one virtual machine can write to it. This is more secure than how LUNs were
accessed in older versions of VirtualCenter.

Note: This file has a . vmdk extension, but the file only contains disk information
describing the mapping to the LUN on the ESX Server system; the actual data is stored
on the LUN.
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Note: Using VirtualCenter, you cannot deploy a virtual machine from a template and
store its data on a LUN. When you deploy a virtual machine from a template, you can
store its data in a virtual disk file.

If you are creating virtual machines on an ESX Server host older than version 2.5, you
can store the data on a system LUN by directly accessing the LUN. You can use any
LUN on a local disk or on a SAN, as you could with earlier versions of VirtualCenter.
However, this method does not allow you to migrate virtual machines with VMotion.

You cannot store virtual machine data on LUNs on a GSX Server host.
To map a system LUN disk for an ESX Server 2.5 virtual machine:

1. Select an existing LUN to map to in the Target LUN list. The Target LUN list
displays the available LUNSs that are visible to the managed host.

2. After you select a LUN, do one of the following:
o Ifthe LUNis already mapped to a VMFS volume, you must reuse the mapping.

New Wirtual Machine Wizard [ x|

Select and Configure a Raw LUN
Which LUN would pou like to use, and which method of access?

Target LLIM:
r ¥ Map this LN into & ¥MFS datastore
Select the datastore:  [You must select a datastore to proceed.]
wnhbal:0:0:6
Compatibilit
" Physical  Allow the guest operating system to access the hardware
irecty,
& Virtual Allawy the virtual machine to use Yiware disk modes and
ather advanced functionality.
< Back I Hext > I Cancel
Go to step 3.
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o Ifthe selected LUN is not mapped to a VMFS volume, normally you would
map it to a volume. Check the Map this LUN into a VMFS datastore check

box.
New Wirtual Machine Wizard [ x|

Select and Configure a Raw LUN
Which LUN would pou like to use, and which method of access?

Target LUN: wrnhbaz 2. %0 =l

~ ¥ Map this LN into a ¥MFS datastore

wmhbal:0:0:6

Compatibilit

" Physical  Allow the guest operating system to access the hardware
directly.

& Virtual Allawy the virtual machine to use Yiware disk modes and
ather advanced functionality.

< Back I Hext > I Cancel |

The Select the datastore list shows all datastores visible to the managed host.
It indicates whether there are any LUNs mapped to any VMFS volumes and
how many LUNs are mapped. It is a good idea to put all the mappings on one
datastore that is visible to all managed hosts. There must never be more than
one mapping for the same LUN.

Select a datastore from the list, then go to step 3.

« If you do not want to map the LUN to a VMFS volume, you can allow the
virtual machine to directly access the LUN without mapping it to a datastore.
Do not check the Map this LUN into a VMFS datastore check box. The virtual
machine accesses the physical disk stored on the LUN as it would under earlier
ESX Server releases. However, a LUN that is not mapped to a VMFS volume
cannot be cloned, made into a template, or migrated.

Click Next, and then go to step 4.
3. Select whether the LUN is configured for Physical or Virtual compatibility.

Physical compatibility is useful if you are using SAN-aware applications in the
virtual machine. However, a LUN configured for physical compatibility cannot be
cloned, made into a template or migrated (if the migration involves copying the
disk). You can migrate a virtual machine with a LUN configured for physical
compatibility only to ESX Server 2.5 hosts and only if the migration does not
involve copying the disk.

249



VMware VirtualCenter User’s Manual

250

Virtual compatibility allows the LUN to behave as if it were a virtual disk, so you
can use features like disk modes. When you clone the disk, make a template out
of it, or migrate it (if the migration involves copying the disk), the contents of the
LUN are copied into a virtual disk (. vindk) file.

Note: You can migrate a virtual machine with a LUN configured for virtual
compatibility to any ESX Server host supported by VirtualCenter, but VMware
highly recommends you migrate such a LUN only to an ESX Server 2.5 host. If
you migrate the virtual machine to an earlier version of ESX Server, it still can
access any of its LUNs configured for virtual compatibility, but those LUNs now
appear to VirtualCenter as if they were virtual disk files.

Under Compatibility, select whether the LUN is configured for Physical or
Virtual compatibility, then click Next.

Click Finish.

You have finished creating a virtual machine with a virtual disk that is mapped to
a LUN.

To directly access a LUN for an ESX Server 2.1.2 or older virtual machine:

Select an existing LUN to directly access.

Add Hardware Wizard [ x|

Select a Physical Disk
“Which local hard disk da you want this vitual machine to use?

"Dewc.c
térnhiba: C: 0: 0

< Back I Finish I Cancel |

The Device list displays the available LUNs that are visible to the managed host.
These LUNs are not already formatted as VMFS volumes.

Click Finish.

You have finished creating a virtual machine with a virtual disk that directly
accesses a LUN.
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Installing a Guest Operating System and
VMware Tools

This section describes the following:
» Installing a Guest Operating System in a Virtual Machine
» Installing VMware Tools

After you create a virtual machine, you must install an operating system on its virtual
disk just as you do on a new physical machine. You use a standard installation CD-
ROM and format the virtual disk at the appropriate place in the installation process.

Alternatively, you can install an operating system from image files. ISO image files of
installation CD-ROMs and floppy image files of any floppy disks can be used for the
installation. Use the VirtualCenter client to connect the virtual machine’s drives to the
appropriate image files before you begin the installation.

Once you start the virtual machine, the normal operating system installation takes
over. Answer the prompts that appear on the virtual machine console to install the
guest operating system.

After your guest operating system is installed, install VMware Tools in the guest.

Installing a Guest Operating System in a Virtual Machine

To install a guest operating system and other software, use the virtual machine
console, found on the Console tab for the Inventory button in the navigation bar.
Choose an installation method:

« Configure the virtual machine to connect to the managed host CD-ROM and
boot an operating system installation disk from it.

« Configure the virtual machine CD-ROM as a path to a networked SO file and
boot from that.

A virtual CD-ROM drive is automatically created when you create a new virtual
machine. If you are planning to install the guest operating system from an ISO image,
use the Virtual Machine Properties dialog box to change the floppy drive option
before powering on the virtual machine. Refer to Changing the Hardware
Configuration of a Virtual Machine on page 348 for information on using the Virtual
Machine Properties dialog box.

A virtual floppy drive is automatically created when you create a new virtual machine.
However, the virtual machines start with the floppy device disconnected. Use the
Virtual Machine Properties dialog box to change the CD-ROM option before powering
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on the virtual machine, if needed. Refer to Changing the Hardware Configuration of a
Virtual Machine on page 348 for information on using the Virtual Machine Properties
dialog box.

To install the guest operating system over a CD-ROM drive:

1. Insert the installation CD-ROM for your guest operating system in the managed
host's CD-ROM drive.

2. Click Power On on the remote console toolbar to begin setting up your guest
operating system. For details on installing specific guest operating systems refer
to the VirtualCenter release notes and the Guest Operating System Installation
Manual which can be found at www.vmware.com/support/questnotes/doc/.

To install the guest operating system over a network:

1. Prepare ISO image files of installation CD-ROMs and floppy image files of any
floppy disks needed for the installation.

2. The installation instructions in this section assume you are installing from
physical media. If you are using image files, connect the virtual machine’s CD-
ROM or floppy drives to the appropriate image files before you begin installing
the guest operating system.

Installing a Guest Operating System on a New Virtual Disk

When you are installing a guest operating system on a new virtual disk, you may see a
message warning you that the disk is corrupted and asking if you want to place a
partition table on the disk. This message does not mean there is any problem with
your physical hard disk. It simply means some data needs to be written to the file that
holds your virtual hard disk. All you need to do is respond Yes. You also need to
partition and format the virtual disk as you would with a new, blank hard drive.

Installing a Guest Operating System on a Previously Formatted Raw Disk

If you try to install a guest operating system on a raw or physical disk that was
formatted previously with a file system, you may see a No operating system
error when you power on the virtual machine. This message appears because the
boot order specified in the virtual machine’s BIOS defaults to the floppy disk, hard disk,
and then CD-ROM drive. Instead of booting from the installation CD-ROM, the virtual
machine tries to boot from the hard disk.

Note: The raw disk option is not supported for virtual machines on a GSX Server
host.
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To work around this issue, do one of the following:

Change the boot order in BIOS so the virtual machine boots from the CD-ROM
drive before it tries the hard disk. When the virtual machine boots, enter the BIOS
and change the boot order on the Boot menu.

Zero out the first 64KB of the raw disk using dd or a similar advanced utility.

Installing VMware Tools

VMware Tools is a suite of utilities that enhances the performance of the virtual
machine's guest operating system and improves management of the virtual machine.
[tis very important that you install VMware Tools in the guest operating system.
Although the guest operating system can run without VMware Tools, you lose
important functionality and convenience.

When you install VMware Tools, you install

The VMware Tools service (or vmware-guestd on Linux guests).

A set of VMware device drivers, including an SVGA display driver, the vimnxnet
networking driver for some guest operating systems, the BusLogic SCSI driver for
some guest operating systems and the VMware mouse driver.

The VMware Tools control panel that lets you modify settings, shrink virtual disks,
and connect and disconnect virtual devices.

A set of scripts that help automate guest operating system operations; the
scripts run when the virtual machine’s power state changes.

A component that supports copying and pasting text between the guest and
managed host operating systems.

Refer to the VMware ESX Server Administration Guide or the VMware GSX Server Virtual
Machine Guide for instructions on installing and configuring VMware Tools.
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CHAPTER

Working with Templates

This chapter describes creating and importing templates. A template is a golden

image of a virtual machine that can be used as a master copy to create and provision

new virtual machines. This chapter contains the following sections:

Understanding Templates on page 256
Preparing for Templates on page 261
Creating Templates on page 268
Cloning a Template on page 275
Deleting a Template on page 276
Editing a Template on page 278
Reimporting a Template on page 279

VirtualCenter catalogs and manages the templates. VirtualCenter displays a list of

available templates with a name and a brief description. The templates can be stored

in a template upload directory, which is a directory local to the VirtualCenter server, or
on a SAN VMFS volume.

255



VMware VirtualCenter User’s Manual

256

You need to use a Virtual Machine Administrator role that has permission on the farm

to which the host belongs.

Understanding Templates

A template is a golden image created from a virtual machine. The template, as did the

source virtual machine, typically includes a specified operating system, a set of
applications, and a configuration which provides virtual counterparts to hardware

components.

The figure below illustrates creating a template from a managed virtual machine on
an ESX Server and a GSX Server. Refer to Abbreviations on page 16 for a description of

abbreviations.

1. Create template from managed virtual machine

~

VirtualCenter

.

VM1

——

)
L

2. Store template options: on VirtualCenter se

rver or on datastore

r

VirtualCenter

~

On VirtualCenter server
in upload directory

VM1

On (shared) datastore

On datastore

Creating a Template Overview

VirtualCenter uses virtual machine templates as a quick and consistent method for
adding new virtual machines to the VirtualCenter environment. This process of
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deploying a template includes selecting the appropriate template and designating a
VirtualCenter target host to receive the new virtual machine. The deployed virtual
machine is added to the farm where the managed host resides. Refer to Creating
Virtual Machines from a Template on page 282 for additional information on
deploying templates.
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The figure below illustrates creating a new virtual machine from a template
(deploying a template) using the optional virtual machine customization feature.
Refer to Abbreviations on page 16 for a description of abbreviations.

target options:
hostA, or B

arget options:
hosgtA, B, or C t

target options:
hostC

1. Select template to deploy and target host

I

VirtualCenter

7

2. Customize new virtual machine, as need
=

VirtualCenter customization | =

l

i

3. New, customized, virtual machine

Ve

VirtualCenter

Deploying a Template

258 WWW.Vmware.com



Templates are created from:

Existing virtual machines. These virtual machines can be either:

» GSX Server or ESX Server virtual machines located on any VirtualCenter
managed host.

To create a template from a virtual machine on an ESX Server or GSX Server
host, VirtualCenter must manage the host.

« GSX Server or Workstation virtual machines stored on a disk local to the
VirtualCenter server.

Existing templates by making a copy of (cloning) the template.

Templates are stored at the following locations:

Template upload directory — On the VirtualCenter server machine. A copy of
the original virtual machine virtual disks is placed in the directory you specify as
the template upload directory.

This method is useful when your source virtual machine is not located on a SAN-
based storage device.

Templates in the template repository can be deployed to any host managed by
VirtualCenter.

Datastore — On the managed host with the source virtual machine. Select one
from the available datastores. The datastore does not need to be the same
datastore as the one on the original virtual machine.

This method is useful for rapidly deploying templates.

After a template is created, if it is residing on a VMFS volume or a datastore other
than the VirtualCenter template repository, it can be deployed to only managed
hosts that have direct access to that datastore.

On ESX Server hosts: The datastores are the VMFS volumes you configured for
your ESX Server. You can configure any number of VMFS volumes per ESX Server
host.

On GSX Server hosts: The datastore is a designated directory. Each GSX Server
host is allowed only one datastore at a time. You can change the designated
datastore and rename it, but only one datastore at a time is allowed. Refer to
Configuring Datastores on GSX Server Hosts on page 264 for information on
designating a GSX Server datastore.

CHAPTER 11 Working with Templates

259



VMware VirtualCenter User’s Manual

Note: If a managed host that has templates stored locally (not in the template
repository) is removed from VirtualCenter, all the templates are also removed.
Returning the managed host to VirtualCenter does not re-register the templates.

The figure below illustrates the options for creating a template from various virtual

machine sources. This includes ESX Server golden images and managed and

unmanaged virtual machines. Refer to Abbreviations on page 16 for a description of

abbreviations.

ESX Server
Golden Image

Import to ESX Server
make new VM

!

Existing GSX Server/
ESX Server VM

Create VM

Clone GSX Server/
ESX Server VM

Template Sources

\

\ /

GSX Server or
Workstation
VM external to
VirtualCenter

GSX Server/ESX Server
VM external to
VirtualCenter

GSX Server/ESX Server
VM registered

with VirtualCenter

Manually move/copy
Workstation or
GSX Server
VM files locally to
VirtualCenter server
| |

Register
GSX Server/ESX Server
with VirtualCenter

Import VM
as template

Resource VM
as template

Resource VM
as template

Y

y

y y

Keep VM
in place

Copy VM
to l?;))lload
directory

Copy VM
to l?[))lload
directory

SOMES.
volume

Copy VM
to upload
directory

v

registered GSX Server/ESX

Unregister temporaril

gerver

Creating a Template Options
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Preparing for Templates

Prior to creating a template:

« \Verify that your system meets the requirements for creating and using templates.
Refer to VirtualCenter Template Requirements on page 50.

« Review and complete the steps in the following sections:
« Specifying an Upload Directory for Templates
» Configuring ESX Server to Allow Concurrent Template Deploys
» Configuring Datastores on GSX Server Hosts
« Using a GSX Server or Workstation Virtual Machine as a Template
« Using an ESX Server Golden Image as a Template
« Using an Unmanaged Virtual Machine as a Template

« Using a Managed Existing Host Virtual Machine as a Template

Specifying an Upload Directory for Templates
When you import a template, you have the option to keep the source virtual machine

in its original location or have a copy placed into a managed host located within
VirtualCenter.

When you import any created template and select the upload directory option, the
new template is copied to the upload directory location. The upload directory must
be in a location relative to the VirtualCenter server and local to the VirtualCenter
server. [t cannot be a network share that is mapped as a local drive.

When you create the template you must have Virtual Machine Administrator or
greater role permission on the managed host. When you deploy a template from the
upload directory, you must have Virtual Machine Administrator or greater role
permission on the target managed host.

Note: If you change the upload directory, all subsequently created templates are
stored in the new template upload directory. Templates stored in the old upload
directory continue to work.

Note: The template upload directory cannot reside on a network share.
To specify a location for importing templates:

1. From the VirtualCenter client, open the VMware VirtualCenter Settings dialog
box and select the Templates tab.

Select File > VMware VirtualCenter Settings.
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2. Enter the template upload directory location. Click OK.

¥Mware YirtualCenter Settings m

Performance  Templates IAdvancedl

Template Upload Directorny
Specify the VitualCenter server directory where vitual maching
template files are stored

Ok I Cancel |

a. Scroll to the Template Upload Directory field.

b. Before you create any templates, enter the full absolute path of the directory
to use as the templates upload directory.

This valid path references an existing directory to which VirtualCenter has
access and which is local to VirtualCenter server, not a network share mapped
locally.
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Configuring ESX Server to Allow Concurrent Template Deploys
If template disks are stored on your ESX Server version 2.5 or later and you plan to
deploy multiple virtual machines from a single template at the same time, you must
create the templates using allocated template disks.

With all ESX Server versions, the default setting is to store template disks as not
allocated. In ESX Server version 2.5, you have the option to change the default setting
to allocated.

Note: Templates created prior to making the ESX Server host configuration change
described below are not affected. This configuration change only applies to templates
created after you make the change.

The tables below list the typical allocation for ESX Server and GSX Servers.

Disk file in virtual machine:

ESX Server GSX Server
Not allocated not possible possible
Allocated default possible

Disk file of templates:

ESX Server GSX Server
Not allocated default default
Allocated possible through configuration file setting not possible

(flatdisks=true)

To enable allocated template disks:

1. On your ESX Server version 2.5 host, find the managed host conFig file. The file
location is:

/etc/vmware/config

2. Editoraddthe template.useFlatDisks parameter.
template.useFlatDisks="TRUE"

3. Restart the VirtualCenter agent running on the ESX Server host.

This ensures that all template disks created after this change on your ESX Server
are allocated and able to support concurrent deployment of multiple virtual
machines from a single template.

CHAPTER 11 Working with Templates
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Configuring Datastores on GSX Server Hosts
When a GSX Server host is added to VirtualCenter, the Add a Host Wizard defaults the
datastore location for all the virtual machines on that managed host. Only one
datastore is allowed per GSX Server. All virtual machine files are stored at the root
directory where GSX Server is installed on its managed host if the datastore is not
specified.
Note: You do not set datastores for an ESX Server host through VirtualCenter.
Datastores on an ESX Server are the VMFS volumes that are set when you configured
the ESX Server. Refer to your ESX Server documentation for information on
configuring VMFS volumes.
To specify a different directory location for the datastores of a particular GSX
Server:
1. Select and verify the managed host is a GSX Server host.
View the managed host summary page. The title bar lists the managed host
name, host type (GSX Server or ESX Server), and the virtualization platform
version.

host title bar
%5 techpub-vc - YMware VirtualCenter El=l = B3
File Edit WM View Help

54 o () vmware

Irrventany Scheduled Tasks  Templates Events
(BN E|E-EE ST
<

techpub-vc.vmware.com VMware GSX Server, 3.1.0, build-9089

B [ Server Farms -]

B [ Mew Farm GroupZ es | Perfomancs | Tasks | Events | Alams

pubsz -
= @ techpubs Manufacturer; el Computer Corporation YMotion Enabled: No =

B precious-escmmare Model; Precision Workstation 360 Virtual Machines: 8

E techpubs-linue, vmwe Tookal Memary: 1024MB Number of Processars: 1

§ T Processor: Intel{R) Pentium(R} 4 CPU fumber of Hics: 1

. = 2.60GH: "
[ testserver.vmware.c ? Ative Tasks: No
=iz g;wc\l”’t“‘FMe;h‘”i | Commands Available Resources:
lone of p2v win
5 Freesso {1 Manage Virtual Maching Resources avallable Disk Space: 23350 MB
Memory Availsble to Mew WMs:  Unavailable:

GHU §= Edit Properties
B [z Discovered ¥Ms

) M Windows dlon [@ Edit Host Configuration

() M5-DOS (2) [@ shut Down

G Microsoft windav

() Microsoft indow— |  CPU Utilization (%) Memory Utilization (%)

G Microsoft Windov

D Netware & Virtual Machines 0 [ Virtual Machines o4 |-

G Novell Metware © Other 4 I Other 46 I i

G mavel Metware €

System Total + [T System Total 2 M)

() PE_WZKM_Cus

G QA-- GhU Metworks Datastores

&) RedHatEnterprise

h saut techpub network? techpub-ve on local disk 0 MB (23350 MB availabl..

@ Teub Win2k Test | tachpub netwarkl =
‘ ” » 4| | L]

= Show active tasks | [Connected as VMWAREM \bethary 7

datastore name
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2. Open the managed host Properties box. Select the Datastore tab.

Datastore I Advanced |

— Datastore Settings

Specify the name and location of thiz host's datastare

Mame: |\ocal

Path: |fvarf’\ib}vmwareN\rtuaI Machines/

ok I Cancel |

3. Inthe field, type the name of the datastore and the path to the datastore.

« This must be in the appropriate format: Linux or Windows path for a GSX
Server.

To view the format, check the managed host Summary page in the Datastore
field. The path specified there is appropriate for the managed host type: Linux
or Windows.

» The VirtualCenter user must have read and write permissions on the directory
selected.

Specify the template location as a URL that is on a Network Attached Storage
(NAS) local network location.

» This must be a local directory.

o Each GSX Server host is allowed one datastore.

Using a GSX Server or Workstation Virtual Machine as a
Template
To use a virtual machine that is already configured as a template:

1. Power down the virtual machine.
2. If you have a Workstation or an older GSX Server virtual machine:

» Upgrade the virtual machine to Workstation 4.0 or GSX Server 2.5 or later, if
needed.

o The source virtual machine must be local to the VirtualCenter server.
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« Ifthe source virtual machine is not local, you must copy the virtual machine to

a folder local to the VirtualCenter server. Using the method of your choice,
copy the contents of the virtual machine folder. The contents include, but are
not limited to, the following files:

Virtual machine configuration file with a . vmx or . cfg extension.

Virtual disk files with a . vmdk or .dsk extension. There could be several
virtual disk files. Copy all of them.

Note: Edit the disk location of any disks that were specified with absolute
paths. When you update the paths to the disk, you can use relative or absolute
paths to specify the new location of the disks.

Note: Although virtual machines with IDE disks can be templatized, that
template cannot be deployed to an ESX host.

3. Proceed to Creating Templates on page 268.

Using an ESX Server Golden Image as a Template
To use an existing ESX Server golden image as a VirtualCenter template:

1.

Use your standard ESX Server procedures to import the golden image and create
a virtual machine.

Refer to your ESX Server documentation for additional information.

If the ESX Server host is an unmanaged host, proceed to Using an Unmanaged
Virtual Machine as a Template on page 266.

If the ESX Server host is a managed host, proceed to Using a Managed Existing
Host Virtual Machine as a Template on page 267.

Using an Unmanaged Virtual Machine as a Template
To use an existing virtual machine on an unmanaged host as a template:

1.
2.

Power down the virtual machine.

If you have a virtual machine that resides on a host that is not managed with
VirtualCenter, perform the following:

» Upgrade to ESX Server 2.0.1 or later or GSX Server 3.1 or later

Refer to your host virtualization platform documentation for additional
information.

» Temporarily register the ESX Server or GSX Server host with the virtual

machine that is the source for the template.
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You may need to adjust your managed hosts to ensure you have sufficient
VirtualCenter licenses.

» Create the template by selecting the Copy files to template upload directory
option.

Refer to Creating Templates on page 268 for information on creating the
template.

» Unregister the ESX Server or GSX Server host.

Note: If a managed host that has templates stored locally (not in the template
repository) is removed from VirtualCenter, all the templates are also removed.
Returning the managed host to VirtualCenter does not re-register the templates.

3. Proceed to Creating Templates on page 268.

Using a Managed Existing Host Virtual Machine as a Template
To use a managed ESX Server or GSX Server virtual machine as a template:

1. Power down the virtual machine.

2. Proceed to Creating Templates on page 268.
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Creating Templates

If you plan to store a template in the VirtualCenter upload directory, refer to Specifying
an Upload Directory for Templates on page 261 and define the upload directory
location before proceeding.

Note: You cannot create a template from a virtual machine with undoable disks.
To create a template from a virtual machine:
1. Start VirtualCenter client and log on to the VirtualCenter server.
2. Choose a method for starting the New Template Wizard.
From the inventory panel:
a. Click the Inventory button in the navigation bar.

The inventory panel and the information panel display information about
managed farms, hosts, and virtual machines. The Inventory toolbar appears.

b. Expand the inventory as needed and click the appropriate virtual machine.
¢. Start the New Template Wizard.

From the main or right-click popup menu, select New Template from this
Virtual Machine.

From the Templates Navigation panel:
a. Click the Templates option in the navigation bar.
b. Click the New button in the Templates toolbar.
3. Confirm to proceed with the New Template Wizard. Click Next.
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4.

If you are starting from the Templates panel: Select a virtual machine. Click
Next.

¥Mware YirtualCenter New Template Wizard [ ]

Source virtual machine
Choose which type of wittual machine to templatize

‘what type of virtual machine will this template use?

& virtual machine in the Whware VitualCenter Invertory.

A wirtual maching on a local file system that is not in the Vidware
VirtualCenter Inventary.

< Back | Next » | Cancel |

The options are:

A virtual machine in the VMware VirtualCenter Inventory — Use this option to
create a template from a virtual machine on a managed host.

A virtual machine on a local or network file system that is not in the VMware
VirtualCenter inventory — Use this option to create a template from a virtual
machine that is not being managed by VirtualCenter.
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5. Ifyou are selecting an unmanaged virtual machine: Locate the source virtual
machine. Click Next.

¥Mware YirtualCenter New Template Wizard [ ]

Yirtual Machine Configuration File
Specify the path to the configuration file for this template.

Specify the full path and filename of the wittual machine configuration file that
this template will be based on. This path must be local to YMware YitualCenter
BTVl

Filenare: || Erowee |

< Back | Next » | Cancel |

Type or copy the full path to the source virtual machine configuration file. This
file has either a .vmx or a . cfg extension.

The Browse option is available only when the VirtualCenter client is running on
the same machine as the VirtualCenter server. If the Browse option is not
available, type the path to the virtual machine configuration file in the text box.

Note: The path to the configuration .vmx file must be the fully qualified path
on the VirtualCenter server, not the VirtualCenter client.

If you are not running the VirtualCenter client on the same machine as the
VirtualCenter server, type in the path on the VirtualCenter server machine where
the template source virtual machine is located.

Note: This file must be in a folder or file system local to the VirtualCenter server.

Note: An ESX Server source virtual machine should not use IDE virtual disks.
GSX Server supports virtual machines with both IDE or SCSI virtual disks.
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6. If you are using a managed virtual machine and started from the
Templates New Template panel: Select the managed virtual machine to use as
the source for the template. Click Next.

¥Mware ¥irtualCenter New Template Wizard | x|
Virtual Machine

Specify the virtusl machine to base this template from

=l iﬂ Server Farms -
=] ﬁ Mesw Farm Group2
pubsz
= G techpubs
= iﬁ Mew Virkual Maching Group
Eh Clone of p2v win for gsx
Eh FreeBsD
ﬁ U
= m Discavered WMs
Eh M3 windows dane task
Eh Ms-Dos ()
@
{Eh Microsaft Windows Server 2003, Enterprise Editian
Eh Microsaft Windows Server 2003, Standard Edition
1 Netware & LI

< Back | Mext » | Cancel |

7. Give the new template a name and description. Click Next.

¥Mware YirtualCenter New Template Wizard [ ]

Template N ame
Enter a name and description for this template

Type in the name far this template and a brief description.

Hame: Miciosoft Windaws NTTemplate]

Description:

< Back | Next » | Cancel |

Enter a useful name and a brief description of the template. This description can
include the operating system, applications, versions, and intended uses for the
template. The name can be up to 80 characters long and contain alphanumeric
characters and the underscore (_) and hyphen (-) characters. The name should
be unique across all templates and cannot start with a space or contain a back
slash (\) or forward slash (/).
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8. Specify the target location of the template files. Click Next.

Location of Template Fles
Chooze the location of the files for this template

‘Where will the files far this template reside?

On the YMware YitualCenter server. Files will be uploaded ta the
template upload directory.

* On a datastore. r'ou will be prompted to select the datastore.

< Back | et » | Cancel |

The choices are:

» On the VMware VirtualCenter server — This option makes copies of the
virtual machine disk files and places copies into the VirtualCenter upload
directory.

Copying the files can take some time. After the importing template process,
the source virtual machine is available for normal operations. Refer to
Specifying an Upload Directory for Templates on page 261 for information on
specifying and using the VirtualCenter upload directory.

Use this option if the source disk is not on a SAN. This option ensures the
template can be deployed to any managed host.

» On a datastore — This option adds a reference to the location of the files.
The virtual machine disks are copied to the VMFS volume that you specify.

Use this option when the virtual disk resides in a VMFS volume on a SAN. This
ensures a rapid deployment of a new virtual machine because it is a local disk

copy.
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9. If you selected On a datastore:

Select the datastore location in which to place the new template. Click Next.

¥YMware YirtualCenter New Template Wizard [ %]
Specily the Template's Location

Enter the locations on the destination host to place the template's
configuration and disk, files.

D atastores

Mame Free Spac =
vinhba0:6:0:1 EL
1045
3880

wnhbalie: 02 or_
Ll [ _>|_|

< Back | Mext » | Cancel |

10. Complete the importing template process. Click Finish.

VirtualCenter adds the configuration file data into the VirtualCenter database
and adds the template to the list of available templates. To view the list, click the
Templates option in the navigation bar.

Copying the source virtual machine to the template upload directory, can take a
long time, depending upon the size of the source virtual machine. Refer to the
Tasks panel to view the progress of creating the template.
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To check the progress of the new template creation, click the Show Active Task
toggle. A progress bar displays the percentage of completion.

[ techpub-vc - ¥Mware VirtualCenter

echy F[E = E3
File Edt ¥M View Help
i = -
@ y S i [ vmware
Invertop  Scheduled Tasks | Templates  Events
TANew 2% Deploy A5 Clone
Templates
Name: | Guest 0 | Size-MB | Datastore
template_1 DOS 4096 techpub-vc on local disk
[ p2v win template [l
4 | 2l
Active System Tasks
Hame | Target | Progress | Status | Reasan Time |
&Y Create Template from VM (1 p2v win for gsx s (0 & Ruming VMWAREMibeth..  L1/16/2004 11:04 AR
< Hide | [Showing all entries (Cannected as VHWAREMbethany
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Cloning a Template

To clone an existing template to create an additional template:

1.

From the VirtualCenter client, display the information panel of the Templates
function. Click the Templates option in the navigation bar.

The information panel changes to display the list of current templates and the
template toolbar.

Select the appropriate template. Click the Clone toolbar button.
Confirm adding a new template. Click Next.
Give the new template a name and description. Click Next.

¥Mware ¥YirtualCenter New Template Wizard

Template M ame
Enter a name and description for this template

Tupe in the name for this template and a brief description.

Narne:

Description:

< Back | Mext | Cancel |

Enter a useful name and a brief description of the template. Description
information can include, for example, the operating system, applications,
versions, and intended uses for the template. The name can be up to 80
characters long, and can contain alphanumeric characters and the underscore
() and hyphen (-) characters. It should also be unique across all templates.

Pass through the target location screen. Click Next.
The template files are always copied to the template upload directory.
Complete the importing template process. Click Finish.

VirtualCenter displays the Tasks inventory panel for reference and adds the
cloned template to the list in the information panel. The virtual disks are copied
to the template upload directory. Refer to the Tasks panel to view the progress of
the cloning operation.
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Deleting a Template

You have the option to remove a template from VirtualCenter inventory and remove
the template files from disk.

Deleting a Template from VirtualCenter
To delete an existing template from VirtualCenter inventory:

1. From the VirtualCenter client, display the information panel of the templates
function.

Click the Templates option in the navigation bar.

The information panel changes to display the list of current templates and the
template toolbar.

2. Select and right-click the appropriate template.
3. Select the Remove option from the menu.
4. Confirm removing the template from the VirtualCenter database. Click OK.

Remove Template | x|

& Are you sure you want to remove template_1 from the Inventory?

o | ]

All non-datastore template files are removed from the VirtualCenter inventory.

5. If the template is stored on a datastore, it cannot be removed from the
VirtualCenter inventory until it is removed from disk.

Proceed to Deleting a Template from Disk on page 276.

Deleting a Template from Disk
To delete an existing template from VirtualCenter inventory:

1. From the VirtualCenter client, display the information panel of the templates
function.

Click the Templates option in the navigation bar.

The information panel changes to display the list of current templates and the
template toolbar.

2. Select and right-click the appropriate template.

3. Select the Remove option from the menu.
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4. Confirm removing the template from the VirtualCenter database. Click OK.

Delete Template from Disk [ ]
& Are you sUre you want to delete template_1 from disks

This will permanently delete the template and all of its files, The deleted template Files cannot be recovered,

o | [ ]

All non-datastore template files are removed from the VirtualCenter inventory.
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Editing a Template

To change the template virtual machine:
1. Deploy the template.
2. Edit the resulting virtual machine.
3. Create a new template from the edited virtual machine.
To change the name and description of a template:
1. From the VirtualCenter client, display the templates panel.
Click the Templates option in the navigation bar.
The information panel displays current templates and the template toolbar.
2. Select the appropriate template.
3. Select the Properties option to display the Template Properties dialog box.
Choose from either Edit > Properties or right-click Properties.

Template Properties

General |

Narme:

Itemplale_'l

D escription:

4 test template

0K I Cancel |

Enter a useful name and a brief description of the template. The description can
include the operating system, applications, versions, and intended uses for the
template. The name can be up to 80 characters long, and contains alphanumeric
characters and the underscore (_) and hyphen (-) characters. The name should
also be unique across all templates.

Modify the template name or the template description. Edit the text as needed.
Click OK.
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Reimporting a Template

When you import a file from a local disk to make a template, VirtualCenter expects to
import a GSX Server or Workstation virtual machine. VirtualCenter can also handle
importing a GSX Server template. If you have an ESX Server template that you want to
import, you have to change it to make it look like a GSX Server template.

To move VirtualCenter templates from one VirtualCenter server to another
VirtualCenter server:

1.

Copy the template files from the original VirtualCenter server to the target
VirtualCenter server and make sure that the disk (. vmtd) files are in the same
folder as the .vmtx file.

Edit the . vmtx file for this template.

a. Change the value of suspend.Directory to “." or else just remove that
line altogether.

b. Change any full VMFS path names to bare filenames instead. For example,
change /vmfs/myvolume/mydisk.vmtd to mydisk.vmtd.

¢. Change any occurrence of .name in the SCSI keys to - Fi leName instead.
For example, change scsi0:0.name to scsi0:0.FileName.

d. Replace any occurrence of vmxbuslogic with buslogic.

e. Replace any occurrence of vmxIsilogic with Isilogic.

Open the VirtualCenter client and log onto the new VirtualCenter server,
Start the New Templates wizard.

a. Select the Templates panel.

b. Select New to create a new template. Click Next.

Select A virtual machine on a local file system that is not in the VMware
VirtualCenter Inventory. Click the second choice then Next.

Browse to the directory containing the copy of the template and change the
Files of type setting to All files (*.*).

Select the correct * . vmtx file. Click Next.
Update the Name and Description fields if necessary. Click Next.

Select the second choice: Use the virtual machine’s files as template files. Click
Finish.
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CHAPTER

Copying Virtual Machines

This chapter describes how to create a new virtual machine by deploying a template
or by cloning an existing virtual machine. Both of these methods provide options to
customize the new virtual machine as you create it. This chapter does not describe
the customization options. Refer to Customizing Guest Operating Systems on

page 305 for detailed customization information. Refer to Creating New Virtual
Machines on page 227 for information on creating a virtual machine from scratch.

This chapter contains the following sections:
« Creating Virtual Machines from a Template on page 282

Use templates to create new virtual machines when you want to create one or
more virtual machines easily from a reservoir of virtual machines, each with a
specific and consistent configuration and data state.

« Creating Virtual Machines by Cloning an Existing Virtual Machine on page 295

Use the cloning method to create a new virtual machine when you want to
create a copy of an individual, typically currently operating, virtual machine.

Assign a Virtual Machine Administrator role to the farm where the deployed or cloned
virtual machine is to be located to perform the activities described in this chapter.
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Creating Virtual Machines from a
Template

A template is a golden image of a virtual machine. This image typically includes a
specified operating system and configuration which provides virtual counterparts to
hardware components. Typically, a template includes an installed guest operating
system and a set of applications. Templates are a reservoir of specifically configured
virtual machines ready to be deployed to a host within VirtualCenter.

VirtualCenter uses templates to create new virtual machines. This technique is called
deploying a template. Templates can reside either in the VirtualCenter template
repository or the VMFS volume. Those residing in the VirtualCenter template
repository can be deployed to any of the managed hosts. Those residing on a VMFS
volume, on the other hand, can be deployed only to hosts that have access to that
VMFS volume. The deploying process includes selecting the appropriate template
and designating a VirtualCenter target host to receive the new virtual machine. When
complete, the deployed virtual machine is added to the inventory panel farm where
the host resides.

Note: Deploying a template or cloning a virtual machine that uses IDE disks to an
ESX Server is not supported.

The deploying template topics are covered in the following sections:
« Manually Deploying Virtual Machine from a Template

« Creating a Scheduled Task to Deploy a Template
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The figure below illustrates creating a customized virtual machine. Refer to
Abbreviations on page 16 for a description of abbreviations.

1. Select template to deploy and target host

Ve

VirtualCenter

arget options:
hosgtA, B, or C

target options:
hostA, or B

.

target options:
hostC

7

2. Customize new virtual machine, as need

—

VirtualCenter

customization

3. New, customized, virtual machine

Ve

VirtualCenter

Deploying a Template

CHAPTER 12 Copying Virtual Machines

283



VMware VirtualCenter User’s Manual

Manually Deploying Virtual Machine from a Template
To manually start the Template Deployment Wizard:

1. Start VirtualCenter and log on to the VirtualCenter server.

2. Choose a method for starting the Deploy Virtual Machine from Template Wizard.
From the inventory panel:
a. Click the Inventory button in the navigation bar.

The inventory panel and the information panel display the managed farms,
hosts, and virtual machine information. The Inventory toolbar appears.

b. Expand the inventory as needed, and click the target host.
This is the host on which the new virtual machine will be located.
c. Start the Deploy Virtual Machine from Template Wizard.

From the main or right-click popup menu, select Deploy Virtual Machine
from Template.

[ techpub-vc - YMware VirtualCenter EE: M=l
File Edit WM ‘View Help
] =
Gy 3 (B vmware
Inventory  Seheduled Tasks  Templates  Events
BN G- BeE
precious-esx.vmware.com VMware ESX Server, 2.1.0, build-7728
B [y Mew Farm Groupz Summay KL . Peifomance [ Tasks | Events | Alams
pubsz
= G rechenbs Name, State, Host, or Guest DS cortans: = Clear
a o \+v‘ e | status | Mew Attribute | % Memory |
.
Pawered on @00 0 EEET
_— Pawered on 0O@ 3 [T
. 5 1 o Al Powered on oo@ ¢ T
e — Powered off 000
G0 F  Disconnect Powered on sco o
@< Pawered off 000
5 [ Disco Shut Do,
B i Host Configuration. ..
B P gk vintual Machine Resources...
[
() ¥ Host Summary Repert...
0 ¥ Performance Report...
@ n
) 1 Remove
»
1 I— e ke | L]
2 Show active tasks™ T [Connected as VMWAREMibethany 7,

d. Accept the Deploy Template Wizard. Click OK.
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e. Select the template to deploy.

¥™Mware ¥irtualCenter Deploy Template Wizard [ |
Wirtual Machine Template

Which template will this virtual machine uze?

Marne | Guest 05 Size - MB | Datash
| template_1 Dos 4096 techput
| p2v win template ‘Windows 2000 Server 8192 YMware
|l Clone of template 1 DOS

4096 YMware

< Back | et » | Cancel |

From the templates panel:
a. Click the Templates button in the navigation bar.
b. Select the template to deploy.

c. Click the Deploy button in the templates toolbar.

% techpub-ve - YMware VirtualCenter

File -&@lit Y™ View Help

@ a (5] vmware

Inventory  Scheduled Tasks | Templates Events

FNew ¥ Deploy AU Clone

Templates

Hame | Guest 0% | Size - ME | Datastore
[ template_1 Dos 409 kechpub-vc on local disk
\ P2y win template Windows 2000 Server 8192 WMware YirualCenter Server Repository
Clone of template_1  DOS

4096 Whware YirkualCenter Server Repository

4] |

= Show active tasks |

|

|Conrected as VMWAREM\bethany /2

3. Confirm the start of the Deployment Wizard. Click Next.
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4. Specify the new virtual machine name. Click Next.

[¥Mware ¥irtualCenter Deploy Template Wizard [ x|

Name the Virtual Machine
Chaoose @ name far the new virual maching.

"Vlrtual Maching Mame

< Back | et > | Cancel |

Enter a name for the new virtual machine. Click Next.
Note: The virtual machine name cannot exceed 80 characters.

5. Select the farm or virtual machine group on which to deploy the new virtual
machine. Click Next.

¥™Mware YirtualCenter Deploy Template Wizard [ |

Virtual Machine D estination

Select the destination farm or virtual machine group for the deploped wirtual
machine.

= m Server Farms
=] ﬁ MNew Farm Group2

pubsz

o ®

[ Mew ¥irtual Machine Group
[ Discovered ¥Ms

< Back Mt > Cancel
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6. Specify the host on which to deploy the new virtual machine. Click Next.

¥Mware YirtualCenter Deploy Template Wizard B
Destination Host

Select the host that this virtual machine will reside on.

Harne State | Status | % CPU i
@ precious-esx.ymwar... Connected [elel"] 70 1
@ techpub-ve.vmware.... Connected [elel"] 1] 54
@ techpubsinux.vmw... Connected [elel"] 4 [ 45
|E testserver wmware.c... Connected [elel~] i i a
il | =]
< Back | Mext » | Cancel |

7. Select the datastore on which to store the new virtual machine configuration file

and virtual disks. Click Next.

¥Mware YirtualCenter Deploy Template Wizard | x|

S pecify the Virtual M achine's Location

Enter the locations on the destination host ta place the virtual machine's

configuration and disk files

D atastores

Mame Free Spac «
wmhbaD:6:0:1 96 b
wmhbaD:6:0:6 1045 N
wmhbaD:6:0:3 388 N
wmhbaD:6:0:2 or,
1 [

v Automatically Power On

Start running the virtual maching automatically after it is created.

This specifies the location for the virtual machine configuration and disk files.

The virtual machine must be placed on a datastore. Select from the list.

<

Back | Mext »

Cancel
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8. Select the network interface card (NIC) to use for the virtual machine. Click Next.

¥Mware ¥irtualCenter Deploy Template Wizard [ %]

NIC Configuration
Assign each network, interface card to a network,

MIC 1

< Back | et » | Cancel |

9. Specify a resource allocation level. Click Next.

¥Mware YirtualCenter Deploy Template Wizard

Assign Resources

Specify how much of the host's resources should be devoted to this wirtual
machine.

Memory Size [MB]: [5843:

Resource Priority: = Low * Nomal " High

< Back Mext » Cancel
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10. Select whether or not to customize the new virtual machine as it is deployed.

¥Mware YirtualCenter Deploy Template Wizard [ %]

Guest Dperating System Customizaton
You can customize the administrative and network, settings for this new virtual
maching's operating system.

‘Would pou like to customize the quest operating system?

+ Start the guest customization wizard

£ Import customizations from an XML file

Filenare: | Browse I

™ Start the guest customization wizard

£ Do not customize the guest operating system

< Back | Mext » | Cancel |

The options are:

Start the Guest Customization Wizard — Opens the customization wizard.
Proceed to Customizing Guest Operating Systems on page 305 for information
on using the Guest Customization Wizard.

Import customization settings from an XML file — Browse for and select an
existing XML file with customization already defined. Click Browse and select the
appropriate XML file. Optionally, click Start the guest customization wizard.
Click Next.

If you are recreating the customized parameters .xml files for use with a
new or upgraded VirtualCenter server:

a. Click the Import customization settings from an XML file option in the
Deploy Template Wizard.

b. Click Start the guest customization wizard.

c. Inthe Customization wizard, modify the entry for the passwords and the
administrator passwords so that they are appropriate for the new or upgraded
VirtualCenter server. Refer to Customizing a Windows Guest Operating System
on page 315.

Do not customize the guest operating system — Proceeds with the current
deployment and does not make any additional changes to the guest operating
system.

Select the appropriate option and click Next.
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11. Complete the Template Deployment Wizard. Click Finish.

VirtualCenter displays the Tasks inventory panel for reference, makes a copy of
the template, applies changes as specified, and stores the new virtual machine
on the designated host location.

Creating a Scheduled Task to Deploy a Template
To deploy a virtual machine from a template as a scheduled task:

1. Display the Tasks panel.
Click the Tasks option in the navigation bar. The list of scheduled tasks appears.
2. Start the New Task Wizard. Click New in the toolbar.
3. Confirm continuing with the New Task Wizard. Click Next.
4. Select the task to create.

Click the pull-down menu and select the Deploy Virtual Machine from a
Templates option. Click Next.

5. Select the template to deploy. Click Next.

Mware ¥irtualCenter New Task Wizard [ x|

Virtual Machine Template
Which template will this virtual machine uze?

Mame ‘ Guest 05 Size - MB ‘ Datastore
[ template_1 Dos 4096 techpub-ve on local ¢
pay win template Windows 2000 Server 5192 YMware YirtualCente
Clone of template_1  DO3S 4096 YMware YirtualCente
‘ | o]
< Back | Mext > Cancel |
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Select the virtual machine group in which to place new virtual machine. Click

Next.

¥YMware YirtualCenter New Task Wizard [ ]

Destination Yirtual M achine Group
Select the destination group for the deploved virttual machine.

=1 [ [Zerwer Farms

= Rackil
Messaging Servers
Media Servers
Database Servers
Application Servers

= Racki2
= ﬁ Web Servers
Apache
Is
Management Servers
% Applications

< Back | Hezt s | Cancel |

7. Select a host on which to place new virtual machine. Click Next.

¥YMware YirtualCenter New Task Wizard [ ]

Destination Host
Select the host that this vitual machine will reside on.

State | Status | % CPU |
[ Connected QO@ 16 [0 L]
Connected [elel~] 7L 8
Connected [olel~] 4 [ 1
| |
< Back Hext > | Cancel |
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8. Specify a name for the new virtual machine. Click Next.

¥™Mware ¥irtualCenter New Task Wizard B

Hame the Virtual M achine
Chaoose a name far the new vitual maching.

Wirtual Maching Mame
’VIWin sched deploy esd

< Back | et » | Cancel |

9. Select the datastore volume on which to store the new virtual machine
configuration file and virtual disks.

¥™Mware ¥irtualCenter New Task Wizard B

Specify the ¥irtual M achine's Location

Enter the locations on the desthation host to place the virtual machine's
configuration and disk files.

Datastores
Name Free Space |
Vs 11151 MB |

¥ Automatically Powsr On
Start running the vitual machine automatically after it is created.

< Back | et » | Cancel |

The virtual machine disk files must be placed on a datastore. Select from the list.
Click Next.
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10. Select the network interface card (NIC) to use for the new virtual machine. Click
Next.

¥Mware YirtualCenter New Task Wizard [ %]

MIC Configuration
Aasign each network. interface card to a network.

NIC1

< Back | Mext » | Cancel |

11. Specify a resource allocation level. Click Next.

¥YMware YirtualCenter New Task Wizard [ ]

Assign Resources

Specify how much of the host's resources should be devoted to this vitual
machine.

tdemony Size [ME]: I 25@3

Resource Priarity: " Low & Nomal " High

< Back Next » Cancel
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12. Select whether or not to customize the virtual machine as it is deployed. Click

Next.
YMware YirtualCenter New Task Wizard E

Guest Operating System Customizabon
“fou can cugtomize the administrative and network, settings for this new wvirtual
machine's operating system.

wiould vou fike to customize the guest operating system?

% Start the guest customization wizard

™ Import customizations from an XL file

Filenarme: | Browse I

I™ Start the guest customization wizard

" Do not customize the guest operating spstem

< Back | Next > | Cancel |

13. Set the time and date you want the virtual machine to be deployed. Click Next.

To see the calendar, click Later, then click the drop-down arrow to select a date
from the displayed calendar. A red circle indicates today’s date and a dark circle
indicates the scheduled date. Refer to Creating a Scheduled Task on page 335 for
additional information.

14. Confirm creating the task. Optionally, specify an email address for notification
when task is performed. Click Finish.

VirtualCenter adds the new task to the scheduled task list and completes it at the
designated time. When it is time to perform the task, VirtualCenter first verifies
that the user who created the task still has permission to complete the task. If the
permission levels are not acceptable, VirtualCenter logs a message and the task
is not performed.
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Creating Virtual Machines by Cloning an
Existing Virtual Machine

A clone is a copy plus customization of a virtual machine. When you create a clone,
VirtualCenter provides an option to customize the guest operating system of that
virtual machine. You can place the new clone on any host within the same farm as the
original virtual machine.

The figure below illustrates creating a new customized virtual machine by cloning an
existing virtual machine. Refer to Abbreviations on page 16 for a description of
abbreviations.

1. Select virtual machine to clone and target host

—

VirtualCenter

-

2. Customize new virtual machine, as needed

—

X customization
VirtualCenter ]—

newvm

.

-

3. New, customized, virtual machine

—

VirtualCenter

Creating a Clone
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The following sections discuss cloning a virtual machine:
« Manually Cloning a Virtual Machine
o Creating a Scheduled Task to Clone a Virtual Machine

Note: Deploying a template or cloning a virtual machine that uses IDE disks to an
ESX Server is not supported.

Note: Simultaneously creating multiple clones of a virtual machine is not supported.

Manually Cloning a Virtual Machine
To manually start the Virtual Machine Cloning wizard:

1. Start VirtualCenter and log on to the VirtualCenter server.
2. Start the Clone a Virtual Machine wizard, from the inventory panel:
a. Click the Inventory button in the navigation bar.

The inventory panel and the information panel display the managed farms,
hosts, and virtual machine information. The Inventory toolbar appears.

b. Expand the inventory as needed, and click the source virtual machine.
c. Start the Clone a Virtual Machine wizard.
From the main or right-click popup menu, select Clone.
3. Confirm continuing with the Clone Wizard. Click Next.

4. Select a target host for the clone. Click Next.

¥Mware ¥irtualCenter Clone Yirtual Machine Wizard [ <]
Select aHost

Select the destination host for the vitual machine.

&1 Il [techpubs

Precious-gsx. yiware, com
techpubs-lnux, vmware com
techpub-vi, wmware, com
testserver. vmuware.com

§ P I

< Back Hext > Cancel
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5. Select a Virtual Machine Group for the clone. Click Next.

¥Mware ¥irtualCenter Clone Yirtual Machine Wizard [ ]

Virtual Machine D estinabion
Select the destination farm or wirtual machine group for the virtual machine,

=) gl [Eechpubs
Mew Virtual Machine Group
Discovered YMs

< Back | Mext > | Cancel |

6. Assign a name to the clone.

¥Mware ¥irtualCenter Clone Yirtual Machine Wizard [ ]

Name the Virtual M achine
Choose a name for the new virual maching.

Wirtual b achine N ame

< Back Next » Cancel

Enter a name. Click Next.
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7. Select the datastore location.

¥Mware YirtualCenter Clone Yirtual Machine Wizard [ ]

Specily the Virtual M achine’s Locabon
Enter the locations on the desthation host to place the vitual machine's
configuration and disk files,

D atastores
Mame Free Space |
Wmfs 11151 MB |

¥ Automatically Pawer On

Start running the wirtual machine automatically after it is created

< Back | Mext > | Cancel

Select a location from list. Click Next.

8. Assign the network interface cards (NIC).

¥Mware ¥irtualCenter Clone ¥irtual Machine Wizard | x|

MIC Conlfiguration
Aszign each network interface card to a netwark

NIC1

< Back | Mext » | Cancel |

Select from the list, if there is more than one NIC. Click Next.
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9. Specify the resource allocation level.

¥Mware ¥irtualCenter Clone Virtual Machine Wizard | %]
Assign Resources

Specify how much of the host's resources should be devoted to this vitual
machine.

Memorny Size [ME]: I SEE:

Resaurce Priority: i Low & Narmal " High

< Back | Newt » | Cancel |

The resource allocating level tells VirtualCenter what percentage of the host

resources to make available to the new virtual machine.

Click the appropriate radio button. Click Next.

¥Mware ¥irtualCenter Clone Yirtual Machine Wizard [ ]

Guest Dperating System Customization

You can customize the administrative and network, settings for this new vitual
maching's operating system,

‘wiould pou like to customize the quest operating system?

¥ Stait the guest customization wizard

€ Import customizations from an $ML file

Filenare: | Browse I

I Start the quest customization wizard

™ Do not customize the guest operating system

< Back | Next » | Cancel |

Click the appropriate radio button. Click Next.

If you select the customization option, refer to Customizing Guest Operating
Systems on page 305 for description of the customization wizard and options.

Select whether or not to customize the new virtual machine as you create it.
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If you decide not to customize the new virtual machine as part of the cloning
process, proceed to the next step.

Complete the Cloning a Virtual Machine wizard. Click Finish.

VirtualCenter displays the Scheduled Tasks panel for reference and makes a copy
of the virtual machine, applies changes as specified, and stores the virtual
machine on the designated host location.

Creating a Scheduled Task to Clone a Virtual Machine
To create a scheduled task to clone a virtual machine:

1.

Display the Scheduled Tasks panel.

Click the Scheduled Tasks option in the navigation bar. The list of scheduled
tasks appears.

Start the New Task Wizard. Click New in the toolbar.
Confirm continuing with the New Task Wizard. Click Next.
Select the task to create.

Click the pull-down menu and select Clone an existing virtual machine. Click
Next.

Select the virtual machine to clone. Click Next.

¥Mware ¥irtualCenter New Task Wizard | x|

Select aVirtual Machine
Select the vitual machine to clone

=l m Server Farms -
=] ﬁ Mesw Farm Group2
pubsz
= G techpubs
= m Mew Virkual Maching Group
Eh Clone of p2v win for gsx
Eh FreeBsD
ﬁ U
= m Discavered WMs
Eh M3 windows dane task
Eh Ms-Dos ()
@
{Eh Microsaft Windows Server 2003, Enterprise Editian
Eh Microsaft Windows Server 2003, Standard Edition

Eh Metware & |

< Back Mext » Cancel |
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6. Select atarget host for the clone. Click Next.

¥Mware YirtualCenter New Task Wizard [ ]

SelectaHost
Select the destination host for the vitual machine.

=l G techpubs
@ predous-es:, vmeare.com
E techpubs-lnux, vmware, com
[{ techpub-ve.vmware.com
g

teskserver. vmuware.com

< Back | Next » | Cancel |

7. Select a virtual machine group for the clone. Click Next.

¥Mware ¥irtualCenter New Task Wizard

Virtual Machine D estinabion
Select the destination farm or wirtual machine group for the virtual machine.

= G techpubs

% Mew Wirtual Machine Group

Discovered YMs

< Back et » Cancel
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8. Assign a name to the clone.

¥YMware YirtualCenter New Task Wizard X

Name the Virtual M achine
Choose a name for the new virual machine.

Virtual Machine Name

< Back Next >

Cancel
Enter a name. Click Next.
9. Select the datastore location.
¥Mware YirtualCenter New Task Wizard X
Specify the Virtual M achine's Location
Enter the locations on the destination host ta place the virtual machine's
configuration and disk files
Datastares
Mame Free Spac «
wmhbal:6:0:1 96 b
wmhbal:6:0:6 1045 N
wmhbal:6:0:3 388 N
wmhbal:6:0:2 el
i . _l_l

v Automatically Power On

Start running the virtual maching automatically after it is created.

< Back | Mext » | Cancel

Select a location from the list. Click Next.
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10. Assign the network interface cards (NIC).

MIC Configuration
Aasign each network. interface card to a network.

NIC1

< Back | Mext » | Cancel |

Select from the list, if there is more than one NIC. Click Next.

11. Specify the resource allocation level.

¥™Mware ¥irtualCenter New Task Wizard [ |

Assign Resources

Specify how much of the host's resources should be devoted to this vitual
maching.

Memary Size [ME] 25E=

Resource Priority: = Low i+ Marmal " High

< Back | et » | Cancel |

The resource allocation level tells VirtualCenter what percentage of the host

resources to make available to the new virtual machine.

Click the appropriate radio button. Click Next.

CHAPTER 12 Copying Virtual Machines
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12. Select whether or not to customize the new virtual machine as you create it.

¥Mware YirtualCenter New Task Wizard [ ]

Guest Operating System Customizabon
You can customize the administrative and network, settings for this new virtual
maching's operating system.

Would vou like to customize the guest operating system?

% Start the guest customization wizard

" |mport customizations from an <ML fle

Filenarme: | Browse I

™ Start the guest customization wizard

£ Do not customize the guest operating system

< Back | et » | Cancel |

Click the appropriate radio button. Click Next.

If you select the customization option, refer to Customizing Guest Operating
Systems on page 305 for description of the customization wizard and options.

If you decide not to customize the new virtual machine as part of the cloning
process, proceed to the next step.

13. Set the time and date when you want the virtual machine to be deployed. Click
Next.

To see the calendar, click Later, then click the drop-down arrow to select a date
from the displayed calendar. A red circle indicates today’s date and a dark circle

indicates the scheduled date. Refer to Creating a Scheduled Task on page 335 for

additional information.

14. Confirm creating the task.

Optionally, specify an email address for notification when task is performed. Click

Finish.

VirtualCenter adds the new task to the scheduled task list and completes it at the

designated time. When it is time to perform the task, VirtualCenter first verifies

that the user who created the task still has permission to complete the task. If the

permission levels are not acceptable, VirtualCenter sends a message to the log
and the task is not performed.
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CHAPTER

Customizing Guest Operating
Systems

This chapter describes how to customize your guest operating systems. You
customize your guest operating system when you create a virtual machine in
VirtualCenter from a template or as a clone.

This chapter contains the following sections:
o Preparing for Guest Customization on page 307
« Beginning the Guest Customization Process on page 312
e Customizing New Guest Operating Systems on page 315
« Completing a Guest Operating System Customization on page 330

You need to use a Virtual Machine Administrator role assigned to the target host
where the virtual machine is located to perform the activities described in this
chapter.

When a new virtual machine is deployed or cloned, starting the Guest Customization
wizard is an option.
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Customizing Windows guest operating system options include:
e Join workgroups and domains
« Network interface configuration
« Domain suffix, security ID (SID) change
Customizing Linux guest operating system options include:
e Hostname
«  Domain suffix

« Network interface configuration
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Preparing for Guest Customization

When you deploy a template or clone an existing virtual machine, you have the
opportunity to customize the new guest operating system. A Guest Customization
wizard guides you through the configuration options.

Before you run the Guest Customization wizard, that means, before you start the
Template Deployment or Clone wizards, if you intend to perform a Guest
Customization, perform the following:

« \Verify that your system meets the guest customization requirements listed in
VirtualCenter Guest Operating System Customization Requirements on page 51.

» Install the required components on the Windows machine where the
VirtualCenter server is installed.

Note: After deploying and customizing non-volume-licensed versions of Windows
XP or Windows 2003, it may be necessary to re-activate your Microsoft operating
system on the new virtual machine.

Installing the components required to support guest operating system customization
are covered in the following sections:

« Installing the Microsoft Sysprep Tools

« Installing the VMware Open Source Components

Installing the Microsoft Sysprep Tools

If you plan to customize a Windows guest operating system, you must first install the
Microsoft Sysprep tools on your VirtualCenter server machine. Refer to VirtualCenter
Guest Operating System Customization Requirements on page 51 for a list of the
supported guest operating systems.

Microsoft includes the Sysprep tool set on the installation CDs for Windows 2000,
Windows XP, and Windows 2003. It also distributes Sysprep 1.1 from the Microsoft
web site. In order to perform a Windows customization, you must install the Sysprep
tools either from your installation CD, or from the 1.1 download package.

During a customization, VirtualCenter searches for the Sysprep package
corresponding to your guest operating system. If the Sysprep tools are not found
under the corresponding provided operating system directory, VirtualCenter searches
in the provided \1.1 directory. If VirtualCenter does not find any Sysprep tools, the
Windows virtual machine customization does not proceed.

To install the Microsoft Sysprep tools from a Microsoft Web site download:

1. Download the Sysprep package.
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www.microsoft.com/windows2000/downloads/tools/sysprep/default.asp

Though the Sysprep version indicates Windows 2000, it works with both
Windows XP Professional and Windows Server 2003.

2. Click Next to continue. Click | agree to accept the terms and conditions. Click
download. Save the file to your local disk.

3. Run the Microsoft installer.
Q257813 _w2k spl_x86_en.exe
4. Extract the files to the provided directory.
Sysprep support directories were created during VirtualCenter installation:

C:\ [VirtualCenter installation directory] \resources\
windows\sysprep\

.. .\resources\windows\sysprep\1.1\

.. .\resources\windows\sysprep\2k\

.. .\resources\windows\sysprep\xp\

.. .\resources\windows\sysprep\svr2003\

Select the 1.1 subdirectory.

5. Click OK to expand the files.
After you have extracted the files from Q257813 w2k spl x86 en.exe
tothe \ 1.1 directory, you should see:

.\resources\windows\sysprep\1.1l\docs\
.\resources\windows\sysprep\1.1l\samples\
.\resources\windows\sysprep\1l.1l\tools\
.\resources\windows\sysprep\1l.1l\contents.txt
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To install the Microsoft Sysprep tools from the Windows operating system CD:

1.
2.
3.

Insert the Windows OS CD into the CD-ROM, for example, D: drive.
Locate the DEPLOY . CAB file in the CD directory, \Support\Tools.

Open and expand the DEPLOY . CAB file, using a tool such as Winzip.exe or
another tool capable of reading Microsoft CAB files.

Extract the files to the provided directory appropriate to your Sysprep guest
operating system.

Sysprep support directories were created during VirtualCenter installation:

C:\ [VirtualCenter installation directory] \resources\
windows\sysprep\

... \resources\windows\sysprep\1.1\

.. .\resources\windows\sysprep\2k\

.. .\resources\windows\sysprep\xp\

.. .\resources\windows\sysprep\svr2003\

Select the subdirectory that corresponds to your operating system.
Click OK to expand the files.

After you have extracted the files from DEPLOY . CAB, you should see:

.\resources\windows\sysprep\<guest>\deptool .chm
.\resources\windows\sysprep\<guest>\readme. txt

.\resources\windows\sysprep\<guest>\setupcl .exe
.\resources\windows\sysprep\<guest>\setupmgr.exe
.\resources\windows\sysprep\<guest>\setupmgx.dll
.\resources\windows\sysprep\<guest>\sysprep.exe
.\resources\windows\sysprep\<guest>\unattend.doc

where <guest> is either 2k, xp, or svr2003.

Repeat this procedure to extract Sysprep files for each of the Windows guest
operating system (Windows 2000, Windows XP, or Windows 2003) you plan to
customize using Virtual Center.

You are now ready to customize a new virtual machine with supported Windows
guest operating system when you clone an existing virtual machine or deploy a
template.
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Installing the VMware Open Source Components

If you plan to customize a Linux guest operating system, you must first install the
VMware Open Source components on your VirtualCenter server machine. VMware
has packaged these components into a separate package called VMware Open
Source Components, which you download from the VMware Web site. Refer to:
www.vmware.com/download

Perform the installation process once on the VirtualCenter server to support the
following Linux guest operating systems:

e Red Hat Enterprise Linux AS 3.0
» Red Hat Advanced Server 2.1
o SUSE LINUX Enterprise Server 8
To install the VMware Open Source Components:

1. On the machine running VirtualCenter server, disable any anti-virus application
that interferes with Active Scripting.

VirtualCenter server uses Windows Active Scripting to perform some of its tasks.
Certain anti-virus applications may disable Active Scripting or block scripts from
accessing system resources. When this happens, some features of VirtualCenter
behave unexpectedly or fail to work. In Norton AntiVirus, the feature is called

Script Blocker. In McAfee, it's known as ScriptStopper. If you have one of these or
another anti-virus application that interferes with Active Scripting, it is important
that you disable these features on the machine running VirtualCenter server.

2. From your VirtualCenter server machine, open a browser.
Perform this on every machine that has a VirtualCenter server.

3. Locate, download, and start the VMware Open Source Components installer.
a. Go to the browser path: www.vmware.com/download
b. Click the Download link for VMware Products > VMware VirtualCenter.

The reference to Windows operating systems refers to the VirtualCenter
installation platform.

c. If you have not done so already, register your VirtualCenter serial number.

Click the register your serial number link. Complete the required forms.
Return to this download login page.

d. Click Download Binaries for Windows operating systems.
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e. Enter your email address and password. This is the email used to register
VirtualCenter. Click Login.

f. Read and accept the EULA statement.

g. Click the download link to the Open Source Components installer.
Answer the prompts to place the installer file on your system.

Start the Open Source Components installer.

Double-click on the VMware Open Source Components’ . exe file.

The VMware Open Source Components installer starts up and displays a
download dialog box.

Complete the installation.
Follow the installer instructions.

You are now ready to customize a new virtual machines with a supported Linux
guest operating system as you clone an existing virtual machine or deploy a
template.
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Beginning the Guest Customization
Process

The Guest Customization wizard option appears during the virtual machine
deployment or cloning process.

The beginning the guest customization topics are covered in the following sections:

« Entering the Guest Customization Wizard from the Template Deployment
Process

e Entering the Guest Customization Wizard from the Cloning Process

Entering the Guest Customization Wizard from the Template

Deployment Process
Add a new virtual machine to a host by deploying a managed template.

To start the guest operating system customization wizard:

1. From the VirtualCenter client Schedule Task panel, start the Template
Deployment Wizard.

a. Display the Tasks panel, by clicking the Tasks option in the navigation bar.
The list of existing scheduled tasks appears.

b. Start the New Task Wizard. Click New in the toolbar.

¢. Confirm continuing with the New Task Wizard. Click Next.

d. Select the task to create. Click the pull-down menu and select the Deploy a
virtual machine from Templates option. Click Next.

2. Proceed with the Template Deployment Wizard screens.

Refer to Creating Virtual Machines from a Template on page 282 for more
detailed description.

a. Confirm continuing with the Template Deployment Wizard. Click Next.
b. Select a template to deploy. Click Next.

¢. Specify a name for the new virtual machine. Click Next.

d. Select a farm or virtual machine group to which to deploy. Click Next.
e. Select a host to which to deploy. Click Next.

f. Select the storage location for the virtual machine configuration and disk files.
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Click the appropriate volume from the displayed list of possible datastores.
Click Next.

. Select the virtual networks for each of the virtual machine’s Network Interface

Cards (NICs).

Click the appropriate network from the pull-down menu. Click Next.

. Set the resource priority for this virtual machine.

Enter the appropriate information for the displayed fields. Click Next.
The fields may vary depending upon the settings selected.

Select whether or not to customize the new guest operating system.

Click Start the guest customization wizard. Click Next. Proceed to Customizing
New Guest Operating Systems on page 315.

¥Mware YirtualCenter Deploy Template Wizard [ %]

Guest Dperating System Customizaton

You can customize the administrative and network, settings for this new virtual
maching's operating system.

‘Would pou like to customize the quest operating system?

+ Start the guest customization wizard

£ Import customizations from an XML file

Filenare: | Browse I

™ Start the guest customization wizard

£ Do not customize the guest operating system

< Back | Mext » | Cancel |

Entering the Guest Customization Wizard from the Cloning
Process
A new virtual machine can be added to a host by cloning a existing virtual machine.

To start the guest operation system customization wizard:

1.

From the VirtualCenter client Schedule Task panel, start the Clone Wizard.

a. Display the Tasks log, by clicking the Tasks option in the navigation bar.

The list of existing scheduled tasks appears.

b. Start the New Task Wizard. Click New in the toolbar.

¢. Confirm continuing with the New Task Wizard. Click Next.
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d. Select the task to create. Click the pull-down menu and select the Clone an
existing virtual machine option. Click Next.

Proceed with the Clone Wizard.
a. Select a virtual machine to clone. Click Next.
b. Select a host for the new clone. Click Next.
¢. Specify a name for the new clone.
Type a name and click Next.
d. Select the volume on which to store the new clone’s files. Click Next.
e. Specify the network interface card (NIC) for the new clone. Click Next.
f. Specify the resource priority for the new clone. Click Next.
Select whether or not to customize the new clone.

Click Start the guest customization wizard. Click Next. Proceed to Customizing
New Guest Operating Systems on page 315.

¥Mware YirtualCenter Deploy Template Wizard [ %]

Guest Dperating System Customizaton
You can customize the administrative and network, settings for this new virtual
maching's operating system.

‘Would pou like to customize the quest operating system?

+ Start the guest customization wizard

£ Import customizations from an XML file

Filename: | Erouse I

™ Start the guest customization wizard

£ Do not customize the guest operating system

< Back Mext » Cancel
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Customizing New Guest Operating
Systems

The customizing process varies, depending upon the guest operating system to be
used in the new virtual machine. Refer to VirtualCenter Guest Operating System
Customization Requirements on page 51 for a list of supported guest operating
systems.

The customizing guest operating system topics are covered in the following sections:
» Customizing a Windows Guest Operating System

e Customizing a Linux Guest Operating System

Customizing a Windows Guest Operating System

To customize a Windows 2000, Windows XP Professional, or Windows Server 2003
guest operating system while deploying a template or cloning a virtual machine,
perform the following.

To customize a Windows guest operating system:
1. Start the Guest Customization wizard.

You cannot start the Guest Customization wizard from a menu or toolbar option.
The Guest Customization wizard starts indirectly from the VirtualCenter
Template Deployment or Clone Wizard.

« If you are deploying a template to create a new virtual machine, refer to
Creating Virtual Machines from a Template on page 282.

« Ifyou are cloning an existing virtual machine, refer to Creating Virtual
Machines by Cloning an Existing Virtual Machine on page 295.

2. Confirm continuing with the Guest Customization wizard. Click Next.
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3. Optionally, specify registration information.

¥Mware VirtualCenter Guest Customization Wizard b3
Registration | nformation

You can tpecify registration information for thiz copy of the guest operating
system.

Type in the owner's name and organization.

Name: I

Organization: I

< Back | Next » | Cancel |

The owner’s name and organization are for your reference purposes only. They
do not affect the functioning of the virtual machine.

Enter the name of a person, user, or group, and of the organization in the
appropriate fields. Click Next.

4. Specify a computer name for the virtual machine. Click Next.

¥Mware YirtualCenter Guest Customization Wizard
Computer Hame

Specify a computer name for identifving thiz virtual machine on a network, On
some guest operating systems, this is called the host name.

Type the computer name.

Computer Mame:

< Back | et > | Cancel |

The host or computer name is the name given to the particular instance of a
guest operating system. The operating system uses this name to identify itself on
the network. On Windows systems, it is called the computer name. On most
other operating systems, it is called the host name.
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This is not the same as the virtual machine name that was declared earlier in the
Clone or Template Deployment Wizard.

If an asterisk (*) is entered in the Computer Name field, a random name is
assigned to the computer name.

When you specify a name, use only characters that are allowed in a Windows
computer name.

Provide the licensing information.

¥Mware ¥irtualCenter Guest Customization Wizard ﬁ

Windows License

Specify the Windows licensing information for this copy of the guest operating
spstem.

Tupe in the “windows licensing information. If this witual machine does nat require
licenzing information, leave these fields blank.

Praduct 1D: ||

Server License Mode:
' Per seat

£ Per server

M Conhectiong

< Back | Mext | Cancel |

Enter the Windows license key for the new guest operating system. For Windows
Server operating systems, click the appropriate license mode and specify the
maximum number of simultaneous connections allowed, if appropriate. Click
Next.
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6. Specify the password for the Administrator account.

¥Mware ¥irtualCenter Guest Customization Wizard n
Administrator Password

Specify the pazsword and auto logon option for the Administrator account.

Type in the password for the Administrator account,

Password: I|
Confirm password: I

[~ Automatically log on as the administrator

m times.

< Back | Next > | Cancel |

a. Enter the password for the Administrative user. Enter it again in the Confirm
password field.

b. Optionally, click the box to automatically log on as administrator when the
virtual machine boots. If this option is selected, also specify how many times
the automatic logon is to be performed. This is useful if you know you will
have a series of reboots before the virtual machine is ready for normal log on
users.

c. Click Next.

If you specify a new administrator password and the source Windows virtual
machine or template already has one, then you must select the Delete all user
accounts option in step 12. Otherwise the old administrator password is not
changed.
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7. Specify a time zone. Click Next.

¥Mware YirtualCenter Guest Customization Wizard E
TimeZone

Select the time zone far this vitual maching

< Back | Newt » | Cancel |

8. Specify any commands to be run the first time the new virtual machine is

started.
¥Mware YirtualCenter Guest Customization Wizard E
RunOnce

Specify commands to be run the first time a user logs on.

Add <
Delete
Move Up
tove Down

< Back | Newt » | Cancel |

Type the command string in the field. Click Add. Use the Delete and Move
options to position the commands in the appropriate order.
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9. Select whether or not to use typical or customize network settings. Click Next.

¥Mware ¥irtualCenter Guest Customization Wizard n

Metwork Interface Settings
Customize the software settings for each netwark interface.

This guest operating system should use the following netwark. settings:
& Tppical settings

Select to enable DHCP for all network interfaces

" Custom ssffings

Select ta manually configure each network interface.

< Back | Next » | Cancel |

The options are:

» Typical settings — VirtualCenter automatically configures all network
interfaces from a DHCP server.

» Custom settings — You specify the network settings.

10. If you use custom network settings:

a. Select the network interface card (NIC) to customize. Click Next.

¥Mware YirtualCenter Guest Customization Wizard E
Network Interface C

Customize the zettings for each netwaork, interface.

Select a netwark interface to customize:

Diescription ‘ 1P Address
nicl Usg DHCP
< o]

Customize... |

< Back | Mext > | Cancel |

Optionally, select the NIC, then click Customize to make additional
specifications.
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b. If you are customizing the NIC network properties, select the method and
enter the IP and DNS server addresses.

Network Properties B

General | DNS | wiNS |

P Address

& Use DHCF to obtsin an IP address automatically
" Use the following IP address:

IP Address: I
Subnet magk: I

Default gateway. I
Alternate gateway I

—DNS Server

& Use DHCP to obtain DS addiess automatically

" Use the following DNS server addresses:

Preferred DNS server: I
Alternate DNS server: I

0K I Cancel |

Specify an IP address and DNS server. Click OK to close this dialog box and
return to the previous dialog box. Then click Next in the Network Guest
Customizations dialog box.
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¢. Specify the DNS connections.

General DMS |win |

For all connections with TCP/IP enabled, append these DNS suffizes (in
order) for resolution of unqualified names.

Add |<anler a niew DNS suffiny

Remove |
Move Up |
Fmve Dioyn |

Ok I Cancel |

Click the DNS tab. Enter a new DNS suffix. Click Add. If you are adding multiple
DNS addresses, use the Move Up and Move Down buttons to set the order of
use. Click OK to close this dialog box and return to the previous dialog box. Then
click Next in the Network Guest Customizations dialog box.

www.vmware.com
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d. Specify the WINS address.

Geﬂera\l DNS  WINS I

WINS addresses:

Prirnary: |

Secondary: I

Ok I Cancel |

Click the WINS tab. Type the appropriate IP addresses. Click OK to close this
dialog box and return to the previous dialog box. Then click Next on the
Network Guest Customizations dialog box.

11. Join a workgroup or domain.

¥YMuware YirtualCenter Guest Customization Wizard

‘Wworkgroup or Domain
Thig wirtual machine may belong to a workgroup or domain.

How will this virtual machine paiticipate in a networle?

&+ Workgroup: W ORKGROUP
" Windows Server Domair: DOMAIN

Specify 3 user account that has permission o add a computer to the domain

Username:
Password:
Conifirn Password:

< Back | Mext » | Cancel |

Enter the workgroup and domain identification information. Click Next.
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12. Select additional guest operating system options.

¥Mware ¥irtualCenter Guest Customization Wizard ﬁ
Dperating System Options

Configure these optional parameters for the guest operating system

[V Generate New Security D [S1D)
Select thiz item to generate a new security identity.

[~ Delete all user accounts

Select this item to remove all user accounts, including Administrator. Select
this if you are changing the administrator password and the template wirtual
machine has a non-empty administrator paseword.

< Back | Mext | Cancel |

The options are:
Generate New Security ID (SID) — This option is set to default.

Delete all user accounts — If you specify a new administrator password in step
6 and the source Windows virtual machine or template already has one, then
you must select the Delete all user accounts option here; otherwise, the old
administrator password is not changed. This option is only available in the
customization wizard for Windows 2000 guest operating systems.

Click the buttons to configure any desired options. Click Next.
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Optionally, save the customized options as an . xm1 file.

¥YMuware YirtualCenter Guest Customization Wizard

S ave Customization S ettings
“r'ou can save these seflings and reuse them the next time you customize a
guest operating system,

“wiould pou like to save these customization seflings to a file?

" Mo, thanks

% Save my customization settings:

Browse..

< Back | Mext » | Cancel |

Specify a filename and location. Click Next.

VirtualCenter saves the customized configuration parameters in an . xmnl file.
Later, import these predefined customized parameters, when deploying a
template or cloning an existing virtual machine.

If the customization settings are saved to a file then the administrator password
of the Windows virtual machine and the domain administrator’s password, as
applicable, are stored in encrypted format in the . xm1 file.

Note: Saved customization files are unique to each VirtualCenter server and to
each version of VirtualCenter due to encryption. You have to recreate the
customization files for each VirtualCenter server. Encryption is preserved
between upgrade versions on the same VirtualCenter server. This means you can
use the same files between upgrades of VirtualCenter. However if you perform
an uninstall and a later fresh install, the ability to decrypt passwords from the
earlier installation is lost.

To recreate the customized parameters . xm1 files, use the Import
customizations from an XML file option in the Deploy Template wizard. Click
Start the guest customization wizard and modify the entry for the passwords
and the administrator passwords again. Refer to Manually Deploying Virtual
Machine from a Template on page 284

Complete the Guest Customization wizard. Click Finish.

VirtualCenter closes the Guest Customization wizard and returns you to the
Deploy a Template or Clone a Virtual Machine wizard, click Finish.
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Customizing a Linux Guest Operating System
To customize a Linux RedHat Advanced Server or Linux SuSe guest operating system
while deploying a template or cloning a virtual machine:

1. From the VirtualCenter Template or Clone Wizard, start the Guest Customization
wizard.
This wizard starts as a subset of one of the following wizards:

« Deploying a template to create a new virtual machine. Refer to Creating
Virtual Machines from a Template on page 282.
 Cloning an existing virtual machine. Refer to Creating Virtual Machines by
Cloning an Existing Virtual Machine on page 295.
2. Confirm continuing with the Guest Customization wizard. Click Next.

3. Specify a hostname and domain suffix for this virtual machine. Click Next.

¥Mware YirtualCenter Guest Customization Wizard

Computer Hame
Specify a computer name for identifving thiz virtual maching on a network, On
some guest operating systems, this is called the host name.

Type the computer name.

Computer Mame:

Dornain Mame:

< Back | et > | Cancel |

The host, or computer name, is the name given to the particular instance of a
guest operating system. The operating system uses this name to identify itself on
the network. On Windows systems it is called the computer name. On most
other operating systems it is called the host name.

This is not the same as the virtual machine name. That name was declared earlier
in the Clone a Virtual Machine or the Deploy a Template Wizard.

The name of the domain on which this virtual machine will be running.

www.vmware.com
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4. Select the network settings.

¥Mware ¥irtualCenter Guest Customization Wizard n

Metwork Interface Settings
Customize the software settings for each netwark interface.

This guest operating system should use the following netwark. settings:
& Tppical settings

Select to enable DHCP for all network interfaces

" Custom ssffings

Select ta manually configure each network interface.

< Back | Next » | Cancel |

Select the appropriate radio button. Click Next.

CHAPTER 13 Customizing Guest Operating Systems

» Typical settings — VirtualCenter automatically configures all network

interfaces from a DHCP server.
» Custom settings — You specify the network settings.
5. If you use custom network settings:

a. Enter the DNS addresses.

¥Mware ¥irtualCenter Guest Customization Wizard E
DNS

Enter the DMS and domain infarmation for this new virtual machine.

Primary DNS: |
Secondary DNS: I
Tertiary DNS |

DNS Search Path

Domain HName Remove |
Up |
Doy |

Search Domain: I Aidd

< Back | Mext » | Cancel |

Enter the Primary, Secondary, and Tertiary DNS addresses. Then enter a DNS

name. Click Add. Click Next.
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b. Select the Network Interface Card (NIC) to customize. Click Next.

¥Mware ¥irtualCenter Guest Customization Wizard n
N k Interface C -

Customize the settings for each network interface.

Select a netwark interface to customize:

Description ‘ IP Address
nicl Use DHCP
1 (||

Customize... |

< Back | Next » | Cancel |

Optionally, select the NIC, then click Customize to make additional
specifications.

c. If you are customizing the NIC network properties, select the method and
enter the IP and DNS server addresses.

Network Properties [ |

General |DNS | wins |

P Address

& Use DHCP to obtain an IP address automatically

" Use the following IP address:

IP Address: I
Subriet magk: I

Default gateway: I
Alternate gateway I

—DNS Server

¥ Obtain DNS information from DHCP server

0K I Cancel
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Click OK to close this dialog box and return to the previous dialog box. Then
click Next on the Network Customizations dialog box.

6. Optionally, save the customized options in an . xm1 file.

¥Mware ¥irtualCenter Guest Customization Wizard n

S ave Customization 5 etings
You can zave these settings and reuse them the next time pou customize a
guest operating system.

‘wiould pou like to zave these customization settings to a file?

" Mo, thanks

' Save my customization sethngs:

Browse. |

< Back | Next » | Cancel |

The options are:

« Click Save my customization settings. Then click Browse to identify a location
and specify a filename. Click Next.

o Click No, thanks. Click Next.

VirtualCenter saves the customized configuration parameters in an . xm1 file.
Later, you can import these predefined customized parameters when you
deploy a template or clone an existing virtual machine.

7. Complete the Guest Customization wizard. Click Finish.

VirtualCenter closes the Guest Customization wizard and returns you to the
Deploy a Template or Clone a Virtual Machine wizard to complete that wizard.
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Completing a Guest Operating System
Customization

Customization finishes when the new virtual machine boots for the first time. At this
time, the guest operating system runs its final customization sequence. As part of this
process, the machine may reboot a number of times. Customization is not complete
until this sequence finishes and the guest displays the logon screen. The
customization process does not complete until the guest operating system boots,
runs the finalization scripts, and reaches the logon screen.

If the new virtual machine encounters customization errors while it is booting, the
errors are reported using the guest's system logging mechanism. In Linux these errors
are logged to /var/log/boot . log.In Windows they are written to the
application event log.

The steps required to finalize guest operating system customization are covered in the
following sections:

« Completing Linux Guest Operating System Customization

o Completing Windows Guest Operating System Customization

Completing Linux Guest Operating System Customization

A customized Linux virtual machine does not need any additional rebooting and is
operational as soon as the logon screen appears after the first boot. If configuration
errors occur, they are displayed on the virtual machine’s console screen while the
guest operating system is booting.

Completing Windows Guest Operating System Customization
When a customized virtual machine is powered on for the first time, its guest
operating system runs a set of scripts that finalize the customization and
configuration process. Depending on the guest operating system type, this process
may involve additional rebooting, which is automatically performed by the scripts.

The customization process installs scripts that run once in the target virtual machine
when it powers on (or boots) for the first time after being deployed or cloned. Those
scripts complete the customization process by performing final configuration
operations on the guest operating system.

After powering on for the first time, a customized Windows virtual machine

automatically reboots twice to finalize the configuration process. It becomes
operational when the logon screen appears after the second reboot. This process can
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take several minutes, depending upon the speed and load of the host. If any errors
occur during the final configuration process, events are logged to the guest operating
system’s event database, and can be viewed using Program > Administrative Tools >
Event Viewer from the Windows Start menu.

If any of the information required in the configuration finalization process is not
correct, the guest operating system pauses when the new virtual machine boots and
waits for you to enter the correct information. This information includes:

« The computer name is not unique. The computer name must be unique for the
network on which the machine is deployed.

« The product key is incorrect.
o The user specified to join a domain that does not exist.
o The DHCP server for the network is not functioning properly.

To determine if the system is waiting for information, check the virtual machine icon
in the inventory panel. If it is flashing, it is waiting for a response. Alternatively, check
the Status field in the virtual machine Summary tab. If it is displaying a link, the
system is waiting for a response. Refer to Answering a Pending Question on page 205
for additional information.

331



VMware VirtualCenter User’s Manual

332 www.ymware.com



CHAPTER I I

Working with Scheduled Tasks

This chapter describes how to schedule VirtualCenter tasks. This chapter contains the
following sections:

« Understanding Scheduled Tasks on page 334
« (Creating a Scheduled Task on page 335

e Rescheduling a Task on page 341

¢ Removing a Scheduled Task on page 342

o (Cancelling a Scheduled Task on page 343

You need to use a Virtual Machine User role assigned to the farm to perform the
activities described in this chapter.
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Understanding Scheduled Tasks

The scheduled tasks option allows you to configure selected VirtualCenter activities to
perform at a designated time. The timing options include immediately, later, or on a
recurring basis. Scheduled tasks are performed in addition to manually driven
activities.

Create a scheduled task through the New Task Wizard, which displays the available
task options. After you select an option, the wizard displays the screens that are
relevant to the type of task you are scheduling. The New Task Wizard ends when you
set the timing of the task. You can reschedule tasks.

If the directions of manually driven and scheduled activities conflict, VirtualCenter
performs whichever activity is due first. If a virtual machine is in an incorrect state to
perform any activity, manual or scheduled, VirtualCenter sends a message to the log
and does not perform the task.

When you create a scheduled task, VirtualCenter verifies that you have the correct
permissions to perform the actions on the relevant farms, hosts, and virtual machines.
Once the task is created, the task is performed even if you no longer have permission
to perform the task.

When an object is removed from VirtualCenter, all associated tasks are also removed.

Events are logged to the event log at start and completion of the tasks. Any errors that
occur during the task are also recorded in the event log. Refer to Working with Alarms
and Events for additional information on the events log.

Note: Do not schedule multiple tasks to be performed at the same time on the same
object. The results are unpredictable.
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Creating a Scheduled Task

To create a scheduled task:
1. From the VirtualCenter client, display the Tasks panel.
Click the Scheduled Tasks option in the navigation bar.
The current list of scheduled tasks appears.
2. Start the New Task Wizard.
Click New in the toolbar or select File > New > Scheduled Task.
3. Confirm continuing with the New Task Wizard. Click Next.
4. Select the task to create.

Click the pull-down menu and select the appropriate option. Click Next.

YMware YirtualCenter New Task Wizard [ ]
SelectaTask

Select a tagk from the list.

Task: IDeDon 5 virtual machine from a template 4|

Dieploy & vitual machine from a template:
Clone an existing wirtual machine

Change the power status of a vitual machine
tigrate a virtual machine

tdigrate a virtual machine with Wiiotion
Change resource settings of a virtusl machine

< Back | et » | Cancel |

5. Complete the task specific information.

The New Task Wizard displays a series of screens that correspond to the screens
you see when you perform the task starting from the selected object. The
possible tasks that can be scheduled through the New Task Wizard are:

» Deploy a virtual machine from a template

» Clone an existing virtual machine

» Change the power status of a virtual machine
» Migrate a virtual machine

» Migrate a virtual machine with VMotion
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» Change resource settings of a virtual machine

Refer to the chapter that is appropriate for each option for specific information
on each task. Most of the scheduling processes differ from manually performed
tasks only in that you must specify the virtual machine, host, or farm to which
the task applies, and specify the time to perform the task.

6. Specify the timing of the task.

¥™Mware ¥irtualCenter New Task Wizard B
Schedule the task

Chaose the time when this task will run. The task can either un once or
recur at regular intervals.

 Frequency Start Time
& Once & Now
“

™ After Startup e

Tirne: |3:15
" Hourly o

Date: I\N’adnesday, Movernber 17, 2004 LI
" Daily
 Weekly
™ Monthly

< Back | et » | Cancel |

Note: Only one timing schedule can be set per task. To set more than one
frequency type, set up additional tasks.

The default frequency and scheduled time is Now. The task starts when you
finish creating the task.

Note: The time a scheduled task occurs is relative to the VirtualCenter server
and not the local VirtualCenter client from which you configure the task.
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7. To schedule a one-time occurrence:

¥Mware ¥irtualCenter New Task Wizard [ x|
Schedule the lask

Choose the time when this task will run. The task can either n once or
recur at regular intervals.

[ Frequency Stait Time
 Once " Now
()
 After Startup D Lty
Tirne: 215
" Hourly Fm
Date:  |wedhesday, November 17,2004 ¥
€ Daiy n Hovember, 2004
ekl Sun Mon Tus Wed Thu Fri Sat
I, 2 3 4 5 B
 Morthly 78 3 10 1 12 13
1415 15 @Em 18 13 20
21 22 23 24 28 X% 27

28 2 33; 1 2z 3 4
5 &6 7 & 39 10 M

; 2 Today: 11/17/2004 |
Ls ancel

Set the Frequency to Once. Set the Start Time to Later. Type a clock time in the
Time field. To view the calendar, click the Date arrow. Click the left and right
arrows to view additional months. Click the month and select from the list. Click
the year, and click the up and down arrows. When you click the calendar date,
the calendar accepts the new date and closes.

Note: The time set is relative to the VirtualCenter server and not to the client.

8. To run the task after startup:

¥Mware YirtualCenter New Task Wizard E

Schedule the task

Choose the time when this task will run. The task can either wn once or

recur at regular intervals

—Frequency Delay
" Once ’V IU minute delay befare rwnning this task.
% After Startup
" Hourly
" Daily
1~ wieekly
" Monthly
< Back | Mt > | Cancel |

Click After Startup and enter the amount of the delay.
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9. To run the task hourly:

¥™Mware ¥irtualCenter New Task Wizard B
Schedule the task

Chaose the time when this task will run. The task can either un once or
recur at regular intervals.

 Frequency [ Start Time
 Once Il]l] mirtes after the hour.,
" After Startup —Interval
& Hourly Run ewvery |1 hour(s).
 Daily
1 wieekly
" Morithly

< Back | et » | Cancel |

Click Hourly. Then enter the start time after the beginning of the hour and the
interval, for example 15 minutes after every eight hours.

10. To run the task daily:

¥Mware ¥irtualCenter New Task Wizard | x|
Schedule the task

Choose the time when this task will iun. The task can either wn once or
recur at regular intervals.

338

r—Frequency r— Sitat Time
" Once lm
© After Startup —Interval
" Hourly Run every |1_ day(s)
= Daily
" wiekly
= Monthlp

< Back | Mext » | Cancel |

Click Daily. Then enter the start time and interval. For example, enter 14:30 every
fourth day to run the task at 2:30 pm every four days.
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¥Mware ¥irtualCenter New Task Wizard

Schedule the lask

To run the task weekly:

Choose the time when this task will run. The task can either un onee of
recur at regular intervals.

— Frequency [ Start Time
 Once 12:00 pm ¥ Monday ¥ Saturday
€ After Startup ' Tuesday W Sunday
v ‘wednesday
@ iy ¥ Thursday
" Daily ¥ Friday
o Wwleckly
7 Irtereal
" Morithly Funevery |1 wieek[s).
< Back | Mext > | Cancel |

Click Weekly. Then enter the start time, day of the week, and interval. For

CHAPTER 14 Working with Scheduled Tasks

example, Tuesdays and Thursday, 8:00 am, every second week. You can select
multiple days of the week.

To run the task monthly:

¥™Mware ¥irtualCenter New Task Wizard B
Schedule the task

Chaose the time when this task will run. The task can either un once or
recur at regular intervals.

 Frequency [ Start Time
€ Orce [izo0pm
T After Startup —0On
" Hourly " & particular day of the month: Iﬁ
" Daily " The Ihrst jIMomday j of the month.
" weekly —Interval
@ Morithly Riun every |1 manth(s).

< Back | et »

| Cancel

Click Monthly. Then enter the start time, day of the month, and interval. For
example, enter second Thursday of the month, 11:00 every third month.

If you select a day higher than 28, a warning message displays since some
months are 28, 29, 30 or 31 days.
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The last <day> of the month selects the last week in the month that the day
occurs. If you select the last Monday of the month, and the month ends on a
Sunday, the last Monday will be six days before the end of the month.

13. Optionally, enter an e-mail address.

¥™Mware ¥irtualCenter New Task Wizard B
OsEEI Completing the YMware VirtualCenter New
Taskwizard
O
1 You have finished entering information for this new task.
Lo
= = To schedule the task. click Finish
-
O ]
=
O O O
[J O

™ E-mail me when this task finishes

< Back | Finish | Cancel |

If you enter an e-mail address, VirtualCenter sends a notification message to the
addressee when the task is performed.

Note: You must configure the SMTP options for this email option to work. Refer
to Preparing for Email Message SMTP Alarm Notification on page 402.

14. Complete the wizard. Click Finish.
VirtualCenter adds the task to the list in the Scheduled Tasks tab.
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Rescheduling a Task

To reschedule a scheduled task:

1. From the VirtualCenter client, display the Tasks panel.

CHAPTER 14 Working with Scheduled Tasks

Click the Tasks option in the navigation bar.

The list of scheduled tasks appears.

2. Select the appropriate task form the list.

Click Properties in the toolbar or select Edit > Properties.

3. Display the date and time, as appropriate.

YMware YirtualCenter New Task Wizard [ ]
Schedule the task

Chaose the time when this task will run. The task can either un once or
recur at regular intervals.

—Frequency Start Tirme
@ Once  Now
o
™ After Startup et
Time, |3:15 m
" Hourly P
Date: I\N"Ednesday, Movember 17, 2004 LI
- el Movember. 2004
1 Weekly Sun Mon Tue “Wwed Thu Fi Sat
a1 2 3 4 5 6
" Month 708 9 10 11 12 13
Y 14 15 16 &E® 18 19 20
21 2 2@ M ;B o:® W
28 23 30 1 2 3 4

5 & 7 8 39 1 N

; 2 Today: 11/17/2004 |
< ancel

Click in the Time field to change the time. Click the date field arrow to display the
calendar. Select the appropriate date and time. Click Finish.

Refer to Creating a Scheduled Task for more information on working with the
calendar.

VirtualCenter closes the calendar and returns to the Scheduled Task display. The
task is updated with the new date and time.

Note: Scheduled task calculation and execution are based on time zone and
the time set the VirtualCenter server. If the VirtualCenter client and VirtualCenter
server are in different time zones, the task schedule is offset by the difference in
time zones of the VirtualCenter server and VirtualCenter client.
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Removing a Scheduled Task

Removing a scheduled task removes all future occurrences of the task. The history
associated to all previous executions of the task remain in the VirtualCenter database.

Note: Removing a task is different than cancelling a task. Cancelling a task is
stopping a task currently occurring, whether started manually or through a schedule
task. Removing a task removes future occurrences of a scheduled task.

To remove a task that as been scheduled:
1. From the VirtualCenter client, display the Tasks panel.
Click the Scheduled Tasks option in the navigation bar.
The list of scheduled tasks appears.

2. Select the appropriate task from the list. Select Edit > Remove. Or, right-click the
appropriate task and select Remove.

VirtualCenter removes the task the scheduled task list.
3. Verify you want to remove the task. Click OK.
The task is deleted from the list of tasks.
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Cancelling a Scheduled Task

Only tasks that are in process can be cancelled. And only selected tasks can be
cancelled while in process. Cancelling task, while it is a running operation, requires
that you have the Virtual Machine Administrator role assigned to host where the task
is occurring.

Note: The cancelling operation is not allowed if one or both of the hosts involved is
an ESX Server version 2.0.1.

Note: Cancelling a task is different than removing a task. Cancelling a task is stopping
a task currently occurring, whether started manually or through a schedule task.
Removing a task removes future occurrences of a scheduled task.

The tasks that can be cancelled once started are:
« Connecting to a host
e Cloning a virtual machine
» Migrating a virtual machine
» Deploying a template
« Importing a virtual machine, (only when a file copy is included)
« Creating a template from a virtual machine
e Cloning a template
To cancel a task that is currently running:
1. From the VirtualCenter client, display the inventory panel.
Click the Inventory button in the navigation bar.
2. View the Active System Tasks panel.
Click the Show toggle at the bottom right of the inventory panel.
3. Select the appropriate task from the list.
4. Cancel the task.

Right-click on the task and select Cancel.

Active Spstem Tasks
Mame: | Target Progress | Status Reason | Tirne:
|¥9 Clone wm 1 RedHatEnterpris. . Cancel | & Running VMW AREMibeth. . 11/17[2004 3:20 Pl
—_—
< | 2
= Hide | [Connected as WMWAREM\bethary 2
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VirtualCenter stops progress on the task, returns the objects to their previous
states, and displays the task as cancelled.

Active Spstem Tasks

Mame | Target Progress | Status Reason Time:
F1 Clone i [ RedHatEnterpris... 3 Canceled VMW AREMIbeth, . 11/17/2004 3:20 P
l | 2
= Hide | [Connected as ¥MwWAREM bethary %
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Editing an Existing Virtual
Machine Configuration

This chapter describes how to edit or customize your existing virtual machines.
Perform these activities after you create the virtual machine and install the guest
operating system. You need to use a Virtual Machine Administrator role assigned to
the virtual machine you wish to edit in order to perform the activities described in this
chapter. This chapter contains the following sections:

« Beginning to Edit the Virtual Machine Configuration on page 346

« Changing the Hardware Configuration of a Virtual Machine on page 348
¢ Adding Hardware to a Virtual Machine on page 365

¢ Changing Virtual Machine Options on page 381

« Changing Virtual Machine Resource Settings on page 385

Note: When you create a virtual machine and install a guest operating system, install
VMware Tools. This installation is specific to the type of guest operating system
installed. See Installing VMware Tools on page 253.

Note: For comprehensive information about configuring virtual machines, refer to
your ESX Server and GSX Server documentation.
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Beginning to Edit the Virtual Machine

Configuration

In addition to customizing a virtual machine while you create it, you have the option
to edit the virtual machine configuration after you create it. This section describes
how to customize an existing virtual machine. Refer to your VMware ESX Server or GSX
Server documentation for information about all the ramifications of specific
customizations.

To edit an existing virtual machine configuration:

1.

From the VirtualCenter client, display the inventory panel and expand the
appropriate farm.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the virtual machine to customize.

Power off the virtual machine.

You cannot edit most virtual machine properties if the virtual machine is
powered on.

Display the Virtual Machine Properties dialog box.

Choose Edit > Properties or click Edit Properties from the Summary tab.

[% localhost - ¥Mware YirtualCenter =10l x|

File Edt ¥M View Help

@ = (B vmware

g E0[> B B-We s @

I |
= [ Server Farms
B [Z Techpubs
= G Internal
B oredous-cex.vmwer | Hostsd on: testserver.vmware.com Guest 05: GNU/Linux
testserver vmware, | St oK Ip Address:
= Discovered YMs State: Powered on DS Marne:
& HewvitalMd | ActiveTasks:  none WMuare Took:  Installed (need upgrade)
) WABWINZK Test | o mande Devices
[ Microsoft Windo:
G Mierasoft winda! Fawer off this virtual machine Device | surmar
(3 [WAB Linue Wi Memary 264 MB
) Microsoft windor | 1] Suspend this virtus! machine S Hard Disk 1 (5C50:0) 3000 1B
G &N ) Reset this virtual machine yco-rom 1 (EDO) Using drive fdevicdrom
[ Microsoft Windor ot ropesties EFioppy 1 Using crive fdevifdn
(4 M5 Windows clane t¢ ] P & Virtual CPUs 2
[ty waroup [ open Cansale @505t Contraller 0 BusLagic
3] Miorate ko Mew Hast
KT — 0|
2 Show active tasks | |Connected as Administiator 7
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4. Make changes and or additions as needed. Click OK.

CHAPTER 15 Editing an Existing Virtual Machine Configuration

Select items on the Virtual Machine Properties dialog box, and configure them.

Virtual Machine Properties [ <]

Hardware | Optons |

[Device | summar ]
& Memory 31zMB
S Hard Disk 1 (5CS1 0:0} 4096 MB
S Hard Disk 2 (5C51 0:1) 409 M8
CO-ROM 1 (IDE 0:0) Auto datect
& Floppy 1 Using drive &:
EBic 1 techpub networkz

- Specity the amaunt of memary allocated to this vitusl |

machine. The memary size must be a muliple of 4 ME:

Memory for this virtual machine:

— ) [52m

3600

£ Guest 05 recommended minimum 128MB

& Recommended memory 3B4MB
4dd. Remove
ok | Concd | HeR |

Refer to the appropriate section in this chapter for additional information. Refer
to your ESX Server and GSX Server documentation for comprehensive
information about configuring virtual machines.
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Changing the Hardware Configuration
of a Virtual Machine

This section introduces the changes you can make to the virtual machine hardware.
The following sections describe how to change the configuration of existing virtual
hardware devices in a virtual machine:

« Changing the DVD/CD-ROM Drive Configuration

« Changing the Floppy Drive Configuration

« Changing the Generic SCSI Device Configuration

« Changing the Virtual Disk Configuration

« Changing the Memory Configuration

« Changing the Virtual Ethernet Adapter (NIC) Configuration
« Changing the Parallel Port Configuration

« Changing the SCSI Controller Configuration

« Changing the Serial Port Configuration

« Changing the Video Configuration

« Changing the Virtual Processor (or CPU) Configuration
« Changing the Audio Configuration

« Changing the Mouse Configuration

« Changing the USB Configuration

Changing the DVD/CD-ROM Drive Configuration

1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.

In the Summary tab, click Edit Properties or choose Edit > Properties.
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3. Click the Hardware tab. Click the DVD/CD-ROM drive in the Device list.

Virtual Machine Properties [x]
Hardware | Optons | Rresauses |
[Device | summar ] 'D_E““ el
& vemory 384 MB " ED”"EDEET
S Hard Disk 1 (5C51 0:0) 4000 MB S G
g {IDE 0:0) Us ... .
%:‘[T;Y ! ETQ d;‘f [Bevlfed | @ Wse physical diive
etwor
) virtual CPUs 1 /derv/odiom =
@ scsl Cantralier 0 BusLogic W B s

' Use 150 image:
Biouse

[~ Virtual device node
€ |5c510:0 Hard Disk 1 |

@ [IDE 0:0 CD-ROM 1 -

Add Remove

0 | Concedl | Hep |

4. Make changes as needed. Select the device status, connection, or virtual device
node for the virtual machine to use.

5. If you do not want the CD-ROM drive connected when the virtual machine
starts, deselect Connect at power on.

6. Select Use physical drive if you want to connect the virtual machine’s drive to a
physical drive on the host computer. Select Use ISO Image if you want to
connect the virtual machine’s drive to an ISO image file.

7. Do one of the following:

« Ifyou selected Use physical drive, choose the drive you want to use from the
drop-down list or choose Auto detect.

For an ESX Server virtual machine, if the virtual machine is using a non-
standard CD-ROM or if you are experiencing problems with a CD-ROM, check
Enable raw access.

For a GSX Server virtual machine, if you are connecting to the host’s
physical CD-ROM drive (instead of pointing to an ISO image), you can select
Connect exclusively to this virtual machine to prevent other virtual
machines and the host from using the CD-ROM drive until you disconnect it
from this virtual machine or you power off or suspend the virtual machine.

You can select Legacy emulation. This is necessary only if you have had
problems using normal mode. The legacy emulation mode does not support
all the capabilities of normal mode. This is similar to enabling raw access on an
ESX Server host.
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For information about exclusive connections and legacy emulation, see
www.vmware.com/support/gsx3/doc/disks_opt_gsx.html.

« Ifyou selected Use ISO Image, enter the path and filename for the image file
or click Browse to navigate to the file.

8. Under Virtual device node, select the device node the drive uses in the virtual
machine.

9. Click OKto save your changes. The Virtual Machine Properties dialog box closes.

Changing the Floppy Drive Configuration

1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.
In the Summary tab, click Edit Properties. Or, choose Edit > Properties.

3. Click the Hardware tab. Click the floppy drive in the Device list.

virtual Machine Properties =
Hardnare | Options | Resources |
[ Device | Summar: [ [ Device
BB Memory 3834 MB II: %or\r\ected
S Hard Disk 1 (5C31 0:0) 4000 ME onnect at power on

25 co-rom 1 (IDE 0:0) Using drive Jdevic... &
1 o

Hetwark @ Lse physical diive:

1 /dew/fdl -

(@ 551 Cantroller 0 BusLogic
© Use floppy image:

Browse.

Add Remove

0K | Cancel | Hep |

4. To connect this virtual machine to the floppy drive when the virtual machine is
powered on, select Connect at Power On.

5. Specify whether or not to connect to the host’s floppy drive or to a floppy image.
Select Use physical drive, then choose the drive from the list. Or select Use
floppy Image, then create a new or browse to an existing floppy image.

6. Click OKto save your changes. The Virtual Machine Properties dialog box closes.

350 WWW.Vmware.com



CHAPTER 15 Editing an Existing Virtual Machine Configuration

Changing the Generic SCSI Device Configuration
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.
In the Summary tab, click Edit Properties. Or, choose Edit > Properties.

3. Click the Hardware tab. Click the generic SCSI device in the Device list.

virtual Machine Properties [ =]
Hardnare | Options | Resources |
[Device [ Summar: || e
BB Memory 354 ME :; %m”e‘:md
& Hard Disk 1 (5C51 0u0) 4000 ME: VTR T T
25 co-rom 1 (IDE 0:0) Using dhive Jdevic...
%HWW 1 Using d:;e fdevifdl | ooy the physical SCSI device to cannect to
NIC 1 Hetwor
Virtual CPUs 1 [rdetsgs 5l
(@ 551 Controller o EusLogic

(O Generic SCS11 (SCSI 0] [dewjsga Wittual device node
[SCSI01 Generic SC51 1 |

| Bemove

ok | Cancel | Hep |

4. To connect this virtual machine to the server's SCSI device when the virtual
machine is powered on, select Connect at power on.

5. Under Connection, select the physical device you want to use.

Under Virtual device node, select the virtual device node where you want this
device to appear in the virtual machine.

6. Click OKto save your changes. The Virtual Machine Properties dialog box closes.

Changing the Virtual Disk Configuration
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.

In the Summary tab, click Edit Properties or choose Edit > Properties.
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Virtual Machine Properties [x]

Hardware | Options | Pesouices |

[ Device | Summar. || FRss
& om0 61 Uridectdsk.

Using drive [dev/c...

C-ROM 1 {IDE 0:0) Mad:
S Floppy 1 Using drive [devffdn | & Persistent
EBnc 1 Networkd © Undoable: A3k o save changes after powesing off
@ vrtual crUs !  Nonpersistent: Discard changes after powering off
(@ sca1 Contraller 0 BusLogic
 Append
-

taximum Size: 4000 MB

Yirtual device node
’7 SCS1 00 Hard Disk 1 B

Add Remove

0 | Concedl | Hep |

Properties for an ESX Server virtual machine configured with a virtual disk.

3. Click the Hardware tab. Click the appropriate Hard Disk in the Device list.

4. For an ESX Server 2.5 virtual machine, do the following:

a. If the virtual machine’s hard disk is actually a LUN mapped into a VMFS
datastore, select Physical or Virtual compatibility under Compatibility mode.

If the virtual machine is configured with a standard virtual disk, go to step b.

virtual Machine Properties

Hardware | Options | Resouces |

~ Physical LUN and datastore mapping file

Device | Suramar ]
Memary 34 ME Ivmhha2 230
& Hard Disk 1 (5C510:1) 103 MB

I[slrass] w2k rom test vmdk.

it Compatabilty Mode
Using drive [dev/fdd | @iy o) € Physical

Internal hetwork 1

@ virtual CPUS 1 Disk
(@ scst controller o BusLogic & Persistent

" Undoable: Ask to save changes after powering of

" Monpersistent: Discard changes after powering off

" Append
Vitual devioe nods
ﬁscsmz Hard Disk 2 |

oo | _Benore |

0K | Concel | Help

Properties for an ESX Server virtual machine configured with a virtual disk

mapped to a VMFS volume.

Physical compatibility is useful if you are using SAN-aware applications in the

virtual machine.

Virtual compatibility allows the LUN to behave as if it wi
you can use features like disk modes.

ere a virtual disk so that

www.vmware.com



CHAPTER 15 Editing an Existing Virtual Machine Configuration

b. Under Mode, select a disk mode. For information about disk modes, see the
VMware ESX Server Administration Guide.

¢. Under Virtual device node, select the virtual device node where you want
this device to appear in the virtual machine.

5. For a GSX Server virtual machine, to change the device node, click Advanced,
then select the node from the Virtual device node list.

Advanced Yirtual Disk Options

Virtual device node
PDE 00 Hard Disk 1 =l

Mo

G5X Server disk modes cannot be manipulated by
“irtualCenter because YirtualCenter does not support
snapshots. To change the mode for a GSX Server vitual
disk. use the GSX Server console,

K I Cancel | Help |

Click OK after you specify the node. The Advanced Virtual Disk Options dialog
box closes.

6. Click OK to save your changes. The Virtual Machine Properties dialog box closes.

Changing the Memory Configuration
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.

In the Summary tab, click Edit Properties. Or, choose Edit > Properties.
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3. Click the Hardware tab. Click Memory in the Device list.

Hardware | Optons |

[Device | summar - 5
By, o o i AT
S Hard Disk 2 (5CS1 0:1) 409 M8 Memory for this virtual machine:
o o —— L
i 1 techpub netwarkz [T

4 3600

£ Guest 05 recommended minimum 128MB
£ Recommended memory 334MB

Add.. Remove

ok | Concd | HeR |

4. Adjust the amount of memory allocated to the virtual machine.

The range of memory supported is 4MB to 3600MB and is not limited to the
physical memory of the host where the virtual machine resides.

5. Click OK to save your changes. The Virtual Machine Properties dialog box closes.

Changing the Virtual Ethernet Adapter (NIC) Configuration
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.

In the Summary tab, click Edit Properties. Or, choose Edit > Properties.
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3. Click the Hardware tab. Click the appropriate NIC in the Device list.

Virtual Machine Properties [x]
Hardware | Optons | Rresauses |
[Device | summar ] 'D_E““ el
& vemory 384 MB " ED”"EDEET
S Hard Disk 1 (5CS1 0:0} 4000 Mg LS RRET N
(ID-ROMl(lDEEI‘EI) Using drive JdeviEens  uan

1 drive [dev/fd0
e e

1  ymanet

(@ scst Cantraller 0 BusLogic Search the Yiware Knowledge Base to see which
guest operating systems can use the vmanet diver,

~ Network

NIC: Netwarkl ~

Add Remove

0 | Concedl | Hep |

4. To connect the virtual NIC when the virtual machine is powered on, check
Connect at power on.

5. Under Adapter type, select the network driver you want the virtual machine to
use. Select either the vlance driver, which installs automatically, or the vmxnet
driver, which provides better network performance. The difference in network
performance is most noticeable if the virtual machine is connected to a Gigabit
Ethernet card on the host.

6. Select a network from the NIC list.

7. Click OK to save your changes. The Virtual Machine Properties dialog box closes.
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Changing the Parallel Port Configuration

1.

From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

Display the Virtual Machine Properties dialog box.
In the Summary tab, click Edit Properties. Or, choose Edit > Properties.

Click the Hardware tab. Click the appropriate Parallel port in the Device list.

virtual Machine Properties =
Hardnare | Options | Resources |
[ Device | Summar: [ [ Device
BB Memory 3834 MB II; %or\r\ected
S Hard Disk 1 (5C31 0:0) 4000 ME onnect at power on

25 co-rom 1 (IDE 0:0) Using dhive Jdevic...

= Floppy 1 Using drive [devifdo
BB 1 Metworkn * Use physical parallel port
Wirtual CPUs 1 /dew/parportD -

SCSI Controller O EusLogic

Using port [dewip.

" Use output file:

ok | Cancel | Hep |

Under Device status, the default setting is Connect at power on. Clear the
check box if you do not want the parallel port device to be connected when the
virtual machine powers on.

Make the appropriate selection to use a physical parallel port or connect the
virtual parallel port to a file.

If you select Use physical parallel port, select the port from the list.

If you select Use output file, enter the path and filename.

6. Click OKto save your changes. The Virtual Machine Properties dialog box closes.
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Changing the SCSI Controller Configuration

You can change the SCSI controller configuration for a virtual machine on an ESX
Server host only.

Caution: Changing the SCSI controller type may result in a virtual machine boot
failure.

You can also specify whether or not the SCSI bus is shared. Depending upon the type
of sharing, virtual machines can access the same virtual disk simultaneously on the
same server or any server. See your ESX Server documentation for more information.

To change the SCSI controller configuration:
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.
In the Summary tab, click Edit Properties. Or, choose Edit > Properties.

3. Click the Hardware tab. Click the appropriate SCSI Controller in the Device list.

virtual Machine Properties [ =]
Hardnare | Options | Resources |
[ Device [ summar: |
Memory 256 ME: SCSI Controller Type: BusLogic =
3 Hard Disk 1 (5CS1 0:0) 1B
(25c0-rom 1 (IDE 0:0) Using image fexit1 ‘Warning: Changing the SCSI controller type of the
controller for your boot disk can make your virtual
ey 3 Benadte e i

SCSI Bus Sharing: MNone hd

Add Bemove

oK I Cancel Help
4. Select the SCSI controller type in the list.

Caution: Changing the SCSI controller type may result in a virtual machine boot
failure.

5. Specify whether or not the SCSI bus is shared. Select the type of sharing in the
SCSI Bus Sharing list. Select one of the following:

» None — virtual disks cannot be shared by other virtual machines.
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o Virtual — virtual disks can be shared by virtual machines on same server.
o Physical — virtual disks can be shared by virtual machines on any server.

6. Click OK to save your changes. The Virtual Machine Properties dialog box closes.

Changing the Serial Port Configuration
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.
In the Summary tab, click Edit Properties. Or, choose Edit > Properties.

3. Click the Hardware tab. Click the appropriate Serial port in the Device list.

virtual Machine Properties [ =]
Hardnare | Options | Resources |
[ Device [ summar: | '[E“;e .
B Memory 384 MB = Emnmg
I Hard Disk 1 (5C1 0a0) 4000 ME BRI ETE
%(D'ROM 1 {IDE 0:0) Using drive [dev/c. .. [~ Connection
S Floppy 1 Using drive [dev/fdl | & Lse physical serial port
BB 1 Networkd Jdew/tyS0 -

Virtual CPUs 1
51 Contraller 0 BusLogic  Use output file:

" Use named pipe:

This end is the server, -
The: other end is a virlual maskine. ¥
170 mod
I ield CPU on poll

Allow the guest operating system to use this serial
poit in polled mode (a5 opposed to interiupt mods)

oK Cancel Help

4. Make changes as needed.

« If you selected Use physical serial port, select the port on the host computer
that you want to use for this serial connection.

« Ifyou selected Use output file, enter the path to and name of the file on the
host that you want to use to store the output of the virtual serial port.

« If you selected Use named pipe, use the default pipe name, or enter another
pipe name of your choice in the Pipe Name list.

For a serial pipe for a virtual machine on a GSX Server for Windows host, the
pipe name must follow the form \\ . \pipe\<namedpipe> — thatis, it
must begin with \\ . \pipe\.
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For a serial pipe for a virtual machine on an ESX Server host or a GSX Server for
Linux host, enter /tmp/<socket > or another Unix socket name of your
choice.

Then decide whether you are connecting two virtual machines or a virtual
machine to an application on the host.

If you are connecting two virtual machines, you must configure a serial
port as a named pipe in two virtual machines: a server virtual machine and a
client virtual machine.

For the server virtual machine, select Server in the Near end list.
For the client virtual machine, select Client in the Near end list.
Select A virtual machine in the Far end list.

If you are connecting to an application on the host, select Server or Client
in the Near end list. In general, select Server if you plan to start this end of the
connection first.

Select An application in the Far end list.

5. By default, the serial port starts connected when you power on the virtual
machine. You may deselect the Connect at power on check box if you wish.

6. Under 1/0 Mode, decide whether or not to configure this serial port to use
interrupt mode as opposed to polled mode. Polled mode is of interest primarily
to developers who are using debugging tools that communicate over a serial
connection.

Polled mode causes the virtual machine to consume a disproportionate share of
processor time. This makes the host and other guests run sluggishly. To maintain
best performance for applications on the host, check the Yield Processor on poll
check box. This forces the affected virtual machine to use interrupt mode, which

yields processor time if the only task it is trying to do is poll the virtual serial port.

7. Click OK to save your changes. The Virtual Machine Properties dialog box closes.
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Changing the Video Configuration
If the virtual machine is on a GSX Server for Linux host, you can configure the color

depth of the virtual machine display.

To configure a virtual machine’s color depth:

1.

From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

Display the Virtual Machine Properties dialog box.
In the Summary tab, click Edit Properties. Or, choose Edit > Properties.

Click the Hardware tab. Click Video in the Device list.

Hardware: | Options | Resouoss |
[ mevice | Summar [/ rC
Bl Memary 756 MB |B =1

& Hard Disk 1 (SCSI 0:0) Datastore: localvmfs
(245 co-Rom 1 (IDE 0:0) Using drive [dev/c..
b Floppy 1 Using drive [dev/fd0

@ virtual CPUs 1

D 5cst Cartraller 0 BusLogic

EBNIC 1 Internal Network
(D parallel 1 Using File testingp. .
(D serial 1 Using fils testings...

Add Rermove

oK | Cancel | Help |

4. Select the color depth for the virtual machine display from the Colors list.

5. Click OK to save your changes. The Virtual Machine Properties dialog box closes.
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Changing the Virtual Processor (or CPU) Configuration

If the virtual machine is on an ESX Server host and you have VMware Virtual SMP for
ESX Server, which supports Symetric Multiprocessors (SMP), you can configure a
virtual machine to have two virtual processors.

Caution: Not all guest operating systems support SMP, and most that do require
reinstallation if the number of processors changes.

Virtual machines on GSX Server hosts can have only one virtual processor.
To change the virtual processor configuration:
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory, as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.
In the Summary tab, click Edit Properties or choose Edit > Properties.

3. Click the Hardware tab. Click Virtual Processor (or CPU)s in the Device list.

Hardnare | Options | Resources |
[Device [ Summar: [
Memory 384 MB Number of vitual processors; 1 -
3 Hard Disk 1 (5CS1 0:0) 4000 MB
25 co-rom 1 (IDE 0:0) Using dhive Jdevic...
=l Floppy 1 Using drive [dev/fdo
B 1 Hetwork
- irtual CPUs
(551 Cantroller 0 BusLogic

Add Bemove

0K | Cancel | Hep |

4. Select the number of virtual processors for the virtual machine. You must have
VMware Virtual SMP for ESX Server if you want more than one virtual processors
for the virtual machine. If you do not have VMware Virtual SMP for ESX Server,
the virtual machine can have one virtual processor only.

Caution: Not all guest operating systems support Symetric Multiprocessors
(SMP), and most that do require reinstallation if the number of processors
changes.

5. Click OK to save your changes. The Virtual Machine Properties dialog box closes.
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Changing the Audio Configuration

If the virtual machine is located on a GSX Server host and is configured with a sound
adapter, you can change its configuration.

To change the audio configuration:
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.
In the Summary tab, click Edit Properties. Or, choose Edit > Properties.

3. Click the Hardware tab. Click Audio in the Device list.

virtual Machine Properties [ =]
Hardare | Optons |
[ Device | Summar: [ [ Device
B Memory 216 ME :; %m”e‘md
3 Hard Disk 1 {5CS1 0:0) 4096 M VTR T T
25 co-rom 1 (IDE 1:0) Auta detect @
=l Floppy 1 Using drive A;
BN 1 nat % Lse defaul hast sound adapter
Default adapter " Specify host sound adapter:

Add Remove

0K | Cancel | Hep |

4. Under Device status, the default setting is Connect at power on. Clear the
check box if you do not want the sound adapter to be connected when the
virtual machine powers on.

5. Specify whether to connect to the host’s default sound adapter or a specific one.
Select Use default host sound adapter to use the default host sound adapter. To
use a specific adapter, select Specify host sound adapter and select a specific
adapter from the list.

6. Click OKto save your changes. The Virtual Machine Properties dialog box closes.
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Changing the Mouse Configuration
If the virtual machine is on a GSX Server for Linux host, you can configure its mouse.

To configure a virtual machine’s mouse:

1.

From the VirtualCenter client, select the virtual machine.

CHAPTER 15 Editing an Existing Virtual Machine Configuration

Click Inventory in the navigation bar. Expand the inventory as needed, and click

the appropriate virtual machine.

Display the Virtual Machine Properties dialog box.

In the Summary tab, click Edit Properties. Or, choose Edit > Properties.

Click the Hardware tab. Click Mouse in the Device list.

virtual Machine Properties [ =]

Hardare | Optons |

[ Device [ summar: [ ™

Memory 56 B Host mouse lype: [Auto detect -

3 Hard Disk 1 (5CS1 0:0) 4096 MB

%(D'ROM 1{IDE 1:0) Using drive [dev/c. .. Connection

= Floppy 1 Using drive [dev/fd0 | | & Detact automatioaly

N1 bridged =

© fudo el ‘Specily the host device

e Ato detect [fdev/mouse -
Add Hemove
ok | Cancel | Hep |

Select the type of mouse connected to the virtual machine in the Host mouse

type list.

Under Connection, select whether or not VirtualCenter should detect the
mouse automatically or else select Specify the host device and then select the

mouse from the list.

6. Click OKto save your changes. The Virtual Machine Properties dialog box closes.
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Changing the USB Configuration
If the virtual machine is located on a GSX Server host and is configured with a USB
controller, you can change its configuration.

To change the USB controller configuration:
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.
In the Summary tab, click Edit Properties. Or, choose Edit > Properties.

3. Click the Hardware tab. Click USB Controller in the Device list.

Hardare | Optons |

[ Device [ summar: [ &
B Memory 312 ME ¥ tutomatically connect new USB devices to this
S Hard Disk 1 (551 0:0) 4098 M vittual machine when it has focus.
& Hard Disk 2 (SCST0:1) 4096 MB
S Hard Disk 3 (5CS1 0:2) 6144 ME
(25Co-rOM 1 (IDE 1:0) Auto detect
Floppy 1 Using drive A:

bridged

Default adapter

Add Remove

0K | Cancel | Hep |

4. Specify whether or not to automatically detect any new USB devices when the
virtual machine console tab is active.

5. Click OK to save your changes. The Virtual Machine Properties dialog box closes.

www.vmware.com
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Adding Hardware to a Virtual Machine

You add virtual hardware to a virtual machine using the Add Hardware Wizard. To start
the wizard:

1.

From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

Display the Virtual Machine Properties dialog box.

In the Summary tab, click Edit Properties. Or, choose Edit > Properties.
Click the Hardware tab.

Start the Add Hardware Wizard. Click Add.

Follow the steps in the wizard. The following sections describe how to add
virtual hardware to an existing virtual machine:

» Adding a DVD/CD-ROM Drive

» Adding a Floppy Drive

» Adding a Generic SCSI Device

» Adding a Hard Disk

» Adding an Ethernet Adapter (NIC)
» Adding a Parallel Port

» Adding a Serial Port

» Adding a USB Controller

» Adding a Virtual Sound Adapter
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Adding a DVD/CD-ROM Drive
1. Start the Add Hardware Wizard, as described in Adding Hardware to a Virtual
Machine on page 365.
2. Inthe Add Hardware Wizard, select DVD/CD-ROM Drive, then click Next.

3. Select Use physical drive if you want to connect the virtual machine’s drive to a
physical drive on the host computer. Select Use ISO Image if you want to
connect the virtual machine’s drive to an ISO image file.

Add Hardware Wizard [x]

Select a Drive Connection
‘What media should the vitual dive access?

CO-ROM/DVD

Choose this option to give the guest access to a CO-ROM or DYD on the host.

€ Use 50 image

An |50 image iz a file on the host that stores data in the same format az a
physical CD-ROM.

< Back I Mext > I Cancel

Click Next.
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4. Do one of the following:

« Ifyou selected Use physical drive, choose the drive you want to use from the
drop-down list or choose Auto detect.

Add Hardware Wizard [ x|

Choose DYD/CD-ROM Device
“What kind of device do you want to add?

Physical drive

Device statu
’]7 Cannect at power o ‘

Advanced »»
< Back I Finigh I Cancel |

« Ifyou selected Use ISO Image, enter the path and filename for the image file
or click Browse to navigate to the file.

Add Hardware Wizard [ x|

Choose an 150 Image
“wihich file should this drive cornect to?

150 imag:
’7” Erowse... | ‘

Device statu
’]7 Cannect at power o ‘

Advanced >>
< Back I Finizh I Cancel |

5. If you do not want the CD-ROM drive connected when the virtual machine
starts, deselect Connect at power on.
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6. Click Advanced to specify the device node the drive uses in the virtual machine.

Add Hardware Wizard [ x|

Select a Device Node
‘Which device node should this cdrom be attached ta’?

Virtual device node

¢ [sC510:0 Hard Disk 1

M
=l

« [IDEao

¥ Legacy emulation

<¢ Back |
< Back I Finigh I Cancel |

For GSX Server hosts, if you are connecting to the host's physical CD-ROM drive
(instead of pointing to an ISO image), on the advanced settings screen you may
also select Legacy emulation. This is necessary only if you have had problems
using normal mode. The legacy emulation mode does not support all the
capabilities of normal mode. For information about legacy emulation, see
www.vmware.com/support/gsx3/doc/disks_opt_gsx.html.

7. Complete the wizard. Click Finish.
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Adding a Floppy Drive

1. Start the Add Hardware Wizard, as described in Adding Hardware to a Virtual
Machine on page 365.

2. In the Add Hardware Wizard, select Floppy Drive, then click Next.
3. Select the type of floppy media.

Floppy Media Type
What media should this vitual diive access?

sz & physical floppy ditvel
Choase this option to give the guest access ta a floppy on the host.

" Use afloppy imags

A floppy image is a file on the host that stores data in the same format as a
physical floppy.

< Back I Next > I Cancel |

4. To have the floppy drive be connected to the virtual machine when you power it
on, check Connect at Power On.

5. Do one of the following:

« Ifyou selected Use a floppy image, type the path and filename for the floppy
image file you want to use, or click Browse to navigate to the file. Click Finish.

Add Hardware Wizard [ x]

Select a Physical Drive
Wwhich physical diive should this floppy drive connect to?

"Phys\ca\ floppy dri

) = |

Device statu
’VF Conect at power an ‘

< Back I Finish I Cancel
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« Ifyou selected Create a blank floppy image, use the default path and
filename or type in a new one. To navigate to a location, click Browse. When
the field contains the path and filename you want to use for the new floppy
image file, click Finish.

Add Hardware Wizard

Choose Floppy Image
Ywlhich fle should this drive connect to?

"F\Uppy imag

Browse ‘

Device statu
’VIV Connest at power on ‘

< Back I Finish I Cancel

6. Complete the wizard. Click Finish.

Adding a Generic SCSI Device
1. Start the Add Hardware Wizard, as described in Adding Hardware to a Virtual
Machine on page 365.
2. Inthe Add Hardware Wizard, select Generic SCSI Device, then click Next.

Add Hardware Wizard

Choose SCS51 Device
“which of the present SCS1 devices would you ke to add?

Connection
Specify the physical SCS| device to connect ta

Device statu:

’VF Cornect at power on |
Wirtual device nods

’7 [sCsi0 =l ‘

< Back I Finish I Cancel |

3. Under Connection, select the physical device you want to use.

4. To connect this virtual machine to the server's SCSI device when the virtual
machine is powered on, select Connect at power on.
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5. Under Virtual device node, select the virtual device node where you want this

device to appear in the virtual machine.

6. Complete the wizard. Click Finish.

Adding a Hard Disk
Start the Add Hardware Wizard, as described in Adding Hardware to a Virtual

1.

Machine on page 365.

In the Add Hardware Wizard, select Hard Disk and click Next.

Add Hardware Wizard [ x]
Select a Disk

Wwhich disk do you want this drive to use?

A virtual disk is composed of one ar more files on the hast file system, which wil
appeat as a single hard disk to the guest operating spstem, Vitual disks can
easily be copied or moved on the same host or between hosts.

" Use an existing virtual disk.
Chaose this option to reuse a previousl configured disk.

" System LUN

Give pour wirtual machine direct access ta a SR

< Back I Next > I Cancel |

Select the type of storage for the virtual machine’s disk.

For ESX Server hosts, you can store virtual machine data in a new virtual disk,

an existing virtual disk, or a system LUN.

For GSX Server hosts, you can store virtual machine data in a new virtual disk or

an existing virtual disk.

Make your selection, click Next, then proceed to the section appropriate to your

disk selection and host type.

» Creating a New Virtual Disk on a GSX Server Host on page 242

» Creating a New Virtual Disk on an ESX Server Host on page 244

» Using an Existing Virtual Disk on page 246

« Mapping a System LUN Disk on an ESX Server Host on page 247
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Adding an Ethernet Adapter (NIC)

1. Start the Add Hardware Wizard, as described in Adding Hardware to a Virtual
Machine on page 365.

2. Inthe Add Hardware Wizard, select Ethernet Adapter, then click Next.

Add Hardware Wizard [ x]
Network Type

‘what type of network do you want to add?

Network connection

NIE: Networkl -

"D&VICE statu

< Back I Finish I Cancel |

3. Select a network from the NIC list.

For GSX Server hosts: You must configure a network label on the managed
host before a NIC can be configured for the virtual machine. See Configuring
Network Labels for GSX Server Hosts on page 180 for additional information.

4. To connect the virtual NIC when the virtual machine is powered on, check
Connect at power on.

5. Complete the wizard. Click Finish.
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Adding a Parallel Port
1. Start the Add Hardware Wizard, as described in Adding Hardware to a Virtual
Machine on page 365.
2. Inthe Add Hardware Wizard, select Parallel Port, then click Next.

3. Make the appropriate selection to use a physical parallel port or connect the
virtual parallel port to a file. Click Next.

Add Hardware Wizard [ x]

Parallel Port Type
What media should this vitual parallel porl access?

Parallel port.

© Output file

< Back I Next > I Cancel

4. Do one of the following:

« Ifyou selected Use physical parallel port on the host, choose the port from
the drop-down list.

Add Hardware Wizard

Select a Physical Parallel Port
‘whhich physical dive should this parallel port connect to?

Physical parallel port

Device statu
’]7 Connect at power on ‘

< Back I Finish I Cancel
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« Ifyou selected Use output file, enter the path and filename, or browse to the

location of the file.

Add Hardware Wizard

Choose Parallel Port Output File
“whhich file should this parallel port connect ta?

Dlutput fil
L |

Device statu
’7l7 Connest at power on ‘

<Back [ Fnish | Cancel |

5. Under Device status, the default setting is Connect at power on. Clear the
check box if you do not want the parallel port device to be connected when the

virtual machine powers on.

6. Complete the wizard. Click Finish.

www.vmware.com
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Adding a Serial Port

A virtual serial port can be configured in several ways.

You can connect a virtual serial port to a physical serial port on the host
computer.

This is useful, for example, if you want to use an external modem or a hand-held
device in your virtual machine.

You can connect a virtual serial port to a file on the host computer.

This is useful, for example, if you want to capture the data that a program
running in the virtual machine sends to the virtual serial port, or if you need a
quick way to transfer a file from the guest to the host.

You can make a direct connection between two virtual machines.

This is useful, for example, if you want to use an application in one virtual
machine to capture debugging information sent from the other virtual
machine’s serial port.

You can make a direct connection between a virtual machine and an application
running on the host computer.

This is useful, for example, if you want to use an application on the host to
capture debugging information sent from the virtual machine’s serial port.

You can also select whether or not to connect the virtual serial port when you power
on the virtual machine.

To add a serial port to a virtual machine:

1.

2.

Start the Add Hardware Wizard, as described in Adding Hardware to a Virtual
Machine on page 365.

In the Add Hardware Wizard, select Serial Port, then click Next.
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3. Select a serial port type. Click Next.

Add Hardware Wizard

Serial Port Type
‘whiat media should this vitual seral port access?

Serial port
¢ {se phusical senal port on the host
" Dutput to file

€ Output to named pipe

< Back I Next» I Cancel

4. Do one of the following:

« If you selected Use physical serial port on the host, select the port on the
host computer that you want to use for this serial connection.

Add Hardware Wizard [ x]

Select a Physical Serial Port
Wwhich physical diive should this serial port connect to?

"Phys\ca\ serial por ‘

Device statu
’VF Cannect at power gn ‘

Advanced >
<Back [ Finish | Concel |
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« Ifyou selected Output to file, enter the path to and name of the file on the
host that you want to use to store the output of the virtual serial port.

Add Hardware Wizard

Choose Serial Port Dutput File
“wihiich file should this serial port connect to?

" Output fil
M ‘
¥

Dewvice statu:
’VF Connect at power on ‘

Advanced >

<Back [ Fnish | Cancel |

« If you selected Output to named pipe, use the default pipe name, or enter
another pipe name of your choice in the Pipe Name field.

For a serial pipe for a virtual machine on a GSX Server for Windows host, the
pipe name must follow the form \\ . \pipe\<namedpipe> — thatis, it

must begin with \\ . \pipe\.

For a serial pipe for a virtual machine on an ESX Server host or a GSX Server for
Linux host, enter /tmp/<socket > or another Unix socket name of your

choice.

Add Hardware Wizard

Specify Named Pipe
‘which named pipe should this seral port connect to?

Pipe Mame and Attribu

Pipe names should be chosen carefully to avoid conflict with ather
named pipes on the host.

Pipe Name:

Near end: IServer

Lef Ll

Far end IA virtual machine

Device stah
’VF Cannect at power gn ‘

Advanced »»

< Back I Finish I Cancel |

Then decide whether you are connecting two virtual machines or a virtual

machine to an application on the host.
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If you are connecting two virtual machines, you must configure a serial port as
a named pipe in two virtual machines: a server virtual machine and a client
virtual machine.

For the server virtual machine, select Server in the Near end list.
For the client virtual machine, select Client in the Near end list.
Select A virtual machine in the Far end list.

If you are connecting to an application on the host, select Server or Client
in the Near end list. In general, select Server if you plan to start this end of the
connection first.

Select An application in the Far end list.

5. By default, the serial port starts connected when you power on the virtual
machine. You may deselect the Connect at power on check box if you wish.

6. Click Advanced if you want to configure this serial port to use interrupt mode as
opposed to polled mode. Polled mode is of interest primarily to developers who
are using debugging tools that communicate over a serial connection.

Add Hardware Wizard

Specify Advanced Options
‘wihich 1/0 mode would you like the new serial part to have?

140 mod
™ Hield CPL o pol

Allow the guest operating spstem to use this erial port in polled mode (a3
oppoged ta intermipt mode)

<« Back
<Back [ Fnish | Cancel |

Polled mode causes the virtual machine to consume a disproportionate share of
processor time. This makes the host and other guests run sluggishly.

To maintain best performance for applications on the host, check the Yield
Processor on poll check box. This forces the affected virtual machine to use
interrupt mode, which yields processor time if the only task it is trying to do is
poll the virtual serial port.

7. Complete the wizard. Click Finish.

www.vmware.com
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Adding a USB Controller

If the virtual machine is located on a GSX Server host, you can add a USB controller to
the virtual machine.

To add a USB controller:

1. Start the Add Hardware Wizard, as described in Adding Hardware to a Virtual
Machine on page 365.

2. In the Add Hardware Wizard, select USB Controller and click Next.

Add Hardware Wizard [ x]
use

‘whould you lke USB support?

Device statu
The 2 port USE contraller is enabled. Use the Devices menu ta connect or
disconnect LUSB devices

To disable the LISE controller, ismove it from the list of available hardware by
clicking Remove,

[V Eutomaticall connect new LISE devices [0 this vitual maching when i has:
Hocus, i

< Back I Finish I Cancel |

3. Specify whether or not to automatically detect any new USB devices when the
virtual machine console tab is active.

4. Complete the wizard. Click Finish.
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Adding a Virtual Sound Adapter

If the virtual machine is located on a GSX Server host, and that host has a sound
adapter, you can add a virtual sound adapter to the virtual machine.

To add a virtual sound adapter:

1.

Start the Add Hardware Wizard, as described in Adding Hardware to a Virtual
Machine on page 365.

In the Add Hardware Wizard, select Sound Adapter and click Next.

Sound
Wwhat kind of sound support would you lilke?

Connection

" Specify sound adapter

I |

Device statu
’VIV Connect at power on

< Back I Finish I Cancel |

Specify whether to connect to the host’s default sound adapter or a specific one.
Select Use default host sound adapter to use the default host sound adapter. To
use a specific adapter, select Specify host sound adapter and select a specific
adapter from the list.

Under Device status, the default setting is Connect at power on. Clear the
check box if you do not want the sound adapter to be connected when the
virtual machine powers on.

Complete the wizard. Click Finish.
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Changing Virtual Machine Options

The virtual machine settings allow you define actions that occur in various virtual
machine power states. The options are described in the following sections:

« Changing General Settings
« Changing Power State Options
« Changing Advanced Settings

Changing General Settings
1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.
Choose Edit > Properties or click Edit Properties from the Summary tab.
3. Click the Options tab.

4. View the general options. Click General in the Settings list.

virtual Machine Properties [x]

Hardnare  Options | Resouces |
Settings | Summar, | et
Gl General PB_testyh [PEtestind
[ Power
=) advanced MHomalMomal Gucst apercling syetem
’V| windows 2000 Server |

Witual machine configuratian fle
ﬁ[ testserver.vmware.com//] PB_testb /B _testyi v

0K Cancel
5. If you want, you can change the name of the virtual machine in the Virtual
machine name field. This does not change the name of any virtual machine files
or the associated directory.

6. If you are upgrading the guest operating system in the virtual machine, select
the new guest operating system. This changes some basic configuration settings
to optimize the guest operating system’s performance.
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For an ESX Server virtual machine: Select the operating system from the
Guest operating system list.

For a GSX Server virtual machine: Select the operating system type under
Guest operating system, then select the specific operating system from the list.

7. Click OK to save your changes. The Virtual Machine Properties dialog box closes.

Changing Power State Options

To change the settings for actions that occur when the power state of a virtual
machine changes:

1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.

Choose Edit > Properties or click Edit Properties from the Summary tab.
3. Click the Options tab.
4. View the power options. Click Power in the Settings list.

virtual Machine Properties [ =]

Hardnare  Options |

- Power options

Settings | Summan
&l General winServ20035td I™ Power on after opening this virtual machine

Power
= Advanced Normal#Normal

I Enter full screen mode after powering on

I~ Close after powering off or suspending

~Power G
[Shut Down Guest =l
00 SuspendVitual Machine

[>  Power on / Riesume Yintual Machine

B [Restart Buest |

- RunMware Tools scripts
I After powering on

™ After resuming

I~ Before suspending

I~ Bsfore powering off

0K | Cancel | Hep |

5. GSX Server virtual machines only: Under Power options, specify virtual
machine and console behavior when the virtual machine’s power state changes.
Do any of the following:

« To automatically power on the current virtual machine when you connect to
it with the console, check Power on after opening this virtual machine. With
this option set, you do not have an opportunity to change the virtual
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machine's configuration before the virtual machine starts since it powers on
immediately.

» To automatically enter full screen mode after powering on the virtual
machine, check Enter full screen mode after powering on.

» To automatically close the console for the virtual machine after you power it
off or suspend it, check Close after powering off or suspending.

Note: These configuration options are effective only when you change the
virtual machine’s power state from the VMware Virtual Machine Console or the
GSX Server console, not from the VirtualCenter client.

6. The stop button on the toolbar can be configured to power off the virtual

machine or shut down the guest operating system. The reset button on the
toolbar can be configured to reset the virtual machine or restart the guest
operating system. Choose the desired actions in the lists under Power Controls.

You can configure VMware Tools scripts to run automatically when you change
the virtual machine’s power state by checking the appropriate options under
Run VMware Tools scripts.

Note: For ESX Server virtual machines, there are no scripts for resuming and
suspending virtual machines.

8. Click OKto save your changes. The Virtual Machine Properties dialog box closes.

Changing Advanced Settings

To change advanced virtual machine settings:

1.

From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

Display the Virtual Machine Properties dialog box.
Choose Edit > Properties or click Edit Properties from the Summary tab.

Click the Options tab.

383



VMware VirtualCenter User’s Manual

4. View the advanced options. Click Advanced in the Settings list.

Virtual Machine Properties [x]
Hardware  Optons | Rresauces |
Settings | Summany ] ing:
& General Miciosolt Windows 2000 Server | | Hide read-only paittions for raw cisks

¥ Run with debugging information

I~ Disable acceleration

0 | Concedl | Hep |

» Hiding read-only disk partitions for raw disks: If the virtual machine is
configured with physical (sometimes called raw) disks, you can prevent the
virtual machine from seeing any partitions on the physical disk that are read-
only. Select the Hide read-only disk partitions for raw disks check box.

Note: This setting applies to ESX Server virtual machines only.

 Collecting debugging information: You can run a virtual machine so it
collects additional debugging information that is helpful to VMware technical
support in resolving issues. To enable debugging mode, select the Run with
debugging information check box.

« Disabling acceleration: In rare instances, you may find that when you install
or run software inside a virtual machine, the virtual machine appears to hang.
Generally, the problem occurs early in the program's execution. In many cases,
you can get past the problem by temporarily disabling acceleration in the
virtual machine.

To disable acceleration, select the Disable acceleration check box.

This setting slows down virtual machine performance, so it is recommended
only for getting past the problem with running the program. After you pass

the point where the program was encountering problems, deselect Disable
acceleration. You may then be able to run the program with acceleration.

You can enable and disable acceleration while the virtual machine is running.

5. Click OK to save your changes. The Virtual Machine Properties dialog box closes.
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Changing Virtual Machine Resource
Settings

You can manually change individual resource settings or you can schedule to have
the priority for resources changed.

The Virtual Machine Properties dialog box provides a means to adjust the host
resource allocation for the selected virtual machine. Refer to Allocating Host
Resources on page 190 to adjust all the virtual machines currently installed on a
particular host in a single view.

Note: Changing resource settings applies to ESX Server hosts only. Refer to the
VMware ESX Server Administration Guide for detailed information on understanding and
configuring these resource settings.

Each of the following sections describes adjusting the allocations or priorities of the
referenced resource:

e Scheduling a Resource Settings Change
« Changing Processor (or CPU) Settings

» Changing Memory Settings

» Changing Disk Settings

« Changing Network Settings
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Scheduling a Resource Settings Change

To periodically change the resource allocation for a virtual machine on a
particular host, use the New Task Wizard:

1.
2.
3.

Click Scheduled Tasks on the navigation bar.
Click New then click Next.

From the Select a Task panel, choose Change resource settings of a virtual
machine from the list.

Select virtual machine whose priorities you wish to change. Click Next.
Select a priority level. Click Next.

¥Mware VirtualCenter New Task Wizard [x]

AssignResources
Specify how much of the hast's resources should be devated to this virtual
machine.

Resource Priarity: © Low  Nomal " High

< Back | T Hent> I Cancel |

Assigning Resources configures processor and memory resource allocation for a
virtual machine in a host.

Schedule a time to implement the change. Click Next.

To see the calendar, click Later, then click the drop-down arrow to select a date
from the displayed calendar. A red circle indicates today's date and a dark circle
indicates the scheduled date. Refer to Creating a Scheduled Task on page 335 for
additional information.

Specify an email address if you want to have notification. Click Finish.
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Changing Processor (or CPU) Settings
To change the resource allocation for the processor (or CPU) of a virtual machine:

1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.

Choose Edit > Properties or click Edit Properties from the Summary tab.
3. View the resource options. Click the Resources tab.
4. Select Processor (or CPU) in the Settings list.

virtual Machine Properties [ =]

Hardnare | Options Resaurces |

- Resouce Selting

[ settings | Summan

4 CPU nomal Wi 0
8 Memary nomal _— ]
S Disk nomal A
B Network disabled

£ High

& Flomat

 Low

" Custom 2000

FRun on Processors) defaul

0K | Cancel | Hep |

5. Select resource settings, shares and scheduling affinity as needed.

« Minimum — represents the minimum amount of processor capacity that
must be available in order to power on the virtual machine.

« Maximum — represents the highest amount of processor capacity the virtual
machine can ever consume, even if the processor is idle. The maximum value
can be larger than 100% if the virtual machine has more than one virtual
Processor.

» Shares — represents a relative metric for allocating processor capacity. The
values Low, Normal, and High are compared to the sum of all shares of all
virtual machines on the server and the service console. Share allocation
symbolic values can be used to configure their conversion into numeric
values.

For more information on share values, refer to the CPU man page.
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» Scheduling Affinity — represents on which host processors the virtual
machine can run, when the host is a multiprocessor system.

6. Click OKto save your changes. The Virtual Machine Properties dialog box closes.

Changing Memory Settings
To change the resource allocation for the memory of a virtual machine:

1.

3.
4.

5. Select settings and shares as needed.

From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

Display the Virtual Machine Properties dialog box.

Choose Edit > Properties or click Edit Properties from the Summary tab.

View the resource options. Click the Resources tab.

Select Memory in the Settings list.

virtual Machine Properties [ =]

Hardnare | Options Resaurces |

[ settings | Summan

3 CPL nommal
“ Memary nomal

S Disk nomal

B Network disabled

~Resource:

Hirimunn:

[ERI

—

384

© High
& Nomal
© Low
© Custam

3840

defaul:

=1

Cancel Help

o Minimum — Represents the minimum amount of memory that must be
available in order to power on the virtual machine.

o Maximum — Represents the amount of memory allocated to the virtual

machine when it was configured.

» Shares — Represents a relative metric for allocating memory to all virtual
machines. Symbolic values Low, Normal, and High are compared to the sum
of all shares of all virtual machines on the server and the service console. Share
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allocation symbolic values can be used to configure their conversion into
numeric values.

For more information on share values, refer to the mem man page.

» Scheduling Affinity — If displayed, represents the NUMA nodes on the host
to which the virtual machine can be bound, when the host system is a NUMA
system.

6. Click OKto save your changes. The Virtual Machine Properties dialog box closes.
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Changing Disk Settings

To change the resource allocation for the disk of a virtual machine:

1.

From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

Display the Virtual Machine Properties dialog box.

Choose Edit > Properties or click Edit Properties from the Summary tab.
View the resource options. Click the Resources tab.

Select Disk in the Settings list.

Hardnare | Options Resaurces |

[ settings | Summan ]

nomal Datestores [ Shares |
normal wiohbal1:0 Nl

nomal
dizabled

© High
& Nomal
 Low

" Custom 1000

0K | Cancel | Hep |

Select the datastore, then allocate a number of shares of its disk bandwidth to
the virtual machine.

Shares is a value which represents the relative metric for controlling disk
bandwidth to all virtual machines. The values Low, Normal, and High are
compared to the sum of all shares of all virtual machines on the server and the
service console. Share allocation symbolic values can be used to configure their
conversion into numeric values.

For more information on share values, refer to the diskbw man page.

6. Click OK to save your changes. The Virtual Machine Properties dialog box closes.
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Changing Network Settings
To change the parameters of network traffic shaping:

1. From the VirtualCenter client, select the virtual machine.

Click Inventory in the navigation bar. Expand the inventory as needed, and click
the appropriate virtual machine.

2. Display the Virtual Machine Properties dialog box.

Choose Edit > Properties or click Edit Properties from the Summary tab.
3. View the resource options. Click the Resources tab.
4. Select Network in the Settings list.

virtual Machine Properties [ =]

Hardnare | Options Resaurces |

[ Settings | Summar, | EHE

8 CPU normal [ Enable Traffic Shapind

Memory nomal

S Disk nomal avagaBandoidc [T [ibps -]
B Network disabled

Pask Banduidth Mbps *
Burst Siae: [ W =

0K | Cancel | Hep |

5. Toenable traffic shaping, check Enable Traffic Shaping and then define network
traffic parameters.

6. Specify the average bandwidth. In the Average Bandwidth field, specify the
average value for network bandwidth, then specify whether or not that amount
is in Megabits per second (Mbps), Kilobits per second (Kbps), or bits per second
(bps).

7. Specify the peak bandwidth. In the Peak Bandwidth field, specify the peak value
for network bandwidth, then specify whether or not that amount is in Megabits
per second (Mbps), Kilobits per second (Kbps), or bits per second (bps).

8. Specify the burst size. In the Burst Size field, specify how large a burst can be,
then specify whether or not that amount is in Megabytes (M), Kilobytes (K) or
bytes (B).

9. Click OKto save your changes. The Virtual Machine Properties dialog box closes.
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CHAPTER I 6

Working with Alarms and Events

This chapter describes how to create and edit alarms, and how to view events. Events
are messages that report VirtualCenter activity. Alarms are notifications that occur in
response to selected events. Events are predefined by VirtualCenter.

You must have the role of VirtualCenter Administrator privileges to work with alarms.
You need only the role of Read Only User to view events.

This chapter contains the following sections:
« Events and Alarms Overview on page 394
« Working with Events on page 395
«  Working with Alarms on page 400
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Events and Alarms Overview

View the events, alarms, and logs from three locations:
« Events panel — Displays all the events generated throughout VirtualCenter.

« Events tab in the inventory panel — Displays the events for the selected
VirtualCenter object. This is a subset of the list of messages in the Events panel.

« Alarmstab in the inventory panel — Displays the list of alarms for the selected
VirtualCenter object that are activated upon designated events. Alarms can
apply to groups, farms, hosts, and virtual machines.

www.vmware.com
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Working with Events

An event is any action that is of interest to VirtualCenter. Each event triggers an event
message. All event messages are archived in the VirtualCenter database. View event
messages from two locations:

» The Events option in the navigation bar displays all events that have occurred on
the VirtualCenter server.

« An Events tab for any object under the Inventory button. These Events tab
listings show only the events that occurred on or to the selected farm, host, or
virtual machine.

The most recent events appear at the end of a scrollable list. Messages are identified
by type: Information, Error, or Warning. Messages are also color coded. A shortened
event message appears in the description portion of the panel. A more detailed
version of a selected event message appears in the Event Details portion of the panel.
Typically, the Event Detail entry indicates the host or virtual machine on which the
event occurred and describes the action that occurred. The object of the eventis a
link to the object’s individual event page.

The actions available with Events are described in the following sections:
« Viewing All VirtualCenter Events
» Viewing Selected VirtualCenter Events
« Sorting and Filtering Event Messages

« Exporting Events
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Viewing All VirtualCenter Events
To view all VirtualCenter events:

Click the Events option in the navigation bar.

[ techpub-vc - ¥Mware VirtualCenter EE (=] E3
Flle Edt WM View Help

@ ﬁ éﬁ tll vmware

Inwentary Scheduled Tasks  Templates Events

Expoit Events

Description, Type, or Targst containg: = I Clear

Description | Type B Time | Task | Target [ =l
@) Microsoft Windaws MT on host testserver vmware.com ... (5} info 1117{2004 4:00 PM Poweron¥M (51 Micrasoft ti...

@ Wirkual Maching Microsoft Windows NT: Cannot find a ... M eror 11/17[2004 4:00 PM

@ Micrasoft windows MT on host kestserwer vmware.com ... @ infio 11172004 4:00 FM Power on WM (51 Microsoft Wi,
Failzd to power on For virtual machine Microsoft Wind,.. £ error 11/17/2004 4:00 FM Power on¥M (31 Microsoft i, |

@ wirtual Machine MS-DOS (2): The Filename "jdev/fd0"is... /2 warning 11/17/2004 4:00 PM

@) wirtual Machine M5-DOS (2); Device floppyQ will start d... /& warning 1117}2004 4:00 PH

@) M5-DOS (2 on host techpubs-linuc. vmwars comis p... (3 info 11/17{2004 4:00 PM Poweron¥M (1 MS-DOS(2)

@ M3 Windows clone kask on hast kestserver vmware, com... @ infio 11f17/2004 4:00 PM Power onWM (1 WS Windows. .. =
@ Wirkual Maching MS Windows clone task: Cannck find a... M error 11/17[2004 4:00 PM LI
Pz S C e - Grbutioione o . e

Event Details N

Type: emor  Time: 11/17/2004 400PM  Task: Poweron¥M  Target Microsolt Windows NT

Deescription:
@& Failed to powsr on for vitual machine Miciosait Windows MT on host lestserver vmware. com: operation failed to change the WM ta the &

Rielated Events:

@ Microzoft Windows NT on host testserver vmware.com is starting

< |
= Show active tasks | [Connected as YMWAREM bethary 4

B

Viewing Selected VirtualCenter Events

Each VirtualCenter object in the inventory panel has an Events tab in the information
panel. Each event that appears is an object-specific subset of all the VirtualCenter
events.

To view the event messages and event detail for an object:

1. From the VirtualCenter client, display the inventory panel and expand the
appropriate farm.

Click the Inventory button in the navigation bar. Expand the inventory as
needed and click the appropriate virtual machine.

2. Select the object for which you want to view the events.

In the inventory panel, select a virtual machine, host, farm, or group, as
appropriate. If you select a host, the event messages for all the virtual machines
on that host are included in the Events log.

3. Display the Events log. Click the Events tab.
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View an event detail. Click on the event.

A full text message with links to related objects appears in the Event Details box.

[ techpub-vc - YMware YirtualCenter EE] =] B3
Fie Edt YM View Help

? &) 9
= ] ; P vmware
Inventory  Scheduled Tasks  Templates  Events l
% | WU B |F EL e
I |
Server Farms
[z Server Fams
[y Mew Farm roupz ams | Vit e | Hosts [ Tasks [FEORNL Alarms
1 G techpubs
& [ precious-esx vmware.com | Show allenties Description. Type. o Target cortains: = Clear
(@ techpubs-linux.vmware.con | | Description [ Type B Tine | Task ﬂ
0 techpub-vc.ymwars.com @ Task"Deploy template_t as deployl ko techpub-ve.v... (3} info 11j17/2004 5:1&PM  Reschedulet,
[E| :;“”’V?:jmwa’““"" @ Task "Deploy template_1 a3 deploy! kn techpub-vev... (1) info 11{17/2004 3:18PM Reschedulst
i% d::‘i‘;ire = @3 Task "Deploy template_L as deplovl to techpub-vey., @ info 11/17/2004 3:18 PM
Bubs? @3 Template "template_1" being deployed on host ted I info 11/17/2004 3:18PM  Deploy ¥M
anotherpubs @3 Failed to deploy template "template_1" on host tecl A error 11{17/2004 3:16PM  Deplay ¥

@3 Task "Deploy template_t as deploy 1 ko techpub-vc. A eror 11j17/2004 3:1&PM  Deploy ¥

GF] Task "Deploy template_{ as deploy1 ko techpub-ve.v. . 1 info 11/17/2004 3:16 PM

@) Template "remplate_1" being deplayed on host techp. . @ info 11/17/2004 3:186PM  Deploy W1
&

srver 1141705004 Tm B Narloar wm_,ﬂ
»

B Failad b darloy Farmnlabs "remnlsbs 1" nn hack achn
<

Event Details

Type: info  Time: 11717/2004 318PH
Desciption:

&) Task "Deploy template_1 as deploy to techpub-vc.vmware.com” on techpubs: started

M

= Show active tasks |

Link to a message object.

[Showing all eniries _[Connected as YMWAREM\bethany 7/

Click any of the blue highlighted items in the Events Details box. VirtualCenter
displays the items under the Events tab for the highlighted object.

Sorting and Filtering Event Messages

Sort all items in the list by clicking in the column label heading. A triangle in the
column head shows the sort order as ascending or descending.

To sort a list:

Click the column heading to re-sort the list by the entries in that column. The current
selection does not change.

To change ascending or descending order:

Click the column heading to toggle between ascending and descending order.

To select items in a list:

Click on an individual item. Use Shift-click or Ctrl-click to select multiple items.

To view all/host only entries:

For a host object this toggle is available. Click Show all entries or Show host entries.

To view selected columns only:

Click the down arrow to toggle-select the list of data fields to be displayed.
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To search and list selected items:

Enter text into the data field. Click Clear to empty the data field.

Exporting Events

VirtualCenter provides an option for exporting all or part of your events log file.

To export the events file:

1.

3.

From the VirtualCenter client, open the VirtualCenter Export Events dialog box.

Select File > Export Events.

Specify the time range of messages and the type of messages to export.

File narne: Browse. |
—Time

@ lat | =] Houls

 Last m Dayis)

Colat [T Weski

Colat 1= Monthi

" From: | Thursday ., Movember 11, 2004 =l

To. | Thursday , November 11, 2004 =l

S —

V' Info

Iv Enor

¥ waring ,TI Cancel |

Specify a file name, file type, and location for the exported file. Click the Browse
button to view the Save As dialog.

The file type options are: Text Documents (* . txt), Microsoft Excel Workbook
(*.x1s), Web Page (* .html, * . htm), CSV [Comma delimited] (* . csv), and
XML File (* . xm1).

Select the file location. Select the file type. Specify a file name. Click Save.
VirtualCenter returns to the Export Events dialog.

Indicate how far back from the current date and time to select the messages to
export by selecting the appropriate Time radio button. The options are: Hours,
Days, Weeks, Months and From/To date ranges.

www.vmware.com



5.

CHAPTER 16 Working with Alarms and Events

Indicate the type of event message to include in the exported file by selecting
the appropriate Type radio button. The options are: Info, Error, and Warning.

Click OK.

VirtualCenter creates a file of the selected data based on the file extension
provides and stores the file at the specified location. If no file extension is
provided, the default is a text file. The file contains Type, Time, and Description.
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Working with Alarms

Alarms send notification messages when selected events occur to or on hosts or
virtual machines. Alarms indicate the status levels of an object, or collection of objects,
in the hierarchy. Alarms can be defined at all hierarchical levels, including farms,
groups, hosts and virtual machines.

Alarms are inherited from parent levels, and cannot be changed or overridden at a
child level. Add new alarms to any object, and contribute to the collection of alarms
that are in force at any of its child levels.

When an alarm is created, VirtualCenter verifies the user permissions to perform the
actions on the relevant farms, hosts, and virtual machines. Once the alarm is created,
the alarm is performed even if the creating user no longer has permission to create
the alarm.

Alarms are applied to either hosts or virtual machines. Each alarm has a triggering
event and a notification method.

There are two kinds of alarm triggers:

« Percentage — Monitors host processor (or CPU) usage, host memory usage,
virtual machine processor (or CPU) usage, virtual machine memory, and virtual
machine heartbeat

The triggering options are: Is Above (percent) and Is Below (percent). Default
monitor for virtual machine heartbeat is set to Is Below. Default monitor for all
other percentage options is set to Is Above.

« State — Monitor host state and virtual machine state
The triggering options are: Is (state) and Is Not (state)
There are several types of alarm notification methods:
« Send a notification email message

SMTP sends an email message. The SMTP must be ready when the email
message is sent. There are two ways to set SMTP: through VirtualCenter, or
through Microsoft Outlook Express. The VirtualCenter setup is not always
needed if the SMTP setting in Outlook Express is correct.

The VirtualCenter server generates the subject and body text of the email
message. Only the To list (receiver) is required from user input. Specify the email
message address where the message should be sent. Separate the names of
multiple receivers with commas or semi-colons.
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Send a notification trap

The VirtualCenter server is the default SNMP notification receiver. An SNMP trap
viewer is required to view a sent trap. The VirtualCenter server host must be
configured to receive SNMP traps. See Preparing for SNMP Alarm Notification on
page 403.

Run a script

The user script command and its arguments need to be formatted into one
string.

The user script is running as separate process and does not block the
VirtualCenter server processes. But the script does run and consume the
resources on the VirtualCenter server machine, such as processor and memory.

Suspend the virtual machine
Power off the virtual machine

Reset the virtual machine

The actions available with alarms are described in the following sections:

Preparing for Email Message SMTP Alarm Notification
Preparing for SNMP Alarm Notification

Creating Alarms

Editing Alarms

Removing Alarms
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Preparing for Email Message SMTP Alarm Notification
If you are going to use email message to send SMTP notification, you need to:

o Define the SMTP and email message addressing information.

« Specify the email message address for those to receive the notification when
you create the alarm.

To define the SMTP and email message addressing information:

1. From the VirtualCenter client, display the VirtualCenter Settings, Advanced tab
dialog box.

Select File > VirtualCenter Settings > Advanced tab.

2. Enter the SMTP and mail addressing, as appropriate. Click OK.

F'elfolmancel Templates  Advanced |

e ~
snmp.receiver. 2. community I _I

shmp.1eceiver. 3.name |

shmp.receiver. 3.port I J

shmp.receiver. 3.community |

shmp.receiver.4.name |

snmp.receiver.4.port I

shmp.receiver. 4. commuity |

E
Ok I Cancel |

For email message notification set the SMTP server, SMTP port, and email
message sender.

» mail.sender — The email message address of sender, for example,
mail server@datacenter.com

» mail.smtp.server — The DNS name or IP address of the SMTP gateway to use
for sending email message.

» mail.smtp.port — The port number for the SMTP gateway.
If the port value is empty, VirtualCenter uses the default port of 25.
Scroll through the Advanced tab options. Enter data into the fields. Click OK.
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Preparing for SNMP Alarm Notification
To use SNMP traps, you must configure:

e The VirtualCenter server host.
o The SNMP receiver server to accept the traps from VirtualCenter.

When you create an alarm, only one trap is triggered and sent. The alarm parameters
include:

« Type — The state VirtualCenter is monitoring for the alarm. Options include:
Host Processor (or CPU) usage, Host Memory usage, Host State, Virtual Machine
Processor (or CPU) usage, Virtual Machine Memory usage, Virtual Machine State,
Virtual Machine Heartbeat

« Name — The name of the host or virtual machine that triggers the alarm.
« Old Status — The alarm status before the alarm was triggered.
« New Status — The alarm status when the alarm is triggered.
« Object Value — The object value when the alarm is triggered.
To define the SNMP information:

1. From the VirtualCenter client, display the VirtualCenter Settings, Advanced tab
dialog box.

Select File > VirtualCenter Settings > Advanced tab.

2. Enter the SNMP and mail addressing, as appropriate.

Perfurmancel Templates  Advanced I

shmp.recaiver.1.name |Iacalhasl =
snmp.receiver. 1. port I‘\ =] J
srmp.receiver. 1.community |public

snmp.receiver. 2.name I

shmp.receiver. 2. port |

ShMpLIECEiver 2. community I

shmp.receiver. 3.name | LI
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Configure up to four receivers of SNMP traps. They must be configured in
numerical order, 1, 2, 3, and 4. Each SNMP trap requires a corresponding host
name, port and community. For example:

« snmp.reciever.1.name — The DNS name, and IP address of the SNMP
receiver.

« snmp.reciever.1.port — The port number of the receiver.

If the port value is empty, VirtualCenter uses the default port. The default port
is 162.

» snmp.reciever.l.community — The community identifier.

Scroll through the Advanced tab options. Enter the data into the fields. Click OK.

Using MIBs with Your SNMP Traps
VirtualCenter allows you to configure SNMP version 1 traps for alarm notification of

events occurring in VirtualCenter; however, you should continue to use your GSX
Server or ESX Server MIBs for host-related alarms.

The traps defined here are sent typically to other management programs. These

management programs need to know how to interpret the SNMP traps sent by

VirtualCenter.

To configure your management program to interpret VirtualCenter SNMP traps:

1.

Download the management information base (MIB) definitions.
¢ VMWARE-ROOT-MIB.mib
o VMWARE-TRAPS-MIB.mib

The MIB definition files can be found at C: \Program
Files\VMware\VMware VirtualCenter\MIBS, when the default
installation directory is used.

A technical note describing the MIB definitions can be found at
www.vmware.com/pdt/vc_dbviews_11.pdf.

Modify your management program to include and interpret the VMware MIBs.

Refer to your management program documentation for information on adding
MIB definitions to your program.

SNMP Trap and Variable Definitions
There are two groups of SNMP MIB definitions. These can be downloaded for your use.
Refer to Using MIBs with Your SNMP Traps on page 404.
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The SNMP trap tree for VMware VirtualCenter is at:
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.iso.dod.org.internet .private.enterprise.vmware.vmwTraps.

(.1.3.6.1.4.1.6876.50.).

The SNMP trap type for VMware VirtualCenter is 201.

The table below lists the identification mapping for each VirtualCenter MIB group.

Identification Map Label
1.3.6.1.4.1.6876.50.301 vpxdTrap Type
1.3.6.1.4.1.6876.50.302 vpxdHostName
1.3.6.1.4.1.6876.50.303 vpxdVMName
1.3.6.1.4.1.6876.50.304 vpxdOldStatus
1.3.6.14.1.6876.50.305 vpxdNewsStatus
1.3.6.1.4.1.6876.50.306 vpxObjValue

The following tables describe the VMware SNMP MIB root and primary subtrees.
Currently each subtree has its own MIB file. The tables list the variables used in the

SNMP Trap groups.

e From VMWARE-ROOT-MIB.mib, the following definition mapping:

Label Identification Mapping
vmware enterprises 6876
vmwSystem vmware 1
vmw\VirtMachines vmware 2
vmwResources vmware 3
vmwProductSpecific vmware 4

vmwTraps vmware 50

vmwOID vmware 60
vmwExperimental vmware 700
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e From VMWARE-TRAPS-MIB.mib, the following trap types:

Trap Label Description Variables
vmPoweredOn | This trap is sent when a virtual vmID, vmConfigFile
machine is powered on from a
suspended or a powered off state.
vmPoweredOf £ | This trap is sent when a virtual vmID, vmConfigFile
machine is powered off.
vmHBLost This trap is sent when a virtual vmID, vmConfigFile
machine detects a loss in guest
heartbeat.
vmHBDetected | This trap is sent when a virtual vmID, vmConfigFile
machine detects or regains the
guest heartbeat.
vmSuspended | This trap is sent when a virtual vmID, vmConfigFile
machine is suspended.
vpxdTrap This trap is sent when entity status vpxdTrapType, vpxdHostName,
changed. vpxdVMName, vpxdOldStatus,
vpxdNewStatus, vpxdObjValue

The following table describe the variables and parameters used in the VMware
VirtualCenter defined SNMP traps. All variables are read-only. The data type field refers
to the SNMP version 1 type described by the structure of management information
(SMI). And all variables and parameters are mandatory.

Variable Description Syntax
vmID This is the ID of the affected virtual machine generating INTEGER

the trap. If the vmID is non-existent, (such as for a power-

off trap) -1 is returned.
vmConfigFile This is the configuration file of the affected vm generating | DisplayString

the trap.
vpxdTrapType This is the trap type in the preceding traps. DisplayString
vpxdHostName This is the name of the host in the preceding traps. DisplayString
vpxdVMName This is the name of the VM in the preceding traps. DisplayString
vpxdOldStatus This is the old status in the preceding traps. DisplayString
vpxdNewStatus This is the new status in the preceding traps. DisplayString
vpxdObjValue This is the current object value in the preceding traps. DisplayString
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Creating Alarms

If you are going to use email message or SNMP notification, refer to Preparing for
Email Message SMTP Alarm Notification and define the address information before
you create your alarm.

To create an alarm:

1. From the VirtualCenter client, display the inventory panel and expand to the
appropriate object.

Click the Inventory button. Expand the inventory as needed and click the
appropriate object.

2. Display the Alarms properties.

[ techpub-vc - ¥Mware ¥irtualCenter

File Edit %M Wiew Help

g [@ vmware
Inventory  Scheduled Tasks emplates Events

L I

q
o O Geeran 4 Server Farms
= % supergre  1Ew Farm SN it ol Machines | Hosts | Tasks | Events [ v
pube e Farm Group Cl+G | Status | Definedin | Defined For | Last triggered |
=] techpub m larm... PU Usage Q0@ Ok Thisobject  Hasts 11/10/2004 4:52 FM
% f:; Add Permission... emory Usage (@ ©OK This object  Hosts
SR e— oryUsage  (OC@ OK  Thisobject  wMs
test Rename onnection OO®@ ©K  Thisohiect  Hosts 11/9/2004 3:15 PM
= % Disc L) Usage DO@ oK This abject W
5 Clone of p2v win @ VM Heartheat OO@ oK This cbject  WMs 1143i2004 11:21 AM
& FreeBsD
G &
Eh M3 windows clon
Gh MS-DOS (2)
& Microsoft Window
G Microsaft Window
Eh Metware &
G PB W2K3WM S'Ll
Y I 3
2 Ghow active tasks [ [Connected as YMWAREM'bethary %

Right-click the object on which you want to apply the alarm and select New
Alarm. If you start from a server farm, farm group, or farm, the Alarm properties
dialog displays the option to create an alarm for either a host or a virtual
machine. If you start from a host or a virtual machine, the Monitor a host or
Monitor a VM is preselected and grey.
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3. Select the alarm type and enter the alarm general information.

Alarm Properties [ %]

General | Triggers | Actions |

—Mame

[New Alarmn (4]

— Type
& Moniter a host
1 Monitor a

¥ Enabled

Ok | Cancel I

Specify a name for the alarm, the object to be monitored (host or virtual
machine), and whether or not to enable this alarm.

To define the alarm but not have it active, uncheck the Enable box.

4. Specify the triggering parameters for the alarm.

Alarm Properties [ %]

General  Triggers I Actions |

Trigger the alarm wher.. Tellow Red

a0
I Heartbeat
W State

Add | Femove |

Ok I Cancel |

In the Trigger tab, there are four pull-down menus:

« Alarm triggering item
The options listed apply to either the host or virtual machine.

For host alarms the options are: Host Processor (or CPU) Usage, Host
Memory Usage, Host State

For virtual machine alarms the options are: VM Processor (or CPU) Usage, VM
Memory Usage, VM Heartbeat, VM State
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o When condition item

The options for percentage triggers are: Is Above (percent) and Is Below
(percent).

The options for state triggers are: Is (state) and Is Not (state)
« Exiting (From) state or percentage and Entering (To) state or percentage

Percentage options range from 5% to 100% in 5% increments. Exiting
condition is considered a yellow condition at n percentage.

Virtual machine state options correspond to activities: Creating, Migrating,
Connecting, Disconnecting, Migrating with VMotion, Reconnecting,
Removing, Resetting, Resuming, Starting, Stopping, Suspending,
Disconnected, Initial, Orphaned, Powered Off, Powered On, Suspended.
Host state options correspond to activities: Connecting, Disconnecting,
Reconnecting, Removing, Shutting down, Connected, Disconnected.
Exiting state is considered a yellow condition at selected state.

The colors corresponding to the exiting/from and entering/to states are set in
the Actions tab. The default is From yellow to red.

To define the trigger:
a. Click the Triggers tab.
b. Using the pull-down menus, indicate the type and condition of the state.

c. Optionally, define multiple conditions for the alarm triggering event. Click
Add. Enter the parameters for each condition.

Alarm Properties [ ]
General Triggers IAchnnsl
Trigger the alarm wher.. rellow Red

WM CPU Usage |is above = [ =l[o0% =]

jl Reconnecting.. i I

Add | Femove |

Ok I Cancel |
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5. Specify the action to be taken when the alarm is triggered.

Alarm Properties B
Genelall Triggers Actions I
Alarm actions oceur when the tigger changes from one color to another. Use the list below to

define new actions. For each action, use the checkbozes to the right to determine when the
action will fire:

Send a notification e-mail =

[~ From areen to yellow
enter e-mall addresses

v From yellow to red

[~ From red to yellow

Suspend the virtual machine
Power off the vitual machine
Reset the vitual maching

[ From yellow to green

Add | Remove |

Qk I Cancel
a. Click the Actions tab. Click the Add button.

b. Click the appropriate check box.

There are four different level changes: green to yellow, yellow to red, red to
yellow, and yellow to green. Attach an action for each change from one level
to another.

c. Select the action to be taken when the event is triggered and specify the
associated information. The options are:

» Send a notification email.
Provide the email address for the notification recipient.

SMTP sends a notification email. The SMTP must be ready when the email is
sent. There are two ways to set SMTP: through VirtualCenter or through
Microsoft Outlook Express. VirtualCenter setup is not always needed if the
SMTP setting in Outlook Express is correct.

VirtualCenter server generates the email message subject and body text. Only
the "to” list (receiver) is required from user input. Specify the email address to
which the message should be sent. Separate multiple receivers with commas
or semi-colons. See Preparing for Email Message SMTP Alarm Notification on

page 402.

» Send a notification trap.
There is a default SNMP notification receiver, the VirtualCenter server. An
SNMP trap viewer is required to view a sent trap. The VirtualCenter server host

must be configured to receive SNMP traps. See Preparing for SNMP Alarm
Notification on page 403.
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* Run a script.
Provide the path to the script to run.

The user script command and its arguments need to be formatted into one
string.

The user script runs in other processes and does not block the VirtualCenter
server from running; however, the script consumes server resources, such as
processor and memory.

« Suspend the virtual machine.
This applies to a virtual machine alarm.

Power off the virtual machine.

This applies to a virtual machine alarm.
 Reset the virtual machine.

This applies to a virtual machine alarm.
Complete the alarm. Click OK.

VirtualCenter verifies the configuration of the alarm and adds the alarm to the list
of alarms for the selected object.
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Editing Alarms
To edit an existing alarm:

1.

From the VirtualCenter client, display the inventory panel and expand the
appropriate object.

Click the Inventory button in the navigation bar. Expand the inventory as
needed,.

Identify and select the object where the alarm is defined.
a. Select an object where the alarm is applied.

b. To display the Alarms list, click the Alarms tab.

c. Click the linked object in the Defined in column.

VirtualCenter displays the Alarms panel for the object where the alarm was
defined.

Display the alarm properties.
The entry in the Defined in column for the alarm must be This object.

Select the alarm to edit. Select Properties from either the main or right-click
menu.

[ techpub-vc - YMware YirtualCenter

File Edit ¥M Y¥iew Help

@ s (5 vmware

Inwentary Scheduled Tasks  Templates Events
+ #
| anPGF- LS
q
[ ZerverFarms
[£1y Mew Farm Groupz Summary | Virtual M: : | Hosts | Performance ; Events B 5
=1 G [Eechpubs| Mame | status | Definedin | Defined for | Last triggered |
7] f’e;m”;'elsx“’mware‘mm @ Host CPU Usage Co@ ok Server Farms  Hosts 11/17j2004 11:44 ...
a Eenpubs iUz Yimware. cof @ Host Memary Usage  (QO@ 0K Server Farms  Hosts
a techpub-we, vimware, com
O @ YMMemory Ussge (@0 Warning  Server Farms Whis 11/17/2004 4:01 PM
% Discvered ¥Ms @7 Host Connection OO@ ok Server Farms  Hosts
T deployl @ ¥MCPU Usage OO@ 0K Server Farms  WMs
Aubsz @ YMHeartbeat @O0 Alert Server Farms  UMs 11/16/2004 3:48 PM
anatherpubs ﬁi Mew Alarm (2) QD@ ok This object  Hosts 11/17/2004 11144 ...
g o v
= Show active tasks | [Connected as WMWAREM\bethary 7
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4. Edit the alarm general, triggers, or actions, as needed. Click OK.

Alarm Properties [ %]

General | Triggers | Actions |

—Mame

[New Alarmn (4]

— Type
& Moniter a host
1 Monitor a

¥ Enabled

Ok | Cancel I

VirtualCenter verifies the configuration of the alarm and edits the alarm for the
selected object. Refer to Creating Alarms on page 407 for additional information.
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Removing Alarms

Remove alarms from the object in which they were defined. You cannot remove them
from a child level.

To remove an alarm:

1. From the VirtualCenter client, display the inventory panel and expand the
appropriate object.

Click the Inventory button in the navigation bar. Expand the inventory as
needed,.

2. Identify and view the Alarms panel for the object where the alarm is defined.
a. Select an object where the alarm is applied.
b. Select the Alarms tab.

c. Ifthe Defined in column for the alarm you wish to edit has a blue link, that is it
does not say This object, then click the blue link.

[ techpub-vc - ¥Mware ¥irtualCenter

File Edt WM ‘iew Help

g 'ﬁ [@ vmware

Inwventory Scheduled Tasks  Templates Ewvents

L T IEIE

= [ Server Fams =
= [7y supergroup 1 e .
pubs2 Mame | Status | Defiredin | Defined For | Last triggered
8 techpubs @ Host CPU Usage DO@ oK Server Farms  Hasts
%m @ Host Memory Usage  QOO@ 0K Server Farms Hosts
@' Host Connection CO@ oK Server Farms  Hosts 11/9/2004 3:15 PM
[ techpub-ve vmware,
P —— @ New Alarm (2) OO@ oK techpubs Hosts
=] % Discovered YMs
B Clone of p2v win
G FreeBsD
& ey
Eh M3 windows clon
Gh MS-DOS (2)
G Microsoft Window
G Microsaft Window

Gh Metware & -
1| »

2 Ghow active tasks | [Cornected as VMWAREM bethary 7

VirtualCenter displays the Alarms panel for the object listed in the blue link.
This is where the alarm was defined.

3. Remove an alarm.

Select the alarm, select the right-click menu, and click Remove. Alternatively,
select the alarm and press the Delete key on the keyboard.
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A confirmation popup appears. Click Yes. The alarm is removed.

File Edit ¥M Wiew Help

3 O

Inwentary Scheduled Tasks  Templates Events
BN SR HLe| 23

q
| Server Farms

) [ | Server Farms =
B [ superaroup Faims o T Feriissions
pubs2 Harme | Status | Definedin | Defined For | Last triggered |
&= 80 techpubs @ Host CPU Usage OO@ Ok Thisobjsct  Hosts 11/10/2004 4:52 FM
g f:;:‘fsj;xu:r:m:: @ Hast Memory Usage O O@  OK This object  Hosts
@ tochpub-vemware, @ M Memary Usage OO@ ok This ohject  WMs
testserver. vmware.c i Host Connection [l 1 This object Hosts 11/9/2004 3:15 PM
= % Discovered WMs @ VM CPU Usage Froperties This object  ¥Ms
G Clone of p2v win @ vMHeartbeat This object  WMs 11/3/2004 11:21 AM
({1 FresBSD
Eh G
1 MS Windows clon
B M5-005 (2)
& Microsoft Windaov
0 Microsoft Windoy
Eh MetiWare & -
K _'lJ

= Show active lasks | [Connected as ViMwWAREM bethany %
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CHAPTER I :

Working with the VirtualCenter
Data

This chapter describes the scope of the VirtualCenter data presented in the
VirtualCenter client. This chapter describes the display of current data. This chapter
contains the following topics:

« VirtualCenter Data Overview on page 418

« Viewing Scheduled Tasks on page 421

« Viewing Templates on page 423

« Viewing VirtualCenter Events on page 424

« Viewing the VirtualCenter Inventory on page 426
¢ Understanding the Summary Tabs on page 428
« Viewing the Farms Tab on page 434

« Viewing the Hosts Tab on page 435

« Viewing the Virtual Machines Tab on page 436
« Viewing the Tasks Tab on page 438

« Viewing the Events Tab on page 439
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« Viewing the Alarms Tab on page 440

« Viewing the Permissions Tab on page 441

« Viewing the Console Tab on page 442

« Viewing the Performance Tab on page 444

« Working with Performance Chart Data on page 447

VirtualCenter Data Overview

You can access the general display of data and activity through the information panel
of the VirtualCenter client window. The information panel is the visual center of your
VirtualCenter monitoring activities. Through the information panel, view status,
resource usage, and performance information about your hosts, virtual machines, and
farms. View scheduled tasks, available templates, and a list of events.

When an object is removed from the VirtualCenter inventory, its log and event history
remains until purged through the normal processes.

This information is in one of the following two sets of panels:

« Navigation bar — Provides shortcuts to generalized areas of related activities.
The options are: Inventory, Scheduled Tasks, Templates, and Events.

The Scheduled Tasks, Templates, and Events options display a single information
panel. The Inventory button displays an inventory panel or an information panel.
The Inventory information panel displays a set of tabs. The displayed tabs
depend upon the object you select in the inventory panel.

When you select any other navigation bar, the information panel appears.

« Inventory tabs — A subset of the Inventory button. The Inventory tabs are a set
of panels that display task oriented information pertaining to the selected
VirtualCenter object. Each VirtualCenter object has its own set of tabs. The tab
options are: Summary, Farms, Hosts, Virtual Machines, Performance, Tasks, Events,
Alarms, Console, and Permissions.

When you select the Inventory button in the navigation bar, an information
panel appears on the right side of the screen. When you select an object (host,
virtual machine, group, or farm) from the inventory panel, the information panel
displays tabs corresponding to the selected object. This data appears until you
select another Inventory button.

The following table shows the available panels and their source mapping.
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Note: You can use either the navigation bar or the information panel tabs to view
events information.

Panel Source Description
Alarms inventory panel | Lists the configured alarms for the selected object.
Console inventory panel | Displays a remote console to interact directly with the virtual

machine. Through the remote console you can take selected
actions upon the virtual machine.

Events navigation bar Lists the recent event messages for all objects managed by
VirtualCenter. Keeps all event messages.

Events inventory panel | Lists the recent event messages that report on the status of
the selected object.

Farms inventory panel | Lists the farms assigned to the selected farm group.

Hosts inventory panel | Lists the hosts assigned to the selected farm.

Inventory navigation bar Provides access for managing all the Server Farms entities.
Performance inventory panel | Displays the performance charts for the selected host or

virtual machine resources. The charts for farms and hosts
display combined charts that show the usage of each

resource.

Permissions inventory panel | Lists the users and groups that have permissions on the
selected object and at what level the permission was
assigned.

Summary inventory panel | Displays a collection of data for the selected object.

Scheduled Tasks | navigation bar Provides access for creating and managing scheduled tasks.

Tasks inventory panel | Lists the all tasks for the selected object.

Templates navigation bar Provides access for managing templates.

Virtual Machines | inventory panel | Lists the virtual machines assigned to the selected farm or
host and group. To access, select Virtual Machines and the
virtual machines in the group are displayed.

Each navigation bar has a primary information panel and associated tab. The
Inventory button has an inventory panel from which you can select objects. Each
selected object has its own set of associated information panel tabs. The following
table lists the possible tab views for each VirtualCenter object.
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Inventory Summary | Farms | Virtual Machines | Hosts | Performance | Tasks | Events | Alarms | Console | Permissions
Object

Server Farms Farms | Virtual Machines Hosts Tasks Events | Alarms Permissions
Farm Group Farms | Virtual Machines Hosts Tasks Events | Alarms Permissions
Farm Summary Virtual Machines Hosts | Performance | Tasks Events | Alarms Permissions
Host Summary Virtual Machines Performance | Tasks Events | Alarms

Virtual Virtual Machines Performance | Tasks Events | Alarms Permissions
Machine

Group

Virtual Summary Performance | Tasks Events | Alarms | Console | Permissions
Machine
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Viewing Scheduled Tasks

You can view a list of VirtualCenter tasks that are scheduled to be performed, and you
can create and edit scheduled tasks.

CHAPTER 17 Working with the VirtualCenter Data

To view scheduled tasks, click Scheduled Tasks in the VirtualCenter client navigation

bar.

[ techpub-vc - YMware VirtualCenter =] _[O]

File Edit WM View Help
@ i () vmware

Irwentary Scheduled Tasks  Templates Ewents

FdMew 75 Propeties

Scheduled Tasks

Description | Lastrun | Mext run | -
@ Power on Clone of p2v win.., 11f17[2004 3:17 PM

71 Power off Microsoft wind.., 117172004 2:00 &M 11/15/2004 2:00 AM
7] Power on Micrasoft Wind...  11/17/2004 2:00 PM 11/18/2004 2:00 PM
[#] Deploy template_1 as dep... 11{17/2004 3:58 PM 11/19/Z004 2:00 PM
Clone WinNT machine as c...  11/17/2004 3:18 PM 11/17/2004 8:00 P
F Migrate Netware 6to tec...  11717/2004 3:18 PM 11/18/2004 10:00 AM
F Wigrate Netware 6to tec...  11716/2004 4:00 PM 11/17/2004 4:00 PM
# Migrate FresBsD to precio.,,  11/17/2004 3:20 PM 11/17/2004 4:20 PM
# Migrate FresEsD totechp...  11{17/2004 3:40 PM 11/17/2004 4:40 PM
ﬁ Power on Microsoft Wind...  11/17/2004 3:17 PM j
Active Spstem Tasks
Mame: | Target | Progress Status Reason |
< | |
= Hide | [Connected as YMWAREM\bethary %

Navigation Bar > Scheduled Tasks Button

The scheduled task activities include:

Create a new task

Edit the task properties

The type of scheduled tasks that can be created through the New Task Wizard include:

Deploying a virtual machine from a template
Cloning an existing virtual machine

Changing the power status of a virtual machine
Migrating a virtual machine

Migrating a virtual machine with VMotion

Changing resource settings of a virtual machine
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For more information on scheduled tasks, refer to Working with Scheduled Tasks on
page 333. The table below lists the possible attributes that appear in a Scheduled
Tasks panel list.

List Attribute Description

Description Details of the task, such as the task, the name of the
VirtualCenter object where the setting was made, the
expected name of the object, and the location

Last Run Date and time the task was last performed

Next Run Date and time the task is to be performed next
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Viewing Templates

The Templates option in the navigation bar displays the list of available templates and
provides the means to create, deploy, and clone templates.

To view the templates, click Templates in the VirtualCenter client’s navigation bar.

Events

[ techpub-vc - ¥Mware YirtualCenter [-Bf _ O]
File Edit ¥M View Help
i A [
@ - C i ll vmware
Irventary Scheduled Tasks | Templates

FIMew (B Deploy  fH Clone

Templates

Mame | Guest o5 |
template_1 Dos
p2v win template windaws 2000 Server
J| Clone of template_1 ~ DOS

Size-MB | Datastore
4096 techpub-ve on local disk
8192 YMware VirtualCenter Server Repositary
4096 VMware YirtualCenter Server Repository

J| TemplateRedHatent. .. GNUfLinux

4096 VMware YirtualCenter Server Repository

< |

|

= Show aclive tasks |

[Connected as YMWAREM bethary %

Navigation Bar > Templates Button

The template activities include:
o Create a new template
« Deploy a template (create new virtual machine)

e C(Clone atemplate

For more information on template, refer to Working with Templates on page 255. The
table below lists the possible attributes that appear in the Template panel list.

List Attribute Description

Name Name of template

Guest OS Guest operating system in the virtual machine
Size Size of the template, in MB

Datastore Indicates if the template is on a shared datastore
Description Text entered for reference
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Viewing VirtualCenter Events

An event is any action that is of interest to VirtualCenter. Each event triggers an event
message. All event messages are archived in the VirtualCenter database. Event
messages appear in two locations:

Events option in the navigation bar — Displays all events that have occurred
on the VirtualCenter server.

Events tab for an object under the Inventory button — List the events that
occurred on or to the selected object.

To view VirtualCenter events, click Events in the VirtualCenter client’s navigation bar.

[ techpub-vc - ¥Mware YirtualCenter
Fle Edit WM ¥ew Help

= 4 L .
5] | (&) vmware
Inventary Scheduled Tasks  Templates Events

Export Events

Description. Type, or Target contains: = Clear

Description | Type I Time | Task | Target [ =l
@] Micrasoft Windows NT on hast testserver vmware.com ... (1) info 11/17/2004 4:00PM Power on%M (11 Microsaft Wi,

@ Virkual Machine Microsoft Windows MT: Cannot finda ...k error 11j17j2004 4:00 PM

@ Microsoft Windows NT on hast testserver vmware,com ... @ infa 11/17/2004 4:00PM  Power on¥M (51 Microsoft Wi,
Failed to power on For virbual machine Microsoft Wind, ., dh  errar 11/17/2004 4:00PM Power on¥M (51 Microsoft W\.‘.\

@3 virbual Machine MS-DOS (2): The filenams “[dew/fd0" is... A4 warning 11/17/2004 4:00 PM

@3 virtual Machine M5-DOS (2): Device Floppy0 wil start d... & warning 11/17/2004 4:00 PM

@ M5-DOS (2) on host techpubs-linux vmware.comisp... () info 11/17/2004 4:00PM Power on%M (71 MS-DOS (2)

@ M3 Windows clone task on hast testserver, vmware,com. .. @ infa 11j17/2004 $:00PM  Power on M (1 MS Windaws... =
@ Virkual WMachine M3 Windows clone kask: Cannot find a... b error 11j17j2004 4:00 FM ;I
A e . . . . Sisieaaare T WP

Event Details N

Type: emor  Time: 11/17/2004 400PM  Task: PoweronVM  Taiget: Miciosoft Windows NT

Description:
@) Failed to power on for vittual machine Micrsoit Windows NT on host testserver viware com: operation falled 1o change the YM to the ¢

Related Events:

@ Miciozoft Windows NT on host testeerver. vmware.com is starting

< |
= Show active tasks | [Connected as YiMWAREM bethary 4

e,

Navigation Bar > Events Button

Events activities include:

Sorting the list of event messages.
Viewing the event details for a selected message.
Following the links in an Event Detail message.

Exporting events to a text file. The exported data can be a set of messages
selected by time, date, and type.
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For more information on events, refer to the chapter, Working with Alarms and Events
on page 393. The table below lists the possible attributes that can be displayed in an

Events panel list.

List Attribute Description

Description Text explanation of action

Type Type of event that occurred

Time Date and time event occurred

Task Task that triggered the event, if there is one
Target Object the event occurred on
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Viewing the VirtualCenter Inventory

The Inventory button in the navigation bar displays an inventory panel and an
information panel. Each object in the inventory panel displays a particular set of tabs
in the information panel. The remainder of this chapter describes each of the
Inventory tab panels.

To view the inventory, click Inventory in the VirtualCenter client’s navigation bar.
The navigation bar topics are covered in the following sections:
» Understanding the Inventory Panel

« Understanding the Information Panel

Understanding the Inventory Panel

The inventory panel is located on the left side of the screen when you select the
Inventory button in the navigation bar. The inventory panel elements include:

« Hierarchical listing of VirtualCenter server objects.
« Status icons associated with each object.

« Toggle to close or open the inventory panel.

e Popup menu bar for close, dock, and float options.

The root of the inventory panel is a top-level group labeled Server Farms. All farms,
groups, hosts, and virtual machines fall within the Server Farms group. All of these
items are added to the VirtualCenter server through the VirtualCenter client.

Depending upon your user permissions, you may be able to see but not expand a
farm or group. You must be assigned the appropriate permissions levels before you
can view and take action upon objects managed by VirtualCenter.
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Understanding the Information Panel

The information panel is the visual center of your VirtualCenter monitoring activities.
Through the information panel you:

« View status, resource usage, and performance information about your hosts,
virtual machines, and farms.

« View scheduled tasks, available templates, and a list of events for the object
selected.

Select any button in the navigation bar or any object in the inventory panel and the
corresponding information panel appears. Select the Inventory button in the
navigation bar and the information panel appears to the right side of the inventory
panel. Use the docking option in the inventory panel menu, to place the information
panel on the left side of the screen.

The information panel elements are:
o Toolbar — specific to each navigation button

« Tabbed panel — for all but the Inventory button, lists in column form, all the
objects that apply to the navigation button. For the Inventory button, there are
multiple tabbed panels that vary depending upon the object selected in the
inventory panel.

« ldentification line — displayed with the Inventory button only, it lists the name
and, if relevant, the version level of the object selected in the inventory panel.

427



VMware VirtualCenter User’s Manual

428

Understanding the Summary Tabs

The Summary tab is available when you select a farm, host, or virtual machine object
from the inventory panel. The Summary tab information panel is grouped into
sections, depending upon the object type selected.

The Summary tab topics are covered in the following sections:
» Viewing the Farm Summary Tab
» Viewing the Host Summary Tab

» Viewing the Virtual Machine Summary Tab

Viewing the Farm Summary Tab

The farm Summary tab displays information that applies to the hosts and virtual
machines within the farm.

[ techpub-v¥c - YMware YirtualCenter [-[a] _ O] x]
Fie Edt Y View Help

58 @ () vmware

Invenioy  Scheduled Tasks ~ Templaies  Evenls

N E

[ ServerFarms
) [ Mew Farm Group2

cW
@ precdious-esx, vmware.cor Tatal Hosts: 4 WMs Powered On: 8
@ techpubs-inux.vmware.c Disconnected Hosts: o WMs Suspended: 0
[& techpub-ve.vmmare,com Tokal Yirtual Machines: 31 Tatal UMs Provisioned: 1
[ testserver vmware.com Disconnected Virtual Machines: 0 Tatal VM Migrations: 201

) [Z, Discovered s
1 M5 Windows clone ta
@ M5005 (2) View tables for: ® U Memary 3 Disk B Hetwork
1 Microsoft Windows N CPU Usage, Hot List
1 Micrasoft Windows S¢
() Micrasoft Windows Se

) Hetwars || Most active Hosts Least Active Hosts
) Hovell etwars 5 precious-esx.vmu. . 6% testserver.vmmar 0%
D MovellNetWare & techpub-ve.vmwa... 5%
B Fo iz cusem | teshpubsinr.. %
& QA Gy
&) RediatEnterpriselin. CPU Usage, Resource Contention (last 24hrs) CPUUsage, Resource Volatility (last 7 days)
& sqLt techpubs-finu. ... 0%  precious-esy.wm. .. +0%
(5 Thub Win2K Test ¥ testserver, vmwar . 0%  tachpubewc.ymi,., +0%
(3 Winzkas precious-esx. ... 0%  techpubs-linuc... +0% —
L1 WnNT machine o | rechoub-veme., . 0%  Lestserver wmwar, +0%
Do e Tk oy
o = : Hl
2 Show active tasks | [Connected as VMWAFEMbethany

Inventory > Farm > Summary Tab
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The farm Summary tab content is described in the following table.

Section

Field

Description

Identification

Total Hosts

Number of hosts on the farm.

Disconnected Hosts

Number of disconnected hosts on
the farm.

Total Virtual Machines

Number of virtual machines on the
farm.

Disconnected Virtual Machines

Number of disconnected virtual
machines on the farm.

VMs Powered On Number of virtual machines in a
powered on state.
VMs Suspended Number of virtual machine in a

suspended state.

Total VMs Provisioned

Number of virtual machines that
have been created by either cloning
or deploying a template.

Total VM Migrations

Number of times virtual machines
have been migrated between host
machines.

View tables for

Processor (or CPU), Memory, Disk,
Network

The resource whose data you wish
to see.

Processor (or CPU)
Usage, Hot List

Most active hosts — Least active hosts

Where the hosts fit, relative to the
critical ends of the range.

Usage, Resource
Volatility (last 7 days)

Processor (or CPU) All hosts Percentage of time any host was in
Usage, Resource contention for the past 24 hours.
Contention (last 24

hrs)

Processor (or CPU) All hosts Percentage change in host

utilization in the past seven days.
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Viewing the Host Summary Tab

The host Summary tab displays information that applies to the host machine and its

resources.

[ techpub-vc - YMware VirtualCenter El=1 =1 E3
File Edt M View Help

s b —

5 ] &) (& vmware

Inventory  Scheduled Tasks  Templates Ewents

[[Z, Server Farms
Hews Farm Group2
£ G techpubs

(@) Windows 2000 Servi Networkd

1 Windows 2000 Servi ¥
lal [ L

om VMware ESX Server, 2.1.0, buil

[ [reanssmme Manufacturer:  Dell Computer Corporation YMotion Enabled: No
[ tethpubsnus.vmware. Model; PowerEdge 16005C Yirtual Machines: 7
[ techpub-ve.vmesre. con Toksl Memory:  3962MB number of Processors: 2
[ testserver.mware.com Pracessor: Intel(R) Xeon{TM) CPU 2.40GHz Number of Mics: 5
&[4, Discovered yMs Ative Tasks: o
() M5 Windows clons £ Commands Available Resources
(f Ms-DOS (2)
1 Micrasaft windows 1 () Manags Virtual Machine Resources avalable Disk Space: 11151 MB
) Microseft Windows ¢ 4= e prepertes Memory Avallsble to New Mz 2186 MB
{5 Microscft Windows ¢
) NetwWare s [§ Edit Host Configuration
(G Movell Netiare 5 @ shut Down
0 Movel Netware 6
[ PB_w2kawM Custor_| | | CPU Utilization (%) Memory Utilization (%)
£ QA GNU
() RedHatEnterprisslir Yirtual Machines 4 D Yirtual Machines 1 [EEE
@ sau Other 3 [ Other 1 (R
£ Toub Wingk Test V1" System Total 6 [ System Total 1 —
(g Win2KAS
{5 WARNT machine Hetworks Datastores
{51 WinkP Test markg
() Windows 2000 Adve VLAMT Vs 30530 MB (11151 ME ava, .

|

= Show active tasks |

|Connested s VMWAREM bethany 7

Inventory > Host > Summary Tab

The host Summary tab content is described in the following table.

Section Field Description
|dentification Manufacturer Manufacturer of the host machine.
Model Model type of the host machine.

Total Memory

Memory installed in the host machine.

Processor (or CPU)

Manufacturer, type, and speed of processor.

VMotion Enabled

Whether or not the host machine is licensed
for VMotion.

Virtual Machines

Number of virtual machines currently
located on the host machine.

Number of Processors Number of processors installed in the host
machine.
Number of NICs Number of NICs installed in the host

machine.
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Section Field Description
Active Tasks Indicates if at least one task is occurring on
object currently.
Commands Manage Virtual Machine The Virtual Machine Resources panel for

Resources

adjusting the resource allocation for virtual
machines on the host. Available for ESX
Server hosts only.

Edit Properties

The virtual machine Properties panel.

Edit Host Configuration

Opens a Web browser to connect to the
VMware Management Interface. Requires
that you log on.

Shut Down

Displays a menu to shut down or restart the
host. Starting the host is not available.

Available Resources

Available Disk Space

Free disk space on all datastores available to
the host machine.

Memory Available to New VMs

Unreserved memory on the host machine.

Processor (or CPU)

Virtual Machines

Percentage of processor used by running

Utilization virtual machines.
Other Percentage of processor used for other
purposes.
System Total Total percentage of processor used on the

host machine.

Memory Utilization

Virtual Machines

Percentage of memory used by running
virtual machines.

Other Percentage of memory used for other
purposes.
System Total Total percentage of memory used on the

host machine.

Networks List of networks accessible by the host
machine.
Datastores List of datastores accessible by the host

machine.
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machine and its resources.

Viewing the Virtual Machine Summary Tab
The virtual machine Summary tab displays information that applies to a virtual

[ techpub-vc - YMware VirtualCenter Bl M=
File Edt ¥M View Help

i & O/ :

Z - ) (& vmware

Irventory

Scheduled Tasks  Templates Ewents

Server Farms

Hew Farm Group2
£ i techpubs
[ precous-esx. vmware.cc
[ techoubs-Inuc.vmware.
[ tethpub-ve.vmuare.con
[ testserver vmware.com
El [ Discovered iMs
G0 M3 Windows done t
(R Ms-DOs (2)
() Microsoft Wwindows
(& Microsoft Windows ¢
B Microsoft ‘windows ¢
[ Metware 6
(1 Movel Netware 5
) Movel Netware 6
(5 PB_W2KHM_Custor
G QA-GNU
G RedHatEnterpriseLir
G sGLL
(3 [TRub WinzK Test ¥ _
[
KT p— LIJ

| w0 a6
I |

Welele

Tpub Win2K Test VM

Summay
Hosted on: precious-esk.ymware.com Guest 05 Windows 2000 Server
Status: oK IF Address: 169.254.159.186
State: Powered on DHNS Marne: vrware-(42e2850.
Active Tasks:  none Vhware Tooks:  Installed (need upgrade)
Commands Devices
Fawer off this virtual machine Device s I
Memory 256 MB

[ suspend this virtual machine
i3 Reset this virtual machine
(p Edit Properties

[ open Console

5] Mioyate ko Mew Hosk

Size Unavalable
Size Unavailable
Using image fustfl..

S Hard Disk 1 (SCSI0:0)
S Hard Disk 2 (5251 0:1)
(25c0-R0M 1 (I0E 0:1)

Using drive fdevifda
Hetworkd

(@ virtual CPUs 1

@ scs1 Controller o BusLogic

= Show active tasks |

[Connected as VMWAREM bethany 2

Inventory > Virtual Machine > Summary Tab

The virtual machine Summary tab content is described in the following table.

Section Field Description
Identification | Hosted on Host where virtual machine is currently located.
Status Condition status of the virtual machine. options:
Alert, Warning, or OK.
State Power state of the virtual machine. Options:
Powered on, Powered Off, or Suspended.
Active Tasks Transition status of any running task.
Guest OS Operating system installed in the virtual machine.
IP Address Primary IP address assigned to this virtual
machine displayed in powered-on state.
DNS Name DNS name assigned to this virtual machine, if any.
VMware Tools Indicates if VMware Tools is installed and/or
current. Unknown indicates that the virtual
machine is in a suspended state.
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Section Field Description

Commands Power Off/Suspend/Resume/ Powers Off/On, Resets, or Suspends/Resumes the

Reset/Power On this virtual virtual machine now.
machine
Edit Properties Opens the Virtual Machine Properties dialog box

for editing the configuration.

Open Console Opens the virtual machine console. Screen is
black if the virtual machine is not powered on.

Migrate to New Host Opens the Migration Wizard.

Create Template Opens the New Template Wizard. Available when
virtual machine is powered off.

Clone this Virtual Machine Opens the Clone Virtual Machine Wizard.
Available when virtual machine is powered off.

Devices Installed or configured devices. For example:
Memory, Hard Disk, Processor, or NIC.
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Viewing the Farms Tab

The Farms tab is available when you select a server farm or farm group object from
the inventory panel of the navigation bar. The Farms tab displays information about
the farms in the group.

[ techpub-vc - ¥Mware YirtualCenter EE M=l
File Edit VM View Help

@ ﬂﬁ [@l vmware

Irventary Scheduled Tasks  Templates Ewents

e« |00 ) a|F Eele|s

Server Farms
[k | Server Farms
[y Mew Farm Groupz 5
51 G techpubs Hame = | Status | Number of ¥Ms | Number of Hosts
] tpre;\nu;-elsx‘\mwara‘mm roterobe felee) 0 o
[@ techpubs-linux. vmware.con i a00 o o
E techpub-we. vmware, com P ®00 - 4
testserver.vmware.com = Lt
Discovered YMs
ﬁ deplayl
pubsz
anotherpubs
0 [ —
A Show active tasks | [Cornected as VMWEREM bethary 7

Inventory > Server Farms > Farms Tab

The Farms tab content is described in the following table.

List Attribute Description

Name Name of farm in the farm group or Server Farms.

Status Condition of the farm.

Number of VMs Number of virtual machines in the farm group or Server Farms.
Number of Hosts Number of hosts in the farm group.
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Viewing the Hosts Tab

The Hosts tab is available when you select a server farm, farm group, or farm object

from the inventory

panel of the navigation bar. The Hosts tab displays information

about the hosts in the farm.

|
[2 techpub-vc - ¥Mware VirtualCenter El M=l

File Edt VM View Help

g o

Inventory  Scheduled Tasks  Templates  Events

() vmware

®«%|En b

[Ty Mevw Farm Groupz
£ G techpubs

B precious-esx.m

[ tehpubs s vmware.con | (isme | State | stabus

3 teshpubvevmmarecom | 5 oo e, Connected  OO® DT ST 10 L 1 tddays
% :)E“SE’VE!%WE’“““" 0 techpubslnus ... Connected  OO® e 4o BT 249 1 1 120das
e d:;”ﬁ“yj’e - [ testervervmuarec.. Connected  OO® [ oI 1007 2 2 l4days
4 H precous-essamar,. Comnected  OO@ S 1] %2 2 5 adays
anctherpubs
4| Wil al | ol

alp-Eelee

Server Farms

Farms chines vents = ong
ware.com Name, or State contains: = Clear

% Memory |Memory...[CPU..NIC... | Uptime

3
e

= Show active tasks |

[Connected as VMWAREM bethany 2

Inventory > Farm > Hosts Tab

The Hosts tab content is described in the following table.

List Attribute Description

Name Name of host.

State State of host, for example, powered on or connected.
Note: Different options are displayed depending upon whether the virtual
machine is connected or disconnected and powered on or off.

Status Condition of the host.

% Processor (or
CPU)

Percentage of the processor being used.

% Memory

Percentage of the memory being used.

Memory Size - MB

System memory.

Processor (or CPU)
Count

System processor Count.

NIC Count

Number of NICs.

Uptime

Uptime of system.

435



VMware VirtualCenter User’s Manual

436

Viewing the Virtual Machines Tab

The Virtual Machines tab is available when you select a server farm, farm, farm group,
host, or virtual machine group object from the inventory panel of the navigation bar.
The Virtual Machines tab displays information about the status of virtual machines
within the farm, host, or virtual machine group selected. The Virtual Machines tab’s
panel provides filtering capabilities to view only selected virtual machines.

[2 techpub-vc - vMware VirtualCenter [{=]_[C]
Fle Edt WM View Help

& a8 8§ &

Inventory  Scheduled Tasks  Templates  Ewents

%m0 B|E-Ee o

(i) vmware

& Server Farms
[Ty Mew Farm Group2 508 Vitual Machines s 5
o gch;;i‘swsresx‘Vmwave.mm Name, State, Host, of Guest 0S contains: = Clear
@ techpubs-linux vmware.con | ame | state | status |Hest | % Memory | % CPU | -l
% AU TGS (O ) e i or ¢ Stathg.. OO0 techpud
: ! (@ TpubwinzkTest... [ Powersdon OO@  precious. 61 60
7 g‘sc‘wjrw e (1 WinhT machine Fowered off (OO0 techpub..,
gbs:w’ [ RedHatEnterprisel...  Poweredoff (0 techpub..
anotherpubs (G winServZ003Enterp.. [p Poweredon (OO@  techpub.. 57 NI i}
1 Windows 2000 Ser.. Powered off () techpub.
1 Metware & Powered off (1) techpub,
@ smoketestz [ Poweredon CO@  precious. 31 2
el [» Poweredon @OO  precious.. 0 L]
1 win20005ery Powered off () techpub...
[ m5Dos(2) [P Poweredon @O  techpub.. 53 NN 0
1 Windows %P Profes. . Powered off () techpub.
() winServ2003std Powered off OO techpub..,
T — 2

- Show astive tasks | |Connected as VMWAREMAbethary 7

Inventory > Farm > Virtual Machines Tab

The Virtual Machines tab content is described in the following table.

List Attribute Description

Name Name of virtual machine.

State State of virtual machine, such as, powered on or connected.
Status Condition of the virtual machine.

Host Host where virtual machine is currently resident.

% Processor (or CPU)

Percentage of the processor being used.

% Memory

Percentage of the memory being used.

Guest OS

Guest operating system in the virtual machine.

Memory Size - MB

System memory.

Processor (or CPU)
Count

System processor Count.

NIC Count

Number of NICs.
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List Attribute Description

Uptime Uptime of system.

IP Address IP address of the virtual machine.

Tools Status whether or not VMware Tools is available.

Note: The status is unknown if the virtual machine is powered off.

Path Location of the virtual machine in the inventory.
DNS Name DNS name used on the network.
Uuib UUID used on the network to uniquely identify this virtual machine.
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Viewing the Tasks Tab

The Tasks tab is available when you select any object from the inventory panel.
Selecting a task displays to its details in the Task Details field. Click the link in the Task
Details field to shift the display to the linked object.

The Tasks tab displays a filtered view of the Tasks. It displays either all tasks in the
VirtualCenter server or only those tasks that occurred on the selected object through
a toggle. The toggle option state, Show all entries or Show <object> entries, displays
in the bottom right status bar of the VirtualCenter client.

[ techpub-vc - YMware ¥irtualCenter EE] M= E3
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»
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M

= Show active tasks |

[Showing all eniries _[Connected as YMWAREM\bethary 7/

Inventory > Virtual Machine > Tasks Tab

The Task tab content is described in the following table.

List Attribute Description

Name Name of the task.

Target Object task performed on.

Progress Progress state of the task, if it is in progress.

Status State of complete of the task.

Reason Name of user initiated the task or whether or not the task was a scheduled task.
Time Time task started.
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Viewing the Events Tab

The Events tab is available when you select any object from the Inventory panel.
Selecting an event displays its details in the Event Details field. Click the link in the
Event Details field to shift the display to the linked object.

The Events tab displays a filtered view of the Events. It displays either all events in the
VirtualCenter server or only those events that occurred on the selected object
through a toggle. The toggle option state Show all entries or Show <object> entries
displays in the bottom right status bar of the VirtualCenter client.
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Inventory > Virtual Machine > Events Tab

The Events tab content is described in the following table.

List Attribute Description

Description Text explanation of action.

Type Type of event that occurred.

Time Time event occurred.

Task Task that caused event.

Target Object on which the event occurred.
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Viewing the Alarms Tab

The Alarms tab is available when you select any object from the inventory panel of
the navigation bar. The Alarms tab displays the alarms that have been created for the
selected object and the status of the alarm.
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Inventory > Host > Alarms Tab

The Alarms tab content is described in the following table.

List Attribute Description

Name Name of object.

Status Condition of the alarm.

Defined in VirtualCenter object where the setting was made.
Defined for VirtualCenter to which the setting applies.

Last triggered Date and time the alarm was most recently triggered.
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Viewing the Permissions Tab

The Permissions tab is available when you select any object from the inventory panel
except a host. The Permissions tab displays the users and groups with their associated
permission roles assigned to the selected object.

%z localhost - YMware YirtualCenter
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pubsz Summary  Vitual Machines | Hosts  Performance  Tasks ' Events  Alarms  [RREiiESE
Bl [ Mew Group User/Group | Rele | Definedin |
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E‘ . 8 ymwarEMbethary Yirtual Maching Adrministrator This ohjact
12roup 8 Administrators WMware VirtualCenter Administrator Serwver Farms
& WMagroupz
=] anotherpubs
[ vMgroups
< Show active tasks [ [Connected as YMWAREM bethany %

Inventory > Virtual Machines > Permissions Tab

The Permissions tab content is described in the following table.

List Attribute Description

User/Group Name of user or group assigned the role.

Role The role assigned to the user or group. options: Read Only User, Virtual Machine
User, Virtual Machine Administrator, and VirtualCenter Administrator.

Defined In The VirtualCenter object where the permission user-+role pair is assigned. If it is
not the current object, a link to the defined in object is displayed.
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Viewing the Console Tab

The Console tab is available when you select a virtual machine object from the
inventory panel of the navigation bar. The Console tab displays a blank screen when
the virtual machine selected is not powered on. When the virtual machine is powered
on, the Console tab displays the running console of the virtual machine. When you
select the Console tab, a popout version of the console is also available by clicking on
the Console toolbar button.
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Inventory > Virtual Machine > Console Tab

The Console tab provides live access to the virtual machine console from within the
VirtualCenter client and allows you to interact with the operations of the virtual
machine. A detachable virtual machine console window can be operated
independently from the VirtualCenter client by selecting the appropriate virtual
machine from the inventory panel and clicking the Console option in the Inventory
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toolbar. This separate console operates in addition to, not to the exclusion of, the
embedded console.

I
{Bh Console: Tpub Win2K Test ¥M [[el_[o]x]
File  Edit | v

Fower on
Power off
Suspend
Resume
Reset

Send Cerl+-Alt+Del

Install YMware Tools

Detachable Console Window

The behavior of the VirtualCenter client console is similar to, but not an exact
duplicate of, the VMware Remote Console provided with VMware ESX Server or the
VMware Virtual Machine Console provided with VMware GSX Server. For example,
quick switch mode (for switching between console windows), snapshots, and full
screen mode are not included in VirtualCenter. The VirtualCenter client console does
not provide access to selected functions (such as power or configuration operations)
of the virtual machine. These tasks are handled on the VirtualCenter client toolbar.

443



VMware VirtualCenter User’s Manual

Viewing the Performance Tab

The Performance tab is available when you select a farm, host, virtual machine group,
or virtual machine from the inventory panel of the navigation bar.

The Performance tab displays the selected object’s information in graph form.
Performance views show graphs for four primary attributes: Processor (or CPU)
Usage, Memory Usage, Disk I/0 Usage, and Network 1/0 Usage.

Performance charts for hosts and virtual machines display in two forms:

« Summary charts — For farms and virtual machine groups, VirtualCenter
displays thumbnail charts of processor, memory, disk and network utilization for
each host in the farm or virtual machine in the group.

« Individual charts — For hosts and virtual machines, VirtualCenter displays
thumbnail charts of processor, memory, disk and network utilization along with
a detailed chart of a selected resource.

Performance charts for farms and virtual machine groups display the summary charts
for each host or virtual machine in their group, respectively.

The Performance tab topics are covered in the following sections:
« Viewing Summary Performance Charts

« Viewing Individual Performance Charts
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Viewing Summary Performance Charts

The Performance tab of a farm or a virtual machine group displays summary charts for
each host in the farm or each virtual machine in a virtual machine group. These
summary charts include the total processor, memory, disk, and network utilization
over a selected time range, along with the average utilization over that same time
range. Clicking on the chart links displays the charts.

CHAPTER 17 Working with the VirtualCenter Data

If there are more than four hosts or virtual machines in the farm or virtual machine
group, then the First, Prev, Next, and Last buttons are available to shift the view to
additional hosts or virtual machines.
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Inventory > Farm > Performance Tab
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The Performance tab content is described in the following table.

List Attribute Description

Name Host or virtual machine name.

Processor (or Reports the percentage of processor being used.

month, year.

CPU)

Memory Reports the memory usage in MBytes.

Disks Reports the number of bytes per second of read and write activity to and from
the disk.

Network Reports the number of bits per second of input and output to each and all
network interface (NIC) cards.

Range Selectable range of time to display in the charts. Options include: day, week,

Viewing Individual Performance Charts

The Performance tab displays four thumbnail charts and one expanded ¢
monitored resource for each selected host or virtual machine.

hart of the

The thumbnail charts at the top of the panel are the same as the summary charts.
Clicking a summary chart displays an expanded version of that chart in the body of

the panel.
[ techpub-vc - ¥Mware VirtualCenter E= M=l E3
Ele | Edit v View Help
— wow
a3 o &
52 i o (& vmware
Inventory  Scheduled Tasks  Templates  Ewents

| B0 b We| s s

[Zi, Server Farms
B [ superaroup

pubsz

=] m techpubs view chart for:

| E—— L.

]

[ precous-esx.vmwars. oo

[F | techpubs-inu: vmware,

a techpub-ve.vmware .con

[ testserver.vmware.com
B A Discovered s

cru Memory Disk I/O

Disk 1/0 Performance Range:

15.6 KBps

Hetwork [jO
Past Day -

ﬁ Clone of p2v win for
& FreeBSD

@ G 7.8 KEps
ﬁ M5 Windows clone b
(i Ms-00s (2) VLA

& Microsoft Windows

& Microsoft wWindows =

() Microsoft Windows <

G Netiare 6

& Movell NetWare 5

& Movell Netware &

{1 PB W2K3YM Custor ™
3

11/12/2004 1:33 PM

Chart Entries Past 5 minutes | | Event Indicators
2 KBps Power Operation

0Bps g WMokion Migration

Hide legend

]

11/13/2004 1:33 P

ZKBps 4 Resource Allocation Change

Customize Chart..,

= Show active tasks  |To release cursor, press CTRL+ALT

Inventory > Host > Performance > Processor (or CPU) Chart
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Working with Performance Chart Data

There are several things you can do to alter the view, the data collected, and the range
of information stored to the VirtualCenter database. The following sections describe
these activities:

« Displaying the Performance Panel Legend on page 447

« Changing the Performance Panel Range on page 447

« Customizing Performance Charts on page 447

« Viewing Performance Panel Resource Charts on page 449

« Configuring Performance Measurement Intervals on page 451

« Configuring the Number of Threads for Collecting Performance Statistics on
page 452

« Configuring the Statistics Detail for Performance Data on page 453

« Exporting Performance and Host Summary Data on page 454

Displaying the Performance Panel Legend

Click the Show legend/Hide legend link to view or hide the legend for the charts. The
legend at the bottom of the panel displays a key for:

o Chart Entries — These map the line styles to the item they are representing.

« EventIndicators — These triangular icons on the expanded chart indicate
when significant events occurred for the host or virtual machine. Click the
Events tab to locate the nature and condition of the event.

Changing the Performance Panel Range

In the Range list, you can adjust the time increment for the charts. The charts can
display data from the past day, week, month or year.

Customizing Performance Charts

When you select the Customize Chart link, the Customize Performance Chart dialog
box is displayed and provides options that affect the display of the chart. The chart
options differ between hosts and virtual machines.

Host customize chart options:
e Processor (or CPU):
« Total processor (or CPU) utilization [line chart]

« Total processor (or CPU) utilization by virtual machine [stacked chart]
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e Memory:
 Total memory utilization [line chart]
« Total memory utilization by virtual machine [stacked chart]

This also provides an option for selecting which metric to display and a
selectable list of virtual machines to include in the chart data.

« Disk I/O and network I/0 only:
« Total disk/network I/O
« Total disk/network I/0 by device
« Total disk/network I/0O by virtual machine [stacked chart]

This provides an option for selecting which metric to display and a selectable
list of virtual machines to include in the chart data.

« Individual disk/network 1/O

This provides an option to specify a device and list the performance data by
virtual machine.

[ HostPerformance Chart Options
Graph
 Total disk 1/0

© Total disk 1/0 by device
Mot disk 10 by vitual machine
 Individual disk /0

for dewice: [&LL =

™| by virtual machine

Show
’7 £+ Total " Reads © Wiites ‘
[ Wirtual Machines

] v win for gss All

[l p2v win for gsx

v PE_w2K3WM_Custom None

Apply I [a]3 I Cancel |

Virtual machine chart options:

« Total utilization (line chart) — All devices
» Total disk/network by device (stacked chart) — Disk and network only

This option provides an option for Total/Reads/Writes and a selectable list of
virtual machines to include in the chart data.
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« Individual disk I/O — Disk only

This provides an option to specify a device in the virtual machine.

51 Yirtual Machine Performance Chart Options
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Viewing Performance Panel Resource Charts
To view the following information, select the corresponding chart.
The Performance panel displays the usage of the following resources:
« Processor (or CPU) — Chart reports the percentage of processor being used.
To display the Chart Entries legend, click the Show/Hide legend link.

The host machine processor chart has one usage line while the virtual machine
processor chart has two lines on it: a usage line and a guarantee line.

» Usage: Percentage of processor time used by the virtual machine (or by all
virtual machines on the host)

» Guarantee: Percentage of processor time guaranteed to be available to the
virtual machine (not available on the host chart); value is determined by the
min/max/shares settings of this VM and all VMs currently running on the host

The processor chart displays the percentage of combined processor usage. If
there is more than one processor, the chart distributes the data based on the
combined usage at 100%. The legend lists the values as a portion of the 100%
total.
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Memory — Chart reports the memory usage. This is calculated as a percentage
of shares of the entire physical plus swap memory on the host assigned to the
virtual machine. Virtual machine memory maximum and minimum usage is
configurable.

The display is one chart per host. This does not include NUMA systems. To
display the Chart Entries legend, click the Show/Hide legend link.

The memory chart has two lines on it: an active line and a granted line.

 Active: Memory recently used by the virtual machine (or by all virtual
machines on the host)

» Granted: Memory allocated to the virtual machine (or to all virtual machines
on the host)

If several virtual machines are sharing the same processor or memory, the usage
line steps down or up as additional virtual machines are powered on or off. If
there is no contention for the processor or memory, usage is reported as a flat
line.

Disk — Chart reports the amount of read and write activity to and from the disk.

The data is defined by shares of the disk resource per volume. There is no line to
show the percentage of the disk space read/write usage assigned to the virtual
machine.

To display the Chart Entries legend, click the Show/Hide legend link.

Data is collected on each disk connected to the ESX Server and GSX Server host.
This tracks the VMFS traffic and access to the network share. For any disk, the
reported data is relative to the host selected in the inventory panel. Traffic with a
disk that is due to additional hosts attached to the disk is not included in the
chart.

Host data appears in two aggregate charts: one for read activity and one for
write activity. With VMFS systems, separate charts display volume inbound read
traffic and volume outbound write traffic. Note logical volumes span partitions.

« Total: Total I/O
¢ Reads: Disk reads, network traffic received

o Writes: Disk writes, network traffic transmitted
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« Network — Chart reports the number of bits per second of input and output to
each and all network interface cards (NIC).

The virtual machine aggregate chart shows all the input and output activity per
virtual machine. The detail charts show the activity for each NIC for the virtual
machine.

To display the Chart Entries legend, click the Show/Hide legend link.

Host aggregate chart reports all the network input and output per host. Network
input and network output usage are given separate charts reporting the usage
of the physical NIC based on the configuration of the virtual machines on that
host.

« Total: Total I/O
¢ Reads: Disk reads, network traffic received

o Writes: Disk writes, network traffic transmitted

Configuring Performance Measurement Intervals

Note: Existing performance data is reset (lost) when you change the interval
configuration. However, only the data for that interval is reset. For example, if you
change only the weekly time interval, the daily and monthly data are maintained.

To configure performance intervals:
1. Start the VirtualCenter client.

2. Choose File > VMware VirtualCenter Settings. The VirtualCenter Settings dialog
box appears.

¥Mware ¥irtualCenter Settings

Pertormance | Templalasl Advancedl

[~ Cument Performance Intervals
Mame | Minutes per Sample | Number of Samples |
Past Day 2 288
Past Wesk &0 168
Past Month 360 120
Past Year 1440 365

Remove
[~ Mew Performanee Interval
Mame: Minutes per zample: Murnber of zamples:
Add
ok | Coee |
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3. On the Performance tab, modify intervals and sampling values as needed.

Under Current Performance Intervals, you can remove an existing interval.
Select the interval in the list and click Remove.

To add a new interval:

a. Inthe Name field, enter name of the interval. This name appears in the Range
list on the Performance tab.

b. In the Minutes per sample field, enter the length of time in minutes between
each sample taken.

c¢. In the Number of samples field, enter the maximum number of samples that
are displayed on the Performance tab. As new samples are collected, old
samples beyond the maximum number are purged.

d. Click Add. The new interval appears in the list under Current Performance
Intervals.

4. Click OK. The charts on the Performance tab reflect the adjusted values.

Configuring the Number of Threads for Collecting Performance
Statistics

You can configure multiple statistical refresh threads and distribute their updates over
time. On an SMP VirtualCenter host, you can use multiple threads to increase the
number of managed hosts and take advantage of the additional processor. On a
uniprocessor host, you can adjust this value to smooth out processor usage.

The number of threads is used for collecting performance statistics from managed
hosts. The default value is 1, and the maximum setting is 8.

To configure the number of threads:
1. Start the VirtualCenter client.

2. Choose File > VMware VirtualCenter Settings. The VirtualCenter Settings dialog
box appears.
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3. Click Advanced.

¥Muware ¥irtualCenter Settings
Pertomance | Templates Kﬂd.;.a.'.’\CEd.il
hest.reconhect T hreshold Igg d
client timeout nomal 3
client timeout long 120
pert.rumT hraads fi
perf.level |lu|| J
log verbose |
task.interval |5 j
ok | cee |

4. Modify the perf.numThreads value as needed.

On SMP hosts, using multiple threads increases the number of managed hosts
possible by taking advantage of the additional processors. On UP hosts, it
improves the processor utilization.

5. Click OK to save your change.

6. Restart the VirtualCenter server to apply the changes. For information, see
Restarting the VirtualCenter Server on page 117.

Configuring the Statistics Detail for Performance Data

You can configure the amount of detailed information that is collected for the
statistics. A minimum amount of information is always displayed in the VirtualCenter
client. This setting applies to the amount of information collected and stored in the
VirtualCenter database, which can viewed through the VirtualCenter database views.
Refer to the technical note, Using VirtualCenter Database Views for additional
information on the statistics collected and the database views.

The acceptable values for collecting detailed performance statistics are minimal,
typical, and full. The minimal and typical values match the information displayed in
the VirtualCenter client. The full value stores all the possible detail.

To configure the statistics data collected:
1. Start the VirtualCenter client.

2. Choose File > VMware VirtualCenter Settings. The VirtualCenter Settings dialog
box appears.
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3. Click Advanced.

¥Muware ¥irtualCenter Settings

Pertomance | Templates kﬂd';'a'ﬁ'cé'd'il

host.reconnect T hreshold |30 d

chent.timeout. noimal [20

client timsout long [120

pet rumT hreads [i

perf.level |lu|| J

log. verbose |

task.interval |5 j
[ o | Corcd |

4. Modify the perf.level value as needed.
The choices are: minimal, typical, and full.

Note: Selecting full does not alter the performance statistics viewed in the
VirtualCenter client.

5. Click OKto save your change.

Exporting Performance and Host Summary Data

You can export performance data for a specific virtual machine or for a specific host.
You can export host summary data.

Performance data includes processor Usage, Memory Utilization, Disk 1/O, and
Network I/0. The performance data is exported in a combination of XML and
Microsoft Excel files.

The host summary data contains information about the host hardware, VirtualCenter
settings, and resource and performance data. The host summary data is exported in
HTML or Excel format.

To export host summary data:
1. Select a host in the VirtualCenter client inventory.
2. Choose File > Report > Host Summary.

3. Provide a file name and location and select a file format for exporting the data.
Choose between HTML and Microsoft Excel.

4. Click OK to create the report.

454 www.vmware.com



CHAPTER 17 Working with the VirtualCenter Data

If you have only one file, for example, if you select one statistic, such as virtual
machine processor usage, then only one file is produced. If more than one file is
created, then a folder is also created for each sheet. The main file contains no
data at all; it contains links to the files in the folders.

To export performance data:
Note: Performance data is only exported in Excel format.
1. Select a host or a virtual machine in the VirtualCenter client inventory.

2. Choose File > Report > Performance. The Performance Report dialog appears.

File location
H Browse. . ‘

Devic Setting;
v CRU

Range: lm
¥ Memory
¥ Disk 140 Giaph Sz [snal =]
I Hetwark 110

Cancel

3. Inthe File location field, type a location for the report or click Browse and
navigate to a location and enter a file name.

4. Under Devices, deselect any data you do not want included in the report. By
default, processor, memory, disk I/O, and network I/O data are included in the
report.

5. Under Settings, select the range of the report and the size of the graph
In the Range list, select from the past day, week, month, or year.
In the Graph Size list, select a small, medium, or large graph.

6. Click OKto create the report.

The output is in Excel format.
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CHAPTER

Setting Access and Permissions

This chapter describes how to manage access to VirtualCenter managed objects for
users and groups. This chapter contains the following sections:

¢ Understanding Users and Groups on page 458
« Planning Access Permission on page 466

« Assigning Access Permissions on page 469

« Changing Access Permissions on page 472

* Removing Access Permissions on page 474

You must have VirtualCenter Administrator permission to change the role permissions
assigned to any object in VirtualCenter.
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Understanding Users and Groups

VirtualCenter has full access rights and privileges on all managed virtual objects, such
as, farms, farms groups, virtual machines, and virtual machine groups. VirtualCenter
access is not granted to users for hosts, templates, events, alarms, or scheduled tasks.

When a host is managed with VirtualCenter, VirtualCenter is granted privileges on the
host. VirtualCenter can move virtual machines to and from hosts, and perform
configuration changes needed to support virtual machines. Some configuration
conditions are not handled within VirtualCenter, but can be controlled through the
standard ESX Server or GSX Server interfaces: the VMware Management Interface,
remote or virtual machine console, or service console (ESX Server only).

VirtualCenter registers any selected Windows domain or Active Directory user or
group through the process of assigning privileges. By default, all users who are
members of the Administrators group on the VirtualCenter server machine are
granted VirtualCenter Administrator access. Users who are members of the
Administrator group can log on as individuals and have the appropriate access.

VirtualCenter grants access to each VirtualCenter object by assigning a role and a user
(or group) to each object.

Individual permissions are assigned through VirtualCenter by pairing a user and a role
and assigning this pair to a VirtualCenter object.

« Users and Groups — Created through the Windows domain or Active Directory
database. VirtualCenter registers users and groups as part of the assigning
privileges process.

e Roles — A VirtualCenter pre-defined set of access rights and privileges. There
are four roles. Each subsequent role includes the privileges of the previous role.

The types of roles that can be paired with a user and assigned to an object are:

« Read Only User — Users assigned this role for an object are allowed to view the
state of virtual machines, hosts, farms, and groups.

With this role, view virtual machines, hosts, farms farm groups, and virtual
machine group attributes, that is, all the tab panels in VirtualCenter — except
the Console tab. You cannot view the remote console for a host. All actions
through the menus and toolbars are disallowed. A Read Only User role can view
the templates and scheduled tasks but not perform any actions with them.
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« Virtual Machine User — Users assigned this role for an object are allowed to
perform power operations on virtual machines.

With this role, you can connect with a remote console and view the states of
virtual machines. You cannot modify the configuration of hosts or virtual
machines.

« Virtual Machine Administrator — Users assigned this role for an object are
allowed to add, remove, or modify objects. With this role you can:

» Connect and disconnect virtual machine devices, migrate and migrate with
VMotion, clone, remove, and configure virtual machines.

» Create, import, and deploy templates.
« Add and remove hosts from farms.

« Create, remove, or modify farms, farm groups, and virtual machine groups and
their content.

» Cancel running operations.

« VirtualCenter Administrator — Users in this role are allowed to change
privileges for an object.

With this role, you can add, remove, and set access rights and privileges for all
the VirtualCenter users and all the virtual objects in the VirtualCenter
environment.

Read Only | Virtual Virtual VirtualCenter | Access Permission
User Machine Machine Administrator
User Administrator
X X X X View farms, hosts, and virtual
machines
X X X Perform power operations on virtual
machines
X X X Access remote console
X X Add and remove hosts
X X Add, remove and move virtual
machines, including deploy
templates and clone existing virtual
machines
X X Add and remove farms, and groups
X X Add and remove templates, tasks
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Read Only | Virtual Virtual VirtualCenter | Access Permission
User Machine Machine Administrator
User Administrator
X X Change VirtualCenter Settings

including performance intervals,
template upload directory, and

SNMP and SMTP settings
X Add and change licenses
X Add and remove user permissions

The following table lists the VirtualCenter objects and the role required to perform
functions on each object. Permissions do not apply to hosts. Activities through
VirtualCenter apply to the virtual machines on a host. Permissions are applied to the
virtual machines or the farms and groups containing the virtual machines.

Object Type Action to be Taken Minimum Role Required
Permissions Read Read Only User

Change permissions VirtualCenter Administrator
Farm Read Read Only User

Modify Virtual Machine Administrator
Groups Read Read Only User

Modify Virtual Machine Administrator
Server Farms Read settings Read Only User

Change settings. Virtual Machine Administrator on the

Includes performance intervals, SNMP, Server Farms
SMTP, and template upload directory

Read licenses Read Only User

Adding or removing licenses VirtualCenter Administrator on the
Server Farms

Read alarms Read Only User

Add or modify alarms Virtual Machine Administrator on the
Server Farms
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Object Type

Action to be Taken

Minimum Role Required

Templates

Read

Read Only User

Creating templates

Virtual Machine Administrator on the
Server Farms

Deploying templates with or without
customization

Virtual Machine Administrator on both
the farm that contains the source and
the target machine

Virtual Machines

Read

Read Only User

Power operations

Virtual Machine User

Connect remote console

Virtual Machine User

Configure

Virtual Machine Administrator

Connect/disconnect devices

Virtual Machine Administrator

Migration with VMotion

Virtual Machine Administrator on both
the farm that contains the source and
the target machine

Migration

Virtual Machine Administrator on both
the farm that contains the source and
the target machine

Deploying templates with or without
customization

Virtual Machine Administrator on both
the farm that contains the source and
the target machine

Cloning with or without customization

Virtual Machine Administrator

Scheduling tasks - power operations

Virtual Machine User

Scheduling tasks - deploying or
migration

Virtual Machine Administrator

Cancelling a running operation

Virtual Machine Administrator

Viewing events

Virtual Machine User
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Using the Hierarchy to Apply Access Rights

All VirtualCenter objects are contained within a hierarchy in VirtualCenter. Permissions
(role+user pairs) are inherited through the VirtualCenter object hierarchy. When a role
and user pair are assigned to an object, all objects that are hierarchically under the
object inherit the same role+user assignments. For example, if a role+user pair is
assigned to a farm group, all members of the role+user pair have the access rights and
privileges assigned to all the objects contained in the farm group. Permissions can
also be explicitly assigned to any object in the VirtualCenter hierarchy.

If a user is not assigned to an object with a specific role, the user cannot see or take
action upon the object. Changes to a user’s permissions are implemented when the
user logs on. If the user is currently logged on, the old permissions continue until the
user exits and logs on again. Objects created after a user logs on inherit the parent
object’s permissions.

The figure below illustrates a distribution of user permission. Refer to Abbreviations on
page 16 for a description of abbreviations.

Object [User/Group Name + Role] at Object

Server Farms

VM group 1

VM group 2

Role + User Applied Across Server Farms
When an object is moved within the VirtualCenter hierarchy, the object assumes the
permission settings of its new parent object. Assigned permission pairs (role+user) are
inherited from parent objects. In the figure, if VM2 is moved to VM group 2, user1 loses
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the VirtualCenter Administrator privileges, but keeps the Virtual Machine User
privileges.

The figure below illustrates changes in permission when a virtual machine moves to a
virtual machine group where the permissions granted had been inherited. Refer to
Abbreviations on page 16 for a description of abbreviations.

Object [User/Group Name + Role] at Object

Server Farms

VM group 1

VM group 2

userl lost VirtualCenter Administrator
permission on VM2

Moving Virtual Machine Changing Role + User Status
If the object has explicit permissions that are less than the permissions at the new
location, the higher-level permission granted at the virtual machine group level is
applied. The lower-level explicit permission is removed. In the example, if VM3 moves
to VM group 1, no flag indicates that an explicit permission exists. If the object is
returned to a location with no conflict, VirtualCenter reinstates the explicit
assignment.
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The figure below illustrates the change in permissions when a virtual machine is
moved to a virtual machine group where the user has a higher level inherited
permission. Refer to Abbreviations on page 16 for a description of abbreviations.

Object [User/Group Name + Role] at Object

Server Farms

VM group 1

VM group 2

userl Virtual Machine Administrator explicit
permission on VM2 removed

Moving Virtual Machine Upgrades Role + User
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Using hierarchical inheritance, you can increase access permissions for users (or
groups) as you descend into the VirtualCenter object hierarchy. However, once you
pair higher role levels with a user (or group) at an object hierarchy level, you cannot
reduce permissions at lower levels of the hierarchy. For example, if a user (or group) is
paired with Virtual Machine Administrator role at a virtual machine group level, you
cannot reduce the same user+role to Read Only User for any of the virtual machines
contained within that virtual machine group.

The figure below illustrates when a permission level does not change through an
explicit role+user assignment. Refer to Abbreviations on page 16 for a description of
abbreviations.

Object [User/Group Name + Role] at Object

Server Farms

VM group 1

VM group 2

reducing userl permission to Read Or'ble/ permission on
VM4 is not allowed.

Reducing Role + User Not Allowed Through Conlfiicting Hierarchy
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Planning Access Permission

For each object in the VirtualCenter hierarchy, determine what permissions you want
to grant for each VirtualCenter user and group. Typically, lower level permission roles
are assigned at higher level locations in the hierarchy. As you move down into the
branches of the hierarchy, users and groups permissions naturally start to differentiate:
some users and groups require higher permission roles in some branches, while other
users and groups require higher permission roles in other branches.

Note: Several users may access the VirtualCenter server from different VirtualCenter
clients at the same time. VirtualCenter does not explicitly restrict users with the same
login and password from accessing and taking action in VirtualCenter.

Remove users from the Windows Domain Controller or Active Directory, and they lose
permissions to all objects in the VirtualCenter system on their next attempts at login.
Users that are currently logged in and are removed from the Windows databases
retain their VirtualCenter permissions as long as they remain logged in. Once logged
out, they can no longer access the VirtualCenter system. Individual permissions, or
those granted as part of inclusion in another group, are not affected.

Change a user's name in the Windows Domain Controller or Active Directory, and the
existing user name becomes invalid in the VirtualCenter system.

Preparing GSX Server Windows Host Virtual Machines

A GSX Server virtual machine on a Windows host runs as one of the following three
user accounts:

« The user who powers on the virtual machine — the virtual machine runs as
the account of the user who powered on the virtual machine until the virtual
machine is powered off. Other users can connect to the virtual machine but it
still runs as the user who powered on the virtual machine.

« The local system account — the virtual machine runs as the local system
account.

« A specific user account — the virtual machine runs as the user account
specified when you created the virtual machine or edited its settings.

The type of user account is specified when you create the virtual machine, and you
can change it in the GSX Server virtual machine settings editor. See your GSX Server
documentation for more information.
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To allow VirtualCenter to perform all the functions on any GSX Server virtual machine,
every GSX Server virtual machine must be configured to run as a specific user account
— the user account specified when the host was added to VirtualCenter.

Any virtual machine created through VirtualCenter on a GSX Server Windows host is
configured to run as this user. This ensures that the virtual machines have
corresponding access to all datastores.

Note: If the virtual machine created through VirtualCenter on a GSX Server Windows
host is later modified in a GSX Server console to run as the local system account or a
specific user account, then the virtual machine runs as that user account, and not as
the user account specified when the host was added to VirtualCenter. If it is modified
in a GSX Server console to run as the user that powers it on, when the virtual machine
is powered on from the VirtualCenter client, it runs as the user account specified when
the host was added to VirtualCenter.

Note: The only way to change the user account VirtualCenter uses for running virtual
machines on a GSX Server Windows host is to remove the GSX Server host from
VirtualCenter, then add it back again.

If you configured virtual machines on a GSX Server Linux host, you should make sure
you have the correct permissions to run them.
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Setting Parameters for Identifying Users and Groups

If you have domains with thousands of users or groups in them, adjust the search
settings for use in the Select Users or Groups dialog.

To adjust users and groups search parameters:
From the VirtualCenter client, choose File > VMware VirtualCenter Settings.

2. Make your changes to the VMware VirtualCenter Settings dialog.

¥Mware YirtualCenter Settings ﬂ
Performance I Templates Advanced |
B
perl.level |lu||
log.verbose I
task.interval |5
ads. maxFetch |5UUU
ads.timeout |gg
ads. checklnterval I] 440 J
server options |
E
Ok I Cancel |

. Click the Advanced tab. Scroll to the ads parameters.

. Change the values as needed.

ads.maxFetch — Specifies the maximum number of users and groups the
VirtualCenter displays from the selected domain in the Select Users or Groups
dialog. To specify no maximum limit, enter zero (0).

ads.timeout — Specifies in seconds, the maximum amount of time
VirtualCenter allows the search to run on the selected domain. Searching very
large domains can take a very long time. If this value is set to zero (0), the time
limit is disabled.

ads.checkinterval — Specifies the time in minutes between permissions
checks. VirtualCenter verifies that all users and groups known to VirtualCenter
currently exist in Windows. For example, if user Smith was assigned
permissions and in the domain the user’s name was changed to Smith2,
VirtualCenter concludes that Smith no longer exists and removes permissions
for that user.
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Assigning Access Permissions

To assign a user or group role level permission:
1. Logon as a user with the VirtualCenter Administrator role.

2. From the VirtualCenter client, display the inventory panel and expand the
appropriate object.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate object.

3. With the appropriate object selected, view the Permissions panel and click
Permissions tab.

[z localhost - YMware ¥irtualCenter
File Edit ¥M ‘iew Help

g ] :
&l i (5 vmware
Irventary Scheduled Tasks  Templates Ewents

LA

Bl M=l E3

El [ Server Farms techpubs
pubsz Summary  Virtual Machines Hosts | Performance [ Taske [ Events [ Alame - R
E1 [ Hew Group UserJGroup | Rele | Definedin |
E] @4 [techpubs 8 ymwaREM|bethany Virtual Machine Administrator This obect
% \Mareupl 8 Administrators WMware VirtualCenter Administrator Serwver Farms
YMgroupz

Refresh

Wiew Column r
Excport List...

4 Show active tasks | [Eonnested as VMWAREM bethany 7

4. Start the Add Permissions sequence.
a. Right-click the Inventory button.
b. Select the object to add the user+role to.

¢. Choose Add Permission from the object’s right-click menu or the Edit menu.
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5. Select the users or groups and the new permission for the object.

Select Users or Groups n
Search

Mame | ;I

Backup Operators
Guests

&

&

@ Power Users
@ Replicator

@ Users

& _wmeare_ =

Add | Remove |

Set Permissions:
= Read Only User
£ Wirtual Machine User

Mame | Permission

= Wirtual Machine Administratar

 Whlware YitualCerter Administratar

a. Enter a search string to narrow the search in the domain.

VirtualCenter searches the domain for both the user login name and the full
user name but lists only the matching user login names. For example, if you
enter william, user names, such as wsmith, jonesw, william.jones, could all
be displayed, depending upon your user naming conventions.

b. Choose a domain from the Look In box.

c. Enter a user or group name in the unlabeled field across the middle of the
panel. Or select the user or groups from the scrollable list in the Name field.

d. Click Add.
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6. Set the role for the selected user on the selected object.

select Users or Groups
Lack in [[zerven) R4 | Search
Mame | -]

& Administrators
@ Backup Operatars

ﬁ Guests
@ Power Users
&8 Replicator
& users |
|Guests

Add | Remove |
e PrEE= [ SetPemissions:
& Administrators Whware VirtualCenter Administrator & Read Only User
{5 Guests Read Only User |

© Wirtual Machine User

© Virtual Machine Administrator
" Whlware VitualCenter Administrator

x| Cancel |

a. Select the user or group name from the permissions box.

b. Select the radio button for the appropriate permission.

7. Add as many users and groups with assorted permission roles as needed. Click
oK.

VirtualCenter adds the permission to the list of permissions for the object.

The list of permissions references all users and groups that have roles assigned to
the object, and where in the VirtualCenter hierarchy the role is assigned.
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Changing Access Permissions

To change the permission role for a user or group:

1. From the VirtualCenter client, display the inventory panel and expand the
appropriate object.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate object.

2. With the appropriate object selected, view the Permissions panel and click
Permissions tab.

3. Identify and select the object where the permission is defined.
a. Select an object to which the permission is defined.
b. Display the Permissions list. Click the Permissions tab.
c. Click the linked object in the Defined in column.

[z localhost - YMware ¥irtualCenter
File Edit ¥M ‘iew Help

@ ﬁ 0} [@ vmware
Irventary Scheduled Tasks  Templates Ewents

LA

Bl M=l E3

El [ Server Farms

00 pubsz Summary VirtLi: chines arfoimance - Taske [Events [ dlame
Bl [ Mew Group User/Graup | Role | Definedin |
B ta‘h\f;h:w . 8 ymwaREM|bethany Virtual Machine Administrator This obgect
% VMzmuzz & Administrators WMware VirbualCenter Administrator  Server Farms ]

Remove

Propertics ..

4 Show active tasks | [Eonnested as VMWAREM bethany 7

VirtualCenter displays the Permission panel for the object to which the
permission was defined.

4. View the Change Access Rule dialog box.

Select the user permission to change. Select Properties from either the Edit or

right-click menu. Double-clicking will also bring up the Change Access Rule
dialog.

472 www.ymware.com



CHAPTER 18 Setting Access and Permissions

5. Select the appropriate role for the user or group.
Click the appropriate radio button in the Change Access Rule screen. Click OK.
Select the new role for this user or group.

" Read Only User
" Virtual Machine User
% Vittual Machine Administrator

 Whware VitualCerter Administrator

Ok I Cancel |

When you change a rule on an object that does not define the rule but inherits
it, a new rule is created for the user on that object even though you specified a
change. The change creates a new rule for the object that is different from the
inherited rule.
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Removing Access Permissions

To remove a permission role for a user or group:
1. Logon as a user with the VirtualCenter Administrator role.

2. From the VirtualCenter client, display the inventory panel and expand the
appropriate object.

Click the Inventory button in the navigation bar. Expand the inventory as
needed, and click the appropriate object.

3. With the appropriate object selected, view the Permissions panel, click
Permissions tab.

4. Identify and select the object where the permission is defined.
a. Select an object to which the permission is defined.

b. Display the Permissions list. Click the Permissions tab. Click the linked object
in the Defined in column.

% localhost - ¥Mware VirtualCenter El: M= E1
Fie Edt YM View Help
i
@ ﬁ e 7 [ vmware
Inventory  Scheduled Tasks  Templates  Ewvents
B BN F-EL &T
|
B [ Server Farms
pubsz Virua es " Hosts [ Perfomance | Tasks 18 Pemissions
B [ New Group User/Group | Role | Definedin |
[&5]
= te‘h\';\:bs . VMWAREMibethany ik 0 BA=chire A ministr ator This object
igroup: P Remove i,—‘
% Mapouns ter Server Farms
Properties..
- Show ative tasks | |Connested as VMWAREM bethany 7

VirtualCenter displays the Permission panel for the object to which the
permission was defined.

5. Remove the permission setting.

Select the user permission to remove. Choose Remove from either the Edit or
right-click menu. VirtualCenter removes the permission setting.

Note: There is no additional warning that the permission is going to be
removed.
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Alarms — An entity that monitors one or more properties of a virtual machine, such
as processor load. Alarms user green, red, and yellow color coding issue notifications
as directed by the configurable alarm definition.

Clone — The process of making a copy of a virtual machine. This process includes
the option to customize the guest operating system of the new virtual machine.
When a clone is created VirtualCenter provides an option to customize the guest
operating system of that virtual machine. Clones can be stored on any host within the
same farm as the original virtual machine.

Configuration — See Virtual machine configuration file.
Console See VMware Virtual Machine Console.

Custom networking — Any type of network connection between virtual machines
and the host that does not use the default bridged, host-only or network address
translation (NAT) networking configurations. For instance, different virtual machines
can be connected to the host by separate networks or connected to each other and
not to the host. Any network topology is possible.
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Customization — The process of customizing a guest operating system in a virtual
machine as it is being either deployed from a template or cloned from another
existing virtual machine. Customization options include changing the new virtual
machine identification and network information.

Datastore — The storage locations for the virtual machine files.

Drag and drop— A feature of VMware VirtualCenter that allows you to move virtual
machines easily between groups.

Events — A message record of VirtualCenter activities. Through the Navigation
option all the events are displayed. Through an object specific panel, only events
relative to that object are displayed.

Farm — A required structure under which hosts and their associated virtual
machines are added to the VirtualCenter server. VirtualCenter server supports multiple
farms. A host can be managed only under one farm.

Farm groups — An optional grouping structure, it is contained within the Server
Farms structure. The VirtualCenter server supports multiple farm groups. Farm groups
can contain other farm groups and farms.

Guest operating system — An operating system that runs inside a virtual
machine.

Headless — A program or application that runs in the background without any
interface connected to it. A running virtual machine that has no consoles connected
to it is running headless.

Host — The physical computer on which the VirtualCenter virtual machines are
installed.

Host-only networking — A type of network connection between a virtual
machine and the host. Under host-only networking, a virtual machine is connected to
the host on a private network, which normally is not visible outside the host. Multiple
virtual machines configured with host-only networking on the same host are on the
same network.

Inventory — Provides a view of all the monitored objects in VirtualCenter.
Monitored objects include: Server Farms, farms, farm groups, hosts, virtual machines,
and virtual machine groups.

Migration — Moving a powered off virtual machine between hosts.

Migration with VMotion — Moving a virtual machine that is powered on and has
met selected requirements, including the activation of VMotion on both the source
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and target host. When a migration with VMotion is performed, the operations of the
virtual machine can continue without interruption.

New Virtual Machine Wizard — A point-and-click interface for convenient, easy
creation of a virtual machine configuration. It prompts you for information,
suggesting default values in most cases. It creates files that define the virtual machine,
including a virtual machine configuration file and (optionally) a virtual disk or raw disk
file.

Nonpersistent mode — If you configure a virtual disk as an independent disk in
nonpersistent mode, all disk writes issued by software running inside a virtual
machine with a disk in nonpersistent mode appear to be written to disk but are in fact
discarded after the virtual machine is powered off. As a result, a virtual disk or raw disk
in independent-nonpersistent mode is not modified by VirtualCenter.

Persistent mode — If you configure a virtual disk as an independent disk in
persistent mode, all disk writes issued by software running inside a virtual machine are
immediately and permanently written to a virtual disk in persistent mode. As a result, a
virtual disk or raw disk in independent-persistent mode behaves like a conventional
disk drive on a physical computer.

Allocated disk — A type of virtual disk where all disk space for the virtual machine
is allocated at the time the disk is created. This is the default type of virtual disk created
by VirtualCenter.

Raw disk — A hard disk in a virtual machine that is mapped to a physical disk drive
or partition on the host machine. A virtual machine’s disk can be stored as a file on the
host file system (see Virtual disk) or on a local hard disk. When a virtual machine is
configured to use a raw disk, VirtualCenter directly accesses the local disk or partition
as a raw device (not as a file on a file system). It is possible to boot a previously
installed operating system on an existing partition within a virtual machine
environment. The only limitation is that the existing partition must reside on a local
IDE or SCSI drive.

Read Only User — A role where the user is allowed to view the inventory but not
allowed to perform any tasks.

Redo log — The file that stores the changes made to a disk in undoable or
nonpersistent mode. You can permanently apply the changes saved in the redo log to
a disk in undoable mode so they become part of the main disk files. For a disk in
nonpersistent mode, however, the redo-log file is deleted when you power off or reset
the virtual machine without writing any changes to the disk.
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Resume — Return a virtual machine to operation from its suspended state. When
you resume a suspended virtual machine, all applications are in the same state they
were when the virtual machine was suspended.

Role — AVirtualCenter pre-defined set of access rights and privileges. There are four
roles, each subsequent role includes the privileges of the lesser role.

Scheduled Tasks — A VirtualCenter activity that is configured to occur at
designated times. The Tasks panel displays a list of and a means to schedule selected
activities.

Server Farms — The top level structure for the VirtualCenter server. There is only
one Server Farms per VirtualCenter server.

Supported partition A virtual disk partition that VMware Tools can prepare for
shrinking, such as one of the drives that comprise the virtual hard disk. You can
choose to not prepare certain partitions for shrinking.

Suspend — Save the current state of a running virtual machine. To return a
suspended virtual machine to operation, use the resume feature.

Template — A golden image of a virtual machine. This typically includes a specified
operating system and configuration which provides virtual counterparts to hardware
components. Optionally, a template can include an installed guest operating system
and a set of applications. Templates are used by VirtualCenter to create new virtual
machines.

Template upload directory — A template upload directory is located on the
VirtualCenter server machine. A copy of the original virtual machine virtual disks are
placed in the directory you specify as the template upload directory. This is typically
used for creating templates from non-ESX Server or GSX Server virtual machines that
are stored locally to the VirtualCenter server.

Templates — Provides a list of and a means to import virtual machines and store
them as templates for deploying at a later time to create new virtual machines.

Unsupported partition A virtual disk partition that VMware Tools cannot prepare
for shrinking. Unsupported partitions include read-only drive partitions, partitions on
remote devices and partitions on removable devices such as floppy drives or CD-ROM
drives.

Virtual disk — A virtual disk is a file or set of files that appear as a physical disk drive
to a guest operating system. These files can be on the host machine or on a remote
file system. When you configure a virtual machine with a virtual disk, you can install a
new operating system into the disk file.
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Virtual machine — A virtualized x86 PC environment in which a guest operating
system and associated application software can run. Multiple virtual machines can
operate on the same host machine concurrently.

Virtual Machine Administrator — A role where the user is allowed to perform all
the virtual machine management functions.

Virtual machine configuration — The specification of what virtual devices (disks,
menmory size, etc.) are present in a virtual machine and how they are mapped to host
files and devices.

Virtual machine configuration file — A file containing a virtual machine
configuration. It is created by the New Virtual Machine Wizard. It is used by
VirtualCenter to identify and run a specific virtual machine.

Virtual Machine Properties — A point-and-click control panel used to view and
modify the resource settings of all the virtual machines on a host.

Virtual Machine Groups — An optional grouping structure, it is subset to a farm.
VirtualCenter server supports multiple virtual machine groups. Virtual machine groups
contain virtual machines and other virtual machine groups.

Virtual Machine User — A role where the user is allowed to perform power
operations on virtual machines.

VirtualCenter Administrator — A role where the user is allowed to set the
user+role permissions and controls the VirtualCenter licensing.

VirtualCenter client — A user interface that runs locally on a Windows machine.

The VirtualCenter client runs on a networked machine. This can be on the same
machine as the VirtualCenter server or another networked machine. The VirtualCenter
client requires a monitor for access to the graphical user interface.

VirtualCenter database — A persistent storage area, for maintaining status of
each virtual machine and user managed in the VirtualCenter environment. This is
located on the same machine as the VirtualCenter server.

VirtualCenter agent — |Installed on each virtual machine host, it coordinates the
actions received from the VirtualCenter server.

VirtualCenter server — A service that acts as a central administrator for VMware
servers connected on a network, to direct actions upon the virtual machines and the
virtual machine hosts. VirtualCenter server is the central working core of VirtualCenter.

VMotion — Enables moving running virtual machines from one ESX Server to
another without service interruption. It requires licensing on both the source and
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target host. Feature that is activated by the VirtualCenter agent. The VirtualCenter
server centrally coordinates all VMotion activities.

VMware Tools — A suite of utilities and drivers that enhances the performance and
functionality of your guest operating system. Key features of VMware Tools include
some or all of the following, depending on your guest operating system: an SVGA
driver, a mouse driver, the VMware guest operating system service, the VMware Tools
control panel and support for such features as shared folders, drag and drop in
Windows guests, shrinking virtual disks, time synchronization with the host, VMware
Tools scripts and connecting and disconnecting devices while the virtual machine is
running.

VMware Virtual Machine Console — Interface to a virtual machine that provides
access to one or more virtual machines on the local host or a remote host running
VirtualCenter. You can view the virtual machine’s display to run programs within it or
modify guest operating system settings. In addition, you can change the virtual
machine’s configuration, install the guest operating system or run the virtual machine
in full screen mode.
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Open Source installation 310
requirements 51
templates 33
Windows 330
Windows guest operating system
315
Windows requirements 52
customizing
guest operating systems 307
performance charts 447
D
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installation 66, 74
SQL Server 68
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configure for GSX Server 264
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templates 28, 259
debugging
advanced settings 383
server.options settings 157
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templates 276
deploy
concurrently 263
deploy template 30, 282
customization wizard 312
device mapping 247
disconnected host state 173
disk
existing 246
disk mapping 247
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raw 477
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virtual 478
virtual disk size in new virtual
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drag and drop 476
DVD
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E
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virtual machine configuration 36
virtual machines 345
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notification option 402, 403
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management interface 159
mapping system LUN 247
new virtual disks 244
virtual disk 244
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templates 266
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information panel 424, 439
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navigation bar 395,419
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panel 393
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navigation bar 424
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F
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removing 169
tabs 419
farm summary 428
farms 20
adding 166
information panel 428, 434
moving to a farm group 169
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summary tab 428

tab 419,434
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viewing 434
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firewall 99
configure client port 128

floppy drive
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configuring 350

G

general settings
virtual machine 381
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golden image 256
ESX Server 266
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access 458

GSX Server 242
configure datastore 264
host user types 466
new virtual disks 242
powering on 201
virtual machines as templates 261,
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Linux 315, 330
starting wizard 312
Windows 315, 330

guest operating system
customization requirements 51
customizing Linux 326
customizing Windows 315
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installing in new virtual machine 251
new virtual machine 230

guest operating systems
customizing 307
H

hard disks
adding 371
configuring 351
hardware
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headless 476
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permissions 462

host.reconnectThreshold 158

host-only networking
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GSX Server 466
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management interface 159
managing settings 193
power states 184
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removing virtual machine files 196
resource shares 191
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summary data 454
summary tab 430
tab 419,435
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VirtualCenter managed host require-
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virtual disk 242
Image file
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performance charts 446
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access rights 462
Installation
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installation
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Microsoft Sysprep tools 307
modifying 107
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separate components 107
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information panel 426
navigation bar 419, 426
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events tab 395
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K

Knowledge base 54

L

licensing

adding licenses 125
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Linux
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log.verbose 158
logging on
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logs 56
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VMkernel warnings 58
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mapping 247
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managed
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management interface 159

manually
changing resource settings 385
cloning virtual machines 296
deploying templates 284
migrating with VMotion 222
mapping
system LUN 247
memory
configuring 353
resource charts 450
size for virtual machine 238

menu
console 142
main 141
popup 142
Microsoft Access database 66, 71
Microsoft SQL Server database 66
Microsoft Sysprep tools 307
migrating with VMotion 222
migration 34,211,214
powered off virtual machine 216
migration with VMotion 34, 212
enabling 220
modifying
installation 107
monitoring
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mouse
configuring 363
moving
powered on virtual machines 212
virtual machines 34, 214
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machine groups 209
virtual machines to virtual machine
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N
navigating
VirtualCenter client 132
navigation bar 143
events option 395,424
inventory option 426
options 421
overview 418
templates 423

navigation toolbar 37, 132, 143

Network
using Gigabit Ethernet 355
network
custom networking 475
host-only 476
resource charts 451
Network driver
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vmxnet 355
new virtual machine wizard 230, 477

new virtual machines
from templates 282

Newsgroups 54

NIC
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configuring 354
notification
alarm options 400
run script option 401
SNMP trap 401
notification option
email 402
power off virtual machine 401
reset virtual machine 401
SMTP 402
SNMP 403
suspend virtual machine 401
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objects 136
monitoring 135
renaming 133
selecting 133
viewing 133

ODBC connection 66

ODBC database 68

Open Source
installation 310

operating system
guest 476

Oracle
database 66
preparing database 67
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panels
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information 146
inventory 146

parallel port
adding 373
configuring 356
parameters
search users and groups 468

pending questions 205

percentage
alarm types 400

perflevel 158
perf.numThreads 158

performance
individual charts 446
information panel 444, 445, 446
measurement intervals 451
settings 156
summary charts 445
tab 419, 444

performance charts 452
customizing 447
exporting data 454
panel legend 447
range options 447
resources 449
statistics 452
statistics detail 453

permissions 472,474
assigning 469
information panel 441
inheritance 462
Read Only User 23,458
tab 419, 441
users and groups 458
Virtual Machine Administrator 23,
459
Virtual Machine User 23, 459
VirtualCenter Administrator 23, 459

port
configure client 128
firewall 99
ports
configuring 99
power off
notification option 401
toolbar 200
virtual machine manually 202

virtual machines 199
power on
run script 199
toolbar 200
virtual machine manually 202
virtual machines 199

power states
hosts 184
modifying options 382
transitional 201
virtual machines 199
powering on
GSX Server 201
preparing
Open Source installation 310
SMTP notification 402
SNMP notification 403
templates 261

processor
configuring 361
licenses 125
licensing requirements 47
resource charts 449
properties
alarms 164
scheduled task 163
templates 163
virtual machines 162
VMotion 160

properties dialog box
virtual machine 479

Q
question pending 205
R

raw disk
defined 477

Read Only User 22, 23,458

reconnecting
hosts 186

redo log 477
reimporting

template 279
reinstalling VirtualCenter 101, 104
remote Oracle database 67
removing 474
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access permissions 474
alarms 414

farm groups 169

farms 167

files from disk 197

files from hosts 196
hosts 187

scheduled task 342
virtual machine groups 209
virtual machines 196
VirtualCenter 101, 104

renaming

virtual machine 381
renaming objects 133
requirements

guest customization 51

hardware customization 51

SDK Package 42

VMware SDK 42

Web Service 42

Windows guest customization 52
rescheduling

scheduled tasks 341
reset

notification option 401

toolbar 200

virtual machines 199

resource

change disk allocation 390
resource allocation

new virtual machine 237

resource settings
manually changing 385

resources
allocating hosts 190
change memory allocation 388
change network allocation 391
new task wizard 386
performance charts 449
virtual machine settings 161
restarting
guest operating system 199
VirtualCenter agent 120
VirtualCenter management server
17
resume
defined 478

run script 199
virtual machines 199
roles 22, 23,458, 459, 469
S
scheduled task 21, 36, 300
creating 335
deploying templates 290
information panel 421
migrating powered off virtual
machine 218
migrating with VMotion 224
overview 334
power on or off virtual machine 203
properties 163
removing 342
rescheduling 341
scheduled tasks
cancel 343
script
notification option 401
Scsl
virtual disk 242
SCSI controller
configuring 357
SCSI device
configuring 351
SCSl drive
adding 370
SDK Package
requirements 42
security
GSX Server 466
users and groups settings 468
selecting objects 133
serial port
adding 375
configuring 358
server agent, See also VirtualCenter
agent.
Server Farms 20
tabs 419
server.options 159
service console messages 58
settings 158
hosts 193
new task wizard 386
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SNMP 158
timing for task 335
users and groups 468
VMware VirtualCenter settings 156
shares
drag and drop 476
hosts resources 191
shut down
guest operating systems 199
SMTP 158
notification option 402, 403
settings 157, 158
SMTP settings 158
SNMP
notification option 401
settings 157, 158
sorting 397
event messages 397
lists 151
SQL Server
preparing database 68
starting
guest customization 312
users 117
VirtualCenter 116
VirtualCenter client 116, 122
VirtualCenter management server
116
states
alarm type 400
hosts 173
virtual machines 199
statistics
performance chart detail 453
status bar 146
stopping
VirtualCenter management server
116,118
summary
farm tab 428
tab 419
summary tab 428
hosts 430
performance charts 445
virtual machine 432
supported partition 478

suspend
after script 199
defined 478
notification option 401
toolbar 200
virtual machines 199

symbols 149
Sysprep tools 307
system logs 56

T

task.interval 158

tasks 36
cancel 343
information panel 438
navigation bar 419, 421
navigation toolbar 132, 143
power on or off virtual machine 203
properties 163
setting timing 335
tab 438
technical support resources 54

template
reimporting 279

templates 21, 256
cloning 275
concurrent deploy 263
creating 28
customization 33
datastores 28
deleting 276
deploy 30
deploying 282
editing 278
ESX Server golden images 266
GSX Server virtual machines 265
information panel 423
managed virtual machines 267
navigation bar 419, 423
navigation toolbar 132, 143
properties 163
requirements 50
unmanaged virtual machines 266
upload directory 28, 156, 259, 261
Workstation virtual machines 265

threads 452
timing
setting for scheduled tasks 335
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toolbar 144
power off 200
power on 200
reset 200
suspend 200
tools
VMware Tools 480
troubleshooting 54
U
uninstalling VirtualCenter 101, 104

unmanaged virtual machines
templates 266

unsupported partition 478
upload directory 28, 259, 261
setting 156
UsB
configuring 364

USB controller
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user interface 37

users
access 458
starting VirtualCenter 117
Windows Active Directory 466
Windows Domain Controller 466

\"

video

configuring 360
viewing

alarms tab 440

charts 152

events tab 439

farms 434

hosts tab 435

lists 151

objects 133

permissions tab 441

virtual machines 436

VirtualCenter events 396
viewing VirtualCenter Console 442
Virtual disk

disk type 242

specifying IDE 242

specifying SCSI 242
virtual disk 242

creating new virtual machine 236

defined 478
ESX Server 244
GSX Server 242
size 231

virtual disks
existing 246
new 242, 244
virtual hardware
guest customization 51

Virtual machine
log 57
virtual machine
configuring hardware 348
creating new 230
defined 479
existing disk 246
general settings 381
information panel 432
installing guest operating system
251
installing VMware Tools 253
migrating manually 216
migrating with VMotion 222
migrating with VMotion manually
222
modify power state response 382
new virtual disk 236
renaming 381
resource allocating new virtual
machine 237
resources 161
scheduling clone 300
scheduling migrating with VMotion
224
scheduling migration 218
summary tab 432
VirtualCenter managed virtual
machine requirements 44
Virtual Machine Administrator 22, 23,
459
virtual machine control panel 346

virtual machine groups 20
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moving virtual machines 208
removing 209
tabs 419

virtual machine name 233
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virtual machine properties 162
defined 479

Virtual Machine User 22, 23, 459

virtual machines 17, 27
adding to VirtualCenter 196
advanced settings 383
change disk resource settings 390
change memory resource settings
388
change network resource settings
391
changing resource settings 385
cloning 295
configuring 345
creating 36
editing 36, 345
information panel 436
migration 214
migration with VMotion 212
power states 199
properties 162
removing 196
removing from disk 197
schedule power on or off 203
tab 419,436
tabs 419
use as templates 261

Virtual SCSI adapter, BusLogic or LSI
Logic 240

virtual sound adapter
adding 380

VirtualCenter Administrator 22, 23, 459

VirtualCenter agent
installation 74
restarting 120

VirtualCenter client 18, 37
configure firewall 128
installation 74
navigating 132
requirements 41
starting 122
window layout 140

VirtualCenter Console 442

VirtualCenter database 18
installation 74
requirements 41

VirtualCenter management agent 18

VirtualCenter management server 18
installation 74
licenses 125
licensing requirements 47
logging on 122
requirements 40
restarting 117
starting and stopping 116
stopping 118
VirtualCenter server
verify started 117
VirtualCenter.PortNumber 159
vlance network driver 355
VMkernel
messages 58
warnings 58
VMotion 18
enabling 220
licenses 125
licensing requirements 47
migrating manually 222
migrating powered on virtual
machine 222
migration 34
properties 160
requirements 48
scheduling migrating virtual
machine 224
VMware Authorization Service
log 61
VMware Management Interface
log 56
VMware Open Source components 310
VMware Registration Service
log 56
VMware SDK
requirements 42
VMware Tools
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installing 253
VMware Virtual Machine Console 480
log 56
vmxnet network driver 355
virtual network component 355
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Web Service
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Windows
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Windows Active Directory 466
Windows Domain Controller 466
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