Usage Guide
Wireless Network Setup Guide for EMSD Guest WiFi- Windows 7 platform

Select "Start" > "Control Panel".
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In "Control Panel Home", under "Network and Internet”, press "View network
status and tasks" (If you are using "Classic View", double click "Network and

Sharing Center").

In the left menu, check if "Manage wireless networks" is available. If it is not
found, either your device does not have Wi-Fi capability or Wi-Fi capability is not
turned on. Please check the user manual of the device.
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Manage wireless networks that use (Wireless Metwork Connection)

Windaws tries to cannect to these nebwarks in the order listed below.

In the left menu, press "Manage wireless networks" and then press "Add".

How do you want to add a network?

Manually create:a network profile

= This creates a new network profile or locates an existing network and saves a profile
for the network on your computer. You need to know the network name (3510 and
security key (if applicable).

4 Create an ad hoc network
This creates a temporary network for sharing files or an Internet connection

Select "Manually create a network profile”.



Encrypted Connection (emsdguestwifi-e) Settings

= & ==
@ ! Marually connect to a wireless network

Enter information for the wireless network you want to add
MNetwerk name: emsdguestwifi-g
Security type: | WPA2-Enterprise |
Encpyption type: [ aEs = E
Security Key: Hide characters

| Tistart this connection automaticalby

[] Connect even i the network is not broadcasting

Warning: If you select this option, your computer’s privacy might be at risk.
Next | | Cancel |

Type "emsdguestwifi-e" in the "Network name".
Ensure Security type is "WPA2-Enterprise" and Encryption type is "AES". Untick
both "Start this connection automatically" and "Connect even if the networks is

not broadcasting”. Click "Next".

Click "Change connection settings".



emsdguestwifir-e Wireless Network Properties

Connection | Security |

Security type: |weA2 Enterprise -

Encryption type: [AES. v]

Choose a network authentication method:
[Micresoft: Protected EAP (PEAR) || settings

[#]Remember my aedentials for this connection each
time I'm logged on

Advanced settings

[ oK ]I Cancel ]

In the "Security" tab, select "Microsoft: Protected EAP (PEAP)" under "Choose a
network authentication method" and tick "Remember my credentials for this
connection each time I'm logged on" then press "Settings".

Tick "Validate server certificate".
Un-tick "Connect to these servers".
Select "Thawte Premium Server CA" in "Trusted Root Certification Authorities".

Select "Secured password (EAP-MSCHAP v2)" in "Select Authentication
Method".



[ Protected EAP Properties

When connecting:
[¥] ymidate zerver certificate
[ Connect to these servers:

Trusted Root Certificaton Authorities:
[7] Microsoft Root Certificate Authority
[] secure Server Certification Authority
] Symantec Root 2005 CA

[C] Symantec Root CA

(V] Thawrte Premium Server CA =
(7] Thawte Timestamping CA \J
[7] VeriSign Trust Nebwork -
€ | m ] ]

[ 0e nat prompt user to authorize mew servers of rusted
certification authorities,

Select Authentication Method:
[Sﬂzmdpmﬂ (EAPMISCHAR v 2)

["]Enable Fast Reconnect
[ | Enable Quarantre checks
(7| Disconnect if server does not present eryptobinding TLV

| [ Gonfigwre.... |

[oc ][ conod ]

Press "Configure".

Un-tick "Automatically use my Windows logon name and password (and domain
if any)". Click "OK".

[ EAP MSCHAPV2 Progerties =k
‘When cornecting:
memmwmmmm;

password end domaindany). i
ok ][ Concel |

Click "OK™ in previous windows.



emsdguestwit-e Wireless Network Pmpérﬁs

Connection | Security

Security type: [WPAZ-Enta'pnse - ]

Encryption type: [AES v]

Choose a network authentication method:
| Microsoft: Protected EAP (PEAP) || settings

Remember my credentials for this connection each
time I'm logged on

Advanced settings

[ oK II Cancel ]

In the "Security" tab, select "Advanced settings

In the "802.1X settings” tab

Tick "Specify authentication mode".

Select "User authentication”.
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802.1¥ settings | 802, 11 settings

Specify authentication mode:

[User authentication

"’] 1 Save oredentials

[ pelete aredentials for all users

Maximum delay {seconds}

Sigr on

and user authentication

[ Enable single sign on for this network

i@ Perform immediately before user logon
Perform immediately after user looon

[7] Allow additional dislogs to be displayed during single

[ ] This netwaork uses separate wirtual LANS for machine

| 10

Ok I [ Cancel

)

Click "OK™ in previous windows and then "Close".

Unencrypted Connection (emsdguestwifi) Settings
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K3 ! Manually connectto 2 wreless nebwork

Enter information for the wireless network you want to add

Metwork name:

Security type:

Encoyption type:

Security Key:

emsdguestwifi

Mo authentication (Open) -

i
| Mone -

| Hide characters

[ Start this connection automatically

[] Connect even if the netwaerk is not broadcasting
Warning: If you select this option, your computer’s privacy might be at risk.

Key in "emsdguestwifi" in Network name.

Ensure Security type is "No authentication (Open)". Then press "Next" and then

"Close".

TCP/IP Setting
Go back to "Network and Sharing Center" and select "Change adapter setting"
Right click "Wireless Network Connection" icon and select "Properties”.

-

hanage

Manaqe n

St up 8 Coomect

nebaenils

or netai

vork Conrerbers

Dagnine ered 1epsie

!

@Ov ; 2 H:tntrlundhb{_m:

C":-' [E7 et pstwecak and Intemet » Metwork Conmections + [ 4 1 5earch

Hame Patan Dedce Hame Cannectisity Hetwark Category Craner Type
Legal Arge Comacution (1)
EEI lml.ﬁu:{mﬂﬁlhﬂ

Whieleid Netwar Cannsction (1)

l: \'ﬁ-‘ﬂmﬂmmcw:m
k |'.| o
el (R -"") 4 J5A




Wireless Metwork Connection (1)

L Wireless Metwork Connection
Mot connected
w "ol Intel(R) PRO/Y =TT

Connect / Disconnect

Status

Dizgnosze

Bridge Connections
Create Shortcut

Delete
Rename

Properties

When the "User Account Control" popup window is shown, please click
"Continue".

| [ Wireless Network Connection Properties =)

Metwaiking [ Sharing

Connect using:
| r.‘.‘_ﬂ Inkel(R) PROWieelezs 3945ABG Network Conmection |

This connection uses the following tens:

| ] 0% Client for Microsoft Netwodcs

W] 1= Teefer2 Diver

] Y305 Packet Scheduder

il = File and Prinker Sharing for Miorosoft Netwarks
W -2 Intemet Protocol Version & (TCPAPVE)

I v Potocet Vrson & CCP/Pad)

- Link-Layer Topology Discovery Mapper 14D Dhver
] -&- Link:-Layer Topology Discoveny Responder

oo [ e | [_Popetes ]
Description
Transmission Control Protocol/Intemet Protocol. The defaul

wide area n&wndtmdiﬂpmdusmmmmm
acioss diverse interconnected nebworks.

[ ok ][ Conca |

"l

In "Networking" tab, highlight "Internet Protocol Version 4 (TCP/IPv4)" and then
click "Properties".

Select "Obtain an IP automatically" and "Obtain DNS server address
automatically™".



Internet Protocol Version 4 (TCP/APvA) Properties [ 9 [z

Generdl | Altemate Canfiguration |

You can get IP settings assigned awtomatically if your nebwork supparts
this capability. Otherwise, you need to ask your network administrator

for the appropriate IP setfings.

i@ Obtain an IF address aifomaticall:

3 Uge the following IP address:

IF addr=zs:
Subnet rask:

Default gateway:

@) Obtain DNS server address sutomatically
{Ey Use the following DNS server addresses:

Preferred DME server:

Riermate DNG server:

Press "OK".

Press "Close" to save the network settings (You may need to reboot your mobile
device for making the settings effective).

Connection to EMSD Guest WiFi

Click the icon .in Windows' notification area to logon the network.

Encrypted Connection



Currently connected to: o
: Metwork
" Mo Internet access
Wireless Metwork Connection ~ |3
emsdguestwifi-e _ﬁqﬂ
LHK12MS B
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Default al
LHK12 WarRooml L
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Open Metwork and Sharing Center

Select "emsdguestwifi-e".
Click "Connect" for encrypted connection.
Click "Enter/Select additional log on information".
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Windows Security

MNetwork Authentication

Please enter user credentials

e |

In the "Enter Credentials" window, enter "wifi" (without the double quotes) in
both "User name" and "Password".

Unencrypted Connection
Select "emsdguestwifi".
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@l Information sent over this network

might be visible to others.

[[] Connect automatically
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Open Metwork and Sharing Center

Click "Connect" for unencrypted connection.



