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| DDNS Confiquration

Q1: What are the ports needs to be opened and forwarded on my IP

sharing router or physical firewall?
Answerl:

Following is the table for the ports usage and variable needs to be opened
and mapped/forwarded on your IP sharing router or firewall

Usage Port# Variable
Remote Console 80 Yes (Under Network setup)
Web Viewer 80 Yes (Under Network setup)
CM3000 80 Yes (Under Network setup)
Firmware Update 5005 Yes (Under Network setup)
DVR DDNS (Upload / Download) 53/1053 N

Q2: What is the difference between DDNS and DNS service?
Answer 2:

Client reports static IP to server once, DNS
server maintains a Host IP and Domain name
table and use it to communicate with hosts

periodically to confirm the connectivity of hosts

Communication Flow

DNS report mechanism Figure

Client Host

Client reports dynamic IP to server, DDNS
server only maintains a Host IP and Domain
name table and will not confirm the

connectivity with hosts. Client needs to update
to DDNS server when its dynamic IP changes.

DDNS report mechanism Figure

&

Client Host

DNS is a service that maps Internet domain names to IP addresses. DDNS
serves a similar purpose to DNS: DDNS allows anyone hosting a Web or FTP
server to advertise a public name to prospective users.




DDNS (Dynamic Domain Name Service) is a data query service mainly used
on the Internet for translating domain names into Internet addresses. It allows
remote clients to intelligently search dynamic servers without any previous
enquiring for servers’ Internet addresses.

Unlike DNS that only works with static IP addresses, DDNS works with
dynamic IP addresses, such as those assigned by an ISP or other DHCP
server. DDNS is popular with home users, who typically receive dynamic,
frequently-changing IP addresses from their service provider.

To use DDNS, one simply signs up with a provider and installs network
software on their host to monitor its IP address.

Compared to ordinary DNS, the disadvantage of DDNS is that additional host
software, a new potential failure point on the network, must be maintained.
Q3: How shall I do to make DDNS connection working in my IP
sharing/NAT network infrastructure? How to open necessary ports on IP
sharing device and how to do port forwarding/port mapping?

Answer 3:

Before using DDNS service on DVR please make sure TCP and UDP

0 Ports 53 and 1053 are opened on router or firewall and map to DVR LAN
IP first thus DVR could report the correct WAN IP under NAT
infrastructure.

Please make sure set the necessary settings on your router before you start
to use the Internet (Please refer to the router user manual for more detailed
information). For example, we are now using a D-Link router.

Please make sure to open the following port before using the DDNS
service :

DDNS (Dynamic IP) >Please open 53 and 1053 port and port forward or port
map to the DVR LAN IP

Step 1:

Please enter the IP address of your router in the Internet Explorer address
column, to set the settings in the router.

A B

ut:blank - Microsoft Internet Explorer.

File  Edit  Yisw

\___;\J' Back x:)’ @ @ ._h fﬁ' search

Address |&] 192.168,0.1

Intermet 8

Explorer §
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Step 2:
Go to Advanced. Select Enabled and type a name whatever you want in

Name column. Type the LAN IP address which belongs to your DVR machine
in Private IP column. Select Both in Protocol type column. »

Type the number 53 in both Private and Public port column. Select Always
in Schedule column. Finally, please click Apply button to confirm the settings.

LD | &) hitp:#192 16801/

Broadband VPN Router

m Advanced il Status Help

Virtual Server
Q Wirtual Server is used o allow Internet users access to LAMN services.
®Enabled O Disabled

Mame [ooms_1 |

Virtual Server Private IP 192.168.0.@
Frotocal Type

Frivate Part

Public Port 2 ]

Application

Filter

il

Schedule @ Always
for— O Frar Time|DD "HDD VITD|DD VHDD V|

[

SNMP a 9 o

Apply Cancel Help

} }
f DDNS
Virtual Server List

' Marne Private IP Protocol Schedule
B wirtual Server FTP 0.0.0.0 TCP21/21  always [T
. Virual Server HTTPS 0.0.0.0 TCP 4431443 always Edi |
— [
bmz wirlual Server DNS 0.0.0.0 UDP 53753 always (AT
wirtual Server SMTP 0.0.0.0 TCP25/25  always L4
Yirtual Server POP3 0.0.0.0 TCP 1104110 always [ i

wirtual Server Telnet 0.0.0.0 TCP23/23  always Bl
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Step 3:
Click Continue
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Bulmg Networks Tor Peopie

The device is restarting...
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DI-804HV
Broadband VPN Router

Go to Advanced. Select Enabled and type a name whatever you want in

Name column.

Type the LAN IP address which belongs to your DVR machine in Private IP

column. Select Both in Protocol type column. >
Type the number 1053 in both Private and Public port column. Select

Always in Schedule column. Finally, please click Apply button to confirm the

settings.

D) | @] hitp192.168.0 1

Broadband VPN Router

m Advanced Sl Status Help

Virtual Server

Wirtual Server is used to allow Internet users access to LAN services.

@ Enabled O Disabled

Mame [pDMs 2 |
Virtual Server Private IP 192 168.0/102
Fratacol Type
Public Por [10s3
Filter
Schedule @ Always
T - N ] i
] O From  Time |00 % {00 % Tp|00 v {00 v
: ]
I snmp F
Apply Cancel Help
e
DDNS
Virtual Server List
' Mame Private IP Protocol Schedule
Y Virlual Server FTP 0.0.0.0 TCP21/21  always B
s virtual Server HTTPS 0.0.0.0 TCP 4431443 always E3i]
T by
DMz virtual Server DMS 0.0.0.0 UDP 53153  always Ea|
Virtual Server SMTP 0.0.0.0 TCP 25125  always EA]
wirtual Server POP3 0.0.0.0 TCP 110/ 110 always [ Tl
yirtual Server Telnet 0000 TCP 23123 always B4
e AnmArA A AR Fol Ao an O3 Faii

Click Continue
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The device is restarting...
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You will see two settings (about the 53 and 1053 settings we just set in the
Advanced page previously.) in the Virtual server option. Please make sure the
two settings were selected and enabled thus your DDNS ports are forwarded
to your DVR LAN IP.

LD | &) htip:92.168.0 1 %

FrTaETT (EEFAR R ]

Protocol Type

APpRChtGn Frivate Port :l
T Puslicrot [ ]
Filter
Schedule O Always
Firewall O Fram  Time |00 » | 00 vl‘rg 00 % {00

day | Sun ¥ [to| Sun v

ool o

Apply ‘Cancel Help

SNMP

i

™ bons
Virtual Server List

Mame Frivate IP Frotocol Schedule L
Routing \irtual Server FTP 0.0.0.0 TCPHIH always [
virtual Sener HTTPS 0.0.0.0 TCP 4431443 ahways [EX]
DMz wirtual Server DNG 0.0.0.0 UDP53/53  always (4T
Wirtual Server SMTP 0.0.0.0 TCP 26125 abways EA]
Virtual Server POP3 0.0.0.0 TCP1101110 ahways EXT]
Yirtual Server Telnet 0.0.0.0 TCP 23723 always (4
wehCam 192.168.0.102 BothB0SB0  always E]
Remote_AP_2 192166.0.102 nggug” ahways @i
Remote_AP_1 182168.0102 Sgtghugugux ahways @i
DDMNE_1 102168.0.102 Both 53153  ahways EA]
DDMS_2 192.168.0.102 1932131053; atways [T

Please make sure you did not set the 53 and 1053 port in the Filter option or it

will block the 53 and 1053 port.
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J Virtual Server
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louting
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@ IPFiters (O URLBlocking O IPSec Filter

I MAC Filters ) Domain Blacking

IP Filter
Use IP Filters fo deny LAN IP addresses to access the Internet.

CEnabled O Disabled

IP Address \ |- |
PortRange \ |- |
Protocal ‘ TCP
Schedule O Always
O Frarm Time @:@0 @:
day,mtu @
2 © O
Apply Cancel Help
IP Filter List
IP Range Frotocol Schedule
* TCP 20-21 always 2]
* TCP &0 always 45
* TCP 443 always B3|
- UDF 53 always EA)
* TR 25 always Ea|
i TCR 110 always B fﬂ
* TCP 23 always ]

Step 8:

Please also make sure you have allowed the 53 and 1053 port in Firewall

option or it will block those two ports thus the ports 53 and 1053 are opened on

your router

D) | @) hep:#192.188.0.1/

Virtual Server

sl

Firewall
SNMP

DDNS

Routing

il

DMZ

Firewall Rules

Firewall Rules can be used to allow or deny traffic from passing through the D-804HY,

i Enabled O Disabled

Mame | |
Agtion O aliow O Dery
Interface [P Start IP End Protocol  PortRange
Source |* v‘ \ | | |
Destination |+ v | | | [ree > | I |
Schedule O Always
O From  Time[00 ][00 v[ro[o0 v {00 v

daytu Sun

Firewall Rules List

@ O O

Apply Cancel Help

Action Mame Source Destination Protocol

Allow WebCam AN LA * *80
Allow Rermote_AP_2 WAN,* LAM,* * 8091 E]
Allow Remate_AP_1 AN LA * *9090 @
Allow DDMS_1 VAN LAM,* *53 E]
Allowy DDME_2 AN LA * *1083 B
Allow Allow to Ping WAN port WAN* WAAN, ICHWP*

Dery Default x LAM* W

Allow Default LAN* i wE




Q4: How to register DDNS domain name on DDNS server?
Answer 4:

In order to take advantage of DDNS service, first register your domain name
on the following Web site http://ddns.avers.com.tw

1. User Login

Browse the website http://ddns.avers.com.tw with Microsoft Internet
Explorer

CD-Key No. | |

Product | [SENERENS v |

[ OK H Heset ]

First input the serial number of your product and select the product name.
Then click OK to login or Reset to clear the previous input.

MAC address of the DVR system is the serial number for user to register the domain name on
AVerMedia DDNS web site.

To find MAC address of your DVR system, follow the steps below:

1. In OSD menu, select NETWORK SETUP

2. Select any one of IP mode

3. ANETWORK INFORMATION windows will show up

4. MAC address of DVR system is display as shown

5. The CD-Key of MAC address input format shall be xxxxxxxxxxxx 12 digits without colon (:) or

hyphen (-)

2. User Information

Please provide the following user information, Host Name, Password,
E-mail, Company, and Country to complete the registration process.


http://ddns.avers.com.tw/

Host Mame | | *

Domain Name avers com.tw

Password | |
Confirm Password | | x
E_mail |
| |
Country | United States v|
| OK || Reset |

Q5: After registered Domain name on DDNS server where and how shall |
enter in DVR setup to make the DVR able to report current IP to DDNS
server constantly?
Answer5:
(DEB Series DVR Remote Console Setup
Install ActiveX into Internet Explorer to access Web Viewer

Input IP of DVR in the Address column and it will prompt Information bar for

installing ActiveX control please press OK on the Information inquiry.



.
| Address | ] httpeff192.168,153. 100/

[~ l=]x)
il

= -V P IO |
=T \l/\(’ Favorites @ =i~ 2 .‘3
Pii192,168.153,100/ v‘ Go Lnks ?
@ This site might require the Following ActiveX control: “WebCami.cab' from ‘averMedia TECHNOLOGIES, Inc'. Click here to install... 4

Address,

@ Click. here to install the following Activerd contiol. "webCam=.cab' from ‘AVertedia TECHNOLOGIES, Ind'..

Information Bar

Informati nB:

Did you notice the Information Bar?

The Information Bar alerts pou when [ntemet Explorer blocks a
pop-up window or file download that might not be zafe. If a
Wwieb page doez not dizplay properly, look for the Information
Bar [near the top af your browser].

[ Do nat show this meszage again.

Learn about the Information Bar...

' Inkernet

@ Cone

Right click on the information bar and select to Install ActiveX Control.

2} WebViewer - Microsoft Internet Explorer

File:

Edit  ‘Yiew Fawvorites Tools Help

‘_./ll Haes \_yl \ﬂ @ _::I /'»-_j Search ‘fi__( Favorites @

Address | @] hetpe/r192. 188,153,100/

Infarmation Bar Help

Internet Explorer will therefore prompt an ActiveX installed message and press
install to install it.

Internet Explorer - Security Warning

Do you want to install this software?
Mame: ‘WebCam¥.cab
Publisher: A¥erMedia TECHNOLOGIES, Inc

1
EMoreg:-tinns I [ Install q I Don't Install

@ ‘i'hile Files from the Internet can be useful, this file bvpe can potentially harm
waur campuker, Only install safbware From publishers wou trust, 'What's the risk?

After installed the ActiveX, Web viewer will prompt login inquiry message as

10



Authorization

—User

D m—

. Passwiard
illustrated.
Metwork Type JSIEK :_j
4 | Cancel 1
Number of Default ID for Default ID for view | Default ID for live
channels changing setting, live video only viewing and
view live video, and playback using
playback...... etc. remote console
4CH DVR superuser user N/A
16CH DVR ADMIN USER OPERATOR
or

ADMINISTRATOR

Factory default for all login IDs’ password is 111111.

After input ID and password please select network type to connect, if you are
not for sure of the type, please select LAN.

Authorization

—User

i j SUpErser

Passwiord 1 Akt
Mebwork Type JSIEK :_j
D12k

You can access DVR web viewer as illustrated below.

11




23 WebViewer - Microsoft Internet Explorer E\Elh_?l
;'l

File Edit View Faworikes Tools  Help

() Back > Iﬂ @ ;j /.-)Search ‘i(Favorites €6 :-’- :,‘.' @ _ﬁ

fcdress ] http1192.166.0.126]

Links *

v B

® @ ® ©0 o

{1 crorrel]

&] Dore & Internet

Use Web Viewer to connect DVR and perform network setup
Press Remote setup option button as illustrated below.

B WebViewer - Microsall Intesnet Exploger EEE
P Edl Vew Favodes Took Heb w
J w’ ”1 i W Search Py Favorkes E‘ % = - E ":i

Pecbrecs | ] betpe 192, 1ES 0L 12E]

e
DirwcDraw

&) Do W internt

Web Viewer will prompt for login inquiry message as illustrated to confirm
user account has the authority to access and change the DVR setup remotely.

12



Authorization |Z|

—User

]

Password 1 kA

Metwaork Type ] 512K, _j

K | Cancel ‘

ﬂ Make sure you have input login ID that has authority for changing setting

After input password, web Viewer will therefore prompt the remote setup
option as following. Press Network button

Sold @ | Bl 2|

Camera Recording Alarm MNetwork User

oK |

Network setup page will prompt and it is where you can setup DDNS setting

Metwork Setup

IP Mode ¢ DHCR  PPPOE
[ Opkian — - Skatic IP
v Remoke Audio Record T I 192 . 168 . 153 . 100
Server Port 130 T . 205 . 255 . D
Mask.
™ UPNP Enable
afay | 192 . 168 . 153 . 25¢4
UPMP Part jan ohis ] e —
DDMS -
Domain Marme J Liser 10 J
Password J Password J

13



Please check the comparison picture to put your registration info into related column

L - | 1
—DOMS - T User Information

Cromain Marnne J aaa, ,cam, b
| |‘*

Domainn Name avers com. tw

Password J Ak ‘ l Host Name

I Password | |I*
- Domain Name

Enter the domain name that user wanted.

ﬂ Please be noted that you must input full name into this column input format is like
hostname.avers.com.tw

- Auth Key/Password
A password use to access DDNS to register the domain name.

0 Please press OK and restart the Stand Alone Series DVR for saving setting and activated the
DDNS function.

(IDNV/NX/SA/XR Series DVR Setup

53

. Sefup }
In the Preview/Advanced screen mode, click .= . button to

customize your DVR. When DVR configuration setup selection appears, select
and click the Network button.

C | S| 53 | Zall @

System Camera Recording Netwaork Schedule

Slalal <] 9

Backup Sensor Relay Alarm ~ User

ox ﬂ

14




Dyniamic DMS

Hatwork Satting

Server Name

Domain Mame

Trarmiting Camer i
=i

Ei Ez Ez Es Fs Es [ E
Elo Eao Fu Bz Fiz Ee Fis e

Password

Mai Configuration

Servr 1 wasnm v [ ol ]

DOMS Server Name ddins.avers, corm. by b

DOMNS Server Part 1053 | Start Test

Fassword

CONS: Sarver Nama . s com, bW

DONS Server Port 0
o Ofher Configuratin
Ramocts Conirol Garver
[FlEnstle
[ JEnable Cragnal Security Profocol
PoRT =
[Cenabia white List
Network Vidsa Configuration ClEwbieta
Cuuality Leve| 3
= [Clrstwerk Baretwicit: Limit
Framé f | } F]
08 800 LW - o] [ ] [t | [Cosn ]

Please check the comparison picture to put your registration info into related column

Dynamic DMS %

Domain Mame I I .avers.com.tw
Password I I Host Name |
DOMS Server Mame ddns.avers.com. b b \ Domain Name avers.com.tw

DDMS Server Part 1053 | | Start Test | Password |

Make sure press Network button to enable the network service of DVR on
DVR.

Network

lﬂlﬂ!ﬂBl’i["—!@BDﬂnﬂ‘Q

DEEE0E

Q6. How do I do if | found my Dynamic domain name is not working?

Answer 6.

Please execute DDNS test tool in any PC within the same LAN network with
our DVR product. You can execute this program in NV DVR PC as well.
After unzip the test tool software, please execute the DDNS.exe program.

15




Press Start to start the test tool

DDNE Test Recoder
I Start il

Cloze l

Mezzage:

DIDNE Test Becoder

Message:

Testing 10 %

Fleaze wait!!

Wait for the Finished message then send back the history.log , which is under
the same folder of DDNS.exe is located ,for RD to reference.

16



DDHE Test Eecoder

bessage:

Finished!!

hastory bo g

Also, please provide us your current WAN IP, Your registered domain name,

Password for domain name, DVR login ID and password for FAE to help.
Q7: How shall I do if | can’t access to http://ddns.avers.com.tw/?
Answer7:
Please follow following instruction to add 168.95.192.1 as your domain name
server in Windows TCP/IP setting
Stepl:
Select My Network places on Desktop and right click mouse button to prompt
drop-down menu then select Properties.

oy §

g 2
[y iSomputer

Explore
Search for Compukers, .,

Map Metwark Drive. .,
Disconnect Mebwork Drive, .,

Create Shortout
Delete
Renarme

Properties

Ex F‘I la r =¥

Step2:
Select Local Area connection or network connection icon and double click the
icon.

17



* Metwork Connections

File Edit Yiew Faworites Tools Adwanced Help J#
.\J Back \._-;) |ﬁ /:ﬁ Search |[ Folders v
Address |I§, Metwork Connections v | G0

Network Tasks &)

Create a new

connection

@ Set up a home or small
office network

& Change Windows
Fivasll cabrimne

Step3:

Select the Properties under General page of Connection status and select
Properties on connection properties to enter IP setup.

Intel(R) PROJL000 PL Metwork Connection

- Local Area Connection Status. E| @ L Local Area Connection Properties

General_| Supporti General | Authenticati;“ Advanced|
Connection Connect using:
Status: Connected ‘ BHY Intel(R] PRO/000 PL Wetwork Conn ‘ Configure. .
Duration: 03:31:49
Speed: 1000 Mbips This connection uzes the following items:
[l =" Client for Microsoft Netwarks
E,l File and Printer Shanng for Microzaft Metworks
QQDS Packet Scheduler
T Internet Protocol [TCPAIR)
Auctivity I
L = R [ Install... ] ’ Uninstall !] [ Froperties J
{a Dezcription
Allows vour computer bo access resources on a Microzoft
Packets: 153273 | 279193 nietwork.

Show icon in notification area when connected

N otify me when this connection has limited or no connectivity
[ Properties ] [I Dizable ]

[ 0K ][ Caricel J

Step 4.

By default, computer which using dynamic IP not fixed IP the DNS server
address here is chosen to automatically obtain server. Please change to Use
the following DNS server addresses. Please enter 168.95.192.1 in the
Preferred DNS server and put 168.95.1.1 in Alternate DNS server column then
press OK to save the change.

18



Internet Protocol (TCP/IP) Properties

General | Alternate Configuration |

Y'ou can get P settings assigned automatically if pour network, supports
thiz capability. Othenyize, you need ta azk vaur nebwork, adminiztratar for
the appropriate 1P zettings.

(%) Obtain an 1P address autamatically
() Uze the following |P address:

1]8

I

Cancel ]

ErL PR i L A e
Obtain DS zereer address automatically

(%) Usze the following DMS server addresses:
Erefered DNS server | 188,95 192, 1

Alternate OMS zerver: | 1688 . 95 . 1 1| |

Please reboot your computer to activate the change
http://ddns.avers.ocm.tw/ to check.

. Then please try access

Q8. How shall I do if I don’t know the IP of DNS server of my ISP?

Answers8:

Please follow following instruction to add 168.95.192.1 as your domain name

server

(DEB Series DVR Network Setup

EB 4CH series DVR OSD Setup

EB 16CH series DVR OSD Setup

19




MAIN MENU
CAMERA SELECT
VIDEO RECORD
AUDIO RECORD
AUDIO MUTE
RECORD MODE
RECORD FRAMERATE
VIDEO QUALITY
RECORD SCHEDULE
SUBMENU

HARD DRIVE SETUP
NETWORK SETUP

USB BACKUP
LANGUAGE

M2
M2

M3
M3

ENGLISH

M4
M4

MAIN MENU

v CAMERA

wie, RECORD

F®) HARD DRIVE

£ SENSOR / ALARM

¥= MOTION

&g NETWORK
BACKUP

%l SYSTEM

NETWORK SETUP
IP MODE

NW ENABLE
VIDEO PORT
UPGARDE PORT

STATIC
M1 ™2
0080
5005

M3

M4

NETWORK SETUP

IPMODE

NW ENABLE MM ¥3 M4 5576
19 M10611 1267 134 1

VIDEO PORT 0080

UPGARDE PORT 5005

4

M7
M 15

8
M1

6

Input 192.168.192.1 into the DNS column

Input 192.168.192.1 into the DNS column

NETWORK INFORMATION
IP ADDRESS

SUB NET

GATEWAY

DNS

MAC ADDRESS
CHANGE

192.168.153.100
255.255.255.255

192.168.153.254

168.95.192.1

IP MODE

I 168.95.192.1

 rarremn

IPMODE STATIC

IP ADDRESS 192 . 168 . 153 .
SUB NET 255 . 255 . 255 .
GATEWAY 192 . 168 . 153 . 254
DNS

Then Select and press CHANGE to confirm the change setting.

(I) NV/NX/SA Series DVR Network Setup
Please follow following instruction to add 168.95.192.1 as your domain name

server in Windows TCP/IP setting

Select My Network places on Desktop and right click mouse button to prompt

20




drop-down menu then select Properties.

My Computer

Open
Explore
Search for Compukers, .,

Map Metwark Drive. .,
Disconnect Mebwork Drive, .,

Create Shortout
Delete
Renarme

Properties

Ex u] []5=1¢

Step2:
Select Local Area connection or network connection icon and double click the
icon.

s Network Connections

File Edit Yiew Faworites Tools Adwanced Help #

@ Back @ lﬁ p Search [C‘ Folders v

Address @; Metwork Connections

\f-| Go

Network Tasks

Create anew
connection

a Set up a home or small
office network

] lShangﬁ Wiknpf:lows
Step3:
Select the Properties under General page of Connection status and select

Properties on connection properties to enter IP setup.

Intel(R) PROJL000 PL Metwork Connection

21



=]

P

EHXJ -4 Local Area Connection Properties

ocal Area Connection Status

General_|Mi General |Authenticati;|| Advanced |
Connection Connect using:
Status: Conmected ‘ EE Intel(R) PRO/1000 PL Network, Conn ‘ [W]
Duration: 03:31:49
Speed: 1000 Mbps Thiz connection uzes the following items:

[l =" Client for Microsoft Netwarks
E,l File and Printer Shanng for Microzaft Metworks
QQDS Packet Scheduler

T Internet Protocol [TCPAIR)

Auctivity I

T ?‘F . Reveed [ Ir.'nst.all... ] ’ Uninstall !] [ Froperties J
=.3;. Dezcription

Allows vour computer bo access resources on a Microzoft
Packets: 153,273 | 279193 network.

Show icon in notification area when connected
otify me when this connection has limited or no connectivity

[ Properties Hi Dizable ]

[ 0K ][ Caricel J

Step 4.

By default, computer which using dynamic IP not fixed IP the DNS server
address here is chosen to automatically obtain server. Please change to Use
the following DNS server addresses. Please enter 168.95.192.1 in the
Preferred DNS server and put 168.95.1.1 in Alternate DNS server column then
press OK to save the change.
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Internet Protocol (TCP/IP) Properties

General | Alternate Configuration |

Y'ou can get P settings assigned automatically if pour network, supports
thiz capability. Othenyize, you need ta azk vaur nebwork, adminiztratar for
the appropriate 1P zettings.

(%) Obtain an 1P address autamatically
() Uze the following |P address:

I_ 1]8 ] [ Cancel ]
Obtain DM5 semver address automatically
(%) Usze the following DMS server addresses:
Erefered DNS server | 188,95 192, 1
Alternate OMS zerver: | 188 .95 1 . 1 |

Please reboot computer and enter DVR program again to get the new DNS

server working.

Il DVR Network

Setup

Q9. How to configure DHCP on DVR server?
A9.

(DEB Series DVR Network Setup

EB 4CH series DVR OSD Setup

EB 16CH series DVR OSD Setup
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MAIN MENU
CAMERA SELECT
VIDEO RECORD
AUDIO RECORD
AUDIO MUTE

RECORD MODE

RECORD FRAMERATE 60 ¥= MOTION
VIDEO QUALITY GOOD B8 NETWORK
RECORD SCHEDULE BACKUP
SUBMENU “ SYSTEM

HARD DRIVE SETUP
NETWORK SETUP
USB BACKUP
LANGUAGE

M1 M2 M3
M1 M2 M3

ON
D1

M4
M4

ENGLISH

MAIN MENU

v CAMERA
wie, RECORD
=9 HARD DRIVE

£ SENSOR / ALARM

Use @ and @ buttons to go up and
down and select IP MODE, and then

press@. Use @ and @ buttons to

change the selections to Static IP and press

@ or @ to make a selection.

Use @ and @ buttons to go up and
down and select IP MODE, and then

press@. Use @ and @ buttons to

change the selections to Static IP and press

@ or @ to make a selection.

NETWORK SETUP

IP MODE DHCP
NW ENABLE M1 M2 M3 M4 NW ENABLE MIM2 M3 M4 A5 M6 M7 M8
VIDEO PORT 80 MIMI10M11M 124 130 14 15 16
UPGARDE PORT 5005 VIDEO PORT 0080

UPGARDE PORT 5005

NETWORK SETUP

Select GET IP to start getting IP. The DVR
system will try to get an IP address from the
DHCP server. A message window will show
up as below:

The DVR system will try to get an IP address
from the DHCP server. A message window
will show up as below:
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GET IP NOW! WAITING...

IP MODE

IP ADDRESS
SUB NET
GATEWAY
DNS

rar—

DHCP

192 . 168 . 153 . 100
255 .255. 255 . 255
192 . 168 . 153 . 254
000 . 000 . 000 . 000

00 .18 .1A.02. 00 . OF

NETWORK INFORMATION
IP ADDRESS

SUB NET

GATEWAY

DNS

MAC ADDRESS
CHANGE

192.168.153.100
255.255.255.255
192.168.153.254
192.168.153.1
00.00.00.00.00.00

GET IP NOW. WAITING...

If system didn’t get any network information, it means that get IP from DHCP server fail.

NETWORK INFORMATION
IP ADDRESS

SUB NET

GATEWAY

DNS

MAC ADDRESS

000.000.000.000
000.000.000.000
000.000.000.000
000.000.000.000
00.00.00.00.00.00

N/A

(INNV/NX Series DVR Network Setup

Select My Network places on Desktop and right click mouse button to prompt

drop-down menu then select Properties.
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oL

iy Computer

Open
Explore
Search for Compukers, .,

Map Metwark Drive. .,
Disconnect Mebwork Drive, .,

Create Shortout

Properties

Step 2:
Select Local Area connection or network connection icon and double click the
icon.

s Network Connections

File Edit Yiew Faworites Tools Adwanced Help #

@ Back @ lﬁ p Search [C‘ Folders v

Address @; Metwork Connections

Network Tasks

E Create a new
connection

a Set up a home or small
office network

] lShangﬁ Wiknpf:lows
Step 3:
Select the Properties under General page of Connection status and select

Properties on connection properties to enter IP setup.

Intel(R) PROJL000 PL Metwork Connection
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@ -4 Local Area Connection Properties

General | Support.i
Connection
Status: Connected
Duration: 03:31:49
Speed: 100.0 Mbps
Auctivity
e E
Sent — ‘f ——  Received
Packets: 153273 | 273,193
[ Properties ] [I Dizable ]

Gieneral | Authentication | Advanced|

Connect uzing:

‘ EH Intel(R) PRO/000 PL Metwork Conn

‘ Canfigure. ..

This connection uzes the following items:

lient fiar Mic =

.@. File and Printer Shanng for Microzaft Metworks
QQDS Packet Scheduler

T Internet Protocol [TCPAIR)

| |
[ Install... ] ’ Uninstall I] [ Froperties
& | |
Dezcription
Allows vour computer bo access resources on a Microzoft
network.

Show icon in notification area when connected
otify me when this connection has limited or no connectivity

Cloze

ak. l [ Cancel

J

Please leave your IP setting as illustrated. Press OK to save the setting.

Internet Protocol (TCP/IP) Properties

General | Alternate Eu:unfiguratiu:un|

?)X

the appropriate P settings.

Y'ou can get P settings aszigned automatically if pour network, supports
thiz capability. Othenwize, you need ta azk pour nebwork, administratar far

{#) Dbtain an IP address autamatically

I #yi0btain OMS zerver address automaticalle

i) Uze the follovang LM S server addresses:

T B3 G § ey e
LN o server

Prafarrad
Freferred

o [ e o
Slternate DINS zerver

OF.

][ Cancel ]

Q10. How to configure Static IP on DVR server?

A10.
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Setup the network parameters for the internet or intranet remote monitor or

playback.

(DEB Series DVR Network Setup

EB 4CH series DVR OSD Setup

EB 16CH series DVR OSD Setup

MAIN MENU

CAMERA SELECT

VIDEO RECORD M1 M2 M3 W4
AUDIO RECORD M1 M2 M3 M4
AUDIO MUTE ON

RECORD MODE D1

RECORD FRAMERATE 60

VIDEO QUALITY GOOD

RECORD SCHEDULE
SUBMENU

HARD DRIVE SE1UP?
NFTWORK SFTLIP

USB BACKUP
LANGUAGE ENGLISH

MAIN MENU

v CAMERA

wl. RECORD

@] HARD DRIVE

{ SENSOR / ALARM

= MOTION

&g NETWORK
BACKUP

$] SYSTEM

Use @ and @ buttons to go up and
down and select IP MODE, and then

press@. Use @ and @ buttons to

change the selections to Static IP and press

@ or @ to make a selection.

Use @ and @ buttons to go up and
down and select IP MODE, and then

press@. Use @ and @ buttons to

change the selections to Static IP and press

@ or @ to make a selection.

NETWORK SETUP

IP MODE STATIC

NW ENABLE M1 M2 M3 M4
VIDEO PORT 0[0<]0]

UPGARDE PORT 5005

NETWORK SETUP

IPMODE

NW ENABLE MM ¥3 M4 M5 647 &
79 M10M11H 126 1391 146 15

VIDEO PORT 0080

UPGARDE PORT 5005

The DVR system will try to get an IP address
from the DHCP server. A message window
will show up as below:

Select GET IP to start getting IP. The DVR

system will try to get an IP address from the

DHCP server. A message window will show

up as below:
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NETWORK INFORMATION

IP MODE

192 .168 . 153 . 100
255,255 . 255 . 255

192 . 168 . 153 . 254

IP ADDRESS 192.168.153.100 IPMODE STATIC
SUB NET 255.255.255.255 IP ADDRESS

GATEWAY 192.168.153.254 SUB NET

DNS 192.168.153.1 GATEWAY

MAC ADDRESS 00.00.00.00.00.00 DNS

i CHANGF

[Chasce |

000 . 000 . 000 . 000
00 .18 .1A.02.00 . OF

After perform setting of static, please select CHANGE to save the change of IP information.

(INNV/NX Series DVR Network Setup

Select My Network places on Desktop and right click mouse button to prompt
drop-down menu then select Properties.

Open
Explore
Search for Computers, .,

Map Metwork Drive, ..
Disconnect Metwork Drive, .,

Create Shortout
Delete
R.enarme

Properties

Select Local Area connection or network connection icon and double click the

icon.

* Network Connections E|E|
File Edit Yiew Favorites Tools Advanced Help l's|l
_/l Back _,J I? /_-l] Search || Folders v

Address I@,eork ntio b | e

._ Network Tasks

Wl Create anew
connection

3 Setup a home or small
office network.

@ Change Windows

Firatuall cabrinac

Intel(R) PROJ1000 PL Metwork Connection
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Step3:
Select the Properties under General page of Connection status and select
Properties on connection properties to enter IP setup.

al Area Connection Status. . @ -4 Local Area Connection Properties

General_| Supporti General I-Authenticati.cgﬂ Advanced|
Connechion Connect uzing:
Status: Connected ‘ BHY Intel(R] PRO/000 PL Wetwork Conn ‘ Configure. .
Duration: 03:31:49
Speed: 1000 Mbips This connection uzes the following items:
v [E Client far Microsoft Metwarks
.@. File and Printer Shanng for Microzaft Metworks
QQDS Packet Scheduler
T Internet Protocol [TCPAIR)
Auctivity I
= [ Install ] ’ Uningtall I] [ Properti J
. perties
Sent — ——  Received 7 1
*3 Dezcription
Allows vour computer bo access resources on a Microzoft
Packets: 153273 | 279193 nietwork.

Show icon in notification area when connected

N otify me when this connection has limited or no connectivity
I [ Properties ] [I Dizable ]

ak. ][ Cancel J

Step 4.
Input the Static IP and subnet mask, gateway and DNS server information
provided by ISP or network admin...etc
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Internet Protocol (TCP/IP) Properties

General

Y'ou can get P settings assigned automatically if pour network, supports
thiz capability. Othenyize, you need ta azk vaur nebwork, adminiztratar for
the appropriate 1P zettings.

"y Obtain an 1P address autamatically
(%) Uze the follawing |P address:

IP address: | 192 . 168 .153 . 101 |
Subnet mask: | 255 . 255 . 265 . 0 |
Diefault gateway: | 192 . 1E8. 153 . 254 |

[btain DMNS =erver addrezs automatically

(%) Use the follawing DMNS server addresses:

Preferred DNS server: [168. 95 .192. 1 |

Altemnate DMS zerver: | 163 .95 1 .1 |

L 1]8 ,][ Cancel ]

Q11. How to setup PPPOE on DVR server?
All

(DEB Series DVR PPPOE Network Setup
Set DVR as Static IP configuration = Access through IE to input PPPOE
information =»Let DVR server get IP by using PPPOE connection.
Stepl.Use Internet Explorer to connect DVR
Select Internet Explorer Icon on Desktop and double click it.

rrek

arer J .
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Input IP of DVR on the Address column and it will prompt Information bar for
installing ActiveX control please press OK on the Information inquiry.

v Boo ks

@ This site might require the Following ActiveX control: “WebCami.cab' from ‘averMedia TECHNOLOGIES, Inc'. Click here to install...

@ Click. here to install the following Activerd contiol. "webCam=.cab' from ‘AVertedia TECHNOLOGIES, Ind'..

Information Bar

Informati nB:

Did you notice the Information Bar?

The Information Bar alerts pou when [ntemet Explorer blocks a
pop-up window or file download that might not be zafe. If a
Wwieb page doez not dizplay properly, look for the Information
Bar [near the top af your browser].

[ Do nat show this meszage again.

Learn about the Information Bar...

' Inkernet

@ Cone

Right click on the information bar and select to Install ActiveX Control.

2} WebViewer - Microsoft Internet Explorer, g IF|S|Z-E||| Ackives _:Irll:l"l:ll. i

What's the Risk?

File:

g 8 CiACk
-

Edit  ‘Yiew Fawvorites Tools Help

_‘J:l \ﬂ @ _h /':) Search *Favorites @

T |

Ej_':‘j |

Information Bar Help

Infarmation Bar Help

Internet Explorer will therefore prompt an ActiveX installed message and press
install to install it.
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Internet Explorer - Security Warning

|

Do you want to install this software?

Mame: ‘WebCam¥.cab
Publisher: A¥erMedia TECHNOLOGIES, Inc

@ More opkions

Don't Install

1
I | Install | I
|

‘i'hile Files from the Internet can be useful, this file bvpe can potentially harm
waur campuker, Only install safbware From publishers wou trust, 'What's the risk?

After installed the ActiveX, Web viewer will prompt login inquiry message as

Authorization
[~ User
ID |
. Passwiord
following.
Metwark Type JEIEK :_j
(] 4 | Cancel 1
Number of Default ID for Default ID for view | Default ID for live
channels changing setting, live video only viewing and
view live video, and playback using
playback...... etc. remote console
4CH DVR superuser user N/A
16CH DVR ADMIN USER OPERATOR
or

ADMINISTRATOR

The factory default for all login IDs’ password is 111111.

After input ID and password please select network type to connect, if you are

not for sure of the type, please select LAN.
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Authorization E|

—User
I i sUpEruser
Password i T
Metwaork Tvpe ]512K :_j

€] o - M @B B s e @ 3 LB

Use Web Viewer to connect DVR and perform network setup
Access DVR through Internet Explorer by using above steps and press
Remote setup option button as illustrated below.
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B WebViewer - Microsall Intesnet Exploger EEE

Fis Edt Yiew Faorkes Took Help i

Yer - O N B G P v @3- BB B

Pecbrecs | ] betpe 192, 1ES 0L 12E]

e
DirwcDraw

&) Do W internt

Web Viewer will prompt for login inquiry message as illustrated.|

Authorization

—User

ID

Password 1 Hhkk

Mebwark Type J _j

o] 4 | Cancel ]

“ Make sure you have input login ID that has authority for changing setting

After input password, web Viewer will therefore prompt the remote setup
option as following. Press Network button

Sold @ | Bl 2|

Camera Recording Alarm MNetwork User

oK |

Network setup where you can setup IP mode and DDNS setting
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Metwork Setup

IP Mode ™ Skakic IP

" DHCP

' PPPOE

—Dpkion
W Remote Audio Record

Server Part

[~ UPMF Enable

e
T

LPMF Port
DDMS - PPPCE -
Domain Marme J Liser I Mhinet.net
J********
Passward J Password

o |

PPPOE first.

Before you setup the DVR setting from Static IP to PPPOE IP mode, please select the IP mode to

Select IP mode to PPPOE first, and input PPPOE User ID and password, if
you are not for sure what information needs to input please consult ISP

Metwork Setup

IP Mode " Static IP

" DHCP

(+ PPRCE

[~ Optian
¥ Remate Audio Record

Server Paork

[~ UPNF Enable

LPMNP Pork

DDNS -

Darnain Mame I

Password I

PPPOE -
User ID

Password

Mhinet.net

I bbbkttt

co_|

After input login Id and password Press OK to update the setting.
Configure the DVR setup as PPPOE mode
Then back to DVR side select PPPOE mode. Use @ and @ buttons
to go up and down and select PPPOE, and then press@ or to make




selection. A message window will show up as below:

IDEO PORT
PGRADE PORT

When DVR system gets an IP address PPPOE, the information format is
similar as below all valued

IMAT | ON
218 166 ,035 .203
258 2585 255 .285
218 .166 020 .254
168 095 .192 001
If system didn’'t get any network information, it means that get IP from
PPPOE server fail. Please contact your ISP or network service vendor for
further suggestion.

NETWORK INFORMATION

IP ADDRESS 000.000.000.000
SUB NET 000.000.000.000

GATEWAY 000.000.000.000
DNS 000.000.000.000
MAC ADDRESS 00.00.00.00.00.00

“ To Setup PPPOE you need to first configured the DVR as static IP first .Please set your
Stand Alone series DVR IP the same network with your PC to proceed inputting login

information of PPPOE connection through Web Viewer.

(INNV/NX Series DVR Network Setup
To Set up PPPOE on Windows XP:
Select My Network places on Desktop and right click mouse button to prompt
drop-down menu then select Properties
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Open
Explore
Search For Computers. ..

Map Metwork Drive, .,
Disconnect Metwork Drive, .,

Create Shortout
Delete
Renarne

THEer Properties

B i} larer:

It will bring up a new screen. Click on “Create a New Connection”

"= Network Connections

File Edit Miew Favorites  Tools  Advanced  Help

eBack - Q l‘!; ):' Search il;_::f-FcuIders v

Address e'*_, Metwork Connections

Marne
» =turk Tasks LAN or H.igh—EEEEI_:!_II'ItEI‘I'IEt
G| Create a new connection 2, 1394 Connection
@ ChangsWindows Firewal LLocal Area Connection 2

sektings

0 \Wireless Mebwork Connection

This will start a New Connection Wizard. This is a simple process that will set
up your PPPOE connection. The following dialogue box will appear. Click Next.
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Mew Connection Wizard

Welcome to the New Connection
Wizard

Thiz wizard helps you
* Caonnect ta the [nternet.

* Connect to a private netwark,, such az your work place
hietwork.

To continue, chick Mest,

MHest = Cancel I

Select “Connect to the Internet” and then clock the “Next” button.

NMew Connection Wizard
Metwork Connection Type
Wihat do you want ba do?

{*) Connect to the Internet
Connect to the Intzrnet 2o you can browse the 'Web and read email.

i) Lonnect to the network. at my workplace
Connect to a buginess netwark [uzing dal-up or YPM] 20 vou can work, from home,

a field office, or arother location.
() Set up an advanced connection

Connect directly to anather computer uzing vour senial, parallel, or infrared port, or
zet up thiz computer 2a that ather computers can connect ta it

< Back M et > Cancel
| |
———

Select “Set up my connection manually” and click the “Next” button
Select the second option, “Connect using a broadband connection that
requires a user name and password”, then click on the “Next” button.
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New Connection Wizard

Intenet Connection
How do you want to connect to the Interne:?

(") Connect uzing a dial-up modem

Thiz type of connection uses a modem and a regular or SOk phone line.

{¥) Connect uging a broadband connection that requires a user name and
pazsword

Thiz iz a high-zpeed connection uzing either a D5L or cable maderm. Yaur ISP may
refer to thiz type ol connection az PPPCE.

(") Connect uzing a broadband connection that iz always on

Thiz iz a high-speed connection uzsing either a cable modem, DSL or LA
connection, It iz akways active, and doezn't require you o gig in.

Cancel ]

Type your desire name for this connection into the “ISP Name” field, and then

click the “Next” button

New Connection Wizard

Connection Hame

What iz the name of the service that provides your Intermet connection’? @

Type the name of your |5P in the following bos,

ISP Mame

PPPOE S

Thz name pou type here will be the name of he connection vou ae creating.

¢ Back Mest = |A Cancel

—

Make sure that you have “Anyone’s Use” selected, especially if you have
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different users set up in your XP. If it is not, you will have to make a new
PPPOE for EVERY connection, not just yours.

MNew Connection Wizard

Connection Availability
Y'ou zan make the new connection available to any user or only to pourzelf,

A connection that iz created for pour use only iz zaved in pour uger account and iz not
availablz unlezs vou are looged on.

Create thiz connection far;

(=) Anyone's uze
(3 My uze only

[ ¢ Back [ Mext = |[ Cancel I
-

Enter your username and password into the applicable fields. Your username
is the ID your ISP supplier provides, normally it is “username@xxxx.net” and
your password is also provided by ISP. If you are not for sure of the login ID

And password for key in, please consult your ISP. After input data click “Next”.

MNew Connection Wizard

Internet Account Information
Yau will heed an account name and pazsward ta gigh in ba vour [nkernet account,

Twpe an 15P account name and pazsword, then write down this information and stare it ina
zafe place. [If you have forgotten an exizting account name or password, contact your ISP

User name: é‘uge[name@ aaaa.net
Pazsward: [esssens

. Corfim password. [sesssss |

o [ N

Ilze this account name and pazsword when anyone connects o the Internet from
this computker

kake this the default Intermet connecticn
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Check the box “Add a shortcut to this connection to my desktop” as in the
example below, then click on the “Finish” button to complete the set up of your
PPPOE connection.

New Connection Wizard

Completing the New Connection
Wizard

You have succeszsfully completed the steps needed to
create the following connection;

Triotel net

* Make thiz the default connection

* Share with all ugers of thiz comauter

* Uze the zame uzer name & password for everyone

The connection will be zaved ik the Mebwark,
Cnnnectinns Folder

Add a shortcut ta this connection o my desktop

Ta create the connechion and cloge tis vazard, chck Finzh,

| Finish

Cancel ]

Your connection has now been configured and is ready to use. Ensure your
DSL modem is plugged in, then double click on the “PPPOE”(or the name you
input in ISP name) icon on your desktop, and then click “Connect”. Windows
should then connect you to Internet.
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