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Dear tenant:

This user manual will help you to configure your network access in your
dorm room. Please read this instruction for your operating system
carefully. If problems occur during the configuration, please read first
our troubleshooting tips at the end of this booklet. Contact our system
administrator if the problem persists.

Please visit our website, where we publish current faults, planned
maintenance of our systems or changes in the office hours:

http://www.studentenwerk-leipzig.de/studnet

For the connection between your PC or laptop and the data socket in
your dorm (in most cases this is the left connection), an Ethernet
network cable with RJ45 plug (see illustration) is needed. We
recommend a cable of category 5e or
higher. This cable may be purchased for a

few euros in any electronics or computer “-'(('(v S
store. Once you have the cable lyyy 2
connected to your computer, please _ i,
follow the instructions for setting up the l(l(:“;( ‘%U

1 =

network for your operating system on the

. S T
following pages. -

Ethernet network cable with RJ45
To follow the instructions, you will also connector
need to know your personal network data. You should already have
received the data from your janitor (Figure 1).



Example network data:

STUDENTENWERK

LEIPZIG wohnservice/Internationales/
Informationstechnik

IP-ADDRESS: SUBMNET-MASH: Password studMET-Client:
GATEWAY: DNS-SERVER: Password studMET-Chent (Phonetics):

You will need the above data to establish the connection to our network. Please read the

Insoructions for seming up the network (A5 booklet) which you received when signing your
contract.

In case of problems with the network, please use one of the following three contact options. Before
contacting us, please carefully read our instructions. When you contact our service staff you will need
your tenant number from your contract, your operating system (manufacturer / version) and an exact
description of the problem. Please also note that we do not repair computers, but we can assist you in
setfing up the network access.

1. Omline Helpdesk: hitps://studnet.studentenwerk-leipzig.de
Usemame:-
Password: studnet
Important These credentials are only valid for cur Online Helpdesk!
2. Hotline: Monday - Friday from 8.30 — 9.30 — mobile number 01761 / 96 59 818
3. Office hours: Tuesday 14.00 — 16.00, Strafie des 18. Oktober 23 Room 211
Please inform yourself under www . studentenwerk-leipzig. dedstudnet about any short-term changes in the
office hours or hofline. Please also bring your laptop / mobile device to the office hour.

Please take note of the Terms of Instructions conceming the use of Intemet (AS booklet) and any news
that we publish on the studMET website (www_studentenwerk-leipzig.defstudnet) and also the postings in
your hall of residence.

Please also read the Terms of Instructions concemning the Use of Intermet (A5 bookiet} caraefully. Also take note of any

changes we publish on the website (www_studentenwerkdeipzig. delstudnet) and the announcemeants in your student
halls of residence.

We recommend that you label your madbox with youwr name. Cut the name tags and attach them to the appropriate
places. For gquestions or problems please contact your carstaker.

Figure 1




1. Quick Start / General

Setting up the Internet connection, regardless of the operating system,
consists of two steps:

1) Configuration of the network connection (IP address, subnet
mask, gateway/router and DNS server). You must always
configure the IP address, subnet mask, gateway / router
and DNS server. The entry for the alternative DNS Server
must be kept empty. Use the connection data which you
received from your janitor (Figure 1).

2) Authentication at login server. For Windows operating
systems, the authentication will be achieved by using the
studNET Login client, which you can download from our website
(only possible after you have completed step 1). For Linux
operating systems and MAC OS, authentication will be
established using the ssh command in a terminal window.

In this booklet we have created exemplary instructions for three
operating systems. Please note that individual steps may vary for
different versions of operating systems.

2. Windows 7/ Windows 8/ Windows 10

Note: The figures and description is focused on Windows 7. Windows 8
and Windows 10 are very similar and they differ only in details in our
description. Please note that your operating system has current network
drivers.

You will need administrator rights on your computer.

First, the network must be set up. Click with the right mouse button on
the network icon in the system tray (Figure 2).



215 AM

e iI: IIJ | 5
% =l o j0m0 001 |

Figure 2

Then select "Open Network and Sharing Center" (Figure 3).

Troubleshoot problems

Open Metwork and Sharing Center

[
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Figure 3

Select the LAN connection where you have the cable connected to the
data socket in your room (Figure 4).

The name of the connection on your system may differ from the
description in Figure 4. It is important that you choose the connection,
which is connected by cable to the data socket in your room.



Access type:
Connection

Connect or disconnect

Figure 4

In the next window select "Properties” (Figure 5).

U Local Area Connection Status =
General

Connection
IPv4 Connectivity: Internet
IPvE Connechivity: Mo Internet access
Media State: Enabled
Duration: 00:08:35
Speed: 1.0 Gbps

Activity

Sent Received

Bytes: 4,747 11,145

[ '&'Properties [ 'g'Disable ] [ Diagnose ]

Close

Figure 5




Then select "Internet Protocol Version 4" and "Properties" (Figure 6).

= |

4 Local Area Connection Properties

MNetworking

Connect using:

l_fll' Intel(R) PROT1000 MT Metwork Connection

This connection uses the following tems:

" Client for Microsoft Networks
vl S80S Packet Scheduler
¥ .@ File and F‘nnter Shanng far Mu:n:us-:lﬂ MNetworks

|sc:n:|'-.-'er'_.r viapper [0 Driver
& Link-Layer Topology Discovery Responder

Install.. ] [ Uninstall Properties
Description
Allows yvour computer to access resources on a Microsoft
netwark.

OK || Cancel

Figure 6

Please completely enter your connection details in the following window
(IP address, subnet mask, gateway, DNS server). The data in Figure 7
are only indicated and not real. Please note, that you must leave the
field for the Alternate DNS Server empty. Your personal data is on a
separate A4 sheet, which you also get from your janitor (Figure 1).
Confirm with OK (Figure 7).



r
Internet Protocol Version 4 (TCP/TPwd) Properties

General

| 7

for the appropriate IP settings,

(7 Obtain an IP address automatically
i@ Use the following IP address:

IP address: (INEIN- 172 . 31 .

Subnet mask: 255 .

Default gateway: * 172, 31 .

Obtain DM5 server address automatically

(@) Use the following DMS server addresses:

Alternate DMS server:

You can get IP settings assigned automatically if your network supportg
this capability, Otherwise, you need to ask your network administrator

Preferred DMS server: * 139, 18 , 25 .

[ validate settings upon exit Advanced..

| ok

] [ Cang

Figure 7

After the network is set up, you still need our studNET client to

authenticate to the login server.

To do so, open a browser (eg Internet Explorer or Firefox) and visit

the following page:

https://www.studentenwerk-leipzig.de/studnet-client

Please note that only this page is unlocked for access without

authentication!

Here you can download the studNET login client (EXE, 1.71MB)



Download and save this file on your desktop.
Execute the program (you need administrator rights) and install it
(Figure 8).

[ 7Start

Figure 8

Now you can start the Login studNET client.

Enter your 6 digit tenant number (Mieternummer) from your contract and
password (A4 sheet from your janitor) in the spaces provided and
connect (Figure 9).



2 studMET Login Client — | O x|

%
StudNET Login Client

2 L Studentenwerk Leipzig
Misternurmmer: | Yerbinden
Pazzwork: |

Beenden

[ Pazzwaort zpeichem
Erweitert >

AuthGate-Login Software 4.3
Copyright @ 2014 Dozsin-Brade GhR Leipzig

Figure 9

The connection to the Internet is now set up and should work.

If you experience problems, please check again the details and read the
troubleshooting tips at the end of this booklet.

3. Ubuntu Linux
Please note: Depending on the version of the operating system, the
explained steps and figures might differ.

First, the network must be set up. Go to the System Settings and then
Network (Figure 10).
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System Settings

®
All Settings
':_ ’ Personal

[ g @ B

2
Appearance Brightness & Language Online Security & Text Entry
— Lock Support Accounts Privacy
M Hardware
— - =
% 3 - V) o -4
y= = I [t

. Bluetooth Color Displays Keyboard Mouse & Network Power

% Touchpad

2 &

Printers Sound Wacom Tablet

Figure 10

Then select the wired connection and click "Options" (Figure 11).

Network

Airplane Mode | OFF

Wired on [
Connected - 1000 Mb/s

All settings Nebwork

Hardware Address
IP Address
Default Route
DNS

+
|

Figure 11

In this dialog (Figure 12), select "IPv4 settings". Now click "Add" and
enter your connection data completely (IP address, subnet mask,
gateway, DNS server). The data in Figure 12 are indicated only and not
real. You will find your personal data on a separate A4 sheet, which you
also get from your janitor. Confirm with "Save".
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Editing studnet

Connection name: | studnef|

General Ethernet 802.1x Securi IPvd Settings WPv6 Settings

Method: | Manual v

Addresses

Address Netmask Gateway
172.31.0. 255255, 172.31....

Delete

DNS servers: | |

Search domains: | |
DHCP client 1D
["] Require IPv4 addressing For this connection to complete

Routes...

Figure 12

Now open a terminal window (Figure 13).
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®  © Terminal

Eii Applications

il |- e

Terminal XTerm

Figure 13

Type the following command in the terminal window:

ssh tenant-number@139.18.143.253

(Instead of, “tenant-number” write your personal 6 digit tenant number
which you can find on your contract).

During the first log in the following message appears:

The authenticity of host '139.18.143.253' cannot be established.RSA
key fingerprint is ed: 1e: b7: bf: 2f: ff: 8b: 74: 85: 47: 4e: f7: 64: ac:
b5: 43 . Are you sure you want to continue connecting (yes / no)?

Write ‘yes' and press "Enter."
You will next be prompted for your password.

Here you need to enter your personal password (A4 sheet from your
janitor). The password is case sensitive and no signs will be displayed
during typing on the terminal. If the message below appears, the log in
was successful.

Hello <tenant number>. You are authenticated from host

XXX XXX XXX XXX G: V X: X - Welcome to the studNET!

13



Now you are online.

Do not close the terminal. After a restart or the awakening of the

computer, you must log in again.

Figure 14 summarizes the steps.

) studneI:@studnet-virtual-machine:-

The authenticity of host ¥

RSA key fingerprint is ed:le:b7:bf: Zf ff:8b: 74 85 47:4e:f7:64:ac:b5:43.

Are you sure you want to continue connecting (yes/no)? fyes]

Warning: Permanently added '139.18.143.253' (RSA) to the list of known hosts.
£11712@139.18.143.253"'s password:

Last login: Sun Oct 19 20:07:19 2014 from

Hello 141780. You are authenticated from host "___ __ _ "
G:3 Vi1l - Herzlich willkommen im StudNET!

Figure 14

4. Mac OS

Please note: Depending on the version of the operating system, the

explained steps and figures might differ.

Click on the Apple menu. Then select "System Preferences" (Figure 15).

14



n System Preferences Edit View W

About This Mac
Software Update...
App Store...

Dock
Location

Recent [tems
Force Quit System Preferences

Sleep
Restart...
Shut Down...

Log Out

System Preferences...

>
>

>

N{#dD

0¥Q

Figure 15
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System Preterences
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General Desktop & Dock Missian Language
Screen Saver Control & Region
B = .
Displays Energy Keyboard Mouse Trackpad
Saver
=
"‘ (@ ® e) %)
iCloud Internet Network Bluetooth Sharing
Accounts
A A, ) 1)
* . T e
Users & Parental App Store Dictation  Date & Time
Groups Controls & Speech
Profiles

Q

O O |
Security Spotlight  Notifications
& Privacy

Printers & Sound

Scanners

d e ©
P

i . =

Startup Time. Accessibility
Disk Machine

Figure 16
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Then click the Network icon (Figure 16) and enter your connection
details like IP address, subnet mask, router (gateway) and DNS server
(Figure 17). In this example, the DNS server is configured in a separate
window. To do this, click "Advanced". Please also note that the data
shown in our figures are only examples. Take your personal data
instead from the A4 sheet, which you received from your janitor.

[rE— .
@ 0 Network

o . Show All | Q

Location: Umgebung (21.10.14 17:46)

Status: Connected

USB Ethernet is currently active and has the

Wi-Fi —_ IP address 172.31.134.94,

L] ﬁ\.h..letno.ﬂ'.l _PAN Configure IPvd: = Manually

@ Thund...t Bridge IP Address: :

R S Subnet Mask: [ s |
Router:

DNS Server: 139.18.25.3

Search Domains: studnetz.uni-leipzig.de
802.1X: WLAN (eduroam) Connect

Assist me... Rever Apply

Figure 17

In Figure 17 mark "DNS" and then the "+". Then enter the DNS server
IP address (A4 sheet from janitor). Confirm with "OK".
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0 Network
|
USB Ethernet
TCP/IP " WINS  802.1X  Proxies Hardware
DNS Servers: Search Domains:
139.18.25.3 studnetz.uni-leipzig.de
= IPv4 or IPvb addresses =
! Cancel

Figure 18

Now open a terminal window.
Type the following command in the terminal window:

ssh tenant-number@139.18.143.253

(Instead of, “tenant-number” write your personal 6 digit tenant nhumber
which you can find on your contract).

During the first log in the following message appears:

The authenticity of host '139.18.143.253' cannot be established.RSA
key fingerprint is ed: 1e: b7: bf; 2f: ff: 8b: 74: 85: 47: 4e: f7: 64: ac:
b5: 43 . Are you sure you want to continue connecting (yes / no)?

Write ‘yes' and press "Enter."
You will next be prompted for your password.
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Here you need to enter your personal password (A4 sheet from your
janitor). The password is case sensitive and no signs will be displayed

during typing on the terminal. If the message below appears, the log in
was successful.

Hello <tenant number>. You are authenticated from host
XXX XXX XXX XXX G: VX X - Welcome to the studNET!
Now you are online.

Do not close the terminal. After a restart or the awakening of the
computer, you must log in again.

Figure 19 summarizes the steps.

® OO0 it — ssh — 80x24 =
Last login: Tue Oct 28 14:36:18 on ttys@ee
3ook-Pro:~ a139, 18, 14

The authenticity of host '139,18.143.253 (139.18.143.253)' can't be established.

RSA key fingerprint is ed:le:b7:bf:2f:ff:8b:74:85:47:4e;f7:64:ac:b5:43.

Are you sure you want to continue connecting {yes/no)?

Warning: Permanently added '139.18,143.253' (RSA) to the list of known hosts.
i@139.18.143.253"'s password:

Last login: Tue Oct 14 16:05:02 2014 from 172.31.134,94

Hello _ __ _. You are authenticated from host “172.31.134,94"
%:6 V:1l - Herzlich willkommen im StudNET!

Figure 19
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5. Use of Routers / WLAN
We supported exclusively setting up your studNET access based on a
wired direct connection to the network socket (LAN).

Yet you have the option of multiple devices (smartphone, tablet, laptop)
to connect via a wireless router with the studNET.

An overview of the most important settings required (FAQ) on our
website at the following link:
http://www.studentenwerk-leipzig.de/studnet

We make this any further advice or technical support.

The responsibility for all peripheral devices rests solely with the user.
Please note also, that you are responsible for the security of your router
itself (insecure WLAN).

For any misuse of your connection, you can be held accountable.

6. Common mistakes

Before contacting our support team, please make sure that you have
checked the following steps:

1) You have your laptop / PC connected via cable to the data jack
in your room.

2) You have configured the correct network information (IP
address, subnet mask, DNS server, gateway) and checked
for typos. Please compare the data to those provided by the
janitor data again.

3) You have entered the network data on the correct network
adapter (not the wireless adapter e.g.).

4) You entered your 6-digit tenant number in the studNET login
client.

5) You properly spelled the password in the Login studNET client.
Please pay attention to uppercase and lowercase letters,
especially with, i 'and' L . For safety, you can write the data in a
text editor as plain text. The password is also listed in phonetics
on the A4 sheet with the connection data.

6) You do not have defined a proxy server in your browser.
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