Genesis Il Quick User’s/Reference Manual

L 115 (o T¢ L To7 5T SRS 3
1.1 XML NaMESPACES.....euveeueerueeriieritenteenteeteetestesitesieesteebeesteeteestesstesaeesbeenseenseenee 4
1.2 CONVENLIONS ..nvieniieiieeiiestiesitesteesteeteeteeseeeseesseesseesseeseenseesseeneeeseesseesseeseensesnsennns 4
1.3 Q) 007 1o7<) PSPPSR 4
1.4 GENESIS TT STALE ..o 4
1.5 CONTIGUIALION ...ttt ettt et e e sse e st e st e st eseeseennesneesneenns 5
1.6 SCCUIILY COMCEPLS ..euveuvivieeieiienieteetieetentetetesteeteentessessesbe s st eseensebesseeneeneensensensenns 5

1.6.1 Transport Layer vs. Message Layer Security .........ccoceveevienenieneeneenene 5
1.6.2 Genesis I Lightweight SAML (GAML) ....oovoiiiiiiieiieeeeeeeeee 6
1.6.3 X.509 Concepts and TOOIS.....cc.ccverieriiririeieierereseeeeeee e 6

N B 10 11 Lo T USSR 9

TIN5 1700 B 2 1010 1] 3 1 o PR 9
3.1 SECUTTLY SEE UP ..ttt ettt sttt ettt e satesaeesbeens 9
32 System INitialiZAtion .........ceoieiieiieeie ettt 11

4 Command Reference..........ocuvieieriiriiriiieieieesecteete ettt 13
4.1 RUNCONEAINET SCTIPL....eietieiieieeie ettt ee et e ee st e sseeseenneas 13
4.2 Grid COmMMANd........cceviririeieiiitieeeietcee ettt ne 13

4.2.1 REQUITEIMENLS ....cniiiiiiieiieeet ettt 13
422 CommAaNnd MOAES ......cccueeierieiieiieiteie ettt seeas 13
423 CommMANA LiSt....ceiiiiiiieiiieieiesiere et 14
4.2.4 AttaCh-CONAINET .......eieiiieeiieiieeiieie ettt ete ettt se e e eaaeeeeeeees 15
4.2.5 AUINZ ..ttt 16
4.2.6 CAL ettt ettt ettt st ettt ettt be et e re et et e nteereereeneeneenes 17
4.2.7 Gl b ettt beeae e enae s s 18
428 COMMECT ..ttt ettt ettt et ettt et esbe e s b ebe e s 19
4.2.9 P ettt ettt ettt b bbb be b e re st n b et e beereeneensensenes 20
4.2.10  Create-RESOUICE ....c.ccvuiiriiiiiiieiieieeteeteteseeree ettt 21
200 W B 24 T ) AU 22
A.2.12  FUDPA ettt e 25
4213 Gaml-ChmoOd........ccoeriiiiiiiieieeee et 27
4214 Get-AUIIDULES ..oooueeiieiieiieie ettt ettt ettt e e e saeeseenneas 28
42015 HelP ittt ettt nreenbeenne s 29
4216 LOZIN ittt ettt ettt ettt et ettt enee s 30
20T Lttt ettt sttt 31
4218 LOZOUL ettt ettt 32
B.2.19  LSuiiiiieieieee ettt ettt ettt et a e bt be ettt et e nbesreebeeeeeneenes 33
4220 MKAIT coeeiiiiiiiie et 34
4221 PWA oottt bt ns 35
4222 RIMeiiiieiiiie ettt ettt sttt 36
4.2.23  RUDN ettt ettt ettt st ettt bbb eneens 37
4.2.24  Schedule-Termination............cceecueeieriesienieniesieseeesreeee e eeeeeeseeeseeeneeas 40
I T o1 | o | USSP 41
4220 SHEIL ..ottt ere e neens 43
4.2.27  UNINK (et 44



4228

Whoami



1 Introduction

Genesis 11 is an integrated implementation of the standards and profiles coming out of the
Open Grid Forum Open Grid Services Architecture (OGSA) Working Group. Further,
Genesis II is a complete — if somewhat minimal — set of grid services for users and
applications which not only follows our maxim — “by default the user should not have to
think” — but is also a from-scratch implementation of the standards and profiles — not a
wrapping of existing artifacts.

Genesis Il is combined development and research project at the Virginia Center for Grid
Research (VCGR) and the UVa Department of Computer Science. The goal of Genesis II
is develop an open source, standards-based grid platform to support both high-throughput
computing and secure data sharing. Such a platform will serve the grid user community
by providing free, easy-to-use tools to exploit grid technology to fulfill their computation
and data management needs. For the grid research community, Genesis II is designed to
be an interoperable (via adherence to emerging standards), freely available (via open-
source), and flexible platform to develop new grid technologies and models without
researchers having to create entire new grid implementations from scratch. VCGR will
lead the way in exploiting Genesis II as both a user platform and a research platform.

Genesis 11 features include:

o Web Services based implementation promotes interoperability as well as simpler
integration with many 3rd party products.

e Data and Compute technology to support a wide range of potential application
domains from simple data sharing to multi-platform, multi-organizational high-
throughput computing. Grid computing technology is still in its infancy and many
problems remain. Particular areas that we will focus on are data access, security
(confidentiality, data integrity, access control, policy negotiation), dependability
(availability, SLA’s, policy languages), and grid standards.

e Familiar Hierarchical Namespace gives users a comfortable environment to
work in which means that less time is spent learning new tools and syntax.

e Open Source code-base as part of our ongoing commitment to provide not only
fully integrated platforms for production use, but also to encourage outside
development and research efforts.

e OGSA Standards Based implementation will allow for Genesis II to
interoperate/interact with other developing grid efforts as those standards move
forward.

o Secure infrastructure based on emerging web standards (such as XACML,
SAML, and WS-Security) further promotes interoperability and integration
without sacrificing security.

e Multi-platform support allows for organizations to make better use of everything
from their cluster of Linux boxes to the Windows desktops at their users’ desks.



e Robust data services with familiar interfaces are essential to adoption Genesis II
bases much of its data services on standards being developed by the OGSA and
other OGF working groups:

o BytelO
o RNS
o ExportDir

o Familiar, Unix-like command line tool

e High-throughput computing motivates much of the design. Genesis 11 compute
resources are provided via OGSA-BES and also leverage RNS interfaces to
facilitate easy user interaction:

o BES Container
o BES Queue

o Other OGSA and OGF technologies influence various aspects of Genesis I1.
Many core architectural components of Genesis Il are based on various standards
coming out of the OGF and the Web Services world:

o WS-Naming
o WS-Security

1.1 XML Namespaces

Various components of Genesis II rely on XML documents. These include configuration
files, SOAP messages, etc. The following table lists namespaces and their associated
namespace prefixes as used throughout this document.

Namespace Prefix Namespace

mconf http://www.mark-morgan.net/org/morgan/util/configuration
genii http://vcgr.cs.virginia.edu/Genesis-11

gsh http://vcgr.cs.virginia.edu/genii/xsh/script

geniix http://vcgr.cs.virginia.edu/genii/xsh/grid

1.2 Conventions

Throughout this document, we use a number of notational conventions to aid the
description of various key features and abilities of Genesis II. These are listed below:

e  ${GENESIS II} is used to indicate the base directory or path location of the
Genesis I installation on a given system;

1.3 Key Concepts

In order to use and configure Genesisll, it is useful to understand some key concepts
about Web/Grid services in general and the design of GenesislI.

1.4 Genesis Il State

All state in the Genesis II system is stored under a user specific directory. This state is
often maintained by a simple JDBC database called Hypersonic, but some of it is also




stored simply as raw files. Either way, all state is located in ${java.home}/.genesisII
where ${java.home} is whatever the value of the java.home System property is in your
environment (usually this is SHOME on a Unix environment and C:\Documents and
Settings\login-id on a Windows machine). This directory must reside on local disk for
that machine to ensure that the database does not become corrupted. Because of this
requirement, it is not possible for multiple machines to share this directory and as such all
configuration is done on a machine by machine basis.

If at any time you wish to wipe out all state associated with a Genesis II container and re-
initialize the system, you may do so by deleting the ${java.home}/.genesislI directory
and once again following the steps outlined in this document for bootstrapping a system.
Note that if you do this, all state from the previous grid will be lost.

1.5 Configuration

Genesis 11 is highly configurable allowing administrators to tailor the system in many
different areas. This includes the ability to dynamically add or remove tools available to
clients, the ability to specify certificate and key stores to use for various aspects of the
Genesis II security infrastructure, the ability to dynamically configure ports, directories,
etc.

Two configuration files exist within Genesis I, and both can be located in the
${GENESIS_II}/configuration folder. The first of these, client-config.xml describes
various properties of the Genesis II system when used as a client', while the server-
config.xml file includes configuration options of relevance to server side operations and
functions. Both files have the same general format.

Each configuration file is an XML document containing a number of child elements
which represent sections of the configuration. One section in particular, the
mconf:config-sections element, is required and indicates to the configuration engine the
list of sub-sections to expect within that given configuration document.

1.6 Security Concepts

Security is an extremely important part of any grid system and Genesis II offers a wide
range of configurable security options. Throughout this document, we will describe
mechanisms for affected and altering the security of various components and sessions,
but before we introduce any commands to this effect, we describe here concepts that
Genesis Il makes use of and that you will need to be familiar with in order to successfully
secure your Genesis II system.

1.6.1 Transport Layer vs. Message Layer Security

Genesis II allows for both transport layer and message layer security but the latter is
discouraged given the tremendous performance cost of encrypting SOAP content in

"In this context, client refers to the role a piece of code takes on, not a specific tool or application. In other
words, even code within a service can participate in a client role if it makes calls on other remote services
using the Genesis I client libraries and stubs.



XML. By default, Genesis II ships with transport layer security turned on (i.e., HTTPS
communication) with server-side authentication only. Many of these settings can be
changed in the client and server configuration files.

1.6.2 Genesis Il Lightweight SAML (GAML)

Genesis II supports a SAML-like mechanism for authorizing client access to services and
resources. This GAML authorization module permits administrators and users to
associate X.509 certificates with read, write, and execute categorized access control lists
on individual resources arbitrarily. When configured correctly, these access control lists
will limit the access that various users have to the system resources.

Flexibility is a key design goal of the Genesis II system and as such we place very little
restrictions on the types of X.509 certificates that can be used for identification of users.
Any valid X.509 certificate can be used so long as that certificate, or one of the
certificates in its certificate chain?, appears in the appropriate access control list for the
target resource.

Finally, Genesis II also employs a form of delegation that allows clients to pre-allow a
number of delegations to occur on its behalf. In this way, if client A performs an
operation on service B, which in turn needs to perform an operation on service C, then
service B will be able to perform that operation cryptographically on behalf of Client A
without Client A necessarily being contacted about the delegation. This mechanism
improves the decoupling of the architecture and can be limited or relaxed as necessary in
the configuration files.

1.6.3 X.509 Concepts and Tools

Because X.509 is used so heavily in Genesis II (both for GAML authentication and for
transport layer security), a number of X.509 concepts are particularly relevant to this
document. We define the following terms to aid in this discussion:

o Key Store — A location where X.509 certificates along with their private keys
are stored along with an alias or friendly name that identifies them. This key
store can be a file in a number of different file formats including PKCS12, JCS,
and BC. The key store can also be the Windows Certificate store maintained
automatically by the Windows operating system. Because key stores contain
private keys, they are often password protected and typically used when clients
or services need to take on the role of a given certificate.

e  Public Certificate — Unlike a Key Store which contains both a certificate and a
private key, a Public Certificate is a completely public entity which is used as
the public identity of a user or resource. These are often stored in DER format
certificate files and are usually used to indicate which certificate to add to an
access control list. Because these files are public, they are not typically
password protected.

? Genesis IT can use certificates from a certificate chain to provide a rudimentary grouping mechanism for
access control. For example, by adding the University of Virginia Standard Assurance PKI certificate to
the access control lists for a target resource, I could grant access to any valid certificate produced by that
CA.



e Certificate Authority or CA — A certificate authority or CA is a certificate or
entity that, using its private key, has the authority to generate new children
certificates. Often times this certificate is maintained by an organization that
has been granted the authority to generate certificates for its members (such as
the University of Virginia generating certificates for its students and faculty).
However, in Genesis 11, containers and services also can generate certificates
(making them certificate authorities) for the purposes of identifying their own
children resource. Further, many organizations will find it useful to generate a
certificate authority for easy generation of user certificates for grid users such as
administrators and managers.

To aid in the construction of these various components, Genesis II includes a certificate
tool (cert-tool) which allows users to easily generate certificates and certificate
authorities. Further, Java ships with its own tool (keytool) which can be used to extract
public certificates from key stores. Both of these tools are used during a typical
bootstrapping of the Genesis II software. The following sections detail how these tools
can be used to generate certificate authorities, certificates and keys, and public certificate
files.

1.6.3.1 Creating a CA in a Key Store

The cert-tool program included with Genesis II can easily be used to create a new CA. In
effect, this is just another entry in a key store with an alias. However, while most
certificates will be signed (authorized) by a CA, in this case the CA certificate will sign
itself. This is not necessary for the use of Genesis II, but it provides a convenient way of
grouping certificates together. If you choose to follow this model, the following example
demonstrates a typical use of cert-tool for creating a CA.

cert-tool gen —dn="C=US, ST=Virginia,
L=Charlottesville, O=UVA, OU=VCGER, CN=VCGR CA’" —
out put - keyst or e=ca. pf x —out put - keyst or e-
pass=password —output-alias="VCGR Certficiate
Aut hority”

In this example we create a certificate with a distinguished name (dn) of “C=US,
ST=Virginia, L=Charlottesville, O=UVA, OU=VCGR, CN=VCGR CA”. We have
specified ca.pfx as the key store file to use (and the default store type of PKCS12 will be
used). Finally, we indicate a password for the key store, and an alias for our CA
certificate and key. All of these parameters should be changed to fit each organizations
preferences.

1.6.3.2 Importing a CA certificate into a Trust Store

Once you have created a certificate authority certificate, you probably will want to import
this certificate into your trust store. Clients of the Genesis II system validate the
certificate on the SSL connection by using your trust store. They also validate the
certificates for resources on that system using this trust store. By default, this trust store
is located in ${GENESIS_II}/security and is called trusted.pfx. While you cannot
change the location of this trust store, you are welcome to change the name of the file



itself, or the store type and/or password. To make these changes, you will need to edit
the appropriate sections inside the ${GENESIS_II}/configuration/client-config.xml
configuration file. The two sections in question are the genii:ssl-properties and the
genii:resource-identity sections.

The following example shows how to use cert-tool to import the ca certificate created
above (parameters should be changed as appropriate).

cert-tool inport —input-keystore=ca.pfx —input-keystore-
pass=password —i nput-alias="VCGR Certificate Authority”

out put - keyst or e=tr ust ed. pf x —out put - keyst or e- pass=trusted —
output-alias="VCGR Certificate Authority”

1.6.3.3 Creating a Certificate and Private Key from a CA

Given a certificate authority, you will likely want to create some certificates from that
certificate authority. In particular, you will likely want to generate a host certificate for
each container (unless your host already has a valid host certificate). This certificate is
used by each container to create the SSL connection and many SSL clients require that
this host certificate contain in the DN (in particular, the common name or CN field) the
DNS name of the host in question. Additionally, one possible configuration for your
Genesis II system will involve creating an “Administrator” certificate from this CA.
While the Genesis II software does not require the notion of an administrator, the idea of
a management level or root level certificate for your own resources if a useful
abstraction. The following command line illustrates how the CA created above can be
used to create a new Administrator certificate. The command line should be changed as
appropriate for host certificates.

cert-tool gen —dn="C=US, ST=Virginia,
L=Charl ottesville, O=UVA, QU=VCGCR
CN=" Admi ni strator” —i nput - keyst ore=ca. pf x —i nput -
keyst or e- pass=password —i nput -al i as="VCCR
Certificate Authority” —output-keystore=adm n.pfx —
out put - keyst or e- pass=admi n- passwor d —out put -
al i as=" Adm ni strator”

1.6.3.4 Extracting the Public Certificate from a Key Store Entry

So far, the certificates we have generated contain private keys and can be used by various
cryptographic entities to take on the role or identity that a certificate and key indicate.
However, it is also useful to have a public identity that can be shared with others that can
later be added to access control lists. In essence, these public identities are the
certificates in question minus the private keys. Genesis II allows for public certificates to
be added to access control lists either directly from the local file system, or from the grid
file system. Either way however, you will need to extract these public certificates from
their various key stores. If these keys are contained in non-Java key stores (such as the
Windows Certificate store), then you will need to use some key store specific means for
extracting the information. If however they were generated by Java keytool, or by the
Genesis Il cert-tool applications, you can use the Java keytool program to extract them.



In the following example, we extract the public certificate for the Administrator identity
created above. Once again, parameters should be changed to reflect desired usage
properties.

keyt ool —export —keystore admin.pfx —storetype PKCS12 —
alias Administrator —file adm n.cer

2 Download

Genesis 11 is distributed freely to the public under an Apache-style open source usage
agreement. To download a copy of Genesis II, go to the web page
http://vcgr.cs.virginia.edu/genesisll/downloads.html and follow the instructions there.

3 System Bootstrap

We break the bootstrapping process up into two phases; security set up, and system
initialization. You may choose to ignore the security set up phase if you wish to run a
simple test net of Genesis II. If you do this, Genesis II will by default bootstrap with a
container certificate called skynet for each container and will use this certificate to assign
initial access control rights for bootstrap resources. Further, this will effectively become
your administrator certificate and as such you will need to log in to this certificate when
bootstrapping the net. If you choose to do this, when it comes time to log in to the
system for bootstrapping, you will be logging into the ${GENESIS_II}/security/keys.pfx
key store with the password of keys.

For the remainder of the bootstrap section of this document we assume that you are
creating a Genesis II network on 2 machines (hostl.domain.name and
host2.domain.name) and that host1 will be the primary, or bootstrap host (i.e., this will be
the host on which you will run MOST of the commands).

3.1 Security Set Up

In this section, we describe a typical security set up for the two-host system described
above. Extensions to multiple hosts beyond two should be performed similarly and
should be evident to the reader.

First, you should create a certificate authority from which you will form container
certificates and the administrator certificate. Follow the directions given in the previous
section for creating a certificate authority of your choice. For this example, we use the
following command line:

cert-tool gen —dn="C=US, ST=Virginia,
L=Charlottesville, O=U/A QOUL=VCER, CN=VCCR CA" -
out put - keyst or e=ca. pf x —out put - keyst or e-
pass=password —output-alias="VCGR Certificate
Aut hority”



For this one certificate, it will not be necessary for you to change any Genesis II
configuration files. This certificate is not used directly by the system but rather is useful
for you as an administrator to help configure your new system.

Next, using this certificate authority, you should create an administrator certificate and
two host certificates (one for each host). The host certificates should be copied to
appropriately named files on the respective host machine installation directories. While
you can use any file name you like for these certificates, they must reside inside of the
${GENESIS_II}/security directory. For the purposes of this example, we will call these
files hostl.pfx and host2.pfx respectively. The command lines which create these three
certificates are given below. As before, all certificates indicated can have any parameter
values that are appropriate for your organization with the exception of the output alias.
Currently, the Genesis container assumes that the name of the container certificate is
“VCGR Container”. If you change any other values for the host/container certificates,
these changes must be reflected in the genii:ssl-properties and genii:resource-identity
sections within the ${GENESIS_II}/configuration/server-conf.xml file.

cert-tool gen —dn="C=US, ST=Virginia,
L=Charlottesville, O=UVA, OU=VCGCR
CN=" Adni ni strator” —i nput - keyst ore=ca. pf x —i nput -
keyst or e- pass=password —i nput -al i as="VCCR
Certificate Authority” —output-keystore=adn n. pfx —
out put - keyst or e- pass=admi n- password —out put -
al i as=" Admi ni strator”

cert-tool gen —dn="C=US, ST=Virginia,
L=Charlottesville, O=UVA QOU=VCGR
CN="host 1. domai n. nane” —i nput - keyst or e=ca. pfx —
i nput - keyst or e- pass=password —i nput - al i as=" VCGR
Certificate Authority” —output-keystore=hostl. pfx —
out put - keyst or e- pass=host 1- passwor d —out put -
al i as="VCGR Cont ai ner”

cert-tool gen —-dn="C=US, ST=Virgini a,
L=Charlottesville, O=UVA, OU=VCGER
CN=" Admi ni strator” —i nput - keyst ore=ca. pf x —i nput -
keyst or e- pass=password —i nput -al i as=" VCGR
Certificate Authority” —output-keystore=adni n. pfx —
out put - keyst or e- pass=admi n- password —out put -
al i as=" VCGR Cont ai ner”

After these certificates have been created, you will need to export the administrator
public certificate so that it can be used for initial access control lists during the system
initialization process. This identity will automatically be given read, write, and
execute permission for all service resources (those that are created by default on the
web server). The following command line usage exports the public admin certificate
for the identity created above:

keyt ool —export —keystore adm n.pfx —storetype PKCS12 -
alias Administrator —file adm n.cer
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The f i | e parameter indicates what the name of the generated public exported certificate
file should be (DER encoded) and can be any file you choose. Once this is done, you
should edit the ${GENESIS_II}/configuration/server-conf.xml file to reflect this change.
Inside this configuration file is a section called genii:authorization that contains a
property indicating the authorization model to use, and a commented out property
indicate the certificate to use for default access control. Uncomment this latter property
and point it at the admin public certificate file you just created. The following shows an
example of what this new section should look like.

<geni i :aut hori zati on>
<ntonf: property
nane="genii.security. authz. aut hz- enabl ed"
val ue="true"/>
<ntonf: property
nane="genii.security. authz. bootstrapOaner Cert Pat h"
val ue="security/adm n.cer"/>
</ genii:authorization>

3.2 System Initialization

After the security configuration has been finished, you are ready to bootstrap your new
Genesis II system. This involves starting the container on every machine in your planned
grid (hostl and host2 in this example) and then running a bootstrap script to create the
initial RNS space and setup initial users. Technically speaking a valid Genesis II grid
exists without running the bootstrap script, but such a net would be difficult to address
and program against. RNS provides a useful abstraction for human interaction with grid
services.

You may start the container on a given host by changing to the ${GENESIS_I1}
directory and running the r unCont ai ner . sh script (r unCont ai ner . bat in
Windows environments). This will start the container and for first time system
initialization will set some default access control lists for the bootstrap services. While
the bootstrap script is run only once for any given grid configuration, this runContainer
script should be used every time the container needs to be started (whether it is because
the container previously was shut down manually (by terminating the runContainer
process) or because of a machine restart.

After the container start-up has finished (indicated by the line “Container Started”
appearing on the output console for the runContainer script), you may run the bootstrap
script which will set up the first time state for your new grid. This script is an instance of
a simple XML scripting language supported by the Genesis II software and will need to
be edited to match your site’s local preferences. In particular, you will need to edit the
geniix:login command of the script to use the correct admin.pfx file for your
configuration (if you are using the default configuration that ships with Genesis I, you
may ignore this step).

11



To run this bootstrap script, you need to invoke the grid script tool with the
${GENESIS_II}/bootstrap.xml script supplied as its argument:

grid script bootstrap.xm

The default version of this script assumes a couple of directory and file structures exist,
which can be used for initializing users and extra machines in a given net. If these are
missing, the script simply ignores those steps. The two file system structures in question
are a directory structure containing user and group public certificate files which will
automatically be added your new system (both as public certificate grid files, and as
access control lists). This directory structure includes a root directory called certs which
contains under it a directory called users and another one called groups. Each of these
sub-directories in turn may contain as many public certificate files as you wish for each
category of identity. Each certificate file must have the .cer extension and the name
given to each identity in the grid will be the file name minus that extension. For
example, if | have a certificate in my certs/users directory with a filename of morgan.cer,
a user whose grid name is morgan will be created. This certs directory must exist under
the current working directory from which the bootstrap script is run.

Finally, the bootstrap script also assumes that a file called machines exists under the
current working directory which contains a list of all non-bootstrap machines to be
included in the new grid (each machine must already have a container running on it ready
to accept incoming messages). This file is formatted with exactly one machine per line
indicated as a URL. By default, the URL should use the https protocol and should be for
a machine on port 18080. These values can change depending on configuration changes
made by the administrators of your grid. The example file for our two host system would
contain exactly one line with the following URL:

htt ps://host 2. donmai n. nane: 18080

During the bootstrap process you will be asked to enter the password for the login key
store, and then to select the appropriate identity to use for bootstrapping the net. If you
used the default security configuration, this password will be keys, and the identity will
include the skynet credential. If you created your own administrator account, you will
need to indicate the appropriate password and identity when asked to log in.

12



4 Command Reference

Genesisll includes a command line interface to perform virtually all functions. The vast
majority of the functionality is thru the gr i d script - grid.bat for Windows platforms;
grid.sh for Linux platforms — which launches the Java-based grid command-line tool.

The gr i d tool contains a large number of sub commands to carry out most grid
functions. With the exception of initial system startup, the gr i d command is likely to be
the sole tool required to use and configure your grid system. Section 4.2 discusses all of
the sub-commands available and their syntax.

There are several other command-line tools included with GenesisIl. The runContainer
script (.bat and .sh) starts/restarts the GenesislI Java container on the local machine.

4.1 RunContainer Script

Genesis II ships with a script called runContainer (.sh bash shell script on Unix, .bat
batch file in Windows). This script will start up a web service container and initialize the
deployed web services. If the script is run and the database for Genesis II has never
before been initialized, runContainer will perform a first time initialization.

The container can be configured to use different ports and certificates based on settings in
the configuration files (describe in part above in the security and bootstrap set up
section). Further, setting the environment variable GENII_USER_DIR, when set,
overrides the default state directory used by the container.

4.2 Grid Command

The gr i d tool contains a large number of sub commands to carry out most grid
functions. With the exception of initial system startup, the gr i d command is likely to be
the sole tool required to use and configure your grid system.

4.21 Requirements

Since the script launches the grid Java command line tool, so it is required that you have
a proper version of Java installed on your machine and which is in your search path. For
details on finding, installing and configuring a proper version of Java see XXX.

4.2.2 Command Modes

The gr i d command can run sub-commands in 2 different ways. The first method is to
run the gr i d command to execute a single sub-command. This is done by executing the
grid.bat or grid.sh script with the appropriate arguments. Each command run in this
manner will start a Java Virtual Machine (JVM), execute the command, and then
terminate the JVM. This is straightforward, but involved a significant amount of
overhead — starting and stopping the JVM for each command takes on the order of |
second and consumes a fair amount of machine resources. To make things a bit more
efficient, the current Genesisll release includes a very primitive shell command.

13



Executing the gri d shel | command starts a JVM and a command execution console
for entering commands to run. Commands executed within the console reuse the same
running JVM, amortizing the overhead for JVM start/stop over all commands executed.
It is important to note that the syntax for running commands within the shell is
abbreviated for user convenience — the “grid” command no longer needs to be specified.
For example, the “gri d | s \” command is run within the shell simply as “l s \ ”.

Note that the current implementation of the grid shell blocks access to the local system
versions of command with the same name. For example, when running the grid shell,
“Is” will run the gr i d | s command regardless of whether the local system version of

| s is in the user’s path or not. We plan to make the shell smarter in the future to make it
easier to use both versions simultaneously.

4.2.3 Command List

attach-container
authz

cat

cd

connect

cp
create-resource
export

ftpd
gaml-chmod
get-attributes

schedule-termination
script

shell

unlink

whoami
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4.2.4 Attach-Container

Syntax:
attach-contai ner <genll-container-url> <rns-path>

Command Description:
Links the specified Genesis II container into the given hosting environment.

Arguments, Options and Flags:
<genl | -cont ai ner-url >: The URL of the Genesis II container service
to link into the grid directory namespace.
For example, the default URL for a
container running on a fost.domain.name
would be
“https://host.domain.name: 18080/axis/servic
es/VCGRContainerPortType”.
<rns- pat h>: The directory path to which the target
Genesis Il container should be attached.
Discussion:

Genesis Il containers run as independent services. When created/started they are
not assigned or attached to any Genesis II grid system. It is useful to organize related
grid services by connecting them into a common namespace to create a larger
connected grid system. The att ach- cont ai ner command links an existing
Genesis II container into a grid directory namespace — therefore it is very similar to
the | n command.

Version Information:
From 0.6.0 (alpha) to present.
Likely to be merged into | N command in the near future and made obsolete.
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, { Comment [jfk1]: Under development ]

4.2.5 Authz =

syntax:
aut hz <target>

Command Description:
Configures authorization for the specified target.

Arguments, Options and Flags:
<t ar get >: m

Discussion:
2779

Version Information:
From 0.6.0 (alpha) to present.
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42.6 Cat

Syntax:
cat <target-fileO> ...

Command Description:
Displays contents of the target files to the stdout stream (ala the Unix cat
command).

Arguments, Options and Flags:
<target-file0>  Grid directory path name to resource that supports the
BytelO interface.

Discussion:

Cat outputs the “contents” of any grid resource that supports the BytelO interface
to stdout. For resources that are actually files, cat works as you’d expect — the bytes
that make up the file are streamed to the stdout device character by character.
However, GenesislI has been designed such that many other types of resources also
implement the BytelO interface, in much the same way that more modern Unix
systems put a file and directory interface on operating system information in the /proc
file system. This makes it easier for users to get information via common, familiar
tools. For example, the BES Activity port type returns activity status information via
the BytelO interface.

Version Information:
From 0.6.0 (alpha) to present.
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42.7 Cd

Syntax:
cd <target-dir>

Command Description:
Changes the current directory to the one indicated.

Arguments, Options and Flags:
<target-dir>: Grid directory path to new grid current working
directory.

Discussion:
Changes the user’s current working directory to the specified grid path.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.8 Connect

Syntax:
connect <connect-url >

Command Description:
Connects to an existing net.

Arguments, Options and Flags:
<connect-url >: URL of the root RNS information file for the target grid
system to connect to.
Discussion:
This command sets up a user’s environment to point to an existing grid’s root
RNS namespace. Once the user’s environment is setup, subsequent commands will
work within the specified namespace. The URL specified is of the root RNS
information file for the target grid system to connect to. This file is created during the
bootstrapping process for the grid system and must manually be placed on a web
server by a grid system administrator. Therefore, the URL of this file depends on the
preferences of the grid administrator. Ask the grid system administrator for the
proper URL for the system you want to access.

Version Information:
From 0.6.0 (alpha) to present.
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429 Cp

Syntax:
cp [--local-src] [--1ocal-dest] <source-path> <target-
pat h>

Command Description:
Copies files around RNS space.

Arguments, Options and Flags:

<sour ce- pat h>: Path to the source file for the copy. If the —I ocal -
sr ¢ flag is used, it is the local path to a file within the
user’s local file system. Ifthe —| ocal - src flagis
omitted, it is the grid directory path to a resource that
implements the BytelO interface.

<t ar get - pat h>: Path to the destination for the file copy. If the —| ocal -
dest flagis used, it is a local path within the user’s
local file system. Ifthe —| ocal - dest flag is omitted,
it is a grid directory path. If the target path already
exists, the copy is aborted.

--local -src: Optional flag to indicate that source path is to a file
within the local file system namespace rather than the
grid directory namespace. If not specified, the
<sour ce- pat h> argument indicates a grids
namespace path.

--local -dest: Optional flag to indicate that destination path is to a file
within the local file system namespace rather than the
grid directory namespace. If not specified, the
<t ar get - pat h> argument indicates a grids
namespace path.

Discussion:

Cp, like its Unix analog, copies a file from one location to another. One
difference from the Unix command is that the Genesis II cp command allows both
the source and the destination to be either a grid directory path or a path in the user’s
local file system. Another difference is that the Genesis Il command allows the source
to be any grid resource that implements the BytelO interface, not just resources that
are traditional files.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.10 Create-Resource
Syntax:

create-resource [--rns] <service-path> [ newrns-pat h]
OoR
create-resource --url <service-url> [newrns-path]

Command Description:
Creates a new resource using generic creation mechanisms.

Arguments, Options and Flags:

<servi ce-path>:  AnRNS or grid path indicating a service from which
you wish to create a new resource.

<new-rns-pat h>:  An RNS path which you wish to link to the newly
created resource (effectively, the path by which you
wish for your new resource to be referred to).

--rns: An optional flag indicating that the first command line
argument specifies an RNS path for a service rather than
a service URL. This is the default though and may be
ignored if desired.

--url: An optional flag indicating that the first command line
argument specifies the URL of a service from which to
create a resource. Without this flag, the default
assumption is that the first argument specifies an RNS
path.

Discussion:
Creates a new resource using generic creation mechanisms. While some resource
port types have preferred creation mechanisms (such as cp for files and mkdir for grid
directories), all resource port types in Genesis II support a more generic creation
mechanism which can be accessed via the create-resource tool. Using this tool, you
can create a new resource from any Genesis II service that you can address (either via
RNS or a URL) and assign a grid path to the newly created resource. This
mechanism is used internal to create BES resources as well as scheduler resources.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.11 Export

Syntax:
--create { --url <export-service-url> | <export-
servi ce-rns-path> } <l ocal - pat h> [ newrns- pat h]
OoR

export --quit { --url <export-root-url> | <export-root-
rns-pat h> }

Command Description:
Creates a new exported root directory or quits an existing one.

Arguments, Options and Flags:

--url <export-service-url>: URL for the service on the target
container that implements the
ExportedRootPortType (which acts
as the factory for exported
directories). By default this URL
will often look like
https://host.domain.name:18080/axis
/services/ExportedRootPortType.

<export-service-rns-pat h>: Grid namespace path to the service
on the target container that
implements the
ExportedRootPortType. The name of
the Genesis II container depends on
how you’ve configured your system.
For example, the Genesis 11
container on the bootstrap machine is
given the name
/containers/BootstrapContainer. The
container may also be named via the
attach-container command. The path
to the ExportedRootPortType service
is given as <container-
path>/Services/ExportedRootPortTy
pe.

<l ocal - pat h>: Local file-system path on target
Genesis II container for the directory
to be exported. If the path does not
exist or is not a directory, the export
command will fail.

new- r ns- pat h: Path within grid namespace where
the exported directory should be
mounted.

--url <export-root-url>: URL to an existing exported

directory. Unlikely to be used and
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option will likely be removed in
future release.

<export-root-rns-path>: Grid namespace path to exported
directory (i.e. the mount point name
given in the create command. Used
to identify the exported directory in
the quit command.

--quit: Indicates the quit sub-command. The
export —quit command stops
exporting the local directory pointed
to by the target argument without
deleting the underlying directories
and files being exported (i.e. the
resources on the local file system).
This differs from using the rm
command to remove the directory.
Using the rm command on the
exported directory or its contents
deletes the underlying file system
resource.

--Create: Indicates the create subcommand.
The create command creates a new
exported directory and links it into
the grid namespace.

Discussion:

Genesis I supports the idea of attaching an entire local directory structure into a
grid namespace, creating what we call an exported directory. From the viewpoint of
the grid, the exporting a directory is like mounting it into the grid by naming a mount
point into the grid directory structure. From within the grid the contents of the
exported directory — both its directories and files, recursively — are mapped into the
grid as RNS and BytelO resources and are accessible to grid users subject to access
control policy. It is important to note that the directory structure is not copied into the
grid namespace. Rather both the local file system and the grid share the same
underlying files and directories. So, changes made via the grid are reflected in the
local file system and changes made via the local file system are reflected to the grid.
This can be a very useful tool when a user wants to share data without having to
continuously monitor consistency between copies.

To export a directory, you must first have a Genesis Il container running on a
machine that can access the target local directory (either on the same machine or via a
remote file system like NFS). If no container already exists, use the
r unCont ai ner command to start a container. Then, use the export command to
mount the local directory into the grid namespace. The export command needs two
pieces of information: which service to use to perform the export (either a URL or a
grid directory path) and where to mount the exported directory within the grid
directory namespace.
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Example: To export the local directory “C:\MyFavoriteDir” from the machine
host1.domain.name and mount it to the grid as /users/fred/myExportedDir, dot he
following.

First, start a Genesis II container on hostl.domain.name (if one is not already
started).

Second, give the Genesis II container a name in the grid directory namespace —
say /containers/host1.domain.name.

Finally, export the directory:

export /containers/hostl1. donmai n. nanme
[ users/fred/ myExportedDir

This will create a new grid directory entry /users/fred/myExportedDir which can
be used to access the contents of C:\MyFavoriteDir. The directory
C:\MyFavoriteDir\Dirl would show up as /users/fred/myExportedDir/Dir1 and the
file C:\MyFavoriteDir\Filel would show up as /users/fred/myExportedDir/Filel and
so on recursively.

Version Information:
From 0.6.0 (alpha) to present.

24



4.2.12 Ftpd

Syntax:
ftpd [options] <port> [network-constraints ...]

VWhere options are:
--1dl e-ti neout =<secs>
--dat a- connecti on-ti meout =<secs>
- - max- aut h- at t enpt s=<nunber >
- - sandbox=<pat h>
and where network-constraints are:
one or nore dotted decimal quadruples (of the form
HitH, #HiH#H. H#HiHH . H#H7HH)

Command Description:
Runs an FTP daemon on the given port.

Arguments, Options and Flags:

<port>: The port on which the ftp
daemon will listen.
--idle-tineout =<secs>: The number of seconds that a

connected ftp session will last
without activity before the
server closes it. The default
value is 150 seconds.

--dat a- connecti on-ti meout =<secs>: The number of seconds that
an unconnected data
connection will last before
the server closes it
automatically. The default
value for this option is 60
seconds.

- - max- aut h- at t enpt s=<nunber >: The maximum number of
failed authorization attempts
that will be allowed on any
given FTP session before the
session is closed. The default
value is 10.

- - sandbox=<pat h>: This optional value allows
the user to restrict the
directories under which
connected sessions will be
allowed to browse. For
example, a value of
/home/mmm?2a would restrict
all ftp access to directories
and entries in the grid located
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in or under /home/mmm?2a.
Note that this option does not
prevent the user from
following links outside of this
path already set up in the
grid.

net wor K- constraints: One or more dotted decimal
quadruples indicating
network ranges to accept
connections from. For any
given decimal number, a 0
indicates that any value is
allowed while a non-zero
value restricts connections to
that value. For example, the
value 128.143.0.0 would
allow connections from any
IP address that started with
128.143.

Discussion:

This command starts up a simple FTP server which will translate standard FTP
client requests into grid requests. This tool is largely a simple tool for simple grid
manipulation and demonstration. More advanced tools are forthcoming and we
anticipate this command slowly being phased out.

Version Information:
From 0.6.0 (alpha) to present.
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, { Comment [jfk2]: Under development J

4213 Gam-Chmod
Syntax:
gant - chmod <target> (<[ <#|->r][<+| ->W] [ <+| ->x] > |
<octal node>) ( [--local-src] <cert-file>| --everyone )

Command Description:
Sets read/write/execute GAML authZ permissions for a target.

Arguments, Options and Flags:

<t ar get >: 777
<{+-}r>: 777
<{+|-}w: 77?
<{+ -}x>: 77?
<octal node>: 27?
<cert-file>: 27?7
--local -srec: 77?
--everyone: 77?
Discussion:
777

Version Information:
From 0.6.0 (alpha) to present.
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4.2.14 Get-Attributes

Syntax:
get-attributes <target>

Command Description:
Retrieves and prints the attribute document for a target.

Arguments, Options and Flags:
<t ar get >: The target resource in the grid naming space for which
the user wishes to retrieve an attributes document.

Discussion:
Attributes are XML elements stored in a large XML document that describe both

static and dynamic information about a given resource. All resources in Genesis 11
have attributes documents associated with them. This tool retrieves that document
and prints it to the stdout stream. Note however that the output is XML and not
necessarily human readable. Further, no attempt at formatting or pretty-printing is
made by this tool. If the user wishes to view this document he or she is advised to
store the resultant document in an XML file and to then view that file with an
appropriate XML viewer.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.15 Help

Syntax:
hel p [<tool-0>] .. [<tool-n>]

Command Description:
Prints information about each tool and its usage.

Arguments, Options and Flags:
<t ool - n>: Name of a gri d tool (aka sub-command). Multiple
may be specified in which case the help messages for
each tool are listed in order. If no tool name is specified,
help prints the list of tools.

Discussion:
Help displays information about the commands supported by the gr i d tool.
Multiple may be specified in which case the help messages for each tool are listed in
order. If no tool name is specified, help prints the list of tools.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.16 Login
Syntax:

login [keystore file]

st or et ype=PKCS12| JKS]

Command Description:

[--no-gui] [--
[ <keystore password>]

Inserts GAML authentication information into the user's context (effectively
logging them into the grid using an X.509 certificate as an identity).

Arguments, Options and Flags:
<keystore fil e>:

<keyst ore passwor d>:

--text:

--storetype:

Discussion:

An optional parameter indicating a java key
store file to use for retrieving certificates
and private keys. On windows this
parameter can be left out if you only intend
to log in from the windows certificate store.
This value is used as the key store
parameter. This form of the login command
should be used with caution as the key will
be publicly displayed.

By default the login tool attempts to use
graphical dialogs for the log in process and
fails over to text based interaction only if a
graphical display is not possible. However,
this optional flag forces the log in tool to use
a text based interaction model (useful for
debugging sometimes and scripts).

An optional value indicating whether or not
the target key store file (if specified) is a
JKS or PKCS12 key store. By default login
in assumes PKCS12. Note that this option
has no affect on Windows certificate stores.

The login tool allows a user to select a certificate and private key from one or
more key stores. After logging in, a list of available certificate aliases will be
displayed and the user will have the opportunity to select one of them to take on as
his or her identity for the remainder of that session (or until the session times out after
an hour). At first glance users get a little confused by the fact that they sometimes do
not need to enter any passwords for identities managed by the Windows certificate
store. However, because Windows automatically manages this store and protects the
certificates in it based on the users log in session at that console, a password is not

needed in this case.

Version Information:

From 0.6.0 (alpha) to present.
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4.2.17 Ln
Syntax:

I n <source-pat h> <target - pat h>

OR

In --epr-file=<epr-file> <target-path>
OoR

In --service-url=<url> <target-path>

Command Description:

Links EPRs into grid directory namespace.

Arguments, Options and Flags:
<sour ce- pat h>:

<t ar get - pat h>:

--epr-file=<epr-file>:

--service-url =<url >:

Discussion:

Grid directory path to a grid resource or
service. The path is used to lookup the EPR
for the specified resource or service.

Grid directory path where EPR should be
linked. If the specified <t ar get - pat h>
already exists, the | N command fails.

Local file system path name to a file that
contains an EPR in XML format. This is a
useful way to collect an EPR from a
command output and later use to connect the
resource into the grid directory namespace.
URL for a Genesis I service. The
command uses the URL information to
generate an EPR for the service so that it can
be linked into the grid directory namespace.

The | n command works much like the Unix | n command — it creates a link from
a grid resource or grid service to a name in the grid directory structure. Any well-
formed EPR can be linked into the Genesis II grid directory namespace.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.18 Logout

Syntax:
| ogout

Command Description:
Logs user out.

Arguments, Options and Flags:
None.

Discussion:
The logout command removes any authentication information from the user's grid
context, ending the user’s login session.

Version Information:
From 0.6.0 (alpha) to present.
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4219 Ls

Syntax:
I's [-1dae] [<target>*]

Command Description:
Lists information about elements in the grid directory namespace.

Arguments, Options and Flags:

<t ar get >: Grid directory path to resource to list. If the target
resource implements the RNS directory interface, it lists
the contents of the directory (unless the —d flag is used).
If the target does not implement the RNS directory
interface, then information about the resource’s entry in
RMS is listed.

-1 Long listing. Similar to Unix Is command, it lists

additional information about the entry.\ - Comment [jfk3]: Add format
77777777777777 information

-d: List information about the target resource, not its
directory entries if the resource is a directory.

-a: List all entries — do not skip entries whose names begin
with “.” as is done by default.

-e: Additionally, list EPR information for each matching

entry.

Discussion:

The | s command is the grid directory namespace analog to the | S command. LS
lists information about entries within the grid directory namespace. For non-
directories (those resources that do not implement the RNS interface), it lists
information about the specific resource’s entry in the grid namespace. For grid
directories (any resource that implements the RNS interface), Is lists information
about its entries (unless the —d flag is used).

Version Information:
From 0.6.0 (alpha) to present.
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4.2.20 mkdir
Syntax:

nkdir [-p] [--rns-service=<service-path>] <target-dir>+

Command Description:
Creates the grid directory(s) indicated.

Arguments, Options and Flags:
<target-dir>:

--rns-servi ce=<servi ce- pat h>:

Discussion:

One or more path names in grid
namespace for the new directories.
Ifthe t ar get - di r already exists
in the grid namespace, the command
fails.

Optional flag indicating that all
missing parent directories in the

<t ar get - pat h> should be
created if they do not already exist.
Describes the grid path name of an
RNS creation service to use when
creating the new RNS directory.
This can be used as a means to
determine on which Genesis 11
Container the new directory resource
will be placed. Optional.

If the —rns-service option is omitted, the new RNS directories are created on the
same RNS service as that which owns the parent of the new grid directory.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.21 Pwd
Syntax:
pwd

Command Description:
Prints the current directory.

Arguments, Options and Flags:
None.

Discussion:
Prints the current working grid directory for the user. The current working
directory defaults to “/” and can be set using the cd command.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.22 Rm

Syntax:
rm[-rf] <target-path> ...

Command Description:
Destroys the target resource and removes given link from the grid directory
namespace.

Arguments, Options and Flags:
<t ar get - pat h>: Grid directory path to resource that is to be destroyed.

-r: Remove all entries recursively. <t ar get - pat h>
must be a directory for this option.
-f: Force removal of resource from grid directory

namespace, even if the operation to destroy the
underlying resource fails.

Discussion:
The r mcommand destroys the target resource and removes given link from grid
directory namespace. If you not wish to destroy the underlying resource, you should
use the unlink command instead.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.23 Run

Syntax:
run --nanme=<job-nane> [--async-nane=<rns-path>] {<bes-
contai ner> | <schedul er>} [run-options] <executabl e>
[ program args]
OR

run [ --nanme=<job-nanme>] [--async-nanme=<rns-path>] --
jsdl =<jsdl-file> {<bes-contai ner> | <schedul er>}
OR

run --check-status <job-path>

Command Description:
Runs, or checks the status of, a job (also known as an activity) on a BES container
(or through a scheduler).

Arguments, Options and Flags:

- - name=<j ob- nanme>: Give the job the specified name. This name
is used to give a meaningful name to a job
that a user can browse to inside of a BES
container. Because BES containers
implement an RNS interface by default,
users can later come back and browse the
container as if it were a grid directory.
Doing so will show the names of all jobs
currently managed by that container.

- -async- nane=<r ns- pat h>: Using this option indicates that the run
command is to terminate after the job is
submitted to the grid, i.e. the job is to run
asynchronously from the run command that
started it. <rns-path> indicates the grid
directory path that should be given to the
activity resource created by the BES
container for this job. This resource can
later be used to obtain status information
and cancel the job.

<bes- cont ai ner >: Specifies grid path to BES container that
should run the job. Mutually exclusive with
<schedul er > argument.

<schedul er >: Specifies grid path to a scheduler resource
that should be used determine job’s
placement. Mutually exclusive with <bes-
cont ai ner > argument.

<execut abl e>: Specifies the executable path to run on the
remote host. This path MUST exist on the
remote machine after all of the input data
stages have completed.
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--check-status <jobpat h>: Subcommand to check the status of an

run-options:
--stdout =<out -fil enane>:

--stderr=<err-fil ename>:

--stdin=<in-fil enanme>:

asynchronously run job. The <jobpath>
argument points to the grid directory path
that indicates the activity in question (as
specified by the <async-name> argument in
the job’s initial run command).

The name of a file to redirect stdout from
the running activity to. The presence of this
option does not necessarily imply that that
output will be collected at the end of the run.
If you wish to specify that you must
additionally give an appropriate --stage-out
option.

The name of a file to redirect stderr from the
running activity to. The presence of this
option does not necessarily imply that that
output will be collected at the end of the run.
If you wish to specify that you must
additionally give an appropriate --stage-out
option.

The name of a file from which to redirect
stdin to the running activity. The presence
of this option does not necessarily imply that
the indicated file will be available on the
remote machine. The file must exist after
the stage in portion of the job has
completed.

--stage-in=<fil enane/ stage-in-uri>

An optional value that indicates the uri from
which to stage in a piece of data before the
activity runs and the name that that staged in
data should be given in the local file system.
This option may occur more than once
indicating multiple stage in requests.

--stage-out =<fil enane/ st age-out-url >:

An optional value that indicates the uri to
which to stage out a piece of data after the
activity runs and the name of the file in the
local file system from which to retrieve that
data. This option may occur more than once
indicating multiple stage out requests.

- - D<env-var >=<env-val ue>:

An optional value indicating an environment
variable that should be set when the activity
runs. This option may occur more than once
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on a given command line indicating multiple
environment variables.

program ar gs: These are arguments passed directly to the
job (via the program’s command line
arguments).
Discussion:

This tool both runs or executes legacy jobs on remote BES containers and also
checks the status of those jobs. For clarity, we describe three distinct usages of this
command separately.

When run with the --jsdl option (which specifies a local XML file assumed to
contain a valid JSDL document), this tool creates a new activity on a remote BES
container (either directly, or by way of a scheduler) using that JSDL file as a
description of the activity that the user wishes to execute. In this form, the tool
performs little to know sanity checking beyond simple XML validation of the JSDL
document and existence checking for BES/Scheduler targets.

When this tool is run without the --check-status flag and without the --jsdl option,
it assumes that the remainder of the command line will describe the contents of a
JSDL file which it will build on the fly. This permits the user to easily script or
create activities without necessarily understanding or creating manually a valid JSDL
document. However, the user is still responsible for conveying enough information
from which to create the valid JSDL document. For example, data that is staged in or
out has the format of <filename/stage-uri> allowing for a valid JSDL document that
describes both the name of the file and the URI from which/to which to stage it. For
example, when used as a stage in argument, one could stage data from an HTTP
server to the file foo.dat by using a value like
foo.dat/http://tempuri.org/somepath/somefile.dat, etc.

Finally, the run tool can also check the status of an existing BES activity using the
--check-status flag. In this scenario, the user indicates the RNS path of a BES activity
from which to acquire status information. This RNS path can either be the one
offered by the RNS interface of the BES container on which it is running, or a stored
path somewhere else.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.24 Schedule-Termination

Syntax:
schedul e-term nati on <target>+ <cal endar-val ue>

Command Description:
Sets the termination time for a given grid resource.

Arguments, Options and Flags:

<t arget>: Grid directory path to target resource. May specify
multiple targets by separating arguments with
spaces.

<cal endar - val ue>: Specification of when resource should terminate.

There are two possible formats. The “date” format
specifies the absolute date and time when then the
resource should terminate and must be a Java
parseable date. The exact format that this string can
take depends on your Java configuration and locale.
For more information, please refer to the Java API
documentation for java.text.DateFormat (located at
http://java.sun.com/j2se/1.5.0/docs/api/java/text/Dat
eFormat.html). The “delta” format specifies a time
relative to now when the resource should terminate
and has the form: +<posi ti ve i nteger> {
nms| s| m h| d }. The meaning is to terminate the
resource in <posi ti ve i nteger > millseconds,
seconds, minutes, hours or days.

Discussion:

All grid resources in Genesis II can optionally have a pre-defined maximum
lifetime - the concept, if not the exact interface come from OGSI (Open Grid Services
Infrastructure) and WSRF (Web-Services Resource Framework) specifications. The
schedule-termination command allows users/administrators to set the maximum
lifetime for a resource (subject to permission). When a resource reaches the end of its
specified lifetime, it is automatically destroyed by the Genesis II container. The
scheduled-termination time does not in any way promise that the resource will remain
around for that long — the usual methods for destroying a resource are still applicable
(again, subject to permission).

Version Information:
From 0.6.0 (alpha) to present.
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4.2.25 Script

Syntax:
script <script-file>

Command Description:
Runs a Genesis 11 script.

Arguments, Options and Flags:
<script-file>: An XML script file describing the actions to
perform. Refer to the Discussion below for a
detailed description of this script file syntax.

Discussion:

The script tool executes a simple, XML-based, scripting language that permits
users to write grid scripts that take advantage of amortized startup costs for the JVM
and for various certificate keys, etc. The syntax of this file allows for a few
rudimentary control flow operations to be performed as well as permitting the
execution of any of the registered grid tools. These two categories of element in the
script file manifest in two different XML namespaces used within the scripting
document. The first, http://vegr.cs.virginia.edu/genii/xsh/script (gsh), prefixes XML
elements that indicate scripting constructs such as flow control statements, variables,
etc. The latter, http://vcgr.cs.virginia.edu/genii/xsh/grid (geniix), indicates an XML
element referring to a grid tool. Throughout the scripting, users may place variables
within attribute values and text elements for almost all scripting constructs. For
example, to echo a users name to the console (and assuming that a variable called
USER exists), one might use an XML scripting elements like:

<gsh: echo nessage="The user is ${USER}"/>

Note that the variable is enclosed in ${ } markers.

For scripting constructs, a small number of elements exist including echo, define,
foreach, and param. Each is described in turn in the following paragraphs.

The echo scripting construct allows a user to echo text to the standard output
stream for his or her console. Echo must be an empty element and must include
exactly one attribute called message that contains the text to be echoed to the display.

The define script element allows for new variables to be defined based off of
other text values. Additionally, users may also specify that the value should be
passed through a sed-like pattern replacement prior to its assignment to the variable.
The define element is an empty element and must contain exactly one attribute called
name which will indicate the name of the variable, and another attribute called
source which indicates the value that the variable should take on. Further, users may
optionally include a pattern and a replacement attribute indicating that a regular
expression pattern should be replaced with another value within the variable’s
content. Finally, if the user is doing pattern replacement, he or she may indicate that
the replacement should be global (i.e., applied to the entire value) or not (only applied
once, the first time that the pattern is found) by using the global attribute. The
following example should all of these elements in use.
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<gsh: defi ne name="GREETI NG’ source="Hell o ${USER}!"”
pattern=""Hel | 0” repl acenment =" Goodbye” gl obal ="fal se”/>

The foreach scripting element allows the user to create a for each loop within
their scripts. Currently, only a limited set of iteration sets are supported. Explicitly, a
user can loop over entries in a local or grid directory, and over lines in a text file. The
foreach construct also supports a filtering mechanism. Every foreach element must
contain exactly one attribute called param-name that indicates the variable name to
use for the loop index during execution. Each loop must also include exactly one of
the source-dir, source-rns, or source-file attributes indicating respectively a local
directory, grid directory, or text file to loop over. Finally, each foreach loop may
optionally contain an attribute called filter that indicates a regular expression filter
that will be applied to the loop. An example foreach loop is given below:

<gsh:foreach param-name="FILE” source-rns="/bes-containers’>

<gsh:echo message="Grid directory contains entry ${FILE}”/>
</gsh:foreach>

The param scripting construct is used only within grid tool invocation elements
to indicate a parameter to a grid tool. This element has no attributes and its content
must be the text parameter to pass to the encompassing grid tool.

Finally, any XML element within the scripting language that resides in the geniix
namespace is assumed to represent a Genesis Il grid tool. There is no predefined set
of tools supported but rather at run time the scripting language will look up each tool
in turn based on its XML element name. If the tool is supported by the grid
command, then the scripting language will support it. Parameters are given as
instances of the gsh:param construct contained as child elements of the tool element.

For examples of all of these scripting elements, please refer to the
${GENESIS_II}/bootstrap.xml file included with your Genesis II distribution.

Version Information:
From 0.6.0 (alpha) to present.
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4.2.26 Shell

Syntax:
shel |

Command Description:

Starts Genesisll interactive shell.

Arguments, Options and Flags:
None.

Discussion:
27?9

Version Information:
From 0.6.0 (alpha) to present.

43

, { Comment [jfk4]: Under development ]



4.2.27 Unlink

Syntax:
unlink <target-path> ...

Command Description:
Unlinks (without destroying) the target paths.

Arguments, Options and Flags:
<t ar get - pat h>: Path to grid directory entry that should be removed from
the namespace. Multiple targets can be specified in one
command by separating the path names with spaces.

Discussion:

The unl i nk command removes a given path from the grid directory namespace,
similar to the Unix unl i nk command. This command does not change or destroy
the resource or service pointed to by the grid namespace entry. If you want to destroy
the underlying resource or service, the I mcommand should be used instead.

Version Information:
From 0.6.0 (alpha) to present.
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, { Comment [jfk5]: Under development ]

4.2.28 Whoami =

syntax:
whoam

Command Description:
Prints user’s current authentication information.

Arguments, Options and Flags:
None.

Discussion:
27?9

Version Information:
From 0.6.0 (alpha) to present.

Last Updated: March 2, 2007.
© 2007 Virginia Center for Grid Research
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