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Introduction

The ioLogik E2240 is a stand-alone Active Ethernet 1/0 server that can connect sensors for
automation applications over Ethernet and IP-based networks.

The following topics are covered in this chapter:

d  Overview

»  Traditional Remote 1/0
»  Active Ethernet I/O

» Click&Go

> Optional Liquid Crystal Display Module (LCM)
Product Features

Packing List

Product Specifications
Physical Dimensions
Hardware Reference

»  Panel Guide

» LED Indicators
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Overview

(shown with and without optional LCM)

The ioLogik E2240 is part of the E2000 series of ioLogik Active Ethernet 1/O servers, which are
designed for intelligent, pro-active status reporting of attached sensors, transmitters, transducers,
and valves over a network. The ioLogik E2240 also supports an optional hot-pluggable Liquid
Crystal Display Module (LCM), as shown above, to view and configure device settings.

Traditional Remote I/O

Ethernet remote 1/0O solutions have been on the market for a long time. Traditional solutions are
“passive,” in the sense that 1/O servers wait passively to be polled by a host computer. The response
time in this type of setup, however, tends to be on the order of seconds. The “passive” remote /0
structure is simply inadequate for data acquisition and control systems that require an efficient,
real-time 1/0 solution with a response time on the order of hundredths of seconds.

Active Ethernet I/O

Moxa’s Active Ethernet 1/O line was developed specifically to address the limitations of the
traditional passive approach. Rather than requiring the host computer to poll the 1/0 device server
over the network for the status of each 1/0O device, an Active Ethernet 1/O server intelligently sends
the host computer status information only under specified conditions. This is a report by exception
approach, which greatly reduces the load on CPU and network resources. Network packets are far
fewer in number and far smaller in size, since /O information is only sent when necessary, and only
information from the specified 1/0 device is sent. Based on field tests of an ioLogik E2000 series
server used in an RFID system, 50 ms is the typical response time over a 100 Mbps Ethernet network.
Moxa’s active 1/0 messaging system uses TCP or UDP for 1/0 messaging and supports sending
messages to up to ten host computers simultaneously.

In addition to providing intelligent status reporting, Active Ethernet 1/O servers are backwards
compatible, with all of the functions and capabilities of traditional passive remote 1/O servers.

Click&Go

Moxa developed the Click&Go logic control interface for easy configuration and deployment of
Active Ethernet I/O. Click&Go’s intuitive, graphical interface lets administrators use simple
IF/THEN statements as rules to determine how the Active Ethernet I/O server responds to different
1/0 conditions. For example, the Active Ethernet 1/0 server could be programmed to adjust an
attached voltage dial as well as send an e-mail or SNMP trap when an attached temperature sensor
reaches a certain value. Click&Go makes it easy to define a set of these rules, which will become the
basis for your Active Ethernet I/O system.

1-2
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Optional Liquid Crystal Display Module (LCM)

As a Moxa Easy View product, the ioLogik E2240 supports an optional hot-pluggable Liquid
Crystal Display Module (LCM) for field management and configuration. The module can display
network and 1/O settings such as analog input value and range. The ioLogik E2240’s IP address and
netmask may also be configured using the module, and one module can be used to maintain and
configure all your Easy View devices.

Product Features

® Click&Go logic for easy configuration of your Active Ethernet I/O system

e High-speed active 1/0 messaging

e 8 mV/V/mA analog input (Al) channels with wire-off detection (at 4 to 20 mA)
e 2 analog output (AO) channels for voltage or current actuator control

e 10/100 Mbps Ethernet supporting 10 Modbus/TCP hosts

¢ Bundled Windows utility and quick programming library for VB, VC++, BCB
e Optional RS-485 modules for expandable 1/0

e SCADA software support including Wonderware InTouch and GE Intellution iFix32
e SNMP for system management and 1/O status

® Remote management over the network including firmware updates

e Configuration import using TFTP server

e User-defined power-on and safe status for AO channels

e Optional hot-pluggable LCM for status display and configuration

e NIST traceable calibration

Packing List
The ioLogik E2240 is shipped with the following items:
Standard Accessories

e jolLogik E2240 Active Ethernet 1/O server
e Document & Software CD
Optional Accessories

e | DP1602 ioLogik liquid crystal display module (LCM)

NOTE: Notify your sales representative if any of the above items are missing or damaged.
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Product Specifications

LAN
Ethernet
Protection
Protocols

Serial
Interface
Serial Line Protection

10/100 Mbps, RJ45

1.5 KV magnetic isolation

Modbus/TCP, TCP/IP, UDP, DHCP, Bootp, SNMP(MIB for 1/0
and Network), HTTP

RS-485 (2-wire): Data+, Data-, GND
15 KV ESD for all signals

Serial Communication Parameters

Parity

Data Bits

Stop Bits

Flow Control
Speed

Protocol

Built-in RTC
Analog Input
Inputs
Resolution

Input Range
Data Format
Accuracy
Sampling Rate
Input Impedance
Built-in Resistor for Current
Input

Optical Isolation
Analog Output
Outputs
Resolution
Output Range
Data Format
Accuracy

CMR @ 50/60 Hz
Zero Drift

Span Drift

Load Resistor

Power Requirements
Power Input

Power Consumption
Field Power
Mechanical Specifications
Wiring
Environmental
Operating Temperature
Storage Temperature
Shock

Freefall

Vibration

Agency Approvals
EMI

None

8

1

None

1200 to 115200 bps
Modbus/RTU

Yes

8, differential

16-bit

+/-150 mV, +/-500 mV, +/-5 V, +/-10 V, 0 to 20 mA, 4 to 20 mA
16-bit integer

+/- 0.1%, FSR @ 25°C, +/- 0.3%, FSR @ -10, 60°C

All channels: 10 samples/sec (voltage), 6 samples/sec (current)
900 kQ

106 Q

3000 VDC /2000 Vrms

2, differential

12-bit

0to 10V, 4 to 20 mA

12-bit integer

+/- 0.1%, FSR @ 25°C, +/- 0.3%, FSR @ -10, 60°C
95 dB min.

+/- 9 uv/°C

+/- 25 ppm/°C

current load < 250 Q

voltage load > 1 MQ

24 VDC nominal, 12 to 48 VDC
282 mA @ 24 VVDC (typical)
24 VDC nominal, up to 36 VDC

1/0 cable max. 14 AWG

-10 to 60°C (14 to 140°F), 5 to 95%RH
-40 to 85°C (-40 to 185°F), 5 to 95%RH
IEC60068-2-27

IEC60068-2-32

IEC60068-2-6

FCC Part 15, CISPR (EN55022) Class A

1-4
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Safety
Warranty

Physical Dimensions

CE: IEC61000-4-2 (ESD),Level 2/3,

CE: IEC61000-4-3 (RS), Level 2, IEC61000-4-4 (EFT), Level 2,
CE: IEC61000-4-5 (Surge), Level 3, IEC61000-4-6 (CS), Level
2,

CE: IEC61000-4-8 (PM), Level 1, IEC61000-4-11 (Dip)

CE: IEC61000-6-2

CE: IEC61000-6-4

UL 508

2 years

Without LCD Module (Unit = mm)
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With LCD Module (Unit = mm)
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Hardware Reference

Panel Guide

24 VDC power input, accepts 12 to 48 VDC

Optional LCM

I/0 status LEDs

Removable terminal block for 11O points

Power, Ready, Serial LEDs

RS-485 cascading interface
Reset
RS-485 baudrate dial
RJ45 Ethernet
il )
\ =
I ernar

System bus

1O module latch

(TB1L/TB2)

LB s 1 = ]
PN ROY e

S O

Prigiediadadadaaadditiiis
EERI (BEEEEBREEREEEERRERE]

R NN Yiry

(TB3)

Release button for

(3.81 mm, max 14 AWG)

cascaded I/0 module

R R R R R R RN NN NN NN R RN RN R RN

MOXA

NOTE - The reset button restarts the server and resets all settings to factory defaults. Use a pointed
object such as a straightened paper clip to hold the reset button down for 5 sec. The RDY LED will
turn red as you are holding the reset button down. The factory defaults will be loaded once the RDY
LED turns green again. You may then release the reset button.

LED Indicators

Ethernet
orange Connected to a 10 Mbps Ethernet connection.
Ethernet green Connected to a 100 Mbps Ethernet connection.
(flashing) Transmitting or receiving data
System
red Power is on
PWR off Power is off
red System error
green (steady) ioLogik is functioning normally
RDY green (flashing) Click&Go logic is active
green & red (flashing)  |ioLogik is in Safe Status
off Power is off or there is a power problem.
Serial (flashing) Serial port is receiving/transmitting data
1/0
Al x 8 pins green ON status
off OFF status (current modes 4 to 20mA only)
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Initial Setup

This chapter describes how to install the ioLogik E2240.
The following topics are covered:

O Hardware Installation
»  Connecting the Power
»  Grounding the ioLogik E2240
»  Connecting to the Network
> Setting the RS-485 Baudrate
» Adding More I/0O Channels
U Software Installation
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Hardware Installation
Connecting the Power

Connect the 12 to 48 VDC power line to the ioLogik E2240’s terminal block (TB1). If power is
properly supplied, the Power LED will glow a solid red color until the system is ready

A

ATTENTION

Disconnect the power before installing and wiring.
Disconnect the power cord before installing and/or wiring your ioLogik E2240.

To protect your system, power up the ioLogik first, then the sensors.
When powering down, shut off power to the sensors first, then the ioLogik.

Do not exceed the maximum current for the wiring.
Determine the maximum possible current for each power wire and common wire. Observe all
electrical codes dictating the maximum current allowable for each wire size.

If the current exceeds the maximum rating, the wiring could overheat, causing serious damage to
your equipment.

Grounding the ioLogik E2240

The ioLogik E2240 is equipped with two grounding points, one on the back wall-mounting plate and
the other on the DIN-rail attachment. Both grounding points are connected to the same conducting
pathway.

Connecting to the Network

1. Connect the ioLogik E2240 to the host PC with an Ethernet cable. For initial setup of the
ioLogik E2240, it is recommended that the ioLogik E2240 be configured using a direct
connection to a host computer rather than remotely over the network.

2. Configure the host PC’s IP address to 192.168.127.xxx. (xxx: from 001 to 253). In Windows, you
will need to do this through the Control Panel.

ioLogik E2240 Default IP Address Default Netmask Default Gateway
192.168.127.254 255.255.255.0 None

3. Use ioAdmin or the web console to detect the ioLogik E2240. Once the ioLogik E2240 has been
detected, modify the settings as needed for your network environment, then restart the server.

Setting the RS-485 Baudrate

The RS-485 port on the ioLogik E2240 is reserved to chain another RS-485 1/O server. The RS-485
port can run Modbus/RTU or I/0 command sets. The baudrate is set by a physical dial on the back of
the ioLogik R2110. The default settings are baudrate = 115200, parity check = N, data bits = 8, and
stop bit = 1.

Baudrate for RS-485 | Dial setting and corresponding baudrate:
M | (parameters are N, 8,1)|0:115200 1:57600  2:38400  3:19200
[ 4:9600 5:4800 6:2400 7:1200

Remember to restart the ioLogik E2240 after making any changes to the RS-485 baudrate.
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Adding More I/O Channels

A cost effective way to add more 1/0 channels to your ioLogik E2000 I/O server is to attach the
appropriate ioLogik R2000 1/O server. The two servers can be snapped together using the RS-485
system bus connector, as shown in the following figure. Additional analog 1/0 channels are obtained
by attaching the ioLogik R2140, and additional digital channels are obtained using the ioLogik
R2110. For additional details, please refer to the ioLogik R2140 or R2110 user’s manual.

AEmpEEE o

Software Installation

ioAdmin is a Windows utility provided for the configuration and management of the ioLogik E2240
and attached 1/O devices. It may be used from anywhere on the network to monitor and configure the
ioLogik E2240. You may also configure some of the settings through the web console or optional
LCM.

1.

Install from CD-ROM: Insert the Document and Software CD into the host computer. In the
root directory of the CD, locate and run SETUP.EXE. The installation program will guide you
through the installation process and install the ioAdmin utility. You can also install the MXIO
DLL library or ioEventLog separately.

Connect host and server: Configure the host IP address and connect the host to the ioLogik
E2240 with an Ethernet cable.

Open ioAdmin: After installation is finished, run ioAdmin from Start & Program Files >
Moxa = 10 Server - Utility 2 ioAdmin.

Connecting to a Network with Multiple ioLogik E2000 Units

When connecting multiple ioLogik E2000 units to the same network, remember that each unit
has the same default IP address. You will need to assign a different IP address to each unit to
avoid IP conflicts. ioAdmin automatically detects IP conflicts and gives you a chance to modify
each unit’s IP address in the "IP Address" columns. Click [Set] to reboot the corresponding unit
with its new IP address. Click [Re-Search] to refresh the list of units found by ioAdmin.

TP Address Conflict

WARNING:
|IP address conflict detected, madify them to different address before proceeding.

# ] 1/0 Server I IP Address l MAC Address ] Description l
1 E2240 192168127254 __S_e_l_j 00-90-E8-0E-ESF1 Active Ethernet 110 Server (841 + 240)

2 | E210 | 192.168.127.254 00-90-E8-0E-ED15 Active Ethernet /0 Server (1201 + 8D0)

3 E2210 192.168.127.254 00-90-E8-0E-E0-2C Active Ethemet [0 Server [1201 + 8D0)

x lgnore these devices J
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4.

Search the network for the server: On the menu bar, select System - Auto Scan Remote
1/0O Server. A dialog window will pop up. Click Start Search to begin searching for the
ioLogik E2240.

B NOXA ioAdmin ==
g8 .-
= How 12061273
—
2 ologh — ~
-
8 [Modds [Comecion [ UniD [ Descrpon | Simue ]
Fourd adagter:|
1w
3 ", ] I
1 B2 THEIERIZT N EERDD 00 Pechree Ethemet LD Serven (341 +
4 X Seo
{Zearch for etheraet module(r)
s |

If ioAdmin is unable to find the ioLogik E2240, there may be a problem with your network
settings. Please verify that your host and the ioLogik E2240 are on the same network segment.

Monitor 1/O status: Once the ioLogik E2240 is found by ioAdmin, you may view the status of
all 1/0 devices on ioAdmin’s main screen.

ENOXA ioAduin S0

e Suem fgt  Heb £ /8 & v

& Hoat RV -

5 ‘E.'é'“‘ i —
152168 137 -
| rma .

¢ A0 Corfigesion | @, Serverievn | | Server somngs | ™ Messags Moo |

[ NIV ey
g m Ry oY ALY
W 02 Ry 10,000 Y -HL000Y

w3 Al 10 Y LY
(U] Al -10.000 ¥ ooy

o Al ALY 000V
(U] el -10.000 ¥ -y
{CUR Rl 0y 0000 Y

READ 110 eyoe: v S
Hraddy | NG Nane 81 | 0BOOL0S | Ay NERE

You may now use ioAdmin to set up or configure the ioLogik.
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Using ioAdmin

This chapter goes over the functions available in ioAdmin, the ioLogik E2240’s main configuration
and management utility.

The following topics are covered:

O Introduction to ioAdmin

O Features of ioAdmin

4 ioAdmin Main Screen

»  Main Screen Overview

»  Wiring Guide

Menu Items

Main Window

ioAdmin Administrator Functions

» 1/0 Configuration Tab (Administrator)

OO0O0

Click&Go Logic Tab

Server Context Menu

U Using TFTP to Import/Export Configuration
O Using ioEventLog

Installing ioEventLog

Basic Functions

Configuration

Checking Connected Devices

Opening Log Files

Clearing the Log

> Server Settings Tab (Administrator)
>  Network Tab

»  Firmware Update Tab

»  Watchdog Tab

>

>

VVVVYVY
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Introduction to ioAdmin

The ioLogik 1/0 server may be managed and configured over the Ethernet by ioAdmin, a Windows
utility provided with your ioLogik E2240. ioAdmin’s graphical user interface gives you easy access
to all status information and settings.

The ioLogik E2240 also supports configuration by web console and by optional LCM, but full
configuration and management is only available through ioAdmin.

A new feature in ioAdmin automatically detects IP conflicts between ioLogik E2000 units. If
ioAdmin detects an IP conflict, a window will appear that allows you to resolve the IP conflict
immediately and restart each unit. This feature was introduced in ioAdmin version 2.4.

ioAdmin also includes Click&Go logic control for the configuration of your Active Ethernet 1/0
system.

ioAdmin consists of following software:
¢ joAdmin with Click&Go Logic

® joLogik 2000 Wiring Guide

e ioLogik 4000 Wiring Guide

Features of ioAdmin

Remote Management
Over the Ethernet network,
ioAdmin allows users to

e find and configure multiple
ioLogik servers Froa

e monitor and configure et s
attached 1/O devices =i

e test I/O devices e
e reset the server e

]
tittiii

Rast TSRt | RORIATI | A SN

On-line Wiri ng Guide 1E2240  Active Ethamet 1/0 with Ethemet. 8 Analog input and 2 Analog output
An on-line wiring guide can be Sysam Ovarvin Eternet oo asigomen
opened from within ioAdmin for 59000

your convenience. The easily s MIOSA | s conmunenon

Settings

accessible wiring guide can save
administrators much time while
planning or troubleshooting.

brdebatatadaieiad g hngy
S AR 000RR0AREARRRARRRRRRRRRT

Wiring Examples.
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Configuration File

ioAdmin allows the entire
configuration of the ioLogik
E2240 to be saved as a file. The
file is viewable as text and can
serve three purposes:

e asarecord or backup of
configuration

e as a template for the
configuration of other servers

e as a quick reference guide for
you to configure Modbus
drivers in a SCADA system

The file includes the following
information:

1. File title, Date, and Time
2. Model information
3.  Modbus address

Server Management List
ioAdmin can import and export a
list of ioLogik servers that are
being managed. This file can make
it easier to manage all devices on
the network, and includes the
following information:

server name
module type
IP address
unit ID

ioLogik E2240 Network 1/0 Server Configuration

Date: 2006/12/7
Time: 09:38:28 AM

[1. Model]

MOD_TYPE=E2240 - Active Ethernet 1/0 Server (8Al + 2A0)
MOD_LOC=

MOD_NAME=

[2.

A100=5, (4 to 20mA)
A101=5,(4 to 20mA)
A102=3, (+/-10V)
A103=3, (+/-10V)
A104=3, (+/-10V)
A105=3, (+/-10V)
A106=3, (+/-10V)
A107=3, (+/-10V)

1/0 Configurations]

AO00=1,(4 to 20mA), AOOO_PWN=4095, (RAW), AO00_SAFE=4095, (RAW)
AOO1_SAFE=0, (RAW)

A001=1,(4 to 20mA), AOO1_PWN=0,(RAW),

[3. Modbus address table]

CHANNEL 1/0 TYPE MODBUS REFERENCE MODBUS
ADDRESS (Dec, Hex)
A100 Input 30001 0000, 0x0000
AlO1 Input 30002 0001, 0Ox0001
Al102 Input 30003 0002, 0x0002
Al03 Input 30004 0003, 0x0003
Al104 Input 30005 0004, 0x0004
Select 1/0 Server to Import
Select Server List File to Import : -—__-“".J
|D:\Serve|List.s|t % Ej'
o Selectall )6 unSelect Al

HLEZ2RD Test? - EZZR0- 192 168127 2hd

1

2E2260 Test] - E2260- 192168127 253
ZE2260 Test- E2210-192.168.127.220
AR2T0_Test- R2110 - 192168127, 264:[2]

X Cancel

 OF
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iI0OAdmin Main Screen
Main Screen Overview

This is ioAdmin’s main screen. The main window defaults to the 1/0 Configuration tab, which
displays a graphic of the ioLogik E2240 and the status of every 1/0 channel below it. The other tabs
in the main window take you to server and network settings, and further functions are available
when you log on as an administrator. Note that configuration options are not available until you log
on as an administrator.

= BPOLA tokdmin
(n L

S

| o0 AW 0000V 100V AnB00V jADE 00 I 000y

iy m WA 000y 0000V 10000 v jang m (ALY [T
) LI BUTRY A0V <10 v
(LY ] +/1V 10,000 v -10.000Y -100000 v
A} 04 w1V 10000 ¥ A0000Y -10.000 v
IAIL: 05 WA 10,000 ¥ 10000V 10,000 ¥
(T ey T v 00V 10,000 v
) o7 IR A v A0V <10 00 v

[ 2\ 1
e,
= T T T

ioAdmin Main Screen
Title

Menu bar

Quick link
Navigation panel

Main window

Sync. rate status
Status bar

Njo|alkMw NP
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Wiring Guide

ioAdmin provides a wiring guide to the ioLogik E2240. You may access the wiring guide by
right-clicking the graphic of the ioLogik E2240 in the 1/0 Configuration tab. Select “Wiring Guide”
in the submenu to open a help file showing the wiring information and electrical characteristics of
the ioLogik E2240.

E2240 Active Ethernet I/O with Ethernet, 8 Analog input and 2 Analog output
[]
System Overview Ethernet pin assignment E]
i
(e]e]e]e]e]e) o
| AR AR R R AR R AR RN AR R AR RRRRRARR
——— g e RS-485 Communication
‘ - MOXA et
0: 115200ps, N81
1: 57600bps, MN81
2:38400bps, N81
3: 19200bps, N81
4: 8600bps. N81
5. 4800bps. MN81
6: 2400bps M81
7: 1200bps. N81
‘OOOOOOOOOOOOOOOOOOOOOOOO
Wiring Examples:
g g g < < < < < |
T8 B0 0 R(B(E B[ERN|TORIEE NEE
(1) Analog Qutput (2) Analog Input vl

You may also access the On-line Wiring Guide through the Help menu on the menu bar.

1

‘ File  Spstem  So

Help ) 2 2 _
5 5 Host: (192168 19 2] [ieptiig. Guide for 10Log1k2000
=52 ioLagik Wiring Guide for 1oLogik4000
=B 192168127.2  About
- [Em F224n ||
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Menu Items
File

From the File menu, you can export the list of 1/0 servers that are currently displayed in the

navigation panel. You also can import a list of 1/O servers into ioAdmin.

E MO0XA ioAdmin

File  System  Sort Help Q g’

‘.!’

4 Import I/0 Server List
t:Export [/0 Server List
Exit on-line

28l £2260-192.168.127.253: | /D Configuration | @ Ser

W7 Loc

IRl D740 »107 100 1797 954 -

When importing a server list, you will be prompted to select which servers on the list need to be

imported.

Select I/0 Server to Import

Select Server Ligt File to Import :

|D \ServerList sl

o Selectsl X unSelect Al

=
o

TLEZARN. Teste - E2obl - 192166127204

v/

v| 2E2260_Test] - E2260 - 192.168.127.253
v| ZEZ260 Test- E2210- 192168127 220

v £R2110_Test - R2110- 192168127 264:2]

" OK X Cancel

The file will have a .SLT extension and can be opened as a text file. The server list will provide the
following information for each server:

server name
module type
IP address
unit ID

System

Several operations are possible from the System menu.

Auto Scan Active Ethernet 1/O Server will search for ioLogik servers on the network. When
connecting for the first time or recovering from a network disconnection, you can use this

command to find 1/O servers that are on the network.

Network Interface allows you to select a network to use, if the PC has multiple network adapters

installed.

1/0O Status Refresh Rate is used to adjust how often the 1/0 server is polled for device status. The
current rate is displayed on the status bar at the bottom of the window. Note that higher sync rates

result in higher loads on the network.
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TCP Socket Timeout Interval allows you to select the preferred timeout value for TCP socket
communication.

COM Port Setting is used to set the parameters for Modbus communication, such as baudrate,

data bits, and timeout interval. For most applications, this will involve connecting to ioLogik
R-Series devices.

Active Message Listen Port specifies the port number to use for Active Ethernet 1/0O messages. If
your network uses a firewall, you can coordinate this setting with your firewall settings to ensure
that active messages get through.

Reset NA4010 Network Adapter IP is used to re-assign an IP address to the NA-4010 network
adapter, for ioLogik 4000 systems.

E MOXA ioAdmin

File | Spstem  Sort Help el = w
=] Ho#2 Auto Scan Active Ethernet I/0 Server I

k Interface

atus Refresh Rate
TCP Socket Timeout Interval

= COM Port Setting

Erver

Active Message Listen Port e

Reset NA4010 Network Adapter IP
| Enable Host Lonne

Sort
The Sort menu allows the server list in the navigation panel to be sorted by connection, type, and
location.
Sort Help @ g’ ‘\'
™ By 1/0 Server Connection
By 1/0 Server Tyvpe
¥ By 1/0 Server Location
Help

In the Help menu, you can view wiring guides and information about ioAdmin.
Help @ 5 ol

Wiring Guide for ioLogik2000
Wiring Guide for 1oLlogik4000
About

Quick Links

Quick links are provided to search for 1/O servers on the network and sort the server list.
e[ v

Search network for 1/O server

Sort by connection

LI

Sort by 1/O server type

Sort by location

~
-
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Main Window
I/O Configuration Tab (General)

The 1/0 Configuration tab shows the status of every I/O channel. This is the default tab when you
first open ioAdmin.

( . 140 Configuration Ig Server Info, |_-}‘ Server Seftings | ™ Message Momtorl

\/ [oeseee]

AR R R
W oo s

e MOXA

iologik - {
[ S e |

[itistatadateiasaddininii) ‘
1 T \BAAABAARAAARAARGRRARRRARAE]

[0008000000066000000000006]

1 +/-150mY 0.000 my' 0.000 m 0.000 mV |A0]. 00 o-1ov D.000 v
[Al: 01 | +/-150mY 0.000 my' 0.000 m 0.000 m¥ [0} 01 o0-10v 0.000 ¥
[Al]: 02 +/-150mVY 0.000 my' 0.000 m 0.000 mV
[Al}: 03 +/-150mY 0.000 my' 0.000 my 0.000 m¥
[Al]: D4 +/-150mY 0.000 m¥' 0.000 m+ 0.000 m¥
[All: 05 +/-150mY 0.000 my 0.000 m 0.000 m¥
[Al]: 06 +/-150mVY 0.000 m¥' 0.000 m 0.000 mV
[AlL: 07 +/-150mY 0.000 my 0.000 m 0.000 m¥

Server Info Tab

Server information, such as firmware revision, is displayed in the Server Info tab.

Pt Ennfigurat‘n & Server Info | -z}aewersmtingd = Message Munilml
R ———

34096 041393 Read Wendar ID E
34097 0001 Read Unit 1D for MODBUS/RTU

34099 toxa Technologies Inc., Read Wendaor Name

34119 E2240 Active Ethernet | /0 Server Read Product Name

M4 V1.4 Read Firmware Revision

34143 BLild07051 720 [05.17/2007) Read Fitrmware Felease Date

34145 1 Read Number of TCP connection

34146 0=0100 Read Ethernet Interface Speed, 104100

34147 10-00-05-80-FF-FF Read MAC Address

34150 1 Read LCM Detection

34151 W1.0 Read LCM Firmwsare R evision

34153 Build08030112 (0301 /2008) Read LCH Firmware Releaze Date

34158 17 Read System Elapsed Time (in sec)

44096 192.168.127.254 Readwiite IP Address

44098 2585 255 255.0 Read’wiite Subriet Mazk

44100 0000 Readwiite Gateway

44102 =1} Readwiits Modbus/TCP Alive Check Timeout

44103 0031 0019 0021 0019 0003 2000 Readwiite System Local Time:

44109 23 Readwiite System Time Zone

44112 0000 Readwiite DNS1 Server Addiess

44114 0.0.00 Readwiite DMNS2 Server Address

44116 1 Readwiite Enable/Disable ‘Web Access

44142 a Readwiite Timeout for Communication W atchdag M
am (2]

efiesh |
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Server Settings Tab (General)

The Server Settings tab is where you log in as an administrator. This is required in order to gain
access to the ioLogik E2240 configuration options. If no administrator password has been set up,
simply click on Login and leave the Password for entry field blank. Additional information on

ioAdmin administrator functions is provided later in this chapter.

/0 Eunhgurallon} @ Server I Message MDnIlDI}

Password for enly
G, Login [

Management Settings Time Settings

r— PoEf = =
=

AT
[T Greermch Hean T Duc =]

AT
—

o Upsee| v

@i |

Message Monitor Tab

The Message Monitor tab will display any TCP/UDP I/O messages received from the ioLogik
E2240. When you install the ioLogik E2240 for the first time, the active 1/0O messaging ruleset will
not have been defined yet, so there will be no messages in the Message Monitor Tab. Please refer to
Chapter 5 for information on how to program the ioLogik E2240’s active 1/0 messaging system.
Once the active I/0O messaging system has been configured and activated, TCP/UDP messages sent
from the ioLogik E2240 will be viewable in the Message Monitor tab.

/140 Configurstion | & Serverlnfo. | 4 Server Setiing
uor |ree |

Copy [y Cleat | |~ Taggle HEX

Messages can be displayed in ASCII or in HEX. To display messages in HEX, make sure that
“Toggle HEX" is checked.
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IoOAdmin Administrator Functions

For full access to all configuration options, log in as an administrator in the Server Settings tab.
This is required whenever you start up ioAdmin or boot up/restart the ioLogik E2240. When you
install the ioLogik E2240 for the first time, the password will be blank and you may simply click on
Login. Additional functions will available after logging in, including the following new tabs:

|I'-L. Metwark: ] &= Firmware Update ] o Click&Go Logic ] i watchdng ]Eﬁ.ﬁ.ctive Tag:  Si SHMP Setting

When making configuration changes, you will need to click Update or Apply to save the changes.
Some changes will require a restart of the ioLogik E2240 in order to take effect, and you will be
given the option to restart the computer if necessary.

ATTENTION

You must log in to access any administrator function, including Network, Communication
Watchdog Timer, and Firmware Update tabs. If you forget the password, you may hold down the
Reset button to clear the password and load factory defaults. This will result in the loss of all
configuration settings and your Click&Go Logic active 1/0O messaging program!

I/O Configuration Tab (Administrator)

When logged on as an administrator, you may double click on a channel in the I/O Configuration tab
to configure that channel’s settings.

Configuring Analog Input Channels

The ioLogik E2240 is equipped with 8 Al (analog input) channels that can be set individually to
+/-150 mV, +/-500 mV, +/-5V, +/-10V, 0 to 20 mA, and 4 to 20 mA. You may also set all channels at
once using the “Apply to all channels” checkbox.

< 1/0 Configuration > Server Info. | |} Server Settings | 5 Matwork | 45 Fimware Update | 8 Watchdog | ' Click & GoLogis | ™= Messags Monitar

i iologix

1A1}: 00 +/-150mY 0.000 m¥ 0.000 Y, 0.000 my [AD]: 00 0-10v 0.000 ¥
1a11: 01 E AT Channel #0 v [AD]: 01 o-10v 0.000 v
A1 02 & Corfig } v
1Al 03 v
1A1]: 04 v
L] 05 Flangs Settings b
RN nputRenge:  [oosamy v v
A1) 07 T d

+/E00m

W
= [ ]
4-20imé,
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Configuring Analog Output Channels

The ioLogik E2240 is equipped with 2 AO (analog output) channels that can be set individually to
0-10V, 4 to 20 mA. You may also set all channels at once using the “Apply to all channels”
checkbox.

(B2 A0 Channel %0
] Testl

1. Range Settings

Output Range 010V -

2. Power On Settings

Dutput vae: |7 10~ 4095)

3. Safe Status Settings

Dutput Yalue: |0 0~ 4035)

[ Apply to all channels

N

Power On Settings: Use this field to set the initial value for the AO channel when the ioLogik
E2240 is powered on. The Power On Settings field uses raw data values. If you do not know how to
translate the raw data values into real values, use the Test function for assistance.

Safe Status Settings: Use this field to specify how the AO channel responds to a break in network
communication. When the network connection is lost for the amount of time specified in the Host
Connection Watchdog, the ioLogik E2240 enters Safe Status, and the AO channel’s Safe Status
settings will go into effect. Note that the Host Connection Watchdog is disabled by default. If the
Host Connection Watchdog is disabled, the ioLogik E2240 will never enter Safe Status and the Safe
Status settings will have no effect.

Test 1/O: You can test the AO channel in the Test tab,

B A0 Channel #0
& Config Test I

A0 Dutput Test:

a 1o

5
d )
L 3 2879V
2879V, RAW=1179 i \

[ |

Note that the slider shows both the raw data value and the engineering value (V/mA). You may use
this as a guide when entering values for the Power On and Safe Status settings.
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Alias Name

Click the Alias Name tab to customize the channel name. You may use names with up to 16

characters. If you have already set the Alias Name on the 1/0 Configuration page, the channel
name will appear in Click&Go, Active message, and Web.

Server Settings Tab (Administrator)

You may set the password, server name, location, date, time, time zone, and time server in the
Server Settings tab. ioAdmin supports long server names and a location description up to 58

characters.

___:‘ Firmware Update ]  Click&Go Logic

/140 Corfiguration ] \d. Server Info.

Enter Pageword :

] & 'watchdog
¥ Server Settings

] By Achive Tags
] = Mezzage Monitor

M anagement Settings

Change Password [8 char max.)

Fieconfim Password ©

| " Update

Server Mame :

Server Location :

E [

System Log

| [lLogout|
Time Settings
Local :
Date:[2003 ${7]5 2|72 2|
Tme:[5 %57 =3[0 =
Time Zone ;

|[GMT]Greenwich Mean Time: Dutj

Time Server

= 4+ Daylight Saving |

v Updete |

Server Address :

Fort : |4D4D ﬂ 7

(¥ Refiesh

| i SNMP Setting |
] B Network ]

You may set up the Daylight Saving schedule by clicking the “Daylight Saving” button. You may
choose EU type, US type, or User defined type. User defined type allows you to define the days

and offset hours.

3-12



ioLogik E2240 User’'s Manual Using ioAdmin

If you will be using ioEventLog to receive server status reports, such as for warm or cold starts,
you need to specify the IP address and port number for the PC that will be running ioEventLog in
the “System Log” field. The default port number is 4040. For additional information, please refer
to the ioEventLog section later in this chapter.
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Network Tab

The Network tab is where you configure IP settings, Modbus/TCP Alive Check Timeout settings,
DNS settings, Serial settings, and Web Access settings for the ioLogik E2240.

Number of Modbus/TCP connectionfs] : 2
IP Settings Serial Settings
IP Configuration : | Static - Unit 1D - 1
IPAddress . [192168.127.254 BaudPlale: 115200
[Drata Bits : 2
Subnet Mask : 255.255.255.0 Stop Bits : 1
Parity : Nane
Gateway : 0.0.0.0 ;
Timat (ms) : 2500 -
MAL : 00-90-E8-14-05-19 =
s Accessible |P | e |
Modbus/TCP Alive Check Timeout Web Access Settings
v Enable Modbus/TCP idle connection v Enable
tireout interval :
€0 j: 3BC
DNS Settings
DHS #1: 256,255, 255,255
DHE H2: 256,255 255,255
(E Refresh

IP Settings: You can set up a static or dynamic IP address for the ioLogik E2240, as well as the
subnet mask and gateway address. The Accessible IP screen can be used to control network access
to the ioLogik E2240 and attached sensors. Network requests that originate from sources that are not
listed in the accessible IP list will be unable to use Modbus/TCP or ioAdmin to access the ioLogik
E2240.

Modbus/TCP Alive Check Timeout Settings: The Modbus/TCP Alive Check Timeout is designed
to avoid TCP connection failure. When the host is down, the ioLogik E2240 will continue to wait for
a response from the host. This will cause the TCP port to be indefinitely occupied by the host. When
the Modbus/TCP idle connection timeout interval is enabled, the ioLogik E2240 will close the TCP
connection automatically if there is no TCP activity for the specified time.

DNS Settings: Use this field to specify up the IP addresses of up to 2 DNS servers. These two DNS
servers may be used to find available e-mail addresses when configuring e-mail messages in
Click&Go.

Serial Settings: You may view the reserved RS-485 communication parameters here, and you may
set the timeout value for breaks in RS-485 communication. Note that the other serial communication
parameters cannot be modified. If you wish to adjust the baudrate, you will need to use the physical
dial on the back panel of the ioLogik E2240.

Web Access Settings: This field enables and disables the ioLogik E2240’s web console. The web
console allows the configuration of many settings using a web browser that is directed to the server’s
IP address. If the web console is not enabled in this field, you will not be able to access the web
console.
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Firmware Update Tab

The ioLogik E2240 supports remote firmware updates through the Firmware Update tab. Enter the
path to the firmware file or click on the icon to browse for the file. Click Update to update the
firmware. The wizard will lead you through the process until the server is restarted.

1/0 Configuraton | @ Server Info, | (4 Gerver Settings | ¥ Netwoll 45/ Fimwers Updsts | @)watchdon | % Click & Go Logiz| = Messags Moritor |

Firmusare File Path :

Warning:

1. The firmware download may take around 3 minutes.
2. Disconnecting power or netwark cable during the time would lead to fimware conuption,

Step 2/3

Total pragress

f} ATTENTION
Do not interrupt the firmware update process! An interruption in the process may result in
your device becoming unrecoverable.

After the firmware is updated, the ioLogik will restart and you will have to log in again to access
administrator functions.

The firmware on any attached 1/0 expansion module, such as an ioLogik R2000 server, must be
updated over the RS-485 bus. Firmware on cascaded modules cannot be updated over Ethernet.
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Watchdog Tab

The Watchdog tab is where you configure the Host Connection Watchdog, which is used with the
Safe Status settings to define each AO channel’s response to a lost network connection. When the
ioLogik E2240 loses its network connection for the amount of time specified in the timeout, the Host
Connection Watchdog will switch the ioLogik E2240 to Safe Status and the AO channels will reset
to their Safe Status settings. By default, the Watchdog is disabled. To enable the Watchdog, make
sure Enable Host Connection Watchdog is checked, set the Timeout value, then click the Update
button.

1411 Canfiguration | @ Server Infa | |} Gerver Settings | 5 Netwark | 450 Fimware pdate Cick & fin Logic | = Message Manitar

Host Connection Manitor

I”" Enable Host Connection WWatchdog :

(T Refresh

After the Watchdog is enabled, the ioLogik E2240 will enter safe status if the network connection is
lost. Once the connection has been restored, you will need to return to the Watchdog Tab in order to
exit safe status. There will be a message saying “Host Connection Lost”, indicating that the server is
in safe status. Click Clear Alarm to exit safe status and return to normal operation.

1/0 Eonfiguration] d Serverlnfo.] j" ServerSettings] Lg Network] __-:' Firmware Update & Watchdog l  Click & Go Logic] = Message Monitor]

Host Connection Monitar

Iv Enable Host Connection Watchdog :

Timeaut value : |5 j¢ 3EC

Host Connection Lost Alarmed ! G Clear Alam
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Click&Go Logic Tab

The Click&Go Logic tab is where administrators set up the ioLogik E2240’s active 1/0 messaging
program. Instead of the server reacting passively to a host's repeated polling requests for 1/O data,
the ioLogik E2240 server proactively sends I/O information to the host when an 1/0 channel satisfies
conditions that you specify. Click&Go Logic was developed by Moxa to provide a powerful and
easy-to-use tool for defining the conditions under which 1/0 information will be sent over the
network. Please refer to Chapter 5 for more detailed information.

170 Configuration | (. Server Info. | [} Server Settings | By Netwark | 42 Firnware Update | @ wiotdflog v Click & Go Lngnc} = YHessage Monitr

Logic Name: |

#o

.

#2

3

4

s

)

w7

#a [

Changes made in the Click&Go Logic tab are not effective until the ioLogik E2240 is restarted. Note
that when Click&Go Logic is being used, the range and units of 1/0 channel being used in Click&Go
Logic may not be modified.
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Active Tags Tab

When logged in as an administrator, fill in the IP address in the Active Tags tab to configure
Active OPC Address and Port settings. ioLogik Active Ethernet I/O can support up to 5 IPs at the
same time. The Active OPC Server Address can be filled in using the IP address. The default port
number is 9900. The port number should be the same as the setting in Active OPC Server’s

“Active Tag Listen Port”. After the OPC setting and Channel Tags have been configured as desired,

click Create Tags. The ioLogik Active Ethernet I/O will reboot in order for the settings to take
effect.

/140 Configuration ]@' Server [rfo, ] 3/ Server Settings ] = Meszage Monitor ]ﬁkNetwork ] £

Active OPC Server Setting

1. Addess 0000 Port: [9300
2 Addess 0000 Port: [3300
3. Address: [00.00 Port : [9300
4. Addess 0000 Port: [3300
5 Addess: 0000 Port : [9900

+ Update

140 Channels Setting

[ ALLBTD Channels
[~ CH-00 [ CH-D [~ CH-02 [ CH-03 [ CHO04 [ CH-05

[~ CH-DE [ CH-O7 [~ CH-D8 [~ CH-09 [ CHa0 [ CH-11

Onchange: |1 3

These Tags depend
[~ ALL DO Chaninels on the modele.
[~ CHO0 [ EHO [~ CHO2 [ CHO2
Heartbeat Interval : |7 sec [0 disable MaxE5535)

The Heartbeat Interval is the time between each instance Active OPC server is informed that
ioLogik is still working. The tags for Analog Value, such as Al, AO, RTD, TC, are synchronized
with pre-defined percentages that are filled in the On Change column. The updated DI/DO/Relay
tags can be synchronized by changing the status. If counter mode is used, Advanced Settings
allows you to synchronize time by 100 to 60,000 ms. Please refer to the Active OPC Server section
for more details about how to use Active OPC server.
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SNMP Settings Tab

The ioLogik Ethernet 1/0 supports SNMP V1, V2c, and V3 (Simple Network Management
Protocol) to monitor network and 1/0 devices with SNMP Network Management software. It is
useful in building automation and telecom applications. Use these fields to enable SNMP and set
the read and write community strings for SNMP V1 and V2c, or use authentication for SNMP V3.

v Enable SNMP

Global Setting SHMP V3
Fead only
Versiore |¥1.¥20.W3 w
’7 User Mame:
Contact : ’7
Location :
Authentication Protocol: | D1SABLE i
Sl Ve Privacy Protocol: DISABLE -
Read Comnmunity : | public S
“white Community : |private
User Mame:
Authentication Protocol: | D1SABLE i
v | (5 Refresh ‘ Privacy Protocol: DISABLE i

Server Context Menu

The Server context menu is accessed by right clicking on the server model name in the navigation
panel.

E MOXA ioAdmin
File  Swstem  Sort Help Q 5

=2 Hest: [192.168.19.2]
=3 ioLogk
=R 192

127.254
T

i Server Info I

Disconnect

Add Serial I/0 Server
Restart System

Reset to Default
Export System Config
Import System Config

Connect

Select this command to have ioAdmin attempt a re-connection over the network to the selected
ioLogik server.

Disconnect

Select this command to have ioAdmin drop the network connection with the selected ioLogik server.
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Delete I/O Server

Select this command to have ioAdmin remove the selected server.
Add Serial I1/0 Server

Select this command to manually add a server by using its unit ID.

Restart System

Select this command to restart the ioLogik from a remote site. You will need to log in as an
administrator to use this function.

Reset to Default

Select this command to reset all settings, including console password, to factory default values. You
will need to log in as an administrator to use this function.

Export System Config

Select this command to export the configuration of the ioLogik to a text file. You will need to log in
as an administrator to use this function. It is strongly recommended you use this method to back up
your configuration after you have finished configuring the ioLogik for your application.

Below is an example of the exported configuration file

ioLogik E2240 Network 1/0 Server Configuration

Date: 2006/12/7
Time: 09:38:28 AM

[1. Model]

MOD_TYPE=E2240 - Active Ethernet 1/0 Server (8Al + 2A0)
MOD_LOC=

MOD_NAME=

[2. 1/0 Configurations]
A100=5, (4 to 20mA)
Al01=5,(4 to 20mA)
A102=3, (+/-10V)

A103=3, (+/-10V)

A104=3, (+/-10V)

A105=3, (+/-10V)

A106=3, (+/-10V)

A107=3, (+/-10V)

AO00=1,(4 to 20mA), AOOO_PWN=4095,(RAW),  AOOO_SAFE=4095, (RAW)
A001=1,(4 to 20mA), AOO1_PWN=0, (RAW), AOOL_SAFE=0, (RAW)

[3. Modbus address table]

CHANNEL 1/0 TYPE MODBUS REFERENCE MODBUS ADDRESS (Dec, Hex)
AlI00 Input 30001 0000, 0x0000
AlO1 Input 30002 0001, 0x0001
AlO2 Input 30003 0002, 0x0002
Al103 Input 30004 0003, 0x0003
Al04 Input 30005 0004, 0x0004
Al05 Input 30006 0005, 0x0005
Al06 Input 30007 0006, 0x0006
Al07 Input 30008 0007, 0x0007
AO0O Output 40001 0000, 0x0000
AOO1 Output 40002 0001, 0x0001

[4. Timer Settings]

TIME_ZONE =49, ((GMT+08:00)Taipei)
TIME_SERVER =

[5. Network Settings]

NET_CONFIG =0, (Static)
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NET_IP =192.168.127.254
NET_MASK =255.255.255.0
NET_GATEWAY =0.0.0.0

NET_MAC =00-90-E8-0D-0E-DD
IDLE_TIMEOUT =60, (sec)

BAUD =115200, (bps)
DNS_1 =0.0.0.0

DNS_2 =0.0.0.0

WEB =1, (sec)

SNMP =1, (Enabled)
SNMP_READ =public

SNMP_RW =

SNMP_CONTACT =

SNMP_LOC =

CONNECTION_WATCHDOG=0, (Disabled)
[6. Click&Go Settings]

STATUS =0

Import System Config

Select this command to reload a configuration that was exported to a text file. You will need to
restart the ioLogik in order for the new configuration to take effect. This command may be used to
restore a configuration after loading the factory defaults, or to duplicate a configuration to multiple
ioLogik units.

Using TFTP to Import/Export Configuration

TFTP (Trivial File Transfer Protocol) was defined in 1980 to provide basic FTP functionality in a
very simple protocol. Due to TFTP’s simplicity, it can be implemented using a very small amount of
memory, an important consideration when it was first developed. ioLogik E2000 1/O servers support
the use of TFTP to import or export configuration files.

The following is an example using Windows TFTP and an ioLogik E2240 with an IP address of
192.168.127.254:

1. Enter "TFTP 192.168.127.254 GET ik2240.txt" to get the ioLogik's configuration file.
2. Enter "TFTP 192.168.127.254 PUT ik2240.txt" to load a configuration file onto the ioLogik

You must use “ik2240.txt” as the destination filename when copying a configuration file to the
ioLogik E2000 unit. Otherwise, you will receive an error message as shown below:

- Fail to write file !lce

srmp-trap

You can use TFTP in a batch file to transfer configuration files for different units. For example, you
might have two configuration files that need to be copied to two different servers: ik2240_1.txt for
192.168.127.253, and ik2240 2.txt for 192.168.127.254. A batch file could be written as follows:

tftp 192.168.127.253 put ik2240_1.txt ik2240.txt
tftp 192.168.127.254 put ik2240_2.txt ik2240.txt
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A

ATTENTION

You can import the configuration file from a TFTP server. For example, you can run TFTP Client
software, open the configuration file, and enter the remote server’s IP. Note that both ASCII and
Octet mode are supported. When the download process is complete, the 1/0 server will reboot.

B WinTFTP Client Pro

J + ¥ X N i 28 l

Upload  Downlaad Ahart Settings Ahaut Help E.r:it

g Fiemate zerver
Local file narme

[E-testiik 2240 0t = [192185.19.24

Timeout

|2 3
Remate file name Port IES

||k224|1h-:ﬂ Block size |51 2 bytes
| Same az local
Mode IDctet

[Butes sent: 5401 [
WInTFTP Client Pro is a trademark of WinTFTP. All rights reserved.

Using ioEventLog
Installing ioEventLog

ioEventLog is a Windows utility provided for the monitoring of the ioLogik E2240 and attached
1/0 devices. It may be used from anywhere on the network to monitor the ioLogik E2240.

1. Installation from CD: Insert the Document and Software CD into the host computer. Run
SETUP.EXE, which is located in the root directory. The installation program will guide you
through the installation process and install the ioEventLog utility.

2. Open ioEventLog: After installation is finished, run ioEventLog from Start 2 Program Files
- Moxa =2 10 Server - Utility 2 ioEventLog.

Basic Functions

ioEventLog is installed along with ioAdmin form the Document and Software CD. It is designed
to help you keep a record of ioLogik status events over the network. The log is stored on the
Windows PC. You will need to set up your ioLogik server to send status events to the PC’s IP
address. The following events are monitored:

e cold start

e warm start

For each event, the following information is provided. The log can be sorted by any of these fields:
e event type

e event date and time

® ioLogik server source name

e source IP

e destination IP

e host date and time

e source model
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"€ M0XA ioEventLog oEg

ﬂ— System Connection Log Help

Event type Event Date/Time Source Name Source IP Destination IP Host Date/Time |Soulce Model

0:00:02:35 10:16:51 | Active Client Connections: 1 |
Configuration
In the System menu, select Settings to configure ioEventLog.
'§; System Settings BEF|
rAlarm Listen Port
[Pt [404n
i Log Directary
Directory : IC.\Pngram Files'MoxatioE ventLoghlog &=
~Screen Color
Event Type Color
Cold Start |I clBlack .[
‘warm Start I. clGray vl
Off-Ling |. clRed -[
On-Line I. clGreen vl
o 0K X Cancel |

The Alarm Listen Port is the TCP port number that will be monitored for status events. You can
modify this setting as necessary to receive signals through a firewall. It will need to match the
settings for the ioLogik server that is being monitored.

The Log Directory is where the log files will be stored. The default directory is C:\Program
Files\Moxa\ioEventLog\log. A separate log file is created for each day, with file names assigned
automatically. You can also select the color of each event type in the log.
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Checking Connected Devices

You can see which 1/O servers are already connected to ioEventLog by selecting Connected
Device List from the Connection menu.

& Connected Device List ===
Device IP | Connect Date/Time |
192.168.127 254 09/30/2007 10:14:21.478

Opening Log Files

You can view previously saved logs by selecting Open from the Log menu. You will be prompted
for the date that you wish to view.

4 Date of Log File E”E@

Select date of log file ta wview

Sun Mon Tue Wed Thu Fri Sat

1 2 3 4 5
E 7 & 9 D1 12
13 14 15 16 17 18 119
20 21 22 23 24 25 26
27028 29 3 AN

=5 Today: 541042007

LMK X Cancel

The logs for the day that you select will be displayed in the Alarm Log Viewer window.

Clearing the Log

If you wish to clear the log, you can select Clear from Log menu. This will clear all events for the
current day. The cleared events will not be saved in that day’s logs. After the logs are cleared, new
events will be displayed and recorded as usual.
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Using the Web Console

The ioLogik may be configured using its built in web console.

The following topics are covered:

Q
a
a

O0O0

Introduction to the Web Console
Basic Settings

Network Settings

»  General Settings

>  Ethernet Configuration
» RS-485 Settings

1/O Settings

> Al Channels

»  AO Channels

System Management
Load Factory Default
Save/Restart
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Introduction to the Web Console

The ioLogik E2240 web console is a browser-based configuration utility. When the ioLogik E2240
is connected to your network, you may enter the server’s IP address in your web browser to access
the web console. Note that although most configuration options are available in the web console,
some settings are only available through ioAdmin. Furthermore, the web console can be disabled
under Web Access Settings in ioAdmin. If you are unable to access the web console, check the Web
Access Settings in ioAdmin.

= Main Menu - E2240
Wealcome to loLogik Sarles
o) Dvarvaw
3 sasic Settings
) Network Settings
£ 1/0 Sattngs
W0 Systom Management

Active Remote 1/O Server
M

E2240

]
1.1.0.0

Main
ool Window

Navigation
Panel

The left panel is the navigation panel and contains an expandable menu tree for navigating among
the various settings and categories. When you click on a menu item in the navigation panel, the main
window will display the corresponding options for that item. Configuration changes can then be
made in the main window. For example, if you click on Basic Settings in the navigation panel, the
main window will show a page of basic settings that you can configure.

You must click on the Submit button after making configuration changes. The Submit button will
be located at the bottom of every page that has configurable settings. If you navigate to another page
without clicking the Submit button, your changes will not be retained.

Submitted changes will not take effect until they are saved and the ioLogik E2240 is restarted!
You may save and restart the server in one step by clicking on the Save/Restart button after you
submit a change. If you need to make several changes before restarting, you may save your changes
without restarting by selecting Save/Restart in the navigation panel. If you restart the ioLogik
E2240 without saving your configuration, the ioLogik E2240 will discard all submitted changes.
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Basic Settings

On the Basic Settings page, you may set the ioLogik E2240’s system time or provide the IP address
of a time server for time synchronization.

Basic Settings
Cuarvien .
< 2] B asic Settings! Time Settings
i Time zone (24 hour) (GMT)Greenwich Mean Tirme: Dublin, Edinburgh, Lisbon, Landon &
g 1/0 Settings Local ime 2009 (05 (22 | [0 |:[54 | [14 | [ madify ]
'] Byeiiom FlmogRma System Elapsed Time 0:43136
A ble IP Satti
01 Aczessible [P Sattings [
[ SHMP Agent
- Web Ul
(] Hetwork Connection &b consale @ensble Ooisable
(L1 Firmuare Updsts Summertime Settings Cenable Summertime period
(J Irnport Systern Confi
- [Eh R 9 e 2:00am last Sunday in March to 2:00am last Sunday in October
(1 Expart Systam Config
) us 2:00am $econd Sunday in March to 2:00am first Sunday in November
(] change Password ELIRER
{1 Load Factory Default ' Month: [Jan last  |paySun  Hour: [0
~ Daylight Save Time Manual
0 savesRestart £nd Date
Month:[Jan last |paysun | Hour|o
Farward 0.5 | Hour

Network Settings
General Settings

On the General Settings page, you may assign a server name and location to assist you in
differentiating between different 1/0 servers. You may also enable the Host Communication
Watchdog and define the timeout value.

=1 Main Meny - E2240
General Seltings

1/0 Server Seitings

Server Name
) " Server Location
3 RS-405 Settings DN Server 1 0.0.0.0
= 0 1/0 Settings DNS Server 2 0.0.0.0
J S T [lenabile communication watchdog i ec
i e
£ change Password
0 Load Factary Dafault [ Submit |

- Save/Restart

The Host Connection Watchdog activates Safe Status when the ioLogik E2240 loses its network
connection for the specified amount of time. By default, the Watchdog is disabled. When the
Watchdog is enabled and a timeout occurs, the ioLogik E2240 will enter Safe Status. You may use
ioAdmin to configure how each AO channel responds in that channel’s Safe Status settings.

To enable the Watchdog, select Enable connection watchdog, set the timeout value, and restart the

server. With Watchdog enabled, the ioLogik E2240 will enter Safe Status after there is disruption in
communication that exceeds the time specified.
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Ethernet Configuration

On the Ethernet Configuration page, you may set up a static or dynamic IP address for the ioLogik
E2240, as well as the subnet mask and gateway address.

] MOXA WWW.MOXa.com
'.'_'i_Mam i E22i0 Cthemet Configurations
3 overview
(1 Basic Setungs

= Ethernet Parameters
=3 Network Settings : z
T 1P Configuration Static b

l Eﬂjﬁmss_m:s' 2 Addrass 192,168,127 254
S bnak Mask 255.255.255.0

B 1/0 settings Gateway 0.0.0.0

B Systom Managemont
0 LcM
=

2 change Password
& Load Factory Default
1 save/Restart

RS-485 Settings

On the RS-485 Settings page, you may view the serial communication parameters, but no
configuration changes are allowed. The baudrate may only be configured by the physical dial on the
back of the ioLogik E2240. This is a reserved function.

y MOXA www.moxa.com

‘=1 Main Manu - E2240
0 Ovarview
£ Basic Settings
=33 Netwark Settings

HE-185 Sottings

Serial Parameters

ot Unit 10 oxnl
0 General Setrings Band Rate 115200
Data Bits a
Stop Aite 1
Parity None

B System Managemoent
0 oM
{0 Change Password
£ Load Factory Defaulc
1 Save/Restart

I/O Settings
Al Channels

On the Al Channels page, you may view the status and range of each Al (analog input) channel.
Under Min and Max, you may view the minimum and maximum values that have been detected for
each sensor since the ioLogik E2240 was powered on.

y MOXA www.moxa.com

=1 Main Menu - E2240

o Al Channal Settings
2 Owarview

,_"" ARAC ot Al Channel # Range WValue Min. Max.
. Netwark Settings [ A1-00 ] o f-10v 0.2av 0.2y 0.23v
- b i Al-01 ] + l|r v 0n2av nay n.aav
13 A1 Channals [ A1-02 1 o f-10v 0.2y 0.23v 0.23v
&0 Channe [ At-03 ) & J-10v 0n.23v 073V Ay
b [ A1-04 | +f-10V 023V 0,23V 0.23v
g ] il
._I FrEAn IR [ A1-05 ] +f-10% 0.23v 0,23V 0.23v
& Lo [ A1-06 1 “r10v 023V D23V 0.23v
I change Password [ A1-07 ) +/-10v 0.23v .23y 0.23v
) Load Factary Dafault
0 Save/Rastart
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You may also configure each channel’s analog input mode and range by clicking on the channel. The
available options are +/-150 mV, +/- 500 mV, +/-5V, +/-10V, 0~20 mA, and 4~20 mA.

Al Channel #0 Settings

Input Range

H-10v v

Oe~20ma
4~20mA

AO Channels

On the AO Channels page, you may configure each AO (analog output) channel by clicking on the
channel. The available options are 0-10V, and 4~20 mA. You may use the Power On field to specify
the channel’s initial value when the ioLogik E2240 is powered on, and the Safe Status field to
specify channel’s value when the ioLogik E2240 enters Safe Status. Note that Safe Status is
controlled by the Host Connection Watchdog, which is disabled by default. If the Host Connection
Watchdog is disabled, the ioLogik E2240 will never enter Safe Status and your Safe Status settings

will have no effect.

AO Channel #0 Settings

Output Range Output ¥alue
[1. Current Range] :

[4~20ma =]

[2. Power On Setting] :

e

[3. Safe Status Setting] :

Fr—
Subrnit | Close I
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System Management

Accessible IP Settings
On the Accessible IP Settings page, y

ou may control network access to the ioLogik E2240 by

allowing only specified IP addresses. When the accessible IP list is enabled, a host’s IP address must

be listed in order to have access to the

ioLogik E2240.

Accessible IP Settings

] 1/0 Settings
Qv g i 0O
[ e PE Managemen
5 Eatina 2z 0O
3 O
{1 Network Connection 4 L]
{2 Firmware Update 5 ]
{1 Import System Config 5 0
“{10 Export System Config 5 o
- Lem
-{1 change Password 8 O
~{11 Load Factory Default 9 O
{0 Ssave/Restart 10 |
Submit

{3 overview
{3 Basic Settings [ Enable the accessible IP list { "Disable” will not allow all IP's connection request.)
B Network Settings No. Active IP Address Netmask

You may add a specific address or range of addresses by using a combination of IP address and

netmask, as follows:

To allow access to a specific IP address
Enter the IP address in the corresponding field; enter 255.255.255.255 for the netmask.

To allow access to hosts on a specific subnet
For both the IP address and netmask, use 0 for the last digit (e.g., 192.168.1.0 and 255.255.255.0).

To allow unrestricted access

Deselect the Enable the accessible IP list option.

The following table contains additional configuration examples.

Allowed Hosts

IP address/Netmask

Any host

Disable

192.168.1.120

192.168.1.120 / 255.255.255.255

192.168.1.1 to 192.168.1.254

192.168.1.0 / 255.255.255.0

192.168.0.1 to 192.168.255.254

192.168.0.0 / 255.255.0.0

192.168.1.1t0 192.168.1.126

192.168.1.0 / 255.255.255.128

192.168.1.129 to 192.168.1.254

192.168.1.128 / 255.255.255.128
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SNMP Agent

On the SNMP Agent page, you may enable SNMP and set the read and write settings. The ioLogik
Ethernet 1/0 device supports SNMP v1, v2c, and VV3 (Simple Network Management Protocol) to
allow monitoring of network and 1/0 devices with SNMP Network Management software. It is
useful in building automation and telecom applications. Use these fields to enable SNMP and set
the read and write community strings for SNMP v1 and v2c, or use authentication for SNMP v3.

_ SNMP Agent
1 Sverview o
1] Basic Settings configurations
={] Metwork Settings
= Sy SNMP @enable Opisable
F0 YO Settings SNMP Agent Version VINZEVE ¥
=24 Systern Managament
: Read Community Name public
Recessible 1P S8
( 5 Write Community Name private
Contact
1 Firmware Update Location

01 Import System Confi  paad only (for Snmp ¥3)

(] Export Systern Sonfig
User Name

{1 Lcm

@& Change Password Authentication Password

) (] R Bl Authentication protocol DISABLE %
1 save/Rastart Privacy Password

Privacy protocol DISABLE %
Read/Write (for Snmp ¥3)

User Name

Authentication Passwrord

Authentication protocal CISABLE %
Prvacy Password

Privacy protocol DISABLE W

Network Connection

On the Network Connection page, you may view the TCP connections from other hosts. This may
assist you in the management of your devices.

Network Connection
{3 overview

{30 Basic Settings

Total connection(s)
H{] Metwork Settings

1
B{] 1/O Settings i

Host Address Connection Type
43 System Management

192.168.127.3 Web/HTTP

Accessible IP Settings

H Import System Config
“{1 Export System Config
[ ¥
(3 change Password
{11 Load Factory Default
{10 save/Restart
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Firmware Update
On the Firmware Update page, you may load new or updated firmware onto the ioLogik.

Firmware Update
-0 Overview .
-0 Basic Settings Choose a new firmware file path :
BHZ] Network Settings
{1 1/0 Settings
EHy System Management
i:l Accessible IP Settings [warning:]
i 1. The firmware update process may take about few minutes.

2. Attentien! Onee you press the "Update” butten, this progress cannet be reversed.
3. Disconnecting power or network cable would lead te firmware corruption during the time.

SNMP Agsg
Network Connection
Firmware Undate
] Qort System Confia
“{] Export System Canfig
~@ Lcm

{21 change Password

~{11 Load Factory Default
~{Z] Save/Restart

Import System Config

On the Import System Config page, you may import a configuration onto the ioLogik server. The
configuration file must have been generated by ioAdmin or through the web console. This function
can be used to duplicate settings between ioLogik servers. You will be prompted for the location of
the configuration file (i.e., “ik2240.txt”).

Import System Configuration File

-0 Overview

0 Basic Settings Choose a system configuration file path :

B Network Sattings

H{1 1/0 Settings i
EHEY System Management

{1 Accessible IP Settings [warning:]
1. The file import process may take around 10 seconds.

O SMMP Agent 2. Disconnecting power or network cable would lead to system configuration file corruption during the time.

{1 Network Connection

{1 fmport System canfg
wport System Config
o e ]
{3 Change Password
-0 Load Factory Default
-1 Save/Restart

Export System Config

On the Export System Config page, you may save the ioLogik’s configuration into a file for
backup or import into another ioLogik server.

Export System Settings

{1 overview

(B2 Bete Sz Click "ik2260.txt" to export & save system settings.
B{] Network Settings

®{] 1/O Settings

B4 System Management

(3 Accessible IP Settings

SNMP Agent

Network Connection

Firmware Update

By _

{1 change Password
{1 Load Factory Default
{1 save/Restart
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LCM

If you have installed the optional LCM, you may view the status and firmware details on the LCM
page.

i Main Manu - 2240

LCM Module Information

LM Madule
LEw

Attached
1.0LILE
03/01/2006

) Load Factory Default
J Save/Restart

Change Password

= Overview
I Besic Settings
# 1 Network Settings
#0010 Settings
# System Managemant

For all changes to the ioLogik E2240’s password protection settings, you will first need to enter the
old password. Leave this blank if you are setting up password protection for the first time. To set up
a new password or change the existing password, enter your desired password under both New
password and Confirm password. To remove password protection, leave the New password and
Confirm password fields blank.

A

ATTENTION

If you forget the password, the only way to configure the ioLogik E2240 is by using the reset
button to load the factory defaults.

Before you set a password for the first time, it is a good idea to export the configuration to a file
when you have finished setting up your ioLogik E2240. Your configuration can then be easily
imported back into the ioLogik E2240 if you need to reset the ioLogik E2240 due to a forgotten
password or for other reasons.

Load Factory Default

This function will reset all of the ioLogik E2240’s settings to the factory default values. All previous
settings including the console password will be lost.

Save/Restart

If you change the configuration, remember to reboot the system.



Active OPC Server

In this chapter, we explain how to use ioAdmin to configure your ioLogik product.

The following topics are covered in this chapter:

0 OLE for Process Control
U Introduction to Active OPC Server Lite
O Active OPC Server Lite — From Pull to Push
U Features of Active OPC Server Lite
O Active OPC Server Lite Specifications
> Installation of Active OPC Server Lite
» Installation of OPC Core Components
O Active OPC Server LiteMain Screen Overview
d  Menu Items
> File
» System
> Sort
»  Quick Links

U Tag Generation
»  Push Tag Configuration from ioAdmin
Advanced Settings
Heartbeat Interval
Read/Write Privilege
OPC Test Client

YV V V V



ioLogik E2240 User’'s Manual Active OPC Server Lite

OLE for Process Control

OPC (originally OLE for process control) is an industry standard created with the collaboration of
a number of leading worldwide automation hardware and software suppliers, working in
cooperation with Microsoft. The standard defines methods for exchanging real-time automation
data between PC-based clients using Microsoft operating systems. The organization that manages
this standard is the OPC Foundation.

The OPC Specification is a non-proprietary technical specification that defines a set of standard
interfaces based upon Microsoft’s OLE/COM/DCOM platform and .NET technology. The
application of the OPC standard interface makes possible interoperability between
automation/control applications, field systems/devices and business/office applications.

Traditionally, each software or application developer was required to write a custom interface, or
server/driver, to exchange data with hardware field devices. OPC eliminates this requirement by
defining a common, high performance interface that permits this work to be done once, and then
easily reused by HMI, SCADA, Control and custom applications.

[Drivers must be installed several times to connect to different devices]

PLC +—— Driver A
SCADA
pDCs +——— Driver B
HMI
Gauge «——— Driver C
PC Software
RTU «— Driver D

[OPC Client/Server creates a common interface connecting to different devices]

PLC ..—..[DriverA OPC Server A

SCADA
DCS ——m [DriverB OPC Server B
HMI
Gauge «——— [Driverc OPC Server C
PC Software

RTU —m [DriverD OPC Server D
\l_

/

OPC Cliemt/Server Architecture — Drivers still exist,
but clients do not see them anymaore

Introduction to Active OPC Server Lite

Moxa Active OPC Server Lite is a software package operated as an OPC driver of an HMI or
SCADA system. It offers seamless connection from Moxa ioLogik series products to the SCADA
systems, including the most popular Wonderware, Citect, and iFix. Active OPC Server Lite meets
the latest standard of OPC DA3.0 that allows connections to various kinds of devices and host
OPC machines.
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Active OPC Server Lite — From Pull to Push

When first looking up the 1/0 divices” Modbus table, users need to create one tag within 19 or
more steps including specifying the IP address, selection of the protocols, and define the data type.
The procedure is repeated over and over again until all the devices and tags are created. A
technician can expect to take 1 minute to create just one tag. But what if there are 400 tags in the
OPC system? Also, the more tags are used, the higher CPU loading will be taken.

The general OPC also requires the connected 1/0 devices to use fixed IP address, if there are
applications running on a public network (usually dynamic IPs) or portable measurements, there is
no way to connect to an 1/0 device using OPC. This architecture is also called “pull” technology
because the OPC server always polls the 1/0 devices from tag creation, IP connection and the tag
status update.

E— bl s U
B - -
=25PC Busy Polling
Server
Beneral OPC Servers Local Network and Fixed IP RS MR e sl

Connection only

Full-based Technol ogy

Moxa Active Ethernet I/O — ioLogik series products provide the 1/O status report via TCP/UDP
message, e-mail or SNMP traps. These benefits have now expanded to the OPC technology.
Without asking any questions, even the IP address, settings of a tag are automatically created by
the ioLogik itself to notify which tag should be created. Users need only to launch the Active OPC
Server program, and those 1/0O channels selected by a user will be “pushed” from an ioLogik to
Active OPC Server.

| — | Awuto Tag Generation
MOXA
iw‘ _? Active Tag Update %_
o Server R Reter
#uctive OFC Server ieLagik

WAN Connection and
Dynamic IP Address

FPush-baszed Technology
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The “push” technology also includes the update for the tags. When the 1/0 the status changes,
there will be updates from the ioLogik to Active OPC Server Lite. Compared to constantly polling
(pull-based) the status, this feature efficiently reduces the network bandwidth usage and speeds up
the response time with event-driven, push-based status updates. At the same time, the heartbeat
function visual confirms that ioLogik is “alive” and working.

DI_1=0N

DI_1=0FF

DI_0=0N

DI_0=0FF

| ioL ogik Tag Update

ioL ogik ldle

[re—————— _ _ Pushfortags update _ _
MOXA
_—m c Heartheats every X sec.
Server
ioLogik
Active OPC Server
ioLogik Alive
ioL ogik Mot Alive 4 e
Heart Beat -+
secods 40 35 30 25 20 13 10 5

Features of Active OPC Server Lite
Automatic tag generation

Without specifying IP addresses, 1/0 channels, and data formats one by one or editing and
importing any configuration text files, Active OPC Server Lite creates the tags for the target
ioLogik automatically. These tags are not fixed but created by users. After selecting the channels
required to be update to Active OPC Server Lite, it will generate the tag configuration without
asking any questions. Training for installation and configuration should be required to implement a
general OPC Server package. For ioLogik users, learning the OPC technology, looking up Modbus
address, configuring data format, assigning target IP and so on are not required.

Active tag update with heartbeat detection

ioLogik uses “Active” technology to update the 1/O status. This includes the tag status update to
Active OPC Server Lite. Compared to traditional OPC Servers, this mechanism reduces Ethernet
bandwidth usage by 80%. At the same time, it increases the response time of the 1/O channels 7
timers faster than before. The SCADA PC can now also be load balanced for its CPU time because
it simply waits for updates instead of polling the 1/0 channel all the time.
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Dynamic IP Address Support

Active OPC Server also delivers the flexibility of using dynamic IP addresses on the ioLogik. As
for the traditional data acquisition application, 1/O devices are not capable of using this approach.
The flexibility of connections through firewall is also expanded.

Active OPC Server Lite Specifications

Hardware Requirements

CPU Intel Pentium (Pentium 4 and above)

RAM 512 MB (1024 MB recommended)

Network Interface 10/100Mb Ethernet

Software Requirements

Operating System Microsoft Windows 2000, XP or later

Editor (Not necessary) Microsoft Office 2003 (Access 2003) or later
OPC Server Specifications

OPC Data Access 1.0a, 2.0, 2.05a, 3.0

Max. tags 256

ioLogik Support

Product Model ioLogik E2210, E2212, E2214, E2240, E2242, E2260, E2262
Firmware version V3.0 or above

ioAdmin version V3.0 or above

Installation of Active OPC Server Lite

Active OPC Server Lite can be found in the Document and Software CD, or downloaded from
Moxa Website. The following steps show how to install Active OPC Server Lite from the CD.

1. Installation from CD: Insert the Document and Software CD into the host computer. In the
Software\AOPCL.ite directory of the CD, locate and run SETUP.EXE. The installation program
will guide you through the installation process and install the Active OPC Server Lite utility.

2. Open Active OPC Server Lite: After installation is finished, run Active OPC Server Lite from
the Windows Start menu: Start >Program Files >MOXA 10 Server
> ActiveOPC->ActiveOPC.
Installation of OPC Core Components

OPC Core Components provides the necessary connection library of Active OPC Server Lite. This
package must be installed in the computer where Active OPC Server Lite is.

1. After Active OPC Server Lite installation is finished, run Setup OPC Core Components from
the Windows Start menu: Start »Program Files >MOXA >10
Server->ActiveOPC->Setup OPC Core Components

The installation program will guide you through the installation process.
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Active OPC Server Lite
Main Screen Overview

Active OPC Server Lite’s main screen displays a figure of the mapped ioLogik with the status of
every |/O tag. Note that configuration and tags are not available until you have the ioLogik to create
the tags.

" M. MOXA Active OPC Sexver Lite 100 x|
J, File  Swstem  Saort Help |J | il |\ & = |
=) g‘ Host: [192.168.19.201] Mame | DescriptionNalue | Status | Channhel | Quality | RS | Lnit | Tope | Active Tag |

-5 inLagik DI-00 DI 1] GOOD ReadOnly  Unknown  boolean-bit ke
EI_@ 192.168.19.205 D101 o]l 1] 1 GO0D FeadOnly  Unknown  boolsan-bit Y
H E2214M Di-02 DI 1] 2 GOoD FeadOnly  Unknown  boolean-bit ke
DI-03 DI 1] 3 GOOD ReadOnly  Unknown  boolean-bit ke
DI04 Dl 1] 4 GOoop ReadOnly  Unknown  boolean-bit hd
Dl-05 DI 1] 5 GOoD FeadOnly  Unknown  boolean-bit ke
4 Do-00 oo a a GOoo Read Unknown  boolean-bit he
D0o-m oo 1] 1 GOOD  Head/wrt.  Unkpown  boolearchit Wl
0002 oo 1] 2 Goob ©aarw.. [T g 0
D003 oo 1] 3 GOOD Readuwr Unknown  boolean-hit A
D004 oo 1] 4 GOOD Read®wr..  Unknown  boolear-bit Y
DO-05 oo 0 5 GOOD Readwr..  Unknown  boolsan-bit Y
Create a device[E2214-01:192.168.19.205) from the configuration file : 2008/09/08-13-14-48 :l
DEY_ConnectEID_TIME_DOUT]. Device:E2214-07 IP:192.168.19.205 : 2008/09/08-13-14-51
Device(E 2214-01:192.168.19.208) iz not connected Eror meszage is 'EIO_TIME_OUT". : 2008/09/08-13-14-51
Received PowerOn' message from E2214-01(192.168.19.205). : 2008/09/08-1315-09 %]
o o

L5
e Clear Logl E Sawve Log

Clignt Count :0 N Start Listen Port: 3300 | 2008/09/08 1316:34

Active OPC Server Lite Main Screen

Title
Menu bar
Quick link

Navigation panel

Tag Window

Log Monitor
Status bar

N~ 0N IE
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Menu ltems

File

System

From the File menu, you can export the list of the ioLogik that are currently displayed in the
navigation panel. You also can import a list into Active OPC Server Lite.

M. MOXA Active OPC Server Lite

File  Systen  Sort Help
Dielete 411 Device

I

Lmport I8 Server List

Export I Server List

Exit

The file will have .mdb extension and can be opened using Microsoft Office - Access. The server
list includes the current tag information of the mapped ioLogik. Saving the configuration when
exiting the Active OPC Server is also recommended.

Save Configoration File

Export to configuration file, please wait...

Several operations can be accessed from the System menu.
™ MOXA Active OPC Server Lite

| Fle [System Sot  Heb

El"'g- Hoo Metwork Interface

E‘E Aetive Tag Listen Port
atop Lizten

Eegister OFC Server
e gister OPC Server

Network Interface allows you to select a network to use, if the PC has multiple network adaptors
installed.

Active Tag Listen Port allows you to select the preferred TCP socket port for tag generation from
ioAdmin.

Stop Listen allows you to stop getting tag generation messages and 1/0O status updates.
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Register OPC Server is used to register the DCOM components to the Windows system. After
Active OPC Server Lite is installed, it will automatically configure the DCOM.

Unregister OPC Server is used to cancel the registration of the DCOM components from the
Windows system.

Sort
The Sort menu allows the server list in the navigation panel to be sorted by connection and type
(model).
M MOXA Active OFC Server Lite
J File System Sart Help |J | E
B YO RE v B 110 Server Connection
-5 inLogik B 110 Server Type
Device Expand
Device Collapse
Quick Links

Quick links are provided to sort the server list and import/export configuration.
re | & £

Sort by connection

i

Sort by server type

Import configuration

im0 | B

Export configuration
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Tag Generation
Push Tag Configuration from ioAdmin

Tag configuration of an ioLogik is specified by ioAdmin configuration utility. Start the ioAdmin,
log in as an administrator and go to the Active Tags.

J File  Sustem  Sort Help |J @ | g V

=& Host: [192.166.19.201]
E-Ga ioLogik
=) E2214

. 1/0 Configuration I i ServerInfo, I :_;}‘Server Setftings
Eg, Network | &= Firmware pdate | ' Click & Go Logic | ﬁ\:\u"atch g

v ALL DI Chatirels
¥ CH-O00 e CH-O [ CHO2 [ CH-03 [ CH-04 [ CH-O5

Advance Settings

v ALL DO Channels

¥ CH-00 | CH-01 W CH-0Z | CHO3 [ CHO4 ) CH-05

Heartbeat Interval : |5 sec (0 disable] ﬂ|

Following are the steps to create the tags.

1. Click on the Set OPC Server Address (%) button to specify the IP address of Active OPC
Server Lite.

g% OPC Server -0l x|

Fiort : IE‘E'DU—
Fiort : IE‘E'DU—
Fiort : IE‘E'DU—
Fiort : IE‘E'DU—
Fiort : IE‘E'DU—

e

o K X Cancel |
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2. Click Yes to restart the ioLogik.

x

9 Yo mmgt restart the device for the new sethings) to take effect.

-
Do yom weamt to restart o

3. Specify the channels needed to be monitored by Active OPC Server Lite.

T ALL DI Channels
[ CHOO [ CHM [ CHO2 [~ CHOR [ CHO4 [ CHOS

Advance Settings I

[ ALL DO Channels

[T CHO0 R CH1 [ CHO2 W CHO3 [ CHO4 [ CHOS

Heartbeat Interval : |5 o [U: disslel g

4. Click on the Create Tags button to push the tag configuration to Active OPC Server Lite.

5. Start the Active OPC Server Lite from Windows Start Menu. In the log monitor, a message
will appear to confirm that the configuration was received. After that, tags are automatically

created.
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Advanced Settings

Advanced settings of the tags define the period that an ioLogik checks for the counter input status.
By default, the status is checked as soon as it changes. Users can define the interval starting from
100 ms to 60 seconds.

g% Counter Mode Advance Setting ;IQIEI

Check every : II:I me

[Fange :100-60000]

Wil
T

o OK X Cancel |

Heartbeat Interval

Tags are event-driven and updated only when the status of an I/O channel changes, so when the
status remains unchanged, there will not be an update to Active OPC Server Lite. To ensure the
ioLogik is connected and alive, Heartbeat Interval can be used to determine the connection status
between the ioLogik and Active OPC Server Lite. If the heartbeat interval is set and the network
between the ioLogik and Active OPC Server Lite is down, Active OPC Server Lite will detect the
stop of the heartbeat and the Quality column will show BAD to indicate the loss of the connection.
Default interval is set to 0 seconds, which disables the heartbeat. The maximum interval is 65,535

seconds.
M, MOZXA Active OFC Sexver Lite =] 3]
J File Swstem Sort Help |J | i’ | -'_-q _é:.
=& Host: [192.166.19.201] Mame | Desciipti. | Walue | Staws | Channel | Qualiy II BAv | unit | Twpe [ ActiveT.~
=5 @ oL agik D100 ul} 0 0 BaD Read Drly  Unknown  boolear-bit A4
B ,@ 192.168.19.205 DI-01 ] 0 1 BaAD FReadOnly  Unknown  boolean-bit b
~[ED E2214-01 Dl-02 ol 0 2 BAD Fead Only  Unknown  boalean-bit b
Dl-03 ol 0 3 BAD Fead Only  Unknown  boalean-bit Y -
DI-04 ] 0 4 BaD Read Only Unknown  boolean-bit N
DI-05 ] 0 5 BaAD FReadOnly  Unknown  boolean-bit b
D0-00 oo i i BAD Fead®..  Unknown  bookean-bit Y|
« | >
DEV_Connect(EID_TIME_OUT) Device:E2214-01 IP1192.168.19.205 : 2008/03/08-13-38-50 ;I
DeviceE2214-01:192 168.19.205] is not connected.Erar message is 'EIO_TIME_OUT'. : 2008/09/08-13-38-50
Received PowerOn' message from E2214-01(192.168.19.205). : 2008/09/08-13-39-05
Device(192.168.19.205) disconnected : 2008/03/08-16-13-53
Received 'Powerdn' message fram E2214-01[192.168.159. 205] 2008/09/08-16-14-16
Device[192.168.19.205] disconnected - 2008/03/08-13-44-1
Received 'Powerdn' message from E2214-01[192.168.13. 205] 2008/09/03-13-27-05
Received 'Update configuration’ message from E2214-01(192.168.19.208). : 2008/09/09-13-2715
Kl

e Clear Logl = Save LogI

Client Count :0 Start Listen Port: 3300 | 2008703409 18:20:44
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Read/Write Privilege

An input channel can only be read while an output channel is read/write acceptable showing on the

Active OPC Server Lite. Note that if an output channel has been used in the Click&Go logic, the
tags for that channel are read-only.

OPC Test Client

An OPC client software is embedded into the Active OPC Server Lite package for test purposes.
After configuring the tags on the Active OPC Server Lite, this ClientTest can be launched from

the Windows Start menu: Start >Program Files >MOXA 10 Server
> ActiveOPC->ClientTest.

If Active OPC Server Lite is installed locally in the same PC, select Connect = Local from the
menu bar. Specify the MOXAACTIVE OPC SERVER in the Server Name column.

OFC ServerList (from OFCENUM) x|
oo
OPCRerver Help .

m Local [T Force OPC 1 D& connecton

[Disnanmest Machine Mame: |

Crponp »

set Dielimiting Char Server Warme:

etz MOHA ACTIVE OPC ZERY.

Write GV T 2t g Tt

: (0] I Cancel
Epit

If the Active OPC Server Lite is installed on a remote PC, select Connect = Remote from the

menu bar. Input the host name (i.e. Moxa_Client) or IP address and specify MOXAACTIVE
OPC SERVER in the Server Name column.

OPCServer Help OPC 2.0 Remote Connection x|

Commnect

Diznonmect Enter Machine MName or [P Address:

g;;ﬂmm Chas g [152.168 19 201
Satus
WriteOy T
] 0K I Cancel
Exit
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Click on the Group > Add and specify the Group Name (user-defined). A blank tag monitoring
screen will start.

OPCRerver Help

Connect »

Add Group x|

Diszonmect

Bequested Update Eate: IEI {meecs)
Set Delimdting Char Eemawve

Group Narme: IiJ:uLn:u_gik EZ214|

atatus Dieadbamnd : I':I
WriteQV T

0K | Comcel |
Exit

E¥GROUP: ioLogik E2214

|Updatt: Rate = 250 =
DeadBand = 0.00

Click Item = Browse and select the channel needed to be monitored.

o ClieniTst - GROUP: 10Logzik E2214
OPCEerver Help
[isnomnment
Group ’
set Delimiting Char
1.5'Enr1'tel11‘i.i'Ttmg 444

Eemawve

Exit
= Write

OPC Ttem List x|

R —
E2214-01 Do-01

E2314-01 D002
E22314-01 D203 4dd Ttem |
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|Update Rate = 250

DeadBand = 0.00

10:30:13  E2214-01.DI-01 FALSE [Quality Good]
10:30:13  E2214-01.DO-01 FALSE [Quality Good]

10:30:13 E2214-01.DO-02 FALSE [Quality Good)
10:30:13 E2214-01.DO-03 FALSE [Quality Good)

To write to the output channel, specify an output channel first. Then, select Item = Write from
the menu bar.

‘

g ClientTst - GROUP: i0Logzik E2214
OPCRerver Help
[risnorment
{Froup /

I

Item
Set Delirnating Char
Write QW T

Ezxit

seth chvedtate

[x

Write OPC Item (¥ T_BOOL})

= TRUE

Wew VWalue
|7 " FALSE

[T idsmchronons Wiitel

(0] I Cancel
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Liquid Crystal Display Module (LCM)

The ioLogik E2240 supports an optional detachable liquid crystal display module (LCM) for easier
field maintenance. The LCM is hot-pluggable and can be used to configure the network settings or
display other settings. When plugged in, the module displays the ioLogik E2240 “home page,” and
pressing any button takes you into the settings and configuration.

LCM Controls

The up and down buttons navigate between the current options. The right and left buttons enter and
exit the submenus. The center button is used when modifying settings or restarting the server.

Button Function

Up go to the previous item

Down go to the next item

Left exit the current submenu and return to the previous menu (go up one level)
Right enter the selected submenu (go down one level)

Center enter/exit editing mode

An “e” in the upper right hand corner of the display indicates that the parameter can be modified.
Press the center button on the LCM to modify that parameter’s settings.

LCM Options

Display

Explanation / Actions

<ioLogik E2240>

This is the default “home page” showing the IP address. Press
the down button to view the submenus.

<ioLogik E2240>

server

Enter this submenu to display information about the specific
Server you are viewing:

e serial number
name

location
E2240 f/w ver
lcm f/w ver
model name
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Liquid Crystal Display Module (LCM)

Display

Explanation / Actions

<ioLogik E2240>
network

Enter this submenu to display information and settings for the
network:

e Ethernet link
MAC address
IP mode

IP address
netmask
gateway
DNS server-1
® DNS server-2

<ioLogik E2240>
click&go

Enter this submenu to display information about the ruleset
being used by the active 1/0 system.

® Name
e status

<ioLogik E2240>
serial port

Enter this submenu to display the RS-485 cascade port settings.

<ioLogik E2240>
i/0 setting

Enter this submenu to access I/O channel status. Here are
examples of settings that you might see:

e ai-00=0to 20mA:1.89mA

e ai-01= +/-10V:0.23V
Press up or down to navigate through the different 1/0 channels
without having to go back to the previous menu.

<ioLogik E2240>
console

Enter this submenu to see if the web console is enabled or
disabled.

<ioLogik E2240>
ping

Select this option to enter an IP address to ping. If you get a
“timeout” error, it indicates that the E2240 cannot reach that IP
address. Otherwise, the display will show the response time.

<ioLogik E2240>
save/restart

Enter this submenu to display the restart now submenu. Enter
the restart now submenu to display the restart option. Press
the center button to modify this option, then select enable to
save changes and reboot the 1/O server. The disable option has
no effect.

A

ATTENTION

Any configuration changes that are made through the LCM will not take effect until the ioLogik

E2240 is restarted.
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Modbus/TCP Address Mappings

E2240 Modbus Mapping
Oxxxx Read/Write Coils (Functions 1, 5, 15)

Reference | Address | Data Type |Description

Reset CHO Al min value
Read:

0: no action

Write:

1: reset Al min value

0: return illegal data value
Reset CH1 Al min value
Read:

0: no action

Write:

1: reset Al min value

0: return illegal data value
Reset CH2 Al min value
Read:

0: no action

Write:

1: reset Al min value

0: return illegal data value
Reset CH3 Al min value
Read:

0: no action

Write:

1: reset Al min value

0: return illegal data value

00001 0x0000 1 bit

00002 0x0001 1 bit

00003 0x0002 1 bit

00004 0x0003 1 bit
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Reference | Address | Data Type |Description

Reset CH4 Al min value
Read:

0: no action

Write:

1: reset Al min value

0: return illegal data value
Reset CH5 Al min value
Read:

0: no action

Write:

1: reset Al min value

0: return illegal data value
Reset CH6 Al min value
Read:

0: no action

Write:

1: reset Al min value

0: return illegal data value
Reset CH7 Al min value
Read:

0: no action

Write:

1: reset Al min value

0: return illegal data value
Reset CHO Al max value
Read:

0: no action

Write:

1: reset Al max value

0: return illegal data value
Reset CH1 Al max value
Read:

0: no action

Write:

1: reset Al max value

0: return illegal data value
Reset CH2 Al max value
Read:

0: no action

Write:

1: reset Al max value

0: return illegal data value

00005 0x0004 1 bit

00006 0x0005 1 bit

00007 0x0006 1 bit

00008 0x0007 1 bit

00009 0x0008 1 bit

00010 0x0009 1 bit

00011 0x000A 1 bit
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Reference | Address | Data Type |Description

Reset CH3 Al max value
Read:

0: no action

Write:

1: reset Al max value

0: return illegal data value
Reset CH4 Al max value
Read:

0: no action

Write:

1: reset Al max value

0: return illegal data value
Reset CH5 Al max value
Read:

0: no action

Write:

1: reset Al max value

0: return illegal data value
Reset CH6 Al max value
Read:

0: no action

Write:

1: reset Al max value

0: return illegal data value
Reset CH7 Al max value
Read:

0: no action

Write:

1: reset Al max value

0: return illegal data value

00012 0x000B 1 bit

00013 0x000C 1 bit

00014 0x000D 1 bit

00015 0x000E 1 bit

00016 0x000F 1 bit
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1xxxx Read Only Coils (Function 2)

Reference | Address | Data Type |Description
i HO Al LED
00001 0x0000 1 bit f OOn 0: Off
i H5 Al LED
00006 0x0005 1 bit f 05n 0: Off
) H7 Al LED
00008 0x0007 1 bit f on 0: Off

3xxxx Read Only Registers (Function 4)

Reference | Address | Data Type |Description
30001 0x0000 1word |CHO read Al value
30002 0x0001 1word |CH1 read Al value
30003 0x0002 1word |CH2 read Al value
30004 0x0003 1word |CH3read Al value
30005 0x0004 1word |CH4 read Al value
30006 0x0005 1word |CH5 read Al value
30007 0x0006 1word |CHG6 read Al value
30008 0x0007 1word |CH7 read Al value
30009 0x0008 1word |CHO read Al min value
30010 0x0009 1word |CH1 read Al min value
30011 0x000A 1word |CH2 read Al min value
30012 0x000B 1word |CH3read Al min value
30013 0x000C 1word |CH4 read Al min value
30014 0x000D 1word |CH5 read Al min value
30015 0x000E 1word |CHG6 read Al min value
30016 0x000F 1word |CH7 read Al min value
30017 0x0010 1word |CHO read Al max value
30018 0x0011 1word |CH1 read Al max value
30019 0x0012 1word |CH2 read Al max value
30020 0x0013 1word |CH3 read Al max value
30021 0x0014 1word |CH4 read Al max value
30022 0x0015 1word |CH5 read Al max value
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Modbus/TCP Address Mappings

Reference | Address | Data Type |Description
30023 0x0016 1word |CHG6 read Al max value
30024 0x0017 1word |CH7 read Al max value

Axxxx Read/Write Registers (Functions 3, 6, 16)

Reference

Address

Data Type |Description

40001

0x0000

1 word CHO AO value (0 to 4095)

40002

0x0001

1 word CH1 AO value (0 to 4095)

40003

0x0002

1 word CHO AO power-on value (0 to 4095)

40004

0x0003

1 word CH1 AO power-on value (0 to 4095)

40005

0x0004

1 word CHO AO safe value (0 to 4095)

40006

0x0005

1 word CH1 AO safe value (0 to 4095)

40007

0x0006

1 word

CHO AO range

0:0to 10 VDC

1:4t0 20 mA

Other: return illegal data value

40008

0x0007

1 word

CH1 AO range

0:0to 10 VDC

1: 41020 mA

Other: return illegal data value

40009

0x0008

1 word

CHO AO power-on range
0:0to 10 VDC

1:4t0 20 mA

Other: return illegal data value

40010

0x0009

1 word

CH1 AO power-on range
0:0to 10 VDC

1:4t0 20 mA

Other: return illegal data value

40011

0x000A

1 word

CHO AO safe range

0:0to 10 VDC

1:4t0 20 mA

Other: return illegal data value

40012

0x000B

1 word

CH1 AO safe range

0:0to 10 VDC

1:4t0 20 mA

Other: return illegal data value

40013

0x000C

1 word

CHO Al range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4t0 20 mA

Other: return illegal data value
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Reference

Address

Data Type

Description

40014

0x000D

1 word

CH1 Al range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4t0 20 mA

Other: return illegal data value

40015

0x000E

1 word

CH2 Al range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4 t0 20 mA

Other: return illegal data value

40016

0x000F

1 word

CH3 Al range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04:0to 20 mA

05: 4 t0o 20 mA

Other: return illegal data value

40017

0x0010

1 word

CH4 Al range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4 to 20 mA

Other: return illegal data value

40018

0x0011

1 word

CHS5 Al range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04:0to 20 mA

05: 4 t0 20 mA

Other: return illegal data value
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Modbus/TCP Address Mappings

Reference

Address

Data Type

Description

40019

0x0012

1 word

CH6 Al range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4t0 20 mA

Other: return illegal data value

40020

0x0013

1 word

CHY7 Al range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4 t0 20 mA

Other: return illegal data value

40021

0x0014

1 word

CHO Al power-on range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04:0to 20 mA

05: 4 t0o 20 mA

Other: return illegal data value

40022

0x0015

1 word

CH1 Al power-on range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4 to 20 mA

Other: return illegal data value

40023

0x0016

1 word

CH2 Al power-on range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04:0to 20 mA

05: 4 t0 20 mA

Other: return illegal data value
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Reference

Address

Data Type

Description

40024

0x0017

1 word

CH3 Al power-on range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4t0 20 mA

Other: return illegal data value

40025

0x0018

1 word

CH4 Al power-on range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4 t0 20 mA

Other: return illegal data value

40026

0x0019

1 word

CHS5 Al power-on range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04:0to 20 mA

05: 4 t0o 20 mA

Other: return illegal data value

40027

0x001A

1 word

CH6 Al power-on range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4 to 20 mA

Other: return illegal data value

40028

0x001B

1 word

CHY7 Al power-on range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04:0to 20 mA

05: 4 t0 20 mA

Other: return illegal data value
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Reference

Address

Data Type

Description

40029

0x001C

1 word

CHO Al safe range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4t0 20 mA

Other: return illegal data value

40030

0x001D

1 word

CH1 Al safe range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4 t0 20 mA

Other: return illegal data value

40031

0Ox001E

1 word

CH2 Al safe range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04:0to 20 mA

05: 4 t0o 20 mA

Other: return illegal data value

40032

Ox001F

1 word

CH3 Al safe range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04: 0to 20 mA

05: 4 to 20 mA

Other: return illegal data value

40033

0x0020

1 word

CH4 Al safe range

00: +/-150 mV

01: +/-500 mV

02: +/-5V

03: +/-10V

04:0to 20 mA

05: 4 t0 20 mA

Other: return illegal data value
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Reference Address Data Type |Description

CH5 Al safe range

00: +/-150 mV

01: +/-500 mV

02: +/-5V
40034 0x0021 1 word 03: +/-10V

04: 0to 20 mA

05: 4t0 20 mA

Other: return illegal data value

CHB6 Al safe range

00: +/-150 mV

01: +/-500 mV

02: +/-5V
40035 0x0022 1 word 03 +/-10V

04: 0to 20 mA

05: 4 t0 20 mA

Other: return illegal data value

CH7 Al safe range

00: +/-150 mV

01: +/-500 mV

02: +/-5V
40036 0x0023 1 word 03 +/-10V

04:0to 20 mA

05: 4 t0o 20 mA

Other: return illegal data value
40337 0x0150 1 word Internal Register 00 Value
40338 0x0151 1 word Internal Register 01 Value
40339 0x0152 1 word Internal Register 02 Value
40340 0x0153 1 word Internal Register 03 Value
40341 0x0154 1 word Internal Register 04 Value
40342 0x0155 1 word Internal Register 05 Value
40343 0x0156 1 word Internal Register 06 Value
40344 0x0157 1 word Internal Register 07 Value
40345 0x0158 1 word Internal Register 08 Value
40346 0x0159 1 word Internal Register 09 Value
40347 0x015A 1 word Internal Register 10 Value
40348 0x015B 1 word Internal Register 11 Value
40349 0x015C 1 word Internal Register 12 Value
40350 0x015D 1 word Internal Register 13 Value
40351 0x015E 1 word Internal Register 14 Value
40352 0x015F 1 word Internal Register 15 Value
40353 0x0160 1 word Internal Register 16 Value
40354 0x0161 1 word Internal Register 17 Value
40355 0x0162 1 word Internal Register 18 Value
40356 0x0163 1 word Internal Register 19 Value
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Reference Address Data Type |Description
40357 0x0164 1 word Internal Register 20 Value
40358 0x0165 1 word Internal Register 21 Value
40359 0x0166 1 word Internal Register 22 Value
40360 0x0167 1 word Internal Register 23 Value
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Used Network Port Numbers

E2240 Network Port Usage

Port Type |Usage

80 TCP  |Web server

502 TCP  |Modbus communication
161 TCP |SNMP

68 UDP |BOOTPC

68 UDP |DHCP

4800 UDP  |Auto search
9020 TCP  |Peer-to-peer function

69 UDP |Export/import file
9000 TCP |Active message (default)
9000 UDP |Active message (default)
9900 TCP  |Active Tags updates (default)
4040 TCP |ioEventLog
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SNMP MIB IlI

RFC1213 MIB 11 Supported SNMP Variables
The following SNMP variables are built into the ioLogik firmware and are compliant with RFC1213

MIB II.

System MIB

SysDescr SysUpTime SysName SysServices
SysObjectID SysContact SysLocation

Interfaces MIB

ifNumber ifPhysAddress ifInDiscards ifOutDiscards
ifIndex ifAdminStatus ifInErrors ifOutErrors
ifDescr ifOperStatus ifinUnknownProtos | ifOutQLen

ifType ifLastChange ifOutOctets ifSpecific

ifMtu ifInOctets ifOutUcastPkts

ifSpeed iflInUcastPkts ifOutNUcastPkts

IP MIB

ipForwarding ipOutNoRoutes ipAdEntBcastAddr ipRouteAge
ipDefaultTTL ipReasmTimeout |ipAdEntReasmMaxSize |ipRouteMask
ipInreceives ipReasmReqds ipRouteDest ipRouteMetric5
ipInHdrErrors ipReasmOKs ipRoutelfindex ipRoutelnfo
ipInAddrErrors ipReasmFails ipRouteMetricl IpNetToMedialfIndex
ipForwDatagrams | ipFragOKs ipRouteMetric2 IpNetToMediaPhysAddress
ipInUnknownProtos | ipFragFails ipRouteMetric3 IpNetToMediaNetAddress
ipInDiscards ipFragCreates ipRouteMetric4 IpNetToMediaType
ipInDelivers ipAdEntAddr ipRouteNextHop IpRoutingDiscards
ipOutRequests ipAdEntIfindex |ipRouteType

ipOutDiscards ipAdEntNetMask | ipRouteProto
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ICMP MIB

IcmpInMsgs IcmplnEchos IcmpOutDestUnreachs | lcmpOutTimestamps
IcmpInErrors IcmpInEchoReps IcmpOutTimeExcds | lcmpOutTimestampReps
IcmpInDestUnreachs| IcmpInTimestamps | IcmpOutParmProbs | lcmpOutAddrMasks
IcmpInTimeExcds | lcmpTimestampReps | IcmpOutSrcQuenchs | IcmpOutAddrMaskReps
IcmpInParmProbs | lcmpInAddrMasks | IcmpOutRedirects

IcmpInSrcQuenchs | lcmpOutMsgs IcmpOutEchos

IcmplInRedirects IcmpOutErrors IcmpOutEchoReps

Interfaces MIB

ifNumber ifPhysAddress ifInDiscards ifOutDiscards
ifIndex ifAdminStatus ifInErrors ifOutErrors

ifDescr ifOperStatus ifinUnknownProtos | ifOutQLen

ifType ifLastChange ifOutOctets ifSpecific

ifMtu ifInOctets ifOutUcastPkts

ifSpeed iflInUcastPkts ifOutNUcastPkts

UDP MIB

UdplInDatagrams UdplInErrors UdpLocalAddress

UdpNoPorts UdpOutDatagrams UdpLocalPort

Address Translation MIB

AtlfIndex AtPhysAddress AtNetAddress

TCP MIB

tcpRtoAlgorithm tcpPassiveOpens tcpOutSegs tcpConnRemAddress
tcpRtoMin tcpAttempFails tcpRetransSegs tcpConnRemPort
tcpRtoMax tcpEstabResets tcpConnState tepInErrs
tcpMaxConn tcpCurrEstab tcpConnLocalAddress| tcpOutRsts
tcpActiveOpens tcpInSegs tcpConnLocalPort
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SNMP MIB

snmplnPkts snmpInGenErrs snmpOutBadValues
snmpOutPkts snmplnTotalReqVars snmpOutGenErrs
snmplnBadVersions snmplnTotalSetVars snmpOutGetRequests
snmpInBadCommunityNames |snmplnGetRequests snmpOutGetNexts
snmplnBadCommunityUses | snmpInGetNexts snmpOutSetRequests
snmpInASNParseErrs snmplnSetRequests snmpOutGetResponses
snmplnTooBigs snmplnGetResponses snmpOutTraps

snmpInNoSuchNames

snmplinTraps

snmpEnableAuthenTraps

snmplnBadValues

snmpOutTooBigs

snmpInReadOnlys

snmpOutNoSuchNames

Private MIB File and SNMP Variables

Moxa also provides an SNMP to I/O MIB file that can help you monitor 1/0 status with SNMP
software. You can find the MIB file on the Document and Software CD.

Moxa-10-MIB

totalChannelNumber AIl03-Index Al06-Min
serverMode AIl03-Type Al06-Max
systemTime Al03-Range AIO07-Index
firmware\ersion Al03-Value Al07-Type
AI00-Index Al03-Min AlQ07-Range
AIQ00-Type AIl03-Max Al07-Value
AIl00-Range Al04-Index AIO07-Min
AIl00-Value Al04-Type AIl07-Max
AI00-Min Al04-Range AO00-Index
Al00-Max Al04-Value AO00-Type
Al01-Index Al04-Min AO00-Range
AIl01-Type Al04-Max AO00-Value
AlO1-Range AIl05-Index AOO01-Index
Al01-Value AIl05-Type AOO01-Type
AI01-Min Al05-Range AO01-Range
Al01-Max AIl05-Value AOO01-Value
Al02-Index Al05-Min

Al02-Type Al05-Max

Al02-Range Al06-Index

D-3




ioLogik E2240 User’s Manual SNMP Agents with MIB I

Moxa-10-MIB

Al02-Value Al06-Type
Al02-Min Al06-Range
Al02-Max Al06-Value
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CGI Commands

Using a web browser or standard HTTP protocol will make it easier for a Security SCADA system
to monitor and control an ioLogik via CGl commands.

Syntax to get the settings is as follows. Starting with the ioLogik’s IP or URL, specify
getParam.cgi with a question mark. Then specify the command with another question mark as the
ending. The commands are case sensitive and the & sign is used to combine multiple commands.

http://IP/getParam.cgi?command _channel=?&command _channel=7&.....(Max 200 char)

Commands to get system information

Commands to get system information

DATE

FWR V

TIME MOD_NAME
IP SN_NUM
LOC MAC_ADDR
DESC

Commands to get Al information

Commands to get Al information

AlValue 00

AlValue 01

AlRange_00
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlRange_01
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlMin_00 AlMin_01
AlMax_00 AlMax_01
AlValue 02 AlValue 03
AlRange_02 AlRange_03

(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlMin_02 AlMin_03
AlMax_02 AlMax_03
AlValue_04 AlValue 05
AlRange_04 AlRange_05

(0:4/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlMin_04 AlIMin_05
AlMax_04 AlMax_05
AlValue 06 AlValue 07
AlRange_06 AlRange_07

(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA|
5:4-20mA)

(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA|
5:4-20mA)

AlMin_06

AlMin_07

AlMax_06

AlMax_07
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Commands to get AO information

Commands to get AO information

AOValue 00 AOValue 01
AOValueP_00 AOValueP_01
(Power On Value) (Power On Value)
AOValueS_00 AOValueS_01
(Safe Mode Value) (Safe Mode Value)
AORange_00 AORange 01

(0:0-10V, 1:4-20mA)

(0:0-10V, 1:4-20mA)

Syntax to get the settings is as follows. Starting with the ioLogik’s IP or URL, specify
setParam.cgi with a question mark. Then specify the command with another question mark as the
ending. Those commands are case sensitive and the & sign is used to combine multiple

commands.

Commands to set Al channels

Commands to set Al channels

AlRange_00
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlRange_01
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlRange_02
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlRange_03
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlRange_04
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlRange_05
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlRange_06
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

AlRange_07
(0:+/-150mV, 1:+/-500mV, 2:+/-5V, 3:+/-10V, 4:0-20mA,
5:4-20mA)

Commands to set AO channels

Commands to set AO Channels

(0:0-10V, 1:4-20mA)

AOValue_00 AOValue 01
AOValueP_00 AOValueP_01
(Power On Value) (Power On Value)
AOValueS 00 AOValueS 01
(Safe Mode Value) (Safe Mode Value)
AORange 00 AORange 01

(0:0-10V, 1:4-20mA)
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Factory Default Settings

The ioLogik E2240 is configured with the following factory defaults:

Default IP address: 192.168.127.254
Default Netmask: 255.255.255.0
Default Gateway: 0.0.0.0
Communication watchdog: Disable
Modbus/TCP Alive Check: ON

Modbus TCP Timeout Interval: 60 seconds

Al Input Range: -10 to 10V
AO Output Range: 0 to 10V

AO Safe Status: Off, OV
Password: NONE
Module Name: NONE
Module Location: NONE
SNMP: Enable
Community: Public
Contact: NONE

Location: NONE
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Pinouts and Cable Wiring

Ethernet Port Pinouts

Pin Signal
1 Tx+ 1 8
2 Tx-
3 Rx+
6 Rx-

Serial Port Pinouts
E2240 RS-485 Network Adapter Pin Assignment

Q00000
ARARARRRD

V+ V- FG D+ D- SG

Pin Assignment of Terminal Blocks

Ethernet Power / RS-485 (Tl 7/ TB2)
IEEI1 mm QOO0
! 8 2 Txe
3 Ret FEERERRN]
6 Rx-

V+ V- FG D+ D- SG

170 (left to right)

Signal Vin0+ VinO- Vinl+ Vin1- Vin2+ Vin2- Vin3+ Vin3- Vind+ Vind- Vin54+ Vin5-
IS IER NI N N 2 N N N T
Signal Ving+ Vin6- Vin7+ Vin7- VoutO+  VoutO- loutD- Voutl+  Voutl- lout1+ lout1-
(TB3)

‘ (38355838 333882833898333831] ‘
| | | B |

olelelelcisiolololalslolslalclolclalslolclalSls
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I/O Device Wiring

Analog Output

< < =
g8 E
6 | o O
o

a]no|
+ = JNOA

- Jnop
+1n0|

Analog Input

- Jno|

AO Schematic:

A 4

MCU

DAC >—

AIN Schematic (Voltage Mode)

Al+ ——————————

Al —

MUX

>
-

Vout

lout

R

AD ‘

MCU

AIN Schematic (Current Mode)

Al+
J % 106 ohm
Al-

MUX

AD ,

ADC

>—

G-2

MCU
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Restriction of Hazardous Substance
Material Declaration

Electronic information products may contain hazardous materials, such as lead, mercury, cadmium,
Cr+6, multi-bromines biphenyl, and multi-bromines diphenyl oxide. In order to minimize the
impact to human and environmental health, care must be taken when using, disposing of, and
disassembling an electronic information product. The following table lists the hazardous substances
and elements that are contained in this electronic information product.

Product: ioLogik E2240

Toxic and Hazardous Substances and Elements

Hexavalent | Polybrominated | Polybrominated
Product Lead | Mercury | Cadmium | Chromium Biphenyls Diphenyl Ethers
Component| (Pb) (Hg) (Cd) (Cr+6) (PBB) (PBDE)
PCB (AIO) X O @) ) 0 O
ADG X 0 O] O] 0 0
PCB (CPU) X 0 ) 0 0 0

X: Component contains the substance
O: Component does not contain the substance
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