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LINEEYE LE-580FX USER'S MANUAL

INTRODUCTION

Thank you for your purchase of LINEEYE analyzer. To use it correctly, you are advised
to read and understand this instruction manual thoroughly. Keep this together with the
warranty. If you encounter any problems, you will find helpful information in this manual.

NOTICE

a) It is prohibited to reprint or duplicate any part or the whole of this instruction manual
without prior permission from LINEEYE.

b) The contents of this instruction manual and specifications of the product is subject to
change without any notice.

¢) This instruction manual has been designed and edited with great care to give you all
necessary information. If you have any questions, feel free to direct your inquiries to
LINEEYE CO., LTD.

d) LINEEYE shall not be liable for any damages resulting from the use of this product.
Furthermore, LINEEYE makes no guarantee if data disappears, or the recorded data
corrupts while using this product.

USE LIMITATION

This product has been developed for the purpose of using as an analyzer only, and has
not been developed for the use that needs exclusively high reliability and safety;
aerospace apparatus, trunk communication apparatus, nuclear control apparatus,
medical apparatus related with life maintenance etc. Also, this product does not
warrant the use for those purposes. If you use for those purposes, please consider the
safety measures in terms of fail-safe etc.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Safety Information

Read this first !'!

This Safety Information includes the important information in order to not only learn the
right way to use the analyzer, but also prevent you from causing damage to other
people and property. Before using, please read the following WARNING and CAUTION.

WARNING: Improper handling poses a risk of causing death or serious injury.

CAUTION: Improper handling poses a risk of causing injury*1 or damage to the
product and property*2.

*1: “Injury” indicates injury, burn, an electric shock, or the like which does not require
hospitalization or hospital visit for over a long period.

*2: “Damage to the product and property” indicates damage expansion related to a
house, a building, furniture, apparatus, livestock or a pet.

WARNING
Do not disassemble or modify.
This may result in fire, an electric shock and/or unit malfunction.

Stop using the analyzer immediately when smells emanate from itself.
Continuous use may result in an electric shock, a burn and/or fire.

Keep the product away from water.
Failure to do so may result in the heat generation, an electric shock and/or unit
malfunction.

Do not use deteriorated cables (damage etc.).
This may result in the heat generation and fire.

Do not use in the place which generates inflammable gas etc.
This may result fire.

CAUTION
Do not use and keep this product in the following places:
a)The places exposed to the direct rays of the sun.
b)The places with the humidity and temperature exceeding the tolerance level, and
with a rapid temperature change.
c)The places with much dust and moisture.
d)The places near the objects which generate heat (the heater etc.).

Using in these places may result unit malfunction and /or injury.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Software License Agreement

LINEEYE CO., LTD (LINEEYE) grants you to use the software program and
accompanying documents under terms of this license. And you are consenting to be
bound by and are becoming a party to this agreement. To use the software, you need
to agree to this license agreement.

1. Copyright
LINEEYE holds the copyright on this software.

2. Grant of License
LINEEYE grants you to use this software on only one computer by getting the
software and agreeing this license agreement. Therefore, you shall not rent, lease
and loan to a third party.

3. Copy, Analysis, and Modification
This software shall not be reproduced, analyzed or modified in any form unless
prescribed in the manual.

4. Upgrade
This software may be upgraded without advance notice because of technical
progress of hardware or software. LINEEYE provides software upgraded by payment
specially. For upgrade, only licensed user can have upgrades.

5. Limitation of Liability
In no event shall LINEEYE or its licensors be liable for any direct, indirect, incidental
or consequential damages arising from products of this software or the related
software.
Besides LINEEYE shall not be liable for any damages arising from the product or the
medium.

6. General
If any provision of the agreement is held invalid, such provision shall be removed
from this license agreement.

7. Support
LINEEYE supports functions, operation and only the problem on this software.

8. Notice

Any matter not specified in this agreement will be governed by and constructed in
accordance with copy right law and related laws.

LINEEYE CO., LTD.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Before Using the product

LE-580FX is a compact network tool which has TAP mode and PG mode. With TAP
mode, you can capture/monitor full-duplex data on 10/100 Base-TX Network via USB
port. With Packet Generator (PG) mode, you can generate traffic of max. at 100Mbps
line-speed.

Composition
When you unpack the product, please make sure of the following:
Analyzer :
Utility CD

Mini-USB Cable
USB 2Way Cable
User’s Manual :
Warranty

(This book)

PRRRRPR

a) Please contact LINEEYE or its distributors or us if you find any damage to the
product caused by transportation or any insufficient part.

b) Please keep the box carefully and use it when sending the product back to us for
repair etc.

Utility CD
This product contains the analysis software, the driver, and the latest manuals.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp

-4- http://www.lineeye.com



LINEEYE LE-580FX USER'S MANUAL
CONTENTS
1N o= PP 1
L0 LT o 11 =1 o o 1
Safety INFOMMEATION. .......oeiiii e e e e eeeas 2
SOftWAre LICENSE AQIEEIMENT.....uuu ettt e e e e e e e e e e e e aa e e e e e eens 3
Before UsiNg the ProdUCT...........oouiiii st e e e e eeeeees 4
L.Installation and UNINSTAAtION ........uviiiiiiie e 6
I B Y= g 1S3 = 1= Lo o RN 6
1.2 Install the application SOftWAIE ............uuuiviviiiiiiiiiii e 8
1.3 Uninstall the application SOftWAIE............coviiiiiiiiiiiiiiiieeee e 8
2. LED DESCIIPIION w.tttiiteieeee ittt ettt e e e e et e e e e e e e eaaeeeas 8
3. Specification and ENVIFONMENT .......cooiiiiiiiiiiccee e 9
3.1 SPECIfiCatioN ... 9
3.2  ENVIFONMEBNT ... 10
4. TeSt CONNECTION SELUP ...iiiiiiiiiiiiiiei ettt e e e e e e e e e e e 10
4.1 TAP Mode (monitor and CaptUre).........ccoevvvviiiiiiiiiiieeeeeeee e 10
4.2 Packet Generation MOAE ...........ooviiiiiiiiiiii e 11
4.3 USB 2WAY CADIE .. ... 11
5. APPLICAtION SOTtWEAIE ...cuvvii i e e e e 12
5.1 LE-580FX WINAOW ....ccoiie e 12
o0 I A U o 1 o o N I == SRR 12
5.2 LE-B8OFX QOS ... ittt ettt e e e e 13
5.2.1 FUNCHON TIE ..ottt snee e enaeennee s 13
6 USe Of LE-580FX WINGOOW......uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieiieeieeeneeeeeeeeeeees e 14
6.1 Packet Generator (PG MOAE) .....ccooieiiiie e 14
6.2 Network Monitor (TAP MOTE).........coiiiiiiiiiiiieee et 17
6.3 Capture FUNCLion (TAP MOOE) ......couuuiiiiie et e e e e e e e eaenns 19
7. LE-580FX with 3" Party Sniff SOftWAre ........ccooveeeeeeeeeeee e 20
8. Warranty and REPAIT......ccccoieiiiee e 21

LINEEYE CO.,LTD

E-Mail: info@lineeye.co.jp
http://www.lineeye.com



LINEEYE

LE-580FX USER'S MANUAL

1.Installation and uninstallation

1.1 Driver Installation

When you connect LE-580FX to USB port of host PC at the first time, you will be asked

to install the driver.

Please follow the instruction.

Found Hew Hardware Wizard

Welcome to the Found New
Hardware Wizard
Windows will search for current and updated software by

lnoking on your computer, on the hardware installation CO, or on
the Windows Update 'web site [with your permission).

Read our privacy policy

Can ‘Windows connect to ‘windows Update to search for
software?

(O s, thiz time anly
(O e, now and every time | connect a device
(® No, not this time

Click Mext to continue.

[ Mext » ][ Cancel

Click Next to continue.

Found New Hardware Wizard

This wizard helps pou install zoftware for:

LEBS0F Ethernet Adapter

\') If your hardware came with an installation CD
“3&2 or floppy disk. insert it now.

What do you wart the wizard to do?

(®) Inztall the zoftware automatically [Becommendad)
() Install fram a list or specific lacation [4dvanced)

Click Mext to continue.

[ < Back " et » ][ Cancel ]

Choose Install the software automatically... (Recommended) and click Next to

continue.

LINEEYE CO.,LTD
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Files Needed X

- The file 'LESB0FX. zys' on LEBSOFX Ethermet Driver
= Diskette iz nesded.

Cancel

Tupe the path where the file iz located, and then click
oK.

Copy filez from:

E:ALERRORA_v1.4.3.55 w

Completing the Found New
Hardware Wizard

The wizard has finished installing the software for:

LEGBOF Ethernet Adapter

Click. Finizh to close the wizard.

Click Finish to complete installation and exit Wizard.

-L L ocal Area Connection 8 Properties @E|

General | Authentication | Advanced
Connect uzing:

B LESS0FX Ethernet Adapter #

Thiz connection uses the following items:

=]  Client for Microzoft Mebwarks ~
8 File and Printer Sharing for Microsoft Netwaorks
=l 05 Packet Scheduler
%= Netwaork Monitor Diriver b/
< >
[ Install... ] [ Uninstall ] [ Froperties
Description
Allows vour computer bo access resources on a Microsoft
network.

[ Shaw icon in notification area when connected
Motify me when this connection has limited or no connectivity

[ ]9 ][ Cancel ]

The Local Area Connection Properties window shows the LE-580FX Ethernet Adapter

has been successfully installed.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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1.2 Install the application software
Install the LE-580FX Window(basic software). Installation will start when you invoke

“LE-580FX window Setup. exe”. At the same time WinPcap (packet driver for Windows)
will be installed.

*1) If the system is installed the firewall/anti-virus software, traffic from LE-580FX to
host PC may be blocked. Please close that software if blockage occurs.

*2) Software for LE-580FX works at WinPcap Ver4.0.2. When you install the

LE-580FX Window, WinPcap Ver4.0.2 will also be installed. If you have different

version of WinPcap, please uninstall it. Then install the software for LE-580FX.

1.3 Uninstall the application software
Open the “Add or Remove Programs” in the Control Panel for WindowsXP and

Windows2000. Choose “LE-580FX Window” and then click “Change/Remove” for

WindowsXP, or “Remove” for Windows2000 to uninstall.

2. LED Description

LINEEYE 1orc, B

PWR r Ru/Err 5

LE-580FX

LAN Packet Tester L Link/Tx 4

Front I FD Part A Paort R
Mini-USB port :to connect with PC by Mini-USB cable.
Port A : RJ-45 connector to connect with test object.
Port B : RJ-45 connector to connect with test object.
LINEEYE CO..LTD E-Mail: info@lineeye.co.jp
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LED Discription:

ltem Color Description

Power Green Power on
Green TAP mode *1

TAPIPG*2 | Amber PG mode
Blinking Green NWay fails (TAP mode)
Green Link under 100Full/Half duplex

LK/Tx Amber Link under 10Full/Half duplex
Blinking Green Transmit traffic at L00Full/Half duplex
Blinking Amber Transmit traffic at 10Full/Half duplex
Green *3 Full duplex

RX/Err Amber *3 Half duplex
Blinking Green Receive traffic
Blinking Amber Receive traffic with CRC error

*1 :TAP mode is set as default.

*2 :When either one of Port A or B is linked, the LED of TAP/PG will be Green (TAP
mode) or Amber (PG mode).

*3 :In the TAP mode, when NWay fails, the LED of TAP/PG will be blinking, the speed
status will be shown through the LED of Lk/Tx, and the duplex status will be shown
through the LED of Rx/Err.

3. Specification and Environment

3.1 Specification

Measurement port 10Base-T/100Base-TX Ethernet 2 port (RJ-45)

PC connection port Mini-USB port (USB2.0 High speed)

LED Display for power on/off, TAP/PG, Link/Tx of Port A,
Rx/Err of Port A, Link/Tx of Port B, Rx/Err of Port B

Power USB bus power (max. 3W)

Temperature 0 to 40 (operation), -10 to 50 (storage)

Humidity below 85%RH(no condensation)

Dimension and Weight | 95mm x 75mm x 20mm, 180g

Accessories Utility CD, Mini-USB cable, USB 2way cable *1, warranty,
manual

*1: Use for extension or for power supply.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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3.2. Environment

PC/AT compatible (DOS/V) with USB2.0 port
RAM : 256MB or more (recommended).

CPU : Pentium4, 1.6GHz or more (recommended)
HDD : 10 GB or more (recommended)

OS : Windows2000 / XP

4. Test Connection Setup

4.1 TAP Mode (monitor and capture)
For TAP mode, choose the target link to monitor and insert LE-580FX into it. LE-580FX

has Ethernet counters to collect associated traffic information and send to host PC via
USB. Bi-directional capture function is also supported. Please note, in this mode, data

is captured in two directions: PortA to PortB or PortB to PortA.

“Host PG &

FPGA
LE-580FX
A,
Networks
Device for LAN
networks

*When either A or B port of LE-580FX is connected to LAN cable, LE-580FX is in NIC
mode. And when both A and B port of LE-580FX are connected to LAN cables, LE-
580FX is in TAP mode.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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4.2 Packet Generation Mode
For Packet Generation (PG) mode, choose the target DUT (Device under Test) or NUT

(Network under Test) and connect one or two ports of LE-580FX to it. Functions of
packet generation and packet analysis can be configured individually in each port.
Please note, in this mode, data is delivered to two separate ports.

Note: TAP mode is set as default if LE-580FX is not working as PG mode or QoS.

Please make sure that LE-580FX is not in loop connection (It will block the network).

Host PC

|

Received data
[k il

Packets for
test

FPGA
LE-580FX

Networks L——

Packets for
test

)

Switching Hub

Device for LAN
networks

4.3 USB 2way cable

If LE-580FX is not working stable, it may be because of the lack of bus power. Please
use the USB 2way cable for power steadiness.

<Steps>
1. Insert 2way cable (male) into 2 USB ports of PC.
2. Insert 2way cable (female) into USB port of LE-580FX.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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5. Application Software

There are two application software, LE-580FX Window and LE-580FX QoS in the LE-
580FX. LE-580FX Window is for controlling LE-580FX. And LE-580FX QoS is for

testing QoS for layer 2.

5.1 LE-580FX window

In the LE-580FX Window, you can switch LE-580FX into TAP or PG mode. With PG mode, you
can generate traffic at line-speed. With TAP mode, you can analysis various networks.

5.1.1 Function Tree

File =>Load Default : Opens default workspace configuration
Workspace information.

=> Load Monitor Log : Loads monitored log(statistic information).
=> Exit : Exits LE-580FX Window.

Edit => Cut : Cuts text.
=> Copy : Copies text.
=> Paste : Pastes text cut or copied.

View => Alarm Info : Reveals alarm information based on threshold
=> Control Window : Invokes main control window.

Capture => Capture Setup => Port A/IB : Sets up capture condition.
=> Capture Window => Port A/B(PG) | : Provides start/stop/view capture data

=> Capture Option

: Selects Ethereal or Wireshark to open the
captured file (* .enc" file).

Media Type | => Set Media Type => Port A/B : Changes speed/duplex mode on port A/B.
Statistics => Meter => Dashboard : Provides real time traffic information update.
=> Threshold : Provides traffic threshold configuration.

=> Counter window

: Provides packet related counter statistics.

PG => Matrix setup => Port A/B : Sets up TX packet information.

=> X-trailer => Port A/IB : Sets up X-trailer for Port A/B.

=> Flow Control => Port A/B : Switches flow control on/off.

=>Rx BERT => Port A/B : Sets up BERT of Rx for Port A/B(on/off).
Tools => IFG converter : Provides Inter frame gap calculator for TX IFG.

=> Device Info

: Reveals LE-580FX device information.

=> FPGA Download

: Makes version up for FPGA

Help => About

: Provides information on the current version of
LE-580FX.

*Please read the PDF document in the utility CD for more information about LE-580FX
Window.

0 1155001 X Winiharm N Pragram FilestE mmepe 81 £ BBEICVLE - S000 X Wit W ke B £8

| smand
| Recerer paket hatr:

Totak 2 portn
wa
s
ws
ik

ws

e Pl e LEF S [ vt At

LINEEYE CO.,LTD
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5.2 LE-580FX QoS
LE-580FX QoS turns LE-580FX into an easy-use tester for Layer 2.
(QoS: Quality of Servise)

-_'- Test Panel

=|E p|@|m| B

Port A Port B Start Time (2007410415 9:22:57 Elapsed Time |E'1'25
Stream # | Tx Packet Rate | Tx Line Rate Stream # |Rx Packet Rate i Rx Line Rate i Loss Rate Stream # | Latency {ms) |
1 18,601 12,50 1 2,652 1.78 10.72 1 8,278,000
2 18,601 12,50 2 3,244 2.18 10.32 2 §,343.000
3 18,601 12,50 3 5,506 3.70 8.80 3 §26.000
= 15,601 18] 2 6,50 i g2 ot B0 Harizontal Asis Unit of Fix Line R ate
5 18,601 12,50 5 9,680 6.50 .00 5 83.510 g
I (+ Heal Tims
b 18,601 12,50 7} 10,277 6,91 5.59 b 60,250
! I ! " Elapsed Time
T 18,601 12,50 7 14,686 9.87 2.63 T 6.500
Harizontal Axis B ange
8 18,601 12,50 8 15,007 10.08 2.42 8 6.750
Total 148,808 100,00 Tatal 67,421 45.30 54.70| Average 231495 | FullRange

S ——

— [

5.2.1 Function Tree

File => | oad . Display saved log file
=> Exit : Exit LE-580FX QoS
Configuration => Set Test : Display the window for test configuration
Configuration
=> Set Chart Color : Display the window for chart color
Test => Test Panel : Display the result in table or chart
=> Detailed Counter : Display the detailed statistic information for 2 ports
Help => Help . for future upgrade
=> About . display the version of LE-580FX (software/hardware)

*Please read the PDF document in the utility CD for more information about LE-580FX
QoS.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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6 Use of LE-580FX Window

6.1 Packet Generator (PG Mode)

Packet Generator mode is useful for Network test because it generates packet streams and
error frames.

<Example of setting>
Set LE-580FX to generate 10% utilization rate and 64bytes ARP packet traffic at port A.
Receive the traffic at port B.

Step 1: Select PG mode from the Control Window.
Step 2: Select PG => Matrix Setup => Port A to bring out Matrix Setup window for port A.

Click Pattern (Byte) for the Frame No.1, and then frame editor button will appear. Invoke frame
editor to configure the packet content. Click “OK”.

O | E-BROFE Windos — CETF TR FlesllL ineorel L E- 5RO CTLE—SEH0E S Wrndoml Work SeaoeTu s er. oA
Hie Ede M Oyhes  Meds Tioe ghrikiies O Took Hep
s eisl Click to select No.1 frame for TX. LE
[0 ol 4in Ble|l® el . ) . e
i
Click to— = %E)
select T T )
PG mod e. = L - L h 2L .E'.wr.*l.gwﬂﬂh_.ﬁl‘:‘&:‘ .
?i_!l) | O [ &0 FEFFFFFFFFAF &% =] 0
i ] L] 601 FEFFFFFFFEFF 9% =] m]
MIC & HICE IF | & i FFFFFFFFFFFAF o5 El [}
T P | E B £ FEFF FEFF FRFF NT % E
FFFFFFFFFFFF
= Eg&gﬁxmm :E]_D : $ FFFF FFFF FEFF : . H ]
0 Pus v = : 0 rrene o Adiughiramegap. |
¥
::: ([ TFrs Rt s T:‘m
(—— Totd mactad |/ Unt: [%skration =1 ¢ o cante
[~ o B Fate; [100 - b 4—8et TX mode.
[~ Algraart Error Tx ratm pra-caloudsis — T
I~ Dvibbés Ermor [aminciad srdviar)
[ Prackoam Enoe Preaouiste | EEEEIEAIL) | sl | [ Erati Ay WatT Setings
Inter Fram
Mok P reoeds LE-GR0FH Ethernet Adspter
LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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Step 3: Select ARP in frame type. Enter required information, such as destination MAC, source
MAC, etc.

*Please refer to the protocol specification for more detail about the protocols.
Se|eCt <—Eﬂe—thion Frame type Tools
editor’s =g

frame type | P R—— 000000{ FF FF FF FF FF FF OO0 00 - 00 00 00 00 0% 06 00 01

fMAl: Dest FFFFFFFFFFﬂ S
MAL Src oooooooooon

[ala}ulufu]u}
000000

00 0o an a0 ad 00 00 00 - a0 a0 00 00 00 00 a0 0o
: 00 0D 00 0O 00 OO OO 00 - 00 00 00 00

type 0506

hard 1

type na0e Input raw data.
hlen 5

plen 4

op 1

MAL src 00000000000
SourcelP 0.0.0.0
MAC Dest | 00000000000
DestIP 0.0.0.0

Input selected frame
header Information.

Canel Ok

Step 4: Set Inter Frame Gap (IFG). Set utilization rate to be 10%. Frame gap, “6144” bit times in
100M mode, will be shown in the Matrix Setup window.

Step 5: All frame configuration setup is completed. Select “Tx mode” to be “Continuous” and

click Apply Matrix Settings button, click start button (green arrow) to start transmitting the target
traffic.

Step 6: Select Statistic => Meter => Dashboard. Select Statistic => Counter window to show
performance information of port A (TX side) and port B (RX side).

Step 7: Click the Stop button (red square) in the Matrix Setup Window to stop the traffic. (if you
set the number of transmitting packets in the Tx mode, it automatically stops after finishing the
transmission)

*Warning: Improper test traffic may cause the network blockage.

<Hint>
Matrix setup: User may generate up to 128 packet streams per one port. User may configure

packet length, content, and IPG (inter packet gap), and attach various errors. Transmit
performance will be shown on the Dashboard or Counter window.

Frame editor: User may edit packet content through frame editor embedded in Matrix Setup

window that provides predefined packet type: IPv4, TCP, UDP, ICMP, IGMP, IPX, and ARP with
optional VLAN Tag/MPLS.

Tx rate pre-calclate: Inter packet gap between packets are adjusted in term of bit time. Tx rate
pre-calclate is useful to calculate the utilization rate of transmission.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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ounter Window

Al m| (0w |® H|T[=/o]

Packets/s

Port # Port A | Port B Total: 2 ports ~
Link Status Link Up Link Un N/A&
Full/Half Fall Full /&
Speed 100 100 N/a
Receive Packet Rate ] 14,527 N/A
Receive Byte Rate [1] 64,663 HiA
Receive Utilization 0.00 10.04 N/h
Transmit Packet Rate 14,527 ] N/&
Transmit Byte Rate 964 _6EE 1] iR
Tr il ation 10,04 0.00 H/R
Filter 1 Packet Rate a i} /R
Filter 1 Byte Rate ] o N/A
Filter 2 Packet Rate ] ] N/A
Filter 2 Byte Rate ] o N/R
Receive Packet ] 1,668,359 1.668.999
Receive Byte 0 110,821,548 110,871,548
Transmit Packet 1,676,263 o 1.676.263
Transmit Byte 111,303,868 ] 111,303,868
Filter 1 Packet ] ] ]
Filter 1 Byte [1] a ]
Filter 2 Packet ] ] ]
Filter 2 Byte [1] a a
Capture [1] a [1]
Broadcast 0 1.001.403 1.001.403
Multicast ] 333,798 333,798
Unicast 0 333.798 333.798
Broadcast{bytes) ] 62,095,404 69,085,404
Multicast{bytes) 0 21,363,072 21,363,072
Unicast{bytes) ] 21,363,072 21,363,072
Pause [1] a [1]
¥lan ] ] ]
Sequence Miss [1] a [1]
TCP Checksum Error ] 1] ]
IP Checksum Error ] ] ]
CRC Error ] 0 ] v
——

Counter

1 10 100 1.000 10,000 100,000 148809
Utilization T {10 T -
1 10 100
Colisions/s 0] - + = : F —
1 10 100 1.000 10,000 100000 148803
Hetwork. ] En\lisinns]
L0000 g Tx Packet/s 0
100000 - - : x
T Litilization ]
10,000 - =
1000 Callision/s 1]
100 Tw Bytels 0 &
SR S
1
01 .
101057 10105
x
Packets/s
1 10 100 1.000 10,000 100000 148803
Utilization [ ; (10 ] T -
1 10 100
Emarsfs 01 I -
1 10 100 1000 10,000 100000 148809
Hetwark ] Filters ] Detail Enars  Size Distribution
Undersizefs 0
I 54127 Bytess 14,528
128-255 Bytes(s a
4127 Bytesls I 5511 Btesss 0
512-1023 Bytesjs a
1024-1518 a
Oversizels 0

Dashboard

LINEEYE CO.,LTD
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6.2 Network Monitor (TAP Mode)

When connecting LE-580FX in TAP mode, LE-580FX hardware will be act as a “TAP” device to
forward the link traffic into the host PC. You can invoke LE-580FX Window to see the
performance of the link, or capture certain traffic by LE-580FX capture function.

<Important>
Please be aware that LE-580FX does not have the fail-safe function.
Network will be blocked by the power shortage.

<Example of setting>
To monitor a FTP link between two stations

Step 1: Insert LE-580FX between the target monitor link. If LE-580FX is in default mode(TAP),
no mode change needed, otherwise switch to TAP mode

Step 2: Real-Time Report Chart. Select Statistic => Meter => Dashboard to show the
performance information of both port A(TX side) and port B(RX side) in real time.

M | E-580FX Window — G:¥Program Files¥Lineeye¥ LE-580FX¥LE-580FX Window¥WorkSpace¥user.cfe

File Edit View Gspturs Statistics PG Tools Help

M pashboard (=3
@ @ ﬂtlgln‘ [k B3] €[5 fnetrest rate: 1 fse2) Traffic
> . .
L T 10 [ I« 1 )
e £S5 Facketsts i 10 100 10000 o000 148809 % Direction
) Utiization (0] ] : —
Enorsrs 0] - = : =1 .
L) Ll 1o I Wi ioonon 143608 Traffic Type
NIC A NIC B Netvwork | Fiters | Detai Enors | Size Distribution .
= selection
== Resources 10000 H 1 1 T 1 " 1 Rux Packetis
- E¥ LE-580FX Ethemet Adapter . Rix Utiization
0 Port 4 100 Full I, == Errords
© Part B 100Full N d R Bytefs .
W el Traffic
B pruicast s Counter
5602 11561
Report &
®
0F T 1 T .
Packets/s (0] ] ; ] 10000 To0Don 145809 e Warnlng
[ils —— . .
Utiization (01 : . T Indication
Enors/s T{07 - - = - =
Real Ti 1 i 0 0500 lonooy 148609
eal lime Netwerk | Fiters | Detail Erors | Size Distibution
Traffic 10000 F - Rx Packet/s
. 1o00d - Rax Utilization
Drawing ‘ Meos
1004 -- Rx Bytejs
Chart - I eroancasts
- . I rrutticasts
75602 175618 175634 175650 1756706 175722 175738 175754
Mode: TAP mode LE-580F X Ethernst Adapter
Dashboard
LINEEYE CO.LTD E-Mail: info@lineeye.co.jp
"
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Step 3: Select Statistic => Counter window to show the counter information of port A (TX side)
and port B (RX side).

0 | E-5B0FX Window - G:¥Proeram Files¥Lineeye¥L E-580FX¥LE-580FX Window¥WorkSpacefuser.cfe
File Edit View Captre GStatistics PG Tooks Help

=] =l
60| gla 2o

£ Counter Window BT ; Control bar to
== EIA| | »lml|@| ~[T]=[¢] « clear/start/stop
Pork # Port A [ Port B | Totakzports |
TAP PG Link Status Link Up Link Up 178 =) Y counter and
FullHalf Fall Full wa .
speed s adjust counter
== = Receive Packet Rate N/a . .
(w) L] Receive Byte Rate N/ allgnment/SIZe.
Receive Utilization - - iR
NIC A NIC B Transmit Packet Rate Nk
= e Transmit Byte Rate n/a
% B LFA00FX Ethome Acapler Transmnit Utilization . . N/a
O P& 00l Filter 1 Packet Rate /A
© Fons100Ful Filter 1 Byte Rate iR

Filter 2 Packet Rate H/R
Filter 2 Byte Rate 0 i H/A

Receive Packet 107,207 3,827,882 3,938,063
Receive Byte 12,543,158 343,347, 586 361,838,744
Transmit Packet 1 0 1
Transmit Byte 257 257
Filter 1 Packet o
Filter 1 Byte

Filker 2 Packet
Filter 2 Byte

Capture o 0 o

Broadcast 108810 3.827.726 3.934.538
Multicast 14 i 14
Unicast 383 136 £13
Broadcast(bytes! lz,521,721 349,338,301 361,860,022
Multicast{bytes 2,808 i z.8085
Unicast(bytes’ 24,831 9.285 33.918
20,488 17,637 38,093

Sequence Miss
TCP Checksum Error

Mode: TAP mode LE-BB0FX Ethernet Adapter

Counter Window

<Hint: Counter information provided by LE-580FX.>

Rate Counter: TX Packet Rate/Bytes Rate/Utilization. RX Packet Rate/Bytes Rate/Utilization.
Filter 1 Packet Rate/Byte Rate. Filter 2 Packet Rate/Byte Rate.

Amount Counter: TX/RX Packets/Bytes. Broadcast/Multicast/Unicast Packets/Bytes.
Pause Packet. Packet with VLAN Tag. Sequential/TCP Checksum/ IP
Checksum/CRC/Alignment/Dribble Error. RUNT. Oversize. Fragment. Jabber.
Lower/Upper Bound Counter. Size Distribution Counter. ARP Request/Reply. ICMP
Request/Reply.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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6.3 Capture Function (TAP Mode)

With the TAP mode, you may select capturing in the “Capture setup.”

<Example of setting>
Step 1: Select TAP mode.

Step 2: Capture Setup. Select Capture => Capture Setup => Port A (Port A => Port B). Choose
capture type and apply. The folder for saving files can be selected in “Buffer” TAB.

[!,; Capture Setup_Port A

105

General lEufFer ]
No. MAL Address |Vende A
SR E 1 [0o.o0.s8 . Bedko
& Al packets 2 00 00 48 Seiko
" wizard 3 00 01 02 3com
" Advanced 4 00 04 75 3Com
7 Capture by size 5 00 0E Oc Intel
6 00 11 ZF Asust
7 00 11 D8 Bsust
8 00 13 48 D-Lin
9 00 13 D4 Asust
10 00 15 Fz Unkno
11 00 17 31 Unkno
f 1z 00 15 21 Unkno
M 13 00 19 z1 Unkno
14 00 z0 4k Prone ¥
<
Apply Cancel

Capture Setup Windows

Step 3: Select Capture => Capture Window to pop up the Capture window. Click Start
button(green arrow) to start capturing. Packets meet the capture type will be forwarded to host
PC. LE-580FX is a hardware based filter, so packets do not meet the filter condition will not be
forwarded to host. After stopping capture, click the Stop button to show the captured packet
information in the Capture window. You may export the captured file to a 3" party sniff software,
such as Ethereal and Wireshark, for deeper protocol analysis.

I | E-580FX Window - G:¥Proeram Files¥Linceye¥LE-5B0FX¥LE-500FX Windaw¥WorkSpace¥user.cfe - [Gapture Window Port & & B1 [2 (B[]
E File Edit View Capre Stalistes PG Took Help

g X

LE
Cz

ptured

| » [0 mlolnle| T T P

,.C\‘ — ‘ o, Delta(us) |Length DA |sa | Ether \Prutucul |Data Pgdcket Number
o z17 03 00 00 00 CO SF 802.2 00 CE FO FO 03 2C 00 FF EF 08 00
2 188 sz FF FF FF 00 C0 SF EcherII UDP 08 00 45 00 00 4E 94 AS 00 00 80
TAP 26 3 745540 92 FF FF FF 00 C0 5F EcherII UDP 08 00 45 00 00 4E 96 42 00 00 80
4 750000 92 FF FF FF 00 C0 5F EcherII UDP 08 00 45 00 00 4E 96 43 00 00 80
— —— 5 355246 &0 FF FF FF 00 E0 16 EcherIT ARP 08 06 00 01 0% 00 06 04 00 01 00
E” I-!_I ‘ [ 3613 9z FF FF FF 00 E0 18 EcherII UDD 08 00 45 00 00 4E Ed 06 00 00 80
2 782158 z17 02 00 00 00 C0O SF 802.% 00 CB FO FO 0% ZC 00 FF EF 08 00
NIC A NIG/B 8 233 sz FF FF FF 00 C0 SF EtherIT TDP 08 00 45 00 00 4E 56 44 00 00 30
= 7 9 745334 G2 FF FF FF 00 C0 5F EtherII DD 08 00 45 00 00 4E 96 45 00 00 80
= [ Resources 10 749895 @2 FF_FF FF 00 C0 SF EtherIT TDP 08 00 45 00 00 4 96 4& 00 00 30
=B LE5B0FX Ethemet & 11 883510 217 02 00 00|00 CO 9F 802.% 00 CE FO _FO 03 2C 00 FF EF 08 00
Q) Port&100Fuil 12 362 sz FF FF FF 00 CO 9F EtherII UDP 08 00 45 00 00 4E 96 47 00 00 20
O PortB 100 Fuil 13 743531 92 FF_FF FF 00 €O 9F EtherII UDP 08 00 45 00 00 4E 96 48 00 00 20

Mode: TAP mode

Use control bar
A + Ethernet 80Z.Z
view packet page_uc ¢ Logical Link Control Protasel ) Packet Analyzer Vvlndow
Start/Stop capture.
oo000000: 03 00 00 00 co - SF 00 CE FO FO
00000010: 02 ZC 00 FF EF 028 00 00 - 00 00 00 00 00 54 4B 43 .
00000020: 20 20 20 20 20 20 20 20 - 20 20 20 20 1C 4C 45 4B
00000030: 53 45 52 56 45 52 20 20 - 20 20 20 20 00 FF £3 4D
00000040: 42 25 00 00 00 00 1& 04 - 00 00 00 00 00 00 00 00 PaCket RaW Data
00000050: 00 00 00 00 00 00 00 FF - FE OO OO 00 00 11 00 00 .
00000060: 40 00 02 00 00 00 00 00 - DZ 00 00 00 00 00 00 00
00000070 00 00 SC 00 40 00 5C 00 - 03 00 01 00 00 00 0Z 00 ..
00000080 §7 00 SC 4D 41 49 4C 53 - 4C 4F 54 5C 4E 45 5S¢ SC  U.\MAILSLOT\NET\
00000090: 4E 45 54 4C 4F 47 4F 4E - 00 07 00 4C 45 4B §3 4§ NETLOGON. ..LEKSE

LE-B80FX Ethernet Adapter

Capture Windows

LINEEYE CO.,LTD

-19-

E-Mail: info@lineeye.co.jp
http://www.lineeye.com



LINEEYE LE-580FX USER'S MANUAL

7. LE-580FX with 3" Party Sniff Software

When connecting LE-580FX in TAP mode, it will be act as a “TAP” deV|ce to forward the link
traffic to host PC. The following procedure shows how to control a 3" party sniff software
“Ethereal” using LE-580FX to capture traffic.

*In the time of which the ability of capturing of the packet is important, because Ethereal and
Wireshark are more excellent in the capturing ability than LE-580FX, Ethereal and Wireshark
are recommended.

*LE-580FX TAP Mode Utility is available at LINEEYE website (http://www.lineeye.com/).
This software introduces the procedure to setup LE-580FX for Ethernet TAP between 2 target
devices with Wireshark. Other third party software can also work in the same way.

Use LE-580FX TAP Mode Utility if one or two of target devices only support Media Type in
forced mode (ex: only support forced 100M Full duplex or forced 10M Full duplex).

<Important>

1. LINEEYE has tested that LE-580FX works at WinPcap Ver4.0.2. LINEEYE does not
guarantee to use LE-580FX at other version of WinPcap. Please notice this when you install
Ethereal or Wireshark.

<Use Ethereal>

Step 1: Invoke Ethereal. Select Capture => Interfaces. You will find the LE-580FX device in the
“Ethereal Capture Interfaces” window.

Step 2: Click “Capture” button to start capturing traffic.

Step 3: Stop capturing traffic to see detailed packet analysis.

" The Wireshark Network Analyzer
File Edit View Go NEELEES

B e

mn {mr y:rw @‘ leur ﬂmbm- amim ||1
BHNNN EEXCA R+ 9T2 (EF Qacan N8 X ®
Elter = Ermesurn. Cles Apple

Eil -
ilter:
= @ Start
& T Wirrshark. Capture Interfanes
& Descrigtion P Packets r'umm

g e L
g LE-BA0FX Fihearat Ariaptes (Micrasaft's Packet Scheculer)
@ MVIDLA AFcece T

[ ]

@ Capture Filters...

1629681100 13 1

" (Untitled) — Wireshark
File Edit Vg

Go Gapture  Analvze Statistics  Help

swdel =Ex2a A¢+9T2 (BE QA0 #EB X

Eilter:‘ ‘ v Expression.. Clear Apply

Ma. . Time Source Destination Protocol Into o
167 14.662209 102.168.1.100 192.168 s 255 NENS Mame query’ HE WPAD<00>

68 14, 72 152,16k ] 2 5 MBS Mame guery ME WP
169 16.154151 152.168.0.8 192.168.0.1' DNS standard guery PTR 1.0.0.10
170 16.194711 192.168.0.1 152.168.0.8 DhS standard query response, R
171 16.202846  211.13.204.13 192.168.0.8 TCP http > femis [FIN, ack] se
172 16.203082 192.168.0.8 211.13.204.13 TCP femis » http [acK] seqg=555
173 16.244511  211.13.204.13 192,.168.0.8 TCP http > answersoft-Im [FIN,
174 16.244703 152.168.0.8 211.13.204.13 TCP answersoft-Tm > http [ack]
175 16.247136  211.13.204.13 192.168.0.8 TCP http = hp-hcip [FIW, ACK] :
176 16.247353  152.163.0.8 211.13.204.13 TCP hp=hcip > http [ACK] Seg=1! —
177 16.245118  211.13.204.13 192.168.0.8 e http > pharmasoft [FIN, ACI
178 16.24%458 152.168.0.8 211.15.204.13 TCP pharmasoft > http [ACK] Ser
179 16.249853 211.13.204.13 15%2.168.0.8 TCP http > prodigy-intrnet [FII .
| >

& Frame 168 (92 bytes on wire, 92 hytes captured)

® Ethernet II, src: Elitegro ld:e6:ad ¢ @ ot ¢@l:l), Dst: Broadcast (FFiffiffiffiffiffD
® Internet Protocol, Src: 182.168.0.8 (192.163. 0 8). Dst: 192.168.0.255 (192.168.0.255)

® User Datagram Protocol, Src Port: nethios-ns (137), Dst Port: nethios-ns (137)

® NEtBIOS Mame Serwice

L T T L I I I S I S . SLwU uw ma ww
0010 00 4e 93 62 00 00 BO 11 24 b3 c0 a8 00 08 cO a8
0020 00 ff 00 89 00 89 00 3a b8 a7 81 fa 01 10 00 01

0030 00 00 00 00 00 00 20 46 48 46 41 45 42 45 45 43 ...... F HFAEBEEC
0040 41 43 41 43 41 43 41 43 41 43 41 43 41 43 41 43 ACACACAC ACACACAC
0050 41 43 41 43 41 41 41 00 Q0 20 00 01 ACACAAL. . ..

| File: "CH¥DOCUME 1 ¥korno¥ LOC ALS ™1 ¥ Te mp¥ether:0004al2632" 53 KB 00-- | Packets: 226 Displayed: 226 Marked: O Dropped: O
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8. Warranty and Repair

Warranty

Within a period of 12 months from the date of shipment, LINEEYE warrants that your
purchased products (excepting consumable parts such as the batteries and software)
are free of charge from any defects in material and workmanship, only when the
products are operated in accordance with procedures described in the documents
supplied by LINEEYE. If the defects exist during the Warranty period, please send back
the products to LINEEYE distributors or LINEEYE office. LINEEYE will repair or
exchange them at no charge. In this case, the shipping charge will be at your own
expense.

The foregoing warranties are the sole warranties given by LINEEYE. Above warranties
shall not be applied to the products that have been modified, repaired or altered
(excepting by LINEEYE employees) or that have been subjected to unusual physical or
electrical stress, misuses, abuse, negligence or accidents.

LINEEYE disclaims all other warranties including the warranties of merchantability
fitness for some particular purposes and noninfringement of third party right. LINEEYE
cannot promise that the software is error-free or will operate without any interruption.
When you have some errors while operating the software, please refer to the contents
and modified programs shown on our web page (http://www.lineeye.com).

Repair

LINEEYE will repair the products at your own expense.

For malfunction, please contact the LINEEYE distributors where you purchased at. Or,
contact us directly.

If your product needs to be repaired, please read details about a repair on our web
page and ask LINEEYE for a repair.

LINEEYE CO.,LTD E-Mail: info@lineeye.co.jp
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