Y

INTERBOLSA

Sistema de Transferéncia de Dados
(Data Transfer System)
STD 4.01

User Manual

Version of Manual — 04

INTERBOLSA - Sociedade Gestora de Sistemas de Liquidagéo e de Sistemas Centralizados de Valores Mobiliarios, S.A.
Avenida da Boavista, 3433 — 4100-138 PORTO - Portugal
Tel. 351.22.615 84 00 * Fax 351.22.610 30 29  Fax CVM 351.22.618 98 26
http://www.interbolsa.pt ¢ e-mail: interbolsa@interbolsa.pt
Contribuinte N.© 502 962 275



INTERBOLSA

Data Transfer System

1. 0 1= 0] o P UPPPPPRUPPPP 3
2. oo 113 1o o P 4
3 Requirements for the use of STD V4 application....  .....iiiiiiiiiiiii e, 6
4 AcCCEeSS 10 the appliCaliON......coveeciei e e 8
5 Main appliCatioN WINAOW .........ccoiiiiiiiiiiiiiis eeeeiiiie et e e er b e e e 9
ST I 2 1V Y o 1 SRR UPPRPTPRR 10

L7000 S Y/ [ o T=T o o T o PPNt 10

LT R = oY To (o= 1] PPN 10

L0 I TR @ T o) 1o L3P UST TR 12

Lo 00 T TR 1 T [0 13

L R S | PP PPR 13

6. 1YL= 0o 1o PP 14
6.1. MNemONIC WINAOW. ..o 14

B.1.1. Datatable ..cccocieeiiiiiiiiieeeeeeeee 16

6.1.2.  Structure Of the FOIM tYPE .....eeiiiii e e e eree e e e 17

L B 2 (o T To (o 1] RSP UPPRPRTPRRN 18

6.2.1. Window Settings for Broadcast MNEMONICS ...........eeereeeiiiiiiiiiiereeeseriieer e e e e e sesenreeeeeeeens 18

6.2.1. Local Storage of Broadcast MNEMONIC rECOMAS .......ccueeeiiiicuiiiiiieeeeieciieer e e e e e sesnnieeeeeeeees 19

LR T 11 =] - (o ST PP PP TP PP PP PTPPPPPPN 20

6.3.1. Window Settings for Interact type MNEMONICS........ccvveeeiiiiiiiiiieeee et 20

6.3.2. Entering data in mnemonics of the INteract type.......ccccvvvvvviieeiie e 21

6.3.3. Local storage of Interact mMNEmMONIC FECONAS..........uueiiieiiiiiiiiiieei e 22

S S 1 PRSPPI 23

B.4.1. FlE - SENU ...cccoiiiiiiieieeeeeeeeee 23

6.4.2. FilE - RECEIVE ..ccoeeeeeeeeeeeeeeeeeeee e 23

B.5.  SUPEI-IMNEMIONICS ..ttt e e ettt e ettt e e e s e e b bttt e e e e e s e abebeeeea e e e e s nbbbbeeeaaaeeeannbnneeeaaaas 25

6.5.1. Window settings for SUPEr-MNEMONICS .......ccoiiiuiiiiieiieaia it e e 25

Sistema de Transferéncia de Dados 2015.03.1308 indice |

STD 4.01



INTERBOLSA

Anexo A. MNEMONICS LAYOUL ... .uiiiiieiiiiieiiiie i eeeeee ciiee e e e e e e e e e e e e e e e e e e e e 26
Annex B. STD 4€YES CONMIOL.....uuuiiiiiiiiiiiiiiiiiiiiies et e e e e e eeeaees 27

[ I 1o o To 11 o3 T o IR 27

B.2.  Operating deSCIIPLION ... ...eiiiii ittt e e e e e ettt e e e e e e e e s e nnb e e e e e e e e e e annneneeeaeeas 28

B.3. Example applied to mnemonics for the SLrt SYStEM ... 30

Annex C. STD USEr ACCESS CONMIOL .....uuuuiiiiiiiiiiiiiiiiis eereeiiiieieeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeees 33
L3 B [ o110 To [UTox 1o o I PRSP PR PPRR PRI 33

O N @ o 1T =1 1] o lo [=TTol 1) (o] o FU PP PRSPPI 34

C.3. MNemMONIC UACCESS ...ttt e e e e e e ettt e e e e e e e nbesbeeeaaeeeeannnaneeeaaans 35

Sistema de Transferéncia de Dados 2015.03.1308 indice II

STD 4.01



INTERBOLSA

1. Foreword

The present manual describes the functioning of the STD client application made available to the Financial
Intermediaries for the transfer of data with Interbolsa.
The following annexes, describing the data layout, are also available in separate publications to the respective

entities:

STD Annex Al — STDIF — Layout of the Mnemonics available to Financial Intermediaries
STD Annex A2 — STDCM - Layout of the Mnemonics available to CMVM

STD Annex A3 - STDCN  — Layout of the Mnemonics available to LCH.Clearnet

STD Annex A4 — STDEN - Layout of the Mnemonics available to Euronext Lisbon

STD Annex A5 — STDSP  — Layout of the Mnemonics available to SPME

Other Related Manuals :

Interbolsa STD — Sistema de Transferéncia de Dados (Data Transfer System)STD 4.0 -

Technical User Manual

Interbolsa STD — Sistema de Transferéncia de Dados (Data Transfer System) Batch

Client STDbc 4.0 Technical User Manual
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2. Introduction

The STD - Sistema de Transferéncia de Dados is a software application made accessible to the Financial
Intermediaries by Interbolsa, which aims to allow data transfer between users and Interbolsa.
STD allows the direct manipulation of data organised in two formats: files and messages, identified through a

mnemonic.
Files

The files may contain data records, or informational text, both encoded in an ASCII layout.

Data files group several records which may be sent to or received by Interbolsa. These are text files, where the
records are delimited by the group of characters representing a line break: CR+LF (\r\n', OxOD 0x0A). The
layout specified by Interbolsa must be followed for each respective mnemonic.

Some files, available to reception by the user, may also be encoded in other formats, as for instance manuals in

‘pdf’ format.
Messages

Data messages handled by the application may present two types: Broadcast messages and Interact
messages.

» Broadcast messages originate from Interbolsa’s systems and are always sent from Interbolsa to user.
These allow the recovery of messages previously sent to the user. STD adds two fields to these
messages: one with the sequence number of the message processed for that mnemonic, and another
with the STD message timestamp.

» Interact messages may be sent both ways. These are used to enter or query data by the user.

Alert/Error messages

The file transmission process, either sending or receiving, consists of several steps. Failure to meet any of
these steps (procedures) is flagged by an error message shown in the respective transmission window. Other

error or alert/warning messages may also be associated to any mnemonic.

Integration with the user’'s systems

The end user of the STD services may, if desired, develop its own client-application to dialogue with the STD
server application in order to better suit its needs, namely in what concerns the integration of its own
applications, therefore allowing the creation of mechanisms and an STP - Straight Through Processing-
environment. For that purpose, Interbolsa has available a Technical Manual describing the protocols
(communications and applications) to be met by the applications to be developed.

Another possible and easier interconnection with the STD server is the use of the STD batch Client component

which works as a high level communication interface with the server.

Sistema de Transferéncia de Dados 2015.03.1308 Page 4
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Supported languages

The STD allows operations in two different languages, Portuguese and English. The choice of language is made

in the home page when entering the system.
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3. Requirements for the use of STD V4 application

The Interbolsa provided client STD V4 application works in a browser environment. As such, the user only
needs to have access to a browser, within the range of browsers supported by this application, with tcp/ip

connection to the address and ports used by the application web server.
Given the specifications of the application, Interbolsa recommends the usage of a dedicated browser.
BROWSERS: the following browsers are certified for this application:

Firefox 30

Google Chrome 35
Internet Explorer 11
Safari 5

Other versions or browsers may also be supported, but may present some limitations.
ADDRESSES: the addresses to access the service, in the Production and Testing environments, are:
Production:

https://std.interbolsa.pt/std
(Corresponds to IP address in “Interbolsa WAN” 212.55.138.144 and port 443)

Testing:
https://stdtst.interbolsa.pt/std
(Corresponds to IP address in “Interbolsa WAN” 212.55.138.145 and port 443)

The translation of the name into address is automatically carried out in the Internet.
The connection to the service is established by “Interbolsa WAN"- private network.

ROUTING TCP/IP: these addresses should be routed to “Interbolsa WAN” Network, the same as the STDV3

service addresses.
PROXY: Do not use a proxy server to access STDV4 service.

In case a Proxy is used the following addresses must be placed as exceptions in the Browser configurations:

~Exceptions
& . Do notuse proxy server for addresses beginning with:
g =
> =

std.interbolsa. pt;stdtst.interbolsa. pt

Use semicalons ( ;) to separate entries.

Notes:
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-One or more connections to the STD web server may be established, depending on the browser used.

- Some local operations, such as data filtering in data tables, may cause longer processing times in the browser
which may also involve the appearance of browser messages alerting to the fact. To the question presented by
the browser if: “do you want to stop running the script or continue”, indication must be given to continue

processing.
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4.  Access to the application

After connecting to the STD web server, and according to the instructions described in the previous section, an

initial page is shown where you are able to choose the language and present the necessary credentials to enter

the system: User/Password. You may also change your Password by entering the current Password followed by

the new one, again repeated for confirmation.

>
== STD - Tests
INTERBOLSA
USER, POCKAAAAA |
PASSWORD [sscsssesl |

MNEW PASSWORD | |

CONFIRM PASSWORD | |

Reset |

Sistema de Transferéncia de Dados
STD 4.01

2015.03.1308
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5.  Main application window

C'!—-—:) STD  Settlement Slrt IdBenefOwners

INTERBOLSA

AccountMov SGE SFI  CorporateActions HNA  Miscellaneous  Help

Tests | XKXAAAAA  2014-05-13 15:57:37 | Online |

The desktop application is divided in three zones:

At the top, there is a menu (tool bar) which allows you to access several available options as well as different
mnemonics. The STD and Help groups are fixed; the remaining groups depend on the set of mnemonics the

user may access to. Some other mnemonics are also clustered in a subgroup, within the main group.

The central area is where all the mnemonic dialogues are open. Each mnemonic has an associated window
which opens once the mnemonic is activated. Several mnemonics may also be included in a same exterior
window, designated as ‘Super-Mnemonic’. The ‘Super-Mnemonics’ do not directly manipulate data, they only

exist in order to group a set of correlated mnemonics in the same window.
In the lower area, you will find information regarding the application, in particular:

* The environment the user entered

» The user accessing the application

» Date and time of the Central System

» Connection status

» Area of alerts sent by STD. In this area, the text is written in the colour defined in Section 5.1.3 under
‘General Options’ -> ‘Colour Update’.
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5.1. STD Menu

The menu provides the following options:

5.1.1. Mnemonics

This option opens a window displaying a list of mnemonics available to the connected user. This list may be
filtered through the field ‘Mnemonic Type’: ‘All’, ‘Broadcast’, ‘Files-Send’, ‘Files —Receive’, ‘Interact’ and ‘Super’.
This table may be sorted by field, by clicking twice on the title of the column to order. Through this process you

may also activate a mnemonic, simply by clicking on the respective line.

Mnemonics ®
Mnemonic Type: | All w
Active... Mnemonic Menu Description
CRITICAS Miscellaneous Validation of the files sent i
SFImsg SFI Subscription /Redemption requests - SFI - m...
SGEfich SGE Registration of Lending and Borrowing operat...
C-DPN IdBenefOwners Validation of the DPN file
TPA Tables TPA - Country codes
SLRT SLrt Registration of SLrt instructions - File
VI CorporateAct... Elections of VMC and VMOCS
SFI-OTC SLrt Settlement of SLrt operations - SFI
TCN AccountMowv Balances reconciliation
SFIfich SFI Subscription /Redemption requests - SFI - File
PL-SLRT SLrt SLrt operations - Summary of the day
DPN-I IdBenafOwners Disclosure of identification of beneficial owne...
OTC-RC SLrt Table with reason codes used in the OTC me...
SLRTmsqg SLrt Registration of SLrt instructions
C-FIA IdBenefOwners Validation of the FIA file
SFI-SLRT SLrt Registration of SLrt instructions SFI - File
C-DPN-I IdBenefOwners Validation of the DPN-I file
PMA-T IdBenefOwners Reguest for identification of beneficial owner...
TAB-MOT SGE Table with reason codes - SGE
SFICRgyS SFI SFI query - Order Routing
DEM Settlement Cash Movements by FI
INFORM Miscellaneous Informative messages o

5.1.2. Broadcast

This option allows you to save in a file the existing messages regarding one or more mnemonics of the
Broadcast type, without necessarily having them active (open windows). To do so, select the mnemonics to
save, select one of the available dates and click on ‘Save’ button. Depending on the browser used and its
configurations, a dialogue box may open allowing you to choose the file where the selected data shall be
recorded or, as an option, open the temporary generated file with the aid of a third application (normally a text
editor).

Sistema de Transferéncia de Dados 2015.03.1308 Page 10
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This option also allows for the viewing of data in the related mnemonic’s windows regarding a specific date. To
do so, follow the previously described procedure and click on ‘Browse’ button. If the date selected is the actual
date, the window will contain static data, without updates. The title for the window opened this way will contain
the mnemonic name, followed by the selected date. These windows can coexist with the usual windows that
receive real-time data.

For both options, users will be able to acess data related to the present day, plus the two previous days.

Broadcast ]

Date: | 2015/03/13 v Order by: | Mnemonic w

] | Mnemonic Description

[ CRITICAS Validation of the files sent ~

[] SFI-OTC Settlement of 5Lrt operations - SFI

[] 'INFORM Informative messages

[] ‘LCH-CM Real time Transfers with LCH.Clearnet

[ LoG Log of transmissions

[J TRF-SFI Real time transfers SFI

[] SGE Securities Lending and Borrowing system

[ oTC Settlement of SLrt operations

[] ‘5FI Investment Fund System

[] TRF Real time transfers

[] PPV Pending Settlement Instructions - Guaranteed Operations

[] SLRTIlog Registo de Operacao SLRT - Log

[] NOTEWT Corporate actions notification

[ CoNFEVT Corporate actions confirmation v
Browse Save Cancel

When saving data in a file, the records are saved one per text line with the following layout:

8 characters with the name of the mnemonic;

4 characters with no meaning;

8 digits with the message sequence number for the corresponding mnemonic;

8 characters with the message timestamp in the STD under the format HH:MM:SS;

8 digits with the general sequence number for all the Broadcast type mnemonics;

n characters with data records, following the layout described in the present manual (STD Annex Ax)
for the respective mnemonic.

e 6 06 o o o

The field “Order By” allows you to order the records in the file by mnemonic, or by general sequence number. In
the first case, the records are saved grouped by mnemonic, following the order described in this list. In the

second case, the records will be sorted out in the same order they were generated in the STD.

Note: this option replaces the prior STD 3.2 version functionality which allowed you to save the messages

generated by the Broadcast type mnemonics (previously designated as ‘Aviso’) in a file and in real time.
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5.1.3. Options

This option allows you to define general parameters which by default will apply to all mnemonics, where
applicable. However, you may define, for each mnemonic, the same parameters which will override the general
ones. Once these changes have been made, either general or individual, per mnemonic, and after recording,
the settings will be saved per user and environment allowing later use on any machine and browser under the
user’s Login. The changes carried out become effective from the following login.

General options ®
Font Grid: I Courier New j I 12 j LaBbCcDfEeFe
Font Titles: I Courier New j I 12 j LaBbCcDfEeFe

Color Even: I i Color Odd: I #00ffoo
Color Highlight: I. #ffonoo

" save on Exit

File: I&SERVER_&MNE&AAAAE Broadcast File: IBroadcast&AAAA&MM&I

Decimal separator: I, Thousands separator: I

Save Cancel

» ‘Font Grid’ — Defines the font used for the content of data tables;

» ‘Font Titles’ — Defines the font used for the field names;

» ‘Colour Even/Odd'- Colours applied to even and odd rows of the data tables;

e ‘Colour Highlight — Colour applied to new rows. This colour is applied during the time predefined
under the field ‘Highlight Time’ from the options available for each mnemonic (where applicable). It is
also applied to text written in the alert row, in the lower area of the application window, as described in
Section 5;

e ‘Save on Exit — when selected, the settings changed, in all the mnemonics, are saved whilst exiting
the application;

» ‘File’ - Defines the file default name in the browser dialogues in order to download or upload files.
Different browser versions and settings may limit this option;

» ‘Broadcast File’ — Defines the default name for the file involved in the option ‘Save Broadcast'.
Different browser versions and settings may limit this option;

» ‘Decimal/Thousands Separator’ — Defines the characters used for the layout of numeric fields. The
thousands separator may be null.

Note: for the fields “Files” and “Broadcast File’, the following variables may be used:

&MNE = Mnemonic
&AAAA [ &YYYY = Year, in a 4-digit format
&AA/ &YY = Year, 2-digit format
&MM = Month, 2-digit format
&DD = Day, 2-digit format
&JJJ = Julian Day
&SERVER = environment to which it is connected: Production or Testing
&UID = Connected user Code
Sistema de Transferéncia de Dados 2015.03.1308 Page 12
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The variable &MNE, when used in the field ‘Broadcast File’, will take the value of the mnemonic list selected,

separated by the underscore character.

5.1.3. Logout

Allows for the user to logout from the system, and to return to the initial window.

5.1.4. Exit

This option is only available when the client application loses the connection with the STD Central System.
When selected, the application is closed and also the browser window.

Sistema de Transferéncia de Dados 2015.03.1308 Page 13
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6. Mnemonics

Each data structure in the STD is identified by a mnemonic. Each mnemonic, in the client application,
corresponds to a window where the respective data is presented, or where the different interaction dialogues,

with this mnemonic, are developed.

Tables are usually used in order to present the necessary data, in the respective mnemonic window.
Nevertheless, certain mnemonics, such as entering data query fields, may not present a table, but rather show

fields distributed by several lines.

The STD defines three types of mnemonics, which determine how data is structured and the interaction
methods used:
Broadcast

Files
® |nteract

6.1. Mnemonic Window

The user interacts with a certain mnemonic through the respective window, where data is presented or entered,

or where interaction dialogues with this mnemonic are open.

The window header shows the name of the respective mnemonic, its description as well as two buttons, which

will allow you to minimise or restore the window, and to close it.

By clicking on any area of the window with the right-hand-side mouse button, you open a context menu whose

options depend on the type of mnemonic used:

e Refresh — for Broadcast mnemonics, it enables you to request the transmission of all the previously
generated non-received messages by the Central System for the day session. This option is only
available once for each mnemonic, once the user accesses the system.

e Export — for mnemonics presenting data in tabular form, this option allows you to export data from the
respective table to a file. Note that the data stored is that shown in the table, that is, it depends on the
filters applied (to the table), sorting by columns and omission of columns (see 6.1.1)

This export may be carried out in three formats:

= CSV-records are saved as shown on table, with formatted fields, separated by the character
‘tab’;

= XML~ records are stored as shown on table, with formatted fields, in a XML file format,
suitable to be opened by a spreadsheet;

= TXT-records are stored in a text file, with consecutive and non-formatted fields, i.e., according
to the layout described in this manual (STD Annex Ax) for the mnemonics. This is the natural
data format originating from Interbolsa, and it is also the format which should be used for any
automatic data processing.
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Depending on the browser used and its settings, a dialogue box may open allowing you to select the
file where data is to be recorded or, as an option, to open a temporary file with the aid of a third
application (normally, a text editor or a spreadsheet).

® Filter — For mnemonics presenting data in a table format, this option opens an extra area at the right
top end of the respective window which enables you to enter a key to filter the records presented on
the table in real time. It is possible to chose a column to apply the filter, or the entire table if the
column is left blank The key to use as filter must correspond to the non-formatted data, i.e., according
to the layout described in the present manual (STD Annex Ax) for the mnemonics.
To eliminate the filter or to close this area, use the ‘X’ symbol in the left of this area.

Example:

OTC - Liguidacao de Operacoes OTC SLrt (14/1500)

H Hora SID func Siscems Merc Opaz

]
]

&0 >ITipo< m Escado Motive >Dace-leg >a

2011703714 =

2011703714 =

1317 13: LRI T o0 v 000 HACTE 004 ; 2011/03/14
4| | v |

e Header — For Super-Mnemonics, this option allows you to show or hide the headers of the windows
belonging to the Super-Mnemonic.

e Settings — this option opens a submenu which allows you to manage the definitions of the mnemonic
parameters. These will override the parameters set under general options as described in 5.1.3.

e Open — it opens a dialogue box that allows you to set options for the respective mnemonic
window. The options to parameterize depend on the type of mnemonic. The button “Ok” validates
any changes made only for the current session.

» Save — it saves the current settings for the respective mnemonic. In addition to the window
configuration parameters, its position and size are also saved.

* Undo — Resets the window configurations from the last saved version.
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6.1.1. Data table

The data table is the most common format to present or to insert data regarding a certain mnemonic, be it
‘Broadcast’ type, ‘Interact’ type, or ‘File-Receive’. For Interact mnemonics, the data table may also be shown to
present and/or enter data by the user. The Table is presented in a window whose interaction form is described

in Section 6.1.

A table is composed by a header, which represents the identification of the fields, and by the data records.
Columns may be adjusted in width and repositioned by dragging the mouse to the desired position. This

configuration may be saved by clicking on Settings -> Save, as described in 6.1.

A table may also be sorted by column, just by clicking twice on the column we intend to sort. By repeating the
operation the sorting happens in reverse order. You may also select the columns you intend to view using the
right-side mouse button over the table header and selecting the columns to show (option ‘Force fit columns’
adjusts the size of the columns to the window and the option ‘Synchronous resize’, if active, when adjusting the

size of the column you will present the effect on the whole column). These two settings are not saved.

Example:

*0TC - Settlement of SLrt operations (266)

Eatado Motivo >Data-Neg ° >Data-Lig.- intida- >M.V.Nomi._ Ind-M >Montante_ | >Moeda<
004; 2010/11/09 :©2010/11/12 1.034 3.510,00 EUR :I
e STD
: 2010/11/0% 2010:’11:’12 . 1.034 3.510,00 EUR
2014/01/23 300.000 355.765,35 EUR
2014/05/15 1.000 250,00 EUR v|
4 3
[ ¥ Jeferencia 2

With two clicks on any of the fields in the table, a box opens showing you the full content of the field. If the field
is formatted, two values are presented: what is seen in the table and the non-formatted value, as sent by

Interbolsa’s Central System.
Example:

>Data-Lig< B

Formatted Value:
2010/11/12

Unformatted Value:
20101112
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6.1.2. Structure of the Form type

In addition a table format, some mnemonics may be defined with fields distributed in the respective window, by
one or more lines, with the field names placed on top or to the left, depending on the definition of the mnemonic
(this presentation of the fields is not customizable by the user). The structure is fixed, thus not allowing any

changes in the relative position of the fields.

This type of presentation shall be more convenient for data search mnemonics.

Example:
*SLRTqry - SLrt query [~ |
IF:I Dperacao:l Iipa:l Estado:l Dar.a:l de :I a:l
1r-cEi| Cod-ISIN/Cod-Cvat:| Quantidade: Mentante:| Moed:
{ | i
= QUERY
Sistema de Transferéncia de Dados 2015.03.1308 Page 17
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6.2. Broadcast

Data belonging to a mnemonic of the Broadcast type is generated at Interbolsa’s Central System and is always
transferred from Interbolsa to user, at an undefined cadence. Each data record is individually sent through a
message, presented in table form in the client application.

The user has the possibility to ask for the retransmission of previously generated and not received messages at
any moment. Again, and at any time, the user may save the messages already generated by the system, until
the moment of the day, for a given number of mnemonics, or even from one of the two previous sessions day,
as described in Section 5.1.2.

6.2.1. Window Settings for Broadcast mnemonics

The options available for mnemonics of the Broadcast type are the following:

‘Font Grid’ — Defines the font used for the content of the data tables;

‘Font Titles’ — Defines the font used for the names of the fields;

‘Colour Even/Odd’- Colours applied to even and odd rows of data tables;

‘Colour Highlight’ — Colour applied to new rows. This colour is applied for the time predefined in the

field ‘HighlightTime’ option, for each mnemonic. It is also applied to text written in the alert line, in the

lower area of the application window, as described in Section 5;

e ‘HighlightTime’ — Time during which the lines will be shown with the colour defined in the ‘Colour
Highlight’;

e ‘Open at Startup’ — when selected, this window will automatically open when entering the application;

e ‘Auto Recover’ — when selected, and upon opening the window, the existing data for this mnemonic
and for the connected user is automatically loaded in the window. It has the same function as the
‘Refresh’ option described in 6.1;

e ‘Show New Record’ — when selected, the vertical position of the table within the window is adjusted so
as to view the last record received,

e ‘Alert’ — when selected, a beep is emitted whenever a new record is received for this mnemonic. The

respective window is also brought to the forefront so as to make the source of the alert more easily

identified.

Example:

Settings OTC x

Font Grid: |Courier New j | 12 j LaBbCcDfEeFe

Font Titles: ICourier New j I 12 j LaBbCcDfEeFe

Color Even: I Eaniiiis Color Odd: I #00ff00

Color Highlight: I. #ff0DO0  HighlightTime: IOff 'l

IV open at Startup

M auto Recover

M Show New Record

I alert

Ok Cancel
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In addition to these parameters, the position and size of the window are also saved.

6.2.1. Local Storage of Broadcast mnemonic records

As described in Section 5.1.2, the user may, at any given time, save the current day or one of the two previous
days records corresponding to one or more Broadcast mnemonics, in a local file. This operation may be carried
out without having to necessarily open the respective mnemonics, and therefore doesn’t take into account the
configuration of the respective windows, i.e., in particular the order of the columns. This operation will produce a
result different from that described in Section 6.1, in ‘Export’, since the latter stores data in a file according to the

settings of the window, i.e., considering the order of the columns, sorting, filters, etc.
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6.3. Interact

Data related to Interact mnemonics may be sent both ways.

From user to Interbolsa, and depending on the mnemonic, the purpose may be to enter data records in the
system or to enter new fields in order to carry out a data query. In the case of a data query, the result may come
up in an associated mnemonic.

From Interbolsa to user, data may be derived from the processing of a search requested by the user or, it may

also be the result of a change of the corresponding data records in Interbolsa’s systems.

6.3.1. Window Settings for Interact type mnemonics

The options available for Interact mnemonics are:

‘Font Grid’ — Defines the font used for the content of database tables;

‘Font Titles’ — Defines the font used for the names of the fields;

‘Colour Even/Odd’- Colours applied to even and odd rows of data tables;

‘Colour Highlight’ — Colour applied to new rows. This colour is applied for the time predefined in the

field ‘HighlightTime’ option, for each mnemonic. It is also applied to text written in the alert line, in the

lower area of the application window, as described in Section 5;

e ‘HighlightTime’ — Time during which the lines will be shown with the colour defined in the ‘Colour
Highlight’;

e ‘Open at Startup’ — when selected, this window will automatically open when entering the application;

e ‘Show New Record’ — when selected, the vertical position of the table within the window is adjusted so
as to view the last record received;

e ‘Alert’ — when selected, a beep is emitted whenever a new record is received for this mnemonic. The

respective window is also brought to the forefront so as to make the source of the alert more easily

e o o o

identified.
Example:
Settings SLRTmsqg x
Font Grid: I Courier New j I 12 j LaBbCchfFeFe
Font Titles: I Courier Mew j I 12 j LaBhCeDfEefe

Color Even: I Eiiiiii Color Odd: I #00ff00
Color Highlight: I. #ff0000  HighlightTime: IOFf 'l

r Open at Startup
" Show New Record

I alert
Ok Cancel
d
In addition to these parameters, the size and position of the window are also saved.
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6.3.2. Entering data in mnemonics of the Interactt  ype

Whenever a mnemonic allows data entry, either to carry out a data query or enter data records in Interbolsa’s

system, the mnemonic layout may or may not be tabular.

If tabulated, two standard buttons will appear with the symbols ‘+' and ‘-‘. These will be used to add or eliminate
records in the table of the respective mnemonic. An additional column will also be shown in the table allowing
you to select the lines to act. The button ‘+' adds an empty record in the table, or in case a record has been
selected, it will be duplicated. The button *-* eliminates any selected records. In addition to these buttons, others
shall be shown and shall act upon the selected records, depending on the respective mnemonics (for instance,

‘Send’ records).

Example:

*SLRTmsg - Registration of SLrt instructions (2)

— Func Operacac Tipo Referenci._ | Data-Neg Data-Lig ValMob/IS5.. | Quantidad._ Ind-M Montante Moeda bid
~ I 000000000 OVE HEEEEE 2013705715 2013/05/18 (X000 3.400 425,17 EUR

In the case of a non-table layout , the fields will be distributed in the window by one or more lines/rows with the
field names positioned on top or to the left, depending on the definition of the mnemonic (this presentation of the
fields in not configurable). From the available standard buttons, you will only be shown the button *-*, which is
used to clear all the content from all the fields. As in other tables, different buttons will exist, which depending on

the mnemonics will act upon a complete record.

Example:

oswray-sinawer @
IF:I Dperacao:l Iipo:l Est.ado:l Data:l_ de:l a:l

IF-CP :| Cod-ISIN/Cod-CVM :| Quantidade:| Montante:| 1
1] | =

Entering values in the fields is pre-validated according to the field setting. Thus, for example, it is not possible to

enter non-numeric characters in numeric fields.

The following formatted fields bear some specific characteristics:
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6.3.2.1. Date field type

Fields formatted as Date are presented in the format YYYY/MM/DD, where YYYY represents the year, MM the
month and DD the day. Each of these three groups works as a subgroup, and each one may be handled

separately. However, the date is always validated in the set.

When you start typing a date in an empty field, if the first digit is ‘1’ the date 1990/01/31 comes up, if you type ‘2’
the current date is suggested. As you enter more digits, these will be added from right to left in the subfield
Year. Once the fifth digit is introduced, the first is eliminated and so on. The cursor keys may also be used up or
down, to increase or decrease the year. The month and day subfields work in the same way. To change

subfields in the date, the key ‘Tab’ / ‘Shift+Tab’ may be used as well as the mouse button.

6.3.2.2. Numeric field type

When editing, these fields will only allow the introduction of numeric characters or the ‘Decimal Separator’

character as defined in the ‘General Options’. When not editing, the field also presents the ‘thousand Separator’,

if defined in the ‘General Options’.

6.3.3. Local storage of Interact mnemonic records

When presented in table form, data contained in this table may be locally stored, according to the instructions

described in Section 6.1, option Export.
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6.4. File

The mnemonics of File type are used to transfer a group of records of data, between Interbolsa’s Central
System and the users’ equipments. Depending on the type of mnemonic, this transfer may be carried out in

either direction and may be followed up through the mnemonic ‘LOG’.

Except for reception files presented in a binary layout, for example manuals, the files will be composed of a set
of characters as described in Section 2, following the layout defined by Interbolsa, and organised by records

that are separated by the combination of characters representing a line break: CR+LF (\r\n‘, 0xOD 0x0A).

6.4.1. File - Send

Mnemonics of the type File-Send are used to send a group of records by the users. These files can have
immediate treatment and the result may be shown in a related mnemonic, or it may also be processed later in
accordance with Interbolsa’s definitions for this particular mnemonic. In this case, there will be an indication of

pre-validation of the file in the mnemonic ‘CRITICAS'.

When you select a mnemonic of the type File-Send, a dialogue box opens and you may select the file to be
sent. The type of interaction with the dialogue will depend on the browser used, but it will allow you to browse

the structure of local directories in order to find the file to be sent.

6.4.1.2. Window settings for File-Send mnemonics

The only possible configuration for these mnemonics is the position and size of the respective window.

6.4.2. File - Receive

Mnemonics of the type File-Receive are used to receive a group of records by the users. When selected, such a

mnemonic will open a dialogue box which allows you to select certain options:

 View - If the mnemonic has a layout, data may be viewed through the STD, in tabular form,
following data reception.

e Save - the user may intend to only view data and/or save it in a file. This option must be activated
to store data locally.

» Date - Session date of the data to be received. The user may select the current date or one of the
two previous dates when data was generated.
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Example:
*LIA - ISIN codes (Shares) (0)
W view | ' save | Date: |2014,-"05,-"15 'l Receive |
I5IN Deaignaca.. | Cod-Centr.. | Deaignaca._ |Data Atri._

By clicking on ‘Receive’, if the ‘Save’ option has been selected, and also depending on the browser used and its
configuration, you may be opened a dialogue box which will enable you to select the file where data will be
stored or as an option, to open the temporary generated file with the aid of a third application (usually a text
editor). The file will be saved with non-formatted fields and therefore differences may arise in relation to their
screening through the STD application.

6.4.2.1. Window settings for File-Receive mnemonic s

For the ‘File-Receive’ type mnemonics, viewed in data tables, the setting options are the following:

e ‘Font Grid’ — Defines the font used for the content of database tables;
e ‘Font Titles’ — Defines the font used for the names of the fields;
e ‘Colour Even/odd’— Colours applied to even and odd rows of data tables;

Example:
Settings LIA ®
Font Grid: ICourier MNew j I 12 j LaPbCcDfEeFe
Font Titles: ICourier Mew j I 12 j LaBbCcDfEeFe
Color Even: I ZFFFff Color Odd: I Z00ffff
Ok Cancel

In addition to these parameters, the position and size of the window are also saved.
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6.5. Super-Mnemonics

‘Super-Mnemonics’ do not directly control data, they only exist to group a set of correlated mnemonics in the
same window. The mnemonics in this group may belong to any of the types mentioned earlier: Broadcast,
Interact, or File, and each one may be handled individually. The only restriction, in this case, is the position of

the interior windows which are confined to the exterior window of the Super-Mnemonic.

Example:
*SLRTqQryS - SLrt query
*SLRTinfo - Result of the SLrt query (0) ﬂ *SLRTdet - Detail on SLrt operation (0)
Operacac Tipo Estado Trn-Cod Data-Cont.. | Data-l.a-.. Data-Lig IF-CP Cod-ISIN v Data Hora IF Funcac Observaco.. Operacac
4 | |
*SLRTqry - SLrt query (-]
IF:] Operacao:l Tipo: Estado:| Data: de :I a:l Trn-Cod:
IF-CE:| Cod-ISIN/Cod-CVM: Quantidade :I Montante :I Moeda:
Referenciai] Cllem’.e—IF:I Conta-CVM: Holds:

QUERY

6.5.1. Window settings for Super-Mnemonics

Available setting option:

e ‘Open at Startup’ — when selected, and upon entering the application, this window is automatically
opened. This is the only option available for the Super-Mnemonics. The mnemonics herein contained
are definable depending on the respective type of mnemonic, as described in previous Sections.

Example:
Settings SLRTqrys *
"' Open at Startup
Ok Cancel
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Mnemonics Layout

The following annexes, describing the mnemonics layout, are also available in separate publications to the

respective entities:

STD Annex Al — STDIF

STD Annex A2 — STDCM
STD Annex A3 — STDCN
STD Annex A4 — STDEN
STD Annex A5 — STDSP

— Layout of the Mnemonics available to Financial Intermediaries
— Layout of the Mnemonics available to CMVM

— Layout of the Mnemonics available to LCH.Clearnet

— Layout of the Mnemonics available to Euronext Lisbon

— Layout of the Mnemonics available to SPME
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Annex B.  STD 4eyes Control

B.1. Introduction

Interbolsa has developed a new functionality associated to STDv4 that allows users to control and confirm data
input to STD (4eyes).
When using this functionality, the records sent to the system by a user are kept waiting for a confirmation by

another user of the same Financial Intermediary (FI) before being processed.

It can be used for input mnemonics, Interact or File type (only if the file has a corresponding Interact mnemonic)

and it is parameterized by user profiles.

It is only available for the STDv4 client application. Data coming from ‘automatic’ clients (STP or STD Batch
Client) or from STDv3 Clients does not go through this functionality and is processed immediately, even if the

user ID is parameterized to use 4eyes.

Records holding for confirmation are only valid for the present working session day. At the end of the session,

these records are eliminated and will be not considered for further processing.

Sistema de Transferéncia de Dados 2015.03.1308 Page 27
STD 4.01



INTERBOLSA

B.2. Operating description

For each mnemonic or group of related mnemonics elected to use 4eyes, there will be 3 mnemonics defined:

- The data input mnemonic parameterized to use 4eyes control. This mnemonic (MNEx) can be an

Interact or File type mnemonic;

- A second mnemonic that manages the records waiting for confirmation to be effectively processed. This

mnemonic is an Interact type mnemonic: MNEXx4y;

- A third Broadcast type mnemonic where all the interventions on input data are recorded: MNEXxLog .

If the user XXXUIDx is parameterized to use 4eyes, when he sends records to MNEx mnemonic, these records
are routed to the mnemonic MNEx4y by STD, waiting for confirmation or to be canceled. This confirmation will

be done by another user from the same FI, XXXUIDy. Only then, those records are released for processing.

At any time, any user from the same FI, including the one who introduced the record, may cancel the records

pending for confirmation in MNEx4y.

All these interventions, introduced records, records confirmed or canceled are recorded in the mnemonic
MNEXxLog, containing the user code that performed the operation, and data record referred to the operation,

with the same layout as the input mnemonic.

For each function under 4eyes control, the access to each of these 3 mnemonic is flexible and defined by each
Fl. User profiles can be defined to allow access only to the input mnemonic (MNEXx), others only to make
confirmation of pending instructions (MNEx4y), others only for supervision purpose (MNExLog), or any
combination involving these three profiles. Additionally, a profile of users that send instructions via MNEX

without being subject to confirmation can also coexist.

In mnemonic MNEx4y there are 3 buttons with the following purpose:
- The 'CANCELAR/CANCEL' button deletes the selected records;
- The 'CONFIRMAR/CONFIRM’ button releases the records for processing;

- The ‘EDITAR/EDIT’ button produces the same effect as the ‘CANCELAR/CANCEL’ button, but additionally
sends the selected records to the related data entry mnemonic of ‘Interact' type (MNEX). If the window of this

mnemonic is closed, it will be opened automatically, allowing for the edition of those records.

Notes:

- The CONFIRMAR/CONFIRM button may not be availabl e if the user profile is so defined;

- The user may delete any pending record, even tho  se introduced by other users from the same
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Fl;
- The user may only edit pending records introduce d by himself.

In the mnemonic MNEXxLog, in addition to the full data record, a field 'Seq #' that identifies the record in this
scope, the 'UID' field with the user code that intervened, and the 'Oper' field with the following meaning are
added:

‘* (blank) — The record was not 4eyes processed (therefore followed immediately for processing);
‘?* — A user tried to release a record that was introduced by himself;

‘+’ — The user inserted a record for 4eyes control,

“*’ — The user released (confirmed) a record for processing;

‘" — The user canceled the record.

As mentioned above:
- For a user not implementing the 4eyes functionality, records are immediately sent for processing.

However, a log record is sent to MNExLog for supervising;

- Records coming from ‘automatic’ clients (STP or STD Batch Client), or from STDv3 clients, even if the
user has been parameterized to use 4eyes, are processed immediately and are not subject to this

feature. But they still are recorded in the mnemonic MNExLog for supervision.

- Records pending for confirmation are only valid for the present working session day. At the end of the

session, these records will all be eliminated and will not be processed.
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B.3. Example applied to mnemonics for the SLrt syst em

In this example, the mnemonics SLRT and SLRTmsg are parameterized to use 4eyes.

Two new mnemonics, SLRT4y and SLRTLog were defined.

Users 183TAM and 183ISA were parameterized to use 4eyes for the mnemonic SLRT and SLRTmsg, and
have access to mnemonics SLRT, SLRTmsg, SLRT4y and SLRTLog ;

The user 183TAM sends a SLrt instruction through mnemonic SLRTmsg ;

Since user 183TAM uses 4eyes for SLRTmsg, the record is sent to SLRT4y mnemonic for confirmation. This

record gets the identification ‘00000001’ in the ‘Seq’ field of the mnemonic SLRT4y (fig.1).

e S6 U Ldake | G0N | eraats’ itk iy Tabales | Orerssd | Asls
IHNTERRBSLYS A

I - Lpidacas de Opetacees 070 SLA (0} L]
I TE . ra e i VILBST | Bnimen L R et

The instruction is not sent to SLrt

ik

SELETAy - Regslo de Gporacas BLET - deyes (1)

The instruction is waiting to be confirmed

ECMTAR LA L A

_

Fig.1 — Sending instructions for confirmation

Later, the same user tried to confirm, without success the same record.
The same user 183TAM has introduced again a new record that gets the id ‘00000003’ in the field ‘Seq’.

All these operations are recorded in the mnemonic SLRTIog (fig.3)
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The user 183ISA confirms in the mnemonic SLRT4y the instruction introduced by 183TAM. (fig.2);

e B A lepkdecds 2 W1 Meslonts  Dellesies  ETRudees  febeis D diels
iIHTERBOLSA

SRy - Begivla de Opeeacec SLET - Seyes (1)
ik P T - Taps Fmdrremei Pt By Pata Wby LLTE 2 S Jomrt, 1 Eud e | = ot L STLY ir aTEe o Limavare 3
PO (S 1 i L Ly TITTER I ALY TAR AR im 1,00 e 1

Fig.2 — Instruction confirmation
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This record is sent for processing, it is deleted from SLRT4y, and a 'log' record for SLRTLog is generated. The

result of the processing is shown in the mnemonic OTC (Fig.3);

‘:—{:) STR . Surt  Lipadacks  SGE SF1 Movionts  EwDeedtos  IDThulares  Tobelss  Diversos  Ajds
INTERBOLSA

uidocan do Operacoss OTC Shet (1)
U, Mars mTR Pune Siaens L Opeeaces | OTige Raferensi. | Estads  Mative HDara-Neg- SPAEs-Lig. Ced-ISDL SVal-Mab<o dQuantida. :.V.Nout
T 1 ALET OTC  0odenonod oFr  TESTES BEIT  iZ6: B014/20/24 S014/00/35 PTTANCAMO. TAR AN i

T

*BLRTAY - Ragisto do Operacas SLAT - 4eyos (0}

¥ Ui Fun fperecaa Tips Feferanoi. Daca-Meg  Data-biq | Valfiob/I8. | Quantidsd fnd-n Hontance Heedn BTIE ir Gboerwace

CANCELAR CONFIRMAR
*SLATIog Reqgisto da Operacas SLRT - Log (5) -

Baqk Lo Opey NG EL B0 Tiph Fefezensl. Data-Heg Dars-Liq | ValMod/IS. Quantidad Ing-B Eonrants Bosds (7
B000an01 L183TAR . 1 DOROO0O00 bFF TESTEE 2004/11/54 Z084/11/7% TRE AN 18 1,00 o
2000001 183TAm r I 3000000 ore TESTES Z0E4/LLAZ4 ZORASLLSZE TAM AR 10 1,00 fag

5 20005001 153TAR - 1 OQO000000 orF TESES 2004711724 Z0L4/11/28 TAR AR 10 1,00 L2id
ooooeond  mbITART [+ ] 1 DY TRSTES A00A/LL R4 00441125 TAR AR 1o 500 EW
00000003 BBITIA ’ 1 WE000CHD DY TRATES I0LALL/3A I0LASLLIZE TAN AN 1o 5,00  EW

Fig.3 — Data processing and supervising
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Annex C. STD User Access Control

C.1. Introduction

Interbolsa has developed a new functionality associated to STDv4 that allows users to manage and control their

own access to the mnemonics available in STD.

This feature allows authorized users to manage their own Fl user profiles, assigning business areas to certain

groups of users

Its use is not mandatory - the FI may choose to keep only one user profile, where all users will have access to
the same mnemonics. But should be used for FIs that already have or intend to define users with limited

functionality in the STD scope.
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C.2. Operating description

Each FI can define up to 10 different user profiles: a Base profile NNN* and up to 9 different specific profiles:
NNN#L* .. NNN#9*, where NNN represents the Fl code.

User codes will have the following format:
NNNAAA, for users belonging to the Base profile;
NNN#xXAAA, for users belonging to specific profiles;
where:
NNN, matches the FI code;
X takes values from 1 to 9, identifying the specific profile;
AAA, identifies the user name, or ‘PGy’ for accesses from ‘automatic’ STD clients (STP or STD Batch

Client), where 'y’ = 1,...,9.

Each user must be assigned a user code according to the profile where the FI wants to include it.

Specific profiles (NNN#1*,...,NNN#9*) will be managed by users who belong to the Base profile, using the

mnemonic UACCESS. These specific profiles are initially empty.

Users included in the Base profile will always have access to all mnemonics assigned to FI. As such,i n
this profile should only be included user codes tha t have access to all FI business areas, and also ma ke

the management of other user profiles.

The FI should initially plan the distribution of users by profiles that considers necessary, set their user codes,
and request Interbolsa their inclusion. At the same time, authorized users (already defined in Interbolsa and
included in the Base profile) may assign mnemonics to the different profiles considered. After the assignment of
the user codes by Interbolsa, they will be able to use the STD in accordance with the profile on which they were

included.

If the FI requested the use of the 4eyes functionality for a given mnemonic, this feature will be initially assigned
to the Base profile and cannot be eliminated from this Base profile using the mnemonic UACCESS. The 4eyes
functionality may or may not be propagated to the specific profiles through the mnemonic UACCESS. To
remove the 4eyes functionality from the Base profile (and therefore from all the other specific profiles), the FI will

have to explicitly request Interbolsa to do so.

The management of user codes is always performed by Interbolsa. Any change, new code assignment or

elimination of an existing code, must be requested to Interbolsa.
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C.3. Mnemonic UACCESS

It is through the UACCESS mnemonic that users can manage the user access to the mnemonics available to FI.
This mnemonic is initially assigned to the Base profile, which also has access to all mnemonics assigned to the
FI.

A user belonging to the Base profile, when selecting the mnemonic UACCESS in the ‘Miscellaneous’ menu will
be presented with a table with the mnemonic assignment scheme to user profiles (Figure 1).

|l *UACCESS - Controlo de Acessos (88) m

: lititigle  IHN#2*  NHNNe3* | LIEA4= | NIDE#S* INeG6® LHNHeT* IMH4E®  LHIHe3-

s R -
{

| 3GEpend X

SGEqrys X
SLRY i

GRAVAR

Figure 1 — UACCESS mnemonic.

The first column identifies the mnemonics Fl has access.

The second column corresponds to the allocation of mnemonics to the Base Profile. As mentioned above, this
column will have all the mnemonics assigned, and cannot be changed. The character 'X' determines that the
access to the mnemonic is normal, while the character '4' Identifies that the FlI requested the use of 4eyes

functionality for this mnemonic.
You may then fill in the matrix according the allocation of mnemonics to profiles (Figure 2).

The placement of the character ‘X’ in a given table cell determines that the profile of the column will have

normal access to the corresponding mnemonic in the same line.

Inserting the character '4', and if the mnemonic is candidate for 4eyes use, determines that the access is subject

to 4eyes functionality.
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Inserting the character '<', determines that the access to the mnemonic’s functionalities is limited.

For 4eyes confirmation mnemonics (MNEx4y), the button CONFIRMAR/CONFIRM will be inhibited for this

profile.

For UACCESS mnemonic, the button GRAVAR/SAVE will be inhibited (the user will only be allowed to view

the access table).

For other mnemonics, some buttons may be inhibited as well (please consult Interbolsa for further details).

Any other character introduced is considered null which leaves the configuration as it was before.

*UACCESS - Controlo de Acessos (B8) m

HNN#1e | HNN#Z* |IDSN43e | HNRe4* | HWN#S* | NIDT#6* |HNRN#T+ NNN#E* | HNN4I*

S2fpend X b b
- @< < @
33Eqrys X e X

... 4
SLRT Fl 4 X

. - <~ @
SLATinfo | X ® X I
[ I | I I |
SIRTmag 1 1 ¥ U

Figure 2 — User profiles definition.

The GRAVAR/SAVE button saves the changes made.

Note that any changes done to this matrix will only be reflected in the next STD session.
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