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Meaning

Centre for Data Servic

Global system for encoding and identifying goodsyiges and organisations
International format for electronic data interchariglectronic Data Interchang
Graphical user interface

Hardwart

Identifier (general)

Systen of an operator on the electricity mai

Microsoft

Place of supply/delive

Company: OTE, a.s. (Market Operator for commodiégicity and gas)
Certification authority which issues IS OTE certifice

Operator of the distribution network

Operator of the transfer netw:

Registered entitled customer
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1 Introduction & Summary
This document describes how to set up MS Outlodl026 establish secure electronic mail.

1.1 Registration of the recipient’'s certificate under te relevant
contact in MS Outlook 2010.

In this Chapter it is necessary to create a corfitadhe recipient of the encrypted message and
a contact for the sender in MS Outlook 2010. WHessé¢ contacts have been created, it is
essential to import certificates, in which theirahaddress corresponds to the email address of
the relevant contact.

In our case you will need to create contacts amabiinthe CDS certificate and your personal
certificate for communication with the CDS.

a) Creation of the CDS contact (own contacty@ontacts/Kontakt” in MS Outlook
by performing the following steps
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b) The contact must include the correct email addwdgsh must correspond to the
email address included in the certificate, whichwiléimport in the following step
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l i x g5 Uiozit a novy 83 Cinnosti ggﬂ @ [ Y Ifa
= P < L
2, Predst dal - A Certifikaty : ! \
Ulogit Odstranit |Obecné| Podrobnosti - E-mail Schizka Dalii | Adresaf Kontrola | Vizitka Obrazek = Zafadit do Zpracovat Soukromé | Lups
oy ] onelote | il [ viechna pole o i o
Akce | Zobrazit Komunikace Iména | Moinosti Zniatky Lupa
Celé jména... iPRUDUKCE,CSDTE ‘ PRODUKCE_CSOTE
Spaleépost [ | { csote@csote.ote-cr.z
Funkee: | b
Zafadit jako: | = f ‘\
Intemet
[CEY E-mail... - | csote@csote.ote-cr.cz |
Zobrazit jako! | PRODUKCE_CSQTE [csote@csote ote-cr.cz) \ .
Poznamky
Adrésa webové stranky: | | &l
Adresa pro ychlé zpravy: | | .
Teletonni tisla
Zaméstnani., | - | |
Domi,. ~ | |
Fax (zam ... - | ‘
Mabilni... - | |
Adresy
Zaméstnani., =
[ Natuto adresu zasiiat
pastu
PS

@ Daliiinformace o uzivateli: PRODUKCE_CSOTE (csote@csote.ote-cr.cz).
—

c) To import the certificate of the relevant contatttlie Certificates tab, we select
Import and locate the file with the certificate of théerant contact.
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Aplikace Outlook pouzije jeden 2 certifikatd k odeslani zasifrované zpravy danému kontaktu,
Certifikat miZete ziskat piijetim digitalng podepsané poity od kontaktu nebo importovanim souboru certifikétu pro dany kontakt,

Certifikaty (digitalni ID}:

OTECANchoz)

Viastnosti,..
Hastavit jake wjichozi
Impartovat..
Exportovat...

Ogebrat

e Daléi informace o uZivateli: PRODUKCE_CSOTE.
—

Note:

a) If you do not register the certificate of the raeipt with the relevant contact in MS
Outlook 2010 you will not be able to send an engpnessage to this recipient. In

b) The email address field specified in the recipmorttact must be the same as the email
address listed in the certificate of the recipient.
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2 Setting up your own private key for the electronicsigning of
messages and the certificate for sent encrypted nseges.

a) Open MS Outlook 2010

b) On the menu seledibols — itemTrust center — and the tab labelled as Trust
centrum for MS Outllok application. Press butitmst Centrum Setting /
Nastaveni centra zabezpeni.

MoZnosti aplikace Outlook

7 e

Obecné

Foita

Kalendaf

Kontakty

Ukoly

Poznamky a denik
Hledani

Mobilni telefon
lazyk

Upfesnit

Ffiznfisohit pas karet
Panel nastrojl Rychly piistup
Doplfky

Centrum zabezpedeni

@ Zajistéte bezpednost dokumentl a zabezpeden! pocitate a jeho bezproblémovy stav.

Ochrana osobnich Gdaji

Spolednosti Microsoft z3le3i na ochrang osobnich Odajd uZivateld, Daldi informace o tam, jak aplikace Microsoft Qutlook pomaha
chranitvaie osobni (daje, ziskite v prohlaienich o zésadich ochrany osobnich (daji.

Zobrazit prohlaieni o zdzadich ochrany osobnich ddaid aplikace Microsoft Qutlook

Prohla3eni o résadach achrany osobnich ddajfl slufhy Office.com
Proaram zlepdowani softwary na rakladé zkuienosti ufivateld

Zabezpedeni a dalii
Ziskejte dalii informace o ochrané swich osobnich (dajl a zabezpedeni zwebu Office.cam,

Microsaft Trushworthy Computing

Centrum zabezpedeni aplikace Microsoft Outlook

Centrum zabezpefeni obsahuje nastaveni zabezpedeni a achrany osobnich Gdajd, Toto = =
nastaveni pomaha udrfovat poditad zabezpedeny, Doporudujeme toto nastaveni neménit, q:ﬂastavem Centra zabezpedeni,,

c) Adjust the settings so that they are the same @ifollowing illustration

Centrurn zabezpeieni

2 =S

DivEryhodni wdavatelé

MaoZnasti ochrany osobnich udajl

Mastaveni funkce Zabranéni spuiténi dat

Sifrovanj e-mail

9, Zalifrovat obsah a pfilahy odesilanich zpré
Lﬂ Piidat digitalni podpis do odesilanych zpraw

Zabezpeteni e-mailu
Zpracovani piiloh
Automatické stahavani
Nastawveni maker

Programow piistup

d) Using buttonSetting/Nastaveninew setting window displays for configuration

Ffi odesilani podepsané zpravy odeslat podepsanou zprivy bez nutnosti ovéfeni
[T] Pofadovat oznameni SAMIME pro viechny Zorivy s podpisem S/MIME

wichozi nastaveni: testEl

Digitalni ID (certifilaty)

-] Digitalni ID, tzv. certifikaty, jsou dokumenty, které umoInuji ovéfovat identitu v elektronickich transakcich.

[ Fublikavat v globalnim seznamu adres.., ] [Importn\dat-"exportouat... ] [ Matist digitalni ID..,

Cist jako prosty text

[T €ist veikerou standardni podtu ve formitu prostého textu
Cistveikerou digitalng podepsanou poitu ve formatu prostého texty

Skript ve sloZkich

[T Powalit skript ve sdilenych sloZkach
[T Powalit skript ve vebejrych sloZkach

signature and encryption certificates with hash emetyption algorithmus.
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Zrménit nastaveni zabezpedeni S

Predvolby pro nastaveni zabezpedeni

Mazev nastaveni zabezpedeni:

kesk -
Kryptograficky format: | 5/MIME
\Wychozi nastaveni zabezpeceni pra kento Format kryvptograficksch zpray
‘ychozi nastaveni zabezpedeni vaech kryptograficksch zpraw

lNézw zal:uezpeufeni...] I Mowé I I Cdstranit J Heslo. ..

Certifikaty a algoritny

Podpisowy certifikat: 9995 9 Wyhrat. .. )

Algaritmus hash: {ISHF\I 5 v‘
Sifravaci certifikat: 9996 'l.l'ylgrat...
Sifravaci algoritmus: 3DES ) - I

3 podepsanymi zpravami odesilat byvto certifilaby

[ QK. ]I Storno I

The signature and encryption certificate will degpeam the user and the security
settings name of the profile may also be anytlyimgchose.

Note:
The encryption certificate shown serves only torgpica “copy” of the message which is saved
under Sent Mail.
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