Digital Video Recorder

User Manual




Preface

Thank you for choosing our product, for a better understanding of the product, we recommend

you read the instruction and safety information before use.

Note:
Only place this DVR on a flat level surface, secure so it will not fall.
Make sure to install this unit in a properly ventilated area to prevent the device from
overheating
Do not block the vents on the DVR as this will drastically shorten the life space of the
hard drives
Do not disassemble this unit; repairs must be performed by qualified technician.
Do not put liquid on or around this device
This product is designed to operate between 32°F and 104°F, and 0% to 90% Humidity.
Do not install this device in conditions outside of its normal operating range as this will
void the warranty.

Statement:

We do our best to make sure this manual is error free, although errors or omissions
may still occur.

This document is a user manual only. It contains no implied or stated warranty or
guaranty for the product described herein.
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The reproduction, transmission, plagiarism, translation into other languages, or
otherwise illegal act without written authorization is strictly prohibited.
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1 System Startup

1.1 System Startup

Powering the DVR On

Connect the HDMI, VGA, or BNC output of the DVR to a TV or monitor. Make sure your TV or
Monitor is plugged in, powered on, and on the right input. Plug the included power plug in to
an AC outlet and in to the power port on the back of the DVR. The DVR will automatically run a
system check, and will start loading after few seconds. You will see the Setup Wizard after the

system has finished loading.

2 Setup Wizard

The Setup Wizard will guide you through configuring the basic settings for your DVR such
as; the administrator password, time settings, record settings, hard drive settings, etc... This
wizard can be turned off by checking the box labeled “Do not display this wizard on startup”. It
can also be enabled or disabled from the Basic Menu. Once completed the wizard will close and
your cameras will be displayed on the screen.

2.1 Setup Wizard Interface

The Setup Wizard’s Graphical User Interface (GUI) welcome screen is shown below. We
recommend completing each step of the setup wizard before configuring any additional
settings in the DVR. Begin configuring your DVR by clicking the “Next” button near the bottom
right.

Setup Wizard (1/9)

H.264 DVR

[ —
Welcome to the Setup Wizard

Don't show this window again b [\ ext X Cancel




2.2 Setting the Administrators Password

The first step we recommend taking is configuring a username and password for the
administrator. This will prevent unauthorized access to many of your DVRs important
functions. Do not share or display the administrator’s password of your DVR. We recommend
creating a user name for each person that will access the DVR (After completing the setup
wizard, see section 4.1.5 on how to create additional users).

Click "Next" to go on to the next window. You may also click “Cancel” to exit the Setup
Wizard or “Prev” to return to the previous menu.

***Note: By default, the administrator user name is: admin. There is no password, but for
better security, we strongly recommend that you setup a password here. ***

Setup Wizard (2/9)

I T
| User name |Lladmin
I 1
ssword | |

O pon't show this window again = Proy, =5 Next ® Cancel

2.3 Basic Setup

Configuring the Date/Time, Time Zone, DST and Language are essential for proper
operation of your DVR. You can also configure the Date/Time Format, as well as the Video
Format on this screen. Most users find the default values acceptable:

System Tab:

Setup Wizard (3/9)

Video format NTSC
Language English

O pon't show this window again 4= Praoy, = Mext % Cancel




Video Format: Select NTSC for the America Regions or PAL for European Regions.
Language: Please select your appropriate language here.

Time Tab:

Setup Wizard (3/9)

System Time

Date format MM/DD/YYYY

Time 2one (GMT-05: 00) Eastern Time (U.S. ar

Auto update

Time server time.windows.com

O pon't show this window again &= Pray, = N ext X Cancel

Date/Time: Here you can set the date and time. Click the calendar icon to the right of
the date to choose the correct date, and then click the time. A digital number pad will
appear and allow you to set the time.

Date Format: Here you can set the way the date will be displayed and recorded.

Time Format: Here you can select whether the time will be displayed in 24hr or 12hr
format.

Time Zone: Here you can set the correct time zone for your location.

Auto Update: Check this box to allow the DVR to automatically sync its time with the
internet time servers.

Time Server: You can select which internet time servers you would like to sync with.

DST Tab:

Satup Wizard (3/9)

System Time
Enable D
Mode © Week O Date

Offset ® One hour O Two hours

From 2nd S5un, 02:00:00
To 02:00:00

O Don't show this window again 4= Pray, = [ext ® Cancel




Enable: This will enable or disable the Daylight Savings Time (DST) function.

Mode: you can choose to set DST by a specific date, or by week number.

Offset: This will adjust the time by one or two hours during DST.

From: This is the day that DST will start (Currently the 2" Sunday in March at 2AM).
To: This is the day that DST will end (Currently the 1% Sunday in November at 2AM).

2.4 Network Setup

There are many different ways to setup the DVR on the network. By default the DVR comes
setup for the automated Cloud Setup, which allows you to remote view your DVR from
anywhere in the world without having to do any additional setup. For the default Cloud Setup,
you must select “Obtain IP Address Automatically” and “Obtain DNS Server Address
Automatically”. See section 4.2.2 for more information on network settings after completing
the setup wizard. Click “Next” to continue to the next screen:

Satup Wizard (4/9)

® Obtain an IP address automatically
O Use the following IP address

IP address 000.000.000.000
Subnet mask 000.000.000.000
Default gateway 000.000.000.000

® Obtain DNS server address automatically

O Use the following DNS server addresses
Preferred DNS server

Alternate DNS server

O pon't show this window again L VT % Cancel

2.5 Network Testing

The system will automatically test your network setup. If the network settings are not
correct, please return to the previous page to correct the settings and then click Next. If no
testing is required, just click Skip to go to the next screen:

Saetup Wizard (5/9)

Metwork status | Connected
[IP addre: [192.168.1.140

| Subnet mask | 255.255.255.0

! Default gateway 1192.168.1.1

| Preferred DNS server : 167.206.112.138

[Alternate DNS server |8.8.8.8
| IP address(WAN) | 75.99.66.246







2.6 DDNS & Port Setup

Dynamic Domain Name Service (DDNS) and Port settings can be configured here. For the
automated remote view Cloud Setup; DDNS must be enabled and the server must be set to
Cloud Setup. Most users will find the default DDNS and port settings to be acceptable. See
section 4.2.3 for more information on DDNS once you have completed the setup wizard. Click
Next to move on to the next screen:

DDNS Tab:
Satup Wizard (6/9)

DDNS

DDNS
Server Cloud Setup

Default =]

Server address

Sarver port

O pon't show this window again = Prav, = Next X Cancel

DDNS: Here you can enable or disable the DDNS function.

Server: Here you can select a DDNS provider from the drop down list.

Default: This will use the selected DDNS providers default server settings.

Server Address: The address of the DDNS provider if you are not using the default value.
Server Port: The port number of the DDNS server if you are not using the default value.
Host Name: This is your assigned DDNS address.

Username: This is your DDNS Username.

Password: This is your DDNS Password.

Port Tab:

Setup Wizard (6/9)

Media port 4000
Web port BOOA4

O pon't show this window again 4= Pray, b [yt ® Cancel




Media Port: This is the port the DVR will use to send all video and control data on. If you are
doing port forwarding, this port must be forwarded. This must be a unique value.
Web Port: This is the HTTP port the DVR will use; this port is used for remote viewing
through Internet Explorer. If you are doing port forwarding, this port must be forwarded.
This must be a unique value.

***Note: port range: 1-65535***

2.7 Record Mode & Record Setup

You can configure the record settings, audio settings, and record mode from this screen. By
default the DVR is set to record on motion with a good compromise between video quality and
recording time. Most users will find the default settings acceptable. Click “Next” to move on to
the next screen.

Basic Tab:

Setup Wizard (7/9)

Basic Bit rate

CH Enable -}\utim | Maode

L | Z [ErEr—
2| | [ —
3| | [always ]
4 | - ‘

[ —

Copy CH Copy

O pon't show this window again é= Prov, = [\ ext ® Cancel

Enable: Here you can enable or disable the recording of specific channels.
Audio: Here you can enable or disable audio recording for specific channels.
Mode: Here you can set the record mode, Choose “Schedule” for motion or schedule
setup, Choose “Continuous” for continuous recording, or choose “Manual” to manually
start and stop recording.

Bit Rate:

Satup Wizard (7/9)

Bit rate

CH | Resolution Frame rate

'

WD1{960H

[ WDL{E60H

[WD1(960H |

Copy CH To CH All Copy




Resolution: Here you can select the recording resolution for each channel (CIF, WCIF,
HD1, WHD1, D1, and WD1).

Frame Rate: Here you can select the recording frame rate for each channel (1-30).
Quality: Here you can select the quality the video will be compressed with.

***Note: Increasing resolution, frame rate, and quality will decrease the amount of storage time available***

2.8 HDD Setup

Here you can view the Hard Drive (HDD) Information, Format the HDD, and select the
recycling parameters. Most users will find the default values acceptable. You must format the
hard drive before Clicking Next to go on to the next screen:

Satup Wizard (8/9)

iHDD -51;1[uf;

: | Capacity Total/Free | Format
E | Recording [499.8G/5.0G - (O

Overwrite Format

O pon't show this window again é&= Prav, = Save ® Cancel

Format: Check this box and click “Format” to format the hard drive in the unit.
Overwrite: Here you can select whether the hard drive will fill up and stop recording
(Never), Overwrite when the drive becomes full (By Capacity), or try to store up to a
maximum number of days of video (By Days).
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3 Basic Operations

This section covers the basic operations of the DVR, including using the Menu Bar, Logging
In to the DVR, and opening the Main Menu.

3.1 Live View:

Live view is the default screen that is displayed on your DVR. This displays your cameras,
the time and date, as well as the recording status and menu bar. It is important to check your
DVR regularly to make sure it is recording properly:

(3) stanr

“€” on a camera image means the camera is recording continuously.
“@"” on a camera image means the camera is recording on motion or alarm.
““#” on a camera image means this channel is currently detecting motion.

“

. ” on the screen means audio is enabled.

“

" on the screen means audio is disabled.

3.2 The Menu Bar:

The Menu Bar is a bar with buttons that will display at the bottom of the live viewing
screen. To hide or show the Menu Bar you must right click the screen with the mouse. The
functions of the Menu Bar are listed below:

\ NOA T
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start

GoEEEL ekl | &>

3.3

Start Button: This opens the main menu; it may prompt you to login.

Sequence: This will allow you to switch between cameras at pre-determined time
marks.

1-4-9-16-32 Split: This will switch the display mode between a single, 4, 9, 16 or 32
channel display.

Color: This allows you to adjust the color, hue, saturation and brightness of each

camera.
Digital Zoom: Click this button, then using your mouse; draw a box on the screen to
zoom into the selected portion of the video.

Volume: Adjust the volume output of the DVR.

PTZ: Click this button to display the PTZ Control window.

Manual Record: Click this button to manually override the record mode and record
continuously. You can click it again to disable the manual override.

Play: Click this button to enter timeline playback.

Logging in to the DVR:

When you click the Start button on the Menu Bar, you may be asked to login. Enter your
username, password, and Device ID. The device ID should match the number in parenthesis to
the right of the Device ID field. The default user name is “admin” with no password, but if you

do setup a password during the setup wizard, you then need to input your password here.

LOGIN

? DEVICEID D (0)
Q USER NAME

LOGIN
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4 Main Menu

From the main menu you can navigate to all of the configuration options and functions of
the DVR.

INe ecAnen

IENDARATINR] RARTRITFMRRIDE inenmT
e Livest § ERERN Vedaudid § CIN AN LL LUy §

4.1 Basic Menu

The Basic Menu is used to configure the basic and most important DVR functions:

4.1.1 System Menu
From the System tab we can configure the system basics:

Basic
System

L SYSTEM
] Device name
J DATE/TIME ;
Device ID
L DISRLAY Video format NTSC

== RECORD VGA resolution 1280 » 1024

&= USER

Language English
Logout time MNever

Satup Wizard

Default Apply

Device Name: You can set an easy to remember name for your DVR
Device ID: You can change the Device ID if you have multiple DVRs that you want to control
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separately with an IR Remote.

Video Format: You can select the NTSC (America Region) or PAL (European Region) video
format

VGA Resolution: You can select the output resolution for the VGA video output.

Language: You can select the appropriate language here.

Logout Time: Here you can set the delay time before the system automatically logs you out.
Setup Wizard: Enable or disable the Setup Wizard on startup.

4.1.2 Date/Time
From the Date/Time menu you can set the Date/Time Parameters.

Basic

Date/Time

0k SYSTEM

Date/Time
=) L'J.f\l'i'.ﬂlru'n[_
Date format

I ] [ =
I DISPLAY Time format
" RECORD Time zone
&= USER
Auto update

Time server

Default Apply

Date/Time: Here you can set the Date and time. Click the calendar icon to the right of the
date to choose the correct date, and then click the time. A digital number pad will appear
and allow you to set the time.

Date Format: Here you can set the way the date will be displayed and recorded.

Time Format: Here you can select whether the time will be displayed in 24hr or 12hr
format.

Time Zone: Here you can set the correct time zone for your location.

Auto Update: Check this box to allow the DVR to automatically sync its time with the
internet time servers.

Time Server: You can select which internet time servers you would like to sync with.
Basic

Enable =
Mode © Week O Date

40k SYSTEM
€D pDATE/TIME

[ DISPLAY Offset © One hour O Two hours

Default Apply




Enable: This will enable or disable the Daylight Savings Time (DST) function.

Mode: You can choose to set DST by a specific date, or by week number.

Offset: This will adjust the time by one or two hours during DST.

From: This is the day that DST will start (Currently the 2" Sunday in March at 2AM).
To: This is the day that DST will end (Currently the 1° Sunday in November at 2AM).

4.1.3 Display
The Display Menu will allow you to configure different aspects of the DVR display such as
channel names, margins, auto sequencing and output display.

Basic

Display Margins Auto sequence Main output
ity
el SYSTEM

| Name Maslk | Colar Time/Name

DATE/TIME |[CH1 Settings | Settings Settings

=5 DISPLAY 2 || CH2 Settings | Settings Settings

L] : I CH3 Settings | Settings Settings

" RECORD ' _H4 ‘ Settings Settings Settings
& USER E [LCHS5 | Settings | Settings Settings
CHB | Settings Settings Settings

ILEH7 Settings Settings Settings
[LCHB | Settings | Settings | Settings
Copy CH To CH All Copy

Default Apply Exit

Name: Here you can change the name of the camera to easily identify what it’s looking at.
Mask: You can click this button to set the privacy mask. Click and drag your mouse to create
a grey square over the area you do not wish to record. To remove the privacy mask, double
left click on it with the mouse. You can have up to 4 separate privacy masks per camera.
Color: Here you can change the brightness, contrast, hue and saturation of each camera.
Time/Name: Here you can change the location of the time and camera name for each
camera. You can also enable or disable the time overlay and camera name overlay.

Basic
Display Margins Main output
Ak SYSTEM

P Margin-top
DATE/TIME :
Margin-bottom
l DISPL AY
1 DISPLAY Margin-left

= RECORD Margin-right

& USER

Default Apply




Margin-Top: Here you can adjust the top margin for the main display.
Margin-Bottom: Here you can adjust the top margin for the main display.
Margin-Left: Here you can adjust the top margin for the main display.
Margin-Right: Here you can adjust the top margin for the main display

Basic

Display Autd sequence Main output
ik SYSTEM
e Auto sequence Layout 1 x 1

) DATE/TIME

e

Sequence Mode | CH . Dwell
' 1 1x1 ; 105
1x1 | [ 10s

1x1 | '- [ 10s

1x1 | : ‘_ 105

1x1 | ' " 105

1x1 | : 105

o] DISPLAY
“ RECORD

& USER

@ oo eae

To custom

Default Apply

Layout: You can select a layout for auto sequencing (1x1, 2x2, 3x3, etc...). You can also
select custom layout and then use the “+” and “-” controls below to add or remove

different cameras and layouts.

Basic

Display Auto sequence Main output
L

S0k SYSTEM
20 DATE/TIME
| DISPLAY

== RECORD

&5 USER

Default Apply

Main Output: Here you can select the default view for the main output. You can also set
which cameras will be displayed, in preferred order.
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4.1.4 Record
Here you can set the record parameters of the DVR such as record resolution, frame rate,
video quality, and record mode:
Basic

Bit rate S5chedule

o SYSTEM

| ! Audia | Mode .

@ pATE/TIME [w=] | T —
[ DISPLAY Lo o —
- | |Cl | l

== RECORD |D Iml

&% UsER S [=] |m|
| [=]

[=] |_l

[=] | EETT—

Copy CH D To CH All Copy

Default Apply

Enable: Here you can enable or disable the recording of each camera.

Audio: Here you can enable or disable audio recording for each supported channel.

Mode: Here you can set the record mode to schedule (for motion or alarm recording),
continuous, or manual.

Basic
Schedule

Lk SYSTEM f |
W SY3 - |R{' olution | Frame rate | Quality |
&) DATE/TIVE | YT || T — | —
o . ™ | | |

| DISPLAY

3 lu |—|_|

& USER s |[Woimeon) |||
5 |[wouseon) _~fi[so__ f|[Best
[T | — T —
I;Ii

Copy CH To CH All Copy

Default Apply Exit

Resolution: Here you can set the resolution the DVR will record in, You can choose from CIF

(320x240), WCIF(464x240), HD1(704x240), WHD1(928x240), D1 (704x480), and

WD1(928x480).

Frame Rate: Here you can select the frame rate each camera will record at. You can select

between 1 and 30 frames per second (FPS).

Quality: Here you can select the quality of the compressed video. You can select normal,

good, better or best quality

***Note: Increasing resolution, frame rate, or quality will decrease the amount of storage
days your device will have***
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Basic

Basic

ik 5YSTEM
) DATE/TIME

| DISPLAY Sun.
Maon.
fued
Wed.
Thu,
LGS

Sat.

< RECORD

&5 USER

Copy CH

Bit rate Schedule
k

© Manual O Normal O Alarm

§ S

All Copy

Default Apply

To modify the schedule: Click on “Manual”, “Normal”, or “Alarm”, then click and drag your

mouse on the schedule.

CH: Select the channel you would like to change the schedule on.
Copy CH: You can copy a channel’s schedule to another channel or to all channels.

4.15 Users

Here you can add or delete users, change user authority, and change user passwords.

Basic

ok SYSTEM -
‘LE-L it |UE':L‘|' name

DATE/TIME admin
] DISPLAY
1 RECORD

|
|
£ USER ‘
|
|
|

| Binding Client MAC ]

Unlimited

| User type
| Administrator

Add user Delete user Exit

User List: This will list all the users you have setup for this DVR.
Delete User: after checking the check box next to a user, click the delete button to delete a

user

Add user: Click this button to add a new user, a new window will appear.

20



Basic
User management

i
| Passwaord

;Hi’.‘!‘f[ﬁ(! password
Normal

c

| User type
;Einciil_‘_lg Client MAC
|MAC

User Name: Here you must specify a name for the new user

Password: Here you must enter the password for the new user

Retype Password: Here you must re-enter the password for the new user

Binding Client MAC: Here you can enable or disable MAC address binding. This will prevent
the user from logging in from any device with a MAC address of anything other than the
specified MAC address. For more information, see Appendix A

MAC: Specify the MAC address of the system that the user will login from.

Authority: On the authority tab you can select or deselect different cameras and functions
that you want this user to be able to access.

4.2 Advanced Menu

The Advanced menu is used to configure the more advanced features of the DVR, such as
network access, alarm settings, motion settings, etc...

4.2.1 Alarm
From the Alarm tab we can configure motion, sensors, video loss, and other alarms.

Advance

Muotion Others

Sensor Video loss

M. aLarm

=% NETWORK

[ Enable
=)

| Sensitivity |

[E==l

Area

Settings

@ comm

|E| Il ]| Settings
: 3
Sz

(=
|
(=
[=2]
|
B =)

Copy CH

attings

!
Settings |
Settings ‘
Sattings |

|!
Settings |
Settings |
All

Default

Schedule
Settings
Settings

Sattings

Settings
ettings

5
Settings
5

|
|
|
Settings !
|
|
|

ettings

Copy
Apply

Tl'ip,_gur
Settings
Settings
Settings
Settings
Settings
Settings
Settings

Settings



Enable: Here you can enable or disable motion.

Sensitivity: Here you can set the sensitivity of motion record for each channel, you can
choose between 1(Highest sensitivity) and 8 (lowest sensitivity).

Area: Here you can box out the areas you do not want to record. Green boxes mean that
area will be recorded. Gray boxes mean that area will not be recorded. Left click on a box to
change its color. Right click to save and exit the motion area setup.

Schedule: This button will link you to the schedule setup for this channel.

Trigger: Here you can select which actions will be taken when a motion event is triggered.

Advance

Trigger to
B ALA [Record D1 0203040506 07 O8
@@ ! [snapshot [O1 020304050607 08
.. Send E-MAIL D
@ con iEIJ

Alarm output

9 P.T.: ! Push |0

|AI.‘1|‘rn output duratic |
| Buzzer |[None
| Pop-up screen [ T —

Default

ZHit

| —

Record: Here you can select which channel will record when a motion event is triggered.
Snapshot: Here you can select if a snapshot is taken for email.

Send E-Mail: Here you can enable or disable e-mail notification.

Alarm Output: Here you can enable the alarm output of the DVR on a motion event.
Push: Here you can enable or disable push notifications for mobile devices.

Alarm Output Duration: Here you can set the length of time the alarm output will be
energized.

Buzzer: Here you enable or disable beeping when a motion event is triggered.

Pop-up Screen: Here you can set a camera to go full screen on a motion event.
***Note: To get the DVR to return to multi-channel view after pop-up, see Appendix X***

Pre Record: Here you can set the number of seconds before a motion event will be
recorded.

Post Record: Here you can set the number of seconds to record after a motion event has
ended.

P.T.Z.: If equipped, you can set a PTZ Camera to move to a specific preset when a motion
event is detected.
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Advance

Motion Sensor Video loss Others

B, ALaRM = - -
| Enable Type | Name | Schedule Trigger

|
B NETWORK o e | rr— T
@ comm . [ |[C_|[Sensorz | Settings | Settings |
ID || Settings S5ettings
'El ||| Settings Settings
'D || Settings | Sattings
'I:I || Settings | Settings
|
|

Sriz

Settings

0 [[NC_[Gensor7 ___ settings
0 [[N.c__j[sensors _J| settings

Copy CH D To CH All Copy

Default Apply Exit

settings

Enable: Here you can enable or disable the sensor inputs on the DVR.

Type: Here you can set the sensor circuit to be either Normally Opened (N.O.) or Normally
Closed (N.C.). For more information, please see Appendix F.

Name: Here you can set an easy to remember name for the sensor input.

Schedule: This will link you to the schedule for this channel.

Trigger: Here you can select which actions will be taken when a motion event is triggered.

Advance
Sensor Video loss Others

| Enable Trigger
(=1 Settings
@ comm [ [ Settings

i [ | Settings
-7y | i :
- & | D | Settings

&, ALARM

=Bm|m

l = | Sattings |
|]ﬂ Settings |
I_EI | Settings |
|El | Settings |

Copy CH To CH All Copy

Default Apply

Enabled: Here you can enable or disable the video loss alarm.
Trigger: Here you can set which action will be performed when video loss is detected.
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Advance

Motion Video loss Others

Disk error

&, ALanm

=2 NETWORK
Diske full Enable

@ comm

Sriz

Trigper Settings

IP address conflict

Trigger settings

Default Apply

Disk Error: Here you can enable or disable the disk error alarm.

Disk Full: Here you can enable or disable the disk full alarm.

IP Address Conflict: Here you can enable or disable the IP address conflict alarm.
Trigger: Here you can set the action that will be performed on the corresponding alarm.

4.2.2 Network
From the network tab, you can configure IP, PPPoE, port, and sub-stream settings.

Advance
PPPOE

[ A A
oL ALARM ; :
j——J O Obtain an IP address automatically
‘:‘_E‘I METWORK © use the following IP address

IP address

Subnet mask 255.255.255.000
e P.T.Z

Default gateway 010.000.010.001

Obtain DNS server addra tomatically

@ comm

® Use the following DNS server addresses
Preferred DNS server 008.008,.008,.008

Alternate DNS server 2L

Default Apply

Obtain an IP Address Automatically: Click this option to automatically obtain your IP
information from your network. You should use this option if you are using the remote view

cloud setup.
Use the Following IP Address: Click this option to manual configure your network settings,
this is normally needed if you are port forwarding. Please see Appendix D for more

information.
Obtain DNS Server Address Automatically: Click this option to automatically obtain your
DNS information from your network. You should use this option if you are using the remote

view cloud setup.

24



Use the following DNS Server Address: Click this option to manual configure your network
settings, this is normally needed if you are port forwarding. Please see Appendix D for
more information.

Advance

PPPOE
PPPoE Disable

User name

[F Al A
& ALarm

=% NETWORK

@ comm

S riz

Password

Default Apply

PPPoE: If you have a DSL modem that required a PPPoE connection, you can enable it here.
Username: Enter the username supplied by your DSL provider here.
Password: Enter the password supplied by your DSL provider here.

Advance

LAN [ PproE

Media port 4000
Web port Bo0D4a

&, ALarm
% NETWORK
@ comm
Sri1z

Default Apply

Media Port: This is the port the DVR will use to send all video and control data on. If you are
port forwarding, this port must be forwarded. This must be a unique value.
Web Port: This is the HTTP port the DVR will use; this port is used for remote viewing
through Internet Explorer. If you are port forwarding, this port must be forwarded. This
must be a unique value.

***Note: port range: 1-65535***
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Advance

Sub-stream

W, ALarm — - -
H [I;ni)l]h_‘ | Resolution |Fr||‘m_r\lL |Elu ality |

®2nerwork |[ 1 | [ — T — e —|

Dovm (|2 B | CEr—— | ET— | E——
= | Cr— | Er— | ET—

@z | [ ET—— | E— | e —
5

[=] || ET— || T —
[=] [ CE— | Er— || T —
[=] B B0 |[Good
[ [ CT— T —| e —

Copy CH E To CH All Copy

Default Apply Exit

Enable: Here you can enable or disable the sub-stream for a specific channel.
Resolution: Here you can set the resolution of the sub-stream. You can choose CIF
(320x240) or QCIF (176x120).

Frame Rate: Here you can set the frame rate for the sub-stream.

Quality: Here you can set the quality of the video transmitted on the sub-stream.

423 COMM
From the COMM tab, you can configure DDNS, E-Mail and UPnP Support.

Advance

DONS | E-MAIL

DDNS
Server Cloud S5etup

Default EI

&, aLaam
=¥ NETWORK
@ comm
Sri1z

Server address

Sarver port

Default Apply

DDNS: Here you can enable or disable the Dynamic Domain Name Service (DDNS). This
must be enabled for the remote view cloud setup to work.

Server: Here you can select your DDNS provider. Select “Cloud Setup” for the remote view
cloud setup.

Default: Check this box to use the default cloud server.

Server address: Specify a cloud server if you are not using the default value.
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Server Port: Specify a cloud server port if you are not using the default value.
Host Name: Enter the hostname you created with your DDNS Provider.
Username: Enter the username you created with your DDNS Provider.
Password: Enter the password to the corresponding DDNS provider account.

Advance

E-MAIL

E-MAIL Disable

Sending interval

&, aLanm

=% NETWORK

@ comm Mall sarver(SMTP)
Sriz Part

Connection security
User name
Password

To

Default Apply

E-Mail: Here you can enable or disable the email notification function.

Sending interval: Here you can set the interval at which emails are sent out. For example, if
you select a 5 minute interval, it will only send out an email once every 5 minutes, even if

many email events have been triggered in that period.
Mail Server (SMTP): Here you must specify the SMTP server for your email provider.
Without this information the DVR cannot send emails.

Connection Security: Here you can specify TLS or SSL if your email provider requires it.
Username: Enter the username to login to your service providers SMTP Server.
Password: Enter the password for the username required by your SMTP Server.

To: Enter the e-mail address you would like to send the e-mail notifications to.

CC.: Enter additional email addresses you would like the e-mail notifications sent to.

Advance

DDNS E-MAIL LPnp

T A
&, aLanm
=¥ NETWORK
@ comm

S r1z

Default Apply
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Enable: Here you can enable or disable the uPnP function. uPnP is a protocol that allows
the DVR to automatically configure the router for port forwarding. Not all routers support
this and Linksys routers are known not to work with this function.

28



424 P.T.Z.

From the P.T.Z. tab, you can configure your PTZ Camera ID, protocol and baud rate.

Advance

&, aLarm

]Enui)lu
O
[=
|0
O

=2 NETWORK
@ comm
vz
|
=
=
(0

Copy CH

i Protocol | Baud rate inLIdri 55 |

| — | —
[T ——
[T T — e —
[T — r—
[T T — —
b o~ Sle
| Errom—"r—

To CH All
Default

Copy
Exit

afe Apply it |

Enable: Here you can enable or disable the PTZ Protocol for a specific channel.

Protocol: Here you can set the protocol for your PTZ Camera. The supported protocols are:

Pelco-P
Pelco-P
PelcoD1
PelcoD2
PelcoD3
PelcoD4
PelcoD_JEC
PelcoP-WJ
ABK2001
ABK2007
ACES-HN
Dragon

EE

HT600

HY
Samsung

***Note: The protocol, baud rate, and address for the channel with the PTZ camera connected
MUST match the protocol, baud rate, and address of the PTZ Camera. See Appendix E for more

Yaan
Philips
Lilin

SAE

YLDVR
GRX2000
JabscoD
Kallaite
BO1
Panasonic
Sony
SYYT
V1200
Visdom
KonyM800
KonyMTR500

information***
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4.3 Search Menu

The Search menu provides more advanced methods for finding and backing up video files.
It also provides a way to lock recordings so they cannot be deleted when the DVR is set to
overwrite.

4.3.1 Searching for Video

Record search

& e B 4 010 B : CH Start time  End time Type Status

5 Wi Tu Wa Th Fr Sa 10:28

5 10:31:40 Alarm Unlock
8| 2 1 10: 3 10:31:16 Alarm Unlock
' 3

FI VIR
- 10:31:16 Alarm nlock
1% 5l T R s

a3 27 _ 10:31:16  10:47:04 Normal Unlock
o8| fao] 81 1 1 A 10:31:16 10:46:46 MNormal Unlock
= i_2 a1 | 10:31:39  10:31:47  Normal Unlock
Start time | 10:31:40 10:31:48  Narmal Unloclk
End time 10:31:41  10:56:20
10:31:41 11:25:31 Alarm Unlochk

10:38:53 18:10:13 Alarm Unlock

10:

Alarm Unlock

Search Backup Playback Prew. Mext Last Backup Lock Unlock

The search menu provides an advanced way to search for video files. At the top left is the
calendar display. Here you can select the month and year; and the calendar will automatically
update the display. Days marked in red on the calendar indicate that the DVR has recorded
video on that day. The day marked in green is the current date, and the day marked in blue is
your current selection. You can also specify a start time, end time, and recording type to search
for.

When you click the search button, the DVR will list all recording events that occurred
between your start and end times, and match the recording type you selected. It will display
the results of the search in the Event List to the right of the calendar. If you have a lot of search
results it may stretch across multiple pages, with 10 results listed per page. You can use the
“Next” and “Prev” buttons to navigate to the next or previous page. You can also use the
“First” and “Last” buttons to navigate to the first or last page of the search results.

To backup video from the search menu, you must first search your recorded files and
locate the events you want to backup. Simply check the box to the left of the event information
for each event you would like to backup. Make sure your USB drive (or a blank CDR/DVDR is
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inserted in the DVDRW drive if supported by your model) is inserted into the USB port on the
unit, and then click the “Backup” button.
***NOTE: Your USB Drive must be formatted in FAT32 or NTSC, and can be up to 16GB***

Even after backing up video from your DVR, you may want to prevent a file from being deleted off the
DVR during normal storage recycling. This is called locking a file. To lock or unlock a file, simply check
the box next to the file you want to lock, and click the Lock or Unlock button.

***Note: DVR Hard Drives can be removed from the unit, connected to a computer, and
recorded video can be searched and backed up using the CMS Software***

If you want to playback an event, simply select the event you would like to playback and
click the “Playback” button. You can also double click the event or hit the “Enter” button while
the event is highlighted.

4.3.1 Video Playback Screen and Timeline Playback

; (i *I ¢ 2019 )

HW'%"'! IM!ME%IH g H

o al oo 1 i 1 i CH3

s 1 O mmummsnmnmmu I

2233 M) (5|30
29\ 30 (a3 |

AnLAA. A0 et (1] (TS It
== ) (L =

P

[
-

&
| |

1 2 3 4 5 6 7 8 9

1) Calendar: Here you can select the month and year; and the calendar will automatically
update the display. Days marked in red on the calendar indicate that the DVR has
recorded video on that day. The day marked in green is the current date, and the day
marked in blue is your current selection

2) Timeline scale: increasing the scale will result in a finer scale, up to 1 bar per minute.
Decreasing the scale will results in a broader scale, down to 1 bar her hour

3) Current Time: The is the current time of the playback video
4) Playback Controls: This DVR supports the standard playback controls; rewind,
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pause/play, frame forward, next event, and rewind.

5) Digital Zoom: Click this button, then using your mouse; draw a box on the screen to
zoom into the selected portion of the video.

6) Volume Control: This increases or decreases the playback volume for any recorded
audio.

7) Snip Control: This function allows you to select a specific time for backup.

8) Backup Control: This button opens the backup function. The backup function allows you
to back up the time period you selected using the snip control.

9) Window Controls: The window controls allow you to minimize the interface completed
(green), minimize the timeline (blue) or exit playback (red).

From the Video Playback Screen you can view playback video and perform a timeline
search. A Timeline search allows you choose a date from the calendar, and displays a time line
to the right. This timeline will show you the periods of continuous recording (marked in green),
alarm recording (marked in red), and no recording (indicated by blank space) on a 24 timeline
for each channel. A zoom+ and zoom- is provided to increase and decrease the hour/minute
scale for finer timeline selection. There is a horizontal scroll bar to navigate the timeline, and a
vertical scroll bar to scroll through the channels. You can simply click on a time period on the
time line and the DVR will begin to play video from that point forward. The current playback
time is indicated on the bottom playback control bar, and your standard playback controls are
listed to the right; Rewind, Pause/Play, Frame Forward, Next Event, and Fast Forward (4).

The Video Playback Screen also allows you to backup video. To backup video, simply start
playback at the beginning of the time you want to backup and then click the scissor icon. Now
click the timeline where you want the backup clip to end, a scissor symbol should be displayed
at the top of the timeline. Click the scissor icon again to confirm your selection, and the time
period to be backed up will turn white. To back up the selected video, click the backup icon,
and the backup window will be displayed.

| Mame,/ Type Status Capé Total /Free Backup Manapge
USB Storage al 1.0G/ o Manage
|ED Recarder [

CH Type Start time End time
Alarm 2013-12-12 10:14:01 2013-12-121
M mal - 71 2D013-12-12 1
Alarm 2 L
Mormal
Alarm -12 10:24:16 2 | 12979
Mormal 0 -12 10:25:04 a6 92178
MNormail \ -12 10:14:01  2013-12- 14] HeB12
Alarm 2 1C 18
MNormal -12 6 2C
Alarm 13-12-12 10:21:38 2013-12-13 ] 13511
o

=]
(=]
|
(]
(m|
O
(]
(]
]
o
O

wi

Mext -1/3 - Delete Backup

Check the box under the backup column for the device you want to back up onto. Check
the boxes to the left of each event you want to backup, or check the box next to “CH” to select
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all the events. Now click the backup button to backup.
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4.4 Log Search Menu

The Log Search menu provides a way to audit the use of the DVR. You can see who logs in
and when, what actions they take, and any alarm events recorded on the DVR (such as
motion). You can even backup the log search that you perform.

4.4.1 Searching the System Log

Log search

Date/Time Content le,rl_l.'lr_ll.i Type
.2(_1 13-12-17 08:32: II[ Power on ‘ | Start time 5
.201.1]-12-1? l')ﬂ:'J":lIL Video loss alarm - |
12013-12-17 08:32:1} Video loss alarm | - iﬁf\“ time [2013-12-1 ||

2013-12-17 0B:32:1} Video loss alarm

2013-12-17 0B:32:1§ Video loss alarm |
1

23:58:59
Search  Backup Clear
2013-12-17 0OB:32:1§ ideo loss alarm
2013-12-17 083 1 ide alarm

2013-12-17 DA:: 1 Video loss alarm

Detail

2013-12-17 08:42:0( Remote login
2013-12-17 DB:42:4} Local login

First Prev Mext Last

At the top right you can select the type of logged event you would like to search for. By
clicking the calendar icon to the right of Start and End Time, and then adjusting the time below
the calendar you can select a date and time period to search for logged events.

When you click the “search” button, the DVR will list all recorded events that occurred
between your “start” and “end” times, and match the “event type” you selected. It will display
the results of the search in the result list to the left of the search criteria. If you have a lot of
search results it may stretch across multiple pages, with 10 results listed per page. You can use
the “Next” and “Prev” buttons to navigate to the next or previous page, or you can use the
“First” and “Last” buttons to navigate to the first or last page of the search results. You can also
click the “Clear” button to clear all the results from the Result List.

If the event is an alarm event with recording, you can click the playback symbol in the
playback column to play the recorded video. You can also backup the system log, simply click
the Backup button after you have performed a search to back up the system log. Make sure
your USB drive (or a blank CDR/DVDR is inserted in the DVDRW drive if supported by your
model) is inserted into the USB port on the unit before clicking the Backup button.

***NOTE: Your USB Drive must be formatted in FAT32 or NTSC, and can be up to 16GB***
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4.5 Disk Menu

The Disk menu provide a way for you to view the status of any installed or attached drives,
such as an internal hard drive, E-SATA drive, or USB Drive.

4.5.2 Checking Hard Drive (HDD)

Disk managemeant
HDD

?i.. HDD

e USB Storag

D | Status | Capacity Total/Free | Format
1 |Recording |499.8G/5.0G [

|
|
i_ | _ |
| | |
[

Overwrite by capacity Format

Default Apply

From time to time you may want to check the status of the installed or attached Hard Disk
Drive(s) (HDD). When you enter the Disk menu you will be presented with the HDD
information, such as; disk status, disk capacity, and disk free space.

***Note: When “Overwrite” is set to “By Capacity”, the hard drive should fill up with only a
few Gigabytes (GB) of space free. This is normal and will not prevent the unit from recording
new video***

You can change the overwrite mode to By Capacity, By Days, or Never. When Overwrite is
set to By Capacity, the HDD will automatically erase the oldest data and write new data to the
drive at the same time. This ensures you will always have the maximum amount of up-to-date
storage time on your DVR. You can also choose By Days as the overwrite mode. This allows you
to enter a maximum number of days to save (Max Saved Days). The DVR will store video for up
to the specified amount of days. If you DVR does not have enough storage space to hold video
for the specified number of save days, it will automatically overwrite by capacity. Choosing
Never will cause the DVR to stop recording once it fills up.

You can also format an HDD from this menu, or a USB drive from the USB Storage Tab. To
format a device, check the box in the format column next to the drive you want to format.
Then click the Format button. The USB Storage tab also allows you to delete individual files and
folders through by clicking the Manage button
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***NOTE: Formatting an HDD will erase all information on that drive and is irreversible***

4.6 Information Menu

The Information menu provides information about various functions of the DVR, such as
Device Information, Network Information, Online information and Recording Information.

4.6.1 Device Information

Information

DV
- Device name DVR

(T2 NETWORK ; Device 1D [0

[Serial NO DBBOGBCE001BF50E9EET
: Firmware version T20131212 24 _T121224
[MAC 00:18:F5:0E:8E:E7

e ONLINE

By RECORD

Device Name: This is the name you specified for your DVR. This does not affect the
function of the DVR.

Device ID: This is the ID of the device; this is used to control multiple DVRs from one
remote.

Serial No.: This is the software serial number for the DVR; this is used for the cloud
based remote setup.

Firmware Version: This is the current firmware version of the DVR

MAC: This is the network MAC address for the DVR.

QR Code: This is the black and white barcode displayed on the device information. This
is used for mobile remote view cloud setup.

4.6.2 Network Information

Information

PPPoE
E REVIEE Network status Connected
(A NETWORK | | 1P address(LAN) [192.168.1.140
ok Eniiin Subnet mask |255.255.255.0
; Default gateway 192.168.1.1
Pr[‘{l!!"l'{‘l’j DMS server ‘ 167.206.112.138
Alternate DNS server B.B.A.8
IP address conflict | No IP conflict

" RECORD

IP address(WAN) | 75.99.66.246
Media port | 4000




4.6.3

Network Status: This displays the current network status (Connected, Disconnected, or
Error).

IP Address(LAN): This displays the current private IP address of the DVR.

Subnet Mask: This displays the current Subnet mask of the DVR Network.

Default Gateway: This displays the address for the default network gateway.

Preferred DNS Server: This is the Primary DNS Server that the DVR uses to communicate
over the network.

Alternate DNS Server: This is an alternate DNS server address that can be used if the
primary DNS server is experiencing errors.

IP_address conflict: This displays any IP address conflicts the system may have. Any IP
address conflicts will cause the unit not to function properly (or at all).

IP Address(WAN): This is the current WAN Address of your DVR. If you have setup port
forwarding (See Appendix D), you may use this address for remote access.

Media Port: This is the current media port programmed into the DVR. If you are port
forwarding, this port must be forwarded. This must be a unique value.

Web Port: This is the current web (HTTP) port programmed into the DVR. If you are port
forwarding, this port must be forwarded. This must be a unique value.

Online Information

Information

Online usars
[E pevice

User name IP address | Login time [ Disconnect
(A NETWORK | [ dmin 192.168.1.33  |2013-12-17 11:32:23 |

£ DNLINE |

-

"W RECORD

|
|
|
|
{
|
|
|

The Online Information menu displays a list of all connected users. It will display the
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Username, IP address, and login time for each user. You can choose to disconnect a user by
clicking the “X” in the “Disconnect” column to the right of the connected user information.
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4.6.4 Record Information

Information

Record

Resolution | Frame rate | Quality Data per hour |
() NETWORK wbD1 £l | Best 900MB
wD1 |30 [ Best 900MB
= wD1 | 30 | Best 900MB
“Wf RECORD , fhie E (R [
wD1 |30 [ Best 900MB

i ONLINE

wWD1 | 30 | Best goomB
. wD1 . 30 | Best IQUUI‘\AB
k wWD1 0 i Best k S00MB
hWDI : | Best h 900MB

The Record information menu displays the current record resolution, frame rate, and
quality for each channel. It also displays the estimated video file size per hour. Adding up the
“Data per Hour” Column for each channel will tell you approximately how much storage space
your DVR will use to record one hour of video. The size of your hard drive (in Megabytes, MB)
divided by the number you calculated by adding up the “Data per Hour” Column, will give you
approximately how many hours of video can be recorded with your current configuration.

4.7 Maintenance Menu

The Maintenance menu provides access to various maintenance functions such as;
firmware upgrade, standby mode, reboot, and reset to defaults.

4.7.1 Basic Functions

Maintenance

% st
e BASIC

B setTinGs

Auto maintain

Time

Firmware upgrade Standby Reboot

Default Apply
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4.7.2

Auto Maintain: This specifies the interval at which the DVR will restart. This is
unnecessary for most users.

Time: This is the time of day to restart the DVR if Auto Maintain is enabled.
Firmware Upgrade: This should only be used with the instruction of your installer or
manufacture.

Standby: This will put the DVR into a low power state. The DVR will not record in
standby mode. The DVR can be unplugged when in standby mode.
Reboot: This will reboot the DVR.

Settings Functions

Maintenance

Settings

e BASIC

B serninGs

Export settings Export
Import settings Import

Load factory default Settings

Export: This allows you to export the current DVR configuration to a file on a USB drive.
Import: This allows you to import a DVR configuration file from a USB drive.

Load Factory Default: This allows you to reset all or specific parts of the DVR to the
default factory settings. You can reset System, Display, Maintenance, Alarm, COMM,
Disk Management, Date/Time, Record, User, Network, and/or P.T.Z Settings.
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5.0 Remote Viewing

The SX-600 Series DVRs can be managed remotely using Internet Explorer, the PC
ViewClient, and/or via the cellphone application ViewClient Lite. This includes remote viewing,
remote playback, remote backup, remote configuration, and remote firmware upgrade.

5.1 Remote Viewing via the Cloud

In most circumstances, the SX-600 series DVRs can be accessed remotely without the need
to perform any port forwarding. For proper operation the cloud service requires a minimum of
1mbps upload speed. Although the cloud service will work on lower bandwidth applications,
you may experience long response times and slow or stuttering video. Some businesses and
locations may block access to our cloud servers which can prevent cloud viewing from
working; in these locations Port forwarding is recommended. Port forwarding is also
recommended if you want the best performance possible.

To use the cloud you must first sign up for a free account on www.88110.net. Using
Internet Explorer, navigate to www.88110.net. Once there, click the “Register” link to start the
registration process.

88110.net

| =

Forget

Once you have completed the registration, return to www.88110.net. Enter your
username and password in the “Registered User” section, and then click “Login”. Once logged
in you will be looking at the video browsing tab. Please click the “Device” tab.
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Here you can see all the devices that are registered to your cloud account. You can add or
delete single or multiple devices at a time by using the checkboxes to the left of the operate
column.

5.1.1 Adding and Editing a Device
To add or edit a device, simply click the “Add Device” or “Edit” button (next to the
individual device), and an add device dialog will pop up

Group
Device name
Serial number

Device user

Device password

Group: This is the group this device will be listed under. For most users it is not
necessary to change this

Device name: here you must enter an easy to remember name for your DVR, such as
“Home”, “Office”, etc...

Serial number: Here you must enter the serial number of the DVR. To get the serial
number of your DVR please refer to section 4.6.1

Device User: This is the user name you use to login to your DVR

Device Password: This is the password you use to login to your DVR with the above
listed username.

Once you have entered all the correct information, Click “Save” to save the device
information. This will bring you back to the device screen where all your device information is
displayed, such as dvr ports, WAN IP address, LAN IP address, serial number, user and device
name.

If the WAN I[P, LAN IP, or DVR ports are blank, your DVR is not connecting to the cloud.
Refer to section 4.6.2 and check to make sure of the following:

Your “Network Status” is “Connected”
Your “IP Address(WAN)” is not “0.0.0.0”
Your “IP Address(LAN)” is not “0.0.0.0”
“IP Address Conflict” says “No IP Conflict”
If any of these statements are false, please troubleshoot your network.
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5.1.2 Viewing your DVR through the cloud and Internet Explorer

To view your DVR through the cloud and internet explorer, simply click the “Video
Browsing” tab. On the left hand side you will see your DVRs listed. A DVR ssymbol that is green
indicates that DVR is online and ready for remote access. A Grey DVR symbol indicated the DVR
is offline. Double click the DVR in the DVR list on the left hand side that you want to view. If his
does not do anything you may have to right click on your DVR name and click “Browsing by
P2P”.

You will have to install the ActiveX control to be able to manage your DVR remotely. At the
bottom of the page you will be prompted to allow the installation of the ActiveX control:

This website wants to install the following add-on: 'NIACTIVEX_CAB' from 'GIEC Electronics Co, Ltd’.  What's the risk? Install

After clicking “Install”, you will be prompted to install the ActiveX control:

Internet Explorer - Security Warning [=]

Do you want to install this software?

|i_'|'i Mame: MSACTIVEX_CAB
— Publisher: GIEC Electronics Co.Ltd

@More options Install | | Don't Install J

| !4?| While files from the Internet can be useful, this file type can potentially harm
_/" your computer. Only install software from publishers you trust. What's the risk?

Once the ActiveX control has installed, you will be presented with the DVR IE Interface. You
may have to right click on the black part of the DVR interface and click “Open all Windows” to
pull up all of your camera images.

5.2 Remote Viewing via PC ViewClient

5.3 Remote Viewing via Mac ViewClient

@




The SX-600 Series DVRs can also be managed remotely using an intel based Mac computer
and the Mac ViewClient software. To view the DVR remotely, you must first make sure you
have performed the necessary port forwarding. A port forwarding guide for your reference has
been provided in Appendix D. If you don’t have you WAN IP address or DDNS name, as well as
your web port already, you can go to the information menu on the DVR (Section 4.6.2) to get
your IP address (WAN) and Web Port. Please keep in mind that if you are accessing the DVR
from the same location that the DVR is installed in you must use the local IP address for access.
The WAN address will only work when you are outside of your location.

5.3.1 Installing the Mac ViewClient

To install the Mac ViewClient, simply download the ZIP file and click on the ViewClient
folder in your download files. Drag the ViewClient application into your applications folder to
install.

To add a shortcut to your dock, navigate to the application folder, find the ViewClient
application in your applications folder, then drag it and drop it onto your dock.

The first time you open the Mac ViewClient, you will need to find the applications in the
finder, and press and hold the “Control” Key and click the application. Then click “Open” from
the shortcut menu to allow the application to run.
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5.3.2 Mac ViewClient

Once your open the Mac ViewClient application, you will see the main window:

Bann iwallant

[ tivesiew | | Pavbace ] | sewtings | ] abour ]
IE 3

1. Live View 6. Add, Delete or Modify Device List 11. Close Video Channel
2. Playback 7. Hide/ Display the PTZ Controls 12. Snapshot

3. Settings 8. PTZ Controls 13. Audio Control

4. About 9. Channel Display

5.

Device List 10. Last Page / Next Page

5.3.2.1 DVR Management Options

Using the DVR Management options, you can view your cameras (Live View),
playback/backup a recorded event, or configure the DVR (Settings).

5.3.2.2 Device List

The device list shows all the DVRs you have programmed into the ViewClient software. By
double clicking a device, you can open it for live viewing of the DVR video feeds. To add a
device, simply click the “add” (+) button, and a settings dialog will pop up:

Name nvr
IP 1573212329
Media Port 9000
Web Port 80
Channel 4
User  admin

Password

Cancel [ Save |



Enter an easy to remember name for your DVR, as well as your DVRs IP address, media
port, web port, username and password. Select the number of channels your DVR has from the
dropdown menu and then click the “Save” button to add the DVR to the DVR list.

You can also remove a DVR by clicking on the Delete button (-), or edit a DVR by clicking
the edit button (pencil).

5.3.2.3 Live View

The ViewClient software allows you to watch the live video stream from your NVR/DVR. To
start live viewing your NVR/DVR, simply double click on your NVR/DVR listed in the device list.
If your NVR/DVR supports audio, you can enable/disable the audio feed by clicking the audio
button.

5.3.2.4 Channel Display

Here you can select the number of channels that will be displayed on screen at one time.
You can select a 4CH, 6CH, 9CH 16CH or 32CH display mode. If you have more channels or
cameras than your current display mode, the ViewClient will automatically break up the
cameras into multiple pages. Each page will have a set number of cameras. For example, if you
have an 8 camera NVR/DVR, and you select the 4CH display mode, you will have two pages;
page 1 (cameras 1-4) and page 2 (cameras 5-8).

5.3.2.5 PTZ Control

If you have a PTZ Camera connected to your DVR and it is properly configured, you can use
these buttons to control your PTZ Camera. You can used the arrows to control the camera, as
well as zoom in and out using the magnifying glass icons, adjust the focus with the boxed icons,
and the iris (if applicable) with the circular icons.

5.3.2.5 Snapshot
The ViewClient software is capable of capturing still images. To capture a still image, simply

click on the channel you want to get a snapshot from, and click the snapshot button. The
images will be saved to the location specified in the about tab.
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5.3.3 Mac ViewClient Playback

ViewClient

Liwe wiew Flayback Sarmings

1
Device:B608
Date:2013-07-22
O000-00-19:39:30 3
DO0000-01:11:08 4
0 0000-20:20:06 5
DO0EO0-04:07-58 &
00 00-00-04:07:58 7
01:11-07-04:57:24 4
01:11-0B-01:11:11 4
04:07:54-19:30:48 2
04:07:54-16:42:41 &
D4:0755-16.42:41 7
04:07-58-04:08:00 7
0a:57:21-23:59°59 4
04:57-24-04:57-26 4
16:42:41-16:42:50 &
16:42:41-16:42:50 7
16 42:44-23:59:50 &
16:42.44-23:59:50 7
i . 3-07- -0 19 30048-19:30053 2
-. m ! s?:;dlﬂ £ I 0 19:30:43-23:50:50 2
=
Using the Mac ViewClient, you can also view previously recorded video from your DVR.
1. Device List 4, Seek Bar 7. Audio Control
2. Calendar 5. Playback Controls 8. Playback Information
3. Event List 6. Snapshot

5.3.3.1 Playback

To playback your recorded video, simply double click on your DVR listed in the device list.
After a few seconds, the calendar near the top right of the application will refresh and display
which days have recording. Days displayed in red are days that have alarm recording and the
days displayed in green have normal or continuous recordings. After clicking the date on the
calendar that you would like to review, the event list will be populated with all the events of
that day.

Events are display by time, with the channel number to the right of the time. to play an
event simply double click on the event in the event list and it will begin to play. You can
navigate the video using the standard playback controls or using the seek bar located below
the playback controls. If the recorded video has an audio feed you can enable or disable it
using the audio control button. You can also capture a snapshot of the recorded video by
clicking the snapshot button.

***NOTE: Mac ViewClient can only playback 1 channel at a time***
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5.3.4 Mac ViewClient Settings

B viewClient flla Idr  famar  view  Wirdaw  Help
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Unknawn
Unknawn
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All of the information in the remote configuration menu is covered earlier in this manual in

Section 4. Please refer to Section 4 for more information on these settings.

5.3.5 Mac ViewClient About Tab

‘ ViewClient Fila  Fdit  Format  View Window Help

‘Bno

System

Stream Type

FTZ Speed

Save Fath

Capture Path

YlewCllent

Live view Playpack

[ Main |_cub ]
—y

¢ Jsers/liuDeskre s

Db T e asED BSOS L4055 QE

The Mac ViewClient application has an additional tab called “About”. Here you can set
where your snapshots are saved to, as well as PTZ control speed (how far the PTZ moved with
each click of a button) and whether you are using the main stream (High quality, high
bandwidth) or the sub stream (Low quality, low bandwidth)
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5.4 Internet Explorer

DVR LOGIN

LY

The SX-600 Series DVRs can also be managed remotely using Internet Explorer (version 8 or
higher). To view the DVR remotely using IE (Internet Explorer), you must first make sure you
have performed the necessary port forwarding. A port forwarding guide for your reference has
been provided in Appendix D. If you don’t have you WAN IP address or DDNS name, as well as
your web port already, you can go to the information menu on the DVR (Section 4.6.2) to get
your IP address(WAN) and Web Port. Please keep in mind that if you are accessing the DVR
from the same location that the DVR is installed in you must use the local IP address for access.
The WAN address will only work when you are outside of your location.

Using your DDNS name or WAN IP Address, enter that information into the URL bar on
internet explorer. It must be formatted in a similar manner as below:

http://[IP Address]:[Web Port] Ex: http://75.99.66.246:3000
http://[DDNS Name]:[Web Port]  Ex: http://activevision.dvrdydns.com:8000

After you have entered the information correctly, you will be presented with a login screen
similar to the one shown above. Here you would enter your username (default: admin) and
password (default: leave empty), and then hit enter or click the green arrow to the right of the
password field. You can also check the “Remember me” button to save the information for the
next time you visit the web page.

Once you have logged in, you will have to install the ActiveX control to be able to manage
your DVR remotely. At the bottom of the page you will be prompted to allow the installation of
the ActiveX control:

This website wants to install the following add-on: 'NIACTIVEX_CAB' from 'GIEC Electronics Co, Ltd’.  What's the risk? Install

After clicking “Install”, you will be prompted to install the ActiveX control:
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Internet Explorer - Security Warning [=]

Do you want to install this software?

= -1 Mame: MSACTIVEX_CAB

| B

e Publisher: GIEC Electronics Co. Ltd

EJ Mare options Install | | Don't Install

| ..:Hl While files from the Internet can be useful, this file type can potentially harm
"%/ your computer. Only install software from publishers you trust. What's the risk?

Once the ActiveX control has installed, you will be presented with the DVR IE Interface. To
begin remote viewing the DVR, simply right click on any of the empty camera boxes and click
“Open all Windows”.

5.4.1 |IE Remote Interface

A=y YWD
v - ¥ v W%

R . Live View

Cruize line

® e
* Color
»

’
L7
-

FOREEEE Wik :EER

1. DVR Management Options 2. H264 Converter 3. Logout
4. Camera Display 5. PTZ Control 6. Image Control
7. Record/Stream Control 8. Display Control

5.4.1.1 DVR Management Options

Using the DVR Management options, you can view your cameras, playback/backup a
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recorded event, or configure the DVR.
5.4.1.2 H264 Converter

When you record live data from the DVR over IE, the recorded files will be saved to your
computer in a DVR file format that cannot be viewed or edited. Using the H264 converter you
can convert these files into standard AVI files that can be played on any PC.

***NOTE: Apple products do not natively support playback of AVI files***

5.4.1.3 Logout

Click this button to logout of the DVR remote view interface
5.4.1.4 Camera Display

This area displays your camera images, using the right-click mouse operation, you can open
or close individual channels, open or close all channels, start or stop manual recording, and exit
full screen mode.

5.4.1.5 PTZ Control

This section provides the interface to control your PTZ camera (if equipped) remotely
through the IE interface. Each button and their function is detailed below:

1. Enable/Disable PTZ Wiper 2. Enable/Disable Spotlight

(if equipped) (if equipped)

3. Close Iris 4. Open lris

5. Focus Near 6. Focus Far

7.Zoom Out 8.Zoom In

9. Adjust PTZ Speed 10. Preset selector

11. Execute a saved preset 12. Save a preset
Chiise B 13. Clear a saved preset 14 Select a cruise preset
® ©

15 16 15. Run a cruise preset 16. Stop a cruise preset.
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5.4.1.6 Image Control

This section allows you to adjust the image settings for each camera individually, simply
click the camera you would like to alter the image settings for, and then adjust the image
settings.

1. Brightness

2. Contrast

3. Hue

4. Saturation

5.4.1.7 Record/Stream Control

This section controls the audio and video stream coming from the DVR, as well as allowing
you to capture still images and video from the incoming stream.

1. Take a snapshot of the selected 2. Start/Stop Record of all channels to
camera your computer’s hard drive

3. Enable/Disable Talkback function (if
equipped) which allows you to “talk 4. Open/Close Video Stream (for live
back” to an audio output at the DVR viewing)
site.

5. Enable/Disable Digital Zoom (Draw a

) Select Master Stream (High quality
box on a camera with your mouse to

image stream)

zoom in)
7. Select Secondary Stream (Low quality 8. Volume control for incoming audio
image stream) stream

5.4.1.8 Display Control

This section allows you to control how the camera images are displayed on your screen.

1 2 3 4
 EEEEEEEEERE




1. This button allows you to stretch the cameras to fill your display window while still
residing inside of internet explorer.

2. This button allows you to make your cameras full screen with no control interface. If
you have multiple monitors, this will only display on the main monitor.

3. These buttons allow you to set how many cameras and in what orientation they are
displayed on the screen

4. These buttons allow you to move forward or backwards a “Page”. A “Page” is a full
screen of cameras. For example, if you have an 8CH DVR, and are viewing the DVR in a
quad display (4 cameras, 2x2), you will have two pages in this view.

5.4.2 IE Playback Interface

To playback data using IE, simply click a date on the calendar, select the channels you wish
to view in playback, and then click the search button. The timeline bar will be updated and you
can scroll through and click any time as you see fit.

Viewr DVD

u
H
o |
u
|
u
-.

Rocord list-»

1) Search Calendar 2) Channel and Time Selection

3) Timeline Search Bar 4) Playback and Display Controls

5.4.2.1 Search Calendar

This is the calendar. Here you can select the month and year for your recorded video
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search and it will display which days have recorded events on them in red. Select a day to
update the time bar with the recorded events for that date.

5.4.2.2 Channel and Time Selection

This is your channel and start time selection. Here you can select which channels will be
displayed for playback as well as the start and end time for the playback period. You can click
the search button, and then click “Record list” to see the recorded events and back them up.
To backup and event, simply put a checkbox in the white box to the left of the event, and then
click “backup”

5.4.2.3 Timeline Search Bar

This is your Timeline Search bar. This bar displays continuous (Green) and alarm (red)
recording events on a 24hr timeline. You can visually see the recorded events and click the
timeline to play a specific time period

5.4.2.4 Playback and Display Controls

This is your playback controls, as well as your timeline zoom, digital zoom, audio and
display controls for playback.

1 2 34567829 10

1. Thisis the status window, it will display 2. This is your standard playback controls.
information about your current play You can Play, Pause, Stop video.
mode, as well as any necessary network 3. This allows you to Fast Forward up to
information (ex. Buffering). 16x speed.

4. This allows you to play back in slow
motion, by hitting this button multiple
times you can go all the way down to
1/32 playback.

This button allows you to playback video
frame-by-frame, giving you the ability to
interrogate your video in greater detail.

6. This button allows you to take a 7. This button allows you to digitally zoom
snapshot of the currently selected video, into the camera image. Simply click this
and save it to your PC. button, and then using the left click of

your mouse, draw a box on the camera
image to enhance the video. To exit
simply click the button again, or right
click on the camera image.

8. This button allows you to increase the
resolution of the Timeline Search Bar,
down to 10 seconds per indicator
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10. These buttons allow you to control the
volume, as well as the display
parameters. Please see the live view for
information on these button functions.

9. This button allows you to decrease the
resolution of the Timeline Search Bar,
down to 1 hour per indicator.
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5.4.4 IE Configuration Interface

This DVR is capable of being configured remotely. Simply browse the settings and alter
them to suit your needs. You can even remotely upgrade the DVR or check the system logs.

View PDVR

E Information

Date/Time Neviee name

) Deviee ID
' Display

Serial kO

E Record

Firrwars version

n User ML version
IMAC
m Narm
3\: Metwork
=

& coum 36 szt
w System Manage Mocule skl
Sl rard status

II* acdress

All of the information in the remote configuration menu is covered earlier in this manual in
Section 4. Please refer to Section 4 for more information on these settings.
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Appendix A: Determining Your MAC Address

The MAC address is a unique address that identifies the network hardware used to access
the internet on every device. This address is made up of 6 sets of two digits (00:00:00:00:00:00,
00-00-00-00-00-00) in hexadecimal format (0123456789ABCDEF). The symbol used to separate

each set of two digits is not important.
Prerequisites:

A computer (running windows).

Administrative rights on the above mentioned computer.

Procedure:

We will use a Windows based PC to get the MAC address of the network device in your
computer. Keep in mind if you are going to use this MAC address to bind a client mac address
to a user, make sure you use the MAC address of the most frequently used connection. For
example, if you normally connect to the internet wirelessly, you would want to get the MAC
address of your Wireless Network Connection, not your Local Area Connection. To determine
the Mac address of your network devices, follow the steps below:

1) From the start menu, click “Run”. (On Windows 8 go to the Start menu)

2) Type into the run dialog (or on windows 8, just type) “cmd”, then hit the “enter” key

3) A black window should appear on your screen with a flashing cursor.

4) Type “ipconfig /all”.

5) Using the scroll bars, locate an “Ethernet Adapter” labeled “Local Area Connection” or a

“Wireless LAN Adaptor” labeled “Wireless Network Connection”. The exact name of the

connection may not be the same, but it must be similar.

Bl Command Prompt
lindows IP Configuration

Host Mame
Primary Dns Suffix
Mode Type
IP Routing Enabled
WINS Proxy Enabled

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix H
Descrintion : _Realtek PCTe GRE Family Controller
: 18-BF-48-3F-89-D4
vner cnaplea -
Autoconf iguration Enabled : Yes
Link-local IPv6 Address . . . . . : feB8B::44d7:6492:d341:%4c3x13(Preferredd
IPv4 fAddress. . . . . . . . . . . & 192.168.1.33(Preferredd
Subnet Mask : 255_255.255.8
Default Gateway : 192_168.1.1
DHCPuG IAID = 353419880
DHCPu6 Client DUID : BA-01-80-A1-17-AD-BA-23-AA-26-5A-18-F2-BA

DNS Servers
MetBIOS over Tcpi

: 8.8.8.8
167.206.7.4
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6) The physical address is your MAC address.

Appendix B: Internet Explorer Security Setup Guide

Most DVRs use unsigned ActiveX controls for remote viewing, these types of controls, by
default, are blocked by internet explorer. This guide walks you through the necessary steps to
enable the download, installation and activation of unsigned ActiveX controls.

Prerequisites:

- A computer with Windows XP or greater operating system

- Internet Explorer 6.0 or later

- An active internet connection

- A basic understanding of computers.

- If using Windows Vista or Windows 7, please turn off User Account Control, the
instructions are listed here:

http://www.howtogeek.com/howto/windows-vista/disable-user-account-control-u

ac-the-easy-way-on-windows-vista/

For Windows 7:

http://www.petri.co.il/disable-uac-in-windows-7.htm

Procedure:

1) Open Internet Explorer (6.0 or higher)
2) Click on the “Tools” Menu, and select “Internet Options”
3) If you do not see the “Tools” menu, Click the gear icon near the top right, then click

“Internet Options”.

_ @
x|
Print r
File »
Zoom (100%) 4
Safety 3
Add site to Start Screen
View downloads Ctrl+J

Manage add-ons
|Z| F12 developer tools

Go to pinned sites

Internet options
About Internet Explorer Ik
—5T—




4) Click on the “Security” Tab.

5) Make sure Internet protected mode is off (present in Windows Vista and Windows.

fereral | S2aurity | privary | Cantent | Carmactinns | ragrams | Advanced

Selecl 3 cone o view ur diary= seicy sellings,

@ &« v O

Local niranet  Trusted sites  Rasticted

aites
Internet =
Thiz zove s for Tnernet weasites, i
excapt thoee lictad n tuesed and
rezfri-ted 7anes.
Securizy leve for thiz zone
Mlowed levee for thie zone: Medium te High
Medinm-high
- Apprupriale Tor st acbsiles
(=] Prompts scforc downoading petentaly unsafc
conzent

- Ursignec ActiveX cantroks will not be dowrloaded

< +/|Enaktle Protected Mode [raquires ~estzrting Inzernet Explorar) >
I
e etaLlt lavel

Rl cll sones Lo delaul. lzvel

K Carcel Apply

6) Click on the picture of the globe marked “Internet”, then click on “Custom Level” near

the bottom of the “Internet Options” Window.

| General | 3ecurity | Privacy | Content | Connections | Programs | Advanced

Szlect a zone to view o change security settngs.

e« v O

tgi-ise Wl Localintranet Trusted sites  Restrictec
sites

Internct

Site:
0 This zene is for Internet weksites, e

except those isted in trusted and
restriceed zonzs,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Approoriate for most websitzs
=y - Prompts before downloading potendally ursafe
content
- Unsigned ActiveX controls will not b= downoaded

Enable Protected Mode “nternet Explorer)

Default level

Resetall zones to default level
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7) Scroll down until you find the setting “Allow Scriptlets”.

-
Security Settings - Internet Zone (S

Settings

) Prompt -
|#| ActiveX contrals and plug-ins
|#| Allow ActiveX Filtering
() Disable |
@ Enable
i_ Allow previously unused ActiveX controls to run without prom
@ Disable

P
- |9 Allow Scriptiets

=

4| 1 | 3

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto:  |Medum-high (default) v [ Reset. |

[ ok ][ canca |

8) Scroll down until you find the setting “Download unsigned ActiveX Controls”.

9) Set “Download Unsigned ActiveX Controls” to “Prompt”.

3 4
Security Settings - Internet Zone L

Settings

) Enable =
|#| Download signed ActiveX controls
(@ Disable
() Enable {not secure)
I ; < i
|#| Download unsigned ActiveX controls —
(7) Disable (recommended)
() Enable {not secure)
@ Prompt
i Initialize and script ActiveX controls not marl
(7) Disable {recommended)
() Enable {not secure)
@ Prompt
|#| Only allow approved domains to use ActiveX without prompt
() Disable
@ Enzhla
4« | 1 2

as sate for scrip

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto:  [medium-high (default) ~] [ Reset. |

[ ok ][ cancea |

10) Scroll down until you find the setting “Script ActiveX Controls marked as Safe for
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scripting”.

11) Set “Script ActiveX Controls marked as Safe for scripting” to “Enabled”.
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12) Scroll down until you find the setting “Script ActiveX Controls not marked as Safe for

scripting”.

13) Set “Script ActiveX Controls not marked as Safe for scripting” to “Prompt”.

- %]

Security Settings - Internet Zone Lo 54 Y

Settings

’.l_ Initiglize and script ActiveX controls not marked as safe for su:|_'i?-:"l
() Disable (recommended)
() Enable {not secure)

@ Prompt
I o ' SToW SppTovEd DOMEMS 10 USe ACHVER TG prompt

@) Disable |_i
@ Enable =
|| Run ActiveX controls and plug-ins M
) Administrator approved (]
() Disable
@ Enable

ll'. Script ActiveX, controls marked safe for scripting®
() Disable
) Enable
@) Dromnt
w

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto: Mecium-high (default v| [ Reset. |

14) Scroll down until you find the “Miscellaneous” section.

15) Set “Access data sources across domains” to “Prompt”.

Security Settings - Internet Zone _53 4

Settings

() Prompt ~
._ﬂ‘_% Enable .MET Framework setup
(7) Disable
@ Enable
I Lz
|| Access data sources across domains
() Disable
@ Enable i
@ Prompt U
e BT AR R
(T Disable
@ Enable
|| Allow scripting of Microsoft web browser control
@ Disable
(7) Enable

Allmus errintoinitiztad windnme withoot ciza ar nncitine canctes

4 | i | 2

*Takes effect after you restart Internet Explorer

Reset custom settings

Resetto:  [Medium-high (default +| [ Reset.. |

16) Click the “OK” button.
17) When asked if you want to change settings for this zone, Click “Yes”.

18) Click the “OK” button, then close and re-open Internet Explorer.
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19) Congratulations! You have completed setting up Internet Explorer for remote viewing
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Appendix C: viewing your DVR in Chrome

On a Windows PC you can view your DVR in Chrome, Simply follow the instructions below

to enable this function:

1) Open Google Chrome on your PC

2) Go to the chrome web store: https://chrome.google.com/webstore/

J B civonewebsioe-tone « N

&= C | htips:/ichrome.google.com fwebstore/catagory home

3) Enter “ie tab” into the chrome store search bar and hit enter.

-
& chrome web store

4) In the search results, click the extension labeled “IE Tab” from “ietab.net”

5) At the top right, Click “Free”, and then click “Add” in the popup message to install “IE TAB”:

T3 trecechan ere s B =ek
< G @ -tathronegongk soniesnaSain i il s
o -
& chromewebslore stzamaecect Jaraleen v | 28

o ———___input ‘ie tab" and search here
‘ Resulls Tor e labe Tesalis for' = iab®ir The=s
e click hers to install
e Apps

A — IE Tab Trad zthir,
o | B [+ oo e
Al i, lip i
Fopular
Fromn your vin lis, =
e nd I : Content menu .Open link In IE tab Pradu st
- o sites.200g oot seizht ol G kwkk + ADD U LIRUML
Lollections =arer-mer v link same: Tacn link 1 Pk

6) After it has finished installing, close and reopen chrome. Navigate to the webpage of your

DVR. right click on the web page and choose “IE TAB Options” =>”0Open in current tab”:

DVR LOGIN

Save 25
Prnt.
Tanslele Lo Englishe
s rage e e
Wow page info
£ 1l 1abiiptions 0

‘Cpen in current tab
[~coect e ement

7) You can now c
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Appendix D: viewing your DVR in Firefox

On a Windows PC you can view your DVR in Firefox, Simply follow the instructions below to
enable this function:

1) Open Firefox

2) navigate to http://www.ietab.net/

3) 3.Click “Get IE Tab 2 for Firefox”

IE Tab for Chrome and Firefox

Get IE Tab 2 for Frefox Get IE Tab for Chrome

4) Install IE Tabv2 for Firefox. After the installation is complete, close and restart your
browser.
5) Navigate to the webpage of your DVR. Right click on the page and click “View Page in IE

Tab”:
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View Page in [E Tab

Bookmark This Page
Save Page As...

Send Link...

View Background Image

Select All

View Page Source

View Page Info

6) You can now continue to remote view your DVR.
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Appendix E: Determining Network Information

This guide gives you a simple way to determine your private IP address, Subnet mask, and

Gateway address.

Prerequisites:

A computer (running Windows) connected to the network you want to gather
information from.
A pen with paper.

Administrative rights on the above mentioned computer.
Procedure

We will be using a computer to gather some information about the network to which it is
connected.

7) From the start menu, click “Run”.

8) In the run dialog, enter “cmd”, then hit the “enter” key.

9) A black window should appear on your screen with a flashing cursor.

10) Type “ipconfig”, then hit enter.

11) What you are looking for, is an “Ethernet Adapter” labeled “Local Area Connection”.
e CAWINDOWS system32' cmd.exe

Windows IPF Configuration

Ethernet adapter Local Area Connection:

T 955.955.955
: fel8H::20c:6eff :feee:fBeexd

Tunnel adapter Teredo Tunneling Pseudo—-Interface:

Connection—specific DNS Suffix . =
IP Address. . . -« & & & o o o o o = FeBO::Ffff-fEff-fFffdxs
Default Gateway H

Tunnel adapter Automatic Tunneling Pseudo—Interface:
Connection—specific DNS Suffix

IP Address. . . « - o - - o - - . : feBA::5efe=192 168.1.185:x2
Default Gateway H

C:=“Documents and Settings“avi—admin>

12) Write down your IP address, which is shown boxed by Green.
13) Write down your Subnet Mask, which is boxed in blue.

14) Write down your Gateway address, which is boxed in Yellow.

These three items are the basic information you need for programming a DVR for remote
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access. Please refer back to your original guide to complete the network setup of your
Active-Vision DVR System.
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Appendix F: Port Forwarding

If you are not using the automated remote view cloud setup, you will need to configure
your router to allow information to pass through to your DVR; this is called port forwarding.
Port forwarding information can be obtained from your router manufacture or your service
provider. You may also visit the website below for information on port forwarding for your
router. You will need to select your router manufacture, and model. Then select the “default
guide” for instructions (this is located in the text above the list of services):

http://portforward.com/english/routers/port forwarding/routerindex.htm

The steps provided in this guide are based on a Linksys router, but many of the steps are
common for many router manufactures. If you have any problems, please contact your routers
manufacture or service provider for more detail. Logging into your system to perform port

forwarding is a chargeable service.

1) Gather information about your network according to Appendix C.

2) Move your mouse cursor to the lower left hand corner and left click the Start menu.

3) Choose All programs and then left click Internet Explorer.

4) Once Internet Explorer opens, move your mouse cursor up to the Address field and left
click once.

5) Type into the address field the default gateway you wrote down from Appendix C (ex.

Http://192.168.1.1) and then hit enter or left click the GO button. If you get an error:

refer to your routers documentation on how to bring up the configuration interface.
6) A small Connect To menu will appear. Type “admin” for the user name, and leave the

password blank. Left click the OK button when finished.
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Connect to 192.168.1.1 L 2x|

The server 192,168,1.1 at WRTS4G requires a username and
password.,

Warning: This server is requesting that your username and

password be sent in an insecure manner {basic authentication
without & secure connection),

User name: Iﬁ vI

Password: I

[~ Remember my passwaord

OFK I Cancel

7) Now you will be viewing the Linksys Setup page.
8) Setup the Linksys router to communicate with your DSL modem. If you are using a cable
modem Skip to step 9.
a) Move your mouse cursor to the arrow button over Setup button at the top of

the page, and then left click.

LINKSYS'

A Division of Cisco Systems, Inc.

Firmnw

Wireless-G Broadhand Router

Setup

. Access ations . =
Sacur g Administration Status
REFOEI Restri

o | 2 ’ iy ) Routing

More...

Internet Setup

Internet Connection Type I Autormatic Configuration - DHCPI;I 16-b

b) Left click the drop down arrow next to “Internet Connection Type”.

c) Select PPPOE from the drop down menu.

£ Automatic Configuration - DHCF"?j

Automatic Configuration - DHCF
| Static IP

|PFTE
HeartBeat Signal

d) Move your mouse cursor to the User name field and type in your User name.

e) Move your mouse cursor to the Password field and type in the Password.
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f) Make sure Keep alive is selected. The default value of 30 seconds is fine.
9) Move your mouse cursor to the Application and Gaming tab and left click. Now left
click the Port Range Forwarding tab.
10) Copy the following information from the photo below into your Port Range Forwarding

tab on your router.

LINKSYS'

& Drvision of Cisco Sysinms, inc. Frrmars Wersien: wi 9.1

Wireless-G Broadband Router WHTS4G

Applications

& Gaming Setup Wilreless Ne e :"‘m- Administs ation

Fort Rargs Foreand

m[ Start ] End | Protocol | P Adiiress |H'-I'
[ovR1 [2000 w [8000 [TCP =] iseiesafos
[ovRz [6000 = [6000 [TCP =] 1s2isesfes
[ [Bomh =] iszaesa]
[ ] [Both =] 1sziesa]
| [ [Both =] 1eziesa]
[ [ [Both =] 1szseea]
[ o [ [Both =] 1sziesa]
| E
| I
| I

4

[Both =] 1eziesa]
[Both =] tmzassa]
|E=|:Hh j 1921881 |_

' e M A S S o i G

11) Left click the Save Settings button.
12) Move your mouse cursor to the upper right hand corner and left click the minimize
button to minimize the Router Setup Page.

13) Repeat Step 1 through Step 3 to open a new Internet Explorer window
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14) Type into the address field the following URL, then hit enter:

http://www.t1shopper.com/tools/port-scanner/

15) The Host name or IPV4 Address is automatically filled out for you.
16) Test each port from the image above by typing the Start port into the Scan a single port
number box.

17) Then left click the Scan Port button.

Online Port Scanner

Use this tool to scan individual ports to determine if the device is listening on that port. Scanning TCP paorts only (UDP scanning
available soon by free registration). Over 33,358,036 ports scanned for our guests.

Host name or IPv4 address: 189.11?.202.1 8

Scan & single port number:  |4550 Sean Port: |

Secan a range of ports: Beginning port number

(lezz than 500 ports pleaze) Ending pDI’T nurmber

18) If your ports are forwarded correctly, you should receive the following message for
each port that you scanned.

T1 Shopper.com shows you the DSL, T1 or D53 providers sericing your area, in real timel  Give it a try
for free.  Just enter a phone number and ZIP code for service here.

Scanning ports on 69.117.202.18

B2 11T 2R2 018 iy réespohding ol pert 2500 ).

19) If you receive a message that says the ports are NOT responding, please make sure your
router is configured properly by repeating Step 1 through Step 16.

20) If you are still receiving a message that states the ports are NOT responding. Please call
your Internet Service Provider (ISP) or router manufacture and explain to them you
have forwarded the ports through your router, but the ports are still showing up closed.
Please ask them to un-block those ports for you.

***NOTE** DO NOT assume that once you ask your ISP to un-block these ports for
you, that the ports are open. REPEAT Step 12 through Step 17 to check if your ports

are responding WHILE you have your ISP on the phone***
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21) If you are still receiving a message that states the ports are NOT responding, please
repeat Step 19, Then Step 12 through Step 17.

22) Once you have verified that the correct Ports from Step 10 are open, or Responding,
You may close both Internet Explorer windows by clicking the “X” at the top right
corner of the window.

23) Congratulations! You have finished port forwarding.

**NOTE**: Most Cable and DSL Internet Service providers offer dynamic addressing to
customers. A dynamic address changes whereas static addresses do not, so your IP address
may change periodically. Check with your local Internet Service Provider for more information.
You can also setup a DDNS account with a DDNS Service provider. Please see Section 5.3.3 for
more information on which DDNS service providers are supported and how to configure the
DVR to work with a DDNS Provider.

76



Appendix G: Recommended PTZ Camera Setup

This information is provided to help you make the correct decisions when setting up an
RS-485 network for PTZ control.

The RS-485 protocol allows for a maximum cable lengths of 3000ft using unshielded
twisted pair (UTP) wire such as CAT5e, although this maximum distance may not be attainable

due to environmental conditions. RS-485 it is a bus network design:

©

Unsheilded Twisted Pair Wire
(Ex. 1 pair in a CAT5e cable)

<=

A bus network design means that a single cable runs from the DVR, to a PTZ camera, and
then from one PTZ Camera to another, and so on until you reach the last PTZ camera. At the
last PTZ camera in the chain a 120 ohm resistor is installed across the A and B wires as close to
the camera as possible. We recommend running a PTZ Control wire of CAT5e along with the
RG59 Siamese cable that goes to the camera. If there is only 1 PTZ Camera you only need to
use the IN port on the camera and do not need to combine any wires. If your PTZ Camera does
not have an IN and OUT port for PTZ, you can simply twist two solid wires and two stripe wires
(Ex. Blue+Green / White-Blue+White-Green), and connect the solid wires to the RS-485 A (+)
positive terminal and the striped wires to the RS-485 B (-) negative terminal. This will give you
an IN (Green/Green-White) and an OUT (Blue/Blue-White) pair of wires to connect to the next
PTZ Camera or DVR.

When connecting the DVR to an RS-485 Bus, you must use the RS-485 A and B Ports on the
back of the DVR. Please refer to the DVR Layout section for the location of the RS-485 Ports on

your model.

After the PTZ Cameras and DVR have been connected to the RS-485 bus, you must
configure each camera. Each camera will have a protocol, baud rate, and address that must be
set through an On Screen Display (OSD) or through dip switches on the camera. You must refer
to your camera manual for information on programming your camera. You must set the
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protocol, baud rate, and address in the DVR for the correct channel that the PTZ Camera video

is connected to. See Section 4.2.4 for information on how to setup your DVR.
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Appendix H: How to Setup Alarm Inputs

This information is provided to help you setup the alarm inputs on your DVR. The alarm
inputs on the DVR are designed to be paired with a 12V Power source. An alarm circuit is closed
when ground and 12V are connected to the DVR COM and the corresponding alarm input:

Closed Circuit Open Circuit
Alarm In Alarm In
1234 GND 1234 GND

If the alarm type is set for Normally Open (N.O.), this means the circuit is open most of
the time. The circuit must be closed to trigger the alarm.
If the alarm type is set for Normally Closed (N.C.), this means the circuit is closed most

of the time. The circuit must be opened to trigger the alarm.

The device you are integrating with the alarm input must have relay contacts to be able to
trigger the alarm. You will run the 12V power source to one of the relay contacts on your
device, and then run a wire from the other relay contact to the DVR. Please see the alarm

device’s user manual for the correct terminals and circuit type to use.

Closed Circuit

Alarm In
1234 GND

Relay Relay
Contact Contact

Alarm Device




