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OVERVIEW AND REQUIREMENTS

The exacqVision Web Service allows you to use a web browser to view live video, search and play back recorded
video, and control pan/tilt/zoom functions on cameras connected to exacqVision servers. The Web Service
connects to the exacqVision server as a client and transcodes captured video into JPEG files. The service then sends

the JPEGs to the browser as fast as requested by the browser, or as fast as possible if the requested rate is too high
for the connection.

NOTE: The exacqVision Web Service is pre-installed on all exacqVision A Series and Z Series systems. It can also be
installed on exacqVision ELX Series systems. (Do not install it on exacqVision EL Series systems.)

The exacqVision Web Service works with browsers as shown in the following diagram:

DISTRIBUTED SYSTEM MOBILE DEVICES / BROWSERS
|3 |
Third party server running exacqVision Web Service \\ //
- ) Exacq Mobile free app available for i0S, Android, Kindle Fire
g L
E : LAN/WAN ) and Windows Phone 8
R_ WIFI ‘
exacqVision servers and exacqVision Edge ceIIUIar Data ~ e =
camera/server = g S
INTEGRATED SYSTEM B i
S S—————
\ exacqVision browser based client operates on all leading
exacqVison server running exacqVision Web Service Internet browsers

The exacqVision Web Service is normally run as an integrated system on an exacqVision Server. Alternatively, a
distributed system with a dedicated web server can be used for higher-capacity systems. Video can be viewed on

the local network by using a web browser, over the Internet using a web browser, or on a mobile device using a
mobile browser or exacqVision application.
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CLIENT REQUIREMENTS

The Web Service client is supported on a wide variety of browsers and devices:

e  Firefox 3.6 or later e Opera 10.0 or later
e Internet Explorer 8 or later e i0S 4.2 or later
e Safari4.0 or later e Android 2.2 or late

CLIENT BANDWIDTH USAGE

The following table is an estimate of client bandwidth usage when streaming video to web browsers and mobile
devices. Actual bandwidth will vary based on the composition of the camera scene.

# cams Frame size in KB Bandwidth
Device Resolution (device) | inlayout | Quality FPS (each cam) (Mb/s)
Smartphone 960x540 1 1 5 9 0.4
Smartphone 960x540 1 3 5 15 0.6
Smartphone 960x540 1 5 5 21 0.8
Smartphone 960x540 1 7 5 31 1.2
Smartphone 960x540 1 9 5 63 2.5
iPad 1024x768 1 1 5 16 0.6
iPad 1024x768 1 3 5 27 1.1
iPad 1024x768 1 5 5 39 1.5
iPad 1024x768 1 7 5 54 2.1
iPad 1024x768 1 9 5 110 4.3
PC browser 1920x1080 1 1 5 48 1.9
PC browser 1920x1080 1 3 5 80 3.1
PC browser 1920x1080 1 5 5 103 4.0
PC browser 1920x1080 1 7 5 133 5.2
PC browser 1920x1080 1 9 5 241 9.4
PC browser 1920x1080 1 10 5 720 28.1
PC browser 1920x1080 4 1 5 15 2.3
PC browser 1920x1080 4 3 5 26 4.1
PC browser 1920x1080 4 5 5 33 5.2
PC browser 1920x1080 4 7 5 45 7.0
PC browser 1920x1080 4 9 5 78 12.2
PC browser 1920x1080 4 10 5 216 33.8
NOTES:

The resolution of the camera is not relevant to the bandwidth. The Web Service resizes the image to fit
the client device resolution.

The resolution of the device has more impact on bandwidth than the number of cameras. For example, a
four-camera layout that fills all pixels requires about 20 percent more bandwidth than a one-camera
layout (not 400 percent as might be expected).
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HARDWARE RECOMMENDATIONS

The exacqVision Web Service uses a significant amount of computer resources to transcode video. Required

resources increase in proportion to the number of simultaneous connections and the data rate of incoming video.
Hardware upgrades might be necessary to support heavy Web Service workloads.

Performance Processor RAM Example exacqVision NVR
Minimum Intel Celeron | 2GB exacqVision LC
Recommended Intel i3 4GB exacqVision A-Series

High performance | Inteli7 8GB exacqVision Z-Series
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INSTALLING AND CONFIGURING THE EXACQVISION WEB SERVICE

The exacqVision Web Service must be enabled on a server before you can use it. To install exacqVision Web
Service, download it from www.exacq.com/support/downloads.html. Run the setup file while logged in as the
administrator of the server. Follow the simple onscreen instructions to install Web Service.

To start the Web Service, go to Start, Programs, exacqVision Web Service, and then Start exacqVision Web Service.
It is recommended that you select Set exacqVision Web Service to Start Automatically (using the same path on the
Start menu) in case of a power outage and unexpected system restart.

To configure web service, you must open the Web Service browser on the localhost and enter the system
hostname as the address. Click the Web Service Configuration link at the bottom-right corner of the page.

exacq\/ISI()n' Web & Mobile Solutions

The exacqVision Web Browser/Thin Client and the free Exacq Mobile Client for mobile devices

Web Browser/Thin Client Exacq Mobile Client
Muilti-Camera, Browser-based exacqVision Client Multi-Camera, HTML5-based mobile Client for exacqVision
Ideal for desktop PCs, laptops and tablet PCs Ideal for smartphones and tablets

Copyright © 2013 Exacg Technologies Inc.
Version: 3.3.17.53303

Simple /eb Service Configuratigf]

Three sections are available on the configuration page: Servers, Basic Configuration, and Administration
Configuration, as described in the following sections.

NOTE: If Localhost Restriction is disabled on the Administration Configuration page, the Web Service Configuration

link is enabled on all systems that can connect to the Web Service. See the Administration Configuration section
for details about Localhost Restriction.
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SERVERS

The Servers page allows you to add servers for viewing and searching of video.

Logout
exacq\isiorr ==
Web Service Configuration ;
Servers
Yy
x
Address 127.0.0.1-
Port 22609
Passthrough
Timeout
XDV Import/Export [Select a file or enter a URL Import

4

» Basic Service Configuration

» Administration Configuration

[ Restart Web Service ] [ Update Configuration ]

1. Enter the address of the exacqVision Server you will be connecting to. If the service is running on the
exacqVision Server, enter 127.0.0.1.
2. Enter the port used by the exacqVision Server. By default, the port is 22609.

3. If you want to have an automatic login for web clients, select Passthrough. If you do not select this option,
the system will require the users to enter a username and password each time they log in.

4. Enter the number of seconds to try to connect to the server.

5. Click Add Server to repeat to display a box for an additional server.

6. Click the X to delete a server.

7. Toimport a XDV file containing a list of servers exported from the Add Systems page in exacqVision Client,
browse to the list and click Import. This allows you to add a large number of servers simultaneously and
quickly. See the exacqVision Client User Manual for more information about exporting a list.

8. To export a list of servers configured on this page, click Export.

9. Click Update Configuration to enable any changes.
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BASIC SERVICE CONFIGURATION

The Basic Service page allows you to configure logging, the Web Service port, and security.

exacqg\isiorr Logout

Web Service Configuration |
> Servers

Basic Service Configuration

Logging Download Log File

Level Warning ¥ -
Age 1 Day(s)
Number of Backups 5
Web Service Port 80 = -
\ Enable CSRF Protection @ \
» Administration Configuration \

[ Restart Web Service ] [ Update C

guration ]

1. Download the log file as desired.
2. Select the lowest level of information that you want to log. All messages equal or higher than the selected
level will be logged:

e  Error. Only catastrophic issues, such as a system crash, are logged.

e  Warning. Warnings, such as server login failures, are also logged.

e Information. Every action that occurs in the Web Service is logged.

e Debug. This logs additional information that is normally useful only with the assistance of
Exacq Technical Support.

Select the period of information included in each log file.

Select the number of log files to maintain before the oldest log file is deleted.

Select the Web Service Port (80 by default).

Select Enable CSRF Protection to prevent Cross-Site Request Forgery attacks, unless it is necessary to
disable it in your environment.

7. Click Update Configuration when finished.

ounsw
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ADMINISTRATION CONFIGURATION

The Administration Configuration page allows you to configure the Web Service administrator and enable or
restrict access to the Web Service from systems other than localhost.

exacq\isiorr m—
Web Service Configuration
> Servers
» Basic Service Configuration
Administration Configuration

Username admin

Change Password

Verify Password
Enable Localhost Restriction

-

Restart Web Service ] [ Update figuration

1. Enter the username for the Web Service administrator.

Enter and verify the password for the Web Service administrator.

3. Select Enable Localhost Restriction to restrict access to the Web Service Configuration. With this option
enabled, only localhost or 127.0.0.1 can access the configuration. If it is disabled, it is accessible from the
Web Service landing page to any user with Web Service access.

4. Click Update Configuration when finished.

N
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CONFIGURING YOUR EXACQVISION SERVER

The Web Service logs into exacqVision server recording applications, even if Web Service is installed on that same
server. If passthrough is enabled, all users will have live and search capability, and their access to cameras will be
determined by their login account’s privileges. If passthrough is not enabled, each user must have an account on

the exacqVision server, and the privileges of that account are used to determine Web Service permissions.

To add new users in exacgVision Client, log in as an administrator and complete the following steps:

click the Config (Setup) toolbar button.

Expand the server in the tree by clicking its node button.

Select Users from the expanded tree.

Click the New button.

The Username field is automatically filled with New User.

Type the name of the new user and then tab to the Password field and enter a new password. Select the

Password Confirm field and retype the password.

7. Open the User Group drop-down list and select the type of access level for this user. See the exacqVision
Client Users Manual for descriptions of each default group.

8. If desired, modify the user’s permissions and privileges.

oA wWNRE

NOTE: For more detailed instructions for using exacqVision Client, see the Users section of the
exacqVision Users Manual or the context-sensitive online help file.

To verify the configuration, open a web browser on the exacqVision Web Service computer, enter address
127.0.0.1, log in (if necessary), and confirm that video can be viewed from a connected camera.

Systems Users
)] Aqd Systems Dotals
3] @ Client
[ Event Monitoring Username:  New User
~<% Groups
@:ﬁ Mapsp Password:
[ Views Password Confirm:
-] Tours
@ Layouts Choose ltem User Group: [Live + Search
"i ‘g Enterprise
=5 exacqVision Acti Server User Group Name:
-2 System priority: | 1 :
| Storage L
& Serial Profiles 7 = New | Delete
.4 Serial Ports
.24 Notifications Apply Query LDAP
-@ Auto Export
; f Event Linking Custom User Permissions Custom User Privileges
..[7%] Schedule
& Archivi 2|2 exacqVision Acti Server (= {_ Allow Searching -
2 rchiving N — i Avvailahle in Se 4
B m - i All Soft Triggers i V| LN Available in Search Came
— T - - N All Video Inputs i [V]L Y Available in Search Groug
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WEB BROWSER/THIN CLIENT

The web browser/thin client provides most of the features available in exacqVision Client. To view a camera,
simply drag it into the desired panel. Double-click a camera name to fill all the current layout panels, starting with
the camera that was double-clicked.

|§§DE@@@EEEQ%%&"*(M . exacq\/ision

3% Panason: CWH-SP509 - idso
2 Scallop-sin

@ Sony SNC-RXSTON
i Sony SNC-CH140

S Analog - TV

< Analog - Main Hall

u Analog - Vestibule

Zu Analog - DVD

u Analog - Front Door

- Analog - Exaca Cafe

= Analog - Disco Ball

i Analog - S Double Door
i Analog

i Analog - West Windows
@ Analog - Back Lot

= Analog - Ops Entry

Analog - Ops Entry

1. Layout Buttons: These buttons load a video window layout and allow you to view multiple cameras
simultaneously.

2. Size: Click plus [+] to increase the image size or minus [-] to decrease the size.

3. Quality: Click plus [+] to increase image quality or minus [-] to decrease it. The lower the number, the
more pixilated the image appears, but frame rate could increase because of reduced network load.

4. Add Server: Click Add Server to display a drop-down list that contains all servers configured on the
Web Service Configuration page. Select a server and click Add.

5. Cameras List: Drag any of these cameras into any panel to view live video from that camera. If you

drag the server name into a window, as many cameras as possible from that server are displayed in

the windows. Alternatively, double-click a camera name to display that camera in the first window,

and the next cameras in the list in the remaining windows.

Video Windows: You can drag one video window to another video window to switch the images

displayed. To remove a camera from a video window, right-click and select Disconnect Video.

7. Views List: Click Views to open a list of configured camera views.

8. Map List: Click Maps to open a list of configured maps.

9. Soft Triggers Button: Click this button to open a list of configured triggers.

10. PTZ Control Button: Click this button to open the PTZ control window.

11. Hide/Show Side Nav Bar Button: Click this button to show or hide the tree lists on the left side of the
screen.

12. FPS Indicator: This shows the number of frames being displayed per second.

13. Live and Search buttons: Click these buttons to switch between Live view and Search view.

o

Additional information about many of these features is available on the following pages.
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PTZ CONTROL

To control PTZ, choose one of the following options:

e Hover over the video window of a PTZ camera. The cursor turns into an arrow that indicates the direction
of PTZ movement.

e  Select this button in the toolbar at the top of the screen:

SIEH
(o]

L] o
2%

The PTZ control window allows you to select presets, control PTZ, zoom in and out, and set the PTZ speed.

| Analog - Back Lot
| —Presets

— Pan/Tilt

(=1
e
[e]3][]

exac
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e Right-click a video image and select Digital PTZ (available on all cameras) or PTZ Presets (on PTZ cameras
only). On some cameras, a Fisheye option is also available on this menu.

Disconnect Video: Canon VB-C60
Zoom in Video

Search selected

Digital PTZ

[ i _ Ctrl+2’

2 Clock+
9 Clock+
11 Clock+

e Tozoom in and zoom out of a window without opening the PTZ control window, use the Page Up and
Page Down buttons on the keyboard or the mouse wheel.

VIEWS

When you click the Views button, a list of camera views that are configured on the connected servers is displayed.
Click a view name to open the cameras configured in the camera view.

@Q Sze 4+ 100 %= Quaty + 7 = Egra exacq\/ision

o Test Folder

5 Test Folder View
8 R Test
881 Test 14
8 Combined

AD ADCI400 03:07:02 PM (GMT-4:00) 041772013

‘ 3 o 2941p5]
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MAPS

When you click the Maps button, a list of maps that are configured on the connected servers is displayed. Click a
map name to display it in a video window. You can also click on any of the icons in the map to display video
associated with the icon.

~ ™
ize: = ity: = Ellollg] a ) | T
BN ow - § B P
Live Maps :
7] maps
{¥] csc
7] Glasgow
[[¥]l Head Office Scotiand
[[¥]] merseyside
[[¥]) Monfort Map :
{[¥]] montreal b —
= [[¥] Multi-Server Test Map i
{¥]] Mulit-Server Test Child Map
(7] Profile ;
)] Test Child Map
L) X
- 7] TestMap - @
{[¥]) Test Child Map
[[7]] testRob
[¥]) warehouse

_N cameras

o7
QLJ ehe 0.00 fps

SOFT TRIGGERS

When you click the Soft Triggers button, a window appears with a list of triggers that are configured on the
connected servers. Select a trigger’s checkbox to activate an alarm, and deselect it to deactivate the alarm.

1B @ o B ] L il s+ w0 -+ - (] B

©Add Server
Live Cameras R <ot Triggers

| |exacq\ision

- exacqVision Hybrid Server x Y
' Canon VB-C60 - Search
' Canon VB-M40
N HikVision DS-2CD8253F-EI System A Soft Trigger A Status
v IPX DDK-1500 ;i] exacqVision Hybrid Server Disco Ball Mark Normal

‘ s¥ Panasonic WV-SP509 - (Video ||
LN Scallop-Main
& Sony SNC-RX570N
N Sony SNC-CH140
LN Analog-TV
N Analog - Main Hall
M Analog - Vestibule
M Analog - DVD
N Analog - Front Door
LN Analog - Exacq Cafe
.M Analog - Disco Ball
N Analog - S Double Door
N Analog - West Door
N Analog - West Windows
@ Analog - Back Lot
N Analog - Ops Entry
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SEARCH AND PLAYBACK

To search and play back video, complete the following steps:

Click the Search button.

Select one or more cameras by clicking their checkboxes.

Configure a search range by entering dates and selecting times.

Click Search.

Wait for the results appear under the timeline. The color-coded bars represent that continuous (green),

motion (blue), or alarm (red) video has been recorded during the search range.

6. Select a camera to display the first frame from that camera. To select multiple cameras, hold down the
Control key and select each of the desired cameras.

7. Click the play button.

Navigate the video using the slider (a) or the other VCR controls (b).

9. Click the left (a) or right (b) arrows to shift the video timeline earlier or later. Click the Zoom In (plus) or

Zoom Out (minus) buttons next to the left and right arrows to decrease or increase the range of the video

timeline.

ukhwn e

%

=] Size + 100 % - Qualty: + 7 = @ exacq\/isiorn
I Add Server ; P 3 =

= 3 exacqvision Hyond Server
[] 180 x2 CEILING Mount
[ AD ADCi400
[ ArecontAv313s
[ Arecont 21054
[ 345-Aus Us014
] 9998-Axis M5014 (1)
0 Aas M0
] Bosch AutoDome HD IVA
[ canon vB-C80
[ Ganz TOPMOO N2

[ 1cEye I0D32S

[ iPeasoo

(] Scallop-Main - (video Loss)
[ Scaliop-Full - (Video Loss)

[ Sony SNC-RXS7ON

[ inut 1
[ StarDot NetCamSC 5UP
[ Toshioa IK-WD124
[ Toshiva IK-WB30A
[ BAnalog - TV
(0] AAnalog - Wain Hall
(] Analog - Vestibule
[ Analog - OVD
Analog - Color Bars
‘Analog - Front Door

[ Analog - Exacq Cae
0] Anaiog - Front Parking

Analog - Back Lot
] Analog - S Double Door
] Analog - Server Room

Analog - West Windows wa 54 0.00 fpsy

‘Search Range / : » I PAUSED 04117/2013 01:15:18 PM
amons i Je T Jor o)
StartTime: 0115 PM 8 E Qe T T T T T T T T T T T -
7203 KB +

ol isaarn  ® Tas e 5 208 218 225 238 248 285 308 o

EndTime: 03:15PM

Search |

04/17/2013 -18 PM

I | | [] I I I &
Analog - West Door I I [ | == |
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+1.317.845.5710 USA (Corporate Headquarters)

+5255.56080817 Mexico Page 15 of 17
+44,1438.310163 Europe/Middle East/Asia
6/11/2014

exac

Technologie

®
g WWW.exacq.com



Thumbnail search mode allows you to visually scan for video from a single camera by viewing thumbnail images
captured at specified intervals in a time range.

#Add Server
Search Cameras
= & exacavision Hyonid Server
[J Canon VB-C60
Canon VB-W40
HikVision DS-2CD8253F-El
HikVision DS-2CD8253F-E1 (1)
IPX DDK-1500
Scallop-Main
Stream
BreakRoom

Analog - TV

Analog - Main Hall

Analog - Vestibule

Analog - DVD

Analog - Front Door e

Analog - Exacq Cafe. —
Analog - Disco Ball
Analog - S Double Door

100RO00000000000C

7

Search

Search Range

06/11/2014

StatTime: 01:16PM [

06/11/2014 gm ‘ \ 126

Endiimesor31v Y %722 RINENNRRININEN] NEDRENNRNINSRUNIRRDDNRRININRUNANINN] BNIMNEER NI NINANNNN NNEND NENNE BN |

To perform a thumbnail search, complete the following steps:

Click the Thumbnail Search Mode button.

Select one camera from the camera selection tree.

Select a search range.

Click Search to display thumbnails of images captured at constant intervals during the search period.

The capture time of each thumbnail is represented on the timeline by vertical orange lines.

To display more or fewer thumbnails, select a video window layout.

To play video starting at a thumbnail image, either double-click the video window or click the play button
under the image. If you immediately return to the Thumbnail Search Mode, the same thumbnails should
be displayed.

8. To decrease the search range, click a Zoom In (plus) button in a video panel. To increase the search range,
click a Zoom Out (minus) button in a video panel.

NoubkwneR

NOTE: Each video panel has a Zoom In and Zoom Out button. The thumbnail associated with the selected
button becomes the center point of the increased or decreased search range.
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EXPORTING

To save a still image, choose one of the following options:

e  Right-click the video window, select Save Image, and follow the onscreen instructions.

Zoom in Video
Search selected

A o s S
Mark Export Start {b

Mark Export End
Export and Download Video
Clear Export Markers

Digital PTZ Ctrl+Z

e  Or, click this button in the toolbar at the top of the screen:

To export search results, choose one of the following options:

e To export the entire search result, click Quick Export.

To export a segment of video, scrub to the start of the segment, right-click the video window or timeline,
and select Mark Export Start. Then scrub to the end of the segment, right-click the video window or
timeline, and select Mark Export End.

T T

S I L T\ —: —{ 1R T !
: b % D : S

1240 Mark Export Start '{}_’7 o1 Mark Export Start
Mark Export End - =y ot End o
| = N 3 En D
| Export and Download Video I —E‘xpuort a:d Download{bde—o"
Clear Export Markers Clear Export Markers [

Then either right-click and select Export and Download Video, or click this button: H

After you select an export option, select the file format from the drop-down list and click Export: EXE (a fully
executable file), PS, or AVI (available only if the Web Service is running in Windows).

Please select an output format for download: EXE File ~

Export Cancel
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