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Chapter 1. General Introduction

Thank you for purchasing this product. It is a atits and high image solution for small
office or home surveillance. It's also a stand-alsarveillance system with a built-in

processor and web server that provides highesitgwadeo and system performance.

This IP Module can be accessed remotely, and diedrivxom any PC/Notebook over the
Intranet or Internet via web browser or remote mpbn software. The user-friendly
installation procedure and intuitive web-basedrfaiee offer easy integration with your
LAN environment. It also comes with a lot of usedldrm tool for notice user any

situation. It's a really good choice to build aldeaand remote security system.

1.1 Product Package Contents

Before installation, please check your packageeruntto ensure that all items have
been included in product. If any of the listed iteane missing, please contact your

reseller from where you purchased this producagsistance.
The standard package includes:

% IP Camera * 1

s Adaptor * 1 (None if you purchased IP Module withE}

% Installation & Manual CD * 1



1.2 System Requirements of IE browser

Local Area Network: 10Base-T Ethernet or 100Bas&BXt Ethernet
Configuration Environment of browser:

* ActiveX Enabled and Compliant Web Browser (recanaed: Microsoft™ Internet

Explore 6.0 or later)
* CPU: Pentium 1V, 1.8 GHz or above
* Memory Size: 512MB recommended

* VGA card resolution: 1024*768 (recommended: Supwerlay function VGA
Card)

* OS: Windows™ 2000 SP4, XP SP2 and VISTA (32 hsh DirectX9.0c or above
* Other suggestion requirement: CD-ROM.

Important! : A fixed IP address is not requirechtzess server from the Internet.
However, if your IP address is dynamic IP, providgryour Internet
service provider. Then singing up for a dynamic DI®®NS) service
will make accessing form the Internet much conveniginging up for a
DDNS is easy and cost-free. More method for dyndiconnect please

sees FAQ for more detail.

1.3 Hardware Diagram and Connection

IP module device:



RJ-45
10/100M Ethernet Port

y o T

VIDEO INPUT

_ B oo
ﬁ' YIDED " : : m:c'coroocq
. - 60000000¢ -
ATIDIO

How to connect the cables with IP Module, please ebk below steps:

Step 1. Plug the VIDEO and AUDIO cable as abovéupe
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Step 2. Plug the RJ-45 network jack on the Ethguost

Step 3. Connect the power supply to the Power cdoneand then plug the supply into

an available power outlet.

Caution 1: Make sure that you used correct powaptsd for IP module device. Using

an incorrect power adapter may damage the device.

Caution 2: If you're using PoE IP Module, theretseonnection of Power supply.

Chapter 2. Basic Introduction of IE

2.1 Foreword

For easy and convenient setup, we recommendecetd/uslows™ Internet Explorer
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6.0 or above version at the first time to login a@etup the IP Moduld=or |IE of

Windows™ Vista OS, please refer tdnternet Explorer Security Settings.

Please connect the power core with IP Module wellthen use network cable to
connect IP Module with hub or switch hub directind please note that IP of PC should

be under the same network area which'’s like: 1920 &xx (except 192.168.0.100),
subnet: 255.255.255.0

The IP Module had a default IP was: 192.168.0.100

The default account name & password were: admin

Now, we can start to login and setup |IP Moddéelow chapter.

Note! : At the first time to connect and sethe IP Module, we didn’t recommend to
connect with PC directly because the IP Module s¢edlownload a MPEG-4
codec from Internet as below chapter. The PC willbe able to connect with

internet if only have one network card to conneith WP Module directly.

2.2 The first time to login and setup IP Module

Step 1. Please use mouse to double-click theodificon desktop or quick launch bar.



Step 2. After IE launch, please key-in thel92.168.0.100 into the IP address blank as
below and then just press “ENTER” on keyboard.

2 Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help

QBack @ @ é pSearch *Favurites @ ﬁ

Address 192,163.0.100

@ The page cannot be displayed

The page vou are looking for is currently unavailable, The web
site might be experiencing technical difficulties, or you may need
to adjust yvour browser settings.

Please try the following:

a mliele v OB O mfem ek bobbe e P IS A |

Step 3. The IE will require to the User Namd &assword for login. Please input the
default Name and Password which both were: admin

They can be changed in IP Module’s camfigjon, please checkystem Set -
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Account

Connect to 192.168.0.100
o

1 ':'-.

User name: | € admin w |

Password: | [TTTT] |

[ |Remember my passward

I ok l [ Cancel

Step 4. After login, you'll see a yellow bar uptre twebpage, please do click the bar to

install ActiveX™ program or the IP Module cannotrkavell.

Step 5. After above, please click “Install Activ&ontrol” item again to install the

program of IP Module.

Step 6. Please sele__I#a__| to continue installation.

EEZRTE - ERErEEEEHEHER?

£ CamClientlib¥1T1 cab

BiTE BITEFH
[ =0 | [
EEEEST NS S LB RITE - S N
FRISTERTSM0BIHE - Ao R b el o] I
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Step 7. If your PC connect to internet well, thetaflation will auto download and install all
the required programs. Please wait for little tbmdinish the installation and please

DO NOT interrupt the process.

If the installation have not begin to process aweally, please check your
internet connection of PC and then download / Ih8ta programs according to

the IP Module’s first webpage description.

9% of Mpg4DecodeSetup_v01.exe Completed E|

FELFIEYING e rie

Mpog4DecodeSetup_w01.exe from v, provideo, com, b

]
Estimated time 1 min 40 sec {530.0 KB of 5.42 ME copied)
Transfer 38 KBfSec

Deending anthe interner bandwidth,it might take a Few
minutes to download th software.,

Below contents was the IP Module’s firgthpage description. For your info.

Important!: It will auto-mstall the decoder program
while vou first time see this webpage If not, please click

Download Mpg4DecodeSetup
to download and then install the decoder program by vourself. Thank vou

Step 8. It means FINISH if the auto-installatiomdow shut down, please click

_ to check the Live Video of IP Module.
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A Security IP Camera Ver 1.0 - Microsoft Internet Explorer

File  Edit Wiew Favorites Tools Help
@ Back - ) Iﬂ d -"‘\' h Search ‘x"n"-’ Favorites {2’- 3
o L TS o -

I8 System Set
Ll Net Setting
2

Wersion : 1.0

Step 9. At this time, sometimes the WindowsF¥vimll will popup the alert message to
ask for blocking. Please DO NOT block the traffetween IE and IP Module.

Please seled__ Utk | o continue the process.

= Windows Security Alert gl
T

i To help protect your computer, Windows Firewall has blocked
some features of this program.

Do you want to keep blocking this program?
é HName: Internet Explorer
Publizher: Microzoft Corparation
ﬁ

Keep Blacking ( Unblock. ) Aszk Me Later
",

windows Firewall has blocked this program fron accepting connections from the
Internet or a netwiork. If you recognize the program or bust the publisher, you can
unblock it When should | unblock a program?

Step 10. Finally, we can see the Live Video fronM&dule. If you cannot see the video,
may be caused by the Mpeg4DecodeSetup progrant didtall well. Please

download and install manually and then check thleiagain.
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=32
—— " —
Brightness | 136 ¥ Saturation |84~ Contrast | 71 QHue:D ¥ Zoom | 100% ~

Send Voice to IPCam/Video Server Record énapShot

&) B Internet

Step 11. If the video have no problem, users caupgbe basic network configuration
which was like: LAN or PPPoOE as below diagrams. &branced setup of the
configurations, please refer ket Setting - LAN
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- S
-

FPPoE
DDNS

Wireless Interface

DHCF Client OFF ~|

IP Address | |
ealn S etting Subnet Mask | |
il Gatewa |
s thernet Interface
TPnP
- proE [orF
> OHCP Cliert (a7
P Address 165.0.100 |
Subnet Mask 255 255 265.0 |
Gateway 192.168.0.1 |
DNS1 166.95.1.1 |
DRS2 |168.95.192.1 |
Hostiarme \PYBO5
' LA
W
O Live Video
> |
BNt Ratting PPPoE Configuration <
User Name | |
UPxP Password | |
LAN Password Retype | |
Stream Setting
E-mail
Save
TP
WLAN
IP Config
s
Wersion 1.0 PPPOE
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Chapter 3. Advanced Configuration of IE

3.1 Foreword

This chapter’s mainly to introduce about theatlvanced configurations of IP Module.
Users can setup ALL detail in IE’s configuratioridi® Modules. Thus please pay much
attention to read this chapter will help to knowrenabout IP Modules. If you use the IE
of Windows™ VISTA operating system, please refdnternet Explorer Security
Settings We'll have detail introduction of all IE functigmages in this chapter. Please
read it one by one if need to setup advanced coraigpns.

3.2 IE Function Pages

Live Video page

OFF ¥ FontColor | Orange
15




Live Video window:

Display OSD timer

Live Video configurations:

|zoom | 100% |

Brightress |_1 38"*:| Saturation Ed;i

Contrast |?1 Vi Hue iEI by

Users can adjust the brightness, saturatmmtyast and hue values of live video.

To change the zoom’s value can enlarge or shrialdisplay size of live video window.

Reset to default values please refebystem Setting - Reset

OSD configurations:

osh IDFF » Transparency OFF :| Font Caolor iDrangﬁ*ﬂ

Users can set the OSD configurations which inclub@sparency and Font Color.
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System Set page — NTP
= NIP

Date Time

NTP
Account ) ) '
, : @ Synchronized with Time Server

Motion Sethng NTR'S T

PTZ Control erver [clock] rechetcom

Alarm Setting Time Zone Imvi

Andio O Manual Update

Video Date 2007/04/10 ]

Reset Time !15:46:21 |

Fumware Update ) ] )

O Synchronized with PC

Reboot e )
EWNet Setting Date |2007/04/10 |
= Time [15:46:32 |

Save

To setup the correct date and time of IP Medulthis webpage. Just select one of
below three synchronizing modes from Ato C andhttiee program will update the

date & timer to the choice.

A. Select|®© Synchronized with Time Server | e, please find and input the IP / address

of NTP Server and select the correct Time Zone.IPPhdodule will auto update

with the NTP server to correct date and time.

B. Select|©Manual Update , then input the correct date and time manuallg IFh

Module will change the time settings as user’'sgetu

C. Select| ©Synchronized with PC , then click [(5272] 1o synchronize the date and time

with users’ PC timer.
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NOTE! : Please be assured that you already pr to save the settings as
modified or the IP Module may not work well.

System Set page — Account

System Set 3> Account

38 System Set

Change admin Password

NTP

Account

Motion Setting User Name |cimin |

PTZ Control MNewi Password | |

Alann Setting Confirm | |

Andio

Video

Reset

Firmwware Update

Reboot Change user Password

Bl User Name |1 |

Mew Password | |
Confirm | |

Users can modify the management of users'adsan this webpage. We provided
two different levels of Administrator and Generaldd to be used. Please setup the

account management as below instruction.
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Administrator level: This level had authority tage and modify all settings of IP

Modules, thus please keep this account for higheursng.

Change admin Password

Iser Mame
Mew Password

Zonfirm

Save

Administrator Name was fixefladmin,, it cannot be modified. Please change the

password and confirm again, then cIi to save the settings.

General User level: This level only had authorityideo previewing, thus it cannot

modify any setting of IP Module.

Change user Password

Iser Name
Mews Password

Zonfirm

Save

User Name was fixefuser, , it cannot be modified. Please change the password

and confirm again, then cIic to save the settings.

NOTE! : Please be assured that you already pr to save the settings as

modified or you may not login to IP Module again.
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System Set page — Motion Setting

System Set s— Motion Setting

Security IP Camera

Language:
| English |

Il System Setting

NTP

Account
Motion Setting
Audio

Video

Reset

Firmware Update
Reboot
System Parameters

EIl nlet Setting

w1.2004 —hdotion Setting

Mask Mumber 11 'i Delete

Senstivity  Low — —————— High T
Picture Captire
Ftp Alarm Mail Alarm

| zave

This IP Module supports Motion Detection on-lineitsgelf and also can send alarm out
to notify users. About Motion Detect, users caul famd modify the settings in this

webpage. We'll introduce the detail as following.

Video Window:

This video window displays the server’s video amel marked area of motion detecting
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(if you haven't arrange the mask area, enable MDhawve the program to detect ALL
area).

In this picture, we already arranged 3*mask areas f
examples, so you can see 3*blue color masks orowdedow.

Mask Number:

Mazk Mumber 3 hd Delete

If you want to setup the mask of motion detegtplease select the mask number
firstly and then use mouse (press left button)réman video window for drawing a

blue area. You'll see a blue area after draggirlpéise mouse key) and marked to the
mask number on video window.

If you want to delete the mask, also pleasecséhe Mask Number firstly. Then click

Delete

to delete the mask.

Sensitivity:

Senstivity L —fp———H ™

Users can adjust the sensitivity of Motion &xion. Just need to use mouse to click

the slide bar and then move on the level between (L9 and High (H) sensitivity.
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Picture Capture:

Picture Capture

Send FTP Send hail

Enable [ Picture Capture| 14 snapshot and then sendBl Send FTR [ 1Py or

Send Msil | \ail box) while motion being detected. About hawsetup the FTP
and MAIL, please refer tblet Setting - EmaihndNet Setting - FTP

NOTE! : Please note that Motion Detect function wibrk after presse to

save the settings.

System Set page — Audio
= Audio

Security [P Camera

Language:
| English |

i Live Video Codec Settings
il System Settin : i g
i ? 2 MPZ Bitrate | 32kbps VW

NTP

Account

Motion Setting | Saye |
Audio

Audio Settings
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This setting’s for users to setup the compressdada storage or transmitting on

network.

Codec Settings:

MP2 Eitrate 32kbps

To setup the Bitrate in 32kbps, 48kbps or 64kbphefaudio compression. Set to

smaller will get smaller size to storage or trarting on network.

NOTE! : Please note that Audio will be changedrqﬁttesse button.

System Set page — Video

System Set 3> Video

Security [P Camera

-anguage: Video Settings

| English V| |
= For Professional Users |
s

s Resolution |NTSC(D1) v

Account ; —_—

: . Quality | Medium v

Motion Setting e .

Audio ]

Yideo Save |

Reset

This setting’s for users to setup the comm@essdeo to storage or transmitting on
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network. We designed two different setup modesigar’s choice. One is for Beginner
and the other’s for Professional Users. Generadlystiongly recommended to use the
Beginner Mode, it's enough to setup the video casgion. Below we will introduce

the detail about the two modes:

[ For Beginner ]

In Beginner mode, we can setup the main vsiszam simply.

Video Settings

For Professional Users |

Resolution |NTSC(D1) %
Cuality Medium

Save |

Resolution: Select the resolution of vide@&XGIF, CIF or D1. This will have effect on

storage and network transmission.

Quality: Select the quality to Highest, Highiledium, Lower or Lowest. This will

also have effect on storage and network transnmssio

Tip: The Quality item’s relate to the vide®&g#rate, the Bitrate will get higher if set to
better quality.
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[ For Professional Users ]

In Professional mode, we can setup dual-stirea(both of Main stream and sub
stream) and the video of 3GPP. Generally we tageSthream1 for main stream and the

Stream?2 for sub stream.

Of course the two streams can be used to recoatlyzm network surveillance or

re-process depends on users’ requests.

We’ll introduce one by one as following:

Streaml Settings:

Streaml Settings
* Fiwed BitRate |1Mbps |
©° Fized Quality :_Eft_a_n_d_ar_d_ w

Resolution NTSC(D1) ~
Framerate | 20fps V._
3cpe |

Main Stream

®Fixed BitRate | 512Kbps »

Setup the video compression of Fixed BitRate (5ilee)

to get stable video transmission. (From 48KbpsMi@s) Users can choose either of

Fixed Bitrate or Fixed Quality to setup.

OFixed Quality | Standard  w

Setup the video compression of Fixed Quality tb ge

stable video quality (from Standard to Excellendlgy). Users can choose either of

Fixed Bitrate or Fixed Quality to setup.

Resolution NTSCEIR) ] select the resolution of video to QCIF, CIF or D1.

This will have effect on storage and network traission.
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Framerate I0fps w

Important! Dual-Stream will share the FrameRate to each
streaming. The Stream2 will not show-up if Streashared Full FrameRate (30fps).

Please setup the Framerate for using or requests.

Important! Click 3GPP button will send this stre@hor 2) out for 3GPP

signal. There’s also a 3GPP button at the down @& ream?2 settings for

choice. Please setup this function depends onGheahdwidth and status, of
course, please use 3G mobile phone and assuréstB&rsignal at local.

About the 3G mobile phone compatible list, pleafento3G Mobile List

Stream?2 Settings:

Stream?2 Settings
Dual Stream MPEGS
MPEG4 Settings
@ Fixed BitRate |512Kbps +
" Fixed Quality | Standard  |»
Resolution NTSC(CIF) v
Framerate .Efpa ¥
MIPEG Settings .
Quality 50 v
Resalution [NTSC{CIF) v
Framerate 1fps 1ol
iy | Sub Stream
bualstream  [MPEG4 ¥ | Enable to send Stream2 out for MPEG4 or M-JPEGéeit

Please note that Stream2 will not be enabled d&btrl took Full Framerate (30 fps).
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MPEG4:

MPEG4 Settings

® Fixed BitRate | 512Kbps +
OFixed Quality | Standard  +
Fesolution NTSC(CIF)  »
Framerate Bfps ¥

Select MPEG4 for Stream?2

©FiedBitRate  |812Kbps V| getyp the video compression of Fixed BitRate (Bitee)

to get stable video transmission. (From 48Kbpshibnj@s) Users can

choose either of Fixed Bitrate or Fixed Qualitys&tup.

OFied Quality [Standard ¥ gatyp the video compression of Fixed Quality to ge

stable video quality. (From Standard to Excellamldy) Users can

choose either of Fixed Bitrate or Fixed Qualitys&tup.

Framerate Ups ¥ Jmportant! Dual-Stream will share the FrameRateaoh

streaming. For example, under Dual-Streaming (Fimerate: 30 fps),

Stream2 can be set to 5fps if Streaml set to 25fps.

Resolution NTSCEIR) ] select the resolution of video to QCIF, CIF or D1.

This will have effect on storage and network traission.

MJIPEG:

MJPEG Settings

Quality 50w

Fesolution MNTSCCIF  »

Framerate L:EN Select JPEG for Stream2
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Quality 50w

Adjust the video quality of JPEG compression frbho 90.

The higher value will get higher quality and bigdjér size.

Fesolution MTSCCIF)  »

Select the resolution of video to QCIF, CIF or D1.

This will have effect on storage and network traission.

Framerate I0fps w

Important! Dual-Stream will share the FrameRateaoh
streaming. For example, under Dual-Streaming (Fuamerate: 30
fps), Stream?2 can be set to 5fps if Stream1 s25fps.

Important! Click 3GPP button will send this stre@hor 2) out for 3GPP
signal. There’s also a 3GPP button at the downafidiream?
settings for choice. Please setup this functioreddp on the 3G

bandwidth and status, of course, please use 3Glenpifone and

assure there’s 3G signal at local. About how toiusethe 3G mobile

phone compatible list, please refeB6 Mobile List

NOTE! : Please note that Video will be changedrapitesse button.
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System Set page — Reset

System Set s Reset

Security [P Camera

Language: x 5

[English vl Reset Configurations
Bl System Setting Select Configurations .A

MNTP -

Reset | NTP

Account Account

Motion Setting Motion

Audio Eurii;iai'\fiden

Video FTP

Reset

This setting’s for users (Administrator) tsetthe wrong or trouble settings. Users can
reset All, NTP, Account, Motion, Audio/Video, E-nhand FTP settings. After reset, the
selected settings will return to factory defauliues.

After reset, the IP Module default settings netedse rebooted for
taking effect. The data stored in ALARM, PPPoOE, LAMLAN, DDNS, Stream,
Email, UPnP, USB and SD will not be deleted aféset process.
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System Set page — Firmware Update

System Set s— Fomware Update

NTP

Audio
Video
Reset

-
B
El Svstem Set

Account
Motion Seting
PTZ Control
Alaii Setting

Fomw

Firmware Update

- LS

Walning: Updating firmware rmay take a few minutes, please don't

turn off the power or press the reset button

I[ Browse.. || Ypdate

Update must NOT be interrupted !

are Update

Reboot
R Net Setting

This function’s for users (Administrator) tpdate the firmware of IP Module.

Update Procedures:

Stepl. To get or download the new firmware froniniecal support, sales, retailer or

website and save in local disk.

Step2. Login to IP Module, clicE et _, Fiwware Update _,

Step3. Select the new firmware file

Step4. Click to start update process and wait for few minutes.

Steps.

Update must NOT be interrupted !

You'll see the process bar moving from

beginning to the end and then screen will beconiBLi®®NK when it finish the
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update procedure.

Step6. Please download and install the Mpg4DecddpSkes again. About this,
please send request to technical support of Proviite, Ltd. We’ll have more

detail about the firmware update to maintain thedpct.

Step7. After above, please close ALL IE browserdem and then re-launch it again to

login to IP Module.

Step8. Please DO re-setup the settings and checkdbo display. If any question,

please contact the sales or technical support twernelp.

NOTE! : Updating firmware may cause some unexpeetears or damage the devices.
Please request for more professional opinions ectthical support before use

this function.
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System Set page — Reboot

System Set s— Reboot

CIW System Set

NTF

Accoumnt
Lotion Setting
PTZ Control

Reboot

This action will reboot the device,

This function’s for users (Administrator) reftehe IP Module.

Just press th button, then the IP Module will auto shut-down amdal

again by itself. The time length Bebootprocedure will be about 30 seconds.
When to use:

A. System upgrading, setup or reset errors.

B. No video display at local (not at remote side).

C. The device cannot connect to network (wire, PPROBRNS fail).

D. Abnormal IP Module working.

E. Unstable IP Module working.

F. Unexpected system crash.
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Net Settingpage — PPPoE

Net Soing  [RNCLR:

ERSystem Set )
B PPPoE Canfiguration
FPPoE User Narne 713083429835 @hinetnet |
DDNS :
UPyP Password sesnsnne |
LAN Password Retype sesnsees |
Stream Setting
F-mail
WLAN

This function’s for users (Administrator) tetsp PPPoE dial network.

Please input the PPPOE information (User Nantkpassword) to:

User Name 1713983429835@hinet net |
Password essesses |
Password Retype esssnsse |

Click to save the settings as modified.

Please disconnect the power cable of the IBUM&oand then re-connect IP Module to

PPPoE modem. The IP Module will connect to intexm@tP PPoE.
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Net Settingpage — DDNS

> DDNS

B o
) Dynamic DNS |Dissble v
FFPPoE ) ) '
DDNS Senrvice Configuration
UPnP DDNS Service [DynDNS arg ¥
LAN Host MName |
Stream Setting LIser Mame | _|
Sl Password [ 1
FTP
WLAN
IP Confiz

This function’s for users (Administrator) to setDPNS.

What's DDNS?

Dynamic Domain Name Server : This function wasd for dynamic IP users,
especially for xDSL internet connection. If you wam build a surveillance server on

internet but you have no physical IP address caimskd for the server.
Now the IP Module can support the DDNS servic®whDNS.org and3322.org

Please register an account at either of ttvesevebsites and then you will get the

DDNS service information.
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Please input the DDNS service information:

Service Configuration

DOMNS Service | DynDMS.arg
Host Mame

Lser Mame

Fassword

And then please enahb Dynamic DNS | Dizable

After above, please remember to pr to save the settings and get it work.

Before DDNS work, please assure that your BEFBoction of IP Module can dial-up

to internet without any problem.
Then please reboot IP Module and then wait mitial the DDNS service.

If you want to see the video of the IP Modb¢ésed on DDNS, just type the DDNS

Host Name in address and it will be transferrethécurrent IP of IP Module’s internet

connection.
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Net Settingpage — LAN

Noi Soting___ [RBINY

o LAN Settings
)

Ef;g Wireless Interface )
WLAN DHCP Client [oFF i¥]
LAN IP Address | |
Stream Setting Subnet Mask | |
Bomail Gateway | |
= Ethernet Interface
U]I':P:;‘rl;nﬁa PPPOE ‘E
5 DHCP Client [oFF ¥
IP Address 192.168.0.100 |
Subnet Mask |255.255.255.0 |
Gateway 1192.168.0.1 |
DNS1 168.95.1.1 |
DRSZ 168.95.192.1 |
Hosthame PAE05 |

In LAN settings, users can setup the DHCP or IBrimiation of Ethernet (Wire)
network connection. We recommended to setup timstion by professional MIS
people will be better an IP surveillance system.

Wireless Please note this IP Module device didn’t support Wveless function.
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Ethernet: (Wired)

Ethernet Interface

FPPPCE OFF |w
DHCP Client | OFF |

IP Address 1192.168.0.100
Subnet Mask |255.255.255.0
Gateway 1192.166.0.1
BNy 1689511
DNS2 168.95.192.1
HostMName PVB05

PPPOE: Users can setup PPPoE dial-up to interakstctc ®™ ¥/ to enable PPPoE

function, about the configuration, please refeP RPoE

DHCP Client: Users can have a fix IP or DHCP foM®dule. Select®™ | to
enable DHCP client and then the IP Module will getP from the

router or server. If no, please turn it (°FF ¥/ and then input the
information of IP Address, Subnet Mask, Gateway,3dhd HostName

by yourself.

After above, please remember to pr to save the settings and get it work.
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Net Settingpage — Multicast Settings

Net Setting 3 Multicast

Security [P Camera

!Lé:;;ige' <] Multicast Settings
? Multicast Enable © an & off
> |
| Multicast IP |234.5.E|.11 (224.0.0.0~239.255.255.255)
PPPoE Multicast Port  [6000
DDMNS
LAN Save |

In Stream Setting, users can setup the Multicaste®¢P and define the network
ports by themselves. We recommended to setupuhidon by professional MIS
people will be better to build an IP surveillangstem. Please check these settings if

your network connection’s behind a firewall, roubemetwork filter.

Multicast Enable O on @& off
MulicastlP |234.5.6.11 |

Multicast Port

The Multicast function’s general using only fGlient Applicationon Intranet. Using
this can reduce the data flow while many remotent$ created connections with IP

Module in Intranet network at the same time.

Just need to assign a Multicast IP (range:@@4 ~ 239.255.255.255) for IP Module
using to do Multicast function. After that, the thuer connections from remote clients
will link to the Multicast IP directly for receivopthe video/audio. Therefore the data

flow will be reduced between the IP Module and Naalst 1P.
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Net Settingpage — Port Settings

Net Setting 3> Port

Security [P Camera
S
T — e
Language; )
| English v| Port Settings
=
Ml c.ctom Setti RETSP Port  |554
LIl System Setting
B Met Setting Control Port|21
PPPoE Alarm Port |22
DDNS HTTP Part |30
LAMN
Multicast e |
Port

In this Setting, users can define the network part& port-forwarding or firewall

issue.

RTSP Port
Control FPort
Alarm Port
HTTP Port

These ports can be changed to the speciabnletwansmission policy if the IP
Modules were built behind a firewall or router.

Please note that firewall or router may als®ét for receiving input and output data to
(or from) IP Modules from network.

After above, please remember to pr to save the settings and get it work.
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Net Settingpage — Email

E-mail Settings
|

PPPoE

DDNS SMTP Server ServerlP |
PP Fecipient \Recipientinfo |
LAN Usemame UserName |

Stream Setting PHEEHAEE [asessase |

i Authentication Method | PLAIN +|

FTP Raiciulill |

WLAN :

IP Config

Qllstorage |

Version : 1.0

IP Module had the ability to send alarm or messagevzia Email. Therefore we have
to setup a SMTP server for sending email @g. strongly recommended to have a

SMTP server which’s not in SPAM blacklist or the ugrs may not receive any
email from IP Module.

SMTP Server information:

SMTP Server ServerlP |
Fecipient |Recipient|nfu |
Username \UserName |

Passwiord esssnsne |
Authentication Method
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Please input the information of SMTP servet #ien choose the authentication mode

in |Authentication Method

Please note that can only access 28*charanfausin RECIPIENT item.

After above, please remember to pr to save the settings and get it work.

Net Settingpage — FTP

Net Seting.___ [N

Security [P Camera

——

Language: 5
English vl FTP Settings
=N Live Yideo
Ol System Setting FTP Server ftp:,-’,-’|59rver1l3
LI Met Setting FTP Port o
PPPoE Lsernarne |USEI’NEIIT|E
DDNS Password ||||-|-||
LA Remote Falder I
icast _ —
Mulbras FPassive Mode |DFF V|
Port —
E-mail N
FTP Save |

IP Module had the ability to send alarm picturevioleo out to FTP server. Therefore

we can setup a FTP server to save the fid=ase follow below instruction to input the
settings of FTP.
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FTP Server information:

FTP Server
FTP Port
zername
Password
Remote Folder

Passive Mode

fpe |ServerIF'

i

|U59rName

I

| OFF |

Please input the information of FTP server.

After above, please remember to pr to save the settings.

Net Settingpage — UPnP
= UPnP

UPRP Services

@0n
O Off

Save

Stream Setting
F-mail

FTP

WLAN

IP Config

g

Version: 1.0
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This function’s for users (Administrator) to setupnP.
What's UPnP?

Universal Plug and Play : It allows peer-t@peetworking of PCs & networked
appliances. It is a distributed, open architechagsed on

TCP/IP, UDP and HTTP.

UPNP enables communication between any two deuiedsr the command of any

control device on the network (LAN).

General speak, you'll easy to see the IP Modulecdgeviocated i” My Network

Places in Windows™ operating system after enable this fionc

Click and then pres to enable this function.

Click 29| and then pres to disable this function.

43



Net Settingpage — IP Config

= TP Confi

Security [P Camera

Metwork Interface ; etho
lLEar'lelfJ?-IQE- IP Address :192.155.0.153
g
{Engirs | Subnet Mask ; 255.255.255.0

el Live video  [UNFNEIEEE | 00:04:CF:00;01:02
Ol System Setting
EI Met Setting

PPPoE Default Gateway ; 192.168.0.1
DDMS DMS51 ¢ 168,95.1.1
LAMN DHS2 1 168.95,192.1

Users can check the ALL network informatiorthis setting. These information’s for

professional users to check the advanced valuestafork transmission.

Also general users can check some usual vakibglow introduction.

NOTE! : “eth0” means “Wire”, “ethl” mean “Wireless.

About other detail, please send request thiieal Support for more available

information.
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Appendix A: Reset and Factory Default Value

Press and hold theéardware Resetbutton on IP Module over 10 seconds to reset theese
to the factory defaults. You will see the Red iadiar LED light again when it is finish reset
procedure.

Tip: The system will reset to the Default IP (192.68.0.100).

Note! : You'll need to reconfigure the IP Module settingtearesetting the server. The IP
Module will recover to the factory default usernafaédmin) and password (admin). The
network settings on your server will also restaréhe default value, therefore you may need

to reconfigure the server using the Utility Toobgram.

Factory Default Value Sheet

Video

ltem Default Value

Video Resolution | D1

Video Format Auto Detect

OSD Timer Disable

BitRate 1Mbps
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NTP

Frame Rate 30 fps (stream 1)
Disable of stream 2
Brightness 138
Contrast 71
Saturation 64
Hue 0
Flip Disable
Zoom 100%
Default
Item
Value

Synchronized with Time Server | Enable

NTP Server

46




Account

Item

Default Value

Administrator Name admin
Administrator Password | admin
User Name user
User Password user

Motion Setting

Item

Default Value

Motion Detection Disable
Mask All clear
Sensitivity 1

Use Direct Draw Enable

IO Alarm

Disable

47




Motion Capture Post | Frame | 1
Picture Capture Disable
Video Capture Disable

Alarm Setting

Item

Default Value

Alarm Picture Off
Alarm Malil Off
Alarm FTP Off
Video Loss Alarm Mail Off
Output Alarm Event Select | Off
Output Alarm Action Time |1 sec
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Audio

PPPOE

DDNS

Item

Default Value

Audio Channel Mono

MP2 Bitrate 32kbps

ltem Default Value
User Name --

Password --

Password Retype

Item

Default Value

Dynamic DNS

Off

DDNS Service

DynDNS.org
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WLan

Host Name

User Name --

Password --

Item Default Value
Mode Infrastructure
Operation mode Auto
Channel Auto
Wireless AP SSID PVAP
Preamble Type Long
Authentication Open System
Encryption Off

WEP Key use 1
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LAN

WEP Key

WPA Encryption TKIP

WPA PSK -

Item Default Value
DHCP Client Off

PPPoE Off

IP Address 192.168.0.100

Subnet Mask

255.255.255.0

Gateway 192.168.0.1
DNS 1 168.95.1.1
DNS 2 168.95.192.1
HostName PV605
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Stream Setting

E-mail

Item

Default Value

Multicast Enable Off

Multicast IP 234.5.6.11
Multicast Port 6000

RTSP Port 554

Control Port 21

Alarm Port 22

HTTP Port 80

Item Default Value

SMTP Server

Recipient
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FTP

Username

Password

Authentication Mode

PLAIN

Item Default Value
FTP Server ServerlP
FTP Port 21

Username UserName
Password --

Remote Folder

Passive Mode

Off
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uPnP

Iltem Default Value

UPNnP Service Off

Storage Setting

Item Default Value

Manual SnapShot Picture | Off

Manual Record Video Off

Record Time 5 seconds
Schedule Snapshot Off
Interval 10 minutes

NOTE:
*--“ means that default value had no meaning.

*MAC address was assigned in factory which cannotdchanged by users.
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Appendix B: Network problematic Utilities

Windows™ operating system includes various networkiformation utilities to
determine various network configurations. To deternne your IP address and network

settings, please follow the procedures.
1. Click on ‘Start” => “Run” and type incmd and then pressEENTER”
2. Type command: ipconfig and then preBSTER”.

3. This will display your network card’s IP addreSsibnet Mask, and Default Gateway.

Please remember it, we will use it later.
4. Ping IP Module’s IP address, the Default IP92.168.0.100. Please type in the same

command windows: ping XXX. XXX XXX.XXX. The XXX.XX.XXX. XXX is your
IP Module’s IP address. For example: ping 192.1.680.

5. If there is a server, or a PC or other netwakick online and using this address, you

will see:

Pinging 192.168.0.100 with 32 bytes of data:

Reply form 192.168.0.100: bytes=32 time<1lms TTL=128
Reply form 192.168.0.100: bytes=32 time<1lms TTL=128
Ping statistics for 192.168.0.100:

Packets: Sent = 4, Received =4, Lost = 0 (0% loss),
Approximate round trip times in million-seconds:

Minimum = Oms, Maximum = Oms, Average = 0ms
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6. If there is NO response on this address yoadl s
Pinging 192.168.0.100 with 32 bytes of data:
Request timed out.

Request timed out.
Ping statistics for 192.168.0.100:

Packets: Sent = 4, Received =0, Lost = 4 (100%),loss

This indicates that the address is available for s However, there could still be a device
which is currently offline which is configured to use the address. To be certain, make
sure all your network devices are on and connected your network when checking for

address availability.
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Appendix C: Internet Explore Security
Settings

The IP Module’s web environment Communications gdinth JavaScript and ActiveX
control technologies. The ActiveX control must lmewiloaded form the server and installed
on your PC. There are four things that your InteEhelorer security settings must allow for

the web page to work correctly.
1. Download signed ActiveX controls
2. Run ActiveX control and Plug-ins
3. Script ActiveX controls marked safe for scriptirg

4. Active Scripting (Java Scripts)

All these things are enabled by the default InteEnglorer Security settings. You can
restore the default settings in Internet Exploneclcking “Tool” => "Internet Options” =>

“Security” => “Default Level”.

You can also click Custom Levéland set each of the four items listed aboveBpdble’.

The default security level n Internet Explorera$ ® ‘Medium”.

CAUTION! : You do not need to enable the option foe downlogudimsignedActiveX
controls. Unsigned ActiveX controls may cause peoid on your computer or allow hackers
or a virus to be installed on your system withootice. Signed controls have a digital

signature encoded in them verify the identity & #uthor.
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Appendix D: Frequently Asked Questions

IP Module Features

Q: What is an IP Module?

A: The IP Module is a standalone system connectirextlyrto an Ethernet or Fast
Ethernet network based on the IEEE 802.11b stantdasddifferent from the
conventional PC Camera, the IP Module is an athie-system with built-in CPU
and web-based solutions providing a low cost smfuthat can transmit high quality
video images for monitoring. The IP Module can enaged remotely, accessed and

controlled from any PC / Notebook over the Intramelnternet via a web browser.

Q: What is the maximum number of users that can be abwed to access IP Module

simultaneously?

A: Maximum number of users that can log onto the IRIM® at the same time is 6.
Please keep in mind the overall performance ofrdmesmission speed will slow

down when multiple users are logged on.

Q: What algorithm is used to compress the digital imag?

A: The IP Module utilizes JPEG image compression teldgy and Motion JPEG
Image compression technology to provide high quaiiages. JPEG is a standard
for image compression and can be applied to vammisbrowser and application

software without the need to install extra software
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Q: Can | capture still images from the IP Module?

A: Yes, you are able to capture still images withghapshot function from the Client
Software supplied with the IP Module CD-ROM. Youyaso use the first page
that shows up when you type in the IP Address ektrver. When viewing this
page, click thérefresh” button on your web browser to update the image. ¢&u
right-click the mouse on it and save to a new #so you can typehttp://{IP
addresg{ port{/cgi-bin/image.cgion IE browser and then the browser will get a

current JPEG file of the live video.

IP Module Installation

Q: What username and password do | use for the fitgime access the IP Module or

after a factory default reset?

A: User Name = admin, password = admin (all lowercase)

Q: What do | do if I can’t remember my username andpassword?

A: Restore the factory default settings by pressimgteniding down theesetbutton for

10 seconds. Caution: Any configuration settings lyaue entered will be lost.

Q: Can the IP Module be used outdoors?

A: The IP Module is not weatherproof. It needs to dp@igoed with a weatherproof case

to be used outdoors and it is not recommended.
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Q: What network cabling is required for the IP Module?

A: The IP Module uses RJ-45 Category 5 UTP Twistedgadble allowing 10 Base-T
and 100 Base-T networking.

Q: Can the IP Module be setup as a PC-cam on the mputer?

A: No, the IP Module is used only on Ethernet or [EdBernet network transmission.

Q: Can the IP Module be connected on the network if itonsists of only private IP

Addresses?

A: Yes, the IP Module can be connected to a LAN wrtkigte IP Addresses.

Q: Can the IP Module be installed if a firewall exsts on the network?

A: If a firewall exists on the network, port 80 is oger ordinary data communication.
You will need to do port forwarding by opening atgo the server (NAT function).
Please refer to your firewall's product manualdetailed instructions. Another way
Is modify the DMZ function on the Router, re-directhe Internet connection Real
IP to the IP Module’s intranet Virtual IP.

Q: | cannot access the IP Module from a web browser

Al: The possible cause might be the IP Address folRHdodule is already being used
by another device. To correct the possible probien,need to first disconnect the

IP Module from the network. Then run the PING tyilifollow the instructions in
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Appendix B: Network problematic Utilitigs

A2: Check the Ethernet status LED around the Ethemmds.dt should blink Green and

orange light. If not, check that both ends of tlieeEnet cable connection are secure.

A3: Confirm that you are using the correct IP addressport number. You can use the
Utility Tool to observer the status. Please confihatt server’'s gateway setting
matches the LAN IP of the gateway / router coniectt to the Internet. The

gateway may be configured not to respond to pimggsoWAN IP.

A4: Confirm that the http port used by the server (diefa 80) is forwarded to the
server’s LAN IP address in the gateway / routeosfiguration. Please refer to your

gateway / router’s manual.

A5: If IP Module is inside the intranet (Behind a NAduter). Then the Internet
Explorer outside the NAT router can’t access th#iiRlule’s IP address. You can
modify Router's DMZ function or NAT forwarding fution let Internet connection
can access the IP Module. Also you can use DDN&ilumtogether to access you

IP Module in Web address around the world.

Q: How Can | Register DDNS service?

A: Please go to the fallowing DDNS provider or theeotBDDNS provider company.
Register a account and finish the register proecadtiien apply a Domain on the
DDNS provider. Then input the Domain name (fronDYNS provider), User Name
(account of the DDNS), Password (password for tb&B) and DDNS Server
address (Please find in the DDNS provider Web Pag#)e IP Module address in

Your IPCam configuration. Then presses apply foalide the DDNS services.

For example:
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User Name: XXXXXXXX
Passwordseeeeeee

Server: dynupdate.dyndns.org

Here are some Free DDNS providers:

_http: //www.dyndns.org{recommended DDNS provide)

http: //lwww.3322.org/

DDNS Service must operation under Real IP envirartmethe IPCam is behind the
NAT router or the Firewall. Please set NAT redictor DMZ functions to the
IPCam IP address.

: Why E-mail configuration’s correct but cannot send E-mail?

: Some times user configure E-mail setting is colyebbwever the LAN setting
configure didn’t setup the DNS server address. dfioee the IPCam cannot find the
correct E-mail server address. So E-mail cannatene. So, correction the DNS

server address can solve this problem.

: Why server cannot be pinged?

: Check the server is on and the Ethernet statusikBD and blinking. Cycle the
power off and then on and re-check. Confirm thatlth address of the server does
not conflict with another device on the networkgyg the address with the server

power off. Make sure your internet connection iscross the NAT router.
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Q: Why does the Power LED not light up constantly?

A: The power supply used might be at fault. Confirat §ou are using the provided
power supply, which is DC 12V, for the IP Moduladarerify that the power supply

is well connected.

Q: Why does the LAN LED not light up properly?

Al: There might be a problem with the network cablec®ofirm that the cables are
working, ping the address of a known device omigisvork. If the cabling is OK
and your network is reachable, you should recemreply similar to the following
(...bytes = 32 time = 2 ms).

A2: The network device utilized by the IP Module is fntctioning properly, such as
hubs or switches. Confirm the power for the devaeswell connected and

functioning properly. And please shout-sown andareésgain.

Q: Why does the IP Module work locally but not extenally?

Al: Might be caused from the firewall protection. Chéok Internet firewall with your
system administrator. The firewall may need to hewme settings changed in order

for the IP Module to be accessible outside youallbh®N.

A2: Make sure that the IP Module isn’t conflicting wahy web server you may have

running on your network.

A3: The default router setting might be a possibleara€heck that the configuration

of the router settings, allow the IP Module to beessed outside your local LAN.
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Q: The focus on the IP Module is bad, how can | coect it?

A:

Adjust the IP Module focus manually, it can turft End right to adjust for the

correct focus.

. Internet Explorer displays the following message“Your current security

settings prohibit downloading ActiveX controls”.

Restore the default IE security settings (Mediumdanfigure the individual settings

to allow downloading and scripts of signed Activedhtrols. Refer té\ppendix C:

Internet Explore Security Settings chagdtarmore detail.

. Internet Explorer displays message: “Error on Pae in the status bar in the

lower left corner of the web page”.

Most likely, the server ActiveX control did not dolead and install correctly. Check
your Internet Explorer security settings and thdmse and restart Internet Explorer.

Try to browser and log in again.

: How can | tell if the server’s ActiveX is instaled on my PC?

Go toC: \Windows\Downloaded Program fileend check to see if there is an entry
for the file Cam Image ClassThe status column should show “Installed”. If tile f
Is not listed, make sure your Security Settingstarnet Explorer are configured

properly and then try reloading the server’s homgep
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Q: My browser does not seem to work too well withite IP Module?

A: Make sure that you are using Internet Exploreros.Bigher. If you are experiencing
problems, try upgrading to the latest version otidsoft’'s Internet Explorer from

the Microsoft website atdattp: //www.microsoft.comywindows/ie

Q: Noisy images occur. How can | solve the problem?

A: The video images might be noisy if the IP Modulesgd in a very low light

environment. To solve this issue you need mordihgh

Q: There are no images available through the web lowser?

Al: The ActiveX might be disabled. If you are viewirigetimages from Internet
Explorer 7.0 above and make sure ActiveX has beabled in the Internet Options

menu. Please ségpendix C: Internet Explore Security Settirtgsconfigure your

Internet Explorer

A2: Make sure that your web browser supports ActivéXol are using Internet
Explorer with a version number of lower than 4 tlyeu will need to upgrade your
web browser software in order to view the streanvidgo transmitted by the IP
Module.

Q: When | use IPCam Wi-Fi mode, seems it always cérconnect. But the Wi-Fi

setting is correct. What should | Do?

A: Sometimes according to your environment, some aflasfrVi-Fi is jam or to much

noise. So batter changes a channel for batterIdignd?Cam. Please configuration
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your Wi-Fi AP or Wi-Fi AP Router Wi-Fi Channel tmather channel. Then restart

the IPCam to connect the new channel of Wi-Fi digna

Q: What can | do if | have more questions?

A: We hope your experience with IP Module is enjoyaptel may experience some
iIssues or have some questions that this Q&A haamawered. To obtain the newest

information and support for your IP Module, pleaad or mail to our Sales dept.

(sales@xcore.com.ivfor additional help.
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Appendix E: PoE (optional) Technical
specifications

Important of POE (Power over Ethernet) pins definiton:

Pin Alternative B
1

2

3

4 Vport Positive
5 Vport Positive
6

7 Vport Negative
8 Vport Negative




Appendix F: 3G Mobile Survelllance
compatible list

Following mobile phones have been tested withoytmanblem with 3G view. If the
mobile phone supported RTSP Streaming will be dkayiew 3G signal from IP Module.
The list may update without notice, please confades dept. for further detail.

Dopod CHT9100

Dopod 595

Nokia N93
Nokia N80

Motorola E1070
Motorola raza 3.x
Motorola V3x

Sony Ericsson K608i

Sony Ericsson K610i
Sony Ericsson W900i

How to connect IP Module with 3G mobile phones.

Step 1. Use mobile phone to link 3G network @nah launch the Internet browser of
3G mobile. (Noté: For 3G mobile surveillance, the IP cannot be vtual IP)

Step 2. Just need to input the IP addosssiobile phone browser.
Step 3. Then you'll need to select Stream 1tira® 2 and then input account name

and password to login and get the video/audio fierlodule.

About the streaming settings, please refeytstem Set - Video

Appendix G: Note of Network Ports and



SD/USB compatible list

1. the ports used on IP Module
a. Unicast (TCP), port=554, 21
b. Unicast (UDP), port=554, 21
c. Multicast (UDP), port=554, 21, 6000, 6002

Please be noted that, On IE, Multicast mode ontybmenabled, and the Multicast
mode is really running on Client software onlyGain not be run on IE.

Http port=80
Alarm port=22
Audio port (from PC to IP Module) = 1500

2. Some limitation on SD and USB
a. the maximum capacity of SD is 4GB
b. the maximum capacity of USB interfaced storag@0GB
c. only support NTFS file system on USB interfaséatage
d. the power of USB interfaced storage should lfepssvered, rather than the IP
Module.
e. the suggested models of USB interfaced stonagPMY, ASUS, Sandisk, NuSlim,

eSENSE

3. How to identify the IP Module is wired by ourrfiware?
If you want use wired mode, please have the Ethemaid@e connected, if you have the
Ethernet cable disconnected, the firmware will deie
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