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(http://www.open-nfc.org/license.html#attribution).

Copyright © 2009-2011 Inside Secure

Open NFC and the Open NFC logo are trademarks or registered trademarks of Inside
Secure.

Other brand, product and company names mentioned herein may be trademarks, registered
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1 Introduction

The NFC Controller Simulator is a Windows application that is part of the Open NFC tool kit
that giving a way to run and debug NFC applications without the availability of a hardware
NFC controller.

The NFC Controller Simulator provides simulation of the following features:

Another NFC controller.
Peer 2 Peer (target & initiator, passive & active, connected & connection less)
Card Reader with the following protocol:
= 1S014443-4-A/B
= 1S014443-3-A/B
= Jewel/Topaz protocol
= ]SO 15693-3
= FeliCa
= Card emulation with following protocols
= 1S014443-4-A/B
Virtual Presentation Robot Service,

The NFC Controller Simulator support theses virtual cards:
Mifare UL, Mifare UL C

Mifare Classic (for detection)

Mifare DesFire (in Type 4)

Topaz 96

Topaz 512

Picopass 2k

Picopass 32k

Micropass (in type 4)

Tag It

LRI 512

Icode

NFC Forum Tags type 1, 2, 4A, 4B, 5, 6

The NFC Controller is used to develop applications, on top of Open NFC, without having a
NFC Controller connected to the computer.

The Virtual cards, gives possibility to develop user applications with card interaction. An
antenna area is displayed and virtual card can be presented in front of them. The user
selects the card among the list of virtual cards. Once presented in front of antenna the
application can communicate with the card.

The Card emulation is used to develop application emulating card. The emulated card may
be presented in front of another virtual NFC controller.

The Virtual Robot Service is used to drive automatically the card’s presentation in front of
the antenna without user interaction.

Check document version before use. Copyright © 2009-2011 Inside Secure
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2 NFC Simulator Tool

2.1 Installation

The NFC Controller Simulator NFCSimulator.exe can be installed in any folder.

There is no installation procedure; just ensure that the following files are in the destination
directory:

e NFCSimulator.exe

e |nitSettings.xml (see below for description)

e PersistantData.xml (see below for description)
o Require DLLs (see below for list)

o ‘“virtualcards” directory

2.2 Main Window

2.2.1 General description

After launching the executable, the following window is displayed:

a2} NFC Controller Simulator v4.3
Main  NFCDevice#1  NFC Device #2

NFC Object Manager

Object List NFC Device #1 Antenna eI
15015693_ICodeNoTa_15693W_1] @ RFlock ® 1501444384 @ 150 1444344 @ P2P nitiator

1S015693_|Code-Tg6_15693L_1] @ 150156933 @ 1501444383 @ 1501444343 @ Type
1S015693_ICode-Tgh_15693-H_1]
15015693 _ICode-Tg6_15633-W_1] @ 5015332 @ Fela ® Erime
15015693 LRI512-NoTq_15633W_1]
15015693_LRI512.Ta6_15683-L_1] R
15015693_LRI512-Ta6_15693-R_1]
1S015633_LRIS12-Ta6_15693-W_1) @ RFlock @ 501444384 @ 1501444344 @ P2F Target
15015633 Tag|T-NoTa W _1]
15015693_Tag|T-Ta6-R_4]
15015693_Tag|T-Tg6-R_5]
1S015693_TaglT-Tg6_15693-L_1]
15015633 Taa|T-Tob_15693-A_1]
15015693_Tag|T-To6_15693-R_2] NFC Device #2
15015633_Tag|T-To6_15693-R_3]
Reader/Witer
1S015693_TagIT-Tg6_15693-W_1]
J%Et,}g%}-mﬂg-&ﬁ] @ FFlock @ 1501244384 @ 1501444344 @ P2P hnititor
_| o Tg-vW_
MICROFASS-NoTg_7816-W_1] @ 0156533 @ 1501444383 @ 1501444343 @ Type
MICROPASS-Ta4-F_10]
MICROPASS-Tg4-R_5] @ 5015332 @ FelCa ® EFime
MICROPASS-Ta4R 5] Edt | [ Restore |
A CHOPAGS Tos. 1384 R 4 Card Emation
-1g4_ =
MICROPASS-Tg4_1444384-R_6] @ RFlock @ 501244384 @ 1501444244 @ P2P Target
MICROPASS-Tg4_1444384-R_8]
MICROPASS Tg4_7816R_2) Vitual Robot

Save | [ savens

MICROPASS Tg4_7816R_1]

MIFARE_TK-No Tg_14443A3-R_1] [
MIFARE _TK-No Ta_14443A3-W_1]
MIFARE _4K-NoTg_14443A3R 1]
MIFARE_4KNoTg_14443A2W_1
MIFARE_DESF_D&0 Tg4_14443A4R_1]

Notice the 4 areas in this screen application:
¢ Menu bar at the top
e NFC Device #1 and NFC Device #2 at the right side
e NFC Object Manager at the left side

Check document version before use. Copyright © 2009-2011 Inside Secure
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2.2.2 Menu bar

The menu bar has 3 items:
e Main:

Main | MFC Device#l  MNFC Dewvice #2

About...

Exit

You can see the version and license policy about the simulator application by
“About...” option:

About NFC Controller Simulator T e

Open NFC - NFC Controller Simulator
Wersion v4.3 (Build 0)
Copyright = 2008-2010 Inside Secure

Inside Secure

NFC,

www.open-ifc.org

NFC Controller Simulator -

4

Copyright {c) 2007-2011 Inside Secure, All Rights Reserved.

Licensed under the Apache License, Version 2.0 {the "License"); you may not use

thiz file except in compliance with the License. You may obtain a copy of the
License at

-

http:/Awww apache orglicenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distibuted under =

You can exit application by “Exit” option

e NFC Device #1(representing the first NFC Device controller)

Main | MFC Device#1 | MNFC Device #2

i NFC Ob Hide
Stop
Obijeq Configure...
Hgg] Show UICC

You can:
= Hide/Show the device #1 window
= Stop/Start the device #1.
= Configure the device by selecting the xml files containing the
configuration and persistent data from NFC device controller.
The device must be stopped before accessing the Configuration menu.

Check document version before use. Copyright © 2009-2011 Inside Secure
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File including fimware and hardware information

Init Settings xml g

Select a file to store persistent data information

Persistent Data xml )

The file PersistentData.xml represents the persistent data stored in the device
and contains theses information:

= <PersistantMemory> > the connection data used for device
authentication during the HCI protocol initialization.
= <PersistentPolicy> Default access rights of the NFC device.

The InitSettings.xml represents the capabilities of the device and contains theses

information:
= <Hardwarelnfo> -> Description of device functionalities.
=  <Firmwarelnfo> -> Description of firmware functionalities.

= <UICCCardMode> - Card mode configuration.
» <UICCReaderMode> - Reader mode configuration.
=  UICCSwpMode> - SWP status.

e NFC Device #2 (represents the second NFC Device controller)

Main  MNFC Device#1l | NFC Device #2
MFC Object Manager il
Stop
Object Lis Configure...
[1S015693_ICode-NaTg_|
[15015693_ICode-Tg6_1! Show UICC

Device 2 has the same functionality as NFC Device #1.

The simulation of the NFC Device #1 and #2 are started automatically at the start of the
simulator.

Check document version before use. Copyright © 2009-2011 Inside Secure



Open NFC - NFC Controller Simulator - Page: 920

Date : June 23, 2011
User's Manual _
General Business Use Ref.: MAN_NFC_0905-114 v1.3(14516)

2.2.3 Device Window

-

MFC Device #1
Reader/Witer
@ Frilock @ 1501444384 @ 150 1444324 @ P2P Intiator
@ 50156933 @ 1501444383 @ 150 1444343 @ Typel
@ 10156932 @ FeliCa @ &rime
Card Emulation
@ FFlock @ 1501444384 @ 1501444344 @ P2P Target
NFC Device #2
Reader/Writer
@ FRFlock @ 1501444384 @ 1501444384 @ P2P Initistor
@ 50156933 @ 1501444383 @ 1501444343 @ Typer
® 50156532 @ FeliCa @ EFime
Card Emulation
@ FRFlock @ 1501444384 @ 1501444324 @ P2P Target

The window “NFC Device #1” and “NFC Device #2” represent the activity of the virtual NFC
Controllers: The protocols used for the polling are displayed in orange, if a protocol collision
occurs; the corresponding led is displayed in bright red. When a protocol is selected for
communication in reader mode, card emulation or Peer 2 Peer, the protocol is displayed in
green.

Check document version before use. Copyright © 2009-2011 Inside Secure
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2.2.4 Object Catalog Window

The figure below shows the NFC Object Manager Window without a card in front of antenna
of the device #1.:

NFC Object Manager

Object List NFC Device #1 Antenna

15015693_[Code-NoTg_15693W 1] T
(15015693_|Cods-Tab_15693-L_1]
[15015693_|Cod=-Tab_15693-R_1]
[15015693_ICods-Tgb_15693-W_1)
[15015633_LRI512-NoTg_15633W_1)
(15015693 _LRI512-Tg6_15693-L_1]
15015693_LRI512-Ta6_15693-R_1]
(15015693 _LRI512-Tg6_15693-W_1]
(15015693 _TagIT-NoTg-W_1]
(15015693 _Tag!T-Tg6-R_4]
(15015693_Tag!T-Ta6-R_5]
(15015693 _TagIT-Tg6_15693-L_1]
(15015693_TaglT-Ta6_15693-A_1]
15015693 _Tag|T-Ta6_15693-R_2]
(15015693_TagIT-Ta6_15693-A_3]
(15015693_TagIT-Tg6_15693-W_1]
[JEWEL_IRTS001-NoTg-R_1]
[EWEL_IRTS001-NoTg-W_1]
[MICROPASS-NoTg_7816-W_1]
[MICROPASS-Ta4-R_10]
[MICROPASS-Tgd-R_5]
[MICROPASS-Tad-R_9]
[MICROPASS-Tad-W_2]
[MICROPASS-Tad_1444384-R_4]
[MICROPASS-Tad_1444384-R_6)
[MICROPASS-Tad_1444384-R_5)

m

[MICROPASS-Tad_7816-R_2) Virtual Robot
[MICROPASS Tad_7816-R_1]
[MIFARE_1K-NoTa_1444383-R_1) [ ]

[MIFARE_1K-NoTg_14443A3W 1]
[MIFARE_4K-NoTa_1444343-R 1)

[MIFARE 4K-NoTg_14443A3W 1]
[MIFARE_DESF_DA0-Tg4_14443A4-R_1]
[MIFARE_DESF_D40-Tg4_14443A4-R_2]
[MIFARE_DESF_DA0-Tg4_14443A4-R_3]
[MIFARE_DESF_DAD-Tg4_14443A4-R_4]
[MIFARE_DESF_DA0-Tg4_14443A4-R_5]
[MIFARE_DESF_DA0-Tg4_1444384-W_1)
[MIFARE_DESF_EV1_2K-Tg4_14443A2-A_1] -

Reload ] [ Carfigure...

92 Items

The object catalog window contains several areas. On the left hand side, a list of virtual
objects is used to select the object to present to the virtual NFC Controller:

Virtual Cards are simulation of physical card based on a XML file.

Collision objects represent a set of conflicting cards causing a protocol collision.

NFC Device #2 represents a second instance of simulated NFC Device.

External NFC Device represents a third NFC device optionally connected to the NFC
Controller Simulator.

All objects in the list are stored in the “virtualcards” directory and each of them is represented
by a XML file description.

Check document version before use. Copyright © 2009-2011 Inside Secure
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2.2.5 Presenting a virtual card in front of the antenna

The object catalog contains also an area representing the antenna of the NFC Device #1.
You can put object in front of this antenna by double clicking on the object from the object
list. Double click on the object to remove it from the antenna.

The figure below shows the NFC Object Manager window with an example of MICROPASS

card in front of antenna:

MFC Object Manager

Object List

15015693_ICode-NoTa_15693-W_1]
[15015693_|Cods-Tab_15693-L_1]
(15015693_|Code-Tgb_15693-R_1]
(15015693_ICode-Tgb_15653-W_1)
[15015693_LRI512-NoTg_15693W_1)
(15015693 _LRI512-Tg6_15693-L_1]
[15015693_LRI512-Ta6_15693-R_1]
(15015693 _LRI512-Tg6_15693-W_1]
(15015693_TaglT-NoTg-W_1]
(15015693 _TagIT-Tg6-R_4]
(15015693_Tag!T-Ta6-R_5]
15015693 _Tag|T-Ta6_15693-L_1]
(15015693_TagIT-Ta6_15693-A_1]
(15015693 _Tag|T-Ta6_15693-A_2]
(15015693 TagIT-Tg6_15693-A_3]
(15015693_TagIT-Tg6_15693-W_1]
[JEWEL_IRTS001-NoTg-R_1]
[EWEL_IRTS001-NoTg-W_1]
[MICROPASS-NoTg_7816-W_1]
[MICROPASS-Tad-R_10]
[MICROPASS-Tad-R_5]

[MICROPASS-Tgd_1444384-R_4]
[MICROPASS-Tad_1444384-R_6)
[MICROPASS-Tgd_14443B4-R_5)
[MICROPASS-Tad_7816-R_2)

[MICROPASS Tad_7816-R_1]
[MIFARE_1K-NoTa_1444383-R_1)
[MIFARE_1K-NoTg_14443A3W 1]
[MIFARE_4K-NoTa_1444343-R 1)
[MIFARE_4K-NoTa_14443A3W 1]
[MIFARE_DESF_DA0-Tg4_14443A4-R_1]
[MIFARE_DESF_DA40-Tg4_14443A4-R_2]
[MIFARE_DESF_DAD-Tg4_14443A4-R_3]
[MIFARE_DESF_DA40-Tg4_14443A4-R_4]
[MIFARE_DESF_DAD-Tg4_14443A4-R_5]
[MIFARE_DESF_DA0-Tg4_1444384-W_1)
[MIFARE_DESF_EV1_2K-Tg4_14443A%-R_1]

m

MICF-!OP.P;SS—TF‘#F{ 3]
|CROPASS-Tgd-W 2

Reload

|| configure...

NFC Device #1 Antenna

make the move !

[MICROPASS-Tg4-W_2]

Micropass

92 Items

When you put an object in front of antenna of the NFC Device #1, you can edit the properties

of the object and copy or save it in another xml file.

Check document version before use.
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2.2.5.1 Edit object properties

Clicking on “Edit”, a dialog box appears to edit/change the following object properties:
e nName
o Image file
e Description

The figure below shows the object properties:

Edit Object Properti

Physical Type

Micropass

Object Name
[MICROPASS-Tgd-W_2]

Image File

MMicropass jpg

Description

Mote: Use Cid+Enter to skip line

[0k ][ Goneal |

When you modify one of the properties of an object, for example the description,

Description

Mew description.. |

Mote: Use Cii+Enter to skip line

Check document version before use. Copyright © 2009-2011 Inside Secure
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After validation, the changes are visible in the object manager window.

NFC Object Manager

Object List

15015693_[Cods-NoTg_15693-W_1]
[15015693_ICods-Tab_15693-L_1]
15015693_[Code-Tg6_15693-H_1]
15015693 _|Cods-Tab_15693-W_1]
[15015693_LRI512-NoTg_15693W_1]
[15015693_LRI512-Ta6_15693-L_1]
(15015693_LRI512-Ta6_15693-R_1]
(15015693 _LRIS12-Tg6_15693-W _1]
(15015693_TagIT-NoTa-W_1]
(15015693 _TagIT-Ta6-R_4]
(15015693_Tag|T-Ta6-R_5]
(15015693 _TagIT-Tg6_15633-L 1]
(15015693_TaqlT-Ta6_15693-R_1]
15015693 _TaqlT-Ta6_15633-R_2]
(15015693_TaqlT-Ta6_15633-R_3]
15015693 _TagIT-Ta6_15693-W_1]
[JEWEL_IRTS001-NoTg-R_1]
EWEL_IRTS001-NoTg-W_1]
[MICROPASS-NoTg_7816-W 1]
[MICROPASS-Tad-R_10]
[MICROPASS-Tgd-R 5]
MICROPASS-Tg4-R_51

[MICROPASS-Tgd_1444304.R_1
[MICROPASS-Tad_1444384-R_6)
[MICROPASS-Tad_14443B4-R_8]
[MICROPASS-Tad_7816-R_2]
[MICROPASS Tgd_7816-R_1]
[MIFARE_1K-NoTa_1444383-R_1]
[MIFARE_1K-NoTq_1444343W 1]
[MIFARE_4K-NoTa_1444343-R 1]
[MIFARE 4K-NoTg_1444343W 1]
[MIFARE_DESF_DA0-Tg4_14443A4-R_1]
[MIFARE_DESF_DA40-Tg4_14443A4-R_7]
[MIFARE_DESF_D40-Tg4_14443A4-R_3]
[MIFARE_DESF_DAD-Tod_14443A4-R_4]
[MIFARE_DESF_D40-Tg4_14443A4-R_5]
[MIFARE_DESF_DA0-Tg4_14443A4-W_1]
[MIFARE_DESF_EV1_2K-Tg4_14443A2R_1]

q limodfied) 3 |

L3

m

Reload ] [ Carfigure...

NFC Device #1 Antenna

make the move !

[MICROPASS-Tg4-W_2]

Micropass
Inf zdf
[ Bt || Restore |
[ Save ]I_ Save As... 1
Virtual Robot
o

92 Items

Description of modifications:

e The object in the list is tagged as being modified.

MICHOF‘.H.SS-T?&H 3
g *] imadffied)

[MICROPASS-Tgd_14452R4.R_47

e A specific icon in the top of antenna is displayed to notify a modified object.

o

e Button “Restore” enabled. This button restores the original properties and content of
an object. The unsaved modifications are discarded.
e Button “Save” enabled. This button saves the current modifications in the original

object file. Then the object is no longer tagged.

Check document version before use.
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2.2.5.2 Virtual robot area

The virtual robot area is used for automating presentation of object. It is used in conjunction
with an automatic test tool.

2.2.5.3 Manage virtual card repository

2 buttons are used to manage the virtual card repository:

e The reload button to reload all cards from original files. All modifications will be lost.

e The configure button to browse any folder and modified the path of the Object
directory where are save the cards used by the simulator.

Change the Object Root Directory ‘ !" ]

Objects Directory
EA\DeliveresyOpen NFC v4.3.0 (0)4Open MFC - Core Edition‘zorerfoc_simulatorwirt, :]

Include Subdirectories

Ok || cancal |

Check document version before use. Copyright © 2009-2011 Inside Secure
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2.1 Reader-Writer Functions

2.1.1 Read and Write

Figure below describes an ongoing reading operation on a virtual card.

&l NFC Controller Simulator

Main NFC Device #1 MNFC Device #£2

NFC Device #1
Fieader writer
@ Frlock
@ 50155933
@ 150158932

@ reics

Card Ernulation

@ Frlock

NFC Object Manager

Object List

O 150 1444364
@ 501444363

@ 1501444384

@ 501444344 @ 2P Initiator
@ 01444383 @ Tuped

. B Prime

@ 01444384 @ PP Taget

15015693_|Code-NoT g_15693W_1]
15015693 Code-Tah_15693-L_1]
15015693 Code-Tgh 15693F_1]
15015693 |Code-Tg_ 1569347 1]
IS015693_LAIS1 2-NoTg_ 15693 1]
15015693 LRIS12-Tg6_15693L_1]
(15015693_LRI512-Tg6_15693_1]
15015693_LRIS1 2-Tgb_ 15693 _1]
15015693 TaglT-HoTgw_1]
15015693 T agIT-ToER_4]
15015693 TaglT-To6F_5]
IS015693_TaglT-Tg_15693-L_1]
15015693 TaglT-Tg6_15693-F_1]
(15015693_T agIT-Tgb_15693-R_2]
15015693_TaglT-Tg6_15693R_3]
15015693 TaglT-Tgh 15693 1]
JEWEL_IRTS001-HoTgR_1]
JEWEL_IRTS001-HoT g 1]
JEWEL_IRTS002NoTgw 1]
HEWEL_IRTS003-NoT g 1]
EwEL_IRT5004-NoTgw 1]
MICROPASS-HaTg 7816w _1]
MICROPASS-Tgd-F_10]
MICROPASS-Tgd-R_5]
MICROPASS-Tg4-F_o]
MICROPASS-Tgd W 2]
WICROPASS-Tod 13443848 _4
MICRD 04 14443E84F E
MICROPASS-Tod_14443B4-R_4]
MICROPASS-Tgd_7816-R_1]
MICROPASS-Tgd_7816-R_2]
MIFARE_1K-NaTg_1444383-A_1]
MIFARE_TK-MoT g_144438340/7 1]
[MIFARE_4K-NoT g 14443838 1]
MIFARE_4K-NoT g_1444383/_1]
MIFARE_DESF_DA0-Tgd_1444344-F_1]
MIFARE_DESF_DA40-T g4_1444344-R_2]
MIFARE_DESF_DA0-Tg4_1444384-F_3]
MIFARE_DESF_D40-T g4_1444344-F_4]

b

Reload

] ’ Configure...

MFC Device #1 Anterna

make the move !

[MICROPASS-Tg4_14443B4-R_6]
Micropazs

Save

Restare

Virtual R obat
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2.1.1 Collision

As shown in the figure below, presenting one of the collision objects will simulate a collision
for the given protocol.

[ MFC Controller Simulator v4.3 (Build 10562) =13l x|
Main  NFCDevice #1  NFCDevice #2

NFC Object Manager rcoencess
Reader/Writer

@ Rrilock @ 501422282 @ 15014242484 @ P2P ntiator

@ 505333 @ 150 1444383 @ 1501444343 @ Type 1

@ 015332 @ Feica @ brime

~Object List — NFC Device #1 Antenna

TMIFARE_LIL_C-NoTa_14443A3W 3] |
[MIFARE LI C-Tg2 14442831 1]
[MIFARE_LIL_C-Ta2_1444243F_1]

[MIFARE_LIL_C-Ta2 1444243 _2]
[MIFARE_LIL_C-Ta2_1444243W_1]

[MIFARE_LIL_C-Ta2 144438300 _2]

[MIFARE_LIL_C]

[MIFARE UL C. BLANK]

[PICOPASS 2K-HoTg_1444383:W 1] .
[PICOPASS 2K-Tg5 1444383 1]
[FICOPASS JK-Tg5_1444363-F 1]
[FICOPASS 2K-Tg5_1444363F 7] Collision Type 1
[FICOPASS 2K Tg5_ 14443637 3]

[FICOPASS 2K Tg5_1444363R 4] e taasihoell
[PICOPASS_2K-Tg5_14443B3-R_5] (Causes a collision with the protocel Type
[FICOPASS 2K Tg5_1444362W_1] 1

[PICOPASS _22K-Tg5_1444382- 1]
[PICOPASS_32K-Tg5_14443B3-F_1]

RF Lock. @ 150 1420382 @ 1501444344 @ FIF Target

”Card Emulation

[PICOPASS_32K-Tg5_14443B3-R_2]
[PICOPASS_32K-Tg5_14443B3-R_3]
[PICOPASS_32K-Tg5_14443B3-W _1]
(71 DYNTa1-¥/_i] = | e |
[TOPAZ_512-Tg1-R_1]
[TOPAZ_512-Tg1-R_2]

[TOPAZ_512Tg1-R_3] Save | Save fs.. |
[TOPAZ_512-Tg1-W_1]

[TOPAZ_96-NoTg-V/_1]  Virtual Robot

[TOPAZ_86-Tg1-L_1] e
[TOPAZ_36-Tg [ ]

[TOPAZ_96-T91-R_2)

[TOPAZ_36-Tg1
Colision B Prime
Colision FeliCa
Colision 150 14443 A Part 3
Colision 150 14443 B Part 3
Colision 150 15693 Part 3

Rl

Extemial NFC Device
NFC Device #2
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2.2 Multiple Device Interaction

The NFC Simulator Tool includes the simulation of two NFC Devices. The two NFC devices
can be controlled by two different NFC stacks so the interaction of two applications executed
on two different devices can be simulated.

The second device can be presented or removed from the antenna of the first device like any
other virtual object listed in the object catalog.

2.2.1 NFC Device #2

The simulation can be done with one device in reader mode and one device in card
emulation mode. A peer 2 peer communication can also be simulated.

The following figure shows a scenario of Peer 2 Peer communication.

(8 NFC Controller, Simulator,

Main  NFC Device #1  NFC Device #2

NFC Device #1 NFC Device #2

Reader/witer Reader/wiiter

@ Frlock ® 501444384 @ 1501444384 @ PR Iniiator @ Frlock ® 501444384 @ 1501444344 @ PR Iritiator
@ s015e33z @ 15071444383 @ 1501444283 @ Tuped @ 0156332 @ 15071444383 @ 1501444382 @ Tupel
® 50156932 @ Felca @ ¢ Five ® 0156532 @ Felca ® EFive

Card Ernulation Card Ernulation
@ FFlock @ 01444384 @ 1501444384 @ PP Target @ FFlock @ 501444384 @ 1501444384 @ PP Taget

NFC Object Manager

Object List MFC Device #1 Antenna
MIFARE_UL_C-Ta2_1444343-L 1]

MIFARE_UL_C-Tg2_1444343F_1]
MIFARE_UL_C-Tg2_1444343-R_2]

MIFARE_UL_C-Tg2_1444383%7 1]
MIFARE_UL_C-Tg2_1444383w 2]
MIFARE_UL_C]
MIFARE_LIL_C_BLANK]
PICOPASS_2K-NoTg 14443834/ 1]
2K-Tgh 1444383-L_1]
2K-Tg5 1444382-A_1]
2K-Tgh 14443B2-A_2]
2K-Tg5 1444383-A_3] NFC Device #2
2K-Tg5 14443B3-F_4]
2K-Tg5 144438 3-F_5) A Dz
2K-Tga_ 1444383 _1] Second MFC Device included in the NFC
32K-Togh_14443B3-L 1] Simulator
32K-Toh 14443B3-R_1]
PICOPASS_22K-Toh_14443B3R_2]
PICOPASS_22€-Toh_1444383-R_7]
PICOPASS_22K-To5_ 144438347 1]
T1_DYM-NaTa'w)
T1_DYM-Tglw_1] Edit... Restare
TOPAZ_512-TaTR_1]
TOPAZ_512-TalF_2]
TOP&Z_512-Tgl-R_3]
TOPAZ_512-Tglw_1]
TOPAZ_SB-NoTow 1] Wirtual Fobat
TOPAZ_96-Tal-L_1]
TOPAZ 96-Tgl-A_1] [
TORAZ_95-Tal-F_2]
TOPAZ_95-Tgl W 1]
Collizion B Prime
Collizion FeliCa
Colizion |50 14443 & Part 3
Colizion |50 14443 B Part 3
Callision 150 15693 Part 3
Callizion Type 1
External MFC Device

[®

PICOPASS
PICOPASS
PICOPASS
PICOPASS
PICOPASS
PICOPASS
PICOPASS
PICOPASS
PICOPASS

Save Save Az,

Fieload ] [ Configure...
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The following figure shows a scenario of Card Emulation communication

| NFC Controller Simulator v4.3 (Build 10562)

Main  NFC Device #1  NFC Device #2

NFC Object Manager

~Object List

MIFARE_UL_C NoTg_14443A30_3]

MIFARE_ULC-Tg2_14443A3-L_1]
MIFARE UL C-Ta2 1444283-A_1]
MIFARE UL C-Ta2 14442837
MIFARE UL _C-Ta2 1444383 1)
MIFARE_LIL_C-Tg2_ 14443830 2]
MIFARE_ULC]
MIFARE_UL_C_BLANK]
PICOPASS_3KNoTa 1444383 _1]
FICOPASS 2K Tg5_ 1444283 L 1]
FICOPASS_2K Ta5_ 1444283 F_1]
PICOPASS_2K Tg5_ 1444282 R3]
PICOPASS 2K-Ta5_1444282R_3)
PICOPASS_2K-Ta5_1444282R_4]
FICOPASS 2K Ta5_ 1444383 F 5]
FICOPASS_2K Tg5_1444383W/_1]
PICOPASS 22K Tgh_14442B2 L 1]
PICOPASS_32K-Tg5_1444363-F_1)
PICOPASS_32K-To5_1444383-R 2]
FICOPASS_32K-Tah 14443B3R_3)
FICOPASS_32K Tgh_ 1444383 W_1]
[T1_DYN-Tg1-W_i]
[TOPAZ_S12-TaTR_1]
[TOPAZ 512-Tal-R_2]
[TOPAZ 512-Ta1-R_3]
[TORAZ_512Tg1W_1]
[TOFAZ_36-NaTgW_1]
[TOPAZ_36-Tg1-L_1]

[TOPAZ 96-Tg1-R_Z]
[TOPAZ SE6-Tg1-W_1]
Collision B Prime

Colision FeliCa

Colision 150 14443 A Part 2
Collision IS0 14443 B Part 3
Collision 1SO 15693 Part 3
Collision Type 1

Reload |

Extzmal NFC Device =

Configure.

[

[~ NFC Device #1 Antenna

6, | R |

swve || sevess. |
[ Vituel Robot —————————————
L

2.2.2 External NFC Device

_1ol x|
Reader/Writer
@ Frlock @ 501222282 Q) 1501444384 @ P2P Intiator
@ 5oz @ 01420382 @ 1501242222 @ Typed
® o122 @ Reiica @ Erine
Card Emulation
(. AF Lock @ 50124384 @ 1501444284 @ P2P Taget

Reader/Wrter

@ rriock @ 501244384 @ 1501424384 @) P2P Intiator
@ 50333 @ 1501422383 @ 1501444383 @) Typer
® o332 @ Reica @ Erime

Card Emulation
(. RF Lock. @ 501222382 Q) 1501444384 @ P2P Target

External NFC device used for POS device simulation (Point Of Sale)
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8 NFC Controller Simulator v4.3 (Build 10562) =] 5]

Main  NFC Device #1  NFC Device #2

~Objsct List (~NFC Device #1 Antennia
(PR T T T = @ FFlock @ 501444384 @ 150 1444384 @) FIF Intiator
MIFARE UL C-Tg2_T244383L 1] @ 150156333 @ 1501444383 @ 190 1444343 @ Typel
MIFARE_UL_C-Ta2_14443A2-F_1]
MIFARE_UL_C-Tg2_14£43A3F 2] @ o132 @ Feics @ 5rime
MIFARE_UL_C-Tg2_12243A3_1]
MIFARE_UL_C-Tg2_14443A3:W 2]
MIFARE UL C] ;E"’ Emuiation ° ° °
MIFARE_UL_C_BLANK] RF Lock 150 14443 B4 150 1444344 P2P Target
PICOPASS_ZKoTg_14443B3W/_1]

FICOPASS_2K Tgh_ 1444363 L 1]
PICOPASS_2K Tg5 1444383 F_1]
PICOPASS_2K-Tg5_1444382-R_2]
PICOPASS _2K-T35_1444362-R_3]
FICOPASS_2K-Tab_14443B3-R 4]

FICOPASS_2K Tgh_14443B2-R_5] Extemnal device connected to the NFC o

PICOPASS_2K Tg5_1444383W_1] |Smulator

PICOPASS_32K-Tgh_14443B3-L_1] @ FRFlock @ 501444384 @ 15014244344 @) PO Intistor
PICOPASS_32K-Tg5_1444383-F_1]

PICOPASS_32K-Tg5_14443B3-R_2] @ 50156333 @ 1501224383 @ 1501444343 @) Type
PICOPASS 32K-Tg5_14443B3R 3] )

PICOPASS 32K Tg5_ 1444382 W_1] @ o162 @ Feics @ BPime

[T1_DYN-Tg1W_1] B | Reoe |

el coi i
[TOPAZ 512-Tq1-R_3] EL | Taz | ’7. RF Lock @ 15012442384 @ 150 1224304 @ P2P Target
[TOPAZ 512-Tg1-W 1]

[TOPAZ_36-NoTg-W_1] Virtual Robot

[TOPAZ 86-Tg1L_1]

[TOPAZ_S6-Ta1-RL 1] [ ]
[TOPAZ 36-Ta1-R 2

[TORAZ 36-Tq 140 1)
Colizion & Prime

Cellsion FeiCa

Collsion 130 14443 A Pat 2
Colision 1SQ 14443 B Part 3
Colision 130 15693 Part 3

Colision Type 1
NFC Device #2 I

Reload | Corffigure... |
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