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1 Preparation job before configuration

1.1 Learn your router version and feature

1) HB00 series contains different version and option feature. Please learn it before using it.
H800 series defines the model as follows,

HB800x --- xxx (option) --- RSxxx (option)

232: R5232 port
485: RS4385 port

W: WiFi
G: GPS

W: 3G WCDMA HEPA version, work under HSPA/HSUPA/HSDPA EDGE/GPRS/GEM networks
P: 3G HSPA+ version, work under HSPA+/HSPA/HSUPA/HSDPA EDGE/GPRS/GSM networks
EV: 3G EVDO version, work under EVDOJCOMA1x networks
t: 45 LTE vesion, work under 4G LTE and back compatible to

HSPA+HSPAHSUPA/HSDRPA EDGE/GPRS/GSM networks or EVDO/CDIMATX netwaorks

2) Find the modem type info at the back cover of the router. This will be used while do configuration.

For example: the following label indicates the version, type and inside module modem.
The module modem name is “EM820u”, remember this and will select this module name while do
configuration.

Cellular Router
Type:H800w-W-RS232,EM820u

http://10.10.10.254

JFEACFORHRVE TR
H800-0712012
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1.2 Prepare SIM Card and working condition

1) For GSM/GPRS/EDGE/HSDPA/HSUPA/HSPA/HSPA+/4G LTE networks or TD-SCDMA networks,
please get a SIM card with data business.

2) For CDMA2000 EVDO/CDMA1x networks, please get a UIM card with data business or inform us
before order if the network uses non-ruim (nam-flashing).

3) Make sure the sim card or uim card is with enough data business and balance.

4) Make sure the signal is good enough where you test or install the router. Weak signal will make the
router no work. If you find your signal strength is not good, please contact us for high gain antenna.

2 Hardware Installation

This chapter mainly describes the appearance, model and function of H800 series and how to install and
set the configurations.

1. Overall Dimension

2. Accessories Description
3. Installment

2.1 Overall Dimension

E-Lins Technology Co.,Limited
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2.2 Installment

H800 series should be installed and configured properly before putting in service. The installation
and configuration should be done or supervise by qualified engineer.

Attention:

Don’t install H800 series or connect/disconnect its cable when it is power on.

2.3 SIM/UIM card installed

Load or remove SIM/UIM card, need to have equipment back cover turned, up gently, gap

outwards, broke it gets stuck under load, toward the chip can buckle up. Remove UIM card,

SIM/broke it gets stuck; thrust the card can slip out.

Attention: SIM/UIM card does not reach the designated position, the equipment can not find a
card, can't work normally, therefore inserted a try to check again for a SIM card is
stuck fast.

E-Lins Technology Co.,Limited
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2.4 The installation of terminal blocks

H800 uses pluggable terminals to connect the user’s data and the power supply. Spacing:
3.81mm, 10 Pin; User data and power supply suggestion: 14~24AWG. Please refer to the table
2-4 for the interface definition of the power cable and connection sequence. Specific interface
definition of the power cable and connection sequence you can read on the labels of H800
products. Using 14~24AWG cable and referring to H800 products labels or the bellowed
interface definition and connection sequence, you need to use the oblate screw driver to fix
the cable to the connecting jacks of the pluggable terminal. After successfully connection, you
need to insert the terminal into the corresponding position in the bottom of the H800
products.
Notes: Connection sequence should be accurate, Cable’s insulating striping length is about
7mm. (For safety, insulating striping length should be too long). Please refer to the

picture.
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Attention:

1. The power cable should be connected correctly. We “suggestion double check before switch it
on .Wrong connections may destroy the equipment.

2. Power terminals: Pin 1 and Pin 2;

3.Here: Pin 2 is “GND”, PIN 1 is power input “Vin”(DC7~30V).

2.5 Terminal signal definition

PIN Signal Description Note

1 Vin +7-30V DC Input Current: 12V/1A

2 GND Ground

3 Tx Transmit Date

4 Rx Receive Date

5 PGND Ground
Reset Pin has the same
function with reset
button. In the usage, it
needs to be short
connected to the GND.

6 Reset Reset . .
After giving the device a
1 sec low level, it will
reboot.3 seconds, the
device will restore
factory settings

7 SPI-I (100) General Purpose I/0

8 SPI-O (I101) General Purpose I/0

9 SPI-CLK (102) | General Purpose I/O

10 SPI-EN  (103) General Purpose 1/0

I/O Terminal on router Serial port (RS485 or RS232)

Port 2 Port 5

Port 3 Port 3

Port 4 Port 2

2.6 Grounding

To ensure a safe, stable and reliable H800 series operation, Router cabinet should be grounded

E-Lins Technology Co.,Limited
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properly.

2.7 Power Supply

H800 series can be applied to complicated external environment and usually the power range is
very large. So in order to fit the complicated application environment and improve the stability
of the system, H800 series is designed with advanced power management technology. The DC
power supply electronic to the device via the pluggable terminal PIN 2(GND) and PIN 1(Vin).
Please refer to the above table for the detail definition of the terminal.

Normally, H800 series input powers supply is +7~+30V. In most cases, the standard
configuration is 12V/1A.

2.8 Check Network Status

Please connect the antenna after you successfully connect to the cable. And then insert the
valid SIM/UIM card and provide the power to the H800 series via the cable. After provide the
power to H800, if the RUN light start to blink in a few seconds, that means the system start-up
is normal; if the Online light works, that means the network has been found; if the VPN light
works, that means VPN tunnel has been set up. Please refer to the below table for the situation
of the indication lights.

LED | Indication Light | Description |

On for 3 seconds after

On for 3 seconds
power supply
Off or still on after | System set-up failure
3 seconds
Lan

blink Data transmission in
Ethernet

Off Ethernet connection

abnormal

VPN tunnel set-up

VPN tunnel set-up failure
On

Access to the Internet

3G/Cell

Enable

Disable

| WAN | blink Data transmission in

E-Lins Technology Co.,Limited
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Ethernet

Off Ethernet connection
abnormal

3 Software configuration

1. Overview
2. How to log into the Router
3. How to config web

3.1 Overview

H800 series routers with built-in WEB interface configuration, management and debugging tools,
user should configuration the parameters first; and it could be altered the parameters flexibility and
software upgrades and simple testing. User can set up and manage the parameters of the router on
its interface, detail step are bellow:

3.2 How to log into the Router

3.2.1 Network Configuration of the Computer.
The router default parameters as follow
IP: 10.10.10.254 (or 10.10.10.254:10000), sub mask: 255.255.255.0.

There are two ways to set the PC’s IP address.

1. Manual setting
Set the PC IP as 10.10.10.xxx (xxx = 1~253), subnet mask: 255.255.255.0, default gateway:
10.10.10.254, primary DNS: 10.10.10.254.

2. DHCP
Choose “Obtain an IP address automatically” and “Obtain DNS server address automatically”.
After IP setting, check it by ping. Click Windows start menu, run, execute “cmd” command. Input
“ping 10.10.10.254” in the DOS window.

E-Lins Technology Co.,Limited
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Czx2>ping 18.160.18.254

Pinging 18.18.18.254 with 32 bhytes of data:c

Reply from 18.18.18.254: hytes=32 time<ims TTL=64
Reply from 18.18.18.254: hytes=32 time<ims TTL=64
Reply from 18.18.18.254: hytes=32 time<ims TTL=64
Reply from 18.18.18.254: hytes=32 time<ims TTL=64

Ping statistics for 10.160.108.254:

Packetz: Sent = 4. Received = 4, Lost = 8 (@ loss),
Approximate round trip times in milli-—seconds:

Minimum = Bmz, Maximum = Bms, Average = Bms

This information means the connection is work.

C:s»ping 18.168.18_254
Pinging 18.18.18.254 with 32 bhytes of data:

timed out.
timed out.
timed out.
timed out.

Ping statistics for 18.168.18.254:
Packets: Sent = 4, HRecedived = B, Lost = 4 (188x loss2>.

This information means the connection is failure. If so, please check the network cable connection
and IP address setting.

3.2.2 Log into Router

® Open the Web browser, and type http://10.10.10.254 (or http://10.10.10.254:10000 ) into
the address field and press Enter bottom in your computer keyboard.

® Type User Name “admin” and Password “admin” in the pop-up Login Window, and then
press the “Apply” button.

E-Lins Technology Co.,Limited
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The server 10,10, 10,254 at Goshead requires a usernames
and password,

Wharning: This server is requesting that wour username and
password be sent in an insecure manner (basic authentication
withouk a secure conneckion],

User name: I 3 admin j
Password: Im

v Remember my password

Ik I Zancel

® |[f you type into the correct User Name and Password, you will get the access into the
Router’s Web Management Page.

goen ¥l | sioge Access Point Status

§ 35 Router
] Operation Mode

B3 Internat Sethings .
gl

Lers take a look atthe stabss of 30 Rouler

O LaN Product Model 3 Router
] Advanced Routing Softwang Viersion 1.4.33 (Apr 9 2011}
SR Hardware Version 1.0.0
j EEMI“ comman DEMERID 201 49006E00911 00
O statws Report Systern Lp Time 19 hours, 25 mins, 35 secs
L] Route Fai Qver Operation Mode Gabirwiny Mode
B3 wireless Settings 3G Infio
u_‘|J 5:“‘ : Sigmal Strengih open device aemor
A =
5 e Attachment Stale WCDMA PREFERRED
!
0 wos locaibotwork |
] wPS Local IF Address 19216811
L Station List Local Netrmask 255 255.255.0
B3 Firewall oA 104 i a
0 MAC/IP/Port Fikering WAL Addngss G0 A0801:029C
03 Port Forwarding Imernet Configur alicns
U oMz Connected Type 3G
L System Security WM IF Address
L3 Content Fitering Subingt Mask
B3 Administration
G Mbinpnarmnt Drafault Gaberway
0 Reboot Primary Domeain Mame Server
1 Updoad Firmwars Secondany Domain Hame Sener
j' Settings Management WA address 00:10:18:01 OE54
L] Stakistes

Ll System Log
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3.3 How to configure web

3.3.1 Main Menu as below Picture

open all | cloge all

ﬂ 3G Router
L] Operation Mode
B Internst Seittings

m

=

DO s Do0Dooo

CR=

=3

LULDDDER » VDR 3 DR

WAN

LaN

Advanced Routing
VPN

DTU

SMEMoice Command
Status Report

Route Fail Over

re|less Setangs

Basic
Advanced
Securty
wDsS

L
Station List

riw all

MACSIP/Part Filtering
Fort Forwarding

DMZ

System Securty
Content Filtering

dministration

Management

Raboot

Upload Firmmwars
Settings Managemant
Statistics

Systermn Log

3.3.2 Operation Mode

Tel: +86-(755) 33231620 E-mail: sales@szelins.com

Access Point Status

Let's take a look at the status of 3G Router.

Product Madel 3G Router

Saftware Version 1.4.33 (Apr 3 2011)
Hardware Yarsion 1.0.0

Device ID 2C148006E0091100
Systemn Up Time 19 hours, 25 mins, 35 secs
Operation Mode Gateway Mode

Slgnal Strength open device emorl
Altachment State wWCDMA PREFERRED
Local IF Address 19216811

Local Metmask 255.255.255.0

MAC Address o1 e0:0zac
Imternet Configurations

Connecled Type 3G

VAN IP Address

Subnet Mask

Drafault Gatisway
Primary Domain Name Senoar
Secondary Domain Name Sener

MAC Address 001801 :0E 64

E-Lins Technology Co.,Limited
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oin 3l | close 9l Operation Mode Configuration

¥ 3G Router

L Beeration Mods
B0 Internet Settings
B0 Wiraless Sethings
B-_] Firewall
"

| Administratean

‘You may configure the operation mode suitable for you environment

Eridgac

Al gthvierred and wingliss inferfeces and bridged ino a singhe bridge nbefacd

& Gatewaye

The first ethermet port |5 treated as ¥WAN port. The ofher ehemel pors and the wirelass
interface ane bridged together and are ireated a5 LAN pors

AP Client;

Thewireless apcl nbenace ig tealed a3 WAN porl, and the wireless ap inlerface and the
wlhiane] pos are LAN porls

MAT Enabled |Enable =|

Apply | | Cancel

> Bridge: All Ethernet and wireless interfaces are bridged into a single bridge interface.

> Gateway: The first Ethernet port is treated as WAN port. The other Ethernet ports and the
wireless interface are bridged together and are treated as LAN ports.

> AP Client: The wireless apcli interface is treated as WAN port and the wireless ap interface and
the Ethernet ports are LAN ports.

> NAT: Network Address Translation

Normally and default we select “Gateway mode”.

3.3.3 WAN Settings

ppen all | glose 3l

W 3G Router
) Operation Mode
B3 Internet Settings
{1 'wan
{] LaM
[ Advanced Routing
] veM
4 oty
L1 5M5/Voice Command
L] Status Report
1) Route Fail Over
B Wireless Sektings
B Firewall
B Administration

Y

WAN Connection Type: G - |
3G Mode
USB 306 modam [HUAWELEMEED = |
3G SIM Code
WTL
Operation Mode [Keep Alive =]
Enabled [Disable |

Apply | | Cancel |

WAN Connection Type support: Static IP, DHCP, PPPoE, L2TP, PPTP, 3G(some version of

software indicated “Cell” instead of 3G).

> USB Modem: System supports the follow module: HUAWEI EM560 (for H800 TD-SCDMA) ,
HUAWEI EM660/THINKWILL MI1600(for H800 EVDO), and HUAWEI
EM770/LONGSUNG-U6300/U5300(for H800 HSPA). Please choose right USB modem.

E-Lins Technology Co.,Limited
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Notes: the USB 3G Modem Type was marked on the back of the router.

For example, it shows the following. It means HB800 is the router series name, H800w-W-RS232 is the
part number name. And the EM820u Cell USB Modem is the 3G modem name. Then please select
“HUAWEI-EM820” at “USB 3G modem”

Cellular Router

Type:H800w-W-RS232
Cell USB Modem: EM820u

http://10.10.10.264

JRRR R ORI
H800-0712012

Notes: For module, please choose the correct modem name like in the following table.

Series Name at back cover of router

Choose modem name at WAN configuration

H800x-XXX-EM770

Huawei-EM770

H800x-XXX-EM770w

Huawei-EM770

H800x-XXX-EM770u

Huawei-EM770

H800x-XXX-EM660

Huawei-EM660

H800x-XXX-U6300

LONGSUNG-U6300/U5300

H800x-XXX-F3507

ERICSSON_WCDMA_SERIAL

H800x-XXX-F3307

ERICSSON_WCDMA_SERIAL

H800x-XXX-F5521gw

ERICSSON_WCDMA_SERIAL

H800x-XXX-MC8785

SIERRA_MC8785_MC8790

H800x-XXX-MC8790

SIERRA_MC8785_MC8790

H800x-XXX-MC8700

SIERRA_MC8700

H800x-XXX-GTM681w

GTM681w

H800x-XXX-EM820

Huawei-EM820

H800x-XXX-EM820u

Huawei-EM820

H800x-XXX-EM820w

Huawei-EM820

H800x-XXX-MC7710

SIERRA_MC7710

H800x-XXX-MF210 ZTE-MF210
H800x-XXX-MU301 ZTE-MU301
H800x-XXX-MC5728 SIERRA-MC5728
H800x-XXX-AD3812 ZTE-AD3812

H800x-XXX-F3607

ERICSSON_F3607gw

Notes: if the modem name is not in the list, please contact us for support.
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>

3G SIM PIN: enter PIN code if necessary. Most of sim card has no PIN code, then keep it as
blank.

Operation Mode: always online, connect on demand, connect on time. The default mode is
always on line.

MAC Clone: enable and disable the MAC clone function.

3.3.3.1 WAN type --3G

mobile MSP Parameters

MSF Marne W DA,
36 network type | WCDMA PREFERRE ~ |
Dialing Mumber O
Initial Cormrmand String at+cgdoont=1 V' IPV V' 3gnety”,
Lser Marmne Wl
Passwaord (11
Local IP
Authenticate Type |5&UTD v |
Use Software Compress Enahble

| Add to List |

Mobile MSP parameters: edit the MSP parameters.

MSP Name: any name is ok

3G network type: you can choose right network here.

Dialing Number: Input the Dialing Number you get from ISP. For example, China Telecom (#777)
Initial Command String: you need to input the username and password or APN  offered by ISP with
our Initial command

H800 EVDO: pleaseinput: at\"pppcfg=\"username\”,\”"password\” Take China Telecom (both
username and password are “CARD”)as a sample: we input this command
at\"pppcfg=\"CARD\”,\"CARD\”

(HUAWEI_EM660/Thinkwill M1600)
H800 HSPA: pleaseinput: at+cgdcont=1,\"IP\"\"APN\”, Take China Mobile(Their APN is
3gnet) as a sample: we input this command at+cgdcont=1,\"IP\”,\"”3gnet\”,
(HUAWEI_EM770/U5300/U6300/GaoRan280)

H800 GPRS: pleaseinput: at+cgdcont=1,\"IP\”",\"APN\”, as a sample: we input this

command at+cgdcont=1,\"IP\”,\"cmnet\”,

H800 CDMA: at+zpidpwd=username,password , as a sample:we input this command

E-Lins Technology Co.,Limited
Tel: +86-(755) 33231620 E-mail: sales@szelins.com sales@e-lins.com www.szelins.com



. -Lin’ JEQE Wl S R o S R |
&/ E-Lins Technology Co.,Limited

at+zpidpwd=card,card

HB800 User Manual

> Username and Password: input them if there is. If none, just keep blank
> Authenticate Type: PAP/CHAP, the default setting is auto.

MSP List

mMSF Dialing Initial Command I lser Laocal .
He. Mame Mumber String Marme Fasswaord P Operation
COMA #777 CARD | CARD Ralals
@ WCDMA Rgeles wap wap Delete
To- g Delete
SCOMA JgF wap wap [ Delete |

Select to Use

MSP list: This list is produced automatically once you finish the above mobile MSP parameters. Just
choose the right MSP parameters and corresponding module (3G USB modem), and click Apply, then it
will dial.

For example, we use H800 HSPA router to dial:

=43 Internet Settings

) Wi )
Y LAN VAN Conneciion Typa: G "
By ]
) AdvancedRadig |Usa 3G madem HUAWELEMTTO |+
L W
] oTu 3G 5iM Coda
a1 Wirelsss Sabings
#{"7 Firewall MTL
=5 Admansstraticn
[} Mansgermert Oparafion Mode Keep Al w
{3 upload Firmware
) Settings Management Enabled e Dizsable e
) Status L
g apply -Apply' 1| Cancel
L] Statistics :l
{) System Log
MEP Mameg WICDNA
3G network type Automatic saarch w
Dialing Mumber f‘ﬂﬁd—. = T JFITE.L_IH'J-_II‘_ the dial number
. : = " and
\ AR = tial C vand Strin
Initial Command String ~_at+cgdeont=1, V1P, CIgnatl”, N Lomman g
"'\-\.\_\_‘_\_‘_\_ _._‘_H_‘_,.o-"'
User Hame wap Character "IP" must be
capital; and do not forget
Passward 1] P ; 4

the last comma.

E-Lins Technology Co.,Limited
Tel: +86-(755) 33231620 E-mail: sales@szelins.com sales@e-lins.com www.szelins.com



m Bk B A A PR
e -~ E-Lins Technology Co. Limited H800 User Manual

Local IP [ |

Authenticate Type !AUTO Vi
Use Software Compress [ Enable

= click this button after
{_Add to List ' you finish the paremeters
MSP List

r»:‘lsr;:'e EJ?AISSF Inmal;:ni:;ngmand rf;i; Password Lnlgal Operation Second:choose the right
; . ; ; ; _ MSP Mame you have

| finished in first step,and

click Select to Use

button,

Mo.

#TTT CARD

(=

WCDMA

TD-

SCDMA SR wap

Select to Use

3.3.3.2 AP Client mode

Set H800 as a AP client, H800 will connect the upper WiFi router.
Stepl: H800 web -- Operation Mode — Choose “AP client”, and click apply button. Wait some time until

the H800 make the setting works.

You may configure the operation mode suitable for you environment.

-] WAN
- LAN
j DHCP i :E O Briage:

3 it All ethernet and wireless interfaces are bridged into a single bridge interface.
- VPN Passthrough O

; Gateway:

‘j Selyanes Bendng The first ethemnet port is treated as WAN port. The other ethemnet ports and the wireless
----- VPN
-] DTU

-1 Y SMS/Voice Command
]j Status Report
0

Route Fail Over

B3 Wireless Settings MAT Enabled | Enable v'|
- Basic B
-~ Advanced
~{) Security Apply
- WDS

Steps: Wireless Settings — AP Client

Here fill in the parameters.

SSID: input the WiFi router’s SSID

Security Mode: choose correct one from the WiFi router you want to connect.

E-Lins Technology Co.,Limited
Tel: +86-(755) 33231620 E-mail: sales@szelins.com sales@e-lins.com www.szelins.com



. -Lin’ JEQE Wl S R o S R |
b E-Lins Technology Co.,Limited

HB800 User Manual

& 3G Router
-] Operation Mode

-9 Internet Settings
: WAN

You could configure AP Client parameters here.

Sl

LAMN
DHCF clients
VPN Passthrough s

AP Client Parameters

0
0
{1 Advanced Routing
-{] VPN MAC Address (Optional)
a DTU T
0
P
Wi

SMSiVote Command Security Mode OPEM b
Status Report .

Encryption Type Mone »
Route Fail Owver o i

B3 Wireless Settings [

~{ Basic

-] Adwvanced

-] Security

Apply ] [ Cancel

ation List

S_tep3: V\_/ireless_§e_tfci_r_15 -- Basic

E: ipale ettings

G

----- {1 Adwanced

Here please select the right channel the same with the wifi router you want to connect.

| 1
| Frequency (Channel) ‘!|2¢13?MH2 (Channel &) V|

Step4: Internet Settings -- WAN

& 3G Router

1:] Operation Mode
=23 Internet Settings
'|_1| WAN

1:] LAN

L-] E clients
-] werll Passthrough
~{] Advanced Routing DHCP Mode

WPN iHostname i| |
DTU |(optional} |

SMs/\Voice Command  FITNeen

Status Report 'E T i|D o v|
Route Fail Over | napie | e

ireless Settings

Basic

You may choose different connection type suitable for your environment. Besides, you may also
configure parameters according to the selected connection type.

WAN Connection Type: | DHCP (Auto config) V|

CUDDD

Advanced
Security
WDS

LoD =

I e

At “WAN Connection Type”, choose “DHCP (Auto Config)”, and click “Apply” button. The H800 router will
E-Lins Technology Co.,Limited
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automatically connect the WiFi Router and get local IP from the wifi router. You can check at status info
page.

3.3.4 LAN Settings

ppen 3ll| doge all

g 3G Router

Ll et Ko

=43 Internet Settings

) waN IP Address 10010.10.254

) AN Subnet Mask 255 285 2550

L Adwanced Routing ——

L] WPN LAM 2 Enable & Disable
i oTu

_'] EMEVonce Cormimadd LANZ IF Address

] Status Report

L] Route Fail Ower
(] Wirsless Settings MAC Address 00:10:18:01:02-9C

#{_] Firawall DHCF Type prm—
H{_] Administration |

LAMZ Sybnel Mask

Start IF Address (100100100100
End IP Address [10,10.10.200
Subnet Mask 255 255.255.0
DHCP Primary DMNS 100100100251
DHCP Secondary DMNS | 168.95.1.1
Default Gatewsay 100100100254

Lease Time B&5400

B02.1d Spanning Tree fﬁqs'atﬁ-_
LLTD [Disable =
UPHP |Disable =/
DMS Prosy [ Disable =]

|" Appl]l ] Cancel

Setting the LAN parameters, include IP address, sub mask, VLAN, DHCP, etc.

3.3.5 DHCP Client

DHCP Client List

You could monitar DHCP clients here.

DHCP Clients
Hostname MAC Address IP Address Expires in

E-Lins Technology Co.,Limited
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List the Clients which gain IP address from DHCP.

3.3.6 Configure Static Routing

This section mainly introduces what is Routing Table and how to configure static router.
® Routing Table

This page shows the key routing table of this router.

Current Routing table in the system:

E| Destination | Metmask |Gateway |Flags |rv'|etri|: @|Use |Interfa|:e |Cnmment
1 [255.255.255.255 265256256255 [0.0.00 [5 [0 [0 [0 [LAN() |
2 [1010.100 2552552550 (0000 [1 Jo  fo [o [Lanro)]

® New Static Router

This page is about how to set static routing function of the router.

Add a routing rule

Destination |

Range [Host =]
Gateway |

Interface Lan =
Comment |

§ Destination: please enter Target Host or IP network segment
§ Range: Host or Network can be chosen
§ Gateway: IP address of the next router.

§ Interface: You can choose the corresponding interface type.
§ Comment: some notes

Notice:
> Gateway and LAN IP of this router must belong to the same network segment.
» If the destination IP address is the one of a host, and then the Subnet Mask must be
255.255.255.255.
> If the destination IP address is IP network segment, it must match with the Subnet Mask.
For example, if the destination IP is 10.0.0.0, and the Subnet Mask is 255.0.0.0.
3.3.7 VPN

E-Lins Technology Co.,Limited
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3.3.7.1 IPSEC

Ipsec VPN

Using IPSec protocol to achieve remote access.

IPSEC Vpn List

M. State | Mame zewice mode Remote Gateway Local Address  Remote Address
1 W] Enabled jordan client 1858171180 192.1681.0 1010100
Enable | | Disable | [Delete | [Edit |

| 4dd Application |

IFSec connect name jordan

wou can input DEV+DevicelD+[..] to bind device
example:DEYZE1280D52F 241452 vpnl.cam

service mode client =
hode Aggrezzive -

Femaote IPSec gateway 196, 8. 171, 180

Local IF address | Subnet = |

YRR P address 182,168, 1.0

IF suhnet mask 255, 26A. 266.0

Femaote IP address Subnet -
YRR P address 10, 10.10.0

IF suhnet mask 255, 26A. 266.0

ey Exchange Method Luto(IKE) =
Authentication |Pre—Shared Key v|
FPre-Shared Key [ TITTTTT]

Ferfect Forward Secrecy Enable =

MAT Traversal i

Advanced IKE Settings r Show Advanced Settings '|

|J".pp1y| | Cancel |
> IPsec connect name: make sure the name in client and server are same, we suggest to use
domain name (111.vpnl.com). if you want to build a point-to-point channel, the IPsec name

E-Lins Technology Co.,Limited
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have to be written as DEV+equipment ID+name (DEV281250D52F2A1452.vpnl.com), and
make sure both the client and server are inputing Client equipment ID. You can find H800’s ID
in the Status interface.

Service Mode: Server/Client

Mode: Main/Aggressive. The Aggressive mode is commonly used.

Remote Gateway: This choice just appears in the Client mode and it is used to fill the IP
address in the Server.

Local IP address: Fill LAN IP of this device. You can fill an IP or a network
Remote IP address: Fill the IP of the other router.

Authentication: Commonly, Pre-Shared Key is chosen. And the Client and Server
choose the same key.

Advanced AKE settings: There are some encryption methods in this field. You must use the
settings in this field when VPN tunnel needs to be built between H800 and other brand VPN
server.

Example: Connected cisco 7200 and H800

How to config H800 as VPN clinet

IPsec Name: make sure the name in client and server are same, we suggest to use domain
name(111.vpnl.com). if you want to build a point-to-point channel, the IPsec name have to
be written as DEV+equipment ID+name(DEV281250D52F2A1452.vpnl.com), and make sure
both the client and server are inputing Client equipment ID. You can find H800’s ID in the
Status interface.

segment.

must

IPSec connect name jordan

wau can input DEY+DevicelD+[..] to hind device
example:DEV2E12500D52F 241452 wpnl .com

service mode client =~
mode Lggreszive -

Remote IPSec gateway 1968, 171. 180

Local IP address | Subnet - |

WM P address 182, 168. 1.0

IF gubnet mask 256, 26h6. 266. 0

Remote IP address Subnet -

WM P address 10.10.10.0

266, 266, 266. 0

Auto(IEE) -

IF gubnet mask

key Exchange Method

Authentication
FPre-Shared Key

Perfect Forward Secrecy

AT Traversal

|Pre—Shared Kew v|

Erable -

v

E-Lins Technology Co.,Limited
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Advanced IKE Settings i Hide Adwvanced Settings j
Fhase 1

Encryption |3DES—v|

Integrity Algarithim SHAl -

Select Diffie-Hellman Group for Key Exchange lm

Key Lifetime 3600 Seconds
Fhase 2

Encryption 3DES -

Integrity Algarithim SHAl -

Select Diffie-Hellman Group for Key Exchange lm

key Lifetime 28800 Seconds

| &pply | | Cancel |

How to config cisco 7200 as VPN Server

crypto keyring jordan
pre-shared-key hostname jordan key test

crypto isakmp profile jordan
description china SZ shenzhen
keyring jordan

match identity host jordan
keepalive 60 retry 10

crypto ipsec transform-set vpnset esp-des esp-sha-hmac

crypto ipsec profile jordan
set transform-set vpnset
set isakmp-profile jordan

crypto dynamic-map jordan 1
set security-association lifetime kilobytes 536870912
set security-association lifetime seconds 43200
set transform-set vpnset
set isakmp-profile jordan
reverse-route
crypto map COREVPN 26 ipsec-isakmp dynamic jordan

E-Lins Technology Co.,Limited
Tel: +86-(755) 33231620 E-mail: sales@szelins.com sales@e-lins.com

www.szelins.com



/Tlm T L A PR
b E-Lins Technology Co.,Limited

H800 User Manual

3.3.7.2 PPTP

open all | close all

soenaltoseal PPTP

'J 3G Router .

|_1 Operation Mode PPTP VPN Settings

=53 Internet Settings PPTF WPM Active V|
----- {7 wan
..... 1) LaN FPTP User vpntest
""" L] DHCP clients PPTF Paszsward [ TITITT]
----- {1 ¥PN Passthrough
""" {1 Advanced Routing PPTP Servet vpntest
..... [ weH
..... 0 oTu Remote LaniMask 1.0.0.0 1 285, 255, 255.0
j zra::;'z;c;mma”d Lacal PPTP IP DHCF 1 =
----- {] Route Fail Over MPPE Encryption 7l

[H+{_] wireless Settings

-] Firewall 40 Bit Encryption(Default is 128 Bif)

-] Administration Refuse Stateless Encreption

| 4pply |

this function in the device just works as Client.

3.3.8 DTU Settings (Serial to Cellular Gateway Feature)(for with DTU feature

version only)
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DTU Status Table

dtu status on -

DTU Serial Settings Table
baudrate IQEUU "I bps

parity Inune vI

databits & | pits

stophits 1 «| pits

flow control Im
link type [client =]
network type m

server 1 W [113.111.127.22 3000
Sernver 2 | | ;|
Senver 3 - | ;|
semnver 4 - | ;|
heart beat time Ilﬂ_ s (0 means disable )
heart beat infomation hex [T fhello dtu

off heart beat when no serial data -

off heart beat delay time [ s

send data timeout 100 ms(0~999)

apply I

This section is mainly about DTU settings.

® DTU status: open and close DTU

® Baudrate: support 4800/9600/19200/38400/57600/115200bps

® Link Type: Server link or Client link can be chosen in the DTU config table. If use it as
Server, we suggest you to use fixed IP of the SIM card.

® Multiple-path Backup: the router can support 4 Server IP at most to meet the need for
multiple-path data backup.

® Heart Beat function: You can define heart beat time and heat beat information. So that
Server  can use the heart beat information to identify DTU.

® Data content: the largest package contents are 3KB. The interval between packets can be
adjusted through change “send data timeout”.
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3.3.9 SMS/Voice Control (for version support SMS/Voice control feature only)

open all | cloge all SMSMNoice Table

j el Rbater ShSroice status on [v]

-] Operation Mode Send response mMessage ot |le

=5 Internet Settings =
=) WAN Yoice Comrmand Cell Link Tp and Du:n[v]
""" L] LaN Telephone Numbers
-] DHCP clients T
----- [ wPM Passthrough i SM3
]j Advanced Routing rMumber 2 I:l ShS
..... ||I||PN
-] DTU Mumber 3 ] sms
----- [ sMs/voice Command
=) Route Fail Over Number 4 [ sms
""" j SHMP Murnbier & [] sms
- GPS

H-{] Wireless Settings Mumber b [ sms

-] Firewall

B9 adrinistration Hlbbery [ sms
- Managerment KifiFksEa [ sms
----- [ Reboot
=) Upload Firmware Mumber 3 [] sMs
----- [ settings Management
- status Mumber 10 [ sms
""" L] Statistics Message Command Settings
Systern Lo

@ sy 2 Cell Link-up Command up
Cell Link-down Cormmand down

This section is to introduce how to wake up the router from SMS or Voice.

® SMS/Voice status: open(on) or close(off) this function.

® Send respond SMS: When the router receive a message, it will reply one piece if you
choose”on”..

® Voice Command: 4 choices(close, 3G link up, 3G link down, 3G link up or down); perform the
corresponding action according to what you have chosen. (Note:at present, Voice function do
not support phone number filtering.)

® Telephone Number Settings: 10 numbers can be set at most, which you can send SMS from
these phone numbers.

® Command Settings: Sending order by mobile phone can open “3G link up” and “3G link
down”.

Note:
1) SIM Card inserted in the router must support SMS or Voice.
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2) Try to add zone code or country code if the command cannot get working.
For example, we set the number 13798257916, and if the command cannot work, please
try to put the country code 86 as followed picture.

Telephone Numbers

rumber 1 +8613THE20TA16 Shs

Here set an example, we set the parameters for SMS/Voice as above.

1) Use the cell phone 13798257916 to send “down” to the router’s SIM Card Number, the
router will receive the “down” command, and it will be off-line. And in the System Log,
we shall find a info as following marks.

..... q L Lo e | 0 dnddes ek b e W A kWit e W e e ek s

; [1589]y received msg (down ) from (1379525791g) !
""" L) DHCP clients [lSBQ]I do command (3G Link-down) from {l3798257916) !
~L) ¥PN Passthrough £E]: Terminaring on =ignal 1o.
""" ] Advanced Routing E]: Script Jetc ro/pppfip-dotm started (pid 1744)
----- J VPR 5]: sent [LCP TermFedq id=0xZ "TUser redquest™]
..... J CTU £]: rocwd [LCP Termack id=0x2]

5]: Connection terminated.

SMEAoice C d
'j U T £]: Connect time S57.4 mihutes.

""" J Route Fail Over 5]: %ent 9058 bytes, received 7558 bytes.
""" L] SHmp E]: dizconnect script failed
----- Ij GPS £]l: Waiting for 1 child processes...
B Wireless Settings E]: gcript Jfetec_rofpppfip-dowm, pid 1744
MG Firswall 5]: Script ,-’Et:u:_ru:u,-’ppph..p—dnmn finished (pid 1744d), status = 0x0
e . £]: Connect time 57.4 mihutes.
=+ Adrninistration 5]: Sent 908 hytes, received 758 bhytes.
----- ,j Managerment 5]: Exit.
J Feboot [1589]: receiwved msg (up | from [13793257916) !
..... [ Upload Firmware [1589]: do command (3G Link-up) from (13793257916) !

53] pppd Z2.4.2 started by admin_user, uid 0

----- { | Settings Managerment
j N 4 g 23]: Connect script failed
..... atus B T s e

LY atatietice %]
----- ,j Systemn Log

’ Refrash ” Clear ]

2) Use the cell phone 13798257916 to send “up” to the router’s SIM Card Number, the router
will receive the “up” command, and it will be online. And in the System Log, we shall find a
info as following marks.
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open all | close all

j Cell Router

é ----- [ operation Maode
EI_'I Internet Settings
) wan

..... ) LaM

----- ) DHCP clients

-] WPN Passthrough
-1 advanced Routing
..... ) wPN
..... 0 oTu
-] SMs/oice Command
-1 Route Fail Over
..... ) SHMP
..... ) Gps
-] wireless Settings
[+ Firewall

[E+-—] adrministration

----- [ Management
Feboot
Upload Firmware

)
)
| | Settings Management
----- [ status
-] Statistics
_j Systermn Log

H]: ExX1t

[1582]) receiwved msg (up ) from (13795257916) !
[1589]) do command (3G Link-up) from [(1379525791l6) !

23] pITE g e orarion oY anmI eery in o
53]: Connect script failed

33]: Serial contection established.
23]: uzing channel 2
23]: Using interface ppp0

23]: Connect: pppl <--> fdev/trCyU3E0D
id=0x1 <asyncmap 0x0> <magic O0x31310540>]
1d=0x3 <asyncmap 0x0> <auth chap MD3> <magic 0x147f
id=0x3 <pcomp> <accomps]

id=0x1 <asyncmap 0x0> <magic O0x31310540%]
id=0x4 <asyncmap 0x0> <auth chap MDLE: <magic 0x147f
id=0x4 <asyncmap 0x0> <auth chap MDLIE: <magic 0x147f

23]: sent
23]: rowd
33]: sent
53]: rowd

33]: rowd
23]: =ent
23]: rowd
23]: rowd
23]: sent
23]: rowd
53]: CHAP
53]: sent
33]: rowd
23]: =ent
23]: rowd
23]: sent
23]: rowd
23]: sent
33]: rowd
E31 =ant
{ i

[LCF
[LCP
[LCP
[LCF
[LCF
[LCF
[LCF

ConfFedq
ContfFedq
ConfRe]
Contfick
ConfRed
Confack
DiscFeq

1d=0x5 magic=0x147feld]

[CHAF Challenge id=0xl <ealecto2i0da8l7ficelaliefcc3’i6l7>, namne
[CHAP Response id=0x1 <71dd7Vacldc0fcf5licfedd3dddafeasi>, nhame -
[CHAP Succeszsz id=0x1 "]
authentication succeeded

[IPCF
[IPCF
[IPCF
[IFCF
[IPCE
[IPCE
[IPCE

[IFCE
TTPCP

ConfReq
ConfNak
ConfRedq
ConfNak
ConfFedq
ConfNak
ContfFedq

ConfNak
ConfReanr

id=0x1 <£addr 0.0.0.
id=0x1 <ms-dn=1 10.
id=0x2 <addr 0.0.0.
id=0x2 <ms-dnsl 10.
id=0x3 <addr 0.0.0.
1d=0x3 <ms-dnsl 10.
id=0x4 <addr 0.0.0.
id=0x4 <ms-dn=s1 10.

id=MwE “add+ 0 N N

0

11.

0=

11.

0=

11.

0=

11.

M=

<ms-dnsl 0.0.0.0> <m=-
12.13» <m=s-dns3 10.11.

“ms-dnsl 10.11.12.13%>

12.13> <ms-dns3 10.11.

<ms-dnsl 10.11.12.13%>

12.13> <ms-dns3 10.11.

<ms-dnsl 10.11.12.13%>

12.153 <ms-dns3 10.11.

sma-dn=1 10 11 12 173%

I Refresh ” Clear ‘
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3.3.10 Route Fail Over

Route Fail Over

Operation Mode
ActivelPassive
-Elac:l-: To Primary WAMN When Possible

Router Priority

Cellular {2 High Priority & Low Priority

|DHCP  |w | @ High Priority ) Low Priority
Connectivity Check

Check Count 13 | (1-50

Check Method \ping ip | |220.181. 111. 148 |

How to use Route Fail Over feature?

Confirm the upper side router connects to internet, and its DHCP is working.

First, Set H800 work mode as default “Gateway mode”.
Stepl: activate it. Click at “Active/Passive”

Step2: click at “Back To Primary WAN When Possible”
Step3: Choose the network priority.

A. Cellular as Low Priority, DHCP as High Priority

With this configuration, the router will work at DHCP mainly, and if DHCP is failed, it switches to
cellular automatically after some time. And it will automatically switch to DHCP when DHCP is fixed.

B. Cellular as High Priority, DHCP as Low Priority

With this configuration, the router will work at cellular mainly, and if cellular is failed, it switches to
DHCP automatically after some time. And it will automatically switch to cellular when cellular is

fixed.

DHCP: here can be DHCP WiFi Client.

Step4: if step 3 choose A, please follow chapter 3.3.3.4 to make WiFi client DHCP work first, then set

WAN as DHCP and click “Apply”

E-Lins Technology Co.,Limited
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B2 Internet Settings
WAN

LAMN

DHCF clients

WPM Passthrough
Adwvanced Routing
VPN

DTU

Status Report
Route Fail Over
-] Wireless Settings
-] Firewall

B Administration

UUDOUUDOUD

VAN Connection Type:

| DHCP (Auto config) +|

DHCP Mode

I
Hostname

|(optional)

SMS/\Voice Command  [RTsRwin

|Enab|ed

[Disable

A

Cancel

The H800 gets WAN IP and default gateway from the up-side router.

|Product Model |36 Router
|Software Version [2.4.6 (Aug 5 2011)
[Hardware Version i1.0.0

Device ID [280230212C080435

|Sy5tem Up Time

|36 mins, 15 secs

|Operati0n Mode

|Gateway Mode

|signal Strengtn

[27, 031

|Attachment State

|COMAEVDO HYBRID

Local Network

|Lacal IP Address

|Local Metmask

(19216881

|255.255.255.0

|MAC Address

[00:0C:43:30:5277

Internet Configurations

|Connected Type |DHCP
iW.ANIF' Address i192.158.ﬂ.104
iSubnetMask i255.255.255.0

|Defau|t Gateway

[192.168.0.1

|F'rimarg.r Domain Mame Server

iSecondary Domain Mame Server

|‘192.1EB.U.1

|MAC Address

(00:0C:43:30:32:12

If step 3 choose B, set WAN as 3G and click “Apply”, it will work on 3G first, and switch to LAN RJ45 cable
WAN or WiFi client mode if 3G network is failed.

Notes: for route fail over feature, please first make the main network and backup network both work
before activate the fail over feature.

Tel: +86-(755) 33231620 E-mail: sales@szelins.com
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3.3.11 GPS (for version with GPS only)

:A 3G Router

18 Opertiin e
GPS Settings
B3 o -

Internet Settings :

]J WAN |GPS Active D
Wl tAm |GPS Sendto O serial ®TCPIP
-] DHCP clients L
-} VPN Passthrough GPS To Serial Seths .
~{) Advanced Routing  |Serial Baudrate (115200 »|pps
{3 DTU |Serial Parity NOne w
-] SMS/Voice Command | garia| Databits '8 | bits
]j Status Report r =
- Route Fail Over | Serial Stopbits 1 V||:|it5
ﬂ_ L _ {Serial Flow Control Innne v|
FH-_] Wireless Settings L &
&) Firewall {Comment: Do not used GP3 with DTU when send to serial!
H-{_] Administration GPS To TCP/IP Settings
|Socket Type I‘tcp ﬂ
|Server |
|Part

I

GPS Active: please click it once you need use GPS feature.

GPS Send to: Choose “Serial” or “TCP/IP” method. The router only receives the GPS signal, will not
process it. It will just send the received GPS signal to your GPS processor.

If the GPS processor is connected to the 3G Router via Serial Port, then please choose “Serial”.

If choose “TCP/IP” method, please fill in the “GPS to TCP/IP Settings”.

3.3.12 Wireless Settings (For version with WiFi only)

3.3.12.1 Basic Wireless Settings

E-Lins Technology Co.,Limited
Tel: +86-(755) 33231620 E-mail: sales@szelins.com sales@e-lins.com www.szelins.com
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Wireless Network

Radio On/off | RADIO OFF |

Metwark Maode | 11b/g/n mixed mode .V.|

Network Name(SSID) 3G Router | Hidden [ Isolated [
Multiple SSID1 | | Hidden O] Isolated [
Multiple SSID2 | | Hidgden [ Isolated []
Multiple SSID3 | | Hidden [ Isolated []
Multiple SSID4 | | Hidden [ Isolated [J
Multiple SSIDS | | Hidden [ Isolated [
Multiple SSIDG | | Hidden [ Isolated [J
Multiple SSID7 | | Higden O] Isolated []

Broadcast Metwork Mame (3310)

(® Enable O Disable

AP Isolation

(O Enable ® Disable

MBZ3ID AR [solation

(O Enable & Disable

B3SID

00:10:18:01:06:08

Frequency (Channel)

| 2437MHz (Channel 6) v |

HT Physical Mode

QOperating Mode

& Mixed Mode O Green Figld

Channel BandWidth

C20 @ 20140

Guard Interval

O Long ® Auto

MCS

Reverse Direction GrantiRDG)

() Disable @ Enable

Extension Channel

| 2457MHz (Channel 10) |

Aggregation MEDLIA-MSDL)

(® Disable O Enable

Auta Block ACK

(O Disable @ Enable

Decline BA Request

® Disable O Enable

HT Tx3tream
HT RxStream

The basic parameters of Wi-Fi setting.

Tel: +86-(755) 33231620 E-mail: sales@szelins.com
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The Radio function enable and disable.
The network mode supports 802.11 b/g/n (draft).
Support multi-SSID up to 8.

3.3.12.2 Wireless Security/Encryption Settings

Select SSID

531D choice | 3G Rout V|
Security Mode |Disable j

Access Policy
Palicy IDiaabIe 'I

Add a station Mac: |

The SSID select from multi-SSID setting.

Security mode include: disable, open, share, wep auto, WPA, wpa-psk, wpa2, wpa2-psk,
wpa-psk/wpa2-psk, wpa/wpa2, 802.1X.

Access policy: setting the MAC list for access or deny.

3.3.13 Firewall

3.3.13.1 MAC/IP/Port Filter Settings

Basic Settings

MAC/P/Port Filtering Disable =

Default Policy — The packet that dont match with any rules would be: IDmpped vI

Apply Reset

E-Lins Technology Co.,Limited
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MAC/IP/Port Filter Settings

MAC address

DestIP Address

Source IP Address

|
|
|
Protocol [None =]
|
|

Dest Port Range

Source Port Range

Action Ihccept vI
|

Comment

The maximum rule count is 32.)

Apply Reset

Current MAC/IP/Port filtering rules in system:

Source
MAC DestIF Source IP Protacal Dest Port Port Action | Comment gnktt

No. address | Address Address Range
Range

Others would be dropped -

Delete Selected | F{esetl

This section is mainly about MAC/IP/Port filter settings
@ Basic Settings: Open the filter setting and set the filtering principle.
® MAC address: Fill the MAC address which needs to filter.
® Destination IP: IP of the target computer( the computer which the data packet will be sent
to)
® Destination Port Range: port range of target computer
® Source Port Range: port range of the computer which sends data

E-Lins Technology Co.,Limited
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3.3.13.2 Port Forwarding

Virtual Server Settings

You may setup Virtual Servers to provide services on Internet.

Virtual Server Settings

[Virtual Server Settings '[Ifl_i;a_h_le Vi

1P Address | | |

FPort Range | |_|
Protocol .

Interface

Comment | |

(The maximum rule countis 32.)

[: Appl'_-;] [ Reset ]

Current Virtual Servers in system:

Ma. _ |F'.-';".II|E|FESS. Fort Range | Protocol | Interface | Comment

1 [ 10.10.10.100:2000 T=11 TCP +UGP WAN

Delete Selected ] [ Fesget ]

Port forwarding is the process that your router or firewall uses to sort the right kind of network
data to the right port. Computers and routers use ports as a way to organize network data.
Different types of data, such as web sites, file downloads, and online games, are each assigned a
port number. By using port forwarding, the router or firewall sends the correct data to the
correct place.

® Virtual Server Settings: open and close Settings.

® |P address: fill the IP address of forwarding. The first blank is for local IP address, the second
blank is for port.

® Port Range: fill the Port of forwarding.

E-Lins Technology Co.,Limited
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3.3.13.3 DMZ Host

DMZ Settings
DMZ Settings -

DMZ IP Address |

Apply I Reset | In

computer networking, DMZ is a firewall configuration for securing local area networks
(LANS).
® DMZ Settings: open and close Settings.
® DMZ host IP Address: Please Enter the IP address of the computer which you want to set as
DMZ host
Note: When DMZ host is settled, the computer is completely exposed to the external network;
the firewall will not influence this host.

3.3.13.4 System Security

Remote management

|Remnte management (via WAN) ||h||crw 'I

Ping form YWAN Filter
|F'ing form WAN Filter || Disable 'I

Stateful Packet Inspection (SP1)
|SF'I Firewall ||Disable "I

Apply | Reset |

Include Remote management, Ping from WAN Filter and SPI(Stateful Packet Inspection).

E-Lins Technology Co.,Limited
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3.3.13.5 Content Filter Settings

Webs Content Filter

Filters: ™ Proxy [T Java [T ActiveX

Add a URL filter:

URL: |

Add a Host(keyword) Filter:

keyword |

You can setup Content Fillter to restrict the improper content access, including Webs
Content Settings, URL filter and Host Filter.

3.3.14 Administration

3.3.14.1 Management

3.3.14.1.1 Router web port

System Management

You may configure administrator account and password, NTFP settings, and Dynamic DMNS
settings here.

Hitp Server Part _|BEI

Please input the web port of the router. Normally we use 80 or 10000.
Please re-power the router after changing the port number.

3.3.14.1.2 Language, password and NTP settings

E-Lins Technology Co.,Limited
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Language Settings

‘Select Language ”English :]

Adminstrator Settings

Account |admin

Password |ouu~?

Current Time [Sat Jan 100:02:42 UTC 2000 __ Sync with host |
Time Zone: | (GMT+08:00) China Coast, Hong Kong

|

] |
NTP Server ex time.nist.gov

ntp0.broad mitedu

lime.stdtime.gov.tw

MNTP synchronization(hours) | _

® Select Language
® Adminstrator Settings. The default both are admin.
® NTP Settings

3.3.14.1.3 DDNS settings

DDNS Settings

Dynamic DMS Provider || Dyndns. org v|
Account §|szelins |
i.F'asswnrd “iiiiiii |
DDMNS i|sze|ins.d*_-,.rndns.l:lrg

[Appl'_.,.r] [ Cancel ]

DDNS: support

Dyndns.org

freedns.afraid.org

www.zoneedit.com

WWW.nho-ip.com
For example,

E-Lins Technology Co.,Limited
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| Dynamic DNé Provider |D5,.fnd|1§:nrg :i
:.ﬁ.c:c:uunt i..;e-lins |
;F"ESS'-.-'-.-'EIFEI I....... |
.DDNS ;iszelins.d'_.mdns.nrg

[;ﬂlpply] [ Cancel ]

Dynamic DNS Provider: select the DNS server

Account, Password: input info
DDNS: fill in DDNS
Click “Apply” to activate the DDNS.

3.3.14.2 Reboot Settings

ICMP check and Reboot Settings

Reboot YWhen Metwork Errar v
vy, szelins.com check |
Check MethodPiNGD @ @ oo o s
www. baidu. com |_='|'lﬂ'-‘~k|
Check Interval Time(Sec) 60 {G0-86400)
Check Count 5 {3-1000)
Reboot Count Before Sleep 3 | (2-50)
Sleep Timedmin 60 {10-43200)

Comment fis only used for 3G keep_alve and on_time mode [tis autd close in other modea!

Apply

This function will detect the status of 3G by ping and complete the corresponding actions

according to the ping result.
® Check the box, start the net detection restart function.

® Detection method (PING): fill the server domain name or IP, and then click the detection

button, and detect if the fill-in is right.

® Detection interval time (second): the interval time between the first detection and the

second detection is 60-86400 seconds.

® Detection counter: if you can’t get the right result by ping when the detection frequency is

the same as the fill-in times, the device will restart.

® Restart the counter before the detection function get into dormant state & detection
function dormant time: this will protect the device against the damage caused by the
continuous restarts, which are caused by the ping failure by the result of the fault in filling

E-Lins Technology Co.,Limited
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the server domain name. After several times of restarts, the device will get into the
dormant state. After that the detection will continue, and now the counter in flash will
become zero and recount.

Note: This function will be only valid only in 3G permanent on-line and
dialing according to the setting time, other states not. In setting, firstly you
must detect if the filled-in server domain name or IP is valid.

3.3.14.3 Upgrade Firmware

Update Firmware

Location: || b |

Upgrade the firmware to obtain new functionality. It takes about 2 minutes.

3.3.14.4 Parameter Management

Export Settings

Export Button Export

Settings file location | . .. |

Import | Cancel |

Load Factory Defaults

Load Default Button Load Default |

Here you can make a backup of current settings or restore previous settings of the router .

® Export settings: click ‘export’ to export configuration files and then select save path.

® Import settings: click ‘browse’, select previous backup configuration files and then click
‘Import’. Then all the previous settings will be recovered.

Load Factory Defaults: click ‘Load Default’ then all settings will be restored to factory
settings. This is not recommended in order to avoid the loss of important parameter

E-Lins Technology Co.,Limited
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3.3.14.5 System state information

cpen all | close all

i 3G Router

J Oparation Moda

5] Internet Settings

) wan
LAN

Advanced Routing

VPN
o

SMSVoice Comnrmand

Route Fail Over
reless Settings

L] Basic

] Advanced

] Security

L] wDs

L] WPS

L] Station List

.
I |
(B |
il |
.
|
0
L] Status Raport
I
Wi

g |

2+ Firewall
MAC/IRPort Pilkering

Part Farwarding
DMZ

Systafn Sacurty
Conbant Filtering

Loooo

- Administration

] Managarment
] Reboot
Upload Firmware

Sethings Manageament

i
(i
L) Etatud
L] Statistics
3

System Log

Access Point Status

Lef's take a look al the status of 3G Router.

Product Model 3G Router
Software Varsion 1.4.33 (Apr9 2011)
Hardware Varsion 1.0.0

ZC148006ED021 100
149 hours, 25 mins, 35 secs

Diwici 1D
Systern Up Time

Operation Mode Gateway Mode

apen device arrarl
WCDMA PREFERRED

Signal Strangth
Aftachrment State
Local Nelwork
Local IF Address

19216811
2552552550
001 0:18:01 028

Local Metmask
MAC Addrass

Internel Configurations

Connected Type 3G
WAN IF Address

Subnet Mask

Defaull Galeway

Prirmary Domain Mame Sener

Secondary Domain Mame Serer

MALC Address 00:10:18:01.0E:64

From this page you can see the Router’s basic running state.

® Product Model

® Software Version: software version reveals the status of software update.
® Hardware Version: 1.0.0

® Device ID: every device has a unique ID, which has two functions: 1, it is manageable;

2, it allows to use point to point in VPN.

users.

3.3.14.6 Flow Statistics

Tel: +86-(755) 33231620 E-mail: sales@szelins.com

® System Uptime: this time directly reveals router working hours.
@ Signal Strength: reveals the current network state of 2G/3G. 0 and 99 mean no signal.
® Attachment state: displays the current network attachment state, which can be set by

® WPN IP address: the IP expose when the router gets on internet.
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VWANILAN

|WAN Rx packets: o
|WAN Rx bytes: o
|WAN Tx packets: 18
|WAN Tx bytes: 1476
|LAN Rx packets: 1063
|LAN Rx bytes: 1100995
|LAN Tx packets: |572
|LAN Tx bytes: |440808

Display the statistics information of system flow.

3.3.14.7 System log

System Log

Jan 1 00:00:22 kernel: dwc otg lm0O: DWC OTG Controller -
Jan 1 00:00:22 kernel: drivers/usb/core/inode.c: creating file "devices"'
Jan 1 00:00:22 kernel: driwvers/uskb/core/inode.c: creating £ile "001"

Jan 1 00:00:22 kernel: dwc otg lmO: new USB bus registered, assigned bus
Jan 1 00:00:22 kernel: dwc otg 1lmO: irg 18, io mem Ox00000000

Jan 1 00:00:22 kernel: DWC_otg: Init: Port Power? op state=l

Jan 1 00:00:22 kernel: DWC_otg: Init: Power Port (0)

Jan 1 00:00:22 kernel: usk uskl: defeult language 0x0409

Jan 1 00:00:22 kernel: usk uskl: new dewvice strings: M£fr=3, Product=2, 5
Jan 1 00:00:22 kernel: usk usbl: Product: DWC OTG Controller

Jan 1 00:00:22 kernel: usk usbl: Manufacturer: Linux 2.6.21 dwc otg hed
Jan 1 00:00:22 kernel: usk uskbl: SerialNumber: 1m0

Jan 1 00:00:22 kernel: usb usbl: usb probe device

Jan 1 00:00:22 kernel: usbk usbkbl: configuration #1 chosen from 1 choice
Jan 1 00:00:22 kernel: usk uskl: adding 1-0:1.0 {config #1, interface 0)
Jan 1 00:00:22 kernel: hub 1-0:1.0: usb probe interface

Jan 1 00:00:22 kernel: hub 1-0:1.0: usb probe interface - got id

Jan 1 00:00:22 kernel: hub 1-0:1.0: USE hub found

Jan 1 00:00:22 kernel: hub 1-0:21.0: 1 port detected

Jan 1 00:00:22 kernel: hubk 1-0:1.0: standalone hub

Jan 1 00:00:22 kernel: hub 1-0:1.0: ganged power switching

Jan 1 00:00:22 kernel: hub 1-0:1.0: indiwvidual port over-current protect
Jan 1 00:00:22 kernel: hub 1-0:1.0: Single TT

Jan 1 00:200:22 kernel: hub 1-0:21.0: TT requires at most 8 F5 bit times |
Jan 1 00:00:22 kernel: hub 1-0:1.0: power on to power good time: 2ms

Jan 1 00:00:22 kernel: hub 1-0:21.0: local power source i3 good

Jan 1 00:00:22 kernel: hub 1-0:1.0: enabling power on all ports

Jan 1 00:00:22 kernel: drivers/usb/core/inode.c: creating file "001"

Jan 1 00:00:22 kernel: nf conntrack version 0.5.0 (256 buckets, 2048 max
Jan 1 00:00:22 kernel: IPFvd over IPv4 tunneling driver -
1| | *

From the system log you can read the various situations after the system starts.

3.3.15 SNMP (For version with SNMP only)

H800 router web page — Internet Settings — SNMP
Fill in related parameters in the screen like follows,

E-Lins Technology Co.,Limited
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open all | close all

i Cell Router
[} Operation Mode

Eﬂ Internet Settings

.I_‘] WAN
]J LAN
-] DHCP clients
-] WPN Passthrough
-] Adwvanced Routing
]J VEN
ﬂ DTU
-] SM5/Voice Command
-[] Route Fail Over
]j SMMP
]j GPS
-] Wireless Settings
E-{Z] Firewall

-] Administration

SNMP Settings

SHMP Active

Contact Info Jazon
Location E-Lins
.L.Iser public
HostLan | 0.0.0.0/0
VWritable

SNMP V3 Settings

Uszer jaszon

Writable

Security Mode i@ None © Authorized @ Private
Authentication @ MD5 © SHA

Encryption @ DES () AES

Authentication Password LA LA A AL L

Encryption Password sasssees

SNMP Active: tick it to active SNMP feature.
Contact Info: set the contact info here

Location: set router’s installation address.

User: set public name

Host/Lan: set the network range to visit the router via SNMP, default we set all as 0.0.0.0./0

Writable: tick it to enable it.

Security Mode: choose the correct one, only for SNMP V3 version.

Authentication: choose the correct one, only for SNMP V3 version.

Encryption: choose the correct one, only for SNMP V3 version.

Authentication Password: fill in the right one.

Encryption Password: fill in the right one.

Click “Apply” button and reboot the router.

Here list the most important OID:

1.3.6.1.4.1.2021.255.4.1.2.9.103.101.116.95.109.111.100.101.109.1

(read module modem model)

1.3.6.1.4.1.2021.255.4.1.2.10.103.101.116.95.117.112.116.105.109.101.1

(system running time)

Tel: +86-(755) 33231620 E-mail: sales@szelins.com
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1.3.6.1.4.1.2021.255.4.1.2.12.103.101.116.95.109.101.109.95.102.114.101.101.1

(memory capacity)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.99.101.108.108.95.115.116.97.116.117.115.1 (3G
network status)
1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.108.50.116.112.95.115.116.97.116.117.115.1 (pptp
status)

1.3.6.1.4.1.2021.255.4.1.2.15.103.101.116.95.112.112.116.112.95.115.116.97.116.117.115.1 (12tp status)

List client side’s picture as follows,
¥ SHEP JNanager 1.0

File Help Idioma ! Language T ==
% REC1 21 -MIE [ SNMPv1 | SNMPv2c | SNMPy3
Action Selected |Connexion Options [+
Connexion Options
Agent IP Address [T1a11a115124 |
Port Number [181 |
Show Communities o [~]
Read Community [ |
Write Community [ |
Retries [2 |
TimeOut {ms) [1500 |
| Apply Changes

¥ SHEP JNanager 1.0 |
File  Heldp Idioma / Language — BE
8 rrcizizme [ SHMPVT [ SHMPvZE [ SHMPND |
Action Selected  [Wall 1=l
Walk

Limit the quantity of variables tetrieved—Hn_Lw | OQuintity  No Limit

("T’DID 1412021, 25541 29103101 11695 108.111.100,101.108.1 Wai{"'g, ]
S e

Fill in router’ s 0ID to read

related parameters

Notes: if you need SNMP-JManager software, please can download it at our website, or contact us to get it.
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4 FAQ

4.1 Open Device Error

3G Info

:.Signal Strenath :.npen device error!

With this error, most of time the module inside the router is loosen. Please try to fasten it.

4.2 Read Error

E.Signal.sinangth :.reac-l.errnr!.

:ﬁ-.tta chment-State - :Autumatic search

With this error, it indicates the sim card is not well touched with sim card slot. Try to check the sim card is right
put. Try to scrap the sim card slot and make it clean.

4. 3 Signal Strength has right number, but cannot dialup

|Signal Strength (16, {0-31}
Attachment State Automatic search

Try to check the WAN port setting is correct.

4.4 Signal Strength shows 99

|Signal Strength (16, {0-31)
Attachment State Automatic search

E-Lins Technology Co.,Limited
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Here it shows 16, it means signal is okay. If shows 99, try to check the sim card is has enough balance. Or if
the data business is supported.

4.5 The router cannot be remote web visited

1) Default the router’s web port is 80. Some network ISP block the 80 of incoming. So confirm with your ISP
which port can be visited. Or you can change other port to try, such as port 10000. Refer to chapter 3.3.14.1.1
Router web port to operate.

2) Check if the router’'s WAN IP can be ping through via the PC.

4.6 Signal shows 99 but still can connect to internet and get WAN IP

Our router built-in different types of modem inside, some modem cost this. But will not affect the use.

4.7 Router shows sim card and network info, but cannot connect to internet

Check the sim card is with balance or limited service by the ISP.

4.8 DDNS not working

1) Please confirm the DDNS configuration is correct.

2) Check if the router is online and get IP, and can visit internet.

3) Check if the WAN IP from sim card (shows in the status page once the router is online) is a public IP or
privacy IP, privacy IP will make DDNS no work.

5 Test Samples
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5.1 Two H800 make WiFi hotspot and WiFi client

Here we take H800 router for example. H685 setting method is the same with H800.

1. Take two H800 router. One will be WiFi server, the other will be WiFi Client. We name H800-s and H800-c

2. Connect PC with H800-s with RJ45 cable.
3. At H800-s and H800-c, make sure the DHCP service from both routers are working.

L;-_I--{“EI Internet Settings

3
B
1] WPM Passthrough
{] Advanced Routing

'IJ VPN

'I_'] OTU

-] SMS/Voice Command
1 Status Report
1 Route Fail Over
1] GPs

B-{] Wireless Settings

B Firewall

El+5 Administration

Management
Reboot
Upload Firmware

Settinns Mananement

At H800-s,

Q 3G Router

B-{] Internet Settings
--1:| Wireless Settings
--11‘| Firewall

-] Administration

"BHCP Type

=l

A ENdME A LSdE

LANZ IP Address I

|LANZ Subnet Mask |
00:0C:43:30:52:88
| Server ¥ >
2ener

Start IP Address ]10_10_10_100

[MAC Address

End IP Address ||10.10.10.200

Subnet Mask 255 255 25.0

DHCP Primary DNS ||10.10.10.251

DHCP Secondary DNS || 168.95.1.1

Default Gateway | 10.10.10.254

Lease Time !|EE4EIU

¥ou may configure the operation mode suitable for you eny

(O Bridge:
All ethernet and wireless interfaces are bridged into =
(* Gateway:
The first ethernet port is treated as WAN port. The oth
interface are bridged together and are treated as LAM
O AP Client:
The wireless apcli interface is treated as WAM port, a
ethernet ports are LAM ports.

NAT Enabled |Enable |

[Apply] [ Cancel ]

Select “Gateway”, and click “Apply”.

Tel: +86-(755) 33231620 E-mail: sales@szelins.com
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4. At H800-s, “Wireless Settings--Basic”, set Network Name (SSID) as “3G Router” (Here we recommend you use
“3G Router” to test first)

THGLY IR INANTE I P il 13 sl 1S Al SoD 1 WL Ol WS SIS0 DR WYL Sy

{:] Internet Settings
El-£5 wireless Settings

-1 Advanced
-] Security
.ij WwWoDs

1:"} WPS

~{] Station List
B-{_] Firewall

H-{_] Administration

{m |

And write down the “Frequency (Channel)” and “Extension Channel”. Remember it and we shall use this value at

H800-c.
B3 Wireless Settings

0

-{) Advanced

-] Security

.D wDs

) wes
-{) Station List

BE-{Z] Firewall

BH-{_] Administration

setting items.

Wireless Network

|Radio Onioft | RADIO OFF |

Metwork Mode | 11b/g/n mixed mode V|

Network Name(SSID) 3G Router | Hidden [
Multiple SSID1 | | Hidden [
Multiple SSID2 | | Hidden [J

| Multiple SSID3 I | Hidden [

| 00:0C:43:30:52:88

—
i

(

2437TMHz (Channel &)

HT Physical Mode

Cperating Mode

® Mixed Mode O Green Field

Channel BandWidth

C20 @ 20040

Guard Interval

O Long @ Auto

MCS

|F{euerse Direction Grant(RDG)

[
| Extension Channel

Aggregation MSDUA-MSDLY)

(O Disable @ Enable

| 2457TMHz (Channel 10) ¥ >

(* Disable O Enable

5. At H800-s, “Internet Settings—WAN—WAN Connection Type:”, choose as “3G”, and click “Apply”.
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e

EH_—E Internet Settings
-0

~{] DHCP dlients

-] VPN Passthrough

contgure parameters according 1o the selected connection type.

WAMN Connection Type: | 3G w |

-1 Advanced Routing 3G Mode
-1 VPN USB 3G modem |HUAWELEMTT0 |
- DTU § -
-1 SMS/voice Command |3G SIM Code | |
-1 Status Report '
-1 Route Fail Over .MTU ;:I
Operation Mode Keep Alive ¥
[ Wireless Settings [ : ; | P |
#-{"7] Firewall MAC Clone
H-{_] Administration Enchiad |Disable v|
[ .ﬂ.nnlu] [ Manral ]

6. Try to connect the H800-s WiFi via your Laptop/PC. If can work, then go to step 7.
7. Connect PC with H800-c with RJ45 cable.
8. at H800-c, “Operation Mode”, choose “AP client”, and click “Apply”

:f 3G Router
1_1] Operation Mode
D Internst Settings
fj Wireless Settings
1:| Firewall

[ Administration

You may configure the operation mode suitable for you envirani

O Bridge:

All ethernet and wireless interfaces are bridged into a sim
(O Gateway:

The first ethernet portis treated as WAN port. The other et
j e are bridged together and are treated as LAM pod

(& AP Client:
The wireles€ apcli interface is treated as WAN port, and tF
et ports are LAMN ports.

MAT Enabled | Enable » |

[Apply] [ Cancel ]

9. at H800-c, “Wireless Settings—AP Client—SSID", here input the correct one. Here the value is from the H800-s.
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H 3G Router
1:‘] Cperation Mode
-] Internet Settings

23 Wireless Settings

You could configure AP Client parameters here.

~{] Basic 7
L_'_] T — AP Client Parameters
~) Security SSID 3G Router ) |

MAC Address (Optional)

——
= étatinn st Security Mode DPEM w

E-{_7] Firewall

Encryption Type I Lv3
{7 Administration L L sk

L Apply I] [ Cancel

10. at H800-c,
“Frequency (Channel)” and “Extension Channel” should be the same as H800-s
H-£3 Wireless Settings BSSID | 00:0C:43:30:52:88
) Basid 2437MHz (Channel 6) V.1
~{) Advanced = — =
~{] Security HT Physical Mode
'ij wWDs e ] / -
Operating Mode Mixed Mode Green Field
D WES @ O
~{) Station List Channel BandWWidth O20 ® 20040
-] Firewall
E-{_] Administration s OLong @ Aute
|F{euerse Direction Grant(RDG) (O Disable & Enable
| Extension Channel |2¢5TMHZ (Channel 10) | >
Aggregation MSDUA-MSDLY) () Disable O Enable

11. at H800-c, “Internet Settings--WAN”, set the WAN connection type as “DHCP (Auto config)”, and click “Apply”
button.
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_:_Hpj Internst Settings

oo
B

DHCP clients
WPMN Passthrough
Advanced Routing DHCP Mode

VPN Hostname i | |
DTu [optional)

SMS/Voice Command [TINeei]

Status Report I :
Route Fail Over |Enab|ed | Disable V|

GPS

{7 Wireless Settings
-] Firewall

F-71 Administratinn

VWAN Connection Type: | DHCP (Auto config) » |

el ool el ] e el ] o

[Apply] [ Cancel ]

12. Then check H800-c, “Administration--Status”, if it shows “Operation Mode” as “AP client Mode” and get “WAN IP
Address”, that means the test is working.

open all | close all |Product Model |3G Router

8 | Software Version |2.5.4 (Jun 8 2011)

3_3(3 RDUter_ |Hardware Yersion |1.EI.D

IJ Operation Mode ) _ !

S& ineret Setings 09920 2805305620080435
- WAN [System Up Time 17 mins, 52 secs
~{ LAN [Qperation Mode (AP Client Mo
-] DHCP clients
~{ ) VPN Passthrough |S' = = | — |
S —— £ ignal Streng I.Ep_en evice error!
-] VPN |Attachrnent State |Automatic search
-1 DTU Local Network
~J) SMs/Voice Command | gcal IP Address 110.10.10.254
) e Local Netmask 255.255.255.0
~{] Route Fail Over e = e
-3 GPs [MAC Address (00:0C:43:30:52:88

3] Wireless Settings

#-{_] Firewall

:'I---S.Administratinn AN [P Address

10.10.10.101_/

S ::EZE:mEHt |SubneTTRISK 9555555
- Upload Firmware |Default Gateway
-] Settings Management |F'rimarf Domain Mame Server |1D.1EI.1EI.251
‘:] Stat”"’! iSecnndarg.r Domain Mame Server i158.95.1.1
L) statistics [MAC Address 00:0C:43:30:52:89

1:] System Log
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5.2 GPS feature (For version with GPS feature only)

Note: the test is simulation test to approve and show the feature. Please make it work in your real application.
Here we run a TCP server tool as the GPS TCP server.

Stepl: configure the GPS feature of the router.

GPS

GPS Setlings
GPS Active
GPS Send to O Serial @ TCPIP

GPS To Serial Settings
Serial Baudrate || 115200 V|h|:|5

Serial Parity NOne
Serial Databits || & % bits
Serial Stophits hits
Serial Flow Control none w

C-:nmmént: D-:u n-:uf LI.SEI:I GP3 with DTLJ"-ru:hen send t;:n seriall

GPS To TCPAP Settings
Socket Type || top [+ |
Server |ET. 38, 13, 67 |

Fort 10001

Step 2: run the TCP server tool. You can ask us to get this tool if you need.

Create server, here our server is a local network PC with IP 192.168.1.102 and port 10001.

And we make a DMZ or NAT for this IP and port from the local router connected to internet with IP 27.38.13.57.
And in the router GPS configuration, we fill in “27.38.13.57” and port “10001".
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P2 TcPaUDP MR T A
Operate (D) VWiew(¥) Windows(§) Help(H) Languaze

::JCreateCormn [* &S',Sl.?rtﬁ-:r'vex ﬁ @ _-"ﬂf:onneci i %Discnnmul

Froperties
- Client Mode
M Server Mode

Create Server

¥ Local I|192_ 163, 1. 102

LocalPort

™ Eve ISE| (=) Dizconmect A11

Creata I

Once the link is okay, it will show the following similar screen. If the route doesn't get the satellite, it appears
and updates the GPS module info from the router to the TCP GPS server.

B2 TCPaUDPMRA T A - [112.97. 30.2:6778]
Operate (01  View(¥) Windows(§) Help(H) Language b4

':JCreateConnn ECreateServer ESi.artSerf:ex ﬁ Q '_:‘ﬁfannect :2 %Disconm\ll %DeleteCom % EI] g g

Propertiss x| 3112 97.30.2:6778 e

& Client Mode
Eg &;NE[ Mode DestIF: Send [~ AtucSend Eve |[LO0 ms Send I Stop
&5 Local(192.168.1.1021:10001 |112.9'|'.30_2 —
i 5 | Send Hex [ Send File| Send Receiwed C1 Opti
P> 112.97.30.2:6778 S sar | Optien
321
¥ LocalPort
IIDDDI
Type ITCP |
™ AtuoConm
Eve ID =
¥ futoSend
Eve |3 m=
Ty Rec StopShowl Clearl Save | Dptionl [ ShowHex
Send Ig [~ Sawe (In Time) I
BEPGEA, ., Whsimaniinns +BE |
Recw I2Dr"4
BGERMC, Y, . oiriis LA
Clear |
BEEGEA A L. *1E
$GEVIG, T, M, N, , Ex4E
|
8|

Send Time: 00:00:00 Send Speed(B/S): O Receive Spead (B/S): 0
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$5PGSY, 3,3, 09, 15, 12, 057, #45
$5PGGA, ,,,,.0,,,,.,,, *B5
$5PENC, .V, ,,,,,,, ., [#53
et W U TS | -

$5PVTG, , T, M, , H, , EwdE

Picture: Feedback string if not get the satellite.

If the route gets the satellite, it appears and updates the GPS module info from the router to the TCP GPS
server with the following similar string.

$GPGSY, 3, 3, 10, 12, 54, 144, 18, 18, 52, 144, 26+79

$GPGGA, 142035, 0, 2237, 053418, ¥, 11402, 208048, E, 1,04, 8.9, -
107.0,M,,,, %21

FRERE)

$GPENC, 142038, 0, A, 2237, 083415, ¥, 11402 208048, E, , , 091211,
 hBd

$GPGSA, A, 3, 18,21, 22,31, ,,,,,,,.13.5,8.9, 10 1#3C

$GEVTG, , T,, M, 0.0, K, 0. 0, E+4E

Picture: Feedback string if gets the satellite.

5.3 Port Forwarding (NAT, NAPT) test

Note: the test is simulation test to approve and show the feature. Please make it work in your real application.

Warmly reminding:

Question: | configure the port forwarding feature correctly, but still no work.

Answer: first, please check the port if block by your ISP, because some ISP block some ports for security
reason.

For example, the H800 gets WAN [P 27.38.14.223. And the H800's default web port is 80. So from the other
network, try to visit http:// 27.38.14.223:80 if can be okay. If no okay, it means the ISP blocks the 80 port. Then
check with your ISP which ports are open for use. Then re-try the port forwarding feature.

Step 1) make H800 router to be online.
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1] WPM Passthrough Lzt | 2
-] Adwvanced Routing _ Info _
-} VPN \Signal Strength 129, (0-31)
~{J DTU |Atachment State | CDMA/EVDO HYBRID
L) sws/veice comme | e
Local Network
~{ ] Route Fail Over - —
\Local IP Address 110.10.10.254
{7 snmp . |
-] GPS |Local Netmask 255,255 255.0
HJ Wireless Settings IMAC Address |84:57-87:FF:00:00
s ven
o VPN
~{) MAC/IP/Port Filteri - .
a: | |
-{] Port Forwarding EPPTP E_mer'
[} DMZ |L2TP |down
-] System Security Internet Configurations
~{ ) Content Filtering |Connected Type %CEII
-5 Administration
xR WAN IP Address 1113.115.141.126
1A Rebook Subnet Mask |255 255 255 255
~{ Uplead Firmware Default Gateway 5113_115_&1
1_J Settings Managerm: Primary Domain Name Server |202.96.128.86
‘é ‘::E':“; Secondary Domain Name Server | 202.96.134.133
atIstIiCcs
R | ress | 00:00:01:FF:FF:
[ Syt bl v| |MAC Add |00:0D:01:FF:FF:BB

Step 2) configure the port forwarding feature for H800 router

Virtual Server Settings

éVirtuaIServerSenings I@ —— T enable |t

!IF‘»\ddress i|10.10.10.100 10001 | ¢ mapped local internal IP with port
i_F'ortRange -.i|8000 8000 | <_"_‘_I external port

Protocol | TcPauDP ¥

Elnterface |WAN v

QCGmment || |

{The maximum rule countis 32.)

Click Apply Button to finish the setting. It will show the result in the following picture.

Current Virtual Servers in system:

iﬂn. | IP Address | PortRange | Protocal -i_lﬁié_rface i_Cnrnment

1 O | 101010.100:10001 | 8000-8000 [TCP+UDP | wAN |

[ Delete Selected ] [Reset]

Step 3) here we take a PC to be as a TCP server/Remote Device.
Connect the PC to H800 router LAN port via RJ45 cable. And it gets an IP 10.10.10.100.
At the PC, run TCP&UDP_debug software (If you have no such software, require to get from us).
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Operate @]  VWiew(¥] fHindows(f) H

_:_j CreateConnm ﬁ CreateServer "_1_';,

Froperties

| oo Client Mode

;_I| CreateConmection(C)
|e_i CreateServer (3] [
] a3
iy,

= i p— H

Firstly, click Server Mode, and CreateServer,

X]

Create Server

v Local I11|:|_ 10, 10. 100

LocalPort

I Eve |3I:I (5] Disconmect A11

Create ] Cancel

Secondly, fill in the parameters like this. The Local IP is the PC’s IP from H800 router. The LocalPort is the port
of the PC which will be mapped. Click Create Button to finish.

B TCPaUDPMDL T A

Operate @]  Wiew(¥] Windows(§) Help(H) La

3

Froperties rx
| o[ Client Mode
—‘ B Server Mode
' % ~Local (10, 10. 10, 100) : 10001

_:_j CreateConnn Q CreateSerwver

StartServer

..-?'I

Choose the created server, and click StartServer. It will show the following windows.

Step 4) here we take another PC to be as a TCP client.
This PC is with internet in another network. Run TCPUDP_debug software tool, choose Client Mode,

E-Lins Technology Co.,Limited
Tel: +86-(755) 33231620 E-mail: sales@szelins.com sales@e-lins.com www.szelins.com



/—m Bk B A A PR
e -~ E-Lins Technology Co. Limited H800 User Manual

S TR T &
Operate (@) View(¥) ‘fWindows(¥) Help(H) Language

e'}CreateServer ME St : ] IE__} ]
| o x|

e eat Cona

Froperties
P Biont
B Server Mode

and click CreateConn,

Create Conmection
Type: |TCP |

DestIEF: [113.115.141.126 Port: [B0O0
LocalPort (% Anto {“Speciaw
[~ AntoConn: Eve IE— =

J m=

r-“ sernd fhen Conn Eve

Create | Cancel J

Type: choose TCP, DestlIP: fill in the H800 router’s WAN IP (here is 113.115.141.126), Port: 8000 (This port is
external port for mapped port 10001). Click Create button to finish.

Then check the DestlP, DestPort and Type, and click Connect button to link.

32 TCRAUDENEE T A ~ [113. 115, 141, 126:5000] [=llE s
Operate (0]  View(¥) Windows () Help(H) Language x
'_lCreateCormn @CreateServer Y - : =1 G:) gComect = o :&Discom\ﬁll Sj\(f]]eleteCorm & @ fB‘ sl

Properties B x L/’ygua_us_ 141.126:8000 | il

£l Client Mode

w @ 113 115, 141, 126:8000 DestIF: |#isn. | [Diaiiceat 5 jioe ms
B Server Mode 1113. 115 141, 126 . :
[~ Send Hex [ Send Filel Send Receiwed Clesr ‘ Dptior\i Broadlption
DestFort: 18000
™ LocalFort
Type [1cP ¥
I7 AtuoCorm
Tve |0 >
Eibutosend
Eve |0 ms
Connect 1
Eec StopShowI Clear] Sawve J Dptior\] [~ ShowHex
oun L |

Semd [ [ Save (In Tima) | _]
Recw 10
Clear
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Once the link is done, at the Server PC's side, it shows the following picture, which indicates the link is created.

P22 TCPeUDPMDt LA — [10. 10. 10. 264:55814]

Operate(@ View(y) Windows(¥) Help() Languege

:_JCreateConnn queateServer M, Gha 15 0 - o x EDisconm\ll %Deletetom % @ 3 g
e = . # % | 73210.10.10.254:55814 |
B Client Mode - -
= [ Server Mode DestIF | Sand [ iAtuaSsrd Eve |100 i e |
=38 Loeal (10,10, 10. 100): 10001 1010, 10, 254
P> 10,10, 10. 254, 55814 — I™ Send Hex [ Send File[" Send Receivad Clear ] Uptior\] Braadiption
DestPort:
Count [ )
smd B [Ree | StopShow| Clear | Save | Option| ™ Showttex
[~ Save(In Time) 1
Reov 10
Clear 1

Step 5) Test the link for sending and receiving

At client PC, type “test from client to server”, and click Send button.

Operate (1) View(¥) Windews(f) Help(H) Language b4
:_j CreateConnn QCreateServer i!. Startierwver ﬁ;‘j Q _ﬁ nime ot x Eﬂiscom‘u\ll %Delete[:orm % Eﬂ: ﬁ - |
Properties 3 x #£113.115. 141. 126:8000 | Al

EE Client Mode

© P 113 115 141, 1268000 DestIF: Send ] [T AtuoSend Eve [100 ms Sendl Slc-;:l

o Server Mode |113. 115 141, 126 ) .
[~ Send Hex | Send File[ Send Receiwed Clear | Dptionl Trod o
DestFort: IBUDD
i . test from client to server
LocalPort

!4001

EReC . StopShow! Clear | Save | Dptionl [~ ShowHex

I Sawe(In Time) I _l

At the server PC, it will receive the info the client PC.
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Operate (00 Wiew(¥) ‘Windows(f) Help(H) Languagze

fCreateConnn W CreateServer 2 5ioriin W@ e | Spliseonnall | 3% DeleteConn 5 | G ﬁ;@
Jigopesties T # X | 3£10.10.10.254:55814 |
<M Client Mode =

- Server Mode DestIP:
=38 Local (10 10,10 1003 - 10001 -
b 10010, 10, 25455514

:Send | T AtuoSend Ewe 1 i ms Send
0. 10. 10 [~ Send Hex [~ Send File] Send Received Clear I o
DestPort: [-o0if

[¥ LoalPort

Type r—_‘j 3|

Tt
Eve |V
[T hutss
Ve ’7

E

H
ms
Sand iD S EREC StopShow] Clear] Save ] Dptionlr ShowHex

[ Save In Timel 1

| |
test from client to serverl

At Server PC, type “reply from server to client”, and click Send button.

'_lCreateCom‘m QCreateServer ‘_{'. t5e 'H_':J G _:‘: T x :“E]:Iisconm\ll %Deleteﬂorm% @ g g

Propertiss ® X | 3£10.10.10.254:55814 |
1|

~ B Client Mode

_:-:" B Server Mode DestTP: iSend . [T AtuoSend Ewe [LOC ms Stop

=38 Loesl (10.10.10. 100): 10001

P> 10.10. 10. 254: 55814 |—- I” Send Hex ™ Send Filel™ Send Received Clesr | Optien
DestPortZ o4 —]_—j

1 e Nreply from serwver to clientl

[

Eve

B
-}

Ew

Count

[~ Save(In Time) J

S
mE
S "é,—_l;'—' :_Rec | StopShowI ClearJ Save J Uption] [~ ShowHex
]25

Leci test from client to server

Clear I

At the client PC side, it will receive the related info from server PC side.
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% TCPAUDPIE T E - [113.115. 141. 126 :8000]
Operata(@) View(¥) ‘Windowsz) Help(H) Language
:JCreateConnn gCreateServer ‘FJ" Startierver H G - Connect 3 Eﬂiscom}\ll %Delete[ﬁorm % @ # -]
i

Froperties BX 3£ 113.115. 141.126:8000 |
E|5 Client Mode

P 113,115, 141, 1268000 DestIF: [Send | I AtucSend Eve [100 me [ Send | St |

Lo Server Mode |113. 115, 141 126

|_ Send Hex r‘ Send Filer- Send Receiwed Cleat | Dpti.o:ni
DestFPort: |‘3D':“j

test from client to serwver

[ LocalPort

|4EII31

AL 1TL
Eve |Ij =
[T AutoSend

Eve |D m=
Disconnect I

Count

Send |25
|2"|r

IREC | StopShowl Clearl Save | Dptionl [ ShowHex
[T Savalln Timel I

reply from serwer to clientl

Recw

Clear l

With this result, it indicates the port forwarding is working.

5.4 Remote Web Login

Step 1) make H800 router to be online and get a public WAN IP.
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o Cell Router
]_'I Cperation Mode

--{:l Internet Settings

1:] Wireless Settings

--{:l Firewall

Elﬁ Sdrministration
Management

Reboot

Upload Firmware
Settings Management
Status

Statistics

Systemn Log

COUDDUD

Here the H800 router gets WAN IP of 172.30.67.227, which is not a public IP, and cannot be ping through via the test PC.

Software Yersion 3616 (Mar17¥ 2012
.Hardware Wearsion .3.IZI.IZI

\Device ID |20F710B7CDOEDDFR
SIH,rstem Ip Time ‘I.III mins, 8 secs
D-p.eratinn.rlnnde Gatewaff Mode
cellinfo |
'Signal Strennth (10, (0-31)

Attachment SItate | Autormatic searcﬁ

Local Network

Laocal IP Address .1III.1III.1III.254
Local Metmask 266.265.256.0
|MAC Address 00048 EB:11 :EZ;:EEI
VN
FPTP dawn

L2TP | diwr

Connected Type CEl-l

WiAN IP Address 1723067227 |
Subnet Mask 285255255255
Diefault Gatesway 10.64 64 64 .
Primmary Dbmain Mame Sener 21021 196.6
Eecunﬂaw Domain Mame Semver 221.4588.88

So we cannot make the remote visit of the H800 router web.

Let’s get a public IP for H800 router first. Here we change another sim card to test.
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j" Zell Router

[} Operation Mode
El_] Internet Settings

..... J |

..... J LAM

----- [ ] DHCP clients

----- [ wPN Passthrough
----- [ advanced Routing
..... J VPN

..... J oTU

----- ] SMS/Yaice Command
----- [ Route Fail over
----- ) sNMP

..... J GPS

F-{] Wireless Settings
[+~ Firewall

=] Adrministration

----- [ ] Management

----- [ Reboot

----- [ Upload Firrnware

----- [ settings Management
----- | ] status

----- [ statistics

----- [ Svstemn Log

Software Yersion 3616 Mar17¥ 2012
Hardware Version 3.0.0

Deyice D 20FT10BYCDOENOFS
System Lip Time 7 mins, 58 secs
Cperation Mode Gateway Mode

Cellinfo
Sinnal Strenoth 31, (0-31)

Attachment State COMAEVDO HYBRID
Local IP Address 10.10.10.254

Local Metmask 2552552550

MAC Address oo:0AEB:11:32ED
WN
R, don

[EZTE donih

Internet Configurations

Connected Type Zell

lwan P Address 183.43.55.249 |
Subnet Mask 255255 255255
Crefault Gatesay 113.1145.0.1

Frimary Domain Mame Server 20296123 86

Secondary Domain Mame Server 20296134133

H800 router gets a WAN IP 183.43.55.249, which is a public IP, and can ping though.

£+ Ping 183.43.55.249 BF 32 FEDRIEHE

Bt
183_.43_.55_249
183_.43.55_249
183_.43.55_249

183.43.55.249
183.43.55.249
183.43.55.249
183.43.55.249

A}[A]=1488ms TTL=52
Af|8]=67ms TTL=52
H|8]=79me TTL=52
B TTL=52
B+ (] TTL=52
Af|8]=?1ms TTL=52
H|8]=65ms TTL=52

Step 2) Make sure the “Remote Management” feature is activated.

E-Lins Technology Co.,Limited
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Remote management

|Remﬂte rmanagement (via WAN) ||Allcrw *I

Ping form WAN Filter

|F'ing forrn WaAN Filter || Disable vI

Stateful Packet Inspection (SPI)
|SF'I Firewall || Disable *I

Apply | Reset |

Step 3) at the test PC, open the IE, and input http://183.43.55.249:80 to enter the H800 router’s web.

Notes:

1) The H800 router’s web port default is 80. Some ISP block the port 80 because of some security. Then please confirm
the ISP the opened port, and change the web port for H800 router before remote visiting.

Please refer to Chapter 3.3.14.1.1 Router web port to change the web port.

2) If you cannot get a fixed public WAN IP, you can use H800 router’s DDNS feature. Refer to chapter 3.3.14.1.3 DDNS
settings to configure.

Then you can input http://ddns:port to visit the H800 router’s web port.

5.4 WAN RIJ45 Static (fixed IP) and Cellular Fail Over backup redundancy

Please connect the RJ45 WAN port and the upper Router LAN RJ45 port via RJ45 cable. The H800 WAN LED should be
on.

Step 1) log into the H800 router web.

Step 2) Internet Settings — Route Fail Over
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apen all | close all = Route Fail Over

-J 3G Router

----- {1 Operation Mode

El-53 Internet Settings

Operation Mode
E
- LAN Active/Passive | &
- DHCP dlients Back To Primary WAMN When Possible
") VPN Passthrough
-{] Adwvanced Routing Router Pnon’tjr
-3 ven =| |Cellular © High Priority @ Low Priority
l_'] DTU T - T = - oo = B
.\ SMS/Voice Carmme | STATIC - @ High Priority ) Low Priority
I""\J Route Fail Over Connectivity Check
) aps Check Count | (1-50) :
-] Wireless Settings Check Method ping ip ~ 74.125.71. 138 | |
H-{Z] Firewall
E-55 Administration
{1 Management

{7 rReboot

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to primary main
line from secondary line if primary main line resume to work. If you don’t activate this, the router will keep working in
secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”

For example, here we set Cellular as secondary line, and WAN RJ45 STATIC as main line. Then choose as the
picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3 times
continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure H800 can be Cell online after this configuration. Otherwise the fail over feature will not work
in redundancy
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open all | close all

¥ 3G Router

~{] Operation Mode
El+Z3 Internet Settings

{3 wan

) LAN

{) DHCP clients

{) VPN Passthrough
~{] Advanced Routing
- VPN
-0 oTU
~{) SMS/Voice Command
-{) Route Fail Over

{) snMP

) Gprs
G-{] Wireless Settings
Ed{] Firewall
B{Z] Administration

WAN Connection Type:

|mmiem

call -

Cell Mode

HUAWEI-EMT770 -

|S\M Code

iMTU

IOperanon Wode

.l.(eep Alive hd

Enabled | Disable -

mobile MSP Parameters

IMSF‘ Name WCDMA

Inetwnrktype .Automat\c search -
iDiaIing Number "93#

I\nma\ Command String

iuaerName .wap

|Passw0r0 (11}

|Local 1P

|Authent|cate Type .AUTO A
|Use Software Compress ‘ [ Enable

|common command list

| GSMAVCDMATD: AT+CGDCONT=1 VP CAPNY,
1 CDMAEVDO: AT"PPPCFG=V'user" \'password\”

MSP List
WP Dialing | Initial Command User | | Local
!NU Name ‘ Number string | Name |PESSWORd) T [Opefation
‘ ® | CDMA ‘ #TT ‘ ‘ CARD ‘ CARD
| |
@ | WCDMA =90 ‘ wap ‘ wap
® SL’-I:-I?)&‘IA e[ ‘ wap ‘ wap

Select to Use

Step 4) Internet Settings — WAN — WAN Connection Type — STATIC (fixed IP)

Configure the STATIC (fixed IP),
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bl Wide Area Network (WAN) Settings

:} Cell Router
._1 Operation Mode
- t Settings

You may choose different connection type suitable for your ervironment. Besides, you may also
configure parameters according to the selected connection type.

-] DHCP client Y
j o P:Sl:t:rzugh WAN Connection Type: STATIC (fixed IP) -

~{) Advanced Routing
-0 ven |IF'Address :192.158.1.128|
B

O

~{ SMS/Voice Command |Subnet Mask 255 255 255 0

-] Route Fail Over - -

- SNMP Default Gateway 192.168.1.1

A ot Primary DNS S _
E-CJ Wircless Settings rimary grver | 210.21.196.6
D"C‘ Firewall Secondary DNS Server 221 538888
B3 Administration :

Management MAC Clone .

Rebaaot |Enabled Disable ¥
Upload Firmware ! .

Settings Management Apply Cancel

Status

IP Address: fill in the assigned fixed LAN IP address from the upper router for H800. Here our upper router
can assign a fixed LAN IP 192.168.1.128 for H800.

Subnet Mask: the upper router’s subnet mask.

Default Gateway: fill in the default gateway. Here the default gateway is 192.168.1.1 of upper router.
Primary DNS Server: fill in a right DNS server

Secondary DNS Server: fill in a right DNS server.

Notes: Do not forget to click “Apply” button.

Step 5) The H800 router will automatically reboot and try to connect the STATIC WAN RJ45 as main line. If
main line failed, it will switch to Cell as secondary line. And if STATIC WAN RJ45 resume to work, it will switch
from Cell line to STATIC WAN RJ45 line.

The following page indicated the Static fixed IP is working.

————— — o mmeem—

1_j Firewall Internet Configurations

B3 Administration Connected Type ISTATIC
1) Management WAN IP Address 1192.168.1.128
..... IJ Eeboot e I
s e Subnet Mask | 255 255 255.0
[} settings Management Default Gateway :192.158.1.‘1
I""‘J Status I Primary Diomain Mame Server ;210.21.195.5
""" Statistics Secondary Domain Name Server |221.588.88
-1 System Log IMAC Address |60:61:67:65:00:00
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Once the Static (fixed IP) is failed, H800 will switch to cellular automatically as follows,

Internet Configurations

\Connected Type !Cell

[WAN IP Address [172.205.78
Subnet Mask |265.256.255.255
|Default Gateway |1D.E¢.E¢.E¢
\Primary Domain Name Server !210.21.195.5
|SECUr‘|dE|I‘5-' Domain Mame Server |22‘1.5.EE.EE

IMAC Address |BD:61:67:65:00:00

5.5 WAN RJ45 DHCP and Cellular Fail Over backup redundancy

Please connect the RJ45 WAN port and the upper Router LAN RJ45 port via RJ45 cable. The H800 WAN LED should be
on.

Step 1) log into the H800 router web.

Step 2) Internet Settings — Route Fail Over

i cell Router

1_1 Operation Mode

E-23 Internet Setti
..n bt Operation Mode
-] WAN -

[ LAN |A|:1ivefF'assiue |

A 2EEr e 'Back To Primary WAN When Possible |
-} VPN Passthrough L |

-} Advanced Routing Router Priority

l_'l VPN ‘Cellular | © High Priority @ Low Priority
|
|
|

-3 DTU
-l Y SMS/Vojce Command A4 =

@ High Priority © Low Priority

1
-} Route Fail Over Connectivity Check
ERE ’
3 i ‘Check Count |3 (1-50)
B Wireless Settings ‘Check Method ping ip ~ | T4.126. 71. 138
F-{] Firewall

B Administration

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to primary main
line from secondary line if primary main line resume to work. If you don’t activate this, the router will keep working in
secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE"

For example, here we set Cellular as secondary line, and WAN RJ45 DHCP as main line. Then choose as the
picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.
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With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3 times
continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure H800 can be Cell online after this configuration. Otherwise the fail over feature will not work
in redundancy

open all | close all

¥ 3G Router
I8 ot Mot WAN Connection Type: Cell -
El+Z3 Internet Settings Cell Mode
WAN I T 7
j A modem | HUAWEI-EM770 -
{) DHCP clients ig\m Code | i
{) VPN Passthrough -
~{) Advanced Routing iMTU
~{J VPN I =
-0 oTu iOperat\on WMode Keep Alive A
-1 SMS/Voice Command [P
~{] Route Fail Over = = =
0 s |Enabled | Disable -
) Gprs A
-pply Cancel
G Wireless Settings -
B Firewall
BT Administration mobile MSP Parameters
|MSP Name WCDMA
r =
| network type Automatic search -

%Dialing Number 9o

i\nma\ Command String

;LJserName ‘ wap

éF’assword (uo

;Lucal IP

!.;&uthemlcate Type .AUTO hd
E.Use Software Compress -D Enable

GSMAVCDMATD: AT+CGDCONT=1 VP CAPNY,
CDMAEVDO: AT"PPPCFG=V'user" \'password\”

MSP List

[no.[ msP Dialing | Initial Command | User Local
e P

Name Number String Name

[
|commaon command list
|

Password Operation

COMA #7177 CARD | CARD 2

e
‘ : | |

® | weous *90% | e _—

([ Delete ]

T8 oEER wap wap

SCOMA

Select to Use

Step 4) Internet Settings — WAN — WAN Connection Type — DHCP (Auto config)
Choose “DHCP (Auto config)” at WAN Connection Type, and click “Apply” button
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D T W T W e T W T T T T T Fwr W Wy W I wW T TR PWEw Y EwT e S v

EI ettings
-] WAN
~{J] LAN

-{] DHCP clients : ; | |
LI o poeeshirio WAN Connection Type: DHCP (Auto config)] -

-] Advanced Routing DHCP Mode

-~ VPN iHostname i
-] DTU

| (optienal) [
]_'I SM5/\Voice Command MAC Clone

-{] Route Fail Over T T —
-] snmMP |Enabled Disable -

-] GPs =
pply Cancel
"] Wireless Settings -
-] Firewall

Notes: Do not forget to click “Apply” button.

Step 5) The H800 router will automatically reboot and try to connect the DHCP WAN RJ45 as main line. If main
line failed, it will switch to Cell as secondary line. And if DHCP WAN RJ45 resume to work, it will switch from
Cell line to DHCP WAN RJ45 line.

The following page indicated the DHCP is working.

--1:| Firewall Internet Configurations

EHEI ..-'.:'-.IjI'I'IiI'IiStrEItiI:II'I Connected Type |DHCP
) Management WAN IP Address [192.168.1.103
Subnet Mask !255.255.255.0
; | Default Gateway 1192.168.1.1
EF’rimar&.r Domain Mame Server }192.158.1.1
ﬂ Statistics iSecnndary Domain Name Server .
(] System Log [MAC Address [00:0D:01:FF:52:66

Once the DHCP (Auto config) is failed, H800 will switch to cellular automatically as follows,

Internet Configurations

\Connected Type !Cell

[WAN IP Address [172.205.78
Subnet Mask |265.256.255.255
|Default Gateway |1D.E¢.E¢.E¢
\Primary Domain Name Server !210.21.195.5
|SECUr‘|dE|I‘5-' Domain Mame Server |22‘1.5.EE.EE

IMAC Address |BD:61:67:65:00:00

Notes: if the DHCP cannot get WAN IP Address, please “Load Default” for H800 router to retry.

5.6 WAN RJ45 PPPoE and Cellular Fail Over backup redundancy

Please connect the RJ45 WAN port and the ADSL modem RJ45 port via RJ45 cable. The H800 WAN LED should be on.
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Step 1) log into the H800 router web.

H800 User Manual

Step 2) Internet Settings — Route Fail Over

Elwc 5] Internet Settings N
g Operation Mode
-] WAN

- LAN ctive/Passive

) DHCP clients ack To Primary WAN When Possible
-] VPN Passthrough

-] Advanced Routing Router Priority

-] VPN Cellular () High Priority @ Low Priority
- DTU - ]
) sMs/Voice Command RbbboE @ High Priority ©) Low Priority
|- Route Fail Qver] Connectivity Check
-] SNMP i
) e Check Count 3 (150
®-J Wireless Settings | check Method ping ip - 74. 125, T1. 138
-7 Firewall
[E-=5) Administration
1_1 Management
i Reboot

Active/Pasive: tick it

Back To Primary WAN When Possible: tick it (if you activate this, the router will automatically switch to primary main
line from secondary line if primary main line resume to work. If you don’t activate this, the router will keep working in
secondary line if primary line fails.)

Router Priority: You can select main line and secondary line for Cellular and WAN RJ45
“STATIC/DHCP/PPPoE”

For example, here we set Cellular as secondary line, and WAN RJ45 PPPOE as main line. Then choose as the
picture above.

Check Count: fill in the number you want to check the line available detection.

Checking Method: fill in a public IP address that can be ping through.

With the above configuration, the router will try to ping IP 74. 125.71.138 and if cannot be through for 3 times
continuously, it will switch to secondary line.

Step 3) Internet Settings — WAN — WAN Connection Type — Cell.

Configure the Cell WAN parameters.

Please make sure H800 can be Cell online after this configuration. Otherwise the fail over feature will not work
in redundancy
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open all | close all

¥ 3G Router
~{] Operation Mode
El+Z3 Internet Settings

WAN Connection Type:

Cell Mode

call -

) wan I
5 e |madem HUAWELEMTTO  ~
{) DHCP clients |S\M Code
{) VPN Passthrough T
~{] Advanced Routing |MTU
-} VPN T -
-0} pTU lOperat\on Mode Keep Alive -
~1) SMS/Voice Command  [TPYames
~{) Route Fail Over 1
0 snwe Enabled ‘ Disable -
) Gprs . Ca
G-{] Wireless Settings
Ed{] Firewall
B{Z] Administration mobile MSP Parameters
[MSP Name WCDMA
|netwnrktype .Automat\c search -
iDiaIing Number ‘ "99#
|\nma\ Command String
|LJserName wap
|
|Passw0r0 ‘ (11}
|Local 1P
|Authent|cate Type .AUTO A
|Use Software Compress ‘ [ Enable

|common command list

[ GSMAVCOMAITD: AT+CGDCONT=1VIPV,\APNY,
1CDMNEVDD ATVPPPCFG=Vusern \'password\”

MSP List
MSP Dizling Inftial Command | User Local
!NU Name | Number string Name |PESSWORd) T [Opefation
‘ © | cowa #777 ‘ ‘ CARD | CARD ‘
‘
@ | weoma “00# ‘ wap wap
® SL’-I:-I?)&‘IA e[ ‘ wap wap

Select to Use

Step 4) Internet Settings — WAN — WAN Connection Type — PPPoE (ADSL)
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249 Internet Settings

- DHCP clients WAN Connection Type: PPPoE (ADSL) -
]J VPN Pas-sthraugh PPPOE MOdE
-] Adwvanced Routing
-} VPN |UserName |pppne_user
]_1 i i Passwaord SEERRRBRNRNN
-] BM5/Voice Command
1:1] Route Fail Over Verify Password YYIIIIIIIIL
-] SNMP
];"I GPS MTU
#477] Wireless Settings -
] Firewall Keep Alive -
3 Administration Operation Mode Keep Alive Mode: Redial Period 60 Senco
|_"| Management _
1_1 Reboot On demand Mode: Idle Time |2 minutes
-] Upload Firmware MAC Clone
-] Settings Management
= Enabled i -
|_"| Status | | Ehsalie
]J Statistics l,ﬁ‘pp|y Cancel
|_1 System Log

Fill in the correct parameters for xDSL.
Notes: Do not forget to click “Apply” button.

Step 5) The H800 router will automatically reboot and try to connect the WAN RJ45 PPPoE as main line. If
main line failed, it will switch to Cell as secondary line. And if WAN RJ45 PPPoE resume to work, it will switch
from Cell line to WAN RJ45 PPPOE line.

The following page indicated the PPPOE is working.

E-=5 Administration Local Hetwork
1) Management |Local IP Address 10.10.10.254
sl s Local Netmask 255255 255.0

-] Upload Firmware

e T |00:0C:43:30:52:77
ENEEETTER VPN
1_:| Statistics !IF'SEC idnwn
S o [PPTP | down
|L2TP | down
Internet Configurations
|Connected Type |PPPOE
WAN IP Address 112.95.36.124
|Subnet Mask 755 255 255 255
erau dleway 3L
| Default Gat 1112.95.32 1
!F'rimary Domain Mame Server |21D.21.1QE.E
ISecnndary Domain Mame Senver |221.5.EE.EE
IMAC Address |00:0D:01:FF:52:66

E-Lins Technology Co.,Limited
Tel: +86-(755) 33231620 E-mail: sales@szelins.com sales@e-lins.com www.szelins.com



. -Lin’ JEQE Wl S R o S R |
&/ E-Lins Technology Co.,Limited

HB800 User Manual

Once the PPPoE (ADSL) is failed, H800 will switch to cellular automatically as follows,

Internet Configurations

|CnnnemedType |Ce|l

[WAN IP Address |172.205.78
Subnet Mask |265.256.255.255

| Default Gateway 10.64.64.64
|F'rimary Diomain Mame Server |21EI.21.1EIE.E
|Secnndar].f Domain Mame Server |22‘1.5.BB.EB

IMAC Address |BD:61:67:65:00:00
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