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Introduction

Introduction to GFI LANguard Network Security Scanner

GFI LANguard Network Security Scanner (GFI LANguard N.S.S.) is a
tool that allows network administrators to quickly and easily perform a
network security audit. GFI LANguard N.S.S. creates reports that can
be used to fix security issues on a network. It can also perform patch
management.

Unlike other security scanners, GFl LANguard N.S.S. will not create a
‘barrage’ of information, which is virtually impossible to follow up on.
Rather, it will help highlight the most important information. It also
provides hyperlinks to security sites to find out more about these
vulnerabilities.

Using intelligent scanning, GFI LANguard N.S.S. gathers information
on machines such as usernames and groups, which may include
rogue objects to allow backdoor access, network shares and similar
objects found on a Windows Domain.

Apart from this, GFI LANguard N.S.S. also identifies specific
vulnerabilities such as configuration problems in FTP servers, exploits
in Microsoft IS and Apache Web Servers or problems in NT security
policy configuration, plus many other potential security issues.

Importance of Internal Network Security

Internal Network security is, more often than not, underestimated by
its administrators. Very often, such security does not even exist,
allowing one user to easily access another user’'s machine using well-
known exploits, trust relationships and default settings. Most of these
attacks require little or no skill, putting the integrity of a network at
stake.

Most employees do not need and should not have access to each
other's machines, administrative functions, network devices and so
on. However, because of the amount of flexibility needed for normal
operation, internal networks cannot afford maximum security. On the
other hand, with no security at all, internal users can be a major threat
to many corporate internal networks.

A user within the company already has access to many internal
resources and does not need to bypass firewalls or other security
mechanisms which prevent non-trusted sources, such as Internet
users, to access the internal network. Such internal users, equipped
with hacking skills, can successfully penetrate and achieve remote
administrative network rights while ensuring that their abuse is hard to
identify or even detect.
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In fact, 80% of network attacks originate from inside the firewall
(ComputerWorld, January 2002).

Poor network security also means that, should an external hacker
break into a computer on your network, he/she can then access the
rest of the internal network more easily. This would enable a
sophisticated attacker to read and possibly leak confidential emails
and documents; trash computers, leading to loss of information; and
more. Not to mention then use your network and network resources to
turn around and start attacking other sites, that when discovered will
lead back to you and your company, not the hacker.

Most attacks, against known exploits, could be easily fixed and,
therefore, be stopped by administrators if they knew about the
vulnerability in the first place. The function of GFI LANguard N.S.S. is
to assist administrators in the identification of these vulnerabilities.

Key Features

Finds rogue services and open TCP and UDP ports

Detects known CGI, DNS, FTP, Mail, RPC and other
vulnerabilities

Detects Rogue or backdoor users

Detects Open shares

Enumeration of users, services, etc.

Can perform Scheduled Scans

Automatically updates Security vulnerability checks

Ability to detect missing hot fixes and service packs for the
operating system.

Ability to detect missing hot fixes and service packs for supported
applications.

Ability to compare scans, to learn about new possible entry points

Ability to patch OS (English Windows Systems) & Office
applications (English, French, German, Italian, Spanish)

Operating system identification
Live host detection

HTML, XSL and XML output
SNMP & MS SQL auditing

VBscript compatible scripting language to build custom
vulnerability checks

GFI LANguard N.S.S. components

GFI LANguard N.S.S. is built on an enterprise class architecture and
has the following components

GFI LANguard Network Security Scanner

This is the main interface to the product. Use this application to view
the scanning results real time, configuring scan options, scan profiles,
filter reports, use specialized security administration tools and more.
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GFI LANguard N.S.S. attendant service

This service runs scheduled network scans, and scheduled patch
deployments. It runs in the background.

GFI LANguard N.S.S. Patch agent service

This service is deployed on the target machines on which a patch,
service pack or software has to be deployed and takes care of the
actual patch, service pack or software installation.

GFI LANguard N.S.S. Script Debugger
Use this module to write/debug custom scripts that you have created.

License Scheme

The GFI LANguard N.S.S. licensing scheme works on the number of
machines & devices that you wish to scan. For example, the 100 IP
license allows you to scan up to 100 machines or devices from a
single workstation/server on your network.
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Installing GFI LANguard Network
Security Scanner

System Requirements

The installation of GFI LANguard Network Security Scanner requires
the following:

Windows 2000/2003 or Windows XP
Internet Explorer 5.1 or higher
Client for Microsoft Networks must be installed.

NO Personal Firewall software or the Windows XP Internet
Connection Firewall can be running while doing scans. It can block
functionality of GFI LANguard N.S.S.

To deploy patches on remote machines you need to have
administrator privileges

Installation Procedure

1. Run the LANguard Network Security Scanner setup program by
double clicking on the lannetscan.exe file. Confirm that you wish to
install GFI LANguard N.S.S. The set-up wizard will start. Click Next.

2. After reading the License agreement dialog box, click Yes to
accept the agreement and continue the installation.

3. Setup will ask you for user information and License key
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ii-..;l' GFI LANguard Network Security Scanner 5.0 - User Account Details

User Account Information

Fleaze enter requested data

The GFI LadMguard M.5.5. attendant zervice handles scheduled zecurnity scansz and
zcheduled updates of configuration files. [t iz recommended to n the attendant service
under a domain administrator account.

Set up the GFl LAMguard N.5.5. attendant service to run under

" The local system account
¢ 4 domain administrative account

Account: Idumain'\account

Pazzwoard: I’“‘““"

Confirm Paszword: Iw

MOTE: Specify the uzer name in the farmat “DOAIN S administrator

£ Back | Meut > I Cancel |

Specify domain administrator credentials or use local system account

4. Setup will ask you for domain administrator credentials which are
used by the LANguard N.S.S Attendant service (which runs scheduled
scans). Enter the necessary credentials and click Next.

i'-}r" GFI LANguard Network Security Scanner Setup 12 =]

Installation Type

Chooze the installation lpe that best suits your needs.

Chooze a database in which GFI LaMguard Mebwaork, Security Scanner 5.0 will store the zcan
information. The scan information can be stared in:

f+ Microzoft Access [MS Access does NOT need to be installed).
(" Microzoft SAL Server 7 ar higher/MSDE.

MOTE : For better performance it is recommended that you uze SGL Server or MSOE az a
databaze backend for GFl LaMguard Metwork Security Scanner 5.0, MSDE iz frecly
zupplied on the Microsoft Qffice 200045P CO. More information iz available in the uger
manual.

< Back I et » I Canicel |

Choose database back-end

5. Setup will ask you to choose the database backend for the GFI
LANguard N.S.S database. Choose between Microsoft Access or
Microsoft SQL Server\MSDE and click Next.

NOTE : SQL Server/lMSDE must be installed in mixed mode or SQL
server authentication mode. NT authentication mode only is not
supported.
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6. If you selected Microsoft SQL Server/MSDE as a database
backend, you will be asked for the SQL credentials to use to log on to
the database. Click Next to continue.

7. Setup will ask you for an administrator email address and your mail
server name. These settings will be used for sending administrative
alerts.

8. Choose the destination location for GFI LANguard N.S.S. and click
Next. GFI LANguard N.S.S. will need approximately 40 MB of free
hard disk space.

9. After GFI LANguard N.S.S. has been installed, you can run GFI
LANguard Network Security Scanner from the start menu.

Entering your License key after installation

If you have purchased GFI LANguard N.S.S., you can enter your
License key in the General > Licensing node.

If you are evaluating GFI LANguard N.S.S., it will time out after 60
days (with evaluation key). If you then decide to purchase GFI
LANguard N.S.S., you can just enter the License key here without
having to re-install.

You must license GFI LANguard N.S.S. for the number of machines
that you wish to scan, and for the number of machines that you wish
to run it on. If you have 3 administrators using GFI LANguard N.S.S.
then you have to buy 3 licenses.

Entering the License key should not be confused with the process of
registering your company details on our website. This is important,
since it allows us to give you support and notify you of important
product news. Register on:

http://www.gfi.com/pages/regfrm.htm

Note: To find out how to buy GFI LANguard N.S.S., follow the General
> How to purchase node.
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Getting Started: Performing an Audit

Introduction to Security Audits

An audit of network resources enables the administrator to identify
possible risks within a network. Doing this manually requires a lot of
time, because of the repetitive tasks and procedures, which have to
be applied to each machine on the network. GFI LANguard N.S.S.
automates the process of a security audit & easily identifies common
vulnerabilities within your network in a short time.

Note: If your company runs any type of Intrusion Detection Software
(IDS) then be aware that the use of LANguard Network Security
Scanner will set off almost every bell and whistle in it. If you are not
the one in charge of the IDS system, make sure that the administrator
of that box or boxes is aware of the scan that is about to be run.

Along with the warning of IDS software be aware that a lot of the
scans will show up in log files across the board. Unix logs, web
servers, etc. will all show the attempt from the machine running
LANguard Network Security Scanner. If you are not the sole
administrator at your site make sure that the other administrators are
aware of the scans you are about to run.

Performing a Scan

The first step in beginning an audit of a network is to perform a scan of
current network machines and devices.

To begin a new network scan:
1. Click on File > New.
2. Select what to scan. You can select the following:
a. Scan one Computer - This will scan a single machine.

b. Scan Range of Computers — This will scan a specific range
of IP's

c. Scan List of Computers — This scans a custom list of
computers. Computers can be added to the list by selecting
them from a list of enumerated computers, by entering
them one by one, or by importing the list from a text file.

d. Scan a Domain — This scans an entire windows domain.

3. Depending on what you want to scan input the starting and ending
range of the network to be scanned.

4. Select Start Scan.
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Scan Type: IFIange of computers j

Scan from IP address; 100.1

T |192.1 £8.100.255

Scan Profile: | Default j

Performing a scan

LANguard Network Security Scanner will now perform a scan. It will
first detect which hosts/computers are on, and only scan those. This is
done using NETBIOS probes, ICMP ping and SNMP queries.

If a device does not answer to one of these GFI LANguard N.S.S. will
assume, for now, that the device either does not exist at a specific IP
address or that it is currently turned off.

Note: If you want to force a scan on Imps that do not respond, see the
chapter ‘Configuring scan options’ for information how to configure
this.

Analyzing the Scan Results

Y GFI LANguard N.S.S. HEE
Fle  Toos Configure  Hel

£ 9 New Scan ‘ ) | ¢ Using: Cumently Logged-OnUser = Liser Hare: | ] Bassword: | 7]

Security Scanner (Defaull) ]
rer a
Sgan Taiget [127.001 ~| Frckile: [Defauit - Scan | ‘
E‘ 1G] Linguard M.5.5, I J I J

B securiby scanner (pefault) Scammed Computers | | Scan Resuls
% Scan Firs (Saved Result 378 0 [5] 4 12 168,100 158 (TS = =
@? vt = [ &% 152168.100.158 [TESTSTATION] Iw/indows Serve | Sewice | Dessiption [ Stets [ StartUp Typ +
w H‘u r: zz::m e g Wulner abiities (8) 8 dlenter Alerter Ruriring Automatic
B Sfmty ISSLS Potential Vuinerabilties (5] a6 Application Layer Gateway Service: Stopped Marual
P viosing patches K3 Shares 6] & AppMamt Agplcation Management Stapped Manual
I3 cpen parts B Network devices (4) 8 apomgr Flemote Server Manager Running Aulomatic
I3 Gpan TP ports = :ass'”m ";“”yl . & Aucdogv Windons dudio Running Automatic
[ Open UDP ports & R““’I”’ auditpolicy () | &merrs Background Inesligert Transfer Service | Running Manual
3 List of shares E U*i: ?’EP - | 0 Browser Computer Browser Runring Automatic
3 SNHP information & | i cisve Indexing Service Stopped Disabled
= ~[™f System patching status q
-[3 List of computers NETBIDS rames (4) 4 48 Cigsv ClipBook Stopped Disabled
[ 1p address, MAC address Computer | § COMSyshnn COM-+ System Application Running Manual
% Resulk comparison Groups (16) | & cwntsve Ciyplographic Sevices Runring Automaic:
i Deploy Microsoft patches Users (14] &Dis Distiibuted File System Running Automatie
g Deploy custom patches Sessions 1) &Dhep DHEP Client Running Automatic
Taols . y & dmadmin Lagical Disk Manager Administrative Running Manual
i "F‘g“’a“" o & dserver Logics! Disk Mansger Runring Aulamalic
i }“‘ g“:"z‘”f‘ ;;” lles & Dnscache DNS Client Running Automaic
\i Ntevetm‘;i)pt;\”ss & elementmar \weh Element Manager Running Aummaui'j
[ Parameter Fles 4 | s | B
** Dat‘ahase B ) Scanner Acliviy Window |
g General
AN Checking resistry winerabilties .. 1l
Program Updates Checking informetion vuinerabilties.
3 Version Information ot projing
&) Licensing
& How to purchase Completed security scan for TESTSTATION[192.168.100.158]: 2:35:20 PM.
Suppert Certer Scan time: 48 seconds
PP
& Knowledge Base
{8 GFILANguard N.5.S,
& GFILANguard SELM (COMPLETED SECURITY SCAH FOR MACHINERANGE: 127.0.0.1
e — Scan Start Time: 2:34:26 PM

@ GFLNetwork Server Monitor || ocan Duration: 54 seconds

|5 ——] ] ﬁ

Analyzing the results
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After a scan, nodes will appear under each machine that GFI
LANguard N.S.S. finds. The left pane will list all the machines and
network devices. Expanding one of these will list a series of nodes
with the information found for that machine or network device. Clicking
on a particular node will display the scanned information in the right
pane.

GFI LANguard N.S.S. will find any network device that is currently
turned on when doing a network probe. Depending on the type of
device and what type of queries it responds to will determine how GFI
LANguard N.S.S. identifies it and what information it can retrieve.

Once GFI LANguard N.S.S. has finished its scan of the
machine/device/network it will display the following information.

IP, Machine name, OS and Service pack Level

The IP address of the machine/device will be shown. Then the
NetBIOS DNS name will be shown, depending on the type of device.
GFI LANguard N.S.S. will report what OS is running on the device and
if it is a Windows NT/2000/XP/2003 OS, it will show the service pack
level.

Vulnerabilities Node

The vulnerabilities node displays detected security issues and informs
you how to fix them. These threats can include missing patches and
service packs, HTTP issues, NETBIOS alerts, configuration problems
and so on.

Vulnerabilities are broken down into the following sections: Missing
Service Packs, Missing Patches, High security vulnerabilities, Medium
security vulnerabilities and Low security vulnerabilities.

Under each of the High / Medium / Low vulnerabilities sections you
can find further categorization of the issues detected using the
following grouping: CGI Abuses, FTP Vulnerabilities, DNS
Vulnerabilities, Mail Vulnerabilites, RPC Vulnerabilities, Service
Vulnerabilities,  Registry  Vulnerabilites and  Miscellaneous
Vulnerabilities.

Missing patches GFI LANguard N.S.S. checks for missing patches
by comparing installed patches with the available patches for a
particular product. If the machine is missing any patches you should
see something like this:

&= Q Mizzing Patches [2]

| -2 windows Server 2003 Enterprise Gold
-- QB M503-041 (323182

{ - @ k503-043 (328035

E} @ b edium security vulnerabiliies (1]

- [ 2 Registry Wulnerabiliies [1)

- fn Low zecurity vwulnerabilities [5)

First it tells you what product the patch is for. If you expand that, it will
tell you the specific patch that is missing and give you a link to where
you can download that specific patch.

CGI Abuses describe issues related to Apache, Netscape, IIS and
other web servers.
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FTP vulnerabilities, DNS vulnerabilities, Mail vulnerabilities, RPC
vulnerabilities, and Miscellaneous vulnerabilities provide links to
Bugtrag or other security sites so that you can lookup more
information about the problem GFI LANguard N.S.S. found.

Service vulnerabilities can be a number of things. Anything from
actual services running on the device in question to accounts listed on
a machine that have never been used.

Registry vulnerabilities cover information pulled from a Windows
machine when GFI LANguard N.S.S. does its initial scan. It will
provide a link to Microsoft's site or other security related sites that
explain why these registry settings should be changed.

Information vulnerabilities are alerts added to the database that are
issues important enough to be brought to the administrators’ attention,
but not always damaging to leave open.

Potential Vulnerabilities Node

The potential vulnerabilities node displays potential security issues,
important information, as well as certain checks that could not be
performed. For example if it could not be determined that a particular
patch is installed, it will be listed under the Non-detectable patches
node. These potential vulnerabilities need to be reviewed by the
administrator.

B8 oF1 LaNguard N.S.S.

Ele Tools Configure Help

Eo Mew Scarn. .. | I | E Using: Currently Logged-On User = Lser Mame: ‘admmistrator | Password: ‘ |E
Security Scanner (Default) I.
Sgan Target [127.0.0.1 =] Profie: [Detauk EIE |
=
=)
& || Scanned Computers | Scan Results
m
=1 = 172.16.130.71 [aNDREMDEY] [windc E}a Mon-detectable patches (3] 1=
E - &} Wulrerabilities [9) B3 MDAC 27 Gold
= - {¥\ Patential Vulnerabilties (8] £ €3 M504-003 (832483)

-l Shares [10]

- ([ Password policy

- (8 Security audit palicy (D)

Registry

Open TCP Ports [B]

- [ System patching status
NETEIOS names (5)

v & Title: Bufer Overrun in MDAC Function Could Allow Code Execution (832483)
v & FReazon: Cannat determine if this patch iz installed or nat.
o Date posted: 2004/01/13
i Date revised: 2004/01/13
H @ URL: http://download. miciosoft. com/download/C/2/4/C245528E -41E4-492E-BC
EH ) Windows %P Professional Service Pack 1a
M5 03-030 (819656)

[ Computer b M 02008 (317244)
Graups [11) A = () Information (5]
Users [13) =3 g Administrator account exists
% Services (110] i L[ Descriptior: |tis recommendsd to rename this acoount

=t %j User ASPNET never logged on

i L[ Descriptior: |tis recommended to remore this account if not used

=t §:| User IUSR_ANDREMDEY never logged on

i L[ Descriptior: |tis recommended to remore this account if not used

B §:| Uszer SOLDebugger never logoged on

i L. [F Descrption: |tis recommendsd to remove this account if not used —
- £5] User VUSR_ANDREMDEY never loaged on =
o I KT - : - e ' LI_I

................... TR Ll

| | | Y

Potential vulnerabilities node

Shares

The shares node lists all shares on a machine and who has access to
a share. All network shares must be properly secured. Administrators
should make sure that:

1. No user is sharing his/her whole drive with other users.
2. Anonymous/unauthenticated access to shares is not allowed.

3. Startup folders or similar system files are not shared. This could
allow less privileged users to execute code on target machines.
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The above is very important for all machines, but especially for
machines that are critical to system integrity, such as the Public
Domain Controller. Imagine an administrator sharing the startup folder
(or a folder containing the startup folder) on the PDC to all users.
Given the right permissions, users can then easily copy executables
into the startup folder, which will be executed upon the next interactive
logon by the administrator.

Note: If you are running the scan logged in as an administrator, you
will also see the administrative shares, for example "C$ - default
share". These shares will not be available to normal users.

With the way Klez and other new viruses are starting to spread,
through the use of open shares, all unneeded shares should be turned
off, and all needed shares should have a password on them.

Password Policy

This node allows you to check if the password policy is secure. For
example enable a maximum password age and password history.
Minimum password length should be something practical, such as 8
characters. If you have Windows 2000, you can enable a secure
password policy, network wide, using a GPO (Group Policy Objects) in
Active Directory.

Registry

This node gives vital information about the remote registry. Click on
the Run node to check what programs automatically launch at startup.

Check that the programs that automatically launched are not Trojans
or even valid programs that provide remote access into a machine if
such software is not allowed on your network. Any type of Remote
Access software can end up being a backdoor that a potential hacker
can use to gain entrance.

Security audit policy

This node shows which security auditing policies are enabled on the
remote machine. The following auditing policies are recommended:

Auditing Policy Success Failure
Account logon events Yes Yes
Account management Yes Yes
Directory service access Yes Yes
Logon events Yes Yes
Object access Yes Yes
Policy change Yes Yes
Privilege use No No
Process tracking No No
System events Yes Yes

You can enable auditing directly from GFI LANguard N.S.S. Right click
on one of the computers in the left pane and select “Enable auditing”.
This will bring up a the auditing policy administration wizard.
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Specify which auditing policies to turn on. There are 7 security
auditing policies in Windows NT and 9 security auditing policies in
windows 2000. Enable the desired auditing policies on the computers
to be monitored. Click on Next to turn on the auditing policies.

GFI LANguard M.5.5. Administration Wizard

Switch on secunty auditing policies —
Automatic turming on of secunty auditing policies

Specify which auditing policies are to be turned on. The recommended auditing
policies have been selected by default;

Auditing Palicy Succesz Failure

Audit account logon events
Audit account management
Audit directory service access
Audit logon events

Audit object access

Audit policy change

Audit privilege uze

Audit process tracking

Audit system events

EO0ORREEEE

O
O

Click on Mext ta turn on the selected auditing policies.

£ Back I Mest » I Cancel |

Enabling Audit Policies on remote machines.

If no errors are encountered, the finish page will be displayed. If an
error has occurred then another page will be displayed indicating the
computers on which the application of the policies failed.

GFI LANguard M.5.5. Administration Wizard

Application of zecurity auditing policies results —
The results of the application of the security auditing policies to all computers.
Besults:
Computer | Result |

v TESTSTATION Success

< Back I Hext » I Cancel

Results dialog in audit policy wizard
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Open Ports

The open ports node lists all open ports found on the machine. (This is
called a port scan). GFI LANguard N.S.S. does a selective port scan,
meaning it does not by default scan all 65535 TCP and 65535 UDP
ports, just the ports it is configured to scan for. You can configure the
ports it should scan for from Scan options. For more information see
the chapter “Configuring Scan Options, Configuring Ports to
Scan”.

Each open port represents a service/application; if one of these
services can be ‘exploited’, the hacker could gain access to that
machine. Therefore, it's important to close any port that is not needed.

Note: On Windows Networks, ports 135, 139 & 445 are always open.

GFI LANguard N.S.S. will show open ports, and if the port is
considered a known Trojan port, GFI LANguard N.S.S. will display it in
RED, otherwise the port will show up in GREEN. You can see this in
the following screen shot:

5000 [ UPnP => Uriverzal Plug and Play ]
@ 8080 [ Hitp-Prow=y |

@ 12345 Metbuz |

@ 7374 [ Subseven ]

]

Note: Even if a port shows up in RED as a possible Trojan port, that
does not mean that that a backdoor program is actually installed on
the machine. Some valid programs will use the same ports as some
known Trojans. One antivirus program uses the same known port as
the NetBus Backdoor. So always check the banner information
provided and run checks on these machines.

Users & Groups

These nodes show the local groups and the local users available on
the computer. Check for extra user accounts, and verify that the Guest
account is disabled. Rogue users and groups can allow backdoor
access!

Some backdoor programs will re-enable the Guest account and grant
it Administrative rights, so check the details of the users node to see
the activity of all the accounts and the rights they have.

Ideally the user should not be using a local account to logon, but
should be logging into a Domain or an Active Directory account.

The last main thing to check is to ensure that the password is not too
old.

Services

All the services on the machine are listed. Verify that the services
running need to be and disable all services that are not required. Be
aware that each service can potentially be a security risk and a hole
into the system. By closing or switching off services that are not
needed security risks are automatically reduced.

System Patching status

This node shows what patches are installed and registered on the
remote machine.
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Additional Results

This section list additional nodes and results, which you can look at
after you have reviewed the more important scan results above.

NETBIOS names

In this node you will find details about the services installed on the
machine.

Computer
MAC - This is the Network card MAC address.

Username - This is the username of the currently logged on user, or
the machine username.

TTL - The value of Time To Live (TTL) is specific to each device.
Main values are 32, 64, 128, and 255. Based on these values and the
actual TTL on the packet it gives you an idea of the distance (number
of router hops) between the GFI LANguard N.S.S. machine and the
target machine that was just scanned.

Computer Usage - Tells you whether the target machine is a
Workstation or a Server.

Domain - If the target machine is part of a domain, this will give you a
list of the trusted Domain(s).

If it is not part of a Domain it will display the Workgroup the machine is
part of.

LAN manager - Gives the LAN Manager in use (and OS).

Sessions

Displays the IP address of machines that were connected to the target
machine at the time of the scan. In most cases, this will just be the
machine that is running GFI LANguard N.S.S. and has recently made
connections.

Note: Due to the constant changing of this value, this information is
not saved to the report, but is here for informational purposes only.
Network Devices

Provides a list of network devices available on the target machine.

Remote TOD

Remote Time of the Day. This is the network time on the target
machine, which is usually set by the Domain Controller.

Performing On site and Off site scans
We recommend that you run GFI LANguard N.S.S. in 2 ways, the so
called On site scans and off site scans.
On Site Scan

Setup a machine with LANguard Network Security Scanner installed
on it. Do a scan of your network with a ‘NULL session’ (Select Null
Session from the using drop down box).
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Once this first scan is done change the using drop down box value to
Currently logged on user (if you have administrative rights to your
domain), or as Alternative credentials that have administrative rights
to the Domain or to Active Directory.

Save this second scan for comparison later on.

With the ‘NULL session’ you can see what any user making a
connection to your network via a Null connection would be able to see.
The scan that has administrative rights, will help show you all of the
hot fixes and patches that are missing on the machine.

Off Site Scan

If you have an outside dialup account, or high speed internet access
that is not tied to your company you will now want to turn around and
scan your network from the outside world.

Do a ‘NULL session’ scan of your network. This will let you see what
anyone from the Internet would be able to see if/when they scan your
network. Things that may effect this are any firewalls your company
or ISP may have setup, or any rules at a router along the way that
may drop specific types of packets.

Save this scan for later comparison.

Comparison of on site and off site scans

Now it is time to start looking at the information generated by
LANguard Network Security Scanner.

If the NULL session scan from your internal network looks identical to
that of your external scan be aware that it appears there is no firewall
or filtering device on your network. This is probably one of the first
things that you should look into.

Then, check to see what any user from the outside world can really
see. Can they see your Domain Controllers and get a list of all
computer accounts?

What about Web servers, FTP, etc...?

At this point, you are on your own. You may need to start checking for
patches for Web Servers, FTP Servers, etc. You may also need to
verify and change settings on SMTP servers. Every network is
different. GFI LANguard N.S.S. tries to help you pinpoint problems
and security concerns and lead you to sites that will help you fix the
holes it finds.

If you find services running that are not needed, make sure you turn
them off. Every service is a potential security risk that may allow
someone unauthorized into your network. There are new buffer
overflows and exploits being released daily and even though your
network may look and be secure today, that may not be the case
tomorrow.

Make sure you run security scans from time to time. This isn't
something you can do once and then forget about it. Something new
is always out there, and once again, just because you were safe and
secure today, you never know what tomorrow's hacker will come up
with.
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Filtering scan results

Introduction

After GFI LANguard N.S.S. has performed a scan, it will show the
results in the ‘Scan results’ pane. If you have scanned a large number
of machines, you might want to filter that data from the Scan filters
node. Clicking on this node and selecting an existing filter will show
the scan results based on what filter you selected. GFI LANguard
N.S.S. ships with a number of default scan filters. In addition you can
make your own custom scan filters.

[ GF1 LaNguard NS.S.

Fle Tools Configure  Help

S mewsean.. | o) s (] 3, © Using: Curenth Loagethon User = | Liser e [adnistiator Passnord: =]
Full report ]

- =
H-EIGFI SECURITY & MESSAGING SOFTWARE
M.5.5,
canner (Default)
& Filters (Current Sean) R
Filter: Full report
‘ulnerabilities [High security] Source: current scan
Vulnerabilties [Medium security]
Wuinerabilties [All] Sean target - 127.0.0.1 [1 found 1 1 computers meet filter ions |
Missing patches and service packs
[1P address | Details | Hostname | username | operating system |

1rzde1308n QAR L ENFERGESE B % ANDREMTEST2  (No one logged on) K wwindows Server 2003

[ Groups and users
© [ computer properties
Deplay Microsoft patches
—@ Missing Security Patches/Service Packs - 1
SOL Server 2000 Service Pack 3a

B msoz.031 (215095
Cumulative Patch for Microsaft SQL Server (815495)

|=[172.16.130.59 | ANDREMTEST2 | windows Server 2003 |

Wrang fle version (200050154 0) for e " 7216130 S5 $Prog S6L exe, should be
& Enumerate Computers (200080818.0)
G Enumerats Lsers Hitpjidovvrinad microsott hSe-defd-Ood 91 FhoE1 /561 KB 54558 00 081 5-ENLLexe

Gy srmp Audt
-y Snmp Walk
-y SOL Server Audit

- [ Configuration

=~ Medium security vulnerabilities -1

Scanring Profies =D reqistry vuinerabinties -4
o b
[ Alerting Options -
Parameter Files it s recommended o use NTLM authertification instead of LM
Database Maintenance Options micresait 6.55p
{58 ceneral
ogram Lipdates =@ Low security vulnerabilities - 5
Informati
Sreion nrormaten 5 — Registry vulnerabilities - § El
| T T | T[] of1

Scan filters

The following scan filters are included by default:
Full report: Shows all security related data collected in a scan.

Vulnerabilities [High Security]: Shows issues which require
immediate attention — missing service packs, missing patches, high
security vulnerabilities and open ports.

Vulnerabilities [Medium Security]: Shows issues which may need to
be addressed by the administrator — medium security vulnerabilities,
patches which cannot be detected.

Vulnerabilities[All]: Shows all vulnerabilities detected — missing
patches, missing service packs, potential information checks, patches
which could not be detected, low & high security vulnerabilities.
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Missing patches and service packs: lists all missing service packs
and patch files on the machines scanned.

Open Ports: lists all open TCP and UDP ports.
Open Shares: lists all open shares and who has access to them.

Auditing Policies: lists the auditing policy settings on each of the
scanned computers.

Password Policies: lists the active password policies on each of the
scanned computers.

Groups and users: lists the users and groups detected on each of
the scanned computers.

Computer properties: Shows the properties of each computer

Selecting the scan results source

By default, the filters will work on the current scan data. However it is
possible to select a different ‘scan results’ data source file and apply
the filters to this saved scan results data source file (which is actually
an XML file). To do this:

1. Go to the Scan filters node in the GFI LANguard N.S.S. security
scanner program

2. Right click and select ‘Filter saved scan results XML file...”

3. Select the XML file containing the scan results data.

4. All filters will now show data from this scan results file. Next to the
Scan Filters node the scan data source will be shown: Either
current scan data or the file name of the scan results you are
filtering from.

NOTE: If the data source for the scan filters is set to “Current Scan”,
there will be no results shown until a scan is made.

Creating a custom scan filter

To create a custom scan filter:

1. Right click on the GFI LANguard N.S.S. > Security scanner > Scan
Filters node and select New > Filter...

2. This will bring up the Scan Filter Properties dialog.
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Advanced Properties E3

General I Report ltems |

‘g' Mew filker properties.

Filter narne:

Il:cumputers which are mizsing patch MS02-023

Filter conditions:

Queries I
Operating spstem iz equal to "Windows' -
AND Patch is not installed M302-023 Ed...

Remove

Fiemowve Al

ine

Filker Property condition when added (= And ¢~ Or

Ok LCancel Spnly

Scan Filters — General page

3. Give the scan filter a name

4. Add any conditions that you want to filter to apply to the scan
results data using the Add... button. You can create multiple
conditions for the filter. For each condition you must specify the
property, the condition and the value. Available properties are
Operating System, hostname, logged on user, domain, service pack,
share etc.).

Add Filter Property... Ed |

~Filter property infarmation
Filter condition to add
Property: ITI:F' port j
Conditions: Iig open j
W allie: IBEl
Summary:
Determine if a certain TCP port [20] iz open on remote
camplter
Add LCancel

Conditions dialog

5. Select which categories of information you want to see in the filter
from the ‘Report Items’ page.
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6. Click on ok to create the filter.

Advanced Properties

General Feport ltems |

gﬁ Select the itemz that will be contained in HTML report.
[EZ NETBIOS Names -
EAComputers
SHMP
=l Shares
gﬁroupx
Sezzionz
_.}!’.}Tlusted Domains
%Usem
s Metwork Deviees
%Sewices
Frocesses
=ALocal Drives
@ Fiemote TOD
[ Password Policy
@Hegistly
[ Inztalled Patches
[C85 ecurity Audit Palicy [v] ;I

Ok | Cancel | Appll |

Scan Filters - Report items page

This procedure will create a new permanent node under the Scan
Filters node.

NOTE : You can delete/customize any filter under the Scan Filters
node by right clicking on the filter and selecting Delete.../Properties
depending on the operation you want to perform.

Example 1 — Find computers with a particular missing patch

You want to find all Windows computers missing MS03-026 patch.
(this is the famous blaster virus patch)

Define the filter as follows:
1. Condition 1: Operating system includes Windows
2. Condition 2: Hot fix (patch) is not installed MS03-026

Example 2 — List all Sun stations with a web server

To list all Sun stations running a web server on port 80 define the
following queries:

1. Operating system includes SunOS
2. TCP portis open 80
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Configuring GFI LANguard N.S.S.

Introduction to configuring GFI LANguard N.S.S.

You can configure GFI LANguard N.S.S. from the configuration node.
Here you can configure scan options, scanning profiles with different
scanning options, scheduled scans, alerting options and more.

Scanning profiles

[ GFI LANguard N.5.5.

Configure Help

[ [5]x]

ing: Currently Logged-On User = Lser Hae ! |

| Bassword: [

[E]

Scanning Profiles ]

TCF Ports | UDFP Ports 05 Data ‘Vu\nevab\lmes Patches | Scanner Properties

[El erriamaumnss.

3

-1

| GFILANGuard M.5.5.
1] Security Scanner (Default)

T | 1]

orer

[0 | 2

0G| Seanning
S Scan Filters (Saved Result: 34| (B3 Fu 7P & LDP P.
: W Full report P Missing Patches
i+ High security alerts Z20ry web
i B? Security issues 2300k ShHP
: % gwsswng Dil:hes FBFing themal
: pen ports
i g Open TCP parts %:E;i’x‘
[ open UDP ports
L3P List of shares (28 5low Networks
[ SMP information
[ List of computers
[P 1p address, MAC address
Result comparison
Deploy Microsaft patches
Deploy custom patches
Taals
Configuration

[ Scanning Prefiles
[ scheduled Scans
[g Aerting Options
(g Parameter Files

[ Database Maintenance
General

2% Program Updates
Version Information
& vicensing

& How to purchase

& Support Center

& Knowledge Base

& GFILANguard N.5.5.
& GFILANguard S.E.LM.
& GFI Network Server Monitar

EFDetaul Aclive  Specify what information is to be retrieved by the scanner when using this profle

= Windows 0S Data

Fieques! server information

Identty PDC{Primary Domain Controler]
Identity BDC(Backup Domain Cortroler]
Erumerate nsted domain

Enumerate shares

Enumerate local users

Erumerate local groups

Enumerate dick drives

Request remote time of day

Request informatian from remote registry
Enumerate services

Enumerate sessions

Fiead password policies

Enumerate remote processes

Securly audi policy

Enumerate Network Dievices and Transparts

Retrieves DS version, Lmanager, Shares (for windl, inus) and Shares sacurly mode. Asts as a il safe for when 05

identification by Gather live PC unit fails.

Scanning profiles

Using scanning profiles, you can configure different types of scans,
and use these different scans to focus on particular types of
information that you want to check for.

A scan profile is created by going to the Configuration > Scanning
profiles node right-clicking and selecting New > Scan Profile...

You can configure the following options for each profile:

o0k whPE

Scanned TCP ports
Scanned UDP ports
Scanned OS data
Scanned Vulnerabilities
Scanned Patches
Scanner properties
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Scanned TCP/UDP ports

The scanned TCP/UDP ports tabs allow you to specify which TCP and
UDP ports you wish to scan. To enable a port simply click on the tick
box next to the port.

B oFL LANguard N.S.S. [-[5]=]

Eile  Tools Configre Help

New Stan... - Lsing: Curvently Logged-On User = Liser lame: | | Bassword: | =2
Scanning Profiles i)
B |8 TEP Potts | UDP Ports | 05 Data | Vidnerabilties | Patches | Scanner Propetties

g ZDetault ACt¥E Specify what information is to be retrieved by the seanner when using this profie
2|15 et Scaming v Enable TCF Fart Seanning
# || EIrul TCP L UDPF.
2 || EPMissing Patches © Pors | Description | Motes [ -
S B ony web [0 © 165535 Full Port List {very time consuming)
23 0nly SHMP 3 Tirne of the Dy
23 Fing them Al Quote of the Day
(239 Share Finder FTP = File Transfer Frotocol
123 Trojan Ports 55H =» Remate Login Pratacal
(23 Slow Netwarks Telnet => Remote Login Protacol Eos

SMTP => Simple Mail transfer Protocol
NameServer => WINS Host Hame Server

Domain =» Demain Name Server

Finger

HTTP = Word Wide Web, HTTP

Iruscont

Pep =» Post (Office Protocol 2

Popd =5 Post Office Protocol 3

SunRPC => SUN Remate Procedure Call

identd = Authentication Service:

SelSery = SAL Senices

News

epmap => DCE endpoint resclution

Netbios-ssn => NETBIOS Session Service

imap => Intemet Message Access Protocol

Sefsre = SAL Services

BGP => Border Gatewsy Protocol

AppleShare => Web-Admin

Clearcase

LDAF =5 Light Directory ficeess Protacal =l

Agvanced Add Edit Renove |

| /8 It you add, edit or remave a patt, the changes wil b2 applied to 4l the profies

Configuring the ports to scan in a profile

How to add/edit/remove ports

If you want to add custom TCP/UDP ports, click the add button. The
Add port dialog will appear.
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Properties - Port 80 E

Port Details |

8
j Enter the number of the port ahd the port description.

Port numberrange:

i

Part dezcription:
IHTTF' =» World Wide Web, HTTP

[ Iz a hiojan part

(1] I Cancel | Soply |

Screenshot 1 - Adding a port

Simply enter a port number or a port range and enter a description of
the program which is supposed to run on that port. If the program
associated with this port is a Trojan, click on the ‘Is a Trojan port”
check box.

If you specify it is a Trojan port, the green / red circle next to the port
will be red

Note: Make sure you are inputting this port in the correct Protocol
Window, either TCP or UDP.

You can edit or remove ports by clicking on the Edit or remove buttons

Scanned OS data

The Scanned OS data tab specifies the kind of information you want
GFI LANguard N.S.S. to collect from the operating system during the
scan. Currently only Windows OS data is supported, however UNIX
scan data is under development.
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Scanned Vulnerabilities

[ GFI LANguard N.5.5. HE]
Fle Tools Configure Help

£ ) MewScan ing: Currently Logged-On User = Lser Hae ! | | Passwerd; | |2
Scanning Profiles ]

2 fellelb g TCP Parts | UDF Ports | 05 Date Vulnerabiliies | Paiches | Scanner Propeties

) Gl P eSS ZFnefault A5 | Spestpulie et o o sk e e e s s
—1- 2] securicy Scanner (Default) 306l Scanning S ——

T Scan Fiters (Saved Resuit: 3/t EFul TCP & UDF P, L S R L L)
H g :ﬂ;:z:ﬁm e @Pissing Patches {8 Vulnerabilties © Name | Impact [Desciiption] |
[ Securty esues Only Web OB Abuses ¥ Vit Mai Server 3-3a A aftacker could run commands s ool
L[ Missing patches 2P 0ny ShmP []C8 DNS Vunerabilties #| EXPN VRFY commands enabled.. Passible information disclosure. Fiead th
-3 open ports 2PPing them Al Y108 FTP Vuinerabiities g Execule aibivary commands (NT Syste.
L[ open TCP ports (29 Share Finder (7] () Mail ¥ulnerabilties &
T DEEH o ;:m; 9 Trcjon Pors Miscelaneous 2 7
: 3P List of shares (29 Slow Networks Registry Vulnerabilties yy
- [#C8@ AP Vulnerailtiss
{- [ SNMP information 18 Service Vilrerabilies An aitacker oould execute commands a
[P List of computers -8 Potential vunerabilties Qualcomm OPopper Bulletin Nam... A local user can cause a bulfer overflow
[ 1p address, MAC address o Remote Buffer Ovellow in Send...  Sendmail versions fiom 6730 8127 a

Sendmail 85 An attacker it able to execute comman..
Sendmail 86 A attacker is able to execute comman.
Sendmail 869 ident vulnerabiity  An attacker could nun commands as root
Sendmail 884 A attacker could un arbitrary code
Sendmail is older than 8129 Warious buffer owerflows can be found |

- Resuk comparisan
Deploy Micrasoft patches
Deploy custom patches

o[58 Tools
-} Configuration

[& Scanning Profiles
[ Scheduled Scans
(@ Alerting Options

Sendmail privilege excalation [1) 4 local user cauld gain root access

n

Sendmall piivllege excalation (21 A local user could gain oot access

Sendmailprivilege excalation (31 A local user could gain oot access
4

[ Paramter Files "
A local user could gain root access

~{g Database Mairkenance
- {5 General

&% Program Updates
~{3 Version Information
& Licensing

& How to purchase

& Support Center

& Knowledge Base

-8 GFILANguard 5.5,
& GFILANguard S.E.LM.

8 GFIMetwark Server Monitor Advanced Add Edit Remove

5l | /2 1 you add, edit ot remave a vulnerabilty the changes will be applied to al the profils.
‘< »

Configuring the Vulnerabilities to scan

8] Sendnal privilege excalation (4]
%] SMTP server allows relaying Your mail server allow remote users to s

The scanned vulnerabilities tab lists all vulnerabilities that GFI
LANguard N.S.S. can scan for. You can disable checking for all
vulnerabilities by de-selecting the ‘Check for vulnerabilities’ check box.

By default, GFI LANguard N.S.S. will scan for all vulnerabilities it
knows. You can change this by removing the check box next to a
particular vulnerability.

From the right pane, you can change the options of a specific
vulnerability by double clicking on it. You can change the security level
of a particular vulnerability check from the “Security Level” option.

Types of Vulnerabilities

Vulnerabilities are broken down into the following sections: Missing
Patches, Patches which cannot be detected, CGl Abuses, FTP
Vulnerabilities, DNS Vulnerabilities, Mail Vulnerabilities, RPC
Vulnerabilities, Service Vulnerabilities, Registry Vulnerabilities, and
Miscellaneous Vulnerabilities.

Vulnerability checks advanced options
Click on the advanced button to bring up these options.

Internal Checks - These include ftp anonymous password
checks, weak password check etc..

CGI Probing - Switch on CGI probing if you are running web
servers that use CGI. You can optionally specify a proxy server if
you are located behind a proxy server.

New vulnerabilities are enabled by default — Enables/Disables
newly added vulnerabilities to be included in the scans of all other
profiles.

30 - Configuring GFI LANguard N.S.S. LANguard Network Security Scanner Manual



Downloading the latest Security Vulnerabilities

To update your Security Vulnerabilities, select Help > Check for
updates from the GFI LANguard N.S.S. scanner program. This will
download the latest security vulnerabilities from the GFI website. This
will also update the fingerprint files used to determine what OS is on a
device.

NOTE : On startup GFI LANguard N.S.S. can automatically download
new vulnerability checks from the GFI website. You can configure this
from the GFI LANguard N.S.S. > General > Product Updates node.

Scanned Patches
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Qmisn4002 200440113 Vulnerablity in Exchange Server 2003 Could Lead to Frivilege E scalation [332758)
€Ms04003 2004/01/13 Butter Overnun in MDAC Function Could Allow cade execttion (332483)
Qmsoa043 200811711 Cumlative Secuity Update for Intemnet E xplorer [824145)
Qniso3043 20081111 Bulfer Dvernun i the Workstalion Service Could Allow Code Execulion (828743)
Q503050 20081111 Vulnerablity in Microsaft Word and Microsoh Excel Could Allow Arbitiary Cade to run, [831527)
QMs03051 20031111 Bulter Overnun in Mictosoft FrantPage Server Extensions Could Alow Code Execttion (813360)
Q 20031015 Vulnerabiity in Authenticod Vefication Could Allow Remote Code Execution (823182)
Q e Execulion (826232)
(=X
[ Compromise [525113]
Q503045 20031015 Bulfer Overnun in the ListBox and in the Combogio Control Could Allow Code Exzculion (824141)
Qnisoa047 20081015 Vulnerablity in Exchange Server 5.5 Dullook Wb Access Could Alow Cross Site Seripting Attack (828485
QMs03046 200610115 Vulnerabiity in Exchangs Server Could Allow Arbirary Code Execttion [529436)
Qms03.000 2005110/03 Cumulative Patch for Intemet Explorer (826750)
Q503033 2003/03/10 Bulfer Dvernun In RPCSS Service Could Allow Code Execulion (824146)
QMs03.034 2006/03/03 Flaw in NetBIDS Could Lead to Infomation Disclosure (£24105)
QMs03035 20060903 Flaw in Microseft Word Could Enable Macros to Fun Automatically (527653)
M 850303 2003/09/03 Buifer Oveinun in W ordPerfect Converter Could Allow Code Eecuiion (8271031 ]

Advanced File: mssecure. uml: Yersion: 1.0.1.482; Last updated on 2/13/2004
372 bullefing
Find bulletin: |M5EI3 043 Find |

You could search by entering a buletin name fe.g. MS02-017) of entering & QNumber [z.g. B311967)

Configure which patches to check for when scanning with a particular profile.

The scanned patches tab allows you to configure whether this
particular scan profile should check for missing patches and/or service
packs.

The tab lists all the patches that GFI LANguard N.S.S. checks for. You
can disable checking for particular patches for this profile by un-
checking the tick box next to the patch bulletin.

The list of patches is obtained by downloading the latest patch list
from the GFI website, which in turn is obtained from Microsoft
(mssecure.xml). GFI obtains the list of patches of Microsoft and
checks it for correctness, since sometimes it contains errors.
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~* Bulletin Info (M503-043) x

i~ Bulletin
Bulletin 1D M503-043 Posted  2003/10/15 Revised 2003411411
Title Buffer Dverrun in Meszenger Service Could Allow Code Execution [828035)
Surnmary ks, security wulnerability exists in the Mezsenger Service that could allow arbitrary code execution on an -

affected systemn. The flaw results because the Messenger Service does not properly validate the length of
a message before passing it ta the allocated buffer. An attacker wha successfully exploited thiz

=
lzsue ;I
=

Bulletin Path  httpc A fvvw. microgoft. comAtechnet security/bulletin/td503-04 3. asp OMNumbers |823035
— Patches
Patchtame | GMurnber | MHoReboaot | | Affected products

@WindowsNTdServer-KBS2BD... 828035 1
gWindowsNNTerminaIServer... 828035
gWindows2DDD-KB828035-38... 228035
g\:\-’indowsXP-KB B28035-406- .. 828035
gWindowsXF'-KB B28035-106- .. 828035
gWindowsServer2DDS-KBS2S... 828035
gWindowsNT4W'0rkstation-K... 828035
Eil'windows2000-KBE28035+8., 928035

ok I Cancel

Extended bulletin information

For more information on a particular bulletin, double click on an the
bulletin or right click on it and select Properties. You will be presented
with more details on what the bulletin checks for and what it
addresses.

Scanner options

In this tab you can configure options relating to how GFI LANguard
N.S.S. should perform a scan.

FI LANguard N.5.5. [-[5]
Ele Took Configure Help
© ) MewScan.., - Using: Currently Logged-On User = Lser Hlaet | | Passwerd; | |2
Scanning Profiles ]
: TCP Parts | UDF Ports | 05 Date Vunerabilies | Peiches Scanner Propelies |
) Gl P eSS Speciy network discovery and ather paramelers on how the scanner i to discover machines and output debug infarmation.
-] Security Scanner (Default) FICAI Scarving
% &3 s Voo Resul S| @ v TP £ UDP E]Network Discovery Methods
"5 Fulroport Hisirg Plches Blhotork icoverythoss ]
LB High security alerts ﬁum \Afeb NETEIDS queries es
(3 Security issues E3 00 NP SNMP queries Yes
g Missing patches 3 Ping themal Ping Sweep Ves
T gs:: ?E’;SDMS B3 Share Finder Custom TEP Discovery (2.9, 21. 25, 80)
[ Open UDP ports 29 Trojan Ports E] Network Discovery Options
L3P Listof shares 29 Slow Networks Scanning Delay [Defaull 100 ms) 100
[ SN information Hetwork discovery query tesponses timeout [default 500ms) 500
-3 it of computers Humber of eties (Defaut 1] 1
RW ‘i adress, MAC sddress Inchude nonvespansive camputers No
-5 Result comparison k
Deploy Microsoft patches 15 it (et (s
Deploy custom patches Scope D
1758 Tools [ SNMP Query Dptions
|- 15 Configuration Load SNMP enterpiise numbers s
:53 scaing profles Community Stings (g publiz privae) public
g Scheduled Scans
T nleg optons B Global Fort Query Options
[ Parameter Fies TCP Pott sean quey timeout [Default 1500 ms) 1500
- g Database Maintenance UDP Part scan query timeout (Defaulk 600 ms] 60O
{54 General [ Scanner activity window
Program Updates © Type of scanner actvity progress output Simple
: \L/E:”‘z:jn;”h""a“”” Display received packels No
£ How to purchise Display sert packets No
& Support Center
& Knowledge Base
-8 GFILANguard 5.5,
‘,Q GFI LaMguard S.E.LM.
8 GFIMetwark Server Monitor
|l —] I~

Security Scanner properties
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Network discovery methods

This section addresses which methods GFI LANguard N.S.S. is to use
to discover machines over the network.

The NETBIOS queries option allows NetBIOS or SMB queries to be
used. If the Client for Microsoft Networks is installed on the Windows
Machine, or if Samba Services are installed on a Unix machine, then
those machines will answer the NetBIOS type query.

You can add a ScopelD to the NetBIOS Query. This is only required in
some cases, in which systems have a ScopelD. If your organization
has a ScopelD set on NetBIOS, input it here.

The SNMP queries option will allow SNMP packets to be sent out
with the Community String that was set in the General tab. If the
device responds to this query, GFI LANguard N.S.S. will request the
Object Identifier from the device and compares that to a database to
determining what that device is.

Ping Sweep does an ICMP ping of each network device. (See Note:
below)

Custom TCP Port Discovery checks for a particular open port on the
target machines.

Note: Each of the above query types can be turned off, but GFI
LANguard N.S.S. depends on all these queries to determine the type
of device and the OS running on it. If you choose to turn any one of
these off, GFI LANguard N.S.S. may not be as reliable in its
identification.

Note: Some personal firewalls block a machine from even sending
out an ICMP echo and will therefore not be detected by GFI LANguard
N.S.S. If you think there are many machines with personal firewalls on
your network, consider forcing a scan of each IP on your network.

Network discovery options

The network discovery parameters allow you to tweak machine
detection, so that you have the most reliable machine detection in the
least time possible. Adjustable parameters include

Scanning Delay is the time LANguard N.S.S. waits between
TCP/UDP packets it sends out. The default is 100 ms. Depending
on your network connection and the type of network you are on
(LAN/WAN/MAN) you may need to adjust these settings. If it is set
too low you may find your network congested with packets from
GFI LANguard N.S.S. If you set it too high a lot of time will be
wasted that is not needed.

Wait for Responses is the time GFI LANguard N.S.S. will actually
wait for a response from the device. If you are running on a slow
or busy network you may need to increase this timeout feature
from 500 ms to something higher.

Number of retries is the number of times that GFI LANguard
N.S.S. will do each type of scan. During normal circumstances
this setting should not be changed. Be aware, however, that if you
do change this setting, it will run through each type of scan
(NETBIOS, SNMP, and ICMP) that number of times.
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Include non-responsive computers is an option which instructs
the GFI LANguard N.S.S. security scanner to try to scan a
machine which has not replied to any network discovery method.

NetBIOS Query Options

The effect of using a NetBIOS Scope ID is to isolate a group of
computers on the network that can communicate only with other
computers that are configured with the identical NetBIOS Scope ID.

NetBIOS programs started on a computer using NetBIOS Scope ID
cannot "see" (receive or send messages) to NetBIOS programs
started by a process on a computer configured with a different
NetBIOS Scope ID.

LNSS is supporting NETBIOS Scope ID in order to be able to scan
this isolated computers that otherwise would be inaccessible.

SNMP Query Options

The option to Load SNMP enterprise numbers will allow GFI
LANguard N.S.S. to extend support in SNMP scanning. If this is
disabled, devices discovered by SNMP that are unknown to GFI
LANguard N.S.S. will not report who the vendor is supposed to be.
Unless you are running into problems, it is recommended to leave this
option enabled.

By default most SNMP enabled devices use the default community
string ‘public’, but for security reasons most administrators will change
this to something else. If you have changed the default SNMP
community name, on your network devices, you will want to add it to
the list GFI LANguard N.S.S. uses.

Note: You can add more than one SNMP community hame here. For
each additional community name you add, the SNMP part of the scan
will have to run another time. If you have ‘public’ and ‘private’ set in
the community name string, the SNMP scan will run through the whole
IP range you give it twice. It will go through it once with the string of
‘public’, and then again with the string of ‘private’.

Scanner activity windows options

The output options allow you to configure what information will be
displayed in the scanner activity pane. It is useful to enable it, however
only enable ‘Verbose' or the ‘Display packets’ for exceptional
debugging purposes.

Scheduled Scans

The scheduled scan feature allows you to configure scans which will
be run automatically at a specific date / time. Scheduled scans can
also be run periodically. This allows you to run a particular scan at
night or early in the morning and can be used in conjunction with the
results comparison feature, allowing you to receive a ‘change report’
automatically in your mailbox.

By default all scheduled scans are stored in the database. Optionally
you can save all scheduled scan results to an XML file (one per
scheduled scan). This can be done by right clicking on the Scheduled
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Scan node, selecting properties, enabling the Save Scheduled Scan
option and specifying a path for the XML files.

B oFL LANguard N.S.S. [-[5]=]

le Tooks  Configure  Help

© ) Newstan... - Using: Curvently Logged-OnUser = Liser llame: | | Bassword: | =2
Scheduled Scans i)

o X | W
R Scan Taiget | Last Scanned | Mert Sean [ Interval | Prafile | Desciiption |
£ ] Security Scanner (Defaut) Masever <Mever Scanned> /842004 2:34:10 PM 1 Daiz] Diefalt scanthe malserver daily

T Seon Fibers (Saved Result 3| W Fios e, <Never Scanned> 3/8/2004 2:31:45 PM 1 Hoursts) Diefauit scan the flesrver hourly

i g :ﬂh’:zztm s BsOLSemver  <Mever Scanned> 3/8/2008 22822 PM 1 Daylsl Default sean ool server daiy

P security issues
[ missing patches
[ open ports

[ open Tcp ports

L% Open LDP ports

B List of shares

8 suMP information

P Lisk of computers

F-EW Ip address, MAC address
- Result comparison
- Deploy Microsoft patches

Deploy custom patches

{3 Tools
= {8 Corfiguration

Parameter Fies

Datahase Maintenance
=[5 ceneral

&3 Program Updates

“ersion Information

& ucensing

& How to purchase

& Support Center

£ Knowledge Base

& GF Lakiguard 15,5,
- GF1 Labiguard S.ELM.
-4 GF1 Network Server Manitor

|l =l
\ [

Configuring a scheduled scan

To create a scheduled scan

1. In the GFI LANguard N.S.S. security scanner program, right-click
on the Configuration > Scheduled scans > New > Scheduled
scan...

2. This brings up the New Scheduled Scan dialog

General | Logon Credentials |

Configure the scheduled scan.
=

Scan target: ITeststatiorJ

Scanning profile; IDefauIt j

Deszcription: I

Perform a scan:

" Ore time arly
(s Eveny |1 IHnurs j

Mestscan: | 3/ g/2004 || 22%10PM =5

0K I Cancel Sppll

Creating a new Scheduled Scan
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In the New scheduled scan dialog you can configure:

1. Scan target: Specify the computer names or IP range that you
wish to scan. You can specify the scan target as follows

i. Host name — e.g. ANDREMDEV
ii. IP address—e.g.192.168.100.9
iii. Range of IP’s —e.g. 192.168.100.1 — 192.168.100.255

iv. A text file with a list of computers - e.g. file:c:\test.txt (complete
path to the file) Each line contained in the file can take any of
the formats or targets specified in (1), (2) or (3).

2. Scanning Profile : Select the scanning profile to be used for this
scheduled scan.

3. Next scan: Specify at what date and time you wish the scan to
start

4. Perform a scan every: Specify if you wish the scan to be run once
or periodically.

5. Description: This will show up in the scheduled scan list
Click OK to create the scheduled scan.

To analyze/view the scan results of a scheduled scan, you must
specify the scan results XML file of that scheduled scan in the scan
filters node. To do this:

1. Right click on the “Scan Filters” main node and select “Filter saved
scan results XML file...”

2. Specify the Scan results XML file of the scheduled scan.

3. The filter nodes will now display data from the scheduled scan
results file.

Parameter files

The parameter files node provides a direct interface to edit various
text based parameter files that GFI LANguard N.S.S. uses. Only
advanced users should modify these files. If these files are edited
wrongly, it will affect the reliability of GFI LANguard N.S.S. when
determining the type of device it has found.

Ethercodes.txt - this file contains a list of mac addresses and the
associated vendor which has been assigned that particular range.

ftp.txt — this file contains a list of ftp server banners that are used
internally by LNSS to help identify what OS is running on that
particular machine based on the ftp server running there.

Identd.txt — this file contains identd banners that are also used
internally by LNSS to identify the OS using banner information.

Object_ids.txt — this file has SNMP object_ids and to which vendor
and product they belong. When GFI LANguard N.S.S. finds a
device that responds to SNMP queries it compares the Object ID
information on the device to that stored in this file.

Passwords.txt — this file has a list of passwords which are used to
assert password weaknesses..

Rpc.txt — this file contains a map between the service numbers
returned by the rpc protocol and the service name associated with
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that particular service number. When RPC services are found
running on a machine (normally Unix or Linux) the information
received back is compared to this file.

Smtp.txt — contains a list of banners and the associated OS. As
with the ftp and ident files, these banners are used internally by
LNSS to identify the OS running on the target machine.

Snmp-pass.txt — this file contains a list of community strings that
LNSS uses to identify if they are available on the target SNMP
server. If available, these community strings will be reported by the
SNMP scanning tool.

telnet.txt — Again, a file containing various telnet server banners
used by LNSS to identify the OS running on the target machine.

www.txt — A file contain web server banners used to identify what
OS is running on the target machine.

Enterprise_numbers.txt — list of OID (Object Identifier) to
enterprise (vendor/university) relation codes. If GFI LANguard
N.S.S. doesn’t have the specific information on a device when it
finds it (information provided by the object _ids.txt file), it will look at
the vendor specific information returned and at least provide who
the vendor is for the product it found. This information is based on
SMI Network Management Private Enterprise Codes, which can
be found at: http://www.iana.org/assignments/enterprise-numbers

Using GFI LANguard N.S.S. from the command line

It is possible to invoke the scanning process from the command line.
This allows you to call the scanner from another application or simply
on a scheduled basis with your own custom options.

Usage:

Insscmd  <Target>  [/profile=profileName]  [/report=reportPath]
[foutput=pathToXmlFile]  [/user=username /password=password]
[femail=emailAddress] [/DontShowStatus] [/?]

Legend:

/Profile Optional : Profile to use for scanning. If not specified,
the current active profile will be used.

/Output Optional : Full path (including filename) where to output
the scan result xml file.

/Report Optional : Full path (including filename) where to generate
the output scan report html file.

/User Optional : Scan the specified target using the alternative
credentials specified in the /User and /Password parameters.

/Password Optional : Scan the specified target using the alternative
credentials specified in the /User and /Password parameters.

/Email Optional : Send the resulting report to this alternative
email address. The mailserver specified in the
LNSS\Configuration\Alerting Options node will be used.

/DontShowStatus Optional : Do not show scan progress details.

NOTE : For full paths, and profile names, enclose the name in
inverted commas e.g. "Default”, "c:\temp\test.xml".
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Example:

Insscmd.exe 127.0.0.1 /Profile="Default" /Output="c:\out.xml"
/Report="c:\result.html" /email="Inss@127.0.0.1"

The above will make the command line scanner perform a security
scan on the machine 127.0.0.1, output the xml file to c:\out.xml, once
the scan is complete generate the html report in c:\result.html and
send the report to the email address Inss@127.0.0.1
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Patch Deployment

Introduction to patch deployment

Use the patch deployment tool to keep your Windows NT, 2000, XP
and 2003 machines up to date with the latest security patches and
service packs. To deploy patches and services packs, you need to
follow these steps

Step 1: Perform a scan of your network

Step 2: Select on which machines to deploy the patches

Step 3: Select which patches to deploy

Step 4: Download the patch & service pack files

Step 5: Patch file deployment parameters

Step 6: Deploy the updates

To deploy patches, you must have
Administrative rights on the machine you are scanning.
NETBIOS must be enabled on the remote machine.

The patch deployment agent

GFI LANguard N.S.S. 5 uses a patch deployment agent, which is
installed silently on the remote machine, to deploy patches, services
packs and custom software. The patch deployment agent consists of a
service which will run the installation at a scheduled time depending
on the deployment parameters indicated. This architecture is much
more reliable then without using a patch deployment agent. The patch
deployment agent is installed automatically without administrator
intervention.

Note: It is not uncommon that Microsoft retires patch files. When this
happens, the information of that patch remains in the mssecure.xml
file, since the patch was available at some point. When this happens,
GFI LANguard NSS will report the patch as missing, even though it
can not be installed. If you do not want to be informed about these
missing patches, you will need to disable checking for that particular
bulletin from GFI LANguard N.S.S. > Configuration > Scanning
Profiles > Patches.

Step 1. Perform a scan of your network

GFI LANguard N.S.S. discovers missing patches and service packs as
part of the security scan. It does this by comparing registry settings,
file date/time stamps, and version information on the remote machine.
using information provided by Microsoft in the mssecure.xml file.
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First GFI LANguard N.S.S. detects which products for which it has
patch information are installed on the target machine (for example
Microsoft Office). After it has done that, it checks what patches and
service packs are available for that product and posts the missing
patch information in the Missing patches node of the high security
vulnerabilities node.

=B %] Missing Patches [2)
B ) Windows Server 2003 Enterprise Gold
E] 9 M5 03-041 [823182)
i b @ Title: Yulnerability in Authenticode Verification Could &llow Femote Code E xecutic
- @ Reason Wrong file wersion [5.131.3730.0] for file "\192. 16810015850 $WwIMC
Date posted: 2003/10/15
Date reviged: 200310415
@ AL http: //download. microgoft. com/download/0/1 /2/01 26e70b- 787 2-404c-97¢
B €9 M503-042 (828035)
[+ @ Medium zecurity vulnerabilities [1)
[+ @ Low security vulnerabilities [3)

Missing patch sample output in scan results tree

For each missing service pack / patch GFI LANguard N.S.S. reports a
link from where you can download the patch file as well as other
information related to that bulletin.

Patches which are definitely missing are reported in the “Missing
patches and service packs nodes” of the scan results.

Patches which cannot be confirmed whether they are installed or not
due to lack of detection information are reported in the “Potential
vulnerabilities node” of the scan results.

& 8 MNon-detectable patches [3)
{ - ) Windows Server 2003 Enterprise Gold
- -2 MDAC 2.8 Gold

@ Information [3]

Non-detectable patches sample output in scan results tree

Step 2: Select on which machines to deploy the patches

After scanning the network, the list of missing service packs & patches
will be listed in the scan results window. To deploy the missing
updates you have to select which computers you want to update.
Patches can be deployed on one machine, all machines, or on
selected machines.

To deploy missing patches on one computer:

Right click on the computer you want to update > Deploy Microsoft
updates > [type of update] > This computer.

To deploy missing patches on all computers:

Right click on any computer in the result tree > Deploy Microsoft
updates > [type of update] > All computers.

To deploy missing patches on selected machines

Use the check boxes on the left hand side of the scan results to select
which machines you want to update. Right click on any computer in
the result tree > Deploy Microsoft updates > [type of update] >
Selected Computers.
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Scanned Computers

| | Scan Results

Patential Yult

el Shares [B]

B EE 172.16.130.53 [ANDREMTEST2] [Windows S| & Mizsing Patches (1)

= 2 SOL Server 2000 Service Pack 3a

-

- EIE Metwork, dev
- [ Password pg

- [ Security audi
Registry
Open TCP P

M= B+ €3 MS03-031 (315435)
SLORSCAM & Title: Cumulative Patch for Microsoft SOL Server (315495
" & Reason: Wrong file version [2000.20.134.0] for file "\ 72
5. lts ko =ML file...
2vE sean resis e AT e Date posted: 2003/07/23
Enable auditing on 3 D ate revized: 2003407723

7 i o puter ‘download/6/9/e/6:

on selected computers

D _ t updat
Deploy custom patches on

System patch
METEIOS ns
Computer

Send Message b Computer
Shiut o computer ..

Users [6]
- (@] Sessions (1)

g Groups [14]

Expand all nodes
Collapse all nodes

% Services [100

Customize Yiew.. .

Indicate which machi

nes you want to deploy the required updates on.

Step 3: Select which patches to deploy

Once you have selected the target computers to deploy Microsoft

patches on, yo

u will be taken to the Deploy Microsoft patches node.

This node shows the details of the selected computers and which
patches/service packs need to be deployed to those computers.

You have two views in which you can manage the deployment

options.

(1) Sort by computers: Select a computer and see which patches /
updates need to be deployed to it

(2) Sort by patches: Select a patch and see which computers are
missing that update.

[EH GFI LANguard NS.5.

File Tools Corfigure  Help

[-[F]x]

© ) New Scan... - Usig: Currently Logged-On User = Lser Hame: | | password: | E‘

Deploy Microsoft patches

T er 2
4] GF1 Latiguard N.5.5.
] Security Scanner (Default)
£ Sean Filters (Saved Resul: 3t
[ Full report
[P High security alerts
[ security issues
3 missing patches
[ open ports
[ Open TCP parts
[ Open UDP ports
o[ List of shares
[P SHMP information
[P List of computers
3 Ip address, MAC address
Feesult comparison
-3 Deplay Microsoft patches
Deploy custom patches
(3] Tools
1 Configuration
[ Scanning Profiles
| Scheduled Scans
[ #erting Options
~{gs Parameter Files
[ Database Maintenance
(3] General
273 Program Updates
Wersion Information
& Licensing
@ How'to purchase
~-#8 Support Center
& Knowiedge Base:
-8 GFILAMguard N.5.5,
& GFILANguard S.E.LM
8 FI Network Server Monitor

Configure which computers and which patch fles are to be deployed  Computer fiters: Options |

Soit by computers | Sort by patches | Status &=
Scanned computers Language Patch name | Bulletin | Application | Download di.. | State o
WindowsServerz.. MS03-041 (B23182) Windows Server .. D:\Program .. Mot dowrloaded |5
Q' WindowsSever2., MS03043(828035)  Windows Server.. Di\Progiam.. Mot dowrloaded |7

[ €IDiecixdKBE1S.. MS03030(196%)  Windows Server.. D:\Progiam... Mot dowrloaded

€ADiectxaKBETS. MSDI0(B1963)  WindowsSewer.. DAProgram... Mot dowrloaded

€IENU_ 0832463 .. MSD400Z(E32483)  MDAC2BGold  Di\Program... Mot downlosded

1 Elj= S|

4
- = =
E{‘GFI SECURITY & MESSAGING SOFTWARE .,‘- !

Patch File Download Attendant

L

This weh area is part of the patch-downloading system in GFI LANguard N.S.S.
Thers sre three main types of patches in the mssscurs <mi fils

(1) Pstches which have s diract download URL lacation

(2) P stches which will require some web page navigation to download fram a parentweb pags.

(3) P stohes farwhich no patoh file sxists

Wihen GFI LANgUArd N.5.5. detects a file with 3 direct download losation ftwill start downloading it instantty:

Wihen GFI LANgUard N.5.5. detects a file whish needs to be downloaded manually rom the Misrosoft meb site, it will 1053 the ta1get parentweb page
in this area. You will then be able to find the appropriate dewnload link and click on it. GFI LANguard N.S.S. will be menitering this web session and as
s06n asit detects that you clicked on a difect download link it will start douinloading that file for you autamatically. The navigation through the web

be part of the dewnload session. Should you want te cancel the downlead session you will need to elick on the pateh and select" Cancel

T | € Beplopen vz 16, 2002 [ | aos et

By default all

Deploy Microsoft patches node

patches will be selected for deployment. If you want

certain patches not to be deployed, de-select them by clicking on the
tick box next to the patch.
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Step 4: Download the patch & service pack files

After you have selected the patches/service packs to be deployed, the
appropriate files containing the patches to be deployed need to be
downloaded. This is done largely automatically by GFI LANguard
N.S.S. and it also places them in the correct directories depending on
the product and the language of the product being updated.

Fatch name | Bulletin | Application | Download directory | State |
% SOL2000-KBS15495-8.00.0818-ENU. exe MS03-031 (815495)  S0L Server 20005..  Filnss\Repostory.. Mot downloaded
% Direct?9-£BE19636-»86-EML exe MSO3-030 (819696)  “Windows Server 20..  F\lnss\Repostory... Mot downloaded
% Direct?9-KBE819656-»86-EML Exe MSO3-030 (819696)  “Windows Server 20..  F\lnss\Repostory... Mot downloaded

E EML_0832483_MDAC_x86.eXE MS04-003 (832483)  MDAC 2.8 Gold F:\lnss\Repository...  Downloaded
GFI LANguard NSS shows which patch files need to be downloaded

GFI LANguard N.S.S. will show which files need to be downloaded in
the patches to be deployed list. Each patch file required will be listed
and will be in one of the following states, indicated by an icon in the
missing patch list:

E& Downloaded
(4] Currently being downloaded

¥y Waiting for user to navigate to the web page to click on the link to
download the file.

EE:. Not downloaded

Downloading the patches

Microsoft patches, listed in the mssecure.xml file, can be categorized
in three main types:

(1) Patches which have a direct download URL location.

(2) Patches which will require some web page navigation to download
the file.

(3) Patches for which no patch file exists.
To download patches for which there is a direct link:

For patches for which there is a direct download link, right click on the
patch file and select “Download File”. The download will start and
when completed, the file will be placed in the correct directory for you.

To download patches for which there is no download link but
only a source web page.

When GFI LANguard N.S.S. detects a file which needs to be
downloaded manually from the Microsoft web site, it will load the
target parent web page in the bottom area of the deployment tool. You
will then be able to find the appropriate download link and click on it.
GFI LANguard N.S.S. will be monitoring this web session and as soon
as it detects that you clicked on a direct download link it will start
downloading that file for you automatically. The navigation through the
web page will be part of the download session. Should you want to
cancel the download session you will need to click on the patch and
select "Cancel Download". Once the download completes, the file will
be placed in the correct directory for you.
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Ble Tools Configwe Help

S NewSean., © Using: Alternative Credentisls = User lame: sanciro-test|administrator | assiards | ==
Deploy Microsoft patches ]
e dNes Specity updstes to apply and selsct Start to stat the deployment of updates [ | ‘
quard NS 5.
-l seasity Scamer (Defadt) Sott by computars | Sott by patches | Status &
Scan Fil
% §"Fuu et Seanned computers [Language | T Buletin [ Application | Downlosd disstan ile
3P i ics Fichsecurt| 1 3 SANDROTEST Engish MS02.064 (327522 Windows 200...  C\Progrem FilesGFI\LANguard Network Secunty Soani ||
B Vuinerabites [Medim sec MS02-065 (329414]  Windows 200...  £:\Progtem FileshGFI\L&Nguard Network Secuaity Scani= L%
{? ‘Vuiner abilities [Alll MS02-089 (810030)  Windows 200. C: ar M guard Network
3P wissing patches and servic MS02070 (329170) Windaws 200... CPiaar Hauard Nefwork
E3 OpenPorts MSO301 (810833)  Windows 200... C:\Progr Nguard Network _’;l
3 open shares 1 |

[ auditing Polices

[ password Polides
9 crouns nd users
8 Computer properties

Result comparisen
Deploy Microsaft patches

Search Mierosoft.com fort

Microsoft

Download Center

Deploy custom paiches Download Center Home S 4 B S
38 Tools 2000 Security Patch: Flaw in SMB Signing Could Enable Group
Configuration Download Categories Policy to be Modified
Scanning Profies Games
Scheduied Scans Directx Network administrators can install this update to eliminate a vulnerability that could allow an attacker to disrupt 2
Alerting Options Interriet facility by which security settings are applied to Windaws-based computers in a corporate network.

A Windows (Security &

o terance ot Updtes) ovick o | ‘
General Windows 2000 Security
23 Program Upcates Windows Media File Name: Q325170_W2K_SP4_X86_EN.cxe Patch: Flaw in SMB
s Drivers Signing Could Enable
e Download Size: 1167 K& Group Policy to
8 Ucensng Office and Home e
& How topurchase Applications Date Published: 12/11/2002 English
@ Suppert Center Mobile Devices
ve : 328170
& Koowledge Base Macintosh & Other ersion 5 __ Download |
B GFILANguard NS5, Platforms
&8 CFlLANgurd SELM, Server Applications Overview Change language
8 GF1 Network Server Monitor Svs‘tem Management A security vulnerability has been identified that could allow an attacker to disrupt English = EI
) a facility by which security settings are applied to Windows-based computersina L |
Development Resources cerporate network. This could allow the attacker to loosen settings on his or her
Resources own computer of impose tighter ones on sameone else's. Netwark administrators

can help eliminate this issue by installing this update. ‘ A ‘ f

Download Center Help
4 Deploy immeciately Resel
T o " Deployon fi3y 15, 2002 ] et 403FM ==

Downloading a patch from a web page with the download assistant.

Step 5: Patch file deployment parameters

Optionally, you can configure alternative deployment parameters on a
patch by patch basis. To do this:

1. Rightclick on the patch file and select “Properties”.

2. Optionally specify an alternative download source URL

3. Optionally specify command line parameters to use during
deployment

You can check to which bulletin a patch applies by right-clicking on the
patch file and selecting “Bulletin Info...”
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Patch properties

General |

Patch file narme: IDireCMEI-KBB'I 9E59E-#86-EML Exe

Bulletin: IMSDB-DSD (819636

Affected product: IWindows Server 2003 Enterprise Gold

Source URL:

I[Hequiles download attendant navigation]

Download directony:

il

|F:'\F‘r-:-gram Files\GFINLANguard Netwark Security Scanner 5.0\Repo |

Deplay patch with the following command line parameters:

|.n"2 /q

Cancel

Apply

Patch file properties

Step 6: Deploy the updates

After you have selected the computers to deploy the patches on and
downloaded the patches, you are ready for deployment!

Click Start at the bottom right to start deployment.

B8 oF1 LaNguard N.S.S.
Ele Tools Configure Help

i 4 New Scan,.. = Using: Alternative Credentials

+ User Name: GFIMALTA\nicka

Deploy Microsoft patches I.

L T

2 Directd !
E EMU_Q832483_MDAC_ 36 ex)

M504-003 (832483 MDAC 2.8 Gold

Specify updates to apply and select Start ta start the deplayment of updates Options |
-
o
=
& Sort by computers ‘ Soit by patches | Status @
= Scanned computers | Lan | Patch name I Bulletin | Application I Download directal g
] _& MICKA Eng mzxmldgfe. exe MS02-008 (317244)  \Windows XP Prafe..  F\nss'Repositon, g
— 579 < S 3 15

6] F Picle...

F:\heshRepository

D E H
EE‘GFi SECURITY & MESSAGING SOFTWARE E
Patch File Download Attendant i’
This web area is part of the patch-downloading system in GFI LANguard N.S.S. ;I

(« Deploy immediately
' Deployon [May 16,2002 2] 8t | £09PM =

Initiating patch deployment by clicking on start.

Deployment of the patches will now start. You can monitor the patch
deployment status from the deployment status tab
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Ble Took Configurs el
© () MewScan... © Using: Currently Logged-On User = Liser Harne | | Bassword: [ [

Deploy custom patches ]

Taols Explorer [ X

= Configure which computers and which patch fles are ta be deployed ﬂl
] FILanguard 5.5,

=] Security Scanner (Default) Patches to deploy | Deployment status |

T Scan Filters (Saved Result: 3¢
T Fulrepart Deployment status:

[ High security alerts Bl teststation

{3 securivy issues « [ Copying the patch files to the remate machine.

Missing patches lannetscan.exe copy 0K

i B’ Open ports temehB01exe copy OK.

- Open 1P ports Batch fle copy OK

+-[3 open UDP port:
. g el NT mackine. Statting the GFI LANguard Patch agent service on the remote machine.
-3 List of shares

[ sMP information

Service started

[ Copying the patch files to the remote machine.

[P List of romputers Feady
[P Ip address, MAC address | | = 1) Server
Result comparison [ Establishing connection
Deploy Microsoft patches Connected
IDED‘W gLt i [ Connesting to the remotz registry
#1 [5] Tools
V] Connected
-4 Configuration

Scanning Profiles
i, Failed to copy lannerscan.eve - emor 5 Access is deried

Scheduled Scans
Alerting Options 4, Failed to copy temdrB01.exe - enor & Access s denied
Parameter Files ) Mone of the patch fles could be capied to the remate machine
Database Maintenance [ Closing comnection

| [ General Fleady

~&3 Program Updates

Version Information

& vicensing

~¢8 How to purchase

& Support Center

& Knowledge Base

-8 GFILANguard 5.5,
& GFILANguard S.E.LM.
8 GFLNetwork Server Monitar

e l
\ \

Monitoring the download process.

Deploying custom software

The custom software deployment tool is very handy to quickly deploy
custom patches for software network wide, or even to install software
network wide. The custom software deployment tool is also frequently
used to deploy virus signature updates network-wide. The process of
deploying custom software is very similar to the process of patching a
machine.

GFI LANguard N.5.5.

Elle Tools Configure Help

© ) Mew Scan... - Using: Currently Logged-On User = Liser aiie: | | password: | EI

Deploy custom patches .

- Configure which computers and which patch files are to be deploved Dptions
GFTLANguard N.5.5,

E“@ Security Scanner (Default) Patches to deploy ‘ Deployment status
-¥@% Scan Filters {Current Scan)
Fatches

& Result comparison

Deploy custom patches Patch Location | Parameters | Add
=] Tools @ C:ADocuments and Settings\nickg\Myp Doc...

A

& DNS Lookup
% Traceroute

i Whois

C% Enumerate Computers
C% Enurnerate Users

Eemaye

C% Snmp Audit
S Snmp Walk -
ci SQL Server Audt Computer(s] to deplay patches on:
£ configuration Hame | Nates | A
Scanning Profiles _J ANDREI-DEY WARMING : Filkers will nat work, on this computer since it was nat scanned...

Scheduled Scans Hemoye

Alerting Options
Parameter Files
Database Maintenance

& Gereral Ve
2% Program Updates
Wersion Information
@ Licensing

{8 How to purchase

& Support Center

{8 Enowledge Base

& GFILANguard N.5.5, Computer fiters...
-8 GFTLANguard 5.E.LM.
8 GFT Nstwork Server Maritor + Deploy immediately Start

C Deplogan [ Her 11,2004 7| ek | 2aEEM =

Select...

B LR

| | v

Deploying customer software
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Step 1: Select the machines on which to install the
software/patches
1. Go to Deploy custom software node in the tools node.

2. Click on the Add button to add a single computer, or click on the
select button to select a range of computers on which to deploy
the custom software.

Note: You can also select which machines to deploy custom software
on from Security Scanner node and the Tools > Enumerate
Computers node.

Step 2: Specify software to deploy

Click on the Add... button in the “Patches:” section to specify the
source location of the file and specify any command line parameters
which need to be used for deployment of the file.

Add custom patch

Specify the location of the file to deploy on the target machines:

Deploy the file at location:

[:4annetscan.exe =

YWith the following parameters:
(" Mo parameters required

{7 “indows operating systern patch
(" Intenet explarer patch

* Custom

-5

Add LCancel

Specifying the software to deploy

Optionally you can schedule a time when the deployment should take
place

Step 3: Start the deployment process

Once you have specified the software to be deployed and the
computers to which it is to be deployed, you can start the deployment
process by clicking on the Start button.
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=

GFI LANguard N.5.5.
Took  Configure  Help
New Stan... - Lsing: Curvently Logged-On User = Liser lame: | | Bassword: | =2

Deploy custom patches i)

Configure which computers and which patch files are to be deploped

E GFI LANguard M.5.5

=[] Security Scanner (Defauit) Patches (o depioy | Deplopment status =
T Sean Filters (Saved Result: 3¢ )

T Fulreport P =
9 High security slerts Patch Location | Parameters g
[ security issues D:\lannetscan.exe 5

Missing patches B0 Momd exe A RN Edi

Open ports

Hemove

Open TCP ports.
Open LIDP ports

List of shares

SNMP information

P Lisk of computers

F-EW Ip address, MAC address

Computer(s) to deploy patches on:

i

- Result comparison Name: [ Hotes
-$@ Deploy Microsoft patches 4 teststation WARNING : Fiters wil net werk. an this computer since it was not scanned o not praperly scanned by sec.
- Deploy custom patches J Server WARMING : Filters will not wark on this computer since it was not scanned or not properly scanned by sec. Rz
-3 Tools
= [ Configuration Sefect
[& Scanning Profiles |mport

4 Scheduled Scans
@ Alerting Options
@ Parameter Files

g Database Mantenance
=[5 ceneral
&3 Program Updates
“ersion Information
& Uicensing
& How to purchase
& Support Center
8 Knowledge Bass

n@ GFI Latiguard 15,5, Campuiter filters.
n@ &I Lishguard 5.E.L.M,

- &F1 Metwork Server Monitor

L4 = Deploy immediately Statt
a I || Beployon [ via 09. 2001 [ k] 207t

Deploy custom patches indicating which patch files to deploy on which computers.

Deployment options

General |

[~ Reboot computers after deployment

Advanced

[ % am uzer before deployment
[send a message]

[ Stop zervices (IS, MS-SOL server)
befaore deplayment

[ Delete copied files from remate
computer after deployrent

Humber of deplayment threads: |5 ﬂv

[default iz B, mag iz 10]

[ Run deployment services under this
account:

SCCount name;: I

Fagsywnrd: I

Computer filkers, .. |

Deployment options

You can configure deployment options by hovering over the options
button, located at the right side of the screen, with the mouse. Here

you can:
Configure the deployment agent service to run under alternative
credentials.
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Reboot target computer after deployment. Some patches require a
reboot after installing. Tick this tick box if one or more patches you
want to deploy need a reboot.

Warn user before deployment: will send a message to the target
machine before deploying the updates.

Stop services before deployment: This option stops the ISS & MS
SQL Server services before deployment.

Delete copied files on the remote machines after deployment.
Configure the number of patch deployment threads to use

Configure particular filtering conditions to which to deploy the
patch to (computer filters)

NOTE : In the Deploy custom patches tool, the Computer filters will
not apply to computers which have not been scanned by the security
scanner tool.
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Results Comparison

Why Compare Results?

By performing audits regularly and comparing results from previous
scans you will get an idea of what security holes continually pop up or
are reopened by users. This creates a more secure network.

GFI LANguard Network Security Scanner helps you do this by
allowing you to compare results between scans. GFI LANguard N.S.S.
will report the differences and allow you to take action. You can
compare results manually or through scheduled scans.

Performing a Results Comparison interactively

Whenever GFI LANguard N.S.S. performs a scheduled scan it saves
the scan results XML file in the Data\Reports directory in the GFlI
LANguard N.S.S. installation directory.

You can also save the current scan results to an xml file by right
clicking on the security scanner node and selecting ‘Save scan results
to XML file...".

To compare two scan result XML files:

1. Go to the result comparison tool under ‘GFI LANguard N.S.S. >
Security Scanner > Result comparison’.

2. Select two scan result files, performed with the same options and
on the same set of computers, but performed at different times, and
click ‘Compare’.
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[E3 GF1 LaNguard N.5.5.
Fle Took Corfigure  Help

© ) hewScan... Wb ¢ Usingi CurentlyLogged-On User = Lser lame: Passward: .

Result comparison .
[ Tools Explorer S B
g 11 |3/5/2004 85917 PM - 127.0.01 (Defaul] /v Compae DOpions
[ et Languard 5.5 = | T peEr) | —I LI

@ Security Scanner (Default) || Gean result 2 [3/8/2004 11:67:28 AM - 127.0.01 [Defaul] '

E-% Scan Filters (Current 5can)

=[P Full repart B
[ High security dlerts misri SECURITY & MESSAGING SOFTWARE

[ security issues
3 Missing patches
?ggszg:z’;;m Results Comparison Report
3 Open UDP ports
L[ List of shares | [Host Hame [Host 1p

37

(3P SHMP information e gy
3 List of computers pe
L[ 1p address, MAC addre ._ Groups

- Resul comparison Group & has been removed
Deploy Micrasoft patches Group vt has been removed
- Deploy custam patches o
5] Tosls FiTcP Ports
iy ONS Lookup e TGP port is open: &0
r ol
2 whas ervices
-y Enumerate Computers Service started: COMSysApp.
Enumerate Lisers Servioe started: HTTPFiter.
S Sooop pudt Service stappect MSIServer
-y Snmp Walk

Service stoppedt NIFrs

&y 5QL server Audic
Servioe started: WISVC

[24 configuration
~{ scanning Profiles Flohares

Scheduled Scans
~{ Alerting Options

MNew share added: Program Files.

Database Maint
atabase Maintenance Registry ertry has heen changed: ~VHz = 1002, Before i was 1001. =
- [3] General
273 Program Lpdates
-8 Version Information =l
B \icensinn 52
3 Dl KD | 1) ] i

Comparing results

The result will be something similar to the above screenshot. It tells
you what has been enabled or disabled and any network changes
since the last scan.

New items will show you anything new that occurred after the first
scan.

Removed items will show any devices/issues that were removed
since the first scan.

Changed items will display anything that has changed, such as a
service being enabled or disabled between scans.

Performing a Comparison with the Scheduled Scans Option

Instead of manually scanning your network each day, week, or month,
you can setup a scheduled scan. A Scheduled Scans will run
automatically at a certain time and will emailing the differences
between scheduled scans to the administrator. For example: the
administrator can configure the Scheduled Scan feature to perform a
scan every night at 23:00. The GFI LANguard N.S.S. attendant
service will launch a security scan on the selected target computer(s)
and save the results to the central database. Then, it will compare the
current results with the results from the night before and report the
differences, if any.

NOTE: If this is the first time that a scheduled scan is performed or if
there are no differences detected with the previous scan, then GFI
LANguard N.S.S. will not email you a report. You will only receive a
report if something has changed.
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Tools

Introduction

The following Tools can be found under the Tools Menu

DNS Lookup

Whois Client

Trace Route

SNMP Walk

SNMP Audit

MS SQL Server Audit

Enumerate Computers

DNS lookup

This tool resolves the Domain Name to a corresponding IP address
and in addition provides information about the domain name, such as

whether it has an MX record etc..
B GFI LANguard NS.5. [ 151 x]

Fle Took Configre  Help

] password: | 2]

- () WewsScan.., - Using: Currently Logged-On User = | Liser Nare: |

DNS Lookup )
To rer 1
Hostname/IP to resalve: [ gfi.com ~|  Betieve Options
E GFT LAMguard M.5.5, =
3] security Scanner (Default) |options a
T Scan Filters (Current Scan) | [Starting DNS Loockup Reguest for whww i com: 216:58 PM
53 Ful report enerdl |

~E3 High security slerts

-3 Security issues

~E3 Missing patches

-9 Open ports

-8 Open TCF ports

-8 Open UDF ports

B List of shares

[ snMP information

3 List of computers

{3 1p address, maC addre
Resukt comparison
Deploy Mirrosoft patches

Deploy custom piatches

Performing DS Lookup operation through DNS Server 212.93.140.1 Retrizve the Following Information

Resolving host www.gfi.com ...
Please wait

|V Basic information
I Host infarmation
Basic information results: [ Alissgs

|4 £9.20.55.1 35 Covww g com)

NS: servert gf com [ i Records

NS: server3.gfi.com [ NS Records

DHS Server(s) to query:

(+ Use default DNS server

" Use alternative DNS server(s)

MX Records results:
o hiX Records found

212,93.140.1 Al

{3 Tools Completed DN Lookup Request for vweww s com: 216:55 i
DN5 Lookup Herione

Traceroute

Whos |
Enumerate Computers
Enumerate Users
Snmp Audit

Snmp Walk

SQL Server Audt

=3 Configuration

~{[& Scanning Profiles
g Scheduled Scans =
[d Alerting Options

g Parameter Files
|# Datsbase Mainkenance

- General

&% Program Updates

+ wersion Information

\
DNS Lookup tool

To obtain information about a domain name:
1. Go to the Tools > DNS lookup node.

2. Specify the hostname to resolve

3. Specify the information to retrieve:
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In

Basic Information — |.e. host name and to what ip this resolves

Host Information - Known technically as the HINFO, and usually
includes information such as hardware and what OS runs on the
specified domain (most DNS entries do not contain this information
for security reasons.)

Aliases - returns information on what A Records the Domain might
have.

MX Records known also as Mail exchangers records, shows
which mail server(s) and in what order are responsible for this
domain.

NS Records indicate which name servers are responsible for this
domain.

addition it is possible to specify an alternative DNS server .

Trace Route

B GFI LANguard NS.5. [ 151 x]
Fle Toaols Configure  Help
© ) NewScan.., - Using: Currently Logged-On User = Liser lame: | | passward: [ 2

Trememte L)

[Tools Explorer 2 e {domainIP name: [ gfi.com | [ Tiacemute | Uniians |
1] GFILANguard b 5.5, I=|! =
£+ security Scanner (Default) Hop | Iteration | P (Hostname] | Time (ms) | Besttime [ | Average ti [ I
$ Scan Fiters (Cument Scany | 3¢ £9.20.55.135 [Request timed out) 1000 1000 Tow ]
T Fulreport Va2 1 2125314065 10 10 1000 Lo
Fommme flve 1 s —— C
g 251"?, ;;:Ehgs VIR IR e i T [ Repeat trace every |20 seconds
3 Open TeP ports Ve 1 62.291.127.226 51 51 51.00
-3 Open UDP ports V71 £2231127.74 63 3 FNIE] Traceroute response settings.
P Liskof shres Ve 1 19565224105 141 181 14100 Return timeout after {ms): 1000
F SuP rfomiation Ve 1 6420067143 186 186 16600 Timeout steps before stop: 3
EF List of computers A £4.200.240.46 340 30 4000 Slow response icon after (ms) 250
F 1p address, MAC addre || V11 1 £4.20083.25 0 30 301.00 Very slow respanse icon after (ms}: 500
Result comparison A2 1 542008850 341 381 341.00
Deploy Mcrosoft patches | || 13 1 69201.40 329 329 32900
Deploy custom patches A1a £9.20.3.23 239 339 239.00
[ Tools V151 632055135 188 188 18600
DHS Logkep
Traceroute
Wheis
Enumerate Computers
Enumerate Users = T
Snmp Audi e
Snmp Walk
& 5L Server Audit Py iRty
=3 Configuration
-[@ Scanning Profiles 1,000
g Scheduled Scans = 2 soo
} & Alerting Options g -
g Parameter Files @
[ i Database Maintenance s E1 ==
=[5 General 200 14 B |
A s | WrormeEEEl i
i k rsion Infarmation 3 4 5 & 10 12 14 16
T 5 laiy i
|Ready [

Trace route tool

Th
to

is tool shows the network path that GFI LANguard N.S.S. followed
reach the target machine. When you perform a trace route, each

hop has an icon next to it:

v Indicates a successful hop taken within normal parameters
& Indicates a successful hop, but time required was quite long.

& Indicates a successful hop, but the time required was too long

X Indicates that the hop timed out. (i.e it took longer then
1000ms)
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Whois Client

B GFI LANguard N.S.5. [ [5]x]
Fle Toaols Configure  Help
© ) NewScan.., - Using: Currently Logged-On User = Liser lame: | | passward: [ 2

0
Queny (domsindIP/nams: [uws.gf com | |[sievs ]| Options |

NOTICE AND TERMS OF USE: You are not authorized (o access or query ou WHOIS '+ [options iy

databiase thiough the use of high-volume. automated. electionic prosesses. The

Data in Network Solutions'/HOIS database is provided by Netwark Solutions for information Genera |

puiposes ony. and to assist persons in obtaining nformation about of elate

0. domain name registiation record. Network Solulions does not guarantes its accuracy. Whels server to query:

By submitiing a WHOIS query. you agree to abids by the following tems of use:

Vou agree that you may use this Data orly for lawful puiposes and that undet no
i will you use this Diata to: (1) allow, enable, or otherwise support (' Use the follawing server

the transmission of mass unsolicited, commercial advertising or solicitations

via e-mail. telephane. or kacsimile; of (2] enable high volume, automated. [rihois.arin.neta Addl

electionic processes that apply to Netwrk Solutions [ar its computer systems). The -

complation, repackaging, dissemination of other use of this Data is expressly whois.ipe.net e |

prohibited without e prior written consent of Network Solutions. You agree not to use h o

Figh-valume, autamated, electionic processes to access or query the WHOIS

database. Network Solutions reserves the right to teminate your access to the WHOIS

databise in ks sole discretion, including without mitation, for excessive

querying of the WHOIS database o for il to othemwise abide by this policy.

Network 5 s the right to modify these terms at any time.

‘ Jaiodx3 Sppo ] m_‘

1+ Choose one for me

whois. arin.net
whois.ric. gov
whois.ric.mil

Whois Server Yersion 1.3

Domain names in the .com and .net domaing can nov be registered
with many different competing registrars. Ge to hitp:/ Ay, intemic net
for detailed information.

Domain Mame: GF.COM

Fiegistrar: THE NAME |T CORPORATION DBA NAMESERVICES.NET
“w/hois Server: whis. sitdomaire, com

Fiefemal URL: http: /wwy. sitdomains. com

MName Server: SERYER1.GFI.COM

Narme Server. SERVER 2 GFI.COM

Status: ACTIVE

Updated Date: 22-3u0-2003

Creation Date: 03-aug-1395

Expiration Date: (02-aug-2005

»>> Last update of whois database: Sun, 7 Mar 2004 1313:53E8T <<
MNOTICE: The expiration date displayed in this record is the date the

(egistiar's sponsoiship of the domain name registration in the registiy is
cuttenity set to erpire. This date does not necessarly reflect the evpiration =
b 8 oinrnmie nen el e b Al o =

I
Whois tool

This tool will lookup information on a domain or IP address. You can
select a specific Whois Server from the options area, or you can use
the 'Default’ option which will select a server for you

SNMP Walk

SNMP walk allows you to gather SNMP information. The right pane
contains a list of names symbolizing specific Object ID’s on the
device. To find out more about the information provided by the SNMP
walk, you will have to check with the vendor. Some vendors provide
great details on what each piece of information means, others, though
their devices support SNMP, provide no documentation on it at all.

To use the utility, click on Tools > SNMP walk. Enter the IP address
of a machine or device which you wish to scan/'walk’.

Note: In most cases SNMP should be blocked at the router/firewall so
that Internet users cannot SNMP scan your network.

It is possible to provide alternative community strings.

Note: SNMP will help malicious users learn a lot about your system,
making password guessing and similar attacks much easier. Unless
this service is required it is highly recommended that SNMP is turned
off.

SNMP Audit

The SNMP Audit tool, allows you to perform an SNMP audit on a
device and audit for weak community strings.

Some network devices will have alternative or non-default community
strings. The dictionary file contains a list of popular community strings
to check for. The default file it uses for the dictionary attack is called
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snmp-pass.txt. You can either add new community names to this file,
or direct the SNMP audit to use another file altogether.

To use the utility, input the IP address of a machine running SNMP
and click Retrieve.

MS SQL Server Audit

This tool allows you to perform an audit on a Microsoft SQL server
installation. You can audit both the SA account, as well as all SQL
accounts

By default it will use the dictionary file called passwords.txt. You can

either add new passwords to this file, or direct the utility to another
password file.

To run a SQL server audit, input the IP address of the machine
running MS SQL. If you want to password guess all SQL accounts,
you have to enter a user name and password to login to SQL to
retrieve all user accounts.

BE¥ GFI LANguard N.S.5.

File Tools Configure Help

E o Mew Scan... E Using: Currently Logged-On User = User Mame: | | Passward: | @
S0L Server Audit )
‘ Audit s SOL Server: | 127.001 e | Optiors |

Starting gl audit for 127.0.0.1

General | Dictionary Database

4240)dx3 sjooL

Found : 1 users Type of account audit aperation ta perform:

¢ Audit one specific account

(Checking user 1: BUILTINAdministrators Username: Isa

Usernamns Password WARNING + Audit all SQL user accounts

(Requires an account ko log inta the SCL
Server bo retrieve the list of available users)

Usernarme: Isa
Password: I*******
&1l found users are processed =

BUILTIN“Adninistrators <{unknown:

SQL Accounts audit tool
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Enumerate Computers

B8 GF1 Languard NSS. [_10]
Eile Tools Configure  Help
E o Mew Scan... E Using: Currently Logged-Cn User = Lser Mame: ‘admimstratur | Password: | IE'
T e
Enumerate computers in domair: |JJ‘,. GFIMALTA j Betrieve I I Optiors |
-
g
% Mame | Operating System | Type I‘ |Optiun5 n ‘
2 || g8aLExC2 Windows 2000 Workstation .
= - - General |Ir|ﬁ:|rmat|ur| Source
2 || SHALERS “windows P Winrkstation
|l aLExz “windaws 2000 ‘workstation (+ Enumerate all computers.
3 ANDREI-DEY ‘windows XP' \wforkstation =1 oniy these:
3 ANDREI&4 Windows XP Workstation .
S ANDREMDEV Wiciows P Werstaion
5l ANDREMTEST2 windows server 2003 Server s S LE L]
5 ANDRESE Windows XP \orkstation ] L
2 ANDREWE Windows XP Wiorkstation U L]
8 ANDREWZ2 Windows xF ‘Workstation WINHTE AL L]
0 ANGELICA Windows P Workstation Windous P L]
BANITA Windows XP Workstation (] u
58 AUTDRESPONDER indaws XP \Warkstation Cnx Ll
S BACKUP ‘windows 2000 server Backup domain S
5 BRIANAZ Windows XP Workstation TEEEE S SR L]
@8 CoTv windows 5P Warkstation LI Primaty Domain Controllers (PDC) [
___________ —— Backup Domain Controllers (BDC) [ |
Start gathering information. .. Apple file protocal servers (]
Getting the computers of GFIMALTA Servers sharing print queus [ ] =
Ready. Found 68 computers. Servers sharing dial in service [ ]
E Types
| workstations (1=l

\ | v

Enumerate computers tool

This utility will search your network for Domains and/or Workgroups
on it. Once it has found that, you will have the ability to scan those
Domains for a list of computers in them. Once it has performed its
scan it will list whatever OS is installed on that machine, and any
comments that might be listed through NETBIOS.

Computers can be enumerated using one of the following methods

From Active Directory — This method is much faster and will also
enumerate computers that are currently switched off

Using the Windows Explorer interface — This method is slower and
will not enumerate computers that are switched off.

You can specify which method to use from the ‘Information Source’
tab. Note that you will need to perform the scan using an account that
has access rights to Active Directory.

Launching a security scan

Once the computers in the domain are enumerated you can launch a
scan on selected machines by right-clicking on any of the enumerated
computers and selecting ‘Scan’.

If you want to launch the scan but continue to use the Enumerate
computers tool, select “Scan in background”

Deploying Custom patches
Select which machines you want to deploy updates on > Right click on
any selected machine > Deploy Custom Patches.

Enabling Auditing Policies

Select which machines you want to enable auditing policies on > Right
click on any selected machine > Enable Auditing Policies....
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Enumerate Users

The Enumerate users function connects to Active Directory and
retrieves all users and contacts in Active Directory.
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Adding vulnerability checks via
conditions or scripts

Introduction

GFI LANguard N.S.S. allows you to quickly add custom vulnerability
checks. This can be done in 2 ways: By writing a script, or by using a
set of conditions. Whichever method you use, you will have to add the
vulnerability via the Security scanner interface and specify either the
script name or the conditions which must be applied.

Note: Only Expert Users should create new Vulnerabilities, as mis-
configuring Vulnerabilities will give false positives or provide no
Vulnerabilities information at all.

GFI LANguard N.S.S. VBscript language

GFI LANguard N.S.S. includes a VBscript compatible scripting
language. This language has been created to allow you to easily add
custom checks. It also allows GFI to quickly add new vulnerability
checks and make them available for download. GFI LANguard N.S.S.
includes an editor with syntax highlighting capabilities and a debugger.

For further information on how to write scripts please refer to help file
'Scripting documentation’, accessible from the GFI LANguard N.S.S.
program group.

IMPORTANT NOTE: GFI cannot offer any support in the creation of
scripts that are not working. You can post any queries you may have
about GFI LANguard N.S.S. scripting on the GFI LANguard forums at
http://forums.languard.com where you will be able to share scripts and
ideas together with other GFI LANguard N.S.S. users.

Adding a vulnerability check that uses a custom script

You can add vulnerability checks that use a custom script. You can
create these custom scripts using the GFI LANguard NSS
editor/debugger. To do this:

Step 1: Create the script

1. Launch the GFI LANguard N.S.S. Script Debugger from Start >
Programs > GFI LANguard Network Security Scanner > Script
Debugger

2. File > New...

3. Create a script. As an example, you can use the following dummy
script and enter it in the debugger:
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Function Main

echo "Script has run successfully"
Main = true

End Function

4. Save the file, e.g. "c:\myscript.vbs"

Step 2: Add the new vulnerability check:

1. Go to the GFI LANguard N.S.S. Main Program > Configuration >
Scanning Profiles node.

2. Go to the Scanned Vulnerabilities tab, and select the category
under which the new vulnerability will fall. Now click on the Add button.
This brings up the new vulnerability check dialog.

Add ¥ulnerability

| Description |

Yulnerability Mame: I

Short Description: I

Security Level: Ia L Security

BughaglD AURL: |

L | L

Time consumption: Il:!uick to execute

Trigger condition

Check: type | [ietailz |

Tip: Right Click to add/remove checks

Ok I Cancel Apply |

Add new vulnerability check

3. Now enter the basic details such as the name, short description,
security level, URL (if applicable). You can also specify how long it
takes to execute this check.

4. Now right click in the Trigger condition list and select "Add check"
5. Now select ‘Script’ from the Check type list.
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Open [ 7] %]

Loak in; It'_'.! Scripts j € | ¥ 2 B
anon_ftp_upload. wbs oracle_ser\rer.vhs
anonyrmous_Ftp.vhs passworded_sub?.vbs
bugbear.vbs simple_whois.vbs
check_for_ms_sql.vbs smtp_relay.vbs
citriz.vbs solaris_Finger.vbs
crob_ftp_farmat_string.vbs squid.vbs

Dizsktop dtsped vbs [Bltomeat.vbs

ftp_full_path_expose.vbs webmin_running. vhs

‘ ie_wersion.vbs
jetdirect vbs

My Documents

list_modems, vbs
mail_exp_verify vbs

ﬁx mysql_wversion.wbs
-’

ty Computer Ol zsquidybs
open_x.vbs
File name: I j Open I
Files of bwpe: IScript Files [vbs] j Cancel |

i

Select script containing the vulnerability checking code

6. Specify the location of the script "c:\myscript.vbs". Click ‘Add’ to add
vulnerability. It will be run next time a computer is scanned for
vulnerabilities.

7. To test it out, simply scan your local host machine and you should
see the vulnerability warning under the miscellaneous section of the
vulnerabilities node of the scan results.

B D Miscellansous Alerts [1]
El@ Script run test

‘o [ Description: Script has run successfully

Adding a CGI vulnerability check

You can also add vulnerabilities without writing scripts. For example a
CGl vulnerability check. To do this:

1. Go to the GFI LANguard N.S.S. Main Program > Configuration >
Scanning Profiles node.

2. Go to the Scanned Vulnerabilites tab, and select the CGI
vulnerabilities node. Now click on the Add button. This brings up the
new CGl vulnerability check dialog.
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Add CGI Abuse

Wilnerability M ame: I

Short Dezcription: I

Security Level: I@ Lo Security j

BughaglDURL: | ﬁl

Trigger condition

HTTE Methad: | GET methad [

To check for the URL: I

Under the Directories: I

Beturn sting: ID:nntains ary test j

ok | cancel | el |

Creating a new CGI Vulnerabilities

3. Enter the basic details such as the name, short description, security
level, URL (if applicable). You can also specify how long it takes to
execute this check.

4. Specify HTTP method: the 2 methods GFI LANguard N.S.S.
supports in its CGl abuse section are GET and HEAD.

5. Specify URL to check: This is the URL that GFI LANguard N.S.S.
should query.

6: Specify the Return String: This is what GFI LANguard N.S.S.
should look for in the returned information to see if the machine is
vulnerable to this attack.

Adding other vulnerability checks

You can also add other vulnerabilities without writing scripts. They use
the same basic format as the CGI vulnerability check, however you
can set more complex conditions. To do this:

1. Go to the GFI LANguard N.S.S. Main Program > Configuration >
Scanning Profiles node.

2. Go to the Scanned Vulnerabilities tab, and select the type of
vulnerability you wish to add by clicking on the category under which
the new vulnerability will fall. Now click on the Add button. This brings
up the new vulnerability check dialog.
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Edit ¥ulnerability

Yulnerability Name: IQF'EIF' 2-3

Shart Description: IAn attacker could execute commands as root
Security Level: I@ High Security ﬂ
BughagiD/URL: | @|
Trigger condition

Check tupe | Detailz |

Operating Syztem is Uiy

SMTP Banner iz "LPOP 2.3

Tip: Right Click to add/remaove checks

0k I Cancel Lppl |

Creating a new Vulnerability

3. Enter the basic details such as the name, short description, security
level, URL (if applicable). You can also specify how long it takes to
execute this check.

4. Now you must specify what the to check for. To add something to
check for, right click in the window Trigger condition and add a new
check.

5. You can specify any of the following things to base a vulnerabilities
check off of:

Operating System

o Is

o Is Not
Registry Key

o Exists

o Not Exists

Note: Only works under HKEY_LOCAL_MACHINE
Registry Path

o Exists

o Not Exists

Note: Only works under HKEY_LOCAL_MACHINE
Registry Value

o Is Equal With

0 Is Not Equal With

0 IsLess Than
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0 Is Greater Than

Note: Only works under HKEY_LOCAL_MACHINE
Service Pack

o Is

o Is Not

0 Is Lower Than

o Is Higher Than
Hot fix

o0 lIsInstalled

o0 Is Not Installed

s

0 IsInstalled

o0 Is Not Installed
IIS Version

o Is

o Is Not

o Is Lower Than

o Is Higher Than
RPC Service

o lIsInstalled

o Is Not Installed
NT Service

o IsInstalled

o0 Is Not Installed
NT Service running

0 Isrunning

0 Is notrunning
NT Service startup type

0 Automatic

o Manual

o Disabled
Port (TCP)

o IsOpen

o0 Is Closed
UDP Port

o0 IsOpen

o0 Is Closed
FTP banner

o Is

0 Is Not
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Note: You can build expressions that check for Version 1.0 through
1.4, and Version 2.0 through 2.2, but not Version 1.5 through 1.9.
See the examples below.

HTTP banner
o s
o0 Is Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

SMTP banner
o Is
o Is Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

POP3 banner
o s
o0 Is Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

DNS banner
o Is
o Is Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

SSH banner
o s
o0 Is Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

Telnet banner
o s
o Is Not

Note: You can build expressions that check for Version 1.0
through 1.4, and Version 2.0 through 2.2, but not Version 1.5
through 1.9. See the examples below.

Script
0 Returns True (1)
0 Returns False (0)

6. Each option above has its own set of criteria, as you can see, that
the vulnerability check can be based on. If you are too general when
creating a vulnerability check you will get too many false reports. So if
you decide to create your own vulnerability checks make sure you
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design them very specifically and put a lot of thought and planning into
them.

You are not limited to just one of the above things to trigger a
vulnerability check; it could be that you have it set to check for multiple
conditions, for example:

Check OS

Port XYZ

Banner “ABC”

LANS script QRS run and checks for the vulnerability

If all of the criteria above are met, then and only then, will the
vulnerability check be triggered.

Note: Building expressions will let you do a vulnerability check such
as this one that is used to check the version of Apache running on a
machine: ~.*Apache/(1\.([0-2]\.[0-9]|3\.([0-9][0-9]|[0-1][0-9]|2[O-
5]))[2\.0.([0-9]["0-9]|[0-2][0-9]|3[0-8])).

For those experienced in C or Perl the above format is much the same
as what you can do in those languages. There are many help pages
on the Internet on how to use this. In the examples below we will try
to walk through and explain it, but if you need more help on it, see the
end of this section for a hyperlink.

If you would like to see a sample/walkthrough on creating a new
Vulnerability with a script in it, look at the “GFI LANguard N.S.S.
scripting documentation”.
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Troubleshooting

Introduction

The troubleshooting chapter explains how you should go about
resolving issues you have. The main sources of information available
to users are:

1. The manual — most issues can be solved by reading the manual.
2. The GFI knowledgebase — http://kbase.gfi.com.

3. The GFI support site — http://support.gfi.com
4

Contacting the GFI support department by email at
support@gfi.com

5. Contacting the GFI support department using our live support
service at http://support.gfi.com/livesupport.asp

6. Contacting our support department by telephone.

Knowledgebase

GFl maintains a knowledgebase, which includes answers to most
common problems. If you have a problem, please consult the
knowledgebase first. The knowledgebase always has the most up-to-
date listing of support questions and patches.

The knowledgebase can be found on http://kbase.gfi.com

Request support via e-mail

If, after using the knowledgebase and this manual, you have any
problems that you cannot solve, you can contact the GFI support
department. The best way to do this is via e-mail, since you can
include vital information as an attachment that will enable us to solve
the issues you have more quickly.

The Troubleshooter, included in the program group, automatically
generates a number of files needed for GFl to give you technical
support. The files would include the configuration settings etc. To
generate these files, start the troubleshooter and follow the
instructions in the application.

In addition to collecting all the information, it also asks you a number
of questions. Please take your time to answer these questions
accurately. Without the proper information it will not be possible to
diagnose your problem.

Then go to the support directory, located under the main program
directory, ZIP the files, and send the generated files to
support@dgfi.com.
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Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

We will answer your query within 24 hours or less, depending on your
time zone.

Request support via web chat

You may also request support via Live support (web chat). You can
contact the GFI support department using our live support service at
http://support.gfi.com/livesupport.asp

Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

Request support via phone

You can also contact GFI by phone for technical support. Please
check our support website for the correct numbers to call, depending
on where you are located, and for our opening times.

Support website:
http://support.gfi.com

Ensure that you have registered your product on our website
first, at http://www.gfi.com/pages/regfrm.htm!

Web Forum

User to user support is available via the web forum. The forum can be
found at:

http://forums.gfi.com/

Build notifications

We strongly suggest that you subscribe to our build notifications list.
This way, you will be immediately notified about new product builds.
To subscribe to our build naotifications, go to:

http://support.gfi.com
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