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Overview
What Makes Returnil's Technology Unique?

Intro

Returnil System Safe is totally integrated, intelligent layered security for your computer or network.
Combining Instant System Recovery with antimalware, anti-execute, and system restore functionality,
the product provides a level of protection in a single, high performance solution that is designed to
reduce your security costs while providing a higher level of security protection than can be achieved
using multiple programs.

Utilizing its powerful virtualization technology, Returnil's products allow you to work on a copy of
the operating system of your computer, thus facilitating the possibility of keeping your real operating
system in an unchanged, preserved, hence safe condition. With Returnil's virtualization feature turned
ON, you can renew the working-copy of your operating system from the original as many timesasyou
want, or need to, by just simply restarting your system. Additionally, you can create a virtual storage
disk withinyour computer where you can save documents, data, and fileswhile using the Virtual Mode
feature. Using the File Manager utility, you can choose to pick and save any changes you want to your
real system (thisfeatureisonly available in the Paid versions).

So what does this all do?

» TheVirtual Mode feature is the Instant System Recovery component that clones your real system
partition (usually the C:\ drive) and prevents changes from being made to the real system. In other
words, Virtual Mode presents Windows with a fantasy world where anything can happen, and like
adream, is gone at computer restart; leaving your computer clean. This feature can be used in two

ways:

¢ On demand: Some userswill leave the feature off and activate it when they are engaged in risky
behavior (surfing the dark side of the internet, malware research, opening a website you are not
certain of, etc). Inthismode, it is called Session Lock where the virtualization ison only until the
computer is restarted. To enable it, you do not have to restart so it functions as a " panic button"
inaway.

< Alwayson: Thisis the most secure, but the user needs to make some adjustments in how they
use their computer and save files and data. With all changes to the system partition being lost at
restart of the compuiter, it istrue that work, files, pictures, etc saved in areaslike Documents, Pic-
tures, Downloads, etc would not persist following said restart. For thisreason, it isrecommended
to change your other program settings to save their output and data on a non-system drive or
partition. So what isa non-system drive or partition?

Examples:

» DataDrive D:\

* USB drive E:\

* Optical CD/DVD+_R drive F:\

External drive or |EEE drive G:\

 Virtua Drive Z:\: Our software provides a convenience feature caled the Virtua Drive for
those who do not have access to a hon-system drive (in other words, you only have a single
a C:\ drive) without the need to partition your hard disk. It creates a large, empty file with
specia properties that makes Windows believeit is an actual drive. When opened (mounted),
you can use it like any other drive, and files saved within it will remain following a restart of
your computer with the Virtual Mode activated.
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e Antimalware: The product ontains a fully functional antivirus and antimalware component that
is designed to incorporate both local signatures and policies, but also takes advantage of our pow-
erful cloud based Al/machine learning technology to improve zero-day detection and remdiation
of malware on your system. Further, the cloud based analysis helps to reduce false positive and
negative detections.

« Anti-execute: HIPS solutions are powerful, but often fail due to complex and/or cryptic wrning
messages that the user cannot understand or react to properly. Thisiswhy we have worked to reduce
the decision to only afew choices that either allow or not allow programs and services that do not
aready exist on your system to run. In other words, if the product does not know the program that
istrying to start, it will be blocked and provide you with protection from installation and activation
of malicious or potentially unwanted programs.

e System Restore: While the Virtual Mode component enables you to simply restart your computer,
we realize that it might not be used 100% of the time, depending on the requirements of the user.
Thisis why we have included the System Restore component that will allow you to restore your
computer to an earlier time and/or repair damaged system files with a few quick clicks of your
mouse.

Infutureversionsof Returnil's software, thisfeaturewill be upgraded to includetheall new Returnil
Multi-snapshot engine which provides support for creating, storing, and recovering to multiple
snapshots of your system automatically.

Note

The virtualization software and the all new Returnil Multi-snapshot Utility are designed to
beintegrated and asaresult, work well together on the same computer. For thoseinterested
in our technology and approach to security are encouraged to give the RMS Utility atry
and let us know what your think.

Potential usesinclude:

» Recovering your system to an earlier time in the day

» Testing anew program across restarts of your computer
 Peace of mind knowing that you are covered!

Returnil's protection concept is very easy to understand. It provides an impenetrable, yet extremely
simpleto use mechanism to prevent unwanted or malicious changes from being made to your support-
ed Windows® Operating System and the drive where Windows® is installed. Y ou operate a copy of
your systeminavirtual environment, so anything you do will happen inthevirtual environment (to the
copy) and not to the real operating system. If your computer is attacked or getsinfected with malware,
you can block it from starting, detect it beforeit hasachanceto infect your real or virtual systems, and/
or restart your PC to erase all changesinduced by it. Once restarted or restored to an earlier time, the
working-copy of your system is renewed, enabling you to go on working asif nothing ever happened.

When thevirtualization protection is OFF, you caninstall or remove programs, save documentswithin
the Windows® disk drive, install security upgrades and software patches, alter configurations, and
update user accounts. All changes made will remain following arestart of the computer.

Returnil's products are designed to take the risk and worry out of exposing your computer to all types of
malicious software, downloads, websites, or any accidental unwanted changesthat might have adverse
effectson it, or infect it with harmful viruses, spyware and other malicious programs.

How does Virtualization fit into my overall Security?

Layered approach - A true layered approach to security is based on the following principles:
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Prevention: The most obvious examples of this are your Firewall, Separation of programs and data
storage, Microsoft® Security Updates, Email Filters, Internet content scanners, parental controls, User
Account Control, EXE and program control, Policy, Best practices, and even Obscurity to some extent.

Detection: This is provided by your Antivirus, Antispyware, RootKit scanners, Antimalware, and
integrity checkers.

Cure; Enforcement of clean machine state with Virtualization.

Y ou try to keep the content from infecting your system, yet you are still getting infected; why? Thisis
because prevention and detection/removal methods are incapable of enforcing adesired state. Be this
because the rules were not strict enough, your antivirusis not updated to detect or properly removethe
content, or even if your Operating System is vulnerable to a previously unknown exploit isirrelevant;
the fact remains that you can never be entirely certain your security will protect you!

Returnil's virtualization products close this gap in your security, period. By cloning your System
Partition, the software ensures that unwanted or malicious content is not able to make the changes
it needs to make to the portion of the hard drive where Windows is installed in order to infect your
system. Thisin essence providesaLONG TERM CURE by maintaining a clean computer rather than
trying to block or chase malware around your system.

Features

» Keepsyour system safe when connected to the Internet

* Viruses, Trojans, Worms, Adware, Spyware, Keyloggers, Rootkits and unwanted content disappear
with a simple reboot

» Enforces settings and protects your Internet privacy

» Helps reduce overal disk wear by copying and operating your system from memory rather than
the hard disk

» Savestime and money by considerably speeding up the system

* Reduces or eliminates the need for routine disk de-fragmentation

» Leavesabsolutely no traces of computer activities

 Eliminates the dangers of evaluating new software

» Seamless integration with supported Windows Operating Systems

» Easy to use, smpleto configure, and the one tool in your arsenal that will be there to save the day
when all elsefails

 Returnil's virtualization products are your last "line of defense" against malicious software

Why Use Returnil's products?
The Early Days

From the earliest days of Malware research it was known that signature based solutions would be at
best, a stop-gap approach to true system security and system integrity protection.

The technology was widely accepted and, in the early days at least, was adequate to address current
threats. Asthe Maware devel opers became more sophisticated, the gap began to dwindle quickly and

Vi
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in time has turned 180 degrees in favor of these same developers. Where the security industry once
held the advantage over their malicious adversaries, they became complacent with too much faith in
the efficacy of brute-force detection and removal methods that have done nothing to stop, or even
slow malicious content devel opment.

Returnil's Solution

Thisiswhy we at Returnil continue to devel op better mousetraps. To this end we quickly decided that
the best way to address the growing threats was to take arisk and explore ways in which the security
could become proactive. The good news is that we have acheived it with the all new Returnil System
Safe, Returnil Virtual System, Returnil Multi-Snapshot, and integrateable SDK line of products. Not
only do you have the peace of mind knowing that malicious changes can be removed with a smple
restart of your computer, our technology spans.

» Antimalware protection on the client with cloud based analysis
« Artificia Intelligence and advanced machine learing
» Anti-execute: either you allow programsto run asthey will or you block what is not already known

» System Recovery: restore damaged files or your entire system to an earlier period of time with a
few simple clicks

Fully integrated components with superior performance

Returnil System Safe is a culmination of years of research and experience that provides you with
real, long term protection while lowering your overall security costs. Don't be fooled by pretenders,
Returnil is the real security!

vii



Chapter 1. Installation

System Requirements
Supported Windows® Operating Systems

(all 32-bit / 64-bit systems)

» Windows XP (service pack 2 and higher)
* Windows Server 2003

* Windows Vista

* Windows Server 2008

* Windows 7

Supported Hard Disk Drive configurations

. ATA
. IDE
. SATA
. SCS
. SSD
. Raid0

+ Radl

Supported Windows® File Systems

 FAT32

* NTFS

Recommended hard drive requirement

e Minimum 2*RAM (or 16GB) of free disk space on the system disk is required to start using the
Virtual Mode feature

* Minimum 100 MB of free disk space on system disk isrequired for installing the product

Minimum System Requirements by OS
» Windows XP (service pack 2 and higher)
e CPU: 300 MHz or higher

« RAM: 128 MB
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* Windows Vista
« CPU: 800 MHz or higher
* RAM: 512 MB (without Aero® desktop)
* 1 GB (With Aero® desktop)
* Windows Server 2003
e CPU: 750 MHz or higher
* RAM: 128 MB
* Windows Server 2008
e CPU: 1 GHz or higher
* RAM: 512 MB
* Windows7
e CPU: 1 GHz or higher

« RAM:1GB

Pre-requisites
Disk defragmentation

* Windows Vistaand 7

» Deactivate automated defragmentation. Both Win Vistaand Win 7 have aredesigned disk de-
fragmentation feature that is configured for automatic by default during the original installation
of the Operating System. While thisis a useful feature for many users, it can cause file damage
when using a virtualization solutions such are Returnil's products. We have addressed this issue
by blocking any attempt to perform a disk defragmentation while our products virtualization fea-
tureis activated regardless of whether it is Windowsitself, or athird party defragmentation solu-
tion. Asthistype of feature is redundant while using Returnil's products, we highly recommend
that the user deactivate automatic defragmentation settings in Windows and/or any third party
defragmentation solution they may be using. To do thisin Windows Vista and Windows 7:

e Click START > Control Panel > System and Maintenance > Performance and Information
Tools > Advanced Tools > Open Disk Defragmenter > "Continue" when challenged by the
Windows User Account Control feature (UAC) > UNCHECK the "Run on a schedul e (recom-
mended)" option > And then Click "OK" to save your hew setting

¢ For third party defragmentation programs we refer you to your program's user manual for the
proper deactivation instructions

* Windows XP
< No additional instructions are required for this Operating System as automated defragmentation
is not configured as a default setting. If you are using a third party defragmentation solution
however, automated defragmentation should be deactivated asindicated for Windows Vistaand 7
* Windows Server 2003 and 2008

« Network Administrators are encouraged to review their configurations and ensure that automated
defragmentation is deactivated
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Clean System

While some of Returnil's products now include an antimalware detection and removal feature, we
highly recommend ensuring your computer is free from malicious and potentially unwanted software
before you begin the installation process.

A defragmented hard disk drive

Although we recommend deactivating automated defragmentation, we do recommend that you de-
fragment your hard disk drive manually before enabling Returnil's virtualization feature to ensure that
your computer operates at peak efficiency at all times. Our virtualization feature will enforce this by
not allowing changes that could cause defragmentation over time, so doing this now is a good idea.

Temporarily deactivate your current security solutionsduring install or uninstall of Returnil's
products

Some Antivirus, HIPS, and Anti-Executable programs can interfere with the proper install and/or
uninstall of Returnil's products. To avoid any unexpected issues, we strongly recommend that you
temporarily deactivate these programs when installing or uninstalling Returnil’'s products. Once the
softwareisinstalled or uninstalled properly, simply reactivate your other security programs and there
should not be any issues.

Note

Some imaging programs may also interfere with the proper functioning of Returnil's
products so you may need to deactivate these types of programs before installing the
program. Further, you may need to uninstall third party imaging programs prior to
installing Returnil'sproductsand then re-install your imaging program once Returnil's
softwar e install/restart cycle is complete to avoid potential conflicts.

Step by Step Installation

1. Download theinstallation file and saveit to a convenient location. (Desktop isrecommend-
ed)

Note

Y ou should backup your data if you have not already done so. A critical component
of securing your computer involves protecting your data against emergencies and unex-
pected circumstances (natural disaster, hardware failure, stolen equipment, etc). While
Returnil's products are designed to protect your system from unwanted or malicious
software and data changes, it cannot protect you from physical dangers so thiswould be
an excellent time to learn about data replication (backing up your data and files) and
disk imaging (Think of this as taking a "picture" of your disk drives as they are right
now that can be used to recover from a catastrophe.)

Note

New versions of Returnil's products can be installed over older versions. Users of RVS
2008, older RV'S 2010 betas or RV'S Lite 2011 must uninstall their current version be-
fore installing the newest upgrade. If you are installing an upgrade over an existing,
compatible version Returnil's products, the installation Quick Scan will be delayed until
after you have restarted your computer if the Quick Scan option is activated.

2. Openthefileto begin theinstallation (by Operating System)
* Windows XP/ Windows Server 2003:

1. Log into acomputer Administrator account
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2. Doubleclick theinstallation file downloaded in Step 1
3. Select the appropriate language and then click OK

4, Goto Step 3

Windows Vista/ Windows Server 2008 / Windows 7:

1. Right click the file downloaded in Step 1 and select "Run As Administrator” from the right
click menu

2. Right Click "Allow" when challenged by the UAC (User Account Control) feature
3. Select the appropriate language and then click OK

4. Gotostep 3

Select the proper language for the installation

Product's setup welcome screen

1

2.

Click Next to continue with the installation
» Proceedto Step 5

Click Cancel to exit the setup wizard if you do not wish to proceed. Stopping the process at
this point will not harm your computer and nothing will be installed.

End User License Agreement (EULA)

1

Please read the entire text of the EULA. An important part of securing your computer is to
understand the licensing terms for all programs you may want to install on your computer;
and if you have not done thisin the past, now is agood time to begin doing so...

. Place acheck in the box to the immediate | eft of the text " | accept thetermsin the License

Agreement” if you agree to the terms.

Note

Y ou must agree to these terms in order to install the software.

. Click Next to continue with the installation

» Proceedto Step 6

. Click Back to return to Welcome screen

. Click Cancel to exit the setup wizard if you do not wish to proceed. Stopping the process at

this point will not harm your computer and nothing will be installed.

Destination Folder (Where do you want to install the program?)

1

Keep the default installation path or click the Browse... button to select a different location.
We suggest that you keep the default installation path, but are free to install asrequired, even
if the installation location is not on the system partition.

. Click Next to proceed

. Click Back to return to the EULA screen or,

e Proceedto Step 7
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10.

11.

4. Click Cancel to exit the setup wizard if you do not wish to proceed. Stopping the process at
this point will not harm your computer and nothing will be installed.

Ready to begin the installation
1. Click Install to proceed
2. Click Back to return to the Destination Folder screen or,

3. Click Cancel to exit the setup wizard if you do not wish to proceed. Stopping the process at
this point will not harm your computer and nothing will be installed.

Installing the software

Please be patient while the installation process completes. A progress bar is provided for your
convenience and no further action on your part isrequired at thistime. DO NOT INTERRUPT
the installation process at this point. Doing so may damage your computer or the program you
are attempting to install.

Click Finish to completetheinitial installation process
Registration of software

Please register your copy of the software on this screen. By registering,, depending on what type
of registration you choose (Free/Trial/Commercial), you gain accessto product updates, technical
support, full version of Virus Guard and Password Protection.

The unregistered free version has certain limitations: Virus Guard and Password Protection
expirein 30 days. For more details on the product differences and special offers, visit our website
at: http://lwww.returnilvirtual system.com/products .

Quick System scan

Our software includes all new antimalware detection and removal capabilitiesthat will not inter-
fere or conflict with your currently installed antivirus and/or antispyware solutions. The Quick
Scan isimplemented before you restart the computer asit is essential to ensure that your system
is clean before using the product.

Perform Quick System Scan:

1. If you are sure that your system is clean, simply uncheck the " Perform quick system scan”
option and click Next to restart your computer and complete the install of the software OR

2. Leavethis option checked
3. Data Collection Policy

* Report anonymous information and parts of malicious programs for analysis to Returnil
Research team (Recommended) — To ensure that your product remains effective, we need
to understand not only how the program is being used, but to also provide behavioral anal-
ysis and sample collection that will help us harden Returnil products against attacks faster.
Thisis not required to use the program.

» Ask mefor approval when partsof amalicious program arerequired for analysis— Selecting
this option will force the product to seek your approval before any information is sent to
our servers. Saying "no" will cancel the communication.

» Do not collect and report any malicious activity — Selecting this option will terminate data
collection.

4. Click Next to activate the scan before your computer restarts to complete the installation.



http://www.returnilvirtualsystem.com/products

Installation

12. Scan complete (If scan option activated)

1. Click Next to proceed

2. Click Cancdl to exit the setup wizard if you do not wish to proceed.
13. Finish

1. Click Finish to complete the installation process and then select one of the two choices when
asked to restart your computer

» Click Yesif you want to restart your computer now or

 Click No if you want to restart the computer later

Note

Returnil products will not be completely installed until you restart your computer!




Chapter 2. User Interface Overview

(Availability: All versions)

General Overview

e Product logo

Clicking the Returnil logo in the upper left corner of the interface will open the the Returnil home
page on our website in your default browser.

* Product Edition
Displays the Edition name or product type of your copy of the software.
» Preferences

Opens the configuration options screen described in more detail in the prefer ences section of this
manual.

* Help
Opens the included Help manual.
* About
Displays program copyright and version information.
» Registration status (lower left corner of the main interface)
Displays product registration and provides alink to open the product registration screen.
» Lock/Unlock theinterface link

L ocks/unlocks access to important product configurations.

Note

Password required to lock and unlock the interface. If you do not know the password,
please consult with the authorized product user/owner for assistance.

Main Features

* Home
Here you will find access to messages and status of major product features.
e VirusGuard

Start a scan of your computer, change antimalware settings, check the log for information about
detected malware, activate/deactivate real-time and product self protection options, adjust protec-
tion and malware sample data collection policy, and manage your antimalware exclusion list.

e Virtual Mode

Activate/deactivate the virtual protection, change various settings related to the virtualization such
as Anti-execute and virtualization cache wipe options, use tools to define your File Manager list
for trusted files, create, mount, dismount your Virtual Disk, and access sensitive areas of your real
system while the virtualization feature is active using the Access Real Disk browser.
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e System Restore

Turn the restore monitor on or off, select your choice of restoration provider restore your system to
an earlier time, or restore a copy of a specific system or user file.

Note

The custom Returnil provider may not be availablein some versions of the software during
the beta phase.

e Status

Displays information about your current protection status, product version details, and licensing
status for your copy of the software.




Chapter 3. Home

Overview

(Availability: All versions)

TRETUR IL

Virtual System areferenl:es ﬂ\ help Fahnut

Home

System Secure

Owerview

Messages i 1

Virus Guard Real-time protection: enabled disable
Yirtual Mode: nok started manags
Virtual Mode System restore: enabled disable
Messages: 13 read now

System Restore Expiration date: 715jz2010

Status

Attention!

Upgrade your product today
to Fully protect your PC

[

¢ Protection statuswarning panel

» System Secure: Textingreen and indicatesthat the VirusGuar d Real-time protection monitor
isactive.

» System Not Secure: text in red and indicates that the Virus Guar d Real-time protection mon-
itor isNOT ACTIVE.

» Start Scan button
Opensthe Virus Guard Scan screen
» "advanced" link

Opens the Full Scan configurations screen to allow a full check or your computer or to perform a
custom scan of selective areas of your computer.

* Real-time protection
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Displays current status of the Virus Guar d Real-time pr otection monitor with a"disable/enable"
link on the far right side allowing you to turn the monitor on or off as required.

* Virtual Mode

Displays the status of the virtual protection feature with alink to the far right side of the interface
allowing you to open the Virtual M ode Overview screen to activate/deactivate the virtualization.

e System Restore

Displaysthe status of the Real-time Restore Analysis monitor with alink to the far right side of the
interface that allows you to enable/disable this feature.

Note

Turning this feature off will stop the program's monitoring of changes in your files and
may result in you not being able to restore a damaged or missing file at a later time. We
highly recommend that you do not deactivate the monitor.

* Messages

Displays the number of unread messages out of the total number of messages you have in your
queue (format: "x"/"y") with a"read now" link to open the Message center.

» Expiration date

Displays the date your current product subscription ends.

Messages

(Availability: All versions)

10
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'ﬂ‘ preferences ﬂ\

This is wour private inbox, Messages in this area will alert you to important information
regarding wour product such as upgrades and licensing.

Crverview I Mark as read | l Mark as unread | I Celete

Messages <« back to inbox < prey next =

[ License Mew license has been assigned Z:36:11 PM

Mew license has been assigned

Virtual Mode

System Restore

Status

Attention!

Upgrade your product today
to fully protect your PC

Upgra

¢ Mark asread button

Select the messages you want to mark asr ead by placing acheck in the box to theleft of the message
in the list window and then click this button.

*« Mark asunread button

Select the messages you want to mark as unread by placing a check in the box to the left of the
message in the list window and then click this button.

¢ Deletebutton

Select the messages you want to delete by placing a check in the box to the left of the message in
the list window and then click this button.

e << back toinbox

Returns you to your inbox.
* <prev next>

Cyclesto the previous or next message in your messages list.
¢ Message list

» Check box: click the box to select or deselect the list item

* Type: Displays the message type

11



Home

 License: Messageis related to your product licensing and registration.
» Product: Messageis related to product upgrades or offer information.
« Title: Displaysthe Title of the selected message.

» Date: Date and time the selected message was received.

12



Chapter 4. Virus Guard

Scan

(Availability: All versions)

TRETUR ' IL

S ystem S afe 'areferences -ﬂ." help r-T\abl:lut

Protect your computer From malware, When used in combination with the Yirtual Mode, you
only need to reskart vour computer ko remove any malicious changes.,

~Real-time Protection

e Guand Provides real-time detection and blocking of known malware and

suspicious activity, You can fine tune your level of protection below, MR

Scan

—Quick Scan

Log ;
Performs a scan of your running processes and auto-start programs.,

SRS Last Scan: 7/19/2010 4:32:02 PM

Virtual Mode ekl scon

Performs an in-depth scan of wour computer system,

Last Scan: Ma scan

System Restore

Status

Attention!

Upgrade your product today Brotechion Sensitivit wigl Wigst Ciaranting Wiew
to fully protect your PC i o .“‘

Cloud Protection LIMITED AW Exclusion List Define list

* Real-time Protection
Turn ON or Turn OFF the Virus Guard real-time malware monitor.
¢ Quick Scan

Launch a quick malware scan of the most important areas associated with malware activity and
content.

* Full Scan

Launch a Full, in-depth or custom malware scan of your entire computer.

Note

Please be patient while the scan completes. Time to completion will vary with the size of
your disks and the amount of content, data, and files they contain.

¢ Protection Sensitivity dider

13



Virus Guard

This is an alternate option for changing the Real-time Protection Sensitivity of the Virus Guard
scans: |eft (low) to right (high).

Note

Thedlider will overridethe existing sensitivity level for the Real-time Protection and Quick
Scan only. For Full Scan, use the Full Scan screen to setup the scan's sensitivity.

» Cloud Protection
(Availability: Paid products)
Thisnew premium featureis our way to reward our customers and to thank them for their continued
support and loyalty. Using our all new Artificial Intelligence and Machine Learning Engine, we
now offer additional malware screening and whitelist updating via our servers. Put ssimply, our best
customers and partners receive priority service with high availability and an immediate trip to the
head of the line for their computer protection.

e View Quarantine
Opens the Quarantinefile list.

e AV Exclusion List

Specify files and folders to exclude from Real-time Protection.

Full System Scan

(Availability: registered Home Free/Lux and Enterprise Premier)

Configuration Screen

Set the appropriate preferences for the full scan of your computer before you begin the scan.

14



Virus Guard

Eunﬁgqratiun

The Full System Scan wizard performs a thorough check For viruses, spyware, and other security threats that can harm your
computer, Please, choose the Areas to Scan and select the appropriate Scan Made options below,

—#&reas bo Scan: ~5can Mode:
%) 5can all local hard disks @ Check all files in the selected areas
(i) () Check only specified file types

%] scan all connected external devices (USBCDIOVD) (5] Programs
["] acan defined files and Folders Define Lisk (=] pocuments

[&] archives
D Custom

—Sensitivity:

{} Low (Short scan time, Mo advanced heuristics rules used)
() Moderate (Recommended. Uses all proven detection rules)

Total 1 files and O folders selected @ High {Long scan time. Uses advanced heuristics rules)

System Scan

Results

B Start Scan

¢ Areasto Scan

» Scan all local hard disks: asimplied. Available disks will be displayed below this option (Ex:
(C)).

 Scan all connected external devices (USB/CD/DVD): asimplied.
» Scan defined filesand folders: user-defined scanning targets.

Define list (File and folder inclusion list): Displays alist of user-defined files and folders to
be added to the scan.

e AddFile...: asimplied.
e Add Folder...: asimplied.
» Export List: Export acustom list of files and folders to be added to the scan when appropriate.

 Import List: Import acustom list of filesand foldersto add to the current or future Full System
Scan.

» Update List: Saves changes you make to the custom list.
* Listinfo: Isthelist populated?

» List File: information about the current list file.
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» OK: Click to save your current list and return to the Full System Scan Configuration screen.

» Cancel: Close the current screen without making changes. If alist is not defined, the option
will be unchecked automatically on the Full Sysem Scan Configuration screen.

» Scan Mode

» Check dl filesin the selected areas: default setting which forces the RVS Virus Guard to scan
al file types.

» Check only specified file types: as implied. RVS will scan only the types defined by the user
from the included and/or custom list. List items should be added with a comma separating them.
Ex: .HTML, .asp.

e Sensitivity
Configure the appropriate sensitivity level for the scan

Note

The higher the sensitivity level, the more likely it will be to have afalse positive detection.
Please use caution and thoroughly review your scan results at the highest sensitivity level.

« Low (Short scan time. No advanced heuristics rules used): While the mgjority of the known
malware will be detected at this level, there is a higher probability that some content may go
undetected.

* Moderate (Recommended. Uses all proven detection rules): The level has the best ballance
between performance and total detection efficiency and is appropriate for most users for regular
full computer checkup scans.

* High (Long scan time. Uses advanced heuristics rules); this setting is most likely to detect
new variants and some zero-day malware, but is also most likely to have false positive detec-
tions. Please use caution and thoroughly review your scan results before removal/quarantinewhen
scanning the real disk.

System Scan screen (System Scan in Progress/Sus-
pended...)

Displays active scan data.
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RETUR IL

Yol ru's G uard

System Scan in Progress...

System Scan in Progress ... C:\

Last checked: C:\Windows'\System32\DriverStore\FileRepository\prnhp00 1.inf_2ade49664 386 \HPC3UWEL. XML

Elapsed time: 00:53:00 Files checked: 103460

Scanned folders: 14344 Malware found: 0
Scan speed: 12MB/sec 0 skipped due to an error

e Progressbar

Displays the progress of the current scan as well as the last file checked (includes file path infor-
mation).

¢ Last checked

Displays the path and name of the files being scanned. As the scan engine is ahead of this display,
the path and file you see listed will be the one preceeding the file and area actually being scanned.

¢ Elapsed time

Time the scan has taken so far.
« Scanned folders

Number of folder scanned so far.
* Scan Speed

Current scanning speed. Thisfugure may vary depending on the load your computer isunder at any
given moment during the scan process.

¢ Fileschecked
Number of files scanned so far.

¢ Malwarefound
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Number of infected items detected so far.

e # Skipped duetoan error

Number of filesthat could not be opened because they werein use by Windows or another program
a the time of the scan. Thisis normal and these files are very unlikely to be infected (if the AV

cannot access them, neither can malware).

Results screen

Displays the results for the current Full System Scan.

RETUR IL

YV Iirues Ll TS e e |

System Scan in ... 34% complete

Results

Malware Skipped files

| |Type I Name I Location

[ | virus EICAR_Test_File A% \DEVICE'HARDDISKVOLUME 1YJSERS\RET-ADMINDESKTOP\EICAR.COM

* Malwaretab

Displays each malicious component detected, what file type it is, what the name of thefileis, and

where it was found on your system.

e Status: Displaysthe status of the specific malware found.

* Denied: Meansthefile has been detected and blocked from executing but isstill in the [ocation

where it was detected.
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Note

To act on the detection, click the box to the left of the malware list item and then
click the Repair button. After thefile has been cleaned or sent to exilein the protected
guarantine, a new box will open with a summary of the action taken.

* Quarantined: file has been removed and placed within a protected quarantine whereit cannot
harm your computer.

* Repair Summary screen: will display the results of the remediation of the detected malware
to berepaired.

Total processed: total number of malitious items where action has been taken (quaran-
tined or cleaned).

Errors: number of errors (if any) encountered during the acation taken to remediate the
selected malware content.

Quarantined: total number od remediated malware exiled to the protected quarantine.
Restor ed: total number of infected files that were able to be restored fromclean sources..
Show details; Shows the detailed statistics that relate to the summaries.

Close button: use thisto close the Repair Summary screen and return to the Scan Results
screen.

» Restored: Thefile was restored to a clean state.

» Skipped filestab

Similar to the Malware tab, but displays information about the files that could not be scanned and
why the RV'S Virus Scan was not able to access the file or device.

Actions

e Start Scan/Pause Scan

Asimplied. A scan can be interrupted and resumed at any time during the process.

e Close

Closes the Full System Scan screens and returns you to the previous screen you were on.

Quarantine

(Availability: All versions)

Displaysthelist of maliciousfilesthat have been removed to a secure areaaway from your real system
and rendered harmless.

* Date

Date and time the file was added to the Quarantine

Note

Files listed, but added on the same day you are reviewing the Quarantine list will only
show the time the file was added. Once the date advances beyond the date it was added to
the Quarantine, this section will also display the full date information.
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e Purpose

Displays the type of malware, its ID, and whether the detection was due to exact matching to a
known signature or due to a heuristic or Al detection.

* Name

Displaysthe original location and name of the file when it was added to the quarantine.
* Size

Size of thefile in Quarantine.
* Restore

Restores the selected, quarantined file to its original location.
* Restoreto...

Restores the file to a user defined location.
* Remove

Deletes the selected, quarantined item.
* Close

Closes the Quarantine list window and returns you to the Virus Guard Scan screen.

AV Exclusion List

(Availability: All versions)
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"" Exclude from Real-time Protection

E C:\Documents and Settings),
| CiiDocuments and SettingstAdministratoriDesktopiRYS_SETUP_3.2,9756-betasS exe

| AddFie... |
| AddFolder.. |
|

Delete |

Export List,..

| Import List... |

|' Update List |

List Info:  Total 1 files and 1 folders are defined

List File:  C:\Documents and SettingsiAdminiskratoriexclusions1 . Ist

Ok, | | Caricel |

Exclude from Real-time Virus Protection

Displays alist of files and folders that have been excluded from Virus Guard Real-time monitor-
ing.

Add File...
Select thisto browse your computer to add a specific file to the AV Exclusion List.
Add Folder...

Select thisto browse your computer for specific folders and even entire drives and partitions to add
tothe AV Exclusion List asrequired.

Delete

Deletes the selected list item from the AV Exclusion List.

Export List...

Exportsthe AV Exclusion List for backup or to create specialized scanning profiles.
Import List...

Imports a backed up or different profile list, overwriting the previous list.

UpdateList
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Updates your current copy of the AV Exclusion List when new entries are added in the List display
window.

e Listinfo
Displays the number of files and foldersin your custom Full Scan List file when defined.
+ List File
Displays the path and name of your saved AV Exclusion List
Note

To save acustom AV Exclusion List you must export the list.

Log

(Availability: All versions)

areferenl:es -ﬁ" help m about

The Following malicious or potentially unwanted content was detected on wour computer, You
can choose ko Repair (Recommended), Exclude (Allow), or Hide {do not displaw) anything in
the list by selecting the itemis) and then clicking the appropriate button belaw,

Virus Guard Repair ||_ Exclude || Hide || Expart |

Scan

Log

Set!:in-;’s
Virtual Mode
System Restore

Status

Attention!

Upgrade your product today
to fully protect your PC

|. Uparade tow!

Displays alog of detected maware and its current status

* Repair button: Some files that have been quarantined may be repairable at a later time after a
relevant signature or heuristics update/upgrade. This button allows you to periodically check to see
if you may be ableto repair a quarantined file or files.

* Excludebutton: removesthe selected file or filesfrom further detection alertsfrom the Virus Guard
Real-time protection by adding it to the AV Exclusion List.
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¢ Hide button: removes the selected list items from the log.

« Export: exportsthe log for analysis or backup.

e List display window: list of detected malware.
e Status: displaysthe current status of the listed malware (ex: Quarantined)
e Type: Type of malware detected, ID, and rule used to detect it.

« Location: Original location where the file was first detected

Settings

(Availability: All versions)

RETUR IL

S ystem S afe nreferences ﬂ\' help ﬁ\ahuut

—Real-time Protection Sensitivity

() Do not use advanced rules analysis

® COnly proven detection rules

| @ Virus Guard {Recomended: This mode will identify onlv malicious oroarams)

'® all detection rules
L

Scan {Mote: This mode miaht identify also non-malicious oroarams)

Log ~Data Collection Policy

Settings ® Report ananymaus infarmation and parts of malicious programs For analysis
to Returnil Research Team (Recomended)

are required for analysis

) Do not collect and report any malicious activiky
‘@' System Restore
Banduwidth utiization: | 33Kbit/s (Madem ¥.34, Mabile a5y |+ |

@ Virtual Mode 0 ask me For approval when parts of a malicious program
'

List of files waiting For approval or delivery to Returnil Research
Team

P Vo
. Status Upload Queue
) _ =

1 ~ ad d
Attention! Yo

Upgrade your product today (]
to fully protect your PC

Automatically re-scan recent system changes after anew AW update
was received

[

Real-time Protection Sensitivity
Configure the appropriate detection sensitivity for the Real-time monitor.

Note

This setting is different than the one for the Full Scan. This sensitivity settings is only for
the Real time Virus Guard monitor.

¢ Do not use advanced rules analysis
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Excludes the use of any advanced rules. Reduces the likelihood of afalse detection or block.
e Only proven detection rules

More sensitive than the preceding mode and includes well proven heuristic detection rules.
» All detection rules

Highest sensitivity and also the modewith the greatest likelihood to present fal se positive detections.

Data Collection Policy

We need your help to help protect your PCs and networks. What this feature does is to collect infor-
mation about suspicious files and behaviors that are analyzed by our Artificia Intelligence and Ma-
chine Learning Engineto update our Virus Guard and program Self protection features. It also collects
information about good files and behaviors that allow greater refinement of malware detection while
ensuring known good content updates via White Listing helps to minimize and eventually eliminate
false positive detections.

» Report anonymousinformation and parts of malicious programsfor analysisto Returnil Re-
sear ch team (Recommended)

All dataissent to our research team automatically for analysis. No personal informationisrecorded.
Our only mission and goal isto improve the detection and blocking capabilities of the Antimalware
feature and deliver improved security solutions and services for our customers and users.

» Ask mefor approval when parts of a malicious program arerequired for analysis

When this option is chosen, software will send data to our servers, but only when you have given
permission for the software to send this information. We guarantee that this information will not
contain any personallly identifiable content. The purpose of the data collection is to improve anti-
malware and anti-execute defences through server-side malware analysis, not to collect information
about you or any other user of your computer.

» Do not collect and report any malicious activity

Selecting this option will terminate data collection. It means exactly that: NO malicious activity
information will be collected or sent.

» Bandwidth utilization
Use this to configure the amount of bandwidth you will allow the program to use to send the col-

lected malware data to our serversfor analysis.

Bandwidth utilization: __33i<.hit;.fs {Modem ¥, 34, Mobile GSM_}'_ | o

g| ==L e TS Ty TN 0
i 5ekbitfs (Modem V.92, Mobile GPRS)
Exdusion List  Defl 12ayhitfs (ISDN, Mobile COMA)

| 256Kbit/s (ADSL, Mabile EDGE/UMTS)
Upload Queue 7
Upload Queue  List £y (xnal, DOCSIS)

Quarantine Lisd 1Mbitfs or more (LAM, VWAN)

Upload Queue
Displays alist of suspicious files waiting for your approval to upload to our servers.
» Suspicious Filesfor Upload screen: displaysthelist of files, approval status, and other statistics.

« Approved: thefile has been or has not been approved for upload to our servers.
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» File Name: Name of thefile to be uploaded.
e Size Required: size of thefile to be uploaded.
» Sent: thefile has either been sent or is waiting to be sent.

* Do not use my permission for sending files for analysisto Returnil Research Team: sends
files automatically without bothering the user with requests for permission to send.

« OK hutton: Saves your options and aproval decisions then closes the screen and returns you to
the Virus Guard Settings screen.

« Cancel button: closes the Suspicious Files for Upload screen without making any changes to
your options settings.

r__’f]-ﬂ_Suspit:inus Files for Upload

R3S has identified suspicious Files that need to be sent For analysis bo Returnil Research Team, Please review the list and approve
files Far uplaad. Mate: Only impartant parts of Files are sent,

Approved Filename Size Required Sent

[%®| Donot use my permission Far sending suspicious Files For analysis bo Returnil Research Team

Ok, l I Cancel

Actions
* Reset
Rests all settingsto their installation defaults.
* Apply

Saves your settings changes.
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Chapter 5. Virtual Mode

Overview

(Availability: All versions)

The Virtual Mode protection feature is the new name for our virtual protection technology and can
be configured to operate manually or automatically depending on your requirements. Thisisthe tech-

nology that protects your real system from unwanted and malicious changes.

The overview screen displays the current status of the virtual protection, allows you to activate or
deactivate the virtualization, and provides convenient accessto the File Manager for saving fileswhile
the virtual protectionis active.

h 4
v

ﬁ Virtual Mode
- Orervism

Tools

SeEtings

F‘ System Restore

- : ..
F Sta tus
-

Attention!

Upgrade your product today
to fully protect your PC

Virtual Mode button

Turns the virtualization on or off..

¢ Green button displaying the text " Stop Virtual Mode' means the virtualization is currently
active and pressing the button will turn the virtualization off following a restart and deactivation of

areferenl:es ﬁ\ help Fahout

Use this Feature if vou do nok want to worry about getting infFected andfor wou do not want
to save any changes in your PC. IF vou need to save your Files, please see the Saving Files
seckion below:

warning: &l changes to your system, malicious and/or intended, will be remaoved at
restart of vour computer, To save changes, use File Manager.

j Stop Virtual Mode |

~Wirtual Mode Always On

[ Start Virtual Mode when I start Windows
{Wirtual Mode will be ON every time vou start Windows)

—Saving files

Save "trusted” files and Folders to the real disk using
File: Manager

the Virtual Mode Always On option (see below)

¢ Red button displaying thetext " Start Virtual Mode" meansthe virtualization is currently active

and pressing the button will turn the virtualization on without a restart of your computer.

26




Virtual Mode

Virtual Mode Always On

The virtual M ode protection will be active at computer start.

Saving Files

Click the File Manager link to open the File Manager tab in the Virtual Mode > Tools section
where you can add files and folders to save to the real disk when the Virtual M ode protection feature
isactive.

Tools

File Manager
(Availability: Paid versions)

The File Manager allows you to save alist of frequently changed files and/or folders to the real disk
when using the System Safe virtual protection. Possible uses include updating a shared document on
your computer, allowing an administrator to "White list" non-registry changes he/she wants to make
without turning off protection on the client system, using custom lists for different situations or users,
etc.

Note

The software seesfiles and fol ders as unique objects, meaning that if you want to save all the
filesinside of a selected folder, you must include each of thefilesin thelist individually.
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larel‘er\znces ﬁ\ help F about

File Manager virtual Disk fccess Real Disk
Wwhen the Yirtual Mode Feature is OM wou can still easily sawve wour freguently edited

content o vour computet's real hard-disk using the File Manager. The Files vou select and
save will remain after restart, Please note that you must individually add bath the Folders

and the files they contain. To begin, click the "Define List" link below;

Virtual Mode

~File Manager:
Dverview Define list Filz and Falder list is empty
Tools

Mothing saved yet

Settings

System Restore ~File Protection:

Define Lisk File and Folder list is empty

m Status N ——
i Enable Protection Activate File Protection

Attention!

Upgrade your product today :
to fully protect your PC

Define List

Displays the number of files and folders on your current list. Click the link to open the File Manager:
e Main list display window
Thisisthe large open space to the upper left of the screen and is where your list will be displayed.
» Add Files(s)
Click to select files to be added to the list.
¢ Add Folder(s)
Click to select folders to be added to the list.
e Delete
Removes the selected entry from the list.
e Export List
Exports a copy of your current list to afile.
e Import List

Imports anew list from afile.
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e UpdatelList

Saves the itemsin the current list to a previously selected export file. The name of this export file
isdisplayed in the information section at the bottom of the list manager window.

Save Files

Saves the items on your current list to your real disk.

File Protection
(Availability: All versions)

The File Manager alows you to save alist of frequently changed files and/or folders to the real disk
when using the System Safe virtual protection. Possible uses include updating a shared document on
your computer, allowing an administrator to "White list" non-registry changes he/she wants to make
without turning off protection on the client system, using custom lists for different situations or users,
etc.

Note

The software seesfiles and fol ders as unique objects, meaning that if you want to save all the
filesinside of a selected folder, you must include each of the filesin thelist individually.

Define List

Displays the number of files and folders on your current list. Click the link to open the File Manager:
* Main list display window
Thisisthe large open space to the upper left of the screen and is where your list will be displayed.
« Add Files(s)
Click to select filesto be added to the list.
» Add Folder(s)
Click to select folders to be added to the list.
* Delete
Removes the selected entry from the list.
» Export List
Exports a copy of your current list to afile.
e Import List
Imports anew list from afile.
» Updatelist

Saves theitemsin the current list to a previously selected export file. The name of this export file
is displayed in the information section at the bottom of the list manager window.

Enable Protection

Activates the File Protection feature for non-system disks, partitions, and files defined in your File
Protection List..
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Virtual Disk

(Availability: All versions)

Use the options below to configure your Virtual Disk. Thisis a convenience feature and is designed
to provide you with an additional place to save files when the System Safe virtual protection isturned
on. If you are uncertain about what to do here, simply keep the suggested settings and then seeif they

were appropriate for your environment. If not, change them as required at alater time.

Tip

You DO NOT needto create aVirtual Disk to use the System Safe protection and the Virtual
Disk can be used whether the protection is on or off.

g Virtual Mode

Crvervism
Tools

Settings
System Restore
Status

Attention!

Upgrade your product today
to fully protect your PC

[ Upgrade Mow!

Status

areferences @' help l:’Pahuul:

File Manager Wirtual Disk Access Real Disk,

You can save your files {email, music, pictures, office documents etc,) whils in Yirtoal
Mode and thery will remain Following a restart of your computer, In other words, Yirtual
Disk is a special file that Windows will see as a new partition on your computer without
making any changes to your real hard drive.

Status: Mo ¥Yirtual Disk detected create [ open

when the Yirtual Mode Feature is ON, vou can use the Yirkual Disk function ko store
wour files and documents. &l content saved here will remain after vour computer is
restarted,

Settings to be applied when the Virtual Disk is mounted:

.1

Mount when I stark Windows )

wirkual Disk, Drive

Make read only )

Displays a message about your Virtual Disk.

* No Virtual Disk detected

This means you have either not created a Virtual Disk or you have stored your Virtual Disk in a

different location than the one configured.

¢ Create: Click to open the Create Virtual Disk screen.

30



Virtual Mode

Note

Clicking the "open" link will allow you to navigate to where you may have a backup
or saved copy of an existing Virtual Disk.

\

Create your Virtual Disk [] |
Save files in the Virtual Disk while using System Safe protection. \

4

-/

Select where you want to install the Virtual Disk. Mote: destination path should be less
M| | than 256 characters in length.

| C:\ProgramData\Returnil\Rvsystem.img

| | Filesystem type: [neTFs >
Virtual Disk Size (MB); 512 T :
Virtual Disk Letter: 5.2: | v.j
M| | virtuzl Disk Label: Returnil

Installation path: Use the button on the left to specify where you want Returnil to create the
Virtual Disk.

Filesystem type: Choose between NTFS and FAT32.

Virtual Disk size (MB): Specify the size of the Virtual Disk in MB (Ex: 1 GB = 1000 MB).

Note
The Virtual Disk must be at least 32 M B!
Virtual Disk letter: Specify the drive letter for your Virtua Disk.

Virtual Disk Label: Specify an appropriate volume label for the Virtual Disk. Default is "Re-
turnil”.

OK: Click to save your settings and create the Virtual Disk. During the creation process, you will
see adisk formatting screen. To complete the creation process you should select the appropriate
options and then click the "OK" button when the format is complete.

Cancel: Click to cancel the operation and not create a Virtual Disk.

Virtual Disk Drive

When the Virtual Disk is mounted this section will show this and display the current drive letter
assigned to the Virtual Disk.

¢ Close: Click to dismount the Virtual Disk.
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* Virtual Disk not mounted

This means that you have a Virtual Disk, but it is currently not mounted or alternately, not open
or accessible.

* Open: Click to mount the Virtual Disk.
Virtual Disk Drive

Shows the current drive letter assigned to the Virtual Disk and allows you to select aternate drive
letters should the need arise. The change will take effect after dismounting and then remounting the
Virtual Disk.

Mount when | start Windows

Forces Returnil to always mount (open) the Virtual Disk when Windows starts, regardless of the user
logged in.

Make Read only

Restricts access permissions to read-only access following adismount and then remount of the Virtual
Disk.

Access Real Disk
(Availability: Paid versions)
I mportant

Requiresthat Virtual M ode protectionis ON

This is a powerful tool that allows you to access and make changes to the real system while using
the System Safe protection feature. Y ou can move files from the Virtual System to the Real System
or vice-versa
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ﬂ preferences ﬁ\ help m about
File Manager Wirtual Disk Access Real Disk
This Feature allows wou to browsefedit files, Folders, and even the Windows registry on

vour computer's real system while the Yirtual Mode Feature is ON, Please note that any
changes vou make will be to vour real syskem and permanent!

E- a Virtual Mode Access Your Computer's Real Hard-Disk:

Overview iles Browse or edit files and folders in your real system

Taools iR Browse or edit yvour real Windows Reqistry (Far
SRS pdvanced users)
‘Sethings

System Restore

W sous

Attention!

Upgrade your product today
to fully protect your PC

Browse Files
Click to access the system's file manager.
¢ Real system partition
Use to interact with specific file or folders on your Real System.
e Virtual system partition
Use to interact with specific files or folders present in your Virtual System.

* Tomovefiles

I mportant
Please make sure that the target directory matches the originating directory.

e From Virtual to Real: Select afile from within the Virtual System tree and the equivalent di-
rectory in the Real System tree. Next, right click the selected file in the Virtual tree and choose
the" Copy fileto" option to copy thefileto the Real System.

* From Real toVirtual: Select afilefrom within the Real System tree and the equivalent directory
inthe Virtual Systemtree. Next, right click the selected filein the Real tree and choosethe" Copy
fileto" option to copy thefileto the Virtual System.
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Browse Registry

Allows you to open and edit both Real and Virtual System registriesin a similar way to moving files
between the systems.

Settings

(Availability: All versions)

Additional Protection Options (Anti-Execute feature)

* Allow programsto run normally

Asimplied, programswill not be blocked or prevented from running unlessthey are detected specif-
icaly by the Virus Guard Real-Time monitor.

e Trust system servicesfrom real disk only
Allows some flexibility between "block nothing" and "block all". A good example here would be
the addition of a plugin to your browser to evaluate its functionality. Though it would be removed
at restart of your computer when the Virtual Mode protection is active, it will not be blocked but
other, unknown and newly introduced programs would be blocked.

» Trust programsfrom thereal disk only

Thisisthe most restrictive setting and will block anything not already known.

Exit from Virtual Mode

Options for what will happen to changes following arestart of your computer with the Virtual M ode
protection active.

e Drop all changes (Recommended)
This is the default option as well as the most secure configuration. All changes not specifically
saved to your real disk will be lost at restart of your computer when you have the System Safe
feature turned on.

» Saveall changes

As the text implies, this option will save al changes to the real hard disk and would be as though
the virtual protection was not on.

| mportant

Thisisan advanced feature and should only be used by experienced computer userswho are
100% confident that the changes they are allowing are appropriate. Others should simply
turn the protection off and then make changes to the system.

Advanced

e Wipeall disk changes at computer startup

This option, when activated, will force the product to wipe the Virtual Mode protection cache
(where changes are stored when the protection is active) at computer startup.

» Percentage of free disk space used for the Virtual Mode
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Use the up and down arrows to change the amount of free space you will allow the product to use
when the Virtual Mode protection is active.

Note

The less space allowed (default is 50%), the sooner your cache will fill and force you to
restart your computer to reset the Virtual M ode protection cache.

» Protected disk

Displaysthe disk being protected by the Virtual M ode protection feature.

Actions

» Reset button
Resets the options and configurations to their installation defaults.
» Apply button

Use this after editing your preferences in this section to save your changes.
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Chapter 6. System Restore

Overview

(Availability: Paid versions)

Displays statusfo the Real -time Restore Analysis monitor. This section of the program also allowsyou
to start and stop the Analysis monitor, restore your system to an earlier time, restore selected filesfrom
the previous snapshot that may be missing in the one you restored to, and restore damaged system files.

'ureferenl:es ﬁ." help ﬁl‘ about

Restore your entive system to a previous time where your computer was clean or stable,
Recover important files ko a previous state in the case of damage or infection,

. ~Real-time Restore Analysis

Maonitors wour system files For changes, so wou can restore them to

et S Turmoff |
a previous kime, iF needed.

Virtual Mode ~Full Restore

Restores your system to a previous time in case of damage or | Start |
o 5 2Larc
malware infection,

—File Recovery

Settings Restores your data, files, and settings Following a Full Restore, It |
can alsa be used without restoring an entire swstem image. =

System Restore

Crverview

Attention!

Upgrade your product today
to fully protect your PC

Real-time Restore Analysis

Monitors your system files for changes so you can restore them to a previous time if required.

¢ Green button displaying the text " Turn Off" means the restore monitor is currently active and
pressing the button will turn the feature off.

¢ Red button displaying the text " Turn On" means the restore monitor is currently inactive and
pressing the button will turn the feature On.

¢ Full Restore

Choose from alist of available snapshots to restore your system to an earlier period in time due to
damage or malware infection.
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System Restore

» File Recovery

Click to open the user file recovery screen where you can choose from a list of files from your
previous snapshot to restore to the current system.

Full Restore

Click to choose from a list of available snapshots to restore your system to an earlier period in time
due to damage or malware infection.

File Recovery

Click to open the user filerecovery screen where you can choose from alist of filesfrom your previous
snapshot to restore to the current system.

Full Restore

(Availability: Paid versions)

Analyze System

Choose from a list of available snapshots to restore your system to an earlier period in time due to
damage or malware infection.

‘% ANALYZE SYSTEM -~ (i VIEW DETAILS —_ > START RESTORE
;g — / /
i { 2) 3)

’

Returnil System Safe 2011 needs to analyze previously saved states of your system and identify the latest state that is not
infected by malicious software.

Please wait while the analysis is in progress. We will then select the recommended snapshot in the end and you can click Next
to proceed.

Whenever we are not able to suggest a snapshot automatically, please try to recollect the date when your system has
worked properly (or before you installed some third-party products that may have infected your computer), and select a
snapshot that is closest to the date.

Status Snapshot Name Snapshot Date Progress  Malware Found Last Scan Updal 4]
%’ Saftware Distribution Service 3.0 {Instally FI14/2010 10:19:59 PM Completed Mone 7i14/2010 10:3M39PM 3.2-b3
=% Software Distribution Service 3.0 (Install) FI13/2010 6:44:25PM [ Completed Mome 7i14/2010 12:48:07 PM  3.2-b3
= Swstem Checkpoint 713/2010 12:30:55 PM () Completed Mone 7i14f2010 12:43:45 PM 3.2-b3
=% Installed Returnil Systemn Safe 2011 (Install) 71122010 12:07: 11 PM [~} Completed Nome 7i14/2010 12:4008 PM  3.2-b3
Z  Removed Returnil Virtual System 2010 (Uninstall)  7/12/2010 12:06:42 PM () Completed Mone 7i14f2010 12:42:24 PM 3.2-b3
% Software Distribution Service 3.0 (Install) 7/2/2010 12:02:56 PM [~} Completed Mone FH4/2010 12:49:44 PM 3.2-b3
=% Software Distribution Service 3,0 {Install) 792010 3:3:32PM () Completed Mone 7i14f2010 12,5003 PM 3.2-b3
9 Swskem Checkpoink FI8j2010 2:20:09 PM () Completed MNone 7i14f2010 12:50:18 PM 3.2-b3
% Installed Returnil irtual System 2010 (Install) 7i712010 2:16:18 PM [ Completed Mone 7i14/2010 12:51:13PM  3.2-b3
=% Software Distribution Service 3.0 (Install) FI6JZ010 3:17:14PM () Completed MNone 7i14f2010 12:51:38 PM 3.2-b3

A = . ” % =

[<-|. L. i kil T aball snminn dadd o ) YRR . ~I7lAn A AL AR Ae Fin qm

Skip Snapshot Recheck Snapshot Text Close
e Status
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System Restore

Displays whether a selected snapshot has been scanned with current, updated definitions. A green
checkmark means the snapshot is clean and has been scanned by the Virus Guard. . Potential sta-
tuses:
» Clean. Noinfections found in the snapshot.
« Dangerous. Maware detected in the snapshot.
» Expired. Analysis was performed using an outdated A/V definitionsfile.
* Unknown. Analysis of the snapshot has not been performed.
e Snapshot name
Asthetitle of the column implies.
e Snapshot date
Asimplied.
e Progress
Indicates the status of the snapshot analysis with the following potential states:

* Queued: (Default state) Tthe snapshot is awaiting analysis and will be analyzed after all newer
snapshots have been checked if newer snapshots have been found to be infected.

« Analyzing: The snapshot is being analyzed now.

» Skipped: The snapshot has been marked for omission from analysis. Queued snapshots become
skipped if a good snapshot has already been detected. Alternatively, it may be possible to have
skipped the snapshot manually.

» Cancelling: The snapshot analysis has been interrupted by the user and the analysisis in the
process of stopping.

» Completed: The snapshot has been analyzed.

» Forced: A manual analysis of the target snapshot has been requested, so it will be analyzed in
any case regardless of whether a good snapshot has been identified or not.

» Malware Found

Indicates whether malware was found during the scan. If there was no detection, this section will
show the word "none'".

View Details

Displays details specific to the snapshot you have chosen from the restore point list.
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System Restore

—% ANALYZE SYSTEM Q, VIEW DETAILS # START RESTORE

> @ O

Mo malicious programs have been detected in the shapshot. It is recommended to perform Full Restore for this snapshot.

You will be able to recover current files when you start your computer after Full Restore finishes.
~Snapshot Info

Analysis Sunmary: Clean. Mo infections found in the snapshat,
Snapshat Marme! Sofbware Distribukion Service 3.0 (Install)
Snapshat Creation DateTime: Fi14/2010 10;19:59 PM

Malware Found: Mone

Last Scan DatefTime: FI14/2010 10:39:39 PM

Used & Definitions File: 3.2-b3.823

Pravider Mame: Returnil Yolume Shadow Copy Provider

Snapshoat Id: 25

Analysis Summary

Displays the status of the chosen snapshot.

Snapshot name

Asimplied.

Snapshot Creation Date/time

When the chosen snapshot was made.

Malwar e Found

The View Details tab will list the identified infections if they have been found during analysis.
Used A/V Definitionsfile

Check this to make sure the definitions used for the scan of the chosen snapshot were the most
current. If it is not the most recent signature file we recommend that you return to the main screen,
update your definitions, rescan the wanted snapshot and then return to this screen to resume the
restoration process.

Provider name

Asimplied. For more information about providers, please see the System Restore > Settings section
of the manua
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System Restore

e Snapshot ID

Number assigned to the snapshot by the Returnil System Restore list. This number will beits place
in the ordered System Restore snapshot list.

System Restore

Displays instructions on how to restore to the snapshot you chose at the beginning of this process

— —% ANALYZE SYSTEM — {5y VIEW DETAILS — Z) START RESTORE
—

r» (2 © <

You are ready to start Full System Restore. Please be patient, the process will take some time. Below you will find a set of
instructions which show further steps and let you follow along with the process. We suggest that you print out the
instructions to simplify understanding of further activity that will happen in the system.

The system is ready to perform full system restore to a snapshot "Software Distribution Service 3.0
(Install)" from "Returnil Yolume Shadow Copy Provider" created at 7/14,/2010 10:19:59 PM.

Step by Step Instructons:

1. Your system wil be restored. This process wil take several minutes, The computer wil be restarted, possibly
several imes.

2. Returnil System Safe 2011 wil start after the restore finishes, vou wil be prompted to recover your files that
you have created or modified after 7/14/2010 10:19:59 PM.

3. Start the Flle Recovery tool (go to System Restore > Overview and dlick Start in the File Recovery area),
select the snapshot to recover files from, and specify where to save your files,

4, Returnil Systern Safe 2011 wil recover all your new or modified files,

Print Instructions Back Restare Close

* Restore button
Moves you to the next screen in the Full System Restore process
» Back button
Takes you back to the previous screen.
 Print instructions button
Prints the instructions shown on the Start Restore screen for future reference.
* Restore Button
Begins the automated process of restoring your system to the chosen snapshot.
» Close button

Closes the Full Restore screens without restoring to the chosen snapshot.
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System Restore

File Recovery

(Availability: Paid versions)

Returnil User Files Recovery Utility

Choose from alist of available snapshots to restore your user filesto an earlier period in time due to
damage or malware infection.

40} Retumnil User Files Recovery Utility S5

Select a snapshot to recover files from;

Provider DateTime Mame Status Details

Returnil Volume Sha... 14/22/40 04:08:2010 Restore Operation (Undo) Processing. .. CiWsers\Publichy

4 i

Processed folders: 3 Processed files: 229 Skipped files: 229 Copied files: 0

| r
T
[ Continue File Recovery ] l Browse Results

* Provider
Displays the source of the listed snapshot.
» Date/Time
The date and time of creation for the listed snapshot.
* Name
Assigned name of the listed snapshot.
» Status
Indicates the status of the snapshot analysis with the following potential states:

¢ Queued: (Default state) Tthe snapshot is awaiting analysis and will be analyzed after all newer
snapshots have been checked if newer snapshots have been found to be infected.
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System Restore

« Analyzing: The snapshot is being analyzed now.

» Skipped: The snapshot has been marked for omission from analysis. Queued snapshots become
skipped if a good snapshot has aready been detected. Alternatively, it may be possible to have
skipped the snapshot manually.

« Cancelling: The snapshot analysis has been interrupted by the user and the analysisis in the
process of stopping.

» Completed: The snapshot has been analyzed.

e Forced: A manua analysis of the target snapshot has been requested, so it will be analyzed in
any case regardless of whether a good snapshot has been identified or not.

* Details
Information about the listed snapshot.
» Processed folders. number of folders found within the listed snapshot.
» Processed files: number of files found within the listed snapshot.
» Skipped files: number of files not requiring restoration.
» Copied files: Number of files restored
» Start Recovery button: starts the file recovery process.
» Browse Results: Allows you to check the listed snapshot for the files you want to recover.

» Close Button: Closes the file restoration window.

Settings
(Availability: Paid versions)

This basic setting screen will allow you to choose which system restore provider you'd like to use for
your restore point creations.

Providers

Lists system restore providers which are present on user's computer system and are compatible with
Returnil's products

* Returnil Volume Shadow Copy

Restores the system using existing Windows Restore Points.

Actions

» About button
Displays the copyright and versioning information of selected provider.
» Configure button

Opens the configurations menu for the selected provider.
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Chapter 7. Status

(Availability: All versions)

lal'el"er&m:es ﬁ help lfi-\‘abl:nut

Displays wour current protection, product, and licensing status at a glance. Links provide
access ko prograr options, product upgrades, and purchasing assistance.

~—Protection Status

Real-time protection: enabled manage
¥irus Definition Update: 3.2-b3.822 (7/14/2010) update niow

Virtual Mode virtual Mode: started manage

] System Restore: enabled manane
.,! System Restore

=

~Product Status
\{/ Status Product Yersion: 3.2.9756.5353-betas

Overview Product Update: Fiz2f2010 uprade now

—License Status

Type: Pro produck reqgiskration

Expiration Date: 7izra011

Attention!

Upgrade your product today
to fully protect your PC

Protection status

¢ Real-time protection
Indicates whether the Virus Guard's Real-time Protection is Enabled or Disabled .
« manage link
Opensthe Virus Guard > Scan screen.
¢ VirusDefinition Update
Indicates the current version of the definitions database installed and the date it was released.
¢ update now link
Forces the product to request a definition file update from our servers. if no update is available
you will receive a message indicating this or the definition and status display will update as

appropriate after the new signatures have been downloaded and applied.

¢ Virtual Mode




Status

Displays whether the Virtual Mode protection is started or stopped.
e manage link

Opens the Virtual M ode Overview section so you can activate or deactivate the Virtual Mode
protection feature.

Note

Turningthe Virtual M ode protection OFF will requirearestart of your computer. Turn-
ing the Virtual M ode protection ON DOES NOT require arestart of your computer.

* System Restore
Indicates whether the Real-time Restore Analysis monitor is enabled or disabled.
* manage link

Opens the System Restore > Overview section where you can change enable/disable the Re-
al-time Restore Analysis monitor, start a full system restore, or restore a file from a previous
snapshot.

Product status

* Product version

Version and build number for the program.
e Product Update

Date the program version was last updated.
» Upgrade Now link

Opens a product selection and description page on our website where you can purchase a hew
version of your software or upgrade your current copy to one with more features.

License status
* Type
Note

Those wanting an equivalent solution or subscription upgrade for the older RVS 2010
Enterprise Classic and RV S 2010 Home Classic versions should contact your sales repre-
sentative or reseller to purchase licensing for the new Returnil Virtual System Lite 2011
product line.

Version of the program.
« Free: Unregistered free version. Mgor limitations apply.
* Home Free: Registered free version.

e Trial: Full functionality for 30 days. If not licensed within the trial period, the software will
revert to the unregistered free for home use version.

e Pro (for home): Paid consumer version.
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Status

» Pro (for business): Business, Education, Non-Profit version for small to large networks WITH
Antimalware capability.

» Expiration date
Date your current licensing subscription expires.
e Buy Now button

Opens the product renewal page at our website.
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Chapter 8. Preferences

User Interface

(Availability: All versions)

To open the Preferences menu, click the Preferences link in the upper right corner of the program's
interface. This section alows you to change options that are specific to the program interface:

# Preferences

IUser Interface Adminiskration ommunicakion Advanced

—Integrations

[%€] Shows tray icon
[ ] Do nat show hints in bray ican

[%] Shows deskkop toolbar

Desktop toolbar transparency ‘ O

Hot Eey to open Returnil Svskem Safe 2011 [Set e ]

inkerface

Assign key sequence For the Hot Key I Assign |
Skin [ Default | v-l
Language lEninsh | - |

Returnil System Safe 2011 allows For hiding some common warnings and —
notifications, Press the Reset button to make all the hidden messages visible Reset |
again. [

’ Ol ] | Cancel

Integrations

e Show tray icon

Displays an icon in the section of your Windows task bar next to the system clock.
» Do not show hintsin tray icon

Deactivates tray icon messages for silent operation of the client.
» Show desktop toolbar

Displays the product's notification toolbar.

* Thedider:
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Preferences

Allow you to set the level of transparency in the desktop toolbar.

« All theway to theleft: toolbar is completely transparent.

« All theway to theright: toolbar is completely opaque.
e Selected Hotkey

Displays the chosen key combination that will open the product'sinterface.
» Assign key sequence

Click to assign the appropriate combination of keys for the Hotkey feature.
Other options
e Skin
Allows you to change the appearance of the program.
Note

Alternate skin designs may not be availablein all builds.
* Language

Select a supported language for the interface.

Note

Available localizations (languages) may not be the same as those available during the
installation. If your chosen language is not included, it may be updated in a future re-
lease or upgrade. If you would like to offer a trandation, please contact us at sup-
port-tech@returnil.com for instructions on how to create and submit alocalization for the
product's interface. Please under stand that inclusion of a submitted translation may
be delayed pending quality assurance review.

* Reset button

Un-hides messages you may have hidden in the past.

Administration

(Availability: All versions)

Allows you to set supported program administration options.
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Preferences

"'1 ! Preferences

—Passwords

[ ] Enable password protection | Zhange password ...

—Opkions

[ ] Allows users ko start Yirtual Mode without a password

[ ] Allow all users ko use File Manager without a password

|| cancel

Passwords
(Availability: All registered versions)
» Enable password protection

Restricts access to the program and/or program settings.

Note
The default password is a blank space if you do not configure one!
» Change password... button:

Opens the password configuration screen.
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Preferences

1] Set lockdown password for RSS

Configure a password ko restrick access to sensitive program
settings. Mote: iF ackivated, you must enker this password to
access the program or edit vour preferences.

Current Passwiard:

Mew Password: J

Confirm new password: |

Impartant: DO MOT Farget vour passward ar yau will nat be able
ko access the program or change sektings,

ok | Cancel

Options
» Allow usersto start Virtual Mode without a password
Allows all usersto activate the Virtual M ode protection without the need to enter a password.
» Allow all usersto use File Manager without password

Allows users to make changes to the current File Manager as well as to allow them to import or
export File Manager lists.

Communication

(Availability: All versions)

Allows the authorized user to configure various client communication options.
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Preferences

*l Preferences
|r ser Interface Administration ! Cammunication [ Advanced
~Remoke Control
[%] Allow remate contral
~Updates
Automatic updates |-H|:|urly -/
Last successful update: 7114/2010 7:34:25 PM
Werify Connection
Last update attempk: 7114/2010 7:34:25 PM
—Proxy Settings
Prowey Hosk ! | Prowy port | 0 |
[ ] Enable prosy authentication
Username | | Passwiord [ ]
Ol ] | Cancel

Remote Control

If the option Allow remote control is checked:

» For Home versions, this allows customer support to do remote recovery of some product features
by user request, e.g. recover from forgotten password.

* For Enterprise versions, this allows customers to manage their software clients remotely (turn on/
off protection, manage licensing and other features etc).

Updates

Allows you to configure when the Virus Guard feature checks the internet for malware signature
updates as well as to display information regarding when the check was last made and when the next
check will be performed.

e Automatic updates

Click to configure the timeintervals when the Virus Guard feature will check for updates automat-
icaly. (Hourly, Daily, Weekly, Monthly, Never - Use this option to deactivate automatic updating)
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Preferences

Hourly ad
lHouly ]
| Daily

[ Weekly

{ Monthly

1 Mever

* Verify Connection
Initiates communication with the management console to verify your connection.
e Last successful update: Displays the date/time the last successful update was made.

« Last update attempt: Displays the last date/time an automatic update was attempted.

Proxy Settings

Configure the proper settings if you use aproxy server to connect to the internet. If you are unsure of
what these settings are, please contact your administrator or service technician for assistance.

* Proxy Host
Enter you Host information here.
* Proxy port
Enter the appropriate port.
» Enable proxy authentication
Activate thisif your proxy requires authenticated login.
¢ Username: Enter the appropriate username.

» Password: Enter the appropriate password.

Advanced

(Availability: All versions)
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Preferences

""' Preferences

_[_Llser Interface | Administration | Communicakion j Advanced |

—Product Support

Installation ID AR G R

Send Feedback

—Product Self Protection

[%] Enable Self Protection

[ Do not start in Windows Safe Mode

k. ] | Zancel

Product Support

* Installation ID
Internal product support identification code for that copy of your software.
* Send Feedback

Opens a support page on our website where you can submit problem reports for the program.

Product Self Protection

» Enable self protection

This option hardens the program'’s virtual mode protection against specific types of malicious con-
tent that can bypass unprotected virtualization solutions. We highly recommend that you do not
deactivate this option.

* Donot start in Windows Safe M ode

Deactivates the self protection and Virtual Mode feature while in Windows Safe Mode.

Note

Please us this option wisely. It should be considered only if some not trusted people have
access to the computer in question.
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Chapter 9. License Registration

(Availability: All versions)

Details of Current Registration

Displays current licensing and subscription expiration information. Click the "product registration”
link in the Status > Overview > License Status section to open the License Registration screen:

» Status
Displays the current registration status for your software.
» Type
Displays the version name for your product copy.
* Owner
Displays the registered owner for your software.
» Expiration

Displays the end date of the current product subscription.

Registration Type (step 1)

Enter the appropriate information to activate the features for your current license type. If you choose
not to register your copy of the software, it will default to the unregistered free for home use version
which will have fewer available features.
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License Registration

%l License Registration

—Details of Current Registration: -

Skatus: ACTIVE {since 7/1212010)
Type: Pro
License: BETA - Returnil System Safe Pro 2011
Cwner: Michael Wood
Expiration: Flzfzo11

- -ileg‘i‘s‘tration 'fype (‘ét‘ep‘ .1.):

() I have a valid license number For this praduct

® Trial version {(Recommended)
(Test drive the Full version of our product For 30 daws)

() Free version
(Certain limitations apply, for detais see the product comparison chart)
| “forgot your license number?”
—Reqistartion Details {step 2):

By registering your copy of Returnil System Safe 2011, depending on what bype
of registration you selected, you gain access ta product updates, kechnical
support, full version of Yirus Guard, File Manager and Password Protection. The
unregistered free version has certain limitations: Wirus Guard and Password
Pratection expire in 30 davs, Far mare details an the product differences and
special offers, visit our website,

Marne:

Email:

Purchase Cancel

» | haveavalid license number for this product
Select this option, enter your license number in the space provided and then proceed to the registra-
tion details section (step 2). Only available for paid editions. For Free and Trial editions, no license
is necessary.

e Trial version (Recommended)

If you do not yet have licensing and wish to eval uate the software before purchasing a subscription,
check this option and then proceed to the registration details section..

* Freeversion

If you do not yet havelicensing and are only interested in using the freeware version of the software,
check this option and then proceed to the registration details section

e comparison chart link
Thiswill take you to our website where you can find a convenient chart comparing the different
versions of our software. In the chart you will see at a glance the different feature sets available

in the various solutions we have available for the customer to choose from.

» "forgot your license number?" link

Opens apage on our registration server where you can have areminder e-mail sent to your registered
email address with your licensing information.




License Registration

Note

The license number recovery service on the server is not available to holders of promo-
tional licensing. If you fal into this group, please contact Returnil technical support for
assistance.

Registration Details (step 2)

Name

Enter the name you want the product registered to or the name you used to purchase your license
subscription.

Email
The email address the product should be registered to.

Note

The chosen address must be capable of receiving emails as you will be sent aregistration
confirmation link to complete the registration!

Register

Click here to register the software. The registration might take a few minutes to complete. Y ou
will see Request Pending status on the bottom left corner of your screen until the registration was
successfully completed.

Purchase
Click this button to open a purchase page at our online e-commerce provider.
Cancel

Click to cancel the registration and close the screen.
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Chapter 10. Contact Us

For additional information, support material and specific contacts, please consult our website a
www.returnilvirtual system.com/support [http://www.returnilvirtual system.com/support] .
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Chapter 11. About Returnil

Overview

Returnil is a privately held company with offices in Helsinki, Finland; St. Petersburg, Russia and
Nanjing, China. Foundedin 2007, Returnil isled by astrong executive team with years of experiencein
managing and devel oping security companiesand products. Returnil's unmatched team and technol ogy
is backed by the VTB - Venture Fund, Russias first venture capital fund, with a successful track
record in investing primarily to high-growth companies dealing with I T, nano- and biotechnologies
and other areas requiring high-tech innovation. Our strong financial backing guaranteesour customers
and partners' sustainability and the continual development of our security software products.

Strategy and Mission

Returnil aspires to be the most innovative security solution provider for enterprises of al sizes and
for home users. Based on itsreliable virtualization solution - a system virtualization solution coupled
with Anti-virus that ensures asimple, smart and strong approach to information security, the mission
of Returnil isto provide the crucially needed last line of defense against the ever growing threats of
the online world.

Leading IT Security Partner

With more than 100 partners around the world, our products are available through our online store at
the Returnil website, resellers, 1SPs and also as an OEM solution. Our products are actively used by
individua users, small businesses, large enterprises, non-profit organizations, schools and Universi-
ties, government agencies, as well as by OEMs.
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