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1 - Introduction

The device is a 2WAN / 4LAN Medium Scale Multi-WAN QoS Router. It can meet the needs
of both small and medium-scale enterprises, internet cafes, etc.

It's an efficiently integrated new generation firewall device. The device has a
high-efficiency Intel IXP 266MHz processor embedded. With high-speed SDRAM and Flash
memory, the device brings users high-endurance and high networking efficiency.

One of the Dual-WAN ports is a configurable DMZ/WAN port, which supports DHCP fixed
IP, PPPOE, bridge connecting mode, port binding, static routing, dynamic routing, NAT, one to
one NAT, PAT, MAC Clone, as well as DDNS. As for the LAN port, it has 4 built-in 10/100
Base-T/TX Ethernets (RJ45). It supports Port Forwarding, Microsoft UPnP, Mirror Port, VLAN,
Multi Subnet, and transparent bridge mode of internet IP. Internet IPs can also be used in
intranet.

It supports two kinds of Load Balance mode, by IP and auto Load Balance. The device has
strong bandwidth management capability. It also has built-in management fuction to block
QQ, MSN, Skype, and figure out that the bandwidth is occupied by BT, Xunlei, P2P and video
downloading. The device utilizes active detection technology SPI (Stateful Packet Inspection).
The SPI firewall functions mainly within the network by dynamically inspecting each link. The
SPI firewall also has a warning function for the application process; therefore, it can refuse
links to non-standard communication protocols. With the function, we can prevent from
Worm, ARP or any kind of attack efficiently.

With the Web-based UI which supports Chinese and English, the device supports remote
management and it enables users easy to use. It also supports on-line firmware upgrade,
Configuration backup, SNMP, Syslog, E-mail Alert and traffic statistic to fulfill users’ demand.

You can log on to the Web site www.Qno.com.tw, and find technical support information
on the appendix or contact with our technical support engineers. You can also get the newest
Qno’s product information and application examples from the web site.
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2 - Hardware Installation

2.1 Indicators on Front Panel

LED Status- Indicators on front panel

LED Color Indication
Power Green | Green LED on: Power ON.
DIAG Amber | Amber LED on: System self-test is running.

Amber LED off: System self-test is completed successfully.
(Diagnostics )

Link/ACT Green | Green LED on: Ethernet connection is fine.
Green LED blinking: Packets are transmitting through
Ethernet port.

Speed Amber | Amber LED on: Ethernet is running at 100Mbps.
Amber LED off: Ethernet is running at 10Mbps.

WAN Green | Green LED on: WAN port is designated.
Green LED off: LAN port is designated.

Hardware Reset Button

Action Description

Press Reset Button For 5 Warm Start _
s DIAG indicator: Amber LED flashing slowly.
ecs

Factory Default
DIAG indicator: Amber LED flashing quickly.

Press Reset Button Over 10

Secs

Replacing System Built-in Battery

A system timing battery is built into the device. The lifespan of the battery is about 1~2
years. If the battery life is over or it can not be charged, the device will not be able to record
time correctly, nor synchronize with internet NTP time server. Contact system supplier for
information on how to replace the battery.

Attention!

Do not replace the battery yourself, otherwise irreparable damage to the product
may be caused.
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Installing the Device on a Standard 19” Rack

We suggest to either place the device on a desk or install it in a rack with attached
brackets. Do not place other heavy objects together with the device on a rack. Overloading
may cause the rack to fail, thus causing damage or danger.

Each device comes with a set of rack installation accessories, including 2 L brackets and
8 screws. Users can rack- mount the device onto the chassis.

Attention!

In order for the device to run smoothly, wherever users install it, be sure not to
obstruct the vent on each side of the device. Keep at least 10cm space in front of
both the vents for air convection.
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2.2 Connecting This Device with Network

// TS

Hub/Switch

Server
Internet

WAN Connection:

A WAN port can be connected with xDSL Modem, Fiber Modem, Switching Hub, or
through an external router to connect to the Internet.

LAN Connection:

The LAN port can be connected to a Switching Hub or directly to a PC.

DMZ port:

The DMZ port can be connected to servers that have legal IP addresses, such as Web
servers, mail servers, etc.
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3 - Log In and Set Up

Connect to 192.168.1.1

| Em,-

Eu

User name: a v|

Passinard: I |

[ 1remember my passward

I oK, ][ Cancel ]

Input User name and Password (as per above image), and then click "*OK”. Both default
user name and password are “"admin”. It is strongly recommended that the user changes the
password.
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4 - Basic Setting and Network Management

In this chapter, we are going to introduce the basic settings and management for WAN
and LAN, and the advanced management function, as well as setting up the intranet through
DHCP.

4.1 Home Page

In the Home page, all the device parameters and status are listed for users’ reference.
For detailed settings, click each parameter or status hyperlink below: the relevant set-up tab
will be loaded for users to choose their management options. Three language versions,
Simplified Chinese, Traditional Chinese and English, are offered in this page. Click the
language version that suits you. The seleted tab will automatically change color to blue.

4.1.1 WAN Status

O WAN Status

Interface WAN 1 WaAN 2

13 n‘aﬂﬂresal 0.0.0.0 . 0.0.00

De[amtﬁalewafl 0000 . p.ooo

Dhis Ser‘.rer. 0.0.0.0 . 0,000
Sesﬁmni 0 ]

Downsiream

Bandwidth Usage{®) | ’ ! ’
Upstream Bandwidih 0 0
Usage{%) | |
Oyndns Disabled Dyndns Dizabled
DONS 3322 Disabled 3322 Disabled
¢ DOitdns Disabled Ditdns Disabled
| Cnoddns Disabled _ Onoddns Disabled
Quadity of Service Orules set Orules set
REleEEs [REizsss
Manual Connect = _
I%&E!ﬁr_ﬂ'-fﬁ:-' =
Interface Specifies each WAN.
IP Address Indicates the current IP configuration for each port.
Default Gateway Indicates the current Gateway IP configuration. Click the hyperlink to

enter and manage the configuration.

DNS Server Indicates the current DNS IP configuration.

Session Indicates the current session nhumber of each WAN.
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Downstream Indicates the current downstream bandwidth usage of each WAN.
Bandwidth
Usage(%)
Upstream Indicates the current upstream bandwidth usage of each WAN.
Bandwidth
Usage(%)

DDNS Indicates if Dynamic Domain Name is activated. The default

configuration is “Off".

Quality of Service Indicates how many QoS rules are set.

Manual Connect When “Obtain an IP automatically” is selected, two buttons (Release
and Renew) will appear. If a WAN connection, such as PPPoE or PPTP,
is selected, “Disconnect” and “Connect” will appear.
DMZ IP Address Indicates the current IP configuration for DMZ port.

4.1.2 Physical Port Status

© Physical Port Status

Port 1D 1 2 3 4 Internet! DMZ Interneat
iMerface AN WAR 2 WWAM 1
Statlus nacl Enabled Enabled Enabled Enabled Enabled
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[~ Pore A gntopmation— Wind pws Infernet Kiplorer: K_ﬂ]_j{;ﬁ
el itk #1192 168,11 fpiirtl_inforrmstion him _ |
Portl Information |
Summary :
Type 10Base-T 1 100Base-TX
Interface LaM
Link Status Up
Physical Port Status Part Enabled
Prionty - Marmial
Speed Status 100 Mbps
Duplex Status Full
Auto Neg, Enabled
ULAII . VLANT
Statistics : ]
Receive Packets Count ]
Receive Packels Byte Count 200072
Transmit Packets Count 0
Transpit Packets Byte Count 1547128
Error Packets Count a

The status of all system ports, including each connected and enabled port, will be shown
on this Home page (see above table). Click the respective status button and a separate
window will appeare to show detailed data (including setting status summary and statisitcs)
of the selected port.

The current port setting status information will be shown in the Port Status Table.
Examples: Network connection, port (on or off), priority (high or normal), connection speed
(10Mbps or 100Mbps), duplex status (half-duplex or full duplex), and auto negotiation
(Enabled or Disabled).

The status of the number of packets and Bytes receiving/transmitting as well as error
percentage of packets and Bytes through respective ports, will be shown in each port status
table (as above).
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4.1.3 System Information

0O System Information

Bevice 1P
5 955 755 :
Addiess/Subnet Mask 1892.168,1.1/255 255 255 ( Serial Number_
Working Mode | Gateway Firmware Version |
. - 0Days 5 Hours 47 Minutes 11 Current Time | Tue Dec'2 2008 15:34:18
SystemActive Time o

Device IP Address/ Subnet Mask

Identifies the current device IP address and subnet mask.
Working Mode

Indicates the current working mode. The default is "Gateway” mode.
System active time:

Indicates how long the device has been running.

Serial Number

This number is the device serial number.

Firmware Version

Information about the device present software version.
Current Time:

Indicates the device present time.

Note: To have the correct time, users must synchronize the device with the remote NTP

server first.
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4.1.4 Firewall Status
© FirewallStatus

Firewall Status

SPI (Stateful Packet
Inspection)

D05 (Denial of Service)

Block VWAN Request Off
Prevent ARP Virus Off
Attack
Remote Management Off
Access Rule 12 rules set

SPI (Stateful Packet Inspection):

Indicates whether SPI (Stateful Packet Inspection) is on or off. The default configuration
is “Off".

DoS (Denial of Service):
Indicates if DoS attack prevention is activated. The default configuration is *On".

Block WAN Request:

Indicates that denying the connection from Internet is activated. The default configuration is
\\Onll.

Prevent Arp Virus Attack:

Indicates that preventing Arp virus attack is acitvated. The default configuration is
“Off".

Remote Management:

Indicates if remote management is activated (on or off). Click the hyperlink to enter and
manage the configuration. The default configuration is “Off".

Access Rule

Indicates number of activated access rules.

10
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4.1.5 Log Setting Status

© Log Setting Status

Syslog Server | Disabled

E-mail Alert | Cisabled

Syslog Server

Indicates if Syslog Server is Enabled or Disabled.

Email Alert

Indicates if Email Alert is Enabled or Disabled.

11
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4.2 Password and Time
4.2.1 Password

This is an advanced management tool for the device. The default password of the host
is “admin”. Users can change the password after configuration has been completed.

Remember to click "Apply” when the configuration data has been completed.

|+ Passward

Chagnostic
Firmware Lipgrada
Setting Backup
SMMP

Time

System Hecover

© Password

User Name : |2dmin

id Password ; [] ]

Hew User Name : éadmi-n |

Wew Password | |

Confirm New Passwaord : I I

User Name: The default is “"admin”.

Old Password: Input the original password.

New User Name: Input the new user name.

New Password: Input the changed password.

Confirm New Input the new password again for verification.
Password:

After the changes are completed, click “"Apply” to save the configuration, or click

12
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“Cancel" to leave without making any change.

4.2.2 Time

A function to calculate the correct time is available with the device. Users can either
select the embedded NTP Server synchronization function or set up a time reference. This
function enables users to know the exact time of event occurrences that are recorded in the

System Log, and the time of closing or opening access for Internet resources.

Configuring Automatic Synchronize With NTP Function

Password

Diagnostic
Firmware: Upgrade
Setting Backup
SHMP

FTime:

Systam Recover

&  Setthe local time using Network Time Protocol (NTP) automatically
O Set the local time Manually

Time Zone: | | Hong Kang (GHIT+08:00) ¥
Daylight Saving: | [JEnabled from |~ |Month|"" |Day to || |Menth |~ |Day

External NTP Servar:

Select the time zone from the "Time Zone" pull-down option list. If there is Daylight
Saving Time in the area, input it. The device will adjust the time for the Daylight Saving
period automatically. If users have their own "Time Server Address”, input the Server’s IP
address.

After the changes are completed, click "Apply” to save the configuration, or click

“Cancel" to leave without making any changes.

13
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Input Date and Time Manually

(&  Setthe local time using Network Time Protocol (NTP) automatically

=) Set the local time Manually

N5 |Wours [4¢  |minutes 47  |Seconds
1z |Month [z \Day ZO0B | Year
Symralky Gemesl

Input the correct date and time in the boxes.

After the changes are completed, click “"Apply” to save the configuration, or click

“Cancel" to leave without making any changes.

14
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5 - Network

5.1 Network Connection

HostName: |2 WAN Broadband Routar [Required by some ISP)

Oomain Name: | |Z_WAN Broadband Router _kRequired by some |SPs)

© LAN Setting
MAL Addrass S_DI_:E ‘.E Jﬁ.{ﬁi_!be_
' ( Default: 30-7¢.95.99.94 be)
Device |P Address: | |192° | j188 | |1 | |1

Subnet Mask:; :255— 5:'3_5.5_. | i.:'2_5.5_j A

Multiple Subnel Setiing

No. Subnet
0 WAN Setting
Interface Conneciion Type Config.
WAN 1 . Qt}tain anif a_y_tq_mgtl-:;all_y _ m
WAN 2 Obtain an IF automatically Edit

[ Set WAN 2 Become DMZ Port
(el [l |
5.1.1 Host Name and Domain Name

Host Name : | [2_WAN Broadband Router (Required by some ISPs)

Domain Name : EE_W-H_Br-D&dbﬂnd_Rﬂuter [Required by some ISPs)

Device name and domain name can be input in the two boxes. Though this

15
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configuration is not necessary in most environments, some ISPs in some countries may

require it.

5.1.2 LAN Setting

© LAN Setting

MAC Address: | |08 |.3b _ba |[.8a BT |.b9
{ Default: 08-3b-ba-8a-67-b9)

Device IP Address : | 192 | 185 | |1 !

Subnet Mask: | |235 | 255 | |255 | |0

Multiple Subnet Setting

| Adast |

Ho. Subnet

This is configuration information for the device current LAN IP address. The default
configuration is 192.168.1.1 and the default Subnet Mask is 255.255.255.0. It can be

changed according to the actual network structure.

In addition, the function of the MAC address is for the users' convenience. If a static
ARP has been configured in the Intranet PC, it is not necessary to reconfigure the static IP

for the original PC. All that is necessary is to modify the static ARP IP to map with the MAC.

After the changes are completed, click "Apply” to save the configuration, or click

“Cancel" to leave without making any changes.

Multiple Subnet Setting

This function enables users to input IP segments that differ from the router network
segment to the multi-net segment configuration; the Internet will then be directly
accessible. In other words, if there are already different IP segment groups in the Intranet,
the Internet is still accessible without making any changes to internal PCs. Users can make

changes according to their actual network structure.

16
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LAN |P Address - | || L
SubnetMask: | || |

Click "Add/Edit"” to enter the configuration page, as shown in the following figure.

Input the hrespective IP addresses and subnet masks.

17
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5.1.3 WAN Setting

© WAN Setting

interface Connection Type Config,
WAN 1 _ Cbtain an [P autornaticaly m
WA 2 Obtain an [F automatically Edit

Select how many WANSs to be configured. The default is four. User can

Please choose change the number based on the needs.

how many
WAN ports you

prefer to use:

Interface: An indication of which port is connected.
Connection WAN configuration and internet connection status. This can be
Type: classified into five categories:

® Obtain an IP automatically

® Static IP connection

® PPPoE (Point-to-Point Protocol over Ethernet)
® PPTP (Point-to-Point Tunneling Protocol)

® Transparent Bridge

A modification in an advanced configuration: Click Edit to enter the

Config.: advanced configuration page.

WAN and the Internet Connection Configuration

Obtain an Automatic IP automatically:

This mode is often used in the connection mode to obtain an automatic DHCP
IP. This is the device system default connection mode. It is a connection mode in which
DHCP clients obtain an IP address automatically. If having a different connection mode,
please refer to the following introduction for selection of appropriate configurations. Users
can also set up their own DNS IP address. Check the options and input the user-defined
DNS IP addresses.

18
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Interface: |W-H2

WAN Connection Type: |Obtain an IF sutomatically

[lUse the Following DN 5 Server Addresses
ONS Server(Required) :

DNS Server(Optional)

[ ] Enabled Line-Dropped Scheduling
Shared-Circuit VWAN environment: ) Yes (MO (Filter broadcast padkets from WAN)
MTU: (& Auto O Manual bites

Beek ) ( Awsly ) ( Cemeel

Use the following DNS Select a user-defined DNS server IP address.

Server Addresses:

DNS Server: Input the DNS IP address set by ISP. At least one IP
group should be input. The maximum acceptable is two
IP groups.

Enable Line-Dropped The WAN interruption schedule will be activated by

Scheduling: checking this option. In some areas, there is a time

limitation for WAN connection service. For example:
the optical fiber service will be interrupted from 0:00
am to 6:00 am. Although there is a standby system in
the device, at the moment of WAN interruption, all the
external connections that go through this WAN will be
interrupted too. Only after the interrupted lines are
reconnected can they go through the standby system
to connect with the Internet. Therefore, to avoid a
huge number of interruptions, users can activate this
function to arrange new connections to be made
through another WAN to the Internet. In this way, the
effect of any interruption can be minimized.

Line-Dropped Period Input the time rule for interruption of this WAN service.

Line-Dropped Scheduling |Input how long the WAN service may be interrupted
before the newly added connections should go through
another WAN to connect with the Internet.

Shared- Circuit WAN Choose whether this WAN share bandwidth with others

. from the same circuit or not
environment

19
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MTU Input the packet maximum transmission unit of this
WAN

After the changes are completed, click “"Apply” to save the configuration, or click

“Cancel" to leave without making any changes.
Static IP

If ISP issue a static IP (such as one IP or eight IPs, etc.), please select this connection
mode and follow the steps below to input the IP numbers issued by ISP into the relevant

boxes.

Attention: Even if ISP offers a static IP address, it might be an automatic mode to
obtain a DHCP IP or to obtain a PPPoE dial-up IP. Although the IP address obtained will be

the same each time, users still must select the correct connecting mode!

Interface: |thH:z

WAN Connection Type: |Static IF
VVAN IP Address: O
Subnet Mask :

Default Gateway :

DNS ServeriRequired) :

L s A e R
L s A e R
L s A e R

o e ol o

DNS Server{Optional) :

[ ]Enabled Line-Dropped Scheduling
Shared-Circuit VWAN environment: ) Yes (MO (Filter broadcast padets from WAN)
MTU: ® Auto O Manual bites

Beck | ( Aply ) ( Cemeel

WAN IP address: |Input the available static IP address issued by ISP.

Subnet Mask: Input the subnet mask of the static IP address issued by ISP, such
as:

Issued eight static IP addresses: 255.255.255.248
Issued 16 static IP addresses: 255.255.255.240

Default Gateway: [Input the default gateway issued by ISP. For ADSL users, it is
usually an ATU-R IP address. As for optical fiber users, please

20
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input the optical fiber switching IP.

DNS Server: Input the DNS IP address issued by ISP. At least one IP group
should be input. The maximum acceptable is two IP groups.

Enable The WAN interruption schedule will be activated by checking this
option. In some areas, there is a time limitation for WAN
connection service. For example: the optical fiber service will be
Scheduling: interrupted from 0:00 am to 6:00 am. Although there is a
standby system in the device, at the moment of WAN
interruption, all the external connections that go through this
WAN will be interrupted too. Only after the interrupted lines are
reconnected can they go through the standby system to connect
with the Internet. Therefore, to avoid a huge number of
interruptions, users can activate this function to arrange new
connections to be made through another WAN to the Internet. In
this way, the effect of any interruption can be minimized.

Line-Dropped

Line-Dropped Input the time rule for the interruption of this WAN service.

Period

Line-Dropped Input how long the WAN service may be interrupted before the
newly added connections should go through another WAN to

Scheduling connect with the Internet.

Shared- Circuit |Choose whether this WAN share bandwidth with others from the

same circuit or not
WAN

environment

MTU Input the packet maximum transmission unit of this WAN

After the changes are completed, click “"Apply” to save the configuration, or click

“Cancel" to leave without making any changes.
PPPoE

This option is for an ADSL virtual dial-up connection (suitable for ADSL PPPoE). Input
the user connection name and password issued by ISP. Then use the PPP Over-Ethernet
software built into the device to connect with the Internet. If the PC has been installed with
the PPPoE dialing software provided by ISP, remove it. This software will no longer be used

for network connection.

21
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Interface: |""'J’-H2

WAM Connection Type: |FFFE
User Name:
Password :
() Connect on Demand; Max ldle Time |5 Min.

(*) Keep Alive: Redial Period 30 Sec.

] Enabled Line-Dropped Scheduling
Shared-Circuit VAN environment: () ves (MO (Filter broadcast padkets from WAN)
MTU: & Auto O Manual bytes

Beek = | Apply @ ( Cemesl

User Name: Input the user name issued by ISP.
Password Input the password issued by ISP.
Connect on This function enables the auto-dialing function to be used in a

PPPoE dial connection. When the client port attempts to
connect with the Internet, the device will automatically make a
dial connection. If the line has been idle for a period of time, the
system will break the connection automatically. (The default
time for automatic break-off resulting from no packet
transmissions is five minutes).

Demand:

Keep Alive: This function enables the PPPoE dial connection to keep
connected, and to automatically redial if the line is interrupted.
It also enables a user to set up a time for redialing. The default
is 30 seconds.

Enable The WAN interruption schedule will be activated by checking
this option. In some areas, there is a time limitation for WAN
connection service. For example: the optical fiber service will
Scheduling be interrupted from 0:00 am to 6:00 am. Although there is a
standby system in the device, at the moment of WAN
interruption, all the external connections that go through this
WAN will be interrupted too. Only after the interrupted lines are
reconnected can they go through the standby system to
connect with the Internet. Therefore, to avoid a huge number
of interruptions, users can activate this function to arrange new

Line-Dropped
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connections through another WAN to the Internet. In this way,
the effect of any interruption can be minimized.

Line-Dropped Input the time rule for the interruption of this WAN service.
Period
Line-Dropped Input how long the WAN service may be interrupted before the

newly added connections should go through another WAN to

Scheduling connect with the Internet.

Shared- Circuit Choose whether this WAN share bandwidth with others from

. the same circuit or not
WAN environment

MTU Input the packet maximum transmission unit of this WAN

After the changes are completed, click “"Apply” to save the configuration, or click

“Cancel" to leave without making any change.
PPTP

This option is for the PPTP time counting system. Input the user’s connection name and
password issued by ISP, and use the built-in PPTP software to connect with the Internet

(mostly for European countries).

Interface: |""'J’-H2

VWAM Connection Type: |FETE
WAN IP Address: (00 |0 |0 |0

Subnet Mask: © |0 |0 |0
Default Gateway : |0 0 .0 .0
User Name :
Password :
) Connect on Demand: Max Idle Time 5 Min.
() Keep Alive: Redial Period 30 Sec.

[]Enabled Line-Dropped Scheduling
Shared-Circuit WAHN environment: ) Yes (&I NO  [Filter broadcast padets fram WAN)

MTU: & Auto O Manual bytes

Beels ) ( Apply ) ( Gemesl
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WAN IP This option is to configure a static IP address. The IP address to be
configured could be one issued by ISP. (The IP address is usually
provided by the ISP when the PC is installed. Contact ISP for
relevant information).

Address:

Subnet Mask: |Input the subnet mask of the static IP address issued by ISP, such
as:

Issued eight static IP addresses: 255.255.255.248
Issued 16 static IP addresses: 255.255.255.240

Default Input the default gateway of the static IP address issued by ISP. For
ADSL users, it is usually an ATU-R IP address.

Gateway

Address:

User Name: Input the user name issued by ISP.

Password: Input the password issued by ISP.

Connect on This function enables the auto-dialing function to be used for a

D d: PPTP dial connection. When the client port attempts to connect with

emand: the Internet, the device will automatically connect with the default
ISP auto dial connection; when the network has been idle for a
period of time, the system will break the connection automatically.
(The default time for automatic break off when no packets have
been transmitted is five minutes).

Keep Alive: This function enables the PPTP dial connection to redial
automatically when the connection has been interrupted. Users can
set up the redialing time. The default is 30 seconds.

Enable The WAN interruption schedule will be activated by checking this

option. In some areas, there is a time limitation for WAN connection
service. For example: the optical fiber service will be interrupted
Scheduling from 0:00 am to 6:00 am. Although there is a standby system in
the device, at the moment of WAN interruption, all the external
connections that go through this WAN will be interrupted too. Only
after the interrupted lines are reconnected can they go through the
standby system to connect with the Internet. Therefore, to avoid a
huge number of interruptions, users can activate this function to
arrange new connections to be made through another WAN to the
Internet. In this way, the effect of any interruption can be
minimized.

Line-Dropped

Line-Dropped |Input the time rule for the interruption of this WAN service.

Period

Line-Dropped |Input how long the WAN service may be interrupted before the
newly added connections should go through another WAN to

Scheduling connect with the Internet.
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Shared- Circuit |Choose whether this WAN share bandwidth with others from the

same circuit or not
WAN

environment

MTU Input the packet maximum transmission unit of this WAN

After the changes are completed, click "Apply” to save the configuration, or click

“Cancel" to leave without making any changes.
Transparent Bridge

If all Intranet IPs are applied as Internet IPs, and users don’t want to substitute private
network IPs for all Intranet IPs (ex. 192.168.1.X), this function will enable users to
integrate existing networks without changing the original structure. Select the Transparent
Bridge mode for the WAN connection mode. In this way, users will be able to connect
normally with the Internet while keeping the original Internet IPs in Intranet IP

configuration.

If there are two WANSs configured, users still can select Transparent Bridge mode for

WAN connection mode, and load balancing will be achieved as usual.

Interface; [#ANZ

VWAN Connection Type: |Transparent Bridge
WAN IP Address ; |0 o
Subnet Mask :

Default Gateway :

OS5 Server{Optional) ;
to [0
to |0

LAN (Public) IP Range 1;
LAMN (Pubdlic) IP Range 2;

Lm0 e s s T e I o

o
o
o
DHS Server{Required) : |0
o
u]
]

o ool e o) O
o ool e o) O

[ ]Enabled Line-Dropped Scheduling
Shared-Circuit WAN environment: (O ves (& NO  [Filter broadcast padets fram WAN)
MTU: & Auto O Manual hytes

Bealk = | Aggly | Ceneel

WAN IP Input one of the static IP addresses issued by ISP.
Address:
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Subnet Input the subnet mask of the static IP address issued by ISP, such as:

Mask: Issued eight static IP addresses: 255.255.255.248 Issued 16 static IP
addresses: 255.255.255.240

Default Input the default gateway of the static IP address issued by ISP. For ADSL

Gateway users, it is usually an ATU-R IP address.

Address:

DNS Server:

Input the DNS IP address set by ISP. At least one IP group should be input.
The maximum acceptable is two IP groups.

Internal LAN

Input the available IP range issued by ISP. If ISP issued two discontinuous

IP Range: IP address ranges, users can input them into Internal LAN IP Range 1 and
Internal LAN IP Range 2 respectively.
Enable The WAN interruption schedule will be activated by checking this option.

Line-Droppe
d
Scheduling:

In some areas, there is a time limitation for WAN connection service. For
example: the optical fiber service will be interrupted from 0:00 am to 6:00
am. Although there is a standby system in the device, at the moment of
WAN interruption, all the external connections that go through this WAN
will be interrupted too. Only after the interrupted lines are reconnected
can they go through the standby system to connect with the Internet.
Therefore, to avoid a huge number of interruptions, users can activate this
function to arrange new connections through another WAN to the
Internet. In this way, the effect of any interruption can be minimized.

Line-Droppe
d Period

Input the time rule for the interruption of this WAN service.

Line-Droppe
d Scheduling

Input how long the WAN service may be interrupted before the newly
added connections should go through another WAN to connect with the
Internet.

Shared-
Circuit WAN
environment

Choose whether this WAN share bandwidth with others from the same
circuit or not

MTU

Input the packet maximum transmission unit of this WAN

After the changes are completed, click "Apply” to save the configuration, or click

“Cancel" to leave without making any changes.
DMZ Setting

For some network environments, an independent DMZ port may be required to set up
externally connected servers such as WEB and Mail servers. Therefore, the device supports
a set of independent DMZ ports for users to set up connections for servers with real IPs. The

DMZ ports act as bridges between the Internet and LANSs.
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Set WAN 2 Become DMZ Port
O DMZ Setting

Interface 1P Address _ Coanig.
DMz 0.6.0.0 Edit
iy Cemee]
Set WAN 2 To set WAN 2 as DMZ port.
Become DM2Z
Port
Interface: Indicated as a DMZ port.

IP address: Indicates the current default static IP address.

Config.: Indicates an advanced configuration modification: Click Edit to enter
the advanced configuration page.

The DMZ configuration can be classified by Subnet and Range:

Subnet : The DMZ and WAN located in different Subnets

For example: If the ISP issued 16 real IPs: 220.243.230.1-16 with Mask
255.255.255.240, users have to separate the 16 IPs into two groups: 220.243.230.1-8
with Mask 255.255.255.248, and 220.243.230.9-16 with Mask 255.255.255.248 and then

set the device and the gateway in the same group with the other group in the DMZ.

Interface: |OMZ

* Subnet ) Range (DMZ & WAN within same subnet)

DMZ IP Address: 2 | |2 | |2 | |22
Subnet Mask : |235 | (235 | |255 | |0

Shared-Circuit VWAN environment: () yesg () MO (Filter broadcast padkets from WAN)
DMZ IP Input the IP address located in the DMZ port.
Address:

Subnet Mask: (Input the subnet mask which maps to the IP address of DMZ port.

Shared-Circuit [Choose whether this WAN share bandwidth with others from the
WAN same circuit or not
environment:
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After the changes are completed, click “Apply” to save the configuration, or click

“Cancel" to leave without making any changes.

Range: DMZ and WAN within same Subnet

Interface: [OM2

' Subnet ® Range (DMZ & VAN within same subnet)
Interface :
IPRange: 0 J0  j0 0 i@
Shared-Circuit VAN environment: ) yes MO [Filter broadcast padets from WAN)
Interface: To select a WAN port as a static IP.
IP Range: Input the IP range located at the DMZ port.
Shared-Circuit |Choose whether this WAN share bandwidth with others from
WAN the same circuit or not
environment:

After the changes are completed, click "Apply” to save the configuration, or click

“Cancel" to leave without making any changes.

5.2 Traffic Management
5.2.1 Load Balance Mode

Auto Load Balance Mode

© Mode

Auto Load Balance Mode: | &) By Session ) ByIp
Strategy Routing Mode: | () strateqy Routing

Zhina Metcom Disabled »

| Self-defined Strategy© | Disabled « T

When Auto Load Balance mode is selected, the device will use sessions or IP and the
WAN bandwidth automatically allocate connections to achieve load balancing for external
connections. The network bandwidth is set by what users input for it. For example, if the
upload bandwidth of both WANs is 512Kbit/sec, the automatic load ratio will be 1:1; if one
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of the upload bandwidths is 1024Kbit/sec while the other is 512Kbit/sec, the automatic load
ratio will be 2:1. Therefore, to ensure that the device can balance the actual network load,
please input real upload and download bandwidths. (Please refer to 5.2.3 for an

explanation of bandwidth configuration).

. Session Balance: If "By Session” is selected, the WAN bandwidth will
automatically allocate connections based on session humber to achieve network

load balance.

. IP Session Balance: If "By IP” is selected, the WAN bandwidth will automatically

allocate connections based on IP amount to achieve network load balance.

Note!

For either session balancing or IP connection balancing, collocation with
Protocol Binding will provide a more flexible application for bandwidth. Users
can assign a specific Intranet IP to go through a specific service provider for
connection, or assign an IP for a specific destination to go through the WAN

users assign to connect with the Internet.

For example, if users want to assign IP 192.168.1.100 to go through WAN
1 when connecting with the Internet, or assign all Intranet IP to go through
WAN 2 when connecting with servers with port 80, or assign all Intranet IP to go
through WAN 1 when connecting with IP 211.1.1.1, users can do that by

configuring “Protocol Binding”.

Attention! When the Auto Load Balance mode is collocated with Protocol
Binding, only IPs or servers that are configured in the connection rule will follow
the rule for external connections; those which are not configured in the rule will

still follow the device Auto Load Balance system.

Please refer to the explanations in 5.2.3 Configuring Protocol Binding
for setting up Protocol Binding and for examples of collocating router modes

with Protocol Binding.
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Exclusive Mode (Remaining WAN Balance)

This mode enables users to assign specific intranet IPs, destination application service
ports or destination IPs to go through an assigned WAN for external connection. After being
assigned, the specific WAN will only support those assigned Intranet IPs, specific
destination application service ports, or specific destination IPs. Intranet IP, specific
destination application service ports and specific destination IP that is not configured under
the rules will go through other WANs for external connection. For unassigned WANSs, users

can select Load Balance mode and select session or IP for load balancing.

® Session Balance: If "By Session” is selected, the WAN bandwidth will
automatically allocate connections based on session humber to achieve network

load balance.

e IP Balance: If "By IP” is selected, the WAN bandwidth will automatically allocate

connections based on IP amount to achieve network load balance.

Note!

Only when a device assignment is collocated with Protocol Binding can the
balancing function be brought into full play. For example, an assignment
requiring all Intranet IPs to go through WAN 1 when connecting with service
port 80, or go through WAN 1 when connecting with IP 211.1.1.1, must be set

up in the Protocol Binding Configuration.

Attention: When assigning mode is selected, as in the above example, the
IP(s) or service provider(s) configured in the connection rule will follow the rule
for external connections, but those which are not configured in the rule will still
follow the device Load Balance system to go through other WAN ports to

connect with the Internet.

Please refer to the explanations in 5.2.3 Configuring Protocol Binding

for setting up Protocol Binding and for examples of collocating router mode with

Protocol Binding.

Strategy Routing Mode

If strategy Routing is selected, the device will automatically allocate external
connections based on routing policy (Shunting between Telecom and Netcom is to be used

in China) embedded in the device. All you have to do is to select the WAN which is
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connected with Netcom; the device will then automatically dispatch the traffic for Netcom
through that WAN to connect with the Internet and dispatch traffic for Telecom to go
through the WAN connected with Telecom to the Internet accordingly. In this way, the traffic

for Netcom and Telecom can be shunted.

Import Strateqgy:

A shunting policy can be defined by users too. In the “Import Strategy” window, select
the WAN or WAN group (ex. WAN 1) to be assigned and click the “Import IP Range” button;
the dialogue box for document importation will be displayed accordingly. A policy document
is an editable text document. It may contain a destination IP users designated. After the
path for document importation has been selected, click "Import”, and then at the bottom of
the configuration window click “Apply”. The device will then dispatch the traffic to the
assigned destination IP through the WAN (ex. WAN 1) or WAN grouping users designated to

the Internet.

{(*) China Netcom

T} Self-defined Strateay

|| Browse,, |

To build a policy document users can use a text-based editor, such as Notepad, which is
included with Windows system. Follow the text format in the figure below to key in the
destination IPs users want to assign. For example, if the destination IP address range users
want to designate is 140.115.1.1 ~ 140.115.1.255, key in 140.115.1.1 ~ 140.115.1.255 in
Notepad. The next destination IP address range should be keyed in the next line. Attention!
Even if only one destination IP address is to be assigned, it should follow the same format.
For example, if the destination IP address is 210.66.161.54, it should be keyed in as
210.66.161.54~210.66.161.54. After the document has been saved (the extension file

name is .txt), users can import the IP range of self-defined strategy.

31



()
\®

your future life

2WAN 4LAN Medium Scale Multi-WAN QoS Router

I Seifdefinedstrategy. txt - Notepad
Eile Edit Format Wew Help

148.115.1.1~148.115.1.255
140.116.11.1~140.116..11.31
210.66.161.54™210.66.161.54

Note!

China Netcom strategy and self-defined strategy can coexist. However, if a
destination IP is assigned by both China Netcom strategy and self-defined
strategy, China Netcom strategy will take priority. In other words, traffic to that

destination IP will be transmitted through the WAN (or WAN group) under China
Netcom strategy.

5.2.2 Network Service Detection

This is a detection system for network external services. If this option is selected,
information such “"Retry Count” or "Retry Timeout” will be displayed. If two WANs are
used for external connection, be sure to activate the NSD system, so as to avoid any

unwanted break caused by the device misjudgment of the overload traffic for the WAN.
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© MNetwork Service Detection

interface : ‘“rF"J‘“ V
Enabied
| Retry'.:E__;h‘rnes
Retry timecut 30 ”E,emnds

When Fall | | Keep System Log and Remove tha Connedlian v

When In| or % | Out bandwidth is over |2 % regarded as normal.
Default Gateway
Ll | ISF Host :

[l | Remaote Hast
Ll

DMNE Lookup Host

Aply | Genes]
Interface: To select a WAN port for the NSD system.
Retry Count: This selects the retry times for network service detection. The

default is five times. If there is no feedback from the Internet in
the configured “Retry Times", it will be judged as “External
Connection Interrupted”.

Retry Timeout: | Delay time for external connection detection latency. The default
is 30 seconds. After the retry timeout, external service detection
will restart.

When Fail: (1) Generate the Error Condition in the System Log: If an ISP
connection failure is detected, an error message will be
recorded in the System Log. This line will not be removed;
therefore, the some of the users on this line will not have
normal connections.

This option is suitable under the condition that one of the WAN
connections has failed; the traffic going through this WAN to
the destination IP cannot shift to another WAN to reach the
destination. For example, if users want the traffic to 10.0.0.1
~ 10.254.254.254 to go only through WAN1, while WAN2 is

not to support these destinations, users should select this

option. When the WAN1 connection is interrupted, packets for
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10.0.0.1~10.254.254.254 cannot be transmitted through
WAN 2, and there is no need to remove the connection when
WAN 1 is interrupted.

(2) Remove the Connection: If an ISP connection failure is
detected, no error message will be recorded in the System
Log. The packet transmitted through this WAN will be shifted
to the other WAN automatically, and be shifted back again
when the connection for the original WAN is repaired and
reconnected.

This option is suitable when one of the WAN connections fails
and the traffic going through this WAN to the destination IP
should go through the other WAN to reach the destination. In
this way, when any of the WAN connections is broken, other
WANSs can serve as a backup; traffic can be shifted to a WAN

that is still connected.

Detecting Feedback Servers:

Default The local default communication gateway location, such as the IP
address of an ADSL router, will be input automatically by the
device. Therefore, users just need to check the option if this
function is needed. Attention! Some gateways of an ADSL
network will not affect packet detection. If users have an optical
fiber box, or the IP issued by ISP is a public IP and the gateway is
located at the port of the net café rather than at the IP provider’s
port, do not activate this option.

Gateway:

ISP Server: This is the detected location for the ISP port, such as the DNS IP
address of ISP. When configuring an IP address for this function,
make sure this IP is capable of receiving feedback stably and
speedily. (Please input the DNS IP of the ISP port)

Remote Server: | This is the detected location for the remote Network Segment.
This Remote Host IP should better be capable of receiving
feedback stably and speedily. (Please input the DNS IP of the ISP
port).

Use DNS server | This is the detect location for DNS. (Only a web address such as
www.hinet.net is acceptable here. Do not input an IP address.) In
addition, do not input the same web address in this box for two
Name Service: different WANSs.

for Domain

After the changes are completed, click "Apply” to save the network configuration
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modification; or click "Cancel" to leave without making any change.

Note!

In the load balance mode for Assigned Routing, the first WAN port (WAN1)
will be saved for the traffic of the IPs or the application service ports that are not
assigned to the other WAN (WAN2). Therefore, in this mode, we recommend
assigning one of the connections to the first WAN. When the other WAN (WAN2)
is broken and connection error remove (Remove the Connection) has been
selected for the connection detection system, traffic will be shifted to the first
WAN (WAN1). In addition, if the first WAN (WAN1) is broken, the traffic will be
shifted to the other WAN in turn. For example, the traffic will be shifted to
WAN2.

5.2.3 Protocol Binding

Bandwidth Configuration

Automatic load balance ratio will be made according to the upstream bandwidth users
input for the two WAN ports. For instance, if the upstream bandwidth for both WANSs is
512Kbit/sec, the automatic balance ratio will be 1:1. If one WAN upstream bandwidth is
1024Kbit/sec while the other is 512Kbit/sec, the automatic balance ratio will be 2:1.
Therefore, to ensure the load can be really balanced, please input the actual upstream and
downstream bandwidth. In addition, the data users input will also affect the QoS

configuration. Please refer to 7.1.2. QoS Configuration.

After the changes are completed, click “Apply” to save the modification in network

configuration, or click “Cancel" to leave without making any changes.

© The Maximum Bandwidth provided by ISP

Upstream Bandwidih Downstream Bandwidth
S _ (Kbitisec) _ (Kbit'sec)
WAN 10000 10000
VAN 2 000 o000 |

Auto Load Balance Mode

Users can define specific IPs or specific application service ports to go through a

user-assigned WAN for external connections. For any other unassigned IPs and services,
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WAN load balancing will still be carried out.

Service 1 Lo

| Sguree IP e

Destination 1P : |0

Interface : -

Enable !

Add to Iist

Service: This is to select the Binding Service Port to be activated. The
default (such as ALL-TCP&UDP 0~65535, WWW 80~80, FTP 21 to
21, etc.) can be selected from the pull-down option list. The default
Service is All 0~65535.

Option List for Service Management: Click the button to enter the
Service Port configuration page to add or remove default Service

Ports on the option list.

Source IP: Users can assign packets of specific Intranet virtual IP to go through
a specific WAN port for external connection. In the boxes here, input
the Intranet virtual IP address range; for example: if
192.168.1.100~150 is input, the binding range will be 100~150. If
only specific Service Ports need to be designated, while specific IP
designation is not necessary, input “0” in the IP boxes.

Destination In the boxes, input an external static IP address. For example, if

. connections to destination IP address 210.11.1.1 are to be
IP: restricted to WAN1, the external static IP address 210.1.1.1 ~
210.1.1.1 should be input. If a range of destinations is to be
assigned, input the range such as 210.11.1.1 ~ 210.11.255.254.
This means the Class B Network Segment of 210.11.x.x will be
restricted to a specific WAN. If only specific Service Ports need to be
designated, while a specific IP destination assignment is not
required, input “0” into the IP boxes.
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Interface: Select the WAN for which users want to set up the binding rule.

Enable: To activate the rule.

Add To List: To add this rule to the list.

Delete To remove the rules selected from the Service List.

selected

application:

Moving Up & | The priority for rule execution depends on the rule order in the list.
A rule located at the top will be executed prior to those located
below it. Users can arrange the order according to their priorities.

Down:

After the changes are completed, click “"Apply” to save the network configuration

modification, or click "Cancel" to leave without making any changes.

Attention!

The rules configured in Protocol Binding will be executed by the device

according to their priority too. The higher up on the list, the higher the priority

of execution.

Priority

Click the “Priority” button at the right top. A dialogue box as shown in the following
figure will be displayed. Users can choose to sort the list by priorities or by interface. Click

“Refresh” and the page will be refreshed; click “Close” and the dialogue box will be closed.

Summary @ Prioity O Interface

Priority  Interfaca Service Source IP

Add Or Remove Service Ports

If the Service Port users want to activate is not in the list, users can click “"Add or
Remove Service Ports from “Service Management” to arrange the list, as described in the

following:
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Service Mame

= : L
FTF [ICF 1] [
HITF [1oP/BC 807
HTTP Secondery [ICE/BOBCTBOBD]
Brotosad HITFS [TCR/ 443 4'%%
[Tce. v
Port Range
I
v [ToR/562378023] |
TELNETSSL [1CP/5327532] “

Service Name: In this box, input the name of the Service Port which
users want to activate, such as BT, etc.

Protocol: This option list is for selecting a packet format such as
TCP or UDP for the Service Ports users want to activate.

Port range: In the boxes, input the range of Service Ports users want
to add.

Add To List: Click the button to add the configuration into the
Services List. Users can add up to 100 services into the
list.

Delete selected To remove the selected activated Services.

service:

Apply: Click the "Apply” button to save the modification.

Cancel: Click the “Cancel” button to cancel the modification.

This only works before “"Apply” is clicked.

Exit: To quit this configuration window.

Auto load Balance Setting when enabled

The collocation of the Auto Load Balance Mode and the Auto Load Mode will enable more

flexible use of bandwidth. Users can assign specific Intranet IPs to specific destination
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application service ports or assign specific destination IPs to a WAN users choose for
external connections.

Example 1: How do I set up Auto Load Balance Mode to assign the Intranet IP
192.168.1.100 to WAN2 for the Internet?

As in the figure below, select “All Ports” from the pull-down option list “Service”; and
then in the boxes of “"Source IP” input the source IP address “192.168.1.100” to “100".
Retain the original numbers “0.0.0.0” in the boxes of “"Destination IP” (which means to
include all Internet IP addresses). Select WAN2 from the pull-down option list “Interface”,

and then click “Enable”. Finally, click "Add New” and the rule will be added to the mode.

O Protocol Binding

Service Port - | All Traffic TCP&UDP/1~65535] i v/
 Service Port Msnagement |
| Source P w192 | [1ga | 1 ] [100 | 4o [100 |
DestPzfo [fo [0 [0 |10
o Lo |fo o
Interface |W;
Enabled -

[All Trae [TCPRUDF/1~655351->182.168.1 100~100(0.0.0:0~0.0.0 DJWAN 2
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Example 2: How do I set up Auto Load Balance Mode to keep Intranet IP
192.168.1.150 ~ 200 from going through WAN2 en route to Port 80?

As in the figure below, select "HTTP [TCP/80~80]" from the pull-down option list
“Service”; and then in the boxes for “Source IP” input 192.168.1.150” to “200". Retain the
original numbers “0.0.0.0” in the boxes of “Destination IP” (which means to include all
Internet IPs addresses). Select WAN2 from the pull-down option list “Interface”, and then

click “"Enable”. Finally, click "Add New” and the rule will be added to the mode.

© Protocol Binding

Senvice Port. | HTTP [TCR/B0-E0] i
| Source IP wllme | f1es [ 1 [0 |tal
Destip: 0 .o | |8 ]t
0 |lo o o

Interface: | WAN 2 [
ot

Enabled

[ HTTP [TCR80-80}>192 168 1.0-0(0.0.0.0~0.0.0 G)WAN 2

Bhioy Telby Ay | G

Example 3: How do I set up Auto Load Balance Mode to keep all Intranet IPs from
going through WAN2 en route to Port 80 and keep all other services from going
through WAN1?

As in the figure below, there are two rules to be configured. The first rule: select "HTTP
[TCP/80~80]" from the pull-down option list "Service”, and then in the boxes of Source IP

40



()
s

your future life

2WAN 4LAN Medium Scale Multi-WAN QoS Router

input "192.168.1.0” to “0” (which means to include all Intranet IP addresses). Retain the
original numbers “0.0.0.0” in the boxes of “Destination IP” (Which means to include all
Internet IP addresses). Select WAN2 from the pull-down option list “Interface”, and then
click “Enable”. Finally, click "Add New” and the rule will be added to the mode. The device
will transmit packets to Port 80 through WAN2. However, with only the above rule, packets
that do not go to Port 80 may be transmitted through WAN2; therefore, a second rule is
necessary. The second rule: Select “All Ports [TCP&UDP/1~65535]" from the pull-down
option list "Service”, and then input"192.168.1.2 ~ 254" in the boxes of "Source IP”. Retain
the original numbers "0.0.0.0” in the boxes of "Destination IP” (which means to include all
Internet IP addresses). Select WAN1 from the pull-down option list “Interface”, and then
click “Enable”. Finally, click "Add New” and the rule will be added to the mode. The device

will transmit packets that are not going to Port 80 to the Internet through WAN1.

© Protocol Binding

Sanvice Port !H'I_I'F' [TCFfa0~a0! v

| Source IP vtz | fies | 1

D g 0|
Dest IP: (0 |I:| | @ 1o ta
oo | fo | |:|_ ;D_'

Interfage . | WAN 2 v

Enabled

[ & =142 168:1.0~000.0.0.0~0.0.0 0)WAN 2
All Traffic [TCR&UDPM~65535]=192 1681 2~254{0,0.0.0~0.0.0,0)WAN 1
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Configuring Assigned Routing Mode for Load Balance Mode

IP Group: This function allows users to assign packets from specific Intranet IPs or to
specific destination Service Ports and to specific destination IPs through an assigned WAN
to the Internet. After being assigned, the specific WAN will only support those assigned
Intranet IPs, destination Service Ports, or destination IPs. Those which are not configured
will go through other WANs for external connection. Only when this mode is collocated with

“Assigned Routing” can it bring the function into full play.

Example 1: How do I set up the Assigned Routing Mode to keep all Intranet IPs
from going through WAN2 when the destination is Port 80, and keep all other
services from going through WAN1?

As in the figure below, select "HTTP[TCP/80~80]" from the pull-down option list
“Service”, and then in the boxes of “"Source IP” input *192.168.1.0 ~ 0” (which means to
include all Intranet IP addresses). Retain the original numbers “0.0.0.0” in the boxes of
“Destination IP” (Which means to include all Internet IP addresses). Select WAN2 from the
pull-down option list “Interface”, and then click “Enable”. Finally, click "Add New” and the
rule will be added to the mode. After the rule is set up, only packets that go to Port 80 will
be transmitted through WAN2, while other traffic will be transmitted through WAN1.
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0 Protocol Binding

Senvice Port - | HTTP [TCP/a0~80] v

Source IP v ez [ es [t |0 Jlo |

Dast|P-§i_J" ||:| Lo 1l ]t

Interface ,anp_ 3.4

Enabled - [¥]

[HTTP [TCP/a0-801>192 168 1.0~0(0.0.0.0~0.0.0.0)WAN 2

Shawy Telele . Apply | G

Example 2: How do I configure Protocol Binding to keep traffic from all Intranet
IPs from going through WAN2 when the destinations are IP 211.1.1.1 ~
211.254.254.254 as well as the whole Class A group of 60.1.1.1 ~ 60.254.254.254,
while traffic to other destinations goes through WAN1?

As in the following figure, there are two rules to be configured. The first rule: Select “All
Port [TCP&UDP/1~65535]" from the pull-down option list “"Service”, and then in the boxes
of “Source IP” input "192.168.1.0 ~ 0” (which means to include all Intranet IPs). In the
boxes for “Destination IP” input "211.1.1.1 ~ 211.254.254.254". Select WAN2 from the
pull-down option list “Interface”, and then click “Enable”. Finally, click "Add New” and the
rule will be added to the mode. The second rule: Select “All Port [TCP&UDP/1~65535]" from
the pull-down option list “"Service”, and then in the boxes of "Source IP” input *192.168.1.0
~ 0" (which means to include all Intranet IPs). In the boxes of “Destination IP” input
"211.1.1.1 ~ 60,254,254,254". Select WAN2 from the pull-down option list “"Interface”, and
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then click “Enable”. Finally, click "Add New”, and the rule will be added to the mode. After
the rule has been set up, all traffic that is not going to the assigned destinations will only be
transmitted through WAN1.

0 Protocol Binding

Service Port: | All Traffic [TCP&UDP/1~85535] v |

|SourcelP  wif1ez |18 [[1 [0 [wfo |
DestiP:fait [ [t |t [t [t
w3 o
Interface | WAN 2 |
Enabled -

Al Traffic [TCPAUDP/1~65535]=192 1681 0~0(60.1.1.1~60.254 254 254)WAN 2
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6 - Port Management

Through the device, users can easily manage the setup for WAN ports, LAN ports and
the DMZ port by choosing the number of ports, speed, priority, duplex and enable/disable
the auto-negotiation feature for connection setting of each port.

6.1 Port Setup

¥ Saetup

Status

PortiD | Interface Disabled  Priority Speed Status Duplex Status Auto Meg. VLAN
: | 3 ! fm“g} ! ! .
> | LAN ] ‘Normal v | ' 'I'vu«rn |
3 . LAN | -_Normal lr . |Wv=
4 . LAN | -_Normal lr . |W\:I
DMZAnternet. WANZ | Cl -_NUrmEll z |
Intermet | WANT | ] _-__Nnrmal_ \_r .

Pypely G,

Mirror Port

Users can enable Port 1 as Mirror Port. All outbound traffic will be duplicated to the
mirror port. So, users can monitor or filter the packets through the gateway. If you activate
the function, you can see the physical port status in the homepage will be showed Port 1 as
“Mirror Port.”
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© Physical Port Status

Fort D 1 2 3 4
Irterface | Mirror Fort LA

Status Enabled Enabled Enabled
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Ethernet Port Settings

Port ID: Display the order of each port.

Interface: The type of each port, including LAN1~LAN 4, WAN1~WAN2 and
DMZ. According to the current network configuration settings, the
setup of these ports will be adjusted automatically.

Disabled: This feature allows users turn on/off the Ethernet port. If selected,
the Ethernet port will be shut down immediately and no connection
can be made. The default value is "on".

Priority: This feature allows users to set the high/low priority of the packet
delivery for the Ethernet port. If it is set as High, the port has the
first priority to deliver the packet. The default value is "Normal”.

Speed Status: This feature allows users to select the network hardware connection
speed for the Ethernet port. The options are 10Mbps and 100Mbps.

Duplex Status: |This feature allows users to select the network hardware connection
speed working mode for the Ethernet. The options are full duplex
and half duplex.

Auto Neg.: The Auto-Negotiation mode can enable each port to automatically
adjust and gather the connection speed and duplex mode.
Therefore, if Enabled Auto-Neg. selected, the ports setup will be
done without any manual setting by administrators.

VLAN: This feature allows administrators to set the LAN port to be one or
more disconnected network sessions. All of them will be able to log
on to the Internet through the device.

Members in the same network session (within the same VLAN) can
see and communicate with each other. Members in different VLAN
will not know the existence of other members.

In each LAN port, users may define up to 5 VLAN local network
groups.

VLAN All: Set VLAN All port to be the public area of VLAN so that it can be
connected to other VLAN networks. A server should be constructed
for the intranet so that all VLAN group can visit this server. Set one of
the network ports as VLAN All. Connect the server to VLAN All so that
computers of different VLAN groups can be connected to this server.
Moreover, the port where the administrator locates must be set as
VLAN All so that it can be connected to the entire network to
facilitate network management.
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6.2 Port Status

Through this option, users may select the Ethernet port to view the real-time

parameters as illustrated below:

Sefup

k Slatus

PortID : |1 v
© Summary
Type | 10Base-T/100Base-TH
Interface | LAaN
Link Status Lip
Physical Port Status FartEnabled
Priority Marmal
Spesd Status 100 Mbps
Duplex Status Full
Auto Neg. Enabled
VLAN VAN
0O Statistics
Receive Packels Coll 7560822
Receive Packels Byte Columnt The0322
Transmil Packets Count _ J1537452
Transmit Packets Byte Count 31637452
Error Packets Count d

Reiesi

Through the general message list of the Port Status, the current port hardware setting
items will be displayed. For example, there are Network Connection Type (10Base-T /
100Base-TX / 1000Base-T), Interface, Link Status (Up/Down), Port Activity (Port Enabled),
Priority Setting (High or Normal), Speed Status (10Mbps or 100Mbps), Duplex Status (half
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duplex or full duplex), Auto Neg. (Enabled/Disabled), VLAN and so forth.

Through the message list displaying the real-time traffic of the network port, the packet
data of this port will be displayed. Data include receive/ transmit packet count, receive/
transmit packet Byte count and error packet count. Users may press the refresh button to

update all real-time messages.
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6.3 DHCP IP Issuing Server

With an embedded DHCP server, it supports automatic IP acquisition for LAN computers.
(This function is similar to the DHCP service in NT servers. It benefits users by freeing them
from the inconvenience of recording and configuring IP addresses for each PC respectively.

When a computer is turned on, it will acquire an IP address from the device automatically.

This function is to make management easier.)

FZelup
Status
|F & MAC Binding

[P Grouping

Enabled DHCP Server

© DHCP Client IP Range

Client Lease Time 1440 | minutes

Range Start: 192.168./! |.[100 |

RangeEnd: 192_168 [T .[149 |

© DNS
DNS Server{Required) 1| D | 'U_'uﬂ_ i .|:|_|

DNS Server{Optiona 2 (0 [0 [lo [lo |

O WINS

wis seiverz [0 ([0 [jo (o |

Al Eameel
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Dynamic IP
Enabled DHCP Check the option to activate the DHCP server automatic IP
Server: lease function. If the function is activated, all PCs will be

able to acquire IP automatically. Otherwise, users should
configure static virtual IP for each PC individually.

Client Lease Time: This is to set up a lease time for the IP address which is
acquired by a PC. The default is 1440 minutes (a day).
Users can change it according to their needs. The time unit
is minute.

Range Start: This is an initial IP automatically leased by DHCP. It means
DHCP will start the lease from this IP. The default initial IP
is 192.168.1.100.

Range End: This means DHCP will terminate the lease at this IP address.
The default terminal IP address is 149. Though the default
supports automatic IP acquisition for 50 computers, users
can increase or reduce the number according to their needs.

After the changes are completed, click “"Apply” to save the network configuration

modification, or click "Cancel™ to leave without making any change.
DNS (Domain Name Service)

This is for checking the DNS from which an IP address has been leased to a PC port.
Input the IP address of this server directly.

DNS Server Input the IP address of the DNS server. The default is “0".
(Required) 1:

DNS Server Input the IP address of the DNS server. The default is “0”.
(Optional) 2:

After the changes are completed, click “"Apply” to save the network configuration

modification, or click “Cancel" to leave without making any changes.

WINS Server

If there is a WIN server in the network, users can input the IP address of that server
directly.

WINS: Input the IP address of WINS. The default is “0".

After the changes are completed, click “"Apply” to save the network configuration
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modification, or click “Cancel" to leave without making any changes.

6.4 DHCP Status

This is an indication list of the current status and setup record of the DHCP server. The
indications are for the administrator’s reference when a network modification is needed.

The content of the Introduction list is as follows:

Setup
¥ Status
IP & MAC Binding

IP Grouping

©Q Status

OHCP Server : | 19216811
Dynamic [P Usead ; _‘I
Static 1P Used __l]
IP Available @ |49

Total 1P :5[1
O DHCP Client Table
Host Name | P Address MAC Address Client Lease Time . Delata _
PCATO0S 182 168,1.100 00 1a:82;70:45cd Tue Dec 2 085047 2008 i |
Rz
DHCP Server: DHCP IP address
Dynamic IP Used: The amount of dynamic IP leased by DHCP.
Static IP Used: The amount of static IP assigned by DHCP.
DHCP Available: The amount of IP still available in the DHCP server.
Total: The total IP which the DHCP server is configured to
lease.
Host Name: The name of the current computer.
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IP Address: The IP address acquired by the current computer.

MAC Address: The actual MAC network location of the current
computer.

Client Lease Time: The lease time of the IP released by DHCP.

Delete: To remove a record of an IP lease.

After the changes are completed, click “"Apply” to save the network configuration

modification, or click “"Cancel" to leave without making any change.

6.5 IP & MAC Binding

{F & MAC Binding

[P Grouping
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O IP & MAC Binding

suerr:[ || J[ ]

|
wicaasass: [ J-[ -1 ]
Nam&::

Enablad 1 []

Show new Pusee

e o et |

[l Block MAC address on the listwith wrong IF address
[C1Block MAC address not on the list

S E=T=
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O IP & MAC Binding

saicp: | [ [ ]

Mame .
Enatled © []

[]Block MAC address on the list with wrong IP address

. [F] Block MAC address not on the fist
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© |IP & MAC Binding

SiaticIF |
MAC Address <[ |- L TRl
MamE" '

Enabled : []

;f;"-_llnu:k MAC address on the list with wronag |P address

Block MAC address nat an the list

Shw Telbls ) Agly ) ( Genedl

Static IP: There are two ways to input static IP:

1. If users want to set up a MAC address to acquire IP
from DHCP, but the IP need not be a static IP, input
0.0.0.0 in the boxes. The boxes cannot be left empty.

2. If users want DHCP to assign a static IP for a PC every
single time, users should input the IP address users
want to assign to this computer in the boxes. The
server or PC which is to be bound will then acquire a

static virtual IP whenever it restarts.

MAC Address: Input the static real MAC (the address on the network card)
for the server or PC which is to be bound.

Name: For distinguishing clients, input the name or address of the
client that is to be bound. The maximum acceptable
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characters are 12. Either Chinese or English can be
accepted.

Enabled: To activate this configuration.

Add To List: To add the configuration or modification to the list.

Delete Selected | To remove the selected binding from the list.

Items:

Add: To add new binding.

Block MAC | When this option is activated, MAC addresses which are not

address on the list

included in the list will not be able to connect with the

with wrong 1IP | Internet.
address:
Block MAC | When this option is checked, user-modified IP or IP which is

address not on the
list:

not configured in the list will not be able to connect with the
Internet.

Show
User:

New IP

Select the IP/MAC which is to be bound and define a client
name for it, and then activate it.
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6.6 IP Group

The function enables users to make the same configuration for a range of continuous IP
addresses in the network. For example, if a IP range (192.168.1.100~192.168.1.110) has
been assigned to a department of a company, we can bind all the IPs together and make an
accessing rule configuration for them all at the same time, instead of configuring each IP

respectively, which takes more time and is more prone to error.

© IP Grouping
Grodp Setting
[P Group v Griupg M Delse Grou ]
Zroup Mame :
P Address : [ | | A to
Group: Select a group to which the modification is to be made.
Group Input a name for the group such as “Marketing Department”, “Sales
Department”, etc.
Name:

IP address: |Input the assigned IP range.

Add: Add a new IP.

After the changes are completed, click “"Apply” to save the network configuration

modification, or click “Cancel" to leave without making any changes.
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7 - QoS (Quality of Service)

QoS is an abbreviation for Quality of Service. The main function is to restrict bandwidth
usage for some services and IPs to save bandwidth or provide priority to specific
applications or services, and also to enable other users to share bandwidth, as well as to
ensure stable and reliable network transmission. To maximize the bandwidth efficiency,
network administrators should take account of the practical requirements of a company, a
community, a building, or a café etc, and modify bandwidth management according to the

network environment, application processes or services.

| Bandwidih

Managemant

Session Contral
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7.1 Bandwidth Management (QoS)

© The Maximum Bandwidth provided by ISP

N Upstream Bandwidth | Downstream Bandwidth
i ‘ (Kbiysec) ‘ Kbitsec)
WAN 1 ‘ 10000 | | 10000
WAN 2 | o000 | 10000

© Quality of Service

Type : & Rate Control © Priority

Interface © [] wan 1 ] Wan 2
Senvice Port- | All Traffic [TCP&UDP/A~65535) v/

|IP Address w | (152 | 188 | 1 | o o |

Directian - | Upstream sfr_|

Mini, Rate - | Kbittsec  Max Rats: ' Khitisec
) Share total bandwidth with all IP addresses.

- @ Agsign bandwidth for each IP addrass.
Enabled - []

Bandwidth Assign Tvpe

[l Enabled Smart Qos
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7.1.1 The Maximum Bandwidth provided by ISP

© The Maximum Bandwidth provided by ISP

Upstream Bandwidih Downstream Bandwidth
S _ (Kbitisec) _ (Kbit'sec)
WAN EIDDDD oo
VAN 2 ‘10000 o000 |

In the boxes for WAN1 and WAN2 bandwidth, input the upstream and downstream
bandwidth which users applied for from bandwidth supplier. The bandwidth QoS will make
calculations according to the data users input. In other words, it will guarantee a minimum
rate of upstream and downstream for each IP and Service Port based on the total actual
bandwidth of WAN1 and WAN2. For example, if the upstream bandwidths of both WAN1 and
WAN2 are 512Kbit/Sec, the total upstream bandwidth will be: WAN1 + WAN2 =
1024Kbit/Sec. Therefore, if there are 50 IPs in the Intranet, the minimum guaranteed
upstream bandwidth for each IP would be 1024Kbit/50=20Kbit/Sec. Thus, 20Kbit/Sec can

be input for “Mini. Rate” Downstream bandwidth can be calculated in the same way.

After the changes are completed, click “Apply” to save the configuration, or click

“Cancel" to leave without making any change.

Attention!

The unit of calculation in this example is Kbit. Some software indicates the

downstream/upstream speed with the unit KB. 1KB = 8Kbit.

7.1.2 QoS Configuration

To satisfy the bandwidth requirements of certain users, the device enables users to set
up QoS: Rate Control and Priority Control for certain WANs. Users can select only one of the

above QoS choices.

There are two options for bandwidth management: one is Rate Control, the other is
Priority Control. The two kinds of management cannot be used at the same time. Network

administrators must choose one or the other based on the Intranet needs.

The network administrator can set up bandwidth or usage limitations for each IP or IP
range according to the actual bandwidth. The network administrator can also set bandwidth

control for certain Service Ports. A guarantee bandwidth control for external connections
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can also be configured if there is an internal server.
Rate Controlo

© Quality of Service
Type : & Rate Control O Priority

interface: ] wan 1 [C] WanN 2

Service Port: | All Traffic [TCPAUDF/1~65535] v
(I Address w|;[tez | [1e8 |1 |0 [t0f0
Direction 1 | Upstream v
Wini. Rate ¢ | Khitisee ~ Max Rate | Khitlseic

(¥ Shars total bandwidth with all IP addresses.
*) Assign bandwidth far each P address

Enabled - []

Bandwidth &ssign Tvpe

Interface: To select on which WAN the QoS rule should be executed. It can be
a single selection or multiple selections.

Service: To select what bandwidth control is to be configured in the QoS rule.
If the bandwidth for all services of each IP is to be controlled, select
“All (TCP&UDP) 1~65535”, If only FTP uploads or downloads need to
be controlled, select "FTP Port 21~21". Refer to the Default Service
Port Number List.

IP: This is to select which user is to be controlled. If only a single IP is to
be restricted, input this IP address, such as *192.168.1.100 to 100",
The rule will control only the IP 192.168.1.100. If an IP range is to
be controlled, input the range, such as “192.168.1.100 ~ 150”. The
rule will control IPs from 192.168.1.100 to 150. If all Intranet users
that connect with the device are to be controlled, input “0” in the
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boxes of IP address. This means all Intranet IPs will be restricted.
QoS can also control the range of Class B.

Direction: ® Upstream: Means the upload bandwidth for Intranet IP.
Downstream: Means the download bandwidth for Intranet
IP.

® Server in LAN, Upstream: If a Server for external
connection has been built in the device, this option is to
control the bandwidth for the traffic coming from outside to
this Server.

® Server in LAN, Downstream: If there are web sites built
in the Intranet, this option is to control the upload
bandwidth for the connections from outside to this Server.
For example, game servers have been built in many
Internet cafés. This rule can be used to control the
bandwidth for connections from outside to the game server
of a café to update data. In this way, game players inside
the café will not be affected.

Min. & Max. | The minimum bandwidth: The rule is to guarantee minimum
Rate: available bandwidth.

(Kbit/Sec) The maximum bandwidth: This rule is to restrict maximum available

bandwidth. The maximum bandwidth will not exceed the limit set up
under this rule.

Attention! The unit of calculation used in this rule is Kbit. Some
software indicates download/upload speed by the unit KB. 1KB =
8Kbit.

Bandwidth e Sharing total bandwidth with all IP addresses:

Sharing: If this option is selected, all IPs or Service Ports will share the
bandwidth range (from minimum to maximum bandwidth).

® Assign bandwidth for each IP address:

If this option is selected, every IP or Service Port in this range
can have this bandwidth (minimum to maximum.). For
example: If the rule is set for the IP of each PC, the IP of each PC
will have the same bandwidth.

Attention: If "Share-Bandwidth” is selected, be aware of the actual
usage conditions and avoid an improper configuration that might
cause a malfunction of the network when the bandwidth is too small.
For example, if users do not want an FTP to occupy too much
bandwidth, users can select the “Share-Bandwidth Mode”, so that
no matter how much users use FTPs to download information, the
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total occupied bandwidth is fixed.

Enable: To activate the rule.
Add To List: To add this rule to the list.

Move up & | The QoS rules will be executed from the bottom of the list to the top
Move Down: of the list. In other words, the lower down the list, the higher the
priority of execution. Users can arrange the sequence according to
their priorities. Usually the service ports which need to be restricted,
such as BT, e-mule etc., will be moved to the bottom of the list. The
rules for certain IPs would then be moved upward.

Delete To remove the rules selected from the Service List.
selected

application:

After the changes are completed, click "Apply” to save the configuration, or click
“Cancel" to leave without making any change.
Show Table

This will display all the Rate Control Rules users made for the bandwidth. Click “Edit” to

modify.
& Rule £ Interface Refres J I
¥, Max. ; :
Service Port IP Adiliress Direction Rate Rate Elandwgrl;n.ssu_m Enabled Inferface Edlit
(Khitisec) | (Khit/sec)
Priority

The Router will distribute the bandwidth as 60% (the highest) and 10% (the lowest). If
you set the service port 80 as “High” priority, the router will give 60% bandwidth to the port
80. In the other hand, if you give the port 21 as “Low"” priority, the device will only give it
10% bandwidth. The remained 30% bandwidth will be shared by other service.
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0 Quality of Service

Type: O Rate Control & Priority

Interfaee © [ wan 1 [ wan 2
Senice Port: | DNS [UDP/53-53] v

Direction ; :Upstream W
Priority: | High +
Enabled : [

Interface To select on which WAN the QoS rule should be executed. It can be a
single selection or multiple selections.

Service To select what bandwidth control is to be configured in the QoS rule.
If FTP uploads or downloads need to be controlled, select “FTP Port
21~21", Refer to the Default Service Port Number List.

Direction ® Upstream: Means the upload bandwidth for Intranet IP.
Downstream: Means the download bandwidth for Intranet IP.
Server in LAN, Upstream: If a Server for external connection
has been built in the device, this option is to control the

bandwidth for the traffic coming from outside to this Server.

Server in LAN, Downstream: If there are web sites built in the
Intranet, this option is to control the upload bandwidth for the
connections from outside to this Server. For example, game servers
have been built in many Internet cafés. This rule can be used to
control the bandwidth for connections from outside to the game
server of a café to update data. In this way, game players inside the
café will not be affected.
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Priority High: 60% guaranteed bandwidth to the service
Low: Only 10% bandwidth offerd to the service

Enable: To activate the rule.

Add To List: To add this rule to the list.

Delete selected | T0 remove the rules selected from the Service List.

application:

Show Table: This will display all the Priority Rules users made for the bandwidth.
Click “Edit” to modify.

Apply Save the configuration

Cancel Leave without making any change
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7.2 Session Control

Session management controls the acceptable maximum simultaneous connections of
Intranet PCs. This function is very useful for managing connection quantity when P2P
software such as BT, Thunder, or emule is used in the Intranet causing large numbers of
connections. Setting up proper limitations on connections can effectively control the

connections created by P2P software. It will also have a limiting effect on bandwidth usage.

In addition, if any Intranet PC is attacked by a virus like Worm.Blaster and sends a huge

number of connection requests, session control will restrict that as well.

© Session Control

® Disabled
O Zingle |F-cannot excesd | | SBEEI0N
) ‘When single P exceed: ! black this IP's new sessians fur? | minutes
block this IP's all sessions for| [rrinutes
0 Scheduling
Applythis rute | Aways | | [0 [0 [to [0 |:]7 | (24-Hour Format)
Evaryday Stn Man Tue Wed Thu Fri Sat
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Disable:

To disable Session Control function.

Single IP cannot

exceed Session

This option enables the restriction of maximum external
connections to each Intranet PC. When the number of
external connections reaches the limit, to allow new
connections to be built, some of the existing connections
must be closed. For example, when BT or P2P is being
used to download information and the connections
exceed the limit, the user will be unable to connect with
other services until either BT or P2P is closed.

Network Service

Detection:

(When single IP
exceed limit)

@' block thie IP to add new =ession for |3 Minutez

If this function is selected, when the user’'s port
connection reach the limit, this user will not be able to
make a new connection for five minutes. Even if the
previous connection has been closed, new connections
cannot be made until the setting time ends.

D block this IP'= all connection for |3 Minutez

If this function is selected, when the user's port
connections reach the limit, all the lines that this user is
connected with will be removed, and the user will not be
able to connect with the Internet for five minutes. New
connections cannot be made until the delay time ends.

Scheduling

If “"Always” is selected, the rule will be executed around
the clock. If “From...” is selected, the rule will be
executed according to the configured time range. For
example, if the time control is from Monday to Friday,
8:00am to 6:00pm, users can refer to the following figure
to set up the rule.

Days Management:

If “Everyday” is selected, the rule will be activated for
the control time range every day. Users can choose to
activate the rule during certain days of the week.

After the changes are completed, click "Apply” to save the configuration, or click

“Cancel" to leave without making any change.
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Exempted Port or IP Service

© Exempted Service Port or IP Address

Senvice Port - | All Traflie [TCP&UDP/1~65538] v
P Address |- 18z | [ies [[1 |[0 |0 |
Enabled - []

._

ik S
Exempted Port | The important services or IPs in a company or business can be
or IP Service: configured to be free of the Connection Restriction Rule.
Service: To select a Service Port to be free of the connection rule.
Service To add or remove a Service Port.
Management:
Source To add IP addresses/Groups that are free from restriction.
IP/Group:
Enable: To activate the added rule.
Add To List: To add the rule into the list.

69



Ws®

your future life

2WAN 4LAN Medium Scale Multi-WAN QoS Router

7.3 Smart QoS

The smart QoS function enables the administrators to constrain the bandwidth occupied

automatically without any configuring.

Enabled Smart (os

When the usage of any WAN's bandwith Is over than 50 %, Enable Smart Qos{(: Always Enabled)

Sach IF's upstream bandwidih treshold(for a1l WAN) (500 | Kbisec

Each IP's downsiream bandwidth thresholditor 2l Wan) | [1000 | Khitises

ifany IF's bandwith is over madmum threshold, its madmum bandwidth will remain

LIpstream Bandwldth Khitisec WWan 2 : 300 ;Kbit-'SEC}

Downstream Bandwidth (V&N 1 |300 .iKbit-‘SE'.L': WAN 2 ;3'3'j- | Kbit'zec)

[ Enabied Penaity Mechanism

Apply this rL|Ieé_f-|_‘_i'§{§l‘f'5_ v ; o (24-Hour Format)
Everyday | Sun fan Tue Wed Thu Fri Sat
Sl Tl el Cemeel]

Enabled Smart Qos

To activate the Smart QoS function.

When the usage of any WAN's

bandwith is over than__ %o,
Enable Smart Qos(0: Always
Enabled)

When the usage of any WAN's bandwith is over
than __ %, Smart QoS will be enabled. You can
enter the needed value, the default is 60%.

Each IP's upstream bandwidth
threshold(for all WAN)

Input the allowed maximum threshold.

Each IP's downstream bandwidth
threshold(for all WAN)

Input the allowed maximum threshold.

If any IP's bandwith is over
maximum threshold, its maximum
bandwidth will remain

WAN1:__ kbit/sec
WAN2:__ kbit/sec

If any IP's bandwith is over maximum threshold,
the penalty mechanism will be activated. After
being punished, its maximum
upstream/downstream bandwidth will remain as a
determined value.

Enabled Penalty Mechanism

To activate the penalty mechanism.

70




)

your future life

2WAN 4LAN Medium Scale Multi-WAN QoS Router

Show Penalty List To show the IPs with upstream constraint -
downstream constraint and in the penalty
mechanism.

Applied Time If “"Always” is selected, the rule will be executed

around the clock. If "From...” is selected, the rule
will be executed according to the configured time
range.

71



Ws®

your future life

2WAN 4LAN Medium Scale Multi-WAN QoS Router

8 - Firewall Configuration

8.1 General Setting

The firewall is enabled by default. If the firewall is set as disabled, features such as SPI,
DoS, and outbound packet responses will be turned off automatically. Meanwhile, the
remote management feature will be activated. The network access rules and content filter
will be turned off.

Firewall: | & Enabled () Disabled

SPl | Stateful Packet Inspection) : | &) Enatled () Disabled

DoS (Deniat of Service): | & Enabled O Disabled i

Block WAN Request: | () Enabled @& Disabled
Remote Management: | O Enabled & Disabled Port |
Multicast Pass Through: | () Enabled (&) Disabled
Prevent ARP Viros Attack : | O Enabled (&) Disabled
Fouter sends ARF il | times per~second
Firewall: This feature allows users to turn on/off the firewall.
SPI (Stateful This enables the packet automatic authentication detection
Packet technology. The Firewall operates mainly at the network layer. By
Inspection): executing the dynamic authentication for each connection, it will

also perform an alarming function for application procedure.
Meanwhile, the packet authentication firewall may decline the
connections which use non-standard communication protocol.

DoS (Denial of This averts DoS attacks such as SYN Flooding, Smurf, LAND, Ping
Service): of Death, IP Spoofing and so on.

Block WAN If set as Enabled, then it will shut down outbound ICMP and
Request: abnormal packet responses in connection. If users try to ping the

WAN IP from the external, this will not work because the default
value is set as activated in order to decline the outbound

responses.
Remote To enter the device web- based UI by connecting to the remote
Management: Internet, this feature must be activated. In the field of remote

browser IP, a valid external IP address (WAN IP) for the device
should be filled in and the modifiable default control port should
be adjusted (the default is set to 80, modifiable)
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Multicast Pass There are many audio and visual streaming media on the
Through: network. Broadcasting may allow the client end to receive this
type of packet message format. This feature is off by default.

Prevent ARP Virus | This feature is designed to prevent the intranet from being
Attack: attacked by ARP spoofing, causing the connection failure of the
PC. This ARP virus cheat mostly occurs in Internet cafes. When
attacked, all the online computers disconnect immediately or
some computers fail to go online. Activating this feature may
prevent the attack by this type of virus.
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Advanced Setting:
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Packet Type: This device provide three types of data packet
transmission: TCP-SYN-Flood, UDP-Flood and ICMP-Flood.

WAN Threshold

When all packet values from external attack or from single
external IP attack reach the maximum amount (the default is
15000 packets/Sec and 2000 packets/Sec respectively), if these
conditions above occurs, the IP will be blocked for 5 minutes ( the
default is 5 minutesOBJ 176 ). Users can adjust the threshold
value and the blocking duration to effectively deal with external
attack. The threshold value should be adjusted from high to low.

LAN Threshold

When all packet values from internal attack or from single internal
IP attack reach the maximum amount (the default is 15000
packets/Sec and 2000 packets/Sec respectively), if these
conditions above occurs, the IP will be blocked for 5 minutes ( the
default is 5 minutesOBJ 176 ). Users can adjust the threshold
value and the blocking duration to effectively deal with external
attack. The threshold value should be adjusted from high to low.

Exempted Source
IP

Input the exempted source IP.

Exempted Dest. IP

Input the exempted Destination IPs.
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Show Blocked IPs

B _
.n'r,,' DoS Block List - f'l_i.mlnws Internet Explorer g@@
lﬁ__, hittpef?192.168.1 1/dos. block: table him- b

I Address Avaitable Time [ Seconds)

AL @ ErEE H100% -

To show the blocked IP list and the remained blocked time.

Restrict WEB Features:

Restrict WEB
Features:

It supports the block that is connected through: Java, Cookies,
Active X, and HTTP Proxy access.

Don’t Block Java /
ActiveX / Cookies
Proxy to Trusted

If this option is activated, users can add trusted network or IP
address into the trust domain, and it will not block items such as
Java/ActiveX/Cookies contained in the web pages from the trust

Domain: domains.
Apply Save the configuration
Cancel Leave without making any change

Restrict Application

Users can tick MSN/ Skype/ QQ/ BT and the device will block the service users ticked.
However, to provide this service for certain IP address in the intranet, users may tick the

following item and then enter the specific IP address or IP address session to use the
services which are ticked above.

After modification, press “Apply” to save the network settings or press “Cancel” to

keep the settings unchanged.
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0 Restrict Application

Biock: | [ mMsN

[ skipe

| Hoa Eemisd S0 une=r

g

Exempted IP Address: | [ 192 | |165.| [0 | [0 | o {254 |

M |192 L_ilaa'.uu | ||:| |£|i254"|

ftee | s | o [ o |4 254 |

[:[|1~32 |‘|iaa-.|_|n- !_||:| |m|254-|

Erpee jee [0 |9 |t f258 |

In the other hand, if Blocked QQ is activated, users can set the exempted QQ number
list.
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(= Exempted Q0 Humber- Windows Intemmet Explorex
(& hip#192 168.1 Lexcention gq htin

User Hame ; |
Exempted QQ Number : |

User Name : Input the information of the QQ number, etc. Qno Sales -
Exempted QQ | Input the number.

number

Add to list To add the number to the list.

Delete selected | Delete the selected rule in the list.

item
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8.2 Network Access Rule

Users may turn on/off the setting to permit or forbid any packet to access internet.
Users may select to set different network access rules: from internal to external or from
external to internal. Users may set different packets for IP address and communication port

numbers to filter Internet access rules.

Network access rule follows IP address, destination IP address and IP communications
protocol status to manage the network packet traffic and make sure whether their access is

allowed by the firewall.
8.2.1 Default Access Rule

The device has a user-friendly network access regulatory tool. Users may define
network access rules. They can select to enable/ disable the network so as to protect all

internet access. The following describes the internet access rules:
® All traffic from the LAN to the WAN is allowed - by default.
® All traffic from the WAN to the LAN is denied - by default.
® All traffic from the LAN to the DMZ is allowed - by default.
® All traffic from the DMZ to the LAN is denied - by default.
® All traffic from the WAN to the DMZ is allowed - by default.
® All traffic from the DMZ to the WAN is allowed - by default.

Users may define access rules and do more than the default rules. However, the
following four extra service items are always on and are not affected by other user-defined
settings.

* HTTP Service (from LAN to Device) is on by default (for management)

* DHCP Service (from LAN to Device) is set to on by default (for the automatic IP

retrieval)
* DNS Service (from LAN to Device) is on by default (for DNS service analysis)

* Ping Service (from LAN to Device) is on by default (for connection and test)
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Jumpm;_] /1 Page |5 "__éentries pEr page
Priority | Enabied  Action | Service Porl | Inferface Source P DesL P C%F:L?I Day | Edit  Delete
. --'-.li:;-.-' All Traffic [7] LAN - Any Ay . Always -
. Dany . AIITrafﬁc.[ﬂ . WAN1 . Any . Any . Always
. Dany . All Traffic [*} . WANZ . Any . Ay l Always

In addition to the default rules, all the network access rules will be displayed as
illustrated above. Users may follow or self- define the priority of each network access rule.

Click on Edit to define the network access rule item and press Delete to remove the item.

Press Add New Rule to create a new network access rule. Or press Return to Default

Rules to restore all settings to the default values and delete all the self-defined settings.

After modification, press “Apply” button to save the network settings or press

“Cancel” to keep the settings unchanged.
8.2.2 Add New Access Rules

© Access Rule

Action: || Allow |

Sarvics Port s || All Traffie [TCP&UDPI1~65535] Bl sevcevert Managomet |

Log: i.anl:ug o
nterface: ||LAN
Source P : || Single | |

Dest.Ip: || Single /| 1A

© Scheduling

Apply this rule | Always | ks o || | (24-HourFormay
Everyday Sun | Mom | Tue| Wed Thu  Fri  Sat

Bl Ay | Gemgel
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Service

Action: This allows setting the rule under control.

® Allow: Permits the pass of packets compliant with this
control rule

® Deny: Prevents the pass of packets not compliant with
this control rule

Service: From the drop-down menu, select the service that users grant
or do not give permission.

Service ® If the service that users wish to manage does not exist in

Management: the drop-down menu, press - Service Management to

add the new service.

® From the pop-up window, enter a service name and
communications protocol and port, and then click the
“Add to list” button to add the new service.

Interface: Select the source port whether users are permitted or not (for
example: LAN, WAN1, WAN2 or Any). Select from the
drop-down menu.

Source IP: Select the source IP range (for example: Any, Single, Range,
or preset IP group name). If Single or Range is selected,
please enter a single IP address or an IP address within a
session.

Dest. IP: Select the destination IP range (such as Any, Single, Range, or
preset IP group name) If Single or Range is selected, please
enter a single IP address or an IP address within a session.

Scheduling

Select “Always” to apply the rule on a round-the-clock basis. Select “from”, and the

operation will run according to the defined time. For example, if the control time runs from

8 a.m. to 6 p.m., Monday to Friday, users may control the operation according to the

following illustrated example.

Apply this Select "Always" to apply the rule on a round-the-clock basis .If
rule: “From” is selected, the activation time is introduced as below
.. to ...: This control rule has time limitation. The setting method is in

24-hour format, such as 08:00 ~ 18:00 (8 a.m. to 6 p.m.)

Day Control:

"Everyday” means this period of time will be under control
everyday. If users only certain days of a week should be under
control, users may select the desired days directly.

After modification, press “Apply” to save the network settings or press “Cancel” to
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keep the settings unchanged.

8.3 Content Filter

The device supports two webpage restriction modes: one is to block certain forbidden
domains, and the other is to give access to certain web pages. Only one of these two modes

can be selected.

&) Accept Allowed Domains
) Block Forbidden Domains

© Allowed Domains

[l Enabled

Block Forbidden Domains

Fill in the complete website such as www.sex.com to have it blocked.
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O Accept Allowed Domains
%) Block Forbidden Domains

© Forbidden Domains

Enabled

Diomain Name:_

| Exempted IF Address w - (O o o 1o -

Block Forbidden Domains

Click to enable this feature. The default setting is Disabled.

Domain name: Enter the websites to be controlled such as
www.playboy.com

Add to list: Click "Add to list” to create a new website to be
controlled.

Delete selected Click to select one or more controlled websites and

item: click this option to delete.

Website Blocking by Keywords
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© Website Blocking by Keywords

Enabled

Keywords : _ | (Ondy Tor english keyword.)

Exempted IP Address v |- 0 ; Ei:I o in tg |0

Click to activate this feature. The default setting is disabled. For example: If users enter

the string "sex”, any websites containing “sex” will be blocked.

Keywords: Enter keywords.

Add to list: Add this new service item content to the list.

Delete selected Delete the service item content from the list

item:

Apply: Click “Apply” to save the modified parameters.

Cancel: Click “Cancel” to cancel all the changes made to the
parameters. This act is only valid before "Apply" is used.

Accept Allowed Domains

In some companies or schools, employees and students are only allowed to access

some specific websites. This is the purpose of the fuction.
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®  Accept Allowed Domains
) Block Forbidden Domains

© Allowed Domains

Enabled

Damain Mame

Enabled: To activate the fuction. The default setting is “Disabled.”
Domain Name: Input the allowed domain name, etc. www.google.com
Add to List Add the rule to list.

Delete Selected Item | Users can select one or more rules and click to delete.

Scheduling

Select "Always"” to apply the rule on a round-the-clock basis. Select “from"”, and the
operation will run according to the defined time. For example, if the control time runs from

8 a.m. to 6 p.m., Monday to Friday, users may control the operation according to the
following illustrated example.
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© Scheduling

|

I appiythisrule | Aways w| || || [te| | | 4HourFormat)

| Everyday Sun | _I'Mon | | Tue  |'Wed | |'Thu | | Fri | |-Sat

85



N
ONO

your future life

2WAN 4LAN Medium Scale Multi-WAN QoS Router

9 . Virtual Route

Virtual Router enable the branch only has single ISP service can enjoy two different
broadband network. The branch can access another ISP network with connecting to
headquarter server with dual-bradband connection. As the result, the linking problem

between different ISP network will be sloved.

Low Speed
Single ISP WANZ WWANA
WWANT AN WANS Multiple ISP

As the figure showed above, Café A has only one ISP service. Because of narrow
bandwidth between two different ISP, the connection speed that users access to the web or
on-line game on another network will be very slow. On the other hands, Café B owns two
different ISP service. No matter what network users access to, the connection speed will be

fast.
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Café A Connects to Café B through
ISF1

ERAF R A FSAREERRERNEN SR FEE AN ANE

*Café A solves the ISP
* bandwidth problem by

-

*transfering packets to ISP 2 « | wanz o | wians
E UIALRY WAN3E & .

yiaN: « Single ISP Multiple ISP
: . =

Café A can enable virtual route function and link to Café B’s device. They can access
another ISP service through Café B’s network. It seems that Café A employ dual ISP service,
too. If users in Café A want to access to another ISP network, the link speed won’t be
restricted.
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9.1 Virtual Route (Client)

Metwark Connection

Trafic Managemeant
Protocol Binding
P Wirual Route

© Virtual Route

Binding Interface: | | WAN1 v |

Hindirg Netwark @ | | Metcome *;

Binding Service Port: | [ al >

When cannection failed. Retry every 20 |minutes

Remote Host IP Address : | |0 _5_2'3'_ |0 I3'_|
User Hame &
Password :
Status:
E ; E Ay
Enabled To activate the function.
Binding Interface To select which WAN port is binded: WAN1~WAN2
Binding Network To select the binding network: Netcome or Self-Defined.
Import IP Range Click “Browse"” to import binding IP range.

Binding Service Port | To select the port that will execute virtual route: All port,
Game, or Self-defined.

Import Port Range Click “Browse"” to import binding port range.

When connection Input the retry period when connection failed. The

. default value is 30 minutes.
failed, Retry

I 30 .
every minutes

Remote Host IP Input the IP of virtual route server.
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Address

User Name Input the user name.

Password Input the password.

Status Show the link status: Connect or Disconnect.

Self-Defined IP

To build a self-defined IP users can use a text-based editor, such as Notepad, which is
included with Windows system. Follow the text format in the figure below to key in the
destination IPs users want to assign. For example, if the destination IP address range users
want to designate is 140.115.1.1 ~ 140.115.1.255, key in 140.115.1.1 ~ 140.115.1.255in
Notepad. The next destination IP address range should be keyed in the next line. Attention!
Even if only one destination IP address is to be assigned, it should follow the same format.
For example, if the destination IP address is 210.66.161.54, it should be keyed in as
210.66.161.54~210.66.161.54. After the document has been saved (the extension file

name is .txt), users can import the IP range of self-defined strategy.

B SelfiP. txt - Notepad
File Edit Format  Yiew Help

158115 1 A™ 8115 A .255|
218,66 161 .54™2108.66.169 .54

Self-Defined Port

To build a self-defined Port users can use a text-based editor, such as Notepad, which is
included with Windows system. For example, if the destination port users want to designate is
TCP/3724~3724, key in TCP/3724~3724 in Notepad. The next destination port should be keyed
in the next line. After the document has been saved (the extension file name is .txt), users can
import the port of self-defined strategy.
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£ SelfPori.ixt - Notepad [;“EE]
File Edit Format Yiew Help

TCP/3724™3724
TCP/12347™1234
TCP/ 66668000
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10 - Advanced Setting

10.1 DMZ Host / Forwarding

© DMZ Host

DMZ Private IP Address (DMZ Host): 192 .168.0 |0

© Port Range Forwarding

Semvice Port '.»"’\H Traffic [TCR&UDPHM~55535] W

Internal IP Address - (192 | [188 | [1

Enabled - []

10.1.1 DMZ Host

When the NAT mode is activated, sometimes users may need to use applications that
do not support virtual IP addresses such as network games. We recommend that users map
the device actual WAN IPs directly to the Intranet virtual IPs, as follows:

If the "DMZ Host" function is selected, to cancel this function, users must input "0” in

the following "DMZ Private IP”. This function will then be closed.

After the changes are completed, click “"Apply” to save the network configuration
modification, or click "Cancel" to leave without making any changes.
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10.1.2 Forwarding

Setting up a Port Forwarding Virtual Host: If the server function (which means the
server for an external service such as WWW, FTP, Mail, etc) is contained in the network, we
recommend that users use the firewall function to set up the host as a virtual host, and then
convert the actual IPs (the Internet IPs) with Port 80 (the service port of WWW is Port 80)
to access the internal server directly. In the configuration page, if a web server address
such as 192.168.1.50 and the Port 80 have been set up in the configuration, this web page
will be accessible from the Internet by keying in the device actual IP address such as:
http://211.243.220.43.

At this moment, the device actual IP will be converted into "192.168.1.50"” by Port 80 to

access the web page.

In the same way, to set up other services, please input the server TCP or UDP port

number and the virtual host IP addresses.

© Port Range Forwarding

Service Port - | All Trafic [TCR&UDP/1~65635] v

Internal IP Address - 5_1"‘-3.5 ._-.il;:.é. ._'1.

Enabled = []

Service: To select from this option the default list of service ports of the
virtual host that users want to activate.

Such as: All (TCP&UDP) 0~65535, 80 (80~80) for WWW, and
21~21 for FTP. Please refer to the list of default service ports.
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Internal IP Address: | Input the virtual host IP addresses.

Enable: To activate this function.

Service Add or remove service ports from the list of service ports.
Management:

Add to list: Add to the active service content.

Service Port Management

The services in the list mentioned above are frequently used services. If the service
users want to activate is not in the list, we recommend that users use “Service

Management” to add or remove ports, as follows:

2 Service Pord Management - Waindows [nfémet Explorer [__|'T |E|
| htp:192 168 1 Lssvicel) W v

ANl Traffic [TCREUDRPN ~65535]

DN [UDFPIE3~53]

FTPTTERZ21=21]

HTTF [TCPED-a0]

HTTP Secondary [TCP/E080~-8080]
HTTPS [TCP/443~447)

HTTPS Secondary [TOP/S443-8447%
TFTR [UDPIEE-E49]

IMAP [TCR43+143)

RNTP [TERPM18~119]
PORZ[TCPH10-1100

SHMP UDPH61~161]

SKHTP [TC F'Jf25-_~'2 51

TELMET [TCP{23~23]

TELNET Secondary [TCP/8022~B023]
TELMETSSL [TEPAg2-003

DOHCPR [UDFGT~671

L2TP [UDPMATO1~1701]

[
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Service Name: Input the name of the service port users want to activate on
the list, such as Edonkey, etc.

Protocol: To select whether a service port is TCP or UDP.

Port Range: To activate this function, input the range of the service port

locations users want to activate such as 500~500 or
2300~2310, etc.

Add To List: Add the service to the service list.

Delete Selected To remove the selected services.

Services:

Apply: Click the “"Apply” button to save the modification.

Cancel: Click the “Cancel” button to cancel the modification. This only

works before “Apply” is clicked.

Exit: To quit this configuration window.

10.1.3 Port Triggering

For some special application software, the Internet accessing port numbers are
unsymmetrical. Therefore, the port numbers for this special software must be input in the

“Port Triggering”, as in the above fig.
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O Port Triggering

Application Name |
Trigger Port Range: | [ g |

Incaming Fort Range | ta

Bl Tl Haralhy Crmesl

Application Name Users can define names for special application
software. This is to make management simple.

Trigger Port Range Input the port numbers for data going from the device
to the Internet. (Such as 9000~6600).

Incoming Port Range Input the port numbers for data coming in from the
Internet to the device. (Such as 2004~2005).

Add to list Add the service to the active service list.

Delete selected To remove selected services.

application

After the changes are completed, click “"Apply” to save the network configuration

modification, or click “*Cancel" to leave without making any changes.

The following are frequently used ports that have to be configured with the functions

introduced above.

Application Outgoing Control | Incoming Data
Battle.net 6112 6112
DialPad 7175 51200 5120151210
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ICUII 2019 2000-2038 - 2050-2051
2069 - 2085 > 3010-3030
MSN Gaming Zone | 47624 2300-2400 - 28800-29000
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10.2 UPnP

UPNnP (Universal Plug and Play) is a protocol set by Microsoft. If the virtual host supports
UPNP system (such as WindowsXP), users should also activate the PC UPnP function to work
with the device.

The function supports UPnP Forwarding. If you want to set a virtual gateway, you can
use this fuction or set “"Forwarding” introduced before. Do not duplicate to configure to
prevent interfering.

UPnP Function {Automatically Mapping): O Yes (& NO

© UPRP Mapping

Service Port: | DNS [UDPI53-253] v

Host Mame or [P Address

Enabled = []

Sy Telalkz Aty Cemes]

Service: To select the UPnP service number default list here; for
example, WWW is 80(80~80), FTP is 21~21. Please refer to
the default service number list.

Host Name or IP Input the Intranet virtual IP address or nhame that maps with
Address: UPnP such as 192.168.1.100.
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Enabled:

To activate this function.

Service Management:

Add or remove service ports from the management list.

Add To List:

Add to active service content.

Delete selected item:

To remove selected services.

Show Tables:

This is a list which displays the current active UPnP functions.

After the changes are completed, click “"Apply” to save the network configuration

modification, or click “Cancel" to leave without making any change.
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10.3 Routing

In this chapter we introduce the Dynamic Routing Information Protocol and Static
Routing Information Protocol.

© Dynamic Routing

Working Mode: | (£ Gateway O Router
RIB: | (O Enabled & Disabled
Recelve RIP versions:

Transmit RIP versions ;

© Static Routing

DestiP:[ |

Subnethask’ | |

Gateway | | |
Hop Count: |

Imerface . 'LAN v

Sty Tella | Agly | Canee

10.3.1 Dynamic Routing Information Protocol

The abbreviation of Routing Information Protocol is RIP. There are two kinds of RIP in
the IP environment — RIP I and RIP II. Since there is usually only one router in a network,

ordinarily just Static Routing will be used. RIP is used when there is more than one router
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in a network, and if an administrator doesn’t want to assign a path list one by one to all of
the routers, RIP can help to refresh the paths.

RIP is a very simple routing protocol, in which Distance Vector is used. Distance Vector
determines transmission distance in accordance with the number of routers, rather than
based on actual session speed. Therefore, sometimes it will select a path through the least

number of routers, rather than through the fastest routers.

© Dynamic Routing

Working Mode: | &) Gateway O Router
RiP: | () Enabled (%) Disablad
Receiva RIP versions :

Transmit RIP versions :

Working Mode: To select the working mode of the device: NAT mode or

router mode.

RIP: Click “Enabled” to open the RIP function.

Receive RIP versions: | Use Up/Down button to select one of "None » RIPv1
RIPv2: Both RIPv1 and v2” as the "TX" function for
transmitting dynamic RIP.

Transmit RIP Use Up/Down button to select one of "None > RIPv1 :
RIPv2-Broadcast : RIPv2-Multicast” as the "RX"

versions: function for receiving dynamic RIP.

After the changes are completed, click “"Apply” to save the network configuration

modification, or click “Cancel" to leave without making any change.

10.3.2 Static Routing Information Protocol

When there are more than one router and IP subnets, the routing mode for the device
should be configured as static routing. Static routing enables different network nodes to
seek necessary paths automatically. It also enables different network nodes to access each
other. Click the button “Show Routing Table” (as in the figure) to display the current
routing list.
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© Static Routing

Dast P
Subnet Mask:
zateway
Hop Count: | ]
Interface | | LAN v:

| Acdpomt |

iy Tkl (Al EimeEl]

Destination IP and | Input the remote network IP locations and subnet that is to be
Subnet Mask: routed. For example, the IP/subnet is
192.168.2.0/255.255.255.0.

Default Gateway: | 1he default gateway location of the network node which is to be
routed. Such as 192.168.2.1

Hop Count: This is the router layer count for the IP. If there are two routers
under the device, users should input “2” for the router layer; the
default is "1”. (Max. is 15.)

Interface: This is to select "WAN port” or "LAN port” for network
connection location.

Add To List: To add or remove a device.

Display selected To display the current routing list.

IP:

After the changes are completed, click “"Apply” to save the network configuration

modification, or click “*Cancel" to leave without making any changes.

101



)

your future life

2WAN 4LAN Medium Scale Multi-WAN QoS Router

10.4 One-to-One NAT Mapping

As both the device and ATU-R need only one actual IP, if ISP issued more than one
actual IP (such as eight ADSL static IPs or more), users can map the remaining real IPs to

the intranet PC virtual IPs.
Application

If any application such as Network Game, which does not support virtual IP addresses,
is used, we recommend that users map the actual Internet IP directly to the virtual Intranet

IP. Follow the next example to input IP addresses:
Example

Users have five available IPs - 210.11.1.1~5, one of which, 210.11.1.1, has been
configured as a real IP for WAN, and is used in NAT. Users can respectively configure the

other four real IPs for Multi-DMZ; as follows:
210.11.1.2> 192.168.1.3
210.11.1.3> 192.168.1.4
210.11.1.4> 192.168.1.5

210.11.1.5> 192.168.1.6

Attention!

The device WAN IP address can not be contained in the One-to-One NAT

IP configuration.

One-to-One NAT:| To activate or close the One-to-One NAT function. (Check to activate
the function).

Private IP Range| To input the Private IP address for the Intranet One-to-One NAT
Begin: function.

Public IP Range | To input the Public IP address for the Internet One-to-One NAT
Begin: function.

Range Length: The numbers of final IPs of actual Internet IPs. (Please do not include
IPs in use by WANSs.)

Add To List: Add this configuration to the One-to-One NAT list.

Delete selected | To remove a selected One-to-One NAT list.
Item:
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Attention!

The One-to-One NAT mode will change the firewall working mode. If this
function has been set up, the Internet IP server or PC which is mapped with a
LAN port will be exposed on the Internet. To prevent Internet users from
actively connecting with the One-on-One NAT server or PC, please set up a

proper denial rule for access, as described in Chapter 8 Firewall.

After the changes are completed, click "Apply” to save the network configuration

modification; or click "Cancel" to leave without making any changes.
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10.5 DDNS (Dynamic Domain Name Service)

DDNS supports the dynamic web address transfer for QnoDDNS.org.cn ~ 3322.0rg -
DynDNS.org and DtDNS.com. This is for VPN connections to a website that is built with
dynamic IP addresses, and for dynamic IP remote control. For example, the actual IP
address of an ADSL PPPoE time-based system or the actual IP of a cable modem will be
changed from time to time. To overcome this problem for users who want to build services
such as a website, it offers the function of dynamic web address transfer. This service can

be applied from www.gno.com.tw, www.3322.0org, www.dyndns.org, or www.dtdns.com,

and these are free.

O DDNS
Interface Bynamic Bomain Name Status Confg,
Dyndns.— Dyndns Disabted
3322 — 3322 Disabled .
M : !
L il Dtdns— Dtdns Disabled 2
Qnoddng— _ Cinoddns Disabled
Dyndns— Dyndns Disabled
33— 3322 Dizabled y
[AN 2 :
Wi Didns:— Dtdns Disabled =
Onoddns— Gnoddns Disabled

Click the hyperlink “"Edit” of the respective configuration to enter it.
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Interface: (AN
¥] DynDNS.org
Usier Name ! Rmgmied
Passwoard : | {The Password can't contain "password’ )
Bynamic Domain Hame : 1t
VAN 1P Address:
Status: | Mot Updated.
User Name : Ressts
Pasgword : | {The Password can't contain "password’ )
Bynamic Domain Hame : |
VAN 1P Address :
Status ;| Mot Updated.
[] DiDNS.com
] QnoDDMNS.org.cn
Bl ey Eeimpg]
Interface: This is an indication of the WAN port the user has selected
Check either of the boxes before DynDNS.org, 3322.0rg,
[] DynDNS.org DtDNS.com and QnoDDNS.org.cn to select one of the four
[] 3222.0rg DDNS website address transfer functions.
[] DtDNS.com

[] QnoDONS.org.cn

User Name: The name which is set up for DDNS.

Input a complete website address such as
abc.qnoddns.org.cn as a user name for QnoDDNS.

Password The password which is set up for DDNS.

Host Name: Input the website address which has been applied from DDNS.
Examples are abc.dyndns.org or xyz.3322.org.

Internal 1p| Input the actual dynamic IP address issued by the ISP.

Address:

Status: An indication of the status of the current IP function refreshed
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by DDNS.

After the changes are completed, click “"Apply” to save the network configuration

modification, or click "Cancel" to leave without making any changes.

Registering Qno DDNS

1 - First, go to Qno’s web site http : //www.gno.com.tw to register the product.

£ B 5 i 7 £

/4 P8 IS RES 1A 1
1 EEES BB
I & B -

ELADEER PSRRI R B A T (LU T fiono ) 4855 BT RIEERER: - B
HEREL T A AR EERERENAMEFE  FTEERESET EAEHTE
E AT OnofT IR RTS « Fub B LEEI R ER - TRSEEA -

2 RETEER

rnoB T & http: M www qno.com. tw, https/ fwww. qno . cn SR EEEE
Sl Tl - QnollNZFESERETE « SEGE LTS - B SR EEEEMEE
SH  mEAREEA - AT REES{LAE S EBIET « (noE R EEE BRI
Doy 5t RE e I HCookie Files#E R HAEAEREES o

PR EE

WELETRIEE A ERAESTAE ey BE - E5 - BF -
FR - BRSO EEE - GEE - BTEREMHEEIEERE  §57TA
HH RS - B AR ESIE T A AELE .

4 RETE Iy

FubEER EAFET SR AN - S LFRTE (HEEFES) - BREH
B A RIERED - WEHE L BEEEFSHENEREZ ANTEES
B =

W #OERERR L LS MER PR RS PN

T—# | TEE |

2 - Input the e-mail address which users used to register this product and the product’s

serial number to log in to the QnoDDNS Service System.

Be sure to input an available e-mail address so that the password sent from the system

to activate QnoDDNS service can be received after the domain name registration.
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fdgm-ﬁ

N =, 3 your future life

Chbns &

[ AR e 7)

{ESEE 7 S M oo e |
{ CnoDDNSIRTEEREE )

MFEAFZONoDONSIETS + A& HEERE" OnoEEEfiahiemE A R T - ShinEs -
Copyright © 2007-2008 Ono Technology Inc. All rights reserved.
BICPE070005248%

3. The Rule for Applying a Domain Name:

® The Domain should have at least four letters and no more than 63 letters.

® The Domain name should only consist of a-z (lowercase letter) and 0-9
(numerals) and the first character should be an English letter.

® The Domain name should not contain special symbols such as “.”, *-", “_",
etc.

® For products with two WANSs, users can apply no more than two DDNS
configurations.

® For products with four WANSs, users can apply no more than four DDNS
configurations.

® For products with eight WANs (or over), users can apply no more than four
DDNS configurations.
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= EHEEH -

S

Eimadl

FFEf

HU5E
Wan# &
BaiE A IF
{El iR 2R e

= B AR Y o

1. MEEHFQONoDDONSIETS - HE HEEHRE" QnoteEETiEah - AR TEER: -

2. EREEHE" B EEMET - REaiETE-63ETE) -

I EREEE" DR S E - 0-0E S ERERE » BE—ETEEEETT TR -

4, "EREEE"ATILEFEE oo des FUEITFEER |

5. {ERAEEE" TEEEAIREn s S e e - ) B )

6. 2 Wan FRFIELGS 85 2 3DDNIERTE -

7. 4 Wan FRFIELGS BEE 4 3ADDNIERTE -

8. 8 Wan RFIELGS BEE 4 3ADDNIERTE -

9. ERE QnoDDMNS Zg » SEAERESTEESL Y " Fifes " IERE © S5 iR - iR -
10, NEEEEESREEERNTPIRFS R E i hEies - SF= iR aEasRiir FahEH -
11, Qno NTP Server : 1, ntp.gnoddns.org.cn 2, ntp.ddns.org.ch
12, HNTP Server : 1. TR S 2. 5iEPEEEVTEAH 3. EFEmHNTE Server -
13, EiiEEE3IEsEe® QnoDDNSIEFER S -

:: BEHIE B -
B A E =
B mmae | Ft e ¢ | Toddns orgen v
faref HHEs 4 $HDDNS
B A E =
R mmEeR: I s - Iqmddns.u:urg.cn;l
B A E =
i {EHEAHE : I - anﬂddns.u:ur_g.cn;l
B A E =
F3E {EHEAHE : I i EH : |unoddnsorzen =]
B A E =
4 {EHEAHE : I - anﬂddns.u:ur_g.cn;l
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10.6 MAC Clone

This function is mainly for two-way cable modem users so that if the network card is
locked, wusers can input the original network hardware address (MAC

Address:00-xx-xx-xx-xx-xx) to unlock the card.

© MAC Clone
interface MALC Addrecs Conid,
WAM 1 08-c5-3b-ca-a7-1¢ Edit
WAN 2 38-40-2a-dd-bc-02 Edi

Select the WAN port to which the configuration is to be edited; click the hyperlink to
enter and edit its configuration.

Interface: AR

User Defined WAN MAC Address | @ [08 [les ab [ea Lt [1e |
(Default 08-c5-3b-c3-e7-1c)
MAC Address from this PE:| (O 00-1a-92-70-43-cd

Beck. ) Aggly | Gemssl

Interface: This is an indication of the WAN port the user selects

Check the option to activate or disable this function.
(%) Enabled (' Disabled

User Defined WAN The default MAC location of the current equipment.
MAC Address:

MAC Address from Current address of MAC that is connected with this PC.

connected device:

After the changes are completed, click "Apply” to save the network configuration

modification, or click "Cancel" to leave without making any change.
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11 - System tools, ports and security settings

This chapter introduces operation methods of some tools, port management and
network security settings. These settings facilitate user management of the device and

device ports so as to enhance the device security.
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11.1 Diagnostic

Password

F Biagnostic
Firmware Lipgradsa
Setting Backup
SMNMP
Time

System Recover

The device provides a simple online network diagnostic tool to help users troubleshoot
network-related problems. This tool includes DNS Name Lookup (Domain Name Inquiry
Test) and Ping (Packet Delivery/Reception Test).

) DNS Name Lookup &' Ping
Fing hostor IR address : @IiE-é._'a_S."i i il @
Status: Tesi Sucoeeded
Faclets: &4 transmitted, 414 received, 0% loss
Minlmun =18 ms
Round Trip Time fMaximun= 29 ms

Averaoe =48 mMs

Domain Name Inquiry Test (DNS Name Lookup)

On this test screen, please enter the host name of the network users want to test. For
example, users may enter www.abc.com and press "Go" to start the test. The result will be
displayed on this page.

&' DNS Mame Lookup ) Ping
Look up the name :iwww. google, com i
Mame: W gaogla.com
Address: 66.24989 104

Ping - Packet Delivery/Reception Test

This item informs users of the status quo of the outbound session and allows the user
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to know the existence of computers online. On this test screen, please enter the host IP that

users want to test such as 192.168.5.20. Press "Go" to start the test. The result will be
displayed on this screen.

) DMNS Name Lookup &) Ping
Fing hostor 1P address @iE-S._'E;S_'i i i [EJ
Status: Test Succesded
Faclets &4 transmitted, 414 received, 0% loss
Minlmun = 18 ms
Round Trip Time fMaximun= 29 ms

Averaoe =48 mMs
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11.2 Firmware Upgrade

Users may directly upgrade the device firmware on the Firmware Upgrade page. Please
confirm all information about the software version in advance. Select and browse the

software file, click "Firmware Upgrade Right Now" to complete the upgrade of the
designated file.

Note: Users must not exit this screen during upgrade. Otherwise, the upgrade may
fail.

System Tool
Fasswaord

Diagnostic

v Firmware Upgrade

‘Setting Backup
SMNIMP
Time

System Recover

0O Firmware Upgrade

Warming ; 1. When choosing previous: firmwwars versions, all setings will restore beck to default value

Upgrading firmwrarse may aks 4-few minutes: pleazs dont turn off the powst or preg=the Res=l botton.

ba¥ R =

Fiease dont clese the window ar d2connect the link, during the uporade progsss
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11.3 Setting Backup

Fasesword

Chagnostic

Firmware LIpgrade

F Setting Backup
SMMP
Time

Systam Recover

©Q Import Configuration File

! | Browsa,. |

© Export Configuration File

Import configuration file

This feature allows users to integrate all backup content of parameter settings into the
device. Before upgrade, confirm all information about the software version. Select and
browse the backup parameter file: "config.exp." Select the file and click "Import" to import
the file.

Export Configuration File

This feature allows users to backup all parameter settings. Click "Export" and select

the location to save the "config.exp" file.
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11.4 SNMP

Simple Network Management Protocol (SNMP) refers to network management
communications protocol and it is also an important network management item. Through
this SNMP communications protocol, programs with network management (i.e. SNMP
Tools-HP Open View) can help communications of real-time management. The device
supports standard SNMP v1/v2c and is consistent with SNMP network management
software so as to get hold on to the operation of the online devices and the real-time

network information.

Passwird
Diagnostic

Firmware Lipgrade

Setting Backup

SHNMP
Time

Systermn Recover

O sSNMmP

Enahled

System Name : iE_WAH_Bri:a&band_Ruutef |

System Contact: | |

System Location : | I

Gel Community Hame : Ipubli-': |

Set Community Name: | [privats |

Trap Community Mame : | |public |

Send SNMP Trap to: | | |
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Enabled SNMP: Activate SNMP feature. The default is activated.

System Name: Set the name of the device such as QoS Router.

System Contact: Set the name of the person who manages the device (i.e.
John)

System Location: Define the location of the device (i.e. Taipei)

Get Community Set the name of the group or community that can view the

Name: device SNMP data. The default setting is "Public"

Set Community Set the name of the group or community that can receive the

Name: device SNMP data. The default setting is "Private".

Trap Community Set user parameters (password required by the Trap-receiving

Name: host computer) to receive Trap message.

Send SNMP Trap to: | Set one IP address or Domain Name for the Trap-receiving
host computer.

After modification, press “Apply” to save the network settings or press “Cancel” to
keep the settings unchanged.
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11.5 System Recovery

System Tool
Fassword

Diagnaostic:
Firmware Lparade
Setting Backup
SMMP

Time

b Bystem Recdver

O Restart

0 Factory Default

Restart

Click "Restart Router” to start it again. This operation message will then be recorded
in system log. Press "Reset” on the device panel to reset manually. Press Reset and hold

for 5 seconds and the device will restart after the yellow light flickers 5 times.
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© Restart

© Factory Default

Wimnd ows Interne t Explorer @ I

‘{J e Som sure o want o restart Tonter?
.

[ oK -| [ Cancel

Factory Default

Select "Return to Factory Default Setting” to reset all the settings and restart the
device. Alternatively, users may press “"Reset” button on the device to manually restore the
default value and clear all settings including port configures, password setting and etc.
Press “"Reset” and hold for more than 10 seconds. The flicker of the yellow light

indicates the default value is being restored.

Please note that this feature resets all the data on the device!

O Restart

© Factory Default

Windows [nternet Explorer

\:!/ Aye yom swre o, wwant o retwr fo defanlt seting?

I

[ Ok l [ Zanicel

118



)

your future life

2WAN 4LAN Medium Scale Multi-WAN QoS Router

12 - Log

From the log management and look up, we can see the relevant operation status, which

is convenient for us to facilitate the setup and operation.
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12.1 System Log

Its system log offers three options: Syslog Server, E-mail Alert and Log Setting.

* Systermn Log.
System Status
Traffic Statistic

IP/Fart Statistic

O Syslog Server

[l Enabled

© E-mail Alert

[[] Enabled

0O Log Setting

AlertLog
[ syn Flooding [C1iP Spoofing ] Win Nuke
[ 1Ping of Death Unauthorized Lagin Attempt
Genersl Log
[¥] systern Ermror Messages [ Deny Policles [l 4w Palicles:
Configuration Changes Authorzed Login
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Syslog Server

Enabled: If this option is selected, the SysLog feature will be enabled.

Host Name: The device provides external system log servers with log collection
feature. System log is an industrial standard communications
protocol. It is designed to dynamically capture related system
message from the network. The system log provides the source and
the destination IP addresses during the connection, service number
and type. To apply this feature, enter the system log server name or
the IP address into the empty "Host Name" field.

After modification, press "Apply” to save the network setting or press "Cancel” to keep
the settings unchanged.

E-mail Alert
Enabled: If this option is selected, E-mail Alert will be enabled.

Mail Server: If users wish to send out all the logs, please enter the E-mail
server name or the IP address, for instance: mail.abc.com

E-mail: This is set as system log recipient email address such
asabc@mail.abc.com

Log Queue Length: | Set the number of Log entries, and the default entry number
is 50. When this defined number is reached, it will
automatically send out the log mail.

Log Time Threshold:| Set the interval of sending the log, and the default is set to
10 minutes. Reaching this defined number, it will
automatically send out the Mail log.

The device will detect which parameter (either entries or
intervals) reaches the threshold first and send the log
message of that parameter to the user.

Send Log to Email: | Users may send out the log right away by pressing this
button.
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Log Setting

© Log Setting
Alert Log
[158yn Flooding L1IP Spoofing CIWin Nulke
[TTPing Of Death [¥] Unautharized Login Aftempt
General Log
E';-stern Errar Messages |:|Den5r Faliciss [ ] &llow Policies
[¥] configuration Changes [v] authorized Login
gl Ceres]
Alert Log

The device provides the following warning message. Click to activate these features:
Syn Flooding, IP Spoofing, Win Nuke, Ping of Death / Unauthorized Login Attempt.

Syn Flooding: Bulky syn packet transmission in a short time causes the overload of

the system storage of record in connection information.

IP Spoofing: Through the packet sniffing, hackers intercept data transmitted on
the network. After they access the information, the IP address from
the sender is changed so that they can access the resource in the
source system.

Win Nuke: Servers are attacked or trapped by the Trojan program.

Ping of Death: The system fails because the sent data exceeds the maximum
packet that can be handled by the IP protocol.

Unauthorized If intruders into the device are identified, the message will be sent to
Login Attempt: the system log.

General Log

The device provides the following warning message. Click to activate the feature.

System error message, blocked regulations, regulation of passage permission, system
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configuration change and registration verification.

System Error
Messages:

Provides the system log with all kinds of error messages. For
example: wrong settings, occurrence of abnormal functions, system
reactivation, disconnection of PPPoE and so on.

Deny Policies:

If remote users fail to enter the system because of the access rules,
such message will be recorded in the system log.

Allow policies:

If remote users enter the system because of compliance with access
rules, such message will be recorded in the system log.

Configuration

When the system settings are changed, this message will be sent

Changes: back to the system log.
Authorized Successful entry into the system includes login from the remote end
Login: or from the LAN into this device. These messages will be recorded in

the system log.

After modification, press “"Apply” to save the network setting or press “Cancel” to

keep the settings unchanged.

The following is the description of the four buttons allowing online
inquiry into the log:

View System Log

This option allows users to view system log. The message content can be read online
via the device. They include All Log, System Log, Access Log, Firewall Log and VPN

log, which is illustrated as below.

Current Time : Wed Dec 3 10:36:58 2008 | All Log v | | |
Time A Event-Type hiessage
Jan108:00:012003 | Systemlog | —System isupl—
Jan108:00:012003 | SystemLog | Fimmware: v2.0.1-Gno
Feb 2 02:02:04 2006 | System L-:ug | Restant Router |
Feb 20202442008 | System Log | —System is up! —
Feh 202:02:44 2006 | System Log [ Firmware; v2.0.1-0no

Outgoing Packet Log

View system packet log which is sent out from the internal PC to the Internet. This log

includes LAN IP, destination IP, and service port that is applied. It is illustrated as below.
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Time A

g AT 247 2008

Event-Type
Connection Accepled

Incoming Packet Log

Message
ICHP tyioe 8 code D182 1681 100-=168.95.1 1 on &pHi

View system packet log of those entering the firewall. The log includes information

about the external source IPs, destination IPs, and service ports. It is illustrated as below.

Time &
Dec? 10:33:13 2008
D 2 10:41:58 2008
Dec 2 14:40:29 2008
Dec 2 15:39:39 2008

Clear Log Now

Event-Type

| Connection Refused - Palicy violatian
| Connection Refused - Palicy violation
| Connection Refused - Palicy violatian

Connection Refused - Paolicy violation

Message
| TCP 207 46.110,19:1863-=192 166.4 1221954 on Lip?
| UDP 1982168.4,139:137->192.168.5.265:137 on bp1
| 'UDF 182.168.4.201137->182.168.5.255:137 on ixp1
ICMP type & code.0 192.168.4.1->192168.4.122 on Lip1

This feature clears all the current information on the log.
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12.2 System Status

The device has the real-time surveillance management feature that provides system
current operation information such as port location, device name, current WAN link status,
IP address, MAC address, subnet mask, default gateway, DNS, number of received/ sent/
total packets , number of received/ sent/ total Bytes, Received and Sent Bytes/Sec., total
number of error packets received, total number of the packets dropped, humber of session,
number of the new Session/Sec., and upstream as well as downstream broadband usage
(%).

System Log

v Systam Status
Traffic Statistic

|F/Fort-Statistic
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© System Status

linterface .

'WAN 1

VWAN 2

LAN

bep

ixp2

kptl

Link Status

Connetiud

Down

‘Connecled

IP Address

192.168.4.122

0.0.00

18218811

MAC Address

08-c5-3b-ca-e7-1c

38-40-23-dd-be-02

30-7e-95-08-94-ba

| 2552552540

182.168.4.1

DNS Server 192168 5.21 0.0.0.0 18216811
Tesi Failed —

Network Service Detecti

Test Succeeded

_ Receive Packets Count

71789223

1]

72794

12398611

il

84187834

149475

Receive Packets Byte Count

71788223

13370174

12398611

51769364

Total Packets Byte Count

65139538

84187898
787

54

126

Error Packets Count
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12.3 Traffic Statistic

Six messages will be displayed on the Traffic Statistic page to provide better traffic

management and control.

Svstem Lag

System Status
» Traffic Statistic
|F/FortStatistic

© Traffic Statistic

Enabled
Sarting Type : | By Outbound IP Address |
Source [P bytesisec ] %
192.168.1.100 _ 951 | 99
1921684122 4 0

IFeireli

By Onbound IP Address

The figure displays the source IP address, bytes per second and percentage.

Sarting Type ! By Outbound IP Address. v

Source IP _ bytes/sec | %
182168 1.100 | g1 | 64
feaeadey . L2 :

By Iutbound IP Address

The figure displays the source IP address, bytes per second and percentage.
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Sorting Type: ..élj;;'l.ll:lbﬂl.]l'l;ﬂ..|i3_-'3.;.‘:|.;2|}955 v

Source [P . bytesisec . Ve
192168.4.122 | B | 100

Rfihesin
By Outbound Ports

The figure displays the network protocol type, destination IP address, bytes per second

and percentage.

Sorting Type - | By Quitbound Port - |
Protocol | Pest. Port [ bytesisec _ h
TGP _ 1433 | 16 | 100
il

By Inbound Port

The figure displays the network protocol type, destination IP address, bytes per second

and percentage.

Sorling Type = | By Inbound Port v
Protocol [ Dest, Por [ bytesisec [ "
TCF _ 1433 | 130 || 74
TCF 1852 4 25
[Rsiresl

By Inbound Session

The figure displays the source IP address, network protocol type, source port,

destination IP address, destination port, bytes per second and percentage.
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[¥] Enabled
Sorting Type - | By Inbound Sessian v
_Dest. P | Protocel | DestPorl | 2 Source|lP | Source Porl bylesisec | %
18218811000 | TCP | 2334 | 182.168.5.126 | 1122 | B3 | 53
1921681100 | TCP 1407 | 2074671068 | 1863 | a2 | &
18218811000 | TCR | 1835 | 19218885258 | 1433 _ 4 | 3

By Outbound Session

The figure displays the source IP address, network protocol type, source port,
destination IP address, destination port, bytes per second and percentage.

Sorting Type - | By Outhound Session  +|

Source |P Protocol Source Port Dest, 1P Dest. Port bytesisec %

FiEiRe s
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12.4 IP/Port Statistic

The device allows administrators to inquire a specific IP (or from a specific port) about
the addresses that this IP had visited, or the users (source IP) who used this service port.
This facilitates the identification of websites that needs authentication but allows single
WAN port rather than Multi-WAN. Administrators may find out the destination IP for
protocol binding to solve this login problem. For example, when certain port software is
denied, inquiring about the IP address of this specific software server port may apply this
feature. Moreover, to find out BT or P2P software; users may select this feature to inquire
users from the port.

System Log

System Status
Traffic Statistic

F {FiFof Statistic

© [P/Port Statistic

Enabled
SEEII’C[‘IT_'.:DE'EE?E!_‘EEEE_‘:! Service Port: /0 | [ Search
Downstream Upsiream
Source iP Protocol Source Poirt | Interface Dest. P Best Port Bandwidth Bandwidth
BytesiSec BytesiSec
FETECH
IP Status

Enter the IP address that users want to inquire, and then the entire destination IP

connected to remote devices as well as the number of ports will be displayed.
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Search Type:| IP Address v | (P Address |[192 | [168 | |1 | [100 | [ Seerch |
' | Downstream | Upstream
Source|P | Protocol | Source Port | Interface ‘ Dest 1P ‘ Dest Port | Bandwidth | Bandwidth
| | | _ BytssiSec | Bytes/Sec
_ 192___1_3_8_1 100 | TCP 1934 WANT | 192188525 | 1433 | 0 ! 0
1921881100 | TCP 1933 WAN1 | 192168525 1433 | 0 o ,
1921661100 | TCP 2334 WANT | 1821p85128 @ 1122 | 0 i 0 f
192188.100 | TCP 1935 WANi | 192168525 | 1433 | 0 o
1021651100 | TCP 2467 WAN1 | 2074510820 | 1883 67 i 9
1621881100 | TCP 2495 WAN1 | 2074811237 | 443 | 0 | 0 |
1921681100 | TCP 2498 | wanti e71e720ates| 142 | 0 | 0 |

Service Port

Enter the service port number in the field and IP that are currently used by this port will

be displayed.

Search Type: | Service Port v | Sarvice Port: (80

Dovwrrstream Upsiream

Source [P Protocol | Source Port | Interface Dest P Dast. Port Bandwidth Bandwidth
1921881100 | TCP | 2468 | WAN1 63552387188 | 80 | 0 |9
1921681100  TCP 2471 WANT | 211.20,179.44 | 80 | 0 | 0
1921681100 | TGP | 2473 | WAN1 12421918136 80 | 0 |0
1921681100  TCP 2475 WAN1 | 655515123 | 80 | 0 | 0
| 192168.1.100 TCP 2478 WAN1 | 192.221.68.126 80 I 0 | 0
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13 - Log Out

On the top right corner of the web- based UI, there is a Logout button. Click on it to log
out of the web- based UI. To enter next time, open the Web browser and enter the IP

address, user name and password to log in.

| English  ~ | W
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Appendix 1 : TroubleShooting

(1) Block Basic BT Download Method

To block BT and prevent downloading by users, go to the “Firewall -> Content Filter"
and select "Enable Website Block by Keywords, " followed by the input of ".torrent" This will

prevent the users from downloading.

(3 Accept Allowed Domains
| @  Block Forbidden Dumainsl

© Forbidden Domains

[l  Enabled

0 Website Blocking by Keywords

Enabled

Keywords [ torrent _Il{f.}ray for english keyword.)

| Forbidden all IP adaress |- [0 | [0 [0 [[7 Jw[0 |

| Uipeiale fhis Keywar |

.turrent—:-nrbid den all [P 2ddress
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(2) Prevention of Shock Wave and Worm Virus

Since many users have been attacked by Shock Wave and Worm viruses recently, the
internet transmission speed was brought down and the Session bulky increase result in the
massive processing load of the device. The following guides users to block this virus'

corresponding port for prevention.

a. Add this TCP135-139, UDP135-139 and TCP445 Port:

Service Name : |
Protocal : T_CF* V_|

Port Range : fo | |

HTTPS [TCPi443~443] 2
HTTPES Secondary [TCP/8443~8443]

TFTF [UDR/63~68]

IMAP [TCPi143-143

WNHNTP [TCPA19-119]

POP3 [TCPA10~110)

SNMP {UDPHE1=161]

SMTP [TCPi25~25]

TELMNET [TCP/23~23

TELNET Secondary [TCRi8023~8023]

TELWETSSL [TCPi992~-9a2]

DHCP [UDPIET~67)

L2TF [UDPMTO1~1701]

PPTP [TCPH723~1723]

| [PSec (UDPSO0~50

TCPITCR/136~130]

UDPIUDRM35~138]

TCPTOPM45~445] w

Apghy. | Gemesl | Glose

b. Use the "Access Rule" in the firewall and set to block these three ports:
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@ Access Rule

Service Poit: || TCPTCPI135~139]

Log: || Nolog v
=
Sotrce iP : |Nrff7'-"|

DestiP:- \Anr 'W’|

© Scheduling

-
Apply this fule | Atways ~| ||

L Jtel 1 | e24-Hour Format)
I i Evenday| | lsun Mon | Tue | |wed | Thu! Fri | Sat

Use the same method to add UDP [UDP135~139] and TCP [445~445] Ports.

c. Enhance the priority level of these three to the highest:

Jumpta|1 * /2 Page iEIEﬂHiES per page Next Page==

Priority Emhi&diﬁzﬁmiﬂenﬁcﬂ Port | Interface | Source IP | Dest® | r’%”e“ uay| Ediit [}ei'n{e‘
e Allow | TCP (445} | Aaw | Ay | Awaps EEy| @ |
E|_ I Deriy T UDP [135] [ T Any M Any _Alwarﬁ I i ﬁ_ |
(3% | @ | Deny | ToRpam @ - Any ay | Awas | ([(Fay)| @
I | Mlow | ANTrafiel] | LAN | Any . Awy | Always | _| !

Deny | Al Trame(] | WANT Any Any Always | |
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(3) Block QQLive Video Broadcast Setting

QQLive Video broadcast software is a stream media broadcast software. Many clients
are bothered by the same problem: When several users apply QQLive Video broadcast
software, a greater share of the bandwidth is occupied, thus overloading the device. The
device thus responds more slowly or is paralyzed. If the login onto the QQLive Server is
blocked, the issue can be resolved. The following relates to Qno products and provides

users with solutions by introducing users how to set up the device.

a). Log into the device web- based UI, and enter “Firewall -> Access Rule’.

© Access Rule

Action: '_IZ_?'t_::n}:' =

Service Bor: || Al Trafic[TCPAUDPI~65535] v

Log: ||Maolog v

Interfzce: [[ADY ¥

Source P |[ARY M

DestIB: || Single w| 12| [14 |15 | s
0 Scheduling
[ 3 | | {15 s [ i |
Applythistule| Aways | || 1] |te| |1 | (24-Hour Format)

Everyday Bin Nen Tua Wed Thu Fri Sat

Bes ) Agply. el

b). Click "Add New Rule" under "Access Rule" page. Select "Deny" in "Action" under the
"Service” rule setting, followed by the selection of "All Traffic [TCP&UDP/1~65535]" from
"the service" and select "Any" for Interface, "Any" for source IP address (users with relevant
needs may select either "Single" or "Range" to block any QQLive login by using one single IP
or IP range), followed by the selection of "Single" of the "Dest. IP and enter the IP address as
"121.14.75.115" for the QQLive Server (note that there are more than one IP address for
QQLive server. Repeated addition may be needed). Lastly, select "Always" under the

Scheduling setting so that the QQLive Login Time can be set. (If necessary, specific time
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setting may be undertaken). Click "Apply" to move to the next step.
c). Repeatedly add the "Dest. IP” and enter the IP address as following:
121.14.75.115
60.28.234.117
60.28.235.119
222.28.155.17
This solution is certified to be successful with the version of QQ Live 2008 (7.0.4017.0)

Test Date:2008-07-29

After repeated addition, users may see the links to the QQLive Server are blocked. Click
"Apply" to block QQLive video broadcast.

(4) ARP virus attack prevention

1). ARP Issue and Information

Recently, many cyber cafes in China experienced disconnection (partially or totally) for
a short period of time, but connection is resumed quickly. This is caused by the clash with
MAC address. When virus-contained MAC mirrors to such NAT equipments as host devices,
there is complete disconnection within the network. If it mirrors to other devices of the
network, only devices of this affected network have problems. This happens mostly to
legendary games especially those with private servers. Evidently, the network is attacked
by ARP, which aims to crack the encryption method. By doing so, they hackers may
intercept the packet data and user information through the analysis of the game's
communication protocol. Through the spread of this virus, the detailed information of the
game players within the local network can be obtained. Their account and information are

stolen. The following describes how to prevent such virus attack.

First, let us get down to the definition of ARP (Address Resolution Protocol). In LAN,
what is actually transmitted is "frame", in which there is MAC address of the destination
host device. So-called “Address Analysis” refers to the transferring process of the target IP
address into the target MAC address before the host sends out the frame. The basic

function of ARP protocol aims to inquire the MAC address of the target equipment via the IP
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address of the target equipment so as to facilitate the communications.

The Working Principle of ARP Protocol: Computers with TCP/IP protocol have an

ARP cache, in which the IP address corresponds to the MAC address (as illustrated).

IP Address MAC Address

192.168.1.1 00-0f-3d-83-74-28
192.168.1.2 00-aa-00-62-c5-03
192.168.1.3 03-aa-01-75-c3-06

For example, host A (192.168.1.5) transmits data to Host B
(192.168.1.1) .Transmitting data, Host A searches for the destination IP address from the
ARP Cache. If it is located, MAC address is known. Simply fill in the MAC address for
transmission. If no corresponding IP address is found in ARP cache, Host A will send a
broadcast. The MAC address is “FF.FF.FF.FF.FF.FF,” which is to inquire all the host devices in
the same network session about “What is the MAC address of "192.168.1.1"? Other host
devices do not respond to the ARP inquiry except host device B, which responds to host
device A when receiving this frame: “The MAC address of 192.168.1.1 s
00-aa-00-62-c6-09”. So Host A knows the MAC address of Host B, and it can send data to
Host B. Meanwhile, it will update its ARP cache.

Moreover, ARP virus attack can be briefly described as an internal attack to the PC,
which causes trouble to the ARP table of the PC. In LAN, IP address was transferred into the
second physical address (MAC address) through ARP protocol. ARP protocol is critical to
network security. ARP cheating is caused by fake IP addresses and MAC addresses, and the
massive ARP communications traffic will block the network. The MAC address from the fake
source sends ARP response, attacking the high-speed cache mechanism of ARP. This
usually happens to the cyber cafe users. Some or all devices in the shop experience
temporal disconnection or failure of going online. It can be resolved by restarting the device;
however, the problem repeats shortly after. Cafe Administrators can use arp —a command to
check the ARP table. If the device IP and MAC are changed, it is the typical symptom of ARP
virus attack.

Such virus program as PWSteal. lemir or its transformation is worm virus of the Trojan
programs affecting Windows 95/ 98/ Me/ NT/ 2000/ XP/ 2003. There are two attack
methods affecting the network connection speed: cheat on the ARP table in the device or
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LAN PC. The former intercepts the gateway data and send ceaselessly a series of wrong
MAC messages to the device, which sends out wrong MAC address. The PC thus cannot
receive the messages. The later is ARP attack by fake gateways. A fake gateway is
established. PC which is cheated sends data to this gateway and doesn't go online through

the normal device. From the PC end, the situation is "disconnection™.

For these two situations, the device and client setup must be done to prevent ARP virus
attack, which is to guarantee the complete resolution of the issue. The device selection is
advised to take into consideration the one with anti-ARP virus attack. Qno products come

squarely with such a feature, which is very user-friendly compared to other products.
2). ARP Diagnosis

If one or more computers are affected by the ARP virus, we must learn how to diagnose
and take appropriate measures. The following is experience shared by Qno technical

engineers with regard to the ARP prevention.

Through the ARP working principle, it is known that if the ARP cahe is changed and the
device is constantly notified with the series of error IP or if there is cheat by fake gateway,
then the issue of disconnection will affect a great number of devices. This is the typical ARP
attack. It is very easy to judge if there is ARP attack. Once users find the pc point where
there is problem, users may enter the DOS system to conduct operation, pining the LAN ip

to see the packet loss. Enter the ping 192.168.1.1 (Gateway IP address) as illustrated.

eply from 192.168.1.1: hytes=32 time<imz TTL=64
eply from 192.168.1.1: hytes=32 time<imz TTL=64
equest timed ount.
equest timed ount.

equest timed out.
equest timed out.
eply from 192.168.1.1: hytes=32 time<{ims
eply from 192.168.1.1: hytes=32 time<{ims

If there are cases of packet loss of the ping LAN IP and If later there is connection, it is
possible that the system is attacked by ARP. To verify the situation, we may judge by

checking ARP table. Enter the ARP -a command as illustrated below.
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Interface: 192.168.1.72 ——— Bx2
Internet Address Physical Address T ype
192.168.1.1 B80-0f-3d-83-74-28 dynamic

192.168.1 .43 MH-13-di—-et-hid-Hc dynamic
192.168.1.252 #8-8f -3d4-83-74-28 dynamic

C:~WINDOWS“Systemd2 >arp —a

It is found that the IP of 192.168.1.1 and 192.168.252 points to the same MAC address
as 00-0f-3d-83-74-28. Evidently, this is a cheat by ARP.

3). ARP Solution

Now we understand ARP, ARP cheat and attack, as well as how to identify this type of
attack. What comes next is to find out effective prevention measures to stop the network
from being attacked. The general solution provided by Qno can be divided into the following

three options:

a) Enable "Prevent ARP Virus Attack”:

Enter the device IP address to log in the management webpage of the device.
Enter "Firewall-> General” and find the option "Prevent ARP Virus Attack" to the right of the
page. Click on the option to activate it and click "Apply" at the bottom of the page (see

illustrated).

Firewall: | &) Enabled O Disabled

5P| (Stateful Packet Inspection): | &) Enabled ) Disabled

Dos (Denial of Sepvice): | &) Enabled 'O Disabled 1

Block VWAN Reqguest: | &) Enabled () Disabled

Remote Managemert: | (0 Enabled & Disabled. Portt|
Multicast Pass Through: | ) Enabled (&) Disablad
Prevent ARP Virus Attack : | &) Enabled O Disabled

Router sends ARP |20 |times per-second

b) Bind the Gateway IP and MAC address for each PC

This prevents the ARP from cheating IP and its MAC address. First, find out the gateway
IP and MAC address on the device end.
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© LAN Setting

MAC Address : | 30 | [7a |do5 |Jag |ie | e
_ | Default: 20-7e-85-99-94 be)
Device IP Address : ,1-‘35 _,léé [3 .1

Subnet Mask = | |255 | (255 | 255 | [0

On every PC, start or operate cmd to enter the dos operation. Enter arp -s 192.168.1.1
Oa-0f-d4-9e-fb-0b so as to finish the binding of pcO1.As illustrated in Figure 7

Microsoft Windows XP [fF7: 5.1.26801
CC» Copyright 1985-2001 Microsoft Corp.

C:~Documents and Settings~PMBl>arp —s 192.168.1.1 ic-hi-88-%a-—ce—28_

For other host devices within the network, follow the same way to enter the IP and MAC
address of the corresponding device to complete the binding work. However, if this act
restarts the computer, the setting will be cancelled. Therefore, this command can be
regarded as a batch of processing documents placed in the activation of the operation

system. The batch processing documents can be put in this way:
@echo off
arp -d
arp -s Router LAN IP  Router LAN MAC

For those internal network attacked by Arp, the source must be identified. Method: If
the PC fails to go online or there is packet loss of ping, in the DOS screen, input arp -a
command to check if the MAC address of the gateway is the same with the device MAC

address. If not, the PC corresponding to the MAC address is the source of attack.

Solutions for other device users are to make a two-way binding of the IP address and
MAC address from both of the PC and device ends in order to carry out the prevention work.
However, this is more complicated because the search for the IP and address and MAC
increases the workload. Moreover, there is greater possibility of making errors during the

operation.

c) Bind the IP/MAC Address from Device End:

Enter “Setup” under DHCP page. On the down right corner of the screen, there is “IP
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and MAC Binding,” where users may create IP and MAC binding. On “Enabled,” click on “v”
and select “"Add to List.” Repeat these steps to add other IP and MAC binding, followed by
clicking “"Apply” at the bottom of the page.

O [P & MAC Binding

StaficP: (192 | 168 | 1| [101 |
WMAC Address | 00 |- |1e |-|8¢ |_[o5 [ b8 |68 |
Name Pcool |
Enabled

[ Update tmErsy |

182 1681101 = 00-1e-8¢-c5-b8-68=FCO01==Enabled

Block MAC address on the list with wrang IP address
[«| Block MAC address not onthe list

After an item is added to the list, the corresponding message will be displayed in the
white block on the bottom. However, such method is hot recommended because the inquiry
of IP/MAC addresses of all hosts creates heavy workload. Another method to bind IP and
MAC is more recommended because of easy operation, reduced workload and time
efficiency. It is described in the following.

Enter “Setup” under the DHCP page and look for IP and MAC binding. On the right,
there is an option of "Show new IP user" and click to enter.
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O IP & MAC Binding

saee:) | L[ ]
maCAddress:| [ | [-[ [ L]
Name:f- |
Enabled :.|:|

[l BlackWAC address on the list with wrang 1P address
[ Block MAC address noton the list

Sl Telslz iapaliy Gemeel

Click to display IP and MAC binding list dialog box. In this box, the unbinding IP and
MAC address corresponding to the PC are displayed. Enter the "Name" of the computer and
click on "Enabled" with the display of the “v" icon and push the option on the top right
corner of the screen to confirm.

T coae

I-’M-j:_i R el N |

IP Address MALC Address MHame Enablad
192 1684 109 O le BCcalEcs | =
192 9608 5 100 N z0eadd o Sd I =

Now the bound options will display on the IP and MAC binding list (as illustrated in
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Figure 5) and click "Apply” to finish binding.

© IP & MAC Binding

staticip 192 | [1ea [ 1 | 100

MAG Address (00 |20 | _Jed |1 -[b 1.7 ]

Mame :gf‘Elelz |

Enahled:

[ 192 168 1 100 == 00-20-ed-41 ch-Sd=-PCO02=>Enabled
182.168.1.101 == 00-1e-8c-c5-b3-69 == PCO01 == Enabled

Block MAC address on the listwith wrong IP address
[¥] Block MAC address not on the list

Show Tebls Apgly (G
Though these basic operations can help solve the problem but Qno's technical

engineers suggest that further measures should be taken to prevent the ARP attack.

1. Deal with virus source as well as the source device affected by virus through virus
killing and the system re-installation. This operation is more important because it solves
the source PC which is attacked by ARP. This can better shelter the network from being
attacked.

2. Cyber café administrators should check the LAN virus, install anti-virus software
(Ginshan Virus/Reixin must update the virus codes) and conduct virus scanning for the

device.

3. Install the patch program for the system. Through Windows Update, the system
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patch program (critical update, security update and Service Pack)

4. Provide system administrators with a sophisticated and strong password for different
accounts. It would be best if the password consists of a combination of more than 12 letters,

digits, and symbols; Forbid and delete some redundant accounts.

5. Frequently update anti-virus software (virus data base), and set the daily upgrade
that allows regular and automatic update. Install and use the network firewall software.
Network firewall is important for the process of anti-virus. It can effectively avert the attack
from the network and invasion of the virus. Some users of the pirate version of Windows
cannot install patches successfully. Users are advised to use network firewall and other
measures for protection.

6. Close some unnecessary services and some unnecessary sharing (if the condition is
applicable), which includes such management sharing as C$ and D$. Single device user can

directly close Server service.

7. Do not open QQ or the link messages sent by MSN online chatting tools in a causal
manner. Do not open or execute any strange, suspicious documents and procedures such
as the unknown attachment enclosed in E-mail and plug-in.

4). Summary

ARP attack prevention is a serious and long-term undertaking. The above methods can
basically resolve the network problems caused by ARP virus attack. Moreover, clients who
adopted similar methods witness good results. However, it is important that network
administrators pay special attention to this problem rather than overlooking the issue. It is
suggested that the above measures can be adopted to prevent ARP attack, reduce the

damage, enhance the work efficiency and minimize economic loss.
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Appendix 2 : Qno Technical Support Information

For more information about the Qno's product and technology, please log onto the Qno's
bandwidth forum, refer to the examples of the FTP server, or contact the technical

department of Qno's dealers as well as the Qno's technical center.

Qno Official Web Site : http : //www.Qno.com.tw

Dealer Contact:
Users may log on to the service webpage to check the contacts of dealers:
http : //www.gno.com.tw/web/where_buy.asp

Taiwan Technical Center:

E-mail : QnoFAE@gno.com.tw

146



