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SnaFinger® is a fingerprint reader developed on the so-call contactless smart card 13.56 Mhz RFID technology. The

integration of biometric technology by fingerprint identification and 13.56Mhz RFID technology make Smafinger® be

capable of biometric and contactless performance without spending large amount of expenses in running system

upgrading with fingerprint system extension. On the aspect of personal privacy issue, SmaFinger supply the high secure

of protection on privacy concern due to every fingerprint is stored on a card. Also the reader itself supports Mifare

MAD1/MAD?2 format make user end be able to issue their customized ID cards.

Feat ur es:

© © N o gk~ 0w Dbd e

Biometric fingerprint reader and store fingerprint template in reader or in card.
Support standard TCP/IP interface and pure web-base administrator utility
Support MAD1/MAD?2 standard, and support customer MAD-AID setting.
Support Anti-Collision (Two cards together can be read at the same time).
Support used card with data offset and length.

Support Multi Sectors.

Support Mifare® Standard 4K or Mifare® Standard 1K card.

Each Reader with Reader ID for multi-link application.

Output interface: Wiegand (Default), ABA-TK2 and RS232.

10. Wiegand output selectable from 26 bits to 128 bits.

11. RS232 output packet can be set with Header, Reader ID and Trailer.

Appl i cation:

1.

2
3
4.
5

Access Control.

Time Attendance.

Guest Registration System.
Academic Services.

Info Services.
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1. Mifare ® Application Directory (MAD) Support:
SmaFinger® support the MAD format card, the MAD (Mifare® application directory) standard proposes the

introduction of common data structures for card application directory entries. SmaFinger® reader should take

advantage of this feature using those sector pointers instead of physical sector number.

4{ Auto Mode ]4— ®
The SmaFinger™ will search the AID from mifare®

application directory (MAD) , then got a correct sector

number from MAD.

Request

Anticollision

No Tag About MAD please see the web pages:

Card On Reader http://lwww.mifare.net
http://www.semiconductors.philips.com/acrobat/other/id

entification/M001824.pdf

Get

Application Sector#

APP KEY

Authenticate
NG

A 4

Read Sector Data Un-know

A 4

Output Data

A
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2. User-Data Format:

SmaFinger® will send out the data following the format as below, the user data length defined by the Data-Info.
At Wiegand output format, the data output length is fixed (defined by Number Of Bits), so the user data would
be cut if longer than Number of Bits, or the user data would be appended with zero "0" if shorter than Number
of Bits.

Byte O Byte 15

Block O Dat a- I nfo

Application Block 1 USER DATA (Max 128 Byt es)
Sector #n Block 2
Block 3
v
Dat a- I nf o

bit7  bité bit5 bit0
Data Type (11b) Data Length

Data Type is fixed with 11b which meets "any other data" type of "Card Holder information" as MAD standard.

And data length is including the data with ending zero "0", so the number of data byte sent by SmaFinger® is

equal to data length with one less for RS232 output.
Example: Data Length is 16, the SmaFinger® reader only sends out 15 bytes for RS232 output.
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3. Wires Assignment:
Col or Synbol 1/0 Descri ption
Red VCC IN  Power Input : DC 7.5V~12V
Black GND IN  Ppwer Ground

White DATA 1 QuUT Wiegand Data 1 Signal / ABA TK2 Clock (Strobe)

Green DATAO DUT Wiegand Data 0 Signal / ABA TK2 Data

Yellow TXD OUT | RS232 TXD (To Host RXD)
Blue RXD IN  RS232 RXD (To Host TXD)
Orange CP OUT | ABA TK2 Card Present

Brown |LED/BUZEER IN |External LED/BUZZER Control

Connect an RJ45 cable (via TCP/1P) or a reader-kit (via RS-232) before you configure

t he SmaFi nger® Reader .

Reader-KIT

ORANGE
BLACK

WHITE

N
N

RED

SN

BLUE [

WAS-T0029

YELLOW

GREEN
BROWN

T

The above housing is for reference only
9vDC

Note:

Reader-Kit is a test connection kit for SmaFinger® configuration use. It is an optional item for purchasing.
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Software Operation



PROMAG SmaFinger

REV.B

Mifare ® Reader Utility:

1. Connection

File Tool: | Connects

e COM2 LenBuzzer || Method 1:

SF650-0F@192.168.100 8:2167
"-EDE{.?.'E.I.Z.E SF650-DEMO4@192.168.100.21:2167
nanle
FEnable SFE50-kyli- @192 .168.100.91:2167

[ SPSO-L@192.168.100.160:2167 ¥ Ble

|1 BeepBlink - l

Click [Auto Scan] to search all port to find the device

Method 2:

Click [Connects] and choose the port to detect

= High = Low
Al () nfier Dete Gutpu & Lo Time

device

Reader

Auta Scan i
Wersion

Test | | Language

Update Reader

|SFBSD Series On COMI

2. Instruction
> Mifare® Settings

File Tools Connects

[ Wiegand T ABATH2 T RS232/485 ]
i i SmaFinger T Reader T LED/Buzzer

|FFFFFFFFFFF2 m
Mone - I

T Used Card (Mot issued by PROMAG card issuer) —

I— -

Reader

Auto Scan i
Wersion

Updste Reader Test | | Language |

|SFBSD series On COM

MAD-AID: (Default=4703)

MAD Application Identifier number is authorized and assigned by Mifare.net® upon the customer’s
request for registered Application Identifier in a Mifare® application open system
(AID:0000h~FFFFh).Or it is also possible for the user to define the AID himself for the application in
user defined closed system without registering into MAD group. According to the AID, SmaFinger®

can find and read the corresponding sector on the MAD card.
10
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App Key (KEY_A): (Default=FFFFFFFFFFFF)

App Key must be the same as the KEY_A of the card issued. This means SmaFinger® only can read

the sector data on the card with the same KEY_A.

Encrypt: (Default=None)
Fraud prevention, Select Encrypt Mode (None, Encrypt 1, Encrypt 2, Encrypt 3, Encrypt 4, Encrypt 5)
to protected your card data. (Remark: Encrypt mode must to work together with the same encrypt

mode of "Mifare® Card Issuer" software.)

Used Card (Not issued by "Mifare ® card Issuer")
You have to indicate the data position in the card, when the card is not issued by "Mifare® Card
Issuer" software. And you must set the "Offset" (Max 255, and base from zero) form the beginning of

sector and set your data "Length" (Max 12).

Example:

If your card data in the grey grid of sector, you have to set the "Offset" = 17, and set the "Length"=

12.
AID Sector (or Non-MAD Sector)
Block 0 0 1 2 3 4 5 6 7 8 <] 10 11 12 13 14 15
Block 1 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
Block 2 32 33 34 35 36 37 38 39 40 41 42 43 44 45 46 | 47

11
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» SmaFinger ® Settings

P Mifare/DESFire Beader Tility (71 2E0)
File Tool: Comnects

f Wiegand T ABA-THZ T

RS232/485 ]

= 1o0]|

SmaFinger T

Mifare I

Feader T

™,

LEDBuzzer

—Fingerprint Reader

¥ Enahlz
I Cisabled

5 sRC

e ISecure vI
| jv

Hicth

Auto Scan Update Reader

Test |

Reader
Wersian

| Language

SFES0 series On SOl

Finger Scan Success:

After finger scan success, the beeper will sound or not.

Manager Card:

Enable/Disable Offline function (Manager Card Function).

Card Only Mode:

Enable/Disable the "card-only" function. If disable this mode, the reader will be unable to read the

“"card-only" card.

SF650 Fingerprint Security Level for FAR (False Acc

eptance Ratio) :

Level Verification Identification (1:N)
(1:1) 1~-9 10~99 100~999 >=1000
Normal (Default) 1/10,000 1/10,000 1/100,000 1/1,000,000 1/10,000,000
Secure 1/100,000 1/100,000 1/1,000,000 1/10,000,000 | 1/100,000,000
More Secure 1/1,000,000 | 1/1,000,000 | 1/10,000,000 | 1/100,000,000 | 1/100,000,000

12
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Door Control:

Set 5,10,15...75 seconds or disable for the delay ope
Conmand Set Control: (For 38400,n,8,1 Only)

RS232 door control command set frame as below:

n period time.

STX| R NUMBER CR
02h | 52h 30h~3Fh 0Dh
Command Table:
NUMBER Descri pti ons
30h Disable Door Control
31h~3Fh |Delay 5 seconds ~ 75 seconds

Sensitivity:

Set sensor sensitivity level, default=2

13
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» Reader Settings

A& Mifare/DESFire Reader Utility (V1 2R0) = [=1 |

File Tool: Connects

[ Wiigand T ABA-THZ T RS232/485 ]
Mifare T SmaFinger T Reader T LEDBuzzer |
—oettings

||:| - I
" iegand v ARA TR i RS23zi4as
ICard Data of TSN 0When card errar) j

Remark If 'Eluffering' iz enabled, data will be stored in
Ihe reader's butfer and it won't allove wou to configure
RS232/455" sefting. )

L= o e [
{* Gnce
~ cantinue iiiifare
Sl
Reader
Auto Scan Update Reader Test ) Language
Wersion

|SFESI:I series On COMI

Reader ID (Default=0): SmaFinger® Reader ID for multi links application. (ID: 0~63).

Interface (Default=ABA-TK2):
SmaFinger® can be set as Wiegand , RS232 or ABA-TK2 output.

Read Modes:
1. Card Data Only

Read card sector data only; If any error (ex. Mifare® key error), the reader will show

"Card Invalid" status.

2. Card Data or CSN

Read card sector data; When any error (ex. Mifare® key error), the reader will show
"CSN".

3. CSN Only
Read card CSN (card ID) only.

Buffering: To Enabled/Disabled the access data buffering. There are 32 access data can be stored

in the reader.
14
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» LED /Buzzer Settings

):' Mifare/DESFire Reader ility (V1 2ZR0)

Fil: Tool: Connects

[ Wiegand T ABA-THZ T RS232/485 ]
Mitare T SmaFinger T Reader T LEI]JBuzzer
—LED / Buzzer Settings
Enahle R5232 Command Set Control
Enahle Twio Wires Control LE
i [~ Green [ Red [+ Bilug
v Green [ Red |1 BieepBlink vl
[ Green |+ Red |3 Bieep/Blink vl
[ Green |V Red |3 BieepBlink vl

B {7 Dizable " High " Low
Contral Brosen Wire S e o Output = 2ny Time
Reader
Auto Scan Upclate Reader Test \ersion Languase
SFB50 series On COMI

SmaFinger® supports the LED/Alarm Configuration.

You can set the LED/Buzzer to indicate the system status for end-user.

Enabl e RS232 Conmmand Set Control :

RS232 LED/Buzzer command set frame as below:

STX| J

NUVBER ( 0~9) CR

02h | 4Ah

30h~39h 0Dh

Command Tabl e:

NUMBER Descri pti ons
0 (30h) Rpd & Green LED Off, Buzzer Off
1(31h) Gfeen LED ON
2 (32h) Gfeen LED OFF
3(33h) RpdLED ON
4 (34h) Rped LED OFF
5 (35h) Buzzer Beep once
6 (36h) Buzzer Beep 3 Times
7 (37h) Glreen LED ON with Beep once
8 (38h) Rpd LED ON with Beep 3 Times
9 (39h) Rpd & Green LED ON
A (41h) Blue LED ON New!!

B (42h) BJue LED OFF New!!

Remark: If “Enable RS232 command set control (for LED/Buzzer)” checkbox is

checked, the external LED/Buzzer control with high/low level control will be disabled.

15

SmaFinger
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Read Idle:

Show LED color after power on or idle state.

Brown wire = PULSE (or Card is valid):

Show LED color and beeps to indicate the end-user when brown wire = PULSE, or card was passed

by SmaFinger® reader.

Brown wire = Inactive (or Card is invalid):

Show LED color and beeps to indicate the end-user when brown wire = Inactive, or card was failed

by the SmaFinger® reader.

Brown wire = Active:

Show LED color and beeps to indicate the end-user that brown wire = Active signal from Host.

Brown wire Active level (Default=Disable):

Set Brown wire Active level condition with Host status.

- Disable: Always disable the Brown wire. LED/Buzzer controls by reader self.
- High: Active High / Normal keep in Low.

- Low: Active Low / Normal keep in High.

Remark:

If set Active Low, you may have to connect brown wire to a pull-up resistor (1K~10K) with 5VDC).

Control Brown wire:

After Data Output: The brown wire will be enabling after finished output the card data or CSN.
(Default)

Any Time: The brown wire enabled in any time.

Not e: See Annex E, the LED/ Buzzer also can be controlled externally wth

Hi gh/ Low | evel control.

16
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» Wiegand Settings

A2 Mitare/DESFire Reader Utility (V1.2R0) == |

File Tool: Connects

[ Mifare T SmaFinger T Reader ]_T LEDWBUZZzer

Wiegand: T AR TH2 T RE232/485

—Wiegand Cutput Settings
RN [ Include Reader 1D

Mumber Of Bits IEE "I W with Parity

[l (% Standard (MSE First)
" Reverse (LSB First)
Byte Croet (o High Byte First

" Lowv Byte First

Reader

Auto Scan )
Wersion

Update Reader

Test | | Language

SFESO series On COMI

Add Reader ID (Default=Disable):

Set Wiegand output data includes the Reader ID when it is checked.

Number of Bits (Default=26):
Set the Wiegand output type you want to meet your Host (or Terminal). It can be 26 to 128.

With parity:
Set data with or without parity bit. If enabled this, softer ware will be automatically add parity bit

when send out data.

Bit Sequence (Default=Standard):
Set the Wiegand output data sequence, it can be a standard data sequence (MSB first) or a reverse

data sequence (LSB first).

Byte Order (Default=High Byte First):
Set the Wiegand output data byte order; it can be high byte first or low byte first.

17
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» ABA-TK2

& Mifare/DESFire Reader Utility (V1.2R0) =) |

File Tool: Connects

[ Mifare T SmaFinger T Reader ]_T LEDBuzzer

wiegsrd | ABA-TK2 | Rs23z2ias

—ABA-THZ Cutput Settings
Mumber Of Digital§ gl [T add Reader D

i~ LSH First

Reader

Auto Scan )
Yersion

Update Reader Test | | Language

SFES0 series On CORMI

Number of Digital (Default=10):
Set the number of digital codes for TK2 output.

Add Reader ID (Default=Disable):
Add Reader ID into TK2 data.

Output Data Order (Default=MSB First):  Set the TK2 data sequence.

Data Conversion(Default= BIN to DEC): Select card data format to convert,
- BIN to DEC (card issue by Mifare® Card Issuer Utility)

- Decimal String (ex. "123456")

- BCD

- Direct (Memory Map)

- Byte to DEC

Preamble Code: Set a number to add front of the output data

Postamble Code: Set a number to add back of the output data
18
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» RS232/485 Settings

A= Mitare/DESFire Reader Utility (V1.2R0) = =] I

File Tools Comnects

[ Mitare T SmaFinger T Reader LEDVBuUzzEr
Wiiegsnd T ABA-TKZ T RS232/485

—RS232/455 Output Seftings

¥ Header 02h -

[~ Reader ID
[~ Data Length COutput Format
" Binary
BT | ¢ visiole Hex Code
v CR ¥ LF
[ Trailer 03h -
Auto Scan Update Reader Test | Read_er | Language
“ersion

|SFESD seriss On COM1

Baud rate (Default=9600)
The working range can be set at 2400 to 57600 (depends on the device).

Data Sequence (Default= “MSB” first)

The output data sequence order can be set to "LSB" first or "MSB" first.
Package (Default = Header (02h) + CR + LF + Trailer (03h))
To set a packet which includes the “Header”, “Reader ID”, “Data Length”, “CR”, “LF” and “Trailer”.

(Header: 00h~FFh, Trailer: 00h~FFh).

Output Format (Default="Hex String")

The output format can be "Binary" or "Hex String”.

19
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Note:
(1).Wiegand output data packet with Reader ID:
Standard Parity( Even) | ReaderlD (MSB) Data Bits (LSB) Parity( Gdd)
Reverse Parity( Qdd) ReaderlD (LSB) Data Bits (MSB) Parity( Even)
(2).RS232 output data packet with Header, Reader ID and Trailer:

Header ReaderlD (MSB) Data Bytes (LSB) Trailer
(3).ABA-TK2 with Reader ID:
MSB First SS | ReaderID (MSB) Digital Code (LSB) ES LRC
LSB First SS | ReaderID (LSB) Digital Code (MSB) ES LRC

Remark:
SmaFinger® all configuration settings are writable only, so user can not read the configuration settings from

SmaFinger® to get the App Key , this is very important to protect your App Key and all configuration settings.

20
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» Test SmaFinger ® Reader after Configuration
After SmaFinger® configuration is updated; you may use Mifare® Reader Utility "Test" function to
test the SmaFinger® to check if the configuration is done correctly. “Test” function is available when
using communication port connection only.
1. After set configuration on the Mifare® Reader Utility software, you should click [Update Reader]

to update the current configuration to the SmaFinger® Reader.

N

After SmaFinger® configuration is updated; you may click [Test] to test SmaFinger® Reader.

w

Get an issued Mifare® card to approach to the SmaFinger® reader and check the output data in

the window of SmaFinger® "Output Test".

Example as below: Wiegand 34 bits output data with standard bit sequence (If "Bit Sequence" is

standard, Reverse will detect a wrong with parity error.)

MF700 Output Test [

Miegand/ ABA-THEZ

Miegand 34 :
Standard :-1-10011110-11001111-00001111-10100110-1
SE CF OF Aac
Bewverse :$1-10011110-11001111-00001111-10100110-1
Parity Error!!

Z [Out Pt

0 | 1 | 2 | 5 | s | 5 | 5 | 7 | 3 | 3 | T e Clear

Remark:

1. Using Reader-Kit to test Wiegand (or TK2) signal, this test may be failed if the processor of
computer is too slow.

2. Using Reader-Kit to test Wiegand (or TK2) signal, you have to connect to the physical Comm.

Port.

21
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SmaFinger ©® Formatter:

Display COM port
1. Connection

if scan success.

wr BmaFinger Card Formmater W1.1R7 - COMI

—

Card SH | status |

lzsue Manager
T4712504 Mo Fingerprint Format

Entall Card

Configure

| lzsue Manager

Remain capacty  (I— ] Delete Card

rial Mumber ||:| -

[ =

[T Auto Step for Serial Mumber |1 -

. Format far
A ST Mewe-Mifare Card

lzzue Multi-Liser
Card

|z=ue Fingerprint-
only Card

Format to
Card-Only Card

—Card Halder Information (Optional)

Surname

Read Card Exit

Given Mame I

B I[Nnnej j

Click [Auto Scan] to search the “PCR310" reader.

22
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2. Instruction
»  Configure Settings

Configre
File
Save/Load the —iGeneral Settings

configure file.

(.ini)

=
[~ for Used Card —
| |BOB1B2B3B4E3

LedLed e

Ok Cancel |

General Settings

- Configure File Password: You can keep the configure file confidential by this password.

- Language: To change the display language.
(Chinese/Czech/English/Japanese/Spanish/Thai)

Card Issue

These information are using to issue/format/read/write card.

The “SF Admin Key” and “SF APP Key” are using at SmaFinger® format for fingerprint MAD.

23
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> Renew Card

s SmaFinger Cand Formater V1.1RT - COMA
Card SH | status |
74715504 Mo Fingetprint Format

—Format for Mewy Mifare Card

Current Key I**********x*

User Def Key 1 IFFFFFFFFFFF1

Remain copacty [N | 0

Renewy |

Cancel |

[V Remember ey

User Def Key 2) T

U=zer Def Key 3 IEIEIEH B2B3848:5

User Def Key 4 IEIEIEIEIEIEIEIEIEIEIEIEI

Lizer Def Key 5 IAAAAAAAAAAAA

|EsuE Manauen
Ao Sear Enrall Gard
: |Esue Manager
Eanigure [DelEte Eard

|zsue hutti-lser
e

|E=ue RinHerarint-

L) A | |
FEarmiEt e
teard el Satd
. Fafat for
Wiz Carl [esv-iiitare Catd
=z e e

Renew

After you click [Renew], the software will try to make a Mifare® card revert to default settings.

That means, if one of the user def keys is correctly, then the card data will be formatted,
and all of the keys will be set to “FFFFFFFFFFFF".

Remember Key

Check this to automatically stores user def keys after unloading this software.

By checked “Remember Key”, you do not need to type user def keys again every open the

SmaFinger® Formatter software.

24
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»  Format to a Card-Only Card

Card Formater ¥1.1R7Y - COMS

lzzue Manager

Card SN | status |
ARADFEED Enroll Card

F4715504, Etnpty Card Only Card

l=zue Manager

Configure
Remain capacty N | o Delete Card

lzzue Multi-User
Card

lzzue Fingerprint-
only Card

[ =

Format to
[ &uto Step for Serial Mumber |1
. Format for
Wiitts CET Mewe-Mifare Card
— Card Haolder Information [Optional)
SUFTIEIE, Read Card Exit

Click [Format to Card-Only Card] to makes a SmaFinger® card-only card format,

and the entire card data will be erased after format complete.

Check the reader’s “Reader Mode”.
For “CSN Only” mode, read Card-Only Card can be passed without key,
For “Card Data” mode, read Card-Only Card can be passed after authenticate the APP Key pass.

25
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»  Make a Card + Fingerprint Card
After make a Card-Only Card, read Manager Enroll Card to enter the enroll mode after the reader

in standby mode (LED status: blue on).

B '
(6=
Manager

[ Ead Rl Ead | F ad
Standby Mode Enroll Mdde Scan Mode Success

In enroll mode (LED status: green blink), please read Card-Only Card to store UID. Or read

Manager Enroll Card to exit enroll mode.

In scan mode (LED status: blue blink), please scan user’s fingerprint till beeper sound. Or read

Manager Enroll Card to exit the enroll mode.

Scan same fingerprint again till beeper sound.

Finally, please read Card-Only Card twice to store fingerprint templates into the card and check

(LED status: green on).

26
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»  Issue Fingerprint-Only Card
You can issue a Fingerprint-Only Card to enroll fingerprint templates into the reader, but no need to

use the software.

Card Formater ¥1.1R7Y - COMI

Card Shi I Status I lz=ue Manager
Auto Scan
74715508 Mo Fingerprint MAD Format = Enroll Carl
) lz=ue Manager
Configure
Remain capacty [ | 6 Delete Card
lzsue Mutti-User
Card
I - j Card-Only Card

ilzsue Fingerprint

o Step for Serial Mumber rly Car
Auto Step for Serial Mumb 1 i Only Card

. Format for
iits CET Mewy-hifare Card
—Card Haolder Infarmation (Optional)
SUFNEmE Read Card Exit

I(Nu:unej j

Click [Issue Fingerprint-Only Card] to issue the Fingerprint-Only Card.
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Issue Multi-User Card

You can issue a Multi-User Card to append user accounts into the reader, but no need to use the

software.

A user account includes a 4 bytes random user data (HEX string), and the user’s fingerprint

templates.
1.1RT - COM9
Card Sh I Status I Auto Scan lzzue Manager
74715504, Mutti-Liser Card Enroll Card
Configure l=zue Manager

Remain copecty [N | 17;

Serial Mumber ||:|

I

=l
[ &uto Step for Serial Mumber |1

— Card Haolder Information [Optional)

Delete Card

Farmat to
Card-only Card

lzzue Fingerprint-

SLFMAmE

=

Cnly Card
. Format for
Wiitts CET Mewe-Mifare Card
Read Card Exit

Click [Issue Multi-User Card] to issue the Multi-User Card.
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»  Issue Manager Delete Card

ard Formater W1.1ET

Card Sh I Status I Auto Scan lz=z0e Manager
74715504 Manager Delete Card Enroll Card
Configure =zue Manager
Remain capaciy [ | 0. Delets Card
Izsue Multi-Lser
Jumber Card

Format to
Card-Cnly Card

=

[T A&uto Step for Serial Mumber |1 -

Wirite: Card

lzzue Fingerprint-
Only Card

Farmat for
Mesne-Mifare Card

—Card Holder Information [Optional)
SUFTISE I Read Card Exit

- [

Click [Issue Manager Delete Card] to issue the Manager Delete Card.

»  Issue Manager Enroll Card

Card Formater ¥1.1R7 - COMS9

Card Sh I Statuz I ALta/Sean lzzue Manager
74715504, Manzger Enroll Card Enrall Carcd

CeriEu lz=ue Manager

Remain copacty [ | <: Delete Car

lzzue Multi-Lizer
Serial Mumber ||:|

Card
- 3

[T Awuto Step for Serial Mumber |1 -

Farmat to
Card-Only Card

lz=ue Fingerprint-

Only Card
. Format far
AL Mesee-Mitare Card
—Card Holder Information (Optional)
E:ur‘n:ame Read Card Exit

Given Mame I

I(Nu:-nej j

Click [Issue Manager Enroll Card] to issue the Manager Enroll Card.
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3. Operation
»  Delete a User Account (Enrolled by Card+Fingerprint s Card) in a Offline Reader

I

St andby node

& !
\Q)
& C L)
Manager PrONAG Del et e node

In standby mode, read Manager Delete Card to enter the delete mode.

In delete mode, please read Card + Fingerprints Card to start to delete. Or read Manager Delete

Card to exit the delete mode.

Read again Card + Fingerprints Card to confirm delete.

30



PROMAG SmaFinger

REV.B
»  Delete Fingerprint Templates in a Offline Reader

|

St andby node

& }
\Q)
& C L]
Manager PrONAG Del et e node

In standby mode, read Manager Delete Card to enter the delete mode.

In delete mode, please scan the fingerprint to start to delete. Or read Manager Delete Card to exit

the delete mode.
Read again Card + Fingerprints Card to confirm delete.

After delete complete, all of the user’s data of the scan fingerprint will be erased.
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»  Append Fingerprint Templates to a Offline Reader

First of all, read Manager Enroll Card to enter the enroll mode after the reader in standby mode

(LED status: blue on).
| |
()
Manager PROMAG

[ Ead Rl Ead | F ad
St andby Mode Enroll Mode Scan Mode Success

In enroll mode (LED status: green blink), please read Fingerprint-Only Card to enter the scan mode.

Or read Manager Enroll Card to exit enroll mode.

In scan mode (LED status: blue blink), please scan user’s fingerprint till beeper sound. Or read

Manager Enroll Card to exit the enroll mode.

Scan same fingerprint again till beeper sound.

Finally, please read Fingerprint-Only Card to finish the scan mode (LED status: green on).
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»  Append a User Account to a Offline Reader

First of all, read Manager Enroll Card to enter the enroll mode after the reader in standby mode

6 '
()
Manager

B T —>EEEE e
St andby Mode Enroll Mode Scan Mode Success

(LED status: blue on).

In enroll mode (LED status: green blink), please read Multi-User Card to enter the scan mode. Or

read Manager Enroll Card to exit enroll mode.

In scan mode (LED status: blue blink), please scan user’s fingerprint till beeper sound. Or read

Manager Enroll Card to exit the enroll mode.

Scan same fingerprint again till beeper sound.

Finally, please read Multi-User Card to finish the scan mode (LED status: green on).
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»  Delete a User Account (Enrolled by User Card) ina  Offline Reader

o
Qq}é@ (( { %Q)
Manager PrOMAG

I > -
St andby node Del et e node

In standby mode, read Manager Delete Card to enter the delete mode.
In delete mode,

please read User Card to delete the user. Or read Manager Delete Card to exit the delete mode.

34



PROMAG SmaFinger

REV.B

Appendix

35



PROMAG SmaFinger

REV.B
ANNEX A. Hardware Specification
Reader Specification:
SmaFi nger
Maj or Feature Mifare © Application Directory Reader
Access Control & Security
Card Type ISO14443A, Mifare Class
(Mifare  ®1K, Mifare  ® 4K for MAD1/MAD?2)
RF Frequency 13.56MHz
RF Di st ance? 50mm (Using the MFAO01 Mifare ®card of GIGA-TMS INC.)
DC Power 7.5VDC~12VDC (Max 250mA @ 12V)
Interface Wiegand 26~128 bits (Standard / Reverse)
RS232 2400~57600(baud rate)
ABA-TK2 40IPS: 2~48 codes
Power | nput DC 7.5~12V
Power Consuni ng 210mA @ 12V
Operating Tenp. 0~50 degree C
Hum dity 10~90% Humidity
Di nensi on H130.0mm x W54.0mm x D43.0mm
Not e:
1. Mifare ®Class: Mifare ® Standard 1K/4K/Pro (without Mifare ® Ultra-Light).
2. SmaFinger ®RF distance canreach upto50mmwith MFAOQ1 (Mifar e®Standard 1K Card)
of GIGA-TMS INC.
540 430
f | 1
L]
p (——
320
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ANNEX B. Wiegand Interface

The Data 1 and Data 0 signals are held at a logic high level unit, the reader is ready to send a data stream.
The reader places data as asynchronous low-going pulses on the Data 1 or Data 0 lines to transmit the data

stream to Host. The Data 1 and Data 0 pulses will allowable pulse width times and pulse interval times for the

SmaFinger® reader.

Data 1 Signal —
Data 0 Signal
) Tpw  Tpi @ Tpw Tpi
Pulse Times
Synbol Descri ption Typi cal Tine
Tpw Pulse Width Time 100us +/- 3%
Tpi Pulse Interval Time 1.9ms +/- 3%
W egand Packet (Wthout Reader |D)
Standard (Default) Parity(Even) (MSB) DataBits (LSB) Parity(Odd)
Reverse (Option) Parity(Odd) (LSB) DataBits (MSB) Parity(Even)

Connect the Wiegand wires, example as below: (The pull high resister must >= 10K Ohm)

SmaFinger

REV.B

HOST/ Ter mi nal
5vDC
[ | Pull high resistor
9~12VD
SmaFi 10K 10K >=10K Ohm
makFl nger
J (Red) ohm ohm
Data 1 (White) |
Data 0 (Green)
(Black)
I |
GND GND

Optional: External LED/Buzzer Control (Brown)
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ANNEX C. ABA TK2 Interface
The timing for Card Present, Clock (Strobe) and Data , example as below:
/ICARD PRESENT Leading Zero Data Trailing Zero
/DATA
/STROBE / /_
ook AU a7l
000...01101%001. ..000
—> §<—STROBE Width Approximately 25~50% Of Bit Time
—p «4—Bit Time 40IPS (min:280us, typ:330us, max:480us)
DATA
The data signalis valid while the clock is low. If the Data signalis high, the bit
is a zero. If the Data signal is low, the bitis a one.
CLOCK ( STROBE)
The Clock signalindicateswhen Datais valid. Iti srecommendedthat Databeloaded
by the user with the leading edge (negative) of the Strobe.
CARD PRESENT
CardPresentwillgolowafterfluxreversalsfrom theReader.CardPresentwillreturn

high after the last flux reversal.

Connect the ABA TK2 wires, example as below:

9~12VD HOST/ Ter mi nal
(Red)
SmaFi nger Card Present (Orange)
Clock (White)
Data (Green)
(Black)
| |
GND GND

Optional: External LED/Buzzer Control (Brown)
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ANNEX D. RS232 Interface
Connect the RS232 wires, example as below:

SmaFi nger

9~12vD

(Red)

TXD (Yellow)

GND (Black)

HOST/ Ter m nal

GND

GND

Optional: External LED/Buzzer Control (Brown)
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ANNEX E. External LED/Buzzer Control
SmakFinger supports the external LED/Buzzer control for Terminal (or Host) to prompt end-user the card data
is invalid or valid. Use Brown wire to control the LED/Buzzer of SmaFinger

Examples as below: (Active High)

(1) Show External Invalid Status

Data Output

Alarm Control (Brown)

<4 Min100ms P

(2) Show Card Valid Status

Data Output

Alarm Control (Brown)

> 4~ Min 100ms

Note:

1. Send one pulse to show the "External Invalid" LED/B uzzer Status.

2. Send three or more pulse to show the "Card Valid" L ED/Buzzer status.
3. You can configure the LED/Buzzer status by Mifare R eader utility.

40



PROMAG SmaFinger

REV.B

ANNEX F. Secure Mounting Installation

1. Attach the bottom plate label on the target 2. After fixing SmaFinger with attached screws
position. Drill the holes to match the bottom plate (using the L-shape spanner), apply screw cover

then fix SmaFinger reader. plate for completion.

i WALL
b WALL
&
L-shape\g
%/screw cover plate

Remar k:

SmakFinger is not designed for outdoor usag e. Avoid the

damage from sunshine or rains.

Tokeep SmaFingeringood performance, itisrecomm ended

tohaveregularmaintenanceandclearanceoftheph ysical

reader.
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ANNEX G. WebISP - Firmware Upgrade Utility
SmakFingeralsosupportsthe ISP (In-System Program)

firmware.

Install WebISP (includedin CD-ROM) inyour PC (Win
steps as below: (First of all, connect the reader o

connection and make sure they are powered on.)

functiontoupgradethereader’s

dows System)firstand followthe

rthe programmerto PC viaRS232

St ep 1:Inputyouraccount

(UserName and Password)

WebISP {3

Q)GIGA-TMS INC. In-System Program via Internet

Quality, Delivery & Service

V1.4R4

Note:
Contact us to get your

account when needed.

Start Check |

Forze |

rEr
" 0ff Line

& OnLine

e
tp.gigatms. com. bw

UserName |jgp|

Rgssword w

St ep 2:Click[StartCheck]

toautomatically checkthe

%' WebISP

Update Information

[[Local site]
Comm Port :

firmware version from our

of date, then WebISP will

September 1,

prompt you to update the
firmware. Click [Update]

to begin Updating the

firmware.

comMz
Device F/W: PGEM-T1133 V1.O0RO (100301)

FTP server. Show the update
, [FTP Sital
If your reader’s or ROM Humber: FGM-T1133 history.
, ) Product : SFcL0-00
programmer’s firmware out Version : V1.0RD

[Tpdate Information]
2010 (V1_0R0) Initialime.

Update F/sf {pcﬂ—ulaa - ZF&50-00
Tl [Firmware version is latest version

Note:

Update Cancel

1. The WebISP will auto

scan all Comm ports to
search the reader or
programmer.

2. TheWeblISPwillshowthe
[Update Information]
and list the update
history.
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Step 3: After “Update
Finish”message appearson
the screen, it may still

need to take several
seconds to complete the
updateuntilLEDshowsback

to normal.

WebISE

BE®

@GIGA-TMS INC. In-System Program via Internet
Quality, Delivery & Service

Fix ASCII Output.

June 18,Z004
Support Mifare 4K card.
Add ASCII String Output.

June 10,2004
Support full MFE command mode.

Dovmloading File. .. < 0K

GoTo ISP Mode (GNetPlus Protocol). .. < DI{]
[IZPF Mode]

Erase Firmware... < 0K

Programmineg. -

V1.0R4
2 |
Femote Server
& Online ¢ Off Line
|ftp.gigatms.com.tw
UserName |vip
v

WebISP

@GIGA-TMS INC. In-System Program via Internet
Quality, Delivery & Service

BE®

¥1.0R4

Support Mifare 4K card.
Add ASCIT String Output.

June 10,Z004
Support full MFE command mode.

Dovnloading File. .. < 0K
GoTo ISP Mod

)24

(1sp meae; | UPate finished
Erase Firmwa:

Programming. . . disconnect

= 0K

UTpdate Finish

A Start Check |

|ftp.gigatms.c:0m. b

UserName |yjp

MF700 Utility V1.0R4
Card Issuer V1.0D4

1
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ANNEX H. History

Rev A: September 28, 2010
Initial SmfFinger Configurable Sector Reader.

Rev B: July 27, 2011 (Kylie)

Specific How to install WebISP. (P.23)
September 30, 2011 (Kylie)

Update pics.

‘Sequence’ label edit to ‘Output Data Order’ (p.
October 03, 2011 (Kylie)

Modify several grammar mistakes.

Add remark (p.16)

Modify update describes (step #3). (p.24)
October 18, 2011 (Kylie)

Modify “Command Table” expressions. (p.11)
October 19, 2011 (Kylie)

Modify “Command Table” descriptions and remark.
January 01, 2012 (Kylie)

Modify ReaderID’s limit. (p.10)
January 11, 2012  (Kylie)

Modify data length limited to 12. (p.8)
February 08, 2012 (Kylie)

Modify CardOnlyMode and FingerScanSuccess descri

March 20, 2012Kylie)
Add “Formatter” describes.
Re-typesetting.

14)

(p-11)

ptions. (p.9)
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http://www.gigatms.com.tw
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TEL : +886-2-26954214
FAX : +886-2-26954213
Office: 8F, No. 31,Lane 169, Kang-Ning St.,Hsi-Chih, Taipei, Taiwan
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