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About GFI MailEssentials

Introduction to GFI MailEssentials

GFl MailEssentials offers server-based anti-spam and other key
corporate email features for your mail server. Installed as an add-on to
your mail server, GFI MailEssentials is totally transparent to your
users - no additional user training or administration is needed.

Key features of GFI MailEssentials

Server-based anti-spam

With fraudulent, inappropriate and offensive emails being delivered in
vast quantities to adults, children and businesses every day, spam
protection is an essential component of your network’s security
strategy. Spam wastes network users’ time and network resources,
and can be dangerous too. GFI MailEssentials includes an advanced
anti-spam module that includes blacklist/whitelists, a Bayesian filter,
keyword checking, and header analysis.

Company-wide disclaimer/footer text

Because companies are effectively responsible for the content of their
employees' email messages, it is wise to add a disclaimer to each
outgoing email. This disclaimer/footer text can also be used to add a
standard corporate message to each email, such as an address or
company slogan. Although most employees have their own personal
signature, the disclaimer/footer text ensures that the corporate
message is always communicated. Disclaimers can be added to the
top or the bottom of an email. In addition, you can include
fields/variables in the disclaimer, for example, a recipient nhame or
email. This way you can personalize the disclaimer towards the
recipient.

Email archiving to a database

With GFI MailEssentials, you can archive all inbound and outbound
email. This allows you to keep a back up of all email communications
and easily search for a required message, such as a particular
customer's emails. This also enables you to check the content of
messages and quality of responses.

Reporting

GFI MailEssentials includes a reporting module that allows you to
create reports on Internet email use, including, daily statistics report,
detailed log of emails sent, reports per user or by date range. You can
use these reports for costing purposes.

GFI MailEssentials 14 user manual OBAbout GFI MailEssentials e 1



Personalized server-based auto-replies with tracking
number

Auto-replies can be more than just an 'out of office' reply. With
automatic replies, you can let your customers know that their email
has been received and that their request is being handled. GFI
MailEssentials assigns a unique tracking number to each reply to give
your customers and employees an easy point of reference.

POP3 downloader

Some mail servers, such as Microsoft Exchange Server and Lotus
Notes are unable to download email from POP3 mailboxes. GFI
MailEssentials includes a utility that can forward and distribute email
from POP3 mailboxes to mailboxes on your mail server.

Email monitoring

The email monitoring feature allows you to send a copy of emails sent
to or from a particular local email address or domain, enabling you to
keep a central store of email communications of a particular person or
department. Since you can configure the email to be copied to an
email address, all email can be stored in a Microsoft Exchange Server
or Microsoft Outlook store, so that you can easily search for email.

GFI MailEssentials components

GFI MailEssentials consists of the following parts:

GFI MailEssentials services

The GFI MailEssentials services take care of analyzing and
processing all the emails, handle any newsletters and discussion lists
you have configured, and perform maintenance tasks that are required
by GFI MailEssentials at regular intervals.

GFI MailEssentials configuration

The GFI MailEssentials configuration is hosted in a Microsoft
Management Console (MMC) from which you can set up and
configure GFI MailEssentials.

s GFI MailEssentials Configuration

B Fle window Help | o = |
== | |2
[:_I Console Root Item | Description
E‘% GFI ME‘ESEHHEIS sy SpamRazer Configures the SpamRazer settings
=R nti-Spam B Phishing URI Realtime Blockiist  Configures the Phishing LRI Realtime Blocklist
g g:?:_RaZE;I Realtime Hodist Sender Policy Framework Corfigures Sender Policy Framework (SPF)
S eatime SOk 2 whitelist Configures the whitelisted domains, email addresses and keyword
Sender Palicy Framework,
B wihieslist lerectory Harvesting Protects your mail server from directory harvesting attacks by blo
m Directory Harvesting T8 Custom Blacklist Configures the blackisted domains and email addresses
B Custom Blacklist @Bayesian Analysis Configures the Bayesian Analysis filker and download Bayesian up
D] Bayesian Analysis 80N Blacklsts Configares the DNS Blackists (DNSBL)
-7 DMS Blacklists ﬁSpam LRI Realtime Blocklists — Configures the Spam URT Realtime Elocklists {SURBLY
Spam LRI Realtime Blocklists B Header Checking Canfigures the Header Checking options
Header Checking (iﬂKeyword Checking Configures the blocked keywords in the body and subject of email
QH Keyword Checking A New Senders Configures the Mew Senders settings
[ Mew Senders
- By anti-virus
[H-(Z5 Email Management
(-3 meneral
-y POPZExchange
4| | 0|

Screenshot 1 - GFI MailEssentials configuration
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GFIl MailEssentials Dashboard

Through the GFI MailEssentials Dashboard, you can view the activity
of GFI MailEssentials as well as statistics. The POP collector service
can be monitored from the P2E Logging tab.

[l GFI MailEssentials Dashboard
File

Status | Statisics | P2E Logging |

Options  Help

[ Status of key services

c‘) GFI MailE ssentialz b anaged Attendant Service iz Running Q‘) GFI List Server is Running

0 GFI MailE ssentials Legacy Attendant Service is Running a GFI MailE ssentials POP2Exchange Service is Running

c‘) GFl MailE ssentials Enterprise Transfer Agent is Running c‘) GFI MailE ssentials Scan Engine is Running

MTA4 Logging

Received Time | Processed Time | Engine | Sender | Recipients | Subjsct | Description |:|
=4 09/09/2008 11:06:24  09/09/2008 11:06:24 TRMS "postmaster...  jens@externalext  Undeliverable: Processed successhully.
¢y 09/09/2008 11:06:24  09/03/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successfully.
=4 09/08/2008 11:06:24  09/09/2008 11:06:24  TRMS "'postmaster. jens@externalext  Undeliverable Processed successfully
=4 09/03/2008 11:06:24  09/09/2008 11:06:24 TRNS “pogtmaster...  jens@esternalest  Undeliverable: Processed successfully.
=4 09/09/2008 11:06:24  09/09/2008 11:06:24 TRMS "postmaster...  jens@externalext  Undeliverable: Processed successfully.
=4 09/03/2002171:06:24  09/09/2008 11:06:24  TRNS “pogtmaster...  jens@esternalest  Undeliverable: Processed successhully.
—409/09/2008 11:06:24  09/09/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Proceszed successfully.
=4 09/09/2008 11:06:24  09/09/2008 11:06:24 TRMS "postmaster...  jens@externalext  Undeliverable: Processed successhully.
“f09/09/2008 11:06:24  09/03/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successfully.
=4 09/09/2008 11:06:24  09/09/2008 11:06:24 TRMS "postmaster...  jens@externalext  Undeliverable: Processed successhully.
¢y 09/09/2008 11:06:24  09/03/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successfully.
=4 09/08/2008 11:06:24  09/09/2008 11:06:24  TRMS "'postmaster. jens@externalext  Undeliverable Processed successfully
=4 09/03/2008 11:06:24  09/09/2008 11:06:24 TRNS “pogtmaster...  jens@esternalest  Undeliverable: Processed successfully.
=4 09/09/2008 11:06:24  09/09/2008 11:06:24 TRMS "postmaster...  jens@externalext  Undeliverable: Processed successfully.
=4 09/03/2002171:06:24  09/09/2008 11:06:24  TRNS “pogtmaster...  jens@esternalest  Undeliverable: Processed successhully.
—409/09/2008 11:06:24  09/09/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Proceszed successfully.
=4 09/09/2008 11:06:24  09/09/2008 11:06:24 TRMS "postmaster...  jens@externalext  Undeliverable: Processed successhully.
“f09/09/2008 11:06:24  09/03/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successfully.
=4 09/09/2008 11:06:24  09/09/2008 11:06:24  TRMS "'postmaster. jens@externalext  Undeliverable: Processed successfully
¢y 09/09/2008 11:06:24  09/03/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successfully. j

Screenshot 2 - GFI MailEssentials Dashboard

GFI MailEssentials Reporter

The reporting application provides useful reports that give a clear
picture of the amount of emails being processed and the effectiveness
of GFI MailEssentials in blocking spam email.

FI MailEsse s Reporter

1 [=] E3
File Tools

E-—GFi SECURITY & MESSAGING SDFTWME

Composite - User Usage Statistics Report

Reparts  Help

Email (IN) Size (IN) No. of Emails (OUT) Size {OUT) No. of Emails
AdministratoriE@master-domain.com 644 33 KBytes 704 0.00 KBytes 0
jackbi@master-domain.com 11 .03 KBytes 7 0.00 KBytes u]
JEmithig@master-domain.com 368 KBytes 2 0.00 KBytes o0
vickyp@master-domain.com 183 KBytes 1 0.00 KBytes a

Total (IN) Size
BB0.89 KBytes

Total {(IN) Emails
714

Total (OUT) Size Total (OUT) Emails
0.00 KBytes 0

|Fieady

Screenshot 3 — GFI MailEssentials Reporter
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Installing GFI MailEssentials

Introduction to installing GFI MailEssentials

This chapter shows you how to install and configure GFI
MailEssentials. GFI MailEssentials can be installed in two ways:

Installation option 1: Installing GFI MailEssentials on the
Microsoft Exchange Server 2000/2003/2007 machine

Simply install GFI MailEssentials on the Microsoft Exchange Server
2000/2003/2007 machine. If you are installing on Microsoft Exchange
Server 2007, you either need to have Mailbox Server Role and Hub
Transport Server Role installed or Hub Transport Server Role
installed. GFI MailEssentials cannot be installed on a Microsoft
Exchange Server 2007 machine with only Mailbox Server Role
installed. See 'Installing GFI MailEssentials on the Microsoft Exchange
Server 2000/2003/2007 machine’ for instructions on how to install this
deployment option.

NOTE: If you are installing GFI MailEssentials on Microsoft Exchange
Server 2000/2003 or Microsoft Exchange Server 2007 with both
Mailbox Server Role and Hub Transport Role installed, you can
configure GFI MailEssentials to direct email marked as spam directly
to the user's junk email folder. This makes it easy for users to
periodically review spam email for false positives. If you install GFI
MailEssentials in the DMZ, or in front of Microsoft Exchange Server
2000/2003, or on a Microsoft Exchange Server 2007 machine that
does not have the Mailbox Server Role installed, this feature will not
be available.

Installation option 2: Installing GFI MailEssentials on a
separate machine

If you are not running Microsoft Exchange Server 2000/2003/2007 or
wish to separate the GFI MailEssentials installation from the Microsoft
Exchange Server 2000/2003/2007 machine, you can install GFI
MailEssentials on a separate machine.

NOTE: In a Microsoft Exchange Server 2007 environment, the mail
relay server in the DMZ can be a machine running Microsoft
Exchange Server 2007 with the Edge Transport Server Role installed.

This also allows you to keep your corporate mail server behind the
firewall. GFI MailEssentials will act as a smart host/mail relay server in
the perimeter network (also known as DMZ, demilitarized zone, and
screened subnet).

Additional advantages are:

¢ You can perform maintenance on your mail server machine, whilst
still receiving email from the Internet.

GFI MailEssentials 14 user manual 1BInstalling GFI MailEssentials e 5



e You use less resources on your mail server machine

¢ The GFI MailEssentials machine can have a lower specification
then the mail server machine and can process email faster

e Additional fault tolerance — if anything happens with your mail
server you can still receive email, which is queued on the GFI
MailEssentials machine.

NOTE 1: This separate machine does not need to be dedicated to GFI
MailEssentials; it can run other applications, such as GFI MailSecurity.
If you choose this option, you have to configure IIS before installing
GFI MailEssentials.

NOTE 2: If installing on a Microsoft Exchange Server 2007 machine
with the Edge Transport Server Role, you do not need to install or
configure the 1IS SMTP service, since Microsoft Exchange Server
2007 has its own built in SMTP server.

Go to the paragraph 'Installing GFI MailEssentials on a separate
machine' for instructions on how to do this.

IMPORTANT: Do notjudge the spam detection rate of GFl
MailEssentials until you have allowed the Bayesian filter to run for at
least one week. GFI MailEssentials can achieve the highest detection
rate compared to other anti-spam solutions because it adapts
specifically to your emails. Be patient and wait at least a week before
you evaluate it.

Upgrading from previous versions

If you are currently using a previous version of GFI MailEssentials,
you can upgrade your current installation whilst retaining all your
existing configuration settings. You will need to enter the fully
purchased license key within 10 days of installing the upgrade. For
information on how to obtain the new license key, visit
http://customers.gfi.com.

NOTE: Only GFI MailEssentials version 9, 10, 11 and 12 can be
upgraded to GFI MailEssentials 14. Upgrades cannot be undone i.e.
you cannot revert to older versions once you have installed the latest
version.

To upgrade:

1. Launch the GFI MailEssentials 14 setup file on the machine on
which you have installed GFI MailEssentials. Setup will prompt you
whether you wish to remove the current version of GFI MailEssentials
and install GFI MailEssentials 14. Click Yes to proceed.

GFI MailEssentials [ =]

9 GFl MailEssentials version 12.0.2007.1203 is already installed. ou must uninstall the existing wversion before instaling GFI
__-/ MailEssentials version 12.0,2005.0324,

IMPORTANT: The new build requires the Microsoft \NET Framework 2.0 installed on this machine.

Do wou wank to uninstall the exisking version of GFI MailEssentials?

Screenshot 4 - Confirm the upgrade

2. Setup will now proceed to install GFI MailEssentials 14 in exactly
the same manner as a new installation (for a detailed description, see
this chapter), however it will not let you change the destination folder.

6 e 1BInstalling GFI MailEssentials GFI MailEssentials 14 user manual
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This section applies to GFI MailEssentials 9 users only

When the GFI MailEssentials 14 setup has copied all the installation
files, it will notify you that it needs to convert the Bayesian weights file
to the new format used in GFI MailEssentials 10 onwards. The new
format is more compact and uses less memory. During this conversion
process, a progress dialog box is displayed on screen. Once the
conversion is ready, click Finish to complete the upgrade.

Installing GFI MailEssentials on the Microsoft Exchange Server
2000/2003/2007 machine

System requirements

e Windows Server 2008 (x64) or Windows Server 2003
Standard/Enterprise (x86 or x64) or Windows 2000
Professional/Server/Advanced Server (SP1 or higher)

e Microsoft Exchange Server 2007, 2003, 2000 (SP1)

NOTE 1. GFI MailEssentials also supports Microsoft Exchange
Server 2007 (SP1)

NOTE 2: When using Small Business Server, ensure you have
installed Service Pack 2 for Exchange Server 2000 and Service
Pack 1 for Exchange Server 2003.

NOTE 3: To install GFI MailEssentials on Microsoft Exchange
Server 2007 you also need to install the Microsoft Exchange
Server MAPI Client and Collaboration Data Objects 1.2.1.

NOTE 4: When instaling GFI MailEssentials on a Microsoft
Exchange Server 2007 machine, only the 64-bit production version
of Microsoft Exchange Server 2007 is supported.

e Microsoft .NET Framework 2.0

¢ If you are going to use the GFI MailEssentials reporter, Microsoft
XML core services is required. This is included in the GFlI
MailEssentials installation and will be installed automatically if your
operating system is UK/US English.

e For list server only: The list server feature requires the
installation of Microsoft Message Queuing Services. This is a
scalable event processing system service developed by Microsoft.
It is included with every Microsoft Windows 2000/2003 version,
although not always installed by default. For more information on
how to install it, please see the chapter ‘Configuring the list server’.
If you do not plan to use the list server feature, you do not need to
install Microsoft MSMQ.

IMPORTANT: Disable anti-virus software from scanning the GFlI
MailEssentials, Microsoft IS, and Microsoft Exchange Server
directories. Anti-virus products are known to both interfere with normal
operation as well as slow down any software that requires file access.
In fact, Microsoft does not recommend running file based anti-virus
software on the Microsoft Exchange Server. For more information
read the following article:
http://kbase.gfi.com/showarticle.asp?id=KBID001824
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IMPORTANT: Make sure that backup software is not backing up any
of the GFI MailEssentials directories at any point.

NOTE: If you have a cluster please read the following Knowledge
Base article prior to installing GFlI MailEssentials:
http://kbase.gfi.com/showarticle.asp?id=KBID001639

GFI MailEssentials will need to start and stop the Microsoft Exchange
Server services during installation.

Running GFI MailEssentials setup

1. On the Microsoft Exchange Server machine, log-on as administrator
and run the GFI MailEssentials setup file.

2. Select the language in which you would like to install GFI
MailEssentials (English or German).

3. A welcome dialog will appear. Close all the other running Windows
programs and click Next to continue.

NOTE: At this stage GFI MailEssentials will be performing backend
checks such as searching for installed applications and it might take
some time for the Next button to appear.

4. GFI MailEssentials will prompt you to check for a more recent
version or build. Always use the latest version.

5. Read the licensing agreement carefully. To proceed with the
installation, select | accept the license agreement and click Next.

6. To install GFI MailEssentials to the default location, click Next to
continue. Alternatively, to specify a custom installation folder click
Browse, select a new installation path and click Next to continue.

7. Enter your name, company name, and license key. If you are
evaluating the product, leave the default “Evaluation’. Click Next.

8. Setup will ask you for the administrator email. GFI MailEssentials
will use the administrator email to send critical notifications.

9. If you are installing GFI MailEssentials on a Microsoft Exchange
Server 2000/2003 configured as a front-end server, or on a Microsoft
Exchange 2007 Edge Transport Server Role machine (i.e. in a DMZ in
front of another Microsoft Exchange Server), you can choose whether
you want to install GFI MailEssentials in Active Directory mode or in
SMTP mode. Active Directory mode allows you to select users present
in Active Directory for user-based configuration/rules, such as a
disclaimer. However, on a front-end server not all users are available.
In this case, it is better to select SMTP mode, which allows you to
input the SMTP email address for user based configuration/rules.
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]‘E GFI MailEssentials Setup M= E
»

Active Directory

Access to Active Directory uzers

Does this server have access to all the email users in Active Directon?

- ez, all email uzers are available on Active Directory, rules will be based on
Active Directony uzers.

Ma, | do not have Active Directory ar my netwark, does not have access o
Active Directary [DMZ), rules will be bazed on SMTP email addrezzes.

GFI b &ilE zzential=E

Cancel

< Back

Screenshot 5 - Selecting SMTP mode or Active Directory mode

10. If you do not have Microsoft Message Queuing Services (MSMQ)
installed, setup will ask you whether you wish to install it. The list
server feature requires this service. Microsoft Message Queuing
Service is a scalable event processing system service developed by
Microsoft. It is included with every Microsoft Windows 2000/2003 and
XP version, although not always installed by default. If you do not plan
to use the list server feature, or if you wish to install it later, you can
click No to continue set-up. If you click Yes, you will be prompted for
the Microsoft Windows CD and setup will launch the MSMQ set-up.

fi# GFI MailEssentials Setup [ [=]

Microsoft Message Queuing Service

The GFI MallE zzentialz List Server requires the kMicrozoft Message Queuing Service
[M5BE]. The Meszaging Queuing Service iz a zcalable zpztem zervice developed by
icrozoft to enable high valume event pracessing. Thiz service iz included with even
Windows 2000, %P and 2003 verzions, although not abways installed by default.

The GFI MailE zzentials inztallation can inztall kSO for you To complete this process,
woul will reguire the wWindows 2000, P or 2003 CD .

Wie recommend to inztall the MSMO &t thiz point however vou can alsa install it at a later
ztage. Fleaze note that you cannot use the List Server without S0,

Do you want to install the MSMOA zervice now?

GFI b ailE zzential=E

{ Back Mest > | Cancel

Screenshot 6 - Installing Microsoft Message Queuing Service
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11. Setup will now confirm the inbound email domains (e.g.
mycompany.com) that you have set up in the I[IS/Exchange
configuration. It is important to ensure that your inbound email
domains are listed correctly.

IMPORTANT: GFI MailEssentials ONLY filters emails destined to
your inbound email domain. Therefore, if you do not configure
your inbound email domains correctly, no spam will be detected.

NOTE: If you are installing GFI MailEssentials on a Microsoft
Exchange Server 2007 machine, the inbound email domains step of
the installation wizard is skipped since these are determined from the
GFI MailEssentials Post-Installation wizard that is launched when you
finish this installation wizard.

You can change these inbound email domains at a later stage from
the GFI MailEssentials configuration.

i GFI MailE ssentials for Exchange/SMTP Setup !E[E
Confirm inbound email domains <y + L
Click Mest to begin installation. ]1{"

The following inbound email domains were found:

gfi.co.uk
gfi.com
gfimalta.com
lozalhost

& GF| MailEzzentialz can only proceszs email: addrezzed to the domaing
listed abowve. Therefare, i SPAM email iz zent to a domain not listed
above it will not be blocked.

Ta further configure the sbove domainz, open the GFI MailE szentialz
configuration, right click on the General node and select Properties

GFI M ailE zzential=®

< Back | Mext » I Cancel

Screenshot 7 - Configure your inbound email domain

12. Setup will now copy all the program files to the selected
destination and finish the installation by creating a GFI MailEssentials
program group. Click Finish to finish setup. After setup has copied all
the files, it will ask if it can restart the SMTP service.

NOTE 1: If you are installing GFI MailEssentials on x64 machine, the
files will be installed under the c:\program files (x86)\ folder.

NOTE 2: If you are installing on a Microsoft Exchange Server 2007
machine, you will not be prompted to restart the SMTP service.

13. After the installation, setup will check if you have the Microsoft
XML engine installed. If you do not, and you are running a US/UK
version of Microsoft Windows it will install it for you. If you are NOT
running a UK/US version of Microsoft Windows, setup will prompt you
to download and install the appropriate Microsoft XML engine. The
XML engine is used by the reporter application and is only 2
megabytes. It is most likely to be used by other applications too. For
more information read this Knowledge Base article:
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NOTE: If you are installing on a Microsoft Exchange Server 2007
machine, the installation will launch the GFI MailEssentials Post-
Installation Wizard. Refer to the ‘GFl MailEssentials Post-Installation
Wizard’ section further on in this chapter for information on how to use
this wizard.

14. Upon first installation, GFI MailEssentials will display the Quick
Start Guide that introduces the GFI MailEssentials Configuration
console and explains how to quickly configure/customize the most
powerful GFI MailEssentials anti-spam filters.

Installing GFI MailEssentials on a separate machine

If you install GFI MailEssentials on a separate machine that is not your
gateway SMTP server, ensure that you configure the Perimeter
SMTP Servers option in the GFI MailEssentials configuration after
you finish the installation. The perimeter SMTP server is the gateway
SMTP server which receives your emails directly from the internet and
you will have to specify the IP address of your perimeter SMTP server
in GFI MailEssentials, especially if you are going to use the SPF filter
feature. For more information on how to setup your gateway SMTP
server, please refer to the ‘Defining your Perimeter (Gateway) SMTP
Server’ section of the ‘Configuring Anti-spam’ chapter in this manual.
Effectively GFI MailEssentials will act as a mail relay server between
the perimeter (gateway) SMTP server and the recipients’ inboxes.

System requirements

e Windows Server 2008 (x86 or x64) or Windows Server 2003
Standard/Enterprise (x86 or x64) or Windows 2000
Professional/Server/Advanced Server (Service Pack 1 or higher)
or Windows XP

NOTE: Since the version of Internet Information Services (IIS)
included in Windows XP is limited to serving only 10 simultaneous
client connections, installing GFI MailEssentials on a machine
running Windows XP could affect its performance.

e Microsoft .Net framework 2.0

e Microsoft IIS SMTP service installed and running as an SMTP
relay to your mail server. This means that the MX record of your
domain must be pointing to the machine on which you will install
GFI MailEssentials. For more information on how to configure 11S5:
http://support.microsoft.com/support/kb/articles/Q293/8/00.ASP.

NOTE: If you are going to install GFI MailEssentials on the
Microsoft Exchange 2007 Edge Transport Server Role, you do not
need to install the IIS SMTP service since Microsoft Exchange
Server 2007 has its own built in SMTP server.

e If you are going to use the GFI MailEssentials reporter, Microsoft
XML core services is required. This is included in the GFI
MailEssentials installation and will be installed automatically if your
operating system is UK/US English.

e For list server only: The list server feature requires the
installation of Microsoft Message Queuing Services. This is a
scalable event processing system service developed by Microsoft.
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It is included with every Microsoft Windows 2000/2003 version,
although not always installed by default. For more information on
how to install it, please see the chapter ‘Configuring the list server’.
If you do not plan to use the list server feature, you do not need to
install Microsoft MSMQ.

e Access to a mail server machine such as Microsoft Exchange
Server 2007, 2003, 2000 (SP1), 5.5, 5, 4, or Lotus Notes 4.5 and
up, or any SMTP/POP3 mail server.

IMPORTANT: Disable anti-virus software from scanning the GFI
MailEssentials, Microsoft [IS, and Microsoft Exchange Server
directories. Anti-virus products are known to both interfere with normal
operation as well as slow down any software that requires file access.
In fact, Microsoft does not recommend running file based anti-virus
software on the Microsoft Exchange Server. For more information
read the following article:
http://kbase.gfi.com/showarticle.asp?id=KBID001824

IMPORTANT: Make sure that backup software is not backing up any
of the GFI MailEssentials directories at any point.

Installing & configuring IIS SMTP service

GFI MailEssentials uses the Microsoft IS SMTP service as its SMTP
Server and thus the SMTP server must be configured as a mail relay
server first.

NOTE: If you have a Microsoft Exchange Server 2007 environment
and are going to install GFI MailEssentials on the Microsoft Exchange
2007 Edge Transport Server Role machine, you do not need to install
or configure the IS SMTP service since Microsoft Exchange Server
2007 has its own built in SMTP server.

About the Microsoft IIS SMTP service

The SMTP service is part of Microsoft IIS, which is part of Microsoft
Windows 2000/2003. It is used as the message transfer agent of
Microsoft Exchange Server, except Microsoft Exchange Server 2007
which has its own built in SMTP server, and has been designed to
handle large amounts of email traffic. The Microsoft IS SMTP service
is included in every Microsoft Windows distribution.

NOTE: If you have a cluster please check this Knowledge Base article
prior to installing GFlI MailEssentials:
http://kbase.gfi.com/showarticle.asp?id=KBID001639

To install and configure the Microsoft IIS SMTP service as a mail relay
server, follow these steps:

Step 1: Verify the Installation of the SMTP Service
1. From the Start menu access the Control Panel.

2. Open the Add or Remove Programs and click on the Add or
Remove Windows Components.

3. Click the Internet Information Services (IIS) component and click
the Details button.

4. Verify that the SMTP Service checkbox is selected. If it is not
selected, click it to select it.
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5. Click the OK button, and then follow the installation instructions that
are displayed.

Step 2: Specify mail relay server name and assign an IP
1. From the Start menu, access the Administrative Tools.
2. Click on the Internet Information Services (1IS) Manager icon.

3. Expand the tree under the server name. Right click on the Default
SMTP Virtual Server and select Properties.

4. Assign an IP address to the server and click the OK button.

Default SMTP ¥Yirtual Server Properties EE |

General |.-’-'-.u:u:ess| Messagesl Deliver_l,ll LDAP Hnutingl Seu:urit_ul

% Default SMTP Yitual Server

M arne: IDefauIt SKTP Virtual Server
IP address: 132,165,561 =l
— Connection

Caonfigure the connection infarmation used by this Connechion |
TESOUICE,

—1 Enable logging

Gahive o fammat

IWSE Extended Log File Format j Eraperties. . |

] Cancel oy 1] Help

Screenshot 8 - Specify mail relay server name and assign IP

Step 3: Configure the SMTP Service to relay email to your
mail server

In this step, you configure the SMTP service to relay inbound
messages to your mail server.

NOTE: During installation, GFI MailEssentials will perform this step for
you automatically. GFI MailEssentials will ask for your local domain
name, and create it as a remote domain. You will see the domain
listed in the right pane. However, if you do this step manually, you can
confirm that your relay server is working properly before running the
GFI MailEssentials installation.

Creating a local domain in IIS to route email

Click the Start menu, point to Programs, click Administrative Tools,
and then click Internet Services Manager.
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Expand the tree under the server name, and then expand the Default
SMTP Virtual Server. By default, you should have a Local (Default)
domain with the fully qualified domain name of the server.

Configure the domain for inbound:
1. Right click the Domains icon, click New, and then click Domain.

2. Click Remote, click Next, and then type the domain name in the
Name box. Click Finish.

domain.com Properties E |

General | Advanced I

% domairn. com

Select the appropriate zettings for your remaote domain.

W allow incoming mail ta be relayed ta this damain

[~ Send HELD instead of EHLD

Cutbound Security...

Route damain
= Usze DMS to route ta this domain

% Fonward all mail to smart host
[192.168.0.2]

Cancel Apply Help

Screenshot 9 - Configure the domain

IMPORTANT: Ensure that you add all your inbound email
domains, for example ‘mycompany.com’, otherwise inbound
email will not be filtered for spam.

NOTE: Upon installation, GFI MailEssentials will import inbound email
domains from the IS SMTP service. If you want to add additional
inbound email domains, you have to add these domains in the GFI
MailEssentials configuration. For more information, see ‘Adding
additional inbound email domains’ in the ‘Miscellaneous options’
chapter.

If you add additional inbound email domains in IIS SMTP service, they
will not be automatically recognized until you enter them in the GFlI
MailEssentials configuration. This allows you to setup remote smart
hosts for particular domains that are not local.
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Configure the domain to relay email to your mail server:

1. Access the Properties dialog for the domain that you just created
and check the Allow the Incoming Mail to be Relayed to this
Domain checkbox.

2. If this is being set up for an internal domain, you should specify the
server that receives email for the domain name by the IP address in
the Route domain dialog box.

3. Click the Forward all mail to smart host option, and then type the
IP address of the server that is responsible for email for that domain in
square brackets. For example: [123.123.123.123]

NOTE: Typing the IP address of the server in brackets is necessary
so that the server recognizes that this is an IP address, and thus
avoids any attempts at performing a DNS lookup.

4. Click the OK button.

Step 4: Secure your mail relay server

In this step, you will specify your mail server name, and any other mail
servers that will send email via this mail relay server. Effectively you
will limit the servers that can send email to the internet through this
server. If you do not create restrictions, anyone can use your mail
relay server as an open relay for spamming. To prevent this follow
these steps:

1. Open the Properties of the Default SMTP Virtual Server.
2. On the Access tab, click Relay.

Relay Restrictions |

Select which computer may relay through this virtual server:

&= Only the list below
= all except the list below

Compliters:
Access | IP Address [Mask] / Domain Mame
Add... | FEmmEye |

¥ Allow all computers which successfully authenticate to relay. regardiess
af the izt above.

| ] I Cancel Help

Screenshot 10 - Relay options

3. Click Only the list below.
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4. Click the Add button, and then add the IP of your mail server that
will be forwarding the email to this server. You can specify a single
computer, group of computers or a domain:

Single computer - Specify one particular host that you want to relay
off from this server. If you click the DNS Lookup button, you can
lookup an IP address of a specific host.

Group of computers - Specify a base IP address for the computers
that you want to relay.

Domain - Select all of the computers in a domain by domain name
that will openly relay. This option adds processing overhead, and
might reduce the SMTP service performance because it includes
reverse DNS lookups on all IP addresses that try to relay, to verify
their domain name.

Step 5: Configure your email server to relay email via the
mail relay server

After you have configured the IS SMTP service to send and receive
email, configure your mail server to relay all email to the mail relay
server as follows:

On Microsoft Exchange Server 4/5/5.5:
1. Start up Microsoft Exchange Administrator.

2. Go to the Internet Mail Service and double-click on it to configure
its properties.

3. Go to the Connections tab.

4. In the Message Delivery section, select Forward all messages to
host. Enter the computer name or IP of the machine running GFI
MailEssentials.

5. Click the OK button and restart the Microsoft Exchange Server.
This can be done from the services applet.

On Microsoft Exchange Server 2000/2003:

You will need to setup an SMTP connector that forwards all email to
GFI MailEssentials:

1. Start up Exchange System Manager.

kExchange System Manager !EI E
':‘5 File  f&ction  Wiew ‘Window  Help | o =0 e

& amEERNE 2

:L First Organization (Exchange) || GFI MailEssentials

_| Global Settings Marme I
[#-{_1 Recipients
_| Servers There are no ikems to show in this view,
EI {1 Conneckors
L. (GRI MailEssentials
_| Tools

_| Falders

Screenshot 11 - Forwarding email to GFI MailEssentials machine

2. Right click on the Connectors Node, select New > SMTP
Connector, and then create a new SMTP connector. You will be
prompted for a name.
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3. Select the option Forward all mail through this connector to the
following smart host, and type in the IP of the GFI MailEssentials
server (the mail relay server) enclosed within square brackets, for
example: [100.130.130.10].

GFI MailEssentials Properties E |

Addrezs Space I Connected Raouting Groups I Delivery Restrictions
Content B estrictions | Delivery Ophions | Advanced | Details
General

; 6"rf GFI MailE szentials

. )

" Use DMS to route to each address space on thiz connector

% Fanward all mail through this connectar ko the following smart hosts

[192.168.0.180]

Local bridaeheads:

Server | Yirtual Server |
TESTHMCH-F1 Default SMTP Yitual Server
Add... | Hemoyve |

[ Do not allow public folder referrals

k. I Cancel | Sl Help

Screenshot 12 - Specifying IP of GFI MailEssentials machine

4. Click Add in the Local bridgeheads section, and select the
appropriate virtual SMTP Server instances that you want to forward

email for.
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Add Bridgehead |

SMTP wirtual server instances:

Server | Yirtual S erver |

Drefault S TP Yirtual Server

] I Cancel Help

Screenshot 13 - Adding a bridgehead

5. Go to the Address Space tab, and click the Add button. Select
SMTP and click the OK button.

GFI MailEssentials Properties E |

Content A estrictions I Delivery Ophions I Advanced I Details
General
Address Space | Connected Routing Groups I Delivery B estrictionz

Create, modify, or remove an address zpace.

Type | Addrezs | Cost |
SMTP * 1
Add... Fmdif. Hemave

Connectar scope
{*' Entire organization
" Routing group

[ Allow messages to be relayed to these domains

] I Cancel 1] Help

Screenshot 14 - Adding SMTP as address space

6. Click the OK button to exit. All emails will now be forwarded to the
GFIl MailEssentials machine.
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If you have Lotus Notes or an SMTP/POP3 server:

Check the mail server documentation on how to forward email to the
GFI| MailEssentials machine.

Step 6: Point the MX record of your domain to the mail relay
server.

Since the new mail relay server must receive all inbound email first,
update the MX record of your domain to point to the IP of the new mail
relay server. Otherwise, email will continue to go to your mail server
and by-pass GFI MailEssentials.

If you run your own DNS server, you need to update this in your DNS
server. If your ISP manages it for you, you need to ask your ISP to
update the MX record for you. After you have done this, check if the
MX record is correct using the following procedure.

Checking if the MX record for your domain is set correctly
1. Open command prompt. Type nslookup

2. Now type 'set type=mx'

3. Enter your mail domain.

4. The MX record should return a single IP. This IP must be the mail
relay server.

24| C WINNT' Sy stem32' cmd.exe - nslookup =l 3 I

Microsoft Windows 2888 [Wersion 5.88.21951] I!
(C> Copyright 1985-2000 Microsoft Corp.

C:xDocuments and Settingshadministrator.GHOST >nslookup
Default Server: server—ga
Address: 192.168.8.1

> set type=mx
> gatest.com

SErver: server—ga
Address: 192.168.8.1

jatest.com MY preference = 18. mail exchanger = gatest.com
gatest.com internet address = 192.168.8.1%3
>

Screenshot 15 - Checking the MX record of your domain

NOTE: If you wish to send out email using a smart host (used when
using dial-up) or receive email using ETRN, you will need to perform
additional steps to configure IIS 5 as a mail relay server. For more
information, refer to the 1IS 5 documentation.

Step 7: Test your new mail relay server

Before you proceed to install GFlI MailEssentials, verify that your new
mail relay server is working correctly.

1. Test [IS 5 SMTP inbound connection of your mail relay server by
sending an email from an external account to an internal user (you
can use hotmail, if you do not have an external account available).
Verify that the mail client received the email.

2. Test IIS 5 SMTP outbound connection of your mail relay server by
sending an email to an external account from an internet email client.
Verify that the external user received the email.

NOTE: Instead of using an email client, you can use Telnet and
manually send an email. This will give you more troubleshooting
information. Here is the link to the Microsoft KB article on how to do it:
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Step 8: Running GFI MailEssentials setup

1. On the newly configured mail relay machine, log-on as
administrator and run the GFI MailEssentials setup file.

2. Select the language in which you would like to install GFI
MailEssentials (English or German).

3. A welcome dialog will appear. Close all the other running Windows
programs and click Next to continue.

NOTE: At this stage GFI MailEssentials will be performing backend
checks such as searching for installed applications and it might take
some time for the Next button to appear.

4. GFI MailEssentials will prompt you to check for a later GFI
MailEssentials version. Always use the latest version.

5. Read the licensing agreement carefully. To proceed with the
installation, select | accept the license agreement and click Next.

6. To install GFI MailEssentials to the default location, click Next to
continue. Alternatively, to specify a custom installation folder click
Browse, select a new installation path and click Next to continue.

7. Enter your name, company, and license key. If you are evaluating
the product, leave the default “Evaluation’. Click Next

8. If you are installing GFI MailEssentials on Microsoft Exchange
Server, Setup will now ask you to specify your mail server IP, port and
your local domain:

e Specify the IP of your mail server (e.g. Microsoft Exchange Server
name) and the port of the mail server.

e Specify your local domain. The local domain is the last part of your
internal email address, for example gfi.com.

i‘,-_.,=—~I GFI MailEssentials Setup HiE |

Mail Server }1- . -{I;
M ail Server Information VI

Specify the IP address of the machine running the mail zerver and specify pour
lozal domain [i.e mycomparny. com)

|F Address: |1 92.168.0.1 on port |25

Local domair: Idomain.cu:um

GFI b ailE zzentialz®

< Back

Cancel |

Screenshot 16 - Specify mail server IP and domain
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9. Setup will ask you for the administrator email. GFI MailEssentials
will use the administrator email to send critical notifications.

10. If you are installing GFI MailEssentials on a machine that is part of
a domain and has Active Directory, setup will ask you whether you
want to install in Active Directory mode or in SMTP mode. Active
Directory mode allows you to select users present in Active Directory
for user-based configuration/rules, such as a disclaimer. However, if
your machine is in the DMZ, then it is better to select SMTP mode. In
this mode, all user-based configuration/rules will require you to input
the SMTP email address.

i'-.:!:I' GFI MailEssentials Setup =]

Active Directory

Arccess to Active Directory uzers

Doz this zerver have access to all the email uzers in Active Directony?

- ez, all emall uzers are available on Active Directory, rules will be based on
Active Directony uzers.

Ma, | do not have Active Directory ar my netwark, does not have access o
Active Directary [DMZ]. rules will be bazed on SMTP email addreszes.

GFI b &ilE zzential=E

Screenshot 17 - Selecting SMTP mode or Active Directory mode

11. If you do not have Microsoft Message Queuing Services (MSMQ)
installed, setup will ask you whether you wish to install it. The list
server feature requires this service. Microsoft Message Queuing
Service is a scalable event processing system service developed by
Microsoft. It is included with every Microsoft Windows 2000/2003 and
XP version, although not always installed by default. If you do not plan
to use the list server feature, or if you wish to install it later, you can
click No to continue set-up. If you click Yes, you will be prompted for
the Microsoft Windows CD and setup will launch the MSMQ setup.
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i'-.:!:I' GFI MailEzsenhials Setup M= E3 |

Microzoft Meszage Queuing Service

The GF| MailEzzentiale List Server requires the Microsoft Mezzage Queuing Service
[MSkO]). The Meszaging Queuing Service iz a scalable system service developed by
Microzoft to enable high wolume event proceszing. This service iz included with every
Windows 2000, %P and 2003 verzionz, although not abways inztalled by default.

The GF| MailE szentials installation can install MSkO for pou. To complete this process,
wou will reguire the Windows 2000, XP or 2003 CD .

We recommend toinstall the MSRA at thiz point however you can also install it at a later
ztage, Pleaze note that you cannot use the List Server without MSG.

Do you want to install the MSMA service now?

@ Hes
o

GFI b ailE zzential=®

< Back | Mext » I Cancel

Screenshot 18 - Screenshot 15- Installing Microsoft Message Queuing Service

12. Setup will now confirm the inbound email domains that you have
configured. It is important to ensure that your inbound email domains
are listed correctly.

IMPORTANT: Ensure that you add all your inbound emalil
domains, for example ‘mycompany.com’, otherwise inbound
email will not be filtered for spam.

NOTE: If you are installing GFI MailEssentials on a Microsoft
Exchange 2007 Edge Transport Server Role machine, the inbound
email domains step of the installation wizard is skipped since these
are determined from the GFI MailEssentials Post-Installation wizard
that is launched when you finish this installation wizard.

You can change these inbound email domains at a later stage from
the GFI MailEssentials configuration.
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i'.,g—:'- GFI MaillEzsentials for Exchange/SMTP Setup !E[

Confirm inbound email domains }w {:
Ml

Click Mext to begin inztallation.

The following inbound email domains were found:

gfi.co.uk
qgfi.cam
gfimalta.com
lozalhost

& GF| MailEzzentialz can only proceszs email: addrezzed to the domaing
listed abowve. Therefare, i SPAM email iz zent to a domain not listed
above it will not be blocked.

To further configure the above domainz, open the GFl Mailk szentialz
configuration, right click on the General node and select Properties

GFI b ailE zzential=®

< Back | Mext » I Cancel

Screenshot 19 - Confirm your inbound email domain

13. Setup will now copy all program files to the selected destination,
and finish the installation by creating a GFI MailEssentials program
group. Click Finish to end setup. After setup has copied all the files, it
will ask if it can restart the SMTP service.

NOTE 1: If you are installing GFI MailEssentials on a x64 machine
with Microsoft Exchange Server 2007, the files will be installed under
the c:\program files (x86)\ folder.

NOTE 2: If you are installing on a Microsoft Exchange 2007 Edge
Transport Server Role machine, you will not be prompted to restart the
SMTP service.

14. After installation, setup will check if you have the Microsoft XML
engine installed. If you do not, and you are running a US/UK version
of Microsoft Windows it will install it for you. If you are NOT running a
UK/US version of Microsoft Windows, setup will prompt you to
download and install the appropriate Microsoft XML engine. The XML
engine is used by the reporter application and is only 2 megabytes. It
is most likely to be used by other applications too. For more
information read the following Knowledge Base article:

http://kbase.gfi.com/showarticle.asp?id=KBID001584

If you have IIS services running, GFI MailEssentials will need to stop
these services during installation to install certain files. After it has
done that, it will offer to restart these services.

NOTE: If you are installing on a Microsoft Exchange 2007 Edge
Transport Server Role machine, the installation will launch the GFI
MailEssentials Post-Installation Wizard. Refer to the following section
for information on how to use this wizard.

15. Upon first installation, GFI MailEssentials will display the Quick
Start Guide that introduces the GFI MailEssentials Configuration
console and explains how to quickly configure/customize the most
powerful GFI MailEssentials anti-spam filters.
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GFIl MailEssentials Post-Installation Wizard

NOTE: This section applies only when installing GFI MailEssentials on
a Microsoft Exchange Server 2007 machine.

IMPORTANT: You need to complete this wizard for GFl
MailEssentials to work with Microsoft Exchange Server 2007.

The GFI MailEssentials installation wizard launches the GFl
MailEssentials Post-Installation Wizard when you click Finish. The
GFl  MailEssentials  Post-Installation  Wizard registers  GFlI
MailEssentials with the local installation of Microsoft Exchange Server
2007 so that it can process the emails passing through the server.

To complete the GFI MailEssentials Post-Installation Wizard, follow
these steps:

1. Click Next in the welcome page.

[l GFI MailEssentials Post-Installation Wizard M=l E3 |

Welcome to the GFI
MailEssentials Post-
Installation Wizard

Thiz wizard will install GFI MailE szentials companents
on the local Microzaft Exchange Server 2007, 2o that
GFl MailE zzentialz can process the email: pazsing
through Exchange.

To continue, click Mest

¢ Back

Cancel |

Screenshot 20 - GFI MailEssentials Post-Installation Wizard welcome page

2. The wizard will collect information from the Microsoft Exchange
Server 2007 installation, such as the list of inbound email domains
and the server roles installed, for example Hub Transport Server Role.
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[l GFI MailEssentials Post-Installation Wizard

Information collection
Collecting the list of accepted domainz on the Exchange Server.

Pleaze wait while the wizard collectz the required information.

< Back I et » I Cancel

Screenshot 21 - Collecting information from Microsoft Exchange Server 2007

3. The wizard will display the accepted domain list collected from
Microsoft Exchange Server 2007. If you need to specify another local
domain, type it in the Inbound email domains box and click Add. If
you want to remove a domain that you added from this page, click on
it from the list, and then click Remove.

NOTE 1: The inbound email domains you add from this page affect
the GFI MailEssentials installation only. The Microsoft Exchange
Server 2007 accepted domains list is not modified.

NOTE 2: GFI MailEssentials does not support the use of wildcards
when specifying inbound email domains. Thus, for example,
specifying *.gfimalta.com as an inbound email domain is not
supported.

NOTE 3: An asterisk (*) next to an inbound email domain is used to
differentiate between domains detected by Microsoft Exchange, and
those added manually. Inbound email domains shown with an asterisk
next to them are domains detected by Microsoft Exchange.
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+ll GFI MailEssentials Post-Installation Wizard o ] 4

Inbound email domains
Specify the email domaing GFl MailEzzentialz should treat az inbound.

Damainz with an asterisk next to them form part of the accepted domain list n Exchange.
The inbound email domainz you add here, affect the GFl MailE zzentialz configuration
only. The Microzoft Exchange accepted domain list is not modified.

&dd

ienzsbd local *
' Femove

< Back I Mext » I Cancel

Screenshot 22 — Inbound email domains list

4. Click Next to continue.

5. The wizard displays a list of the Microsoft Exchange Server 2007
server roles detected on this machine, and a list of the GFI
MailEssentials components it needs to register for it to be able to
process and scan emails passing through the server.

+H GFI MailEssentials Post-Installation Wizard M= B |

Install aion Summany
The following GFl MailE zzentials companents will be installed.

The wizard detected the following Exchange Server 2007 roles.

b ailbio
Hub Transport
Client Access

The fallmming GFl MailEzzentials companents will be installed.

Submitted Agent
Routing Transport Agent
SKMTF Transport Agent

Click Mest, to install,

¢ Back

Cancel |

Screenshot 23 - Server roles detected and list of components to install.

6. Click Next to install the required GFI MailEssentials components.
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[l GFI MailEssentials Post-Installation Wizard

Install ation Summary
The following GFl MailE zzentialz components will be installed.

The wizard detected the following Exchange Server 2007 roles.
I ailbon E

Hub Transport
Client Access

The follmming GFl MailEzzentials companents will be installed.

Submitted Agent
Routing Transport Agent
SKMTF Transport Agent

Click Hest, to install,

Inztaling componentz
[ [T1I[]

< Back I et » I Cancel

Screenshot 24 - Installing the required GFI MailEssentials components

7. In the finish page, the GFI MailEssentials Post-Installation wizard
will list the GFI MailEssentials components that it successfully
installed. Click Finish to close the wizard and complete the installation
of GFI MailEssentials on a Microsoft Exchange Server 2007 machine.

H GFI MailEssentials Post-Installation Wizard M=l E3 |

The GFl MailEzzentialz Post-Installation wizard
completed successfully,

The following GFI MailE zsentials
components were installed.

Submitted Agent
R outing Tranzport Agent
SMTF Transport Agent

¢ Back I Finizh I Cancel

Screenshot 25 - GFI MailEssentials Post-Installation Wizard finish page

Entering your license key after installation

The unregistered, evaluation version of GFlI MailEssentials expires
after 10 days.
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You must license GFI MailEssentials for the amount of mailboxes that
you have on your mail server. For more information on GFlI
MailEssentials licensing visit:
http://www.gfi.com/pricing/pricelist.aspx?product=me.

Licensing Properties |
General |

Enter the licenze key below. IF pau are evaluating the praduct, do nat enter
Iﬂ a licenze key.

Lizenze ke

EvalLUATION

10 days evaluation wversion.

2 uzer[z] are currently avallable on your spztemn.

To purchase GFI M ailE zzentials, press "Buy Mow'

To extend pour evaluation perod to 30 days, press "Extend Evaluation'

u Extend evaluation ]l Buy now! ]l
k. I Cancel | f ][I |

Screenshot 26 — General licensing node

When you obtain the 30-day evaluation key or the purchased licensed
key, you can enter your license key in the General > Licensing node,
without having to re-install the product.

NOTE: Entering the license key should not be confused with the
process of registering your company details on our website. This is
important since it allows us to give you support and notify you of
important product news. Register on http://customers.gfi.com.

Installing the rule manager (sorts spam to junk folder)

NOTE: The rule manager will only run on Windows 2000 and up. It will
not run on Windows NT. The rule manager does not support Microsoft
Exchange Server 2007. If you have a Microsoft Exchange Server
2007 environment, and GFI MailEssentials is not installed on the
Microsoft Exchange 2007 Mailbox Server Role machine, you can
configure Transport rules from the Microsoft Exchange Server 2007
configuration. To do this, configure GFI MailEssentials to tag spam
email in the subject with a keyword, for example, [SPAM]. Then
configure a transport rule to set the SPAM confidence level to 9 on
emails with the [SPAM] keyword in the subject. The transport rule will
then move the spam email detected by GFI MailEssentials to the
users’ junk mail folder.

The mailbox rule manager

The mailbox rule manager is a utility that allows you to setup rules for
users' mailboxes, so that emails marked as spam can be automatically
moved to the user's junk mail folder for easy review by the user.
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How it works

You need to install the rule manager on the Microsoft Exchange
Server and specify the mailboxes which you wish to install the rule on.
Then you specify in the GFI MailEssentials configuration that all spam
email must be tagged.

NOTE: If you want to use the rule manager, select the TAG action
only. If you select any other type of action, the emails detected as
spam will not reach the mailbox of the user, and therefore the
rule will never be activated.

Header Checking Properties |

Generall General -:u:untu:l.l Languages Actiohs | Other I

== Configure the action to perfarm when a spam meszage iz detected.
Additional options are present on the 'Other’ tab.

" Delete

" Move to subfolder of user's
mailbok. [Exchange Server® ||r'||:II:I:-:.-"HEEI:|ET
arily. ]

™ Fonward to email address; Iadministratur@master-dumain.u:u:um

" Maove to the specified folder: I |

¥ T ag email with the following test: ISF'.i'-.M

Uz this option to move gpam to a uzer defined folder if not installed on an
Exchange Server®.

£ Prepend to subject " fppend to subject

[T addtagin a new ¥-header of the mezzage instead of itz subject

" Maove to user's junk mail folder. [Exchange Server® only)

* Exchange 2003 Backend # 2007 Mailbox Server

k. I Cancel | Spply

Screenshot 27 - Tag email to work in conjunction with Rules Manager

This way all spam will be tagged as [SPAM], and subsequently the
rules installed on the mailbox will then move the email tagged as
[SPAM] to another folder of choice, for example, the user’s junk mail
folder. The mailbox rule manager is applicable to:

e Companies who have not installed GFI MailEssentials on the
Microsoft Exchange Server 2000/2003, but rather installed it as a
mail relay, for example in the DMZ

e Companies using Microsoft Exchange 5.5

If you have installed GFI MailEssentials on the Microsoft Exchange
Server 2000/2003 machine itself, you do not need to run the mailbox
rule manager, because GFI MailEssentials will be able to route the
email itself to the user’s junk mail folder.
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Installing the rule manager and the Bayesian wizard
To install the rule manager and the Bayesian wizard:

1. Copy the file bayesianwiz.exe, located in the MailEssentials\bsw
folder, to the machine on which you wish to install these utilities.

2. Run bayesianwiz.exe, click Next and specify the path were the
Bayesian wizard and rule manager files will be extracted.

3. Click Yes to start installing the Bayesian Wizard.

NOTE: The Bayesian Wizard can only be installed on a separate
machine as a stand-alone tool. The server version of GFl
MailEssentials includes the Bayesian wizard by default, and thus can
be used without further configurations.

NOTE: The Bayesian wizard (bayesianwiz.exe) installation does not
create any icon or additional components in the GFI MailEssentials
program group. In order to launch the rule manager, run
rulemgmt.exe.

Configuring the rules on user’s mailboxes
To configure the rules on users’ mailboxes:

1. Run the rule manager application (rulemgmt.exe) from the GFI
MailEssentials program folder (by  default  C:\Program
Files\GFN\MailEssentials).

#2 Rules managment E |

| Mailbos: | [ Rules

[¥ NICKA, :
IIgHDBEHT Eanfiguren. |
NG

|7 MICROSOFT SY'STEM ATTEMDAMT Remove all |
|7 ADMINISTRATOR
DaYID

— Select mailboxes

All |

Wfith rules |

Wfithout rules |

Screenshot 28 - The rules manager

2. The main screen will show all the mailboxes it found on your server.
Now select the mailboxes which you want to install a rule on. You can
create two types of rules:

e A rule which moves email marked as spam to the user’s junk mail
folder
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e Arrule which deletes email marked as spam (This rule can be used
for users who wish to delete their spam automatically).

NOTE: You can select multiple mailboxes and configure rules for all of
them in one go (as long as the same rule applies to all).

3. Click Configure. By default, the rule will check for [SPAM] in the
subject. You should enter the exact phrase you configured in the GFlI
MailEssentials configuration tag action box.

NOTE: If you change this, you will have to change the tag appended
by GFI MailEssentials at server level too.

4. Select whether you want to delete the spam emails or move the
spam emails to a separate folder. If you select to move spam email,
you will need to specify the folder name. If you specify for example
inbox\junk, then that folder will be created under the inbox folder. If
you specify just ‘junk’, then the folder will be created at the top level,
i.e. next to the inbox, for example.

5. Click Apply.

Configure global rule |

— Rule condition
Check if subject contains

|[SPAM]

— Rule achion
i Delete
i+ Move to:

IInI:n:n-M k.

Apply Cancel

Screenshot 29 - Create a rule

6. All the mailboxes for which you have configured a rule will be
marked as blue.
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The Bayesian anti-spam filter

Introduction

The Bayesian filter is the main ‘Spam fighting’ technology of GFI
MailEssentials. Whilst the other anti-spam features are important and
complementary to the Bayesian filter, it is the Bayesian filter that
makes it possible to eliminate spam from your network.

Bayesian filtering technology is an adaptive, ‘artificial intelligence’
technigue that is much harder to circumvent by spammers.

This chapter explains how the Bayesian filter works, how it can be
configured and how it can be trained.

IMPORTANT: Do notjudge the spam detection rate of GFl
MailEssentials until you have allowed the Bayesian filter to run for at
least one week. GFI MailEssentials can achieve the highest detection
rate compared to other anti-spam solutions because it adapts
specifically to your email. Be patient and wait at least a week before
you evaluate it.

How the Bayesian spam filter works

Bayesian filtering is based on the principle that most events are
dependent and that the probability of an event occurring in the future
can be inferred from the previous occurrences of that event. More
information about the mathematical basis of Bayesian filtering is
available at Bayesian Parameter Estimation and An Introduction to
Bayesian Networks and their Contemporary Applications.

This same technique can be used to classify spam. If some piece of
text occurs often in spam but not in legitimate email, then it would be
reasonable to assume that this email is probably spam.

Creating a tailor-made Bayesian word database

Before email can be filtered using this method, the user needs to
generate a database with words and tokens (such as the $ sign, IP
addresses and domains, and so on), collected from a sample of spam
email and valid email (referred to as ‘ham’).
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Figure 1 - Creating a word database for the filter

A probability value is then assigned to each word or token; the
probability is based on calculations that take into account how often
that word occurs in spam as opposed to legitimate email (ham). This
is done by analyzing the users' outbound email and by analyzing
known spam: All the words and tokens in both pools of email are
analyzed to generate the probability that a particular word points to the
email being spam.

This word probability is calculated as follows: If the word ‘mortgage’
occurs in 400 of 3,000 spam emails and in 5 out of 300 legitimate
emails, for example, then its spam probability would be 0.8889 (that is,
[400/3000] divided by [5/300 + 400/3000]).

Creating the ham database (tailored to your company)

It is important to note that the analysis of ham email is performed on
the company's email, and is therefore tailored to that particular
company. For example, a financial institution might use the word
‘mortgage’ many times over and would get many false positives if
using a general anti-spam rule set. On the other hand, the Bayesian
filter, if tailored to your company through an initial training period,
takes note of the company's valid outbound email (and recognizes
‘mortgage’ as being frequently used in legitimate messages), it will
have a much better spam detection rate and a far lower false positive
rate.

Creating the spam database

Besides ham email, the Bayesian filter also relies on a spam data file.
This spam data file must include a large sample of known spam.
Additionally, it must be constantly updated with the latest spam by the
anti-spam software. This will ensure that the Bayesian filter is aware of
the latest spam tricks, resulting in a high spam detection rate.

How the actual filtering is done

Once the ham and spam databases have been created, the word
probabilities can be calculated and the filter is ready for use.
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When a new email arrives, it is broken down into words and the most
relevant words - i.e., those that are most significant in identifying
whether the email is spam or not - are singled out. From these words,
the Bayesian filter calculates the probability of the new message being
spam or not. If the probability is greater than a threshold, say 0.9, the
message is classified as spam.

Why Bayesian filtering is better

1. The Bayesian method considers the whole message - It recognizes
keywords that identify spam, but it also recognizes words that denote
valid email. For example, not every email that contains the word ‘free’
and ‘cash’ is spam. The advantage of the Bayesian method is that it
considers the most interesting words (as defined by their deviation
from the mean) and comes up with a probability that a message is
spam. The Bayesian method would find the words ‘cash’ and ‘free’
interesting but it would also recognize the name of the business
contact that sent the message and thus classify the message as
legitimate, for instance; it allows words to ‘balance’ each other out.

2. A Bayesian filter is constantly self-adapting - By learning from new
spam and new valid outbound emails, the Bayesian filter evolves and
adapts to new spam techniques. For example, when spammers
started using ‘f-r-e-e’ instead of ‘free’ they succeeded in evading
keyword checking until ‘f-r-e-e’ was also included in the keyword
database. On the other hand, the Bayesian filter automatically notices
such tactics; in fact, if the word ‘f-r-e-e’ is found, it is an even better
spam indicator, since it is unlikely to occur in a ham email.

3. The Bayesian technique is sensitive to the user — it learns the email
habits of the company and understands that, for example, the word
‘mortgage’ might indicate spam if the company running the filter is,
say, a car dealership, whereas it would not indicate it as spam if the
company is a financial institution dealing with mortgages.

4. The Bayesian method is multi-lingual and international - A Bayesian
anti-spam filter, being adaptive, can be used for any language
required. Most keyword lists are available in English only and are
therefore nearly useless in non English-speaking regions. The
Bayesian filter also takes into account certain language deviations or
the diverse usage of certain words in different areas, even if the same
language is spoken.

5. A Bayesian filter is difficult to fool, as opposed to a keyword filter.
An advanced spammer who wants to trick a Bayesian filter can either
use fewer words that usually indicate spam (such as free or Viagra),
or more words that generally indicate valid email (such as a valid
contact name). Doing the latter is impossible because the spammer
would have to know the email profile of each recipient and a spammer
can never hope to gather this kind of information from every intended
recipient. Using neutral words, for example the word ‘public’, would
not work since these are disregarded in the final analysis. Breaking up
words associated with spam, such as using ‘m-o-r-t-g-a-g-e’ instead of
‘mortgage’, will only increase the chance of the message being spam,
since a legitimate user will rarely write the word ‘mortgage’ as ‘m-o-r-t-

g-a-g-e’.
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What is the catch?

Bayesian filtering, if implemented the right way and tailored to your
company is by far the most effective technology to combat spam. Is
there a downside? Well, in a way, there is one downside, but this can
easily be overcome: Before you can use and judge the Bayesian filter,
you have to wait for it to learn for at least two weeks - that or create
the ham or spam databases yourself. This task can be quite complex,
S0 it is best to wait until the filter has had time to learn. Over time, the
Bayesian filter becomes more and more effective as it learns more
about your organization’s email habits. To quote the old saying, ‘Good
things come to he who waits’.

Training the Bayesian filter

When you first install GFI MailEssentials, the Bayesian filter will be
disabled. GFI MailEssentials ships with a default HAM and SPAM
database, however its better if you train the Bayesian filter with your
specific ‘email profile’ before switching it on. This training can be done
in two ways:

1. Automatically by collecting outbound emails. GFI MailEssentials will
collect legitimate email (ham) by scanning outbound email. You can
enable the Bayesian filter after it has collected at least 500 outbound
emails (If you send out mainly English email) or 1000 outbound mails
(If you send out non-English email). Normally this amount of email is
collected in a matter of days.

Spam, - Microsoft Outlook

! Fle Edt Wew Go Tools Actions

Folder List

all Folders

= =4l Public Folders ~
| Favorites
= 1 Al Public Folders

& [ Admissions Applications

& 8- Conkacks

& [ Email Templates

=l 1 3FI AnkiSparn Folders
& [ Add to blacklisk
H [ Add to whitelisk
& [ I wank this Discussion lisk
# [ This is legitimate email

i

=il PE NN

Screenshot 30 - Supplying ham to the Bayesian filter

2. By supplying ham to the Bayesian filter by copying between 500-
1000 mails from your sent items to the This is legitimate email sub
folder in the GFI AntiSpam Folders public folders. For more
information, see the paragraph ‘Adding ham to the ham database’ in
the chapter ‘Spam management from the user’s point of view'.

Configuring the Bayesian filter

After the Bayesian filter has been trained, you can enable the
Bayesian filter by following these steps:
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Bayesian Analysis Properties E3 |

General | Updatesl Actinnsl Olther I

— Bayeszian Analysis
[~ Enable Bavesian &nalysis

Allove GFI MaillE zzentials to learn far a minimurn of one week [depending
on your mail volume] from your outbound mail before enabling.
Alternatively run the B ayezian wizard [zee the manual for mare
infarmatior)

WV Automatically leamn from outbound e-mails.

—Bayesian Databaze

Amount of emailz in Bapezian database:

Legitimate emails [Hak): 2000
Spam emails: 13651

If wou rarely =end and receive Englizh emails then it iz recommended to
have a minimunn of 3000 HAR and zpam emailz to enzure effective
filkering.

I howewver you zend and receive moztly English emailz then a minimum
recammendation of 2500 HAK and spam emall should be enough ta
ensure effective filkering.

0k, I Cancel Apply

Screenshot 31 - Bayesian analysis properties

1. In the GFI MailEssentials configuration, select the Anti-Spam >
Bayesian Analysis node, right-click and select Properties. This
brings up the Bayesian Analysis Properties dialog. From the
General tab, select the Enable Bayesian Analysis checkbox.

2. Ensure that the Automatically learn from outbound emails option
is checked. This option will continuously update the legitimate email
database with outbound emails.
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Updates

Bayesian Analysis Properties E |

General Updates |.-5.|:tinn$| Other |

Autornatic B avesian updates.

—Automatic checking for Bayesian Updates

IV Automatically check for updates:

Download/check eveny:

24 _I hioLir.

Diownload updates niow.

Cancel | Ay

Screenshot 32 - Bayesian updates

3. From the Updates tab, you can specify how frequently GFI
MailEssentials should check for updates to the spam database. To do
this, select the Automatically check for updates checkbox and
specify an interval in hours in the Download/check every field. If you
want to trigger an instant download, click the Download updates now
button. The updates will be downloaded from the preferred server
selected. For more information on how to select the preferred server,
refer to the ‘Selecting the server from where to download updates’
section of the ‘Miscellaneous Options’ chapter.

Actions

After you have configured the Bayesian filter, you can configure what
you wish to do with email marked as Spam. For more information refer
to the ‘Actions — what to do with spam email' section of the
‘Configuring anti-spam’ chapter.
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Configuring anti-spam

Introduction to anti-spam

GFl MailEssentials tackles spam protection at server level and
eliminates the need to install and update anti-spam software on each
desktop. GFI MailEssentials uses various methods to identify spam:

SpamRazer

SpamRazer is a secondary anti-spam engine that uses various
technologies such as email reputation, message fingerprinting and
heuristics to block spam.

Phishing URI Realtime Blocklists (PURBL)

This feature will extract links from the message body and check if they
point to known phishing sites or contain typical phishing keywords.

Sender Policy Framework (SPF)

SPF works by publishing a text record in the DNS of domains that
indicates which machines send email from that domain. GFI
MailEssentials supports SPF and fights spam by checking the SPF
record in the received messages. This feature allows you to define the
SPF test sensitivity that will be used when processing emails with
forged senders (e.g. Block only messages that are determined to have
a forged sender).

Whitelists

Whitelists are lists of email addresses, IP addresses and
phrases/words from which you always wish to receive email. GFlI
MailEssentials will automatically build a whitelist for you from
outbound email.

Directory Harvesting

This feature blocks emails addressed to users that do not exist on the
organization’s mail server. Such email attacks occur when spammers
try to send messages, using details from known email addresses
together with the most common usernames or possible alphanumeric
combinations (brute force approach) that could be used for the
username part of an email. This is done in order to try to discover
other email accounts present on the same server.

Custom blacklist

This feature allows you to specify domains and email addresses from
which you do not wish to receive email.

GFI MailEssentials 14 user manual 3BConfiguring anti-spam e 39



Bayesian analysis

This feature analyses the content of the inbound email and based on
mathematical rules decides if the email is spam or not. The Bayesian
filter is discussed in the chapter 'The Bayesian anti-spam filter’.

DNS blacklists

This feature allows you to configure GFI MailEssentials to query
whether the email sender is on a public DNS blacklist of known
spammers. You can also choose to block emails sent from
botnet/zombie machines that have their IP listed on SORBS.net.

NOTE: This feature is enabled by default upon installation.

Spam URI Realtime Blocklists (SURBL)

This feature will extract links or domains from the message body and
guery whether these are listed on public Spam URI Blocklists such as
sc.surbl.org

Header checking

This feature analyses the header of the email to detect whether an
email is spam or not.

Keyword checking

This feature allows you to configure keywords that indicate if an email
is spam.

New Senders

This feature automatically identifies emails that have been sent from
senders to whom you have never sent emails. These emails could be
from legitimate senders as well as spam which where not detected by
the GFI MailEssentials spam filter.

' GF1 MailEssentials Configuration

% File window Help |;|i|1|
l« =] | e
[:I Consale Rook Tkem | escription
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& " & Phishing URI Realtime Blocklist  Configures the Phishing URI Realtime Blacklist
= Spfam.Razer . J@ Sender Policy Framewark Configures Sender Policy Framework {SPF)
@ Phishing UBI TR 1 whitelist Configures the whitelisted domains, email addresses and kevyword
3\?':?:':5:0"“ LTS Directory Harvesting Protects yvour mail server From directory harvesting attacks by blo
m Directary Harvesting 18 Custom Blacklist Corfigures the blackiisted domains and emal addresses
1@ Custom Blacklist gﬁayesian Analysis Corfigures the Bayesian Analysis Filker and download Bayesian up
- E Bavesian Analysis q:[aDNS Blacklists Configures the DNS Blacklists {DMSBL)
% DS Blacklists ﬁSpam URI Realime Blockists  Corfigures the Spam URI Realtime Blocklists {SURBL)
Spam URI Realtime Blacklists B Header Checking Corfigures the Header Checking options
g Header Checking @gkeyword Checking Corfigures the blocked keywords in the body and subject of email
QJ Keywiord Checking 2 New Senders Configures the Mew Senders settings
- Mew Senders
B anti-virus
[{#% Email Management
B General
- By POPZExchangs
| | |
| |

Screenshot 33 - Anti-spam configuration

When GFI MailEssentials finds a spam message, it can delete the
message, move it to a central folder, forward it to an email address,
tag the email or move it to a user’s junk mail folder.
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NOTE: To stop spammers from relaying their email through your mail
server, you need to configure your mail server to deny mail relaying.
For more information on this, consult the mail server documentation.

Defining your Perimeter (Gateway) SMTP Server

The perimeter SMTP server is the Mail server gateway that processes
emails received directly from the Internet.

Perimeter (Gateway) SMTP
Server C

Firewall

DMZ

Mail Server having
GFl MailEssentials

Figure 2 — A typical Perimeter SMTP Relay Server setup

Internet

Such gateway SMTP servers are generally specified and configured in
the DNS MX records of a domain and are often setup on a De-
Militarized Zone (DMZ). The DMZ (see figure above) is a public
internal network typically used exclusively for servers that are
accessed by external clients on the Internet, such as Web, FTP and
Mail servers.

If the inbound emails arriving to the server on which GFI
MailEssentials is installed are being relayed from another gateway
server, then specify your gateway SMTP server details using the
Perimeter SMTP Servers tab in the Anti-spam properties in order for
the SPF filter and Botnet/Zombie Check features to work correctly. For
example, let us take into account a company in England, which
receives all its emails on an SMTP server located in the USA. Since
the SMTP server in the USA will relay all emails received to the SMTP
server in England, the SMTP server in the USA is the perimeter
gateway server for the company in England. That is, when the
company in England installs GFI MailEssentials on its local SMTP
server, they must enable the option in the perimeter SMTP servers
page and specify the details of the SMTP server in the USA for the
SPF filter and Botnet/Zombie Check features to work correctly.
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Anti-Spam Properties E3 |

DMS Server | Public Faolder Scanning |
R emaote Commands Perimeter SMTP Servers

IF inbound emailz arriving to thiz zerver are being relayed through anather
SMTP server then this means that thiz machine iz not a permeter SMTF
ZEIVEL

Pleasze enable the checkbox below far SPF and Baotnet/Zombie Check:
features to wark, correctly if thiz machine iz not a perimeter SMTP
ZETVEL

— Inbound SMTP servers

¥ This machine is not a perimeter SMTP server

The ‘Automatic discovery' button performs a DMS ki lookup for
perimeter SMTP zervers on all your configured local domaine and
zetz the returned IP'z in the inbound SMTE internet server ligt.

Autornatic dizcovery. .. |

192.168.1.220

Add...

Edit...

[relete

di

Cancel Apply

Screenshot 34 — Perimeter SMTP Server Setup

When GFI MailEssentials is not installed on the perimeter SMTP
server, you must:

1. Right click on the Anti-Spam node and select Properties.

2. Click on the Perimeter SMTP Servers tab and enable the This
machine is not a perimeter SMTP server option.

3. Click on the Add button and specify the IP address of your
perimeter (gateway) SMTP server. Repeat the same process if you
want to specify alternative perimeter SMTP servers which you might
have available. Please make sure to specify your perimeter SMTP
servers in their order of preference, with the actual perimeter server
being the one at the top of your list, followed by its alternatives.

NOTE: You can click Automatic discovery to perform a DNS MX
lookup to automatically search and retrieve the IP’s of perimeter
SMTP servers configured on your inbound email domains.

SpamRazer

SpamRazer is a secondary anti-spam engine that uses various
technologies such as email reputation, message fingerprinting and
heuristics to block spam. Frequent updates are released for
SpamRazer that will further increase the response time to new trends
of spam.

To enable the SpamRazer check:
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1. Right click on the Anti-Spam > SpamRazer node and select
Properties.

SpamBRazer Properties |

Spamf azer | Llpdatesl .ﬁ.ctinnsl Other I

dE SpamB azer configuration
_\r'

— SpamAf azer

SpamB azer iz an anti-zpam engine which determinesz if an email iz zpam
through the uze of email fingerprintz, email reputation and content
analyzis.

v il_E__naI:uIe SpamB azer engine

— Lizensing
SpamP azer licensing status:

Licenzed

k. I Cancel Spply

Screenshot 35 — SpamRazer Properties

2. In SpamRazer tab, select the Enable SpamRazer engine option.

Updates tab

In the Updates tab, you can configure GFI MailEssentials to
automatically check for and download any SpamRazer updates
available. Since new spam techniques are introduced daily, it is
recommended to leave the automatic checking and downloading
option enabled so that the SpamRazer feature will be more effective in
detecting the latest spam emails.

If you want to be informed via email whenever a new SpamRazer
update is downloaded and installed, select the Send a notification
email when an update succeeds checkbox.

If you want to be informed via email whenever a failure occurs, select
the Send a notification email when an update fails checkbox.

To download through a proxy server, click on the Proxy settings
button and specify the proxy server.
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SpamBRazer Properties |

SpamFfazer Updates I.-'l'-.n::ti-:nnsl Other I

g Automatic SpamB azer updates

[ dAutarnatically check for updates

Downloaddcheck eveny:
|5 _I: mnitiLIbEs

i It ig recommended to check for updates every 10 minutes. To
minimize bandwidth consurmption, only the difference between
the local data and that on the update server i downloaded.

[~ Send a notification email when an update succeeds
¥ Send a notification email when an update fails

Last attermpt:
Last attempt result;

Cument versiomn:

Download updates now... | Frowsy settings |

k. I Cancel Apply |

Screenshot 36 - Automatic SpamRazer updates

Actions tab

After you have enabled SpamRazer checks, click on the Actions tab
to specify what you want to do with emails marked as spam by this
filter. For more information on possible actions, please refer to the
‘Actions — what to do with spam email’ section in this chapter.

Other tab
Please refer to the ‘Other options’ section in this chapter.

Phishing URI Realtime Blocklist (PURBL)

Phishing is a technique used to perform social engineering through
emails. A phishing email will be crafted to look like an official email
coming from a reputable business, for example a bank. Phishing
emails will contain instructions, for example that a bank requires you
to reconfirm your online banking username and password or credit
card information. The phishing email will include a phishing Uniform
Resource Identifier (URI) that the user is supposed to follow to enter
some sensitive information on a site, such as the username and
password in the example used before. The site pointed to by the
phishing URI will look like the official site, but in reality it is controlled
by whoever sent the phishing emails. When the user enters the
sensitive information on the phishing site, the data will be collected
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and is then used for example to withdraw money from your bank
account.

The Phishing URI Realtime Blocklist (PURBL) feature of GFI
MailEssentials detects phishing emails by comparing URIs present in
the email to a database of URIs that are known to be used in phishing
attacks, and also by looking for typical phishing keywords in the URIs.

To enable the PURBL check:

1. Right click on the Anti-Spam > Phishing URI Realtime Blocklist
node and select Properties.

Phishing URI Realtime Blocklist Properties

Fhizhing URI Realtirne Blocklist | Ke_lrlwardgl Llpdatesl ,-i'-..::ti.:.ngl Other I

& Phizhing URI Fealtime Blocklizt [FUREBL] configuration

— Phizhing

Phizhing iz an attempt to fraudulently acquire sensitive information by
gending emails that convince the recipient to vigit a malicious website
by clicking on a URI in the meszage.

v Check mail meszages for URl's to known phishing sites

— Licenszing
Phizhing LURI Realtime Blocklizt izenzing status:

Licensed

Cancel Lpply

Screenshot 37 — Phishing URI Realtime Blocklist Properties

2. In Phishing URI Realtime Blocklist tab, select the Check mail
messages for URI's to known phishing sites option. This option will
instruct GFI MailEssentials to look at the URIs present in an email,
perform a lookup of those URIs in a database of URIs that are known
to be used to point to phishing sites, and if a match is found, the email
containing those URIs will be marked as SPAM email.

3. If you also want to check for phishing keywords in the URIs present
in the email, which would be a good indicator that the email is a
phishing email, access the Keywords tab and select the Check URI's
in mail messages for typical phishing keywords option.
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Phishing URI Realtime Blocklist Properties

Phishing URI Realtime Blocklist Keywerds | Updates | actions | Other |

— Check LIRI's far phishing kewwords

¥ Check URI's in mail meszages for typical phizhing keywords:

Kepwords I Keyword...
&4 paypal
E-J-fs] ehay
&5 lloydstsh Edlit..
?[93.‘] barclays
= ciif
G54 citibank
E-J-f.‘l wellzfargo
E-J-EEJ chaseonline
?r:fs] armazon
9[,13] bankofarmenica
?[93.‘] abbeynational
?[93.‘] bankofthewest
‘?El-f.‘l firsttennessee

Hemowve

Irnpart

ugiiy.

Export

Cancel Apply

Screenshot 38 - Phishing keywords

4. To add phishing keywords, click the Keyword button. In the Enter a
keyword dialog specify the phishing keyword and click the OK button.
The phishing keyword is added to the Keywords list.

NOTE: To edit/remove a phishing keyword, select it from the list and
click the Edit or Remove button respectively.

5. When ready, click on the Apply button to save the new settings.

Updates tab

In the Updates tab, you can configure GFI MailEssentials to
automatically check for and download any anti-phishing updates
available. Since new phishing URIs are discovered daily, it is
recommended to leave the automatic checking and downloading
option enabled so that the PURBL feature will be more effective in
detecting the latest phishing email attempts.

If you want to be informed via email whenever a new anti-phishing
update is downloaded and installed, select the Send a notification
email when an update succeeds checkbox.

If you want to be informed via email whenever a failure occurs, select
the Send a notification email when an update fails checkbox.

The anti-phishing updates will be downloaded from the preferred
server selected. For more information on how to select the preferred
server, refer to the ‘Selecting the server from where to download
updates’ section of the ‘Miscellaneous Options’ chapter.
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Phishing URI Realtime Blocklist Properties

—Automatic checking far &nti-Phishing updates

v automaticaly check for updates

Download/check every:

I'I 0 _l? rinkes.

It iz recommended ta check for updates every 10 minutes. To
minimize bandwidth consumption, only the difference between the
lozal data and that on the update server iz downloaded.

[ Send a notification email when an update succeeds

v Send a natification email when an update failz

Diowrload updates now. ..

Cancel Apply

Screenshot 39 - Automatic anti-phishing updates

Actions tab

After you have specified which PURBL checks to perform, click on the
Actions tab to specify what you want to do with emails marked as
spam by this filter. For more information on possible actions, please
refer to the ‘Actions — what to do with spam email’ section in this
chapter.

Other tab
Please refer to the ‘Other options’ section in this chapter.

Sender Policy Framework (SPF)

GFI MailEssentials supports the Sender Policy Framework (SPF). The
Sender Policy Framework allows you to check whether a particular
email sender is forged or not. Most of today’s spammers use forged
email addresses.

SPF is a community effort that is rapidly gaining ground. SPF requires
that the company of the sender has published its mail server in an
SPF record. For example if an email is sent from
xyz@CompanyABC.com then companyABC.com must publish an
SPF record in order for SPF to be able to determine if the email was
really sent from the companyABC.com network or whether it was
forged. If an SPF record is not published by CompanyABC.com, the
SPF result will be ‘unknown’.
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How SPF works

Domains use public records (DNS) to direct requests to the machines
that perform services (web, email, etc.). All domains already publish
email (MX) records to publish the machines that receive email for the
domain.

For SPF to work, domains need to publish a text record in the DNS of
those domains to publish the machines that send email from the
domain. When receiving a message from a domain, GFl
MailEssentials can check those records to make sure email is coming
from where it should be.

GFI MailEssentials does not require you to publish any SPF records
yourself. If you would like to do this then you can use the SPF wizard
at http://www.openspf.org/wizard.html.

An example
Suppose a spammer forges CompanyABC.com and tries to spam you.
He connects from somewhere other than CompanyABC.

When his message is sent, you see MAIL FROM:
<forged_address@CompanyABC.com>, but you do not have to take
his word for it. You can ask CompanyABC if the IP address comes
from their network.

In this example, CompanyABC publishes an SPF record. That record
tells GFI MailEssentials how to find out if the sending machine is
allowed to send email from CompanyABC.

If CompanyABC says they recognize the sending machine, it passes,
and you can assume the sender is who they say they are. If the
message fails the SPF tests, it is a forgery. That is how you can tell it
is probably a spammer.

For more information on SPF, and how it works, visit the Sender
Policy Framework website at http://www.openspf.org.

SPF on a perimeter (Gateway) SMTP server

The perimeter SMTP server is the machine that receives emails
directly from the Internet. If you have installed GFI MailEssentials on a
perimeter SMTP server, you do not need configure any settings on
GFI MailEssentials (i.e. you do not need to configure the perimeter
[gateway] SMTP server options in the Perimeter SMTP Servers tab of
the Anti-spam properties).

SPF on a non-perimeter (Gateway) SMTP server

If GFI MailEssentials is NOT installed on a perimeter SMTP server,
configure the ‘Perimeter SMTP Servers’ option in the Anti-spam node
properties. To setup this option, right click on the Anti-spam node >
select Properties and click on the Perimeter SMTP Servers tab.

If you are not sure if you have installed GFI MailEssentials on your
perimeter SMTP server, you can make use of the ‘Auto Discovery’
button in the Perimeter SMTP setup option to perform a DNS MX
lookup and automatically define the IP address of your perimeter
SMTP server.
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For further details on how to configure your perimeter SMTP server
option, please refer to the ‘Defining your Perimeter (Gateway) SMTP
Server settings’ section in this chapter.

Configuring the SPF feature

The configuration of SPF is done from the Anti-Spam > Sender
Policy Framework node. Right click on this node to open the SPF
properties.

SPF block level

Sender Policy Framework Properties E3 |

General | EHCEDHDHS' .-’-'-.u:tiu:unsl Other |

The Sender Palicy Framewark [SPF] fights spam by detecting
geF|  emails with forged senders.

— Block lewvel

Select the black, level you want configured for SPF. [t iz recommended to
zet the level to 'medium’.

- -iLow

Only block meszages which are determined ta have a forged
=ik zender [SPF fal].

Ok Cancel | Al |

Screenshot 40 - Configuring the SPF block level

The rejection level allows you to set the sensitivity of the SPF test.
You can choose between four levels:

Never: Never block any messages. When this option is selected, SPF
tests are not done on incoming emails.

Low: Only block messages that are determined to have a forged
sender. This option will treat any message with a forged sender as
spam.

Medium: Block messages which appear to have a forged sender. This
option will treat any messages that appear to have a forged sender as
spam. This is the default and recommended setting.

High: Block any message that is not proven to be from the sender.
This option will treat all email as spam unless it could be proven that
the sender is not forged. Since the majority of mail servers do not yet
have an SPF record, this option is not yet recommended.
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After you define the sensitivity required for your SPF test, click on the
Apply button to save this configuration. If you have already specified
in GFI MailEssentials that this computer is not your perimeter SMTP
server (refer to ‘Defining your perimeter (gateway) SMTP server
section in this chapter), a dialog box similar to the one shown below
will pop up. This dialog box shows the perimeter SMTP server settings
that you have configured in GFI MailEssentials (i.e. the IPs specified
for your perimeter SMTP server).

GFI MailEssentials Configuration E3 |

- According ko wour configuration in the 'Perimeter SMTP Servers' option in the Anki-Spam
node properties, this computer is not on the perimeter,
1 d ties, thi ket i k on th imekt

The IF's configured as wour perimeter servers in the 'Perimeter SMTP Servers' opkion are
lisked below, Please make sure that these are the correct IP's before enabling SPF.

Configured IP's:
- 192,165.1.98
- 192, 165.1.220

Screenshot 41 — Current Perimeter SMTP Server setup

If GFI MailEssentials is installed on your perimeter SMTP server or if
you have not yet specified that the mail server on which GFI
MailEssentials is installed is not a perimeter SMTP server (refer to
‘Defining your perimeter (gateway) SMTP server’ section in this
chapter), the dialog box shown below will pop up.

GFI MailEssentials Configuration E3 |

If 5FI MailEssentials is not installed on a perimeter {(gateway) server then the 'Perimeter
' SMTP Servers' opkion in the Anti-3pam node properties has to be configured For SPF o

L]
Function correctly,

Screenshot 42 - Reminder: SPF must be installed on the perimeter SMTP server.

This dialog box will remind you that if this computer is not a perimeter
server, configure the Perimeter SMTP Servers option in the Anti-
spam node properties (right click on the Anti-Spam node and select
Properties. Click on the Perimeter SMTP Servers tab). For further
information on how to configure your perimeter SMTP server, please
refer to the ‘Defining your perimeter (gateway) SMTP Server’ section
in this chapter.

Click on the OK button. If you wish to test your DNS settings/services,
click on the Test button located on top of the Apply button.

Configuring Exceptions

This page allows you to configure the IP addresses and recipients that
should be excluded from SPF checks.
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Sender Policy Framework Properties E3 |

General Ewceptions |.-’-'-.u:tiu::ns| Other |

Configure ary |IP addrezzesz and recipients that should be excluded
geF|  from SPF checks.

[v | IP exception list:

T | Add...
196,134 23 42

Eremaye |

[v Recipient exception list:

|term |
recipignt@company. com

Hemmmye |

[ Use the Trusted Forwarder SPF Global whitelist
[http: A v, trusted-fonwarder. org/

Ok Cancel Apply

Screenshot 43 - Configuring the SPF exceptions

IP exception list: IP addresses in this list will automatically pass SPF
checks. Click on the Add button to add a new IP address. To remove
an IP address, select it from the list and click on the Remove button.
To disable the IP exception list uncheck the IP exception list
checkbox.

Recipient exception list: With this option you can ensure that certain
recipients always receive their email, even if the messages should be
rejected. A recipient exception can be entered in one of three ways:

o localpart — ‘abuse’ (matches ‘abuse@abc.com’, ‘abuse@xyz.con’,
etc...)

e domain — ‘@abc.com’ (matches ‘john@abc.com’, ‘jill@abc.com’,
etc...)

o complete — ‘joe@abc.com’ (only matches ‘joe@abc.com’)

To disable the recipient exception list uncheck the Recipient
exception list checkbox.

Trusted Forwarder Global Whitelist: The Trusted Forwarder Global
Whitelist (www.trusted-forwarder.org) provides a global whitelist for
SPF users. It provides a way of allowing legitimate email that is sent
through known, trusted email forwarders from being blocked by SPF
checks because the forwarders do not use some sort of envelope-
from rewriting system. By default, this setting is enabled. It is
recommended to leave this option enabled always.
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Actions tab

After you have configured the SPF feature, click on the Actions tab to
specify what you want to do with emails marked as Spam by the SPF
filter. For more information on possible actions, please refer to the
‘Actions — what to do with spam email’ section in this chapter.

Other tab
Please refer to the ‘Other options’ section in this chapter.

Whitelist

The Whitelist is a list of email addresses and domains from which you
always wish to receive emails. i.e., emails sent from these email
addresses or domains will never be marked as spam. You can also
configure keywords, which if found in the body or subject will
automatically whitelist the email.

To configure the Whitelist, right click on the Anti-Spam > Whitelist
node and select Properties from the context menu. The first tab is the
Whitelist configuration.

e S |
Kepword Whitelist [Subjest] | IPwhitelit | Actions |
whitelist | Keyword wihitelst (Body)
W Enable Whielst
E mail Addresz/Diomain | Fiter
@gfi.com | Show al |
Ex@gf!usa.cnm Add.. | Elaiave |
[ “@gfisoftware. com
[ “@gfisoftware de —1 [ Legend
[+ “=qfiap.com [#] Check MIME TO:
I« “a@gfi. co. Uk,
Check MIME FROM:
*(@hgficam. at = =c
“Eafihizoana. com | LILI [3] Check SMTRTO:
I=l Check SMTP FROM:
Impaort. . | Export... |
—&uto Whitelist

T he Auto W hitelizt autormatically adds emaill addrezzes of recipients in
outbound emails ta the list.

¥ Check emails against &uto ‘Whitelist
¥ Populate suto ‘Whitelist automatically
M aximum entries allowed in the Auta Whitelist: |3UUUU

There are currently 0 entriez in the Auto Whitelist.

Ok I Cancel | Apply |

Screenshot 44 - Whitelisted domains

To add a whitelisted domain or email address:

1. Click the Add button. The Enter Email Address/Domain dialog is
displayed.
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2. In the Email Address/Domain edit box you can specify a full email
address, emails from an entire domain, for example
“*@companysupport.com’ or else whitelist an entire domain suffix, for
example *@*.mil or *@*.edu. The latter will for example ensure that
email sent from military or educational domains will never be marked
as spam.

3. To specify in which email header field this entry should be matched,
so as to whitelist the email, select one of the Check... options. For
example, to whitelist all inbound email sent by a specific user, select
the Check MIME FROM: option.

NOTE 1: Some newsletters use mailers that do not address the
sender in the MIME TO field causing the GFI MailEssentials header
checking feature to mark it as spam. These should be whitelisted with
the Check MIME TO: option.

NOTE 2: To exclude a local user from spam filtering, simply enter
the email address of the user, and select the Check MIME TO:
option.

Enter Email Address,/Domain

Email Address/T omait:

I“@trusteddumain.cum

[eg. someone@companyzales.cam|
[eq. *@companysupport. com)

[eg. (@ companyzupport. com]|
[Bg. *(@ com)

" Check MIME T0:
%" Check MIME FROM:

" Check SMTP TO:
™ Check SMTE FROM:

Cancel |

Screenshot 45 - Adding a whitelisted email entry

Auto whitelist

This feature, when enabled, automatically whitelists email addresses
to which you send email. Clearly, you will want to receive a reply from
anyone you send an email to; automatic whitelisting therefore makes a
lot of sense. The process is completely automatic - you will have a
reliable and constantly updated whitelist in no time and without any
administration. You can specify the total amount of email addresses to
be stored in the whitelist up to a maximum of 30,000 addresses. After
the maximum amount is reached, the oldest records are replaced.
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whitelist Properties E3 |

Kepword Whitelist [Subject] | IPwhitelit | Actions |
whitelist | Keyword Wihitelst (Body)
Iv Enable whitelist
Email Addrezs/Damain | Filter:
[ &g com Show all |
[+ “@gfiuza.com Show all

[ “®gfisaftware. com Shov manuslly entered

L] “@gfizoftware. de I

“{@gfiap.com Check MIME TO:
*@gfi. co.uk,
4]  Check MIME FRORM:
[« *@gficon. at =c
“@afihizoana. com hd .
|?|\ I L|_I 3] Check SMTPTO:
I#] Check SMTF FROK:
Irnpart.... | Expart,.. |
—Auto Whitelist

The Auto Whitelist automatically adds email addreszes of recipients in
outbound emails ta the lizt

¥ Check emailz against Auto whitelizt
¥ Populate Auto Whitelist automatically
M aximumn entries allowed in the Auto whitelist: |3UUUU

There are currently 0 entries in the Auba W hitelist.

Ok I Cancel | Apply |

Screenshot 46 - Auto Whitelist options

The Auto Whitelist is made up of two components. One component
scans incoming emails and matches their senders against the auto
whitelist. If the sender is present in the list, the email will be passed on
directly to the recipient's inbox without applying further spam
checking. This feature is by default enabled, but you can still disable it
by unmarking the Check emails against Auto Whitelist option in the
whitelist properties page. The second component extracts the
destination email addresses from outbound emails and automatically
adds them to the autowhitelist.mdb for use by the first component.
This feature is also enabled by default, but you can still disable it by
unmarking the Populate Auto Whitelist automatically option in the
whitelist properties page. You can view auto whitelist entries by
selecting the Show automatically entered option from the Filter
dropdown located at the top (right) of the page, near the Email
Address/Domain display list.

We highly recommend using these features, since they allow GFl
MailEssentials to achieve a very low rate of false positives.
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Whitelisted keywords

Whitelist Properties E3 |

Wwihitelist | Keyword Wihitelist [Body] |
Fepword Whitelist [Subject) | |P s hikelist I Actions

¥ Enter keywords that classify mails az HAM [i.e. not spam] - mail with these
kewyords in the subject will bypass all Antizpam checking modules.

F.ewword/Phrase | A&dd
o |

24 GFI MailE ssentials Remove
Edit..

Irnpart....

il

Expart...

(] | Cancel | Apply

Screenshot 47 - Whitelisting keywords

GFI MailEssentials allows you to specify keywords, which cause the
email to be flagged as ham (valid email). If a keyword configured in
the keyword whitelist is found in an email, then GFI MailEssentials will
automatically allow the email to skip all anti-spam filters and deliver
the email directly in the user’s inbox.

Use this option carefully, since entering too many keywords will allow
too much spam to skip the spam filters. You can configure whitelisted
keywords for body and subject:

1. To specify whitelisted keywords in the message body, click on the
Keyword Whitelist (Body) tab and select Add.

2. To specify whitelisted keywords in the subject, click on the
Keyword Whitelist (Subject) tab and select Add.
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IP Whitelist
Y |

Wwihitelist | Keyword Wihitelist [Body] |
Feywword Wwhitelist [Subject] 1P tafhibelist | Actions

[ Enter IP's from which mailz are clazsified az HéM [ie. not zpam] - mail
from these servers will bypass all Anti-spam checking modules.

| Address | b azk. |
&9 192.168.1.98 255,200,256 255

Edi. | Delete |

(] | Cancel | Apply |

Screenshot 48 — Whitelisting IPs

GFI MailEssentials allows you to bypass anti-spam checks on emails
sent from servers whose IP address is specified in the IP Whitelist.
Mails sent from listed servers are automatically classified as valid
email and are directly delivered in the user’s inbox. To enable this
feature, click on the IP Whitelist tab in the Whitelist Properties
dialog and check the Enter IP’s from which mails are classified as
HAM... option. In this page, you can also specify IPs to be added to
the whitelist, as well as delete or make changes to the IP details
already available.

IP or subnet x|

Flease enter a single IP ar a subnet/mazk to uze:

{* Single computer

I Address: |192.1BEI.1.EIE‘

" Group of computers

Subnet gddres3:|

Subnet mask:l

ok I Cancel
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Screenshot 49 - IP entry dialogue

To add IP’s to the whitelist, click on the Add button. In the IP entry
dialog box on display, you can specify the IP of a single computer as
well as a range of IP’s for a group of computers, by marking the
Group of computers option and entering the relative subnet address
and subnet mask.

Actions tab

After you have configured the Whitelist feature, click on the Actions
tab to specify what you want to do with emails marked as Spam by the
Whitelist. For more information on possible actions, please refer to the
‘Actions — what to do with spam email’ section in this chapter.

Directory harvesting

Directory harvesting attacks occur when a spammer uses known
email addresses to generate other valid email addresses from
corporate or ISP email servers. This technique allows the spammer to
send emails to randomly generated email addresses. Some of these
email addresses are real users in the organization however many of
them are bogus addresses that flood the victim’s email server.

The Directory Harvesting Attacks feature in GFI MailEssentials stops
these types of attacks by blocking emails addressed to users that do
not exist on the organizations’ Active Directory or email server. This
feature makes use of the Active Directory or LDAP server to search
for known users within the organization.

Configuration is done from the Anti-Spam > Directory Harvesting
node. Right click on this node to bring up the Directory Harvesting
Properties dialog. Mark the Enable directory harvesting protection
option to enable this feature.

NOTE: To avoid false positives, specify a reasonable number in the
Block if non-existent recipients equal or exceed edit box. One
should keep in mind that sometimes users send legitimate emails with
mistyped email addresses or to users no longer employed with the
company.

If the amount of non-existent recipients is equal to or above the
number specified, the action configured is triggered. If the total
amount of recipients is less than the number specified, the action
configured is triggered only if ALL the recipients do not exist,
otherwise the email is not marked as SPAM.
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Directory Harvesting Properties |
General I.-'-‘-.ctil:nnsl Other I

[i;"l Thiz plug-in checks if the SMTF recipientz of incoming mail are
Al real uzers or the result of a directory harvesting attack.

v Enable directony harvesting protection
i~ Use native Active Directony lookups
¥ Llze LDAP lookups

— LOAR zettingz

Semver IwinEkEentwr EDrt:IEEEI
Werzion: |3 'I [~ UseSsL

Baze DN: IDE=master-dDmain,D C=com j J

™ Anonymous bind

I zer: Iadministratar

HHERHEHERRRRHN

P azzwornd: I

exceed: Test

Block, if non-existent recipientz egual or I_I—

Cancel | Apply

Screenshot 50 - The directory harvesting feature

If GFI MailEssentials is installed in SMTP mode, fill in your LDAP
server detail (i.e. server name, the rest can be left as default). If your
LDAP server requires authentication, unmark the Anonymous bind
option and enter the authentication details that will be used by this
feature. You can test your LDAP configuration settings by clicking on
the Test button or click on the Apply button to save the current
settings.

If GFI MailEssentials is installed in Active Directory user mode, define
the type of user lookup which best suits your company’s setup i.e.,
enable the Use native Active Directory lookups option to search for
user information in the Active Directory or enable the Use LDAP
lookups option and specify your LDAP setting to search for user
information on your LDAP server.

NOTE 1: If GFI MailEssentials is installed in Active Directory user
mode on a DMZ, the Active Directory of a DMZ, normally, does not
include all the network users (i.e. email recipients) and as a result, you
will be getting many false positives. In such cases, it is recommended
that you perform Directory Harvesting checks using LDAP lookups
(i.e. enable the Use LDAP lookups option and specify your LDAP
server details).

NOTE 2: When GFI MailEssentials is setup behind a firewall, the
Directory Harvesting feature will not be able to connect directly to the

58 e 3BConfiguring anti-spam GFI MailEssentials 14 user manual



internal Active Directory because of the Firewall. In this case, although
both options will be available, make use of LDAP lookups in order to
enable the Directory Harvesting feature to connect to the internal
Active Directory of your network (i.e., pass through your Firewall).
Make sure to enable default port 389 on your Firewall

NOTE 3: When connecting to an Active Directory using LDAP (i.e.
when GFI MailEssentials in installed on a DMZ or behind a Firewall),
you have to specify the authentication credentials in this form:
Domain\User (e.g. master-domain\administrator).

NOTE 4: In an Active Directory, normally the LDAP server is the
Domain Controller.

Processing at Transport or SMTP protocol sink level

Directory harvesing can either run when the full email is received
(Transport sink) or at SMTP level i.e. on receiving the sending IP,
email and recipients (SMTP protocal sink). SMTP level filtering will
block the email's connection and will therefore stop from downloading
the full email whilst economizing on bandwith. When Directory
Harversting runs at SMTP protocol sink level subsequent actions
cannot be performed on the spam email given that emails are
rejected.

To enable Directory Harvesting at SMTP protocal sink level:

1. Right click on Anti-spam > Order module priorities. This will open
the Anti-Spam Ordering dialog.

mEFI MailEssentials Anti-Spam Ordering Ed |

GF1 M ailE szentials will execute the spam filkers in the order specified in the list
below:

Specify filker prionty and level of processing:

Flug-in | Fricrity | Filker Lewvel | = I
= P whitelist 1 Full Ernail —
Sender Policy Framewark, 2 Full Ernail i
1 EmaiMDomaintauto Whitelist 3 Full Ernail e

: ecton Harvesting 4 Full E rail
&, Phizhing URL Blacklizt A Full Ermail
2 Kewword Whitelizt [ Full Ernail ;I

Swichto SMTP data fiteing |

SKTF Level Filkering

i) The Directory Harvesting filker can be run gither when the full email is
received or elze at SMTP level [on receiving sending [P, email &
recipientz). SMTF lexel filkering will Block the email's canhection, thus
not downloading the full email,

Default Settingz k. I Cancel

Screenshot 51 — Anti-spam ordering dialog

2. In the plug-in list, select Directory Harvesting.
3. Click on Swith to SMTP data filtering.
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NOTE: To switch back to full email filtering click on Switch to full
email filtering.

Actions tab

After you have configured Directory Harvesting, click on Actions to
specify what you want to do with emails marked as spam by this filter.
For more information on possible actions, please refer to the ‘Actions
— what to do with spam email’ section in this chapter.

NOTE: If Directory Harvesting is running at SMTP protocal sink level,
only the Log Occurrence option will be available in the Actions tab.

Other tab
Please refer to the ‘Other options’ section in this chapter.

Custom Blacklist

The Blacklist is a custom database of email addresses and domains
from which you never wish to receive emails. i.e., emails sent from
these email addresses or domains will always be marked as spam.

The configuration of the blacklist is done from the Anti-Spam >
Custom Blacklist node. Right click on this node to bring up the
Custom Blacklist properties.

Custom Blacklist Properties E3 |

Blacklist |f—‘-.u:tiu:uns| Other |

I Clazzify mails from theze domains/email addresses as spam.

Ermail Address/Domain | Add
[l =@ sewymailer. com
[ =@list. adult-newsletter. com Bemove

Impart....

Export...

P

Legend
[#] Check MIME TO:

Check MIME FROM:

Cancel Ay

Screenshot 52 - The custom blacklist
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To add a blacklisted domain or email address, click the Add button. In
the Enter Email Address/Domain dialog box, specify the full email
address or an entire domain, for example “*@spammer.com’. The *' is
a wildcard to include all email addresses from that domain.

Enter Email Address,/Domain E

Email &ddrezs/D omair:

[eg. zomeoned@icompanyzales.com]|

[eg. “Ecompatysupport. com)
[eq. *(&2* companysupport, cam)

" Check MIME TO:
% Check MIME FROM:

(1] I Cahcel |

Screenshot 53 - Adding a blacklisted email entry

You can also blacklist entire domain suffixes, for example *@*.jp. This
will for example ensure that email sent from Japan is automatically
marked as spam. Clearly, you have to use these entries with care.

Then specify whether you want the blacklist entry to apply to the
MIME TO: field or the MIME FROM: field. The MIME TO option allows
you to blacklist email sent to a non-existing email address. This could
be handy if you want to avoid an NDR being sent and just want the
email to be automatically deleted (for example email sent to ex
employees).

Actions tab

After having specified your custom blacklist, click on the Actions tab
to specify what you want to do with emails marked as spam by this
filter. For more information on possible actions, please refer to the
‘Actions — what to do with spam email’ section in this chapter.

Other tab
Please refer to the ‘Other options’ section in this chapter.

DNS blacklists (DNSBL)

GFI MailEssentials supports a number of DNS blacklists, which can be
configured from the DNS Blacklists node. DNS blacklists are
databases of SMTP servers that have been used for spamming. There
are quite few third party DNS blacklists available, ranging from reliable
lists that have clearly outlined procedures for getting on or off the DNS
blacklist to less reliable lists.

When an email is sent, it is passed through a number of SMTP
servers until it reaches the final destination. The IP address of each of
these SMTP servers is recorded in the email header. GFI
MailEssentials will check all the public IPs found in the message
header with the DNSBL database configured.

NOTE: This feature is enabled by default upon installation. For this
feature to work, the DNS server needs to be properly configured. If the
DNS server is not properly configured, a time out will occur and email
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will be processed slowly. For more information, see the GFI
Knowledge Base article KBID001770.

How it works

GFI MailEssentials will check all the public IPs found in the message
header with the DNSBL database configured. GFI MailEssentials will
record all the IPs checked in an internal database and will not perform
further checks with the DNSBL for the same IPs. The IP addresses
are kept in the database for 4 days, or until the Simple Mail Transport
Protocol (SMTP) service is restarted.

DMs Blacklists Properties E3 |

DNS Blacklists | Actians | Other |

DMS Blacklists [DMSBL] configuration.

—DMS Blacklists
¥ Check whether the zending mail zerver iz on one of the following
DMS Blacklists:
M ame | State | {1} e}
lizt.dzbl.org Enabled
[ dnsbl.niabl.arg Disabled Wgvir |
O =tl.spamhauz.org Dizabled
O =bl.spamhaus.org Dizabled
O sbl-«bl. spamhaus.arg Dizabled
O bl spamcop. net Dizabled
Test |
agd.. | Edit.. pelzte |
— Batnet / Zombie Check
¥ Block emails sent from dynamic IP addresses as listed on SOREBS. net

Ok I Cancel Apply

Screenshot 54 - The DNS Blacklist properties

To enable the DNS blacklist:

1. Right click on the Anti-Spam > DNS Blacklists node and select
Properties.

2. Check the Check whether the sending mail server is on one of
the following DNS Blacklists: checkbox.

3. Select the appropriate DNS blacklists that you wish to check
incoming email against.

NOTE 1: You can click on the Test button to check if the selected
blacklists are available.

NOTE 2: Querying a DNS blacklist can be slow (depending on your
connection), so email can be slowed down a little bit, especially if you
query against multiple DNS blacklists.
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You can also add more DNS Blacklists to the ones already listed by
clicking on the Add button.

Enter Domain E |

Pleaze enter a domain below.

Dramnain;

zhw zpamcracker org

[eq.: =bl. zpamhausz. org)
[Bd.: bl zpamcop. net)

Ok I Cancel |

Screenshot 55 - Adding more DNS blacklists

Specify the domain containing the DNSBL (e.g. sbl.spahaus.org) in
the dialog box on display and click on the OK button.

To change the order of reference for an enabled DNS blacklist, click
on the relative blacklist and then click on the Up or Down buttons to
move it up or down in the list according to the required priority. The
DNSBL feature will reference enabled blacklist starting from the top.

To edit or delete a blacklist from GFI MailEssentials, click on the
required blacklist and subsequently click on the Edit or Delete button
accordingly.

Botnet / Zombie Check

Increasingly, spammers are distributing spyware and bots to infect
home-user machines. The home-user machines then end up being
used by the spammer as botnets or zombies, to send millions of spam
emails.

Most home-user machines are assigned a dynamic IP from their
Internet Service Provider (ISP).

When a home-user sends a legitimate email, the home-user machine
(dynamic IP) connects to the ISP’s mail server (fixed IP) which in turn
then forwards the email to the destination.

On the other hand, when a zombie home-user machine (dynamic IP)
wants to send a SPAM email, it connects directly to the victim SMTP
server to send the SPAM email.

Thus, GFI MailEssentials can use these facts to detect spam email
sent from a botnet/zombie machine by looking up the connection IP in
the SORBS.net list of dynamically allocated IP address space.

To block emails sent from a dynamic IP address, which is a good
indication that the email is spam being sent from a botnet/zombie
machine, select the Block emails sent from dynamic IP addresses
as listed on SORBS.net check box.

Botnet / Zombie Check on a perimeter (Gateway) SMTP
server

The perimeter SMTP server is the machine that receives emails
directly from the Internet. If you have installed GFI MailEssentials on a
perimeter SMTP server, you do not need to configure the perimeter
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[gateway] SMTP server options in the Perimeter SMTP Servers tab of
the Anti-spam properties.

Botnet / Zombie Check on a non-perimeter (Gateway) SMTP
server

If GFI MailEssentials is NOT installed on a perimeter SMTP server,
configure the ‘Perimeter SMTP Servers’ option in the Anti-spam node
properties. To setup this option, right click on the Anti-spam node,
select Properties and click on the Perimeter SMTP Servers tab.

If you are not sure if you have installed GFI MailEssentials on your
perimeter SMTP server, you can make use of the Auto Discovery
button in the Perimeter SMTP setup option to perform a DNS MX
lookup and automatically define the IP address of your perimeter
SMTP server.

For further details on how to configure your perimeter SMTP server
option, please refer to the ‘Defining your Perimeter (Gateway) SMTP
Server settings’ section earlier in this chapter.

Click Apply to save the configuration. If you have already specified in
GFI MailEssentials that this computer is not your perimeter SMTP
server (refer to ‘Defining your perimeter (gateway) SMTP server
section earlier in this chapter), a dialog box similar to the one shown
below will pop up. This dialog box shows the perimeter SMTP server
settings that you have configured in GFI MailEssentials (i.e. the IPs
specified for your perimeter SMTP server).

GFI MailEssentials Configuration B3

\]::) According bo your configuration in the 'Perimeter SMTP Servers' option in the Anti-Spam node properties, this computer is not on the
petimeter,

The IP's configured as your perimeter servers in the 'Perimeter SMTP Serwvers' option are listed below, Please make sure that these are
the correct IP's before enabling the BotnetfZombie Check,

Configured IP's:
- 192,168.1.220

Screenshot 56 — Current Perimeter SMTP Server setup

If GFI MailEssentials is installed on your perimeter SMTP server or if
you have not yet specified that the mail server on which GFI
MailEssentials is installed is not a perimeter SMTP server (refer to
‘Defining your perimeter (gateway) SMTP server section in this
chapter), the dialog box shown below will pop up.

GFI MailEssentials Configuration [ %]

[} If GFI MailEssentials is not installed on a perimeter (gateway) server then the 'Perimeter SMTFP Servers' option in the Anti-Spam node
. properties has ko be configured For the Botnet/Zombie Check to function correctly.

Screenshot 57 - Reminder: SPF must be installed on the perimeter SMTP server.

This dialog box will remind you that if this computer is not a perimeter
server, configure the Perimeter SMTP Servers option in the Anti-
spam node properties (right click on the Anti-Spam node and select
Properties. Click on the Perimeter SMTP Servers tab). For further
information on how to configure your perimeter SMTP server, please
refer to the ‘Defining your perimeter (gateway) SMTP Server’ section
earlier in this chapter.
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Click OK.

Actions tab

After you have specified which DNS blacklists will be referenced click
on the Actions tab to specify what you want to do with emails marked
as spam by this filter. For more information on possible actions,
please refer to the ‘Actions — what to do with spam email’ section in
this chapter.

Other tab
Please refer to the ‘Other options’ section in this chapter.

Spam URI Realtime Blocklists (SURBL)

A Universal Resource Identifier (URI) is a standard means of
addressing resources on the Web. Common URIs such as Uniform
Resource Locators (URLs) and Uniform Resource Names (URNS) are
used to identify the destination of hypertext links as well as the
sources of images, information and other objects in a Web Page.
URLs are most generally used in websites but can also be included as
part of an email message body e.g. to attract new visitors to a website.

SURBLs differ from most other RBLs in that they are used to detect
spam based on message body URIs. Unlike most other RBLs,
SURBLSs are not used to block spam senders. Instead, they allow you
to block messages that have spam hosts (e.g. web servers, domains,
websites) which are mentioned in message bodies.

Spam URI Realtime Blacklist Properties E3 |

Spam LRI Realtime Blacklist |.-'-‘-.u:tiu::ns| Other |

% Spam UR| Realtime Blacklist [SURBL] configuration.

— Spam LIRI Realtime Blacklizt

[v Check if mail messages contain UR]: with damaing that are in
these blacklists:

I amme | State | Up

O sc.suibl.org Dizabled

O w=.surbl.arg Dizabled Do |
[ ob.surbl.org Dizabled

[ ab.subl.org Dizabled

multi. surbl.org Enabled

Test |
sdd. Edit . | Delete |

Ok Cancel Apply

Screenshot 58 — Spam URI Realtime Blacklist properties

GFI MailEssentials 14 user manual 3BConfiguring anti-spam e 65



To enable the SURBL check:

1. Right click on the Anti-Spam > Spam URI Realtime Blocklists
node and select Properties.

2. In the default opening page, check the Check if mail message
contains URIs with domains that are in these blacklists:
checkbox to enable the SURBL check on inbound messages.

3. Mark on the available list, the blacklists that will be used as
reference when checking messages using the SURBL function.
(e.g., if you mark sc.surbl.org, the domains (URLS) in the message
body will be compared to the blacklist present (sc.surbl.org). If the
message contains URLs with domains that are on the selected
blacklist, it will be marked as spam).

4. When ready, click on the Apply button.

NOTE 1: You can test the connection to the selected SURBL
providers by clicking on the Test button.

NOTE 2: To add more SURBLSs, click on the Add button, specify the
full name of the domain (e.g. URIBL.com) containing the blacklist and
click on the OK button to accept the new entry.

TIP: Multi.surbl.org combines the following lists in a unique list:
e sc.surbl.org
e ws.surbl.org
¢ phishing data source from mailsecurity.net.au
e phishing data source from fraud.rhs.mailpolice.com
e ob.surbl.org
e ab.surbl.org
e jp data source

This means that Multi.surbl.org includes all other SURBL Lists already
listed in GFI MailEssentials, as well as two other sources. Hence, you
can enable multi.surbl.org only for SURBL checks since this leads to
the following advantages:

e You need to click only one blackilist.

e You would have two extra sources against which the
URLs/domains are being checked.

e Multi.surbl.org has a unique list with no re-occurrence (i.e. a
domain will appear only once in multi.surbl.org even if it is found in
more than one list) thus it is faster than using the other four lists
simultaneously (due to re-occurrence).

NOTE 1: When enabling multi.surbl.org it is recommended to disable
all other SURBL lists from the configuration, otherwise the same scan
will be performed more than once (in deferent lists) leading to lengthy
email processing.

NOTE 2: The disadvantages of using multi.surbl.org only are:

e You might have a higher rate of false positives since more
blacklists are present.

e The entries present in multi.surbl.org list have a higher (6 hours)
TTL (Time to live) than those present in other lists (sc.surbl.org
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entries TTL is 10 minutes). This means that you might encounter
some false positives.

o If for some reason the multi.surbl.org list is not reachable, no
checks will be performed.

TIP: If SURBL is giving many false positives, it is suggested that you
try to disable multi.surbl.org and enable the other four SURBL lists.
You can attempt reducing the amount of lists enabled in SURBL filter
every time a high rate of false positives is present.

For more information on SURBL lists, please refer to
http://www.surbl.org/lists.html.

Actions tab

After you have specified which SURBLs will be referenced, click on
the Actions tab to specify what you want to do with emails marked as
spam by this filter. For more information on possible actions, please
refer to the ‘Actions — what to do with spam email’ section in this
chapter.

Other tab
Please refer to the ‘Other options’ section in this chapter.

Header checking

The header checking module analyses the individual fields in a
header. This module makes reference to SMTP and MIME fields.
SMTP fields are specified by the mail server, whereas the MIME fields
are specified by the email client (which encodes the email to MIME).

The configuration of anti-spam identification based on email headers
is done from the Anti-Spam > Header Checking node. Right click on
this node to bring up the Header Checking Properties dialog box.
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Header Checking Properties E3 |

General | General contd, | Languages' .i'-.ctic:nsl Other |

b ail zan be identified as zpam by analyzing the fields of an email
header. "'SMTP" fieldz are specitied by the SMTP zerver, whereas
tIME' fields are specified by the client.

¥ Checks if the email header containz an empty MIME FROM: fisld.

¥ Checks if the email header containg a malformed MIME FROM: field.

™ Masimurm number of recipients allowed in email: |2|j

[ Marks emails with different SMTP TO: and MIME TO: fields in the emai
addreszes as spam.

¥ Check if email containg remate images only.
To circumyvent kewword filkers, spammers are now sending out image only
mailz’, kailz which have only images and a minimal amount of text can be
flagged az zpam.

Ok I Cancel Al

Screenshot 59 - Header checking general tab

General anti-spam header checking options

The General tab in the Header Checking Properties dialog contains
the following options:

1. Checks if the email header contains an empty MIME FROM
field: This feature checks if the sender has identified himself in the
From: field. If this field is empty, it is an almost sure sign that the email
is sent by a spammer.

2. Checks if the email header contains a malformed MIME FROM:
field: This feature checks if the MIME from field is a correct notation,
i.e. it matches the RFC. Spammers often include a wrong or wrongly
specified From address.

3. Maximum number of recipients allowed in email: This feature
marks emails with large recipient lists as spam. Emails with large
recipient lists tend to be joke lists, chain emails or simply ‘junior' or
inadvertent spammers.

4. Marks email with different SMTP TO: and MIME TO: fields in
the email addresses as spam: Checks whether the SMTP to: and
MIME to: fields are the same. The spammers email server always has
to include an SMTP to: address. However, the MIME to: email address
is often not included or is different. This feature captures a lot of spam,
however some list servers do not include the MIME to: either.
Therefore, to use this feature, whitelist the newsletter sender address
if it gets marked as spam by this feature. This can be done from the
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Whitelist node or by dragging the newsletter in the GFI Anti-spam
public folders | want this Discussion list node.

5. Check if email contains remote images only: To circumvent
keyword filters, spammers are now sending out ‘image only emails’.
GFI MailEssentials can flag emails, which only have remote images
and a minimal amount of text as spam.

Header Checking Properties ]|

General General contd. I languages | Actions I Cither i

header. 'SMTF" fields are specitied by the SMTP zerver, whereas

.f Mail can be identified az zpam by analyzing the fields of an email
| &
MIME" fieldz are specified by the client.

[ ey if zender domair iz valid [performs DMS lookup on Tast
MIME FROM:]

W Masimur numbers allowed in MIME FROM: I4
[eq. joe3151BudE@domain. com]

¥ Check if the email subject containg the first part of the Except... i
recipient email address. —

[ Check if email contains encoded [P addiesses.

[ Check i email containg embedded GIF images

[" Check if email containg attachmert spam

Cancel e[t

Screenshot 60 - Header checking continued general tab

6. Verify if sender domain is valid: This feature will perform a DNS
lookup on the domain specified in the MIME from field and verify if the
domain is valid. If the domain is not valid, it is a sure sign of spam.

NOTE: This feature requires a properly configured DNS server,
otherwise, a time out will occur and emails will be processed slowly. In
addition, a lot of valid email will be tagged as spam. After enabling this
feature, you can test your DNS server/services by clicking on the
adjacent Test button. A dialog box will subsequently inform you if the
DNS test has been successful or not.

7. Maximum numbers allowed in MIME FROM: Frequently, more
than 3 numbers in the MIME from means that the sender is a
spammer. The reason for this is that spammers often use tools to
automatically create reply-to: addresses on hotmail and other free
email services. Frequently they use 3 or more numbers in the name to
make sure the reply-to: is unique.

8. Checks if the email subject contains the first part of the
recipient email address: To ‘personalize’ a spam email, spammers
frequently include the first part of the recipient email address in the
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subject. Be careful using this feature with generic email addresses
such as sales@company.com. A customer that replies to an auto-
reply with a subject ‘Your email to sales’, would be marked as spam.
To avoid this, you can specify email addresses for which this check
should not be done, by clicking on the Except... button.

Exceptions E |

Check if email subject contains the first part of the recipient
email addresz except i the email addrezs iz on the list below.

E rnail &ddress | Add... |

Remove |

(] I Cancel

Screenshot 61 - Excluding an email address

9. Check if email contains encoded IP addresses: Checks the
message header and body for URLs which have a hex/octal encoded
IP (http://0072389472/hello.com) or which have a username/password
combination in it (e.g. www.citibank.com@scammer.com).

These practices are often used by spammers as well as hackers. The
following are examples which will be flagged as spam:

http://12312
www.microsoft.com:hello%01@123123

10. Check if email contains embedded GIF images: Checks if the
email contains one or more embedded GIF images. Spammers are
increasingly using embedded GIF images to circumvent spam filters.
Since some legitimate emails do contain embedded GIF images, for
example, a company or product logo in the email signature, this option
is prone to false positives.

11. Check if email contains attachment spam: Checks the email
attachments for properties that are common to attachments sent in
spam email. Spammers are choosing to send attachment spam since
all the other methods used, such as embedded images, are these
days very well known and can be blocked easily. This new check will
help you keep up with the latest techniques used by spammers and
thus further protect your network from spam email.

Language detection

The languages tab in the Header Checking Properties dialog contains
the language detection options. Many spam emails are not even in
your language, meaning that you can greatly reduce spam simply be
blocking email written in say Chinese or Vietnamese. Using the
Languages tab you can block email using certain character sets.

NOTE: GFI MailEssentials cannot distinguish between Italian and
French for example because they use the same character set. GFl
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MailEssentials can only detect languages written in different character

sets.
Header Checking Properties E |

Generall General contd,  Languages |.~'—‘«ctiuns| Other I

9 Configures the Language Settings.

— Block languages

[v Block mails that use these languages [character sets).

% Block the list below
" Block all except the list below

O &menian -
O Georgian

O Indic

O iethamese

[ 4rabic

O Hebrew

O Thai

Simplfied Chinesze
Traditional Chinese

O k.orean -
1| | >

0k, I Cancel | Lpply |

Screenshot 62 - Language detection

Actions tab

After you have configured the header checking filter, click on the
Actions tab to specify what you want to do with emails marked as
Spam by this filter. For more information on possible actions, please
refer to the ‘Actions — what to do with spam email’ section in this
chapter.

Other tab
Please refer to the ‘Other options’ section in this chapter.

Keyword checking

The configuration of anti-spam identification based on keywords is
done from the Anti-Spam > Keyword Checking node. Right click on
this node to bring up the Keyword Checking Properties dialog box.

1. Check the Scan email body for the following keywords or
combinations of keywords: checkbox. To enter keywords combined
with logical operators click the Condition... button. To enter single
words or phrases without logical operators, click the Keyword...
button.
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Keyword Checking Properties E3 |

General | Subject | Actions | Other |

— Scan email body

¥ Scan e-mail body for the following keywords or combinations of
keywords:

Conditions -~ Kewword. .
. UCE-Mail Act
WA 313
0% confidential
Q0% free
00% guaranteed
00% legal Bemove
0% money
0% nude
00% proven Impart....
00% rigk free
00% tue Export. .

2 to enter -
| E

V¥ tatch whole words only [words/phrases in subject/body].

Condition. .

ab:

abc

Edit:..

abc

abc
abc
abc
abc

ab:

AN

abc

1
1
1
1
1
1
1
1
1
1

EEEE e e e

abc

rFs

Ok I Cancel Al

Screenshot 63 — Anti-spam keyword checking properties

Match whole words only: Enabling this option allows you to ensure
that GFI MailEssentials will only block emails where the word you
specify is a whole word. For example, if you specify the word ‘sport’,
an email with the word ‘sport’ will be blocked, but not an email with the
word ‘Allsports’.

Adding conditions

Conditions are combinations of keywords using the operands IF, AND,
AND NOT, OR, OR NOT. Using conditions, you can specify
combinations of words that must appear in the email. For example a
condition ‘If Word1l AND Word?2’ will check for Wordl and Word2. Both
words would have to be present in the email to activate the rule. To
add a condition, click the Condition... button.
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Conditions

B

Create a combination of keywords that will activate this rule. For example "IF
wiord AMD word2 OF waord3" will activate the wle if both word] and waord2
are in the e-mail, or if just word3 iz in the e-mail

AND =

Operatar | Yford | Bemove
%IF sports

. aND basketbal

tove LUp

e e [t

k.

i L el

Cancel

Screenshot 64 - Adding a condition

Adding keywords

If you only wish to check for single words or phrases, you do not need
to create a condition. In this case you can just add a keyword. Click
the Keyword... button to do this. If you enter multiple words, then GFI
MailEssentials will search for that phrase. For example, if you enter
‘Basketball sports’, then GFI MailEssentials will check for the phrase
'‘Basketball sports'. Only this phrase would activate the rule, not the
word basketball OR sports separated by some other words.

GFI MailEssentials Configuration x| |
ﬂ Pleaze enter a word or phrase below.
abc

QK I Cancel

Screenshot 65 - Adding a keyword or phrase

Subject

2. To scan for words in the subject, access the Subject tab and check
the Scan email subject for the following keywords or
combinations of keywords checkbox. Now you can specify the
words that you wish to check for in the subject of the message. To
enter keywords combined with logical operators click the Condition...
button. To enter single words or phrases without logical operators,
click the Keyword... button.
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Keyword Checking Properties E3 |

General  Subject |ﬂ-.u:tiu::ns| Other |

— Scan email zubject

¥ Scan e-mail subject for the following keywords or combinations of
keywords:

Conditions - K.eyword...

B UCE-Mail Act
WA 313

Condition...

#1003 confidential

A 100% free Edit.. |
E‘ﬁ 100% guaranteed

. 100% legal HiEmEve |
éﬁﬁ T00%E morney

#h 100% nude Import... |
éﬁﬁ 100% proven

B 100% risk free Export... |
. 100% true

% 1

2 to enter -
| E

rFs

Ok I Cancel Al

Screenshot 66 - Looking for keywords in the subject tab

Actions tab

After you have configured the keyword checking filter, click on the
Actions tab to specify what you want to do with emails marked as
Spam by this filter. For more information on possible actions, please
refer to the ‘Actions — what to do with spam email’ section in this
chapter.

Other tab
Please refer to the ‘Other options’ section in this chapter.

New Senders check

GFI MailEssentials can automatically identify emails which have been
sent from senders to whom you have never sent emails before. Such
senders are identified by referencing the data collected in the
Whitelists.

NOTE: ONLY emails in which no spam was detected and whose
senders are not present in any Whitelist are delivered in the New
Senders folder.

Since such emails could be sent from legitimate users as well as
undetected spam, GFI MailEssentials collects them into a dedicated
folder. This feature conveniently separates such emails from the rest
of the filtered messages in your inbox, in order to make them easily
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identifiable. Subsequently, you can review such emails and add any
undetected spam present in this folder to the custom blacklist.

NOTE: You must enable at least one of the available Whitelists in
order to be able to use the New Senders function. In the absence of
the Whitelist functions (should no spam be detected by the other
filters) received messages will be delivered to the recipient’s inbox. i.e.
ONLY emails in which no spam was detected and whose senders are
not present in the Whitelist are delivered in the New Senders folder.

To activate the new senders filter:

1. Right click on the Anti-Spam > New Senders node and select
Properties.

2. In the New Senders Properties tab, check the Enable New
Senders checkbox to enable the check for new senders on all
inbound messages and click on the Apply button.

Mew Senders Properties E |

Mew Senders Properties | E;.;.:epti.:.ngl Actions |

[E'E] Configure Mew Senders

—Mew Senders

The Mew Senders module automatically identifies emailz which have
been sent from zenders to whom you have never zent emailz. Theze
emailz could be leqgitimate senders or elze zpam which where nat
detected by the GFI MailEzzentials spam filkers.

Pleaze note that faor the Mew Senders to work there has to be at least
one whitelizt enabled from the Whitelist configuration node.

[ Enable Mew Senders

P

Ok I Cancel Apply

Screenshot 67 - New Senders properties

Exceptions tab

In the New Senders Properties dialog you can specify the address
(MIME TO) of any local recipients whose emails should be excluded
from the New Senders check.

To setup your exception list:

1. Click on the Exceptions tab and check the MIME TO exception
list: checkbox.
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2. Click on the Add... button and specify the email address of the
sender, for example administrator@master-domain.com. Repeat the
same procedure for each address that needs to be added, and then
click on the Apply button to save these entries.

TIP: If you want to temporarily disable your exception list, there is no
need to delete all address entries made, but you only need to uncheck
the MIME TO exception list: checkbox.

Mew Senders Properties E |

Mew Senders Properties  Exceptions |.-'-‘-.u:tiu:|ns I

_3'_-'- Configure any MIME TO addreszes that should be excluded from the
= Mew Senders checks.

¥ MIME T exception list

Bddress | [t
adminigtratorn@master-domain. com

Delete |

Ok Cancel Apply

Screenshot 68 - New Senders Exception setup

Actions tab

After you have enabled the New Senders feature, click on the Actions
tab to specify what you want to do with emails marked as spam by
this filter. For more information on possible actions, please refer to the
‘Actions — what to do with spam email’ section in this chapter.

Actions —what to do with spam email

In GFI MailEssentials, actions define what should be done with emails
marked as spam. You can configure different actions for each of the
available spam filter nodes. This feature conveniently enables you to
use separate folders for storing spam email detected by each filter.
This would help you to immediately identify why the email was marked
as spam as well as makes it easier to perform operations on emails
blocked by a particular filter. For example, you might want to delete
emails marked by the blacklist spam filter, but do something else with
emails marked as spam by the keyword checking filter.
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The options in the actions tab are identical for each spam filter.
Header Checking Properties |

Generall Gereral -:n:nntu:l.l Language: Achions | Other I

== Configure the action to perform when a zpam meszage iz detected.
Additional optionz are prezent on the 'Other’ tab.

" Delete

" Move to subfolder of uzer's
mailbox. [Exchange Server* Ilr-ll:":':':"lll_|EE'":IEr
arily. ]

" Forward to email address: Iadministratnr@master-dumain.l:l:um

" Move to the specified folder: I |

' Tag email with the following text: ISF'.-'i'-.M

Uze thiz option ta move spam to a user defined folder if not inztalled on an
E=change Server®.

" Prepend to subject i~ Append to subject

[ Addtag in a new #-header of the message instead of its subject

" Move to user's junk mail folder. [Exchange Serser® anly

* Exchange 2003 Backend # 2007 b ailbox Server

k. I Cancel | Apply

Screenshot 69 - Configuring the action that should be taken

Select one of the following options to specify what you want to do with
email marked as spam:

o Delete — This option will cause spam email to be deleted.

e Move to subfolder of user’'s mailbox — This option will cause
spam email to be sent to a set of subfolders in the user's mailbox.
GFI MailEssentials will create a folder according to the name you
specify and store all email marked as spam by this anti-spam filter
to this folder. This way, users can periodically check email marked
as spam, and identify email that might have been wrongly marked.
If you enter inbox/junk mail, then the folder will be created under
the inbox folder. If you do not, it will be created at the same
nesting level of the inbox folder. By using a different folder name
for the Bayesian, keyword and header checking filters, spam is
automatically sorted to a different folder depending on which filter
identified it as spam. This further eases the spam reviewing
process.

NOTE: This option requires that GFI MailEssentials is installed on
the Microsoft Exchange Server machine, in Active Directory mode,
and that you are running Microsoft Exchange Server 2000/2003 or
Microsoft Exchange Server 2007 with the Mailbox Server Role
installed. However if you are running Microsoft Exchange 5.5 or
are not running GFI MailEssentials on the Microsoft Exchange
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Server machine, you can still achieve the same behavior with the
Tag email feature in conjunction with the Rules manager. For
further information on the Rules manager refer to the ‘Installing the
rule manager (sorts spam to junk folder)’ section of the ‘Installing
GFI MailEssentials’ chapter.

e Forward to email address — This option will instruct GFI
MailEssentials to send email detected as spam by the particular
anti-spam filter you are configuring to the email address specified.
For example, you can specify the email address of a public folder.
The subject of the email will be in the format [recipient] [subject].
This way a person can be assigned to periodically check email
marked as spam, and identify email that might have been wrongly
marked as spam. This feature can also be used to further improve
the spam rules.

e Move to the specified folder — This option will instruct GFI
MailEssentials to save email detected as spam by the particular
anti-spam filter you are configuring to the path specified, for
example, ‘C:\GFI MailEssentials\DetectedSpam’. The file name will
have the following format:
[Sender recipient subject number .eml]l; this allows
you to quickly sort spam based on sender.

(e.g. C:\My Spam\ jim@gfi.com_bob@dgfi.com_MailOffers_1_.eml)

e Tag Email with the following text - This option allows you to tag
a spam email but does not block or delete it. You can also specify
where to insert this tag by selecting:

o0 Prepend to subject —to insert the specified tag at the start
(i.,e. as a prefix) of the email subject text. For example,
'[SPAM]Free Web Mail)'.

0 Append to subject — to insert the specified tag at the end
(i.e. as a suffix) of the email subject text. For example,
‘Free Web Mail[SPAM])".

0 Addtag in anew X-header... - to add the specified tag as
a new X-header to the email. In this case, the X-Header will
have the following format :

X-GFIME-SPAM: [TAG TEXT]
X-GFIME-SPAM-REASON: [REASON]
E.g.

X-GFIME-SPAM: [This is SPAM]

X-GFIME-SPAM-REASON : [DNSBL Check failed -
Sent from Blacklisted Domain]

The tag email option can be used in conjunction with the Rules
manager application, which allows you to easily setup sorting rules
for all mailboxes on your Microsoft Exchange Server machine. All
email tagged as spam will be subsequently sorted into the user’s
junk mail folder. (Location and name of folder is customizable)

e Move to user’s junk mail folder - If you have Microsoft
Exchange Server 2003 or Microsoft Exchange Server 2007 with
the Mailbox Server Role installed, GFI MailEssentials can tag
spam in such a way that Microsoft Outlook will sort the email to the
user’s junk mail folder. However we recommend using the move to
users spam folder feature instead, since this allows you to use a
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different folder name for the Bayesian, keyword and header
checking filters. Spam email is then automatically sorted to a
different folder depending on which filter identified it as spam,
greatly easing the spam reviewing process.

Other options

Header Checking Properties E3 |

Generall General u:u:untd.l Languagesl Actions  Other |

’iéo Configure additional actions.

¥ Log occumence to this file:

Iram FileshGFI'MailE zzentialslogz\headerchecking.log

[ Generate Mon Delivery Report [MOR)

0k, | Cancel Lpply

Screenshot 70 - The other actions tab

From the Other tab, you can specify a number of optional actions:

e The Log occurrence to this file feature allows you to log the
spam email occurrence to a log file of your choice.

e The Generate Non Delivery Report (NDR) feature allows you to
create a fake Non Delivery Report (NDR). This will cause most
bulk mailing software to remove your address from their database.
In addition you can use this feature to notify the sender that his
email has been considered as spam. This feature can be
convenient to use during the initial training phase.

NOTE: If you wish you can customize the NDR. For information on
how to achieve this, refer to the ‘Configuring a fake Non Delivery
Report (NDR)’ section in the ‘Miscellaneous options’ chapter.

Anti-spam global actions

This section applies only to users who have installed GFI
MailEssentials on the Microsoft Exchange Server 2000/2003/2007
machine and who are using the Forward to user’s spam folder
function. If you have not installed on the Microsoft Exchange Server

GFI MailEssentials 14 user manual 3BConfiguring anti-spam e 79



2000/2003/2007 machine, the anti-spam global actions tab will not
appear.

A lot of spam is sent to email addresses that no longer exist on your
server. Therefore, once you start sorting email marked as spam to
user's junk mail folders, you will end up with a relatively large
percentage of email that cannot be sorted into someone’s mailbox.
Generally, you will simply want to delete these emails. However for
troubleshooting or evaluation purposes, you might want to move these
emails to a folder or forward them to a particular email address. This
can be done from the Global Actions tab in the Anti-Spam
Properties dialog. To configure the global actions:

1. Right click on the Anti-Spam node and select Properties.

Anti-Spam Properties E3 |

DMS Server | Public Falder Scanning |
Femate Commands Global Actions | Perimeter SMTP Servers

Configures the actionz that will be performed when spam cannat be moved ko
a uzer's Exchange folder because the uzer does not exist on the Exchange
TEMYEL

—Action

" Delete

" Forward to email Iau:lministratur@master-dnmain.u:D
address:

¥ Move to the specified C:MPragram FilesNGFISMailE ssen
folder: I ? —l

—Liog
¥ Log occunence o this file:
IE:'\F‘rugram Filez\GFI\MaillE zzentialzhlogshantizpamalobal log |

Cancel Apply

Screenshot 71 - Global actions

2. Click on the Global Actions tab and select whether to:
Delete the email

Forward it to an email address

Move it to a specified folder.

Additionally, by checking the Log occurrence to this file checkbox,
you can log the spam email occurrence to a log file of your choice.
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Sorting anti-spam filters by priority

In GFI MailEssentials, you can define the order in which your anti-
spam checks will be applied to your inbound messages (i.e. you can
define the priority of each anti-spam filter).

NOTE: You can sort the priority of all available filters except for the
New Senders filter, which is always automatically set to the lowest
priority. This is because this filter depends on the results of the
Whitelist checks and the other anti-spam filters.

mEFI MailEssentials Anti-Spam Ordering |

[GF M ailE zzentialz will execute the zpam filkers in the arder specified in the list
below:

Spedcify filker priarty and level of processing:

Flug-in | Fricrity | Filker Lewvel | = I
P W hitelist Full Ernail —
Sender Policy Framewark, 2 Full Ernail i
= EmailDomaintauto wWhitelist 3 Full Email o
E Directory Harvezting 4 Full Email
& Phizhing URL Blackhzt A Full Email
= Keyword Whitelist G Full Email j

SKTP Level Filkering

i The Directony Harvesting filker can be rwn either when the full email iz
received or elze at SMTF level [on receiving zending IF. email &
recipients). SMTR level filkering will Block the email's conhection, thus
not downloading the full email.

Default Settings k. I Cancel

Screenshot 72 — Assigning filter Priorities

To define the order of the anti-spam filters:

1. Right click on the Anti-Spam node and select Order module
Priorities.

2. Click on the required filter and click on the ﬂ (up) button on the
right of the list to assign a higher priority to the selected filter (i.e.

move the filter up in the list) or click on the ﬂ (down) button on the
right of the list to assign a lower priority to the selected filter (i.e. move
the filter down in the list).

NOTE: Clicking on the Default Settings button will setup the filter
priorities to the order recommended by GFI.

3. When you have finished sorting your anti-spam filter priorities, click
on the OK button. Changes will take effect immediately.
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Spam management from the user’s
point of view

Introduction

This chapter describes how users can manage their spam. GFI
MailEssentials has been designed to minimize spam management by
the user. It is pointless to flag email as spam if the user has to spend a
lot of time managing his spam. That said, there are some valid actions
that a user can perform to increase the effectiveness of GFI
MailEssentials. These include:

1. Training the Bayesian filter with valid email, flagged erroneously as
spam by GFI MailEssentials.

2. Training the Bayesian filter with spam, flagged erroneously as
valid email.

3. Adding email senders and newsletters to the Whitelist

In addition, users will tend to blame the anti-spam package for not
receiving certain emails. Therefore, especially just after the
deployment of GFI MailEssentials, it pays administrators to give users
control and allow them to see what has been flagged as spam.

Reviewing spam email

It is recommended that you configure GFI MailEssentials to forward
email marked as spam by the different anti-spam filters to separate
subfolders in the user’s mailbox.
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Folder List

all Folders
= = Mailbox A
| Calendar
84 Contacts
# (a] Deleted Items
L#| Drafts
= L] Inbox
1 MewsSenders
= [ Spam
|1 Bayesian
[ Blacklist
[ DrSBlackList
| Header
[ Keyword
[ Phishirg
|1 SpamR.azer
[ SFF
3 SURBL w

s A | (2] 2

lU Items

Screenshot 73 - Spam is sorted to a subfolder

This makes it easier for you to carry out periodical email checks and
identify any emails that might have been wrongly marked as spam.
Using separate subfolders for each filter allows the user to
immediately understand which filter has flagged the email as spam.

For more information on how to configure and setup spam filters,
please refer to the ‘Configuring anti-spam’ chapter.

Adding senders to the whitelist

To add a specific email address to the company whitelist, you need to
drag and drop the email to the Add to whitelist Public folder, located
under the GFI AntiSpam Folders public folders.

= &3 Public Folders
| Favorites
= [ All Public Folders

= [ GFI AnkiSpam Faolders
# [ Add to blacklist
# [ Add to whitelist
& [ I want this Discussion list
& [ This is legitimate email
# [ This is spam email

H [ Internek News

A [ Internek Mewsgroups

Screenshot 74 - Whitelisting an email

NOTE: To automatically create the GFI AntiSpam Folders public
folders on your Microsoft Exchange Server, refer to the “Configuring
Public folder scanning” further on in this chapter.

GFIl MailEssentials will retrieve the email, and add the MIME FROM
email address (whole email not domain) to the whitelist.

Use this same procedure for newsletters that you wish to receive,
simply drop them in the Add to whitelist public folder.

NOTE: When dragging and dropping email, by default Microsoft
Outlook will move the email. To retain a copy of the email, hold down
the CTRL key, which copies the email rather then moves it.
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Adding senders to the blacklist

To add the sender of a spam email to the company blacklist, drag and
drop the email to the Public folder Add to blacklist, located under the
GFI AntiSpam Folders public folder.

NOTE: To automatically create the GFI AntiSpam Folders public
folders on your Microsoft Exchange Server, refer to the “Configuring
Public folder scanning” further on in this chapter.

GFIl MailEssentials will retrieve the email, and add the MIME FROM
email address (whole email not domain) to the blacklist

Adding discussion lists to the whitelist

Often discussion lists (NOT newsletters) are sent out without
including the recipient email address in the MIME TO and are
therefore marked as spam. If you want to receive these discussion
lists, you need to whitelist the email addresses of these valid list
mailers.

To add the discussion list to the company whitelist, drag and drop the
discussion list to the Public folder | want this discussion list, located
under the GFI AntiSpam Folders public folder. GFI MailEssentials
will retrieve the email, and add MIME TO, CC and BCC (whole email
not domain) to the whitelist.

NOTE: To automatically create the GFI AntiSpam Folders public
folders on your Microsoft Exchange Server, refer to the “Configuring
Public folder scanning” further on in this chapter.

Adding spam to the spam database

When a spam email arrives in the user’s inbox, which has therefore
not been flagged as spam, users should notify GFI MailEssentials of
this. Dragging the email to the Public folder This is spam email, will
prompt GFI MailEssentials to retrieve the email and add it to the
SPAM database. This further improves the performance of the
Bayesian filter.

NOTE: To automatically create the GFI AntiSpam Folders public
folders on your Microsoft Exchange Server, refer to the “Configuring
Public folder scanning” further on in this chapter.

Adding ham to the ham database

If, whilst reviewing a spam email a user finds a valid email, the user
should add the email to the ham database. To do this, the user simply
needs to drag and drop the email to the public folder This is
legitimate email. Doing this will prompt GFI MailEssentials to retrieve
the email and add it to the ham database, thus further tuning the
Bayesian filter and avoiding it being flagged as spam in the future.

NOTE: To automatically create the GFI AntiSpam Folders public
folders on your Microsoft Exchange Server, refer to the “Configuring
Public folder scanning” further on in this chapter.
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Securing access to the public folders

If you do not want to allow all users in your company to add email to
the GFI AntiSpam Folders, simply limit access to the public folder
from the Microsoft Exchange System Manager.

NOTE: To automatically create the GFI AntiSpam Folders public
folders on your Microsoft Exchange Server, refer to the “Configuring
Public folder scanning” further on in this chapter.

Configuring Public folder scanning

To use the public folder scanning feature, configure GFlI
MailEssentials to scan the public folders. To do this:

1. In the GFI MailEssentials configuration, right click on the Anti-spam
node and select Properties.

2. Select the Public Folder Scanning tab.

Anti-Spam Properties |
Remaote Commands I [5lobal Actionz | Perimeter SMTP Servers |
DMS Server Publiz Folder Scanning

| Configure how and when GF #ailE zzentialz should 2can public
(& falders for mail ko be added to the whitelist or blacklist or to be added
b the HAK or spam databage.

¥ Enable Public Folder Scanning
Irteral in hours bebween scanning of the public: falder: |2

Foll public folders via: IIM.&P‘ vI Scan now |

— IMAF configuration

Server IwinEkSentsw

Part: |'|43 [T UseS5L

|zername; Iadministratnr

MHHRHMMHMEHRHNNY

Fazsword: I

Test |

Cancel | Apply |

Screenshot 75 - Configuring Public folder scanning

3. Select the Enable Public Folder scanning checkbox.

4. From the Poll public folders via list choose how GFI
MailEssentials will retrieve the emails from the public folders:
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e Via MAPI (requires that GFI MailEssentials be installed on the
Microsoft Exchange Server machine itself). If you select MAPI you
do not need to configure other settings.

NOTE: MAPI cannot be used to poll emails from Microsoft
Exchange Server 2007 public folders.

e Via IMAP (requires that the Microsoft Exchange IMAP service is
started). IMAP allows you to scan the public folders remotely and
also works well across firewalls. It can also be used with other Malil
servers that support IMAP.

NOTE: IMAP cannot be used to poll emails from Microsoft
Exchange Server 2007 public folders.

If you select IMAP, specify the Mail server name, port (default
IMAP port is 143) as well as a username and password. You can
also use a secure connection by selecting the Use SSL checkbox.

Anti-Spam Properties E |

Femaote Commands I [Global Actionz | Perimeter SMTF Serverz |
DMS Server Public Falder Scanning

folders far mall to be added ta the whitelzt or blackhst ar to be added

% Configure how and when GF #ailE zzentialz should scan public
L-1
b the HAK or spam database.

¥ Enable Public Falder Scanning
Irnteryal in hours bebween scanning of the public: folder: |2

Foll public folders wia: I"-.-'-.-"EbD.":"."-.-" VI Scan now |

—%ebDAY configuration

Server: IwinEkBentsrv

Port: IEEI [T UzeSSL

LRL: Ihttp:f#winEkSentsrw’public

Ilzername: Iadministratur FPazswaord: I"""“““"“*

Cramairn: Imaster-dnmain.mm

Test |

Cancel | Apply |

Screenshot 76 - Using WebDAYV for public folder scanning

e Via WebDAV - If you select WebDAV, specify the Mail server
name, port (default WebDAV port is 80), a username and
password, as well as the domain. You can also use a secure
connection by selecting the Use SSL checkbox. By default, public
folders are accessible under the ‘public’ virtual directory. If you
changed this to something else, specify the correct virtual directory
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name to access the public folders by editing the text in the URL
box.

5. If you selected IMAP or WebDAV, click Test. If everything works,
the public folders will be created automatically and a dialog box as
shown below will be displayed. If the test fails, check the credentials
and re-test.

GFI MailEssentials Configuration E |

\lj) The test succeeded, You are ready to use IMAP,

Screenshot 77 — Public folder scanning test succeeded

Creating a dedicated account to login via IMAP

NOTE: IMAP cannot be used to poll emails from Microsoft Exchange
Server 2007 public folders.

If GFI MailEssentials is installed in a DMZ, for security reasons it is
recommended to create a dedicated user account to retrieve the email
from the public folders. This user would only have access to the GFlI
AntiSpam Folders. To do this on Microsoft Exchange Server 2003:

1. Before you proceed to create the wuser, use administrator
credentials and click Test to ensure that IMAP is working properly and
that the public folders have been created.

2. Create a new Active Directory (AD) user. This user can have limited
rights.

3. Open the Microsoft Exchange System Manager and expand the
Folders > Public Folders node. Right click on the GFI AntiSpam
Folders public folder and select Properties from the context menu.

4. In the Properties dialog box, click the Permissions tab and then
click Client permissions.

5. Click Add..., select the user you created in step 2, and then click
OK.

6. Click on the user you just added to the client permissions list and
set its role to owner from the Roles list. Make sure all checkboxes are
selected and the radio buttons are set to All.
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Client Permissions I

Narmne: Fiole:

Default Author
Contributor

Add...

Remove

Properties. ..

Rl

— Permissions
Roles: IEIwner
¥ Create items ¥ Folder awner
¥ Fead items ¥ Folder contact
¥ Create subfolders ¥ Falder Visible
Edit items Delete items
" Mone  MNone
= Own " Own
& Al e Al

QK I Carcel Help

Screenshot 78 - Setting user role

7. Click OK twice to return to Microsoft Exchange System Manager.

8. Now right click on the GFI AntiSpam Folders and from the context
menu select All tasks > Propagate settings.

9. In the Propagate Folder Settings dialog box, select the Folder
rights checkbox and click OK.

10. Finally enter the username you have created in the GFlI
MailEssentials configuration and click Test to ensure the permissions
have been set correctly.

Configuring the GFI anti-spam folders so that posts are
hidden

If desired, you can hide the posts that users make from other users by
configuring Microsoft Exchange Server to hide them.

1. Open the Microsoft Exchange System Manager and expand the
Folders > Public Folders node. Right click on the GFI AntiSpam
Folders public folder and select Properties from the context menu.

2. In the Properties dialog box, click the Permissions tab and then
click Client permissions.

3. Click Add... and select the user/group you want to hide the posts
from and then click OK.

4. Click on the user/group you just added to the client permissions list
and set its role to Contributor. Make sure that only the Create items
checkbox is selected and the radio buttons are set to None.

5. Click OK twice to return to the Microsoft Exchange System
Manager.

6. Now right click on the GFI AntiSpam Folders and from the context
menu select All tasks > Propagate settings.

7. In the Propagate Folder Settings dialog box, select the Folder
rights checkbox and click OK.
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NOTE: Users will only be able to post to the GFI anti-spam folders.
They will not be able to view any emails, not even the ones they
posted themselves.
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Configuring disclaimers

Introduction to disclaimers

What are email disclaimers?

Disclaimers are standard text added to the bottom or top of each
outbound email. They can be used for legal and/or marketing reasons

Legal reasons to use a disclaimer

Email disclaimers are a good start in helping companies protect
themselves from potential legal threats resulting from the contents of
an email.

Basically, adding a standard disclaimer to each email will help in case
you ever get sued over the content of an email.

Marketing reasons to use a disclaimer

You can also use a disclaimer to add a description about the
products/services your company provides.

NOTE: Disclaimers are only added to outbound email.

Configuring disclaimers

To add a disclaimer:

1. Right click on the Email Management > Disclaimers node in the
GFI MailEssentials configuration. From the context menu select New
> Disclaimer.

2. Now you need to specify whether you wish to add a user based
disclaimer or a domain based disclaimer. If you select domain, you
can choose the appropriate domain from the list of configured
domains. All emails sent FROM that domain will have the disclaimer
added. If you select user, you can specify a user or a group of users,
and the disclaimer will be added ONLY to emails sent FROM that user
or group of users.
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Add Disclaimer E |

Pleaze select whether you waould like to add
thiz dizclaimer for a Uzer or for a Domain.

Digclaimer Type:

" Uszer Dizclaimer

| 0k, I Cancel

Screenshot 79 - Selecting a domain or user disclaimer

3. If you selected a user based disclaimer, you have to specify the
user. If you have installed GFI MailEssentials in Active Directory
mode, you will be able to pick users or groups of users directly from
Active Directory. If you have not installed in Active Directory mode,
you have to specify the SMTP email address of the user.

Select User or Group K E

Select thiz object type;

IUser Object Types. ..

From thig location:

IEntire Directony Locations. ..

Enter the object name to select [examples]:

Adminiztrator Check Mames

4

Advanced. . | Ok I Cancel
&

Screenshot 80 - Selecting the user/group for whom the user based disclaimer applies

4. If you selected a domain based disclaimer, you have to specify the
domain. Note that the disclaimer will only be added if the from address
specified in the email includes the domain you specified. If you use
multiple email addresses with different domains, setup the disclaimers
for all domains that you use.

Enter Domain E |

Pleaze zelect a local domain from the list.

Domaire

kA5 TER-DOMAIN. COM

OF. I Cancel |

Screenshot 81 - Specifying the domain for a domain based disclaimer

5. The new disclaimer properties dialog is displayed. From the
Properties dialog, you can specify whether the disclaimer should be
put at the top or bottom of the email, by selecting the respective option
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from Top or Bottom. If you want to change the type of the disclaimer,
from domain to user/group or vice versa, or you want to specify a
different domain/user/group, click the Select button.

Mew Disclaimer Properties E |

General |

Digclaimer will be attached to mails zent from:

Uzer/domain: MASTER-DOMAIN. COM Select 3 |

Pasition:  Top &= Bottam
HT ML Digclaimer:
Disclaimer for domain: na=ster—domain . com
Edit HTML | Import... Erport.. |
Test Dizclaimer:
Dizclaimer for domain: master-domain. conm ;I

1

Wariable... |

Screenshot 82 - Adding a disclaimer

6. You can now create your disclaimer. You can create both an HTML
disclaimer and a text only disclaimer. To create an HTML disclaimer,
click on Edit HTML to bring up the HTML disclaimer editor.

~ [Edit] - HTML Editor

Close Edit  Wiew Format  Insert

i
ii
i
il
>

|
by

| B2R|s o 7|

Disclaimer for domain: naster—domain . com

[~
Ready [ A

Screenshot 83 - The HTML disclaimer editor

7. The HTML disclaimer editor allows you to specify different font
styles. You use the HTML disclaimer editor just like a simple word
processing application. In the disclaimer text, you can insert variables
using the Insert menu. Variables are fields, which will be replaced
with the real recipient or sender name in the email. You can include
the following fields in the disclaimer text: [recipient display name],
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[recipient email address], [date], [sender display name] and [sender
email address]. When you finish from editing the disclaimer, click on
Close from the top menu. This will add the disclaimer to the disclaimer
properties dialog.

8. You can include a text based version of your disclaimer, to be used
in plain text only emails, directly from the disclaimer properties dialog.
Simply insert the text directly into the Text Disclaimer edit field. You
can insert variables using the Variable... button.

Insert Yariable E |

Sender Mame
Sender E-Mail
Recipient Mame
Recipient E-tail

Cancel |

Screenshot 84 - Including variables in your disclaimer

NOTE: The recipient display name and recipient email address
variables will only be replaced if the email is sent to a single recipient.
If an email is sent to multiple recipients, the variable will be replaced
with ‘recipients’.

9. If you wish you can import or export your disclaimer using the
Import and Export buttons.

10. Click the OK button to exit the dialog.

11. The new disclaimer is displayed in the right pane of the GFI
MailEssentials configuration. To give the new disclaimer a more useful
name then just ‘New Disclaimer’, click on the disclaimer and press the
F2 key. The disclaimer name will be highlighted allowing you to
rename it in place. When you finish renaming the disclaimer press the
Enter key.
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Configuring spam digests

Introduction to the spam digest

The spam digest is a short report that is sent to the administrator or a
user via email. This email will outline the total number of emails that
have been processed by GFI MailEssentials and the number of spam
emails that have been blocked over a specific period of time.

Configuring the administrator spam digest

To configure the spam digest:

1. Right click on the Email Management > Spam Digest node in the
GFl MailEssentials configuration. From the context menu select
Properties.

Spam Digest Properties |

Administratar Digest |F|ec:i|:|ient Digestl Fiecipients Iistl

Nl Configure the zettings for the Spam Digest which iz sent
l_**.l peradically ba the administratar

The adminiztrator's spam digest is an email zent to the administrator
cohtaining the total email proceszsed and the tatal zpam blocked per
zpam filter.

v Send administrator spam digest

— Sending schedule

How often: Dray: Timne:

Wieekly | I_Friu:lay =] 10 =]

— Dligest contents

¥ Total count of processed email and spam

¥ Total spam captured per spam filker

k. I Cancel Apply

Screenshot 85 — Spam digest properties/Administrator spam digest

2. In the dialog, select Spam administrator spam digest.

GFI MailEssentials 14 user manual 6BConfiguring spam digests e 95



3. Specify the desired sending frequency (Daily, Weekly or Monthly)
through the Sending schedule drop-down.

4. Confirm the digest content that will be sent in the email. By default,
the digest will contain information on the total count of processed
emails including spam emails and the total spam captured by spam
fiter. To remove any of this content, uncheck the appropriate
checkbox from the Digest contents area.

5. To finalize your settings, select Apply and OK.

Configuring the recipient spam digest

To configure the spam digest:

1. Right click on the Email Management > Spam Digest node in the
GFI MailEssentials configuration. From the context menu select
Properties.

Spam Digest Properties |

Administrator Digest  Becipient Digest | R ecipients Iistl

Configure the settings for the Spam Digest which iz zent
penodically to the recipients whoze spam waz blocked

The recipient spam digest iz an email sent to inbound domain recipients
which containz, for the recipient's email, the total email proceszed, the
count of spam blocked per spam filker and the detailz of each zpam email,

¥ Send recipient spam digesk

— Sending schedule

Huowe aften: Dray: Time:

[ Monthly =l |_28 | J14m ~|

— Dligest contents

¥ Total count of processed email and spam
¥ Total spam captured per spam filker
I¥ List of blocked spam [datetime, sender, subject]

k. I Cancel Apply

Screenshot 86 — Recipient spam digest

2. Click on the Recipient Digest tab.
3. Select Spam recipient spam digest.

4. Specify the desired sending frequency (Daily, Weekly or Monthly)
through the Sending schedule drop-down.

5. Confirm the digest content that will be sent in the email. By default,
the digest will contain information on the total count of processed
emails including spam emaills, the total spam captured per spam filter
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and a list of blocked spam emails. To remove any of this content,
uncheck the appropriate checkbox from the Digest contents area.

Spam Digest Properties |

.-'-‘-.dministratcurDigestI Fecipient Digest  Recipients list I

Iz Specify which recipientz should or hould naot receive the spam
\(}I" digest via email

For the recipient digest, specify the inbound domain recipients that should
ar should not receive the zpam digest.

&' Only uzers listed below should receive the recipient spam digest

£ Al users except the ones listed below will receive the recipient
zpam digest

Email Addresz |
i richard@master-domain. com
i manioEimaster-dornain, com
i olafEmaster-domain. corm

Bemove

Impart ...

[ i |
_Ewor.. |

Export ...

k. Cancel Apply

Screenshot 87 — Spam digest recipient list

6. To configure the list of recipients that should receive the spam
digest, click on the Recipients list tab.

Email Address |

Fleaze enter the email addresz ta be uzed below:

Email &ddress:

Iemiliu@master-dnmain.cum

[eq. zomecnei@compary. com]

k. I Cancel

Screenshot 88 — Adding a spam digest recipient

7. To add specific users that should receive the spam digest, select
Only users listed below should receive the recipient spam digest.
Alternatively, if you would like all the users listed in your inbound
domain to receive a spam digest, select All users except the ones
listed below will receive the recipient spam digest.
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8. Click on Add and enter the email address of the desired recipient in
the checkbox provided and click OK. Repeat this procedure for the
desired amount of users.

NOTE: The required list of users can be imported from a file in XML
format in the same structure that GFI MailEssentials would export
files.

9. To finalize your settings, select Apply and OK.
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Configuring auto-replies

Introduction to auto-replies

The Auto reply feature allows you to send automated replies to certain
incoming emails. You can specify a different auto reply for each email
address or subject. You can use variables in an auto reply to
personalize an email.

Configuring auto-replies
To create an auto reply:

1. Right click on the Email management > Auto-Replies node in the
GFI MailEssentials configuration and select New > Auto-Reply.

2. In the Email Address dialog box specify for which email address
you are configuring this auto reply. If for example you specify ‘sales
@master-domain.com’, the sender of an inbound email sent to this
email address will receive an auto reply. Click the OK button. The auto
reply options dialog will be displayed.

Email Address |

Fleaze enter the email addrezs to be uzed below:

Email Addreszz:

Isales@master-dumain.cun‘l

[eg. someohel@company. com)
0k I Cancel |

Screenshot 89 - Creating a new auto reply

3. If you want to send an auto reply only when the inbound email
contains a certain subject, check the and subject contains checkbox,
and in the edit box to the right specify the subject.

4. By default the auto reply will be sent from the same email address
you specified in step 2 above. If you want to send the auto reply using
a different email address in the From field, you can specify it in the
Auto Reply from: field.

5. You can specify the subject of the auto reply email in the Auto
Reply subject field.

6. In the Auto Reply text edit box, you can specify the text you want
to be displayed in the auto reply email. If you have a text file which
contains the auto reply email you want to send, you can import its
contents by clicking on the Import... button.
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sales@master-domain.com Properties

General |

H]
m Auto-Reply configuration

WWhen email iz sent to:

™ and subject contains:

Isales@master-dumain.cum

Auto Reply framm:

Auto Reply subject:

Auto Reply text:

Isales@master-dumain.cum

IThank_l,u:uu far paur email.

Attachment[s):

Thank, you for pour email.

;l C:\Documents and Settings®
C:ADacuments and Settings®

>
& i
Import.. | Export. . | Wariahle. .. | Add. | Eemovel
¥ Generate tracking number in zubject
W Include email zent
Cancel | Apply |

Screenshot 90 - Auto-reply properties

7. You can personalize the auto reply by adding variables. To do this
click on the Variable... button. From the Insert Variable dialog select
the variable field you want to insert, and click the OK button. Repeat
this step until you have inserted all the variable fields you require.

Insert Yariable E |

From Email Field
From Mame Field
Subject Field

To Email Field
To Mame Field

Toemeliiimm Bl e

o]

Cancel |

=l

Screenshot 91 - Variables dialog

e Date Field: This will insert the date that the email was sent on.

e From Email Field: This will insert the email address of the sender.

o From Name Field: This will insert the display name of the sender.

e Subject Field: This will insert the subject of the email.

e To Email Field: This will insert the recipient’s email address.

e To Name Field: This will insert the recipient’s display name.

e Tracking Number: This will insert the tracking number if generated.
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8. To send file attachments with the auto reply email, such as sales
brochures for example, click on the Add... button and choose the file
you wish to attach. To remove attachments, click on the attachment
you want to remove from the Attachments list, and then click on the
Remove button.

9. If you want to quote the inbound email in the auto reply, check the
Include email sent checkbox.

10. To make it easier for you to track auto-replies, you can specify that
the auto reply should include a unique tracking number. Customers for
example could reply back to you and quote that tracking number. To
generate a tracking number in the subject of both the original inbound
email and the auto reply email sent, check the Generate tracking
number in subject checkbox.

11. To save the auto reply email settings, click the OK button.

NOTE: When creating auto reply text, be sure not to format the body
text beyond 30-40 characters per line. Alternatively do not include
carriage returns. This is because some older mail servers will truncate
the line at 30-40 characters. If your text is longer than that and
contains a return at the end of the line, your message will be truncated
as follows:

Example:

This is a long text line with a return at the end. It looks fine in my editor
This is the next line

Might look like this:

This is a long text line with a return at the end. It looks

fine in my editor

This is the next line

Therefore many newsletters that you receive are formatted to avoid
this.
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Configuring email monitoring

Introduction to email monitoring

The email monitoring feature allows you to send a copy of emails sent
to or from a particular LOCAL email address to another email address.
This allows you to keep a central store of email communications of a
particular person or department.

Because you can configure the email to be copied to an emalil
address, all email can be stored in an Microsoft Exchange Server or
Microsoft Outlook store, so that you can easily search for email. Mail
monitoring can therefore be used as a replacement for Mail archiving.

Configuring email monitoring

To confiture mail monitoring:

1. Right click on the Email management > Mail Monitoring node in
the GFI MailEssentials configuration and select New > Inbound Mail
Monitoring Rule or New > Outbound Mail Monitoring Rule,
depending on whether you want to monitor inbound or outbound email
respectively.

2. An Add Mail Monitoring Rule dialog box is displayed. Specify the
email address/mailbox to which you wish to copy the emails being
monitored by the rules you will specify later on. You can specify the
email address of a manager or specify an email address associated
with for example a public folder. Click the OK button to continue.

Add Mail Monitoring Rule Ed |

Pleaze select a Uzer/Email Addrezs to copy monitored email b,

Copy monitored email to uzerdemail Addreszs:

Imanager@master-dumain.u:-:um

] Cancel

Screenshot 92 — Add Mail Monitoring rule

3. The monitoring rule properties dialog will be displayed. To specify
which email correspondence this monitoring rule should monitor, you
need to specify the sender and recipient filter by clicking on the sender
and the recipient Select buttons respectively. To add the filter to the
list, click the Add button. To specify multiple filters, repeat this step.

To monitor:
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All email sent by a particular user: Create outbound rule, specify
sender email or select user (if using AD) in the sender field and
specify the ‘all mail’ (*@%*) in the recipient field.

All email sent to a particular user: Create inbound rule, specify
recipient email or select user (if using AD) in the recipient field and
specify ‘all mail’ (*@%*) in the sender field.

Mail sent by a particular user to an external recipient: Create an
outbound rule, specify sender or select user (if using AD) in the
sender field. Then enter external recipient email in the recipient field.

Mail sent to a particular user by an external sender: Create an
inbound rule, specify external sender email in the sender field. Then
enter the username or user email address in the recipient field.

Mail sent by a particular user to a company or domain: Create an
outbound rule, specify sender or select user (if using AD) in the
sender field. Then specify the domain of the company in the recipient
field. To do this select domain when clicking on the recipient button.

Mail sent to a particular user by a company or domain: Create an
inbound rule, specify domain of the company in the sender field. To do
this, select domain when clicking on the sender button. Then enter
the username or user email address in the recipient field.

Mew Inbound Mail Monitoring Rule Properties E3 |

b &l b onitaring | Erceptions I

@ b ail monitoring allows you to copy mailz sent to and from a zpecific
— email addrezz ar domain.

Copy monitored email to uzerdemal Address:

Imanager@master-dnmain.u:u:um Select 3 |
If zender iz I Select k |an|:|
recipient iz I Select r |

{F gender iz 92 and recipient i (9

4| | ﬂ

Sl | Eemaye |

Ok I Cancel | Apply |

Screenshot 93 - Configuring email monitoring

4. To configure exceptions to the rule, for example you do not want to
monitor the emails of the CEO, access the Exceptions tab. Add all
the users that you do not want to be monitored by this rule by clicking
the Add... button to the right of the Sender or Recipient list. When
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specifying exceptions for an inbound monitoring rule, the Sender list
contains non-local email addresses, and the Recipient list addresses
are all local. When specifying exceptions for an outbound monitoring
rule, the Sender list contains local email addresses, whilst the
Recipient list contains only non-local email addresses.

Mew Inbound Mail Monitoring Rule Properties E3 |

Mail Monitoring ~ Exceptions |

nq “ou can exclude mail from the Mail Monitaring rule bazed on sender
"o recipient.

Except if zender iz:

Sender |
ceo(@anothercompany. com

Bemowve |

Except if recipient iz:

Fecipient I

Add...
Remaowve |

Ok Cancel Apply

Screenshot 94 - Creating an exception

Note that the exceptions are both applied, i.e. all senders listed in the
sender exception list and all recipients listed in the recipient list will
NOT be monitored.

5. Click the OK button to add the new email monitoring rule. The new
email monitoring rule is displayed in the right pane of the GFI
MailEssentials configuration. To give the new email monitoring rule a
more descriptive name, for example ‘Monitor new employee’, click on
the email monitoring rule and press the F2 key. The email monitoring
name will be highlighted allowing you to rename it in place. When you
finish renaming the email monitoring rule, press the Enter key.

Enabling/Disabling email monitoring

If you want to enable/disable all email monitoring rules, follow these
steps:

1. Right click on the Email management > Mail Monitoring node in
the GFI MailEssentials configuration and select Properties.

2. The Mail Monitoring Properties dialog box is displayed.
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Mail Monitoring Properties E

4 ail Monitoring |

t ail Manitaring Configuration,

v Enable |nbound Monitaring:

¥ Enable Outbound Monitoring.

k. I Cancel | ] |

Screenshot 95 - Enable or disable email monitoring

3. To enable/disable all inbound email monitoring rules,
check/uncheck the Enable Inbound Monitoring checkbox
respectively.

4. To enable/disable all outbound email monitoring rules,
check/uncheck the Enable Outbound Monitoring checkbox
respectively.

5. Click the OK button to accept the changes.

NOTE: To enable/disable an individual email monitoring rule, right
click on the email monitoring rule in the right pane of the GFI
MailEssentials configuration and select Enable/Disable from the
context menu.
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Configuring the list server

Introduction to list servers

List servers allow you to create two types of distributions lists:

1. A newsletter subscription list. — this type of list can be used for a
company or product newsletter. The big advantage over using
normal emailing software is that creating a list allows users to
unsubscribe or subscribe to the list.

2. A discussion list — this type of list allows a group of people to hold
a discussion via email, with each member of the list receiving the
email that a user sends to it.

Typically, list server software is very expensive. Furthermore it
requires that you run the list server on a separate machine from the
Microsoft Exchange Server, since port 25 is already taken by
Microsoft Exchange Server.

GFI MailEssentials now brings powerful list server capabilities to
Microsoft Exchange Server users, at a small price and without the
need to dedicate an additional machine for the list server alone.

Requirements of the list server feature

The list server feature requires the installation of Microsoft Message
Queuing Services. This is a scalable system service developed by
Microsoft to enable high volume event processing. GFI MailEssentials
uses this service. It is included with every Windows 2000/2003 and XP
version, although not always installed by default.

To check whether it is installed and if not how to install it, see the
‘Installing the Message Queuing services (MSMQ) on Windows 2000’
and ‘Installing the Message Queuing services (MSMQ) on Windows
2003’ sections of this chapter.

Creating a list
To create a newsletter list:

1. Right-click on the Email Management > List Server node and
select New > Newsletter.

2. The General dialog will be displayed. Here you need to specify a
list name in the List name: edit box and a domain for the list (if you
have multiple domains). Click the Next button to proceed.
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General

Configure the list name, domain and additional options for this list.

Ligt name:

Mewsletter

Ww'hich domain will the list uze? [Dnly relesant if pow have multiple domains.]

MASTER-DOMAIN.COM

Lizt email addreszes:

List address: Mewsletter@dASTER-DOMAIN. CORM
Subzcribe: Mewsletter-subscrbe@MASTER-DOMAIM. COM
Unsubsoibe: Mewsletter-unsubzoibe@MASTER-DOMAIN.COM

< Blach I Mest » I Cancel

Screenshot 96 - Creating a new newsletter list

3. Next you need to specify whether you want to use a Microsoft
Access or Microsoft SQL Server database as the backend for the
newsletter. For small lists of up to 5000 members, you can use
Microsoft Access as a backend.

From the Database type group, you can specify whether GFI
MailEssentials should create a new database or connect to an existing
database. The latter allows you to use an existing customer database
for the newsletter list. To create a new database, select the
Automatic option. Click the Next button to continue.
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Database

— Database backend

Select whether pou would like to uze an Microsoft Access database or a
Microzoft SOLAMSDE database.

[Databaze backend:

35

" Microsoft SELAMSDE

— Database tvpe

Select whether pou would like to uze a Cugtom or Automatic databasze.

If you chose the automatic database the subscrbers databasze will be
autamatically created. If you chose the custom databaze you will be able to
uze an existing databaze for your subscribers list,

D atabaze type:
' Automatic

' Existing [be sure to have reviewed the manual and made a backup
firgt.)

< Back I Mest » I Cancel

Screenshot 97 - Specifying database backend

4. You now need to specify which database to use to store the
newsletter subscribers list based on the settings you selected in the
previous step.

Microsoft Access with Automatic option - You need to specify the
location where you want to create the new database to store the
newsletter subscribers in the File edit box.

— Mew database settings

File: IE:HPngram Filez\GFI4M allE szentiz Browse. .. |

Screenshot 98 - Specifying Microsoft Access details

Microsoft SQL Server with Automatic option — You need to
configure the SQL server name, logon credentials and database to
use to store the newsletter subscribers list.
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j Refresh |

=~

— Mew database zettings
Server Iwin2k33ntsw
Databaze: I <default:
zer ISE
Password I

Screenshot 99 - Specifying SQL server details

Microsoft Access with Existing option - You need to enter the path
to your existing Microsoft Access database containing the newsletter
subscribers in the File edit box. From the Table drop down list you
need to select the table where the subscribers list is stored.

— Mew databaze zettings

File: |

Browse. . |

Tahble: I

=

Screenshot 100 - Specifying existing Microsoft Access database file and table

Microsoft SQL Server with Existing option — You need to configure
the SQL server name and logon credentials, then select the database
and table where the subscribers list is stored.

— Mew databaze zettingz

Server: ||

j Refreszh |

D atabaze: I <default>

-

Table: I

-

Uzer: I

Pazzward: I

Screenshot 101 - Specifying existing SQL server table

5. If you selected any database type with the Automatic option, you
only need to click the Finish button to end the wizard.

6. If on the other hand you selected the Existing option, you will need
to click on the Next button and then map the required fields with the
custom fields found in the database and table you selected in the

Variables dialog.
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¥ariables

tap wariables to databaze fields by selecting them both and clicking on

@ @ the ‘Map Field' button.

Yarniables | D atabase Fields | Refresh |
*@ [FirgtMame_Ta] *@ subname

I_&3 [Lasttame_Ta] -9 subcaompary

I_@ [Compary]

Wariable | Field |

[Ernail_To] <-x  zubernail

[Unsubzcribe] < b Remove kap |

< Back | Finizh | Cancel |

Screenshot 102 — Mapping custom fields

The [Email_To] and [Unsubscribe] fields need to be mapped. The
[Email_To] field should be mapped to a string field containing the
email address of a subscriber. The [Unsubscribe] field should be
mapped to an integer (or Boolean) value field which will be used to
define whether the user is subscribed to the list or not. This field is
used so that when users unsubscribe from the list we do not delete
the actual entries, but rather just flag them as no longer subscribed to
the list.

To map fields you need to select a field from the Variables list and the
corresponding field from the Database Fields list, and then click the
Map Field button. To remove mapped entries, select them from the
bottom list and click the Remove Map button.

When you map the required fields, click the Finish button to end the
wizard.

7. When the wizard completes, the newsletter list will be created in the
right hand pane of the GFI MailEssentials configuration and you can
further configure its options by right clicking on the list name and
selecting Properties from the context menu.

Newsletter properties

After you have created the newsletter list, you can further configure its
properties. To do this, right click on the newsletter in the right hand
pane and select Properties from the context menu. This brings up the
newsletter properties dialog.
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From the General tab you can change the list name, as well as its
domain. In addition you can specify that if the list server receives an
NDR, the user will be automatically unsubscribed.

Mewsletter Properties E |

General IDatabaseI Fu:uoterl Permissionsl Subscribersl

Caonfigure the lizt name, domain ahd additional optiohs for this list.

List name:

INewsIetter

YWhich domain will the list uze? [Only relevant if pou have multiple domains. ]

[MASTER-DOMAIN.COM =

Lizt email addrezzes:

List address: Mewsletter@MASTER-DOMAIN.COM
Subzcribe: Mewsleter-zubzonbe@MASTER-DOMAIM. COM
Unsubscribe: Mewslatter-unsubscribe@MASTER-DOMAIN. COkM

[ Automatically unsubscibe MDRs and move MDF to following folder:

I Brawse,, |

0K | Cancel I ][] |

Screenshot 103 - General newsletter properties

From the Database tab, you can modify the database settings of the
list.

Creating a custom footer for the list

The Footer tab allows you to configure a custom HTML or text footer.
This footer will be added to each email. Click the Edit HTML button to
create an HTML footer. You can use the footer to communicate how
users can subscribe to the list and unsubscribe from the list.
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Mewsletter Properties E |

Generall Database Footer |F'ermissions| Subscribersl

@ Configure the text and HTRL footers for emailz generated by this list,

HTML Footer:

-
List address: Mewslettenitimaster domain com
Suhbscribe: Mewsletter-subscribe@mastet-dothain. comm

Unsuhscribe: Hewsletter-unsubhscribeimaster-dothain. com

Text Footer:

List address: Mewsletter@MASTER-DOMAIN. COM
Subszcribe: Mewsletter-zubzonbe@MASTER-DOMAIM. COM
Unsubscrbe: Mewslatter-unsubscribe@MASTER-DOMAIN. CORM

Wanable... |

0K Cancel Apply

Screenshot 104 — Newsletter footer properties

Setting permissions to the list

The permissions tab allows you to specify who can submit an email to
the list.

NOTE: If you do not secure the list, anybody can send an email to the
entire list by sending an email to the list address.

To configure who can post emails to the newsletter list, access the
Permissions tab. Click the Add button and in the Email Address
dialog box specify the user with permissions to submit an email to the
list. Click the OK button. The email address will be added to the Email
list.

You can optionally set a password, which secures access to this
newsletter in case someone else makes use of the email client or
account details of a permitted user (e.g. email client sharing between
employees, computers left unlocked by permitted users, spoofing,
etc..). When this option is enabled, permitted users must authenticate
themselves by including this password in the email subject field when
sending emails to the newsletter. The password must be specified in
the subject field as follows:

[PASSWORD:<configured password>]<The Subject of the email!>
For example: [PASSWORD:letmepost]Special Offer.

If the password is correct, the list server will remove the password
details from the subject and relay on the email to the specified list
address (i.e. to the Newsletter).
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Mewsletter Properties E |

Generall Databasel Footer  Permiszions |Subscribers|

to thiz newsletter. You can optionally set a pazsword that permitted users

@ Only ugers that are present on the list below are permitted to send email
will be required to use when zending email to the list.

Ernail |

Add...
8 zales@master-domain.com
Bemove |

¥ Pazsword required;

Cancel Apply |

Screenshot 105 - Setting permissions to the newsletter

To enable password authentication, check the Password required
checkbox and specify the password in the text box at the bottom of the

page.

Adding subscribers to the list

We recommend that you allow users to subscribe specifically to the
list, by sending an email themselves to the subscribe newsletter
address.

If however you have a list of users you want to add to the newsletter
yourself, you can do this via the Subscribers tab.

NOTE: If you add users, and you have not specifically asked their
permission to be added to the list, you might get spam complaints.
Therefore we suggest you send out a mailing asking them to
subscribe at < newslettername>-subscribe@yourdomain.com

To add a user to the newsletter subscription list, click the Add button.
In the Subscriber dialog, specify the Email Address field. The First
name, Last name and Company fields are optional. Click the OK
button. The new subscriber email address will be added to the Email
list.

To remove subscribers from the list select them and click the Remove
button and click Yes in the prompt.

To edit an existing subscriber details, select the email address from
the Email list and click the Edit... button.
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Mewsletter Properties E |

Generall Databasel Fu:uoterl Pemmissions  Subscribers |

The list below containg the comnplete list of subszcnbers for thig list. Use
the buttans on the right to modify the subscriber list.

Ernail | dd

subscriber@remaote, com

Bemove

i e

Edit..

There are a tatal of 1 subzcribers on this list.

[ Delete user from database when he unsubscribes.

0K Cancel Apply

Screenshot 106 - Entering subscribers to the newsletter

NOTE: If you want the user details to be removed from the
subscription list table when unsubscribing from the list, and not just
flag it as unsubscribed, check the Delete user from database when
he unsubscribes checkbox.

Operating the newsletter list

Sending a newsletter

Sending email to the entire list is very easy. Members who have
permission to send email to the list (this is configured from the
Permissions tab in the newsletter properties), can just send the email
to the newsletter list mailing address, which is
<newslettername>@yourdomain.com

Subscribing to the list

We recommend that you allow users to subscribe specifically to the
list. If you add users to the list without specifically asking their
permission, you might get spam complaints. Therefore we recommend
sending out a mailing and asking them to subscribe by sending an
email to <newslettername>-subscribe @yourdomain.com

Subscription process

To subscribe to a newsletter, a user has to send a subscription
request to <newslettername>-subscribe@yourdomain.com. Upon
receiving the request, the list server will send a confirmation email to
the user. Only after confirming his subscription by replying to the
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confirmation email, will the user be added as a subscriber. The
confirmation email is required and cannot be turned off. It will save
you a lot of spam complaints.

Unsubscribing from the list

To unsubscribe from the list, users simply send an email to
<newslettername>-unsubscribe@yourdomain.com

Adding a link to your website

To allow users to easily subscribe to your newsletter, simply add a
small web form which asks for name and email address and direct the
output to the <newslettername>-subscribe @yourdomain.com

Creating a discussion list

Creating a discussion list is largely the same as a newsletter list. To
create a discussion list:

1. Right click on the Email Management > List Server node and
select New > Discussion list.

2. The general list dialog will appear. Here you need to specify a name
for the list, and also the domain of the list (if you have multiple
domains). Click the Next button to continue.

3. Next you need to specify the type of database backend. In general,
we recommend using Microsoft SQL server if you have more then 5
lists OR one of the lists has more then 1000 members.

4. If you selected Microsoft Access, you need to enter the full path
where you want to create the new database in the File edit box. If you
selected Microsoft SQL server, you need to configure the SQL server
name, logon credentials and the database.

5. Click the Finish button to end the wizard. The wizard will confirm
the creation of the database and table. The discussion list will now be
created in the right hand pane and you can further configure its
options by right clicking on the discussion list name and selecting
Properties from the context menu.

Discussion list properties

After you have created the discussion list, you can further configure its
properties by right clicking on the discussion list and selecting
Properties from the context menu. This brings up the discussion list
properties dialog.

The general tab allows you to change the list name, as well as its
domain. In addition you can specify that if the list server receives an
NDR, it will automatically unsubscribe the user. In the database tab,
you can modify the database settings of the list.

Creating a custom footer for the list

The Footer tab allows you to configure a custom HTML or text footer.
This footer will be added to each email. Click Edit HTML to create an
HTML footer. Use the footer to communicate how users can subscribe
to the list and unsubscribe from the list.
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Adding subscribers to the list

Adding subscribes to the list is identical to adding subscribers for a
newsletter list. The subscribers tab allows you to add/remove users to
the list manually.

Importing subscribers to the list / Database structure

When you create a new newsletter OR discussion list, the
configuration will create a table called ‘'listhame_subscribers' with the
following fields as shown in the table below.

If you wish to import data into the list, simply ensure that the database
is populated with the correct data in the correct fields.

Field name Type Default Flags Description
Value
Ls_id Varchar(100) PK Subscriber ID
Ls_first Varchar(250) First name
Ls_last Varchar(250) Last name
Ls_email Varchar(250) Email
Ls_unsubscribed Int 0 NOT Unsubscribe
NULL flag
Is_company Varchar(250) Company name

Table 1 - Fields automatically created for the list

Installing the Message Queuing services (MSMQ) on Windows 2000

The message queuing service is a scalable system service developed
by Microsoft to enable high volume event processing. GFl
MailEssentials uses this service for the list server. The message
gueuing service is included with every Windows 2000/2003 and XP
version, although not always installed by default.

To check whether MSMQ is installed and to install it if it is not:

1. Open the Windows Control Panel from the start menu, double-click
on Add/Remove Programs and then click on the Windows
Components tab to launch and display the Windows components
wizard. Now check if the 'Message Queuing Service' checkbox is
selected.
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Windows Components Wizard

Windows: Components
You can add or remove components of Windows 2000,

To add or remove & component, click the checkbox, A shaded box means that only
part of the component will be installed. To zee what's included in a component, click

Details.

Compaonents:

F Indexing Service DOME =
% Intermet Information Services (115) 18.3ME

(| E:] Management and Monitoring Tools

& Cueuing 5

1 2= M etwnrkinn Services M1 kR ;I

Dezcription:  Meszage Queuing provides loozely-coupled and reliable netwark
communication services.,

Total disk space required: 26 MB [etals |
Space available on disk: 15485 MB —

¢ Back I Mewt = I Cancel |

Screenshot 107 - The Windows components wizard

2. If the Message Queuing Services checkbox is not selected, you
need to install the Message Queuing Service. To do this, select the

checkbox and click Next. You need to have your Windows 2000 CD
handy.

Windows Components Wizard

Mezzage Queuing Type
Pleaze select the tupe of message queuing saftware ko install

Select an MSMO tepe:

Independent clients stare meszages locally, and can send and receive meszages
even when not connected to a network.

[ Manually select access mode to Active Directary

" Dependent client

Dependent clientz do not store mezsage locally, and must be connected to their
supporting zerver to send and receive messages.

¢ Back I Mewt = I Cancel

Screenshot 108 - Selecting the Message Queuing type

3. You will now be asked to select what type of queue to install. Click
on Independent client and then click Next.
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Windows Components Wizard

Mezzage Queuing Server
Please specify the name of a computer winning kSO,

Setup did not locate a server iunning Message Queuing that provides directony
zervices. Chooze if Mezsage Queuing will uze a directony service:

" Messzage Queuing will access a directary service
Specify a domain controller running Meszage Quewing [or M5O 1.0 PEC or PSC).

Domnain controller:

™| suthentizate MEHE L0 cantraller senvers

{+ eszage Queuing will not access a directary service

Mezzage Queuing on this computer will only suppart creation of private quewes and
direct connections with ather computers rinning Message Queling.

¢ Back I Mewt = I Cancel |

Screenshot 109 - Message queue will not access a directory service

4. After you select independent, you will be asked if the Message
Queue will be connecting to a directory service. Click on the Message
Queuing Service will not access a directory service option and
then click Next. The Message Queuing Service will now be installed.

Installing the Message Queuing services (MSMQ) on Windows 2003

The message queuing service is a scalable system service developed
by Microsoft to enable high volume event processing. GFlI
MailEssentials uses this service for the list server. The message
queuing service is included with every Windows 2000/2003 and XP
version, although not always installed by default.

To check whether MSMQ is installed and to install it if it is not:

1. Open the Windows Control Panel from the start menu, double-click
on Add/Remove Programs and then click on the Windows
Components tab to launch and display the Windows components
wizard.

2. Click on Application Server and then click Details.
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Windows Components Wizard

Windows Components
You can add ar remove components of Windows.

To add or remove & component, click the checkbox. A shaded box means that only
part of the component will be inztalled. To zee what'z included in a component, click
Details.

Components:

ation ar 146 ME

[ [B8 Certificate Services 7.EMB

O E-mail Services 1.7 MB

[ #4 Fax Services 1N 3 R ll

Dezcrption:  Includes Internet Infarmation Services [|1S] and the Application Server
Console,

Total disk space required: 45,7 ME

Space available on dizk: 15741.9 MEB

¢ Back | Mext = | Cancel | Helm |

Screenshot 110 - Windows Components Wizard

3. If the Message Queuing checkbox is selected it means the service
is already installed and you can thus skip the rest of this section. If it is
not, then you need to follow the rest of the steps below to install the
message queuing service. In the Application Server dialog click on
Message Queuing and then click Details.

Application Server Ed |

To add or remove a companent, click the check box. & shaded box means that only part
of the component will be inztalled. To zee what's included in a component, click Details.

Subcomponents of Application Server:

| Bﬁ] Application Server Conzole 0.0MB ;I
@ Enable network COM+ access 0omMe
O @ Enable network, DTC access N.0MBE
% Internet Information Services [[15] 7.6 ME

ge Queuing FOMB

&

Descrption:  Provides guaranteed mezsage deliven, efficient routing, security, and
tranzactional support

Total dizk zpace required: 527 B Dietails |
Space available on dizk: 15741.9 MB

k. I Cancel |

Screenshot 111 - Message Queuing component

4. In the Message Queuing dialog select the Core functionality
checkbox and then click OK.
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Message Queuing |

To add or remove a companent, click the check box. & shaded box means that only part
af the component will be installed. To see what's included in a component, click Details.

Subcomponentz of Meszage Qusuing

| %.ﬂ.ctive Drirectary Integration 0.0B ;I
% &, Core functionality F.0MEB
| Qﬁ D ownlewvel Clent Support
[] %#a M5M0 HTTF Support 0.0 ME
[ = Routing Support 0.0ME
[ ) Triggers 00ME

[

Descrption:  Performs general setup tasks, provides independent client functionality

Tatal dizk zpace required: 527 MB Details |
Space available on dizgk: 15741.9 MB
] I Cancel |

Screenshot 112 - MSMQ Core functionality

5. In the Application Server dialog click OK and then click Next in
the Windows Components Wizard window to start installing the
message queuing service.

Windows Components Wizard

Configuring Components
Setup iz making the configuration changes pou requested.

I",;-r". Fleaze wait while Setup confiqures the components. This may take
o) several minutes, depending on the components zelected.

Statuz:  |nstalling Meszage Queuing...

I

< Back | Hext > | Help |

Screenshot 113 - Installing the Message Queuing service

6. When the installation of the message queuing service is complete,
you need to click Finish in the Windows Components Wizard. The
Message Queuing Service is now installed.
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Configuring email archiving

Introduction to email archiving

NOTE: For full-featured email archiving, we recommend GFl
MailArchiver, which allows users to search, view and restore emails
through a single web-based location, significantly reduces storage
requirements and helps in regulatory compliance.

For more information on GFI MailArchiver, visit:
http://www.gfi.com/mailarchiver/

The GFI MailEssentials archiving feature allows you to archive all
inbound and outbound email. This feature can be used to store a
history of your email communications. In some countries and
industries this is required by law.

Configuring email archiving

To archive email:

1. Right click on the Email Management > Mail Archiving node and
select Properties from the context menu. The Mail Archiving
Properties dialog is displayed.

2. Select the Mail Archiving tab.
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Mail Archiving Properties E |
GFl Maildrchiver Mail Archiving I E:-:ceptiu:unsl

[[';;'—.'-,]gg Configure the optionz for inbound and outbound mail archiving.

— Dptionz

[ Enable jnbound archiving. [v Enable outbound archiving.

— Settings
 fpchive mails to a text file, Configure... |
&+ Archive mails to databaze:

¥ Save email attachments,

Database type: IMicrosoft Access ﬂ Test |
File: IE:‘\F'n:ngram Files GFIN allE = Browsze... |

K I Cancel Apply

Screenshot 114 - Archiving properties

3. Select whether you want to archive inbound and outbound emails.

Enable Inbound archiving: Check this checkbox to enable archiving
of inbound email.

Enable Outbound archiving: Check this checkbox to enable
archiving of outbound email.

4. Then choose whether you want to archive email to a database or to
a text file.

5. If you want to archive email to a text file, select the Archive mails
to a text file option and click on the Configure button to select the
location and filename to which GFI MailEssentials should archive the
emails. Be sure to select a drive with ample disk space.

NOTE: If you archive to a text file, attachments will not be archived.

6. If you want to archive email to a database, select the Archive mails
to database option and select which database you wish to use.
Although you can archive email to an access database file, this is not
recommended, considering the amount of data that will be archived.
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& Archive mails to database:

¥ Save email attachments,

Databaze twpe: ISE!L.-"MSDE j Test |
Server. I j Eefresh |

Database: | < defauit: =l
User |

Pagzword: I
Screenshot 115 - SQL server settings

7. Select SQL/MSDE from the Database type drop down list and
specify the server name, logon credentials and database.

NOTE: If you select MSDE there is a limit of 2 gigabytes.

8. If you want to exclude certain users from having their emails
archived, you can specify an exception list in the Exceptions tab.
Click the Add button to add a new user email address in the Email
list. To remove users from the exception list, select the email address
from the list and click the Remove button.

9. To save the email archiving settings, click the OK button.

Mail Archiving Properties E |

GFI Mail.-’-‘m:hiverl Mail Archiving ~ Ewceptions |

Q Emailz that are prezent on the list below will not be archived by the
ﬂ._ ' inbound and outbound b ail Archiving,

¥ Do not archive emails where the sender or recipient iz in the list below.

Ermail | | agd. |

2 {cen@master-domain.com
Remove |

K Cancel Apply

Screenshot 116 — Mail Archiving exception list
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Configuring the IIS to access the Archive Web Interface (AWI)

NOTE: If you installed GFI MailEssentials on a Microsoft Exchange
Server 2007 machine, you cannot configure the Archive Web
Interface (AWI) feature on IIS, since the AWI is not compatible with
Xx64 machines.

Mail archived by the Mail Archiving feature to a database, can be
searched using a web based front end, called the Archive Web
Interface (AWI). To use this front end, you have to configure IIS. To do
this follow these steps:

1. Start up Internet Services Manager, right click on the Website node,
and from the popup menu select New — Virtual Directory. The
Virtual Directory Creation Wizard is displayed. Click the Next button
to continue.

2. Now you need to enter an alias for the virtual directory. In this case
it is AWI, but you can enter whatever name you like, as long as it
follows the folder naming conventions used in Microsoft Windows.

¥irtual Directory Creation Wizard

Yirtual Directory Alias
Specify a short name, or alias, for thiz virtual directon,

Twpe the aliaz pou want to use to gain access o thiz Web vitual directany. ze the
zame naming conventions that you would For naming a directony.

Alias:
A

¢ Back I MHest > I Cancel

Screenshot 117 - Specifying an alias for the virtual directory

3. You now need to enter the path where the content is located. Click
on the Browse button, and select the folder AWI\wwwroot in the GFI
MailEssentials installation path.
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¥irtual Directory Creation Wizard

Web Site Content Directory
Ww'here iz the content you want to publish on the 'web site?

Enter the path to the directon that contains the content for thiz Web site,

Path:

C:%Program FileshGF1WM aillE 22 entialzhbda wanaaroot Browse. ..

¢ Back Cancel

Screenshot 118 - Pointing to the AWI web folder

4. Next you need to set the access permissions. Check the Read and
Run Scripts (such as ASP) checkboxes only. Make sure all the other
checkboxes are unchecked. Click the Next button and on the finish
page click the Finish button to finish the Virtual Directory Creation
Wizard.

¥irtual Directory Creation Wizard

Yirtual Directory Acceszs Permizsions
Set the access permizzians for thiz virtual direchany.

Allove the following permizsions:

WV Head

[+ PBun zcripts [such as ASP)

[ Execute [zuch az ISAPI applications or CGI
[ wirite

[ Browse

To complete the wizard, click Hext .

< Back | Hewt > | Cancel

Screenshot 119 - Setting permissions
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5. Right click on the newly created virtual directory, located under the
web root of your website server and select Properties from the

context menu.

6. In the Virtual Directory tab of the Properties dialog, check the
Read, Log Visits and Index this resource checkboxes. Make sure

that all

Permissions list box, select Scripts only.

AWI Properties

Yirtual Directory IDucuments I Directory Security I HTTF Headers I Custom Errars I

The content For thi

= resource should come Fram:

= A directory lacated on this computer
" A share located on another computer
™ A redirection to a URL

the other checkboxes are unchecked.

In the Execute

(7] %]

Local path:

v Read
[ write

Il SCripk souUrce access

I C:\Program Files)GFIYMailEssentials| b

¥ Log wisits
W Index this resource

[ Directary browsing

L

Browse, ..

Application settings
Application name:

Starting poink:

application pool:

Execute permissions:

| AW

<Default Web Site=1a%WIT

=

IDeFaultF\ppPonI

Remone

Configuration, ..

Bt

1| EEd

Ok, I Cancel | Ay

Help |

Screenshot 120 - Setting Virtual Directory properties

7. Access the Documents tab. Remove all the default documents
except for default.asp.
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AWI Properties ﬂ

Virtual Directory  Documents | Directory Security I HTTP Headers I Cuskam Errars I

— v Enable default content page

e e [MEE DEw |

—1 Enable document Fooker

Append an HTML Formatted footer to every document your \Web
server returns,

I EfEEE |

a4 | Cancel I Apply | Help |

Screenshot 121 - Specify default document

8. Access the Directory Security tab and click on the Edit button in
the Authentication and access control group.

NOTE: Since the Archive Web Interface provides access to all the
emails archived by GFI MailEssentials, it is important to setup proper
authentication and security for this web server and virtual directory.
There are three ways to secure the Search Interface. These are Basic
Authentication, Digest and Integrated Windows Authentication.
Integrated Windows Authentication is the preferred choice in an Active
Directory environment, because it makes the authentication process
seamless, since initially it does not prompt the users for their
username or password information. Rather, it uses the current
Windows user information on the client computer for authentication. If
you are installing GFI MailEssentials in a DMZ, use Basic
authentication.

9. Check the Integrated Windows authentication checkbox
(recommended if installed on the internal network) OR Basic
Authentication checkbox (if installed in the DMZ). Ensure that the
Enable anonymous access checkbox is unchecked.

NOTE 1: |If wusing Integrated Windows authentication, then
authentication will occur against Active Directory. This means you do
not need to configure additional users. If you use basic authentication,
authentication will occur against the local user database on the
machine. In this case create usernames and passwords on that local
machine. For more information on securing 1IS, please review the IS
documentation.

NOTE 2: Be sure not to allow anonymous access.
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Authentication Methods |

1 Enable anonymous access:

Uze the Following Windows user account For anonymous access:

User name: I IUSR_WINZEIEMTSYR. Brawse, . |

Password: I YT

—Autherticated access
For the following authenkication methods, uset name and password
are required when:

- anonymous access is disabled, or

- access is restrictked using MNTFS access conkral lisks
W Integrated Windows authentication
[ Digest authentication For Windows domain servers
[ Basic authentication (password is sent in clear bext)

[ .MET Passport authentication

[refanlb damaing I Selert, ..

il

Rl | Selent.,

0] 4 I Cancel | Help |

Screenshot 122 - Select authentication method

10. Press the OK button to close the properties dialog. The Virtual
Directory has been setup and you can now test access to it.

Restrict access to the AWI by using NTFS permissions
The following steps show how to secure access to AWI:

1. Open up Explorer and navigate to the GFI MailEssentials folder.
Right click on the GFI MailEssentials folder and select Properties and
then the Security tab.
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MailEssentials Properties EHE |

Generall Sharing  Security |We|:u Sharingl Eustu:umizel

Group or uger names:

ﬁ Adminiztrators [(MASTER-DORMAIMN Wdministrators)
€7 SYSTEM
Add...
Permizzions for SSTEM Al Deny
Full Cantral
kadify

Read & Execute
Lizt Folder Contents

EEEEEAE
OoOooooa

=

Read

Wit
For special permizsions or for advanced settings, Advanced |
click Advanced. =

(] Cancel | Apply |

Screenshot 123 - Setting permissions

2. Add / remove the users / groups you want to allow access to the
Archive Web Interface. To allow access only to users forming part of
the administrators group you would set the security tab as in
screenshot 100. Click the OK button. You have now secured the
Archive Web Interface.

NOTE: Since GFI MailEssentials services (attendant and engine) and
IIS services all run using the localsystem account, please make sure
to include the SYSTEM account in the list of users/groups allowed to
access the Archive Web Interface. Also make sure that the
permissions for the SYSTEM account are set to Full Control,
otherwise the required services will fail to start (i.e. GFI MailEssentials
will not work).

Accessing the AWI

To access the AWI you need to configure IS as outlined in the
previous section, and then load Microsoft Internet Explorer. In the
address bar enter the following and press the Enter key:

http://<machine_name>/<awi_virtual_folder_name>
For example: http://master-domain.com/awi/

By default the AWI will load the search page. To access the full
archive click on the Full Archive link in the top right corner.
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43 Email Archive Web Client - Microsoft Internet Explorer

File Edit V“iew Favorites Tools Help | ﬂ'
Address I@j http:fimaster-domain, com/awifsearch.asp?SUID=7b71dbdc333cdbas j a Go
n - -
WGFI SECURITY & MESSAGING SOFTWARE
Search Email Archive 7 Full archive

Search for an email or ernail thread by entering one or more fields below, You do not have
to fill in all tha fialds, Far exarpla if you spacify frarm, a locsl user, but no external
recipient, then all mails sent by that user will be displayed,

Spacify whether you want to search inbound or outbound mail,

Fram (Outhound) =

Spacify the local user email address

Specify the external email address

Note: Dperands are not supported in this search interface. A more powerful archiving add-
on product will be available soon.

Specify a word or phrase to search for in the subject.

Spacify a word or phrase to search for in the body,

MNote: Specify a minirmum of 3 characters and at least a local or external email address, _I
-
[&] Dore @ Trusted sites v

Screenshot 124 — Archive Web Interface (AWI) search page

Configuring the Search Mail Archive node

NOTE: The Search Mail Archive node feature is disabled if you
installed GFI MailEssentials on a Microsoft Exchange Server 2007
machine, since the Archive Web Interface (AWI) feature is not
compatible with x64 machines.

To configure the Search Mail Archive node, so as to be able to
access the AWI from the GFI MailEssentials configuration, follow
these steps:

1. Make sure that you have configured IIS correctly as outlined in the
previous sections to access the AWI.

2. Right click on the Email Management > Mail Archiving > Search
Mail Archive node and select Properties from the context menu.

3. In the Search Mail Archive Properties dialog, specify the address
to access the AWI in the Archive Web Interface address edit box
using the following format:

http://<machine_name>/<awi_virtual_folder_name>
For example: http://master-domain.com/awi/
4. Click the OK button.

5. The Search Mail Archive node will load the AWI in the right pane
of the GFI MailEssentials configuration.
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Generating email reports

Introduction

The GFI MailEssentials Reporter allows you to generate useful reports
regarding inbound and outbound email traffic. For example, you can
generate reports on the number of emails sent per user, per domain,
or just daily statistics of email traffic.

GFI MailEssentials Reporter M=l 3
File Tools Reports Help

B:GFi SECURITY & MESSAGING SDFTWAE

Inbound - User Usage Statistics Report

Email Size No. of Emails
Administrator@master-domain.com B44 35 KBytes 704
jackb@master-domsain.com 11.03 KBytes 7
jzmithig@master-domain.com 368 KBytes 2
vickypi@master-domain.com 1.83 KBytes 1

Total Size Total Emails
660.65 KBytes 714

Copyright GFI Software Ltd

|Ready

Screenshot 125 - The MailEssentials reporter

Configuring GFI MailEssentials reporter

Reporting data is generated from data logged to a database. GFI
MailEssentials can log data to a Microsoft Access database or to a
Microsoft SQL Server database.

For larger networks, we recommend using Microsoft SQL Server. If
you do not have Microsoft SQL Server, or if the database server is not
accessible from where you have installed GFI MailEssentials, you can
use the Microsoft Access format to log data to. This capability is built
in to the operating system and does not require the installation of
Microsoft Access. Note however that a file limit of 2 gigabytes is
imposed on the file. Before the file reaches that size you need to start
logging to a new database.

To configure the database type to which GFI MailEssentials should log
to:

1. In the GFI MailEssentials configuration, right click on the Email
Management > Reporting node and select Properties from the
context menu.
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2. The Reporting Properties dialog is displayed. Click on the
Configure button.

3. Specify Microsoft Access or Microsoft SQL server.
4. If you specify Microsoft Access, specify the file name and location.

5. If you specify Microsoft SQL server, specify the server name, logon
credentials and database.

6. Click the Test button to ensure you have configured the database
correctly. Click the OK button to save your settings.

Daily spam report

The Daily Spam Report shows you the total emails processed, total
spam email caught, the spam percentage of total emails processed
and how many spam emails were caught by each individual anti-spam
feature. Each row in the report represents a day.

GFI MailEssentials Reporter [_ O] x|
File Tools Repotts Help

B<GFi SECURITY & MESSAGING SDFTWME

Daily Spam Report

Date range : 01/11/2005 to 30/11/2005

Spam  Phishing
Y URL  URL
Haruesting procist Blacklizt

Total Mew Total Keyword  Header Bayesian  DNS Directory

. Spam
Proceszed Semders Spam | Checking Checking 2218t nroiyeiz Blacwist  3PF

Day Persertage

011142005 47 o 1 1 o 0 o o o o o o 2%
021152005 345 o 0 o o 0 o o o o o o 0%
0311172005 B o 0 o o 0 o o o o o o 0%
0411152005 1 o 1 1 o 0 o o o o o o 100%
111102005 1 o 0 o o 0 o o o o o o 0%
141172005 29 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 1] 0%
151152005 48 o 0 o o 0 o o o o o o 0%
16112005 14 o 0 o o 0 o o o o o o 0%
18M152005 &) o 2 2 o 0 o o o o o o B7%
231102005 1 o 0 o o 0 o o o o o o 0%
25112005 34 o 0 o o 0 o o o o o o 0%
28M1/2005 48 o 0 o o 0 o o o o o o 0%
. 5 Spam Phishing
FroTc?::Ised Se’:s:rs ggtaarL g;m;cg‘ anzﬁiel:g Blackilst ?‘;!:;;iaz BIEchI“ﬁst ehb HD;:::;:;LyQ Blauci:_ist Blauci:_isl Perscp:'vtrr;ge
268 0 4 4 1] 0 0 0 1] 0 0 0 1%

Screenshot 126 - Daily spam report

The daily spam report can be generated via the Reports > Daily
Spam menu option. This will bring up the Daily Spam Report options
dialog. You can specify the following options for the report:

Report Options

Sort column: allows you to specify whether the report should be
sorted by date, total spam processed, keyword checking and so on.
For example, if you sort on keyword checking, it will list the days on
which most emails were caught via the keyword checking at the top.

Multi Page report: allows you to specify the number of days you wish
to display on each page.
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Filter options

Specific email: This filter option allows you to limit the report to a
specific email address.

Date range: This filter option allows you to limit the report to a specific
date range.

When you have specified the report options, click on the Report
button to start generating the report. The report will be shown in the
main window.

Daily Spam Report |

— Feport Dptiong

Sort column

[1ate h

-

T

ultiple page repart

I
Eezords penpage I a0

— Filter Options

Specific Email

Date Aange
IND [rate Range j
[ T

Josrosre003 x| fodsosse003 |

Report I Cloze |

Screenshot 127 — Daily Spam Report options dialog

Anti-Spam rules report

The Anti-spam rules report shows you how much spam email each
anti-spam method caught.
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GFI MailEssentials Reporter 9= B3
File Tools Reparts Help

EZGFi SECURITY & MESSAGING SDFTWAE

Anti-Spam Rules Report

Blacklist 1}
Header Checking o

Keyword Checking 4
Found word(s) in the subject 1
Found word(s) in the Text body 1
Found word(s) in the HTML body 2

Bayesian Analysis L}
DHS Blacklist L]
SPF L[]
Directory Harvesting [}
Spam URL Blacklist [}
Hew Senders L]
Phishing URL Blacklist L]

Copyright GFI
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Screenshot 128 — Anti-spam rules report

The Anti-spam rules report can be generated via the Reports > Anti-
Spam rules menu option. This will bring up the Anti-Spam Rules
Report options dialog. You can specify the following options for the
report:

Specific email: This filter option allows you to limit the report to a
specific email address.

Date range: This filter option allows you to limit the report to a specific
date range.

When you have specified the report options, click on the Report
button to start generating the report. The report will be shown in the
main window.

Anti-Spam Rules Report |

— Filker Options

Specific Email

Date Range
IN::: Drate Range j

Eram i
foin1/2008 x| foiAts2005 |

Repaort I Cloze |

Screenshot 129 — Anti-Spam Rules Report options dialog
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User usage statistics

The user usage statistics report gives you an overview of how many
emails users send or receive and how large their sent or received

emails are.
—Repart Tepe
o " Qutbound Only " Both Directions
— Repart Optiong
Sort column Email Direction
I Ermail Address j I Inbound j
[~ Highlight user records when the following conditions match
Direction Armount mare than
IHeceived il j I T |MBytes j

[~ Display top records only for curment sart colurmn

Top |_1

[ Multiple page report
EERaHE [FEr panE: I all]

— Filter Options

Specific Emai [Date Range
IND D ate Range j

Erenm i
fo4r08/2003 -] [o4s08r2003 -]
Fepart I Cloze |

Screenshot 130 - User usage statistics filter dialog

The user usage statistics report can be generated via the Reports >
User Usage Statistics menu option. This will bring up the User
Usage Statistics report options dialog. You can specify the following
options for the report:

Report Type

Report Type: Allows you to specify whether you wish to report on
inbound or outbound emails, or both.

Report Options

Sort by: Allows you to specify whether the report should be sorted by
email address, by number of emails, or by the total size of the emails.
For example, if you sort on number of emails, the users which
send/receive most emails will be listed at the top of the report. If you
are reporting on both inbound and outbound emails, you can specify
this sort option for inbound or outbound.

Highlight users: Allows you to highlight those users that send or
receive more then X number of emails or X number of megabytes of
email.

List top: Allows you to list only the top X number of users in the
report. This can be very handy if you have a lot of users on your mail
server.
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Multi Page report: Allows you to specify the number of users you
wish to display on each page.

Filter options

Specific email: Allows you to limit the report to a specific email
address.

‘Date range’: Allows you to limit the report to a specific date range.

When you have specified the report options, click on the Report
button to start generating the report. The report will be shown in the
main window.

Domain usage statistics

The domain usage statistics report gives you an overview of how
many emails are sent or received to non-local domains.

Domain Usage Statistics

—Repart Tepe
) [ rbmund hly ) [uthmund Enly
—Report Options
Sort colume Ermail Direction
IDnmain j IInbound j
[~ Highlight domain records when the fallowing conditions match
Direction Armount mare than
[Mail To Domain OUT] x| | T |MBues <]

[ Display top records only for curent sort column

Tog [ 1

[~ Multiple page repart
EEcardsper paae I a0

— Filter Options

Specific Domain [Date Range

IND D ate Range j

Erenm i

fo4r08/2003 -] [o4s08r2003 -]

Fepart I Cloze |

Screenshot 131 - Domain usage statistics filter dialog

The domain usage statistics report can be generated via the Reports
> Domain Usage Statistics menu option. This will bring up the
Domain Usage Statistics report options dialog. You can specify the
following options for the report:

Report Type

Report Type: Report data for domain usage statistics is always for
both inbound and outbound emails.

138 ¢ 11BGenerating email reports GFI MailEssentials 14 user manual



Report Options

Sort by: Allows you to specify whether the report should be sorted by
domain name, by number of emails, or by the total size of the emails.

For example, if you sort on domain name, the report will be sorted in
alphabetical order.

Highlight domains: Allows you to highlight those domains that send
or receive more then X number of emails or X number of megabytes
of email.

List to: Allows you to list only the top X number of domains in the
report.

Multi Page report: Allows you to specify the number of domains you
wish to display on each page.

Filter options
Specific domain: Allows you to limit the report to a specific domain.
Date range: Allows you to limit the report to a specific date range.

When you have specified the report options, click on the Report
button to start generating the report. The report will be shown in the
main window.

Mail server daily usage statistics

The mail server daily usage statistics report gives you an overview of
how many emails, per day, are sent or received on the mail server on
which GFI MailEssentials is installed.

Mail Server Daily Usage Statistics

—Repart Tepe
) [ rbaund hly ) Huthound Erly
— Report Optiong
Sort column Email Clirection
IDate j IInbound j
[~ Highlight days when the fallawing conditions match
Direction Arnount mare than
IFlec:eived mail j I T |MBytes j

™ Display top records anly for cument sort colurmn

o I_'I

[~ Multiple page report
Hesards Jer page I alll

— Filker Options

Specific Emai Date Range
INu:u D ate Range j

Erenm i

[o4r08/2003 =] [o4s0sr2003 <]

Report I Cloze |

Screenshot 132 - Mail server daily usage statistics filter dialog

The mail server daily usage statistics report can be generated via the
Reports > Mail Server Daily Usage Statistics menu option. This will
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bring up the Mail Server Daily Usage Statistics report options dialog.
You can specify the following options for the report:

Report Type

Report Type: Report data for Mail Server Daily usage statistics is
always for both inbound and outbound emails.

Report Options

Sort by: Allows you to specify whether the report should be sorted by
date (since the report is per day), by number of emails, or by the total
size of the emails.

For example, if you sort on number of emails, the days on which you
sent or received most email will be listed at the top.

You can specify this sort option for inbound or outbound.

Highlight days: Allows you to highlight those days on which you sent
or received more then X number of emails or X number of megabytes
of email.

List top: Allows you to list only the top X number of days in the report.

Multi Page report: Allows you to specify the number of days you wish
to display on each page.

GFI MailEssentials Reporter M=l E3
File Tools Reports Help

EZGFi SECURITY & MESSAGING SDFTWAE

Composite - Daily Usage Statistics Report

Date range : 01/11/2005 to 30/11/2005

Day (IN) Size (IN) No. of Emails (OUT) Size (OUT) No. of Emails
011142005 42 54 KBytes 47 0.00 KBytes 0
0201142005 3156 KBytes 35 0.00 KBytes 0
03M1/2005 6.39 KBytes g 0.00 KBvtes 0
111142005 1.54 KBytes 1 0.00 KBytes 0
1401172005 31.18 KBytes 29 0.00 KBytes 0
1511/2005 41.90 KBytes 45 0.00 KBvtes 0
16M1/2005 1369 KBytes 14 0.00 KBytes 0
181172005 1.44 KBytes 1 0.00 KBytes 0
231142005 1.53 KBytes 1 0.00 KBytes 0
251142005 35.53 KBytes 349 0.00 KBytes 0
281172005 41 .91 KBytes 46 0.00 KBytes 0

Total {IN) Size Total {IN) Emails Total (OUT) Size Total (OUT) Emails
250.42 KBytes 265 0.00 KBytes a

Caopyright GFI Software
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Screenshot 133 - The daily usage statistics report

Filter options
Specific email: Allows you to limit the report to a specific domain.
Date range: Allows you to limit the report to a specific date range.

When you have specified the report options, click on the Report
button to start generating the report. The report will be shown in the
main window.
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User communications

The User communications report allows you to view what kind of
emails each user has sent. Once you generate a user
communications report, you can expand the user record to list the
subject of sent or received emails. Mail with the same subject is
grouped. These emails can be further expanded to reveal when and to
whom, email with that subject was sent.

GFI MailEssentials Reporter M=l E3
File Tools Reports Help

" -
B:GF: SECURITY & MESSAGING SDFTWAE
Composite - User Communications Report
Email (IN) Size (IN) No. of Emails (OUT) Size (OUT) No. of Emails
Administratori@master-domain.com 643.40 KBytes 703 0.00 KBytes i) @
jackbi@master-domain.com 11.03 KBytes 7 0.00 KBytes i) @
notification: gfi mailsecurity detected a threat in your email. 6.49 KBytes 4 &.
) administratar@master-domain.com 1.62 KBytes 141172005 12:23:02
L) administrator@master-domain.com 162 KBytes 144142005 12:23:30
) administratar@master-domain.com 1.62 KBytes 1401172005 12:26:59
) administratar@master-domain.com 1.62 KBytes 141172005 12:28:30
test 1.5 MBvtes I <3
notification: gfi mailsecurity detected a threat. 1.64 KBytes 1 Q
[zpam] - 100% free - found word(s) 100% free inthe subject 1.02 KBytes 1 E.
B - dam@esternal com 1.02 KBiytes 0141142005 09:38:13
jzmithig@maszter-domain.com 368 KBytes 2 0.00 KBvytes i) @
vickypigmaster-domain.com 1.83 KBytes 1 0.00 KBytes i) @
Total {IN) Size Total {IN) Emails Total (OUT) Size Total (OUT) Emails
65993 KBytes 713 0.00 KBytes 0

[Feady

Screenshot 134 - The user communications report shows exact email trail

The User communications report can be generated via the Reports >
User Communications menu option. This will bring up the User
Communications report options dialog. You can specify the following
options for the report:

Report Type

Report Type: Allows you to specify whether you wish to report on
inbound or outbound emails, or both.

Report Options

Sort by: Allows you to specify whether the report should be sorted by
email address, by number of emails, or by the total size of the emails.

For example, if you sort on number of emails, the days on which you
sent or received most email will be listed at the top.

You can specify this sort option for inbound or outbound.

Highlight users: Allows you to highlight those users who sent or
received more then X number of emails or X number of megabytes of
email.
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List top: Allows you to list only the top X number of users in the
report.

Multi Page report: Allows you to specify the number of users you
wish to display on each page.

Filter options

Specific email: Allows you to limit the report to a specific email
address.

Date range: Allows you to limit the report to a specific date range.

When you have specified the report options, click on the Report
button to start generating the report. The report will be shown in the
main window.

NOTE: The user communications report is a complex report that takes
time to generate. Therefore, if you have large logs, we recommend
that you limit the user communications report to a specific user or to a
particular date range.

User Communications

— Report Type
& inbound Dy " Qutbound Only ™ Both Directions
— Report Options
Sart colurmn Email Direction
I Email Address j I Inbound j
[~ Highlight user records when the following conditions match
Diirection Armaunt raore than
IF!eceived mail j I 1 IMB_I,Jtes j

[~ Digplay top records only far curment sart column

o) I 1

[~ Multiple page report
Hecons per page I 50

 Filker Options

S pecific Email [ ate Range

IND Date R ange j

Eron x
[o4:08/2003 -] |oavosrzooz -

Repart I Cloze |

Screenshot 135 - User communications filter dialog

Miscellaneous options

The following additional options are available from the tools menu of
the GFI MailEssentials reporter

Excluded users

The exclude users tool allows you to specify email addresses that
should be excluded from the reports. The excluded users dialog can
be accessed from the Tools > Excluded Users List menu option.
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Excluded Users

Usgers lizted in the ligt below will not be included in any of the reports,

Excluded Uszers List
Usgerz |
cen@master-domain. conm
HEemaye |
Close |

Screenshot 136 - Excluded users dialog

To exclude a user, simply click on the Add... button and specify the
SMTP email address of the user to be excluded from the reports.

To remove a user from the exclusion list, select it from the list and
click on the Remove button.

Find

The find tool allows you to find a string in a report. The find dialog can
be accessed from the Tools > Find menu option.

<3 Find [7 [ =] |
Find what: I Find est |
[ Match whale word only [:-lfectlnnr Cancel |
[ Match caze A @ Do

Screenshot 137 - Find dialog

Printing reports

After you have generated a report, you can choose to print it. You can
print a report from the File > Print menu option. Before you print the
report, you can preview how it will look like on paper by using the print
preview, accessible from the File > Print Preview menu option.

Saving reports

The GFI MailEssentials Reporter allows you to save reports generated
to a desired location. To save reports follow these steps:

1. Generate the report you want by using the options under the
Reports menu.

2. Click on File > Save As menu option.
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3. A dialog is displayed. Select the location where you want to save
the report and in the File name edit box specify the name you want to
give this report.

4. Click the Save button.

5. The report will be saved to the location you selected inside a folder
with the name you specified for the report. The folder contains two
sub-folders, ‘graphics’ and ‘report’. The ‘report’ sub-folder contains the
report files in HTML format. The ‘graphics’ sub-folder contains
graphics which are displayed in the HTML report.
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Configuring POP3 downloading

Should you use POP3 or SMTP to receive email?

We recommend using SMTP. This is the proper protocol for receiving
email. If you have a continuous line or dial on demand router, use
SMTP. POP3 was meant only for email clients, not for mail servers to
retrieve email.

However, in some cases you might not have a choice and you have to
use POP3 to download your email.

Using POP3 to receive email

Post office protocol (POP3 (RFC 1225)) is a client/server protocol for
storing email so that the client can connect to the POP3 server at any
time and read the email. A mail client will make a TCP/IP connection
with the server and by exchanging a series of commands, read the
email. All ISPs support POP3.

Advantages of using POP3 to retrieve email
e Simple

o Any ISP can support it

e No need for fixed IP address.

Disadvantages
e BCC messages are not routed within your organization.

e |If you use a POP3 mailbox for each user, you have to create
mailboxes twice — once at the ISP and once on Microsoft
Exchange Server.

e If you use one POP3 mailbox for multiple users, messages sent by
list servers are not always routed correctly. If your ISP mail server
does not support the ‘for’ clause, messages from some mailing
lists will not be routed. This is because when email is sent via
SMTP, the actual recipient is provided by the sender on the
‘RCPT' command. This information is called part of the ‘envelope’
(since it is outside of the message), and is sometimes not included
in the actual email message's header For a single recipient, this is
not a problem. If the email is in your mailbox, you know it is for
you. However, if all email directed at a specific domain goes into
the same mailbox, there may be no way of determining who the
email should be delivered to. This is most often the case for
messages from mailing lists or if the BCC: field was used. There is
however a solution for this problem. The most common is in the
Received: line. According to page 32 of RFC 821, the Received:
line should look something like this:
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e Received: from sender.com by yourisp.com for
you@yourdomain.com

e The *for’ clause is derived directly from the envelope information,
so even if the To: and Cc: lines make no mention of
‘you@yourdomain.com’, the true recipient can be found here.
Thus, any POP to Exchange solution must (at least) be able to
parse the Received: lines in the header in order to forward the
email to the correct local recipient.

NOTE: An easy way around the above problem is to create dedicated
POP3 mailboxes for lists. Then route the lists to a public mailbox, so
that other users can also benefit from the lists.

Using SMTP to receive email

Simple Mail Transport Protocol (SMTP(RFC821)) is a server-to-server
protocol for sending email across the Internet. Briefly, an email client
will make a TCP connection to an ISP's SMTP server and upload an
email message (complete with headers) and instructions to whom the
message should be delivered. The SMTP server will then either
deliver the message (if it knows the final recipient) or pass it along to
another SMTP server. SMTP works best when all servers are
connected all the time. If the receiving server is not available, then the
sender will have to queue the message and try later. Eventually, the
sender will either make it through or give up and return the message
to its originator. In the case of dial-up connections, the receiver may
be unavailable more often than not.

Advantages of using SMTP

e Server protocol, not client protocol

¢ Allows you to create an unlimited amount of email addresses on
your mail server, without having to worry about aliases etc.

Disadvantages of using SMTP
e You need a public IP

Configuring the POP3 downloader

If you wish to receive email by downloading email from one or more
POP3 mailboxes, you need to setup the POP3 downloader. To do
this, follow these steps:

1. Highlight the POP2exchange node in the GFI MailEssentials
configuration. In the right pane, double click on the General item. This
will bring up the POP2Exchange Configuration dialog.

146 ¢ 12BConfiguring POP3 downloading GFI MailEssentials 14 user manual



POPZExchange Configuration EHE |

FOP3 | Dialup

POPZE schange
¥ sl PO chanie

POP3 Settings

POP3 Server | Login | Alternate address | Add...

Hemowve

Edite.

Check every [minutes) 0

1L

Do not download mailz larger than [FEptes] 3000

If mail iz larger, then:

€ |nform mail postmaster i Delete it

Ok I Cancel | Apply |

Screenshot 138 - The GFI MailEssentials pop3 downloader

2. Enable the POP3 downloader by checking the Enable
POP2Exchange checkbox.

3. To add a POP3 mailbox from which you wish to download email,
click the Add button. The Add POP3 mailbox dialog is displayed.

Add POP3 mailbox K |

M ailbox details

@ POF3 Server ||
|

Login:

Pazzword: |

M ail delivery

Pleaze provide an alternate address for this mailbox.
|f the recipient is ot on a local domain, the email will
be fonwarded to this addrezs.

Alternate addresz for thiz mailbos:

f* Send mail to local address stored in 'To' field

" Always zend mail to alternate address

Q. I Cancel |

Screenshot 139 - Adding a POP3 mailbox

Enter the POP3 server name, for example mail.myisp.com, the POP3
mailbox/login hame and the password of the mailbox. Then choose
between two options:

e Send mail to address stored in To field: Activate this option if
you wish GFI MailEssentials to analyze the header and route the
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email accordingly. If the email analyzing fails, the email will be sent
to the email address specified in the alternate address.

e Send mail to alternate address: Activate this option if you wish
all email from this mailbox to be forwarded to one email address.
Enter the full SMTP address in the ‘Email address’ box, for
example john@company.com

Now specify the alternate address. Mail will be sent to this email
address if it can not be ‘resolved' from the to: header of the email, or if
you specified to forward all email to address.

4. When you are ready, click the OK button. You can add as many
POP3 mailboxes as you wish.

NOTE: When specifying the destination email address (the address
where GFI MailEssentials will forward the email to), be sure that you
have set up a corresponding SMTP address on your mail server.

Other POP3 downloading options
Check every .. minutes: Specify the download interval.

Do not download mail larger than: Here you can specify a
maximum download size. If email exceeds this size, it will not be
downloaded.

If mail is larger, then: You can either choose to delete email larger
than the maximum allowed size, or send a message to the
postmaster.

Dial up Connection options

To receive emails by dial-up, go to dial-up tab in the POP2Exchange
dialog. Check the Receive mails by Dial-Up or Dial on Demand
checkbox.

POPZExchange Configuration EE3

Dialup Connection

¥ FReceive mails by Dial-Up or Dial on Demand

Profile settings

Q’* Uze this Dial-Up Metwarking profile: — |irtual Private Connection ﬂ
S

@ |f not connected, dial

" Process only when alieady connected.

" Dial on demand router.
Usemame: I

Process every I'IU mins F'agsword:l

Schedule. .. |
QK I Cancel | Apply |

Screenshot 140 - Dial-up options

In this dialog, you can specify where and when GFI MailEssentials
should dial up to pick up email. You must specify a dial-up networking
profile and specify a login name and password, as well as a schedule
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stating when the email should be sent / picked up. The dial-up
networking profiles are setup from RAS. The following options are
available:

Use this Dial-Up Networking profile: Choose the Dial-up Networking
profile you wish to use from the drop down list.

If not connected dial: If you tick this option GFI MailEssentials will
only dial-up if there is no connection.

Username: Enter the username used to logon to your ISP.
Password: Enter the password used to logon to your ISP.

Process only when already connected: If you tick this option, GFlI
MailEssentials will only process email if a connection already exists.

Dial on demand router: If you have an internet connection that gets
automatically established, such as a dial on demand router, select this
option. This will prompt GFI MailEssentials to pick up email at the
specified interval, but without triggering a dial-up connection.

Process every (minutes): Enter the interval at which GFl
MailEssentials must either dial-up or check if a connection already

exists (depends on whether you set GFI MailEssentials to dial-up or to
only process email when already connected).

Scheduler

Use the scheduler to specify when GFI MailEssentials should dial-up
to pick up email:

1. Click on Schedule

2. Specify the hours when GFI MailEssentials should dial-up. A check
mark indicates that GFl MailEssentials will dial out. A cross indicates
that GFI MailEssentials will not dial out at this hour.

Dialup Scheduler E3 |
Dial allowed only at the follawing bours of the week
PZQJ 00k 03h OBk 05k 12h 18k 18R  21h 24k
& (=== == = === = = =
Sunday | | T T
i i = T P B e B e
== o B v g e e D el
Woednesday ||| | Do D Lo o e e
Thursday 17| )| e e o] e
s T 1 0
Saturday  f oA D D
(1] I Cancel

Screenshot 141 - Configuring when GFI MailEssentials should pick up email
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Synchronizing configuration data

Introduction

If you have installed GFI MailEssentials on more than one server, you
will want to keep the anti-spam and configuration data synchronized
between the servers, so that email caught as spam on one server,
would be caught as spam on another server as well if it passes
through it.

To perform this synchronization procedure manually between the
servers hosting GFI MailEssentials, is both tedious and error prone.
For this reason, two new features have been introduced that make it
really easy to keep multiple GFI MailEssentials installations
synchronized. The new features are the following:

e Anti-spam Synchronization Agent: This service takes care of
keeping anti-spam settings such as the Bayesian filter database,
whitelist, auto whitelist and blacklist, synchronized between GFI
MailEssentials installations using the Microsoft BITS service.

e GFI MailEssentials Configuration Export/Import Tool: This
application allows you to export or import all the GFlI
MailEssentials configuration settings.

Anti-spam synchronization agent

The Anti-Spam Synchronization Agent works in the following manner:

1. A server machine hosting GFI MailEssentials is configured as the
master server.

2. The other server machines, where GFl MailEssentials is installed,
are configured as slave servers.

3. The slave servers upload an archive file, containing the anti-spam
settings, to an 1IS virtual folder hosted on the master server via the
BITS service.

4. When the master server has collected all the slave servers anti-
spam data, the data is extracted from the individual archives and
merged into a new up to date anti-spam settings archive file.

5. The slave servers download this updated anti-spam settings archive
file and take care of extracting it and updating the local GFI
MailEssentials installation to make use of the new settings.

The next sections will thus show you how to prepare and configure the
server machines hosting GFI MailEssentials, to be able to use the
Anti-Spam Synchronization Agent feature.

NOTE 1: The servers that collaborate in the synchronization of anti-
spam settings must all have GFI MailEssentials 14 installed.
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NOTE 2: The files uploaded and downloaded by the anti-spam
synchronization agent are compressed archives so as to limit the
traffic on the network.

NOTE 3: The BITS service uses spare bandwidth to upload and
download files, thus further reducing the impact on network traffic.

Configuring the master server

One of the server machines hosting GFI MailEssentials must be
configured as the master server. The master server will host an IIS
virtual folder, which will be used by the slave servers to upload and
download an anti-spam settings archive file via the BITS service.

NOTE: Only one server can be configured as master server at
any one time.

To configure a server as a master server, it must meet one of the
following system specifications:

e Microsoft Windows 2003 with SP1 or later and 11S6.0 with BITS
server extension installed. (Further information on how to install
the BITS server extension is provided below)

e Microsoft Windows 2000 with SP3 or later and 11S5.0 with BITS
server extension installed. (Further information on how to install
the BITS server extension is provided below)

NOTE: A Microsoft Windows XP machine cannot be configured as
master since Microsoft BITS server extension is not supported.

To configure a server as the master server, follow these steps:

1. First you need to install the Microsoft BITS server extension. For
further information refer to the ‘Installing BITS Server Extension on the
master server’ section later on.

2. Next you need to configure a virtual directory which will be used by
the slave machines to upload and download anti-spam settings
archive files. Load the Internet Information Services (IIS) Manager
console from the Administrative Tools group.

3. Right click on the website of your choice and select New > Virtual
Directory from the context menu.

4. Follow the Virtual Directory Creation Wizard steps to create the
new virtual directory. You basically need to give a sensible name for
the virtual directory, choose a location on disk where the contents for
this virtual directory will be stored and in the permissions stage, check
only the Read and Write checkboxes. All other checkboxes must be
unchecked.

5. When the new virtual directory is created, right click on it and select
Properties from the context menu. Access the Directory Security tab
from the Properties dialog, and click on the Edit button in the
Authentication and access control group.

6. Check the Basic Authentication checkbox and specify the Default
domain and Realm to which the username and password used for
authentication by the slave machines belong.
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NOTE: Make sure that all other checkboxes are unchecked,
especially Enable anonymous access.

7. Click the OK button to close the Authentication Methods dialog.

8. Access the BITS Server Extension tab and check the Allow
clients to transfer data to this virtual directory checkbox.

9. You now need to load the Anti-Spam Synchronization Agent
configuration console. To do this, click on the MailEssentials Anti-
Spam Synchronization Agent shortcut from the GFI MailEssentials
program group in the Start menu.

10. Right click on the Anti-Spam Synchronization Agent >
Configuration node and select Properties from the context menu.

11. The Configuration Properties dialog is displayed. From the
Master tab check the This GFI MailEssentials server is also a
master server checkbox.

Configuration Properties E |
b azter | Slave |

[ Configure thiz server az a master zerver if it merges and diztibutes
ﬁE anti-sparn data to slave servers.

¥ This GFI MaiE ssentials server is alzo a master server, [There should
only be 1 master zemrver)

Publizhed 115 wirtual directon from where the anti-zpam data will be
distributed:

C:hmessa _l

Wit for data from the following zlave zervers [hostnames] before
MErging:

zervers. master-domain. corm

zerverd. mazter-domain. com

Edit

Delete

[
[ Baze |

terge data now |

0k, | Cancel | Lpply |

Screenshot 142 — Configuring a master server

12. In the edit box specify the full path of the folder configured to hold
the contents of the virtual directory created in step 3 above.

13. You now need to add the machine names of the slave servers
which are going to be configured later on to upload to this master
server. To add a slave server, click the Add button and enter the
hostname in the Server edit box of the Enter Server dialog displayed.
Click the OK button to add it to the list. Repeat this step to add all the
other slave servers you have configured.
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NOTE 1: Make sure that you configure all the machines you add
to this list as slave servers. If not, the anti-spam synchronization
agent on the master server will never merge the data, since it
only merges the data when all the slave servers configured have
uploaded their anti-spam settings archive file.

NOTE 2: You can configure the master to be slave at the same time.
This means that the server will merge its own anti-spam settings data
to the ones uploaded by the other slave servers. If this is the case,
you need to add the master server hostname to the list of slave
servers as well. For further information on how to configure a server
machine to be a slave, refer to the ‘Configuring a slave server’ section.

To edit a slave server hostname, select it from the list and click the
Edit button.

To remove a slave server hostname from the list, select it from the list
and click the Delete button.

14. Click the OK button to save the settings.

Installing BITS Server Extension on the master server

This section will show you how to install the Microsoft Background
Intelligent Transfer Service (BITS) Server Extension on the server
machine you will configure as master for the Anti-spam
Synchronization Agent feature.

To install BITS Server Extension on Microsoft Windows 2000 follow
these steps:

1. Download the BITS v1.5 Server Component from the following
Microsoft link and execute it on the master server:

http://www.microsoft.com/downloads/details.aspx?FamilylD=1796784
8-be86-4cd6-891c-ec8241611ad4&displaylang=en

2. Follow the BITS Server Setup Wizard instructions to finish the
installation.

To install BITS Server Extension on Microsoft Windows 2003 follow
these steps:

1. Load Add or Remove Programs from the Control Panel.

NOTE: Keep the Windows Server 2003 installation CD handy since
you will be asked for it to perform the installation of the BITS server
extension.

2. Click on the Add/Remove Windows Components tab.

3. In the Windows Components Wizard dialog select Application
Server from the Components list and click the Details button.

4. From the Application Server dialog, select Internet Information
Services (IIS) from the Subcomponents of Application Server list
and click the Details button.

5. Check the Background Intelligent Transfer Service (BITS)
Server Extension checkbox from the Subcomponents of Internet
Information Services (lIS) list and click the OK button.
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6. Click the OK button once more to close the Application Server
dialog.

7. In the Windows Components Wizard dialog click the Next button.
The installation process will start copying the required files.

8. When the installation is ready click the Finish button to close the
Windows Components Wizard.

Configuring a slave server

A server machine hosting GFI MailEssentials, which is configured as a
slave server, will upload and download anti-spam settings archive files
from the master server using the BITS service.

To configure a server as a slave server, it must meet one of the

following system specifications:

e Microsoft Windows 2003 - It is recommend that you download the
BITS 2.0 client update from the following Microsoft link:

http://www.microsoft.com/downloads/details.aspx?familyid=3FD31F05-
D091-49B3-8A80-BF9B83261372&displaylang=en

¢ Microsoft Windows 2000 with SP3 or later — You need to download
and install the BITS 2.0 client from the following Microsoft link:
http://www.microsoft.com/downloads/details.aspx?Family|D=3ee866a0-
3a09-4fdf-8bdb-c906850ab9f2&DisplayLang=en

e Microsoft Windows XP Professional — You need to download and
install the BITS 2.0 client from the following Microsoft link:

http://www.microsoft.com/downloads/details.aspx?Family|D=b93356b1-
ba43-480f-983d-eb19368f9047&DisplayLang=en

To configure a server as a slave server you need to do the following:

1. Meet the system requirements outlined above and have the latest
BITS client installed on the server machine.

2. Click on the GFI MailEssentials Anti-Spam Synchronization
Agent shortcut from the GFI MailEssentials program group in the
Start menu, so as to load the Anti-Spam Synchronization Agent
configuration console.

3. Right click on the Anti-Spam Synchronization Agent >
Configuration node and select Properties from the context menu.

4. The Configuration Properties dialog is displayed. Access the
Slave tab and check the This GFI MailEssentials server is a slave
server checkbox.
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Configuration Properties E |

Master Slave |

[ Configure thiz zerver az a slave server if it uploads anti-spam data to

=Wl the master server.
s S

¥ Thiz GFI M ailE 2zentialz zerver iz a dlave server

Hoszt name: wingk 3entswvr. mazter-domain. canm

— Upload zettings
LRL: Ihltp:.-".-"master-dc:main.u:u:um.-"messas Part; IBEI

V| Credentials required Uzer: Iadministratur
PEISSWEI[E' Ixxxxxxxxxxxxx

—Anti-zpam data transfers

" Automatic | plEad even IEI _I? Fiiars:
= Manual [evwrlEad even IEI _I? Fiirs:

Upload rnow Download now |

Mo transfers
[

Lazt update: [not available]

Cancel Apply

Screenshot 143 — Configuring a slave server

5. In the URL edit box specify the full URL to the virtual directory
hosted on the master server, as you configured in steps 2 to 8 of the
‘Configuring the master server’ section.

For example: ‘http://master-domain.com/messas’

In the Port field you need to specify the port on which the master
server accepts HTTP communications. By default it is set to port 80
which is the standard port used for HTTP.

6. Check the Credentials required checkbox and specify the user
and password you want to use to authenticate with the master server,
in the User and Password edit boxes respectively.

7. You now need to decide whether you want the anti-spam data to be
synchronized automatically or manually via this tab.

8. If you want to upload and download the anti-spam settings archive
file manually, select the Manual option. To upload the anti-spam
settings of the slave server to the master server, you need to click the
Upload now button. To download the updated merged anti-spam
settings from the master server, you need to click the Download now
button.

9. To configure the anti-spam synchronization to occur automatically,
select the Automatic option. In the Upload every field specify the
upload interval in hours, which determines how often you want the
slave server to upload its anti-spam settings to the master server. In
the Download every field you need to specify the download interval in
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hours, which determines how often the slave server checks for
updates on the master server and downloads them if any.

NOTE 1: The hourly interval for upload and download cannot be set to
the same value. The hourly interval can be set to any value between 1
and 240 hours.

NOTE 2: It is suggested that you configure the download interval to a
smaller value than the upload interval. So for example the download
interval is set to 3 hours, while the upload interval is set to 4 hours.
This way downloads are more frequent than uploads.

NOTE 3: It is suggested that you set the same interval settings for all
the slave servers you have configured.

Anti-zpam data transfers

& Automatic Upload eveny IB _lj hours
™~ Manual Download every |4 _lj hours

Screenshot 144 — Upload / download hourly interval setting

10. Click the OK button to save the settings.

GFI MailEssentials Configuration Export/Import Tool

The GFI MailEssentials Configuration Export/Import Tool is useful
when you want to configure a new GFI MailEssentials installation with
the same exact settings of an already working GFI MailEssentials
installation.

The above procedure can be accomplished in three easy steps:

1. Run the GFI MailEssentials Configuration Export/Import Tool on the
working GFI MailEssentials machine, to export all the configuration
settings to a destination folder you choose.

2. Copy the exported settings to the machine where you have recently
installed GFI MailEssentials.

3. Run the GFI MailEssentials Configuration Export/Import Tool and
choose to import the settings you have just copied.

NOTE: When importing settings, the current GFl MailEssentials
installation settings will be overwritten.

Exporting GFI MailEssentials configuration settings

To export the configuration settings of a GFI MailEssentials
installation, follow these steps:

1. Double click on the ‘meconfigmgr.exe’ executable, found in the root
folder of the GFI MailEssentials installation.

2. The GFI MailEssentials Configuration Export/Import Tool will load.
Click the Export button.
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Il GFI MailEssentials Configuration Export,/Import Tool M=l B I

B4GFiMailEssentials

Uze thiz tool to expart the GFI MailE zzentialz configuration files to a specific location, or to import an exported
configuration back, into GFl MailE zsentials.

Output;

E wpart I |mpart I E wit |

Screenshot 145 — GFI MailEssentials Configuration Export/Import Tool

3. The Browse for Folder dialog is displayed. Choose an empty
folder where you want to export the GFI MailEssentials configuration
settings and click the OK button.

4. The GFI MailEssentials configuration files will be copied to the
destination you selected. The tool will display the export progress.

Il GFI MailEssentials Configuration Export/Import Tool M= E |

B<GFiMailEssentials

Usze thiz tool to export the GF1 MailE szenhialz configuration files to a specific location, or to import an exported
configuration back, into GFl MailE zzentiale.

Output:

» ====Exporting ... ====

» Copwying [C:\Program FileshGFIWM ailE zzentials config.mdb] -» [C:\mesexporticonfig.mdb] ...

i Eggjng [C:MProgram Files\GFI%M &ilE szentials autowhitelizt. mdb] -» [C:\mesesportautowhitelizt.mdb] ...
; Eggjng [C:MProgram Files\GFI\MalE zzentialzh0 ata'weights bep] -» [C:mesesporthweights bep]

i B;l:;laing [C:5Program Files\GFIWMailE zeentialzhuserlizt. mdb] -> [C:hmesexporthuserlizt mdb] ...

i Eggjng [C:MProgram Files\GFI%M &ilE szentials\spamord. smil] -> [C:\mesexporthspamord.=ml] ...

i Eggjng [C:MProgram Files\GFI4MailE zzentials\databreports. mdb] - [C:\mesexportireportz.mdb] ...

i EI=D=nfE:-: orting ... Donel ====

|mport | E xit |

Screenshot 146 — Configuration settings exported successfully
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5. When Exporting... Done is displayed, all the settings have been
exported. Click the Exit button. When prompted click the Yes button
to close the export tool.

Exporting settings via the command line

You can also export the GFI MailEssentials settings via command line.
From a command prompt, browse to the GFI MailEssentials
installation root folder, then enter the following command:

meconfigmgr /export:”c:\MailEssentials Settings”
/verbose /replace

The GFI MailEssentials settings will be copied to the “MailEssentials
Settings” folder on drive C. Replace “C:\MailEssentials Settings” with
the desired destination path. The /verbose switch instructs the tool to
display progress while copying the files as shown in the screenshot
below.

‘;r' GFI MailEssentials Configuration Export,/Import Tool

Cupy1ng [G:~Program Flleo\GFI\Ha11Essent1a1o\cnnf1g mdh]l —> [GC:xMailEssentials SI’

ettings*config.mdhl ..

Done l

Copying [C:“Program Files>GFI-MailEssentials™autowvhitelist.mdh]l -> [C:~MailEssen

tials Settingsrautovhitelist._.mdbl ..

Done

Copying [C:“Program Files“GFI-MailEsszentials“\Data“weights . bhspl —> [C:“\MailEssent
ials Settingsweights_hspl ...

Done

Copying [C:“Program Files“GFI“~MailEssentials“userlist.mdb]l —> [C:“MailEssentials
Settingssuserlist.mdhl ...

Done

Copying [C:“Program FlleO\GFI\HallEssentlaIO\data\lepo:t° ndh]l -> [C:~MailEssent
ials Settings reports.mdhl ..

Done

Done — press {Enter> to continue

Screenshot 147 - Exporting settings via command line

The /replace switch instructs the tool to overwrite existing files in the
destination folder.

Importing GFI MailEssentials configuration settings

To import the configuration settings exported from another GFI
MailEssentials installation, follow these steps:

1. Double click on the ‘meconfigmgr.exe’ executable, found in the root
folder of the GFI MailEssentials installation.

2. The GFI MailEssentials Configuration Export/Import Tool will load.
Click the Import button.

3. The Browse for Folder dialog is displayed. Choose the folder that
contains the exported GFI MailEssentials configuration settings and
click the OK button.

4. The tool will start the importation process, overwriting the local GFlI
MailEssentials configuration files with the ones in the folder you
selected in step 3 above. The tool will display the import progress.
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Il GFI MailEssentials Configuration Export,/Import Tool M=l B I

B4GFiMailEssentials

Uze thiz tool to expart the GFI MailE zzentialz configuration files to a specific location, or to import an exported
configuration back, into GFl MailE zsentials.

Output;

» Done ;I

» Copying [:vmesesportsautowhitelist. mdb] -» [C:\Program Files\GFI4ailE ssentialshautowhitelizt mdb] ..
» Dore

» Copuing [C:hmesexporthmeightz. bzp] - [C:hProgram FileshGFIW ailE szentialz\D atahweights. bep] ...

> Done

» Copying [C:meszexportiuszerlist mdb] -» [C:\Program Filez\GFIWM &ilE zsentialshuszerlist mdb] ...

» Done

» Copying [C:\mesesporthapamord.=ml] -» [C:\Program FileshGFI'\MailE szentialz\sparmord.uml] ...

» Dore

» Copping [C:hmesexporthreports. mdb] <> [C:AProgram FileshGFIW allE szenhialzhdatabreports. mdb]

» Doke

» ====|mparting ... Donel ====

>

» ====Yglidating ... ====

» Walidating Anti-zpam Action paths....

» Walidating Anbi-zpam Action paths. Donel

3 ====Yglidating ... Dohel ====

<

E wpart I |mpart

Screenshot 148 — Configuration settings imported successfully

5. When Validating... Done is displayed, all the settings have been
imported. Click the Exit button. When prompted click the Yes button
to close the import tool.

Importing settings viathe command line

You can also import the GFI MailEssentials settings via command line.
From a command prompt, browse to the GFI MailEssentials
installation root folder, then enter the following command:

meconfigmgr /import:”c:\MailEssentials Settings”
/verbose /replace

NOTE: To import settings, you first need to stop the [IS Admin Service
and the GFI MailEssentials Attendant service. You also need to close
any instance of the GFI MailEssentials Configuration. If you try to run
the import tool and the above-mentioned services are not yet stopped,
the prompt shown in the screenshot below is displayed.

‘re FI MailEssentials Configuration Export/Import Tool
Before importing configuration data. please make sure that the following serv ice!
= have been stopped: 1

GF]I MailEssentials Attendant
GF] ListServer

GFI POPZExchange

I1% Admin service

Also. make sure the GFI MailEssentials Configuration is not running.
Done — press <{Enter> to continue

Screenshot 149 - Stop these services before starting the import process.

The GFI MailEssentials settings will be copied from the
“MailEssentials Settings” folder on drive C: to the proper location in
the GFI MailEssentials installation path. Replace “C:\MailEssentials
Settings” with the desired source path. The /verbose switch instructs
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the tool to display progress while copying the files as shown in the
screenshot below.

GFI MailEssentials Configuration Export,/Import Tool

Copying [C:“MailEssentials Settingssconfig.mdh]l -> [C:“\Program Files\GFI\HailEssl’
entialssconfig.mdbl _ ..

File exists, overwuritten l
Copying [C:“MailEszsentials Settings“autowhitelist.mdh]l -> [C:~Program Files“GFI%
MailEssentialssautovhitelist.mdb] ...

File exists,. overuritten

Copying [C:“MailEssentials Settingssweights._bspl —-> [C:“Program Files“GFI“MailEs
sentials“Datasweights _hspl __._

File exists, overuritten

Copying [C:~MailEssentials Settingssuserlist.mdhl —-> [C:~Program Files“GFI-MailE
ssentials™userlist.mdbl ...

File exists, overuritten

Copying [C:“MailEssentials Settingssreports.mdb]l -> [C:“Program Files~GFI-MailEs
zentialssdatasreports .mdhl .

File exists, overuritten

==== Importing ...

Validating ...
Validating Anti—spam Action paths...
Jalidating Anti—spam Action paths.._Done?
==== Ualidating ... Done? ====
Done — press <{Enter> to continue

Screenshot 150 - Importing settings via command line

The /replace switch instructs the tool to overwrite existing files in the
destination folder.
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Miscellaneous options

General node

Under the General node in the GFI MailEssentials configuration you
will find general information regarding GFI MailEssentials.

Version Information: Allows you to check what version you have
installed and whether it's the latest.

Licensing: Use this node to enter your License key.
Product patches: Shows you patches available.

GFI Support: Takes you directly to the GFI MailEssentials support
page, which lists the most frequently asked questions. Also allows you
to search the GFI Knowledge Base.

GFI MailEssentials Dashboard

Through the GFI MailEssentials Dashboard, you can view the activity
of GFI MailEssentials as well as statistics. The POP collector service
can be monitored from the P2E Logging tab.

[E] GFI MailEssentials Dashboard H=l
File  Options  Help
Status | Slalislics' PZE Lnggingl
— Status of key services
0 GFI MailE ssentials Managed Attendant Service is Running 0 GFI List Server is Running
c‘) GFI MailE szential: Legacy Attendant Service iz Running Q‘) GF| MailE ssentialz POP2Exchange Service is Running
O GFI MailE ssentials Enterprise Transfer Agent is Running @ GF| M ailE ssentials Scan Engine iz Running
MTA Logging
Received Time | Processed Time | Engine | Sender | Recipients | Subiject | Description |;|
¢y 09/09/2008 11:06:24  09/03/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successfully.
=4 09/08/2008 11:06:24  09/09/2008 11:06:24  TRMS "'postmaster. jens@externalext  Undeliverable Processed successfully
4 09/09/2008 11:06:24  09/09/2008 11:06:24  TRNS "postmaster...  jens@esternalest  Undeliverable: Processed successfully.
=4 09/08/2008 11:06:24  09/09/2008 11:06:24  TRMS "'postmaster. jens@externalext  Undeliverable Processed successfully
=4 09/03/2002171:06:24  09/09/2008 11:06:24  TRNS “pogtmaster...  jens@esternalest  Undeliverable: Processed successhully.
—409/09/2008 11:06:24  09/09/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Proceszed successfully.
=4 09/09/2002 11:06:24  09/09/2002 11:06:24 TRMNS “postmaster..  jens@externalext  Undeliverabls: Processed successfully.
—409/09/2008 11:06:24  09/09/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Proceszed successfully.
=4 09/09/2008 11:06:24  09/09/2008 11:06:24 TRMS "postmaster...  jens@externalext  Undeliverable: Processed successhully.
¢y 09/09/2008 11:06:24  09/03/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successfully.
=4 09/08/2008 11:06:24  09/09/2008 11:06:24  TRMS "'postmaster. jens@externalext  Undeliverable Processed successfully
4 09/09/2008 11:06:24  09/09/2008 11:06:24  TRNS "postmaster...  jens@esternalest  Undeliverable: Processed successfully.
=4 09/08/2008 11:06:24  09/09/2008 11:06:24  TRMS "'postmaster. jens@externalext  Undeliverable Processed successfully
=4 09/03/2002171:06:24  09/09/2008 11:06:24  TRNS “pogtmaster...  jens@esternalest  Undeliverable: Processed successhully.
—409/09/2008 11:06:24  09/09/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Proceszed successfully.
=4 09/09/2002 11:06:24  09/09/2002 11:06:24 TRMNS “postmaster..  jens@externalext  Undeliverabls: Processed successfully.
—409/09/2008 11:06:24  09/09/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Proceszed successfully.
=4 09/09/2008 11:06:24  09/09/2008 11:06:24 TRMS "postmaster...  jens@externalext  Undeliverable: Processed successhully.
¢y 09/09/2008 11:06:24  09/03/2008 11:06:24  TRMS “postrnaster..  jens@externalext  Undeliverable: Processed successfully.
=4 09/08/2008 11:06:24  09/09/2008 11:06:24  TRMS "'postmaster. jens@externalext  Undeliverable Processed successfully j

Screenshot 151 - GFI MailEssentials Dashboard

Configuring a fake Non Delivery Report (NDR)

In anti-spam actions, you can enable a fake NDR to be sent once a
spam email is detected. If you wish to customize this NDR, you can do
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so by editing the file ndr.xml located in MailEssentials\templates
directory. You can edit the file with notepad as well as with an XML
editor.

Adding additional inbound email domains

GFI MailEssentials needs to know what your inbound email domains
are to distinguish between inbound or outbound email. During
installation, GFI MailEssentials will import inbound email domains from
the IIS SMTP service. If however you wish to add or remove inbound
email domains afterwards, you can do so from the Inbound emalil
domains tab in the General node properties:

General Properties E3 |

General' Updates  Inbound Email Diomains |L|$er Managerl Bindingsl

Below pleaze add all the inbound email domaing an which you
receive email. For example, i vour email addrezs is "user@ghi.com'
you must enter gfi.com™.

Inbound domains:

|nbound Domain |
MASTER-DOMAIN.COM Add...

Hemave |

& Ermail received on inbound domains not specified in the abowve list
will not be procezzed by GFI kM ailE zzentialz.

] I Cancel Ay

Screenshot 152 - Adding an inbound email domain

1. Right click on the General node and select Properties from the
context menu to access the General Properties dialog.

2. Access the Inbound email domains tab.

3. To add new inbound email domains, click the Add... button. Specify
a domain in the Enter Domain dialog and click on the OK button.

4. To remove inbound email domains, select the domain you want to
remove from the Local Domain list, and click on the Remove button.
Click the Yes button in the confirmation dialog.

This feature is handy because in some cases you might want to
configure local email routing in IIS differently, i.e. add domains which
are local for email routing purposes but are not local for your mail
server.
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Selecting the server from where to download updates

The updates server is the server GFI MailEssentials uses to check for
and download any Bayesian spam filter updates and Anti-Phishing
updates. To select the updates server you want GFI MailEssentials to
use, follow these steps:

1. Right click on the General node and select Properties from the
context menu to access the General Properties dialog.

2. Access the Updates tab.

General Properties E3 |

Genersl Updates |Inbu:uund EmaiIDDmainSI Izer Managerl Eindingsl

%% Autamatic checking for updates

— Update zerver options

Select the preferred server fram where to download updates.

Preferred server:

update. gfi. cam j

Ok I Cancel Apply

Screenshot 153 - Selecting the updates server

3. Select a server from the Preferred server list.

4. Click the OK button to save the new settings and close the General
Properties dialog.

Selecting the SMTP Virtual Server to bind GFI MailEssentials

NOTE: The SMTP Virtual Server Bindings tab is not displayed if you
installed GFI MailEssentials on a Microsoft Exchange Server 2007
machine.

If you have more than one SMTP Virtual Server configured and you
want GFl MailEssentials to bind to a different SMTP Virtual Server,
follow these steps:

1. Right click on the General node and select Properties from the
context menu to access the General Properties dialog.
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2. Access the Bindings tab.

General Properties E3 |

Generall Updatesl |nbound EmaiIDDmainSI szer Manager  Bindings |

— Bindings

Pleaze zelect the SkTP virtual server you wank to bind to.

SMTP wirtual server name |

Default SMTP Yirtual Server
O 5econdary SMTP Senver

Ok I Cancel Apply

Screenshot 154 - SMTP Virtual Server Bindings

3. Select the checkbox of the SMTP Virtual Server you want GFI
MailEssentials to bind to, from the SMTP virtual server name list.

4. Click the OK button to save the new settings and close the General
Properties dialog.

5. The GFI MailEssentials configuration will prompt you that certain
services, such as the IIS SMTP Service, need to be restarted for the
new settings to take effect. Click the Yes button to restart the required
services now.

GFI MailEssentials Configuration ]

You will need to restart the 113 SMTP Service and the POPZExchange Service in order For this change to kake effect,
L3 Would vou like to restark these services now?

Screenshot 155 - Restart services prompt

6. A progress dialog will keep you informed of the services being
restarted. When all the required services are restarted, GFI
MailEssentials will be bound to the new SMTP Virtual Server you
selected.
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Service Control

Attermnpting to gtop the follawing service on Local Computer...

Simple Mail Transfer Pratocal [SMTP]

Screenshot 156 - Services restart progress

Remote commands

Remote commands make it easy to add domains or email addresses
to the spam blacklist, as well as update the Bayesian filter with spam
or ham (valid emails).

Remote commands function by sending an email to GFl
MailEssentials: Simply address an email to
rcommands@mailessentials.com (configurable) and GFI
MailEssentials will recognize the email as containing remote
commands and will process the remote commands.

With remote commands, you can do the following:
1. Add Spam or ham to the Bayesian module

2. Add keywords either to the subject keyword checking feature or to
the body keyword checking feature.

3. Add email addresses to the blacklist feature.
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Configuring remote commands

Anti-Spam Properties E |

DMS Server I Public Falder Scanning I
Remate Commarnds | Global Actions I Perimeter SMTP Servers

— Settings

W Enable remote commands

Email addresz to which adminiztrator should send remote commands. [t
iz recommended to leave as is.

Ircummands@mailes&entials.u:u:um

— Remote Commandz S ecurity
W Shared password:

Ixxxxxxxxx:1

W Secuity based on sender email

Only allow zenders below:

User | Add..

Adrninistrator@imaster-domain. com
Hemave |

(] I Cancel Apply

Screenshot 157 - Remote commands configuration

To configure remote commands:

1. Right click on the Anti-Spam node and select Properties from the
context menu. This brings up the Anti-Spam Properties dialog.

2. Access the Remote Commands tab and check the Enable remote
commands checkbox.

3. You can edit the email address to which the remote commands
should be sent. However it should not be a local domain. We suggest
using rcommands@mailessentials.com. A mailbox for the configured
address does not need to exist, but the domain-part of the address
must consist of a real email address domain which returns a positive
result to an MX-record lookup via DNS.

4. Optionally you can configure some basic security for the remote
commands: You can do any of the following:

e Specify a shared password which should be included in the email.
See the next section for information how to create an email with
remote commands.

e In addition, you can specify which users are able to send emails
with remote commands. Note that a user could fake this by faking
the From address.

The password is specified as a separate command with the following
syntax:
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PASSWORD: <shared password>;

Using remote commands

Once you have configured remote commands, you can send emails
with remote commands. The remote commands must follow the
following syntax:

<command>: <paraml>, [ <param2>, <param3>, ... ];
There can be more than one command in the body of an email; each
of them must be separated by a semi-colon (;). Each command name

is case-sensitive and should be written in UPPER CASE. The
following commands are available:

Keyword checking commands

NOTE: The robot can only add keywords, but not delete or modify
them. Conditions are not supported.

ADDSUBJECT - this command adds keywords specified to the
subject keyword checking database.
Example: ADDSUBJECT: sex, porn, spam;

ADDBODY - this command adds keywords specified to the body
keyword checking database.

Example: ADDBODY: free, “100% free”, “absolutely free”;

NOTE: When you need to specify a phrase rather than a single word,
enclose the phrase in double quotes (* ).

Blacklist commands

With blacklist commands you can add a single email address or an
entire domain to the custom blacklist. To add an entire domain to the
blacklist, one must specify a wildcard before the domain, e.g.
*@domain.com.

ADDBLIST: <email>;
Example: ADDBLIST: user@somewhere.com;
ADDBLIST: *@domain.com;

NOTE: For security reasons, there can be only one ADDBLIST
command in an email, and only one address can be specified as the
command parameter. The parameter is either a user email, e.g.
spammer@spam.com, or a domain, e.g. *@spammers.org. Please
note that you cannot use wildcards in domain name, that is, an email
like *@*.domain.com will be rejected as invalid.

Bayesian filter commands

With these commands you can add spam email or good email (ham)
to the Bayesian filter database. Simply forward the email with one of
the following remote commands in them.

ADDASSPAM - instructs the Bayesian module to classify given email
as spam.

ADDASGOODMAIL - instructs the Bayesian module to classify given
email as good email.

GFI MailEssentials 14 user manual 14BMiscellaneous options e 169



These commands do not have parameters — the rest of the email is
the parameter.

Examples

Example 1 - By sending this email, the wuser adds
spammer@spamhouse.com to the blacklist and also adds a few
keywords to subject keyword checking database.

From: |max@max.com  (192.168.206.1)

[GER Ta: Ircummands@mailessentials.Iucal

R Cc: |
Subiject: ISuI:lject i= ignored so you can put anvthing here or leave it blank
il S0 Z B 7 UA[ZEEE

PASSWORD: Password;

ADDBLIST: spammenf@spamhouse. com;
ADDSUBJIECT: sex, "100% free";|

Screenshot 158 - Adding an email address to the blacklist and keywords

Example 2: You can specify the same command more then once. (in
this case ADDBODY). The result is cumulative, that is, in this case the
keywords added to the body checking database are: sex, 100% free
and instant money.

From:  |max@max.com (192.168.206.1)

[GER Tex: Iru:-:ummands@mailessentials.Iu:u:al

[ e |
Subject: ISLijEI:t iz ignored so wou can put anything here or leave it blank,
[ avia o~ I B I uUA|=Z=E

PASSWORD: Password;
ADDBODY: sex, "100% frea":
ADDBODY: “instant money";|

Screenshot 159 - Specifying the same commands more than once

Example 3: A spam email is added using the ADDASSPAM
command. Note that a colon is not required for this type of command —
everything immediately after this command is treated as data for the
Bayesian filter.
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To... | Ircnmmands@mailessentials.Iu:u:a||
g ||
Bec... | I

Subjeck: IFW: Depressed? ap

PASSWORD: Password;
ADDASSPAM

From: Ty Westbrook [mailto:266eSohfinhw@excite.com]

Sent: Thursday, June 12, 2003 9:38 PM

To: Z0orders@gfi.com

Cc: alexander Zammit; bedefbk@gfi.com; Brian azzopardi; David Farinic; David Yella; Downloads
Subject:Depressed? ap

Human Growth Hormone

As seen on NBC, CBS, and CNN, and even Oprah! The health
discovery that actually reverses aging while burning fat,
without dieting or exercise! And it's Guaranteed!

Doctor Formulated HGH

* Enhance sexual performance

* Remove wrinkles and cellulite

* pestore hair color and growth

* Strengthen the immune system

* Increase energy and cardiac output

—aill

Screenshot 160 - Adding a spam to the Bayesian filter database

Example 4: When Shared Password checkbox is unchecked, you
can send remote commands without specifying a password.

Subiject: I

ADDELIST: spamsenderfspam.com;

Screenshot 161 - Sending remote commands without security

Remote command logging

In order to keep track of changes made to the configuration database
via remote commands, each email with remote commands (even if the
email with remote commands was invalid) is saved under
ADBRProcessed subfolder which is located under the GFl
MailEssentials root folder. The file hame of each email is formatted
according to the following format:

<sender_email_address>_SUCCESS_<timestamp>.em|l — in case of
successful processing.

GFI MailEssentials 14 user manual 14BMiscellaneous options e 171



<sender_email_address>_FAILED_<timestamp>.eml — in case of
failure.

Timestamp is formatted as yyyyddmmhhmmss.
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Troubleshooting

Introduction

The troubleshooting chapter explains how you should go about
resolving any software issues that you might encounter. The main
sources of information available to users are:

e The manual — most issues can be solved by reading this manual.
o GFIl Knowledge Base articles

e Web forum

e Contacting GFI Technical Support

Knowledge Base

GFI maintains a Knowledge Base, which includes answers to the most
common problems. If you have a problem, please consult the
Knowledge Base first. The Knowledge Base always has the most up-
to-date listing of technical support questions and patches. To access
the Knowledge Base, visit http://kbase.qgfi.com/.

Web Forum

User to user technical support is available via the web forum. The
forum can be found at: http://forums.qgfi.com/.

Request technical support

If you have referred to this manual and our Knowledge Base articles,
and you still cannot solve issues with the software, contact the GFI
Technical Support team by filling in an online support request form or

by phone.
e Online: Fill out the support request form on:
http://support.gfi.com/supportrequestform.asp. Follow the

instructions on this page closely to submit your support request.

o Phone: To obtain the correct technical support phone number for
your region please visit: http://www.gfi.com/company/contact.htm.

NOTE: Before you contact our Technical Support team, please have
your Customer ID available. Your Customer ID is the online account
number that is assigned to you when you first register your license
keys in our Customer Area at: http://customers.gfi.com.

We will answer your query within 24 hours or less, depending on your
time zone.
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Build notifications

We strongly suggest that you subscribe to our build notifications list.
This way, you will be immediately notified about new product builds.
To subscribe to our build notifications, visit:
http://www.gfi.com/pages/productmailing.htm.
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