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Chapter 1 Introduction

1. Introduction

The ATU-R150 ADSL2+ modem is a high-speed WAN bridge/router that is specifically designed to connect
to the Internet and to directly connect to your local area network (LAN) via high speed 10/100 Mbps Ethernet.
The ATU-R150 also has full Network Address Translation (NAT) firewall and demilitarized zone (DMZ)
services security support to block unwanted users from accessing your network. Quality of Service (Qo0S)
and Policy routing (PR) are also supported.

1.1 Features

® Equipped with one 10/100 Ethernet port

® Connects multiple PCs to the Internet with just one WAN IP Address (when configured in router mode
with NAT enabled)

Configurable through user-friendly web interface

Supports Single-Session IPSec and PPTP Pass-Through for Virtual Private Network (VPN)
Several popular games are already pre configured. Just enable the game and the port settings are
automatically configured.

Configurable as a DHCP Server on your network

Compatible with virtually all standard Internet applications

Industry standard and interoperable DSL interface

Address Filtering, DMZ Hosting, and Much More

Simple web based status page displays a snapshot of your system configuration, and links to the
configuration pages

Downloadable flash software upgrades

Support for up to 8 Permanent Virtual Circuits (PVC)

Support for up to 8 PPPoE sessions

Supports Classical IP over ATM (CLIP or also referred to as RFC1577 or IPoA)

Cost effective ADSL2+ modem designed as a full-featured ADSL router
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1.2 Specifications

ADSL Compliance

Support Multi mode standards (ANSI T1.413 Issue 2, G.dmt, G.lite)
ADSL2 G.dmt.bis (G.992.3)

ADSL? G lite.bis (G.992.4)

ADSL2+ (G.992.5)

Reach Extended ADSL (RE ADSL)

ATM Protocols

® 8 PVC Support

® Adaptation Layers AAL5, AAL2 and AALO Support
® OAM F4/F5 Loop Back

PPP Support

® PPP over ATM PVC (RFC 2364&RFC1577)

® PPP over Ethernet (RFC 2516)

® PAP (Password Authentication Protocol), CHAP (Challenge Handshake Authentication Protocol) and
MS-CHAP (Microsoft Challenge Handshake Authentication Protocol)

Bridge Mode

® RFC 1483 Bridge

® |EEE 802.1D transparent bridging
® Bridge Filtering

Router Mode

RFC 1483 Route

IPoA (RFC1577)

RIP 1 & 2 supported

DHCP (RFC1541) Server, Relay and Client

Network Address Translation (NAT)/ Network Address Port Translation (NAPT)
DNS relay

IGMP v1 and v2

ToS supported

Quiality of Service (Qo0S)

® Constant Bit Rate (CBR), Real-Time Variable Bit Rate (VBR-rt)
® Non-Real-Time Variable Bit Rate (VBR-nrt)

® Unspecified Bit Rate (UBR)

Management

® Remote / Local configuration & management
® \Web/ Telnet configuration & management

® Firmware upgrade through web management
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2. ATU-R150 Overview

Your ATU-R150 has connection ports and LEDs. The features are listed below.

2.1 Ports and Buttons

[ I ] *

ADSL Reset LAN Power

ADSL: This is the WAN interface which connects directly to your phone line.

LAN (Local Area Network) port(s): Connect to Ethernet network devices, such as a PC, hub, switch, or IP
sharing device.

Power: Connect the power adapter that came with the ATU-R150. Using a power supply with a different
voltage rating will damage this product. Make sure to observe the proper power requirements. The power
adapter requirement is 9 volts AC, 1A (1000mA).

Reset: The Reset button will either reboot the ATU-R150 or cause it to return to its factory default settings.
To reboot the modem, momentarily press the reset button and after about 30 seconds the ATU-R150 will
become operational again. To reset to the factory defaults for the ATU-R150, simply press the reset button
for more than 5 seconds and then release. The ATU-R150 will be reset to its factory defaults and after about
30 seconds the ATU-R150 will become operational again.
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2.2 LED Description

INTERNET/PPP WAN LAN POWER

Power LED: This LED stays lit to indicate the system is powered on properly.

LAN LED: This LED is lit when a connection is established to the LAN port and flashes when the LAN port is
sending/receiving data.

WAN LED: This LED is lit when the WAN connection is established and flashes when the WAN port is
sending/receiving data..

Internet/PPP LED: This LED is lit when a PPPoE connection is established.

2.3 Installing your ATU-R150

1. Locate an optimum location for the ATU-R150.
2. For connections to the Ethernet and DSL interfaces, refer to the Quick Installation Guide.

3. Connect the AC Power Adapter. Depending upon the type of network, you may want to put the power
adapter on an uninterruptible power supply (UPS). Only use the power adapter supplied with the ATU-
R150. A different adapter may damage the product.

Now that the hardware installation is complete, continue on to set up your ATU-R150.

10
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3. Setting up your ATU-R150

This section guides you through configuring your ATU-R150. The ATU-R150 is shipped with a standard
default bridge configuration. Most users would want to change the ATU-R150 from a bridge to a router.
Before setting up your ATU-R150, make sure you have followed the Quick Installation Guide. You should
have your computers configured for DHCP mode and have proxies disabled on your browser. If you access
the router using your web browser and see a log-in redirection page instead of the Log In page, check your
browser’s settings to verify that JavaScript is enabled. Also, if you do not get the page as shown below, you
may need to delete your temporary Internet files by flushing the cached web pages.

3.1 Logon to your ATU-R150

Use the following procedures to logon to your ATU-R150.

1. Open your web browser.
You may get an error message. This is normal. Continue on to the next step.

2. Type the default IP address of the ATU-R150 192.168.1.1 and press Enter.
The Log In page appears.

Please Log In to continue.

Log In

Username: Admin

Password: sesss

3. Enter the following information:
®  User Name: Admin
® Password: Admin
Note: Both fields are case-sensitive. Admin is the default value. The login name and password can be
changed later on using the Tools/User Management menu options.

4. Click Log In.
The main page appears.

11



Chapter 3 Configuration

3.2 Home Page

The first page is the Home page. From this page you can perform the following tasks:

®  Setup the ATU-R150 (configure the LAN and WAN connection(s).
® Configure the advanced configuration options within the ATU-R150 (security, routing, and filtering).
®  Obtain the status of the ATU-R150.
® View the extensive online help.
HOME
Setup Advanced Tools Status Help
The Setup section The Advanced section The Tools sedion lets The Status section The Help section
allows you to create new | lets you configure you carry out spstem dizplays statusz, log and | provides information on
connections, edit advanced features like |cormrnands and performn | statiztical information configuration and
existing connedctions, RIP, Firewall, MAT, sirnple system tests, far all connedctions and settings for each
and configure othear UPnP, IGMP, Bridge interfaces, saction.
bazic settings, Filtars, and LAM clients,

Status Information
[HEE

Systern Uptirne: 0 hours 10 minutes [ Ethernet: Connected
DSL Status: Connected Software Version: T370A,.060509a1_35
LS50 Speed: Siz/z048kbps Temporary access Update: Disabled

[ Log Out | Refresh |

The basic layout of the Home page consists of a page selection list across the top of the browser window.
The lower center part of the page displays the ATU-R150 status, connection information, and other useful
information. The center part of the display provides descriptions of the options supported on the other web
interface pages.

12
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3.3 Setup

To setup your ATU-R150 with a basic configuration, from the Main page, select Setup . The figure below
illustrates the Setup page. The page is divided into two subsections: the LAN Setup and the WAN Setup.

SETUP

The Setup zection allaws vou to create new connections, edit existing connections, and configure ather
baszic settings.

LAN Setup

LAN Select to assign physical interfaces to LAN and configure
Configuration LaM IP address, LAMW DHCP Server

WAN Setup

New Connection Select to configure 2 new connection.

Modem Select to setup your roder,

Before configuring the ATU-R150, there are several concepts that you should be familiar with on how your
new ATU-R150 works. Please take a moment to familiarize yourself with these concepts, as it should make
the configuration much easier.

3.3.1 Wide Area Network (WAN) Connection
On one side of the ATU-R150 is the WAN interface, also referred to as a broadband connection. This WAN
connection is different for every WAN service provider. Most of the configuration you perform is for the WAN
connection.

3.3.2Local Area Network (LAN) Connection
On the other side of the ATU-R150 are LAN interfaces. This is where local hosts are connected. The ATU-
R150 is normally configured to automatically provide all the hosts on the LAN network with IP addresses.

3.4 Configuring the WAN

Before the ATU-R150 passes any data between the LAN interfaces and the WAN interface, the WAN side of
the ATU-R150 must be configured.

You need some (or all) of the information outlined below before you can properly configure the WAN:

®  Your DSL line virtual path identifier (VPI) and virtual channel identifier (VCI)

® Your DSL encapsulation type and multiplexing

®  Your DSL training mode (default is MultiMode)

For PPPoA or PPPoOE users, you also need these values from your ISP:
®  Your username and password

For RFC 2684 Static connections, you may need these values from your ISP:
®  Your fixed WAN IP address

®  Your subnet mask

®  Your default gateway

® A set of three DNS IP addresses

13
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Since multiple users can use the ATU-R150, the ATU-R150 can simultaneously support multiple connection
types; hence, you must set up different profiles for each connection. The ATU-R150 supports the following
protocols:

RFC 2516 PPPoE

RFC 2364 PPPoA

RFC 2684 Static

Dynamic host configuration protocol (DHCP)

Bridged

RFC 2225 classical IP over ATM (CLIP)

You can create up to eight WAN connections.

3.4.1 Setup a WAN Connection (New Connection)
A new WAN connection is a virtual connection over the physical DSL connection. Your ATU-R150 can
support up to eight different (unique) virtual connections. If you have multiple different virtual connections,
you may need to use the static and dynamic routing capabilities of the ATU-R150 to pass data correctly.
Before you make a new WAN connection, you should make sure you have a available DSL connection.

PPPoE

PPP, or point-to-point protocol, is a method of establishing a network connection/session between network
hosts. PPPOE is a protocol for encapsulating PPP frames in Ethernet frames and is described in RFC 2516.
PPPOE provides the ability to connect to a network of hosts over a simple bridging access device to a remote
access concentrator. With this model, each ATU-R150 uses its own PPP stack. Access control, billing, and
type of service control can all be done on a per-user rather than per-site basis.

The default New Connection Setup page, which defaults to the PPPoE Connection Setup page. Notice this
page can be logically divided into three sections:

®  Section A includes settings specific to the connection type

®  Section B (VLAN settings)

® Section C (PVC settings) remains the same for all six connection types.

For other connection types, we will focus on the fields in Section A.

SETUP

PPPoE Connection Setup

Mame: || B Type: | PPPoE + Sharing: | Disahle
Mew Connection Options: @ MaT M Firewall WLAM 10 Friority Bits:
A c
PPP Settings P¥LC Settings
Username: |username P!
Password: eeses VPI: |0
Idle Timeout: SEecs WCI (D
Keep alive: |10 min Qos: |UBR »
Authentication: (& Auto O CHAP O PAP PCR: tps
MTLU: |1492 bytes SCR: —
oOn Demand: [ Default Gateway: Ef
Enforce MTU: M Debug: O MBS: cells
PPP Unnurmbered: [ valid Re: [0 Lan: COVT: usecs
Host Trigger: [ |_| ;‘\L:ED:D

14
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At the Setup main page, click New Connection .
The default PPPoE Connection Setup page is displayed.

In the Name field, enter a uniqgue name for the PPPoE connection.
The name must not have spaces and cannot begin with numbers. In this example, the unique name is
PPPOE.

The Network Address Translation  (NAT) and the Firewall options are enabled by default. Leave
these in the default mode.

Note: NAT enables the IP address on the LAN side to be translated to IP address on the WAN side. If
NAT is disabled, you cannot access the Internet.

If you want to enable VLAN, refer to the table below to configure the following fields:
®  Sharing: Select VLAN to enable the VLAN ID and Priority Bits fields.

® VLAN ID: Enter the VLAN ID.

®  Priority Bits: Select the priority bits of the VLAN.

In the PPP Settings section, enter values from DSL service provider or your ISP.

In the PVC Settings section, enter values for the VPI and VCI.
Note: Your DSL service provider or your ISP supplies these values. In this example, the DSL service
provider is using 0,33.

Select the Quality of Service (QoS).
Leave the default value if you are unsure or if the ISP did not provide this information.

Click Apply to complete the connection setup. This temporarily activates this connection.

SETUP

PPPoE Connection Setup

Options: @ MaT M Firewall WLAN 10 Priority Bits:

Mame: || Type: | PPPoE + Sharing: | Disahle

PPP Settings P¥LC Settings
Username: |username P!
Password: eeses VPI: |0
Idle Timeout: SEecs WCI (D
Keep alive: |10 min Qos: |UBR »
Authentication: (& Auto O CHAP O PAP PCR: tps
MTL: | 1492
oOn Demand: [ e Default Gateway: Ef SeR e
Enforce MTU: Debug: [ MBS: cells
PPP Unnurmbered: [ valid Re: [0 Lan: COVT: usecs
Host Trigger: [ |:| SR\.L:EDD

9.

A new link is created for this connection in the left-hand column. You can connect, disconnect, apply,
delete, or cancel this connection using the buttons at the bottom of this page.

Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

To make the change permanent, click Tools at the top of the page and select System Commands .

10. At the System Commands page, click Save All .

15
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11. To check the status, click Status at the top of the page and select Connection Status . The figure
below shows the Connection Status page.

Connection Status

Description  Type 1P State Online Disconnect Reason
PPPOE pppoe  Mj4  Not Connected 0 DSL Line is Disconnected

| Refresh
Field Description (Section A)
Field Definition/Description
Username Your user name for the PPPoE access provided by your DSL service

provider or your ISP. This field is alpha-numeric and the maximum length is
64 characters. It cannot start with a number. The character type restrictions
do not apply for CLI-based configuration.

Password Your password for the PPPoE access provided by your DSL service
provider or your ISP. This field is alpha-numeric and the maximum length is
128 characters. The character type restrictions do not apply for CLI-based
configuration.

Idle Timeout Specifies that PPPoE connection should disconnect if the link has no
activity detected for n seconds. This field is used in conjunction with the
On-Demand feature and is enabled only when the On Demand field is
checked. To ensure that the link is always active, enter a 0 in this field.
You can also enter a value larger than 10 (secs).

Keep Alive When the On Demand option is not enabled, this value specifies the time
to wait without being connected to your provider before terminating the
connection. To ensure that the link is always active, enter a 0 in this field.
You can also enter any positive integer value in this field.

Authentication Three authentication options are available:

® Auto

® Challenge handshake authentication protocol (CHAP)

® Password authentication protocol (PAP)

Microsoft CHAP v2 is also supported in the Auto and CHAP options.
However, MS CHAP v1 is not supported.

MTU Maximum transmit unit the DSL connection can transmit. It is a negotiated
value that packets of no more than n bytes can be sent to the service
provider. The PPPoE interface default MTU is 1492 (max) and PPPoA
default MTU is 1500 (max). The minimum MTU value is 64.

On Demand Enables On Demand mode. The connection disconnects if no activity is
detected after the specified idle timeout value. When checked, this field
enables the following fields:

® |dle Timeout

®  Host Trigger

® Valid Rx

Default Gateway |If checked, this WAN connection acts as the default gateway to the
Internet.

Enforce MTU This feature is enabled by default. It forces all TCP traffic to conform with

PPP MTU by changing TCP maximum segment size to PPP MTU. If itis
disabled, you may have issues accessing some Internet sites.

16
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Debug Enables PPPoE connection debugging facilities. This option is used by ISP
technical support and ODM/OEM testers to simulate packets going through
the network from the WAN side.

PPP PPP Unnumbered is a special feature. It enables the ISP to designate a

Unnumbered block of public IP addresses to the customer where it is statically assigned
on the LAN side. PPP Unnumbered is, in essence, like a bridged
connection.

LAN The LAN field is associated with the PPP Unnumbered field and is enabled

when the PPP Unnumbered field is checked. You can specify the LAN
group the packets need to go to when the PPP Unnumbered feature is
activated.

Field Description (Section B)

Field Definition/Description

Sharing The following options are available:

® Disable: Disables connection sharing.

® Enable: Enables connection sharing.

® VLAN: The VLAN ID and Priority Bits fields are activated when VLAN is
selected, which enable you to create VLAN.

VLAN ID  |VLAN Identification. Multiple connections over the same PVC are supported,
which requires the WAN network to have VLAN support and for the DSLAMS and
Routers on the ISP to handle VLAN Tags.

Extended support is also available, which allows multiple connections to be
placed over the single PVC without VLAN support (VLAN Tag of 0 is this special
case). In this mode of operation, a received packet is flooded on all the
connections that reside over it.

Priority Priority is given to a VLAN connection from 0-7. All packets sent over the VLAN
Bits connection have the Priority bits set to the configured value.

Field Description (Section C)

Field Definition/Description

PVC |Permanent virtual circuit. This is a fixed virtual circuit between two users.
It is the public data network equivalent of a leased line. No call setup or clearing
procedures are needed.

VPI Virtual path identifier, equivalent to the virtual path connection (VPC).

VCI Virtual channel identifier. A 16-bit field in the header of an ATM cell. The VCI,
together with the VPI, is used to identify the next destination of a cell as it passes
through to the ATM switch.

QoS |Quality of service, a characteristic of data transmission that measures how accurately

and how quickly a message or data is transferred from a source host to a destination

host over a network. The three QoS options are:

® Undefined Bit Rate (UBR): When UBR is selected, the PCR, SCR, MBS, and
CDVT fields are disabled.

® Constant Bit Rate (CBR): When CBR is selected, the PCR and CDVT fields are
enabled.

® Variable Bit Rate (VBR): When VBR is selected, the PCR, SCR, MBS, and
CDVT fields are enabled.

PCR |Peak Cell Rate, measured in cells/sec, is the cell rate which the source may never

exceed.

SCR |Sustained cell rate, measured in cells/sec, is the average cell rate over the duration

of the connection.

MBS |Maximum burst size, a traffic parameter that specifies the maximum number of cells

that can be transmitted at the Peak Cell Rate.

CDVT |Cell delay variation tolerance, the maximum amount of cell delay variation that can

be accommodated. Cell delay variation measures the random inter-arrival times of

cells within an ATM connection due to cell transfer delay caused by buffering,

multiplexing, and so on.
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Auto  |Auto-Sensing permanent virtual circuit. The overall operation of the auto-sensing
PVC |PVC feature relies on end-to-end OAM pings to defined PVCs. There are two groups
of PVCs: customer default PVCs which are defined by the OEM/ISP and the backup
PVCs. The customer default must have 0/35 as the first default PVC. The backup list
of PVCs must be of the following VPI/VCI: 0/35, 8/35, 0/43, 0/51, 0/59, 8/43, 8/51,
and 8/59. The list of PVCs is defined in XML and is configurable. The Auto-Sensing
PVC feature itself is also configurable in that the auto-search mechanism can be
disabled.

Upon DSL synchronization, end-to-end OAM pings will be conducted for every
defined PVC. The result of the pings will be recorded in an array for later use to
determine the usability of the particular PVC for connectivity. This list helps the PVC
manage the available PVC for use, and needs to be synchronized with connections
made without Auto-Sensing PVC. Update to this list is performed for any change in
DSL synchronization.

During connection establishment, the PVC module will first search through the list of
defined default PVCs. If a PVC is found from the default list that is ping-able and not
in use, the PVC module will update for that particular PVC as in-use from the list and
continues processing. If a PVC is not found in the default, the backup PVC list is
used. If no PVC is found again, the module will let the end-user know that no
available VCC was found.

With the connection established, the PVC is stored in flash as the connection default
PVC. Therefore upon reboot, this PVC is automatically chosen as the PVC for that
connection. This saved PVC in environment space of flash overrides the PVC
connection saved in XML configuration space of flash for that connection. During the
connection establishment processing, the saved PVC will be checked to see whether
a connection can be made with the PVC. If the PVC is OAM ping-able, the
connection process continues. If the PVC is not OAM ping-able, the search for an
available PVC starts. The process of PVC selection is the same as described above.
The list of default PVCs and backup PVCs need to be global for the management of
all connections, non Auto-Sensing PVC connection, as well as, Auto-Sensing PVC
connections. These lists allow the end-users to establish connectivity without keeping
track of the PVC used.
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PPPoA Connection Setup

PPPOA is also known as RFC 2364. It is a method of encapsulating PPP packets in ATM cells that are
carried over the DSL line. PPP, or point-to-point protocol, is a method of establishing a network
connection/session between network hosts. It usually provides a mechanism of authenticating users. Logical
link control (LLC) and virtual circuit (VC) are two different methods of encapsulating the PPP packet. Contact
your ISP to determine which encapsulation is being used on your DSL connection.

SETUP

PPPo A Connection Setup
Name; |PPPOA Type: | PPFoA » Sharing:
Options: @ MaT @ Firewall WLAN 10 Pricrity Bits:
PPP Settings PY¥C Settings
Encapsulation: ® LLCO wC PC
Username: (usemame ver:|n
Password: (eesss
Wil 33
Idle Timeout:
secs Qos: [UBR
Keep alive: |10 i
i mn PCR: g8
authentication: (8 Auto O CHAR O PAR
SCR:
MTU: [1500 | bytes s
On Demand: [J Default Gateway: Ef MBS: cells
Debug: O COVT: UEEES
PPP Unnurnbered: [ Walid Rx: 0] LAM: Auto O
Host Trigger: (0 [Eaniii] Prc

To configure the ATU-R150 for PPPOA:

1.
2.

On the Setup main page, click New Connection .
The default PPPoE Connection Setup page isdisplayed.

From Type drop-down box, select PPPoA.
The default PPPoA Connection Setup page is displayed.

Enter a unique name for the PPPOA connection in the Name field.
The name must not have spaces and cannot begin with numbers. In this example, the unique name is
PPPOA.

The Network Address Translation  (NAT) and the Firewall options are enabled by default. Leave
these in the default mode.

If you want to enable VLAN, refer to the table on section 3.4.1 to configure the following fields:
®  Sharing: Select VLAN to enable the VLAN ID and Priority Bits fields.

® VLAN ID: Enter the VLAN ID.

®  Priority Bits: Select the priority bits of the VLAN.

In the PPP Settings section, select the encapsulation type (LLC or VC).
Note: If you are not sure, just use the default mode.

In the PVC Settings section, enter values for the VPI and VCI.
Note: Your DSL service provider or your ISP supplies these values. In this example, the DSL service
provider is using 0,33.

Select the Quality of Service (Qo0S). Leave the default value if you are unsure or if the ISP did not
provide this information.

The PCR, SCR, MBS, and CDVT fields are enabled/disabled depending on the QoS selection. Enter
the values provided by the ISP or leave the defaults.

Click Apply to complete the connection setup. This temporarily activates this connection.

A new link has been created for this connection in the left-hand column. You can connect, disconnect,
apply, delete, or cancel this connection using this page by clicking the Connection Name to return to its
Connection Setup page.

Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.
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10. To make the change permanent, click Tools at the top of the page and select System Commands .
11. At the System Commands page, click Save All .
12. To check the status, click Status and select Connection Status .

Field Description

Field Definition/Description

Encapsulation The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet would contain a header from the
data link layer, followed by a header from the network layer (IP), followed
by a header from the transport layer (TCP), followed by the application
protocol data. Two options are provided: Logical Link Control (LLC) and
Virtual Channel (VC).

Username Your user name for the PPPoA access provided by your DSL service
provider or your ISP. This field is alpha-numeric and the maximum length is
64 characters. It cannot start with a number. The character type restrictions
do not apply for CLI-based configuration.

Password Your password for the PPPoA access provided by your DSL service
provider or your ISP. This field is alpha-numeric and the maximum length is
128 characters. The character type restrictions do not apply for CLI-based
configuration.

Idle Timeout Specifies that the PPPoA connection should disconnect if the link has no
activity detected for n seconds. This field is used in conjunction with the On
Demand feature. To ensure that the link is always active, enter a 0 in this
field. You can also enter a value larger than 10 (secs).

Keep Alive When the On Demand option is not enabled, this value specifies the time
to wait without being connected to your provider before terminating the
connection. To ensure that the link is always active, enter a 0 in this field.
You can also enter any positive integer value in this field.

Authentication Three authentication options are available:

® Auto

® Challenge Handshake Authentication protocol (CHAP)

® Password Authentication Protocol (PAP)

Microsoft CHAP v2 is also supported in the Auto and CHAP options.
However, MS CHAP v1 is not supported.

MTU Maximum transmit unit the DSL connection can transmit. It is a negotiated
value that packets of no more than n bytes can be sent to the service
provider. The PPPoE interface default MTU is 1492 (max) and PPPoA
default MTU is 1500 (max). The minimum MTU value is 64.

On Demand Enables On Demand mode. The connection disconnects if no activity is
detected after the specified Idle Timeout value.

Default Gateway |If checked, this WAN connection acts as the default gateway to the
Internet.

Debug Enables PPPoA connection debugging facilities. This allows the ISP
technical support and ODM/OEM testers to simulate packets going through
from WAN side.

For VLAN and PVC field descriptions, please refer to section 3.4.1.
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Static Connection Setup

Static connection type is used whenever a known static IP address is assigned to the ATU-R150. Additional
addressing information such as the subnet mask and the default gateway must also be specified. Up to three
domain name server (DNS) addresses can be identified. These servers resolve the name of the computer to
the IP address mapped to it and thus enable you to access other web servers by typing the symbolic name
(host name).

SETUP

Static Connection Setup

Mame: |STATIC Type: |Static w Sharing: | Disahle

Options: @ MaT W Firewall VLAN ID: Priority Bits:

Static Settings PYC Settings
Encapsulation: ® LLC O wiC

IP Address:|0.0.0.0

PWC:

WPI |0
Mask:

WiCT: | 33
Default Gateway:

0ns: | UBR b
DMS 1:

DNS 2: RCR: 595
DMS 3 SC tps
Mode: ® Bridged O Routed MBS: cells
COWT: usecs
Auto PYC: [

1. Atthe Setup main page, click New Connection .
The default PPPoE Connection Setup page is displayed.

2. Atthe Type field select Static.
The Static Connection Setup page is displayed.

3. Inthe Name field, enter a unique name for the Static connection.
The name must not have spaces and cannot begin with numbers. In this example, the unique name is
Static.

4. The Network Address Translation (NAT) and the Firewall options are enabled by default. Leave
these in the default mode.

5. Inthe Static Settings section, select the Encapsulation Type (LLC or VC).
Note: If you are not sure, just use the default mode.

6. Based upon the information your DSL/ISP provided, enter your assigned IP Address , Subnet Mask ,
Default Gateway (if provided), and Domain Name Services (DNS) values (if provided).

[. For the static configuration, you can also select a Bridged connection or a Routed connection.

8. InthePVC Settings section, enter values for the VPI and VCI.

Note: Your DSL service provider or your ISP supplies these values. In this example, the DSL service
provider is using 0,33.

9. Selectthe Quiality of Service (Qo0S). Leave the default value if you are unsure or if the ISP did not
provide this information.
The PCR, SCR, MBS, and CDVT fields are enabled/disabled depending on the QoS selection. Enter
the values provided by the ISP or leave the defaults.

10. click Apply to complete the connection setup. This temporarily activates this connection.
A new link has been created for this connection in the left-hand column. You can apply, delete, or
cancel this connection using the buttons on this page.
A new link is created for this connection in the left-hand column. You can connect, disconnect, apply,
delete, or cancel this connection using the buttons at the bottom of this page.
Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

11. To make the change permanent, click Tools at the top of the page and select System Commands .
12. Atthe System Commands page, click Save All .
13. To check the status, click Status at the top of the page and select Connection Status .
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Field Description

Field Definition/Description

Encapsulation |The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet would contain a header from the
data link layer, followed by a header from the network layer (IP), followed by a
header from the transport layer (TCP), followed by the application protocol
data. Two options are provided: Logical Link Control (LLC) and Virtual Channel

(VC).

IP Address IP address of the static connection provided by the ISP.

Mask Subnet mask provided by your ISP.

Gateway The IP address of your gateway provided by the ISP.

Default The IP address of the default gateway to the Internet provided by the ISP.

Gateway

DNS Domain name server IP address provided by your ISP. You can configure up
to three DNS IP addresses.

Mode Two modes are available: Bridged and Routed.

For VLAN and PVC field descriptions, please refer to section 3.4.1.
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DHCP Connection Setup
DHCP allows the ATU-R150 to automatically obtain the IP address from the server. This option is commonly
used in situations where the IP is dynamically assigned and is not known prior to assignment.

9.

SETUP

DHCP Connection Setup

Mame: |[DHCF Type: | DHCE  » Sharing: Disahle v
Options: W HAT @ Firewall WLAN 1D Priority Bits:
DHCP Settings P¥C Settings

Encapsulation: @ LLC O wiC

1P Address:
Mask: WP |0

PiC:

Gateway! WCI |33

Default Gateway: [J Qos: |UBR v

[ Renew [ Release | PCR: mE
SR cps
MBS: cells
COVT: usecs
Auto PVC: )

On the Setup main page, click New Connection .
The default DHCP Connection Setup page is displayed.

From the Type drop-down box, select DHCP.
The default DHCP Connection Setup page is displayed.

Enter a unique name for the DHCP connection in the Name field.
The name must not have spaces and cannot begin with numbers. In this example, the unique name is
DHCP.

The Network Address Translation  (NAT) and the Firewall options are enabled by default. Leave
these in the default mode.

If your DSL line is connected and your DSL/IPS provider is supporting DHCP, you can click Renew and
the ATU-R150 retrieves an IP Address, Subnet Mask, and Gateway Address.

At any time, you can release the DHCP address by clicking Release, and renew the DHCP address by
clicking Renew.

Under PVC Settings, enter values for the VPI and VCI.
Note: Your DSL service provider or your ISP supplies these values. In this example, the DSL service
provider is using 0,33.

Select the Quality of Service (Qo0S). Leave the default value if you are unsure or if the ISP did not
provide this information.

The PCR, SCR, MBS, and CDVT fields are enabled/disabled depending on the QoS selection. Enter
the values provided by the ISP or leave the defaults.

Click Apply to complete the connection setup. This temporarily activates this connection.

A new link has been created for this connection in the left-hand column. You can apply, delete, or
cancel this connection using the buttons on this page.

Note: The changes take effect when you click Apply; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

To make the change permanent, click Tools at the top of the page and select System Commands .

10. At the System Commands page, click Save All .
11. To check the status, click Status at the top of the page and select Connection Status .
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Field Description

Field Definition/Description

Encapsulation The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet would contain a header from the
data link layer, followed by a header from the network layer (IP), followed
by a header from the transport layer (TCP), followed by the application
protocol data. Two options are provided: Logical Link Control (LLC) and
Virtual Channel (VC).

IP Address IP address assigned by the DHCP server.

Mask The subnet mask assigned by the DHCP server.

Gateway The IP address of your gateway.

Default Gateway |If checked, this WAN connection acts as the default gateway to the
Internet.

For VLAN and PVC field descriptions, please refer to section 3.4.1.

24



Bridged Profile and Connection

Chapter 3 Configuration

A pure bridged connection does not assign any IP address to the WAN interface. NAT and firewall rules are
not enabled. This connection method makes the ATU-R150 act as a bridge for passing packets between the

WAN interface and the LAN interface.

SETUP

Bridged Connection Setup

Mame: |BRIDGE Type: |Bridge Sharing: Disahle v

Optians: VLAN 1D Priority Bits:

Bridge Settings P¥C Settings
Encapsulation: @ LLC O wC P
Select LAanM: LAN group 1 % wPL |0
WCI: |33

Qos: |LUBR v

PR cps
SR cps
MBS: cells

COVT: usecs

Auto PVC: )

1. oOnthe Setup main page, click New Connection .
The default PPPoE Connection Setup page is displayed.

2. From Type drop-down box, select Bridge .
The default Bridged Connection Setup page is displayed.

3. Entera unique name for the Bridged connection in the Name field.

The name must not have spaces and cannot begin with numbers. In this example, the unique name is

Bridge.

4. The Network Address Translation (NAT) and the Firewall options are enabled by default. Leave
these in the default mode.

5. Inthe Bridge Settings section, select the Encapsulation Type (LLC or VC).
Note: If you are not sure, just use the default mode.

6. Inthe PVC Settings section, enter values for the VPI and VCI.

Note: Your DSL service provider or your ISP supplies these values. In this example, the DSL service

provider is using 0,33.

7. Selectthe Quiality of Service (Qo0S). Leave the default value if you are unsure or if the ISP did not
provide this information.

The PCR, SCR, MBS, and CDVT fields are enabled/disabled depending on the QoS selection. Enter

the values provided by the ISP or leave the defaults.

8. Click Apply to complete the connection setup. This temporarily activates this connection.
A new link has been created for this connection in the left-hand column. You can apply, delete, or
cancel this connection using this page.
Note: The changes take effect when you click Apply; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

9. Tomake the change permanent, click Tools at the top of the page and select System Commands .
10. At the System Commands page, click Save All .
11. To check the status, click Status and select Connection Status .
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Field Description

Field Definition/Description

Encapsulation |The technique used by layered protocols in which a layer adds header
information to the protocol data unit (PDU) from the layer above. As an
example, in Internet terminology, a packet would contain a header from the
data link layer, followed by a header from the network layer (IP), followed by
a header from the transport layer (TCP), followed by the application protocol
data. Two encapsulation options are provided:

® Logical Link Control (LLC)

® Virtual Channel (VC)

Select LAN Select the LAN group for the bridged connection. The following options are
available:

® [ANGroup1l

® LAN Group 2

® LAN Group 3

® None

This bridged connection will be added to the selected LAN group. If you
select None, the connection is not added to any LAN group but to the
Interfaces box on the LAN Configuration page, which can be configured to
a LAN group on the same page.

For VLAN and PVC field descriptions, please refer to section 3.4.1.
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Classical IP over ATM Connection Setup

CLIP (aka. IPoA), defined in RFC 2225, provides the ability to transmit IP packets over an ATM network. This
ATU-R150’s CLIP support encapsulates an IP datagram in an AAL5 PDU frame using RFC 2225 and it uses
an ATM-aware version of the address resolution protocol (ATMARP). Its CLIP support only allows support for
PVCs, SVCs are not supported by the ATU-R150.

SETUP

CLIP Connection Setup
Mame: |CLIP Type: | CLIP v Sharing:
Options: W HAT @ Firewall WLAN 1D Priority Bits:
CLIP Settings PYC Settings
1P Address: PvC:
Mask: WPL: (0
ARP Server: WCI |33
Default Gateway: Qns: |LUBR b
PCR: cps
SCR: ps
MBS: cells
COVT: usecs
Auto PYC: [
I | | | |

1. Onthe Setup main page, click New Connection .
The default PPPoE Connection Setup page is displayed.

2. From Type drop-down box, select CLIP.
The default CLIP Connection Setup page is displayed.

Enter a unique name for the static connection in the Name field.

The name must not have spaces and cannot begin with numbers. In this example, the unique name is
Clip.

The Network Address Translation  (NAT) and the Firewall options are enabled by default. Leave
these in the default mode.

Based upon the information your DSL/ISP provided, enter your assigned IP Address , Mask, ARP
Server, and Default Gateway .

In the PVC Settings section, enter values for the VPI and VCI.
Note: Your DSL service provider or your ISP supplies these values.

Select the Quality of Service (Qo0S); leave the default value if you are unsure or if the ISP did not
provide this information.

The PCR, SCR, MBS, and CDVT fields are enabled/disabled depending on the QoS selection. Enter
the values provided by the ISP or leave the defaults.

8. Click Apply to complete the connection setup. This temporarily activates this connection.
A new link has been created for this connection in the left-hand column. You can apply, delete, or
cancel this connection using this page.
Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

9. Tomake the change permanent, click Tools at the top of the page and select System Commands .
10. At the System Commands page, click Save All .
11. To check the status, click Status at the top of the page and select Connection Status .

w

N o g b

27



Chapter 3 Configuration

Field Description

Field Definition/Description

IP Address IP address of the CLIP connection provided by your ISP.

Mask Subnet mask provided by your ISP.

ARP Server IP address of the Address Resolution Protocol (ARP) server provided by
your ISP.

Default Gateway |If checked, this WAN connection acts as the default gateway to the
Internet.

For VLAN and PVC field descriptions, please refer to section 3.4.1.

3.4.2 Modify an Existing Connection

1. oOnthe Setup main page, select the connection you want to modify from the left-hand column.
The connections are listed as Connection 1 through Connection 8.
Note: Up to eight WAN connections of all types are supported.

2. Make modifications on the individual connection page.
Note: Some fields are disabled after initial creation.

3. Click Apply to temporarily activate the changes you made.
Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

4. Tomake the change permanent, click Tools at the top of the page and select System Commands .
5. Atthe System Commands page, click Save All .
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The Modem Setup page allows you to select any combination of DSL training modes.

LAN Setup
LAN Configuration
WAN Setup
New Connection

Modem

Log Dut

HOME SETUP ADVANCED

TOOLS

STATUS

HELP

Modem Setup

Select the modulation type.

O NO_MODE
o ADSL_G.dmt
o aDsL_Glite
# 2DSL_G.dmt.his
W ADSL_G.dmt.his_DELT
™ 205U _2plus
o 4D5L_2plus_DELT
ﬁ ADSL_re-adsl
o 205L_re-adsl_DELT
[ ADSL_AMSI_T1.413
o MULTI_MODE
ADSL_G.dmt.bis_anxl
ADSL_G.drt.bis_anx]
O aDsSL_G.dmt.his_anxk
ADSL_2plus_an=l
ADSL_2plus_anxd
O ADSL_2plus_snsxk
G.shds|
ID5L
HDSL
SDSL
WDSL
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3.5 Configuring the LAN

The LAN can be configured with static IP address, dynamic IP address, or be unmanaged (no IP).

———————
LAN Setup

LAN Configuration

WAN Setup
Mew Connection
Modem

Log Out

TOOLS ~ STATUS

HOME SETUP ADVANCED

LAN Configuration

Chapter 3 Configuration

HELP

Interfaces
LAN group 1
e [Use
Ethernet )
Configure
LAN group 2
[Chopty |

3.5.1LAN Group Configuration
The LAN Group Configuration page allows you to configure settings for each defined LAN group.
Notice that you can also view the status of advanced services that can be applied to this LAN group. A green
status indicates that the services have been enabled, while a red status indicates that the service is currently

disabled.

LAN Setup
LAN Configuration
WAN Setup
New Connection

Modem

Log Out

RN  ADVANCED STATUS

HOME TooLs

HELP

LAN Group 1 Configuration

IP Settings Services Status
OUnmanaged IF Filters @
Oyobtain an IP address automatically aridge @
IP Address: I:I i FRIEETE
UPnP @
Metmask: CIieer;:E @
OFRPP IF Address Static
IP Address: RENHAE
®Use the following Static IP address
IP Address:
Metrnask:
Default Gateway: I:l
Host Name:
(®) Enable DHCP Server [0 Assign ISPDMNS,SHNTP
Start Ip:
End 1o
Lease Time: Seconds
() Enable DHCP Relay
Relay IP:
O server and Relay Off
ooty |




Field Description
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Category/Field

Field

Definition/Description

Unmanaged

Unmanaged is a state when the LAN group is not configured
and no IP address has been assigned to the bridge.

Obtain an IP
address
automatically

When this function is enabled, your ATU-R150 acts like a client
and requests an IP address from the DHCP server on the LAN
side.

IP Address

You can retrieve/renew an IP address from the DHCP server
using the Release and Renew buttons.

Netmask

The subnet mask of your Gateway.

PPP IP Address

Enables/disables PPP unnumbered feature.

IP Address

The IP address should be different from, but in the same
subnet as the WAN-side IP address.

Use the
following Static
IP address

This field enables you to change the IP address of the ATU-
R150.

IP Address

The default IP address of the ATU-R150 is 192.168.1.1.

Netmask

The default subnet mask of your ATU-R150 is 255.255.255.0.
This subnet allows the ATU-R150 to support 254 users. If you
want to support a larger number of users you can change the
subnet mask.

Default
Gateway

The default gateway is the routing device used to forward all
traffic that is not addressed to a station within the local subnet.
Your ISP provides you with the IP address of the default
gateway.

Host Name

The host name is used in conjunction with the domain name to
uniquely identify the ATU-R150. It can be any alphanumeric
word that does not contain spaces.

Domain The domain name is used in conjunction with the host
name to uniquely identify the ATU-R150. To access the web
pages of the ATU-R150 you can type 192.168.1.1 (the IP
address) or mygatewayl.ar7 (Host Name.Domain).

Enable DHCP
Server

Enables/disables DHCP. By default, your ATU-R150 has the
DHCP server (LAN side) enabled. If you already have a DHCP
server running on your network, you must disable one of the
two DHCP servers.

Assign ISP
DNS,
SNTP

Enable/disables the Assign ISP DNS, SNTP feature when the
DHCP server of your ATU-R150 has been enabled. To learn
more about the Assign ISP DNS, SNTP feature, refer to
“Assign ISP DNS, SNTP".

Start IP

The Start IP Address is where the DHCP server starts issuing
IP addresses. This value must be greater than the IP address
value of the ATU-R150. For example, if the IP address of the
ATU-R150 is 192.168.1.1 (default), then the starting IP
address must be 192.168.1.2 (or higher).

Note: If you change the start or end values, make sure the
values are still within the same subnet as the ATU-R150. In
other words, if the IP address of the ATU-R150 is 192.168.1.1
(default) and you change the DHCP start/end IP addresses to
be 192.168.1.2/192.168.1.100, you cannot communicate with
the ATU-R150 if your host has DHCP enabled.

End IP

The End IP Address is where the DHCP server stops issuing
IP addresses. The ending address cannot exceed a subnet
limit of 254, hence the max value for the default gateway is
192.168.1.254. If the DHCP server runs out of DHCP
addresses, users do not get access to network resources. If
this happens, you can increase the Ending IP address (to the
limit of 254) or reduce the lease time.

Note: If you change the start or end values, make sure the

values are still within the same subnet as the IP address of the
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ATU-R150. In other words, if the IP address of the ATU-R150
is 192.168.1.1 (default) and you change the DHCP start/end IP
addresses to be 192.168.1.2/192.168.1.100, you cannot
communicate with the ATU-R150 if your host has DHCP

enabled.
Lease The Lease Time is the amount of time that a network user is
Time allowed to maintain a network connection to the ATU-R150

using the current dynamic IP address. At the end of the Lease
Time, the lease is either renewed or a new IP is issued by the
DHCP server. The amount of time is in units of seconds. The
default value is 3600 seconds (1 hour). The maximum value is
999999 seconds (about 278 hours).

Enable DHCP In addition to the DHCP server feature, the ATU-R150

Relay supports the DHCP relay function. When the ATU-R150 is
configured as DHCP server, it assigns the IP addresses to the
LAN clients. When the ATU-R150 is configured as DHCP
relay, it is responsible for forwarding the requests and
responses negotiated between the DHCP clients and the

server.
Relay IP  |The IP address of the DHCP relay server.
Server and When the DHCP server and relay functions are turned off, the
Relay Off network administrator must carefully configure the IP address,

Subnet Mask, and DNS settings of every host on your network.
Do not assign the same IP address to more than one host.
Also, your ATU-R150 must reside on the same subnet as all
the other hosts.

Example of a DHCP Relay configuration

DHCP Client
ISP ——» DHCP Server

DHCP Clent
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3.5.1.1 Assign ISP DNS, SNTP

When you enable the DHCP server on the LAN side, the ATU-R150 dynamically assigns IP addresses to the
hosts on the local network. The ATU-R150 provides its own LAN IP address (192.168.1.1) as both the
gateway and the DNS server.

On the WAN side, the ATU-R150 receives the following data (among other data) from the ISP:

e |P:10.10.10.101

® Gateway: 10.10.10.1

® DNS:10.10.10.5

The ATU-R150 has a choice of advertising its own IP address (192.168.1.1) to the LAN side hosts as the
DNS server, or providing the DNS that was received from the WAN side (10.10.10.5). This can be configured
by enabling/ disabling Assign ISP DNS SNTP on the LAN Group Configuration page.

Note: This section only applies when you have enabled DHCP server on the LAN Group Configuration page.
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3.6 ADVANCED

The Advanced tab allows you to perform advanced configuration functions for existing connections including:

® Enabling and disabling of key features including voice, voice provision, UPnP, SNTP, TR-069, IP QoS,
RIP, access control, TR-068 WAN access, and multicasting

® QoS (ingress, egress, shaper) and policy routing

® Management of LAN port interfaces, packet flow, and filtering

At least one WAN connection must be configured before implementing advanced WAN configuration
features. At least one LAN group must be defined before implementing advanced LAN configuration
features.

3.6.1UPNP
Universal plug and play (UPnP), NAT, and firewall traversal allow traffic to pass through the ATU-R150 for
applications using the UPnP protocol. This feature requires one active WAN connection. In addition, the PC
should support this feature. In the presence of multiple WAN connections, select a connection on which the
incoming traffic is present, for example, the default WAN connection.

ADVANCED

To enable UPRP, check the Enable UPRP box and zelect a connection balow.

# Enable uPNP

WARN Connection: | PPFOE b

LaM Connection: | LAMN group 1 hd

1. Check Enable UPnP .
This enables the WAN Connection and LAN Connection fields.

Select the WAN Connection and LAN Connection that will use UPnP from the drop-down lists.

Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

To make the change permanent, click Tools at the top of the page and select System Commands .
At the System Commands page, click Save All .

W N

oA
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3.6.2SNTP
Simple network timing protocol (SNTP) is a protocol used to synchronize the system time to the public SNTP
servers. It uses the UDP protocol on port 123 to communicate between clients and servers. The figure below
shows the default SNTP page.

To enable SMTP, check the Enable SHNTP box and enter a time server,

# Enable SNTP

Primary SHNTP Server: |0.0.0.0

Secondary SMTP Server: |0.0.0.0

Tertiary SMTP Server: |0.0.0.0

Q
Timeout: |5 Secs
Polling Interval: |30 Mins
&
Retry Count: |2
Tirme Zone: | (GMT-12:00) International Date Line West A
Day Light: [J

When the SNTP feature is enabled, your ATU-R150 starts querying for the time clock information from the
primary SNTP server. If it fails to get a valid response within the Timeout period, it makes additional attempts
based on the number specified in the Retry Count field before moving to the Secondary SNTP server.

If it fails to get a valid response from Secondary STNP server within the specified retry count, it starts
guerying the Tertiary SNTP server. If it fails to get a valid response from all the servers, then the program
stops. Once a valid response is received from one of the servers, the program goes to sleep for number of
minutes specified in the Polling Interval field before starting the whole process again.

1.
2.

Check Enable SNTP.

Use the table below as a reference and configure the following fields:
Primary SNTP Server

Secondary SNTP Server

Tertiary SNTP Server

Timeout

Polling Interval

Retry Count

Time Zone

Day Light

Click Apply to temporarily activate the settings.

Note: The changes take effect when you click Apply; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

To make the change permanent, click Tools at the top of the page and select System Commands .
At the System Commands page, click Save All .
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Field Description

Field Definition/Description

Primary The IP address or the host name of the primary SNTP server. This can be

SNTP Server |provided by ISP or user-defined.

Secondary [The IP address or the host name of the secondary SNTP server. This can be

SNTP Server |provided by ISP or user-defined.

Tertiary The IP address or the host name of the tertiary SNTP server. This can be

SNTP Server |provided by ISP or user-defined.

Timeout If the ATU-R150 failed to connect to a SNTP server within the Timeout period,
it retries the connection.

Polling The amount of time between a successful connection with a SNTP server and

Interval a new attempt to connect to an SNTP server.

Retry Count

The number of times the ATU-R150 tries to connect to an SNTP server before
it tries to connect to the next server in line.

Time Zone

The time zone in which the ATU-R150 resides.

Day Light

Check/uncheck this option to enable/disable daylight saving time (DST).
Note: DST is not automatically enabled or disabled. You need to manually
enable and disable it.
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3.6.3TR-069 (Optional)
TR-069 is CPE Management Protocol from WAN side, intended for communication between a CPE and
Auto-Configuration Server (ACS). The CPE WAN Management Protocol defines a mechanism that
encompasses secure auto-configuration of a CPE, and also incorporates other CPE management functions
into a common framework.
The CPE WAN Management Protocol is intended to support a variety of functionalities to manage a
collection of CPE, including the following primary capabilities:
®  Auto-configuration and dynamic service provisioning
®  Softwaref/firmware image management
®  Status and performance monitoring
® Diagnostics

The TR-069 page allows you to set up connection parameters and may not be seen by the end user. The
figure below shows the default TR-069 page.

DT roois  sTATUS | P

TR-069

TR-062 iz enablad by default, Select a default WAN comnection and set the ACS URL balow.

ACS URL: | |
Periadic Inform Enabled: [

Periodic Inform Interyal: |_

ACS Conpect

Cancel |

cess Control |
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Field Description

Field Definition/Description

ACS URL URL of the auto configuration server (ACS) provided by the ISP.

Periodic Inform  |Enable/disables the modem to connect to the ACS periodically. If you

Enabled enable this feature, you should enter a value in the Periodic Inform Interval
field.

Periodic Inform  |This field is enabled only when the Periodic Inform Enabled field is

Interval checked. It defines the amount of time (in seconds) between a successful
connection with an ACS server and a new attempt to connect to an ACS
server. A recommended value is 86400 seconds (1 day).

ACS Connect By clicking the ACS Connect button, you manually connect the Modem to
the ACS.

Please refer to TR-69 “Field Description” and follow procedure below to configure the parameters.

1. Leave the default URL in the ACS URL field .

2. Check Periodic Inform Enabled and enter a value in the Periodic Inform Interval field. or
Click ACS Connect to manually connect to the ACS. Once a connection is established, the ACS can
update all three fields: ACS URL, Periodic Inform Enabled , and Periodic Inform Interval

3. Click Apply when you finish to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the Modem configuration is not saved,
these changes will be lost upon Modem reboot.

4. Tomake the change permanent, click Tools at the top of the page and select System Commands .
5. Atthe System Commands page, click Save All .

3.6.4 Port Forwarding
The port forwarding (or virtual server) feature allows you to direct incoming traffic to specific LAN hosts
based on a protocol port number and protocol. Using the Port Forwarding page, you can provide local
services (for example, web hosting) for people on the Internet or play Internet games. Port forwarding is
configurable per LAN group. A database of predefined port forwarding rules allows you to apply one or more
rules to one or more members of a defined LAN group. You can view the rules associated with a predefined
category and add the available rules for a given category. You can also create, edit, or delete your own port
forwarding rules.

ADVANCED

Port Forwarding

o WAk Connection:| PFPOE | allow Incorming Ping
Port Forwarding Select LAN Group: | LAMN group 1 v
Lar IP: | 1921681.2 |:| D Custam Port Forwarding
Category Available Rules Applied Rules
=] Alien ws Predator -
® Games Asheron's Call
O vPN Dark Rein 2
Delta Force
B |O Audiavidea|Doom | Add > |
O Apps Cune 2000
O Servers Direct< (7.8) Games :|
O EliteForce
User EwverQuest
Fighter Ace ll b
| |
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Field Definition/Description

WAN Select the WAN connection to which port forwarding is applied.

Connection

Select LAN Select the LAN Group to which port forwarding is applied.

Group

LAN IP Select the IP address to host the service.

Allow Enabling incoming ping (ICMP) requests on the Port Forwarding page allows

Incoming Ping |the ATU-R150 to respond to a ping from the Internet.

DMz Demilitarized zone. More information on DMZ is available in "DMZ Settings
Page".

Custom Port  |This link takes you to the Custom Port Forwarding page. More information is

Forwarding available in "Custom Port Forwarding Page".

Category Custom and user-defined categories.

Available Predefined and user-defined IP filtering rules for each category.

Rules

Applied Rules |Lists the IP filtering rules you elect to apply for each given category.

6. On the Port Forwarding Configuration

page, select WAN Connection, LAN Group, and LAN IP.

If the desired LAN IP is not available in the LAN IP drop-down menu, you can add it using the LAN
Client page, which is accessed by clicking New IP.

7. Select the available rules for a given category and click Add to apply the rule for this category.
Note: You can click View to view the rule associated with a predefined filter on the Rule Management

page.

UFnP
SNTP

HOME b1 ADVANCED TOOLS | STATUS HELP

Rule Management

Rule MName: Alien vs Predator

TR-069

Port Forwarding
IP Filters

LAM Clients

LAN Isolation

TR-068 WAN
ACCESS

Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing

Dynamic Routing

Policy Routing

Ingress
Egress
Shaper
Web Access Control

S5H Access Control

Lag Out

Protocol Port Start Port End Port Map
LDP a0 a0 a0
LIDP 2200 2400 2300
LDP ={n]ulu] 2900 ={n]ulu]

39



Chapter 3 Configuration

8. If aruleis notin the list, you can create your own rule in the User category.
Select User, then click New

HOME | SETUP EDVEUMEEE TOOLS  STATUS HELP

UPRnP ¢ Port Forwarding
SNTP

TR-069 | oM Connection: PFPOE * [0 allaw Incoming Ping
Port Forwarding Select LAN Group: | LAMN group 1 v

IP Filters LAM IP: | 192.168.1.2 » DMZ  Custom Port Forwarding
LAN Clients

LAN Isolation Category Available Rules Applied Rules
TR-068 WAN |
ACCess example
Bridge Filters O Games
Dynamic DNS Client O VPN m
IGMP Proxy 8 Augleildz
Apps

Static Routin =

O servers
Dynamic Routing @ Usar
Policy Routing
Ingress
Earess [_view |
Shaper Avoiy

Web Access Control

SSH Access Control

Log Out

Note: The New, View, and Delete buttons become available only when the User category is selected. All the
custom rules you create fall under the User Category.

9. The Rule Management page populates for you to create new rules. Enter Rule Name, Protocol, Port
Start, Port End, and Port Map fields, then click Apply .

HOME | SETUP EDVEUMEEE TOOLS  STATUS HELP

UPnP . Rule Management
SNTP

Rule Name:‘ |
TR-069 g
Port Forwarding
p—— Part Start:| \Port End:| |
LAN Clients Portmap: |

TR-068 WAN
ACCESS
Protocol Port Start Port End  Port Map

Bridge Filters

Dynamic DNS Client
IGMP Proxy
Static Routing

Dynamic Routing

Policy Routing

Ingress

Egress

Shaper

Web Access Control

SSH Access Control

Log Out

The rules you create become available in the User category. You are able to view or delete the rules
you create.

10. continue to add rules as they apply from each category.

11. click Apply when you finish to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

12. To make the change permanent, click Tools at the top of the page and select System Commands .

13. At the System Commands page, click Save All .
Note: You can also use the Custom Port Forwarding link to add programs to the existing list.
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DMZ Settings Page

Setting a host on your local network as demilitarized zone (DMZ) forwards any network traffic that is not
redirected to another host via the port forwarding feature to the IP address of the host. This opens the
access to the DMZ host from the Internet. This function is disabled by default. By enabling DMZ, you add an
extra layer of security protection for hosts behind the firewall.

1. oOnthePort Forwarding page, click the DMZ link.
You are taken to the DMZ Settings page.

DMZ Settings

™ Enzble DMZ
Select your Wakl Connection: | PPPOE hd

Port Forwarding
Select LAN Group: | LAN group 1 v

Select a LAM [P Address: |192.168.1.2 + LAN Clients

Check the Enable DMZ box.

Select the WAN Connection, LAN Group, and LAN IP Address.
DMZ is configurable per LAN segment.

4. Click Apply when you finish to temporarily activate the settings.
Note: You can access the LAN Clients page by clicking the LAN Clients link.
Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

5. Tomake the change permanent, click Tools at the top of the page and select System Commands .
6. Atthe System Commands page, click Save All .

W N

Field Description

Field Definition/Description

Enable DMZ Enables/disables the Demilitarized Zone feature. This field is unchecked
(disabled) by default.

Select your Select the WAN connection on which the DMZ feature is applied.

WAN

Connection

Select LAN Select the LAN Group on which the DMZ feature is applied.

Group

Select a LAN IP |Select the LAN IP address you are going to use as the DMZ host. This host

Address is exposed to the Internet. Be aware that this feature may expose your
local network to security risks.

LAN Clients This link takes you to the LAN Clients page. More information on LAN
Clients can be found in "LAN Clients Page".
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Custom Port Forwarding Page
The Custom Port Forwarding page allows you to create up to 15 custom port forwarding entries to support
specific services or applications, such as concurrent NAT/NAPT operation.

Custom Port Forwarding

Port Forwarding Caonnection: Enable @
Application: Protocol: | TCR b
Source IP Address: Source Metmask:
Destination IP Address: Destination Metrmask:|255.265 265,255
] Destination Part Start: Destination Part End:
Destination Port Map:
Enabled Name Source IP Destination IP Port Start Protocol Edit Delete
2| Mask Mask Port End
Fort Map
| apply J cancel

Field Description

Field

Definition/Description

Connection Select the WAN connection on which the Custom Port Forwarding rule is to
be applied.

Enable The Enable button is checked by default, meaning this rule is automatically
applied when you click the Apply button.

Application Name of the application for which your ports will be opened.

Protocol There are three options available: TCP, UDP, and TCP and UDP.

Source IP You can define the source IP address from which the incoming traffic is

Address allowed. Enter 0.0.0.0 for all.

Source Netmask

Netmask of the source IP address. Enter 255.255.255.255 for all.

Destination IP

The LAN-side destination IP address for incoming traffic.

Address
Destination The LAN-side destination netmask for incoming traffic. The default value of
Netmask this field is 255.255.255.255.

Destination Port
Start

The starting port number that is made open for this application.

Destination Port
End

The ending port number that is made open for this application.

Destination Port
Map

Destination port mapped on the LAN (destination) side to which packets
are forwarded. There are two types of port mapping:

® One-to-one (one port mapped to one)
®  Multiple-to-one (multiple ports mapped to one port)
Multiple-to-One One-to-One
WAN  [500 ... 600] [500 ... 600]
' vy
LAN 700 [500 ... 600]

Note: Wildcard (*) entries are allowed for IP Address/Netmask and Port range fields.
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3.6.51P Filters
The IP filtering feature allows you to block specific applications/services based on the IP address of a LAN
device. You can use the IP Filters page to block specific traffic (for example, block web access) or any traffic
from a host on your local network.
A database of predefined IP filters allows you to apply one or more filtering rules to one or more members of
a defined LAN group. You can view the rules associated with a predefined filter and add the available rules
for a given category. You can also create, edit, or delete your own IP filter rules.

IP Filters
Select LAN Group: | LAN group 1 v
LaM TP [192.168.1.2 | New IP |
IP Filters Block all Traffic: O (] Block Qutgoing Ping  Custom IP Filters
Category Available Rules Applied Rules
-l iliﬁn WE Prgdﬁmr ~
sheron's Cal
Oum [eokin
O audiofvideo| Doom | add> |
@l O apps Dune 2000
O servers Dl_recM(?,E)Games |:|
EliteForce
O user EwverQuest
Fighter Ace Il hd
| _view |
| _apely | cancel
Field Description
Field Definition/Description
Select LAN Select the LAN group to which the IP fllters feature will be applied.
Group
LAN IP Select the IP address in the given LAN group to which the IP Filters feature
will be applied.
Block All Traffic |When checked, complete network access is blocked for the specific IP
address.
Block Outgoing |Blocking outgoing ping (ICMP) generated from a particular LAN IP can be
Ping used if your host has a virus that attempts a Ping-of-Death Denial of
Service attack.
Custom IP This link takes you to the Custom IP Filters page. More information is
Filters available in "Custom IP Filters Page".
Available Rules |Predefined and user-defined IP filtering rules for each category.
Applied Rules Lists the IP filtering rules you elect to apply for each given category.

1. OnthelP Filters page, select LAN Group and LAN IP.
If the desired LAN IP is not available in the LAN IP drop-down menu, you can add it using the LAN
Client page, which is accessed by clicking New IP.

2. Select the available rules for a given category. Click View to view the rule associated with a predefined
filter. Click Add to apply the rule for this category.

3. Ifaruleis notin the list, you can create your own rule in the User category.
Select User, then click New.

43



o N

Chapter 3 Configuration

HOME | SETUP EDVEUMEEE TOOLS  STATUS HELP

|
UPRnP @ Port Forwarding

SNTP

TR-069 @ oM Connection: PPPOE * [0 allaw Incoming Ping
Port Forwarding Select LAN Group: | LAMN group 1 v

IP Filters LAM IP: | 192.168.1.2 DMZ Custom Port Forwarding
LAN Clients
LAN Isolation Category Available Rules Applied Rules
TR-068 WAN 1
ACCess D
Bridge Filters O Games
Dynamic DNS Client O ven m
IGMP Proxy o 8 Az
Apps
Static Routing O SEERS
Dynamic Routing @ Usar
Policy Routing
Ingress
Earess [_view |
shaper Roois

Web Access Control

SSH Access Control

Log Out

Note: The New, View, and Delete buttons become available only when the User category is selected.
All the custom rules you create fall under the User Category.

The Rule Management page populates for you to create new rules. Enter Rule Name, Protocol, Port
Start, Port End, and Port Map fields, then click Apply .

The rules you create appear in the Available Rules box in the User category.

You can view or delete the rules you create.

Continue to add rules as they apply from each category using the Add button.

Click Apply when you finish to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

To make the change permanent, click Tools at the top of the page and select System Commands .
At the System Commands page, click Save All .
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Custom IP Filters Page

The Custom IP Filters page allows you to define up to 20 custom IP filtering entries to block specific services
or applications based on:

Source/destination IP address and netmask
TCP port (ranges supported)

Protocol

TCP

UDP

TCP and UDP

ICMP

Any

Custom IP Filters
Filter Mame: Enable®
i Source IP: Source Netmask:
IP Filters
Destination IP: Destination Metmask:
Port Start: Port End:
gl Protocol: | TCP hd
Enabled Name Source IP Destination IP PortStart Protocol Edit Delete
Mask Mask PortEnd
2|
| apply J cancel
Field Description
Field Definition/Description
Filter Name Name of the IP filter rule you are creating.
Enable The Enable button is checked by default, meaning this rule is automatically
applied when you click Apply.
Source IP The LAN-side source IP address assigned to outgoing traffic on which

filtering is applied.

Source Netmask |Netmask of the source IP on your LAN side.

Destination IP You can define the destination IP address to which your source IP will be
banned access. Enter 0.0.0.0 for all.

Destination Netmask of the destination IP. Enter 255.255.255.255 for all.

Netmask

Port Stat The starting port number that will be blocked for this application.

Port End The ending port number that will be blocked for this application.

Protocol There are five options available: TCP, UDP, TCP and UDP, ICMP, and
Any.
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The LAN clients feature allows you to see all the hosts on the LAN segment. Each host is qualified to be
either dynamic (host obtained a lease from this ATU-R150) or static (host has a manually-configured IP

address).

You can add a static IP address (belonging to the ATU-R150’s LAN subnet) using the LAN Clients page. Any
existing static entry falling within the DHCP server's range can be deleted and the IP address is made

available for future allocation.

Note: Dynamic clients show up in the list only when the DHCP server is running.

———
UPnP ¢
SNTP
TR-069
Port Forwarding
IP Filters
LAN Clients

LAN Isolation

TR-D68 WAN
ACCESS

Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Routing
Ingress

Egress

Shaper

Web Access Control
SSH Access Control
Log Out

SETUP EENVEVMEEE TOOLS  STATUS HELP

LAN Clients

To add a LAN Client, Entar IP Addrass and Hostname, then dick Apply.

Select LAN Connection:
Enter IP Address: l:l
Hostname: l:l
MAC Address: l:l

Dynamic Addresses

Reserve 1P Address Hostname AC Type

O 192.1658.1.2 test-72302f82d9 00:0<4:61:5:2:6f:h3 Dynamic

1. Onthe LAN Clients page, select LAN Connection, and enter IP Address, Hostname, and MAC

Address.
2. Click Apply .

The IP address is allocated and it shows up in the list of LAN clients as a Dynamic entry.

———
UPnP ¢
SNTP
TR-069
Port Forwarding
IP Filters
LAN Clients

LAN Isolation

TR-D68 WAN
ACCESS

Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing

Dynamic Routing

Policy Routing

Ingress
Egress
Shaper
Web Access Control
SSH Access Control
Log Out

SETUP  ERUVEUMAEE TOOLS

STATUS

HELP

LAN Clients

To add a LAN Client, Entar IP Addrass and Hostname, then dick Apply.

Select LAN Connection:
Enter IP Address: l:l
Hostname: l:l
MAC Address:

Dynamic Addresses
Reserve 1P Address Hostname AC Type

O 192.1658.1.2 test-72302f82d9 00:0<4:61:5:2:6f:h3 Dynamic
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3. You can convert the dynamic entry into a static entry by clicking Reserve, then Apply .

As shown in figure below, the IP is now changed to a Static address. You can delete this entry by
selecting Delete.

To add a LAN Client, Entar IP Addrass and Hostname, then dick Apply.

Select LAN Connection: | LAN group 1 %

Enter IP Address:

MAC Address:
&)
Static Addresses
Delete 1P Address Hosthame MAC Tyhe
@ M 192.162.1.2 test-72302f22d9 00:04:61:5e:6f:b3 Static

4. When you finish, click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

5. Tomake the change permanent, click Tools at the top of the page and select System Commands .
6. Atthe System Commands page, click Save All .

Note: The firewall rules that are applied to a Dynamic IP address will be removed after the release time
expires.

Field Description

Field Definition/Description

Select LAN Select the LAN connection to which the client is to be added.

Connection

Enter IP Address  |Assign the dynamic IP address to the host here. This is a mandatory
field.

Hostname Hostname of the client. This is an optional field.

MAC Address MAC address of the host. This is an optional field.
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3.6.7 LAN Isolation
The LAN Isolation page allows you to disable the flow of packets between two user-defined LAN groups.
This allows you to secure information in private portions of the LAN (such as a hot spot deployment) from
other publicly accessible LAN segments.

LAN Isolation

To block traffic from one LAM to ancther LAN, chack the Disable chack bax,

[ pisable traffic between LAN group 1 and LAN group 2

LAN Isolation
%]
Q|

1. Checkthe LAN group combinations that define which traffic will be blocked.
2. Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.
3. Tomake the change permanent, click Tools at the top of the page and select System Commands .
4. Atthe System Commands page, click Save All .
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3.6.8 TR-068 WAN Access

The TR-068 WAN Access page (Figure 20) enables you to give temporary permission to someone (such as
technical support staff) to be able to access your Router/Gateway from the WAN side. From the moment the
account is enabled, the user is expected to log in within 20 active minutes, otherwise the account expires.
Once the user has logged in, if the session remains inactive for more than 20 minutes, the user will be
logged out and the account expires.

Figure 20 TR-068 WAN Access Page
# oasinsrromenes wone  sevp NI WIRELESS  TOOlS  STAIUS  HELP

Enable WAN Access Update

To Enable Webpage Update from WAN side

SNMP 2| WAN Update: []

TR-069 WAN Access: [ .
. - User Name:|tec:h |
Port Forwarding —
IP Filters 1 Password :| ‘
LAN Clients | Port‘.im|
 LAN 1solation
TR-068 WAN
Access
Bridge Filters
Web Filters _
Dynamic DNS Client
IGMP Proxy
Static Routing
Web Access Controt |
SSH _J__m_&:_ess‘ Contrel
Vaice provision
Log Out
Table 10 TR-068 WAN Access Field Descriptions
Field Definition/ Description
WAN Update Check this field to give the account read and write access.
WAN Access Check this field to give the account read-only access.
User Name User name of the WAN access account.
Password Password of the WAN access account.
Port Enter the port number to be opened for the temporary WAN access.
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Create Temporary User Account (WAN-Side)
Step — Action

Check WAN Update to enable write privilege of the RG.

Check WAN Access to enable read privilege of the RG.

Enter a user name and password in the User Name and Password fields.
Enter a port number In the Port field (for example, 51003).

Click Apply to temporarily activate the settings on the page.

Note—The changes take effect when you click Apply ; however, if the RG configuration

is not saved, these changes will be lost upon RG reboot.

6 To make the change permanent, click Tools and select System Commands . On the
System Commands page (Figure 5-2 on page 5-3), click Save All .

7 To access your RG remotely, enter the following in the URL: http(s)://10.10.10.5:51003

Syntax: http(s)://WAN IP of RG:Port Number

a b WNBE

3.6.9 Bridge Filters
The bridge filtering mechanism provides a way for you to define rules to allow or deny frames through the
bridge based on source MAC address, destination MAC address, frame type, and physical ports. When
bridge filtering is enabled, each frame is examined against every defined filter rule in sequence. When a
match is found, the appropriate filtering action (allow or deny) is performed.
Note that the bridge filter only examines frames from interfaces that are part of the bridge itself. Up to 20 filter
rules are supported with bridge filtering.

Bridge Filters

~|] Enable Bridge Filters
[C] Enable Bridge Filter Management Interface

Select LAN: | LAN group 1 &

Bridge Filter Management Interface:
Src MAC Src Port Dest MAC Dest Port Protocol Mode
00-00-00-00-00-00 ANY | 00-00-00-00-00-00 ANY | PPPoE Session v | Deny v

2 [ add_|
Bridge Filters
| Edit Src MAC Src Port Dest MAC Dest Port Protocol Mode Delete

=

Check Enable Bridge Filters .

2. Toadd arule, enter the source MAC address, destination MAC address, and frame type with desired
filtering type, then click Add .
Note: You can also edit a rule that you created using the Edit checkbox. You can delete a rule using
Delete.

3. Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

4. Tomake the change permanent, click Tools at the top of the page and select System Commands .

5. Atthe System Commands page, click Save All .

Note: There are four hidden filter rules within the lopgdfilter table. These rules are entered to engouwrado not "lock”
yourself out of the ATU-R150 on a particular pdrhe rules pertain to the combination of sourceidagon MAC
addresses, source/destination ports, and protocols.
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Field Description

Field Definition/Description

Enable Bridge Enables/disables bridge filtering. It can be set/unset during any add,

Filters edit, or delete operation. It can also be set/unset independently by
clicking Apply.

Enable Bridge Filter |When checked, it enables the Bridge Filter Management Interface field.

Management This ensures that you do not get locked out of the ATU-R150 on the

Interface interface of the LAN group specified in the next two fields.

Select LAN Select your LAN group to enable the Bridge Filter Management
Interface feature.

Bridge Filter Select the interface of the LAN group to have the Bridge Filter

Management Management Interface feature enabled.

Interface

SRC MAC The source MAC address. It must be in a XX-xX-xX-xx-xx-xx format,

with 00-00-00-00-00-00 as don't care. Blanks can be used in the MAC
address space and are also considered as don't care.

SRC Port Source port. You can choose Any or Ethernet port for the particular
bridge. If any of the selections are not available, please check your
DSL connection.

Dest MAC The destination MAC address.
Dest Port Destination port. You can choose Any or Ethernet port.
Protocol You can choose from the following options: PPPoE Session, PPPoE
Discovery, IPX - Ethernet Il, RARP, IPv6, IPv4, and Any.
Mode There are two filtering modes: Deny and Allow.
3.6.10 Dynamic DNS Client

Each time your ATU-R150 connects to the Internet, your ISP assigns a different IP address to your ATU-
R150. In order for you or other users to access your ATU-R150 from the WAN-side, you need to manually
track the IP that is currently used. The Dynamic DNS feature allows you to register your ATU-R150 with a
DNS server and access your ATU-R150 each time using the same host name. The Dynamic DNS Client
page allows you to enable/disable the Dynamic DNS feature.

Dynamic DNS Client

Connection | PPPOE »

DONS Server |DynDNS »
DOMS Client O

User Name

Password

Domain Mame

Dynamic DNS Client

1. oOnthe Dynamic DNS Client page, configure the following fields:
Connection

DDNS Server

DDNS Client

User Name

Password

Domain Name
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2. Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

3. Tomake the change permanent, click Tools at the top of the page and select System Commands .
4. Atthe System Commands page, click Save All .

Field Description

Field Definition/Description

Connection This field defaults to your ATU-R150’s WAN connection over which your
ATU-R150 will be accessed.

DDNS Server |This is where you select the server from different DDNS service providers.
A charge may occur depends on the service you select.

DDNS Client  |Enables/disables the DDNS client feature for the WAN connection. This field
is disabled by default.

User Name User name assigned by the DDNS service provider.

Password Password assigned by the DDNS service provider.

Domain Name |Domain name to be registered with the DDNS server.

3.6.11 IGMP Proxy
Multicasting is a form of limited broadcast. UDP is used to send datagrams to all hosts that belong to what is
called a Host Group. A host group is a set of one or more hosts identified by a single IP destination address.
The following statements apply to host groups:
Anyone can join or leave a host group at will.
There are no restrictions on a host’s location.
There are no restrictions on the number of members that may belong to a host group.
A host may belong to multiple host groups.
Non-group members may send UDP datagrams to the host group.

Multicasting is useful when the same data needs to be sent to more than one device. For instance, if one
device is responsible for acquiring data that many other devices need, then multicasting is a natural fit. Note
that using multicasting as opposed to sending the same data to individual devices uses less network
bandwidth. The multicast feature also enables you to receive multicast video streams from multicast servers.
IP hosts use Internet group management protocol (IGMP) to report their multicast group memberships to
neighboring routers. Similarly, multicast routers use IGMP to discover which of their hosts belong to multicast
groups.

Your ATU-R150 supports IGMP proxy that handles IGMP messages. When enabled, your ATU-R150 acts as
a proxy for a LAN host making requests to join and leave multicast groups, or a multicast router sending
multicast packets to multicast groups on the WAN side.

IGMP Proxy

IGMP Proxy could be enabled on WAN and LAN connecdtions.

@' Enable IGMP Proxy

Interface Upstream fDownstream fIgnore

PPPOE Ignore
%]

LaN group 1 Ignore v

IGMP Proxy ]
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The IGMP Proxy page allows you to enable multicast on available WAN and LAN connections. You can
configure the WAN or LAN interface as one of the following:

1. Upstream: The interface that IGMP requests from hosts are sent to the multicast router.

2. Downstream: The interface data from the multicast router are sent to hosts in the multicast group
database.

3. Ignore: No IGMP request nor data multicast are forwarded.

You can perform one of the two options:
1. Configure one or more WAN interface as the upstream interface.
2. Configure the LAN interface as the upstream interface.

Field Description

Field Definition/Description
Enable IGMP Proxy |Enables/disables IGMP multicast feature of the ATU-R150.
Connections There are three types of configuration for each WAN /LAN connection:

®  Upstream
® Downstream
® Ignore

3.6.12 Static Routing
The Static Routing page enables you to define routes for specific subnets on the WAN/LAN side. The ATU-
R150 allows you to manually program the ATU-R150's routing table. Up to 16 static routes can be added.

Static Routing
Choose a connection: | PPPOE 4
Mew Destination IP: Mask:|255.265.255.0
Gateway: Metric: |0
al The Routing Table is empty.
|_apoly [ cancel

Field Description
Field Definition/Description
Select a Select the LAN group or WAN connection to which a static routing subnet is
Connection to be applied.
New The network IP address of the subnet. (You can also enter the IP address of
Destination IP |each individual station in the subnet).
Mask The network mask of the destination subnet.
Gateway The IP address of the next hop through which traffic will flow towards the

destination subnet.
Metric Defines the number of hops the between network nodes that data packets

travel. The default value is 0, which means that the subnet is directly one hop

away on the local LAN network.
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3.6.13 Dynamic Routing
The dynamic routing feature enables the ATU-R150 to dynamically define routes for WAN and LAN subnets.
Dynamic routing uses routing information protocol (RIP) for exchanging routing information with other routers
in the network. It is supported across both WAN and LAN interfaces. Any RIP-enabled router sends out
automatic update packets containing its own routing table on a periodic basis (every 30 secs). Similarly, it
accepts such periodic updates from other routers and adds, deletes, or modifies routes in its own routing
table accordingly. The router is also expected to receive requests for its routing table and respond
accordingly. Use the Dynamic Routing page to define dynamic routing routes for the available interfaces.

Dynamic Routing

[JEnable RIP
Protocol:| RIF w1 v
o
Q| Interface Direction
LaM group 1 Mone
FPPOE MNone «

Dynamic Routing

Field Description

Field Definition/Description

Enable RIP |Enables/disables RIP.

Protocol The following three RIP versions are available:

® RIP vl (UDP protocol)

® RIP v2 (multicast protocol)

® RIP vl compatible (UDP protocol with multicast format)

Note: Routers using RIP v1 or RIP v1-compatible protocol can talk to each other,

but not to routers using RIP v2 protocol.

Enable This is an optional field. RIP version v2 compatibility allows you to provide simple

Password |plain-text password-based authentication to RIP packets.

This field is disabled if RIP v1 protocol is selected.

Password |The password can be up to 16 characters long.

Direction  |Normally when RIP is enabled on a router, it dynamically learns/provides routes

on all its configured interfaces. This parameter allows you to select the interfaces

on which RIP is expected to learn and distribute routing information. This feature

allows you to control how and which routes get distributed through the network.

For example, by selecting In only mode, routes to private LAN networks are

prevented from being sent over to the WAN-side router. The following four

direction options are available:

® Both: Receive updates on the interface and also send its routing table to
other routers connected to that interface.

® In: Receive routing updates from other routers connected to that interface
but do NOT send routing updates on that interface.

® Out: Send routing updates but do NOT receive updates on this interface
from the other routers connected to that interface.

® None: Ignore this interface and do not send or receive routing updates
through this interface.
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The Policy Routing Configuration page is accessed by selecting Policy Routing on the Advanced home page.
This page enables you to configure policy routing and QoS. The policy routing configuration is discussed as

follows. The QoS configuration is discussed in “Ingress Payload Database Configuration”.

Policy Routing Configuration

. Destination
Ingress Interface || LAN grougp 1 v e — FPFPOE v
DiffSery Code A
B Class of Service ;| CoS1
Source IP : Destination [P :
%) Mask : Mask :
Protocol :| TCF A
| Source Port Destination Port .
Source MAC :
Poli Routi .
Local Routing
Mark:
Ingress Interface DSCP Source IP Destination IP Source Port Protocol  Local Mark Delete
Dest Interface CoS Mask Mask Destination Port Source MAC

Field Description

Field

Definition/Description

Ingress Interface

The incoming traffic interface for a Policy Routing rule. Selections
include LAN interfaces, WAN interfaces, Locally generated (traffic),
and not applicable. Examples of Locally generated traffic are: voice
packets, packets generated by applications such as DNS, DHCP, etc.

Destination
Interface

The outgoing traffic interfaces for a Policy Routing rule. Selections
include LAN Interfaces and WAN interfaces.

DiffServ Code Point

The DiffServ code point (DSCP) field value ranges from 1 to 255. This
field cannot be configured alone, additional fields like IP, Source MAC,
and/or Ingress Interface should be configured.

Class of Service

The selections are (in the order of priority): CoS1, CoS2, CoS3, CoS4,
CoS5, CoS6, and N/A.

Source IP

The IP address of the traffic source.

Mask

The source IP netmask. This field is required if the source IP has been
entered.

Destination IP

The IP address of the traffic destination.

Mask The netmask of the destination. This field is required if the destination
IP has been entered.
Protocol The selections are TCP, UDP, ICMP, Specify, and none. If you choose

Specify, you need to enter the protocol number in the box next to the
Protocol field.

This field cannot be configured alone, additional fields like IP, Source
MAC, and/or Ingress Interface should be configured.

This field is also required if the source port or destination port has been
entered.

Source Port

The source protocol port. You cannot configure this field without
entering the protocol first.

Destination Port

The destination protocol port or port range. You cannot configure this
field without entering the protocol first.

Source MAC

The MAC address of the traffic source.
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Local Routing Mark  |This field is enabled only when Locally Generated is selected in the
Ingress Interface field. The mark for DNS traffic generated by different
applications are described below:

Dynamic DNS: OxE1

Dynamic Proxy: OxE2

Web Server: OxE3

MSNTP: OxE4

DHCP Server: OXE5

IPtables Utility: OXE6

PPP Deamon: OXE7

IP Route: OXE8

ATM Library: OXE9

NET Tools: OXEA

RIP: OXEB

RIP v2: OXEC

UPNP: OXEE

Busybox Utility: OXEF

Configuration Manager: 0xFO

DropBear Utility: OxF1

Voice: 0

Note: Wildcard (*) entries are allowed for IP Address/Netmask and Port range fields.

Currently routing algorithms make decision based on destination address, i.e., only Destination IP address
and subnet mask is supported. The Policy Routing page enables you to route packets on the basis of various
fields in the packet. The following fields can be configured for Policy Routing:

Destination IP address/mask

Source IP address/mask

Source MAC address

Protocol (TCP, UDP, ICMP, etc)

Source port

Destination port

Incoming interface

DSCP
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3.6.15 Ingress
The Ingress page enables you to configure QoS for packets as soon as they come into the ATU-R150. The
domain mappings are converted to CoS (the common language) so that the priority marking is carried over.

HOME SETUP ADVANCED TOOLS ~ STATUS HELP

I ———
uPnP ¢ INGRESS

SNTP "

TR-069 C Interface :
Port Forwarding ® Untrusted (O Layer2 O Layer3 (O Static
IP Filters

LAN Clients
LAN Isolation TOS Class of Service

TR-068 WAN —
Access 4 2l CoSh
Bridge Filters

Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Routing
Ingress

Egress

Shaper

Web Access Control

SSH Access Control

Log Out

There are four modes that are discussed below:
® Ingress Untrusted Mode
Untrusted is the default Ingress page setting for all interfaces. In this mode, no domain mapping is
honoured in the ATU-R150. All packets are treated as CoS6 (best effort) as shown in previous figure.
® Layer2 enables you to map an incoming packet with VLAN priority to CoS. This feature is only
configurable on the WAN interfaces as VLAN is only supported on the WAN side in the current software
release.
HOME SETUP ADVANCED ToOLS

STATUS HELP

I ———
UPnP ¢ INGRESS

SNTP

B - Interface :

Port Forwarding O Untrusted  ® Layer2 O Layerz (O Static
IP Filters

LAN Clients

LAN Isolation Class of Service : CoSl

:E;ggf M User Priority : i]

Bridge Filters User Priority Class of Service

Dynamic DNS Client
IGMP Proxy
Static Routing

Dynamic Routing

Policy Routing

Ingress
Egress

Shaper

Web Access Control

SSH Access Control
Log Out
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Field Description

Field Definition/Description

Interface Select the WAN interface here to configure the CoS for incoming traffic.
Only WAN interface can be selected as VLAN is currently supported only
on the WAN side.

Class of Service |The selections are (in the order of descending priority): CoS1, CoS2,
CoS3, CoS4, CoS5, and CoSé.

User Priority The selectionsare 0, 1, 2, 3,4, 5,6 and 7.

Follow the procedure below to configure Ingress Layer 2 QoS settings:

1. From Interface drop-down box, select PPPoEL.
You are configuring QoS on this WAN interface.

2. Select CoS1 in Class of Service and 5 in Priority Bits.
Any packets with priority marking 5 is mapped to CoS1, the highest priority that is normally given to the
voice packets.

Click Apply to temporarily activate the settings.

Select CoS2 in the Class of Service field and 1 in the Priority Bits field.
Any packets that have a priority bits of 1 is mapped to CoS2, which is the second highest priority. This
is given to the high priority packets such as video.

5. Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

6. Repeat step 2-5 to add more rules to PPPoE1.
Up to eight rules can be configured for each interface.
Note: Any priority bits that have not been mapped to a CoS default to CoS6, the lowest priority.

W

7. Repeat step 1-6 to create rules to another WAN interface.
Note: Any WAN interface that is not configured has the default Untrusted mode.
8. Tomake the change permanent, click Tools at the top of the page and select System Commands .
9. Atthe System Commands page, click Save All .
® Ingress Layer 3 Configuration

Interface ; | Ethernet v

O untrusted (O Layer? (® Layer3 (O Static

Class of Service : | CoS1 %

a Tos : Default Mon-IP: | CoS1 v
TOS Class of Service
@

The Layer 3 page allows you to map ToS bits of incoming packets from the IP network to CoS for each
WAN/LAN interface.
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Field Description

Field Definition/Description

Interface For both WAN and LAN interfaces, you can configure QoS for layer 3 (IP)
data traffic.

Class of This CoS field allows you to map incoming layer 3 WAN/LAN packets to one

Service of the following CoS (in the order of descending priority): CoS1, CoS2, CoS3,
CoS4, CoS5, and CoSé.

ToS The type of service field takes values from 0 to 255.

Default Non IP |A static CoS can be assigned to all layer 3 incoming packets (per interface)
that do not have an IP header, such as PPP control packets and ARP
packets. The default is CoS1 (recommended).

6
7.
8

From Interface drop-down box, select LAN Group 1.
You are configuring QoS on this interface.

Select CoS1 in Class of Service and enter 22 in Type of Service (ToS).
Any incoming packet from LAN Group 1 (layer 3) with a ToS of 22 is mapped to CoS1, the highest
priority, which is normally given to the voice packets.

Leave the default value CoS1 in Default Non-IP.
Any incoming packet from LAN Group 1 without an IP is mapped to CoS1, the highest priority.

Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply ; however, if ATU-R150 configuration is not saved,
these changes will be lost upon ATU-R150 reboot.

Repeat step 2-4 to add more rules to LAN Group 1.
Up to 255 rules can be configured for each interface.
Note: Any ToS that have not been mapped to a CoS is treated as CoS6, the lowest priority.

Repeat step 1-5 to create rules to another WAN/LAN interface.
Note: Any WAN/LAN interface that is not configured has the default Untrusted mode.

To make the change permanent, click Tools at the top of the page and select System Commands .
At the System Commands page, click Save All .

Ingress Static Configuration

The Ingress - Static page enables you to configure a static CoS for all packets received on a WAN or LAN
interface.

Interface ; | Ethernet v

O untrusted O Layer2 (O Layer3 (® Static

8] Class of Service : | CoS1 «
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Follow the procedure below to configure Ingress static QoS settings:

1. Atthe Interface drop-down box, select Ethernet.
You are configuring QoS on this interface only.

2. Select CoS1 in Class of Service.
All incoming traffic from the Ethernet interface receives CoS1, the highest priority.

3. Click Apply to temporarily activate the settings.
Note: The changes take effect when you click Apply ; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

4. Tomake the change permanent, click Tools at the top of the page and select System Commands .
5. Atthe System Commands page, click Save All .

Ingress Payload Database Configuration

The Policy Routing Configuration page is accessed by selecting Policy Routing on the Advanced home page.
This page enables you to configure QoS payload database and policy routing. The QoS payload database
configuration will be discussed here. The policy routing configuration will be discussed in “Policy Routing”.

Policy Routing Configuration

Ingress Interface || LAN grougp 1 v Dliiggziigr? FPFPOE v
D\ffSer\;:g‘?EE; Class of Service ;| CoS1
Source IP : Destination [P :
%) Mask : Mask :

Protocol :| TCF A

| Source Port Destination Port .

Source MaC

Policy Routing L Faning

Mark:

Ingress Interface DSCP Source IP Destination IP Source Port Protocol  Local Mark Delete
Dest Interface CoS Mask Mask Destination Port Source MAC

QoS can be configured in the Ingress and Egress pages on a per interface basis. The Policy Routing page
enables you to classify packets on the basis of various fields in the packet.

The following fields can be configured for QoS:

CoS

Source IP address/mask

Destination IP address/mask

Protocol

Source port

Destination port

Source Mac address

You can configure any or all field as needed.
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Field Description

Field Definition/Description

Ingress This field is applicable for policy routing configuration only and will be
Interface discussed in “Policy Routing”.

Destination This field is applicable for policy routing configuration only and will be
Interface discussed in “Policy Routing”.

DiffServ Code |This field is applicable for policy routing configuration only and will be
Point discussed in “Policy Routing”.

Class of The selections are (in the order of priority): CoS1, CoS2, CoS3, CoS4, CoS5,
Service CoS6, and N/A.

Source IP The IP address of the traffic source.

Mask The source IP netmask. This field is required if the source IP has been

entered.

Destination IP

The IP address of the traffic destination.

Mask

The netmask of the destination. This field is required if the destination IP has
been entered.

Protocol

The selections are TCP, UDP, ICMP, Specify, and none. If you choose
Specify, you need to enter the protocol number in the box next to the
Protocol field.

This field cannot be configured alone, additional fields like IP and/or Source
MAC should be configured.

This field is also required if the source port or destination port has been
entered.

Source Port

The source protocol port. You cannot configure this field without entering the
protocol first.

Destination The destination protocol port. You cannot configure this field without entering
Port the protocol first.
Source MAC |The MAC address of the traffic source.

Local Routing
Mark

This field is applicable for policy routing configuration only and will be

discussed in “Policy Routing”.

Note: Wildcard (*) entries are allowed for IP Address/Netmask and Port range fields.
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For packets going out of the ATU-R150, the marking (CoS) need to be translated to the mappings
understood by the network domains. The reverse CoS and domain mapping is configured using the Egress

page.

No Egress Mode

The default Egress page setting for all interfaces is No Egress. In this mode, the domain mappings of the

packets are untouched.

HOME STATUS HELP

SETUP ADVANCED TOOLS

uPnP EGRESS

SNTP
ion ; | Ethernet »
Port Forwarding ® Mo Egress

IP Filters

O Layerz (O Layers

LAN Clients

LAN Isolation

TR-D68 WAN

Access No Egress TCA defined

Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing
Dynamic Routing
Policy Routing
Ingress

Egress

Shaper

Web Access Control

Cancel

SSH Access Control
Log Out

Egress Layer 2 Configuration

The Egress Layer 2 page enables you to map the CoS of an outgoing packet to user priority bits, which is
honoured by the VLAN network. Again, this feature is only configurable on the WAN interfaces as VLAN is

only supported on the WAN side in the current release.

HOME | SETUP EDVEUMEEE TOOLS  STATUS

HELP

UPnP EGRESS

Connection :

SNTP
TR-069

Port Forwarding O Mo Egress @ Layer2 (O Layera
IP Filters

LAN Clients

LAN Isolation Unclassified Packet: CoSl

A AR Class of Service : CoS1

ACCESS

Bridge Filters Class of Service

User Priority : [

User Priority

Dynamic DNS Client
IGMP Proxy
Static Routing

Dynamic Routing

Policy Routing

Ingress
Egress

Shaper

Web Access Control

SSH Access Control
Log Out
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Field Description

Field Definition/Description

Interface Select the WAN interface to configure the QoS for outgoing packets. LAN
interface can not be selected as VLAN is currently supported on the WAN
side only.

Unclassified Some locally generated packets might not have been classified and thus do

Packet not have a CoS value, such as PPP control packet and ARP packet. You

can define the CoS for all unclassified outgoing packets on layer 2 using this
field, which will then pick up the user priority bits based on the mapping rules
you create. The selections are (in the order of descending priority): CoS1,
CoS2, CoS3, CoS4, CoS5, and CoS6. The default value is CoS1

(recommended)
User Priority The selectionsare 0, 1, 2, 3,4, 5, 6, 7.
Class of The selections are (in the order of descending priority): CoS1, CoS2, CoS3,
Service CoS4, CoS5, and CoS6.

Egress Layer 3 Configuration
The Egress Layer 3 page enables you to map CoS to ToS so that the priority marking of outgoing packets
can be carried over to the IP network.

Connection ; | Ethernet v

(O Mo Egress (O Layer? (8 Layer3

Default Non-IP: | CoS1 %

a Class of Service : | Co31 v | Translated Tos:
Class of Service Translated TOS
@

Egress - Layer 3 Page Descriptions

Field Definition/Description

Interface Select the WAN/LAN interface here to configure the QoS for outgoing
traffic to the IP network.

Default Non-IP  |Locally generated packets (such as ARP packets) do not have a CoS
marking. You can define the CoS for all unclassified outgoing packets on
layer 3 using this field. The selections are (in the order of descending
priority): CoS1, CoS2, CoS3, CoS4, CoS5, and CoS6. The default value is
CoS1 (recommended).

Translated ToS [The Type of Service field takes values from 1 to 255. The selections are 0,
1,2,3,456,7.

Class of Service |The selections are (in the order of descending priority): CoS1, CoS2,
CoS3, CoS4, CoS5, and CoSé.
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3.6.17 Shaper

The Shaper Configuration page is accessed by selecting Shaper on the Advanced main page. Three shaper
algorithms are supported:

e HTB

® | ow Latency Queue Discipline

® PRIOWRR

Note: Egress TCA is required if shaper is configured for that interface.

Shaper Configuration

Interface : | Ethernet «
[J HTB Queue Discipline Max Rate:
(] Low Latency Queue Discipline
CoS1 : kbits £gg2 . khits
%]
CoS3 Kbits  cog4 Kbits
2| Cos5 ¢ Kbits  cose ! Kbits
(] PRIDWRR
CoS2 . % C0S3: % CoS4: % Co55: % CoS6 %

Field Description

Field Definition/Description

Interface | The selections are WAN and LAN interfaces. This field needs to be selected
before shaper configuration.

Max Rate |This field is applicable for the HTB Queue Discipline and Low Latency Queue
Discipline, both are rate-based shaping algorithms.

HTB The hierarchical token bucket queue discipline is a rate-based shaping algorithm.
Queue This algorithm rate shapes the traffic of a class over a specific interface. All CoSx
Discipline |traffic is assigned a specific rate to which data will be shaped to. For example: If
CoSl1 is configured to 100Kbps then even if 300Kbps of CoS1 data is being
transmitted to the interface only 100Kbps will be sent out.

Low This is similar to the above algorithm except that CoS1 is not rate limited. So in
Latency the example above CoS1 data is not rate limited to 100Kbps but instead all
Queue 300Kbps is transmitted. The side effect is that a mis-configured stream can

Discipline |potentially take all bandwidth.
PRIOWRR |This is a priority based weighted round robin algorithm operating on CoS2-CoS6.

CoS1 queues have the highest priority and are not controlled by the WRR
algorithm.
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Configuration page, only one can be enabled at a

time. An example of each configuration is given as follows.

Example 1: HTB Queue Discipline Enabled
In the example below, HTB Queue Discipline is enabled.

The PPPoE connection has a total of 300 kbits of

bandwidth, of which 100 kbits is given to CoS1 and another 100 kbits is given to CoS2. When there is no
CoS1 or CoS2 packets, CoS6 packets have the whole 300 kbits of bandwidth.

Shaper Configuration

Interface : | FFPOE v
M HTB Queue Discipline Max Rate:
[J Low Latency Queue Discipline
cag1 . (100 Khits cggo . 100 Khits
%]
cosz: |0 Kbits cos4: [0 Khits
2| coss ;|0 khits  cpgg . (300 Khbits
[] PRIOWRR
Cos2 % C053: % CoS4: % C055: % C0S6 i

Example 2: Low Latency Queue Discipline Enabled

In this second example, Low Latency Queue Discipline is enabled.
CoSl1 is not rate controlled (hence the field is disabled). CoS2 takes 100 kbits when there is no CoS1 packet.

CoS6 has 300 kbits when there is no CoS1 or CoS2 pac
they are both rate-based algorithm, except that CoS1 is

kets. This is similar to the HTB queue discipline as
handled differently.

In

[] HTB Queue Discipline

Shaper Configuration

terface : | PPFOE |+

Max Rate:

Ef Low Latency Queue Discipline

CoS1 : Kbits o5z (100 khits
o]
casa: 0 Kbits  cos4: |0 Kbits
2| coss: O Kbits cose : |300 Khits
(] PRIDWRR
cos2 . % Co53 % Co54 % COo55: % CoS6 . i
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Example 3: PRIOWRR Enabled

In this third example, PRIOWRR is enabled. Since PRIOWRR operates only on the number of packets being
transmitted, the max rate field has been disabled. Only percentage can be assigned to the CoS2 - CoS6.
CoS1 is not rate controlled (hence the field is not displayed). When there is no CoS1 packet, CoS2, CoS3,
CoS4 each has 10 percent, and CoS6 has 70 percent. This is similarly to the Low Latency Queue discipline,
except that one is packet-based, and the other is rate-based.

HOME | SETUP EDVEUMEEE TOOLS  STATUS HELP

—————
UPnP @ Shaper Configuration
SNTP

TR-069

Interface :

Port Forwarding

IP Filters [J HTB Queue Discipline Max Rate: l:l
LAN Clients [J Low Latency Queue Discipline
LAN Isolation
TR-068 WAN Cos1 I:IKbitS CoS2 : Khits
ACCESS
Bridge Filters cosz: [0 Jkbits cosa: [0 ko
Dynamic DNS Client . X

coss: [1__ |wbits coss: Khits
IGMP Proxy

# PRIOWRR

Static Routing

cos2:[10 ke cosa:[10 pe cosa:[10 % coss:| ke coss:[7o e

Dynamic Routing

Policy Routing

Ingress

Egress

rever J rovts JLconeet]

Shaper

Web Access Control
SSH Access Control
Log Out
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3.6.18 Web Access Control

The Web Access Control page allows you to access the ATU-R150 remotely via the web from the WAN side.

Web Access Control

Enable: @
Choose a connection: | PPFPOE hd

Remote Host IP: (0.0.0.0

Remote Netmask: | 255.255.255.255

Q| Redirect Port: | 8080

Web Access Control

If you want to access your ATU-R150 at home from a remote location such as your office, use the table
below as a reference and follow the procedure below to configure your WAN IP address.

ok wWhE

© 0N

Check Enable to enable the Web access control feature.
In the Choose a Connection field, leave the default WAN connection selected.

In the Remote Host IP field, enter the WAN-side IP address you will use to access your ATU-R150 (for
example, 10.10.10.1).

In the Remote Netmask field, enter the netmask of your WAN-side IP address.
Enter a port number In the Redirect Port field (for example, 80).

Click Apply to temporarily activate the settings on the page.

This WAN address is added to the IP Access List. This allows you to access you ATU-R150 at home
from a WAN IP (10.10.10.1) via Web.

Note: The changes take effect when you click Apply; however, if the ATU-R150 configuration is not
saved, these changes will be lost upon ATU-R150 reboot.

To make the change permanent, click Tools at the top of the page and select System Commands .
At the System Commands page, click Save All .

To access your ATU-R150 from the remote IP (10.10.10.1), enter the following in the URL:
http(s)://10.10.10.5:80
Syntax: http(s)://WAN IP of ATU-R150:Port Number

Field Description

Field Definition/Description

Enable Enables/disables the remote web access feature.

Choose a Select the WAN connect over which the remote web access feature is

connection enabled.

Remote Host IP Enter the IP address of the remote host.

Remote Netmask |Enter the netmask of the remote host.

Redirect Port You can enter a port number in this field that is different from the well-
known IP port number 80. The port number that you enter will be viewed
externally and mapped to port 80 internally in the ATU-R150.
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SSH Access Control
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The SSH Access Control page allows you to access the ATU-R150 remotely via SSH from the WAN side.

UPnP

SNTP

TR-069

Port Forwarding
IP Filters

LAN Clients

LAN Isolation

TR-D68 WAN
ACCESS

Bridge Filters
Dynamic DNS Client
IGMP Proxy

Static Routing

Dynamic Routing

Policy Routing

Ingress
Egress
Shaper
Web Access Control
SSH Access Control
Log Out

SETUP

AIVLUMEEE | TOOLS | STATUS HELP

55H Access Control

Enzhle: @

Choose a connection: | PPFPOE hd

Remote Host IP: (0.0.0.0
Remote Netmask: | 255.255.255.255

The configuration of a WAN IP address for SSH access control is very similar to the configuration of a WAN
IP address for Web access control. Refer to “Web Access Control Page” for field descriptions and

configuration procedures.
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3.7 Tools
The ATU-R150 supports a host of tools which will allow you to customize and debug your ATU-R150.

3.7.1 System Commands
To make the changes permanent you need to click on Tools at the top of the page and select System
Commands . The following commands are used to configure the ATU-R150:

®  Save all: Press this button in order to permanently save the current configuration of the ATU-R150. If
you do re-start the system without saving your configuration, the ATU-R150 will revert back to the
previously saved configuration.

® Restart: Use this button to re-start the system. If you have not saved your configurations, the ATU-
R150 will revert back to the previously saved configuration upon re-starting.
Note: Connectivity to the unit will be lost. You can reconnect after the unit reboots.

® Restore Defaults: Use this button to restore factory default configuration.
Note: Connectivity to the unit will be lost. You can reconnect after the unit reboots.

T00LS

System Commands Systerm Commands

Systern Commands allow you to carry out basic system actions, Press the button ta execute a command.

Prass thiz buttan in order ta permanently save the
current configuration of the Gateway, If you do restart

l:l the systern without saving your configuration, the

Gateway will revert back to the previously saved
configuration,

Use this button to restart the systern. If you have not
saved your configurations, the Gateway will revert back ta

l:l the previously saved configuration upon restarting.

MOTE: Connectivity to the unit will be lost You can
reconnect after the unit reboots,

Use this butten to restore factory default configuration,

l:l MOTE: Connectivity to the unit will be lost You can

reconnect after the unit reboots,
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3.7.2 Remote Log - Router
The remote log feature is used in conjunction with the PC tool (software provided with your ATU-R150). For
PPPoE and PPPOA connections, you can select Debug in the Log Level field if you want to log the
connection information. This is helpful when trying to debug connection problems. The remote log feature
allows you to forward all logged information to one (or more) remote syslog server. The type of information
forwarded to the remote server depends upon the Log level. Each log message is assigned a severity level,
which indicates how seriously the triggering event affects ATU-R150 functions. When you configure logging,
you must specify a severity level. Log messages that are rated at that level or higher are sent to the syslog
server and can be viewed using the syslog server application, which can be downloaded from the web or
comes with a linux machine. To view the log information on the web, refer to “System Log Page”.

Remote Log - Router
Log Level
Log Level: |Motice
Add an IP Address: I:l
Select a logging destination: | None I:l

The remote log configuration procedure is as below:

1. select you desired Log Level from the drop-down list.
Note: When you select a log level, all log information within this severity level and levels above
(meaning, more severe levels) are sent to the remote station.

2. Enter the IP Address of the remote station (for example, the syslog server) that the log information is to
be sent to, and click Add.
This station is added to the drop-down list of the Select a Logging Destination field.

3. Selectthe Logging Destination.
You can edit the logging destination list using the Add and Delete buttons.

4. Click Apply .
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Field Description

Field Definition/Description

Log Level |There are eight log levels listed below in order of severity:

® Panic: System panic or other condition that causes the ATU-R150 to stop
functioning.

® Alert: Conditions that require immediate correction, such as a corrupted

system database.

Critical: Critical conditions, such as hard drive errors.

Error: Error conditions that generally have less serious consequences than

errors in the emergency, alert, and critical levels.

Warning: Conditions that warrant monitoring.

Notice: Conditions that are not errors but might warrant special handling.

Info: Events or non-error conditions of interest.

Debug: Software debugging message. Specify the level only when so

directed by a technical support representative.

The default log level is Notice.

Note: When you select a log level, all log information within this severity level

and levels above (meaning, more severe levels) will be sent to the remote host.

Add an IP  |You should enter the IP address of the remote host to which you want the log
Address information be forwarded. You can add more than more IP address, and any IP
address you add here appears in the drop-down list of the next field: Select a
logging destination.

Select a You can select a destination IP address from the drop-down list. This defines
Logging where the log information will be sent. You can customize the destination list
Destination |using the Add and Delete buttons.

3.7.3Remote Log - Voice
Remote Log - Voice Settings page can be accessed by clicking the Remote Log - Voice link at the left of the
Tools page.

Remote Log - Yoice Settings

Log Level

Remote Log - Yoice

Log Level: |FPanic v

Yoice Log Destination IP:
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Field Description

Field Definition/Description

Log Level There are eight log levels listed below in order of severity:
Panic

Alert:

Critical

Error

Warning

Notice

Info

Debug

The default log level is Panic.

Refer to previous table for more information on each log level.

Add an IP You should enter the IP address of the remote host to which you want the log
Address information be forwarded. You can add more than more IP address, and any IP
address you add here appears in the drop-down list of the next field: Select a
logging destination.

Select a You can select a destination IP address from the drop-down list. This defines
Logging where the log information will be sent. You can customize the destination list
Destination |using the Add and Delete buttons.

3.7.4User Management
This page allows you to change your login name and password.

T00LS

User Management

Usar Management is used to changs your Usar Nama or Passward.

User Management User Mame: |Admin

Password:

Confirmed Password:

Idle Timeout: |30 minutes

Field Description

Field Definition/Description

User Name |Admin is your default user name. You can enter your new user name here.

Password Admin is your default password. You can enter your new password here.
Note: If you forget your password, you can press and hold the reset to factory
default button for 10 seconds (or more). The ATU-R150 will reset to its factory
default configuration and all custom configuration will be lost.

Confirmed Enter your new password here again to confirm.
Password

Idle Timeout |The default is 30 minutes. You will need to log back onto the ATU-R150 after
your session has been inactive for 30 minutes. You can change the timeout
here.
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3.7.5Update ATU-R150

This page allows you to update the ATU-R150'’s firmware or configurations files.

N oo k~w

T00LS

Update Gateway

To update your gateway firmware, choose an updated firmware image or configuration file in "Select a File",
nd then cick the Update Gateway button. Additionally, vyou may download your configuration file fram the
custern by clicking Get Configuration,

Select a File:
Update Gateway

(Max file size 3.5 MB)
Firmware Image can be the combined single
image with or without digital signature.

|_update Gateway |

The systern will be restarted autornatically, after the Filesystern image is
successfully updated, You will need to reconnect again to configure your
zetup.

| Get Configuration

The systermn will give the configuration file only if it was earlier saved by
pressing "Savedll" in Systern Cormrmand Menu,

Status:

Upload firmware: Click Browse and select the firmware image to upload. The file name should look
something like this: nsp.ar7vw.firmware.upgrade.img. The file for web upload should have “upgrade” in
the name. The file without “upgrade” in the name is for upload using the serial connection.

Click Update Gateway .

The status of the uploading appears at the bottom of the page and all LEDs are off. This may take few
minutes. When the upload is finished, the ATU-R150 reboots (Power and LAN LEDs light again) and
you will need to log in again.

A Upgrading... - Microsoft Internet Explorer

File Edit Wew Favorites Tools Help T

@Eack - J ﬂ E“I 'yl | g Search ' Favorites 5‘2 7 4 'j:’.

Address ﬁ; http: 192, 168.1. 1 cgi-bin/firmwarechy b @:Go Links: ™
Upgrading..

The systetn 1z now upgrading. Please waitt for few minutes.

You will need to reconnect again to configure your setup.

§} Dong @ Internet

Note: If you are loading multiple files, it is recommended that you upload the firmware image at last as
the system reboots after loading firmware image.

At the login prompt, enter your Username and Password to log back in.

If you want to make sure the firmware is properly upgraded, go to Status/Product Information and
check on the ATU-R150 version information on the Product Information page.

Upload configuration file: You can use the same procedure to update the configuration file (config.bin).

You can download to your hard drive a copy of the configuration file (config.bin) that has been saved to
the ATU-R150 flash. To do so, click Get Configuration and follow the prompt.

You can also upload a saved configuration file (config.bin) back to the ATU-R150. To do so, click
Browse and select the file, then click Update Gateway .
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3.7.6 Ping Test
Once you have your ATU-R150 configured, it is a good idea to make sure you can ping the network. If you
can ping an IP on the WAN side successfully, you should be able to surf the Internet.

T00LS

Enter IP Address to ping: |[192.168.1.1

Packet size: |64 hytes

Murmber of echo requests: |3
Ping Test

[ Test |

PING 192,168.1.1 {192.168.1.1): 64 data bytes -
72 bytes from 192.168.1.1: icmp_seq=0 ttl=255
time=0.0 ms

72 bytes from 192.168.1.1: icmp_seq=1 ttl=255
time=0.0 ms

7Z bytes from 192.1658.1.1: icmp_seq=2 ttl=255
time=0.0 ms

---182.168.1.1 ping statistics --- v

=

Click Ping Test from the Tools menu to access the Ping Test page.

2. Change or leave the default settings of the following fields:
®  Enter the IP Address to Ping
®  Packet Size
® Number of Echo Requests

3. Click Test.
The ping results are displayed in the box on the page. If the ping test was successful, it means that the
TCPI/IP protocol is up and running. If the Ping test failed, you should restart the ATU-R150.

Field Description

Field Definition/Description

Enter IP Enter the WAN-side IP address that you want to ping. The default is set to
Address to Ping |the default IP address of your ATU-R150 (192.168.1.1).

Packet Size You can define the packet size of the ping test. The default is 64 bytes.
Number of Echo |You can define how many times the IP address will be pinged. The default
Requests is 3 times.
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3.7.7 Modem Test

The Modem Test page is used to check the connectivity to the WAN. This test may take a few seconds to

complete. Before running this test, make sure you ave at least one WAN connection configured and have a

valid DSL link. If the DSL link is not connected, the test will fail. Also make sure the DSLAM supports this

feature. Not all DSLAMs have F4 and F5 support. F4/F5 cells are used for operation, administration, and

maintenance (OAM) at the ATM level. They are used for two main purposes:

® Fault management (detection and notification)

® |oopback testing and link integrity

The ATM OAM is divided into several levels:

® F4: VP level. OAM information flows between network elements (NEs) used within virtual paths to
report an unavailable path or a virtual path (VP) that cannot be guaranteed. Segment flows are
processed, as well as end-to-end flows that terminate in the management processor.

® F5:VC level. OAM information flows between network elements (NEs) used within virtual connections
to report degraded virtual channel (VC) performance such as late arriving cells, lost cells, and cell
insertion problems. Segment flows are processed, as well as end-to-end flows that terminate in the
management processor.

Both F4 and F5 flows can be configured as one of the test types:

® Segment: This test verifies that ATM continuity exists between the virtual channel link segment from the
ATU-R150 to the DSL provider network (typically this is a DSLAM at the DSL provider site).

® End-to-End: This test verifies ATM connectivity of the virtual channel link with the ATM endpoint, such
as a remote broadband access router located at the DSL provider or ISP site.

T00LS

This test can be used to check whether your Modem is properly connected to the Network, This test may
take 3 few seconds to cornplete, To perform the test, select your connection fram the list and press the
Test button,

Connection Type VPLACT
O PPPOE pppoe  0:33

Modem Test Result: Notestis running

The figure above shows the Modem Test page with one WAN connection (PPPoE) pre-configured.

Perform a Connectivity Test
1. Click Modem Test at the Tools main page to access the Modem Test page.

2. Select the Connection you want to test and the Test Type.

3. Click Test.
The modem test results are displayed on the page.

Field Description

Field Definition/Description

Connection [Select the WAN connection on which you want to run the modem test.
Note: You will not be able to perform a modem test without any WAN
connections configured.

Type The type of the WAN connection.

VPI/VCI Virtual path identifier/virtual channel identifier.

Test Type |There are four test types:

® F4 End: F4 end to end.

® F[4 Seg: F4 segment.

® F5End: F5end to end.

® F5 Seg: F5 segment.
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3.8 Status

The Status section allows you to view the Status/Statistics of different connections and interfaces.

HOME ~ SETUP | ADVANCED = TOOLS [EEYRMIN HELP

——
Network Statistics

Connection Status The Status section allows you to view the Status/Statistics of different connedtions and interfaces,

DDNS Update Status

Wiew the Statistics of different interfaces -

DHCP Clients Network Statistics Ethernet/DSL.

Modem Status Connection Status  Visw the Status of different connactions.

(Prrmhet M e DHCP Clients “Wiew the list of DHCP clients,

System Log wiew the Status and Statistics of your broadband
Modem Status

Log Out [DSEL) connection,

Product Information Yiew the Praduct Infarmation and Software Versions,

System Log View the Log messages,

3.8.1 Network Statistics
You can access the Network Statistics page by clicking the Network Statistics link from the Status main page.
Click to view the statistics of the following interfaces:
® Ethernet
® DSL

HOME ~ SETUP | ADVANCED = TOOLS [EEYRMIN HELP

———
Network Statistics Network Statistics

Connection Status Choose an interface to view your network statistics:

DDNS Update Status ® Ethernet O psL
DHCP Clients Transmit
Good Tx Frames 5012
llcdemiStatus Good T Broadeast Frames 1
Product Information Good Tx Multicast Frames i}
Tx Total Bytes 4214198
System Log Collisions ]
Log Out Errar Frames ]
Carrier Sense Errors 0
Receive
Good Ry Frames 3126
Good Ry Broadcast Frames 157
Good Ry Multicast Frames 2
R Total Bytes 280093
CRC Errars ]
Undersized Frames 0
OVEITUNS 0
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3.8.2 Connection Status
You can view the status of different connections from the Connection Status page.

HOME ~ SETUP | ADVANCED = TOOLS [EEYRMIN HELP

Network Statistics Connection Status (1)

Connection Status

. . Description Type IP  State Onlineg Disconnect Reason
TR Wpikiie SEfims PPPOE pppoe  MfA Mot Connected a] DSL Line is Disconnected

DHCP Clients
Modem Status
Product Information
System Log

Log Out

3.8.3 DDNS Update Status
You can view the DDNS update status of your WAN connection from the DDNS Status page.

HOME ~ SETUP | ADVANCED = TOOLS [EEYRMIN HELP

Network Statistics DDNS Update Status
Connection Status

DDNS Update Status Connection: | PFPOE +

DHCP Clients

Modem Status DDNS Server: | DynDNS
Product Information
System Log

Log Out

DDNS Client is disabled

As you can see from this page, the DDNS client is disabled by default for your ATU-R150. When DDNS
client is enabled, the DDNS client updates every time the ATU-R150 gets a new IP address. The DDNS
Status page provides you the DDNS update status of your ATU-R150.
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DDNS Status Page

DDNS Update Status

DDNS Update Status Connection: | PPPOE

DDNS Server: | CynDNS +

Status: Connection has not acquired IP Address to update

Ervor Description: Hone

Field Description
Field Definition/Description

Connection (This field defaults to your ATU-R150's WAN connection over which your ATU-
R150 will be accessed.

DDNS This is where you select the server from different DDNS service providers.
Server Only DynDNS and TZO are supported by your ATU-R150 at this time.
Status The status could be one of the following:

® Updated: The IP address of the client has been changed and an update
has been sent to the DDNS server.

® No change: The IP address of the client has not been changed.

® Error: There is an error with the DDNS update.

Error If the DDNS update status is Error, this field gives a description of the error.
Description

3.8.4 DHCP Clients
If you have enabled the DHCP server, you can view a list of the DHCP clients from the DHCP Clients page.
From the Status main page, click the DHCP Clients link, select the LAN Group, and the following information
of the DHCP LAN clients is displayed:
® MAC Address
® |P Address
® Host Name
® |ease Time

CHCP Clients (1)

Select Lan:| LAN group 1 v
MAC Address IP Address Host Mame Leaze Time
00:04:61:5e:6f:b3 192.168.1.2 test-72302f22d9 0 days 0:51:40
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Select to view the Status and Statistics of your broadband (DSL) connection.

Network Statistics
Connection Status
DDNS Update Status
DHCP Clients
Modem Status
Product Information
System Log

Log Out

3.8.6 Product Information

HOME ~ SETUP | ADVANCED = TOOLS [EEYRMIN

Moderm Status

todem Status

HELP

Connection Status Connected
Us Rate (Kbps) 512

Ds Rate (Kbps) 2048

LIS Margin 15

DS Margin 17

Trained Modulation ADSL_G.dmt
LOS Errors ]

DS Line attenuation 15

U5 Line Attenuation 9

Peak Cell Rate 1207 cells per sec
CRC R Fast o

CRC Tx Fast o

CRC Ry Interleaved 0

CRC Tx Interleaved 5

Path Mode Interleaved

DSL Statistics

Mear End F4 Loop
Mear End FS Loop

Back Count
Back Count

(=]

This page shows the hardware and software information for your ATU-R150.

Network Statistics
Connection Status
DDNS Update Status
DHCP Clients
Modem Status
Product Information
System Log

Log Out

HOME ~ SETUP  ADVANCED  TOOLS

Pro:

Product Information
Model Mumber

HWY Rewvision

Serial Number
Ethernet MaC

DEL MAC

Software ¥Yersions

Gateway

ATM Driver
DSL HAL

DSL Datapump
SAR HAL

PDSP Firmware
Boot Loader

STATUS HELP

duct Information

LRFRD

Unknown

none
00:30:54:00:10:G6A
0030054001067

T3704.06051121_01
6.00.01.00
6.00.01.00
6.00.04.00 Annes &
01.07.2h

0.54

1.3.7.15
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The System Log page allows you to view all logged information. Depending upon the severity level, the
logged information generates log reports to a remote host (if remote logging is enabled). Up to 32 logs can

be displayed on this page.

Connection Status

DDNS Update Status

DHCP Clients

Modem Status

Product Information

System Log
Log Out

——
Network Statistics

SETUP | ADVANCED  TOOLS

STATUS

System Log

manager_get_defaults - Inode-}defaults
DEL Carrier is up

auto_veoe_default oamPing(0.35)result{2)
auto_vcoo_default namPing{0.32)result{z)
auto_vcc_default camPing{0 40)result{2)
auta_veoc_default camPingi0 36 )result{2)
auto_veoe_default oamPing(0.38)result{Z)
auto_veoe_default oamPing(0.96)result{z)
auto_vcc_search oamPing(0.35)result{z)
auta_vcoc_search oamPing(d.35)resulti2)
auta_wce_search oamPing(0.43)resulti{z)
auto_weoe_search oamPing(0.51)result{z)
auto_vco search oamPing(0.59)result{z)
auto_vcc_search oamPing(d 43)resultiz)
auto_vcoc_search oamPing(d.51)resulti{z)
auto_weoo_search oamPing(d.59)result{2)
Conn Delay Timer started for 50 sec
pppd 2.4.1 started by root, uid 0

Got connection: dell

MNew PPP_ID: Oxdcll

[

~
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Appendix

Appendix: Troubleshooting

Below is a list of commonly asked questions. Before calling technical support, please look through these
issues to see if they help solve your problem.

The ATU-R150 is not functional.

Check to see that the Power LED is green and than the network cables are installed correctly. Refer to
the quick configuration guide for more details.

Check to see that the LAN and WAN LEDs are green.

Check the settings on your PC. Again, refer to the quick configuration guide for more details.

Check the ATU-R150'’s settings.

From your PC, can you PING the ATU-R150? Assuming that the ATU-R150 has DHCP enabled and
your PC is on the same subnet as the ATU-R150, you should be able to PING the ATU-R150.

Can you PING the WAN? Your ISP should have provided the IP address of their server. If you can ping
the ATU-R150 and your protocols are configured correctly, you should be able to ping the ISPs network.
If you cannot PING the ISPs network, make sure your using the correct protocols with the correct
VPI/VCI values.

7. Make sure NAT is enabled for your connection. If NAT is disabled you the ATU-R150 will not route
frames correctly.

o opwON P

| can’t connect to the ATU-R150.

1. Check to see that the Power LED is green and that the network cables are installed correctly; see the
quick start guide for more details.

2. Make sure that your PC and the ATU-R150 is on the same network segment. The ATU-R150’s default
IP address is 192.168.1.1. If you are running a Windows based PC, you can open a DOS window and
type IPCONFIG; make sure that the network adapter that is connected to the ATU-R150 is within the
same 192.168.1.x subnet.

3. Also, your PC’s Subnet Mask should match the ATU-R150’s subnet mask. The ATU-R150 has a
default subnet mask of 255.255.255.0.

4. |f this still does not work, press the reset button. This will place the ATU-R150 into its factory default
state. Go through the above procedures again.

5. Make sure NAT is enabled for your connection. If NAT is disabled you the ATU-R150 will not route
frames correctly.

The WAN Link LED continues to blink but does not go solid.

1. This means that the DSL line is trying to train but for some reason it cannot establish a valid connection.
The main cause of this is that you are too far away from the central office. Contact your DSL service
provider for further assistance.

The WAN Link LED is always off.

1. Make sure you have DSL service. You should get some kind of information from your ISP which states
that DSL service is installed. You can usually tell if the service is installed by listening to the phone line;
you will hear some high-pitched noise. If you do not hear high-pitched noise, contact your ISP.

2. Verify that the phone line is connected directly to the wall and to the line input on the ATU-R150. If the
phone line is connected to the phone side of the ATU-R150 or you have a splitter installed on the
phone line, the WAN light will not come on.
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