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EDITORIAL

£t Bug-freecomput-
ingisdifficult
enoughtoachieve
evenwithout theaid
of hackers..??

Kto Ne S Nami, Tot Protiv Nas...

Complaining bitterly about the actions of thevirusauthorsand computer underground hasbecome
something of aVirusBulletineditorial trademark, and rightly so: thejournal hasnowishtoaddin
any way tothefolk hero status of the hacker or viruswriter. Unfortunately, such vituperationscan be
counter-productive, not to mention repetitive, and by and largethe subject doesnot really contain
enough meat for asatisfying editorial... unlesssomething particul arly raisesthe Editor’ sire. The
cause of thismonth'’ sbout of righteousindignationisthelatest edition of the so-called ‘ virus
researcher’ smagazine' , Computer VirusDevelopmentsQuarterly.

The presshasalready played animportant rolein shaping the way inwhich computer viruseshave
developed. Thebooksby Ralf Burger have hel ped to makethemuch-hacked Viennavirusprevalent,
and publicationslike40Hex have popul ari sed techni quesfor writing more compl ex viruses. One of
thelatest journals of thisilk to gracetheworld' snews standsis Mark Ludwig’ sComputer Virus
Devel opments Quarterly- apublication which purportsto givethetrueindependent view on the
virus problem. Another independent view isnever abad thing - except that L udwig believesin
explanation by example- andif hisreadersareincapabl e of typing his‘examples' correctly, adiskis
availableto aid them.

Togivethereader an example of thetype of material disseminated by L udwig and hiscronies,
consider the latest issue of CVDQ. The main thrust of thejournal thisquarter isto do with the SS-
386 virus (also known asPMBS, see page 9), but there are other items of interest, including a
‘guided tour of VX BBS's- with phonenumbers!” and the resultsof ‘TheFirst International Virus
Writing Competition'. Isthisreally the sort of material which should befreely available?

Ludwiginevitably arguesthat he hasevery right to publishCVDQ, and in this particul ar case, could
arguethat the SS-386 ‘virus' isnot fully functioning and therefore holds no threat for either usersor
anti-virussoftwaredevel opers. Burger, too, claimed that he purposely introduced mistakesinthe
Viennasource code published in hisbook. Four yearslater there are some 200 variantsin existence.
Such deliberate mistakesareno defence: by tutoring hisreaders, L udwigisactively encouraging
themto writemore sophisticated computer viruses.

Thisclaimtolegitimacy of virusresearch by viruswritingispuzzling. If someone brokeinto ahouse,
opened thefiling cabinetsand shredded every piece of paper, the owner would be outraged. Why is
the sense of violation any lesswhen the damageis doneto computer data? If the argumentsfor this
‘proof by example' are so compelling, thentheworldisvery fortunatethat Mr Ludwig isnot attempt-
ingtoillustratethedangersof terrorist activity or explosives.

Theroleof the computer within society isgrowing moreimportant by theday. Recent eventswithin
the UK haveonly served to underlinethis, with growing industry concern over the saf ety of the
softwarecontrolling the Sizewell B nuclear plant. Bug-freecomputing isdifficult enoughto achieve
even without the aid of hackers, virusauthors and other assorted miscreants- it cannot bein any-
one’ sinterest to makethejob of the computer vandal any easier.

Of course, none of thisisnew - both sides of the ‘ should we/shouldn’t we publish viruscode’ battle
feel that they have captured the moral high ground, and the argumentsfor each case have been
flogged to death. However, what makesthis particul ar issue so irksomeisthe comparative silence of
those userswho obj ect to these activitiesbut refuseto maketheir voice heard.

Thereisno apology if thisplaces much of the blame on the average computer user - why should
thosewho mumble quietly about theiniquity of computer law stand back and let othersfight their
battlesfor them?With the stance of the computer underground now much moreclearly defined, one
can do no better than to quote Lenin: ‘Hewhoisnot for us, isagainst us.” Themiddle groundinthe
argument israpidly disappearing, and those userswho remain silent are adding their tacit support to
the gradual legitimization of the computer underground. It istimeto stand up and be counted.
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NEWS

The Virus Bulletin Book

Over thelast year, VirusBulletin hasreceived arecord
number of callsasking for information from some ol der back
issues of VB (such as dataon the Cascade virus). In addition
tothis, the market hasbeen lacking good information,
pitched at alevel which the average computer user can
understand and, most importantly, use.

VirusBulletinispleased to rectify thissituation by publish-
ing The Survivor’ s Guide to Computer Viruses The book,
edited by VictoriaLammer and availablefromVirus
Bulletin, comprisesover threehundred and fifty pagesof
essential information on computer viruses, anti-virus
software, and anti-virusprocedures.

Informationincludedinthebook includesahistory of
computer viruses, atutorial onvirusesand how they work,
and achapter on good anti-virusprocedures, before embark-
ing on examination of thetwenty of the most important
virusesdiscoveredto date. With material from back issues of
VB extensively updated, and new material written by
Edward Wilding, K eith Jackson and Richard Ford, the book
providesaninstant one-shot authoritativereferenceon
computer viruses.

Thebook may be purchased directly fromVirusBulletinand
costs£19.95 (US $29.95). Discounts are availablefor bulk
purchases; distributor enquiriesshould bemadetoVictoria
Lammer at Virus Bulletin (Fax +44 235 559935).

NetWare4 Security Loophole

According to an aert by theComputer Incident Advisory
Capability (CIAC), thereisasecurity probleminthe
NetWare4 LOGIN procedurewhich can allow users
accountsto be compromised. CIAC claimsthat no other
versionsof NetWareareaffected.

Theproblem arisesbecausethe LOGIN program can
temporarily swap auser’ saccount name and password to
disk during thelogin process on DOS machineswith asmall
amount of memory. Thiscould allow theaccount to be
accessed by recoveringthisinformation.

A patchisavailablethrough Novell to fix thisproblem, and
CIAC recommendsthat usersreplacethe current
LOGIN.EXE programwiththe‘fixed’ version assoon asis
practicable. The patchisalso availableviathe anonymous
FTPsite, atfirst.org.

Thisdiscovery, coming so quickly after therel ease of
NetWare 4, will doubtless cause some embarrassment to
Novell, particularly in view of the great emphasisNovell has
placed onthe enhanced security of thisrelease.

Virus Prevalence Table - August 1993
Virus Incidents (%) Reports
Form 23 43.4%
Spanish Telecom 5 9.4%
New Zealand 2 3 5.7%
Nolnt 3 5.7%
Parity Boot 3 5.7%
Tequila 3 5.7%
V-Sign 3 5.7%
Vacsina 2 3.8%
Cascade 1 1.9%
Flip 1 1.9%
Jerusalem 1 1.9%
Joshi 1 1.9%
Italian 1 1.9%
Michelangelo 1 1.9%
Starship 1 1.9%
Yankee 1 1.9%
Total 53 100.0%

New VirusesintheWild

Thelast four weekshave been bad interms of thediscovery
of new virusesinthewild, with three new virusesbeing
reported by users.

Thefirst report concernsthe Coffeeshopvirus, whichis
reported to be spreadingin South Africa. The Coffeeshop
virususesthe Mutation Enginefor itsencryption, and isthe
first of the MtE virusesto befound in the wild.

The second report concernsthe STB virus. Thisviruswas
sent in by areader in Canadaon an infected diskette. The
virus, also known as Stealth 2 Boot, isamaster boot sector
virus, and containsno trigger routine. However, duetoa
programmingerror, infected diskettesmay sometimescause
themessage‘ General FailureError’ to be displayed when
thedisksare used on an uninfected machine.

Thelast new virusto bereported thismonth is Satanbug,
whichisreported to be spreading rapidly inthe United
States. Thevirusishighly polymorphic, but containsno
destructivetrigger routine. Dueto an error onthevirus
author’ spart, theviruswill occasionally corrupt the header
of EXEfileswhichit hasinfected.

In each of these casesthereisno causefor alarm, as up-to-
datevirusscanners should be capabl e of detecting the
viruses. However, thegeneral trend of morevirusesappear-
ing in thewild appearsto be continuing - and at an ever-
increasingrate.
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IBM PC VIRUSES (UPDATE

Updates and amendmentsto theVirus Bulletin Tabl e of

Known IBM PC Virusesas of 27th September 1993. TypeCodes
Each entry consists of thevirus’ name, itsaliases (if :
any) and thevirustype. Thisisfollowed by ashort C InfectsCOM files M InfectsMaster Boot Sector
description (if avail able) and a24-byte hexadecimal InfectsEXEfiles (Track 0, Head 0, Sector 1)
Z_e;ich_ﬁ)attern tc;?et;t):lt th(?j pe):je_ﬁengéa of thevi rur?'erlth a e Memory-resident fter infection

: u_t' Ity or preferably a |cat. scannerwhic (logical sector 0ondisk) P Companionvirus
containsauser-updatablepatternlibrary.

N Notmemory-resident L Linkvirus

604

Arcv-companion

Australian Parasite.143

Beep

Beer.3490
Burger.560.K 2

Burma

Butterfly.Crusades

Career

Cascade.1701.Jojo.D

Cascade.1701.Yap.B

Cascade.1704.K

Cha-Cha

Cinderella.C

CR: A 604 bytevirus. Awaiting analysis.
_604 3000 4B74 1280 FC2A 7403 E952 019C 2EFF 1E03 0149 E959 01FA
PN: A 346 byte‘ companion’ virusfrom the (now defunct) ARCV group. Creates hidden COM files

corresponding to EXE files. Thevirusisencrypted, and the following search pattern should be used with
care dueto its short length.

ARCV. 346 BFO5 01B9 2301 8035 ??47 E2FA C3

CN: Very similar to the 142 byte variant. The virus damagesthefileswhich it infects, so disinfection is
not possible.

Austr. Para. 143 B802 3DBA 9EO0 CD21 8BD8 BAS5 FFB9 8F00 B43F CD21 803E 55FF

CER: A 2000 bytevirus. Awaiting analysis.
Beep 502D 004B 7476 5850 80EC 4E74 0A58 5080 ECAF 7403 E98B 022E

CR: Similar to the Beer.3164 virus, and detected with the same pattern.

CN: New variants of thisold and primitive overwriting virus keep appearing, possibly because they are
being patched to avoid detection by known scanners. Thisvariant isvery similar to the 560.K version,
and is detected with the Burger pattern. The same appliesto the 498, 505.A, 505.B, 505.C, 505.D,
505.E, 505.F and 509 variants.

CEN: A primitive overwriting, 442 byte virus that conatinsthe text strings ‘[ Tempest - *]’" and
‘Rangoon, Burma’.

Bur ma 2E01 ESEC 00E9 1501 B301 FABA 4559 CD16 C350 5351 5256 5716
CN/EN: Two new variants of the Butterfly virus have been found, both 302 byteslikethe original, but
with the text message changed to ‘ Hurray the Crusades' . One of the variantsinfectsfileswith an EXE

extension, but asit does not recognize the EXE file format, infected programswill generally crash the
machine. The new variants are detected with the Butterfly pattern.

CR: Two variants are known, 446 and 697 byteslong.
Car eer 9C80 FCl1 741B 80FC 1274 163D CDAB 7505 9DF8 CAD2 003D 004B

CR: Likethe other variantsin the Jojo group, thisvirusis not encrypted. It is not fully analysed, but
does not appear to be significantly different from other related variants. Detected with the Jojo pattern.

CR: Internally thevirusisvirtually identical to the Y ap variant, but the decryption code has been
modified, presumably to avoid detection.

Yap. B 012E F687 2A01 0174 OF8D B74D 01B8 8206 3134 3104 4648 75F8

CR: Thedecryption loop of this variant has been modified slightly, but it is detected with the

Cascade (1) pattern. The same pattern will also detect the 1704.M version, where the only differenceis
inside the encrypted part. Another new variant, 1704.1 is detected with the Cascade-form pattern.

CER: A 2391 bytevirus. Awaiting analysis.

Cha- cha FB80 FCFF 7504 B834 12CF 5053 5152 5557 561E 062E 803E 4A06

CR: Inthisvariant the text string has been altered to * CindyRul.ez’, and afew other changes have been
made. Detected with the Cinderella pattern.
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Dark_Avenger.1800.Ps'ko, Dark_Avenger.2000.Copy.B CER:Minor variants, 1800 and 2000 byteslong respectively, with the text

Datalock.828

Flash.688.B

Hiperion

Infector.751

Intruder.1319.C

Keypress.1232.C

L ockjaw

Malaise.1355.B
Mannequin.B
Mark I1

Metallica ||

M oose

Moosell

Trident.611

Trident.90210

Trivial.Vootie

VCL

Vector

Willow.2013

messages at the start changed. Detected with the Dark Avenger pattern.

CER: Detected with the Datal ock pattern. This 828 byte virus does not seem to be capabl e of infecting
all COM filescorrectly.

CER: Awaiting analysis, but seemsvery similar to the original.

Fl ash. 688. B 005E 8BDE 81C3 OF33 (D00 FADS 0A88 O7EB O5EA ?7?? ?7?? FBOS

CR: A 254 byte virus which does nothing but replicate.

H peri on 9C50 80FC 4B75 1306 5351 561E 5255 33ED ESOF 005D 5ALF 5E59

CN: Thisvariant does not replicate properly, asinfected files usually cause program execution to
‘freeze' . It isdetected with the Infector.726 pattern.

EN: Some blocks of code have been moved around in thisvariant, but functionally it issimilar to the
other 1319 bytevariants.

I ntruder. 1319. C 5F32 CDAA BOO1 0OAQD C35F 32C0 C3BA 2104 B41A CD21 BFCA 04BE
CER: A minor variant, detected with the K eypress pattern.

PN: This 898 byte companion virus seemsto share some parts of the code with the Proto-T group of
viruses, perhapsindicating that they have the same author.

Lockj aw 9006 1E50 5352 3000 4B75 03E3 OE00 5A5B 581F 079D 2EFF 2E82
CER: Very similar tothe original ‘A’ variant, and detected with the Malaise pattern.

CER: 778 byteslike the original, and detected with the Mannequin pattern.

CN: A 350 byte virus which does nothing but replicate.
mvark |1 8A57 FC88 5600 8A57 FDB88 5601 8A57 FE88 5602 53EB 0790 2A2E
CER: Itisnot clear if thisvirusisat all related to the Metallicavirus, but it is hard to give it any other

name asit containsthetext ‘MetallicaVer 2.0'. Thevirusis 1129 byteslong, but has not been fully
analysed yet. An 1103 byte variant also exists, and is detected with the same pattern.

Metallica Il 9006 5051 5352 1E8A CA2C 4B74 13E9 FEO2 83C4 18CF EA

CN: A simple, 353 byte viruswhich does nothing but replicate. The virus containsthe string ‘ Moose’,
but also ‘MB’, which might be the author’ sinitials.

Moose 8BD8 33C9 8B84 5E01 8BD0 83EA 02B8 0042 CD21 8D94 0A02 BA3F

EN: The author of the Moose virus also wrote two other viruses, 468 and 631 byteslong, which only
infect EXE files, and are sufficiently different to justify placing them in a separate family.

Mose |1.468  8BDB BOFF FFBA FEFF BS02 42CD 21BA BS02 B43F B902 00CD 218B

Mbose |1.631 8BD8 BO9FF FFBA E2FF B802 42CD 21BA 5B03 B43F B902 00CD 218B

CR: 611 bytes, not yet analysed. Containsthetext strings‘[TridenT]’ and ‘{ V1.1 Bugfix}’

Trident. 611 3000 4B74 1180 FC30 7507 ESDB FFBB 4342 CF2E FF2E 901 5053

CR: Thisvirusis 647 byteslong, but isawaiting full analysis. Containsthetext strings ‘[90210 BH]’
and ‘John Tardy / TridenT".

90210 3DAD DE75 04B8 AAAA (CF80 FCL1 743E 80FC 1274 3980 FCAE 7437

CN: A simple, 66 byte overwriting virus.

Voot i e B42F (D21 89DE B8Ol 4333 (98D 541E CD21 B302 3DCD 2193

New V CL viruses keep appearing. This month brings three encrypted variants by the same author
(BEV#A32- CN, 562 bytes, BEV#A 33 - CN, 519 bytesand BEV#A 96 - CN, 516 bytes), which are
detected by any program which detectsthe standard VV CL encryption method. There are al so two non-
encrypted viruses, one 386 byte variant, which is detected with the V CL .394 pattern and VoCo (745
bytes, overwriting). The VoCo variant, aswell as several other non-encrypted ones may be detected with
thefollowing generic string.

VCL. generic B41A 8D56 80CD 21B4 4EB9 2700 5ACD 2172 09E8 OFO00 7304 B44F

CR: 441 bytes. Not yet analysed, but containsthetext ‘'V3.0 [VECTOR] (c) Necros the Hacker Written
Aug 1991inTralee, Ireland'.

Vect or 3DF1 4B75 04B8 (DAB CF80 FCl1 74C3 80FC 1274 BESO FC40 7518
ER: Somewhat longer than the original Willow virus, but detected with the same pattern.

Yankee _Doodle.Login.3096 CER: Very similar to the 3045 byte variant. Detected with the Y ankee-L ogin pattern.
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CONFERENCE REPORT

The Third International Virus
Bulletin Conference

Withtheimagesof theVB’ 92 conferencestill firmly
implanted in one’ smind, itisdifficult to believethat all that
Scottish merry-making happened over ayear ago. Have 365
daysreally passed? Apparently so, asthe conferencewent
Dutch last month for VB’ 93.

Theconferencewasheldin TheGrand Hotel Krasnapol sky,
situatedin the heart of Amsterdam. With over 150 del egates
makingthejourney fromtwenty-four different countries, the
conferencetook on not only acontinental but atruly interna-
tional flavour.

Man cannot live on virusesalone... or so the saying goes.
With thisin mind, the conference began withdinner for the
speakersintheFive Fliesrestaurant, after acanal trip for
both the del egates and the speakers, which gaveeveryonea
chanceto gaintheir bearings, and to samplethelocal brews.
Thistripwasaccompanied by adrizzly shower, which (with
the Jenever flowing freely) dampened the coatsbut fortu-
nately not the spiritsof the del egates.

ConferenceOverview

Accordingtomany of thedel egatesat theconference, I T

M anagers now understand what they need to doin order to
prevent virus attack, but want to know how to ensurethat
their carefully drawn-up policiesareactually followed. ‘ We
aren’ tinterested in how Joe User’ scompany placesacopy of

Team VB’ 93(left toright): (Back row) Tim Winder, Shell Nederland Informatiewerverking, Stefano Toria, CSl srl, Jim Bates, Bates Associates.
(Fourth Row) David Rischmiller, Oxford University Computer Services, John Walker, ADSComputer Systems, Jan Terpstra, IBM Nederland NV,
GeorgeGuillory, Paramax Space Systems, Roger M arshallsay, Securelnformation Systems, Rupert Goodwins, PC Magazine. (Third Row) Righard
Zwienenberg, Computer Security Engineers, SteveWhite, IBM, Jan Hruska, Sophos, Philip Bancroft, Digital Equipment Corporation, Vesselin
Bontchev, VirusTest Centre, Roger Riordan, CYBEC Pty. (Second Row) Fridrik Skulason, Frisk Software, Richard Ford, VirusBulletin, Dmitry
Gryaznov, Russian Academy of Sciences, Winn Schwartau, Inter Pact I nfor mation Security, Matthias Janichen, Virus Test Centre, lan Chambers, ESA,
Rod Parkin, Midland Bank. (Front Row) FransVeldman, ESaSSBV.
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F-Protonevery workstation’, commented onedel egate.
‘“What wewant isto understand how to enforcetherules,
and what can gowrong.’

Theconferenceattempted to answer some of theseproblems,
but morethan anything servedto differentiatethe needs of
theusersfrom those of the anti-virusindustry. Exactly aslast
year, usersareincreasingly frustrated by theanti-virus
manufacturers’ school boy fascinationwith competing sizes
of virus collections- what they need isasol ution.

Up to Speed

Thedelegateshad already been treated to theinfamous Steve
White-Jan HruskaVirus-101 coursetheevening beforethe
conferencebegan, but| BM wanted to reinforce thismessage.
A good virusdefencepolicy isbuilt on several very simple
precepts, and the opening talk by Jan Terpstraattempted to
drum thismaxim home.

However, afar morethorny problem isthat of what to do
when something hasgonewrong. A virusisloose onyour
computer system. Itisnotidentified by current anti-virus
software, andishighly destructive. What should you do
now? Thisisexactly thesituation David Rischmiller, from
Oxford University Computer Services found himself in.

Summing up the situation in early 1991 atOUCS,
Rischmiller wasdisarmingly frank. ‘ At the start of 1991 we
were aware of viruses, we had been subscribersto the
Virus-| mailing list for sometime; weweregiving anti-virus
adviceto our users; and weretaking simpleanti-virus
precautionswith the machinesunder our control whichwere
availablefor public use. We had even made astart on
producing adocument about computer virusesand their
prevention ... for all that, wewere naive about theissues.’

Rischmiller then went on to explain about the unforeseen
problemswhichthevirus(inthiscase, Spanish Telecom)
causedwithintheuniversity. Oneinteresting side-effect of
the problem wasthat the usersbecameincreasingly paranoid
about the nature of the virusinfection whichwas spreading
throughout the university - aproblem which PC support staff
will know all toowell.

One problem which seems set to affect OUCSfor the
foreseeablefutureisthat of ‘haunting’ by the Spanish
Telecomvirus, asmachinesbecomeinfected from oneof the
many infected floppy disketteswhicharemoulderingina
forgotten corner of an office. ‘ If therehasbeen aserious
outbreak,” explainsRischmiller, ‘ everyoneiseager todothe
right thing, but asthe memory fades, so doesthe enthusiasm.
I don’t think thereisany way of stopping thisin auniversity
environment. Y ou can takeahorsetowater...’

A Senseof Security

Not everyoneintheanti-virusindustry hasthe same perspec-
tive on how to go about preventing the spread of computer
viruses. Themost controversial talk of theconferencewason
analternativeapproachtovirusprevention.

Winn Schwartau, the cause of thefurore, believesthat the
current approach to viruspreventionissimply wrong, and
that by using well known security techniquesitispossibleto
limit the spread of computer viruseswithin an organisation.

* Asmost security professional s probably already know, | am
not abig fan of virusbusting’, began Schwartau, before
embarking onano-holds-barred critiqueof theindustry.

Schwartau argued that abetter way to prevent virusesisto
use acombination of the security systemsonemight find on
alargemainframe system. Hebelievesthisisabetter system
for anumber of reasons:

« It will cost lessmoney thaniscurrently spent on anti-
virussoftware

« It will save the man-hours spent on keeping anti-virus
softwareup to date

« It will provide protection against unknown virusesaswell
asknown ones

« Itwill provideanumber of additional benefitswhich are
badly needed by thecorporatel T manager.

AshewasledtotheGuillotine, Monsieur Bontchev washeardto
mutter ‘ LetthemuseDEBUG...’

Thedelegates and speakers seemed to bedivided by
Schwartau’ sassertions. V esselin Bontchev gavealengthy
multi-point argument against Schwartau (he did not agree
with any of the points Schwartau raised!) and hisviews
reflected those of several of the speakersand aproportion of
theaudience. However, theremainder of thedel egateswere
very interestedinwhat Schwartau’ smodel hadto offer. The
acid test of hisideaswill be how they fare onlarge systems
over aperiod of time- meanwhilethejury isstill out onthis
one. Debateover Schwartau’ sideascontinued throughthe
rest of theconference.

ReviewingtheReviewers

Onamoretechnical note, Vesselin Bontchev gavean
informativeaccount of how virusscannersshould betested.
Heexplained that the biggest problem ismaintaining avirus
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collection: if thevirustest-set used to examine
anti-virussoftwareisat fault, thetest resultsare
notvalid.

However, the processof ‘weeding' alarge
collection of thejunk and joke programswhichit
containsisnon-trivial. A typical ‘ viruscollec-
tion’ may consist of megabytesof data, much of
whichwill not be of interest to thevirusre-
searcher - however, it all must be examined, in
caseit containsnew viruses. Bontchev went on
to describe how thisshould bedone:

One of themost common mistakesto make
when compiling aviruscollectionistheinclu-
sionof first-generationvirusdroppers(which
Bontchev further classifiesasgerms, droppers
andinjectors). Theproblemwith suchfilesis
that although they replicate, they do not repre-
sent atypical infection, and therefore should not
beincluded when testing scanners.

Bontchev concludedthat even after many
monthsof effort, theVirusTest Centrein
Hamburgwasstill not ready to review products
asthoroughly ashewouldlike.

Theapproach adopted by PC Magazinewas
somewhat lessscientific. ThePC Magazine
reviewsweighted theusability of thesoftware
muchmorehighly, explained Rupert Goodwins.
Goodwins' virusdetectiontestswereundoubt-
edly lessrigorous, but gave hisreadersan ideaof
the‘feel’ of theproduct. Goodwinsthenfaced a
barrageof questionsfromthemoretechnically
oriented membersof theaudience.

Theideal way toreview anti-virussoftwarehas
yet to bediscovered, but such open discussions
lead the way to better reviewsfor usall - the
final recipefor theperfect review probably being
amixtureof theVTC’ sscientific zeal and PC
Magazine's‘touchandfeel’.

New VirusTrends

Noticeably absent fromthisyear’ sconference
weresomeof theheavyweight technical papers
presented in Edinburgh: hopefully therewill bea
stronger technical flavour tonextyear’ sevent.
However, thetechnical presentationswerestill
oneof theconferencehighlights.

Onedepressingly accuratetalk was supplied by
Tim Twaits, of Sophos. Thisexamined arange
of virusconstructiontoolkitswhich seemto have
growninnumber overnight. Twaitscautioned
that although thetoolkitsdid not present too
largeathreat at thistime, more‘ products’ were
doubtlessinthepipeline.

Schwartaurecommendsusi ng acombination of security measures...
...delegatestest histheory after theGalaDinner.

Oneincreasingly popular technique used for combating virusesis
heuristic analysis- amethod which haslong been surrounded by an aura
of black magic. Fortunately, FransV eldman fromESaSSwasintent on
demystifyingtheentireheuristic procedureand explained to delegates
how hiscompany approached theissue... and unbelieverswill be pleased
tolearn that therewereno rams’ heads, black candlesor Latin incanta-
tionsinvolved!

BlueNotesand Red Lights

Onaclosing note, the conferencewas not all work. With the venue
being so closeto the very heart of Amsterdam, there was much sightsee-
ing and merry-making after hours.

Thegaladinner proved to belessinflammablebut at |east asenjoyable
aslast year. Held in the Winter Garden restaurant at the hotel, the
evening comprised acombination of finefood, music and entertainment,
by thevery capable magicians John and Saxon. The high point of the
event waswatching V esselin Bontchev being placed onaworking
guillotine, although thiswasrivalled by the sight of CPAV product
manager Tori Case seemingly floatingintheair. The magician wasnot
opentoany bribesregarding either of hishelpers' personal safety, and
both Tori and V esselin survived theevening unscathed!

After these excitements, the band led the party on until 1.00am - joined
for thelast few numbers by master saxman Jim Bates and the Editor of
VB. ‘It would never have happenedin my day!” VirusBulletin’ serst-
whileEditor, Edward Wilding, muttered darkly.

Onceagain, thanksare dueto PetraDuffield, who consistently produces
perfectly organised conferences, andall her hel pers. Several people
deservetheVirusBulletinaward for dedicationwell beyond thecall of
duty: namely Karen Richardson, VictoriaLammer, Rosalyn Regaat
Expotel International Groupsand all the staff at Crypsys.

Thanksarealso well earned by the speakers, but particularly by all the
delegates, whoselively discussionsmaketheVirusBulletinconference
theeventitis. Wherewill the conference be next year? Well - watch this
space, asgreat plansare afoot...
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VIRUS ANALYSIS 1

PMBS - Intentional Mayhem

Mike Lambert
Before Disaster Strikes

Amidst theusual flurry of viruseswhich crossmy desk, a
very unusual sample cameto light thismonth: a Protected
ModeBoot Sector virus(PMBS). Anti-virusresearchers
have been predicting something likethisfor many months,
andto befrank, | am surprised that it hastaken solong for a
viruswhich uses protected modeto appear.

Thefact that thisisthefirst virusknown to use protected
mode meansthat it warrantsalonger than usual discussion,
and | will attempt to explain thetesting sequence | went
through to examinethisvirus, asit marked the beginning of
a‘wholenew ballgame’ for me!

FirstImpressions

Thevirusarrivedintheusual pile of diskettesand samples
sent to me every month in theform of adropper program (no
infected floppy disk wassupplied). Whenthisprogramis
run, itinstallstheviruson afloppy disk, placing itscodein
theboot sector and 12 other sectorsof thedisk. Theseare
located inthefirst available dataareaof thefloppy, and are
marked as‘bad’ inthe FAT to ensure that they are not
overwrittenlater.

Thenext step wasto boot my test machinefrom thisfloppy
disk, which caused the hard drive of my test machineto
becomeinfected. On aninfected system, thevirusstoresa
copy of thepartitiontableinformationinthe Master Boot
Sector so that the hard driveisstill accessibleif the machine
isbooted from an uninfected floppy disk. The contentsof the
original MBS are stored in sector 13 of thedisk, and the
remainder of thevirusbody in sectors2-12. Thisleft me
with afunctioning copy of theviruswith whichtowork.

When the systemissubsequently booted fromthe hard drive,
theviruscodeisloaded into astatic areaof memory, 32k
long. Thiscodeislater rel ocated to extended memory. The
virusthen checksfor the presence of ahard disk, infectingit
if necessary, and setsup the machine prior to moving the
processor into protected mode. Therearetwodifferent
sectionsof codeinthevirus: thereal modeinstallation and
infectionroutine, and the32-bit protected mode code, which
actsasthe system monitor. Theterm ‘ monitor’ isused
because of thedifferent action of thecodein protected mode;
all operationsare monitored, rather thanthevirussimply
hookinganinterrupt vector.

Oncethevirusissafely installed in protected mode, it has
completecontrol of every aspect of machinefunctionality,
and can monitor the execution of any applicationswhichrun
inareal mode DOS environment.

MonitoringtheM onitor...

Themonitorinstalledinextended memory isextremely
simple, and does not seem to beacompleteimplementation
of whatisnecessary for troubl e-freeexecution - especially
whenoneconsidersthetremendouscompatibility issues
raised. It appearsto beunfinished (possibly indicativeof a
test version of thevirus?) asit comescompletewithitsown
‘debugging’ messageswhichare presumably included so
that the devel oper can spot exceptionsand errorseasily. Itis
these messages, and the compatibility issues, which make
thisvirusso easy to spot. An example of these problems
became evident as soon as| tried to boot my machine.

Whenthevirushadfirstinfected my PC, execution of any
protected modeutilities, security software, and some
conventional application software caused the PCto ‘ hang’
with amysterious protection fault of onekind or another. All
these offending programs had to be disabled in order to get
themachineto boot. These problemsare caused by deficien-
ciesof themonitor program, and an extensive amount of
work would berequired to makethisaviablevirus.

Oncethetest machinewasrebooted with the offending
applicationsdisabled, | found that the presence of thevirus
ondisk was stealthed - all attemptsto read the MBS
returneditsoriginal contents. However, thereisno stealth
protection onthefloppy diskette, which seemsunusual .

“Oncethevirusissafely installed

in protected mode, it has complete
control of the machine”

Theviruscould not befound in memory using my standard
tools, and several utilitieswould not executewith thevirus
resident (my greatest concernisnot being ableto seeand
control thevirusas| normally can with the standard real
modeviruses- anew high priority isthe construction of
somenew tools). A debugger or any other softwarewhich
attemptseither to control or to examinethewholemachine
causesthesystemtohangwitha'‘ protection’ violation
message. Current AV productswill almost certainly produce
someconditionswhichthevirusmonitorfindsobjectionable
and therefore makeit show its hand.

Protected M odeBehaviour

Theprotected modemonitor eval uatesanumber of interrupts
and I/Oinstructions, one of whichisfloppy disk access
(usedtotrigger theinfection process), and another of which
provideshboot sector stealth. Token supportisgivento
protected modeissues, mostly to ensure stability rather than
tohidestealthily frominquisitiveeyes.
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Thevirusmonitorsint 13h, read function 2 for afloppy disk,
and when thevirusfindsadisk to infect, thevirusmovesits
real mode codedown for executioninreal mode. The
monitor takes note, transferring to thereal mode codeto
accomplishthepotential host eval uation, and when neces-
sary, theinfection. Whenthisprocedureisfinished, it
‘signals’ themonitor by executing amonitor trapped
interrupt (Int FFh). The monitor then cleansup and returns
control totheoriginal requester.

Hard disk accessesare screened for any MBSreadsand are
‘redirected’ by telling thehardwarewherethe MBSreally is.
Protected modeinterrupt accessissimply denied and
extended memory portrayed asnon-existent.

Propagation

TheDIR, COPY commands, and someother floppy disk
accesses, sometimesfail to coax thevirusto propagate, but it
iscapable of infecting afloppy disk. Tryingthevirusontwo
different 386s, it wasdifficult toinfectfloppy diskson one,
but the other infected quiteeasily. Thisisprobably aresultof
thevariouswaysthat the different Bl OSes spin upthefloppy
disk (the*motor on’ bitischeckedintheinfection routine).

| have used theterm ‘infect’ rather loosely here:| mean that
theviruswritesitself to thefloppy disk butisnot afully
functioningvirus. Theresulting floppy doeswritecodeto
other hard disks but not with acopy of thevirus. On onetest
machine, afirst generation floppy caused the systemto
reboot instead of the expected non-bootabledisk message- |
later found asection of the DOSkernel in thevirusinstead
of the system monitor code. On another test machine,
booting fromthefirstgenerationfloppy simply hungthe
system. So, thereisno propagetion in the normal sense of
theword - thismay be acompatibility issue, asit seems
unlikely that thiswas not tested by the author.

Disinfection and Protection

Protected modeinterrupt support islessthan basic. Most
callsareblocked by afew short stubs of code and it appears
that everything el seis passed back to real mode. Thevirus
appearsto contain no overtly maliciouscode. Theonly thing
of any noteisthat thevirusdoesgo to some effort to find
and protect itshome on thefloppy (the codeisjust over 500
bytes). Thiscodecould havebeen extensively improved
upon, bothintermsof sizeand implementation, so it seems
that neither of theseissueswere of concerninthedesign.

Disinfectionisthestandard ‘ boot your clean disaster
recovery disk and restorethe MBS'. ThelD thevirususesto
indicateinfectionisthe PMBSportion of the PMBSV IR text
inthe OEM ID areaof the boot sector. Since the same code
sectionisshared for harddisk and floppy infection, thehard
disk MBSandfirst generationfloppy boot sectorscontaina
partition table. Thismeansthe samestring isin the same
placeinthe MBS. In either case, the presence of aMBS
lacking itserror messagesand thefloppy boot sector missing
all itsmessages make the virus easy to spot.

Pertinent Questions

Asthe concept of aprotected modevirusisvery new, | will
attempt to anticipate some of themore obviousquestionsand
tacklethem here:

Isthisaviruswhich will befound in thewild?

No; it wasobviously never intended to bean ‘inthewild’
virus, at leastinitscurrent form. | did not even producea
viablefirst generationfloppy infectionduringtesting, so
PMBSisontheedgeof qualifying asavirus. My personal
definition of a‘'minimum’ virusrequiresthecode’...logi-
cally or physically to propagatewithout permission...” soit
may not technically beavirus. Unfortunately, inthereal
world, the problems can befixed, and this code can be made
to propagate. Inaddition, it provesthat aprotected mode
virusispossible, and theeventuality of morevirusesof this
typebeing devel oped needsto be addressed now.

What exactly isthe purpose of PMBS?

PMBSlookslikeeither:
1. Work inprogress.

2. A demonstrationvirus. | say thisbecause of the mixture of
considerabl e expertisecombined withthe' neglecttodoa
completejob’. Surely if someoneisgood enoughtodesign
and program aprotected modevirus,they must also be
capableof at |east basic compatibility. Amouncing such
thingsas‘ General Protection Fault’, ‘ Unimplemented
Interrupt’, ‘ Offending Instruction’ , and then hangingthe
systemisalongway fromtryingto hidefrom anybody! If
you aretrying to hidefromthe curious, why announce
yourself by usingthe OEM field to store PMBSVIR?

Whilethisversionisnot going anywhere (infecting people’s
computerswithout their knowledge), itisapersuasive
demonstrationthat‘it’ (aprotected modevirus) can bedone.

Author’ snote:

I have subsequently found that the subject of protected
mode viruseswas discussed in Computer Virus
Development Quarterly, Vol 1 Number 4, published by
American Eagle Press, PO Box 41401, Tucson, AZ
85717. The'virus' | haveanalysed aboveisthe subject
of an article on the perilsfaced by thosewho use a
protection system which cannot deal withthe protected
modeviruspossibility. Protected modeand thevirus
implementationarefully explainedinthearticle. This
certainly clarifiestheglaring discrepanciesnotedinthe
technology mix employed inthedesignand code. It
appearsthat only the minimum ‘virussupport’ was
used around the protected mode theme. Theauthor
suggestshardwarewrite-protection asthebest defence
and suggeststhat those not empl oying hardwarewrite-
protection should at | east check the systemimmediately
after itisbooted to determinewhether itisin protected
modewhen it should not be.
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Thisisnot thefirst viruswritten just to show that acertain
techniqueispossible, and that may well bethereasonfor its
existence. It iseasy to make a casethat thisvirususesa
moreadvanced form of stealth. Wedid not alwayshave
polymorphism, hardwarestealth, and themyriad of current
memory stealth techniques; someonediditfirst. Insome
casesit wasdoneto show the anti-virus softwaredevel opers
wherethey were going to haveto gointhefuture.

“ protection needsto be purchased
In one form or another, and the

‘freelunch’ of a TSR trying to
compensate for the bad habits of
the user community isgone”

Thislookslikethenextlogical stepintheVirustechnology
vsAnti-Virustechnology danceweseeeveryday (asany
targeted anti-virusdevel oper will tell you).

What if someonefixesthisthing?

If the object isto produce acompatibl e, protected modevirus
capable enough to spread in thewild, it might bebetter to
redesignthevirus. Remember theword‘ monitor’ and
protected mode. Thereareinfact DOSExtenders’ [For
example, Windows. Ed.] which areprotected modemonitors,
and anyone devel oping such athing knowsfull well how
much work itisto code, test, andrel ease compatible
protected mode code! Thisisnot ajobfor justany program-
mer, and if wetakeinto consideration the necessary sizeof
theresulting code, it will bealittle difficult to hide (one
person qui pped that the viruswould need to display the
message ' I nsert Protected Mode Virus Disk 2 and press
return’ inordertofunctioninvisibly!).

I sthereany protection from thesethings?

Duetothe nature of protected mode programs, solving this
problemusing ‘vanilla DOSwill proveto beextremely
difficult. However, thereare solutionswhichwill protect the
system. Hardwarewrite-protection of theboot sector and
systemfilesprovideprotectionfromall virusesincapabl e of
removing cardsor changing jumper settings. Itispossible
never to boot the system using the MBS - in thiscase,
virusescaninsert codewithout ever becoming activeonthe
machine. The bottom line hereisthat protection needsto be
purchased in oneform or another, and the‘ freelunch’ of a
TSR trying to compensate for the bad habits of the user
community isgone(if it ever really existed).

FutureDevelopments

It seemshighly unlikely that therewill be no more protected
modeviruses, and development will probably parallel the
linesof virusencryption and memory stealth - where one has
gone, many will follow. Whatever thenext stepisin
protected modeviruses, threethingsareguaranteed.

 The expertise of the author must be much greater than
that typical of current virusauthors.

* Protected modeviruseswill bebigger, and harder to hide.

« Protected modeviruseswill havecompatibility problems
and may beeasier tofind (inthe early development
stages) by accident than current real mode stealth viruses.

I do not think thisisanything to causeimmediate concern,
unlessyou aresitting too far behind the development curve.
Theprudent protection provider, behesoftwaredevel oper or
security consultant, will seewhat iscoming and spend the
timeavailableplanningfor theinevitable. Fortunately, wedo
seemto have sometime.

PanicNow?

Initspresent incarnation, ascan string isnot needed to find
thisvirus: if acomputer can still executethe usual DOS
extensions(eg memory-managers) and thesystem operates
normally, itisnotinfected. In addition to this, becausethe
virusdoesnot replicatecorrectly, it will not spread.

Thevirusisinteresting inthat itisaprotected modevirus,
but other thanthis, it uses no new technology. No destructive
trigger routinesareincluded, anditisunlikely that it will
cause extensive damageeither to floppy or to hard disks.
Thisistheplaceneither for moral evaluation of such
creationsnor areview of the quality of coding: | do not feel
qualified to do one or the other. Thereader isleft to make up
hisown mind on the trends and whimswhich drive thevirus
worldalong.

PMBS

Aliases: None known
Type: Protected Mode, Master Boot Sector
Self-Recognition on Disk:

OEM Name set to ‘PMBSVIR’
Self-Recognition in Memory:

None necessary
Hex Pattern:

ES8OF EEE8 82F0 E801
F1FA E883 F1E8 67F1

Intercepts: In the usual sense of the word, none.
However, the monitor uses Int FFh
internally, and contains code to inter-
cept Int 13h, subfunction 2 and Int 15h,
subfunctions 87h and 88h.

Trigger: None, but causes extensive disruption
of many applications.

Removal:  Under clean system conditions, replace
contents of Master Boot Sector using

FDISK /MBR.
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VIRUS ANALYSIS 2

Sibel Sheep: Crying Wolf?

Jim Bates

It hasalwaysbeen my suspicion that viruswritersare
mentally abnormal. Thisisconfirmed by the contentsof a
recent viruswhich suggeststhat thewriter’ smindisnot
simply twisted, but actually sprained!

Thevirushasbeenin circulation for several months, but has
recently been reported at largein the UK and it hastherefore
been necessary to disassemble and analyseit in the usual
manner. For reasonswhich will become apparent, thevirus
has been called Sheep (or Sibel Sheep) and whileit repre-
sentsno morethan the usual nuisancevalue, itisinteresting
becauseit exemplifiesall theclassic facets of most viruses
which crossmy desk.

Our star viruswriter this month appears obsessed with sheep
and also attemptsto grab our interest with what seemsto be
somenonsensical referenceto cars. Thosereaderswith
nothing better to do might attempt to decipher thisgibberish
but if you succeed, pleasedon’t tell me- my own cerebral
processor hasbeen sorely overloaded for somemonthsnow!

Overview

The Sibel Sheep virusisaparasitic, resident, COM/EXE
infector which deliberately corruptsDOC, TXT,ARJ, and
BAK filesonapseudo-random basis. The codeisencrypted
by alaughable attempt at polymorphism. Theactual virus
length is2352 bytes although thisisincreased by arandom
amount duringinfection. COMMAND.COM isinfected, but
thiswill undoubtedly cause system malfunction.

TheDOSInterrupt Service Routine (Int 21h) isintercepted,
but apart from servicing the ubiquitous* Areyouthere? call,
only function 4Eh (FCB Find First) issubverted.

Initial Operation

Whenthevirusfirst executes, it decryptsthevirusbody. It
shufflessomeregister contents, andissuesan‘ Areyou
there? call. Thisinvolvesplacing avalueof D4hintothe
AH register and issuing an Int 21h request. If thevirusis
resident, theD4h valueisincremented beforetherequestis
returned and processing jumpsto the exit routine. Otherwise,
processing passesontothepre-installation routine.

Thisisthefirst error inthevirus: the' Areyouthere? call
interceptionwill cause serious mal function onNovell and
Banyan VINESnhetworks, sincethey useasimilar call for
accesscontrol of theirlogical records. Thistypeof conflict
exemplifiesthepoor level of technical competencedisplayed
by the virusauthor - and | hopethat if hereadsthishefeels
suitably sheepish.

Thepre-installationroutineexaminesthemachineenviron-
ment for the name of thefile specified in the COM SPEC
variable (if not otherwise set, thiswill bethe usual command
interpreter, COMMAND.COM). Thisfieldischeckedto see
if it matchesthe pattern ‘ c?2cO???.?? andif it does, the
virusissuesan Int 05h call beforejumping to the exit
routine. | am not aware of aCOM SPEC variablewhich
matchesthispattern, particularly considering thelower case
lettersinvolved. Thismay bean attempt to avoid or disablea
protection mechanism, or avoidinfection of thevirus

author’ sown machine. At thispoint, if the COMSPEC fileis
inthedefault directory, it will beinfected by thevirus.

“the‘Areyou there?’ call
interception will cause serious

malfunction on Novell and Banyan
VINEShetworks”

Thevirusthen herdstheexisting Int 21h vector intoitsdata
areaand checksthe DOSversion number. If thisisearlier
than version 4, the codeisrel ocated to apoint 128k below
thetop of availablememory. Processing then continuesby
making afurther test on the COM SPEC variable (ina
similar fashionto before) for apatternof ‘ ??NDOS?.7??.In
thiscase, if amatchisfound, thevirusisrelocatedin
memory to segment 8AA0:0100h (instead of 9000:0100h).

Whether theviruscodeisrelocated or not, no attempt is
madeto protect it from being overwritten by subsequent
systemactivity.

Oncerelocated, thevirusfirst hooksitself intotheInt 21h
serviceroutineand then collectsavaluefromthesystem
clock hundredths of asecondfield. If thisvalueiszero, the
computer will hang. Otherwise, it goeson to check the
systemdate. If thisis7th May (any year), thefollowing
message isdisplayed on the screen and the computer hangs.

KI RYAT MOSKIN!!'!
LOCAL PROCESS | NDUSTRY.
VI RUS DONE BY:
S| BEL , TEACHES
HOW TO MANAGE SHEEP?
Thanks for using Turbo Anti Virus.
PLEASE JMP FEO0O: O

On any other datethevirusexitsto the host program. The
‘KIRYAT MOSKIN!!!" message heremay beagreeting (or
aninsult) inaforeign language, amagic spell to ward off
evil spiritsor eventhe nameof thewriter’ sfavourite sheep
(whose birthday just happensto be on May 7th). Whatever it
meansisnot really of theslightest interest except for
identification purposes.
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Resident Operation

Onceresident, thisvirusinterceptsand subvertsall requests
for Int 21h subfunction 4Eh (FCB Find First). After extract-
ing thetarget filename, the virus checksto seeif the request
isdirected at drive C and if so, it checksfor the existence of
adirectory named ‘the Great’ . If thisisfound, infectionis
terminated and processing isreturned to the system. In all
other cases, theviruscontinuesby savingthecaller’s
filenameand issuing itsown search for any availablefile.
Oncefound, thisfileischecked and treated accordingly.

If thefilefound hastheextension BAK, thefollowingtextis
inserted at the beginning of thefile:

. What is backup for anyway??? BackUp is
usual Iy unnecessary ! End..

If thetarget file hasan ARJextension, acorrupting jJump
instructionisinserted at the beginning of thefile. For files
which havetheextensionDOC or TXT, thefollowing
messageisinserted at apoint halfway along thefile:

‘“What's 455260 M COUNTACH 5000 CC???
Instead of reading this junk, think about it!’

Onceagain | have made no attempt to unravel thisgibberish.

If thefilehasa COM or EXE extension, it is passed to the
infectionroutine. Thevirusmaintainsacounter totry and
infect twofilesduring eachinterception.

“If thetarget file hasan ARJ
extension, a corrupting jump

Instruction isinserted at the
beginning of thefile.”

I nfection Routine

Thisroutine processesboth EXE and COM filesand detects
thedifferenceby theusual expedient of checking for the
‘MZ’ header whichidentifiesEXE filestructures. No check
ismade of absolutefilesize, so COM filesgreater than
approximately 63k will beirreparably damaged. Anabortive
attempt ismadeto check whether there areany resource
areas attached to EXE files, but thiscodeis so riddled with
mistakesthat therewill certainly be damageto suchfilesif
they becomeinfected.

Infectionisachieved by appending theviruscodeto the host
fileand modifying thefile header to ensurethat it gains
immediate control. In an apparent attempt to avoid some of
thesimpler anti-viruscontrols, thevirusrenamesapotential
target filetotheextension VZQ beforeinfecting it and then
renamesit again.

Oncesuccessfully infected and renamed, thetarget file
secondsfield withinthe Date/Timestampischanged to the
value 13h, which represents 38 seconds. It may beworth

noting that corrupted BAK, ARJ, DOC and TXT filesalso
havethissecondsvalue set.

Just prior to writing thevirus codeto thetarget file, an
encryptiontogglealgorithmisgenerated to makethevirus
polymorphic. Thisparticular viruswriter wasobviously too
preoccupied with other thingsto givethismuch thought,
sincetherearejust 2 algorithmswith 8 variations.

Evenincluding the garbage code, generated on apseudo-
random basis, the code derivesagrand total of only 16,384
possiblevariations. Compare thiswith something around 3 x
10 for the M utation Engineand you will appreciatethe
skill of our sheep molester.

Conclusions

Therearemany conclusionswhich can bedrawnfrom
examining thisvirus, most of whichthe Editor would not
print. However, it isnoteworthy that most of the code seems
tobeoriginal. | did not recogniseany obvioussimilarity
between sections of thiscodeand other viruseswhich | have
analysed. Themutilation of thevariousfileformatsattacked
isnothing morethan ‘ computer vandalism’. Inadditionto
the deliberate damage caused, the bugswhich thevirus
containscan cause seriousproblems.

Toall present and prospectiveviruswriterslet meplead -
don’t waste your time, virusesare adead end and it ismuch
morefuntowrite productiveprograms.

Totheauthor of thisvirus| can only suggest - ‘ returnto your
sheep, she' sprobably missing ewe!’ [Groan. Ed.]

SIBEL SHEEP

Aliases: SHEEP
Type: Parasitic file infector
Infection: COM and EXE files (including

COMMAND.COM)
Self-Recognition in File:

Seconds field set to 38
Self-Recognition in Memory:

Issue INT 21h call with D4h in AH,
returns D5h in AH

Hex Pattern: (On disk and in memory)

9C80 FCD4 7504 FEC4 9DCF 80FC
4E74 03E9 7701 5053 5152 5657

Intercepts: Int 21h Function 4Eh for infection.

Trigger: Random action - corrupts ARJ, BAK,
DOC and TXT files

Removal:  Under clean system conditions identify

and replace infected files.
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FEATURE

Computer Viruses in the
Corporate Arena

Micki Krause
Rockwell International

Computer viruseshavebeen of increasing concern at
Rockwell Inter national, with hundredsof incidentsreported
over thepast fiveyears. M ost recently, two large business
unitssufferedinfectionsonsizeablelocal areanetworks,
rendering computer resourcesunavailable, and hindering
businessoperation. Subsequently, thevirusproblemhas
escalated to present aserious businessrisk.

M oreover, thenatureand impliedintent of computer viruses
havesignificantly evolvedinrecentyears. Theseeming
innocenceof the Cookie M onster virushasbeen overshad-
owed by thestealth-like, self-encryptingvirusesof today.
Thistransformation, and the profound impact it hason
information processing, havechanged forever theway we
plan, design, implement and manage the distributed comput-
ingenvironment.

Being Prepared

Inlate 1988, | participatedin one of the earliest computer
virus symposiums, sponsored by Deloitte & Touchein New
Y ork. Rockwell International had avestedinterestin my
attendanceand participation. Althoughthemajority of
symposium attendees had only read about viruses, we had
already experienced virusattackson M acintosh computers.

Atthat early meeting, security professionalswerehard
pressed to agree on acommon definitionfor acomputer
virus. Infact, for two yearsafter that, debates ensued over
whether or not viruseswere afad that would become passé,
or areal threat to betaken seriously.

Five-Year Tracking Record

Althoughactual virusincidentswerereportedin 1988,
computer viruseswerenot considered aseriousbusiness
concern at thetime. Many peoplethought they wereajoke-
anovelty - something that could not affect areal computer.
Viruseswerean enigma. Their actionswereamystery; their
originwas apuzzle; no real damage could be attributed to
them. Awarenessof security and prophylactic softwarefor
viruseswasimpossibleto sell at thistime.

Throughout 1989, we saw increased infections, still Macin-
tosh-related, and still perceived asamere nuisance. At-
temptsat educating and informing users met with resistance
and/or denial. Many computer-literatefolk looked us
squarely intheeye asthey said * Computer virus- thereisno
suchthing.’

VirusesWithin Rockwell

In 1990, primarily duetoincreased i nterconnecting of
computers, weexperienced anexplosion of virusincidents.
M acintosh viruseswhich had existed on disk and stand-

alone systemswerenow being propagated through M acin-
tosh networks. PC viruses, such as Stoned and Jerusalem,
madetheir corporatedebut. Over 600 incidentswere
reported throughout Rockwell in 1990. Subsequently, we
made our first major investment inanti-virussoftware.

During late 1990 and throughout 1991, we marketed the
installation and use of anti-virussoftwarethroughout the
corporation. Thesoftwarewe purchased asour corporate
standard came asasuite of programswhich included
scanning and cleaning executables, and Terminate and Stay
Resident programs(TSRs) for activity and anomaly check-
ing. Sincemany of our installationsarelocal areanetwork
based, withan already over-encumbered T SR environment,
we chosetoimplement the scanner executable, runfrom
AUTOEXEC.BAT, withaconfigurationfilewhichincluded
adate parameter.

The scanner wasthuskicked off only at theinitial boot up
every day, regardless of how many timesthe machinewas
booted during the day. On networked PCs, the scan was
performed prior to network connection.

* Aswith the preceding Monkey
virus, thisvirus was new and our

anti-virus software did not
recogniseitssignature”

Wereinforced our anti-viruscampaignwith comprehensive
management briefings, virusal ertsand security newsl etters
highlighting the new and recurring viruses. Weincreased the
internal availability of anti-virussoftwareby storingiton
multiple platformsto enableabroader distribution. Our
softwarelicensing agreement allowed it to be used at home
by employees, so that disks used both within the company
and at homewere not apotential source of infection.

Asanti-virussoftwarewasinstalled throughout the com-
pany, viruseswerediscovered lying dormant on PCs.
Security awarenesswas heightened, and by mid-1992, we
began to seeadecreasein virusincidents. Weattributed our
successto astrong awareness campaign and amarked
increaseintheuseof anti-virussoftware.

By theend of 1992, virusincidents had decreased substan-
tially and we thought we had finally had our arms around the
problem. Unfortunately, wewerelulledinto what we now
know was afal se sense of security.
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Complex VirusesDiscovered

Inlate 1992, information was disseminated about more
sophisticated, moredangerousviruses- viruseswhich
changesystem attributesand evade anti-virussoftware;
stealth, polymorphicand crypto-engineviruses; andincreas-
ingly, viruseswhichoriginatedin Western Europe, Eastern
Europe and beyond. Wewere coming torealizethat the
productsupon which wewere now dependent, whose
strengthslay in scanning for known virussignatures, could
soon becomeobsolete. Inaworryingly short time, those
productsbegantofail us.

Inearly 1993, the Monkey viruswasdiscoveredina
southern Californiabusinessunit. Several PCswereinfected,
and our standard anti-virus software product had not
detectedit. Although theimpact of theincident was not
quantifiedintermsof lost dataor system downtime, it got
theattention of our user community. They beganto demand
abetter anti-virussol ution.

Scanner Exhaustion

Two monthslater, in April 1993, wewereblind-sided once
again, thistimewith the Hi virus. Aswith the preceding
Monkey virus, thiswas new and our anti-virus softwaredid
not recogniseit.

TheHi virusinfectsmemory and executables. It doesnot
carry maliciousinstructionsto deletedataor destroy disks.
Regardless, it took itstoll. The Hi struck avery large
businessunit locatedintheUS. Thisdivisionisheavily
networked, with 9 file serversand 630 PCsin onelocation,
and connectionsto 30 other USsitesand 34 European sites.

Thisparticular division had had its share of virusesinthe
past; thus, the PC/network support personnel werevery
virus-aware. Anti-virussoftware had beeninstalled on all of
the networked PCs. Floppy diskswere scanned prior to

using them. By all accounts, thisdivision had taken all of the
right stepsto protect itself against viruses.

After someinvestigation, it wasdiscovered that the Hi virus
had arrived on program disksreceived from alegitimate
businesspartner in Switzerland. Accordingtodivision
personnel, thediskswere scanned according to procedure
prior to being loaded onto aproduction network. A day later,
systemsbeganto goawry. Usinganauxiliary anti-virus
product, techniciansfoundtheHi virusonfileservers, floppy
disksand multiple PCs. Despite effortsto contain and
eradicatethevirus, it continued to travel around the network
throughout theentiremonth of May.

Financial Impact of theHi Virus

Atmy urging, andin order tojustify the cost of additional
anti-virussoftware, division management quantified thecost
of thevirus. Thefollowing isan approximate cost break-
down, accordingtothe M anager of Information Systems
(Datesof infection: April 29,1993 - June 2, 1993).

1988 (% yr.)

Breakdown of virusincidentsreported by Rockwell I nternational
for theperiod 1988t0 1993.

(1) Rockwell internal PC and L AN support technicians spent
approximately 160 hours, at $45.00 per hour, toidentify the
virusinfections, consult the users, scanwith anti-virus
software, and del ete and restore theinfected files. A week
and ahalf passed before our vendor provided uswith a
recognition string of theHi virus. Having receivediit, we
wereableto cleantheinfected files, aprocessrequiring less
timethan deleting and restoringfiles.

1.$7,200 Rockwell PC/network support

(160 hrs @ $45/hr)

(2) External contractor support was hired for 200 hours at
$40.00 per hour towork withRockwell employees.

2.$8,000 Contractor support

(200 hrs @ $40/hr)

(3) Onefileserver wasdisconnected fromthe network, to
prevent thevirusfrom spreading throughthe LAN. This
server wasunavailablefor an entireday whilethe originand
spread of theviruswasbeing determined, fileswere
cleaned or restored, and other serverswerescannedfor a
signof theinfection.

Approximately 100 employeesrelied ontheoneserver for
theresourcesrequiredto performtheir regular job duties.

$36,000 server downtime
(100 users @ $45/hr - 8 hours)

Ontheaverage, the usersaccessed the network for about

25% of thenormal work day.
3.$9,000 $36,000 x 25%

(4) Management assessed the costs of purchasing additional
anti-virussoftware. A pproximatecost of softwarefor each
fileserver = $900; approximate cost of eachindividual
workstation=$20.00.

4.$19,800  Additional AV softwarerequired.

Thegrandtotal cost of theincident was $44,000.
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For the sake of comparison, if we multiply the $44,000 by
tenincidents(areasonableassumption, consideringthe
number of divisionsalarge company may have), that
number explodesto $440,000 dollars, which equatesto a
maj or bank robbery or afraudul ent electronic fundstransfer.
Thisisthe magnitude of the cost which wearefacing.

Unfortunately, many executivesfinditdifficulttorelate
unavailability of resourcesto abottom linedollar cost. And
yet, the biggest impact from computer viruses has been and
continuesto betheunavail ability of resources. Indefining
information security, availability of resourcesisincluded as
anintegral component. Thustheunavailability of our
computer resourcesreducescomputer and datasecurity -
leading to adirect dollar cost.

Although we have had instanceswherefileswerelost, the
overwhel mingimpact of viruseshasbeentheresulting
unavailability of computersand resident data. Especially
when avirusis propagated through anetwork, multiple
usersare put out of work and administratorsand support
staff areforced to stop performing regular job dutiesto work
ontheproblem.

The proper responseto avirusincident callsfor the
system(s) in question to beisolated. In many cases, virus
outbreakshaveaffected multiplefileservers, making them
inoperabl efor unacceptabl e periodsof time.

Many professionalsbelievestrongly that viruslegislation
should be enacted and that the punishment should fit the
crime. Someonce oncereferred to avirusasatax that we pay
onthe cost of using acomputer. | submit that theburdenis
heavy, and becomingheavier.

Actionsand Recommendations

My briefing tothe US Congresswas prepared to lend
support for anti-viruslegislation; thusoneof my recommen-
dationsfor solutionsto the computer virusepidemicisto
enact lawswhichwould penalizetheviruswriter. However,
| believethat legislationisour last resort, to be used when
al elsefails. Therefore, | submit thefollowing actionitems
for consideration:

* Improved Quality Assuranceand Control. Commercial
hardware and software vendors must adopt more stringent
methodsto assurethat the systems are not contaminated
prior to shipment. Too often, wediscover virusesin commer-
cial shrink-wrapped softwareor in systemswhichwe
receive onaturnkey basisfromhardwarevendors. Addition-
aly, hardware/softwareserviceunitsmust upgradethe
quality of their diagnostictoolsto ensurethat diskettes
carried by servicetechniciansfrom customer to customer are
notinfected.

« Integrity and security should bebuiltinto application
softwareand operating system software. Depending onthe
sensitivity of the system/data, wefind it necessary to use
additional security and assurance productsbecausewe

cannot rely ontheintegrity of the core system. It hasbecome
inefficient, ineffectiveandvery expensiveto layer security
products; the burden on the user, the computing resources,
andthecompany isbecoming unbearable.

» We need anindependent, unbiased source of product
evaluations. Companiesarebeing bombarded with security
and anti-virus products of all shapesand sizes. Not only are
we unableto test these products on all computing platforms
used within our companies, but it isimpossiblefor custom-
ersto test products against the thousands of existing strains
of computer viruses. We need asense of assurancethat the
productwill perform asadvertised.

“ Despite effortsto contain and
eradicate the Hi virus, it

continued to travel around the
network throughout theentire
month of May.”

« A centralised resourcefor all incident tracking, education,
and security alerts. Security professionalsneed arepository
for reliableinformation concerningvirusincidentsand
information to be ableto educate users and the community at
large. Although many companiesarereluctant to admit that
viruseshaveinvaded their computing resources, surveysand
industry studies show that amajority of companieshave
beeninfected. Asopposed to being an embarrassment to the
company, | believethat thewillingnessto share our experi-
encesindicatesasense of community and industry responsi-
bility. I hopethiswill encourage othersto do the same.

InSummary

Thenatureandimplied content of computer viruseshave
evolvedsignificantly inrecent years. Thistransformationhas
had aprofound impact on information processing and has
changed forever theway we plan, design, implement, and
managethedistributed computing environment.

Viruseshavebecomeaseriousthreat to computing. The
incidentsto date have been costly, primarily dueto the extent
that our businesses have been disrupted and the
unavailibility of our resources. Themigration of major
applicationsfromthetraditionally protected and secure
mainframeenvironment totheinherently insecurePCand
local areanetwork causesseriousexposure.

Therisk isever-increasing, thanksto thevirusauthors
whose creati onsare continuing to becomemore sophisti-
cated and more dangerous. Therisk to acompany such as
Rockwell iseven greater than to some other companies,
because of our extensivedomesticand foreign networking,
closer to the origins of some of the newest and meanest
viruses. We hopethat briefings and articles such asthiswill
perpetuate cooperativeeffortsand bring uscloser toreal
worldsolutions.
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PRODUCT REVIEW

A Clean Sweep

Keith Jackson

Sweep for DOSis an anti-virus program which can scan
hard drives, floppy disksand networksfor the presence of
viruses. It currently claimsto be capabl e of detecting 2834
viruses, arapidly rising total. Sveepisupdated every month
to keep up with thisremorselessincreasein the number of
knownviruses. No checksummingfacilitiesareincluded
with Sweep; these are provided by other Sophosproducts.

Documentation

Sweep comesina‘standard’ size slipcasewhich containsa
copy of abook entitled ‘' Data Security ReferenceGuide’, a
user manual, permanently write-protected 3.5inchand 5.25
inch floppy disks, numerousbumph sheetsfor other Sophos
products- and an advert for Virus Bulletin! Onenicetouchis
that the package contai nstwo sheets of pre-printed sticky
|abelswhich can be used to mark disks as being virus-
infected, or to indicate when adisk was|last scanned.

Sweepisavailablefor OS2, Novell Netware, and OpenVMS
aswell asMS-DOS though thisreview will look only at the
MS-DOSversion (unlesssomebody caresto donate aVAXto
me, inwhich casel will duly extend my testing in return).
The point of having the softwareavailable on other operating
systems seemsto bethat they are often used asfile servers
for networked PCs, and Sweep can perform anti-viruschecks
directly onafileserver.

The Sweep user manual isawell-written 100 page A5 wire-
bound manual whichisthoroughly indexed and which
containsavoluminousfifteen page Glossary of technical
terms. Itisseemingly freeof the marketing rubbish affecting
S0 many anti-virus product user manuals.

A quick start tutorial isprovided, aswell asathorough
description of using Sweep either asastand-al one product
(command linedriven), or viathe‘interactiveshell’, turning
Sweepinto amouse, keyboard, and drop-down menutype
product which canwork under either DOS orWindows.
Personally, | prefer theformer method of operation, but
rodent-addicted userswill doubtlessopt for thelatter.

Theuser manual contains chapters on what do when
problems prevent correct operation, and whattodoif avirus
isdetected. My only real beef with the manual isthat several
termsdefined inthe Glossary have nothing at all to dowith
the matter in hand. For instance, do access security models
such asthe Bell-LaPadulamodel and the Bibamodel really
matter to someone scanning for viruseson aPC running
MS-DOS?1 think not. In similar vein, termssuch asVirus
Description Language (VDL ) are used inthe User manual
without being explainedinthe Glossary.

Thedevelopersof Sweep do not believethat ‘ cleaning’ a
virusfrom aninfected fileisagood idea, and to thisend the
adviceinthe Sweep manual isalwaysto replacean infected
filewith acopy whichisknownto bevirus-free. Thisis
sound advice, but it may prove onerouson networkswhere
the sameinfected fileis present on PCssituated at geo-
graphically remotesiteswhich havetoupdatedlocally rather
than viathe network. Even so, | agreewith thisstance. Virus
infected filesshould alwaysbeeradicated, rather than merely
tinkered with, but | am fully awarethat thisisavery
personal viewpoint.

Installation

Installation of Sweep to hard disk, asfar asDOSiscon-
cerned, isvery straightforward: afew filesare copied, and
thereisreally nothing moreto be said about it. Sveep can be
executed directly fromfloppy disk; themanual explainsin
detail how to perform aboot froma‘known clean’ floppy
disk, and how to execute Sweep from floppy disk. Asthe
manual quite clearly states, such an approach provides
maximum security, but itisimpossibleif thefilesdo not fit
onto afloppy disk - such an Herculean task isnot possible
for scannerswhich requireWindowsto be present.

A Windowsinstallation programisalso provided with
Sweep; thiscaused me afew problems. For starters, the
installation programisincredibly slow. It beginswith ahuge
hard disk thrash (thefunction of whichismysteriously
unexplained); then, after asking for theSweep disk itself, the
installation program took 2 minutes44 secondsto copy four
files (580 Kbytesintotal) to the hard disk... and thiswas on
a25MHz 486! To give someideaof how poor thisperform-
anceis, the DOS COPY command can copy the samefiles
from floppy disk to hard disk injust 33 seconds, whichis
almost 5times asfast.

For maximum security, before using SWEEP virus
detection softuare, you should:

1. Suitch the PC off

2. Insert a urite-protected system floppy disk
C(normally supplied by the manufacturer)

3. Suitch on the PC and wait until it bootstraps

4. Insert the SWEEP disk

5. Type 'SW

It is of paramount importance that you do this,

to ensure that your PC is virus-free before
running SWEEP.

[ Done | Cancel

+,+ move, Enter selec Esc g

Better advicewould be hard to comeby - but how many userswill
actually follow theon-screeninstructions?
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TheWindowsinstall ation program changesthedate/time of
all installed files so that the dateis set to 1/1/80, and the
timeisset to 0:00. Asthisalteration preventsusersfrom
seeing at aglancethe age of theinstalled version of Sweep,
itispotentially quite damaging and should befixed assoon
aspossible. | fail to understand why theWindowsinstalla-
tion disk contains 16 files, seven of which seemto be
WindowsDLL files, yet (not counting thefilescontained on
the DOS Sweep disk) theWindowsinstallation program
merely installsanicon fileand aWwindowsPIF file. What do
all theother filesdo? Usersshould betold.

Asfor explaining theWindowsinstall ation process, the
manual isno help whatsoever - it merely saysthat ‘ The
installation programwill display thescreen, tellingyou
whichfilesarebeing copied, aswell asother pertinent
information’. A tad terse perhaps?

Do not be misled into thinking that Sweep comesintwo
flavours, aDOSversion andWindowsversion. Only one
version of the scanning program isprovided: thismay be
executed asacommand linedriven program, or theinterac-
tive shell may be used. Thelatter can be executedinaDOS
box under Windows. Although | personally prefer using
scannersdirectly fromthe DOScommandline, | fully
understand why many userswish to have menus/mouse/
keyboard driven option selection. Aslong as such aprogram
doesnot become so bloated that it will not readily fit onto
floppy disk, thisisnot deleterious.

OntheMenu

Theinteractiveshell provided withSweep providestheusual
plethoraof drop-down menus, andworksvery effectively. |
found noreal problemswithit, beyond adesirefor the
mouseto be ableto click ontheexplanatory help provided
on the bottom line of the screen, and alack of short-cut keys
to provide aquick path through the various menu options. |
particularly liketheon-linevirusinformation (availableas
long asthefile SW.DAT ispresent), which could save much
digging around for long-lost paper manualswhenavirusis
detectedandidentified.

A word about disksisin order at this point. Sveep was
provided ontwo 3.5inch disks (720 Kbyte), but only one
5.25inch disk (360 Kbyte). Of thetwo 3.5inch disks, one
disk containsall of theSweep files, and one containsthe
Windowsinstallationfiles. The5.25inch disk only contains
someof the Sweepfiles, in particular thefile SW.DAT
which providestheon-linevirusinformationisonly supplied
on 3.5inch disks. | am afraid that | cannot understand this at
all. Dothedevel opers of Swveep believethat userswho have
5.25inch disk drives only want to perform abasic disk scan,
and do not want accessto all of Sweep’ sfeatures?

If I purchase a package which does not have ahuge pil e of
disks, I have now become conditionedtoit containing both
typesof floppy disk, andfor all of thefeaturesto beavailable
on either set of disks. Skimping on thispoint for the price of
acoupleof floppy disksisnot hel ping anybody.

Sell by Date

When Sweepisexecuted, it providesan on-screenwarning if
the softwareis more than 4 months out of date. Thiswarning
still worksalthough theWindowsinstall ation of Sweep has
changed all thefiledatesto 01/01/80 (seeabove). The
normal frequency of updateisevery month, sobarringa
wrongly set clock, most userswill never seethiswarning
message. Notethat usersare not prevented from using an
out-of-dateversion, they aremerely warned that its‘ shelf
life' hasexpired.

Sweep can check any chosen part of any designated disk.
Theuser can specify that Sweep’ sattentionsshould be
concentrated either uponawholedisk, individual file(s),
logical disk sectors, absolutedisk sectors, the boot sector or
even amemory range. Most userswill just ask for awhole
disk (or several disks) to be scanned, but the extraspecifica-
tionfeaturescould proveinvaluableif avirusisdetected,
and morethan aroutine disk scanisthen required.

Sueep Options Ulieuw Help

Search criteria
Do search
Clear criteria...

Virus name: Form
Infects: DOS bo
Memory resident| A boot sector virus from Suitzerland infecting
Trigger conditi| hard disks and floppy disks. On the 18th day of
Infected hard d| every month the virus produces a noise when keys
are pressed. The original boot sector is stored in

| Next | the last physical sector of the hard disk. (UB Nov

Perforn a secure bootstrap from a clean, system
disk with the same version of the operating system
as the one installed on the hard disk.

1,1 scroll, Esc quits

Oneof thenicest additionsto Sweepistheon-linevirusdatabase.
Heretheuser isled throughaFormvirusdisinfection procedure.

The speed with which ascanner operatesisalwaysdifficult
to describeintermsthat can be usefully comprehended.
Knowing thetime taken to scan my hard disk isof no use
whatsoever to anyone elseasfar astheir own systemis
concerned. Theonly meaningful testisto compareascanner
against other well-known scanners, and measuretheir
relativeperformance.

Sweep scanned my hard disk, containing 758 files (23
Mbytes) spread across 28 subdirectories, in 1 minute 51
seconds. For comparison purposes, Dr. Solomon’ sAnti-
Virus Toolkit for DOS(AVTK) needed 25 seconds, and
McAfee’ s SCAN program needed 1 minute 43 secondsto
scan the same hard disk. Sweep al so has aquick mode of
scanning (‘ full’ scanning, thedefault mode, examinesevery
byte of eachfil€), which required 40 secondsto scanthe
same hard disk. When the sasmetestswere performed under
Windows, Sweep required 2 minutes44 secondsfor a‘full’
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scan, AVTK required 40 seconds, and SCAN required 2
minutes 52 seconds. Thisshowsthe same proportional
increaseintimefor each product. Thank you, Windows.

When | tested the same scanners against ahard disk volume
which used the Sacker datacompression system, theresults
were somewhat different. Using DOS alone, and ahard disk
containing 2224 files (79 M bytes) spread across 130
subdirectories, Swveep required 3 minutes 8 seconds (33
secondswhen‘ quick’ scanning), theAVTK required 27
seconds, and SCAN required 1 minute 27 seconds. Notethe
largetimeincrease when Sweepiscarrying out a‘full’ scan.
Either the presence of Sacker, or thelarge number of files,
iscausing Sweepto perform moreslowly. Itisinstructive
that ‘ Quick’ Sweepisalmost unaffected by all this.

““ Sweep is constantly vying for the
best detection resultsin many of

the compar ative reviews published
both here and elsewhere”

Thevirusdetection capabilities of Sweep weretested against
all theviruseslistedintheTechnical Detailssection (see
below). It correctly detected 100% in both test-sets. Notethat
the 1024 M utation Engine sampleswereall detected
correctly, thoughthecompl exity of detectingthisvirusdid
lead to avery slow scan time. It took 88 minutes 5 seconds
to scan the hard disk of the 4.77 MHz PC on which the

M utation Engine samplesarestored.

Thisscantimeillustratesclearly that modern powerful
hardware has masked just how much work ascanner is
really doing when scanning aninfected disk rather than a
clean one. Fortunately (itisto be hoped) indaily use, a
scanner will not beused in such avirus-riddled environment.

AsVirusBulletinand Sophos (the devel opers of Sweep)
obtaintheir virustest samplesfrom the same sources, the
100% virusdetection resultisunsurprising. Indeed any
result lessthan 100% would point towardsvery poor quality
control onthe part of the softwaredevel opers.

Bitsand Bobs

Included with Sweep isaprogram called the * Sophos
Utilities' . Thisisrather likeastripped down version of PC
Toolsor TheNorton Utilities, inthat facilitiesare provided
toinspect and/or manipul ate disks, disk sectors, filesetc.
Quiterightly the manual statesthat thisprogramisnot
intended asareplacement for commercially available
programs, butitisvery simpleto use, and isat |east avail-
ableinstantly (aslong asyou do not use 5.25 inch floppy
disks!) if the programs on the Sweep floppy disk areusedin
anger and detect the presence of avirus.

‘Dangerous’ featuressuch ascopying sectorsor clusters
haveto beexplicitly enabled fromthecommandline

whenever they arerequired. Thisisafail-safefeature not
offered by products such asNorton or PC Tools, and
preventsauser in panic mode from making thingsworse.

Anoptionisprovided whereby awarning can beissued
whenever afileisfound which hasbeen previously com-
pressed using one of the common datacompression pro-
grams (ZIP, ARC and ZOO arethe onesmentioned in the
manual). Thisisnot really good enough, and therereally
should be an option wherethe contents of compressed files
actually can be scanned. | am fully awarethat the prolifera-
tionof several different typesof datacompressioncompli-
catesthis, and that it introduces alarge scanning time
overhead, but datacompression softwareisused sofre-
quently that thisomission may be areal disadvantage.

Conclusionsand Thoughts

In conclusion, Sweepisnot thefastest scanner around (that
honour isprobably still held by Thunderbyte; seelast
month’ sVVB review), but it provides ascanning speed which
isperfectly adequatefor most purposes. Testing of Sveep’s
virusdetection capabilitiesshowed aperfect score of 100%,
and even allowing for thefact that my test-set andSophos's
test viruses are from acommon pool, Sweep isconstantly
vying for the best detection resultsin many of thecompara-
tivereviews published both hereand el sewhere.

Obviously Sveep’ sdevel opersarecoping well withthe
relentlessgrowthinthetotal number of knownviruses. The
problemswith theWindowsinstallation part of Sweep are
not catastrophic but they do need putting right.

Long-term readersof my reviewswill havenoticed that the
AVTK and Sweep have been thetwo  commercial bench-
mark’ programsagainst which | compare other scanners.
Thisreview bolsters my opinion that Sveep should remainin
thisposition.

Technical Details
Product: Sweep

Developer : SophosPlc, 21 The Quadrant, Abingdon, OX 14 3Y S,
England, Tel: +44 (235) 559933, Fax: +44 (235) 559935

Availability: MS-DOS2.0and above

Version evaluated: 2.53

Serial number: Nonevisible

Price: £295for arovinglicencewithmonthly updates.

Har dwar e used: (a) Toshiba 4400C, a25M Hz 486 notebook,
with4Mbytesof RAM, one3.5inch (1.44M) floppy disk drive,
and a120 Mbyte hard disk, running under M S-DOSV5.0 (b)
4.77MHz 8088, withone 3.5inch (720K) floppy disk drive, two
5.25inch (360K) floppy disk drives, and a32 M bytehard card,
runningunder MS-DOSv3.30

Virusesused for testing pur poses: Thissuite of 143 unique
viruses(accordingtothevirusnaming conventionemployed by
VB), spread across228individual virussamples, isthecurrent
standardtest-set. A specifictestisalso madeagainst 1024 viruses
generated by theM utation Engine (whichareparticularly difficult
todetectwithcertainty).

Full detailsof thetest-setsused areprintedin VirusBulletin, August
1993, p.19.
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END NOTES AND NEWS

Proceedingsof the Third International VirusBulletin Conference are
availablefrom VirusBulletin containing all paperspresented at the 1993
conference, written by theleading namesintheanti-virusindustry. The
cost of theproceedingsis£50 + postage and packing. To order contact
VictoriaLammer. Tel. +44 (235) 555139.

Central Point has announced that itsOS/2 version of CPAV has
entered Betatest. Theproduct claimstobethe* Industry’ sonly true32-bit
OS2 applicationfor virusprotectionthat supportskey OS2 capabilities'.
CPAV for OS2 isexpected to belaunchedinthe Autumn of 1993.
Pricing information onthepackagewill beannounced at that time.

Tel. +44 (81) 848 1414.

Accordingtoareportinthe Weekend Australian, two men areattempting
toescapetrial for hackinga NASA computer by claiming thecrimetook
placein America, onehundredth of asecond beforetheinformation
appeared ontheir terminal . Thiswould meanthat thecrimewould haveto
betriedintheUSA , andtheAustralian chargeswould bedropped. With
anever increasing number of computer misusecases, itlookslikely that
solicitorswill comeupwithacompletenew rangeof defences.

Patricia Hoffman’sVSUM ratingsfor August: 1. F-Prot Professional
2.09, 95.6%, 2. McAfee ViruScan V106, 94.9%, 3. VirusNet 2.08a,
91.7%, 4. Dr Solomon’ sAVTK, 89.0%, 5. Fifth Generation UTScan
28.02S, 83.0%. NL M's: McAfee NetShield v106, 93.3%, 2. Net-Prot
1.00s, 71.0%, 3. Cheyenne'sInoculan 2.18g, 67.7%, 4. Intel LanProtect
1.53+1/93S,54.1%.

Accordingtoan American Banker s Association report, morethan nine
out of every tenmedium-sized bankscarry insurancepolicieswhich cover
computer systemsandtheel ectronictransfer of money. Thesurvey
indicatesthat therisk associated with electronicfraudisgreater thanthe
physical risk tocashand documents.

S& Sinternational isholdingaseminar on Network security on 25th-26th
October in Edinburgh. Tel. +44 (442) 877877.

CS’s 20th Annual Computer Security Conference and Exhibition will
beheldin Anaheim, California, on November 11th-12th. For more
information, contact Patrice Rapalus. Tel. +1 (415) 905 2310.

Theentirevirusproblem issolvedproclaimsthepressrelease! Where
hassucharevolutionary announcement comefrom?Frimley (near
Bracknell). Thepressrel easeisfrom Pacific Associates, andisannounc-
ingthelaunch of ‘ their revol utionary new anti-virussystem Oyster’ which
‘claimsto beableto protect PCsfrom attack by all existing virusesand all
unknownviruses.” Anyoneout therefeel asif they havebeen herebefore?
Tel. +44 (256) 479277.

RG Softwar e hasannounced that itsflagship product, Vi-Spy Profes-
sional isnow availablein Wester n Eur ope Although Vi-Spy hasbeen
availableinthe United Statesand Canadasince 1989, thisisthefirsttime
purchasersontheother sideof thepondwill haveachanceto examinethis
well-regarded product. ' Fromthevery beginning Vi-Spy hasbeen
designed, marketed and supported with thecorporateenvironmentin
mind’, said RG Softwar €’ sfounder and President Ray Glath. ‘ InEurope,
wearetaking our strategy astep further. Wearemarketingonly into
corporateenvironmentsthat canaccommodateasitelicenceof 100 users
or more.” Tel. +33 (1) 3973 9668.

Further detail sabout theforthcoming releaseof Novell DOS7 havebeen
released. Theproduct will beshippedwiththe Stacker datacompression
program. Stac hasgranted Novell alicensefor Novell networksand
operating systemswhich could doublethestorageavailableonfileservers.
Stacker will alsofully support thenew DOSProtected Mode Services,
whichallowsdevicedriversand TSRstoresideinextended memory on
AT computers.
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